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A. Pre Rules

B. Implicit Rules

C. Explicit Rules

D. Post Rules
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Explanation
The VPN peer on one end is using policy-based VPN. You must configure a Proxy ID on the Palo
Alto Networks firewall.
https://docs.paloaltonetworks.com/pan-o0s/10-1/pan-os-admin/vpns/set-up-site-to-site-
vpn/interpret-vpn-error-me
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A. X-Auth IPsec VPN

B. GlobalProtect Apple 10S

C. GlobalProtect SSL

D. GlobalProtect Linux
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Explanation

( http://blog.webernetz.net/2014/03/31/palo-alto-globalprotect-for-linux-with-vpnc/ )
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* ethernet1/1, Zone: Untrust (Internet-facing)

* ethernet1/2, Zone: Trust (client-facing)
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A. Pre Rules

B. Post Rules

C. Default Rules

D. Stealth Rules

E. Clean Up Rules
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Explanation
https://www.paloaltonetworks.com/documentation/71/pan-os/web-interface-help/panorama-web-
interface/definin
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https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-new-features/globalprotect-
features/identification-and-qua
https://docs.paloaltonetworks.com/globalprotect/10-1/globalprotect-admin/host-
information/quarantine-devices-u
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Explanation
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/decryption/decryption-broker
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A. Red Hat Enterprise Virtualization (RHEV)

B. Kernel Virtualization Module (KVM)

C. Boot Strap Virtualization Module (BSVM)

D. Microsoft Hyper-V
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Reference:
https://www.paloaltonetworks.com/products/secure-the-network/virtualized-next-generation-
firewall/vm-series docs.paloaltonetworks.com/vm-series/8-0/vm-series-deployment/about-the-vm-
series-firewall/vm-series-deploym
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Explanation

Template stacks simplify management because they allow you to define a common base
configuration for all devices attached to the template stack and they give you the ability to layer
templates to create a combined configuration.
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A. scp export tcpdump from mgmt.pcap to <username@host:path>

B. scp extract mgmt-pcap from mgmt.pcap to <username@host:path>

C. scp export mgmt-pcap from mgmt.pcap to <username@host:path>

D. download mgmt.-pcap
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Reference:
https://live.paloaltonetworks.com/t5/Management-Articles/How-To-Packet-Capture-tcpdump-On-
Management-| p/55415
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Explanation

https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-admin/policy/security-profiles
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A. Virtual router

B. Security zone

C. ARP entries

D. Netflow Profile
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Reference:
https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface-help/network/network-
interfaces/pa- layer-2-interface#idd2bcaacc-54b9-4ec9-a1dd-8064499f5b9d
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIRqCAK VLAN
interface is not necessary but in this scenarion we assume it is. Create VLAN object, VLAN
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interface and VLAN Zone. Attach VLAN interface to VLAN object together with two L2 interfaces
then attach VLAN interface to virtual router. Without VLAN interface you can pass traffic between
interfaces on the same network and with VLAN interface you can route traffic to other networks.

AxNHI7ZPCNSE-JPNfEZEE (FJPNTest.comizfit St PCNSE-JPNEERICEKR T 5 2 L IZH&KIC

IIHET ! JPNTest.comlE S ZEPCNSE-JPNEKERFIREE 121 L £ 9, JPNTest.com

PCNSE-JPNHERFIRESE(E 4 S EHf s hE L1=, = - CPCNSE-JPNEIEEED TR FT VSV %

FIZANET, BERD 7 Y £ X _https://www.jpntest.com/shiken/PCNSE-JPN-mondaishu
F91fl, 3 0% « RAY > + 4517425 o— F: JPNshiken

BHiE: 17

EEEEX LAVTIVIRTFYEESCHREILT T r—2a v xkBLET, BEOT7 T 45—
AV EEBOEBMEHFMNARIUNGFWIZA Y v O—FEhET, COEH IO S LIZIE HR
ALTTNV—2a3VERIL RS T4 v VTR FRIT—HITBT7 TV r—2avnE&EzNTL
9,

NGFWZEEBIT D S T4 v EHBANTLE=0ICEQOT7T)r— 3 v EFRITARETTIHN?
A DRTLATIZET7 TV r—2a I 5—RRREIN, WThOL IR FriERShFEEA,
B.4o>vO—KLE=z77VHr— 3>

C.HARALBFIUNA O A—RENETIIT— 30 TR Fv 7274 ILBI—C SN @A
NMERSINET

D. hRZ LT T — 3y

FfE: (EEZRTLEY)

BRE: 18

EDFETNRATIL R Y FT—INGFWIZA JE#EICEELETM?

A J7AT7A—LEFREFEAI—F—IDI—Pxz Y bERIEGARYERRACM O FO—
5 — RODC) _IDRestful APIZE f=IZVMWare API

B. 774724+ —I)LEIEUser-IDT— = > b EDRestful APIE = [ZVMware API

C. 7747+ —I)LEFIFUser-IDT—2 =~ b FFIXCLIEDXML-APIZE f=[£VMware API
D.NGFWZE=[FUser-IDT—> x> F EOXMLAPIEIFVMEZ=ZA2 Y VI —D Tz U b

Ef#: (EfEZRTLET)

Reference:
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/policy/monitor-changes-in-the-
virtual-environmen dynamically register tags, you can use the XML API or the VM Monitoring
agent on the firewall or on the User-ID agent. Each tag is a metadata element or attribute-value
pair that is registered on the firewall or Panorama. For example, IP1 {tag1, tag2,.....tag32}, w"
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A. > ftp export mgmt-pcap from mgmt.pcap to <FTP host>

B. > scp export mgmt-pcap from mgmt.pcap to {usernameQhost:path>

C. > scp export pcap-mgmt from pcap.mgmt to (username@host:path)

D. > scp export pcap from pcap to (usernameQhost:path)

EfE:C(aAAVRERRT D)

Explanation

Additionally, you can manually export the PCAP via SCP or TFTP, i.e.: > scp export mgmt-pcap
from mgmt.pcap to <value> Destination (username@host:path) Ref:
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail 7id=kA10g000000CleECAS
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Explanation
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/management-
features/universally-unique-iden
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A. Port Inspection

B. Certificate revocation

C. Content-ID

D. App-ID

IEfZ: (EffZzRLET)

Reference:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/quality-of-service/qos-for-
applications-and-
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Explanation
https://live.paloaltonetworks.com/t5/Configuration-Articles/File-Blocking-Rulebase-and-Action-
Precedence/ta-p
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You can also use Decryption Mirroring to forward decrypted traffic as plaintext to a third party
solution for additional analysis and archiving.

Ref:

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/decryption/decryption-
overview.html#idd71f8b4d-c
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Explanation

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIFiCAK
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Explanation
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-web-interface-help/objects/objects-security-
profiles-vulne

HfE: 30

EEEEX TRTODFERA T4 IMFATS Y b T+ —L%EPAN-OSY 7 bz 7ICHET 5128
[CEDHFEREERLEIN?

A X904

B. DUO

C. RADIUS
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Explanation
https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/authentication/authentication-
types/multi-factor-auth For end-user authentication via Authentication Policy, the firewall directly
integrates with several MFA platforms (Duo v2, Okta Adaptive, PingID, and RSA SecurlD), as well
as integrating through RADIUS or SAML for all other MFA platforms.
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Explanation
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000CIlibCAC
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Certiticate

General

Details | Certification Path

Certification path

] VeriSign

Symantec Class 3 Secure Server CA-G4

¥ .paloaitonetworks.com

v!ew Certificate |
Certificate status:
is certificate is C
m pa\oﬂf\wgﬂoﬁ
OK

IL—bF FE. BLUOIY FA——DEHEDE L WX (IFTTHM?
A. Symantec > VeriSign > Palo Alto Networks
B. VeriSign > Palo Alto Networks > Symantec



C. VeriSign > Symantec > Palo Alto Networks
D. Palo Alto Networks > Symantec > VeriSign
IEfE: (EffZRnmLET)
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D. XML API
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Explanation

https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/register-ip-addresses-and-
tags-dynamically.

You can enable the dynamic registration process using any of the following options:

User-ID agent for Windows™*

VM Information Sources

Panorama Plugin

VMware Service Manager

XML API*

Auto-Tag*
https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/datasheets/education/pcnse-
study-guide.p Usernames can also be tagged and untagged using the auto-tagging feature in a
Log Forwarding Profile. You also can program another utility to invoke PAN-OS XML API
commands to tag or untag usernames.
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Explanation
https://www.paloaltonetworks.com/documentation/61/panorama/panorama_adminguide/manage-
log-collection/e
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Reference:
https://live.paloaltonetworks.com/t5/Configuration-Articles/How-to-Implement-and-Test-SSL-
Decryption/ta-p/5
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https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?id=kA10g000000CIboCAC The
Question is simply asking how to verify if traffic was being decrypted. There are (2) ways to see
this in the traffic logs:

1. To confirm that the traffic is decrypted inside the WebGUI > Monitor > Logs > Traffic. Click the
magnifying glass icon in the traffic log entries to confirm that the connections were decrypted.

2. Another way to validate the decrypted session is by enabling the column "Decrypted" as below
Traffic logs

. This can be done by clicking on the arrow down next to any column title and selecting the
Columns > Decrypted. This shows decrypted status in regular traffic log view.
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Explanation

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIldcCAC
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Explanation
https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-admin/app-id/manage-new-app-ids-
introduced-in-content-r
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Explanation
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/networking-features/wildcard-
address
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IEfE: (EfEZERTLET)

Explanation

We know that SSL decryption is supposed to give us visibility of traffic that would otherwise be
encrypted.

Therefore, we'd expect decrypted traffic to be identified as the underlying applications, such as
web-browsing, facebook-base or other, but not as SSL.
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CmdLCAS
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000Cle8CAC
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Explanation

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/networking/configure-
interfaces/virtual-wire-interfa Virtual wire interfaces by default allow all untagged traffic. You can,
however, use a virtual wire to connect two interfaces and configure either interface to block or
allow traffic based on the virtual LAN (VLAN) tags.

VLAN tag 0 indicates untagged traffic.You can also create multiple subinterfaces, add them into
different zones, and then classify traffic according to a VLAN tag or a combination of a VLAN tag
with IP classifiers (address, range, or subnet) to apply granular policy control for specific VLAN
tags or for VLAN tags from a specific source IP address, range, or subnet.
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Explanation
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/globalprotect/network-
globalprotect-p
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Explanation
https://live.paloaltonetworks.com/t5/Management-Articles/How-to-Verify-DNS-Sinkhole-Function-
is-Working/t
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Reference:
https://live.paloaltonetworks.com/t5/Configuration-Articles/Failed-to-Block-Facebook-Chat-
Consistently/ta-p/11
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Explanation
https://docs.paloaltonetworks.com/pan-0s/8-0/pan-os-admin/zone-protection-and-dos-
protection/zone-defense/do To protect critical web or DNS servers on your network, protect the
individual servers. To do this, set appropriate flooding and resource protection thresholds in a DoS
protection profile, and create a DoS protection policy rule that applies the profile to each server's
IP address by adding the IP addresses as the rule's destination criteria.
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Explanation
https://docs.paloaltonetworks.com/panorama/9-0/panorama-admin/panorama-
overview/centralized-firewall-conf
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Explanation
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/configure-ssl-inbound-
inspection.html
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B. SSL Inbound Inspection

C. SSH Forward Proxy

D. SMTP Inbound Decryption

IEfE: (EfEZRTLET)

Reference:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/decryption/configure-ssl-
inbound-inspectio

1. SSL Forward Proxy - Inside to Outside (To the the internet)

2. SSL Inbound Proxy - Outside to Inside (usually towards a hosted webserver in your net)

3. SSH Forward Proxy - As is states, for SSH traffic. The important one to remember for this type
of decryption is that no certs are required.
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Explanation
https://live.paloaltonetworks.com/t5/Management-Articles/Show-System-Resource-Command-
Displays-CPU-Ut
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Explanation

Graphical user interface, text, application, email Description automatically generated
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| i

: firewalls. \ FOURTH
i |

' o -

| The ZTP firewalls connect to Panorama and the device group

: | FIFTH

]

|

-

https://docs.paloaltonetworks.com/panorama/10-1/panorama-admin/manage-firewalls/set-up-zero-
touch-provisio
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A. jar files

B. E-mail links

C. APK files

D. PNG files

E. Portable Executable (PE) files
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Explanation

https://docs.paloaltonetworks.com/dns-security.htmi
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A. Kerberos

B. PAP

C. SAML

D. TACACS+

E. RADIUS

F. LDAP
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Explanation
https://docs.paloaltonetworks.com/pan-o0s/8-0/pan-os-admin/firewall-administration/manage-
firewall-administrat The administrative accounts are defined on an external SAML, TACACS+, or
RADIUS server. The server performs both authentication and authorization. For authorization, you
define Vendor-Specific Attributes (VSAs) on the TACACS+ or RADIUS server, or SAML attributes
on the SAML server. PAN-OS maps the attributes to administrator roles, access domains, user
groups, and virtual systems that you define on the firewall. For details, see:

Configure SAML AuthenticationConfigure TACACS+ AuthenticationConfigure RADIUS
Authentication
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Explanation
https://live.paloaltonetworks.com/t5/Management-Articles/Does-PAN-OS-Support-Dynamic-
Routing-Protocols-
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Explanation

Creating the GlobalProtect portal is as simple as letting it know if you have accessed it already. A
new gateway for accessing the GlobalProtect portal will appear. Client authentication can be used
with an existing one.

https://www.nstec.com/how-to-configure-clientless-vpn-in-palo-alto/#5
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Explanation

Each HA firewall interface has its own IP address and floating IP. The interface IP address
remains local to the firewall, but the floating IP address moves between the firewalls upon firewall

failure. You configure the end hosts to use a floating IP address as its default gateway, thus
allowing you to load balance traffic to the two HA peers. You also can use external load balancers

to load balance traffic.If a link or firewall fails or a path monitoring event causes a failover, the

floating IP address and virtual MAC address move over to the functional firewall. (In the figure that

follows, each firewall has two floating IP addresses and virtual MAC addresses; they all move over
if the firewall fails.) The functioning firewall sends a gratuitous ARP to update the MAC tables of

the connected switches to inform them of the change in floating IP address and MAC address

ownership to redirect traffic to itself.
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Explanation
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/decryption/decryption-
exclusions/palo-alto-networ The firewall provides a predefined SSL Decryption Exclusion list to
exclude from decryption commonly used sites that break decryption because of technical reasons
such as pinned certificates and mutual authentication.
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Explanation

The number you specify for the bandwidth applies to both the egress and ingress traffic for the
remote network connection. If you specify a bandwidth of 50 Mbps, Prisma Access provides you
with a remote network connection with 50 Mbps of bandwidth on ingress and 50 Mbps on egress.
Your bandwidth speeds can go up to 10% over the specified amount without traffic being dropped;
for a 50 Mbps connection, the maximum bandwidth allocation is 55 Mbps on ingress and 55 Mbps
on egress (50 Mbps plus 10% overage allocation).
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-panorama-admin/prisma-
access-for-netw
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Explanation

On the Device Dynamic Updates page, select Schedule . Choose to Disable new apps in content
update for downloads and installations of content releases.
https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/app-id/manage-new-app-ids-
introduced-in-content-r

BHE: 78

Y—EX)IL— FDOBEEIZATTHN?

A. Y —E X JL— k& DNSH—/N\— HERERFEH—/N— A RET—HR— FR—2 L ED/ D
FILERY hT—O RY—ERGEDHEBY—ERNDT IR ERELET

B. Y —EX/NTy MME NEBY—ERIZEIYVETONR—FTCI7ATIOA—ILEHFET, U—
N—IX BREN-ZEETA VI — T —REEETIP7 FLRIZIGEZRELET
C.H—ERL—FI T7AT7 94— ILOEEITL—VFFALTT IVSr— 3 VITH—ER
FIRMT H-DITHELFETT,


https://www.jpnshiken.com/q/33869-2722687/
https://www.jpntest.com/shiken/PCNSE-JPN-mondaishu
https://www.jpnshiken.com/q/33869-2722688/

D. —ER/y ME B —EZXDNSEY U TENIR— b TIF LTI+ —LIZAYET,
H—N—E R INTSEEA VA —T I —REFEIPT RLRIZIEEEZIELET
FfR:B(QrY hERERT D)

Eﬁ:ﬁ: 79

HEIIBE A VTSRS F v EERENGFWIZHITLE L=, NGFWTIX, PanoramamT
NAREZEBLET MBIEL2-AT7A T IA—IRET—DBEXTOVETH FEIZGE R
) O—EHELENLApp-IDEFERLI-WEEZTWET, EDPanoramay —)LMWMRIL DM I D
fR#E 2

A BREER

B.RYS—FTF424H—

C.770r—>aviin—7

D. 7R bR —D—H

Eff:B(aA U FEHEEKT D)

Explanation
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/app-id-features/policy-
optimizer his new feature identifies port-based rules so you can convert them to application-based
rules that allow the traffic or add applications to existing rules without compromising application
availability.
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/app-id-features/policy-
optimizer.html
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Explanation

"By default, the firewall uses management interface to communicate to various servers including
DNS, Email, Palo Alto Updates, User-ID agent, Syslog, Panorama etc. Service routes are used so
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that the communication between the firewall and servers go through the
dataplane."https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?
id=kA10g000000CIGJCAO

"The firewall uses the service route to connect to the Update Server and checks for new content
release versions and, if there are updates available, displays them at the top of the
list."https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-web-interface-help/device/device-
dynamic-updates#
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Explanation : Dependencies : Before upgrade, make sure the firewall is running a version of app +
threat (content version) that meets the minimum requirement of the new PAN-OS Upgrade.
https://live.paloaltonetworks.com/t5/Featured-Articles/Best-Practices-for-PAN-OS-Upgrade/ta-
p/111045

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/upgrade-to-pan-
0s-90/upgrade-the-firewall-to

B: 85

Wy by D7 REICET DIRMIECCRRFESNAFTITMN?

A75— IO RNJET7S—LBTJIZHYET FAYTEIN S Ta vy BWEINzEY
23y BLUTAYIEINEIPZ FLRAOIY M) FEBOTICHY FT
B.IRXTOIV M) EIRTLATIZHYET
C.77—hrIVMIRSRATLATIZHYFET FAY TSI+ Ty I WEShztY
L av BLUTAYIENEIPT RLADIV MY EEBOTICHY ET
D.IRTHDIVMIEFTFZ—LBTIZHYFET

IEfE: (EfgZxRTLED)

Explanation

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000PNGFCA4
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less mp-log ikemgr.log:

.ess mp-log ikemgr.log:

2014-08-05 03:51:41 [INFO]: IPsec-SA request for 108.81.64.59 queued since no phasel found

2014-08-05 03:51:41 [PROTO_NOTIFY): ====> PHASE-1 NEGOTIATION STARTED AS INITIATOR, MAIN MODE (=w===
=s==)> Initiated SA: 69.15.96.53[500]-108.81.64.59[500] cookie:0%e85260f28f4e15:0000000000000000 (====
2014-08-05 03:52:33 [PROTO_NOTIFY]: ====> PHASE-1 NEGOTIATION FAILED AS INITIATOR, MAIN MODE (====

====) Failed SA: 69.15.96.53[500]-1068.81.64.59[500] cookie:0%85260£28f4a15:0000000000000000 {==== Due to
timeout.

2014-08-05 03:52:33 [INFO): ee=s) PHASE-1 SA "DELETED, (e=sw

====) Deleted SA: 6£9.15.96.53[500]-108.81.64.59[500] cookie:09e85260f28f4e15:0000000000000000 (====
2014-08-05 03:53:02 [INFO]: IPsec-SA request for 108.81.64.59 queued since no phasel found

2014-08-05 D03:53:02 [PROTO_NOTIFY): ====> PHASE-1 NEGOTIATION STARTED AS INITIATOR  MH&IE MODE (====

====) Initiated SA: 69.15.96.53[500)-108.81.64.59[500] cookie:53351420a%adasd? 0000002000000 (=m==
2014-08-05 03:53:54 [PROTO_NOTIFY): ====> PHASE-1 NEGOTIATION FAILED &% '“117ﬁ$1ﬂﬁ A ODE (====

====> Failed.SA: 69.15.96.53[500]~-108.81.64.59[S00] cookie:53351420a98,,¢}!' T} wbOODOOLTYOOOOO0 <==== Due to
timeout.

AR AF AA_FA.Fa Tuw LB P TMIAAT . AL REF TER s
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A.XOFL DI 7A T +—ILEASADEITEEMEN—HBLEEA

B./87Y wJIP7 KL ARIL, Palo Alto Networks 7 7 4 7 94 —ILEASADOTEAT—HBLFEEA,
C. Palo Alto Networks 7 7 4 74 —I)LD 7 OX L IDAASADEZRTEE—BLFEEA,

D. SFE D E 7 DX E HPalo Alto NetworksD 7 7 4 7O+ —ILEASADRBIT—HELEFHA
IFfE: (EZRTLETD)

E;ﬁﬂ: 87
EEEI IRTOEEY—ERIZTIAHILEDR— b2 ERTEE=OICT7ATo4+—ILEF%
LTLWET,

ED3DDHEENT—F TL—UICE>TEITEINETM? BDOFERLTLESLY)
A. NAT

B. File blocking

C. WildFire updates

D. NTP

E. antivirus

EfR: (ERERTLET)

B E: 88

X2 TATOAT7ANERET SEE ENDIODNBEHFFEATEETMN? 8 OERLTLEE
=LY)

A. Wildfire analysis

B. anti-ransom ware

C. JAILAXEK

D.URLZ 1 LB YUY

E.€8{7no774L

EfR: (EffZzRTLET)

Explanation
https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-admin/policy/security-profiles
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Eﬁ:ﬁ: 89
BEBRESRLTESY,

Template Stack : : AL Ta ®
Name NYC-Branch
Default VSYS vsysl | X
N g edito tirewall wit
Description "I TEMPLATES
Global
NYCFW
") Add

EEEEX JO—NILToTL—INTPY—N—2FHATELEWVIT 74 74— ILONTPH—E
AR EBETILELAHYET EBEEX IPFRLRAEZIDTUIL—FRE Y YICHELE
Y—N—IIEFFTIDELNHYFEFIN MOTUTL— RV IICHEEERLHLIETEE
‘A,

ESThIEEEEBETETEFIMN?

A NYCFWT Y JL—FrDEZLEEZLET,

B. TV L— b RV IVEHEFERALTCT I L—MEZA—/N—FA4 FLET,
C.7/A—NLTFUTL—tDEEZLEEELET,

D./\/ SVYR®RET "EAXETERINIA T bHIERSNDL ZFEMLET,

IEfE: (EfEERTLET)

Explanation

Both templates and template stacks support variables. Variables allow you to create placeholder
objects with their value specified in the template or template stack based on your configuration
needs. Create a template or template stack variable to replace IP addresses, Group IDs, and
interfaces in your configurations.
https://docs.paloaltonetworks.com/panorama/10-0/panorama-admin/manage-firewalls/manage-
templates-and-tem
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A#7ZACCGIlobalProtect7 V7 T A ET 42 T4z FMIENTIM? 2DFBIRLTLES
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A. B3I L f=GlobalProtecti#E & 7 7 74 ET «

B. GlobalProtect® 7 704 SNnt=7V T4 ET 14 DRI

C. GlobalProtectt& & ;& &

D. GlobalProtect7 7AA AV F 7O T4 ET«
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EfE:CD(QAAVREHKT D)

Explanation

https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-new-features/globalprotect-
features/enhanced-logging-for- The ACC displays a graphical view of user activity in your
GlobalProtect deployment on the GlobalProtect Activity tab. The following charts are available:
*Successful GlobalProtect Connection Activity

*Unsuccessful GlobalProtect Connection Activity *GlobalProtect Deployment Activity
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Ef:C(aAY LEHKT D)

AxNHI7ZPCNSE-JPNfEZEE (FJPNTest.comizfit St PCNSE-JPNEERICEKR T 5 2 L ITH&KIC
IIHEY ! JPNTest.comldx 4 & PCNSE-JPNRERRRESE 2 12t L 97, JPNTest.com
PCNSE-JPNHERFISESE(Z 1 S EHH & nE L=, - Z TPCNSE-JPNEIEEN TR FI VUV %
FIZANET, BERD 7 Y £ X _https://www.jpntest.com/shiken/PCNSE-JPN-mondaishu
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SD-WANRY —IZ—ELAHWSD-WAND 7 T v I % @BBIT B LS T4 v IIEESHYFET
mnh?

A FS 749D FEETHEOHO—EHT HSD-WANKRY O—BNEWN=H FZ 7092 FOy
TENEYT,

B. 574991 SD-WANT S5 A4 vENLTHERESNEFYy yFA—ILRY o—IT—BHLE
ER

C. crZ 74 v I IEBEEDKR) >—)L—JLIZ—F L SD-WANY VU £KTSH Y FOE Y THE
EsnEzT,

D. rS 749V IE . RIMNDA2VA—T A REF OFY Eth1/1H 5Eth1/3)ITEILVT, SD-
WANIZSIML TWARYIDOYEA V23— 24 RZEESINFET,
Ffg: (EfEZRELET)

Explanation


https://www.jpnshiken.com/q/33869-2722701/
https://www.jpnshiken.com/q/33869-2722702/
https://www.jpntest.com/shiken/PCNSE-JPN-mondaishu
https://www.jpnshiken.com/q/33869-2722703/

If there is no match to any SD-WAN policy rule in the list, the session matches an implied SD-
WAN policy rule at the end of the list that uses the round-robin method to distribute unmatched
sessions among all links in one SD-WAN interface, which is based on the route lookup.

B 93

PAN-OS 8.0 T EDRREEAXMNEMENT=MNEYR— L TLEITMN?

A. RADIUS

B. LDAP

C. Diameter

D. TACACS+

IEfR: (EffZzRnLET)

Explanation
https://www.paloaltonetworks.com/resources/datasheets/whats-new-in-pan-os-7-1
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IVA—TSAXBATE XY I 2Fa)TAITOO=TFIE T7A4AT7o4+—IZB—5H
bf’“ﬁ%‘Tﬁ DU rEEBRETIC BEEIIL—TIEYETEHILENHY FT,

DFEAAEZFERATILENHY FIM?

A. Certlflcatlon based authentication

B. Kerberos

C. RADIUS with Vendor-Specific Attributes

D. LDAP

EfR:C (A FERKKT D)
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ERENBIMI U I+ —RAV M EBRELTOWT HEDTIL—TE2RIAINSRBFT H-HDR
BRILV—ILEERLI-WEBZTWEY, EORIAERAF TV FEBIRTILENHYFET
m?

A. default-browser-challenge

B. 77 4L FRBEE# N /8 R

C. default-web-format

D. default-no-captive-portal

IEfE: (EfEZRTLEY)

Explanation
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-web-interface-help/objects/objects-
authentication.html
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B. 7747 04—IL)Y—REANI—VERETDHEOHDI—2VLRILT TNHNARALRNLT
FRELFEEA

C.TNNAARALARNILT U7 AT 94— IL)Y—REANY—0ZF5O—NIVIZRELETIN, V—
VULRLTIIRELFEEA)

D. 7T/NARALRJL §A—NL)T V=2 LRLTTB—=NILIZEZE

IFfig: (EfiZRTLET)
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N RTLOEELTWEWI 7470+ —ILEBEE BRo-EBhA U3 —T A AAERS
NTWEHEHILE LB ZHER LR BEEBEBEEX T 74704+ —ILAEMIL— FZERALT
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A L—FZTAVRR—ILENTVEEA

B. #)L— FAEERELTULET

C. ##)L— F TO/RREWR

D. #)L— FDEE

EfE: AC(QAAV LERKRT D)

Reference:
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/networking/static-routes/static-route-
removal-based
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/networking/static-routes/configure-a-
static-route.htm
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MFASBEEZ U R— b BICIE, EDF ¥ TT4 TR—FILE—FERETILELHY FEFTH7?
A.NTLM

B. Redirect

C. Single Sign-On

D. Transparent

Ffa:B(aAAV FEEKRT D)

Reference:
https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/authentication/configure-
multi-factor-authe

BR: 99

EWEX DMZET TRy FT—I DOEICTNGFWZEET IZREAHY £T . 2D0NIBERD
EIGRPIL—T 4 VPR ETYT  COEDRREHREZYR— T I 03—T A RFA4TILE
nTIEh,

A LAYV3LI VA=A RTID EfESINZREIL—2 TEIGRPEHRELFT
B.EIGRPIL—T 4 > 5 %27 LEDMZOMEIZHIBFTEDLSITTHIRBEIA VYA 2—T (X


https://www.jpnshiken.com/q/33869-2722707/
https://www.jpnshiken.com/q/33869-2722708/
https://www.jpnshiken.com/q/33869-2722709/

C.LAXNIFERIETIIVS— b —HBRY M VA—T A RTIN Y TA 2 A—T A XTD
HEIGRPZEHEELFY

D. IPsec h U RILTEIGRPIL—T 4 VT &8 T T 510D R4 VB3 —T 24 X (SVPNH
K UEIGRPZ A kO /L ZEHR— k9 %GlobalProtectZ 1 > X &£ )

Eff:B(aAV FEEEKT D)

Explanation

EIGRP is a Cisco proprietary protocol. The dynamic routing protocols supported on the PAN are
RIPv2, OSPF and BGP.
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Cyber Attack Lifecycle

Reconnaissance  Weaponization  Delivery Exploitation Installation
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YAN—HEBEDSA THALIILDEDERT REBTRLELIZPDF7 7 M IILEZEBF A —ILICH
ffLEITHM?

A IPOT > F7rkarviba—)L

B. fitiE

C. &R

D. ¥EH

EfE: (EERTLET)

BHfE: 101

DoSHR#ELY—2RETOTF7AILIZDVNTELL2DDAT— AV MMIENRTIMN? 208
RLTLEZELY),

AV—RETOTFAINEANY -V ERELET
B.YV—2REIJOID7AMNIEIHEAYV—VERELET

C.DoSRETR I 7 A LIFIT Yy kR—IXTHY BEN—XTIEHY FEA
D.DoSHRETO T 7 A ILIEEF ) TARYS—)L—LIZ) VI ENTVET
IEfR: (EfEZRTLET)

Explanation
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/zone-protection-and-dos-
protection/zone-defense/zo
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A. I R3 LApp-IDEERKR L G2 TJTRF Y U E2FMILET,

B.77)—3 7TV 5—30F—N—54 FRYI—LhRILBHBDELEERL
FY,

C.77UH—avAt—n—54 KR —%ERLET,

D. h X2 LApp-IDZER L, TIEFFITon-&E) Fxv IRy I REZFRALET,

R (ERERTLET)
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Explanation
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/user-id/deploy-user-id-in-a-large-
scale-network.htm
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A—HY—TvE T D3IDDEMLEHEFIATIMN? 3DFER)
A. 802.1X

B. Server Monitoring

C. Syslog

D. WildFire

E. XML API

IEf%: (Ef2ZRTLEY)

B f: 106
JTICA—H—ZRAELTLEWeb TAF L EZALTEBL TV I —F—D1—H—RIZIPT
FLREIY T3 51— —IDOFEITENTTMN?

AVSAF7orTR—EVY

B.R—twvEYS

C. H—N—DEHR

D. Syslog listening

Eff:D(QAA U FEREKRT D)

Explanation

To obtain user mappings from existing network services that authenticate users-such as wireless
controllers,

802.1x devices, Apple Open Directory servers, proxy servers, or other Network Access Control
(NAC) mechanisms-Configure User-ID to Monitor Syslog Senders for User Mapping.While you can
configure either the Windows agent or the PAN-OS integrated User-ID agent on the firewall to
listen for authentication syslog messages from the network services, because only the PAN-OS
integrated agent supports syslog listening over TLS, it is the preferred configuration.
https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/user-id/user-id-overview.html
https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/user-id/map-ip-addresses-to-users

BRI TZPCNSE-JPNERESE (XJPNTest.comizf &1L  PCNSE-JPNEERICEH T 5 Z & I2#&IC
IIHFEF ! JPNTest.comlE S HZEPCNSE-JPNHEAFIREE 1=t L £ 3, JPNTest.com
PCNSE-JPNEEEMIREEIEH DEHFHINFE L=, Z Z TPCNSE-JPNRIEEDTA I VO U %
FIZANTE T, BIRD 7 Y £ X _https://www.jpntest.com/shiken/PCNSE-JPN-mondaishu
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A. topdump filter "host 10.10.10.5

B. show panoramas-status

C. debug dataplane packet-diag set capture on

D. show arp all I match 10.10.10.5

E. test panoramas-connect 10.10.10.5

IEfE: (EfgZRTLET)
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EDPanoramaBBE I A TTOLECEBLIDDT IR R AL VDERENDBLE
2D:ER)

A. Dynamic

B. Custom Panorama Admin

C. Role Based

D. Device Group

E. Template Admin

Eff:DE(IAV FEHKT D)

Explanation

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIETCAO
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tcp / 8080DthinsF—/A—~DV YT THZX FDWeb TSIV 53T 4 v I DHEHTT B &
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AT7T)r—232 92T TS59205,¥—E X application-default
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Explanation

If you check in the FW the default port for web-browsing is TCP 80, so you will need a custom
app.

admin@PA-LAB-01# show predefined application web-browsing web-browsing { category general-
internet; subcategory internet-utility; technology browser-based; analysis 'Web browsing continues
to evolve. Initially used to simply view HTML formatted information, web browsers have become
the client, through which, users can access new applications that provide functionality far beyond
simple information browsing. These applications include web mail, instant messaging, streaming


https://www.jpnshiken.com/q/33869-2722718/
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media, web conferencing, blogs, file sharing and other social networkingapplications. Much of the
plain web-browsing activities has effectively been overshadowed by all the other applications. }
default { port tcp/80; } tunnel-applications http-proxy; risk 4; }

[edit]
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EfR: (EffzRTLET)

Explanation
(https://www.paloaltonetworks.com/documentation/60/panorama/panorama_adminguide/set-up-
panorama/determ
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A. XML Agent

B. Applications and Threats

C. WildFire

D. PAN-OS Upgrade Agent

Ffa:B(a AV FEEKRT D)

Explanation
https://www.paloaltonetworks.com/documentation/80/pan-os/newfeaturesguide/upgrade-to-pan-
0s-80/upgrade-th
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Explanation

Unlike the App-ID engine, which inspects application packet contents for unique signature
elements, the Application Override policy's matching conditions are limited to header-based data
only. Traffic matched by an Application Override policy is identified by the App-ID entered in the
Application entry box.Choices are limited to applications currently in the App-ID database.Because
this traffic bypasses all Layer 7 inspection, the resulting security is that of a Layer-4 firewall. Thus,
this traffic should be trusted without the need for Content-ID inspection. The resulting application
assignment can be used in other firewall functions such as Security policy and QoS.Use
CasesThree primary uses cases for Application Override Policy are:

To identify "Unknown" App-IDs with a different or custom application signature To re-identify an
existing application signature To bypass the Signature Match Engine (within the SP3 architecture)
to improve processing timesA discussion of typical uses of application override and specific
implementation examples is here:https://live.paloaltonetworks.com/t5/Learning-Articles/Tips-amp-
Tricks-How-to-Create-an-Application- Ov
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Explanation

Use the Recommended profile for typical failover timer settings and the Aggressive profile for
faster failover timer settings. The Advanced profile allows you to customize the timer values to suit
your network requirements.
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/high-availability/ha-concepts/ha-
timers.html
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Reference:
https://live.paloaltonetworks.com/t5/Management-Articles/Tips-amp-Tricks-How-to-Use-the-
Application-Comm ACC/ta-p/67342 The Application Command Center (ACC) page visually depicts
trends and a historic view of traffic on your network. It displays the overall risk level for all network
traffic, the risk levels and number of threats detected for the most active and highest-risk
applications on your network, and the number of threats detected from the busiest application
categories and from all applications at each risk level. The ACC can be viewed for the past hour,
day, week, month, or any custom-defined time frame.
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FIREWALL Settings
el/1: Zone - Internet, IP - 206.15.22.9
~ % 206152210
~ M 206.15.22.11
el/4: Zope- DMZ IP-10.1.1.1/24

'\.d'l

Firewall

SERVER 1 Sets
Ethernet Adapter
Gateway: 10.1.1.1

SERVER 2 Settings
Ethernet Adapter 1: 10.1.1.23/24
Gateway: 10.1.1.1

ERIZRRINTORIERICEDINT  EONATIL—ILHAWebBE S5 T4 v ZIELEEET
H5DTL &ID,
A)

Source IP: Any

Destination IP: 206.15.22.9
Source Zone: Internel
Destination Zone.DMZ

Destination Service: 80/TCP
Action: Destination NAT
Translated IP: 10.2.2.23
Translated Port:

B)

Source IP; Any

Destination |P; 208.15.22.9
Source Zone: Internet
Destination Zone! Intermiet
Destination Service: 80/TCP
Action: Destination NAT

Tmnsla b;m




Source |IP: Any

Destination IP: 206.15.22.9
Source Zone: Internet
Destination Zone: Internat
Destination\Sefvice. 80/TCP
Actioh: Destination NAT*
Translated IP: 10.1.1.22:~
Translated Port: None

Source IP: AP LA
Destination 1‘#@5’6 15.22.9
Source Zone: Internet"
Destination Zone; DMZ
Destination, Sérvice: 80/TCP
Action: Destlnatlun NAT
Translated IP: 10.1.1.22

Translated Port: 80/TCP

A. Option A

B. Option B

C. Option C

D. Option D

IEfE: (EfEZRRLET)

Explanation

NAT zones are just whatever interface traffic is going to. The source (the big cloud internet) is
obviously internet, and the destination zone is the internet facing interface of the firewall, so the
destination is also internet. It then is translated into an IP that the internal network can read.
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A. App Scope

B. ACC

C. Session Browser

D. System Logs
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Explanation
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Session browser. However ACC will show metadata on traffic through the firewall, and you can
create some helpful on-the-fly reports, but these will not provide deep detail. Alternatively for more
detail you can go to Monitor > Traffic and filter for relevant sessions.
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A. Heartbeat Monitoring

B. Failover

C. Path Monitoring

D. Ping-Path
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Reference: https://www.paloaltonetworks.com/documentation/7 1/pan-os/pan-os/policy/pbf
https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/policy/policy-based-
forwarding/pbf/path-monitoring
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Explanation
https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-admin/app-id/use-application-objects-in-
policy/create-a-cu
https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/app-id/manage-custom-or-unknown-
applications.htm
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Explanation

You can use the No Decryption tab to enable settings to block traffic that is matched to a
decryption policy configured with the No Decrypt action ( Policies > Decryption > Action). Use
these options to control server certificates for the session, though the firewall does not decrypt and
inspect the session traffic.
https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-web-interface-help/objects/objects-
decryption-profile
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Explanation

O

"Security profiles are not used in the match criteria of a traffic flow. The security profile is applied
to scan traffic after the application or category is allowed by the security policy."
https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/policy/security-profiles.html#
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A. Certificates

B. LDAP

C. RADIUS

D. SSH keys
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Explanation
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/firewall-administration/manage-
firewall-administrat
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Explanation

UDP 4501 Used for IPSec tunnel connections between GlobalProtect apps and gateways.
https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/firewall-administration/reference-port-
number-usag

B 139


https://www.jpnshiken.com/q/33869-2722746/
https://www.jpnshiken.com/q/33869-2722747/
https://www.jpntest.com/shiken/PCNSE-JPN-mondaishu
https://www.jpnshiken.com/q/33869-2722748/
https://www.jpnshiken.com/q/33869-2722749/

TUoIL—hETUTL— b RSV ELYBRICERNAT S-OIC BRTI7AT 24—
BESLVT7TIAT7RABARDIPYTIILORDOYICE—LTL— b EREERTEET, E
LWMERIZENTT D,

A. @Panorama

B. #Pancrama

C. &Panorama

D. $Panorama
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Explanation

Create a template and template stack using a variable name for an object. Variable names must
start with the dollar sign ( "$" ) symbol. For example, you could use $Panorama as a variable for
the Panorama IP address that you want to configure on multiple managed firewalls and appliances
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-new-features/panorama-
features/configuration-reusability-f
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Explanation

Use only signed certificates, not CA certificates, in SSL/TLS service profiles.
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/certificate-management/configure-
an-ssltls-service
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A. VM-25

B. VM-800

C. VM-50

D. VM-400
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Reference:
https://www.paloaltonetworks.com/products/secure-the-network/virtualized-next-generation-
firewall/vm-series
https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/about-the-vm-series-
firewall/vm-series-m
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A. show session all filter ssl-decrypt yes count yes

B. show session filter ssl-decryption yes total-count yes

C. show session all ssl-decrypt yes count yes

D. show session all filter ssl-decryption yes total-count yes
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Explanation

* Application-Based Attacks

-Target weaknesses in a particular application and try to exhaust its resources so legitimate users
can't use it.

An example is the Slowloris attack.

* Protocol-Based Attacks

-Also known as state-exhaustion attacks, they target protocol weaknesses. A common example is
a SYN flood attack.

* Volumetric Attacks
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-High-volume attacks that attempt to overwhelm the available network resources, especially
bandwidth, and bring down the target to prevent legitimate users from accessing its resources. An
example is a UDP flood attack.
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Explanation

https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption-
concepts/decryption-mirrori

"Keep in mind that the decryption, storage, inspection, and/or use of SSL traffic is governed in
certain countries and user consent might be required in order to use the decryption mirror feature.
Additionally, use of this feature could enable malicious users with administrative access to the
firewall to harvest usernames, passwords, social security numbers, credit card numbers, or other
sensitive information submitted using an encrypted channel. Palo Alto Networks recommends that
you consult with your corporate counsel before activating and using this feature in a production
environment."
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RARTSHT4RELT SSLESIL ORMZEDURLATINEZ2—5 v FMTEBHELND
YEIM?

AFTUSAVRMNL—DENY YT T

B.&JRY

C. BRLEEF

D. €@ —EX

EfE:B(AAV FERKRT D)

Explanation
https://docs.paloaltonetworks.com/best-practices/10-0/decryption-best-practices/decryption-best-
practices/plan-s Phase in decryption. Plan to decrypt the riskiest traffic first (URL Categories most
likely to harbor malicious traffic, such as gaming or high-risk)
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Palo Alto Networks®D 7 7 4 7 7+ —JLI& JERRZEDsyslogt—/\ & B4 D & % F2 3 Tsyslog
AVE—CHERETEILSICEDKSICHRETETEITN?
A.syslogh—N\—TAIT7AMIILDHR B LBRDF v IRYIREFVIZLET,

B. JEiZ#syslogh—/A\TO T 7 M ILEEIRT 5

C.syslogh—N\—TJOT77AIILDTFIZCARZ LOTHERAEERT S

D. 7/3( RBEETDIEZ#syslogr v E—C DY R— FZERIZT S

IEfE: (EfEZRTLED)
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BRZzSRBL TS,

EIE (X Panorama®Palo Alto Networks NGFWHNSD k574 v OS5 E#RB2ZENTEFEE
b, REDBBIE 7 7AToA—IAIZHSESTT, BENELWLWHNESHEFHERT S=8IC
Palo Alto Networks NGFW®D £ C IZ&@EHRIEFMNHY TT M ?

A)


https://www.jpnshiken.com/q/33869-2722757/

Panorama Settings

Panorama Serveu

io.ég.i.;t |

- Recelve Timeout for Connection to Panorama (sec) 240
- Send Timeout for Connection to Panorama (sec} 240

u..**—-ﬂ-f"

_ RetryCountforSSLSendw Pano 3&2‘5
_ Secure Client cammunlantion Con % N
Certificate Type None AN ‘“" -
| ChedleS J*:r Identity




& N

Enter the 1P address or FQDN of the Sysiog Server

D)

Panorama Settings
Receive Timeout for Connection to Device (sec) 240
Send Timeout for Connection to Device (sec) 240
Retry Count for SSL Send to Device 25

' Share Unused Addre

Dbjects defined in
Secure Server Communication

| Custom Certificate Only
SSL/TLS Service Profile  None

A. Option A
B. Option B
C. Option C
D. Option D
EfE:A(QAVREHKRT D)

Explanation

 SysiogServer]  192.168.229.17  UDP 4 [ 5M BSD LOG_USER

. ".'. '-:L - k. ]
|
1



https://www.jpnshiken.com/q/33869-2722758/

https://docs.paloaltonetworks.com/panorama/9-0/panorama-admin/manage-log-
collection/configure-log-forward First of all you need to connect the Firewall to Panorama. Once
that is done you configure your templates and device groups via Panorama and push that to the
firewall. That includes policy and log forwarding. If you had misconfiguration on the firewall
regarding logs that would be mitigated via Panorama push.
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globalProtect7— b 4 TIX EDIDDRA Ty b o RILAXBYR— SN THETM?
BDOBEATLIZELY,)

AETHRRN)—ZVIGT7T) =23y

B. V547> EETOER

C.3EERALY

D. V—RAFAL Y

E.58k1—H—/J)L—7

F.URLAT3)

IEfR: (EfEZERTLET)

Explanation

You can configure split tunnel traffic based on an access route, destination domain, application,

and HTTP/HTTPS video streaming application.

https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-

gateways/split-tunnel-tra
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F2YRIT=0EF2)TAIOPZTIE, FHBEBEREICETAILR—FERETEHE 5SRO S
NEFT, ACCOEDA TIZLHR— FOERICHEGZFEBRAHY £IH7?

Ay kJ—0FH

B. ®igig 7V T4 ET«

C. 70wy &ni=iEE

D. BRUEE

IEfR: (EfEZERTLET)
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D5T NAT: 1.1.1.100 to 10.1.1.100 Dst Port 80
1.1.1.100 to 10.1.1.101 Dst Port 22

Untrust-13

El/l
e e R e
1.1.1.100/24

. s B e 192, 168.1.0/24

10.2.1.101

10:1.1.100

2BDY—N—%F—DD—GDIP7 FLRIZT Y TT5=HIC  BEEIIDNATZFE>TLET,

F77Ur— 3> HostA 10.1.1.100) FHTTPR &%+ T, % LT _HOSTB 10.1.1.101) I&

SSHALEEZ(TR) ICE DK HEDY —/N\—IZ K@EFRAIToNFET,)

tXal)Ta RUS—DBXETEHED2OD, COERKEERLETMN?
REEATLCIZEL,)

A. Untrust (Any) to DMZ (10.1.1.1), ssh -Allow

B. Untrust (Any) to DMZ (10.1.1.1), web-browsing -Allow

C. Untrust (Any) to Untrust (10.1.1.1), ssh -Allow

D. Untrust (Any) to Untrust (10.1.1.1), web-browsing -Allow

E. Untrust (Any) to DMZ (10.1.1.100.10.1.1.101), ssh, web-browsing -Allow

IEfE: (EffZRRLET)
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IN) SRTUTL—LTIE, EDIBEDA TV bEERTEETH? 8DOBRLTLES
LY)

AVE—TI—REBTIOT7ANL

LHIPAFTJo o b+

.QoS7O 774l

X UTF«TOTFAIL

IEBRETO I 7ML

EfE:ABD (242 E2FEEKT D)

mooO m >

AXEI7EPCNSE-JPNRAZESE [XJPNTest.comizfit &t  PCNSE-JPNERERIC AT 5 2 L I2RIC
b5 ET ! JPNTest.comld S & HPCNSE-JPNRERRIEE 124 L £ 9, JPNTest.com
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B f: 152
fTREFZSEL T EEEL,

admin@Lab33-111-PA-3060(active)=show routing fib

id destination nexthop flags interface mtu
47 0.0.0.0/0 10.46.40.1 ug ethernet1/3 1500
46 10.46.40.0/23 0000 u ethernet1/3 1500
45 10.46.41.111/32 0000 uh ethernet1/3 1500
70 10.46.41.113/32 10.46.40.1 ug ethernet1/3 1500
a1 192.168.111.0/24 0.00.0 u ethernet1/6 1500
50 192.168.111.2/32 0.0.0.0 uh ethernet1/6 1500

admin@Lab33-111-PA-3060(active)=show virtual-wire all

total virtual-wire shown:

flags: m-multicast firewalling
p= link state pass-through
5- vlan sub-interface
I- ip+vlan sub-interface
t-tenant sub-interface

name interface1 interface2 flags allowed-tags

. . -

VW-1 ethemet1/7  ethemettl®

S . it e il

_'ﬂ‘

EST749IDARA A —T 4 RAH192.168.111.3M 5585£10.46.41.113F TD1/7TD A —4
Y THBIGEE ELLDHEAAM LV EZ—TTAATIMN?

A. ethernet1/6

B. ethernet1/3

C. ethernet1/7

D. ethernet1/5

IEfi#: (EfiZ R LET)

Explanation

PBF is to e1/5, but the current time is not in time schedule. the normal routing will go to e1/3

B f: 153
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A—H—DERLIZA T RRA—FT7 TNV 5= 3 VT RRTEDLSITTEIRELNHY
FT AT RRAA—= DT TV =23 0ADT I EREHATEESICT7AT 94— %
EDESITHERT ILELNHYEFIHN?

A 7TVr—23 0748 —%4EHL Offce 7RIS LEVWSARZEMFTTHL EDRRY
ATLATIIVTI24ILE—0EBLET,

B.77U45—> 3> )L—TJ %4/ L Office 365, Evernote Google Docs LibreOfficeZ B0 L
EXE

C.77UHr—2avlL—T#ERL FNICEDRRVRATLEEMLET,
D.7FUhr—a>v T4 LA —%4ER L Office TOS 5L E NS ZHTEHIFTH S _ Office 70
G5 LY ThATI)VTITIANLEI—LET,

IEf#: (EfEZRTLET)
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SYNI S FREDLEWMEZBRTEL2OD 7747 74—)ILaAViR—F2 MEENTT
Mm? 2OERLTLZELY)

A. DoSRRERY ¥ —

B.QoS7OZ774 )L

C.UV—RETOIT7AI

D. DoSIRETO T 7ML

EfE: (EfEZRRLET)

Explanation

Flood Attack Protection

Zone Protection Profiles protect against of five types of floods:
*SYN (TCP)

* UDP

*ICMP

* |ICMPv6

* Other IP

B RH: 155

FEENWIildfire P D=OICFHIZICRON 2 RANL Dz 7 O—FERHELELZ, RNM Dz
T, A——DMBALICEEEZ/ NNV TICERLET,
WildFireDFE SN LHFHRIERITT A ?

A. Gray ware

B. Malware

C. Spyware

D. Phishing

IEfE: (EfEZERTLET)

Explanation

Wildfire verdictions are as follow1-Begnin2-Greyware3-Mallicious4-Phishing


https://www.jpnshiken.com/q/33869-2722764/
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https://www.paloaltonetworks.com/documentation/80/wildfire/wf_admin/wildfire-overview/wildfire-
concepts/ve The sample does not pose a direct security threat, but might display otherwise
obtrusive behavior. Grayware typically includes adware, spyware, and Browser Helper Objects
(BHOs)

Ef9: 156
TORRREET )y LTS,
Exhibit Window

 Name ' Tags  Zone/Interface  ACdi>ss . User | Address

1 PBFl none  frg Trust-L2 G 192.168.10.0/24 any & 172.16.10.0/24 Vi

2 PBF2 none R Thust-L3 'l, 192.168.10.0/24 any 'ﬁ 12236000/ 24 any
3 PBF3 none (B% Trust-1.3 W§ 192.168.10.0/24 © wii | NeelS ety o4 any

Forwarding

| ewamawhe L1 i
ethernetl (2.2 172.20.20.1

¥ service-hitn. ) forward ethemeri /3.2  172,20.30.1  folse

”~ S P\ rorwdnd, . cthernet1/3.3 17220401 fakse

T7AT24+—ILIZIE 3DDPBFIRAIE . T 74 )L FVRIZERE SN TULVS172.20.10. 1D %7 X k
Ry TEEDTIAHILMIL—rAHBYFET, WillE WS EZRTOI—HF—IZIE, 192.168.10.10& LV S
IP7 RLRAZEHDPCAHY £, BMIXICHTTPSIEHKREZLET

172.16.10.20,

WIlOPCHNSDHTTPS b3 74 I DRI R Riky FIP7 RLRIZENTTH,

A. 172.20.10.1

B. 172.20.40.1

C. 172.20.20.1

D. 172.20.30.1

EfE: (EfExRTLET)
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N SRDARRARENETNARTIL—TD20DFAIEATIMN? 20FBRLTLESLY)
ABEDEXLYTFAR)—IL—ILEXTOH FOBFA

B. T RTDT/NA RIZHKEEL BRTOMAETHRET SMLENHY FT
C.ITRTDTNARTIN—TE HETIL—ThoBEEZMERLET,
D.A—AIDI7A T IA—ILEEEZLEZT S

IFfE: (EEZRTLETD)

Explanation
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Creation of a device group hierarchy enables you to organize firewalls based on common policy
requirements without redundant configuration. When you create objects for use in shared or
device group policy once and use them many times, you reduce administrative overhead and
ensure consistency across firewall policies.
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