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A. Receive, management , transmit , and drop

B. Receive , firewall, send , and non-syn

C. Receive management , transmit, and non-syn

D. Receive , firewall, transmit, and drop
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https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CITJCAO
docs.paloaltonetworks.com/pan-0s/8-1/pan-os-web-interface-help/monitor/monitor-packet-
capture/packet-capture-overview.htmi
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A. Rule #1: application: web-browsing; service: application-default; action: allowRule #2:
application: ssl; service: application-default; action: allow

B. Rule #1: application: web-browsing; service: service-https; action: allowRule #2: application:
ssl; service: application-default; action: allow

C. Rule # 1: application: ssl; service: application-default; action: allowRule #2: application: web-
browsing; service: application-default; action: allow

D. Rule #1: application: web-browsing; service: service-http; action: allowRule #2: application: ssl;
service: application-default; action: allow
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https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIEyCAK
"...behavior when selecting the Application as web-browsing and the Service to application-default.
Web-browsing will be allowed over both its standard and secure port. The security policy will allow
web-browsing over both port 80 and 443."
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CmdLCAS
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A. delivery

B. IP command and control

C. exploitation

D. reconnaissance
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A. Transparent

B. NTLM

C. Redirect

D. Single Sign-On
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A. VeriSign > Symantec > Palo Alto Networks

B. VeriSign > Palo Alto Networks > Symantec

C. Palo Alto Networks > Symantec > VeriSign

D. Symantec > VeriSign > Palo Alto Networks
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A. check

B. find

C. test

D. sim
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Locally defined dynamic updates setting on a managed Palo Alto Networks firewall take
preference over the Panorama pushed setting.
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail 7id=kA10g000000CIKQCAQ
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(https://www.paloaltonetworks.com/documentation/60/panorama/panorama_adminguide/set-up-
panorama/set-up-the-m-100-appliance)
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(https://live.paloaltonetworks.com/t5/Management-Articles/Panorama-Sizing-and-Design-Guide/ta-
p/72181)
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https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/authentication/authentication-
types/multi-factor-authentication For end-user authentication via Authentication Policy, the firewall
directly integrates with several MFA platforms (Duo v2, Okta Adaptive, PingID, and RSA SecurlD),
as well as integrating through RADIUS or SAML for all other MFA platforms.
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A. @Panorama

B. #Pancrama

C. &Panorama

D. $Panorama
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Create a template and template stack using a variable name for an object. Variable names must
start with the dollar sign ( "$" ) symbol. For example, you could use $Panorama as a variable for
the Panorama IP address that you want to configure on multiple managed firewalls and appliances
https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-new-features/panorama-
features/configuration-reusability-for-templates-and-template-stacks.html
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A. Pre-NAT addresse and Pre-NAT zones

B. Post-Nat addresses and Pre-NAT zones

C. Post-NAT addresse and Post-Nat zones

D. Pre-NAT addresse and Post-Nat zones

EfZ:D (AU FEREKT D)

B 21

HBOEEE X MBOEX1) TR ZBIET B=OICT7ATO4+—ILZEBMEBAT 51

OICFIHATESEREZH>TLET,

IN—FF—SEIX, I7A4T70+—LERETDVI—ROTEEHEITALICERET S L&
LTWET,SEDT RS RIZELWTT N, ZOERFIZEAIATTH,

A [FWT7AT7 94— ILIFEY L I VR—RATHB=H HEFDCPSIZHRTEEEA

B. ERDDOST/NA RADANI T 7A T IO+ —ILEFBRELGEVWIET 2y FT—VHNDOEENED

BLTNS RIS HEREMNEIESNET

C.IEWJ—CRETOITF7ANE BEDTNAREIAL TEFARL—T 4 VTR TLOERE
NLTRETDHVY—RICELETHETEET


https://www.jpnshiken.com/q/33843-2719443/
https://www.jpnshiken.com/q/33843-2719444/
https://www.jpnshiken.com/q/33843-2719445/

D. BEEICEARGL A N—KREBEDSA ITHMVILDITRTOERBTHEZEZHECE=OHDOH L LY
i EEENZRMT DT 74T oA —ILIEHY FHA

IEfE: (EfZRTLEY)
https://docs.paloaltonetworks.com/pan-o0s/10-0/pan-os-admin/zone-protection-and-dos-
protection/zone-defense/firewall-placement-for-dos-protection
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The additional options of Browser and Satellite enable you to specify the authentication profile to
use for specific scenarios. Select Browser to specify the authentication profile to use to
authenticate a user accessing the portal from a web browser with the intent of downloading the
GlobalProtect agent (Windows and Mac). Select Satellite to specify the authentication profile to
use to authenticate the satellite.

Reference https://www.paloaltonetworks.com/documentation/71/pan-os/web-interface-
help/globalprotect/network-globalprotect-portals
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https://docs.paloaltonetworks.com/pan-o0s/8-0/pan-os-new-features/content-inspection-
features/credential-phishing-prevention
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commands:

request logdb

migrate-to-panorama start end-timestart-timetype
https://docs.paloaltonetworks.com/panorama/9-0/panorama-admin/set-up-panoramalinstall-
content-and-software-updates-for-panorama/migrate-panorama-logs-to-new-log-format
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https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/decryption/decryption-
overview.html#:~:text=SSL%20decryption%20(both%20forward%20proxy,secure%20an%20SSL
%2FTLS%20connection.

B 34

EEEE NATILERY FT—INGFWDRTIZHLTT I T4 TNy THAZERET DL D
[ZRDENTWET, EBEILX TV TAITIT7AT704+—ILICEXEI00ZEY B TET,
N TITF7AT 74— ILIZIEEDBEIEBRABE L TOETM?

A.0

B. 99

C.1

D. 255

EfE:D(Q AV EHREKT D)

Reference:
https://docs.paloaltonetworks.com/content/dam/techdocs/en_US/pdf/pan-os/10-0/pan-os-
admin/pan-os-admin.pdf page 315
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Authentication policy enables you to authenticate end users before they can access services and
applications. Whenever a user requests a service or application (such as by visiting a web page),
the firewall evaluates Authentication policy. Based on the matching Authentication policy rule, the
firewall then prompts the user to authenticate using one or more methods (factors), such as login
and password, Voice, SMS, Push, or One-time Password (OTP) authentication
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/authentication/authentication-policy
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-new-features/panorama-features/automatic-
panorama-connection-recovery.html Automatic commit recovery allows you to configure the
firewall to attempt a specified number of connectivity tests after:

1- you push a configuration from Panorama or

2- commit a configuration change locally on the firewall.

Additionally, the firewall checks connectivity to Panorama every hour to ensure consistent
communication in the event unrelated network configuration changes have disrupted connectivity
between the firewall and Panorama or if implications to a pushed committed configuration may
have affected connectivity.
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A. Pre Rules

B. Post Rules

C. Default Rules

D. Stealth Rules

E. Clean Up Rules
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https://www.paloaltonetworks.com/documentation/71/pan-os/web-interface-help/panorama-web-
interface/defining-policies-on-panorama
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A. Anti-Spyware

B. URL Filtering

C. Vulnerability Protection

D. Antivirus
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A. HSCI-C

B. HA2 backup

C. Console Backup

D. HA3
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D. Security
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https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/networking-features/wildcard-
address
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https://live.paloaltonetworks.com/t5/Management-Articles/Does-PAN-OS-Support-Dynamic-
Routing-Protocols-OSPF-or-BGP-with/ta-p/62773
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A. Egress interface

B. Source IP

C. Rule number

D. Destination IP

E. Ingress interface

EfE: (EfEZRRLET)
(https://live.paloaltonetworks.com/t5/Featured-Articles/Getting-Started-Packet-Capture/ta-p/72069)
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https://live.paloaltonetworks.com/t5/certification-articles/pcnse-and-pcnsa-exam-changes-
with-10-0/ta-p/344832
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/decryption/troubleshoot-and-
monitor-decryption/decryption-logs.html The Decryption Log (Monitor Logs Decryption ) provides
comprehensive information about sessions that match a Decryption policy to help you gain context
about that traffic so you can accurately and easily diagnose and resolve decryption issues. The
firewall does not log traffic if the traffic does not match a Decryption policy.
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https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/app-id-features/policy-
optimizer his new feature identifies port-based rules so you can convert them to application-based
rules that allow the traffic or add applications to existing rules without compromising application
availability. https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/app-id-
features/policy-optimizer.html
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https://docs.paloaltonetworks.com/panorama/7-1/panorama-admin/manage-firewalls/template-
capabilities-and-exceptions.html# You can use Templates and Template Stacks to define a wide
array of settings but you can perform the following tasks only locally on each managed firewall:
Configure a device block list.

Clear logs.

Enable operational modes such as normal mode, multi-vsys mode, or FIPS-CC mode.
Configure the IP addresses of firewalls in an HA pair.

Configure a master key and diagnostics.

Compare configuration files (Config Audit).

Renaming a vsys on a multi-vsys firewall.
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https://docs.paloaltonetworks.com/panorama/10-0/panorama-admin/panorama-
overview/centralized-firewall-configuration-and-update-management/templates-and-template-
stacks
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https://docs.paloaltonetworks.com/panorama/10-1/panorama-admin/manage-firewalls/manage-
templates-and-template-stacks/configure-template-or-template-stack-variables.html

B f: 56

WildFireDRR TS50 T4 R&RETEH-HODEELRRT Y TIEAITT M ?

A tXa)T4BEDRY FT—20 TlE WildFireDH 4 XHIRZ&R/IMEIZERELF T
B.OVTUVYDEHEBINETAEICTFATI+—ILEERLET

C.EBMLY TR YT a7 T4 T THAIZLEEHRLET

D.Sv>a vy UT4hIERY ET—4 T WidFiredH 4 XHIRZHZKEICEPLET
IEfR: (EffzRnLET)

B 57

5749 IZEDVWT H—N—BERNRIVIZRTEINSIEHEFERITHBAL TSI RT—F
AU RFENRTTIMN?

A. 1—H—IDI— 1 ¥ k&, lab-client& V3 SALDRF LV KA 2Oy hA—5—(CiEES
NTWWET,

B. 7k X klab-clienthUser-IDT—o x> Mok > THREESAFELT-,

C./RX Mlab-clienthh KA/ >ar brO—5—([Ck>THRESINFEL,

D.User-IDT—Y x ¥ b lab-client&E WS SRILDF W= T 74 7o+ —ILICEKEINTLE

9,

I (EfgZRTLEY)

The User-ID agent is connected to a domain controller labeled lab-client.
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https://live.paloaltonetworks.com/t5/Learning-Articles/How-to-Interpret-show-system-resources/ta-
p/59364

"The command show system resources gives a snapshot of Management Plane (MP) resource
utilization including memory and CPU. This is similar to the 'top' command in Linux."
https://live.paloaltonetworks.com/t5/Learning-Articles/How-to-Interpret-show-system-resources/ta-
p/59364
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https://www.paloaltonetworks.com/documentation/70/pan-os/pan-os/networking/nat-configuration-
examples
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A. > ftp export mgmt-pcap from mgmt.pcap to <FTP host>

B. > scp export mgmt-pcap from mgmt.pcap to {usernameQhost:path>

C. > scp export pcap-mgmt from pcap.mgmt to (username@host:path)

D. > scp export pcap from pcap to (usernameQhost:path)

IEfR: (EfEZzRTLET)

Additionally, you can manually export the PCAP via SCP or TFTP, i.e.: > scp export mgmt-pcap
from mgmt.pcap to <value> Destination (username@host:path) Ref:
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail 7id=kA10g000000CleECAS
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PAN-OS 10.0
https://docs.paloaltonetworks.com/panorama/10-0/panorama-admin/administer-panorama/enable-
automated-commit-recovery.htmi
https://docs.paloaltonetworks.com/pan-o0s/9-1/pan-os-new-features/panorama-features/automatic-
panorama-connection-recovery
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/app-id/use-application-objects-in-
policy/resolve-application-dependencies.html
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From the Palo Alto documentation below, "when a VPN is terminated on a Palo Alto firewall HA
pair, not all IPSEC related information is synchronized between the firewalls... This is an expected
behavior. IKE phase 1 SA information is NOT synchronized between the HA firewalls." And from
the second link, "Data link (HA2) is used to sync sessions, forwarding tables, IPSec security
associations, and ARP tables between firewalls in the HA pair. Data flow on the HAZ2 link is always
unidirectional (except for the HA2 keep-alive). It flows from the active firewall to the passive
firewall."

https://know

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail 7id=kA14u000000HAUZCAW
ledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA14u000000HAUZCAW&
&lang=en_US%E2%80%A9

lang=en_US%E2%80%A9%&

&refURL=http%3A%2F%2Fknowledgebase.palo

refURL=http%3A%2F %2Fknowledgebase.paloaltonetworks.com%2FKCSArticleDetalil
altonetworks.com%2FKCSArticleDetail
https://help.aryaka.com/display/public/KNOW/Palo+Alto+Networks+NFV+Technical+Brief
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https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?id=kA10g000000CIRtCAK Block
sessions that use cipher suites you don't support. You configure which cipher suites (encryption
algorithms) to allow on the SSL Protocol Settings tab. Don't allow users to connect to sites with

weak cipher suites.
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Reference:
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/high-availability/ha-firewall-
states.html
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Based on my knowledge out-of-sync message appear on Panorama only was perform a commit to
Panorama but not pushed to the NGFW. https://live.paloaltonetworks.com/t5/general-
topics/reason-for-out-of-sync-message-in-panorama/td-p/328292
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https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-web-interface-help/panorama-web-
interface/panorama-commit-operations.html
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-web-interface-help/globalprotect/network-
globalprotect-portals/globalprotect-portals-agent-configuration-tab/globalprotect-portals-agent-app-
tab.html
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https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-admin/policy/security-profiles
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https://docs.paloaltonetworks.com/globalprotect/9-0/globalprotect-admin/globalprotect-quick-
configs/remote-access-vpn-with-pre-logon.html
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/firewall-administration/manage-
firewall-administrators/configure-administrative-accounts-and-authentication/configure-certificate-
based-administrator-authentication-to-the-web-interface.html
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https://docs.paloaltonetworks.com/best-practices/8-1/decryption-best-practices/decryption-best-

mooOmW >

practices/plan-ssl-decryption-best-practice-deployment.html
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Reference:

"Credential phishing prevention works by scanning username and password submissions to
websites and comparing those submissions against valid corporate credentials. You can choose
what websites you want to either allow, alert on, or block corporate credential submissions to
based on the URL category of the website. Alternatively, you can present a page that warns users
against submitting credentials to sites classified in certain URL categories. This gives you the
opportunity to educate users against reusing corporate credentials, even on legitimate, non-
phishing sites. In the event that corporate credentials are compromised, this feature allows you to
identify the user who submitted credentials so that you can remediate."
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/globalprotect/network-
globalprotect-portals/globalprotect-portals-satellite-configuration-tab.html
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Destination Security Zone, Application, and URL Category

Explanation:

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIVECAQ On a
Palo Alto Networks firewall, a session is defined by two uni-directional flows each uniquely
identified by a 6-tuple key: source-address, destination-address, source-port, destination-port,
protocol, and security-zone.
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"The PA-200 firewall supports HA Lite only. HA Lite is an active/passive deployment that provides
configuration synchronization and some runtime data synchronization such as IPSec security
associations. It does not support any session synchronization (HA2), and therefore does not offer
stateful failover."
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https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/firewall-administration/bootstrap-the-
firewall/bootstrap-a-firewall-using-a-usb-flash-drive.htmI#id8378007f-
d6e5-4f2d-84a4-5d50b0b3ad7d
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"If the list source is secured with SSL (i.e. lists with an HTTPS URL), enable server authentication.
Select a Certificate Profile or create a New Certificate Profile for authenticating the server that
hosts the list. The certificate profile you select must have root certificate authority (CA) and
intermediate CA certificates that match the certificates installed on the server you are
authenticating."
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https://docs.paloaltonetworks.com/pan-o0s/10-1/pan-os-web-interface-help/network/network-
interfaces/aggregate-ethernet-ae-interface-group.htmi
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Unlike the App-ID engine, which inspects application packet contents for unique signature
elements, the Application Override policy's matching conditions are limited to header-based data
only. Traffic matched by an Application Override policy is identified by the App-ID entered in the
Application entry box. Choices are limited to applications currently in the App-ID database.
Because this traffic bypasses all Layer 7 inspection, the resulting security is that of a Layer-4
firewall. Thus, this traffic should be trusted without the need for Content-ID inspection. The
resulting application assignment can be used in other firewall functions such as Security policy
and QoS. Use Cases Three primary uses cases for Application Override Policy are: To identify
"Unknown" App-IDs with a different or custom application signature To re-identify an existing
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application signature To bypass the Signature Match Engine (within the SP3 architecture) to
improve processing times A discussion of typical uses of application override and specific
implementation examples is here: https://live.paloaltonetworks.com/t5/Learning-Articles/Tips-amp-
Tricks-How-to-Create-an-Application- Override/ta-p/65513
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https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIZuCAK
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Dynamic user groups help you to create policy that provides auto-remediation for anomalous user
behavior and malicious activity while maintaining user visibility. Previously, quarantining users in
response to suspicious activity meant time- and resource-consuming updates for all members of
the group or updating the IP address-to-username mapping to a label to enforce policy at the cost
of user visibility, as well as having to wait until the firewall checked the traffic. Now, you can
configure a dynamic user group to automatically include users as members without having to
manually create and commit policy or group changes and still maintain user-to-data correlation at
the device level before the firewall even scans the traffic.
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-new-features/user-id-features/dynamic-user-
groups.html
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D. XML API
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/register-ip-addresses-and-
tags-dynamically.html You can enable the dynamic registration process using any of the following
options:

User-ID agent for Windows*

VM Information Sources

Panorama Plugin

VMware Service Manager

XML API*

Auto-Tag*
https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/datasheets/education/pcnse-
study-guide.pdf Usernames can also be tagged and untagged using the auto-tagging feature in a
Log Forwarding Profile. You also can program another utility to invoke PAN-OS XML API
commands to tag or untag usernames.
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Template stacks simplify management because they allow you to define a common base
configuration for all devices attached to the template stack and they give you the ability to layer
templates to create a combined configuration.
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-new-features/user-id-features/dynamic-user-
groups#:~:text=Because%20updates%20to%20dynamic%20user,threats%20without%20manual
%20policy%20changes.
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https://docs.paloaltonetworks.com/pan-o0s/10-1/pan-os-networking-admin/network-packet-
broker/configure-routed-layer-3-security-chains Configure security chain devices with Layer 3
interfaces to connect to the security chain network. These Layer 3 interfaces must have an
assigned IP address and subnet mask. https://docs.paloaltonetworks.com/pan-o0s/10-0/pan-os-
admin/decryption/decryption-broker/security-chain-layer-3-guidelines.html
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B. LDAP

C. RADIUS

D. SSH keys
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/firewall-administration/manage-
firewall-administrators/administrative-authentication
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UDP 4501 Used for IPSec tunnel connections between GlobalProtect apps and gateways.
https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/firewall-administration/reference-port-
number-usage/ports-used-for-globalprotect.html
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https://www.paloaltonetworks.com/documentation/70/pan-os/pan-os/url-filtering/url-filtering-profile-
actions
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https://docs.paloaltonetworks.com/plugins/vm-series-and-panorama-plugins-release-

notes/panorama-plugin-for-sd-wan/sd-wan-plugin-200/features-introduced-in-sd-wan-2-0.html

https://www.paloaltonetworks.nl/apps/pan/public/downloadResource?

pagePath=/content/pan/en_US/resources/guides/pan-os-secure-sd-wan-deployment-guide
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Reference:
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/monitoring/take-packet-captures/take-
a-packet-capture-on-the-management-interface.html
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https://live.paloaltonetworks.com/t5/blogs/what-are-applications-and-services/ba-p/342508# A
service on the Palo Alto Networks firewall is a TCP or UDP portes which port is open or closed
and does not look beyond Layer 4. An application it goes into Layer 7 inspection to ascertain
which application is active in a data flow and will enforce "normal" behavior onto it, DNS Query
https://live.paloaltonetworks.com/t5/blogs/what-are-applications-and-services/ba-p/342508#
Concept 1 A service on the Palo Alto Networks firewall is a TCP or UDP port, as it would be
defined on a traditional firewall or access list. It simply defines which port is open or closed and
does not look beyond Layer 4.

Concept 2

An application is what makes the Palo Alto Networks next-generation firewall so powerful; it goes
into Layer 7 inspection to ascertain which application is active in a data flow and will enforce
"normal” behavior onto it (e.g., a session identified as DNS that suddenly sends an SQL query is
abnormal and will be blocked).
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https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIETCAO
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Use the Recommended profile for typical failover timer settings and the Aggressive profile for
faster failover timer settings. The Advanced profile allows you to customize the timer values to suit
your network requirements. https://docs.paloaltonetworks.com/pan-o0s/10-1/pan-os-admin/high-
availability/ha-concepts/ha-timers.html
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Both templates and template stacks support variables. Variables allow you to create placeholder
objects with their value specified in the template or template stack based on your configuration
needs. Create a template or template stack variable to replace IP addresses, Group IDs, and
interfaces in your configurations. https://docs.paloaltonetworks.com/panorama/10-0/panorama-
admin/manage-firewalls/manage-templates-and-template-stacks/override-a-template-setting.htmi
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NAT zones are just whatever interface traffic is going to. The source (the big cloud internet) is
obviously internet, and the destination zone is the internet facing interface of the firewall, so the
destination is also internet. It then is translated into an IP that the internal network can read.
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A. TACACS+

B. Kerberos

C. PAP

D. LDAP

E. SAML

F. RADIUS
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The administrative accounts are DEFINED on an external SAML, TACACS+, or RADIUS server.
The server performs both authentication and authorization. For authorization, you define Vendor-
Specific Attributes (VSAs) on the TACACS+ or RADIUS server, or SAML attributes on the SAML
server. PAN-OS maps the attributes to administrator roles, access domains, user groups, and
virtual systems that you define on the firewall. Kerberos, LDAP, and PAP required the admin
account to be locally defined on the firewall. https://docs.paloaltonetworks.com/pan-o0s/9-1/pan-os-
admin/firewall-administration/manage-firewall-administrators/administrative-authentication.html
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We know that SSL decryption is supposed to give us visibility of traffic that would otherwise be
encrypted. Therefore, we'd expect decrypted traffic to be identified as the underlying applications,
such as web-browsing, facebook-base or other, but not as SSL.
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CmdLCAS
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail 7id=kA10g000000Cle8CAC
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Reference:

https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?id=kA10g000000CIboCAC The
Question is simply asking how to verify if traffic was being decrypted. There are (2) ways to see
this in the traffic logs:

1. To confirm that the traffic is decrypted inside the WebGUI > Monitor > Logs > Traffic. Click the
magnifying glass icon in the traffic log entries to confirm that the connections were decrypted.

2. Another way to validate the decrypted session is by enabling the column "Decrypted" as below
Traffic logs . This can be done by clicking on the arrow down next to any column title and selecting
the Columns > Decrypted. This shows decrypted status in regular traffic log view.
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https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls/transition-a-
firewall-to-panorama-management/migrate-a-firewall-to-panorama-management.htmi
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A. jar files

B. PNG files

C. Portable Executable (PE) files

D. APK files

E. E-mail links
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https://docs.paloaltonetworks.com/pan-o0s/10-0/pan-os-admin/user-id/user-id-concepts/user-
mapping/xml-api.html
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/user-id/user-id-concepts/user-
mapping/server-monitoring.html
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https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/user-id/configure-firewalls-to-
redistribute-user-mapping-information
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https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/user-id/deploy-user-id-in-a-large-
scale-network/redistribute-user-mappings-and-authentication-timestamps/firewall-deployment-for-
user-id-redistribution.html#ide3661b46-4722-4936-bb9b-181679306809
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Together, the primary and secondary interfaces form a pair of decryption forwarding interfaces.
Only interfaces that you have enabled to be Decrypt Forward interfaces are displayed here. Your
security chain type (Layer 3 or Transparent Bridge) and the traffic flow direction (unidirectional or
bidirectional) determine which of the two interfaces forwards allowed, clear text traffic to the
security chain, and which interface receives the traffic back from the security chain after it has
undergone additional enforcement.
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Palo Alto NetworksPanorama 7.0 Administrator's Guide *77Manage FirewallsManage Device
GroupsManage Device GroupspAdd a Device GrouppCreate a Device Group HierarchypCreate
Objects for Use in Shared or Device Group PolicypRevert to Inherited Object ValuespManage
Unused Shared ObjectspManage Precedence of Inherited ObjectspMove or Clone a Policy Rule
or Object to a Different Device GrouppSelect a URL Filtering Vendor on PanoramapPush a Policy
Rule to a Subset of FirewallspManage the Rule HierarchyAdd a Device GroupAfter adding
firewalls (see Add a Firewall as a Managed Device), you can group them into Device Groups (up
to 256), as follows. Be sure to assign both firewalls in an active-passive high availability (HA)
configuration to the same device group so that Panorama will push the same policy rules and
objects to those firewalls. ###HH####HHH#H##PAN-OS doesn't synchronize pushed rules across HA
peers. #H#HH##H#### To manage rules and objects at different administrative levels in your
organization, Create a Device Group Hierarchy.
https://docs.paloaltonetworks.com/panorama/8-0/panorama-admin/manage-firewalls/transition-a-
firewall-to-panorama-management/migrate-a-firewall-ha-pair-to-panorama-management
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000Cle OCAS
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A. Antivirus

B. Content-ID

C. User-ID
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D. Applications and Threats
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https://docs.paloaltonetworks.com/panorama/8-1/panorama-admin/panorama-
overview/centralized-logging-and-reporting
https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?id=kA10g000000CIKFCAO
"When this has to be done over a WAN link with bandwidth limitation, it is necessary to consider
reducing the number of log streams that are sent over the link" "With this configuration, firewalls
will forward logs to Panorama, assuming that log forwarding was configured correctly on the
firewall. The logs are forwarded to the syslog server, thus reducing the number of log streams
significantly."
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C. Diameter
D. TACACS+
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https://www.paloaltonetworks.com/resources/datasheets/whats-new-in-pan-os-7-1
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https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/configure-ssl-inbound-
inspection.html
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https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIVICAO
"Notice how the rules looks after selecting "Highlight Unused Rules." You can now see exactly
what rules have and have not been used since the last reboot."
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https://docs.paloaltonetworks.com/vm-series/9-1/vm-series-deployment/bootstrap-the-vm-series-
firewall/bootstrap-the-vm-series-firewall-in-aws.html
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Flood Attack Protection

Zone Protection Profiles protect against of five types of floods:
*SYN (TCP)

* UDP

*ICMP

* ICMPv6

* Other IP
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https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-new-features/decryption-
features/decryption-broker
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https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-new-features/management-
features/universally-unique-identifiers-for-policy-rules.html
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https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/zone-protection-and-dos-
protection/zone-defense/zone-protection-profiles
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ethernetl / 8IZHEHMEINTWVWOIYEA T4 TERIRT HCLIOT U FIFENTITMN?
A >V R T LAREET 4 )L F —Z RRH G Y sys.si.p8.stats

B. > show interface ethernetl / 8

C.> RTLRREET 4 LA —ZERFHEYsys.sl.p8.phy

D.> X T LIRRET 4 LA —ZRRHE Y sys.si.p8.med
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Example output:

> show system state filter-pretty sys.s1.p1.phy
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sys.s1.p1.phy: {
link-partner: { },
media: CATS,
type: Ethernet,

}
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail 7id=kA10g000000CId3CAC
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