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A. Packet forwarding process

B. SSL Proxy re-encrypt

C. IPsec tunnel encryption

D. Packet egress process
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Explanation
http://live.paloaltonetworks.com//t5/image/serverpage/image-id/12862i950F549C7D4EG309
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Explanation

https://docs.paloaltonetworks.com/panorama/8-1/panorama-admin/manage-firewalls/manage-
templates-and-temp
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A. GlobalProtect7 7'!) & GlobalProtects— k™ = 4

B. GlobalProtect7 7'!) & GlobalProtectZdR— % JL

C. GlobalProtect7 7'!) & GlobalProtectfi £

D. GlobalProtect7R—#4 JL & GlobalProtects— k™ = A
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A. MIB

B. RIB

C.SIP

D. FIB
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Explanation
https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/networking/virtual-routers
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Explanation

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIRoCAK
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A. show routing interface

B. test routing fib virtual-router vr1

C. test routing fib-lookup ip 98.139.183.24 virtual-router vr1

D. show routing route type static destination 98.139.183.24
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Explanation
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-web-interface-help/network/network-
gos/qos-interface-sett
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A. LDAP

B. RADIUS with Vendor-Specific Attributes

C. Certification based authentication

D. Kerberos
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Dallas-Branch has Dallas-FW as a member of the Dallas-Branch device-group
NYC-DC has NYC-FW as a member of the NYC-DC device-group

What objects and policies will the Dallas-FW receive if "Share Unused Address and Service Objects” is enabled in
Panorama?
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-Shared Policy1
-Branch Policy1

Address Objects
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https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-admin/getting-started/enable-basic-wildfire-
forwarding
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Explanation

Together, the primary and secondary interfaces form a pair of decryption forwarding interfaces.
Only interfaces that you have enabled to be Decrypt Forward interfaces are displayed here. Your
security chain type (Layer 3 or Transparent Bridge) and the traffic flow direction (unidirectional or
bidirectional) determine which of the two interfaces forwards allowed, clear text traffic to the
security chain, and which interface receives the traffic back from the security chain after it has
undergone additional enforcement.
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Reference:
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/policy/monitor-changes-in-the-
virtual-environmen
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Explanation
https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/authentication/authentication-
types/multi-factor-auth
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Explanation

The GlobalProtect portal provides the management functions for your GlobalProtect infrastructure
The GlobalProtect gateways provide security enforcement for traffic from GlobalProtect apps The
GlobalProtect app software runs on endpoints and enables access to your network resources
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A. URL Filtering profile

B. Zone Protection profile

C. Anti-Spyware profile

D. Vulnerability Protection profile
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Reference:

https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/threat-prevention/prevent-

credential-phishin
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Explanation

Plan to defend your network against different types of DoS attacks:

* Application-Based Attacks

-Target weaknesses in a particular application and try to exhaust its resources so legitimate users
can't use it.

An example of this is the Slowloris attack.

* Protocol-Based Attacks

-Also known as state-exhaustion attacks, these attacks target protocol weaknesses. A common
example is a SYN flood attack.

* Volumetric Attacks

-High-volume attacks that attempt to overwhelm the available network resources, especially
bandwidth, and bring down the target to prevent legitimate users from accessing those resources.
An example of this is a UDP flood attack.
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/zone-protection-and-dos-
protection/zone-defense.ht
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A. Rule #1: application: web-browsing; service: application-default; action: allowRule #2:
application: ssl; service: application-default; action: allow

B. Rule #1: application: web-browsing; service: service-https; action: allowRule #2: application:
ssl; service: application-default; action: allow

C. Rule # 1: application: ssl; service: application-default; action: allowRule #2: application: web-
browsing; service: application-default; action: allow

D. Rule #1: application: web-browsing; service: service-http; action: allowRule #2: application: ssl;
service: application-default; action: allow
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Explanation

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIEyCAK
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Reference:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/high-availability/ha-firewall-
states
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D. Vpn-tunnel.1024
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Reference:
https://www.paloaltonetworks.com/documentation/80/panorama/panorama_adminguide/manage-
firewalls/manag templates-and-template-stacks/configure-a-template-stack
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ERTEHESICHEBRESNATVET, Y4 FADOSPFREIFELLEZRESINATWWETMN, Fa—
FT—DII— EDPEILINTVWERA TT T4V IDYA FBL U A—T A R ETO—FFx¥
ARIUYRAL TEFERLTWNET, EEE(X, Site-BOOSPFEREMN, TDA V2 —T 24 AN
DIZFBEYE) O34 TEFERLTWS EHIBTLELT,

Virtual Router - OSPF - Area

AreaID 0000
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EDY )B4 TOEETITI—HBELETH?
A. Set Ethernet 1/1 to p2mp

B. Set tunnel. 1 to p2p

C. Set Ethernet 1/1 to p2p

D. Set tunnel. 1 to p2mp

FfE:B(QAY FEHREKT D)

Eﬁ:ﬁ: 36

FTYRI—ORHEERTETDICE BREDI7AT7 04— IILHABESA VI —T 41 RDKNHYIC
T—RTL—2A4 2B —T T4 RT7 KLAHA BPalo Alto Updates(Z 7V £ R T HHEARH Y F
9,

EDEREELERETIVLENHY FIM?

A 77+ KIL—Fb

B.EEJOJ74MJL

C.2 70274

D. Y—EXJL—k

Eff:D (AU FERKT D)

Eﬁ:ﬁ: 37

NAF7IILERY FT—INGFWZBET 51 —H— 35 7 4 v 1% http // www companycom|Z
BETHIEENHYET, TNLUNDEEE LY a3 UvBRFIA LTI LET, TNUNDIES,
vy aUBNEA LT RLET, NGFWIL http //www.company.comIZ7 9 R 9T B & E(C
A—H—+S53 T4 v I —HT HPBFIL—IILTHEB SN TULVET, http / www companycom|Z7
DERGTBI7AT IA—INEEBRT BICIEESISTNIEIWVWTTD, FIRX MRy THRITI UL
=35 & PBFIL—ILZBEMICESICLETN?

A BEDPBFIL—ILCHERET VL a v EFERALTEZ -0 7ML EERE L TEML
EXD

B. BIREMPBFIL—ILTI A INA—NN—DTFI L avEHIODEZF4—TO 774 L EERLTE
mLET

C.IREIL—F—DT I+ EIL—FLEDRIRRY TS — A DINREREEBRLET
D. 72747 04— ILONEFRA LV EZ—Tz—RAD) VO ERTAT7AILEFMLTERELE
¥

Ef:C (A L ERET B)

Eﬁ:ﬁ: 38

TEEFI ITRTOTITIVT—2a3 0 FEETHIRYO—%2FH->TVWET, CORY —FE N EH
HEIN EBREDEINBZT7TITIS— a3 VDADNHFRIENET, 72747 04—IILEBEEX =
HOT7ATo9Fr—NIZRDEXL)F4R)—FERLELT,
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Mame | Zone Adsress | Use F Aatem | Apgicakn Seevioe Aren | Foffe  Dobors

&
>

HEDVLAN IDEZITANDA VB3 —T 24 REREIXAMTTM?
IW—IL2EIL—IILIDEAEHFDIDZELETHLNDIA Y MEIENRTIN? 20:ESN)
AL—IL2EXEVIIL BRHBR—FED S T v I IERINET,

B.BRIOOSELETO T 7AILIE IL—IL2E3ICERATEET,
C.ELGDtEXalT47AIT7ANELSI TAVIIIFUOTIL—IN2ELUIIHERAT S L
MTEET,

D.*Y hIT—V LDERPED S T4 v I #HBANTEHLER— FEERTEET,

IEf#: (EfEERTLET)

Eﬁ:ﬁ: 39

N SREBRELTCHNEFZERSINTNNARIZT Y 23 5LZIFERATES2009 7
RO ToavEEnTemn? 22EERLTLEZEWL)

A. Content-ID

B. User-ID

C. Applications and Threats

D. Antivirus

IEf#: (EffZzRnLET)

Reference:

https://www.paloaltonetworks.com/documentation/7 1/pan-os/web-interface-help/device/device-
dynamic-updates

B f: 40

X (IBEFDPalo Alto Networks 7 7 4 794 —IL&E/IN—2 3 07.010M57.04I127 v T L—FK
LTWLWET,

T74 7 24— ILEEEE PAN-OS 8.04% XL AKICA VR M—ILT H=HIZED3IDDAHE
ZEATEEIH? (Choose three)

A1DDIT7AT 94— ILEEFHF LI-#% PAN-OS 8047 v TT—rEI1DDI7A T 94—l
NoBEYDITRTDI7AT 94— NIZTyvIaLFET,

B. PAN-OS8.047 7 A LEYHR— YA B FHDO0—KL FET7yTA—FLzRIC
BIF7AT7 94— IIZTA VR —ILLET,

C.ZT7AT 24— JLIZCPAN-OS 8.04ZEH AV O—FLTA VA R—=ILLTLIEEELY,

D. PAN-OS 8.04%USBKRS 4 JICHAHoO— KT 5L USBRSA TN I 74 7 o+—ILICHE
ASNF=R, I7A4T70+—IOABHMNICEFRINET,

EERIT7ATD4—IIZA VA M—=ILT BIZIE HHR— P41 FHSPAN-0S8.047 v TT—hk
#TvalET,

F. PanoramamM & 7 74 794 —JLICPAN-OS 8.04% X vO0—KLTFTy > alLET,
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IEfE: (EfgZRTLET)

Eﬁ:ﬁ: 41

DELBY—EXADT I ERAZRMT 2014 VNV FF—2R— rARESNATNSIES,
P—ERIL—HFIBIYETONTWES U3 —T oA RZIEF[HABETTH,
A.DOSELUVY—URELTEMTILENHYET

B. 43— x—RELANV2LA NV —"3FLIIRETAV—IRETIDLELHY FT
C.UREBEY—EAAND RS T4 9IICIEA VA —D 1 —RE2FERTIVLELHYFET

D. #HIP7 FLRZERT HILENHYFET

FfE:C(aAAV LEEKRT D)

B 42
BRESHEL TSI,

DST NAT: '1,1.1.100 t¢ 10,1,1.100 Dst Port 80
1.1.1,100 % 10.1.1.101 Dst Port 22

Untrust-i3 Trust-13
' A 3 s ! £ 149
1.1.1,100/24 WE12 =
1.1.1.250 192,168.1.0/24

DMZ

E 10,1, 1,000

10.1,1.100

EEEIIDNATZFERAL T 2200 —N—%1DD/N\TY 9 JIP7 RLRIZI Y TLTWET, b
STA4VIIE . FTIVr—oaVIEDVWTHEDY—N—IZEFEINET KR+

A 10.1.1.100) FHTTP S T4 v #ZEL . /RX FB (01110 [FSSHES T s vV #2EL
F9,)COEREERT 200X ) T4RYD—IL—LIEENTTH, 2OFRLTLE
Ly,)

A.DMZ 10.1.1.100.10.1.1.101) ~DEFETEHLY (EE)ssh, WebT 50 V45351

B.DMZ (.1.1.100) [Zxi 9 HERETE LY (EB)WebT 50 ¥ U 50

C. Untrust Any)to Untrust 10.1.1.1) _ web-browsing -Allow

D. Untrust Any)to Untrust 10.1.1.1) . SSH -Allow

E.DMZ (.1.1.100) ~DEFE T E %Ly (EE) SSH-5FHI

EfE:BE(OIAV FEHRKT D)

Explanation
https://docs.paloaltonetworks.com/pan-o0s/8-0/pan-os-admin/networking/nat/nat-configuration-
examples/destinat
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EFDT 43
T7A4A T2+ —ILHMineMeldMW5IP7 KLREFAHDO—RKLTWEFA, T A—DIZED
WT. RPAEENSVLDIEIAITL £ 5h,

Create List || ListEntries AR -

- o,
Type Lt < ___'__“ . v
Description &
source  https://MineMeldifeedSTORexitOut
Server Authenbication ——
Certificate Profile Ngng__{[lié‘a.a_lﬂé Cert profile) g
Repeat Hourly Y -

o ]

A EETTT FLRIL ftp // <address / file>THRA FENTWE T 7 ILDHEHR—FLET,
B.CAIIBAZ4#SLHAE TN I 7 M ILEERTHILENHY T,

C.OSA 7V MIBZEZEUHBPETO I 7 M ILEERTILENHY FT,

D. NERENRY ) R M ESSLERE Y R—FLEHA,

EfR: (ERERTLET)

Eﬁ:ﬁ: 44
ROEBIZE DT,


https://www.jpnshiken.com/q/13230-1191605/

Certiticate

General

Details | Certification Path

Certification path

) VeriSign

Symantec Class 3 Secure Server CA-G4

¥ .paloaitonetworks.com

v!ew Certificate |
Certificate status:
is certificate is C
L pa\oﬂf\}&oﬁ

IL—bF FE. BLUOIY FA——DEHEDE L WX (IFTTHM?
A. VeriSign > Symantec > Palo Alto Networks
B. Symantec > VeriSign > Palo Alto Networks



C. Palo Alto Networks > Symantec > VeriSign
D. VeriSign > Palo Alto Networks > Symantec
IEfE: (EffZRnmLET)

Eﬁ:ﬁ: 45

EEEEI—Y—IDERAD ST a—T14 00 %T50ENHY FTEEEILDAPEREEIC
BEET MBI H S EEATVWETEBREIEE I L— TRy Y PRy TF ¥ EERLIZ0NE
EZATCWETEBENBRERIET SO0y XY TFvE#MBTH-OIZERT SCLI
av v kA

A. > scp export pcap from pcap to (usernameQhost:path)

B. > ftp export mgmt-pcap from mgmt.pcap to <FTP host>

C. > scp export mgmt-pcap from mgmt.pcap to {usernameQhost:path>

D. > scp export pcap-mgmt from pcap.mgiat to (username@host:path)

TR (EREHETLET)

B 46

SEWEZ /NOFILLRY FT—INGFWDEBEEBA VA —T1—RED RS T4 99 52EDES
[CEER/Fv TFvLETM?

A. TNy 0T —4 T L—>Mpacket-diag set capture stage 7 7 A 794+ —IL T 7A4)LaAI K
ZEALET,

B. c3 749y X v TFYDADDEBEIRTEAMDICLET TX,RX,DROP, 7747V +—
),

C. debug dataplane packet-diag set¥ ¥ 7 F ¥ A7 —C BB I 74TV FEFERALET,

D. topdumpa~¥ > F&EFERLET,

EfE: (EfEZRRLET)

Reference: https://live.paloaltonetworks.com/t5/Learning-Articles/How-to-Run-a-Packet-
Capture/ta-p/62390
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/monitoring/take-packet-
captures/take-a-packet-captu

BHI7ZIPCNSE-JPNRERESE (XJPNTest.comizft S  PCNSE-JPNERER BT H 2 &I2#&

(2B FET ! JPNTest.comlE S ExFPCNSE-JPNER BRI RESE 1R L £ 9, JPNTest.com

PCNSE-JPNGRERFIREE T L SEHFSNFE L=, ZZ TCPCNSE-JPNEIBBEDTA FIT VDY

EFICANTET, BERD 7Y X _https://www.jpntest.com/shiken/PCNSE-JPN-mondaishu
B75f1. 30%r 4 RA > kb #A4ESIa— F: JPNshiken,

Bi: 47
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HAXR 7 DRk E#PanoramalZ4{ viR— 9555 . 41 Vi R— b ETFD NS 74 v I ICEEE
BEZ5DEDKSITBHLELETMN?

A.HA2Y) >0 EEHIZT S

B. /8y 7Y U IREE%E 'shutdownIZERE L T, -

C. BREIHAZEMIZIT S

D. HAZ&EMIZT 5

EfR: (EffZzRTLET)

Eﬁ:ﬁ: 48
BREzSRBLTESY,

[DST NAT: 1.1.1.100 to 10.1.1.100

Untrust-L3

Trust-L3
1+ E1/1 A
=

1" wie =Ah 1.1.1.100/24 I £1/2

192.168.1.0/24

DMZHDWebH—/S—HDNATEZNM L T/NTY I 7 RLRIZRy TEhTWET,
37490 BWebH—N—IZHNEESICTHEFa)T4R)D—IL—ILIFENTITH?
A. Untrust (any) to Untrust (10. 1.1. 100), web browsing - Allow

B. Untrust (any) to Untrust (1. 1. 1. 100), web browsing - Allow

C. Untrust (any) to DMZ (1. 1. 1. 100), web browsing - Allow

D. Untrust (any) to DMZ (10. 1. 1. 100), web browsing - Allow

Eff:C (AU LEREEKT D)

Explanation
https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/networking/nat/nat-configuration-
examples/destinat

B 49

EIRE (X Palo Alto NetworksNGFW # &#/\—2 3 VDPAN-OSY 7 bz FIZ7y TS L—FK
TEIDENHYET , 774 T 04— IIZIFA—YRY M A3 —T A XEHLIzA 23—
2y FEBEOAHYFEITHN EEBAUA—T A ADLDA V32— MERIIHY FTEHA T
Xa)T4R)—IZIEX T4 EDEFaIUTAIL—ILE FEDY—hLEEDT—V
ADFTRTOWebITZIO VT S T4 v Y ZHATBHIL—IEHYET, PAN-OSYT ko
FTEFYTHL—RTERLSIC EREFMEERTIVNELHY TITH?
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A txXa)T4R)S—IL—)L
B.4—EXJL— bk

C.CRL

D. X7 Ta1—5—
Ef:A(QAY FEHKKT D)

Eﬁ:ﬁ: 50

SEEX FLLERZPancramaM b7 T4 /1INy P THART L L THEBRINE—XD T 7
A7 94— IZTyvalET,

EDNGFWHPanoramah LR EEZIELEITMN?
ANYOTITFATIA—IWETITATI7AT7 04— ILERBALET

B. 79T 4HI7AT 04— ILIEX Ny TI744T70+r—)LERMBILET
C.EXTRENGI7ATI4+—IL &b ZTNIEZEWIEHLET)

D. 70T A7 I77AT7 04— INENYSTIFATIA—IILOAMANRILTEY ZRTREAIK
HYUFLEA

EfR: (EffZzRTLET)

Explanation

Palo Alto NetworksPanorama 7.0 Administrator's Guide *77Manage FirewallsManage Device
GroupsManage Device GroupsAdd a Device GroupCreate a Device Group HierarchyCreate
Objects for Use in Shared or Device Group PolicyRevert to Inherited Object ValuesManage
Unused Shared ObjectsManage Precedence of Inherited ObjectsMove or Clone a Policy Rule or
Object to a Different Device GroupSelect a URL Filtering Vendor on PanoramaPush a Policy Rule
to a Subset of FirewallsManage the Rule HierarchyAdd a Device GroupAfter adding firewalls (see
Add a Firewall as a Managed Device), you can group them into Device Groups (up to 256), as
follows. Be sure to assign both firewalls in an active-passive high availability (HA) configuration to
the same device group so that Panorama will push the same policy rules and objects to those
firewalls. #HHH#HH#HH#HHHH####PAN-OS doesn't synchronize pushed rules across HA

peers. #HHHH### To manage rules and objects at different administrative levels in your
organization, Create a Device Group Hierarchy.
https://docs.paloaltonetworks.com/panorama/8-0/panorama-admin/manage-firewalls/transition-a-
firewall-to-pano

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CleOCAS

BR: 51

EEHEEL I RTOR—FTrI T4 v I EEEILT HSSLESILIL—ILEERLET,

Tt BEEFTF T — 3 DNS_SSL. BEUWebTSH S U DHELTT 252
TFARY—IL—ILEERLET,

EEEXIDDES{LIN=BitTorrentiEi 4K L, bS5 74y 05%Fz v LET,
3IDDIVRYABHBYET, RMODIUMJIE 7T — 3 Unknowné LT ROy TEh
b3 274990%&RLET,
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RO2DODITMYIF FTTIVS—23 2 SSLELTHAIENI= RS T4 v FRLTWVET,
2B B LB OES1E Shi=BitTorrentiEfEMSSLE L THA SNBEWKSIZTET7o P aviEEn
TIM?

A TJ7AT70A—LOMhF Yy a2l T3 vEEBMILET,

B. Y7/R— kSN TULVE L\ eypherZFRALT RS 749927 Av 0585 TOT7MIL%E
ERL. 2070774 LEBBILIL—ILIZHFTLET,

C. BB ibENf=BitTorrent b5 7 4 w9 & 7% 2 3> No-Decrypt D—H T 5EEIL—ILZ1ERK
L IL—ILEESR) > —DRLMEICEELET,

D. 77— 3 ®m "IBBiE & nf-BitTorrent" s =3 bt X1 F 4R o—IL—ILEERK
L.ZDIL—ILZtEFxa)T4R) O —D—BFBLIZEZET,

T (EREERLET)

EFDT 52
T7ATDA—IIZ) VOBERDERENH DGR, 72— ILA—N—EEDLSHBELDIZHY F
ITHh?

: L
it i, i I
palo?:.‘?'rl;}{.}:."‘ """ il v Policies | Objects Network Device

E@ Setup
0= High Availaility |11
£ Config Audit
i@ Password Profiles
& Administrators
b Admin Roles
8 Authentication Profile i
ﬁ Authentication Sequence
User Identification
L1 VM Information Sources
| b E} Certificate Management
&2 Certificates
& Certificate Profile
&% OCSP Responder

Enabled .,

Failure Condition all

£ Add B De

{4 SSL/TLS Service Profile .

A. ethernet1/3 and ethernet1/6 going down
B. ethernet1/3 going down

C. ethernet1/6 going down

D. ethernet1/3 or Ethernet1/6 going down
IEfE: (EffZRRLET)

Eﬁ:ﬁ: 53

EDCLIOT Y FABRENEEEDA T FERARERTLTHEITMN?
A > SRTLERERTT D

B.> RTLY)Y—RERTT D

C.> TNy JEBY—/I\I3—
D.>ETHOYY—RE=FERTT D

Fff:B(aAVFZERRT D)

Explanation
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https://live.paloaltonetworks.com/t5/Management-Articles/Show-System-Resource-Command-
Displays-CPU-Ut

B 54

TV EI—OEBEFI N/ SIEFEALT IS VoFA T4 RDEBRR I 7A T I24—ILIC
tHAYTARY)O—ZEALET, XEDEBENCNOOHBLZENCTEEEIE EDOR
1) —AB A F#H#PanoramalZRXET HAHERHY FTIM?

A. Pre Rules

B. Implicit Rules

C. Post Rules

D. Explicit Rules

EfE: (EfEZRRLET)

Eﬁ:ﬁ: 55

EEITL—DARERRT ADICHRELEHERIRVIEENTTHN?

A BBEICEyYavyaxX U E2BMIZTS

B. 774/ bDIEBIL—ILTOTZEHZTS
C.EHIEZINI-LR—FZEHIZT S

D. 75— b&EIETBHLIICURLIANARA YT T I VERELET
IFfE: (EfgZRTLEY)

B: 56

EEENY—VRETHDICLEZL

ZOHIZ, EBEIMEZEET IDENHYEIMN?

AV—2RETOT7AILIE ZFDIV—2ADTARTDA A—T 2 —XITERAINET
B.V—RE Y IRV T avETO9T4TIELET,

C. FEEZBLTICIE 12DV —VICERT DI 7A T 04— LA V3 —T 2 —XE1DEIFIC
TEHELERHYET

D. tXxa)T4R)—IL—IIE V—BD S T4 v DBEAEROBFZHIELEEA
FfE: (ERZRTLEY)

B 57

EEBEIE, b5 74 v 845 Tunknown-tecp BRI SN -EHDOZELY I aVEHELET, &
BEEX oDty avh SHOEERHAT IV r—2 3 VIZ7I0RT 59481 —H—
DIA—LTHDEHLET, EBEIE. CONSTAvIETHIVTAITT7 T r—
DIVELTHEREICHAIL COMS T4y I TERBERX Y VT DRENHYFT,
CDEREERT AT avIEENTTN?

A. HR 2 LApp-IDZEER L, BRI oNEHIFzv IRy I REZFERALET,

B. h X2 LApp-IDZE/ER L M2 TJTRF v v EFMLET,
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C.T7IUr—>avd7 IV r—3vA—nN—54 RRYS—ENR I LEBDELZER
LET,

D. 77— 3 vFd—nR—54 RRYO—2ERLET,

FfE:C(aAA U RERERT D)

BE: 58

NATFILERY N T—=D T 7 AT 24— ILHONTPEEBEBREICE YL -5y hEShT, FhIZE
B—3EkIP7 FLRITIR S YH+ BT EOUDPEHZGALE L TRR FTWWS,

legitimate k5 7 4 v #MDKRR bdhRy FT—J[CETSEFTITETEAYOTHIEELGRHFD E
DATavh, CORBENSITHMN?

A. UDPKREZF DV —URERH

B.XAKRELUTD ST 4 v ZiHF5QoSK!) >—
C.HEZZITTWAIP7 FLRER—IPAD S T4 vV EEETHEF2)T4ER)—IL—
L

D.RETVLavDHTIHEIPEZMERAL TDoSRER) o—FHFEINT

Ff:D(QA*AY bEHEKT D)

BE: 59

EE(L —xtDPalo Alto Networks NGFWIZxt LT7 9 T4 17V T4 FHAZERET H &L SIS
KESNELI:, 7747 94— IIE LAXNIA 2 A—T A REFRALT RT7DE—DYF—
FOTAIPIZES 749D EEELET,

EDHABEDEMIZHEY FIH,
A2DDIT7ATIOA—ILITE—DI7O—T 4 VJIPEREL JO—T4 U JIPERET 1=
&(Zgratuitous ARPE{FEARA L E I,

B.&EI77A4A7 94— )LIFEARNDIO—F 4 U IPEEL BEIEMIZE>TED I 74T o4+ —
IWINTSAT)IPEFIONNREYFET,

C.77A47 94— ILIERALA V23— A RIP7 KLRZHBL T/ ROIZEENFKELT-
GE . T/NA RET70—T 4 VJIPEFERALET,

D. 72747 04—WIE . TOT4I79T4THAT2A—T 4« VJIPEFERALEEA,

FfR: (EMERTLET)

B f: 60

EREE, O—HLOHADSHRERE (W35 FITREEL) TI00EOREI 74 7o+—ILE
ERTDEIROLNTVET, T—rR Sy TE CDIRYVEETTIRLBEFNLEAHET
9,

FTUoTLIAFRRETODIT— RSy TN Tr—CORRAICOVNT, EDF T 3 UG
ShTWETM?

A.USBR T 1 v % Tconfig-driveZ R L T 2 &Ly,

B.ISO#{EA1=S3/\s v hEHERALET,

C.IRMEN—FKT 4R YHD)ZER L TEHRLET,
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D. ISOT{R#ECD-ROMZHEALE T,

IEfR: (EffzRnLET)

Reference:
https://www.paloaltonetworks.com/documentation/71/pan-os/newfeaturesguide/management-
features/bootstrapp firewalls-for-rapid-deployment.html

B 61

URLZ 4 LAY UG TIE EDaVR—3Y FAURLINE—2V([T—BLETH?
A BEBITL—2TOS4TJURLT 4 —FK
B.T—427JL—yThOtxal) T 0E
C.T—R3TL—2TDIUTIVINRINE—2UIyF Y

D. T—42 JL—VTHERZIVYFUY

FfE: (EEZRTLEY)

A7 PCNSE-JPNRESE (FJPNTest.comiZfff S, PCNSE-JPNEHERICEHKT 5 Z &IT#%
[ZILBHF T ! JPNTest.comld S R EHHPCNSE-JPNAERRESE #1214t L £ 9, JPNTest.com

PCNSE-JPNEEEEIBEEEE S EF INFE LIz, Z Z TPCNSE-JPNREIREBEDTRA I VDY
EFICANE T, ZFRDO 7Y £ X _https://www.jpntest.com/shiken/PCNSE-JPN-mondaishu

B75f1. 30%7r 4 RAA >+ $A4EI5I0— F: JPNshiken|

B 62

Site-A & Site-BIXIKEV2ZERA L TVPNIEfE I T 2L ELNHY T, Y4 FAIL, AMEIPT
FLRZFESTA VA —Fy bEEEERT S, Site-BIZISPL—2DERIZCHZ TS5A R—KIP
7 RLREFERLTA VA —F3y FMIEKELET,

Y4 FAEY A FBORIICVPNEREHEILT DICIE NATFSN—HILEZED LS ICRET INE
nHYEITHM?

A NV TE—FRTHA FBEFTTERICT S
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Reference:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/decryption/configure-ssh-
proxy

"In an SSH Proxy configuration, the firewall resides between a client and a server. SSH Proxy
enables the firewall to decrypt inbound and outbound SSH connections and ensures that
attackers don't use SSH to tunnel unwanted applications and content. SSH decryption does not
require certificates and the firewall automatically generates the key used for SSH decryption
when the firewall boots up."
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A. CRL

B. Cert-Validation-Profile
C. SSL/TLS Service Profile
D. OCSP

E. CRT
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A. Zone Pair:

Source Zone: Internet

Destination Zone: DMZ

Rule Type:
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"intrazone"

B. Zone Pair:

Source Zone: Internet
Destination Zone: DMZ

Rule Type:

"intrazone" or "universal"

C. Zone Pair:

Source Zone: Internet
Destination Zone: Internet
Rule Type:

"intrazone" or "universal"

D. Zone Pair:

Source Zone: Internet
Destination Zone: Internet
Rule Type:

"intrazone"
Eff:B(aAVRERKT D)
Explanation
https://docs.paloaltonetworks.com/pan-o0s/8-0/pan-os-admin/zone-protection-and-dos-
protection/zone-defense/zo
https://docs.paloaltonetworks.com/pan-o0s/8-0/pan-os-admin/networking/nat/nat-configuration-
examples/destinat
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A. Push

B. Pull

C. Okta Adaptive
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D. Voice

E. SMS
IEfE: ADE (DAY LEHEKT D)
Reference:

https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/authentication/configure-
multi-factor-authe
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LET,
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C. BEEKRZ%=HFT5QoSTO T 74 ILEEMLET,

D. ty av#hAERINTDoSTATI LIV TAT7AIILZEEMLET,

EfE:D (DA EHREKT D)

Reference: https://www.paloaltonetworks.com/documentation/7 1/pan-os/pan-os/policy/dos-
protection-profiles
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A. X-Auth IPsec VPN

B. GlobalProtect Apple I0S

C. GlobalProtect SSL

D. GlobalProtect Linux

Eff: (EfEZRTLET)

Explanation

( http://blog.webernetz.net/2014/03/31/palo-alto-globalprotect-for-linux-with-vpnc/ )
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A. T4 FFBEE#N\1 /AR

B. default-browser-challenge

C. default-web-format
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D. default-no-captive-portal
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IEfE: (EfgZxRTLED)

Explanation
https://www.paloaltonetworks.com/documentation/61/panorama/panorama_adminguide/manage-
log-collection/e
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GlobalProtect® EDN—U 3 UM BERAAY V54 TF7o 7O BELVHTTP/HTTPS
ETHRARN)—SU0TF7TIG—L 3 VIZEDKRTY Yy bR T ESR—ELTWET
m?

A. GlobalProtect/\—< 3 4.1 £ PAN-OS 8.0

B. GlobalProtect/\—< 3 4.1 PAN-OS 8.1%{#F)

C. PAN-OS 8.1%{#F L 7=GlobalProtect/\—< 3 4.0

D. GlobalProtect/\—<’ 3 >4.0 &£ PAN-OS 8.0

T (ERERTLET)
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IEfE: (EffZzRnLET)

Explanation
https://www.paloaltonetworks.com/documentation/70/pan-os/pan-os/networking/nat-configuration-
examples
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D. #HY
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AX A VITSR NS F v Tk, 10,000 EDOO ST #0NET IZ2RENHY FT,
HEROJREREEZYR— 52007 T aviEERTIN? 2DER)
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B. M-500

C./\/ ZIMNA VR F—ILENT=M-100

D. M-100

IEf#E: (EfEZRILET)

Explanation
(https://live.paloaltonetworks.com/t5/Management-Articles/Panorama-Sizing-and-Design-
Guide/ta-p/72181)
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PCNSE-JPNEEEEIEEEE S EF SNFE LTz, Z Z TPCNSE-JPNREIREBED TR I VDY

EFIZANTE T, BRERO 7Y X _https://www.jpntest.com/shiken/PCNSE-JPN-mondaishu
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A. Wildfire analysis

B. anti-ransom ware

C. 74 JLAXEK

D.URLZ 4 LB YT

E.&€S{t7no74q4L

EfE:ACD(OAVREREKT D)

Explanation

https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-admin/policy/security-profiles
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A 7x—X1SAIFHATY VU &N L TR ESNET
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Explanation

https://docs.paloaltonetworks.com/panorama/8-1/panorama-admin/panorama-
overview/centralized-logging-and-
https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?id=kA10g000000CIKFCAO
"When this has to be done over a WAN link with bandwidth limitation, it is necessary to consider
reducing the number of log streams that are sent over the link" "With this configuration, firewalls
will forward logs to Panorama, assuming that log forwarding was configured correctly on the
firewall. The logs are forwarded to the syslog server, thus reducing the number of log streams
significantly."
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A. aggregate.8

B. ae.8

C. aggregate.1

D. ae.1

IEfE: (EfEZRTLET)
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A. ZEIDDOAERENEEINET,

B. Palo Alto Networks®NGFWI(Z_ L 4 ¥4 TApp-IDALEZ{ZIE LET,
C.EXaTAN—IIZK2TrSTavDIZBYHETONETT)r—a ilE, b
T4wPBATICEETAENFET,

D. App-IDALEERFREAMEM L F£ 9,

IEfE: (EfEZzRLET)

Reference:
https://live.paloaltonetworks.com/t5/Learning-Articles/Tips-amp-Tricks-How-to-Create-an-
Application-Override
https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-admin/app-id/manage-custom-or-unknown-
applications#
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B. SSL# & 180
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D.oxT7ITZ59o29&80
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Explanation

We know that SSL decryption is supposed to give us visibility of traffic that would otherwise be
encrypted.

Therefore, we'd expect decrypted traffic to be identified as the underlying applications, such as
web-browsing, facebook-base or other, but not as SSL.
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CmdLCAS
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C.PE

D.ELF
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A. GlobalProtect Portal

B. CLI

C. CaptivePortal

D. WebUI
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Application Risk Bytes Sessions Threats Content URLs -

web-browsing 11,44 T 4. TR B kb B ———
rapidshare 3.0G NN g2t 0 as 1 201
itunes-base a3 2.6 N 1.1k 0 1121 626 1

a5l 2.4G . 111, 9k W-— sl 0 1020k I
bittorrent 2.0GER &40k Il 0 0 ]
youtube-base 165G 0 a871 o 1.1k W i 182 |

flash 1.2 B0k 1 +1 ¢ ERSETSATRE 1.1kl
blackboard g34.3M B 219« 0 621 1.0k W 1.9k 1
google-base soo.sm B 36.5x W 251 s1s 271«
smtp s20.7m 12.7k1 125 — 3.1k . 2161
others others 5.7 509.5k Lo TR o 75.7% -

EEEF EYy MLy MNEFAKIBICEMLTVWSZ EIZROVWTWWEYT  EEBEIE, S
T4V INEETEITHOATWSIIEHELI-WEEZTWET,
EBEDRDRAT Y TIEAITTM?

AEYRILYMNFS 49D O—NILIT A LB ZERL, ST v o050 %KRRLE
ER

B.EYCMLUMES T IDA—HALTALEEERL, bS5 T709 o BTFRTLET,
C.EYRILUYNZTUS—2a VYo%) o LT Ry MNI—9 70T ETAERT
LET,
D.EYRRLYRNYDYEES Yy L AVTXRMAZ =m0 EIEBRLET,

IFfE: (EfgZzRTLET)

B 90

EEEIL, FH LU Palo Alto Networks NGFWHA 7 T r—L 3 VO BEBEHEZEAMBTH L
EFEATWSES 7IVr—2avT—EAR—ZADARTPa1—5—%FATHLIIEBRSN
TWET BILELND A3 —FY MIEETELVWLSICEEBRY NI =V 0BT 50 E
NHYELE, 2747 04—ILBAT7 TV r—2a v OBEHEBEMIZAHI A—FLTA VR
F—ILTEDLIICTERBRIEIENTTM?

A B —N—DIP7 KLADKRY S—R—XDEERY) O—IL—ILEEBR LT EBEHY—/\—
BTCDEEA VI—TIAADNLREESINEZ ST v I A8 —Fy MERE L THERET
BAVA—T A RADNLHTITS &IICTLET,
B.BEHHY—/N\—LDRDIRTDLS T4 v I FHATHLS3ITEFa) TR O—)L—IL
ZHEBLET,

C. MGTHR— kA A —FRy MIEETELRWNGE 7IVS—2 3 VOBHFOFHoO—FE
AR M—ILEZBEBMIZETT S LIETEFELA,

D. FS5 7499 %A A=Y MIN—TFT 4 VITERT—ER3TL—0A2VF3—T (4 R%E&&E
A48 7IL L2y b T—OH—ERDY—ER)IL— &L DLEIZELCTEDS V42—


https://www.jpnshiken.com/q/13230-1191651/

TIAANOEHY—N—~AD ST 4 VI &HATEHEF T AR O—IL—ILEERLE

R
EfE: (EfEZRRLET)
Explanation

"By default, the firewall uses management interface to communicate to various servers including
DNS, Email, Palo Alto Updates, User-ID agent, Syslog, Panorama etc. Service routes are used
so that the communication between the firewall and servers go through the
dataplane."https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?
id=kA10g000000CIGJCAO

"The firewall uses the service route to connect to the Update Server and checks for new content
release versions and, if there are updates available, displays them at the top of the
list."https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-web-interface-help/device/device-
dynamic-updates#
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Explanation
Timeline Description automatically generated
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¥ _a

Regardless of the verdicl, =3 WildFire generates detailed lorensics data that
WildFire further examines the is used by Autofoous and to produce reports
file using the heuristic engine  § - that are viewable within the WildFire portal,

and determines that it exhibits Thee bare metal submission logs, and analysis reports. WildFire
susplcious behavior. The 3Ty e ronnsent sends a notification email {if enabled) to the

Hewristic engine sends the file elonates the file, support account assocated with the firewall.
for bare metal analysis.

w
L |

New signatures are added to the next Wildf il('gpm}ralﬂ
WildFire update package and becomes new DNS, URL
available to customers firewalts with a valid 1L categorization, and

WildFire threat license within 5 minutes. Antivirus signatures for
Threat License subscribers receive the the new threat.

updaled signatures every 24 hours.

https://docs.paloaltonetworks.com/wildfire/9-1/wildfire-admin/wildfire-overview/about-wildfire.html
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R—VDFLEERERELET

FfR: (EMERTLET)
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Exhibit:

admin@Lab33-111-PA-3060(active)>show routing fib

id destination nexthop flags interface

47 0.0.0.0/0 10.46.40 1 ug ethermnet1/3
46 10.46.40.0/23 0.0.0.0 u ethernet1/3
45 10.46.41.111/32 0000 uh ethernet1/3
70 10.46.41.113/32 10.46.40.1 ug ethernet1/3
51 192.168.111.0/24 0.0.0.0 u ethernet1/6
50 192.168.111.2/32 0.0.0.0 ethernet1/6 h |

I- 1p+vlan sub-mterface
t-tenant sub-interface

interface1 interface?2 flags allowed-tags

ethermnet1/7 ethernet1/5 p

FST7499DARA 2B —T 4 Ahethernet! /60 LDELDTHNIE HAhA 208 —T A
RIFAIZHE Y £ hH
F7-.192.168.111.3& B#IH D 10.46.41 113[TRIRSNTWNVEIT M ?
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A. ethernet1/3
B. ethernet1/7
C. ethernet1/5
D. ethernet1/6
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A. Role Based

B. Device Group

C. Dynamic

D. Template Admin

E. Custom Panorama Admin
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¥irtual Router - default

10.66.22.0/23 10.66.22.80 AL ethernet] S =
10.66.22.80032 0.0.0,0 AH

10.66.24.0023 0.0.0.0 B ethernet1f3
10:66.24.0/23 0.0 Of 19567 ethernetl |3
10066.24.0/23 10.66,24.60 AC athermet] (3
10.66.24, 6032 0.0.0.0 AH

192, 168.80,0/24 192, 168.80.1 AL etharmet 1 /4

192, 168,80, 132 0.0.0.0 AH

192, 168.93.0/30 10.66.24.60 R sthemet 13

192, 168.93.0f30 10.66.24.93 A 600 ethermet1/3 I

T7A4T7 94—ILDEDHKRELEIZKY 192.168.93.0/30%y FT—I DRIV R kY TELT
10.66.24. 88H\ERH SN LHDTL £ 5,7

A RIPODA 1) w9 %#O0OSPFExt& Y HIEKRET 5,

B. RIPODEEERE #OSPF INtDEBEM &L Y LN CEET S,

C.RIPOEE R #OSPF EXtDEEER L Y I XKECERET S,

D.RIPDA )y Y Z0OSPFIntD A F)wH KYILELHRETS

IEfE: (EfEZRELET)
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A. Application Override

B. Setup

C. Interfaces

D. Virtual Routers

E. Security

EfR: (EffzRTLET)
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A. Session Browser

B. Application Command Center

C. TCP Dump

D. Packet Capture

FfZ:B(O AV LEHEKT D)

Reference:
https://live.paloaltonetworks.com/t5/Management-Articles/Tips-amp-Tricks-How-to-Use-the-
Application-Comm ACC/ta-p/67342
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Reference:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/user-id/deploy-user-id-in-a-
large-scale-netw

B : 100

EEENT 74 T4+ —ILOHART £PAN-OS10.1IZ7 v FHL— R LEWEEZTUWET,
774724 —ILIFTREPAN-0S8.1.17#FEITL TULVET,

HAt YL 3 VORE#FTS €LTRY FIT—VDEFELEHREOTY T L—FRRRIEEN
TIM?

A HARTHER—R A A—=DIZF7yv T L—FKLET
B.—EIlC1DODATYy—N—U a3 vE 7y L—FLET
C.—EIZ2DDAVYy—N—2avE 7y T L—KRLET

D. A=Y bDADYy—N—DaVICEETYITIL—RLET

Efg: (EMERELED)

B 101

WebH—/\—[& R— F80BOTHTTP r 374w ) YAVT HLSITHEEINTWES, ¥
A4 T7 2 &, TCPR—F8OLDIP7 FLRX1.1.1.100%EH L TWebY—/N\—IZ7V XL F
9, FEENATIL—)LIE TCPR— F808BODIP7 FL R & LAR— FDWA%10.1.1.10012EH# T 5 &
JNITHESNTUVET,


https://www.jpnshiken.com/q/13230-1191661/
https://www.jpnshiken.com/q/13230-1191662/

DST NAT: 1.1.1.100t0 10.1.1.100 B
Destination Port: 80 to 8080 b [

untrust-I3 » L"
" r £1/1 g B R " T
11.1.250 5 A - E1/2 ’ \
- 192.168.1.0/24

dmz-13.

—— i —— i — —

-
i

“10:1:1:100:8080
EDNATEEF 2T AN—IWNETFATIA—ILTHEETILENHY FIM? 2DFER)
A WebTSHOUT7T)r—a v zEERALT, dmz-13Y — 2 ADunstruct-13 Zoneh 5
10.1.1.100DEHLEEFTDY —REHFEIEXF1 ) T4R) —
B. service-httpH—E X ZEA L T, Y —X Hluntrust-13 — 2 H 5 dmz-zoneM3E5£10.1.1.100F
TOHONATIL—IL,
C.WebT SO U577 )r— a3 EERALT dmz-I3Y —VDEBETERWNIIY -
11100DWEETHDY —REE DX ) T4HR) —,
D. untrust-13Y — > hr S service-http B —E X ZERA L T1.1.1.100DEEETOLNTAHAD Y —R
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= Answer Area

SD-WAN interface profile
This profile or rule malches traffic to applications and services, sources
destinations, and usess. The profile or rule indicates when and how the

Path Quality profile firewall performs application-based SOEWAN path selection

This profile or rule specifie8 howdhe firewall selects a new best path if the

. currenl pgeferred.palhiexceeds a path quality threshold
[Traffic Distnbution profile

1his profile or rule specifies the maximum latency, jitter, and packet loss
ihresholds

I‘?D WAN policy rule \p 1 @

This profile or rule specifies the tag that is applied to the physical interface
The profile or rule also specifies which type of Link that interface is

_u.—'-au--gl--.-n L

1F fiZ:
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| This profile or rule nSHWAN Bolicy rule id senvices, Sources, |
destinations and us » when and how the

firewall performs ap election

r This profile or rulé sTraffic Distnbution profile
I current prelemédpa

l"'.:.- |- 7 T3 1A - |
| =k A Bllle or rule sgSD-WAN interface profile the physical interface
2 LA et EOHle O rule als hat interface is

Explanation

* An

SD-WAN Interface Profile

specifies the Tag that you apply to the physical interface, and also specifies the type of Link that
interface is (ADSL/DSL, cable modem, Ethernet, fiber, LTE/3G/4G/5G, MPLS, microwave/radio,
satellite, WiFi, or other). The Interface Profile is also where you specify the maximum upload and
download speeds (in Mbps) of the ISP's connection. You can also change whether the firewall
monitors the path frequently or not; the firewall monitors link types appropriately by default.

* A Layer3 Ethernet

Interface

with an IPv4 address can support SD-WAN functionalities. You apply an SD-WAN Interface
Profile to this interface (red arrow) to indicate the characteristics of the interface. The blue arrow
indicates that physical Interfaces are referenced and grouped in a virtual SD-WAN Interface.

* A virtual

SD-WAN Interface

is a VPN tunnel or DIA group of one or more interfaces that constitute a numbered, virtual SD-
WAN Interface to which you can route traffic. The paths belonging to an SD-WAN Interface all go
to the same destination WAN and are all the same type (either DIA or VPN tunnel). (Tag A and
Tag B indicate that physical interfaces for the virtual interface can have different tags.)

*A

Path Quality Profile

specifies maximum latency, jitter, and packet loss thresholds. Exceeding a threshold indicates
that the path has deteriorated and the firewall needs to select a new path to the target. A
sensitivity setting of high, medium, or low lets you indicate to the firewall which path monitoring
parameter is more important for the applications to which the profile applies. The green arrow
indicates that you reference a Path Quality Profile in one or more SD-WAN Policy Rules; thus,
you can specify different thresholds for rules applied to packets having different applications,
services, sources, destinations, zones, and users.

*A

Traffic Distribution Profile



specifies how the firewall determines a new best path if the current preferred path exceeds a path
quality threshold. You specify which Tags the distribution method uses to narrow its selection of a
new path; hence, the yellow arrow points from Tags to the Traffic Distribution profile. A Traffic
Distribution profile specifies the distribution method for the rule.

* The preceding elements come together in

SD-WAN Policy Rules

The purple arrow indicates that you reference a Path Qualify Profile and a Traffic Distribution
profile in a rule, along with packet applications/services, sources, destinations, and users to
specifically indicate when and how the firewall performs application-based SD-WAN path
selection for a packet not belonging to a session.
https://docs.paloaltonetworks.com/sd-wan/1-0/sd-wan-admin/sd-wan-overview/sd-wan-
configuration-elements.h
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Reference:
https://live.paloaltonetworks.com/t5/Configuration-Articles/How-to-Implement-and-Test-SSL-
Decryption/ta-p/5
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C. WildFireDigH
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D. VLANZ & ITVLANA T2 29 b #ER L HVLANIDIZ—E T HVLANA 23— 2 — X % E
Y TEIT, BMOVLIANT EIZHEYERL 2T L FS5 T4 v JIZIXVLANIDOZERALEY , &
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IEf#: (EffZzRnLET)

Explanation

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/networking/configure-
interfaces/virtual-wire-interfa Virtual wire interfaces by default allow all untagged traffic. You can,
however, use a virtual wire to connect two interfaces and configure either interface to block or
allow traffic based on the virtual LAN (VLAN) tags.

VLAN tag 0 indicates untagged traffic.You can also create multiple subinterfaces, add them into
different zones, and then classify traffic according to a VLAN tag or a combination of a VLAN tag
with IP classifiers (address, range, or subnet) to apply granular policy control for specific VLAN
tags or for VLAN tags from a specific source IP address, range, or subnet.
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Explanation

https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?id=kA10g000000CIEWCAO
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C
05/23 20:49:30 port linik-change ethernet1/1 Port ethornet1/1: Down 10Gb/s-full duplex
05/23 20:49:29 port ink-change MGT Port MGT: Down 1GB/s Full duplex
D23 204729  port
05/23 20:47:22 port link-change MGT Port MGT: Up Uniknown
05/23 20:47:18 port link-change ethernet1/1 Port ethernet1/1: Down 10Gh/'s-full duplex
05/23 20047:17  port link-change MGT Port MGT: Down 1GD/s Full duplex
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A. show session all filter ssl-decryption yes total-count yes

B. show session all filter ssl-decrypt yes count yes

C. show session filter ssl-decryption yes total-count yes

D. show session all ssl-decrypt yes count yes
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Explanation
(https://www.paloaltonetworks.com/documentation/60/panorama/panorama_adminguide/set-up-
panorama/set-up
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A. Session Browser

B. System Logs

C. App Scope
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Eff: (EfEZRTLET)


https://www.jpnshiken.com/q/13230-1191674/
https://www.jpnshiken.com/q/13230-1191675/
https://www.jpnshiken.com/q/13230-1191676/
https://www.jpnshiken.com/q/13230-1191677/

BE: 116

BEREBEF—LOAVNAN—F COHRT7T IV r—a VFFEEICHRTHL LB SN TS
TRTDEZ T4 v Y %Content-IDT ULV THRET HAVHELHY FTHRARTNET,
company.com®/SAF )L b3y FT—IFTNAREDZD S T4 v I ICEBIZHNT H1=5HIZ
FERTLIAEFTENTIMN?

A#RA7ITIb—2a3 00— %= =OHICKRLEVSEB7Z JUS5r—arvntwyiay
RAT—BEZEET D

B.#R7 IV r—2 3V b3 74 v DHE—DHINFIZ—HT 2L T RFYTHhREALT T
r—o a3 EERT S

C. Palo Alto Networks N ARD 7 T 75— a DEANRE SN D ETHLET,

D. U F¥HELTHREILT T r—2 3V FERL, bS50 v DEET, FEE, JEEKR—
MZB R BEUARFILT TV —23 0887 TV 5—23vd—n—54 FRY
—FERLET,

EfE: B (A FERET )

Eﬁ:ﬁ: 117

PAN-OSY 7 bz 7 EDHRA T4 THEMNLZUN82AXIIEDNDTA NV LARY FT—I F/INA R
EFNLTCERISZ21I——0O1—HF—RIZIP7FLREIY TTH51—F—IDOFEIFTENTT
ne

A. XML API
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Explanation
https://docs.paloaltonetworks.com/pan-o0s/10-0/pan-os-admin/user-id/user-id-concepts/user-
mapping/xml-api.htm
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A. request cp-policy-eval <criteria>

B. debug cp-policy <criteria>

C. test cp-policy-match <criteria>

D. eval captive-portal policy <criteria>
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Reference:

https://www.paloaltonetworks.com/documentation/80/globalprotect/globalprotect-admin-
guide/globalprotect-por the-globalprotect-client-authentication-configurations/define-the-
globalprotect-agent-configurations

"Select this option to allow the GlobalProtect agent to determine if it is inside the enterprise
network. This option applies only to endpoints that are configured to communicate with internal
gateways.When the user attempts to log in, the agent does a reverse DNS lookup of an internal
host using the specified Hostname to the specified IP Address. The host serves as a reference
point that is reachable if the endpoint is inside the enterprise network. If the agent finds the host,
the endpoint is inside the network and the agent connects to an internal gateway; if the agent fails
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to find the internal host, the endpoint is outside the network and the agent establishes a tunnel to
one of the external gateways"
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Explanation

Unlike the App-ID engine, which inspects application packet contents for unique signature
elements, the Application Override policy's matching conditions are limited to header-based data
only. Traffic matched by an Application Override policy is identified by the App-ID entered in the
Application entry box.Choices are limited to applications currently in the App-ID
database.Because this traffic bypasses all Layer 7 inspection, the resulting security is that of a
Layer-4 firewall. Thus, this traffic should be trusted without the need for Content-ID inspection.
The resulting application assignment can be used in other firewall functions such as Security
policy and QoS.Use CasesThree primary uses cases for Application Override Policy are:
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To identify "Unknown" App-IDs with a different or custom application signature To re-identify an
existing application signature To bypass the Signature Match Engine (within the SP3 architecture)
to improve processing timesA discussion of typical uses of application override and specific
implementation examples is here:https://live.paloaltonetworks.com/t5/Learning-Articles/Tips-amp-
Tricks-How-to-Create-an-Application- Ov

B 123

T7A T 94—ILIE, —f&8ET7 T r—2 3 > %unknown-tecpd& LTEFILET,
TIVG—23 0BT 50D200F T avIEENTTMN? 2DFFBIRL TS
A DRBZLT7 T ) r—2a v EERLET,

B. hRALT7 TV r— a3 & BT DIHREILT IV r—3 o —N—RHOIhRZ LA T
Dy bEERLET,

C. Apple-ID') & T X + %Palo Alto Networks|Z12H L TL f2 &0y,

D. tXaUTA4RYS—ZFZER LT ARRILT7 T r—a v EHANLET,

IEf#: (EffZzRnLET)

Explanation
https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/app-id/manage-custom-or-
unknown-applica
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Reference:
https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface-help/device/device-
dynamic-updates
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Reference:
https://live.paloaltonetworks.com/t5/Configuration-Articles/Failed-to-Block-Facebook-Chat-
Consistently/ta-p/11
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