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*DMZ zone: DMZ-L3

*Public zone: Untrust-L3

*Guest zone: Guest-L3

*Web server zone: Trust-L3

*Public IP address (Untrust-L3): 1.1.1.1

*Private IP address (Trust-L3): 192.168.1.50
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We know that SSL decryption is supposed to give us visibility of traffic that would otherwise be
encrypted. Therefore, we'd expect decrypted traffic to be identified as the underlying
applications, such as web-browsing, facebook-base or other, but not as SSL.
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CmdLCAS
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A. Custom Panorama Admin
B. Template Admin
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D. Dynamic

E. Role Based

Efg: (EfEZRELEY)

Eﬁ:ﬁ: 11
HE AR WildFireh —ERD—ERE LT S DT=HIZWildFire| 2852 TE 3T 71 L2 1 Tl
EnhTImn? SOFRLTLIZELY


https://www.jpnshiken.com/q/12634-1141829/
https://www.jpnshiken.com/q/12634-1141830/
https://www.jpnshiken.com/q/12634-1141831/
https://www.jpnshiken.com/q/12634-1141832/

..dll

.exe

.Src

. .apk

pdf

. jar

IEfE: (EfEZRTLET)
https://docs.paloaltonetworks.com/pan-os/7-1/pan-os-admin/getting-started/enable-basic-
wildfire-forwarding
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A. LDAP

B. Kerberos

C. Certification based authentication

D. RADIUS with Vendor-Specific Attributes
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Palo Alto NetworksPanorama 7.0 Administrator's Guide *77Manage FirewallsManage Device
GroupsManage Device GroupspAdd a Device GrouppCreate a Device Group HierarchypCreate
Objects for Use in Shared or Device Group PolicypRevert to Inherited Object ValuespManage
Unused Shared ObjectspManage Precedence of Inherited ObjectspMove or Clone a Policy
Rule or Object to a Different Device GrouppSelect a URL Filtering Vendor on PanoramapPush
a Policy Rule to a Subset of FirewallspManage the Rule HierarchyAdd a Device GroupAfter
adding firewalls (see Add a Firewall as a Managed Device), you can group them into Device
Groups (up to 256), as follows. Be sure to assign both firewalls in an active-passive high
availability (HA) configuration to the same device group so that Panorama will push the same
policy rules and objects to those firewalls. ##H#HHHHAHHH####PAN-OS doesn't synchronize
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pushed rules across HA peers.########## To manage rules and objects at different
administrative levels in your organization, Create a Device Group Hierarchy.
https://docs.paloaltonetworks.com/panorama/8-0/panorama-admin/manage-firewalls/transition-
a-firewall-to-panorama-management/migrate-a-firewall-ha-pair-to-panorama-management
https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?id=kA10g000000CleOCAS
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(https://www.paloaltonetworks.com/documentation/60/panorama/panorama_adminguide/set-up-
panorama/set-up-the-m-100-appliance)
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https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/large-scale-vpn-Isvpn/configure-
the-globalprotect-portal-for-Isvpn/define-the-satellite-configurations.html
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A. System Logs

B. Session Browser
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A. > scp export pcap-mgmt from pcap.mgiat to (username@host:path)

B. > scp export mgmt-pcap from mgmt.pcap to {usernameQhost:path>

C. > scp export pcap from pcap to (usernameQhost:path)

D. > ftp export mgmt-pcap from mgmt.pcap to <FTP host>
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Together, the primary and secondary interfaces form a pair of decryption forwarding interfaces.
Only interfaces that you have enabled to be Decrypt Forward interfaces are displayed here.
Your security chain type (Layer 3 or Transparent Bridge) and the traffic flow direction
(unidirectional or bidirectional) determine which of the two interfaces forwards allowed, clear
text traffic to the security chain, and which interface receives the traffic back from the security
chain after it has undergone additional enforcement.
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C. Admin Role
D. Authorization
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https://live.paloaltonetworks.com/t5/Learning-Articles/How-to-Interpret-show-system-
resources/ta-p/59364

"The command show system resources gives a snapshot of Management Plane (MP) resource
utilization including memory and CPU. This is similar to the 'top' command in Linux."
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"Credential phishing prevention works by scanning username and password submissions to
websites and comparing those submissions against valid corporate credentials. You can
choose what websites you want to either allow, alert on, or block corporate credential
submissions to based on the URL category of the website. Alternatively, you can present a
page that warns users against submitting credentials to sites classified in certain URL
categories. This gives you the opportunity to educate users against reusing corporate
credentials, even on legitimate, non-phishing sites. In the event that corporate credentials are
compromised, this feature allows you to identify the user who submitted credentials so that you
can remediate."
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A. ethernet1/3 going down

B. ethernet1/3 or Ethernet1/6 going down

C. ethernet1/3 and ethernet1/6 going down

D. ethernet1/6 going down
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A. Post-NAT addresse and Post-Nat zones
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A. Zone Pair:

Source Zone: Internet

Destination Zone: DMZ

Rule Type:

"intrazone"

B. Zone Pair:

Source Zone: Internet

Destination Zone: DMZ

Rule Type:

"intrazone" or "universal"

C. Zone Pair:

Source Zone: Internet

Destination Zone: Internet

Rule Type:

"intrazone" or "universal"

D. Zone Pair:

Source Zone: Internet

Destination Zone: Internet

Rule Type:

"intrazone"
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https://docs.paloaltonetworks.com/pan-0s/8-0/pan-os-admin/zone-protection-and-dos-
protection/zone-defense/zone-defense-tools.htmi
https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/networking/nat/nat-configuration-
examples/destination-nat-exampleone-to-one-mapping
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For Antivirus and Applications and Threats updates, you have the option to set a minimum
Threshold of time that a content update must be available before the firewall installs it. Very
rarely, there can be an error in a content update and this threshold ensures that the firewall only
downloads content releases that have been available and functioning in customer environments
for the specified amount of time. https://docs.paloaltonetworks.com/pan-o0s/9-0/pan-os-web-
interface-help/device/device-dynamic-updates
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A. SSL Forward Proxy

B. SSL Inbound Inspection

C. TLS Bidirectional proxy

D. SSL Outbound Inspection
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A. VBS

B. PE
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https://docs.paloaltonetworks.com/panorama/8-1/panorama-admin/panorama-
overview/centralized-logging-and-reporting
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIKFCAO
"When this has to be done over a WAN link with bandwidth limitation, it is necessary to consider
reducing the number of log streams that are sent over the link" "With this configuration, firewalls
will forward logs to Panorama, assuming that log forwarding was configured correctly on the
firewall. The logs are forwarded to the syslog server, thus reducing the number of log streams
significantly."
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If you check in the FW the default port for web-browsing is TCP 80, so you will need a custom
app. admin@PA-LAB-01# show predefined application web-browsing web-browsing { category
general-internet; subcategory internet-utility; technology browser-based; analysis "Web
browsing continues to evolve. Initially used to simply view HTML formatted information, web
browsers have become the client, through which, users can access new applications that
provide functionality far beyond simple information browsing. These applications include web
mail, instant messaging, streaming media, web conferencing, blogs, file sharing and other
social networkingapplications. Much of the plain web-browsing activities has effectively been
overshadowed by all the other applications. } default { port tcp/80; } tunnel-applications http-
proxy; risk 4; } [edit]
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https://docs.paloaltonetworks.com/pan-0s/8-0/pan-os-admin/zone-protection-and-dos-
protection/zone-defense/dos-protection-profiles-and-policy-rules/dos-protection-profiles To
protect critical web or DNS servers on your network, protect the individual servers. To do this,
set appropriate flooding and resource protection thresholds in a DoS protection profile, and
create a DoS protection policy rule that applies the profile to each server's IP address by adding
the IP addresses as the rule's destination criteria.
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https://docs.paloaltonetworks.com/panorama/8-1/panorama-admin/manage-firewalls/manage-
templates-and-template-stacks/configure-template-or-template-stack-variables.html
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A. Anti-Malware
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A. eval captive-portal policy <criteria>

B. test cp-policy-match <criteria>

C. request cp-policy-eval <criteria>

D. debug cp-policy <criteria>
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A. Untrust (Any) to DMZ (10.1.1.100.10.1.1.101), ssh, web-browsing -Allow


https://www.jpnshiken.com/q/12634-1141908/
https://www.jpnshiken.com/q/12634-1141909/
https://www.jpnshiken.com/q/12634-1141910/

B. Untrust (Any) to Untrust (10.1.1.1), ssh -Allow

C. Untrust (Any) to DMZ (10.1.1.1), ssh -Allow

D. Untrust (Any) to DMZ (10.1.1.1), web-browsing -Allow
E. Untrust (Any) to Untrust (10.1.1.1), web-browsing -Allow
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Explanation
https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-new-features/content-inspection-
features/credential-phishing-prevention
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A. Device> Setup>Management >AutoFocus

B. Device>Setup>Services>AutoFocus

C. Device>Setup>WildFire>AutoFocus

D. Device>Setup> Management> Logging and Reporting Settings

E. AutoFocus is enabled by default on the Palo Alto Networks NGFW
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https://docs.paloaltonetworks.com/best-practices/8-1/decryption-best-practices/decryption-best-
practices/plan-ssl-decryption-best-practice-deployment.html
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B. Exhibit B
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Creation of a device group hierarchy enables you to organize firewalls based on common policy
requirements without redundant configuration. When you create objects for use in shared or
device group policy once and use them many times, you reduce administrative overhead and
ensure consistency across firewall policies.
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https://www.paloaltonetworks.com/documentation/70/pan-os/pan-os/networking/nat-
configuration-examples
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https://www.paloaltonetworks.com/documentation/61/panorama/panorama_adminguide/manage-
log-collection/enable-log-forwarding-from-panorama-to-external-destinations
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"By default, the firewall uses management interface to communicate to various servers
including DNS, Email, Palo Alto Updates, User-ID agent, Syslog, Panorama etc. Service routes
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are used so that the communication between the firewall and servers go through the
dataplane." https://knowledgebase.paloaltonetworks.com/KCSAtrticleDetail ?
id=kA10g000000CIGJCAO

"The firewall uses the service route to connect to the Update Server and checks for new
content release versions and, if there are updates available, displays them at the top of the list."
https://docs.paloaltonetworks.com/pan-o0s/7-1/pan-os-web-interface-help/device/device-
dynamic-updates#
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