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Palo Alto Networks User-ID Agent Setup

Enable Secunty Log -/

Server Log Monitor Frequency (sec) 15
Enable Session -/

Server Session Read Frequency (sec) 10
Novell eDirectory Query Interval (sec) 30

Syslog Service Profile

Enable Probing
Probe Interval (min) 20
Enable User Identification Timeout -/
User Identification Timeout (min) 45

Allow matching usernames without domains

Enable NTLM

NTLM Domain

User-ID Collector Name
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Answer Area

Microsoft

T Drag answer here syslog monitoring

Linux

i Drag answer here Terminal Services agent
authentication ' & A,

Windows

: Drag answer here server monitoring
clients '
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Reconnaissance

stage where the attacker has
motivation for attacking a network to

Command and Control

®

stage where the attacker will explore
methods such as a root kit to
establish persistence

)

Act on the Objective

stage where the attacker has access to
a specific server so they can
communicate and pass data to and
from infected devices within a
network

stage where the attacker scans for stage where the attacker has
network vulnerabilities and services motivation for attacking a network to
Reconnaissance | that can be exploited deface web property
here the attacker will explore stage where the attacker scans for
ds such as a root kit to network vulnerabilities and services
establish persistence that can be exploited
stage where the attacker has access to stage where the attacker will explore
a specific server so they can methods such as a root kit to
Command and Control communicate and pass data to and establish persistence
from infected devices within a
network
stage where the attacker has stage where the attacker has access to
motivation for attacking a network to a specific server so they can
" deface web property communicate and pass data to and
Act on the Objective o iafocted devices withina
network
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Command and Control

the attacker has access to
: a specific server so they can

y ¢ communicate and pass data to and
Act on the Objective from infected devices within a
network

stage where the attacker scans for stage where the attacker hias
network vulnerabilities and services motivation for atiacking a network to
Reconnaissance that can be exploited deface web property

stage where the attacker will explore I stage wi
methods such as a root kit to 1 netwo
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Identifies and inspects all traffic to block

. known threats.
Threat Intell 1114\ 265

Gathers, analyzes, correlates, and
disseminates threats to and from the
network and endpoints located within the
network.

Next-Generation Firewall

Inspects processes and files to prevent

Advanced Endpoint known and unknown exploits.

Protection
IE fiF:
Gathers, analyzes, correlates, and Identifies and inspects all traffic to block
disseminates threats to and from the known threats.
Threat Intelligence Cloud | network and endpoints located within the
network.
.‘:.(:“}'hihérs, analyzes, correlates. and
y ¢ ﬁﬁt‘;ﬁes amtismspec;_s ?ll traﬁic to block disseminates threats to and from the
Next-Generation Firewall threats. .« WL network and endpoints located within the |
'A% Y\ network.
\ Inspects processes and files to prevent Inspects o6 =7 md fles to prevent -‘
Advanced Endpoint | |
Protection )
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[ [ Setirce Destination
Mame' i rl:mt_ Address | Zone Address | Application | Service URL Action | Profile
il i Category
1| Deny “Universal | Inside | Any Outside Any Google- Application-d | Any Dy MNone
Google docs-base
2 | Allowed- Universal | Inside | Any Dutside Any snmpw3 Application-d | Any Allow MNone
security Ssh
SEery... 55l
3 | Intrazone- | Intrazone | Any Any {intrazone) | Any Any Any Any Allow MNone
default
4 | Interzone- | Interzone | Any Ay Any Any Any Amy Any Deny Mone
default

A .TT7TAFLKR—bDH
B. 774/ kDR—
C.FEmDHR—+t

D. ssI& & UWsnmpv3 & @ LAR—

IEfE: (EfgZRTLET)


https://www.jpnshiken.com/q/13988-1250552/
https://www.jpnshiken.com/q/13988-1250553/
https://www.jpnshiken.com/q/13988-1250554/
https://www.jpnshiken.com/q/13988-1250555/

AMBIZPCNSARIREER (FJPNTest.comiZt = PCNSAGERIC ST D C LITRICI B F

9 ! JPNTest.comlE S =EHPCNSAGRERERESE 1Rt L £9, JPNTest.com PCNSAGKERfEIRESE
FES5EHINELIz, CZCPCNSARIBED TR NI VD VEFICANE T, RFBRDOT Y
+ X _ https://www.jpntest.com/shiken/PCNSA-mondaishu "382f§ 3 0%7r « A h™o > + 4%

A% EI51a— K: JPNshiken.

ﬁﬁﬁﬁ:ﬁ: 32
RBRSNFZRAI =223y MIEDWT VU9 IT5E04 0 ROEBAVTRY o—L—iL

[T—HT 2T RTCDT7 TV T—2a3 0 ERTTDIDINEENTVBIIELENTIT D,

No App Specified

These are security policies that have no application specified and allow any application on the configured service which can present a securty risk. Palo Alto Network
'ou convert these service only security policies to application based policies.

App Usage
Service Traffic (Bytes, 30 days) AD| “0 wed | Apps Seen 'Days with No New Apps, Compare Modified
3 egress-outside yeapplication-defaull 25.36 3 mpa\Oéw—- Compare 2019062
4 inara.nntal  anu 372 6M 12 T ane a ] Comnare 20100892
A . H—EX

B.#A&ENn57 T
C.RREht=7TY

D. & il
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A. TACACS +

B. RADIUS

C. LDAP

D. SAML

IEfE: (EfEZRTLET)

ERBA/SHER https //docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/authentication/configure-
an- authentication-profile-and-sequence
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content inspection - frst
QOS shaping applied
Security policy lookup
DoS protection
EfE
oment inspecuon ‘ III"S'[ "
JOS shaping applied
B secol
secunty policy looKup & _
- third
)oS protection >
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Source Destination
Name Type Zone | Address | Zone Address | Application | Service URL Action | Profile
Category
1 | Deny Universal | Inside | Any Qutside Any Google- Application-d | Any Deny None
Google docs-base
2 | Allowed- Universal | Inside | Any Qurside Any Snmpv3 Application-d | Any Allow None
security Ssh
5erV... ssl
3 | Intrazone- | Intrazone | Any Any (intrazone) | Any Any Any ANy g Allow None
default . 1
4 | Interzone- | Interzone | Any Any Any Any Any Ariy am None
default |
A. 22
B. 23
C.53
D. 80
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Name Tags | Type Zone | Address | User | HIP Zome Address | Hit I.u_t- First | Application | Service Action | Profile
Profile Count | Hit | Hit

1| Allow Noae | Umiversal | Innde | Aay Any | Aay Outside | Any . . . Office- Applicatica- | Allow | Noage
Office program d..
Programs

2| Allow FTP | None | Universal | Inside | Aay Any | Any Outride, | 'fip- - - - any fip-service.. | Allow | Nooe
o web ser. server
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