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Threat logs for Prisma Access mobile users can be reviewed in both Strata Cloud Manager
(SCM) and Strata Logging Service. Prisma Cloud and service connection firewalls are not
directly tied to mobile user traffic logs.

Prisma Access logs are available in the Strata Cloud Manager and can also be sent to the
Strata Logging Service for detailed analysis and threat visibility.
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In Prisma Access, the interzone security policy rule is available and plays a crucial role in
controlling traffic between zones.

You can configure an interzone rule to control traffic that flows between different zones in
Prisma Access, enabling granular security policy enforcement.

This ensures comprehensive control of traffic crossing security boundaries in the cloud-
delivered architecture.
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Cloud NGFW for AWS can be configured using Panorama for centralized management, as
well as the AWS management console for native integration and configuration.

You can configure Cloud NGFW for AWS using Panorama for centralized security
management, or directly through the AWS management console to deploy and manage
security services for your AWS resources.
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The "Report and Maintenance" step of the Zero Trust model emphasizes ongoing
monitoring, analysis, and reporting to ensure the environment remains secure over time.
The Report and Maintenance phase includes continuous monitoring, log forwarding, and
sharing of security telemetry to third-party tools to maintain and validate Zero Trust
implementation.

By forwarding logs to SOC tools, the engineer ensures comprehensive visibility and
proactive threat hunting.
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Single floating IP address (also known as a floating IP or shared IP) is supported only in an
active/passive HA pair. In active/active HA, both firewalls are forwarding traffic
simultaneously and thus do not share a single floating IP.

In active/passive HA, a single floating IP address is used for seamless failover.
Active/active HA requires separate IP addresses and does not support a single floating IP.
This simplifies failover in active/passive deployments by using a single shared IP that
moves to the active peer upon failover.
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When migrating from a perpetual VM-Series firewall license to a flexible VM licensing
model, two critical steps are needed:

Allocate same number of vCPUs ?This ensures that the VM-Series capacity remains
consistent and avoids resource bottlenecks.

When migrating perpetual VM-Series licenses to flexible VM licensing, allocate the same
vCPU and memory resources to ensure equivalent performance.

Limit to same security services ?Flexible licensing requires maintaining the same security
services to preserve licensing compliance.

Ensure that you allow only the same security services on the flexible VM instance as were
licensed on the perpetual VM.
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Cloud NGFW Security Policies in the AWS Console are evaluated in the exact creation
order ?they do not have explicit rule priority fields.

In AWS, security rules are evaluated in the order they are created. To ensure the correct
evaluation logic, create them in the desired order from top to bottom.
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Unlike Panorama, AWS-native management of Cloud NGFWs uses creation order as the
evaluation sequence.
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For large lists of specific URLS, creating a custom URL category and importing the list is
the most efficient approach for granular URL filtering.

You can create custom URL categories to define specific URLs or patterns and enforce
policies for these categories. This is the most efficient way to handle large sets of URLs.
This approach saves time compared to manual rule creation or using generic application
filters.
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SD-WAN solutions optimize application experience and provide secure, dynamic
connectivity across distributed locations by leveraging real-time path metrics (latency, jitter,
loss).

By implementing SD-WAN, traffic is routed intelligently based on real-time network
performance metrics. Zone protection profiles ensure security while maximizing application
performance.

Key advantage:

Secure connectivity and best user experience across campuses and branches.
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Protecting against malicious and misconfigured domains requires two critical services:
Advanced Threat Prevention

Provides signature-based and advanced analysis to identify threats, including DNS-based
attacks.

Advanced Threat Prevention enables the NGFW to detect and prevent exploits and
malware- based communications, including those leveraging DNS.

Advanced DNS Security

Specifically designed to detect and sinkhole malicious and misconfigured DNS queries.
DNS Security uses real-time intelligence to block DNS-based threats, protect against data
exfiltration, and automatically sinkhole suspicious domain lookups.

By combining these services in security policies, NGFWSs ensure robust protection against
domain- based threats and misconfigurations.

OoO w >

B 11

Strata Logging Service (& Prisma Access L TWA T XEDEZHEITH 0T RE=——
REEDESITHERLETM?

A OJTDORBNELRFICLY BExAbRALELET,

B.MET—4% XA FL—UEBOBEEERICEY EARBNEHRINET,
C.ECRRADERIZELETC HLWBHOBRE=-—XIZ&HLE THETEET,

D. Prisma Access RIICEEAL1=5 A4t AFBEEEZFEALTES 70 v o 2078 HT
& F—nN—~y FHEIBENET,

EfR: (EffZzRTLET)

The Strata Logging Service offers scalable log storage to accommodate data growth,
which ensures organizations can retain logs for compliance and threat hunting as their
environments expand.

The Strata Logging Service is designed to scale dynamically to accommodate growing log
retention needs, allowing enterprises to maintain comprehensive visibility as they expand
their network footprint.
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To minimize disruptions, it is recommended to perform Prisma Access upgrades during
non- business hours and in a phased manner, starting with less critical sites to validate the
process before moving to critical locations. Backup configurations and validate the
system's readiness to avoid data loss and maintain service continuity.
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SSL Inbound Inspection allows the firewall to decrypt incoming encrypted traffic to internal
servers (e.g., web servers) by acting as a man-in-the-middle (MITM). The firewall uses the
private key of the server to decrypt the session and apply security policies before re-
encrypting the traffic.

SSL Inbound Inspection requires you to import the server's private key and certificate into
the firewall. The firewall then acts as a man-in-the-middle (MITM) to decrypt inbound
sessions from external clients to internal servers for inspection.
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Applications and threats

Panorama can push application and threat signature updates to managed firewalls,
ensuring consistent application and threat visibility.

Panorama uses dynamic updates to distribute the latest application and threat signature
packs to all managed firewalls.

WildFire

Panorama also distributes WildFire signature updates to firewalls for real-time malware
detection.

WildFire updates provide the latest malware signatures to enhance detection and
prevention, and can be deployed to all managed firewalls via Panorama.
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For loT Security to accurately classify and monitor 10T devices, the following logs must be
forwarded to Strata Logging Service:
Enhanced application logs - provide detailed application usage and behaviors, essential for
profiling device types and roles.
Enhanced Application logs provide additional context on loT device behavior and usage
patterns, and must be forwarded to Strata Logging Service for loT Security to build
accurate Device-ID profiles.
Threat logs - essential for detecting suspicious or malicious activities by loT devices.
Threat logs are critical for identifying potential exploits or suspicious activities involving loT
devices and are required for accurate threat visibility within loT Security.
These logs collectively ensure accurate device classification and real-time threat visibility.
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Negated source addresses exclude traffic from the specified region. To avoid accidental
connectivity loss for traffic from that region, create a separate Security policy to explicitly
permit it.

When you use a negated region in a Security policy rule, ensure to create an additional
Security policy to permit traffic from the excluded (negated) region to avoid unintentional
drops.
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Enterprise DLP uses cloud analysis to inspect and classify sensitive data in non-file-based
formats (e.g., in-line data streams, SaaS communications).

Enterprise DLP inspects data in non-file-based traffic flows, forwarding suspicious data
patterns to the cloud for classification and verdicts.

The other services focus on file-based scanning (WildFire), URL access control (Advanced
URL Filtering), or inline SaaS application controls (SaaS Security Inline).
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A comprehensive security approach uses:

- User-ID for identity-based policies

- App-ID for application-based security

- Decryption to inspect encrypted traffic

- Security profiles to enforce protections

- Dynamic updates to ensure up-to-date threat coverage

For comprehensive security, combine User-ID, App-ID, decryption, and security profiles.
Keep the firewall updated with dynamic content updates to maintain the strongest security
posture.

This ensures real-time, identity-aware, and application-centric security enforcement.
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To create custom Prisma Access reports within SCM, you first configure a dashboard that
aggregates the relevant logs and analytics. This allows you to define the data points you
want to include.

Dashboards in SCM can be customized to include Prisma Access data sources, enabling
you to create and generate reports that meet specific business and security requirements.
Once configured, you can export the dashboard as a custom report.

Use the dashboard's data visualization to create custom reports for Prisma Access, which
can be exported as PDFs for distribution.
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Device grouping rules in SCM allow administrators to organize firewalls into logical groups
and collectively manage updates or configuration pushes across those groups.

SCM allows you to create device group rules, enabling streamlined management and
collective updates of multiple NGFW instances.

This approach ensures consistency in software versions and configuration baselines
across large deployments.
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To prevent SYN flood attacks, the NGFW uses SYN cookies to validate legitimate session
establishment.

SYN cookies allow the firewall to verify the legitimacy of new session requests without
allocating resources until the handshake is completed. This prevents SYN flood attacks
from exhausting system resources.

SYN cookies mitigate resource exhaustion by ensuring only legitimate connections are
established.
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HIP Match Logs: Host Information Profile (HIP) Match Logs provide information about the
health and compliance status of the connecting endpoint, which helps troubleshoot access
issues due to client posture or security policy compliance failures.

GlobalProtect Logs: These logs are specific to the GlobalProtect VPN and provide detailed
information about user connection attempts, authentication status, errors, and other VPN-
specific events which are essential for diagnosing remote user access problems.
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Prisma Access is designed with mechanisms that allow upgrades to be performed without
impacting network traffic or service availability, specifically leveraging phased, resilient
upgrade processes with built-in failover and redundancy to guarantee continuous operation
during upgrades. Disabling policies, backup-based deployment, and multi-phase firmware
staging are not unique to Prisma Access's seamless upgrade capabilities.
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Dynamic path selection is the foundation of SD-WAN, leveraging real-time performance
data to dynamically route traffic over the best available path.

Dynamic path selection continuously monitors performance metrics (loss, latency, jitter)
and makes real-time routing decisions to ensure application SLAs are met across the
WAN.

Establishing dynamic path selection first ensures the rest of the SD-WAN optimizations
(e.g., failover, QoS) work effectively.
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Prisma Access for secure remote access

Prisma Access extends consistent security and optimized connectivity to branch locations,
enabling secure access for mobile and branch users.

Centralized management for consistent policy enforcement

Centralized management using Strata Cloud Manager or Panorama ensures security
policies and updates are uniformly applied across distributed locations, preventing policy
drift and security gaps.

These two practices are foundational for modern, distributed enterprise networks to
maintain security posture and performance.
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To fully leverage inline cloud analysis in Advanced Threat Prevention, security profiles

(e.g., anti- spyware) must be updated or newly created to enable local deep learning and

inline cloud analysis models.

To activate inline cloud analysis, update your Anti-Spyware profile to enable advanced

inline detection engines, including deep learning-based models and cloud-delivered

signatures.

This ensures real-time protection from sophisticated threats beyond static signatures.
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Voice quality issues in SD-WAN deployments are typically linked to path performance
metrics (latency, jitter, packet loss). Reviewing real-time analytics helps pinpoint root
causes and appropriate mitigation.

When experiencing performance issues, the first step is to analyze real-time performance
data.

Prisma SD-WAN provides path quality analytics to identify degradation and ensure
informed troubleshooting.

This data-driven approach avoids unnecessary configuration changes.
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The SP3 architecture of Palo Alto NGFWs ensures that additional security services
(CDSS) only cause a minor reduction in performance, as traffic is inspected once in a
single pass.

The single-pass parallel processing (SP3) architecture performs application identification
and security enforcement simultaneously in one pass, resulting in only minor performance
impacts when enabling multiple security services.

Unlike traditional multi-pass engines, SP3 architecture optimizes performance while
delivering comprehensive security.
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The Anti-spyware profile includes DNS-based protections like sinkholing and detection of
DNS queries to malicious domains, offering real-time protection against attacks that exploit
DNS misconfigurations.

The Anti-Spyware profile protects against DNS-based threats by sinkholing DNS queries to
malicious domains and detecting suspicious DNS activity, thus blocking data exfiltration
and C2 communication.
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Advanced DNS Security uses a signature policy to sinkhole malicious DNS queries and
prevent them from resolving.

The DNS Security service integrates with Anti-Spyware profiles, and you must configure
signature policy settings to sinkhole malicious queries. This proactively stops traffic to
known malicious domains.

Sinkholing ensures that DNS queries to malicious FQDNSs are redirected to a safe IP,
preventing compromise.
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Host Information Profile (HIP) checks are used in GlobalProtect to collect and evaluate
endpoint posture (OS, patch level, AV status) to enforce granular security policies for
remote users.

The HIP feature collects information about the host and can be used in security policies to
enforce posture-based access control. This ensures only compliant endpoints can access
sensitive resources.

This enables fine-grained, context-aware access decisions beyond user identity alone.
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A security profile group named "default" is automatically applied to all new security rules
unless a specific profile group is explicitly configured.

If a security profile group named "default’ exists, it will be automatically applied to any
newly created security policy rules to ensure consistent protection.

This behavior ensures that newly created policies are always protected by default security
profiles, minimizing human error.
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In Palo Alto Networks' Single-Pass Parallel Processing (SP3) architecture, SSL/TLS
decryption occurs only during the slow path when the firewall first encounters a new
session.

SSL/TLS decryption, which requires CPU-intensive cryptographic operations, is performed
during the slow path when establishing new sessions. Once decrypted, traffic is processed
in the fast path for subsequent packets.

After the initial decryption in the slow path, decrypted traffic is handled by fast path for
efficiency.
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To allow third-party contractors controlled access, security policies must combine user
identification and time-based access controls:

User-ID

User-ID enables security policies to be based on user identity rather than IP addresses,
ensuring precise policy enforcement for specific users such as contractors.

Schedule

Schedules allow policies to be active only during specific times, providing time-based
access control (e.g., after business hours).

Together, they ensure that only authorized users (contractors) have access, and only when
explicitly allowed.
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