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The backups feature of the Oracle Cloud Infrastructure Block Volume service lets you make a
point-intime snapshot of the data on a block volume.These backups can then be restored to new
volumes either immediately after a backup or at a later time that you choose.

You can copy block volume backups between regions using the Console, command line interface
(CLI), SDKs, or REST APIs.

To copy volume backups between regions, you must have permission to read and copy volume
backups in the source region, and permission to create volume backups in the destination region.
to do all things with block storage volumes, volume backups, and volume groups in all
compartments with the exception of copying volume backups across regions.

Allow group VolumeAdmins to manage volume-family in tenancy

The aggregate resource type volume-family does not include the VOLUME_BACKUP_COPY
permission, so to enable copying volume backups across regions you need to ensure that you
include the third statement in that policy, which is:

Allow group VolumeAdmins to use volume-backups in tenancy where
request.permission='"VOLUME _ BACKUP_COPY'
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. ALL {resource.type = ‘fnfunc’, resource.compartment.id =
A. Set up a Dynamic Group using the format below: ~, { e o D

3 Create a policy usin
ocidl.compartment.ocl. .aaaaaaaa23 smwa’' } poticy g

the format below to give access to OCI Object Storage:

allow dynamic-group acme-func-dyn—-grp to manage objects in compartment acme-—

7 Include a call to a ""resource principal
storage—-compartment where all {target.bucket.name= ‘acme-functieons-bucket’} g p I

provider' in your function code as below: signer = oci.auth.signers.get_g@souree principals_signer ()

B. Add these two policy statements for your compartment and then includ8a call te.a™” resource principal provider' in your function code:

Allow group acme-functions-developers tosinspect ¥epos in tenancy
Allow group acme-functions-developers to managé Tepos in tenancy where all
{target.repo.name=/acme-web-app*/}

C. There is no way that you can access the@ 0Glfespurges from a running function.

D. Add these two policy statements for yourigompartment to give your function automatic access to all other OCI resources:

Allow group <group-name> to'manage fn-app in compartment <compartment-name>
Allow group <group-name>fto manage MfnFfun€tion in ¢ompartment <compartment-name>
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Not all migration methods apply to all migration scenarios. Many of the migration methods apply
only if specific characteristics of the source and destination databases match or are compatible.
Moreover, additional factors can affect which method you choose for your migration from among
the methods that are technically applicable to your migration scenario.

Some of the characteristics and factors to consider when choosing a migration method are:
On-premises database version

Database service database version

On-premises host operating system and version

On-premises database character set

Quantity of data, including indexes

Data types used in the on-premises database

Storage for data staging

Acceptable length of system outage

Network bandwidth
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Explanation

Oracle Cloud Infrastructure Vault lets you centrally manage the encryption keys that protect your
data and the secret credentials that you use to securely access resources. You can use the Vault
service to create and manage the following resources:

Vaults

Keys

Secrets

Vaults securely store master encryption keys and secrets that you might otherwise store in
configuration files or in code.

The Vault service lets you create vaults in your tenancy as containers for encryption keys and
secrets. If needed, a virtual private vault provides you with a dedicated partition in a hardware
security module (HSM), offering a level of storage isolation for encryption keys that's effectively
equivalent to a virtual independent HSM.
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Real-time processing of high-volume streams of data

- OCI Streaming service provides a fully managed, scalable, durable storage option for
continuous, highvolume streams of data that you can consume and process in real-time

- Use cases

Log and Event data collection

Web/Mobile activity data ingestion

loT Data streaming for processing and alerts

Messaging: use streaming to decouple components of large systems

- Oracle managed service with REST APIs (Create, Put, Get, Delete)

- Integrated Monitoring
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in Transit routing through a private IP in the VCN you set up an instance in the VCN to act as a
firewall or intrusion detection system to filter or inspect the traffic between the on-premises
network and Oracle Services Network.

The Networking service lets you implement network security functions such as intrusion detection,
application-level firewalls In fact, the IDS model can be host-based IDS (HIDS) or network-based
IDS (NIDS). HIDS is installed at a host to periodically monitor specific system logs for patterns of
intrusions. In contrast, an NIDS sniffs the traffic to analyze suspicious behaviors. A signature-
based NIDS (SNIDS) examines the traffic for patterns of known intrusions. SNIDS can quickly
and reliably diagnose the attacking techniques and security holes without generating an over-
whelming number of false alarms because SNIDS relies on known signatures.

However, anomaly-based NIDS (ANIDS) detects unusual behaviors based on statistical methods.
ANIDS could detect symptoms of attacks without specific knowledge of details. However, if the
training data of the normal traffic are inadequate, ANIDS may generate a large number of false
alarms.
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https://docs.oracle.com/en-us/iaas/Content/Balance/Concepts/balanceoverview.htm
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Block Volume Encryption

By default all volumes and their backups are encrypted using the Oracle-provided encryption
keys. Each time a volume is cloned or restored from a backup the volume is assigned a new
unigue encryption key.

You have the option to encrypt all of your volumes and their backups using the keys that you own
and manage using the Vault service.If you do not configure a volume to use the Vault service or
you later unassign a key from the volume, the Block Volume service uses the Oracle-provided
encryption key instead.

This applies to both encryption at-rest and in-transit encryption.

Object Storage Encryption

Object Storage employs 256-bit Advanced Encryption Standard (AES-256) to encrypt object data
on the server. Each object is encrypted with its own data encryption key. Data encryption keys
are always encrypted with a master encryption key that is assigned to the bucket. Encryption is
enabled by default and cannot be turned off. By default, Oracle manages the master encryption
key. However, you can optionally configure a bucket so that it's assigned an Oracle Cloud
Infrastructure Vault master encryption key that you control and rotate on your own schedule.
Encryption: Buckets are encrypted with keys managed by Oracle by default, but you can
optionally encrypt the data in this bucket using your own Vault encryption key. To use Vault for
your encryption needs, select Encrypt Using Customer-Managed Keys. Then, select the Vault
Compartment and Vault that contain the master encryption key you want to use. Also select the
Master Encryption Key Compartment and Master Encryption Key.
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https://docs.cloud.oracle.com/en-
us/iaas/Content/ContEng/Tasks/contengupgradingk8sworkernode.htm
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The Oracle Services Network is a conceptual network in Oracle Cloud Infrastructure that is
reserved for Oracle services. These services have public IP addresses that you typically reach
over the internet. However, you can access the Oracle Services Network without the traffic going
over the internet. There are different ways, depending on which of your hosts need the access:
Hosts in your on-premises network:

- Private access through a VCN with FastConnect private peering or VPN Connect: The on-
premises hosts use private IP addresses and reach the Oracle Services Network by way of the
VCN and the VCN's service gateway.

- Public access with FastConnect public peering: The on-premises hosts use public IP addresses.
regarding which Fastconnect Public peering: To access public services in Oracle Cloud
Infrastructure without using the internet. For example, Object Storage, the Oracle Cloud
Infrastructure Console and APIs, or public load balancers in your VCN. Communication across
the connection is with IPv4 public IP addresses. Without FastConnect, the traffic destined for
public IP addresses would be routed over the internet. With FastConnect, that traffic goes over
your private physical connection.

so Answer 4 will be the best answer that meets the customer requirement A service gateway lets
your virtual cloud network (VCN) privately access specific Oracle services without exposing the
data to the public internet. No internet gateway or NAT is required to reach those specific
services. The resources in the VCN can be in a private subnet and use only private IP addresses.
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The traffic from the VCN to the Oracle service travels over the Oracle network fabric and never
traverses the internet.

Object Lifecycle Management lets you automatically manage the archiving and deletion of
objects. By using Object Lifecycle Management to manage your Object Storage and Archive
Storage data, you can reduce your storage costs and the amount of time you spend managing
data.
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STEERING POLICIES is A framework to define the traffic management behavior for your zones.
Steering policies contain rules that help to intelligently serve DNS answers.

FAILOVER

Failover policies allow you to prioritize the order in which you want answers served in a policy (for
example, Primary and Secondary). Oracle Cloud Infrastructure Health Checks are leveraged to
determine the health of answers in the policy. If the Primary Answer is determined to be
unhealthy, DNS traffic will automatically be steered to the Secondary Answer.

LOAD_BALANCE

Load Balancer policies allow distribution of traffic across multiple endpoints. Endpoints can be
assigned equal weights to distribute traffic evenly across the endpoints or custom weights may be
assigned for ratio load balancing. Oracle Cloud Infrastructure Health Checks are leveraged to
determine the health of the endpoint. DNS traffic will be automatically distributed to the other
endpoints, if an endpoint is determined to be unhealthy.

ROUTE_BY_GEO

Geolocation-based steering policies distribute DNS traffic to different endpoints based on the
location of the end user. Customers can define geographic regions composed of originating
continent, countries or states/provinces (North America) and define a separate endpoint or set of
endpoints for each region.

ROUTE_BY_ASN

ASN-based steering policies enable you to steer DNS traffic based on Autonomous System
Numbers (ASN).

DNS queries originating from a specific ASN or set of ASNs can be steered to a specified
endpoint.
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ROUTE_BY_IP
IP Prefix-based steering policies enable customers to steer DNS traffic based on the IP Prefix of
the originating query.
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VCN, it must first be empty and have no related resources or attached gateways To delete a
VCN's subnets, they must first be empty.

Note: When you create one of the preceding resources, you specify a VCN and subnet for it. The
relevant service creates at least one VNIC in the subnet and attaches the VNIC to the resource.
The service manages the VNICs on your behalf, so they are not readily apparent to you in the
Console. The VNIC enables the resource to communicate with other resources over the network.
Although this documentation commonly talks about the resource itself being in the subnet, it's
actually the resource's attached VNIC.

If the subnet is not empty, you instead get an error indicating that there are still resources that you
must delete first. The error includes the OCID of a VNIC that is in the subnet (there could be
more, but the error returns only a single VNIC's OCID).

You can use the Oracle Cloud Infrastructure command line interface (CLI) or another SDK or
client to call the GetVnic operation with the VNIC OCID. The response includes the VNIC's
display name. Depending on the type of parent resource, the display name can indicate which
parent resource the VNIC belongs to. You can then delete that parent resource, or you can
contact your administrator to determine who owns the resource. When the VNIC's parent
resource is deleted, the attached VNIC is also deleted from the subnet. If there are remaining
VNICs in the subnet, repeat the process of determining and deleting each parent resource until
the subnet is empty. Then you can delete the subnet.

For example, if you're using the CLI, use this command to get information about the VNIC.

oci network vnic get --vnic-id <VNIC_OCID
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Explanation

Auto scaling is enabled by default when you create an Autonomous Database instance or you
can use Scale Up/Down on the Oracle Cloud Infrastructure console to enable or disable auto
scaling.

With auto scaling enabled the database can use up to three times more CPU and 10 resources
than specified by the number of OCPUs currently shown in the Scale Up/Down dialog. When auto
scaling is enabled, if your workload requires additional CPU and 10 resources the database
automatically uses the resources without any manual intervention required.

Enabling auto scaling does not change the concurrency and parallelism settings for the
predefined services |0 throughput depends on the number of CPUs you provision and scales
linearly with the number of CPUs.
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Autoscaling lets you automatically adjust the number of Compute instances in an instance pool
based on performance metrics such as CPU utilization. This helps you provide consistent
performance for your end users during periods of high demand, and helps you reduce your costs
during periods of low demand.
you can associate a load balancer with an instance pool. If you do this, when you add an instance
to the instance pool, the instance is automatically added to the load balancer's backend set . After
the instance reaches a healthy state (the instance is listening on the configured port number),
incoming traffic is automatically routed to the new instance.

Instance pools let you provision and create multiple Compute instances based off the same
configuration, within the same region.

By default, the instances in a pool are distributed across all fault Domains in a best-effort manner
based on capacity. If capacity isn't available in one fault domain, the instances are placed in other
fault domains to allow the instance pool to launch successfully.

In a high availability scenario, you can require that the instances in a pool are evenly distributed
across each of the fault domains that you specify. When sufficient capacity isn't available in one
of the fault domains, the instance pool will not launch or scale successfully, and a work request
for the instance pool will return an "out of capacity" error. To fix the capacity error, either wait for
capacity to become available, or use the UpdatelnstancePool operation to update the placement
configuration (the availability domain and fault domain) for the instance pool.
during create the instance pool you can select the location where you want to place the
instances" In the Availability Domain list, select the availability domain to launch the instances in.
If you want the instances in the pool to be placed evenly in one or more fault domains, select the
Distribute instances evenly across selected fault domains check box. Then, select the fault
domains to place the instances in.
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Service Gateway is virtual router that you can add to your VCN. It provides a path for private
network traffic between your VCN and supported services in the Oracle Services Network like
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Object Storage) so compute Instances in a private subnet in your VCN can back up data to
Object Storage without needing public IP addresses or access to the intern
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Tag Variables

You can use a variable to set the value of a defined tag. When you add the tag to a resource, the
variable resolves to the data it represents. You can use tag variables in defined tags and default
tags.

Supported Tag Variables

The following tag variables are supported.

${iam.principal.name} The name of the principal that tagged the resource

${iam.principal.type} The type of principal that tagged the resource.
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${oci.datetime} The date and time that the tag was created.

Consider the following example:

Operations.CostCenter=" ${iam.principal.name} at ${oci.datetime} "

Operations is the namespace, CostCenter is the tag key, and the tag value contains two tag
variables ${iam.principal.name} and ${oci.datetime} . When you add this tag to a resource, the
variable resolves to your user name (the name of the principal that applied the tag) and a time
date stamp for when you added the tag.

user_name at 2019-06-18T18:00:57.604Z

The variable is replaced with data at the time you apply the tag. If you later edit the tag, the
variable is gone and only the data remains. You can edit the tag value in all the ways you would
edit any other tag value. To create a tag variable, you must use a specific format.

${<variable>} Type a dollar sign followed by open and close curly brackets. The tag variable goes
between the curly brackets. You can use tag variables with other tag variables and with string
values. Tag defaults let you specify tags to be applied automatically to all resources, at the time of
creation, in a specific compartment. This feature allows you to ensure that appropriate tags are
applied at resource creation without requiring the user who is creating the resource to have
access to the tag namespaces.
https://docs.cloud.oracle.com/en-us/iaas/Content/Tagging/Tasks/managingtagdefaults.htm
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budgets

You can use budgets to track costs in your tenancy. After creating a budget for a compartment,
you can set up alerts that will notify you if a budget is forecast to be exceeded or if spending
surpasses a certain amount.

OCI Cost Analysis

* Visualization tools Help understand spending patterns at a glance

* Filter costs by Date, Tags and Compartments

* Trend lines show how spending patterns are changing
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* To use Cost Analysis you must be a member of the Administrators group
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OCI Traffic Management Steering Policies can account for health of answers to provide failover
capabilities, provide the ability to load balance traffic across multiple resources, and account for
the location where the query was initiated to provide a simple, flexible and powerful mechanism to
efficiently steer DNS traffic.

Public Load Balancer Accepts traffic from the internet using a public IP address that serves as the
entry point for incoming traffic. Load balancing service creates a primary load balancer and a
standby load balancer, each in a different availability domain
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https://docs.cloud.oracle.com/en-us/iaas/Content/Functions/Reference/functionsmetrics.htm you
can monitor the health, capacity, and performance of functions you've deployed to Oracle
Functions by using metrics Oracle Functions monitors function execution, and collects and
reports metrics such as:

The number of times a function is invoked.

The length of time a function runs for.

The number of times a function failed.

The number of requests to invoke a function that returned a '429 Too Many Requests' error in the
response (known as 'throttled function invocations').
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https://docs.cloud.oracle.com/en-us/iaas/Content/Balance/Tasks/managingcertificates.htm
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Oracle Cloud Infrastructure offers two distinct storage tiers for you to store your unstructured
data. Use the Object Storage Standard tier for data to which you need fast, immediate, and
frequent access. Use the Archive Storage service's Archive tier for data that you access
infrequently, but which must be preserved for long periods of time. Both storage tiers use the
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same manageable resources (for example, objects and buckets). The difference is that when you
upload a file to Archive Storage, the object is immediately archived. Before you can access an
archived object, you must first restore the object to the Standard tier.

you can use Storage Gateway to move files to Oracle Cloud Infrastructure Archive Storage as a
cost effective backup solution. You can move individual files and compressed or uncompressed
ZIP or TAR archives. Storing secondary copies of data is an ideal use case for Storage Gateway.
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Oracle Functions is a fully managed, multi-tenant, highly scalable, on-demand, Functions-as-a-
Service platform. It is built on enterprise-grade Oracle Cloud Infrastructure and powered by the Fn
Project open source engine. Use Oracle Functions (sometimes abbreviated to just Functions)
when you want to focus on writing code to meet business needs.

Oracle Cloud Infrastructure Container Engine for Kubernetes is a fully-managed, scalable, and
highly available service that you can use to deploy your containerized applications to the cloud.
Use Container Engine for Kubernetes (sometimes abbreviated to just OKE) when your
development team wants to reliably build, deploy, and manage cloud-native applications. You
specify the compute resources that your applications require, and Container Engine for
Kubernetes provisions them on Oracle Cloud Infrastructure in an existing OCI tenancy.
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There are 3 connections to ADW

1- Connecting to (ADW) from Public Internet

2- Connecting to ADW (via NAT or Service Gateway) from a server running on a private subnet in
OCI (in the same tenancy)

3- Connecting to ADW (via internet Gateway) from a server running on a public subnet in OCI (in
the same tenancy
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You can move a compartment to a different parent compartment within the same tenancy. When
you move a compartment, all its contents (subcompartments and resources) are moved with it.
Moving a compartment has implications for the contents.
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After you move a compartment to a new parent compartment, the access policies of the new
parent take effect and the policies of the previous parent no longer apply. Before you move a
compartment, ensure that:

You are aware of the policies that govern access to the compartment in its current position.

You are aware of the polices in the new parent compartment that will take effect when you move
the compartment.

In some cases, when moving nested compartments with policies that specify the hierarchy, the
polices are automatically updated to ensure consistency.
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Oracle Functions is a fully managed, multi-tenant, highly scalable, on-demand, Functions-as-a-
Service platform. It is built on enterprise-grade Oracle Cloud Infrastructure and powered by the Fn
Project open source engine. Use Oracle Functions (sometimes abbreviated to just Functions)
when you want to focus on writing code to meet business needs.

The serverless and elastic architecture of Oracle Functions means there's no infrastructure
administration or software administration for you to perform. You don't provision or maintain
compute instances, and operating system software patches and upgrades are applied
automatically. Oracle Functions simply ensures your app is highly-available, scalable, secure, and
monitored. With Oracle Functions, you can write code in Java, Python, Node, Go, and Ruby (and
for advanced use cases, bring your own Dockerfile, and Graal VM). You can then deploy your
code, call it directly or trigger it in response to events, and get billed only for the resources
consumed during the execution.

You can create automation based on state changes for your Oracle Cloud Infrastructure
resources by using event types, rules, and actions. When the function is executing inside the
container, the function can read from and write to other resources and services running in the
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same subnet (for example, Database as a Service). The function can also read from and write to
other shared resources (for example, Object Storage), and other Oracle Cloud Services.
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The Oracle Cloud Infrastructure Audit service automatically records calls to all supported Oracle
Cloud Infrastructure public application programming interface (API) endpoints as log events.
Currently, all services support logging by Audit.

Every audit log event includes two main parts:

Envelopes that act as a container for all event messages

Payloads that contain data from the resource emitting the event message The identity object
contains the following attributes.

data.identity.authType The type of authentication used.

data.identity.principalld The OCID of the principal.

data.identity.principalName The name of the user or service. This value is the friendly name
associated with principalld .
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If your data centers span multiple geographical locations, we recommend using a broad CIDR
(0.0.0.0/0) as a static route in addition to the CIDR of the specific geographical location. This
broad CIDR provides high availability and flexibility to your network design. For instance, the
following diagram shows two networks in separate geographical areas that each connect to
Oracle Cloud Infrastructure. Each area has a single on-premises router, so two IPSec VPN
connections can be created. Note that each IPSec VPN connection has two static routes: one for
the CIDR of the particular geographical area, and a broad 0.0.0.0/0 static route.
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https://docs.oracle.com/en-us/iaas/Content/Compute/Tasks/managingcustomimages.htm

Bf: 50

CDAVN—FAVMEEZEZAFET:

Compute |V /IN\—F AV MZIHBDOAVE21—F A2V RB U R%E BysTes-TeamIZHBHLEFT,
Oracle Cloud Infrastructure (OCN7 Ao v kzad4 2L, NY—XDOBE AT 302 R

LEY,

AVEaA—TA4VT VIY—REBELESETEHEESILGTYFTH?

A BEERILEITN QAVE2—F A VREIVREFZDONT )Y IBELVTSZAR—KIPT
FLRIZERLCFEETY,Compute 1 > X2 XD VNIC [ZERIICBET AL ENHYET OV
Ei—b AR DREEIEHETDODVCNICEERM TONFET,

B. BENIKRML RAIVCNEBHT 5L 5RODLNET VCNAEZ—4y b ask—kAY
MIBBISNEE OIVE2A—b AV REIVREBHTEET,

C.aYEa— b AVREAVADNT)YIELUVTZAR—KP7 FLADREEREINTHHEE
[FRIIL #—5 v kO /k—Fr A2 FOVCNIZBEERTFLONET,

D. BBIEAILETMN, AVE2a— b A VRAVREZFDNTY VI ELUTSIAR—LIPT
FLRIFELCLFEEFTT , Aa2vEa—bF AV XFZ U XDOVNICIEEI E#HiEETOVCNIZEEM TSN
F9,

Ef#E: (EfEZRTLET)

Moving Resources to a Different Compartment

Most resources can be moved after they are created. There are a few resources that you can't
move from one compartment to another. Some resources have attached resource dependencies
and some don't.

Not all attached dependencies behave the same way when the parent resource moves.

For some resources, the attached dependencies move with the parent resource to the new
compartment.

The parent resource moves immediately, but in some cases attached dependencies move
asynchronously and are not visible in the new compartment until the move is complete.

For other resources, the attached resource dependencies do not move to the new compartment.
You can move these attached resources independently.

You can move Compute resources such as instances, instance pools, and custom images from
one compartment to another. When you move a Compute resource to a new compartment,
associated resources such as boot volumes and VNICs are not moved.

You can move a VCN from one compartment to another. When you move a VCN, its associated
VNICs, private IPs, and ephemeral IPs move with it to the new compartment.
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Pre-authenticated requests provide a way to let users access a bucket or an object without having
their own credentials, as long as the request creator has permission to access those objects.

For example, you can create a request that lets operations support user upload backups to a
bucket without owning API keys. Or, you can create a request that lets a business partner update
shared data in a bucket without owning API keys.

When creating a pre-authenticated request, you have the following options:

You can specify the name of a bucket that a pre-authenticated request user has write access to
and can upload one or more objects to.

You can specify the name of an object that a pre-authenticated request user can read from, write
to, or read from and write to.

Scope and Constraints

Understand the following scope and constraints regarding pre-authenticated requests:

Users can't list bucket contents.

You can create an unlimited number of pre-authenticated requests.

There is no time limit to the expiration date that you can set.

You can't edit a pre-authenticated request. If you want to change user access options in response
to changing requirements, you must create a new pre-authenticated request.

The target and actions for a pre-authenticated request are based on the creator's permissions.
The request is not, however, bound to the creator's account login credentials. If the creator's login
credentials change, a pre-authenticated request is not affected.

You cannot delete a bucket that has a pre-authenticated request associated with that bucket or
with an object in that bucket.
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MongoDB is a cross-platform document-oriented database program. Classified as a NoSQL
database program, MongoDB uses JSON-like documents with schema, so the best to be
migrated to Oracle NoSQL Database.
https://blogs.oracle.com/nosqgl/migrate-mongodb-data-to-oracle-nosql-database Autonomous

transaction Processing Serverless (ATP-S) isn't supported yet for EBS database
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