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Correct answer is VM VM support Transactional Type. When an exception occur, The transaction rolls
back to its original state for reprocessing. This feature is not supported by other connectors.

Here is additional information about Transaction management:
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3xx HTTP status codes indicate a redirection that the user agent (a web browser or a crawler) needs to
take further action when trying to access a particular resource.
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* If your APl implementation involves putting a load balancer in front of your APIkit application, configure
the load balancer to redirect URLs that reference the baseUri of the application directly. If the load
balancer does not redirect URLSs, any calls that reach the load balancer looking for the application do not
reach their destination.

* When you receive incoming traffic through the load balancer, the responses will go out the same way.
However, traffic that is originating from your instance will not pass through the load balancer. Instead, it is
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sent directly from the public IP address of your instance out to the Internet. The ELB is not involved in that
scenario.

* The question says "each API is deployed to multiple redundant Mule runtimes", that seems to be a hint
for self hosted Mule runtime cluster. Set Inbound allowed for the LB, outbound allowed for runtime to
request out.

* Hence correct way is to enable communication from each API's Mule Runtimes and Network zone to the
load balancer of the other API. Because communication is asynchronous one
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*HTTP/1.1 keeps all requests and responses in plain text format.

* HTTP/2 uses the binary framing layer to encapsulate all messages in binary format, while still
maintaining HTTP semantics, such as verbs, methods, and headers. It came into use in 2015, and offers
several methods to decrease latency, especially when dealing with mobile platforms and server-intensive
graphics and videos

* Currently, Mule application can have API policies only for Mule application that accepts requests over
HTTP/1x
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Correct answer is An HTTP Load Balancer.

Key thing to note here is that we are deploying application to customer hosted Mule runtime. This means
we will need load balancer to route the requests to different instances of the cluster.

Rest all options are distractors and their requirement depends on project use case.
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* On Error Propagate halts execution and sends error to the client. In this scenario it's mentioned that
"processing of other rows must not be affected" so Option B and C are ruled out.

* Scatter gather is used to club multiple responses together before processing. In this scenario, we need
sequential processing. So option A is out of choice.

* Correct answer is For Each scope & On Error Continue scope Below requirement can be fulfilled in the
below way

1) Using For Each scope , which will send each row from csv file sequentially. each row needs to be sent
sequentially as requirement is to send the message in exactly the same way as it is mentioned in the csv
file

2) Also other part of requirement is if any processing step for a row fails then it should log an error but
should not affect other record processing . This can be achieved using On error Continue scope on these
set of activities. so that error will not halt the processing. Also logger needs to be added in error handling
section so that it can be logged.

* Attaching diagram for reference. Here it's try scope, but similar would be the case with For Each loop.
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Correct answer is When server-side load-balanced TLS mutual authentication is required between API
implementations and API clients CloudHub dedicated load balancers (DLBs) are an optional component of
Anypoint Platform that enable you to route external HTTP and HTTPS traffic to multiple Mule applications
deployed to CloudHub workers in a Virtual Private Cloud (VPC). Dedicated load balancers enable you to: *
Handle load balancing among the different CloudHub workers that run your application. * Define SSL
configurations to provide custom certificates and optionally enforce two-way SSL client authentication. *
Configure proxy rules that map your applications to custom domains. This enables you to host your
applications under a single domain
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Correct: XSD In this approach to developing a web service, you begin with

Reference: https://www.w3schools.com/xml/schema_intro.asp
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Below Anypoint Connectors support transactions * JMS - Publish - Consume VM - Publish - Consume *
Database - All operations
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Correct answer is MuleSoft-hosted Anypoint Platform control plane Customer-hosted runtime plane in
each datacenter There are two things to note about the question which can help us figure out correct
answer.. * Business data must be exchanged over these private network connections which means we
can not use MuleSoft provided Cloudhub option. So we are left with either customer hosted runtime in
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external cloud provider or customer hosted runtime in their own premises. As customer does not use AWS
at the moment. Hence that don't have the immediate option of using Customer-hosted runtime plane in
multiple AWS regions. hence the most suitable option for runtime plane is Customer-hosted runtime plane
in each datacenter * Metadata has no limitation to reside in organization premises. Hence for control plane
MuleSoft hosted Anypoint platform can be used as a strategic solution.

Hybrid is the best choice to start. Mule hosted Control plane and Customer hosted Runtime to start with.
Once they mature in cloud migration, everything can be in Mule hosted.
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When an operation in a Mule application fails to connect to an external server, the default behavior is for
the operation to fail immediately and return a connectivity error. You can modify this default behavior by
configuring a reconnection strategy for the operation. You can configure a reconnection strategy for an
operation either by modifying the operation properties or by modifying the configuration of the global
element for the operation. The following are the available reconnection strategies and their behaviors:
None Is the default behavior, which immediately returns a connectivity error if the attempt to connect is
unsuccessful Standard (reconnect) Sets the number of reconnection attempts and the interval at which to
execute them before returning a connectivity error Forever (reconnect-forever) Attempts to reconnect
continually at a given interval
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As the stakeholders are semitechnical users , preferred option is Create Anypoint Exchange entries with
pages elaborating the integration design, including API notebooks (where applicable) to help the
stakeholders understand and interact with the Mule applications and APls at various levels of technical
depth
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Correct answer is When a Mule runtime on a given customer-hosted server is experiencing high memory
consumption during certain periods Using Anypoint Monitoring, you can configure two different types of
alerts: Basic alerts for servers and Mule apps Limit per organization: Up to 50 basic alerts for users who
do not have a Titanium subscription to Anypoint Platform You can set up basic alerts to trigger email
notifications when a metric you are measuring passes a specified threshold. You can create basic alerts
for the following metrics for servers or Mule apps: For on-premises servers and CloudHub apps: * CPU
utilization * Memory utilization * Thread count Advanced alerts for graphs in custom dashboards in
Anypoint Monitoring. You must have a Titanium subscription to use this feature. Limit per organization: Up
to 20 advanced alerts
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Correct answer is Mule correlation ID By design, Correlation Ids cannot be changed within a flow in Mule 4
applications and can be set only at source. This ID is part of the Event Context and is generated as soon
as the message is received by the application. When a HTTP Request is received, the request is
inspected for "X-Correlation-1d" header. If "X-Correlation-1d" header is present, HTTP connector uses this
as the Correlation Id. If "X-Correlation-1d" header is NOT present, a Correlation Id is randomly generated.
For Incoming HTTP Requests: In order to set a custom Correlation Id, the client invoking the HTTP
request must set "X-Correlation-1d" header. This will ensure that the Mule Flow uses this Correlation Id.
For Outgoing HTTP Requests: You can also propagate the existing Correlation Id to downstream APlIs. By
default, all outgoing HTTP Requests send "X-Correlation-Id" header. However, you can choose to set a
different value to "X-Correlation-Id" header or set "Send Correlation Id" to NEVER.
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* Scatter-Gather is used for parallel processing, to improve performance. In this scenario, input files are
coming from different vendors so mostly at different times. Goal here is to minimize the impact of future
change. So scatter Gather is not the correct choice.

* If we use 1 API to receive all files from different Vendors, any new vendor addition will need changes to
that 1 APl to accommodate new requirements. So Option A and C are also ruled out.

* Correct answer is Create an API that receives the file and invokes a Process API with the data contained
in the file, then have the Process API process the data using a MuleSoft Batch Job and other System APls
as needed. Answer to this question lies in the API led connectivity approach.

* API-led connectivity is a methodical way to connect data to applications through a series of reusable and
purposeful modern APIs that are each developed to play a specific role - unlock data from systems,
compose data into processes, or deliver an experience. System API : System API tier, which provides
consistent, managed, and secure access to backend systems. Process APIs : Process APIs take core
assets and combines them with some business logic to create a higher level of value. Experience APlIs :
These are designed specifically for consumption by a specific end-user app or device.

So in case of any future plans , organization can only add experience API on addition of new Vendors,
which reuse the already existing process API. It will keep impact minimal.
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Types of logging:

A) Synchronous: The execution of thread that is processing messages is interrupted to wait for the log
message to be fully handled before it can continue.

* The execution of the thread that is processing your message is interrupted to wait for the log message to
be fully output before it can continue

* Performance degrades because of synchronous logging

* Used when the log is used as an audit trail or when logging ERROR/CRITICAL messages

* If the logger fails to write to disk, the exception would raise on the same thread that's currently
processing the Mule event. If logging is critical for you, then you can rollback the transaction.

B) Asynchronous:

* The logging operation occurs in a separate thread, so the actual processing of your message won't be
delayed to wait for the logging to complete

* Substantial improvement in throughput and latency of message processing

* Mule runtime engine (Mule) 4 uses Log4j 2 asynchronous logging by default

* The disadvantage of asynchronous logging is error handling.

* If the logger fails to write to disk, the thread doing the processing won't be aware of any issues writing to
the disk, so you won't be able to rollback anything. Because the actual writing of the log gets differed,
there's a chance that log messages might never make it to disk and get lost, if Mule were to crash before
the buffers are flushed.

So Correct answer

is: Asynchronous logging can improve Mule event processing throughput while also reducing the
processing time for each Mule event
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* Option B shouldn't be used unless extremely needed, if RAML is changed, client needs to accommodate

changes. Question is about minimizing impact on Client. So this is not a valid choice.

* Option C isn't valid as Business can't stop for consumers acknowledgment.
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* Option D again needs Client to accommodate changes and isn't viable option.
* Best choice is A where RAML definition isn't changed and underlined functionality is changed without
any dependency on client and without impacting client.
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* To send message or receive JMS (Java Message Service) message no separate network connection
need to be established. So option A, C and D are ruled out.

Correct: The JMS connector supports both sending and receiving of JMS

* JMS Connector enables sending and receiving messages to queues and topics for any message service
that implements the JMS specification.

* JMS is a widely used API for message-oriented middleware.

* It enables the communication between different components of a distributed application to be loosely
coupled, reliable, and asynchronous.

MuleSoft Doc Reference: https://docs.mulesoft.com/jms-connector/1.7/
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* If you need to scale a JMS provider/ message broker, - add nodes to scale it horizontally or - add
memory to scale it vertically

* Cons of adding another JMS provider/ message broker: - adds cost. - adds complexity to use two JMS
brokers - adds Operational overhead if we use two brokers, say, ActiveMQ and IBM MQ

* So Two options that mention to use two brokers are not best choice. * It's mentioned that "The Fulfillment
microservice consumes Order messages, fulfills the order described therein, and then publishes an
OrderFulfilled message. Each OrderFulfilled message can be consumed by any interested Mule
application."

- When you publish a message on a topic, it goes to all the subscribers who are interested - so zero to
many subscribers will receive a copy of the message.

- When you send a message on a queue, it will be received by exactly one consumer. * As we need
multiple consumers to consume the message below option is not valid choice: "Order messages are sent
to an Anypoint MQ exchange. OrderFulfilled messages are sent to an Anypoint MQ queue.

Both microservices interact with Anypoint MQ as the message broker, which must therefore scale to
support the load of both microservices" * Order messages are only consumed by one Mule application, the
Fulfillment microservice, so we will publish it on queue and OrderFulfilled message can be consumed by
any interested Mule application so it need to be published on Topic using same broker.

* Correct:
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Scatter-Gather sends a request message to multiple targets concurrently. It collects the responses from all
routes, and aggregates them into a single message.
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Mule applications are deployed in CloudHub workers and each worker is assigned with a dedicated IP *
For zero downtime deployment, each worker in CloudHub needs additional IP addresses * A few IPs in a
VPC are reserved for infrastructure (generally 2 IPs) * The IP addresses are usually in a private range with
a subnet block specifier, such as 10.0.0.1/24 * The smallest CIDR network subnet block you can assign
for your VPC is /24 (256 IP addresses) (60*3 env * 2 worker per application ) + 50% of (total) for zero
downtime = 540 In this case correct answer is 10.0.0.0/22 as this provided 1024 IP's .
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Other IP's are insufficient.
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* If we store Correlation id value in step 1 as Mule event variables/attributes, the values will be cleared
after server restart and we want system to be fault tolerant.

* The Correlation ID value in Step 1 should be stored in a persistent object store.

* We don't need to store Correlation ID value in Step 3 to persistent object store. We can store it but as we
also need to make application performant. We can avoid this step of accessing persistent object store.

* Accessing persistent object stores slow down the performance as persistent object stores are by default
stored in shared file systems.

* As the SOAP service is idempotent in nature. In case of any failures , using this Correlation ID saved in
first step we can make call to SOAP service and validate the Correlation ID.

Top of Form

Additional Information:

* Competing Consumers are multiple consumers that are all created to receive messages from a single
Point-to-Point Channel. When the channel delivers a message, any of the consumers could potentially
receive it. The messaging system's implementation determines which consumer actually receives the
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message, but in effect the consumers compete with each other to be the receiver. Once a consumer
receives a message, it can delegate to the rest of its application to help process the message.

* In case you are unaware about term idempotent re is more info:

Idempotent operations means their result will always same no matter how many times these operations
are invoked.

Bottom of Form
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* It's mentioned that the API is governed by a Client ID Enforcement policy in all environments.

* Client ID Enforcement policy allows only authorized applications to access the deployed API
implementation.

* Each authorized application is configured with credentials: client_id and client_secret.

* At runtime, authorized applications provide the credentials with each request to the APl implementation.
MuleSoft Reference: https://docs.mulesoft.com/api-manager/2.x/policy-mule3-client-id-based-policies
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* Option A says "Perform EACH DB insert in a SEPARATE DB transaction". In this case if first DB insert is
successful and second one fails then first insert won't be rolled back causing inconsistency. This option is
ruled out.

* Option D says Perform BOTH DB inserts in ONE DB transaction.

Rule of thumb is when one or more DB connections are required we must use XA transaction as local
transactions support only one resource. So this option is also ruled out.

* Option B acknowledges the before DB processing, so message is removed from the queue. In case of
system failure at later point, message can't be retrieved.

* Option C is Valid: Though it says "do not ack JMS message", message will be auto acknowledged at the
end of transaction. Here is how we can ensure all components are part of XA transaction:
https://docs.mulesoft.com/jms-connector/1.7/jms-transactions Additional Information about transactions:
* XA Transactions - You can use an XA transaction to group together a series of operations from multiple
transactional resources, such as JMS, VM or JDBC resources, into a single, very reliable, global
transaction.

* The XA (eXtended Architecture) standard is an X/Open group standard which specifies the interface
between a global transaction manager and local transactional resource managers.

The XA protocol defines a 2-phase commit protocol which can be used to more reliably coordinate and
sequence a series of "all or nothing" operations across multiple servers, even servers of different types
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* Use JMS ack if

- Acknowledgment should occur eventually, perhaps asynchronously

- The performance of the message receipt is paramount

- The message processing is idempotent

- For the choreography portion of the SAGA pattern

* Use JMS transactions

- For all other times in the integration you want to perform an atomic unit of work
- When the unit of work comprises more than the receipt of a single message

- To simply and unify the programming model (begin/commit/rollback)
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Correct answer is Depending on the Listener operation configuration, either all messages are consumed
by ONLY the primary cluster node or else EACH message is consumed by ANY ONE cluster node For
applications running in clusters, you have to keep in mind the concept of primary node and how the
connector will behave. When running in a cluster, the JMS listener default behavior will be to receive
messages only in the primary node, no matter what kind of destination you are consuming from. In case of
consuming messages from a Queue, you'll want to change this configuration to receive messages in all
the nodes of the cluster, not just the primary.

This can be done with the primaryNodeOnly parameter:

<jms:listener config-ref="config" destination="${inputQueue}" primaryNodeOnly="false"/>
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*"100% increase in the throughput of the API" might look correct, as the number of requests processed
per second might increase, but is it guaranteed to increase by 100%? Using 4 nodes will definitely
increase throughput of system. But it is cant be precisely said if there would be 100% increase in
throughput as it depends on many other factors. Also it is nowhere mentioned in the description that all
nodes have same CPU/memory assigned. The question is about the guaranteed behavior * Increasing
number of nodes will have no impact on response time as we are scaling application horizontally and not
vertically. Similarly there is no change in JVM heap memory usage. * So Correct answer is 50% reduction
in the number of requests being received by each node This is because of the two reasons. 1) APl is
mentioned as stateless 2) Load Balancer is used
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Before we answer this question , we need to understand what median (50th percentile) and 80th
percentile means. If the 50th percentile (median) of a response time is 500ms that means that 50% of my
transactions are either as fast or faster than 500ms.

If the 90th percentile of the same transaction is at 1000ms it means that 90% are as fast or faster and only
10% are slower. Now as per upstream SLA , 99th percentile is 800 ms which means 99% of the incoming
requests should have response time less than or equal to 800 ms. But as per one of the backend API ,
their 95th percentile is 1000 ms which means that backend API will take 1000 ms or less than that for 95%
of. requests. As there are three API invocation from upstream API , we can not conclude a timeout that
can be set to meet the desired SLA as backend SLA's do not support it.

Let see why other answers are not correct.
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1) Do not set a timeout --> This can potentially violate SLA's of upstream API

2) Set a timeout of 100 ms; ---> This will not work as backend APl has 100 ms as median meaning only
50% requests will be answered in this time and we will get timeout for 50% of the requests. Important thing
to note here is, All APIs need to be executed sequentially, so if you get timeout in first API, there is no use
of going to second and third API. As a service provider you wouldn't want to keep 50% of your consumers
dissatisfied. So not the best option to go with.

*To quote an example: Let's assume you have built an API to update customer contact details.

- First APl is fetching customer number based on login credentials

- Second APl is fetching Info in 1 table and returning unique key

- Third API, using unique key provided in second API as primary key, updating remaining details

* Now consider, if API times out in first APl and can't fetch customer number, in this case, it's useless to
call API 2 and 3 and that is why question mentions specifically that all APIs need to be executed
sequentially.

3) Set a timeout of 50 ms --> Again not possible due to the same reason as above Hence correct answer
is No timeout is possible to meet the upstream API's desired SLA,; a different SLA must be negotiated with
the first downstream API or invoke an alternative API
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Correct answer is using below set of activities Until Successful component ActiveMQ long retry Queue
ActiveMQ Dead Letter Queue for manual processing We will see why this is correct answer but before that
lets understand few of the concepts which we need to know. Until Successful Scope The Until Successful
scope processes messages through its processors until the entire operation succeeds. Until Successful
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repeatedly retries to process a message that is attempting to complete an activity such as: - Dispatching to
outbound endpoints, for example, when calling a remote web service that may have availability issues. -
Executing a component method, for example, when executing on a Spring bean that may depend on
unreliable resources. - A sub-flow execution, to keep re-executing several actions until they all succeed, -
Any other message processor execution, to allow more complex scenarios. How this will help

requirement : Using Until Successful Scope we can retry sending the order to backend systems in case of
error to avoid manual processing later. Retry values can be configured in Until Successful Scope Apache
ActiveMQ It is an open source message broker written in Java together with a full Java Message Service
client ActiveMQ has the ability to deliver messages with delays thanks to its scheduler. This functionality is
the base for the broker redelivery plug-in. The redelivery plug-in can intercept dead letter processing and
reschedule the failing messages for redelivery. Rather than being delivered to a DLQ, a failing message is
scheduled to go to the tail of the original queue and redelivered to a message consumer. How this will help
requirement : If backend application is down for a longer duration where Until Successful Scope wont
work, then we can make use of ActiveMQ long retry Queue. The redelivery plug-in can intercept dead
letter processing and reschedule the failing messages for redelivery. Mule Reference:
https://docs.mulesoft.com/mule-runtime/4.3/migration-core-until-successful
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* Setting a transaction timeout for the Bitronix transaction manager

* Set the transaction timeout either

- In wrapper.conf

- In CloudHub in the Properties tab of the Mule application deployment

* The default is 60 secs. It is defined as

mule.bitronix.transactiontimeout = 120

* This property defines the timeout for each transaction created for this manager.

If the transaction has not terminated before the timeout expires it will be automatically rolled back.
Additional Info

around Transaction Management:

Bitronix is available as the XA transaction manager for Mule applications

* To use Bitronix, declare it as a global configuration element in the Mule application
<bti:transaction-manager />

* Each Mule runtime can have only one instance of a Bitronix transaction manager, which is shared by all
Mule applications

* For customer-hosted deployments, define the XA transaction manager in a Mule domain

- Then share this global element among all Mule applications in the Mule runtime
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1 way SSL : The server presents its certificate to the client and the client adds it to its list of trusted
certificate. And so, the client can talk to the server.

2-way SSL: The same principle but both ways. i.e. both the client and the server has to establish trust
between themselves using a trusted certificate. In this way of a digital handshake, the server needs to
present a certificate to authenticate itself to client and client has to present its certificate to server.

* TLS is a cryptographic protocol that provides communications security for your Mule app.
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* TLS offers many different ways of exchanging keys for authentication, encrypting data, and guaranteeing
message integrity Keystores and Truststores Truststore and keystore contents differ depending on
whether they are used for clients or servers:

For servers: the truststore contains certificates of the trusted clients, the keystore contains the private and
public key of the server. For clients: the truststore contains certificates of the trusted servers, the keystore
contains the private and public key of the client.

Adding both a keystore and a truststore to the configuration implements two-way TLS authentication also
known as mutual authentication.

*in this case, correct answer is Support for TLS mutual (two-way) authentication with HTTP clients.
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An SLA for the upstream APl CANNOT be provided.
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Correct answer is Perform all communication involving service S synchronously from within the For Each
scope, so objects in RESP are in the exact same order as request objects in REQU : Using Anypoint MQ,
you can create two types of queues: Standard queue These queues don't guarantee a specific message
order. Standard queues are the best fit for applications in which messages must be delivered quickly.
FIFO (first in, first out) queue These queues ensure that your messages arrive in order. FIFO queues are
the best fit for applications requiring strict message ordering and exactly-once delivery, but in which
message delivery speed is of less importance Use of FIFO queue is no where in the option and also it
decreased throughput. Similarly persistent object store is not the preferred solution approach when you
maximizing message throughput. This rules out one of the options. Scatter Gather does not support
ObjectStore. This rules out one of the options. Standard Anypoint MQ queues don't guarantee a specific
message order hence using another for each block to collect response wont work as requirement here is
to ensure the order. Hence considering all the above factors the feasible approach is Perform all
communication involving service S synchronously from within the For Each scope, so objects in RESP are
in the exact same order as request objects in REQU
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Correct answer is Batch-triggered ETL Within a Mule application, batch processing provides a construct
for asynchronously processing larger-than-memory data sets that are split into individual records. Batch
jobs allow for the description of a reliable process that automatically splits up source data and stores it into
persistent queues, which makes it possible to process large data sets while providing reliability. In the
event that the application is redeployed or Mule crashes, the job execution is able to resume at the point it
stopped.
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* By default, Anypoint Platform performs its own user management

- For user management, one external IdP can be integrated with the Anypoint Platform organization (note:
not at business group level)

- Permissions and access control are still enforced inside Anypoint Platform and CANNOT be controlled
via the external Identity Provider * As the Anypoint Platform organization administrator, you can configure
identity management in Anypoint Platform to set up users for single sign-on (SSO). * You can map users
in a federated organization's group to a role which also gives the flexibility of controlling the business
group within Anypoint Platform to which the user belongs to. Also user can nbe removed from external
identity management system when they no longer work for the organization. So they wont be able to
authenticate using SSO to login to Anypoint Platform. * Using external identity we can no change
permissions of a particular role in Mulesoft Anypoint platform.

* So Correct answer is Assigning Anypoint Platform permissions to a role
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Correct choice is: "The external API reported an error with the HTTP request that was received from the
outbound HTTP Request operation of the Mule application" Understanding HTTP 4XX Client Error
Response Codes : A 4XX Error is an error that arises in cases where there is a problem with the user's
request, and not with the server.

Such cases usually arise when a user's access to a webpage is restricted, the user misspells the URL, or
when a webpage is nonexistent or removed from the public's view.

In short, it is an error that occurs because of a mismatch between what a user is trying to access, and its
availability to the user - either because the user does not have the right to access it, or because what the
user is trying to access simply does not exist. Some of the examples of 4XX errors are

400 Bad Request The server could not understand the request due to invalid syntax. 401 Unauthorized
Although the HTTP standard specifies "unauthorized", semantically this response means
"unauthenticated". That is, the client must authenticate itself to get the requested response. 403 Forbidden
The client does not have access rights to the content; that is, it is unauthorized, so the server is refusing to
give the requested resource. Unlike 401, the client's identity is known to the server. 404 Not Found The
server can not find the requested resource. In the browser, this means the URL is not recognized. In an
API, this can also mean that the endpoint is valid but the resource itself does not exist. Servers may also
send this response instead of 403 to hide the existence of a resource from an unauthorized client. This
response code is probably the most famous one due to its frequent occurrence on the web. 405 Method
Not Allowed The request method is known by the server but has been disabled and cannot be used. For
example, an API may forbid DELETE-ing a resource. The two mandatory methods, GET and HEAD, must
never be disabled and should not return this error code. 406 Not Acceptable This response is sent when
the web server, after performing server-driven content negotiation, doesn't find any content that conforms
to the criteria given by the user agent. The external API reported that the API implementation has moved
to a different external endpoint cannot be the correct answer as in this situation 301 Moved Permanently
The URL of the requested resource has been changed permanently. The new URL is given in the
response.

In Lay man's term the scenario would be: API CLIENT -> MuleSoft API - HTTP request "Hey, API..
process this" -> External APl APl CLIENT <- MuleSoft API - http response "I'm sorry Client.. something is
wrong with that request" <- (4XX) External API
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Correct answer is Request size, number of requests, response size, response time Analytics APl Analytics

UOWJ’\L

can provide insight into how your APIs are being used and how they are performing. From APl Manager,
you can access the Analytics dashboard, create a custom dashboard, create and manage charts, and
create reports. From API Manager, you can get following types of analytics: - API viewing analytics - API
events analytics - Charted metrics in APl Manager It can be accessed using:
http://anypoint.mulesoft.com/analytics APl Analytics provides a summary in chart form of requests, top
apps, and latency for a particular duration.

The custom dashboard in Anypoint Analytics contains a set of charts for a single API or for all APIs Each
chart displays various API characteristics

- Requests size: Line chart representing size of requests in KBs

- Requests : Line chart representing number of requests over a period

- Response size : Line chart representing size of response in KBs

- Response time :Line chart representing response time in ms

* To check this, You can go to APl Manager > Analytics > Custom Dashboard > Edit Dashboard > Create
Chart > Metric

Reference:

Additional Information:

The default dashboard contains a set of charts

- Requests by date: Line chart representing number of requests

- Requests by location: Map chart showing the number of requests for each country of origin

- Requests by application: Bar chart showing the number of requests from each of the top five registered
applications

- Requests by platform: Ring chart showing the number of requests broken down by platform
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Lets analyze the situation in regards to the different options available Option : A common Experience API
but separate Process APIs Analysis : This solution will not work because having common experience layer
will not help the purpose as mobile and web applications will have different set of requirements which
cannot be fulfilled by single experience layer APl Option : Common Process APl Analysis : This solution
will not work because creating a common process API will impose limitations in terms of flexibility to
customize API;s as per the requirements of different applications. It is not a recommended approach.
Option : Separate set of API's for both the applications Analysis : This goes against the principle of
Anypoint API-led connectivity approach which promotes creating reusable assets. This solution may work
but this is not efficient solution and creates duplicity of code.

Hence the correct answer is: Separate Experience APIs for the mobile and web app, but a common
Process API that invokes separate System APIs created for the database and CRM system

Lets analyze the situation in regards to the different options available Option : A common Experience API
but separate Process APIs Analysis : This solution will not work because having common experience layer
will not help the purpose as mobile and web applications will have different set of requirements which
cannot be fulfilled by single experience layer APl Option : Common Process APl Analysis : This solution
will not work because creating a common process API will impose limitations in terms of flexibility to
customize API;s as per the requirements of different applications. It is not a recommended approach.
Option : Separate set of API's for both the applications Analysis : This goes against the principle of
Anypoint API-led connectivity approach which promotes creating reusable assets. This solution may work
but this is not efficient solution and creates duplicity of code.

Hence the correct answer is: Separate Experience APls for the mobile and web app, but a common
Process API that invokes separate System APIs created for the database and CRM system
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