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Statements

Users can apply sensitivity labels manually.

&

crosoft
Jemﬁiﬁty'fglﬁehl’cén be @pplied to the same file.
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Multiple

A sensitivity label can apply a watermark to a Microsoft Word document.

Users can apply sensitivity labels manually. 'LC_) : O
Multiple sensitivity labels can be applied to the same file. O | O_'
A sensitivity label can apply @ watermark to a Microsoft Word document. Kol O

Explanation
Graphical user interface, text, application Description automatically generated
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Users can apply sensitivity labels manually.

Multiple sensitivity labels can be applied to the same file.

A sensitivity label can apply a watermark to a Microsoft Word document.
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Answer Area N 'j M icrOSOft
You can manage Microsoft Intune by usmgthe i o v
A Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center.
Microsoft Endpoint Manag_er admin center.
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Answer Area
You can manage Microsoft Intune by using the' v
Azure Active Directory admin center.
Microsoft 365 complrance center.
Microsoft 365 securi w
 Microsoft Endpoint Mahager Jﬁ%@ft
Explanation
Graphical user interface, text, application, Word Description automatically generated
Answer Area O\ X T Microsoft
You can manage Microsoft Intune by using t ~
bg&w I:Jé.liﬁ(,lfaiﬁ"ﬂ!|.Jn! Active Directory admin center.
53 ﬁﬂ; pLE Microsoft 365 compliance center.
. ‘f*t- v ] Microsoft 365 security center.
?ﬁ.* f,'\_, 1 Microsoft Endpoint Manager admin center.
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Answer Area
Statements Yes No

You can create a hybrid identity in an on-premises Active DirectogethalSyncs to Azure AD

User accounts created in Azure AD sync autematically to an on-premises Active Directory

When ui@’m L authentication can eit e done by Azure AD or by anather
sy B8 V] |CrOSO

Statements Yes
b
You can create a hybreid identity in an on-premises Afthee Dire#tory that syncs 1o Arure AD | i

Lser accounts created in Azure AD syng Mtamatically to an on-premises Active Directony

==y

When using a hybeid model tigation can either be done by AZure AD or hy anather ]

OV B S Microsoft
& Microseft w0

You can create a hybrid identity in an on-premises Active Directory that syncs to Azure AD. @

|
| —

User accounts created in Azure AD sync automatically to an on-premises Active Directory o

When using a hybrid model, authenticationcan either be done by Azure AD or by another L
identity provider
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Answer Area - Micr@ SOft

w requires additional verification, such as a
Multi-factor authentication (MFA)| vernification code sent to a maobile phone.

Pass-thruugh amhenticatipn .
P__asswnrd writeback.
Single sign-on (SSO)

1Efig:
Answer Area

w requires aq-diljgnttl'mriﬁcation, suchasa
[ Mutti-factor authentication (MFA)} Verification Code sent to a mobile phone.
Pass-through authéntigation> *
Password wiiteback"
Single Sign-q-E{SSM ICrOS th

Explanation

Graphical user interface, text, application Description automatically generated
Answer Area

= Microsoft
w requires additi a#a verification, such as a
Multi-factor authentication (MFA)| verification code sent to a mobile phone.
Pass-through authentication
Password writeback
Single sign-on (SS0)

Multi-factor authentication is a process where a user is prompted during the sign-in process for an
additional form of identification, such as to enter a code on their cellphone or to provide a
fingerprint scan.
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T Jivl.»{l Microsoft o« W

ured by using the Microsoft 365 admnom

Microsoft SharePoint Online supports cammurt‘me@ ®
Communication cnm.hnpc“v&nnphance BEUes,

Communication compliance is

1E fiz:

Statements — M i C rOSOft

Communication compliance is co%ﬂ?od by using the Microsoft 365 admin center.

Microsoft SharePoint Online supports communicatiop compliance.

Communication compliance can remediate.compliance issues.

e BSMicrosoft . v *

Communication comiliince is configured by using the Microsoft 365 admifféenters © .
Microsoft SharePoint Online supports communicatiop cé}’ﬁphmc& ©
’.-5".".':.\‘, \ \ .}‘..51\ -
Communication compliance cags&m :;"_ ] "&or'ﬁpi:ance issues. g L]
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Statements Yes No

Enabling multi-factor authentication (MFA) increases the Mncrosoféeﬁﬁ. O O
[} L]

A higher Microsoft Secure Score means a r ucwesﬁvel in the N=§ M | C I'!D S Oﬁt
tenant. 6
Microsoft Secure Score measur: Q in completing actions based on controls that O @
include key regulations and sta s for data protection and govemnance.
1E fiZ:

Statements Yes No

Enabling multi-factor authentication (MFA) increases the Microsoft Secure .E > G
m Microsoft

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 365 ol O
tenant. g
Microsoft Secure Score measures progress in completing actions based on controls that :_ Ol o)

include key regulations and standards for data protection and governance,

Statements
Enabling multi-factor authentication (MFA) increases the Microsoft Secure Score.

A higher Microsoft Secure Score means a lower identified risk level in the Microsoft 265
tenant.

Microsolt Secure Scone g2 in completing actions based on controls that
include key regulations .Wf;wmﬁ GOVEMance,
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Answer Area B . “‘
m VIGHQsf0 o N
All Azure Active Directory (Azure AD) license @wlude the same features. @) O
L ]

You can manage an Azure Acti regtdry (Azure AD) tenant by using the Azure portal. O &)

You must deploy WQ machines to host an Azure Active Directory (Azure AD) tenant. o (6]
1E fi%:
Answer Area

Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features. O 1

You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal.

Microsoft -

You must deploy Azure virtual machin 05t an Azure Active Directory (Azure AD) tenant. O 10



Explanation
Graphical user interface, text, application Description automatically generated

Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features. O Q
You can manage an Azgre Active Dlrectory (Azure AD) tenant by using the Azure portal. (@] @]
You must deploy Azure virtual machmes to host an Azure Active Directory (Azure AD) tenant. O ol
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Answer Area

Statements Yes No
Azure AD Connect can be used to implement hybnid identity.

Hybrid identity requines’the implementation of two Microsoft 365 tenants.

fm mvf hronization of Active Directory Domain g {
"13,

Statements ’
Azure AD Connect can be used to implement hybritl identing =

Hybrid identity requirgs the implemeniation of two Microsoft 365 tenants.

Authentication of ﬁyb(ld identities requires th syncheongation of Active Directo main
Séfvices (AD DS) and Azure AD. — l C ro S O

Statements
Azure AD Connect can be used to implément hybrid identity.

Authentication of hybrid'identities requires the synchronization of flcﬁé‘lﬂu ecto M"I IC ro S Of I

Services (AD DS}and Azure AD.
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B. Azure AD Identity Protection
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Explanation

Azure AD Privileged Identity Management (PIM) provides just-in-time privileged access to Azure
AD and Azure resources
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Answer Area

R

Federation is used to establish v between organizations
multi-factor authentication (MFA)
a trust relationship

user account synchronization

a VPN connection

1Efiz:
Answer Area

Federation is used to establish w between organizations.
multi-factor authentication (MFA)

user atcount_ggsjgr_!ro_ni_zqt_iop 4
a VPN connection '
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Explanation
Graphical user interface, text, application Description automatically generated

SRR AL s Microsoft

Federation is used to establish + between organizations.

multi-factor authentication (MFA)

a trust relaimnshlp
user account synchronization
a VPN connection

Federation is a collection of domains that have established trust. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-fed
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When you enable security defaults in Azure Myt%ﬁwﬁfzure AD),

Azure AD ldentity Protection
Azure AD Privileged Identity Management (PIM)
multi-factor authentlcatlen (MFA)

will be enabled for aill Azure AD users.

When you enable security defaults in Azure Actwg’{é)l rectory (Azure AD),
cOV' .
™
Azure AD Identity Protection ﬁ' L el

Azure AD Privileged Iden’t@ﬁ? ement (PIM)

Imulti-factor auther}tl A)

will be enabled for E—Azure AD users.: = M ICIO S‘Oft

Explanation
Graphical user interface, text, application Description automatically generated

When you enable security defaults in Azure Active Directory (Azure AD),

b

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
‘multi-factor authentication (MFA) |

will be enabled a aﬂMﬁ@E@lﬁ@it
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Im an environment that has on-premises reSolices

should be the primary security perimeter.
the cloud
a firewall
identity
Microsoft Defender for Cloud

In an environment that has on-premises resources and cloud resources,

_ shoutd be the primary security perimeter

the cloud
a firewall v
fidentity " “3 Il ;
[Microsoft Defender for Clouds, = Microso ft

In albﬁ'M ohmeftthat-has oR-premises resources and cloud resources,

should be the primary security perimeter.
the cloud
|a firewall

||identity

Microsoft Defender for Cloud
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« can be used to provide 8l rosd ' Fhgineers with access to an organization's data

Customer Lockbox stored in Microsoft Exchang® ©nline, ,Shiﬂ:'ﬂami Online, and OneDrive for Business.
Information barriers

Privileged Access Management (PAM)
Sensitivity labels 19

« can be used to provide Microsoft-Support Engineers with access to an organization’s data

Customer Lockbox | stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.
Tnformation barriers |
Privileged Access Management (PAM) (S

Sensitivity labels ' m Microsoft
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Explanation
Text Description automatically generated

+ can be used to provide Microsoft Support Engineers with access to an organization's data
Customer Lockbox stored in Microsoft Exchange Online, SharePoint Online, and OneDrive for Business.

Information barriers
Privileged Access Management (PAM)
Sensitivity labgls  IVIICTOSO1
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A. Windows 10§ & UNOSD &

B. Windows10® #

C. Windows10# & *Android® #

D. Windows 10_ Android_iOS
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Answer Area
f 3 I AT j e 'r { .
IEfi#:
Angweer Area
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Explanation

When you register an application through the Azure portal, an application object and service
principal are automatically created in your home directory or tenant.
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- measx-’"S"&-"ﬁéﬁgﬂéﬁ}fﬁf;m&:’ﬁi?ss i Completing actions that help reduce risks
Compliance score
Microsoft Purview compliance portal reports
The Trust Center
Trust Documents

1E fiz:

¥ measures a company S pLogiess in g@ompleting actions that help reduce nisks

Microsoft Purview compliance portal reports

The Trust Center |
Trust Documents = I&;M EIS\JIrL
Explanation

Compliance score
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Answer Area

Statements Yes N¢
Control is a key privacy principle of Microsoft. O @
Tr;‘p sparencyis a key privacy principle of Microsoft. O O
Shared responsibility is a key privacy principle of Microsoft. O O

Answer Area
Statements

Control is a key privacy pringiple of Microsoft.

Trafisparency’is a key privacy principle of Microsoft.

Shared responsié)';‘}f;cy ida ‘(éysbr?vaéyfpwnople of Microsoft.

Explanation
Graphical user interface, text, application, email Description automatically generated

Answer Area

Statements Yes No
Control is a key privacy principle af Microsoft. O O
Tramsparency'is a key privacy principle of Microsoft. O O

Shared responsibility is a key privacy pringiple of ﬁ?}lﬂer“so#t. Ual
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Answer Area

Statements Yes

Compliance Manager tracks only customer-managed controls. O

Compliance Manager provides predefined templates for O
creating assessments.

Compliance Manager canhelp you asses whether m | Cro éDOft

adheres to specific data protection standards
IE fiZ:

Answer Area

Statements Yes

Compliance Manager tracks only cus_tt}mer-lmnag'ed:.énntmfs_ @)

iance Manager ) ovides predefined templates for
RSSESSNERE |

Cumpliance Manager can help you asses whether data
adheres to specific data protection standards.

Explanation

Graphical user interface, text, application, email Description automatically generated
Answer Area L "

= Microsoft
Statements Yes No

Compliance Manager tracks only customer-managed controls. © @)
Compliance Manager provides predefined templates for O @)
creating assessments.
Compliance Manager can help you asses whether data O @)
adheres to specific data protection standards.

Box 1: No

Compliance Manager tracks Microsoft managed controls, customer-managed controls, and
shared controls.

Box 2: Yes

Box 3: Yes
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Statements Yes No

You can use the insicer risk management solution to detect
phishing scams.

You can access the insider risk management sclution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy emplovees.

1F#Z:
Statements Yes No

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from | [
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect ' !
data leaks by unhappy employees.

Explanation

Box 1: No

Phishing scams are external threats.

Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.
Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
Leaks of sensitive data and data spillage

Confidentiality violations

Intellectual property (IP) theft

Fraud

Insider trading

Regulatory compliance violations
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n the Microsoft 365 Defender portal, an incident is a collection of correlated
events
T Mn vulnerabilities
m Mi crosoft  |vicrosoft Secure Score improvement actions

vulnerabilities
Microsoft Secure Score improvement actions

vulnerabilities )
Microsoft Secure Score improvemengﬁdﬂm icrosof
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Microsoft Azure R Search resources, services, and docs (G+/)

Azure services

+ | = " ..; C:

Create a Alerts Application Subscriptions Policy
resource Insights

Azure AD Security Center Advisor Monitdf Ml CehiEdS Oft

Connect Health

1E fiz:



Microsoft Azure P Search resources, services, and docs (G+/)

Azure services

+ || @ ¢ C:
- g : i
Create a Alerts Application Subscriptions Policy
resource Insights
» O N7 & -
Azure AD Security __C'e_n't'er' Advisor Monitor More services
Connect Health : .
o B rnros oft
\ ¥ jo A g |

Explanation

Security Center
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Answer Area
Microsoft Sentingl provides Guack inSights into data by'Using Azure | OGIC APps. .
Azure Monitor workbook templates

re Resource Graph Explorer
playbooks

M\ licrosoft

~ m= Microsoft
-m_,ﬂﬁ

% e ST ————
raph ' aphcrnes
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Explanation

The Content Search tool in the Security & Compliance Center can be used to quickly find email in
Exchange mailboxes, documents in SharePoint sites and OneDrive locations, and instant
messaging conversations in Skype for Business.

The first step is to starting using the Content Search tool to choose content locations to search
and configure a keyword query to search for specific items.
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it Mlcrosoft o

Microsoft Sentinel data connectors support only Microsoft SEM!

You can use Azure Monitor workbooks to monitor data €ollected by Microsoft Sentinel. O O
Hunting provides you with the abilityfo identify security threats before an alert is O @)
triggered.
1E fiZ:

Statements Yes No
Microsoft Sentinel data connectors support only Microsoft services. '_l O
You can use Azure Monitor workbooks to monitoridata collected by Microsoft Sentinel. I_r“_f

it |

Hunti M with the ability to identify security threats before an alert is 10 O
tigger ; ICrOSO{t

Statements

Microsoft Sentinel data connectors support only Microsoft services.
You can use Azure Monitor workbooks to monitor data collected by Microsoft Sentinel.

Hunting provides you with the ability 1o i:f-entlf'my threats before an aim:F

triggered. 'Microso

BR: 35
XHEELLERIEDIZTAFEIRLTLLES N,

An Azure resource can use a system-assigned to access Azure services.
zure AD) joined device

I

to access Azure services.

Azure Active Di Ry AZUT
manag% R -

e 1y o
USUIL




An Azure resource can use a system-assigned 10 aCeess Azure services,
Azure Active Directonyf{Azure AD) joined device
managed identity

service pancipal
user identity
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A. Azure Active Directory Azure AD) ID{R#

B. & FET7 VAR O —

C.AzureA—)LR—XD T 7 A #l{#l Azure RBAC)

D. Azure Active Directory Azure AD) $#DEIE PIM)

IEf#: (EffZzRLET)

Explanation

The recommended way to enable and use Azure AD Multi-Factor Authentication is with
Conditional Access policies. Conditional Access lets you create and define policies that react to
sign-in events and that request additional actions before a user is granted access to an
application or service.
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Microsoft 365 TIE$R/\) 7R O—&HET 5-HD1—RT7r—X[EATIHM?

A FEBEE SN TULVE LT U 2 X #Microsoft365(ZHIfE 35

B. iR DEFED Y IL— TR DMicrosoftTeamsF + v k ZHIET %

C. RN D E D Y JL— TR TMicrosoft ExchangeOnlineDEF * — L #4IBRT 5

D. T— A HBENMBOBEFA—IZEBICHELET

IEfR: (EffZzRTLET)

Explanation

Information barriers are supported in Microsoft Teams, SharePoint Online, and OneDrive for
Business. A compliance administrator or information barriers administrator can define policies to
allow or prevent communications between groups of users in Microsoft Teams. Information barrier
policies can be used for situations like these:

B 38
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L WERIIZENRENIRAS Y FOBELSHY T,

A XY FI—H2FELREX)TAERELTHEALEY,
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C. BIZA—H—DIERZHTRMICHERELET,
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E.MEBEMNGBTRABRZERLET,
FfE: (EEZRTLEY)

EFDT 39
XEELSTERSEDEATERLTLLZE N,
|| TVF
m Mic rosoft + enables callaboration with business partners from external
Active Directory Domain Services (AD DS) PY - organizations such as suppliers, partners, and vendors. External
Active Directory forest trusts YA users appear as guest users in the directory.
‘Azure Active Directory (Azure AD) business-to-business (B2B)
Azure Active Directory business-to-consumer B2C (Azure AD B2C)

1EfiZ:
A S .
nal@ﬂxoration witﬁnsiMiotim@ﬁ’bm external
Active Directory Domain Services (AD DS) anizations such as suppliers, partners, and vendors. External

Active Directory foresttrusts E ? X%e users appear as guest users in the directory.

e e Alalt lhsiald Gl S ST G e, Bl
Azure Active Directory business-to-consumer B2( B20)

%f 'Micro #tu%(es collaboration with business partners from external
Active Directory Domain Services (AD DS) organizations such as suppliers, partners, and vendors. External
Active Directory forest trusts - users appear as guest users in the directory.

Azure Active Directory (Azure AD) business-to-business (828)., %\, |
Azure Active Directory business-to-consumer B2C (Azure Al )
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XEELSTERSIEDIEZETERLTIEZEL,

Bobcieriof ] Defercie for Choud ¥ | o oviteE COARd WRNGOFIINCIEChon for AZune ond hybnd Ol resouroet

Agure Monitod
Mpcrosoft cloud sedunty Dendhmar
om0t Serure Soone

1E fiz:

Moot Dvtenaier Aor Cousd = | peivadhis Chousl WRroSd pYoterhon fof AZure and hybvisd Cioud FesouRoel

Thele ol — — T T

MCORORT A0 Setunty Dendtimrk

Moot Seoume S

“Mic rosoft

Angwer Area

Microsodt Defercher far Choud *  provides cloud workload protection for Azure and hybrid cloud resources
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Statements

Microsoft Secure Score in the Microsoft 365 security center can provide
recommendations for Microsoft Cloud App Security.

M Gé ﬂ center, you can.view how your Microsoft
%cur ﬁt core of Grganizations like yours.

Microsoft Secure Score in the Microsoft 365 security center gives you
points if you address the improvement action by using a third-party
application or software.

Yes

EfiE:
Statements

Microsoft Secure Score in the Microsoft 365 security center can-provide
recommendations for Microsoft Cloud App Security.

From the Microsoft 365 security center,youcan.view how your Microsoft
Secure Score compares to the score ©f organizations like yours.

Microsoft Secure Score in the Microsoft 365 se
points if you address the improvement action :
application or software.

Explanation
Text, letter Description automatically generated

Statements

Microsoft Secure Score in the Microsoft 365 security center c‘an ﬂ-mwde
recommendations for Microsoft Cloud App SecumY

From the Microsoft 365 security center, ﬂrawhﬂw your Microsoft
Secure Score compares to the score c:f o‘rgarﬂﬂhtmns like yours.

Microsoft Secure in he Mfcrﬂ&aﬂ 365 securut-_.r center gives you

EFDE]:42
XEELSTERESEDIEZETERLTIEZEL,

access
ohject
You can use dynamic groups in Azure Active Directory (Azure AD) to automate the

1E fiz:

You can use dynamic groups in Azure Active Directory (Azure AD) to automate the

No

lifecycle process.

lifecycle process.




g IVIICFOSO '
i dccess
You can use dynamic groups in Azure Active Directory {Azure AD) fo automate the lifecycle process.
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RDERT—FRAVKZIDWT ARTF— A2 A trueDZEEIE [[FWNZRBIRLET, LSO
BEIX [WWZ)EBRLET,

VBRI ZENENIRS V FOMELAHY £,

Microsoft .

Verify explicitly is one of the guiding principles of Zero Trust.,

Assume breach is one of theguiding principles of Zero Trust.

The Zero Trust security model assumes that a firewall secures the internal network from
external threats.

IEfiZ:
Answer Area W
Statementq Yes No

Verify explicitly is one of the guiding princ%ﬂ rust. 10 : O
Assume breach is one of the gu“%ples of Zero Trust. EO:I C
The Zero Trust sécufity el assymes thﬂr@'Tl@S@thiternal network from @) el
external threats. "\, =" -

Explanation

Graphical user interface, text, application Description automatically generated
Answer Area

Statements Yes Nc
Verify explicitly is one of the guiding principles of Zero Trust. O O
Assume breach'is.one of the'guiding principles of Zero Trust. O O

-
The Zero Trust security model assumes that a fi ml! seMtLg’EQISeQ-IEtom O @)

ovtornal throate

Box 1: Yes

Box 2: Yes

Box 3: No

The Zero Trust model does not assume that everything behind the corporate firewall is safe, the
Zero Trust model assumes breach and verifies each request as though it originated from an
uncontrolled network.

Eﬁ:ﬁ: 44



Azure SQL Managed Instance DEZBEH ZRIET S ICIEXMEFRTEEITH?
A. Microsoft %27 X7

B. 7XA—ILINAT4F >

C. Y 5 KH Microsoft T4 7T 4% —
D.77)r—>avexa)T49L—7

FfE:C(AAL bEHKT D)

Eﬁ:ﬁ:45

Microsoft Purview Compliance Manager Ta > 7354 7R AaA7&#FHEL TLWET,
AVTSATVRRAT 722300 TATI)E@BULT I a v E—BSIEET,
ZABICIE BT ary B ITATIVEERADIINCAEBDT I3 VICRS YT LE
. &7 avHITATIVE ABEFERT ALY BHEFHAT LI LD, Fo <&
FALGEWIEHTEET,

EELS—HITBEUIC1RS Y bOMESHY FT,

Action Subcategories Answer Area
R TR
De
1E fiZ:
£
Action Subcategories Answer Area
) = Ncro
1 © e 1 e PR A et
;-[.n_ e r I
——————— | Pler e #3553
s
_______ I I.'ﬂ.\ ]
Action Subcategories Answer Area
Preventative Encrypt date atyest
Det
Detective Perform a system access audit
Preventative
Corragtive Make configuration changes in response to a security incident
r
AT
J W
Fe .
BE: 46

Azurety R —HH—ERXREBULHRBAIC—HRIEET,

& BICIE, BUNEY—EXFERDINNSERDFBIZFS I LET , FT—EXIE, 1H
FRTHZLL BEHEFERATIZEL FoLFERALBENWIELTEET,
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Sinsions = \icrosoft

Azure Bastion Pr Network Address Translation (NAT) services

Azure Firewall

Provides secure and seamless Remote Desktop
Network security group (NSG) connectivity to Azure virtual machines

Provides traffic filtering that can be applied to specific
network interfaces on a virtual network

Services Mn;wer Area 'E

Azure Bastion : I%E,Qﬁ%g-? ‘L == == )y Provides Network Address Translation (NAT) services

------------- : I I

Azure Firewall t | T Oy T

R i e o o] | Azure Bastiofi, ' :Provide& secure and seamless Remote Desktop

Network security group (NSG) : o 8NN ] connectivity to Azure virtual machines

_____________ - | Neétwork'security group (NSG) : Provides traffic filtering that can be applied to specifii
| . network interfaces on a virtual network

Explanation

Graphical user interface, application Description automatically generated

Services Answer Area

Azure Bastion Azure Firewall Provides Network Address Translation (NAT) services

Azure Firewall

Azure-Bastion Provides secure and seamless Remote Desklop
Network security group (NSG) connectivity to Azure virtual machines

Network sﬂurﬁ'_r'-ﬁm M 1 1 fx‘nng that can be applied to specific
RE i Emm on a virtual network

Box 1: Azure Firewall

Azure Firewall provide Source Network Address Translation and Destination Network Address
Translation.

Box 2: Azure Bastion

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines
directly from the Azure portal over TLS.

Box 3: Network security group (NSG)

You can use an Azure network security group to filter network traffic to and from Azure resources
in an Azure virtual network.
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HBRD2ODEFAD A U N—TEADBEE L TBFEROEF ZHIET 5 -6 IZFEH T E %Microsoft365
DR ENTT D,

A AREAT—AYIRYI R

B. [&k/\1) 7

C.HET7 VU EXEE PAM)

D. &S N)LR o —

IEff: ((EfEZERTLET)

Eﬁ:ﬁ:48
XEELSTERSEDABEZAEZERLTCEEED,

When using multi-factor au;[@rizim&gmﬁ,@;isswmd is conside thing you

hiken-©

O
jpns

1E fiz:

When using multi-factor authentication (MFA), a passworq is consrdered something you

Ewﬁlgﬂﬁfm

Explanation

When using multi-factor authentication (MFA), a password is considered something you

hare

= Microsoft

Multifactor authentication combines two or more independent credentials: what the user knows,
such as a password; what the user has, such as a security token; and what the user is, by using
biometric verification methods.

EFI:ﬁ: 49
Microsoft 365M#E%E S5 NILD4FHIIF TT M ?
A. BE=1E

B. sk #ith
C.ERIEERIN-ATIVIZHIRE
FfR: (ERERTLET)

B E: 50
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AzureBastionZ{Ef L TAzurelRBEY L VIR T ODENHY FT AEEIRETIMN?
AVE—FrTRY MY TERISAT UL

B. Azure/R—4% JL

C. PowerShell') E—TF 4 >4

D.SSHY 547>k

IEfR: (EfEZzRTLET)
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XEELLKTERSESIEZATERLTLIZSL,
Answer Area
Compliance Manager assesses compliance data + foran organization
continually
monthly
opdemand. . L - L4
RAafey~" VY~ "~
1F f#&:
Answer Area
Compliance Manager assesses compliance data v f\‘j#ﬁi{ﬂﬁﬁfﬂah{tﬂéiléﬂ
continualy
manthly
on-demand
quarterly
Explanation

Graphical user interface, application Description automatically generated

Answer Area

Compliance Manager assesses compliance data « foran organization.

‘continually
monthly
on-demand
quarterly
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ER soomerss B Whcrosof

=

Applying system updates increases an organizatiofi's secure score in Azure Security Center.

The secure score in Azure Security @enter car evaluate resources across multiple Azure
subscriptions. A

Enabling multi-factor authentication (MFA) increases an organization’s secure score in Azure
Security Center.

Answer Area | M UL gr ,;Q g Oft

Applying system updates increases an organization’s secure score in Azure Security Center.
The secure score in Azure Security Center €anevaluate resources across multiple Azure
subscriptions.

Enabling multi-factor authentication (MFA) increases an organization’s secure score in Azure
Security Center.

Explanation
Graphical user interface, text, application, email Description automatically generated
Answer Area
Statements
Applying system updates increases an organization's secure score in Azure?&egurity Wri C ré S O? "'|

The secure score in Azure Security Center can evaluate resources across multiple Azure ®)
subscriptions.

Enabling multi-factor authentication (MFA) increases an organization’s secure score in Azure o
Security Center.

Box 1: Yes

System updates reduces security vulnerabilities, and provide a more stable environment for end
users. Not applying updates leaves unpatched vulnerabilities and results in environments that are
susceptible to attacks.

Box 2: Yes

Box 3: Yes

If you only use a password to authenticate a user, it leaves an attack vector open. With MFA
enabled, your accounts are more secure.

Eﬁ:ﬁ: 53

Microsoft Defender for Endpoint® & D#EEEN MBI REIH ER 5T Z & THA N\—ERIIRT
LA ERERELETM?

A. BENEE

B. HEIFAE

C.EELNVTAVY

D. *v bD—HREE

Eff:D(QAAV b ERKT D)

Explanation
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Network protection helps protect devices from Internet-based events. Network protection is an
attack surface reduction capability.

EFDT 54

Azure TR0 ) T avhidmyET,
EBEN—ZDEARGTZDEREIDT VT4 TILERET ILENHY FET,
fAlZESRETIMN?

A. Azure Active Directory Azure AD) D3
B. Azure Active Directory Azure AD)D L E1—IZ79 RT3
C. Windows Hello for Business
D. Azure Active Directory Azure AD) 4FHDEIE PIM)
Ef:D(TIAVEERKT D)
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Log Analytics 7—9 AR—XE& Azure B TRV ) T avhHhByExEd,
Microsoft Sentinel ##4 > 7/R— F3 2 ELAHY FT,

BRIz TRETIN?

ANDTAOT DT EERLET,

B. 75— &AL TY MZBEEMITETS,
C.t¥al7T« V—RIZEHKLET,

D. h A2 LBRHEIL—ILEERLET,

IEf#: (EfEZRTLET)
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XZELSERSEDIZEZZRRLTIES L,

Microsoft Sentinel

Microsoft Sentinel

Explanation
playbooks

analytic rules
hunting queries
playbooks
workbooks

analytic rules
hunting gueries
playbooks |
workbooks

M- racobs
us@Az :rb"lﬁéidﬁﬁ;%‘m‘rautomate and orchestrate responses to alerts.

use Azure Logic Apps to automate and orchestrate responses to alerts.

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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Answer Area
Statements - Yes No
You can restrict communication between usérs in Exchange Online by using
nformation Barriers,
You can restrict accessing a SharePoint Online site by using Information
Barriers.
You can prevent sharing a file with another user in Microsoft Teams by using
nformation Barriers.
7.
1E#Z:
Answer Area
Statements Yes No
-
You can restrict communication between users in‘&xchange Online by using I !
nformation Barriers. Yy
You can restrict 8ccessing'a@ SharePoint Online site by using Information HON
Barriers, o
P iy
\t anptevent sharing.aflleavith ancother user in Microsoft Teams by using 10
\Jn Mation 8apiel® e
Answer Area
Statements Yes No
You can restrict communication between usérs in Exchange Online by using L]

Information Barriers

You can restrict accessing @ SharePoint Online site by using Information ®
Barriers,
You caf pr@eht sharing.a file wath afiotiher user in Microsoft Teams by using L]

fompe! gn Bartiers,
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Azure Active Directory Azure AD)IDIREZFERA L TETTEA3IDDRRVIEENTIN? Th
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—ERELTDTSY b T+—LA (PaaS) BEXUY—ERELTDY I FH 7 (SaaS) v 5
DK ETI,
D39 RR=RDT7T)VDT—2 1—HF—TFho b BLUOLI—YF— TN RDAEEET

5FETY,
EDVZIFETILEFERLETHA?
A. SaaS

B. PaaS

C. laaS

EfR: (EREERLET)
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XEELSTERESELIEZETERLTIEZEL,

Applications registered in Azure Active Directory (Azure AD) are.associated automatically to a

guest account.
managed identity.
service principal.
user account.

1E fi#:
Applications registered in Azure Active Directory (Azure AD) are assaofiated automatically to a

guest account.
managed identity.

user account.
Explanation
Applications registered in Azure Active Directory (Azure AD) are associated automatically to a

guest account.
managed identity.
service principal.
user account.

When you register an application through the Azure portal, an application object and service
principal are automatically created in your home directory or tenant.
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Microsoft Defender for Cloud DEHE— R TIEED X 1) T o #EELFIATET T I H?
A Azure REI O UOADO YR, VEA L JIT)VM 7 EX

B. BERRET 5 — k

C. &2l Ra7

D. REYTUDMEHEERFv >
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FERATEEFIMN?

A AzureT)L—TY 2+

B. AzureR!) & —

C. Microsoft Defender for Cloud
D. Microsoft Sentinel

EfE:A(QA U REHEKRT D)
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RDERT—FAVFZIDOWT RAT— A HtrueDIGEIE [IFLZEERLEFT, ZNLUHND
BEIE [VDWWAIZEERLET,

F I WERIEZENTNIRS > FOBELAHY T,

Statements Yes No
Digitally signing a document requires a private key. 0 O
Verifying the authenticity of a digitally signed document requires the public @) 5
key of the signer.
Verifying the authenticity of a digitally signed document requires the private O 9
key of the singer.
1E fi#:
Statements Yes No
Digitally signing a document requires a private key. :“O_' 0
Verifying the authenticity of a digitally,signed dacument requires the public i_o_= @)
key of the signer. .
Verifying the authenticity of a digitally signed document requires the private @) :_O_’
key of the singer. -
Explanation
Box 1: Yes
A certificate is required that provides a private and a public key.
Box 2: Yes

The public key is used to validate the private key that is associated with a digital signature.
Box 3: Yes
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RDEARAT—FAVMIDWT RAT—FAY A rueDIFEIF [[FWVNEBIRLET, TRLUSD
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I DEREERENIRS O FOBENHY £9,

Answer Area \\ '
Statements oo Yes No

Windows Hello for Business can use the Microsoft *\Wator app as an authentication
method.

Windows Hello for Business can use a FIN@! authentication method. C

Windows Hello for Business authen 1 mfofmauon synes across all the devices &

registered by a user. 'c rOSOft

1 f#&:

Answer Area

iL= Microsoft- 0'6‘ o N

dows Hello for Business can use the Microsoft ﬁutEentug app as an authentication ( I |
method.

Windows Hello for Business can use a PM@- authentication method. O

Windows Hello for Business aut%mﬂ information syncs across all the devices E

registered by a user. 0

Answer Area

e O 'Mlcrosaft

Windows Hello for Business can use the Microsoft ﬁuﬁwnucatoc app as an authentication
method.

Windows Hello for Business can use a PIN_co_G_e"ﬁ-jﬁ authentication method. ®

Windows Hello for Business authenﬂt&tm lnformanor\ syncs across all the devices C .
registered by a user.
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Azure Active Directory (Azure AD) Privileged Identity Management f@ﬁ e Microsoft
Microsoft Defender for Cloud e
Microsoft Sentinel LW WA

Microsoft Defender for Cloud Apps can use conditional access policies

to control sessions in real ime. 1@
1E fiZ:



Azure Active Directory (Azure AD) Privileged Identity Management(PIM)

Macrosoﬂ Defendm for Cloud

Microsoft Defender for Cloud L'\pps can use conditional access policies

VHOIOSO1

it

to control sessions in real time. ]

== VIIcrosoft
Azure Active Diréctory (Azure AD) Privileged Identity Management (PiM)
Microsoft Defeﬂdef for Cloud

| Ml(mmf' Dpfender for Cloud Apps can use conditional access policies

to control sessions in real time.

gﬁ:ﬁ: 66

Microsoft 365 T KR4/ > b T—4EBLBIE (T2 KR4 > K DLP) (X, EDARL—TFT 4 25
VATLTHEATEETHA?

A. Windows 10 LAF## & U Android @&

B. Windows 10 A% Android, & & UF macOS

C. Windows 10 LABF®D &

D. Windows 10 LAf&# & U macOS D&

IFfg: (EfZ R LET)
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XEELLKERSESIEZZTERLTLLIZSL,

.
is a cloud-based solu ion@ﬁ@eea‘ages on-premises Active Directory signals
Microsoft Defender for Cloud Apps to identify, det%ﬁrﬁ;&sﬁg st adisicadinmats: N .
Microsoft Defender for Endpoint ¢ m Microsoft

Microsoft Defender for Identity g“\

Microsoft Defender for Office 365

Yeverages on-premises Active Directory signals
estigate advanced threats.

=" Microsoft

Explanation

I s 2 cloud-based solution that leverages on-premises Active Directory signals

Microsoft Defender for Cloud Apps to identify, detect, and investigate advanced threats.
Microsoft Defender for Endpoint

Microsoft Defender for Identity
Microsoft Defender for Offigg 365, , -
& ivticrosoft

Microsoft Defender for Identity (formerly Azure Advanced Threat Protection, also known as Azure

ATP) is a cloud-based security solution that leverages your on-premises Active Directory signals


https://www.jpnshiken.com/q/48197-4001073/

to identify, detect, and investigate advanced threats, compromised identities, and malicious
insider actions directed at your organization.
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