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The following authentication methods are available for SSPR (self-service password reset)
- app notification

- Mobile app code

- Email

- Mobile phone

- Office phone (available only for tenants with paid subscriptions)

- Security questions
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-howitworks
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Name Member of Multi-factor authentication (MFA)
User1 | Geioupl Enabled but never used

User2 | Giaup2 Disabled

User3 | Gioup1, Group2 | Enforced and used
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Statements

User1 can sign in from an ananymous IP address.

User2 can sign in from an anonymous IP address.

User3 can @ inmwwffus IP address.




Statements NICroOSol Yes No
User1 can sign in from an ananymous IP address. O
User2 can sign in from an ananymous IP address. @ O
User3 can sign in from an ananymous IP address. O
Explanation:

Sign-in from an anonymous IP address falls into Sign-in risk. This means only members of Group

2 will be affected by Identity Protection.

Box 1: Yes

User1 can log in from any IP as user's IP is not scrutinized. The user is not in scope of Sign-In policy.

Box 2: No

User2 cannot login. This user is in scope of the Sign-In policy and will be challenged to perform MFA. Since MFA is disabled, MFA challenge will be unsuccessful - login fails.

Box 3: Yes

User3 can log in. This is user is also in scope of the Sign-In policy, but since user's MFA is working (hence assuming a successful MFA challenge) the user will be granted access.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
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Name Location
Managedl | EastUS
Managed2 | East US
Managed3, | West US
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Answer Area

Statements

You can assign Managed?2 to V1.
You can assign Managed3 to V1.

You can assign VM1 the Owner role for F{Gi_'.

‘Microsoft

Answer Area |\ /| iC FOSOft

Statements

You can assign Managed2 to V1.
You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1.

Explanation:
You can use user assigned managed identities in more than one Azure region.
https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/managed-identities-fag#can-the-same-managed-identity-be-used-across-multiple- regions
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MName Type _nﬂ\
Y1 WVirtual machine

Appl .ﬁﬁuﬁmﬂewmvﬁbapp _

Managedli=] Mahaged identity |
M2 Managed identity
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Answer Area
VM1: v
User1 only
ManagedZ only

Managed1 and Managedz on!y
Managedz and User1 c:-nlyr
Managed1, Managed?2, and Userd

Userlonly
Managed?2 ﬂn]y
Managedz and User1 only
' M A system-assigned managed identity only

}; g d managed identity and Managed2 only
A system-assigned managed identity, Managed?2, and User1
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VM1: »
User1 only

Managed? only

Managed1 and Managedz oniy

ManagedE and User1 c:-nlyr

Managed1, Managed?2, and Userl

Appl: v
Userlonly

Managedz anly N

Managedz and User1 only

e MV A system-assigned managed identity only

i 'ﬁgﬁ E d managed identity and Managed?2 only

A system-assigned managed identity, Managed?2, and User1
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Operating

Name systs Dffice Description
Windows : ;
DC1 Server 2019 Boston Domain_ controller for litware.com
Winiditius Member server in litware.com that
SERVER1 Server 2049 gaston runs the Azure AD Application
Proxy connector
Windows Member server that uses Azure AD
SERVER2 Server 2019 Boston Connect
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Configure thélgliié AD Password Protection proxy service om: v

DC1
SERVER1

SERVERZ

Configure the password list: v

In Azure AD
Qn DC1

On SERVER1
On SERVER2




Configure the Azure AD Password Protection proxy service o v

DC1
SERVERT

SERVERZ

Configure the password list: v

On DCT

On SERVER1
On SERVERZ2

Explanation:
The password protection proxy is installed on a member server. You enable the banned password list in Azure AD, the proxy downloads it and passes it to the DCs in the domain.
https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy
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Microsoft Entra Identity Protection multi-factor authentication (MFA) for any sign-ins at the high risk level

Enable sign-in risk policy for MFA

Most users have a normal behavior that can be tracked. When they fall outside of this norm. it could be risky to allow them to
successfully sign in. Instead. you might want to block that user. or ask them to perform a multifactor authentication. If the user
successfully completes the MFA challenge. you can consider it a valid sign-in attempt and grant access to the application or service.
To enable this policy. complete the following steps:

Step 1:  Sign in to the Microsoft Entra admin center as at least a Conditional Access Administrator.

Step 2: Browse to Protection > Conditional Access.

Step 3: Select New policy.

Step 4: Give your policy a name. We recommend that organizations create a meaningful standakd for the names of their policies.
Step 5: Under Assignments. select Users or workload identities

Step Sa: Under Include, select All users. :

Step 5b: Under Exclude. select Users and groups and choose your orgmnzatwn S aml gency access or break-glass accounts,
[Select Mod Administrator]

Step 6: Under Cloud apps or actions > Include, select All cloud apps .

Step 7. Under Conditions > Sign-in risk, set Configuge to YEE Under Select the sign-in risk level this policy will apply to.

a. Select High.

b. Select Done.

Step 8: Under Access controls > Grant.

a. Select Grant access. Require multifactor mrlhe:mcatmn

b. Select Select.

Step 9: Under Session. [Skip. dé fiat need to specify sign-in frequency]

Step 10: Confirm your s.eﬂings and set Enable policy to On.



Step 11: Select Create to create {0 enable your policy.

Note: Use risk detections for user sign-ins to trigger Microsoft Entra multifactor authentication or password changes

To protect your users. you can configure risk-based Microsoft Entra Conditional Access policies that automatically respond to risky
behaviors. These policies can automatically block a sign-in attempt or require extra action. such as require a secure password change
or prompting for Microsoft Entra multifactor authentication. These policies work with existing Microsoft Entra Conditional Access
policies as an extra layer of protection for your organization. Users might never trigger a risky behavior in one of these policies. but
your organization is protected if an attempt to compromise your security is made.

Reference: I v
https:/learn. microsoft.com/en-us/entra/identity/authentication tutorial-tisk-based & spe-thia’
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Windows ; ;
DCA1 Server 2019 Boston Diomain. contraller for litware.com
Wit Wember server in litware.com that

SERVER1 Boston runs the Azure AD Application
Server 2019 Proxy connector

Member server that uses Azure AD

Connect

Windows

SERVER2 Server 2019

Boston
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Directory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to:

An Azure Active Directory group that has only nested groups
An Azure Active Directory group that has the Assigned membership type
An Azure Active Directory group that has the Dynamic User membership type
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Azure AD Connect $&ffings :nérimdlili:'; ASNISS
Directory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to: -
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

Explanation:
Box 1: Directory Extensions

You can use directory extensions to extend the schema in Azure Active Directory (Azure AD) with your own attributes from on-premises Active Directory.

Box 2: And AAD Group that has Dynamic User Membership Type

Litware wants to manage the assignment of Azure AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to a Microsoft 365
group that has the appropriate licenses assigned.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-feature-directory-extensions
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You should create an activity policy in the Microsoft Defender for Cloud Apps portal to be notified if a user downloads more than 50 files in one minute from Site1.
Activity policies allow you to monitor specific user activities, including high rates of certain actions such as file downloads, and trigger alerts based on those activities. This fits the requirement to detect and notify on a user


https://www.jpnshiken.com/q/68792-6421806/

downloading more than 50 files within a short time frame.
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Configure Global Secure Access web content filtering

Web content filtering empowers you to implement granular Internet access controls for your organization based on website categorization.

Microsoft Entra Internet Access's first Secure Web Gateway (SWG) features include web content filtering based on domain names. Microsoft integrates granular filtering policies with Microsoft Entra ID and Microsoft Entra
Conditional Access, which results in filtering policies that are user- aware, context-aware, and easy to manage.

Reference:

https://learn.microsoft.com/en-us/entra/global-secure-access/how-to-configure-web-content-filtering
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On the My Apps portal, applications appear in default collections and your custom app collections. The Apps collection in My Apps is a default collection that contains all the applications that have been assigned to you,
sorted alphabetically.

https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps- portal-2dae6b8a-d8b0-4a16-9a5d-71ed4d6a6c1d
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Type

Type

VM1

Virtual machine

Virtual machine

Appl

Azure App

Service webiapp |

Azure App
Service web app

Managed1

Managed identity

Managed identity

Managed?2

Managed identity

":ﬂt @p licable

User1 & LY S & RiiDMicrosoft Entra1—H— 4R LE T,
VM1 EApP1IZEBMTESIDIZENTIN?EETBIZIE EEFTEYGA T avERBIRLTLEESLY,

TR EITIRA Y EAMEShETS,
wer Area

m Microsoft
VML v o~
User1 only |
Managed?2 only

Managed1 and Managed2 only
Managed?2 and User1 only
Managed1, Managed?, and User_‘l

App1: --?:w v
User1 only

Managed2 only

Managed? and Useﬂ anly

A system- asmgnec{ managed identity only

A system- asslgnéd managed identity and Managed?2 only

A system-assigned managed identity, Managed2, and User1

Microsoft

Userl only

Managed2 only

Ma'n'ag'éd‘-l and Managed2 only
Managed?2 and User1 only
Managed1, Managed2, and s.er'@;

App1l: am\*? -
User1 only
Managed?2 only
Managed2 a@gﬁﬁn nnly

A system- ass@i‘gd managed identity only

A system-assigned managed identity and Managed2 only
A system-assigned managed identity, Managed?2, and Userl

Eﬁ:ﬁ: 13
BEHIEX LUTORRZEL Microsoft 365 TRV ) T avuawbEbTY,



* Azure Active Directory Premium P2 5 1 + > X Z#§D Azure Active Directory (Azure AD) T+ > k

* Site1 & LY 5 & B MDMicrosoft SharePoint Online 4 k

* Team1 & LY 5 & BT Microsoft TeamsF— .

Site1& Team1Z BT S HEREED—V J0—2EHT ALENHYFET,
FIRMMFAEIRETLEIN?

AT7TTVERERELET,

B. EEEMEERLET,

C.7I0EANYT—VHERLET,

D. 7420V &R LET,

Efg:C(AAVRERKT D)

All access packages must be put in a container called a catalog. A catalog defines what resources you can add to your access package. If you don't specify a catalog, your access package will be put into the general
catalog.
https://learn.microsoft.com/en-us/azure/active-directory/governance/entittiement-management-access-package-create

Eﬁ:ﬁ: 14

contoso.com & L5 &RIM Azure Active Directory (Azure AD) 77 > F & EEHELTY,

Azure AD S\ 88 ID OHBEEXRRMNABT VT4 T1—HF—8 (MAU) [CEDVWTWAS I EEHRTILENHY ET,

fAIZEZEINIELINTTN?

A 1—%—7n0—

B. FIARK

C. &g

D.79tALEa—

Ef:C (DA LEHEKT D)

To take advantage of MAU billing, your Azure AD tenant must be linked to an Azure subscription.
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing#what-do-i-need-to-do
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Hlit-=lEPassdtest Inc.DV 57 FEBETHY IR TOA—HF—ICH L TEERBIEEETHLBRINTVET , TOERBELT I RTOA—HF—DZERFBEAICELLERINTNS I L Z2HRT HILEN
HYFET LUTOERBEDS L FAAZEELTERATELGVLDEFEATIMN?

A. Microsoft Authenticator 7 7'1J

B.t¥a21T+EM

C.FIDO2tEFa T4 F—

D. SMS

E. EF®5E

IEf#E: (EfEZRTLET)

Security questions cannot be used as a valid authentication method for multi-factor authentication. The Microsoft Authenticator App, FIDO2 Security Key, SMS, and Voice Call are all valid authentication methods for multi-
factor authentication.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods#.~:text=How%20each%20authentication%20method%20works%20%20%20,%20%20M FA%20%204%20more
%20rows %20

ﬁﬁﬁ:ﬁ: 16
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#F#t1E, contosri.com & LVS £ RTD Azure Active Directory (Azure AD) 77+ > FZEFIEL TWET , EXRICIE UTORICTT EDRRA/N—FF—DWVET,

An Azure AD tenant that has | verified domains named
fabnkam.com and adatumcom.
A third-party wcdentity provider that uses the doman
names of litwareinc.com and contoso.com

A—H—ENvr—P1EFRALTT7 IV ERE YV IR NTEET,
Fabrikam& LitwareD A —H—(X FNETND FA S VZHFA—)LT FLRAELTHERALET,

&= Fabrikam & LitwareD 11— —DHA N T I XA TE S packaqel JE WS BRIDT IV RN —CH#ERT HFETT,

Fabrikam & litware DG HBE R ET AT TR o DMBO 1 —F —hpackage1 ZFRA L TT IV LR EERTESE L SICTEHIRLELAHYET,
RIERBEIRESEEABLIEDLSBIDOTLLIN?

A.1

B.4

C.3

D.2

I (EfgZ2RRLZEY)

BExNE07%SC-300J[EIREE [ZJPNTest.comiZfit S  SC-300JEHERIZEHET B LIZKRIZII B ET ! JPNTest.comlF S &xFHSC-300J:RERFEIREE 2124t L £ 9, JPNTest.com SC-300JiHERRAIREE (X SEHShFEL, =
C TSC-300JfSEENTRA FI VT UEFICANE T, REFRD 7 Y £ X _https://www.jpntest.com/shiken/SC-300J-mondaishu 885f51. 3 0% « A Ao > + #5314 EI5/2— F: JPNshiken|
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Ry FRARy BT S ER

BERIZAUTIEAUE WS ZRTD2DONEEI = FZ & Microsoft 365 E5SH TRV ) T a3 v EFRBELTLET,
RORIZERT LIIC SADI—H—ZFERLET,

Role L\ Role scope
O\

Global Administrator = None
Helpdesk Administrator AU1

Privileged Authentication AU2
Administrator
« Helpdesk Administrator AU1

|'None None

User2éUser3ld ENA—H—DNRT—FEY Ly FTEFEIM?RIEFHTEY LA T a vEFERLTLESL,
ECEF LIRS PAMESRFET,
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Answer Area

User?2 can reset password for: v

User1 and User4 only

User1, User3, User4, and User5
Usedo e |
Usérd only

User5 only

User3 can reset password for: | |‘r |

User1 only
User1 and User2 only
User1, User2, and User4
_ User2 and User4 only
= Microsoft  |User5only

Answer Area

User2 can reset password for: v

:User‘l and User4 only

User1, User3, User4, and UserS |
User3.only._

Userd only |
User5 only |

User3 can reset password for: [ =.M|crd!i

User1 only

Usert and User2 only |
User1, User2, and User4

User2 and User4 only

User 5 only

Eﬁ:ﬂ: 18

&1 1=1EMicrosoft 365TF > FE HEHL TT,

ETHLI—H—(IEFEEE EWindows 108BE D/ — /XY aAVERAL TS,

A—H—E Wi-FIirEREEOERIREN G VRE THEET LI ENLLHYFET , ZDL I LRBMTHEERT LR, 21— —(F/ — bV EAL 3 —3y MERABRGERRY FIT—VICHEKELET,
HEIEIZERBIEMFAZEATHFETT,

A—H—([FE—FRENDS EOMFASEIEAE2FATEZTIMN?



A X2 T4ICEATSHERM

B. Microsoft Authenticator? 7'1) % U 7= 40
C.7FVDNART—F

D. Windows Hello for Business

EfR: (EREEELET)

gﬁ:ﬁ: 19

EEHIL 1,000 AD1—F—%ETMicrosoft EntraT+ > FZEFRAELTWWET, Th b D1—H—(Z[X_ Microsoft Entra Suite 54tV AMNE Y HTHNTWNVET,
JA—NILtEFxaT7T7I0EREZEALTVET,

JO—mN\ILtXa1T77 0 tRIZK D> Twww.microsoft.com~DIEFHEN/NA IR EINB LS ICTERENHY FT,

EDQTAT7AIEEHRINETTMN?

AAVA—RY 7O RATAT7A4ILDH

B. Microsoft k5 74 v 7774 ILDH

C.Microsoft k5 74y AT 7AINEAVE—FY N T ERTAT 74 IILDH

D. Microsoft k5 74 w2 JAT7AI TI3AR— LTIV RATAIT 74N AV —FY N T7HORATAT 7ML

EfR: (EffZzRTLET)

Global Secure Access, How to manage the Internet Access traffic forwarding profile The Internet Access traffic forwarding profile routes internet traffic through the Global Secure Access client. Enabling this traffic
forwarding profile allows remote workers to connect to the internet in a controlled and secure way. With the features of Microsoft Entra Internet Access, you can control which internet sites can be accessed. You can also
configure which traffic to exclude from Global Secure Access based on IP addresses, |IP address ranges, IP subnets, and Fully Qualified Domain Names (FQDNSs).

Reference:

https://learn.microsoft.com/en-us/entra/global-secure-access/how-to-manage-internet-access-profile

Eﬁ:ﬁ: 20

HEHIIMicrosoft EntraTF > & HEHESHTT,
JROBELR— FERAETET,

EQVRIBEIA THRA—HY—) RV IZHEINFEFTM?
A RENGWNSA V4> T0O/NT«

B.E&IP7 FL X

C.X\RT—FKRTL—

D. Microsoft EntraZi4( > 7)oz R

IFfE: (EfEZRTLET)

Eﬁ:ﬁ: 21

Microsoft 365 E5 4+ 7R U 1) T avhiHYET,

A—HY =X H—F—F A DISORK T7TIUDREBRDT—RICTIERTDHIEERABLET,

TFTVNEWMEREVELL 20 NEBAEZ1—F—ICE>TRBSINTWVWDIGEEIC M) A—ENET75— 2 BRTIVLENHY FT,
Microsoft Defender for Cloud Apps R—Z LT T 2L ELNHLHR O—DFBFEIEENTITM?

A BERHR) O—

B. OAuth 7 71 K1) & —

C.7UERKRI)I—

D. ;EE A&t
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EfZ:B (A FEHRKT D)

In addition to the existing investigation of OAuth apps connected to your environment, you can set permission policies so that you get automated notifications when an OAuth app meets certain criteria. For example, you
can automatically be alerted when there are apps that require a high permission level and were authorized by more than 50 users.

https://learn.microsoft.com/en-us/defender-cloud-apps/app-permission-policy

B 22

Azure AD TF 2 k& Appl EWVVSARID .NETWeb 7 TUMHY £9,
Azure AD FREEFHIC App1 &8 T D ENHY T,

Appl [CIXATZERTET HLENHY £ H7?

A EITEEET 7 1 LD B

B.UA4 L% k URI

C.\vir—24

D./N> KL ID

Eff:B(QAA U LERKRT D)
BR: 23

&7 f=[EMicrosoft 3657+ > & HFH LT,

ETCOMABFEFTEREL/ — VO VERALTWS,

A—H—F Wi-FIrEFEEOERRENGTWVERMTHEET LI LAKILKHYFET , TOL S LERIMTHEET LI, 2 —F—F/ — bV EASA 3 —Fy MERARLGERAY FT—JICEKELET,
HEIEZERDI(MFA)ZEATLHFETT,

A—H—EUE— MREN L EOMFARII A EZZFIRATEETN?

A. Microsoft Authenticator? 1) M5 DERFEa— K

B. t%xa!T«I2EY 5ER/M

C.EF

D. SMS

EfE: (EfEZRRLET)

The Authenticator app can be used as a software token to generate an OATH verification code.

After entering your username and password, you enter the code provided by the Authenticator app into the sign-in interface.

Incorrect Answers:

B: Security questions are not used as an authentication method but can be used during the self- service password reset (SSPR) process.
C, D: An automated voice call and an SMS requires mobile connectivity.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods

B 24
RG1 EWWSARIDY V—R J)L—TF & Userl User2 User3 8K U Userd EVWSERID 4 ANDI—HF—%EL Azure Y TRV T3 ohHYET, A—F—ICRG1 DROO—)LZEY B TEHILEFHBELTLE
ER

FaA—H— 15

* User2: #xfa&E

*User3: A kL—Y BLOB 7—4% ) —4—
*Userd: (RE< S U DEBE
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BHEAN—ZD TV Xl (ABAC) DFERZFFEL TLET ,ABAC DFERAZYR— 9 51— —DREFENTTM?

A 1—H—1
B.1—%—2
C.1—%—3
D. 1—H—4

FfR: (EREHETLET)

https://learn.microsoft.com/en-us/azure/role-based-access-control/conditions-overview

B 25

HFILWAzure AD 7+ > 2T 704 5FETY,

TFTURIHLTT 74 b TEDZERDZI (MFA) AENERICGEY FIH?
A. Microsoft Authenticator

. SMS

BEEE

.EFA—JLOTP

IEfR: (EffZzRLET)

Security defaults users are required to register for and use multifactor authentication using the Microsoft Authenticator app using notifications. Users might use verification codes from the Microsoft Authenticator app but

o0 W

can only register using the notification option. Users can also use any third party application using OATH TOTP to generate codes.
https://learn.microsoft.com/en-us/entra/fundamentals/security-defaults#authentication-methods

B 26
contoso.com & LY 3 &AM Microsoft Entra ID P2 77+ > bH&H Y ZDHIZ Appl EWVSBRIDEFREAT TUNEERLTUVET,
1A1BIZApplIZEIBREhFE LT,
App1 =BT DWENHYET,
App1Z B TETHHREAIILNDTIM?
A.1B14H
B.1A30H
C.3A30H

Bft] 6A30H
Ffa:B(aAV FEEKRT D)
A deleted Microsoft Entra ID P2 app can be restored within the first 30 days after its deletion.
After this 30-day window, the application is permanently deleted and cannot be restored.
Reference:
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/restore-application

B 27

Ry FRRyY MBI RER

Microsoft EntraT 7+ > FIZ(X Userlt&E VS BRIDLI—HF—MNEENTLET,
EEENI—HY—1ZFHIBRLET,

LUTHDIEHZHET IDLENHY FT,

-BRXABEBETCH IV avEMATEETFTMN?
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UserM 7Aoo hEETLEITM?
-UserZ2 B9 5:-OICEATES  HLERDEVND—ILITENTTHI?
BZET5I2E, AERCTEYTERREZZEATL I,

FEEEITIRA Y FAMESNET .
Answer Area

Number of days: w
19
30
90
180

Role: v
User Administrator
Network Administrator
Helpdesk Administrator o
Domain Name Administrator
EfiZ:
Answer Area

Number of days: v
15
130
90
180
" Microsaft

‘User Administrator
Network Administrator
Helpdesk Administrator
Domain Name Administrator

Explanation:

Box 1: 30

In Microsoft Entra ID (formerly Azure AD), deleted users can be restored within a period of 30 days. After this 30-day period, the account is permanently deleted and cannot be recovered.

Box 2: User Administrator

The User Administrator role is the least privileged role that has the permissions required to restore deleted user accounts in Microsoft Entra ID. Other roles, like Network Administrator or Domain Name Administrator, do
not have the necessary permissions to manage user accounts.
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I COMERX RLCIFIAZRTT S5 EOHBED—BTT, COV) —XDOBMEICIE RREN-BEZBH -IAREOH LI HMBOEENEFNTVET BELY MIEL>TE BROEBLHLHHEL HNIE,
ERNMEWNVGEELHYET,

CDEIVVIVOEMICAETSHE ENLORSTEEFITLHEETEFEREA, TDEH CoDERFETEREICERRIINEFEA,
Azure Monitor (& Azure Active Directory (Azure AD) D79V T4 ET 4 O 2 9MIT 5E=HOICFEALET,

Azure Al DA1—H—H A o4 VRTEZERLEBR. EH 100 BFULDOA—ILT7S—rDEEFET,

HEETEES FHLOVEX L) TABEEHERT I — L ERETDAEICRETIRLENHYFET,

iR Azure Monitor W7V 3y JIL—TE#EBLET,

CNIFEEZERL TS EERSLSTLEIN?

A. [FLy

B. L\ R

IEfE: (EfEERTLET)

Yes, you modify the action group from Azure Monitor.
https://learn.microsoft.com/en-us/azure/azure-monitor/alerts/action-groups#configure-notifications

Eﬁ:ﬁ: 29

Azure AD Privileged Identity Management (PIM) Z{EfR$ % Azure Y TR 5 ) T3 ohHYET,
D59 RTF7IVr—L 3 vEBEO—LICERBLI—YV—2BETILENHY FET,

Privileged Identity Management BRED ED T L— F&#FRT HI2LENHY FTH?

A. Azure resources

B. Review access

C. Azure AD roles

D. Privileged access groups

IEfE: (EfEZRTLET)

Eﬁ:ﬁ: 30
BEHRDMicrosoft EntraTF > MZIE LTORISRTIDAEFENTLET,

Description
User account
Security group
Microsoft 365 group
Service prinaipal'!

TF 2 MZApp1EVWSERIDT T #&EBELET,
App1DA—F+—O—)LIE EDIDICEIY B THENTEEFITMN?
A 1—H—1DH

B.1—H—1¢&5IL—T10H

C.1—H—1,SP1DH

D.1—H—1 JIL—T1 JIL—T20H#

E. User1_Group1, & U'SP1MDH


https://www.jpnshiken.com/q/68792-6421825/
https://www.jpnshiken.com/q/68792-6421826/

F.A—H%—1 JIL—T1_J)L—T2 EKUSP1

IEfE: (EfEZERTLET)

In Microsoft Entra ID, the Owner role for a registered application can be assigned to users [User1] and service principals [SP1]. Groups cannot be assigned as owners of enterprise applications. A user is automatically
added as an owner when they register an application, unless they have administrator roles. Service principals, which represent applications, hosted services, or automated tools, can also be owners.

Reference:

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference

B 31

2,500 A ) 21— —[ZMicrosoft Office 365 Enterprise E35 4 2 AMNE|IY B ToNTWET, MV RIFELXDI—F—[CEIYHTONTUVVET,

Microsoft Entra €t 2 —® [JIL—TF] TL— Kb I RXRTOI—HF—%EL S )L— T2 Microsoft Office 365 Enterprise E5 54 2 A #E|Y B TET,

/IEDOEEEE T 21— —H 5O0ffice 365 Enterprise E35 4 U X ZHIBRT 2HENHY FT,

fAlZESIRETLLEIMN?

A. Set-WindowsProductkey a<v > KL v k

B. Update-MgGroup %> kL v k

C. Set-MgUserLicense A< > KL v k

D. Update-MgUser A< > kL v b+

IEfE: (EfEZRRLET)

To remove the Office 365 Enterprise E3 licenses from the users who are now part of a group with Office 365 Enterprise E5 licenses assigned, you should use the Set-MgUserLicense cmdlet. This cmdlet allows you to
modify the licenses assigned to a user. By using this cmdlet, you can remove the Office 365 Enterprise E3 licenses from all users who are part of the group where you assigned the Office 365 Enterprise E5 licenses.

A7 SC-300J 1AL (LJPNTest.comiZft S SC-300JiKER 81T B 2 LIZBIC B FET | JPNTest.comlESRHiSC-300J5EARZEE 2124t L F 9. JPNTest.com SC-300JRERRIBEEIXE SEH INFELS,
CTSC-300J[SREENTA IV VEFICANET , RO 7 2 £ X _https://www.jpntest.com/shiken/SC-300J-mondaishu 885f,. 3 0% « Ah > k #5814 ZEI51a— F: JPNshiken
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Ry FRARy MBI SHER

HEHRIE Microsoft EntraTF > b2 >0 ShtzAzure TR ) T3 0EMRBLTUVET, COTF 2 MIZIE, Userl User2 User3& WS BRIDIADI—HF—MEHFINTVET,
BERILUTORICRIEEELIFELTT,

Name Platform Description
Device1 Windows 11 Microsoft Entra joined
Device? Windows 11 None
Device3 Android Microsoft Entra registered

RDESHEBHEDORE<TL VETIAALET,
- &R VM1

-1JY—RG)L—7T: RG1

-ARL—F 4 25 AT L Windows Server

- Microsoft Entra IDTOY A > : M
UTORIZFETAzureA—LDE|IY BTHAHY £,
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User Role Scope
Usert Virtual Machie Local User Login RG1
User2 Virtual Machie User Login RG1
User3 Virtual Machie Administrator Login Subi

DTFOERERIZDODNVWT ELWEGEIE RV FBIRLTLCESW, Z5THEWESIX DWA [ FEIRLTLEESLY,
E R EICIRA Y RAMESHET,
Answer Area

Statements Yes Nc

User1 can sign in to VM1 from Device 1. by using their Microsoft Entra credentials. © O

User2.can sign in to VM1 from Device2 by using their Microsoft Entra credentials. O o

T

User3 can sign in to VM1 from Device3 by using their Microsoft Entra credentials. O O
Efig:
Answer Area

Statements Yes Nc
User1 can sign into VM1 from Device1 by using their Microsoft Entra credentials. © (0
User2 can sign in to VM1 from Device2 by using their Microsoft Entra credentials. © O

User3 can sign into VM1 from Deviced by using their Microsoft Entra credentials. O O
Explanation:

Box 1: No

User1 has the Virtual Machine Local User login role with scope RG1.

The role is not correct.

The Virtual Machine User Login role would be OK.

Box 2: Yes

User2 has a correct role: The Virtual Machine User Login role.

The Device is Windows 11, which is fine.

The Device does not have to been Entra joined or Entra registered.

Box 3: No

Not possible from an Android device.

Note:

Enable Microsoft Entra login for a Windows VM in Azure

To use Microsoft Entra login for a Windows VM in Azure, you must:

1. Enable the Microsoft Entra login option for the VM. [we can assume this has been configured]
2. Configure Azure role assignments for users who are authorized to sign in to the VM.



Reference:
https://learn.microsoft.com/en-us/entra/identity/devices/howto-vm-sign-in-azure-ad-windows
https://learn.microsoft.com/en-us/azure/virtual-desktop/azure-ad-joined-session-hosts
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BEBRII UTORIZRTA IO b%EED Azure Active Directory (Azure AD) T+ > FEEHLTY,

Name' CIopo1 i TYPE
User1 User
Guest1, Guest
Identity1 Managed identity

Azure AD O— )LD R ELBA TP & LT Azure AD 454 ID B (PIM) [TEMTE5DEXENTTHN?
A 1—H—1_4Z M & EGIDT

B.1—H—1&5X MDOH

C.1—H¥—10#

D. 1 —H—1&ID1D&H

EfE: (EfEERTELET)

You cannot assign service principals as eligible to Azure AD roles, Azure roles, and Privileged Access groups but you can grant a time limited active assignment to all three.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan
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EI#FZE1 - Contoso, Ltd

B

Contoso, Ltd.I&, EV A —ILIZAHRZFEZT OV R LT MUIZEEFHE DO UYILT A VI8 TY,

ContosolZFabrikam, Inc. & LV 5 £t & 1R#RARIZ & 5 , Fabrikamldfabrikam.com & LY 5 & RiiMAzure Active Directory(Azure AD)TF > FEZRIEL T3,

BFIRER, BFIRR

ContosoD# > T L 2T A%y T —4IZ(% contoso.com & LY S A RTDActive Directory KA 4 UAAEFENTILVET,

ZD K AA I, Contoso_Resources & LS ZRTOAMBESL (OU) MEENTULVET, Contoso_Resources OU [21E, T RTHDA—HY—,aVEa1— 42 —MNEaENRTVET,
contoso.com Active Directory KA A VIZIE RORICRTA—H—BNEENTLET,

Name Office Department
Admin1 Montreal Helpdesk
User1 Montreal HR
User2 Montreal HR
User3 Montreal HR
Admin2 | London Helpdesk
UsdfdLTOSOI L ondon Finance
Userh London Sales
Usert London Sales
Admin3 Seattle Helpdesk
User? Seattle Sales
Users Sealttle Sales
User9 Seattle Sales
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BEFIREE Microsoft 365/Azurelz i

Contosoldcontoso.com& L3 ZRTDAzure ADTF 2 FZEFBELTEY  ENICEUTOS A o AMNEER FToATVET,

* Microsoft Office 365 Enterprise E5

*IA—TSAXEEYTa+EFa )T«

* Windows 10 Enterprise E3

* ooy MEHES3

Azure AD Connectld Azure AD & Active Directory K 4 A >4 —E X(AD DS)DITHER SN TWVET, B S h 5 DILContoso_Resources OUNH TT
ANLVTTROBEBEFX 12— —REZEET 5-OICHBENICMicrosoft 365t 2 —%#FHALET,

RE, A—Y—EEE(IMicrosoft 365 B 2 —4FRAL TSI AU A EFEHTHYHTTLWET UTOHNEFRE I RXTOI—H—[ZTRTODITA U ADEYHBTENTWNVET,
*AOY Rt 7 4 AD2—H—(E Microsoft 365 Phone System®D 5 4 &2 AMNKE|Y B THORETT,

7 MILA T 4 AD1—H—IL_ Yammer Enterprise 54 £ X EKRE|Y Y TDIRETT,

contoso.com Tl EFa U T4 DT I+ FRENEMZHE>TUVET,

Contosold BEEO—/LERET 51=HIZAzure ADDHEHHEIDEEPIMZHERAL TLET,

BFRE, BER

OV MVRIILTOREBERZERHLTLS,

IR TARTOANIILT TR EEEIL Microsoft 36577 > b &KIZHh=32A—H -5/ 2 AEEETEET,

*A—H—EEEMNSIE ContosoDBEF T4 RZEICELB D SA U AEREZFHTRET ADITAEE L EVSHENFELNTLET,

ANVTTRYEBEIE WELMicrosoft 365 —ERXB L UT TUADRFT7 IV LR ETR VTR ETOED IV T5DICHRZENTTETLNS,

*IRAE ANLVITTRYEEEF EYULEROERRLLIC A —F—EBEO0—IILEZFALTERIEEFTTEET,

*Azure AD T [B5]/ —FZFEIRT D& Log Analytics DIFEENERNICHE>TWEWI EEFRTIT—AVvE—UNRTINET,

EH FTESNTVSER

OVMVKRRUTOEEZERI SFETY,

*EIITH—ERNRRT—FKty FSSPR)ZXRET 3,

* Azure Monitorz A L T Azure&EE7 V9 T4 ET 4 BRI =AM LET,

*TFUMIEMENEFRI—Y—ICHT 55/ REIYETEBHRIELELET,

*FabrikamD1—H—EBALTHRI—T T4 o F v oR—VEERT B,

*A—H—EHEO—LEZREL AT ARICELMEDHRBAEARENIDELLDESIZLET,

*ApplE WS BHID EHFERDH R R LAzure Web7 T ZFRELFET AppllFA V3 —Fy kDS FTHU L RARET Azure AD7ho b EFERLTHRIESNET,
* I =T 4 T EFADOFHE L —Y—M[EIFIZ Microsoft SharePoint OnlineDH 4 k JIL—T HEUVT7 TIUADT O RAEREZHE5ET 5 -00OBEARZETI—V JO0—%2FELFET,
ContosottI&Adatum Corporation& N5 £ # BURY 5 FE T, Adatum & LN S & HETDActive Directoryf#s B L (OU)AIZ #H 1= 12100 ADAdatum L —HF —MNE S hFET , ShoD1—F—([FAV Fo &7 MLITHE
ZELFETT,

Z, BRI ES

Contosoft i UTOHMEBEHEEHELELT,

*FARTOLI—H—(L AD DS H 5 contoso.com Azure AD TF > FMZRIEASNTWWARENH Y T,

* App1 (21 https://contoso.com/auth-response #6354 LY b URI BBETY,

R ADSAEUREYETE, A—F—OFREMICE SV TEENICTONARENHY T,

* Fabrikam®D 1 —H—I& ¥ —45 T 4 V&AM SharePointY 4 MMZHZ KB 7V A TELZLELRAHYET,

*Azure AD TEIT NI EEBRFEIEENRETIVELAHY ET BEEOJ (T 1 FRREFTIVELHY ET,

*ALVTTRIVEBEIL TNTNDA T4 RICFART 21— — DAV ADAHEZEBTELILENHY FT,

*A—H—DETNBESNEAREELAHIEE . A —F—IZF/RT—FOEEZ®BHE LG ITRELZ S,
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R=T7 T4 VPN BEESN-EERERMBEGEEET 2DELNHYET,
EF3TNREEINWTIN?EET BICIE, BEFECTEIGRRZRERATLES,

T EF LIRS Y RAIMEEShET,

Answer Ares | =<0
To configure user access: -

An access package
Anaccess review
Acconditional access policy

To enable collaborationwith fabrikam.com: v
An accepted domain
A connected organization

A custom domain name

Answer Area

: To copfigure user access

An access package
AN ACCESS review
A conditional access policy

To enable collaboration with fabrikam com: -
An accepted domain

A connected organization

A custom domain name

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entittement-management-organization
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BEHRDA U TLIRFY FT—7I1Z1% Active Directory KA 4 U H—EX(ADDS) R A A UMREFENTWVET, 2D FAA UICZIE Windows 11ZETLTWA AV EL—F—NEEFNTVET,
&1 1=1EMicrosoft 365 ESEMH TR Y1) T avEaHEHHTY,

N Ty KEMEAZHIZL T, 3> Ea—4—%Microsoft IntunelZ &89 2 FETTI,

FAAVICBREATAREY IR 7E INune TEITITRETI A VEHBETILENHY FT,

HEKICIIAZEDHIRETLLSIN?EEZT ZI(CIE, EEFHCTEYDERKREZZEA TS,

FECEE LIRSV EAMESNET,



Answer Area

Domain: Na' N
Intune Connector for Active Directony
| Microsoft Entra Connect .
The Microsoft Entra provisioning agent

Intune: s
Create a Windows Autopilot device preparation policy.
Modify theymibbile device management (MDM) user scope.
Modify the Windows Information Protection (WIP) user scope.

1EfiZ:
Answer Area

Domain: v
Intune Connector for Active Directory !
| Microsoft Entra Connect
The Microsoft Entra provisioning agent

Intune: v
| Create a Windows Autopilot device preparation policy.
|Mndify the maBil& device management (MDM) user scope.
Modify the Willows'Ihformation’Protection (WIP) user scope.

Explanation:
Box 1: The Intune Connector for Active Directory
Deploy Microsoft Entra hybrid joined devices by using Intune and Windows Autopilot Intune connector server requirements
* The Intune Connector for Active Directory must be installed on a computer that's running Windows Server 2016 or later with .NET Framework version 4.7.2 or later.
* The server hosting the Intune Connector must have access to the Internet and Active Directory.
Box 2: Modify the mobile device management (MDM) User scope
Set up Windows automatic MDM enroliment
1. Sign in to the Azure portal and select Microsoft Entra ID.
2. In the left hand pane, select Manage | Mobility (MDM and WIP) > Microsoft Intune.
3. Make sure users who deploy Microsoft Entra joined devices by using Intune and Windows are members of a group included in MDM User scope.
4. Use the default values in the MDM Terms of use URL, MDM Discovery URL, and MDM Compliance URL boxes, and then select Save.
Reference:
https://learn.microsoft.com/en-us/autopilot/windows-autopilot-hybrid
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Microsoft3657 7+ > kMH Y £9,
10D ERFIIZIRAL S NI=100 ADITEEENET,
BRIZRRENBDT7IV9EALEa2—%2RLET, EBRIZ2IZIVYILFET,)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description ()

Start date * 12/18/2020

Frequency Monthly

Duration (in days) ©

End O @D ooy Occurences)

| LnMI@rOSOft - ken g

“i; Everyone

End date @ “{_aSh ‘
Users ‘ E
Scope

Review role membership (permanent and eligible) *
Application Administrator and 72 others

Reviewers

Reviewers {Preview) Manager

(Preview) Fallback reviewers @
Megan Bowen

“ Upon completion settings

Start

FTRTDT7IEALEaA—Y Y IR A MeganBowenlZE 2 TRIEShTWAZ EADMYFET,
BHFADI =¥ —BNENTNOHFAD T IV LA LE 2 —%HRIZZITRA LS5 ICTIRENHYET,
BRER ITEBFE LY —THoobOTONRTAEZEELET,

CNIFBEZERLTHEIMN?




A. [T

B. L\MZ

IEfE: (EfEZERTLET)

Modify the properties of the IT administrator user accounts is not like to modify admin review to assign a manager, so, Because admin review is not modified, Megan Brow as Fallback Reviewer will still receiving reviews,
no manager has been assigned to admin review.

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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&7 z[Fcontoso.com& LN S SMTP7 K L R ZEf Z # A9 S Microsoft Exchangefif#i > T VET,
BHDO 21— —H' Microsoft Entra~® )L 7H—E X E#IZcontoso.comD A —)L7 FLRAZFEALTWET,
HE2EL1—Y—%5T Microsoft Entra 77+ > MMI®T 55 0—/NILEEEERZRELET,

a2 —+H—nhicontoso.comPDMicrosoft EntraT 7 > b T_Microsoft 365 —EXA~NDEILITH—ERY A UT7 v TRDA—HF—TFTHIO U FEZERTELVWESICTEIRELAHY T,
EDPowerShellav > KLy hEETIRETTM?

A. Update-MgPolicyAuthorizationPolicy

B. Update-MgDomain

C. Update-MgPolicyPermissionGrantPolicyExclude

D. Update-MgDomainFederationConfiguration

Ef: A(Q AV RERERT D)

Use the "Update-MgPolicyAuthorizationPolicy" cmdlet with the

"AllowedToSignUpEmailBasedSubscriptions" parameter set to False.
https://learn.microsoft.com/en-us/entra/identity/users/directory-self-service-signup
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PERE UTORICRIF—aVTF—%E8L Azure Y TRV YT 30 &#E5HHTY,

In resource Number of days to Purge protection
group retain deleted key
vaults

KeyVaultl 15 Enabled
KeyVault2 10 " Digabled )

CDYITRY )T aUICIE UTORICRTA—H—NEENTULET,


https://www.jpnshiken.com/q/68792-6421833/
https://www.jpnshiken.com/q/68792-6421834/

Name Ruln;‘
Admin1 Key Vault Admih‘!;:tr%[rosoft
Admin2 Key ‘s._fau!t"tnntributur
Admin3 Key Vault Certificates Officer
Admin4d | owner

6A1H AdMindlEZLL TOIREEETLET,

- KeyVault1 i, 5 Certificate1 & ULV ZRTDFIBAZE ZHIBR L FT

- KeyVault2hv o Secret1 EWVS ZARID—I Ly FZHEIBRLET

UTOREBIZTDODVWT ELWMEEIE ELZBRLTLKESWV, T3 THWMESIE DWE JZERLTLEZSN,
F o EfELITIRA Y RAMEShET,

Answer Area = MECFOSO'F'E

Statements

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.




Answer Area

Statements Yes No

Adminl can recover Secretl onJune 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

Explanation:

Box 1: Yes

Key Vault Administrator can perform all data plane operations on a key vault.

And purge protection is disabled for KeyVault2.

NB: Purge protection is an optional Key Vault behavior and is not enabled by default.

Do not mismatch with soft-delete

Box 2: No

We are still in the Purge protection remaining period.

NB: Also the Key Vault contributor role doesn't allow to get access to certificate Box 3: No We are still in the Purge protection remaining period.
Even if the Certificate Officer role allow to get access to certificate
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ZERDPIEMFALNERIN, BILTH—ERNRXRT—F Yy FMSSPRNEXIZHE > TLNDAzure ADTF > b EHEHELTY,
FYRAHE— FTEEERZAMLET,

Usert&E WS ZRIDF L LWV A —HF—FERRLET,

A—HY—1HHEERTO R ERTTA-OICHERATEIRINFEE . RDIBEENTIN? EREIETENTNELLHBRERERLTVET,
LIRS FAMESRET,

A.FIDO2tHa ) T4 F—

B./\—F9x7+r,—H >

C. T URAAL/INROA—FKA—)L

D. Windows Hello for Business

E. Microsoft Authenticator 7 7'1)

IEf#: (EffZzRnLET)
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-registration-mfa-sspr-combined

- Hardware token is not an option to register.
- a one-time passcode email is not even listed.


https://www.jpnshiken.com/q/68792-6421836/

- Windows Hello for Bussines is not even listed.

Eﬁ:ﬁ: 40
vIalb—v 3y
BHREER | JIL—TD A 2/\—h_ Microsoft Authenticator 7 71 ZFERAL TNAT—KRKHELTHA VA U TEEESICTIRENHY ET,
IEfig:
To enable passwordless sign-in via the Microsoft Authenticator app for a specific group in Microsoft Entra ID, you must enable the Microsoft Authenticator policy, target your specific group, and configure the authentication
mode to passwordless.
Step 1: Sign in to the Microsoft Entra admin center as at least an Authentication Policy Administrator.
Navigate to Authentication Methods
Step 2: Expand the Protection menu on the left navigation bar.
Step 3: Click on Security.
Step 4: Click on Authentication methods.
Step 5: Under the Policies tab, select Microsoft Authenticator from the list of methods.
Enable Microsoft Authenticator Policy
Step 6: Change the Enable toggle to Yes.
Step 7: Under the Target tab, choose Select groups (instead of "All users").
Target Your Specific Group
Step 8: Click Add groups.
Step 9: Search for and select your specific group from the directory list. [Select All Employees] Step 10: Next to your added group, click the three dots (...) or select Configure.
Configure Passwordless Mode
Step 11: Change the Authentication mode drop-down menu from Any or Push to Passwordless.
Step 12: Click Done.
Step 13: Click the Save button at the bottom of the screen to apply the policy changes Save the Policy Reference:
https://huntertech.ca/blog/passwordless-authentication-microsoft-365/
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& 715 1= 1EMicrosoft 365 ESEMH TRV 1) T avEHEHEHTY,
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Answer Area

. . I A 0
Disable user consent to apps: _ -~ @

Microsoft.365 admin center
Microsoft 365 Apps admin center

ﬂw i Cros @-ﬁ“[ Microsoft 365 Defender portal

Microsoft Purview compliance portal

Configure admin consent workflow fOr apps:

Microsoft Entra admin center

Microsoft 365 admin center
Microsoft 365 Defender portal

Microsoft Purview compliance portal

EfiE:

Answer Area

Microsoft

Disable user consent to apps:

Microsoft 365 admin center
Microsoft 365 Apps admin center
‘Microsoft 365 Defender portal
Microsoft Purview compliance portal

Configure admin consent workflow forapps: | v

Microsoft Entra admin center
Microsoft 365 admin center
Microsoft 365 Defender portal
Microsoft Purview compliance portal
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Sub1&E WS ARTDAzZUre S TR ) T2 avhiHY) ZOHICVMIE WS BRIDFRBI L UNEENTLET,

VM1IZxf L TMicrosoft Entral 5’4 & &% L VMIMSUb1HAD ) YV —RIZT IV ERATESRESICEBRT H2LELAHY T,
VMIZIZED R A TDIDZEEIY K THIRETIM?

A. Microsoft Entra1—H—7ho > k

B. 1—H—HE|Y HTHLEEID

C. Azure Automation7 ho > k

D. VAT LEIYHTEEID



EfE:D(QAAV FEHKT D)
System-assigned managed identity: This type of managed identity is enabled directly on an Azure resource. In this case, enabling a system-assigned managed identity on VM1 would allow VM1 to authenticate with other
Azure resources within Sub1, using the identity associated with VM1.
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&7 f=[EMicrosoft 365 ESMH TR Y ) T a v BHEBTY,

Reviewl E WS EZRID TV A LE2—%4ERM L E T, Review! TlL_ 6 N A Z & Microsoft A

5T IN—TDA—F—E TR L= —IZ&BITN—T~DT7 IV RIEREBEELET,

TJIN—TA—F—hReviewI DA U/N—2y TEHERTELAN > 1HBE T A I —DAEBMICHREINDI LS ICTIRENHY FT,
Review1 Tl EDB/REEZEBRINIE LTI M ?

A.LEaT7—

B. —fi%

C. FFlisE

D.REFTT#&

Eff:D(QA AV FEREEKT D)

* When completed

* Upon completion settings

Incorrect:

* Advanced settings

* General

* Reviewers

* Scheduling

Note: See step 5 below.

Ask guests to review their need for access, in general

In some organizations, guests might not be aware of their group memberships.

1. Create a security group in Microsoft Entra ID with the guests as members, if a suitable group doesn't already exist.

2. To create a' access review for that group, select the reviewers to be the members themselves.

3. Ask each guest to review their own membership. By default, each guest who accepted an invitation receives an email from Microsoft Entra ID with a link to the access review in your organization's access panel.
4. After the reviewers give input, stop the access review.

5. You can automatically delete the guest users Microsoft Entra B2B accounts as part of an access review when you're configuring an Access review for Select Team + Groups. This option isn't available for All Microsoft
365 groups with guest users.


https://www.jpnshiken.com/q/68792-6421839/
https://www.jpnshiken.com/q/68792-6421840/

-

New access review

*Review type * Reviews Settings * Review + Create

Conhgure additional setuings, including decision helpers and email notifications

)"

Upon completion settings

Auto apply resuits to resource —

et
i reviewers don't respond (@ Remove access VvV
Action to apply on denied guest users Block user from signing-in for 30 WV

Remove user's membership from the resource

r i . - n | . = #
At end Of review. send notihication to

Block user from signing-in for 30 days, then remove user from the tenant

To do so, select Auto apply results to resource as this will automatically remove the user from the resource. If reviewer don't respond should be set to Remove access and Action to apply on denied guest users should also
be set to Block from signing in for 30 days then remove user from the tenant.

Reference:

https://learn.microsoft.com/en-us/entra/id-governance/manage-guest-access-with-access-reviews
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&1 T=1EMicrosoft 365MH TR U ) FL a3 v EdHEHTT,

A—HYF—MNIVE—TSAXT7T)5—232I2TAT7AN~NDT IV L REREZNETEDLSICTIRENHYET, V21— 3 U TlE, A—F—HUser.ReadtERE TO T 7 M ILEREERDOAICRIETE S LD
[T ORENHYET,

BAICAEZREIRETIN?

A. IDIREERTE

B. SFRID 7 %E

C. EEBEBRIERTE

D. X2 UT14DTITAIFEE

Ef:C(Q AV LEHEHKT D)

In Microsoft 365 you may need to configure Admin consent settings to control whether users can grant enterprise applications access to their profiles. By default, users can consent to applications for permissions that don't


https://www.jpnshiken.com/q/68792-6421841/

require administrator approval. However, you can restrict this and require administrator consent for certain permissions or for all applications.

* User Consent:

By default, users can consent to applications for permissions that don't require admin approval.

This means they can grant apps access to their profile information or other resources that don't require elevated permissions.

* Admin Consent:

For certain permissions, such as those requiring access to all files in the organization or other sensitive data, admin consent is required. This means that an administrator must approve the application's access to these
resources.

Reference:

https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/user-admin-consent-overview
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Azure Y TRH YT a3 VIZIE RG1 £ RG2 LEWSERID 2 DD Y—R FIL—T & storage! EWVWSBFDRARL—L FTHOY MBNEFENTUVET,
$IRH T3 VIS UFORISRT &5 CREEHY STET,

__User
Useri
User?
kL )
Userd

u
RGIIZIF, LTFORICRT KD ICHREBNZANYHTEY,

User Role
Userl Reader and Data Access
User? Contributor

UTORIZRT & 512 storage! IZREIZE|Y B TEI,



[

L% -~

i
“RolehssignmentId”: “9deaS88b-7569-4cfb-b9%2b-927 CSSUM I c rOSOft
“Scope”: “/subscriptions/7fefd66e-8694-4b54-beae~
l?de.L9d48?3!resourceGroupsiRGZfpravlders!m::rosnft Storage/stora @ts!stnrageln
“DisplayName”: “User3”, d
“SignInName”: “User3@contoso.com”,

“RoleDefinitionName”: “User Access Adminis 9
“RoleDefinitionId”: “/subscriptionsA§ 4b54-beae-

17£d819d4873/providers/Microsoft/Autho g eDefinitions/18d7d88d-d35e-4fb5-a5c3-7773c20a72d9”
) “ObjectId”: “919948b2- bc93 4 99576cc8£0”

- LA

Tl S LY W

L0 “ObjectType”: “User”,

L1 “"RoleAssignmentDe : “",
L2 “ConditionVersion” Q"

L3 “Condition”: “”

L4 }

LS| ]

fhdAzure!) V—R(ZIEA—/LIZEIY HTONFELA,

UTOREBRIZDVNT ELWMEEIX EWLEBRLTLLEZSVD, 25 THEVNMEEF DOWE JZBIRL TS,

R EICIRA Y MAMESNET,
Answer Area

Statements & Yes No
User1 canread the dai& stﬂred instorage1. O O
User2 can create a ﬁmial networkinRG2. O O
User3 c&rﬂngﬁgmgﬁﬁpmget o |0

Answer Area

Statements No

User1 can read the daza\’!‘cgéd instorage1. © O
User2 can aeate@ InetworkinRG2. O O

User3 can as@i& roles for storage?. @& o

Explanation:
Box 1: Yes

User1 has the Reader role in the subscription.
The subscription includes the storage account.



User1 will have read access to the storage account.

(For RG1 User1 has the Reader and Data Access role.

User1 has no role at the storage account scope level.)

Note:

The Azure Reader role is a built-in role that grants users read-only access to view Azure resources. This means they can see information about resources, their properties, and configurations, but they cannot make any
changes or modifications to those resources.

Box 2: No

User2

User2 has the Contributor role for RG1 only, but not for RG2.

User2 has the Reader role in the subscription.

User2 will not be able to create a virtual network in RG2.

Box 3: Yes

User3 has the User Access Administrator role for the storage1storage account.

The User Access Administrator role can assign roles. This role is specifically designed to manage access to Azure resources, including assigning roles to other users, groups, or service principals.
Reference:

https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
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Azure AD Identity Protection % {# F§ 3~ % Azure Active Directory(Azure AD) T+ > kMHY ROKRIZET VY —ANEENTNET,

Name Type Configuration

Risk User risk policy | Users that have ahigh sevenity risk must reset theis password upon next
SIgn-in,

Userl | User | Notepphéable

Azure LEFRRE (MFA) (X IR TOI—F—IZx L TEBICHE>TLET,

A—H—1H BMRAEIDELGHREEOFRLEDT I— & M) HA—LELT,

A—H—1PAREOTA VT BRI NRRT—FE Y FFEHESCRFTILENHY I MBRRI, EBEOFHZR/NIRICMASELDTHRINELGY FHA,
BEIEEITRETLLEIN?

A1—H—JRVZBHREL R —DPPREEFLIEREDORZETR)A—ENnEELSICLET,

B. 1—H¥—1#REINf-1—H—¢LLTI—9F %,

C. User1 @ Azure MIFA &% 1)ty FLET,

D. UL VA VR R)I—FH/ELET,

EfR: (EffZzRTLET)

Scenario: User compromised (True positive)

'Risky users' report shows an at-risk user [Risk state = At risk] with low risk [Risk level = Low] and that user was indeed compromised.

Feedback: Select the user and click on 'Confirm user compromised'.

What happens under the hood? Azure AD will move the user risk to High [Risk state = Confirmed compromised; Risk level = High] and will add a new detection
'Admin confirmed user compromised'.

Notes: Currently, the 'Confirm user compromised' option is only available in 'Risky users' report.
The detection 'Admin confirmed user compromised' is shown in the tab 'Risk detections not linked to a sign-in' in the 'Risky users' report.



https://www.jpnshiken.com/q/68792-6421843/

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-risk-feedback
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Sub1 EWWSZHEID Azure TRV ) T auhbly  FDHI(Z storagel EVWSRBIDAML—C THDI Y RAEFERTULET,
App1 EAPP2E WS BARID2DDT F) #7704 2ELRHYET , TNTNOT TVICIEUTORENBETT,

- App1IESublIZ&ExFAT TV L TTTOAMSNFET,

- App1(EMicrosoft Entrai2iE Z £ L Tstorage1IZ 7V A LE T,

- App2(d BE—dDMicrosoft Entra IDZ{#F L Tstorage1([T7 7 A LEY,

- App2lE VM1 EVM2E NS ZRID2DDH LIMRET LV ETHRR hEhET,
RRRIF EELOEHEZR/NMRICIIZS2EDTHITNIEHZ S,
EFTVERARL—UZTF I ERTBEHIC EQOLA TOIDEFERLETAN? BET SIE, AEMTEINLEAF T a vEBRLTES L,
R EICIRA U RAMESHET,

Answer Area

v

Appl:

AppZ:

v
User-assigned managed identity
Microsoft Entra group account
Microsoft Entra user account
Service principal
Systerm-assigned managed identity
v

User-assigned managed identity
Microsoft Entra group account
Microsoft Entra user account
Service principal

System-assigned managed identity
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Answer Area

App1l: v
User-assigned managed identity

Microsoft Entra group account

Microsoft Entra user account

Service principal

Svstem-assigned managed identity

App2: v

User-assigned managed identity
Microsoft Entra group account
Microsoft Entra user account
Service principal

System-assigned managed identity
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HZEHLcontoso.com & LS & REITDMicrosoft 3657 F > F&E HIFL T,

A RL—H—Z&BT7 9 AREMZH>TWLET,

UTORIZET &SI, a—F—Idcontoso.com& B L TEMIT A ENTEET,

User email User type | Invitation accepted Shared resource
Userl@outlook.com | Guest Mo Ente;rpr:_se
application
User2@fabrikam.com | Guest Yes Entgrpr:_se
application

Azure Active Directory BBt 22 —0 BEaSRL—2 3 U BREND ROEIZRT LI BIRL—2 3 VORIRIBREEZHERLET,



Collaboration restrictions

() Allow invitations to be sent to any domain (st Md{;i osoft
() Deny invitations to the specified domains

P Y o
8 Allow innitations only to the specifiad damams (most restrictive)

TARGET DOMAINS

Outlook.com

Microsoft SharePoint Online ¥4 kM 5 2 —H—A\ user3@adatum.com 44 ~ZHBFELET,
UTODEFELBIZTOVT ELWMEEF RV ZBERLTLESND, ZS5THEWMESIE DOWR JZBEIRLTLEZE,
o EEEICIRA Y EAMESNET,

Answer Area M HCrOSO{t
Statements . Yes No
User1 can accept the invitation and gain access tﬂ,._lhé';ghferpﬁae application. 0O @)
User2 can access the enterprise applig;_gﬁgm : O 0
User3 can accept the invitation sﬁﬂ"gain access to the SharePoint site. O o
1E fi#:
Answer Area . M 1 W £ 4
ICFOSOTT
Statements Yes No
User1 can accept the invitation and gain access to the enterprise application. O | @)
User2 can access the enterprise application. [O] @)
User3 can accept the invitation and gain access to the SharePoint site. O O
Explanation:
Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, User1 can accept the invitation and access the application.
Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.



Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.
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Sub1&Sub2& WS ARID2DDAzure TRV 1) T 3 UhdH Y ShslEMicrosoft EntraTF > MM I SNTWET, SO TF 2 MIIE, Group1, Group2, Group3& WS ZRIDIDD T IL—THNEENTULET,
BRI VIZIE UTORIZSRTIUY—RADBEENATLET,

we .\
Virtual machine vy .~ ™
Virtyakmiachine

Automation1 | Azdre Automation account

TFTY b l:li‘i«lTa)i%(:?TT'd'l—"f—b“’é‘ihf WEJ,

Name |\/|icrosoftMember of
User1 Group1
User2 Group2, Group3
User3 Group3

HIRY) T3 oDERIZIE Microsoft Entra Permissions Management Z{# A L &9, Permissions Management (& RDRIZTRIT K S ITHEREINFET,

Name | Roles | Authorization System Name | Requestor for Other Identities
Group1 | Viewer Sub1 None
Group2 | Controller | Sub?2 User1
Group3 | Approver | All Current and Future None

UTOHERIZTDODVT ELWMERIE KL ZRBIRLTLES WD, £S5 THMMESE DOV JZERL TSN,
I E LIRS Y RAIMEEShET,

Statements "
User1 can request access to VM2 by using Penm;%ns Management.

User2 can create an access request 10 Au&nmnnm on behaif of Usefl,

S = Microsoft

User3 can approve access requgq{sﬁif VM2,




Answer Area

Statements Yes No

User1 can request access to VM2 by using Permissions Management.
User2 can create an access request to Autemnation1 on behalf of User1,

A T2
User3 canapprove 80pegeréquests oy

Explanation:
No - User1 is part of the group that can request access to sub1, not sub2 No - User1 can request access to Sub1 on behalf of other identities, not user2 Yes - User3's group can approve access requests for all
subscriptions
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EEHRIL, storage1 EVWSERIDRA CL—CTHO U REEL Azure TRV )T avu EEBELTY,
HEIE BHOBREIS VU ETRRAFENBIAPIEWVSIEZRIDT7 TV ETIOATEHFETT, CAHDREIIVIE O—I Ly b EFEALTHY— F/N\—T 1 DAPIZH L TR ZFTVET,
RETOUMAIITDERIEY ) 2a—2a VEHBETIVHELAHBYET . ZOV ) a—2 a3 VIE UTOERFERE-IHELHY FT,
%—‘4 ’Ia#ﬁ’i—yél-ﬁ"é?éo
- REEERZApp 1D — FICRET AMENGWN L EHR LTS,
-RETI UM Azure )V —RICT O ERTELH L EHRET BHICIE,
Microsoft Entrag®3
EFEEBEOFHZR/NRICINZ S,
HEEKICIZMZEDIRETLLOIMN?
A1—H—F7HADU FERML—DH—EXRDEFIE
B. 1—H—ME|Y HZ T H— F ID & Azure Key Vault
C.1—H¥—7h > k &Azure Key Vault
D. VAT LEYLUTEEIDELUR FL—UH—ERBSIE
IFfF: (EffZRTLET)

Azure Key Vault for the 3rd party API creds, and a user assigned managed identity for the MULTIPLE VMs to access "Azure resources by using Entra authentication".
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FCOBMBE RLCSFTUAERTTH—EOMEDND—HTT, COV)—XDEBBICIE RREIN-BEZH-TAREOHIIMBEOBEENEENTOET HELY MI&>TIE BHROERELHIEEL HNIE,

ERABZEWNEELHYET,

ZDEIVaVDEBERICAEZETSE ENLORSOTHRZTEZIEETEERHA, FTOEOH ChAoDERFETEEICERTINEEA,

&1 1= 1EMicrosoft 365TF > b EHEFLHTT,

Microsoft 365 4 —E RIZF7 9 £ A3 BBIE, TR THI1—H—H Microsoft Authenticator 7 1) ZFE A L TEERRL (MFA) 2175 RENHY T,
—BDI—F—Hh5 YA 4 VEREFRIBLTLEWNZE DD 53 Microsoft Authenticator? 71 TEERZFIEMFA)D 7OV T kAR TENEEDRENH o 1=,

A—HY—AELHABLTVWEVNZERZBIMERERELZHE TO1——2EHHNCTAVITIHILELHYFET,

fRRE Azure R—F LD D ZEXRDBIH (MFADTHHOU b OVIT7Y9 FRELTHERLET,

INIFEEZEZERLTVSLERDTLLOIN?

A. [y
B. LMMZ


https://www.jpnshiken.com/q/68792-6421847/

IEfE: (EfEZRTLED)

You need to configure the fraud alert settings.

Fraud alert setting literally has an option to configure it to automatically block.

To enable and configure fraud alerts, complete the following steps:

1. Go to Azure Active Directory > Security > MFA > Fraud alert.

2. Set Allow users to submit fraud alerts to On.

3. Configure the Automatically block users who report fraud or Code to report fraud during initial greeting setting as needed.
4. Select Save.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#fraud-alert
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Microsoft Entra 77 > MIZI& Package1&E WS ARID TV R /\wr—T EUser1 E VWS BRIDI—HF—DNEENTULVET , Packagelld ROBIZTKT LS ITHBRA SN TLVET,

nNAS , 1
* Basics Resource roles *Requests R.Eq"’?‘-“oﬁw‘?mﬁfﬂﬂ .ff‘it‘_ﬁ& Eﬂe‘l feustom exterisions RO
W R S i L I L

Expiration

Access package assignments expire (0 On date @eUlnleReEELY MNumber of hours MNever

Assignments expire after (number of
days) *

Users can request specific timeline * (0

Show advanced i'-:-|?‘|'.’l'.:-!'¥!' s2tthings

Access Reviews

Require access reviews * o,
e R —

Starting on (0 g 255‘]!2324 g

’ L i ) ' i
Review fraquency ( Annually (EEEEUGWEINE Cuarterly  Monthly

Duration (in days) * (2 | 90 . I

Maximum 175

Reviewers (@) Self-review
O specific reviewer(s)

O Manager

UserihPackage1M L E 1 —4E 4 EBTEELIICTHRELAHY FT, BREREIFR/MEBRDORAIZEDNWTWERELAHY EFT,

UserIZIZEDRENZEY B TEHIRESTIMN?
A SEOD—)LEEE
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B. A EIDT O/ 4 —E1EE

C.TATUTATAANT VREEE

D. t¥al) T4 BEE

IEfE: (EfEZRRLET)

Correct:

* |dentity Governance Administrator

* User administrator

Check catalog for resources

If you need to add resources to an access package, you should check whether the resources you need are available in the access package's catalog. I' you're an access'package manager, you can't add resour'es to a
catalog, even if you own them. You're restricte' to using the resources available in the catalog.

Prerequisite role: Global administrator, Identity Governance administrator, User administrator, Catalog owner, or Access package manager.
In the Azure portal, select Azure Active Directory and then select Identity Governance.

In the left menu, select Catalog and then open the catalog.

In the left menu, select Resources to see the list of resources in this catalog.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/governance/entittement-management-access-package-resources
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User1 & LVS & IO 1—H —AHY Microsoft Defender for Cloud Apps R—BRILIZT VAL &S5 ETHE IS5— A vtE—UAREKTINET,
IS—DRREEFETIVHELAHYET VI a1—L a3 TR EEFHEZRDRICNMZAZBENHY FT,

MZEFEZIENDLDTLESIN?

A.7RnE> a=>45oy

B. BT 74

C.Ha4ra4>ny

D. &R

EfR: (EREERELET)
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FCOBMERX RLCSFTUAERTTH5—EOMED—HTY, COV) —XDEBBICIE RREIN-BEZHB-TAREOHIIMBEBOBRENEENTULET BELY MI&-TIE BROERELHIEEL HNIE,
EFEANGEWMEELHY FT,

CDEYLaVDEMICAEZETSE EMOROTHET A LI TEFHA, ZTNEH CAODEMFETE@RICIEIRTINEEA,
&1 1= 1EMicrosoft 365 ESDH TR Y ) T a v & EHB T,

Usert&E WS BRIDI—H—ZFERLET,

A—H—1ADEF ) TARATRETIVIVDRAT—EREEHTEELELSICTEHIRENHY FT,

R A—H—12EFX 1) T4 ARL—F—DREZENVLTET,

INIFEEZEZERLTVSLERDTLLOIN?

A. [T

B. LMVZ

IEfR: (EfEZERTLET)

With read and write access, you can make changes and directly interact with identity secure score.
Global administrator


https://www.jpnshiken.com/q/68792-6421849/
https://www.jpnshiken.com/q/68792-6421850/
https://www.jpnshiken.com/q/68792-6421851/

Security administrator

Exchange administrator

SharePoint administrator
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/identity-secure-score#who-can-use-the-identity-secure-score
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ZE5I#1%21 - Contoso, Ltd

B

Contoso, Ltd.I& BV FUA—JLICK#FEET AV R ECT MUICKEEHF2DOUYILT 1 VIR TY,

ContosolFabrikam, Inc. & LV 5 &t & IR#ERARIZ & 5 , Fabrikamldfabrikam.com & LY 5 & RijMDAzure Active Directory(Azure AD)TF > FERBEL TS,

BRFRE, BFRE

ContosoD# > T L 2 Ry FJ—4I1Z1& contoso.comé& LY S B HTDActive Directory KA 4 UMEFENTLNET,

D RAA 2IZIE, Contoso_Resources & LS ZRTDAAMBE S (OU) NEENTULVET, Contoso_Resources OU 21, T RTHA—H—¢,aVEa—2—HMREENTNET,
contoso.com Active Directory KA A VIZIE  RORICTKTA—H—BNEENTLET,

Name

Office

Department

Admin1

Montreal

Helpdesk

User1

Montreal

HR

User2

Montreal

HR

User3

Montreal

HR

Admin2

| London

Helpdesk

Lserg-

London

Finance

Users

London

Sales

Usert

London

Sales

Admin3

Seattle

Helpdesk

User7?

Seattle

Sales

Userd

Seattle

Sales

User9

Seattle

Sales

BXFIR1E Microsoft 365/Azurelriz

Contosoldcontoso.com& LD &HIDAzure ADTFH U FZFMELTEHEY  TNICEUTDO S A o AMNEEM T TLET,

* Microsoft Office 365 Enterprise E5

*IVA—TSAXREEYT4+EF2 )T«

* Windows 10 Enterprise E3

*Javxy MHES

Azure AD ConnectlZ Azure AD & Active Directory K A 4 >4 —E X (AD DS)DBITHER SN TWLET, B I h 5D I(EContoso_Resources OUNH TT
ANLVTTROEBEL A—Y—REZEET H-HIZHEMICMicrosoft 365B Bt U2 —%FRALET,

WE, A—F—EEE(IMicrosoft 365EEB U4 —4FALTSA U REZFHTEYLETTVET , UTOHNERE T RXTOA—HF—IZTRTDIA UV ANEY B ToATWET,
*OY Kot 7 4 AD 21— —[F_ Microsoft 365 Phone System®D 5 4 £V AMNKE|Y B THIRETT,

DT LA T 4 AD1—H—I[E_ Yammer Enterprise 54 £ X ERE|Y Y THIRETT,

contoso.com TIX . EFXaUT 4 DT I+ FRENEMZHE>TUVET,
Contosold BEEO—ILFZRET H-OIZAzure ADDHHEIDEEPIMZFERALTLET,

BFIRE, FER



OV MVRIIULTORBERZHERHELTLS,

CRE I RTOANILTTRAYEEBEIL Microsoft 3657+ > hERKICH=51—HF -S54 REEBTEET,

*A—H—EEENS(E ContosoDBEF T4 RTEIZELG ST LV REREFHTHRET HIDIEAFLZEVIMENTELONTVET,

ANVT TR EEBEIL EXEMicrosoft 365 —ERXRBLUT TUANDAT T IV LR ETRA N7V RZEZTOEDa =T 5DICHMENTTETS,
CREANVITRVEBE L ELALEBERCABLGLIC AV —EBEEO0—LZFERALTIRIVERTTEET,

*Azure AD T [B 7] / — F%#EIRT % & Log Analytics DIEENEBRINCHE D TWEWI LEEZRTI IS —AVvE—IUNKRTEINET,

BN FTESNTUVSER

AVMVRIELTOEEZERT 2FETYT,

*ELITH—ER/NRRT— Rty MSSPR)EEET 5,

* Azure MonitorzfERA L T AzureBEE7 VT4 ET4 QT =DM LET,

*TFUMIEMENEFRI—Y—ICHT 55/ REIYETEHRIELET,

*FabrikamDA—H—EWRALTHBRY—4 T4 T F ¥ UR—VEERT S,

*A—H—EEEO—LEREL ANELTARICELEDRAERBLADELLESEELSICLET,

*Appl1E WS RREID EHERADH AR LAzure Web7 T #RELET  AppllEA V23— y kST U RAIRET Azure AD7 AUV hEERALTERIESAET,
* X =T 4 T EBFADOFHE LI —Y—M[IFIZ Microsoft SharePoint OnlineDH A b JIL—T HEUVT7 TIUADT O RAEREZHE5ET S -OOBEERZETI—V JO0—%2FELFT,
ContosottI&Adatum Corporation& LN 5 £ # BURT 5 FE T, Adatum & LN S & HETDActive Directory$#8 B G1(OU)AIZ, #H7=IZ100 ADAdatum LI —HF —HNE ShET , ShoD1—F—([FR Y Ko L7 MLITHE
ZEFETY,

Zi, BRITES

Contosoftld, U TOHEMEHZHELE L1,

*FRTOL—HY—(L AD DS H 5 contoso.com Azure AD TF > FZRIEASNTWWAIRENH Y T3,

* App1 IZ1& https://contoso.com/auth-response Z#53 ) 54 LY b URI L ETT,

R —ADTA U REYHTE, A —F—OFEMICEDSOTEINIZTONIDELHY FT,

* Fabrikam®D 1 —H—(& ¥ —4 T 1 U J &AM SharePoint¥ 4 FZHZRKRKIOBMB 7V XA TEHARERHY FT,

*Azure AD TETINLSBEBIRFIIEEXNRETIVELHYFET EEOJ (T 1 FRRBFITLILELHY FET,

*ALVTTRIVEBEIL, TNTNDA T4 RICFABRT 21— —DSA o ADHEZEBTELIBLENHY T,
*A—H—DEITNEEINARENHZEE . A—F—IZFNNRT—FOEEZ®RF LB ITAELE S0,

=1

BEMEGER-dOICE, a—Y—EBEO0—IILORELZEETILENHY FET,

ZTDRENEES LT ETITARZ2ODTENEIENTIN? TN ETNDEMRIE BRERO—EERLTUVET,

FEfE LIRS EAMESNET,

A BEEFICESBILZERT A EERLET,

B. BEFICF 7y MEBREERT 5% EIRLET,

C. RERICHIBUNAREIYEBTELEELET,

D. I RTOENYHBTEZERICEELEFT,

E.9RTODENVETETI T4 IICEELET,

Eff: (EfEZRTLET)

Scenario: Configure the User administrator role to require justification and approval to activate.

Require justification.

You can require that users enter a business justification when they activate. To require justification, check the Require justification on active assignment box or the Require justification on activation box.
To require justification need assignment to be Eligible instead of Active.


https://www.jpnshiken.com/q/68792-6421852/

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
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aA—H— Userl | &L Azure ADTF+ 2 FABHY EFT,

A—H 1L SAEVADEYLTEEEL 1—HF—/1RT—FZJLY T IRENHYET,
Userl[CIXEDHEENZZIY B TEHIRETIMN?

ANLVITTRYOERE

B. A RkEEE

C.51 U REEE

D. 1 —H—FEE

EfE: (EfREERLET)

Only User Access Admin fits in both the requirement : manage license assignments and reset user passwords.
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&7 f=[EMicrosoft 365MH TRH 1Y T a v EHHLTY,

a2 —#H—hHMicrosoft Edgeh 5 Microsoft 365 R— R ILICT V2R L TSI DEEBRENARAS VEIZHEHDTWEAEE ARSI VEDYA VAV ITA—LDBRTEINDESITTIHELRHY FT,
Microsoft EntraO)““’*IEt' UB—TIE, EDKSBGIEEZEITOINETIMN?

A 1—H—FREMD FRBHREEEBHLET,

B.J D—/\)b-lz=\=1777-lszJ\b Yy a VEHEREEERLET,

C.EMDISoTA UV IREEERLET,

D. #HFET7 U 2RAKRY) —mdletzERE LET,

IEﬁ* (Eﬁinéi/]\ L i § )

Configure your company branding

Language customization

Customize the sign-in experience based on browser language when users authenticate into your corporate intranet or web-based applications.

Customize the sign-in experience by browser language

You can create a personalized sign-in experience for users who sign in using a specific browser language by customizing the branding elements for that browser language. This customization overrides any configurations
made to the default branding. If you don't make any changes to the elements, the default elements are displayed.

1. Sign in to the Microsoft Entra admin center as an Organizational Branding Administrator.

2. Browse to Identity > User experiences > Company branding.

3. Select Add browser language.

Reference:

https://learn.microsoft.com/en-us/entra/fundamentals/how-to-customize-branding
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BEHEL, Set1&Set2E NS ZRTD2DDEMEE+E v M Z BT Microsoft 365 E5H TR 4 T a vEMRALTLET,
CDYITRY )T aUICIE UTORICRTA—H—NEENTHET,


https://www.jpnshiken.com/q/68792-6421853/
https://www.jpnshiken.com/q/68792-6421854/

Name | = |/icrosoft Role
User1 Global Administrator
User2 Global Administrator

User3 Attribute Assignment Administrator
UFORICRTHARE LtF1 T4 BUEAHBEAETT,

Name Mbute set
Securel Setd (\+
Secure2 hSet1
Secure3 OV | S82 Microsoft

HIET=IEUser2|CSet1DEMEEREEEFEO—IILZEY B TET,
UTDHIZMIZDOWT ELWMESIE RV ZBIRLTLKESW, F5THWNMESIE DDOWA 1 EEIRLTLESLY,
ECEFEEICIRA YV RAMESHET,

Answer Area
Statements
User1 can modify the configuration of Secure1.

User2 can view the value of Secure2 for all users.

User3 can view the value of Sécure3-for all users:

\WVWilVal falas
Lﬁ'q'lll H || 'Ik.... | J: } I':' / [ . 9

1E#Z:
Answer Area KA Fvments
IVIICTOSOI L
Statements Yes No
User1 can modify the configuration of Secure. O O
User2 can view the value of Secure2 for all users. @) ®)
User3 can view the value of Secure3 for all users. O @
Explanation:
Box 1: No

User1 is Global Administrator.
By default, Global Administrator and other administrator roles do not have permissions to read, define, or assign custom security attributes.
Note: The roles that apply to configuration sets are:



Attribute Definition Administrator

Attribute Assignment Administrator

Attribute Definition Reader

Attribute Assignment Reader

Box 2: No

User2 is Attribute Definition Administrator.

Attribute Definition Administrator

Users with this role can define a valid set of custom security attributes that can be assigned to supported Microsoft Entra objects. This role can also activate and deactivate custom security attributes.
Box 3: Yes

User3 is Attribute assignment Administrator.

Attribute Assignment Administrator

Users with this role can assign and remove custom security attribute keys and values for supported Microsoft Entra objects such as users, service principals, and devices.
Reference:

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
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Ry FRARy MZET SERM

Sub1& WS ZRIDAzUre S TRV Y T avxEHLBTT,

Sub1DEHE[Z [ Microsoft Entra Permissions ManagementZ A9 2 FETI,
EREENAUTDARYEZETTEDLLEHERTILENHYET,
SFTUr—avIizEYSToh BEINTVWAREADEREEELET,
TFATOTATA,

-A—H—IZ HIRRIREZERICEAT SHEEELIRET S,
REFADERZHIFRLET,

RIRRIER/NMERDRAIZRDLE (FIEAE S ALY,

EREEOY—EXT) UV NIIZIEEDHREIZENY BT HESEFZRBELLZY FEASKATOVEMERZHBRLEZY T AICIEMEZFEFRATARETLLOIMN?EETSHICIE, AEFEHETEUGA T a3 o EERLTLE
AN

FELERLICIRA Y AMESNFET .

Answer

ole: | s
!Ar-’:ﬁu. Review Operator Service Role
Owner
| Reader
fL'Ser Access-Administrator

—

e

m
4

A custom report
A role template
An audit query

An Autonilot rule



& Microsoft

Access Review Operator Service Role

P = i.ﬁ,g.._,_...._._.._,_._. =
User Access Admisfrator
Use: 1O v
A custom report

A role template

An audit query

An Autopilot rule
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Sub1 EWVSARID Azure B TR 1) T arhi®Hl  ZFDHIC storagel & storage2 EWVWSIEZRID 2 DDA ML= ThO U bE RDORITET BLOB AV TH—HNEFATVET,

In storage account Contains blob named
storagel blebl
storagel blob2

21~ Role assignment condition
Reader o, Not applicable

tofate Blob Data Reader , hSulE Condition1

Reader Not applicable

storagel | Condition2

Condition1DEEIFLUTDEHY TH,



(
(

| (ActionMatches{'Microsoft.Storage/storageAccounts/blobServices/containers/blcbs/read’'})

)
OR

( _ |
@Resource[Microsoft.Storage/storageAccounts/blobServices/containérs:name] StringEquals 'contl’

) o > ="Microsoft

Condition2 has the following definition:

(

( .\
!(Actianﬁatches{‘Hicrnsnftﬁsngfiipﬁlforagehc:nunts;blobSerUicas/cuntainers!blnhs!write'})

)
OR
(

@Resource[Microsoft.Storage/storageAccounts/blobServices/containers/blobs:path] StringlLike '*2*'

)
)

T EEEITIRA Y EAMEShET,

R PM icrosoft &
Statements 00 Yes No
User1 can read the conten\ %bZ. O O

User1 can read the 989 ts of blob3. O O

User2 can read thg'contents of blob1. O O

1E fi#:




Answer Area

Statements Yes No

Userl/canmead thé contentsof-blob2. O O

User1 can read the contents of blob3. 5 ®

User2 can read the contents of blob1. O @)
s o

User1 has the Reader role. Does not apply to the blob container.
User1 also has the Storage Blob Data Reader with Condition1.
Blob2 is in Cont2.

Condition1 will be false:

The action is ..blob/reads

Resource name is cont2 not cont1

Note: Storage Blob Data Reader

Read and list Azure Storage containers and blobs.

Box 2: Yes

Blob3 is in cont1. Condition1 will be true.

Box 3: Yes

User2 has the Reader role. Does not apply to the blob container.

User2 also has the Storage Blob Data Owner Role with Condition2.
blob1 is in cont1

Condition2 will be true, as the action is read, not a write.
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Litware, Inc.[&_ Fabrikam, Inc.& W\ 5 F&#t 2 DRESH TI,

LitwarelIIRRA b EST MILIZCA D4 REFBATWVWAN REBIEXBMIZHEAL TS,

REBIXVPNEGRZIALT, ELE6DF T4 RITHEYE—FTEKELET,

BHRRE REZRET S

ZDOFRy FI—41Z1E litware.com & ULV5 & HID Active Directory 74 LA kMNEFENTH Y ( Fhh litware.com & LVS & BID Azure Active Directory (Azure AD) T+ > M2 9 ENTULWE T, Azure AD Connect (F/%
RZAN—BEIAZEZFEALTHEY NRT—FN\y 2 QORIBIFEDIZHE>TVET,



Litware.comIZIX, T RTODT7 TV —2 3 VRAKEEET HUser1tE WS A—F—HHEELET,

LitwarelZAzure AD7 74— 307X #FRELTVET,

Fabrikam#t [ fabrikam.com& Ly S & &TDAzure ADTF > b B L TWVWET , Fabrikam#t D 1 —H—(X_ litware.comTF+ > FARADST R b7 hH v bEFERAL T litware.comD ) Y —XI[ZF7 VA LET,

BEFRE, 7757 FRIR

Litware® £ 1 —# —[IMicrosoft 365 Enterprise E55 1 £ > X &{&F L TULVYE 3, Microsoft Cloud App Security[Z#lAAEN T WD ERERIMAKRY O—XF R TEMIZHE->TWET,

Litwareld  litware.com Azure ADT7F > RIZERER T 5 t=Azure S TR ) T a v ERBELTWET, COYTRY Y T2 3 Izl Azure Active Directorya 4 2 & Office 3650 14 4 & {# A9 % Azure Sentinel{ >
AR UZAMEENTULET , Azure SentinellFIRTE Azure ADDH A A4 AT EEEOTZIRELTLET,

BMERE 7L I RIRE
AUTLERRY FT—JI2IE  RORIZRT H—N—BREENTUNVET,
Operating .
Name syste Dffice Description
Windows ; ;
DC1 Server 2019 Boston Domain contraller for litware.com
. Member server in litware.com that
SERVER1 gg:f;r"% 4\ [Boston | runs the Azure AD Application
Proxy connector
Windows Member server that uses Azure AD
SERVER2 Server 2019 Boston Connect

LitwareM22DA 7 4 RIFELDHA LA —%y MIEEEGEINTOWET WA 74 REH_ Y4 FEVPNEEEEA L TAZUre Y TR 2 U T4 3 VADRERY kT—HICBELTOET . AV TLIRD RAL T
UhA=5—FTRTA A=Y ADT IV EANFRINTILNET,

24, ZEEH

Litwareld, U TOREEHERHELTLET,

* Azure AD Privileged Identity Management (PIM) #{#RAL T HEO0—IILDEEEZRELFET,

* litware.com Azure AD T3+ > M2 #EBROLEWI—H—RT7 T ) 5r—2 3 0 F BB TELVWESICLET,

*TFATOTATAHNFTUVRIZIK ARBLAAOTEAREALTOT S LEFEFRT S,
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Configure thélziiié AD Password Protectign praxy service om: Y
IWVIICTOSOTL
SERVER1
SERVERZ
Configure the password list: v
In Azure AD
COn DC1
On SERVER1
On SERVER2

1F fiZ:



Configure the Azuse AD Password Protection praxy service om: h 4

DC1
SERVERT
SERVERZ

Configure the password list:

In Azure AD

On DCT
On SERVER1
On SERVER2

Explanation:

Box 1: Server 2

Box 2: In Azure AD

The password protection proxy is installed on a member server. You enable the banned p/w list in Azure AD, the proxy downloads it and passes it to the DCs in the domain.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy
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Name Member of
User1 Group1
User2 | Group2
Userde, | Group3

TFTFU ML UTORICRT BT EZEZERATEET,

Method Target Enabled
FIDO2 _|-Group2 Yes
Microsoft Authenticator app. " | Group1 Yes
SMS VH Grdup3 Yes

EDRI—H—WN TFTITVICRRENLIBSLEBDDETBEICRIRIINSGBEETER/ETLIZLET . ITVRTIINITHA 40T HDTLLEIMN?

A 1—5F—1DH

B. 1—HY—20O#

C.1—H¥—-3n#

D. 1 —H¥—1éa—H—20H

E.1—¥—2La1—H—-3DH

IEfR: (EfZzRTLET)

Microsoft Authenticator

You can also allow your employee's phone to become a passwordless authentication method.

You may already be using the Authenticator app as a convenient multi-factor authentication option in addition to a password. You can also use the Authenticator App as a passwordless option.

The Authenticator App turns any iOS or Android phone into a strong, passwordless credential.

Users can sign in to any platform or browser by getting a notification to their phone, matching a number displayed on the screen to the one on their phone, and then using their biometric (touch or face) or PIN to confirm.
FIDO2 security keys

The FIDO (Fast IDentity Online) Alliance helps to promote open authentication standards and reduce the use of passwords as a form of authentication. FIDO2 is the latest standard that incorporates the web authentication
(WebAuthn) standard.

FIDO2 security keys are an unphishable standards-based passwordless authentication method that can come in any form factor. Fast Identity Online (FIDO) is an open standard for passwordless authentication. FIDO
allows users and organizations to leverage the standard to sign in to their resources without a username or password using an external security key or a platform key built into a device.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless
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1E fiz:

To automatically delete external guest users 15 days after they lose their last access package assignment, you need to configure the global entittement management settings in the admin portal.

Follow these steps using the Microsoft Entra admin center:

Step 1: Sign in and Navigate: Log in to the Microsoft Entra admin center as at least an Identity Governance Administrator.

Step 2: Access Governance Settings: In the left navigation menu, expand Identity Governance, then expand Entittlement management, and select Settings (or Control configurations depending on your portal theme
updates).

Step 3: Locate Lifecycle Settings: Look for the Lifecycle of external users card and click Edit (or View settings).

Step 4: Configure Account Removal: Locate the Remove external user setting and set it to Yes.

Step 5: Set the Retention Period: In the field labeled Number of days before removing external user from this directory, enter 15.

Step 6: Save Changes: Click Save at the bottom of the page to apply the policy.

Reference:

https://microsoftlearning.github.io/SC-300-Identity-and-Access-Administrator/Instructions/Labs/Lab_24 ManageTheLifecycleOfExternalUsersinAADIdentityGove rnanceSettings%20.html
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A—H— Userlj& UY—RTIL—T RG1IELYV RG2 ) #ELAzure b 7R YT av#8HEHTT,
User MU TDARR Y ZERTTELHLEZHERTIBELNHYFET,

-FRTOYY—RERRLET,

RE< U EHBEHLTIES,

-RG1EEDAIREY L U ZERT B,

-RGIUZDHAR ML—UFH U FEERLTLESL,

A—)LAR—X7 72 RAFERBAC)IZE T HREBRLELGZO—ILEY BTHIEFNSDOTIMN?

A. 1

B.2

C.3

D.4

Ef#E: (EfEZRTLET)

Assign User1 the "Reader" role at the subscription level to view all resources.

Assign User1 the "Virtual Machine Contributor” role at the RG1 level to restart virtual machines and create virtual machines in RG1 only.
Assign User1 the "Storage Account Contributor” role at the RG1 level to create storage accounts in RG1 only.
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Operating .
Name sy Office Description
DC1 E‘;’r‘f;"fmg Boston | Domain.contraller for litware.com
Windows Member server in litware.com that

SERVERA1 doston runs the Azure AD Application
Server 2019 Proxy connector

Windows Member server that uses Azure AD
SERVER2 Server 2019 Boston Connect

LitwareD2 DDA 7 4 R FEBELHA A —Fy MIEEERINTWET AT REL YA FEVPNERZERAL TAzure 7 X2 ) 2 a3 VADRERY FD—JIEHKELTOWET A TLIRDRKAL VO
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BAN—y TI—ILIFEEDESIZHREITNEINTT N ?EEZTZICIE AERHTEDGA T a vERIRLTLES LY,

o EfE LIRS U EAMESNET,

Answer Area

(user.objectld -ne ¥ ) \and fuker.userType - eq v )
‘Guest” =~ Y “Guest”
“Member’ “Member”
Null Null

1E fiz:

Answer Area

{user.cbjectId -ne W Jiand (user.userType — eg v |
“Guest” “Guest”
Member, — | ‘Member®
Mullv 4 Null

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/use-dynamic-groups#creating-a-group-of-members-only
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BA1—HF—ICEDKRBNZENVETEIRETLLOMN?EZFTHICIE BULGKRINEFELVII—F—ICTFZy I LTLEZSN, B&RENE E EBHE, FEFKFERALGWMEEAHYET , AT UOVERTT DIC
X RAVEDREN—%F KRSV TTEN RUO—ILTEIDLELHIEGENHY FTT,

ECEF LIRS FOAMESRFET,



Roles

Global administrator

Global reader

Reports reader

Security operator |

Security__re{:_\derj_ g

User ad miﬁis’trator




Roles Answer Area

Global administrator

Global reader User1: | User admihistrator

Reports reader

Wser2: | Securnty reader

Security operater

M ft
Explanation:
User 1: User Administrator
Create, update, or delete access review of a group or of an app User Administrator.
User 2: Security Reader

Read access review of an Azure AD role Security Reader.
https://learn.microsoft.com/en-us/azure/active-directory/governance/deploy-access-reviews#what-resource-types-can-be-reviewed
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1. 8% . &%

2.34F GN—TEF—L

3.1%E] A N—

-SATHA4IL

1. 7OEANyF—C0E|Y L THR - B

2. BRREIRHHARR 202244R1H

2022%F3R18 HEEIIUTORIZTT S R b1 —H —[ZPackage1ZE|Y 1 TET,

Name Email address
Guestl guest1@outlcok.com
Guest2 uestl )] om

20223828 HHt=1EGuest I Lih— FREEEDREZENY L TET,

2022F4R18 H7%E1=1EGuest3E LS ZRIN S R kA —H —Z%contoso.comIZHBFLE T,

2022444812 Guest3Z& £t IL—TICEBMLET,

UTORERIZDNVT ELWMEGEIX EWVEBIRLTLESWD, Z5THWMGEX DDWE ZBIRL TS,
EE LIRS ROAMESNET,

Statements Yes No
On May 5, 2022, the Guest1 account is in cantoso.com. O O
On May 5, 2022, the Guest2 accatint 1§ i €Ontoso.com. O O

On May 5, 2022, the Guest3 account is in cogia vl | Cro s aft

)

1E fiz:



Statements Yes No

On May 35,2022, the Guest1 account is in cantaso.com. ' @
On May 5, 2022, the Guest2 account is (s CONLOSO.COM. O

k_,,—'l

On May 5, 2022, the Guest3 account is in contoso.com.

Explanation:

Box 1: No

On March 2, 2022, you assign the Reports reader role to Guest1.

On April 1 the access package assignment expires. After another 30 days, well before May 5, the guest user account is removed.

Box 2: No

On April 1 the access package assignment expires. After another 30 days, well before May 5, the guest user account is removed.

Box 3: Yes

Note: Lifecycle

On the Lifecycle tab, you specify when a user's assignment to the access package expires. You can also specify whether users can extend their assignments.
In the Expiration section, set Access package assignments expires to On date, Number of days, Number of hours, or Never.

For On date, select an expiration date in the future.

For Number of days, specify a number between 0 and 3660 days.

For Number of hours, specify a number of hours.

Based on your selection, a user's assignment to the access package expires on a certain date, a certain number of days after they are approved, or never.
Note 2: By default, when an external user no longer has any access package assignments, they are blocked from signing in to your directory. After 30 days, their guest user account is removed from your directory.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-lifecycle-policy
https://docs.microsoft.com/en-us/azure/active-directory/governance/entittement-management-external-users
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D.EEVIVEETLET,

Ef:A(QAY FERET )

Microsoft Entra Permissions Management includes an Autopilot feature that allows you to create prebuilt or custom rules to automatically remediate permissions based on usage patterns, including removing unused


https://www.jpnshiken.com/q/68792-6421866/

permissions after a specified period such as 90 days.
The Remediation tab in the Permissions Management portal supports Autopilot rules to automate right-sizing of permissions, reducing manual effort.
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IEfiZ:

To restrict external invitations to a specific domain, you must configure the Collaboration restrictions allowlist within the Microsoft Entra admin center.
Step 1: Sign in to the Microsoft Entra admin center using an account with at least Global Administrator privileges.

Step 2: Navigate through the left-hand sidebar menu: Identity > External Identities > External collaboration settings.

Step 3: Scroll down to locate the Collaboration restrictions section near the bottom of the page.

Step 4: Select the radio button labeled "Allow invitations only to the specified domains (most restrictive)".

Step 5: Target the domain: Under the Target domains input field, type the exact domain name you want to allow. [Enter fabrikam.com] Note: If you need to include multiple domains, type each one on a new line.
Step 6: Apply changes by clicking the Save button at either the top or bottom of the page.

Reference:

https://learn.microsoft.com/en-us/entra/external-id/allow-deny-list
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IEfE: (EfEZRRLET)

You need to configure the fraud alert settings.

Fraud alert setting literally has an option to configure it to automatically block.

To enable and configure fraud alerts, complete the following steps:

1. Go to Azure Active Directory > Security > MFA > Fraud alert.

2. Set Allow users to submit fraud alerts to On.

3. Configure the Automatically block users who report fraud or Code to report fraud during initial greeting setting as needed.
4. Select Save.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings#fraud-alert
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Add Facebook as an identity provider for External ID

You can add Facebook to your self-service sign-up user flows so that users can sign in to your applications using their own Facebook accounts. To allow users to sign in using Facebook, you first need to enable self-
service sign-up for your tenant. After you add Facebook as an identity provider, set up a user flow for the application and select Facebook as one of the sign-in options.

After you add Facebook as one of your application's sign-in options, on the Sign in page, a user can enter the email they use to sign in to Facebook, or they can select Sign-in options and choose Sign in with Facebook. In

either case, they're redirected to the Facebook sign in page for authentication.
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Sign-in options
Sign in .. #7SigNin with Windows Hello or a security
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|: neone@example ' O Choose this only if you have enabled Windows Hello @

of 3 secunty key for your account
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Sign in with GitHub
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Sigain W oogle

Sign in with Facebook

;
@ O

Back

Reference:
https://learn.microsoft.com/en-us/entra/external-id/facebook-federation
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fi#R % Microsoft 365 Defender 7k— % JLH 5  Microsoft Azure 7 71) a9 2 ZEBMLET,

CNITEEZEFERLTLETH?

A. [T

B. LMVZ

IEfR: (EfEZRTLET)

https://learn.microsoft.com/en-us/defender-cloud-apps/manage-app-permissions


https://www.jpnshiken.com/q/68792-6421871/
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Ry FRRy BT HEM
BEHRDAzZUre ADTF 2 ML UTORICSETAI—Y—DNEFTNTLET,

Mame | User risk level
Userl | Low
User2 | Medium
User3 | High
LUTDRIZTRT Azure AD IDIRERY O —hERINET,

Type Userrisk | Sign-inrisk | _ Controls
User risk Low and above™, |.Unconfigured | Block access

policy AT Q7
Sign-in risk Unconfigured High Block access
policy g\ iceRoft
Risky1—H#—LHR— k &RiskyH 4 o4 U LR— FZHRL RORICRT LIIZELI—H—IIHLTT7I 23 VE2ETLET,
User EEMicrnsnfngt]ng\
Userl | Confirm useq,gqﬁ"'ﬁﬁromised
User2 | Confirmsign-in safe

User3 | Dismiss user risk

User2 {Confirm user compromised
UTOEELRICDOVWT ELWMEEIF R ZBRLTLLESVD, Z5THVNMESEF DOVE I ZBRLTLZED,
FEFELITIRA Y FAMESNET,

Statements

User1 can sign in by using multi-factor authentication (MFA).

User2 can sign in by using multi-factor authentication (MFA),

User3 can sign in from an anonymous IP address. |. - M |c¢'0 SoftO

Statements

User1 can sign in by using multi-factor authenticatian (MFA).
User2 can sign in by using multi-factor authentication (MFA),

usrs cansion n SRS TSt

Explanation:
Box 1: No




Blocked access prevents self-remediation through password resets & Azure AD MFA.
Box 3: No
Blocked access prevents self-remediation through password resets & Azure AD MFA Box 3: Yes Anonymous IP address sign-in risk is Medium.
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Ry ARy FMZEAT HERM
BEHRDMicrosoft EntraTF > FIIE UTFORIZRT A—HF—BNEFENTUVET,

Name Member of
Userl Groupl
User2 Group2
User3 Groupl, Group?
BEHROI—HF—YRIR) =2 UTOERENEENTUVET,
* BRREA:

0EHD: JTIL—T1

Brot g JIL— 72

g4 )Ry hIEEUL

* 74t ZHIE:

OF VD EREHATH:. INAT—FDEEEZERT S

A—H—DNAT4 2 L&53ETHE UTORICRT LI, A—HF—DURILRNILAEEINET,

TUser Risk level
Userl High
User2 Medium
User3 High

UTDERBRICOVWT, ELWMGEIE RIMZRRLTSES D, 5 THRWMEEEF DWWZ ZERLTLESY,
I B LITIRA VU RAMEShET,

Answer Area
Statements

Userl must change their passwerd.during sign in.

User2 must change theirpassword during sign in.

User3 must €hBREe their password during sign in.




Answer Area

Statements Yes No
Userl must change their password during sign in. @) O
User2 must change their password during sign in. O O
User3 must change their password during signfing @ O

A5 SC-300JFEIREE (LJPNTest.comiZft S SC-300JiAER 88T B 2 LIZBIZ B FE T | JPNTest.comlESREHSC-300J5EARIZEE 2124t L F 9. JPNTest.com SC-300JRERRIBEEIXE SEH INFELS,
CTSC-300JfSREENTA CI VS VEFITANET , REFRD 7 2 £ X _https://www.jpntest.com/shiken/SC-300J-mondaishu 885f. 3 0%7r « AA > k #8174 ZEI51a— F: JPNshiken|

B 77
I COMEX RLCLFIAZRTT S EOHED—ETY, OV —XDBMEICE RREN-BEZH-IARREOHLIMBEBDOEENEFENTVET BELY ML TE BROEBRLHLHEZEL HNE,
EENGEWNMEEIHYET,
DLV aAaVOBERICEZETLHE ENLROTHEETLHILIEITEFHA, ZDRH CNoDEBERIFETE@EICEIRTINEEA,
&7 = [EMicrosoft 3657+ > b EHEHB T,
Microsoft 365 H—E RIZT7 9 £ R 3 BIE, TR THI—H—5H Microsoft Authenticator 7 71) ZF A L TEERRL (MFA) 2175 RENHY T,
—EBDI—F—Hh5 YA o4 VEREFRIBLTLENZE DD 5T Microsoft Authenticator? 71 TEERZFIAMFA)D 7OV T kAR TENEEDRENH o 1=,
A—H—PELRRLTVVENZERTIERERE LGS . TO1—F—288MNIT0V I TH5LENHY FT,
iR %k Azure Active Directory Bt 2 —h b SERFIHN (MFA) D1—H—0J0Ov o /7Oy I EREEFERLET,
NIFEEEZERL TS EEZASTLLEIN?
A. [FLy
B. LMV R
Ef:B(aA U FERKT D)
Report suspicious activity and the legacy Fraud Alert implementation can operate in parallel. You can keep your tenant-wide Fraud Alert functionality in place while you start to use Report suspicious activity with a targeted
test group.
If Fraud Alert is enabled with Automatic Blocking, and Report suspicious activity is enabled, the user will be added to the blocklist and set as high-risk and in-scope for any other policies configured. These users will need to
be removed from the blocklist and have their risk remediated to enable them to sign in with MFA.
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-mfa-mfasettings#report-suspicious-activity-and-fraud-alert
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Ry ARy MMZET S ERM
BEERI UTORICTTAI—H—ZET /14T v FE®D Microsoft 365 TRV 1) T 3 & CHEIZE>TULWET,


https://www.jpntest.com/shiken/SC-300J-mondaishu
https://www.jpnshiken.com/q/68792-6421874/

Name Role
Adminl | Global Administrator
Admin2 | Application Administrator
Admin3 | Cloud Application Administrator
Admind | Application Developer
User None — MiEI'D.‘EDﬁ
ApplE WS RRIDA Y TLIRT7 T ) #TI04FTB5FETT, AppllEAzure ADIZEER SN Azure AD7 T r—avOoxT#ERALET,
FIVG—230TAXaRI3DA VR —ILEREL User1hAzure ADICApp1 2B TELKSITTIRELHBYFET . SOV a— a v &MERDORAIZEKSIBDENHY FT,
EDLI—H—INA VR P—LEETTRED, Tz UserlZIFEDRENZEY B TERED, BB THEUGA T a vEERLTLLESN,

T ERE LIRS VY EAMESNET,
Answer Area

User that should perform the installation: !*_;

Admin1

Admin2
wAdmin3
JAdmind

" =
Microsoftt
Assign User1 the role of: v

Application Administrator
Application Developer

Cloud Application Administrator
Global Administrator

1F fiZ:



User that should perform the installation: *'ﬁ
Admini 7
Admin2- () *
Admin3
} Agmind ]
Assign UserT the role of: v

Application Administrator
Application Developer |
Cloud Application Administrator |

ST —
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Ry ARy FMZET HERM
BEHII UTORIZERT 1I—H—% ST Azure Active Directory (Azure AD) T+ > F & EEHLTY,

Name | User type Wﬁ@ﬁw«d
Usert | Member ., | Xes OV
User2 Nﬂnb‘éw No

User3 | Guest No

Azure AD T B 1 T7ANT 1 & BERGMITANT A ZRETEDL—Y—FENTIN?BAETSHICE, EEFHTEYGA T a v EBRLTSESL,
TR EITIRA Y EAMEShET,




T ———

Job title property:

User2 only
User1 and User2 only
User2 and User3 only
User1, User2, and User3'

W ——  eg—

User1 and User2 only

User2 and User3 only
User1, UserZ2, and User3




Job title property: v

User2 only
User1 and User2 only

User2 and User3 only
User1, User2, and User3

Usage location property: v

User2 only

User1 and User2 only
User2 and User3 only
User1, UserZ, and User3

Explanation:

Box 1: User2 and User3 only

Job title property for directory synched users cannot be updated from Azure AD.

Box 2: User1, User2, and User3

Invite users with Azure Active Directory B2B collaboration, Update user's name and usage location.

To assign a license, the invited user's Usage location must be specified. Admins can update the invited user's profile on the Azure portal.
1. Go to Azure Active Directory > Users and groups > All users. If you don't see the newly created user, refresh the page.
2. Click on the invited user, and then click Profile.

3. Update First name, Last name, and Usage location.

4. Click Save, and then close the Profile blade.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-profile-azure-portal



https://docs.microsoft.com/en-us/power-platform/admin/invite-users-azure-active-directory-b2b-collaboration#update-users-name-and-usage-location

B R 80

Ry FRARy MZET SERM

contoso.com & LY5 & RITD Microsoft Entra 77> k& Y . ZDHIZ Groupt E WS ARIDTIL—ThHY £9,
TJIL—T1ZE, BEHOITEHMAOI—F—508 & BREHFAODI—F—508NEENTLET,

H1t(Z1& fabrikam.com & L3 &R Microsoft Entra 77+ > k& D/8— b F—BENWVET,
contoso.com & fabrikam.com®DE T, 77 > FRIORIEZHRELE T,

Group1® * >/ \—Z%fabrikam.comIZEIEAT SMLEAHY FT, V) 12— aVEUTOEHEZH-TRELAHY FT,
- ITERFID 22— — D H Hifabrikam.comERHIT AL S L TL &Ly,

FEEEBEOFHZR/NRICINZ S,

T+ rERBORETE ERLSLBIBREZTOIRETTIAN?2BZTAICIE BAEHETEILA T avEmBIRLTLESL,
o EFEEICIRA Y EAMEShET,

Answer Area

o

For the configuration object; (s v

From Expression builder, bulld an expression.
From*®Provision on demand, add Group1.

From Users and groups, add Groupd. e,
From Users and groups, ad- thedT 8épdnient dsers |

For the configuration object from Settings: [ v

Add a scoping filter
Add new attnbute mappings
Modify the attribute mappings

EfiZ:

Answer Area

For the configuration object: v

From Expression builder, bulld an expression.

From Provision on demand, add Group1.

From Users and groups, add Group1.

From Users and groups, add the IT department users

For the configuration object from Settings: | | v

Add a scoping filter
Add new attnbute mappings
Maodify the atinbute mappings
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Microsoft Entra 7F > M2 > &tz Azure Y TR )T a3 ohHBYET, 7F 2 MZIE Appl EWVWSRRIDEEREAT T HNEENTULET, Microsoft Entra 77+ > b &EHFD/\— hF—BLHYET . 7Tk
21, App2 EWS BRTIDEREFAT TIUNREENTUVET Appl N App2 IZT7 VLA TEE I LEZHERT INEAHY FT,

Appl WMERATZEHERBERII 2BEHYET , TN TNOEREETELLEY )1 —2 3V ERLET,



EE ELWVSEIRZEICTIARA Y G ESIET,
A T+—2 K ID

B.1—4%—7ho

C.TUBALINAT—F

D. iEFRE

E. %

IFfig: (EfiZ R LET)

B RE: 82

Microsoft3657+ > kD HYET,

YA AT I T4 ET 4 LiR— I AEDEEEEIEXChangeBEEBE A —([CHA A U LIzZEHERLTUVWET,
AXRIZExchange BBt U2 —~DT7 IV A ZHREL BEICHLTHA 4027090 FTIRENHYET,
fAIZERT DRENHYFETN?

ATALY MINDA—F—ERRETEIT I RNV T—D

B.T4LY NADI—H—0RETEIT I RNV r—
C.TAPL—HY—%RHRELEZIIL—TR—XDT7IV R LEa1—

D. 7R FA—H—%XHRELELIET IV Tr—23 VoR—RDT7 VAL Ea1—

Eff:C (AU MEREEKT D)

You can target a group with a conditional policy to detect and remediate the login at the end of each month.
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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&1 1=1EMicrosoft 365 ESEMH TR Y1) T avEaEHHTY,

A—HY—[E H—FKN—TFT 1 DISO KT TIVREBEDT—RIZTIERTEIEEREBLET,

FITVDNBMERESLEL L HMD20AULLEDI—HF—ICL>TERRBINTVWBIIGFEEICM) A—SNET7 53— b Z2RETIDLELHYFET,
Microsoft Defender for Cloud AppsTl&, ED R A TDR) o—ZERTRETIT M ?

A 7TYVERR)—

B. 77 tAXKR) o—

C. QAuth7 7y R1) —

D. BE) A&t
EfR: (EfEZzRTLET)
Correct:

* OAuth app policy

You can create an OAuth app policy in the Microsoft Defender for Cloud Apps portal (now part of App Governance within Defender XDR) to generate alerts when an app requests high permissions and is authorized by a
specified number of users, such as over 20, helping you detect potentially risky, overprivileged apps. These policies allow you to monitor, block, or flag apps based on permission levels (high, medium, low), publisher
status, and user authorization count, enabling proactive security management.

Incorrect:

* access policy

* activity policy

* anomaly detection policy

* app discovery policy


https://www.jpnshiken.com/q/68792-6421878/
https://www.jpnshiken.com/q/68792-6421879/
https://www.jpnshiken.com/q/68792-6421880/

Reference:
https://learn.microsoft.com/en-us/defender-cloud-apps/app-permission-policy
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Ry FRRyY FMZBETHER
Azure Y TR Y1) T aUIZlE, Groupt EWVWSERIDTIIL—TE Usert LU User2 E VNS BFID 2 ADA—HF—MNEENTULET, Userl [ Group! DA 2 /N\—TT
App1EWVWSBRIDIVA—TSAXT TNV r—2 30 &&8BLET,
App1D I ITH—ERT TN r—2a o7 REF/HMICL UTOREEERLET,
- A—Y—MNIDT TV —2 3 0ADT I REERTBHIEEFHAT 5 (XL
-EYETonzA—HY—FEDTIL—TIZTEMLETH: FIL—T1
-ZDT TN T—=230~ADT Y RAEHAT HHENKBEERT S (LKLY
ST TN —=2 3 oADT I ERERBTETHDILHETT H: User2
UTORERIZDVWT ELWMEEIE WO EBRLTLLESVD, 25 THEVNEEF DWWA JZBRLTLCEZEL,
EEfE LIRS FOAMESNFET,
Answer Area

Statements Yes No

User1 must request access to App1 before they can use the app. O O

If User2 requests access to Appl, they will be added to Group1 automatically. O O

User2 can approve App1 requests by using the Microsoft Entra admin ¢enter ™) <O @)
1E fi%:

Answer Area

Statements W\ Yes No

User1 must request access to App1 before theycan use the app. O O

If User2 requests access to App1, they will be added to Group1 automatically. O O

User2 can approve App1 requests by using the Microsoft Entra admin center. O O
pox f:ea

Box 2: No



Being allowed to approve access to an application in Azure self-service application access does not automatically assign you to the application's group. While you can configure an application to have a specific group
assigned to it upon approval, the approver themselves is not automatically added to that group.

Box 3: Yes

For self-service application access in Azure, approvers utilize the Microsoft Entra admin center to review and make decisions on access requests. Specifically, approvers can access the "My Access" portal within the
Microsoft Entra admin center to view pending requests and either approve or deny them.

Reference:

https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/manage-self-service-access
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Ry FRARy FMZET HERM

H1xT=IE, Group1 &Group2& WS BRID2DD Y )L— T & &L Microsoft 365 ESH TRV ) T a v EmMBLTLET,
DY IR T avIZE UTORICRTI—F—DNEENLTNET,

Name Member of SJVReleosoft
User1 Group1 None

UserZ Groupd Global Administrator
User3 Group1, Group2 None

UTOEMMETIOER R O—2ERLET,
LR AR > —1

aA—H—:

oEHB: JIL—T1

Bt FIL— T2

R YY—R:
OEBEFENBED: TRTDISHET T
15 .

0TV REHATH: LEXRDBIMEERT S
tyial:

0 759ty a it ki LA
R AR —2

aA—H—:

0EDLS:

- T4 LY FIDEE: SO—NI)ILEEE
-1—Y—& 45 )L—7T: Userd

RN &R T IL—TF2

MR Y—R:

OBENDID: TRTDYSIEKTTY
ttyiar:

o BT A HEE :

TEHAFREE 2/F[E &

UTDREBRIZDOWT EELWMESIE KWV ZBRLTLKESWD, Z5THEWMESIE DDWE 1 ZEIRLTLLESLY,
T ERE LIRS Y EAMESNET,



Microsof t_

Statements

User1 will be prompted for the Stay sagrued in opﬁnn when they sign
in to the Microsoft 365 portal. ’

User2 must reauthenticate to Micrusgil;._iﬁs Apps every two hours.

& il

User3 must reauthenticate icnlﬁkmscft 365 Apps every two hours.

1EfiZ:
ANsSwer Area r—l i

Microsoft
Staternents ' Yes No
User1 will be prompted for the Stay signed in otidh, wiien they sign g2 O
in to the Microsoft 365 portal.
User2 must reauthenticate to MiGraSéft 365 Apps every two hours. o
User3 must reauthenticate to Microsoft 365 Apps every two hours. O &
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Microsoft Entra 73 > kIZI&, RemoteNetwork1 & RemoteNetwork2 & LS BRID2DD Y E— bRy FT—0 & RORITETI—H—HEENTLET,

Mame | Member of
User1 Group
Liser? Group
Lser3 Groupd

BERIIUTORICRIHFEZLFLTY,

Name Global Secure Access client User Connecled to
Devicel | Deployed Userl | BemoteNetwork1
Device2 | Mot deployed User2 | RemoteNetworkl
Device3 | Deployed User3 | RemoteNetwork?2

EHFETIOER R O—IZUTORENHY FT,

* & il: CAPolicy1

* SRR

- A—HY— HI—T1 FIL—T2

- ®& 1) Y —X: Global Secure BEMLEITARTDA Vo FZ—FRy F)Y—X

TR

* T 91 R

-EFH] - BERFTEIEERT S

*IRY—FBMT S A

SO—NLEF1T7F7HIER(GSAA)D kS5 T4 v o LTFORISRT & 5 CHRSNET,



Femetenetwer Tt fesains - Edit an assignment (Microsoft traffic profile)
Traffic forwarding brathc proibe

=+ Add assignments

) matresh & Got feadback?
Hame

Manage traffic forwarding profiles

Traffic forwarding profiles enable admins to forward
upers nunning the Global Secure Access client. For ch
Learn more

'::_} O of migde profes ane configured and ready 10

@D Microsoft traffic profile

Erabled

Last m{rﬂ' e uﬁ ﬁlﬁ_l L

|- ""'

. -'n
Appliesto || "-j v
Interret trllhr:g l-ﬁnwﬂ LEROES
Microsoft traffic policies
4 policies View

Linked Conditional Access policies
1 polcy View

User and group assignments . . . f
0 users. 1 groups assigned View . M I c ro S 0
Remote network assignments

1 assugned remote networks Edi

UTOEERIZTDVT  ELWMEEIE KL ZRBIRLTLESWD, £S5 THNMESE DOVZ ZEBRL TS,
T EEEITIRA Y FAMEShET,

Statements Yes No
When User1 signs in to Microsoft Exchange Online, the mlﬂ prompted for multifactor Q O
authentication (MFA).

]
When User2 signs in to Microsoft SharePoi user will be prompted for O

multifactor authentication (MFA).
When User3 signs in 10 Microso (@m« thtﬁermﬂhep=.¢MV ft O
authentication (MFA). *\é TC’TO g O




Answer Area

When User1 signs in 10 Microsoft Exchange Online, the user will be prompted for multifactor O

authentication (MFA)

When User2 signs in to Microsoft SharePoint Online, the user will be prompted for O
multifactor authentication (MFA)

When User3 signs in to Microsoft Exchange Online, the user will be prompted for multifactor
authentication (MFA)
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BEHIE UTORIZTEI 1I—F—% &L Azure Active Directory (Azure AD) T+ > b EHEEL T,

Name | Member of Multi-factor authentication (MFA)
User1 | Group1 Disabled
User2 | Group?2 Enforced

UTORICRIGEAAFAREETY,

Name Private address space | Public NAT address space
Location1 | 10.10.0.0/16 20.93.15.0/24
Location2 | 192.168.0.0/16 193.17.17.0/24
TTYUMIE UTOBREF DAFHEOr—2 3 URNEFENATULET,
* LRI HAT
*EETESGRELTIT—7: &%

IPv4&iE: 10.10.0.0/16 -

MFADIEETZ 5IP7 KL R&HIE£193.17.17.0/24 T,
* 7. CAPolicy1

* BRRE

-A—HY—Ff=[FT—5 00— FoID: ¥ I)L—T1
-OSHRTITVERRTIV IV TRTDISIRTTY
3

-G EETE ST RTDIGA

* T 1 Xl

-5

-TORREHAT L BERFPIEERT S

-y a3 0EDaY FO—LARIRENhFE LT




CRUS—FERERT S A
UTOHERIZTDVT ELWMERIE KL ZRBRLTLESWD, £S5 THWMMESE DOV JZERL TS,
TR EITIRA Y EAMEShET,

Statements

If User1 connects to the tenant from IP address 10.10.0.150, the user will be prompted for
MFA.

if User2 connects to the tenant from IP address 10.10.1.160, the user will be prompted for

MFA.

If User2 connects to the tenant from IP address. 192.168.1.20, thmiv&tig o Sﬁ
MFA. 6 go

Statements Yes No
If User1 connects to the tenant from IP address 10.10.0.150, the user will be prompted for O | O
MFA.
If User2 connects to the tenant from IP address 10.10.1.160, the user will be prompted for 0| | O
MFA.
LI% % i . -
:#frz connects to the tenant from IP addresSHk _Z.1W, gtmgwﬁtpted for O O
Explanation:
Box 1: No
User1 will not be prompted for MFA because user not in CA scope and MFA is disabled.
Box 2: Yes

User2's source IP is 10.10.1.160, the public IP of which is in the range of 20.93.15.0/24, which isn't a trusted MFA range. Besides, User2 is a per-user MFA-enforced user. Therefore, User2 will be prompted for MFA.
Box 3: No

The public IP address of 192.168.1.20 is in the space of 193.17.17.0/24, which is an MFA-trusted IP range. Although user2 is a per-user MFA-enforced user, it won't be prompted for MFA.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

EF:.E]: 88
BRIZTRENTULVSD & 512 Azure Active Directory Azure AD)/NR T — FREZHERLET, BRIZ2ITZIUVILET,)



Custom smart lockout

Lockout threshold (0 5

Lockout duration in seconds () | 3600

Custom banned passwords

Enforce custom list ® ) No

Contoso
Litware
Tailwind
Custom banned password list )| project
| Zettabyte
MainStreet

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory No
Mode © IICTOS0TL pudit

ROINRAT— RZFF@ L TLET,

PrOjectlitw @ re

T@ ilwind

COnt0s0

EQIRRT—FRTOv oy IhFETM?

A. PrOjectlitw @re$ & UT @ ilwindD &

B. COntOs0®M

C. COnt0s0, PrOjectlitw @ re. £ &K UT @ ilw1nd
D. COnt0sOH & UT @ ilwind D #

E. COnt0s0& & UPrOjectlitw @red &

EfE: (EfEZRRLET)

After normalization we have :

- PrOjectlitw@re - > projectlitware = 2 points

- T@ilw1nd -> tailwind =1 point

- COnt0s0 -> contoso = 1 point

You need 5 points therefore everything is blocked.

B 89

# L L) Microsoft 365 E5 T+ > FEERLET,

A—H—HEL IP 7 FLRAM S Microsoft 365 R—2 JLIZHE#H T 5 & ZC, BERDI (MFA) 2FRATELSICROOND L #HRTIVHENHY £5,
RIZHRETIHENHY FTH?


https://www.jpnshiken.com/q/68792-6421885/

AYAo42 YR R —
B.1—H#— )XY RI—
C. MFA &R o —

IEf#: (EfEZRTLET)
Examples for Sign-In Risk:

- Anonymous IP address

- Atypical travel

- Malware linked IP address

- Unfamiliar sign-in properties
- Leaked credentials

- Password spray
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Ry FRARY MY HEM
HEHDAzure Active Directory(Azure AD)TF > MZIE RORIZFT A—HF—DEFRTLET,

None

Privileged authentication administrator
Global administrator

Azure AD Privileged Identity Management (PIM) Tl& RORIZRT LS O—/NILEBEO—ILEZEBRLET,


https://www.jpnshiken.com/q/68792-6421886/

& edit

Setting State
Activation maximum duration (hours) 1 hour(s)
vRequire justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate No
Apieerosoft None
Assignment
Setting State
Allow permanent eligible assignment Yes
Expire eligible assignments after 4
Allow permanent active assignment Yes
Expire active assignments after -
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment Yes

A—H—1ESO—NILEBEO—)LOBEKREELTLET,

UTOERBRBIZDOVT ELWMEEIF FIMZRBRL TSN, E5THRWMESEF DOVZ JEERLTLESY,
I EREE LIRS Y RAMEShET,



Answer Area | Mi Cros Of't

Statements

User1 requires Azure Multi-Factor Authentication (MFA)
to activate the Global administrator role.

User2 must approve all activation requests for the Global
administrator role.

User2 and User3 can edit the Global administrator role

assignment.
1F f#:
AnswiliRyer; -5 oft
Statements Yes No
User1 requires Azure Multi-Factor Authentication (MFA) fe] O

to activate the Global administrator role.

User2 must approve all activation requests for the Global o 0
administrator role. |

User2 and User3 can edit the Global administrator role
assignment.

Explanation:
Box 1: Yes
MFA is required on activation



Box 2: No

The Privileged Authentication Administrator can set or reset any authentication method for any user, including Global Administrators.

The Privileged Role Administrator can manage role assignments, including the Global Administrator role, in Azure Active Directory, as well as within Azure AD Privileged Identity Management. In addition, this role allows

management of all aspects of Privileged ldentity Management and administrative units.
Box 3: No

The Privileged Authentication Administrator can set or reset any authentication method for any user, including Global Administrators.

The Privileged Role Administrator can manage role assignments, including the Global Administrator role, in Azure Active Directory, as well as within Azure AD Privileged Identity Management. In addition, this role allows

management of all aspects of Privileged ldentity Management and administrative units.
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Azure ADTF > b EHBELTT,
A4 URBEIFHI0EZA Y7 CDLEWMELETERAI—FAYI T MEREEZEETINELHY FT,
Azure AD BBt VA —TIX EDKSHBEREFITOINETIMN?

A. FBEID3EHA

B. /XX — F{RiE
C.1—H¥—JRIKR)—

D. Y4 V1 VYRR S—
Ef:B (A FEHRKT D)

https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-lockout#manage-microsoft-entra-smart-lockout-values
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Ry FRARy FMZEET S ER

HEHRIZIE, contoso.com & fabrikam.com & LS & RTD 2 D0 Microsoft Entra 73+ > kW H Y ET,
Contoso.comIZIE LTFORIZRTI—HF—NEENTVET,

MName Type
Userl | Member
User2 | Member
User3 | Guest

Name | Membership type Members
Group1 | Assigned User
GroupZ2 | Assigned Group1, User2

contoso.com M 5 fabrikam.com ~DTF > FEIEEAE

=L

ax e

Contoso.com|IZIE U TFDRICTRKT TIL—THREENTLET,

L.User3 & Group2 @7+ > FEREAZEADICLET,

UTDERBRICDOVWT  ELWMGEIE FRIMZRRLTSES D, 5 THRWMEEEF DWWZ ZERLTLESY,
T EFEITIRA Y MBS hET,


https://www.jpnshiken.com/q/68792-6421888/
https://www.jpntest.com/shiken/SC-300J-mondaishu

Answer A [\icrosoft
Statements Yig Mo

User1 will synec to fabrikameom.

User2 will sync to fabrkam.com.

User3 will syng to fabrikam.com.
1E fi%:
Answer Area

Statements

User1 will sync to fabrikam.com,

User2 will sync tafabrikam.com.

User3 will sync to fabrikam.com,
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Serverl E WS ZRIDA 2V T L I RY—N—hm'%H Y & Z TWindows Serverh’TFE L TLVET,

Microsoft Entra 77 > MIZIX ApplE WS ERIDT T ZEFENEETNTULET, App1(Zld, Microsoft Graph7 TV 4 —2a v D7 RFANTEShTULVET,
App1ZH HR— b B LS ICREBZEETIDLELAHYET V)2 —aVIEUTOERERB-ILELHYFET,
-ApplIEtHARY FT—I W DHT I L AARETHIDLELAHY FT,

- App1 DEREIERIE, FXTRELTRELGEY FEA,

-Server! EQEXMFRRAS a1 —IL FRI L,

AppI~DEREEFITLVE T,

ESTNIELWTIN?EEZFTSHICIE, BERCTHEUIGERBEZEATLIEIL,

ECEF LIRSV EAMESIhET,



Answer Area

14

||-.'-. N :"' Ty _w__" '—'!f—'l )

VIICTOSOI 1

B, W B B S B S . ww’ -
n the tenant configure: >

An authentication method

A Conditional Access policy

A _f_\_fli_t:rééﬁftmEntra application proxy
A permission classification

Configure scheduled tasks on Serverl to authenticate by using a: ¥
Certificate

Client secret

System-assigned managed identity
User-assigned managed identity

Answer Area

In the tenant coniigure:
An authentication method

A Conditional Access policy
A Microsoft Entra application proxy
A permission classification

Configure scheduled tasks on Server1 to authenticate by using a:

Certificate

Client secret

System-assigned managed identity
User-assigned managed identity |

Explanation:

Box 1: A Conditional Access policy

To restrict access to a Microsoft Entra app registration with Microsoft Graph application permissions to only the corporate network, Conditional Access policies are used. These policies allow administrators to define rules
based on various conditions, including network location, to control access to resources.

Box 2: User-assigned managed identity

It is possible to use a managed identity to configure non-interactive scheduled tasks on an on- premises server to authenticate with an application that has Microsoft Graph application permissions within a Microsoft Entra
tenant. This involves leveraging a user-assigned managed identity, granting it the necessary permissions to access Microsoft Graph, and then configuring the scheduled task to utilize that identity for authentication.
Reference:

https://learn.microsoft.com/en-us/graph/migrate-azure-ad-graph-configure-permissions

https://docs.azure.cn/en-us/app-service/configure-authentication-provider-aad
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HEf=FAzure 7R ) T a v EBELBTY,

BT LERITYI DT TR 7 H—ERXR(SaaS) 7 FUr— 3 vFFELTWNET,

77 Azure ADA—H—DBEETAED IV J %Y R— L TWAZ EEZHERTILENHYET,
TIVEEDREREYR— I RETLLOIN?

A. OAuth 2.0

B. WS-Fed

C.SCIM 2.0

D. LDAP 3

Eff:C(AAV MEHEEKT D)

https://learn.microsoft.com/en-us/azure/active-directory/app-provisioning/user-provisioning
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App1 EWVWSBRIDA VTLIRT7 T r—avhipUET,
HEHR(EIMicrosoft EntraTF > F & HHEH T,

& 75 1= IEMicrosoft Entra Private AccessZ{£fH L TApp1 2 2T 3 FETT,
TI2AR— TR TAT7AILEEBNTILENHY FET,

Microsoft EntraB Bt o4 —TlX . FEDTL—FZEFERIThIELNTTHM?
AVE—brxRrY FT—S

B. X @ EmX

C.t¥xaUsT«47BI774)

D.axV %

IEfR: (EffZzRTLET)

Enable the Private Access traffic forwarding profile

Browse to Global Secure Access > Connect > Traffic forwarding. Select the checkbox for Private Access profile.
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FSwvd7rRroy JTRE

BEHRDR Y b T—2I1Z1E Microsoft Entra ConnectZ {f F§ L TMicrosoft Entra ID & E#i9 %, contoso.com& LN &AFIDA > 7L = XActive Directory KA 4 UMEFENTWVWET , DO R AAS VIZIE ROKRIZKRT 1—
P—MNEFEFNLTWVET,

User principz! name Proxy address
(UPN)
user1(@contoso.com smity: user1@contoso.com

smtp: sales@contoso.com
user2@contosn.com smtp: user2@contoso.com
smtp: user.2(@contoso.com
smtp: service@contoso.com

Active Directory1—H—&,a Vv Ea—42—h b ROI—F—%FBMLET,
- A1 User3
- UPN: user3@contoso.com

- 77X 27 KL X: smtp: user3@contoso.com_ smtp: sales@contoso.com
Active Directory1—H—, oV Ea—42—M 6 RORITRT K52, F1—F —DproxyAddresses@EZBFH L 7,


https://www.jpnshiken.com/q/68792-6421891/
https://www.jpnshiken.com/q/68792-6421892/

Name Proxy address
Userl smtp: admin@contoso.com
User2 smitp: sales/@contoso.com

FERPAZETLET,

Microsoft Entra Connect@®EI#ATIE, K1 —H— IR L TCEDRPRT—F ANRENFIT N ?EZETBHICIE BYUHBRAT—FARZELWVWA—H—[Z RS9I LTLESW, FRAT—2XIE 10 E#HE £-(EF-71=<
FREINEWVEELADYET VT UYERTTBICIE RAVEDREN—F FSvTT N AV O—ILTE20HELAHDIGEENHYET,
ECEEEICIRA Y RAMESHhET,

Statuses | /! .AnswerArea
e T
[
AttributeValueMustBeUnique €Iror OCCUrs Userl@contoso.com E i
A J
: e e e
L | SoftMat ror occurs. X
nvalidSoftiatch € > User2@gontoso.com ! i
T — J
ObjectTypeMismatch €rror occurs. [Fmmmmmmmm = mm e m e m e
i
User3@contoso.com | i
s st SR J
Successfully synced




Statuses

ObjectTypeMismatch EIror OCCcurs.

EFDT 97
EHIFFZE1 - Contos
=

o, Ltd

Answer Area~

Userl@contoso.com

User2@contoso.com

User3@contoso.com

Successfully synced

AttributeValueMustBeUnique €ITOr occurs

InvalidSoftMatch E€rror QCcurs.

Contoso, Ltd.I&, EV A —ILIZAHRZFEZT OV R LT MUIZEEFE DO UYILT A VI8 TY,

Contosol&Fabrikam, Inc. & LV 5 &1t & 1RIERR(Z & 5 , Fabrikamldfabrikam.com & LY 5 & B0 Azure Active Directory(Azure AD) T+ > R E#FRE L TS,

BFRE, BIFIRR

ContosoD#A > FTL T ARy kT—4(ZI&, contoso.comé& LyS ZRTDActive Directory KA A4 UMEFENRTWNVET,

ZD R AA 2IZIE, Contoso_Resources & LS ZRTDMAMES (OU) MEENTULVE T, Contoso_Resources OU [ZIE, T RTHIA—H—¢LaVEa—2—HMNEENTNET,

contoso.com Active Directory KA A UIZIE RORIZKRTIA—HF—HAEENTNVET,

Name

Office

Department

Admin1

Montreal

Helpdesk

User1

Montreal

HR

User?2

Montreal

HR

User3

Montreal

HR

Admin2

| London

Helpdesk

LidafaCTOS01

“London

Finance

Users

London

Sales

User6

London

Sales

Admin3

Seattle

Helpdesk

User7

Seattle

Sales

User8

Seattle

Sales

User9

Seattle

Sales

BE7FIR1E Microsoft 365/AzureIRiz

Contosoldcontoso.com& LD & HIDAzure ADTF 2 FZRALTEY TNIZEUTO S A £ AMNEEM T TLNET,

* Microsoft Office 365 Enterprise E5




*IUA—TSAXEEYTFa4+EF2) T4

* Windows 10 Enterprise E3

*JFaoxy MHES

Azure AD Connectld Azure AD & Active Directory K A A >4 —E X(AD DS)DRITHEE SN TWWET, B S 5 DILContoso_Resources OUNH TT
ANLVTTROEBEL A ——REZEET H-HIZHEMICMicrosoft 365BEBt U2 —%FRALET,

WE, A—F—EEE(IMicrosoft 365E B VA —4FRALTIA UV REZFHTHEYLETTVET, UTOHINERE T RXRTOA—HF—IZTRTOIA VAN YLBTSATLNET,
*OY R4 74 AD1—H—(E Microsoft 365 Phone System®D 5 4 £ AMNKE|Y B THRETT,

OF FILA T 4 ADL—H—Id_Yammer Enterprise 54 £ X EKRE|Y Y TDIRETT,

contoso.com CTIE XU T4 DT T4 FEENEMZHEH>TUHET,

Contosold BEEO— L ZRET B1=HIZAzure ADDHEHHEIDEEPIMZHEHALTLET,

BFIRE, BER

OAVMVRIIUTOMBERZHERL TS,

CBE T RTOANLTTRY EEBEIE Microsoft 3657+ > F&KIChz 51— -5/t REEBEBTEET,

*A—H—EEEMNS(L ContosoDEF T4 AT EIZEB D SA UV ABREZFHTRET ADITAB L EVSIHRENTFELONTLET,

ANILVT TR EEBEL EGEMicrosoft 365 —EXRB LUV T TIADRHT VLA EFANT V2R ETOEDaZ VI 5DICHKEENTTETNS,

CIRAE ANLVITTRAYEEER ELSLEBERCARBLELIC, A—YV—EBBEO—ILEZFALTIRIVEETTEET,

*Azure AD T [BJ] / — F%:#EIRT S & Log Analytics DIEENEBRIICHE D TWEWI EEFRI IS —AVvE—IUNRTEINET,

BN FESNTWVWIER

OVMVKRRUTOEEZERI SAFETY,

*EILITH—ERNRT—FK) vy MSSPR)ZEET 5,

* Azure MonitorZ R L T Azure &7V T4 ET4 QT &0 LET,

*TFUMIEMENEFRLI—Y ISV REYHTEBRIELET,

*FabrikamD1—H—¢EBA L THRYI—T T4 T F v oR—VEERT B,
*1—H—EEEO—LERFEL BENET ARICELMDHBALRRNIVELLRSELSIZLET,

*ApplEWVWDS BRID EFBFERDHRAR LAzure Web7 T #RELFET ApplldA 23—y kWO T IO CRAEET Azure AD7H O b EERLTHRIEESNFET,
*I—HTF 4 T EBMADOFHRL—F—M[ITIZ Microsoft SharePoint OnlineDH A b FIL—T BEUVT7 TIUADT O AEREMHET S -OOBERZETI—V JO0—42FELFET,
Contoso#t (dAdatum Corporation& LN 3 R # BUNT 5 FE TY , Adatum& LY S & RTDActive Directory# B AL (OU)AIZ , #FHT=IC100 ADAdatumA—HF —AMER S hFET , SnoD1—HF—[FAY R &7 MLICHLR
ZELFETY,

2, B ES

Contosoftld U TOHEMEBEHZRHELE L1,

*FARTOI—H—(L AD DS H 5 contoso.com Azure AD TF > MMZRIEASN TSR ENH Y T3,

* App1 IZ1Z  https://contoso.com/auth-response 353 ) %4 LY k URI NLETY,

A —ADSA U REYETE, A —F—DFERICEDVWTEIMNIZITHOAZRENHY FT,

* Fabrikam®D 1 —H—I&, ¥ —4 T 4 > &AM SharePoint¥ 4 FZHZAIOBE TV XA TEIZNEAHY EFT,

*Azure AD TEIT NI EBRFIIEEXNR LT IVELAHY ET BEEOJ (X1 FRREFTIVELHY ET,

*ALVTTRIVEBEIL, TNETNDA T4 RICFART 51— —DSA o ADAHEEBTELIRENHY FT,
*A—H—DEITNBESNEAREELHIEE . A—F—IZF/RT—FOEEZ®BH LG ITRELZ S,

=15
Ry PRy MBI HERM



ANLVTTROEBEICEDSTA U REEIZIE BT ESEHBE-ILENHY FT,
BAOICAIZERTAREN . ZFLTEDY—ILEZFRAIARNEN?RIZHMTEY LA T a vERRLTLEE W,
ECEFEEICIRA U RAMESHET,

Answer Area

Object to create for each branch office:

n&|v

An admi nlst_[atlvagmf

K A2 i e Acusmm
Microsott Eﬁb

)* Azure Active Directory admin center
Active Directory Administrative Center

Active Directory module for Windows PowerShell
Microsoft 365 admin center

Efi#:
Answer Area

Object to create for each branch office: | v
R AL simmsands An administrative unit
Microsoft Acustomrole

ﬂ Dvna mic User secunw group

An OU

Tool to use: v

Azure Active Directory admin center
Active Directory Administrative Center

Active Directory module for Windows PowerShell
Microsoft 365 admin center

Explanation:
https://learn.microsoft.com/en-us/azure/active-directory/roles/administrative-units Administrative units restrict permissions in a role to any portion of your organization that you define. You could, for example, use
administrative units to delegate the Helpdesk Administrator role to regional support specialists, so they can manage users only in the region that they support.
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contoso.com & L3 &1 Microsoft Entra T3> kDHY  FDHI(Z AUT EWVWS RRIDEEEAE Userl XU User2 EWLWSEFTID 2 ADI—HF—H ULV ET, Userl [ AU1 D A 2 /N—TF,
LUTORBFNYETERITIDIRLEANADYFT,

-A—H—1 X2 T4 EEE

-A—Y—2 A —H—FEH

FE1—Y -2, EOHETRIAZINVHETEHIEATETEIN?EETHICE BABEFECTEULGA T a VvEERL TS,



o EREEITIRA Y RAINEEINET,
Answer Area

User1: @

AU1 only
contoso.com only
AU1 and contoso.com

User2: "
HETTAUT only

contoso.com only
AU1 and contoso.com

1E#Z:
Answer Area

User1: v

AU1 only
CﬂntGSD.Ggm Gl‘ﬂy MicrosoH
AU1 and contoso.com

User2: v

AU1 only
contoso.com only
AU1 and contoso.com
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Xl T4 DEEBMNESIZL > TULVS Azure Active Directory (Azure AD) T+ > F &2 EHL T,
ROBIZRT LS, FHMAETIER RO —FERLFET,



New

Conditional access policy

Control user access based on conditional
access policy to bring signals together, to
make decisions, and enforce organizational
policies. Learn more

Mame *

Poligyt

/]

Assignments

Users and groups (D
Specific users included

Cloud apps or actions (1)
All cloud apps

Conditions (O
0 conditions selected

Access controls

Granmt (1)

0 controls selected

Session ()
0 controls selected

Enable policy

Cﬁ.epnrt-ﬂniy &E» o )

RIZRENFERICEOSVT, FRNBEZTEHASESIBRZZ OV TF I A Za—2FALTRERRL TS,

T EEEEITIRA Y RAMEShET,

=" Microsof

Control user access based on users and groups
assignment for all users, specific groups of users,
directory roles, or extemnal guest users.

Learn more

Include Exclude

O None
O All users

@ Select users and groups
|:| All guest users (preview) @
|| Directory roles (preview) @

Users.and groups

Select (O

1 user

Userl 2
userl@sk200922outlook.onm...




Answer Area

gl O 'éthIl ér) 5@'{;}'@6 for multi-factor authentication (MFA)
when accessing Cloud apps, you must configure the [answer choice]l. [ Conditions settings
(Enable policy sefing
Grant settings

Sessions settings

Users and groups setting

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. [ Conditions seftings

Enable policy setting
Grant settings
Sessions settings
Users and groups setting |

Answer Area 1 M(:rOSD "

To ensure that User1 is prompted for multi-factor authentication (MFA) . -
when accessing Cloud apps, you must configure the [answer choice] " [ Conditions settings
Enable policy sefting _
Grant seftings
Sessions settings
Users and groups setting |

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. [ Conditions settings

Enable policy sefting

Grant seftings

| Sessions setings

Users and groups setting |

Explanation:

Create a Conditional Access policy

1. Under Access controls > Grant, select Grant access, Require multi-factor authentication, and select Select.

2. Confirm your settings and set Enable policy to On.

3. Select Create to create to enable your policy.

Sign-in frequency

Sign-in frequency defines the time period before a user is asked to sign in again when attempting to access a resource.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-conditions
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session#sign-in-frequency
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Ry ARy MMZET HERM

EEHIL Team1 & 0LV3 &RID Microsoft Teams F—L &  Group1 £ & U Group2 & LVS &HID 2 DD Microsoft 365 ' IL— T E# &L Microsoft 365 E5 H TR Y T a3V EMRALTWET, ZOY TR YT aviC
X RORIZRTA—H—NEFENTLET,

Name | Member of Role

User1 Group1 None

User?2 Group?2 None

User3 Group1 Global Administrator

UTDREEZEDIDTIERNRN—CH#ERLET,

R Ny r—21

1)) —ZADERE:

oF—L1 FA—F—

FOEVREYYDIARTERLI—HY— T4 LY FNJRADODI—H—
OBREDNI—H—LJIL—T: JI)L—T1

ABNRBE (F

o HEENEHHDIERAZRD S LR

0RT—UH A

o mWDEREE: F—L1,1—H—3

ABEDIEZILEZRD D (T

HFHLOWIOIRMEARIZT S EL

BEAR:

TORANYTr—U0E| Y B TIX7TARTHRYINE G Y FT,

0 1—H—[IHEDIALSAVE) YV IARMTEZET: (T
UTDHERIZDOWVWT ELWMEEE KWV ZEBRLTLKEZSVD, £S5 THEWMESIE DOVAZ JZERLTLCESY,
EEE LIRS FOAMESNET,

Answer Area
Statements

Userl can gain access to Team !I-,r r-hqklrx*'-.?'-‘hl Pa iu'ln:‘"1

User2 can gain access to Team ¥ by requesting Package1

User3 can approve hjﬂwrh;ihpﬁq‘rriqn@?




nswer Area

Statements Yes No
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Ry FRRY FMZEAT HERM

contoso.com & LV5 & REITD Azure Active Directory (Azure AD) T+ > kA B Y  ZDHIZ Usert LW ZRDA—HF—NEFEELFET,
A—HF—1F UTORICRTITNA RAZMBELTVET,

Name Platform Registered in contoso.com
Devicel Windows 10 Yes
DeviceZ Windows 10 No
Device3 105 Yes
2020511 A58 4 f=Idcontoso.comT LU T DHREEZ SO FARNEIERL BEITLELT-,
- ZAl: AE1

- &~ 4 Contoso#| RS

- A—Y—ICHARNORBEERT 5:

ST RTDTNARTA—HY—ICRAEZRDB: F >

- RIZEQOHRE I

AHAREASE H 2020128108

SE - BE

202011 RA158 2 —HY—1ET/\1 AL THRABHICEAELE L=,

UTOEFEBIZTOVWT, ELWMEEF RV ZEBIRLTCESWD, 25 THMEEIE DWOWE JZBIRLTEE0,
EE LIRS ROAMESNET,

Answer Area
Statements Yes No
On November 20, 2020, User1 can accept Temmns1 on Devicel. O O
On December 11, 2020, User1 canaccept Terms1 on Device2. O O
On December 7, 2020, User1-can accept Terms1 on Device3. O O

EfiZ:



Answer Area

Statements Yes

On November 20, 2020, User1 can accept Tenmis1 on Devicel. O

On December 11, 2020, User1 can accept Terms1 on Device2. | @)

On December 7, 2020, User1 canaccept Terms1 on Device3. @

gy ®
1 [ |

RAiAavac s Lo
VIICrOSsoOTt

]

Explanation:

Box 1: Yes

Because User1 has not yet accepted the terms on Device1.

Box 2: Yes

Because User1 has not yet accepted the terms on Device2. User1 will be prompted to register the device before the terms can be accepted.
Box 3: No

Because User1 has already accepted the terms on Device3. The terms do not expire until December 10th and then monthly after that.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

B 102
Ry ARy FMZEATHEM
BEEDT 7) BTN T S iz Azure Active Directory (Azure AD) 7+ > bAH Y FET, COTF 2 MIE RORICRTA—HF—NEFENATLET,

Name
Admin1i Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

BT IZAPP1 EAPP2E LVS BRTID2DON Y SO K7 TV #BALET, VO—/N\ILEEE(ZApp1EAzure ADIZEERLET,
A—H—FApplICEIY B TR ENTEDL—H—& App2ZAzure ADIZEERTE 31— — 2B TEITIHELAHY ET,
AIZEBEEITARETLLOIN?EEZTSICIE, EEFCTEUGERKREZZEATEEL,

ECEFE LIRS EAMESAhET,



Answer Area

Can assign users to App1: v
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, AdminZ, Admin3, and User1

Can register App2. in Azure AD: v
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

EfiE:
Answer Area

Can assign users to App1: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: S ANicroentt
Admin1 only iy
Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Explanation:

Only administrators (Admin1 - Application Administrator & Admin3 - Cloud application administrator) can manage/configure apps.

Name: Cloud application administrator

Description: Users in this role can add, manage, and configure enterprise applications, app registrations but will not be able to configure or manage on-premises like app proxy.
Azure AD - User settings - App registration: default is Yes (If this option is set to yes, then non- admin users may register custom-developed applications for use within this directory.)
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
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Azure ADTF > 2 EELTT,

A—HY—WERAEADRTTHIN DT TVICAETED &SI, A—V—RERELXHERLET,
A—H—N FEOVLBMEREDELTET7TIICOARETEDLSIZTILELAHYET,
BEIEEITRETLLEOIN?
AIA—TSAXT7T)r—aralbyoarEERLET,

B. 77 tALEa—%#ERLET,

C.7UORARNYT—UHFERLET,

D. RN EZHRELFT,

Ef:D (AU FEHEEKT D)

https://learn.microsoft.com/en-us/azure/active-directory/manage-apps/configure-permission-classifications?pivots=portal
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BHEARE XBFIELAZREL MFELZHIAZEZBERELTCVET BEFEO—DELT ALTTRIVEREN I —OHERIGICELCTHEIOREINAZFOoNFT AILTTRIVEBREAOBVEOLEHE
PFry FRITHBZEIBT 5O EQ&SIGY—EREBATEEFIMN?

AT77)yr—3>7oxd

B. & %K5:

C. Active Directory Connect

D. E/L7H—ER/IRRT—FKJEv b+

IEfE: (EfEZRRLET)

Self Service Password Reset would provide users to reset their own passwords when they forget their current password or they are locked out of the system. They would no longer need to contact the Help Desk for these
actions thus reducing Help Desk utilization.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-enable-sspr
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Ry FRRyY MY HER
HEHRIZIE, contoso.com & fabrikam.com & L5 &ARFID 2 DD Microsoft Entra 77> bh¥d Y F97, contoso.com 2 ROKRITRT I—HF—MNEFEFRTLET,

Name Department Job title City Member of
Userl T Support Vancouver Group1
User2 T Technician Madrid None
User3 HR Consultant Montreal Group1

contoso.com M 5 fabrikam.com ~ADTF > FEIRBIX UTOREZFEAL TERLET,
- aA—H—ET =T FIL—F1
-JREYazZ Y E—F : BF

-BHETvEYY

-Y—RA TP Y FORa—7T: Filter1_Filter2
Filter1 (&, L FTORIZRT LI ITHEEEINTWET,

Source attribute Operator Clause value
department EQUALS IT
jobTitle PRESENT Not applicable

Filter2l&, U TORIZFRT LI ITEE SN TWVET,


https://www.jpnshiken.com/q/68792-6421900/
https://www.jpnshiken.com/q/68792-6421901/

Source attribute | Operator | Clause value
city INCLUDES | M

UTDERRICOVWT, ELWMGEIE FRIMZRRLTSES D, 2 THRWMEEEF DWWZ I ZERLTLESY,
I EREE LIRS Y RAMEShET,

Answer Area
Statements Yes No
User1 syncs to fabfikam.com. O @)
User2 syncs tafabrikam.com. O 0O
User3 syncstefabnkam.coam. O (®)
1E#Z:
Answer Area
Statements Yes No
Usert syncs to fabrikam.com. O O
User2 syncs to fabrikam.com. © ®)
User3 syncs to fabrikam.com. O O
Explanation:
Box 1: No

User1 is in IT department and has the job title support. Filter1 matches.

User1 is in city Vancouner, which does not have a letter M. Filter2 does not match.

User1 is not synced.

Note:

Both filter must match.

Filter1 matches if department is IT, and there is jobTitle value.

Filter2 matches any city that has the letter M in it.

In Microsoft Entra Connect Sync, the "PRESENT" operator in scoping filters specifies that the attribute must exist with any value, even if it's empty or null. This is different from EQUALS, which requires a specific value, or
NOT EQUALS, which excludes a specific value. The PRESENT operator is used to ensure that an attribute exists in the object being synchronized, regardless of its actual value.
Box 2: Yes

User2 is in IT department and has the job title technician. Filter1 matches.

User2 is in city Madrid, which does not have a letter M. Filter2 matches.

User2 syncs.

Box 3: No

User3 is in HR department, so Filter1 will not match.

User3 will not sync.

Reference:
https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-sync-configure-filtering
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ZE5I#FZE1 - Contoso, Ltd

B

Contoso, Ltd.I& BV FUA—JLICK#EFEE AV R ECT MUICKEEHF2OUYILT 1 VIS TY,

ContosolFabrikam, Inc. & LV 5 &t & IR#ERIRIZ & 5 , Fabrikamldfabrikam.com & LY 5 & RijMDAzure Active Directory(Azure AD) T+ > FERTBEL TS,

BHRFRE, BFRE

ContosoD# > T L 2 Ry FJ—4I1Z1& contoso.com & LY S B HETDActive Directory KA 4 UMEFENTLNET,

D RAA 2IZIE, Contoso_Resources & LS ZRTDAAMBE S (OU) NEFENTULVET, Contoso_Resources OU [ZIE, T RTHA—H—¢,aVEa—2—HREENTUNET,
contoso.com Active Directory KA A VIZIE  RORICTKTA—H—BNEENTUVET,

Name

Office

Department

Admin1

Montreal

Helpdesk

User1

Montreal

HR

User2

Montreal

HR

User3

Montreal

HR

Admin2

| London

Helpdesk

lserd

London

Finance

Userb

London

Sales

Usert

London

Sales

Admin3

Seattle

Helpdesk

User7

Seattle

Sales

Userd

Seattle

Sales

User9

Seattle

Sales

BIFIREE Microsoft 365/AzurelR 1%

Contosoldcontoso.com& LD &HIDAzure ADTF U FZFELTEHEY  TNICEUTOS A o ANEEM T TLET,

* Microsoft Office 365 Enterprise E5

*IVA—TSAXEEYT4+EF2 )T+«

* Windows 10 Enterprise E3

*Javxy MHES

Azure AD ConnectlZ Azure AD & Active Directory K A 4 >4 —E X(AD DS)DBITHER SN TWLET, B S h 5D I(EContoso_Resources OUNH TT
ANVTTROEBEL A——REZEET H-HIZHEMICMicrosoft 365B Bt U2 —%FRALET,

WE, A—F—EEE(IMicrosoft 365EB VA —4FALTSA UV REZFHTEYLETTVET , UTOHNERE I RXRTOA—HF—IZTRTDIAEUVANEY B ToATWLET,
*OY Kot 7 4 AD1—H—[F_ Microsoft 365 Phone System®D 54 £V AMNKE|Y B THIRETT,

DT LA T 4 ADL—H—IE_ Yammer Enterprise 54 £ X ERE|Y Y TDIRETT,

contoso.com TIX X2 UT A DT I+ FRENEMZHE>TUVET,

Contosold BEEO— /L ZRET B 1=HIZAzure ADDHEHHEIDEEPIMZHEHALTLET,

BFIRE, BER

OV MYVRIRLTORMERZHEHLTLS,

YIRAE T RTOANILTTRY EBEIL Microsoft 36577 > F&KIZH =251 —H -5/ 2 AEEEBTEET,

*A—H—EEENMNS (L ContosoDBEA T4 RAZEICEBDISA LV RABEHEFETHRETADIIABE L EVNWSHBRENFELONTULET,
NIVT TR EBEX DEGEMicrosoft 365 —ERXRB LUV T TUADORBT7 IV CRAET ANV RREZTOEDa =V 7T 5DICHERENTTETLND,

CRAE ANVITRVEBREG ELGEHORRBLGLIC, 2—Y—EBEBEO—LZERLT2RVEERTTEET,



*Azure AD T [A7] / — FZ#EIRT B & Log Analytics DIEEDNEMIZHE D TWVENWI EEZRTIT—AVvE—UNRRINFET,
EH FEINTVSESR

AVMVRIELTOEEZERT AFETY,

*EIITH—ERNRT—FKY £y MSSPR)ZEET S,

* Azure MonitorZ R L T Azure &7V T4 ET4 QT DM LET,
*TFUMIEMENEFRLI—T—IIR{IT S5/ REYETEBHRIELLET,
*FabrikamDA—H—ERALTEHRY—4 T4 oI F v UoR—VEERT S,

*A—H—EBEEO—ILEREL ANET HRICELEDRALRKRBLIDLELLELELSICLET,

*ApplE WS ARID EHBKERDHRE LAzure Web7 T #EELFET  AppllEA V23— kWL TV AABET Azure AD7 A0V b EFERLTRIESNFET,
=T 4 T EAOHRI—Y —MIFIZ_ Microsoft SharePoint Online®D 44 b JIL—TF BLUT7TVADT I RAEREZGHET H-OOBEHEZEIT—V JO0—2FHLET,
ContosottI&Adatum Corporation& LN 5 £# # BURY 5 FE T, Adatum & LN 5 & HTDActive Directoryf i B GL(OU)AIZ #HT=IZ100 ADAdatum I —HF —BEShFET , ShoD1—F—([FR U Fo &7 MLIZHRS
ZELFETY,

B2 RIiEYS

Contosoftid UTOHMEBEHEEZHELE LT,

*FRTOLI—H—I[L_ AD DS h 5 contoso.com Azure AD T+ > MMZEHISN TWARERAHY 9,

* App1 (21, https://contoso.com/auth-response #$63 ) 54 LY b URI BHETY,

LAY ADTAEUREIYETE, A —F—OFMERICEDSVTEIMIZITONASZBELNHY FT,

* Fabrikam®D 1 —H—I& ¥ —4 T 4 > &AM SharePoint¥ 4 MR AXIOBME TV XA TEIZNEAHY EFT,

*Azure AD TEITINLSBERFEIEERNRETIVELHYFET EEOJ (T 1 FRRBFITLILELHY ET,
*ANVTTRVEBEL TNTNDA T4 RICHBET 51— — DAt ADHAEEBTELILENHY FT,
*A—H—DEINEEIN-TREENHIBEE . A —F—IZFNRT—FOEEZREI LTS S0,

Log Analytics 7 —49 AR—XEERLET,

EEICDELGRINEGHZRETIDLENHYFET,

Azure ADTIEfIZHBRIT NETIMN?

AXISUoT427

B. E2MTERE

CHBTATUOTATA

D. 7 1) &8k

Ef:B(Q AV EHKT D)

https://docs.microsoft.com/en-us/azure/azure-monitor/logs/design-logs-deployment
https://docs.microsoft.com/en-us/security/benchmark/azure/security-control-logging-monitoring

ExhHI72SC-300J I RELE (FJPNTest.comiBft S SC-300JiRERIC AT B Z L ICRIZII B FE T ! JPNTest.comlT S EHZEHTSC-300J:XERRIREE 124t L £ 3, JPNTest.com SC-300J5HEARIRESE T SEH I hFE L, =
CTSC-300JAIEENTRACI VS VEFICANE T, BRIRD 7 2 £ X _ https://www.jpntest.com/shiken/SC-300J-mondaishu 8851, 3 0 %7 « A A > +_ #3174 E5|a— K: JPNshiken
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Ry FRARy FMZEET S ER

HEf=FAzure 7R ) T3 EBEBTY,


https://www.jpnshiken.com/q/68792-6421903/
https://www.jpntest.com/shiken/SC-300J-mondaishu

Role1&Role2& WS ARID2DD AR LA—)LEERT DIBELAHYET , V) a—LaVIEUTOERERB-ITHLELHYET,
-Role1hBlY ¥Tontz2a—Y—E 7TV r—2avteXa T4V —T%EBTEET,

- O—JL2AEY BT otf=2—H—IL Azure Firewal Z BB TEFE T,

BERENWDERYY—RTAONA FT—DERIFENTTHN?RETDHICIE EERTEUGA T a oEBERLTLES,
EEE LIRS ROAMESNET,

Answer Area

Rolel: A 4
Microsoft.App

Microsoft.Computer
Microsoft.Network =~ =
Microsoft.Security

Role2: v
Microsoft.App

Microsoft.Management
Microsoft.Network

Micrusuft.Serur'i'ty' |

1 fiZ:

Answer Area

Rolel: v
Microsoft.App

Microsoft.Computer

Microsoft.Network

Microsoft.Security

Rolez: v
Microsoft.App

Microsoft.Management
Microsoft.Network

Microsoft.Security

Explanation:
https://learn.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations#microsoftnetwork
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Ry b RKRy MIET HERM
Azure Active Directory (Azure AD) [Z&8Z SN TS _Appl EVWSERIDHWRELYSHI K7 TIULRBY FT,

AppllE UTORIZTRT KD ITEBEINTUVET,
I Save X Discard [ Delete | .7 Got teedback?

Enabled for users to sign-in? @ (" )
grin? O (GEEED N )

A
Name @ oy
Homepage URL ©® | https://app1.m365:629615. onmicrosoft com/
F% Microsof AP
logo ®
_ —_— o
User access URL © [ https://myapps.miicrosoftom/signin/App1/09df58d6-d29d-40de-b0d...
Application ID ©® | 095#5866-6208" 40de-b0d0- 321 dch3ch65 IE
Object ID@® |, 03709922-7e61-4007-2220-04dbdff269cd
Terms of Service Utk O [ Publisher did not provide this information
Privacy Statement Url © | Publisher did not provide this information E
Reply url © | https://conteso.com/Appl/logen E

User assignment required? @ N
gnment required? O (" ve: QD)

Visible to users? ® { No :}
HICRENBERICEOVWT KERETRSELERKZZ FOY TAO A1 —F#FHALTERLTLZEL,
ECEFEEICIRA Y RAMESHhET,




ANSWEr Area

[answer choice] can access App1 from the -
homepage URL. |Allusers

No one

Only usersdisted on the Owners blade

Only.users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app -
launcher for [answer choice]. al isers

no one

only users listed on the Owners blade

only usershisted ofthe Users and.groygs blade
BRARA™I B, "

IEfiZ:
Answer Area
[answer choice] can access App1 from the v
homepage URL. All users
No one
.-:r:‘ R T < ) Only users listed on the Owners blade
MICI VoVl L Only users listed on the Users and groups blade
App1 will appear in the Microsoft Office 365 app v
launcher for [answer choice]. S8 fioa:
no one
only users listed on the Owners blade
only users listed on the Users and groups blade
Explanation:

Box 1: All users

"Enable for users to sign-in" is selected and "User assignment required" is set to No. Any user can login using the app url.

Box 2: Only users listed on the users and groups blade

User assignment required - This option does not affect whether or not an application appears on My Apps. To show the application there, assign an appropriate user or group to the application.
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-configure
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Ry FRRy FMZEATHERM
BERII UTORIZRTVY—REEL Azure Y TR Y T a3 0EBHEB T,

Name WMicrosof

User User
User2 Uséesd

Vaultl |'Azure Key Vault

Vautl~AD7 It A ERETDIDENHY ET Y a1a—LaVIIUTOEREZF-THENDHY FT,
-User1AVaulll TXr— BB B S UFRRTES L #MRELET,

-User2h\Vaultll IZRIF SN TWBIRAZIZT VA TES I EZEEL TS,
R/MERDIRAZERT 5,
BL—Y—ICEDRBNZENY LU THIRETIHN?EZERTEYU G T a vEBERL TS,
FECEE LIRS Y AMESNFET,

Key Vault Certificates Officer
Key Vault Crypto Officed
Key Vault Secrets Officer

Key Vault Certificates Officer
Key Vault Crypto Officer
Key Vault Secrets Officer

Key Vault Cerlifiates € CeF <
Key Vault CryBtc Officer
Key Vault Secrets Officer

L*]

Key Vault Certificates Officer
Key Vault Crypto Officer
Key Vault Secrets Officer

Explanation:
https://learn.microsoft.com/en-us/azure/key-vault/general/rbac-guide#azure-built-in-roles-for-key-vault-data-plane-operations
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Zalb—i3y
BEIZHELT UTORT A VIFHREFARAL TS0,



A—HY—FZEZANTBIZEX LA VRV I RICHA—YILEES  TOA—HF—EF9 ) v LTLESL,

INADT—REANTBICIE, A—VILE RRT—FZANIRY I RIZEVWT FTONRRT—KRE7 1)y LTSN,

Microsoft 365 2 —H—%: admin@XXYyz112233.onmicrosoft.com

Microsoft 365 /3 X 7 — K: =1122334455667788

Microsoft 365 R— 2 LM T 5 IHFICEEICHEARAFENLZMEEIE, CiHKF—Z L THLWI S IR T TR—FILEBHEHARAH LTS,
UTOERIE, it R— DA ZEEHELTOET,

FRA U RAZ X 99999999

sg-ExecutiveD A U N—DEHDT7 TVIZT7 VAT AR EMDEFA)TAF v I EERTILELNHYET, A UN—FUTOVWITNAIDEHZHE L TVWILENHY FET,
Microsoft IntunelZ &k > TERML TS ERBEINZTNA REZFEALTERL T ZEL,

-TITVRER) O—(Ck>TREINTWEBISAT7UoRT TV EFERALTERLET,

CDRARVERTTBICIE ZETHIEELUA—(THS 4 LTLESLY,

F fZ:

Slep & Browse o Protection = Cooditicmal Acoess, seect + New polcy. and then select Crende new policy

0 Conditional Access | Overview

L1
[s
Step 3: Enter a mame for the pelicy. snch as MFA Filot
Siep 4 Under Assgnments, select the coment valng nnder Users or workioad kanlines
New

o br

L
Shp & Under What does thes pobicy spply ba”. verify that Users snd groups &= selected
Step & Under nchade, choose Select msers ad gronps. amd then select Users and groups

Mew



0 condmons sekected H
[H] d QI sebecied
Acoeid cantrobs  Belect ol besdl o ubet of gioup

Sinck o o in ahiigmed yer, e e ol et snd gronges (show in e next ssep) opas aminmatically,

Step 70 Bavwse for and select yoir Micoosodt Ent g, sech ks MFA-Test-Grong [Select the sp-Exscusive gronp). flen
sl Sebecr

Select X

Uin wrad grouem

L]

Lot sl Desed o b [Py paily il
Tl e sk o uiees e gezeps. erridaad (TR
eTéraEl ZeEcTey T o gonis .

_awT T

Ll

Harhart cioer e pokoy sy Tl
| tmera aret proasn w |
Incicrds  Faziude

O e
) b i

[ Taphae v 0

) it g vt s e 55

[ Dewony poten (0

I e grosen - [UTE PR, S Famans.
L]
L I O e

Part 2: Salect applications.

Configure the apps which requere the conditions

Srep B Sefect Ser corvent Vakie wicder Clovad apps of actioes, sl thes uniey Sebect what fhes policy spgiies 10, verify that
Cloud s s seleciad

Step & Under Inchde. choose Select apps.
Since 1o mpps e vl selecied. the list of apps (shown i the next step) opens amomaticalty.

Step 10 Browse e st of malsble cig-in events that coe be nsed. Then choose Seect
Choose Select spps md select the link ender Select.

Carn ik budsd 0o o e chonsd = u e 165 1
P O el LT e
D. Azae DmdeTi Cinlgural
AL ] AT

D Coyfivazs 305 Butrais Dol
W P i Lt

Lalect what B pokey apmie i
il '\l'i

indude  Peciurs

(D) bore
Al i appu 3
O ARG Tt S Sater
W Seectapm iR R
O WETORT TG P
= Iecip el el
Fare Gt v
[- EE T BT sz |
TR el ke .

Stap 11: O the Select pape. choose Windows Arme Service Maspameni APL and thm choos Select
Part 3: Select Conditions

Cuestiomr

The members must meet ooe af dee following conditions:

Connect by using & device: thar is marked as complian by Microseft Intene
Comnect by using cliem spps that are protecied by app protection polokes.

Step 1= Select Condiions = Clent apps to apply Hie policy io apps med browsers. Select Yes, and thes select the checkboxes
for enable Frowser il Motsle npps and desitop chests.

Step 1): Under Access comhrols, select Grant to spphr Condisonal Access based on & device complisnce strins. Seect Grant
aocoess = intme compliant Device. and Bequire app protection poiicy, then seect Hequire ane of the selected controk.

St 14: For Fiibie poficy, ket O, andd fhen) seboct Cheahd 1o save yorr clnpes. By debir, Eisbls pabcy is st 1o Repont-
oy,

Feference:
T w0, Isigia! ety it i

B 111



BEHED Y k7 —2I1Z1&, Azure Active Directory (Azure AD) 73> b EREAT 54 > T L 2 XM Active Directory FA A UNEENTWVET,
A—H—I[L Windows 100EMEL, KA VIZSMLTWAaVEa—2—ICHA /A LET,

Azure ADYV—L LR UYL VA 2 (Azure ADV—L LU ASSO)E#EET HFETT,

Windows 10 A Ea1—4%—T Azure AD —ALL R SSO #HHR— rFBHESITHERITIVELHY FT,
BEIFESITRETLLIN?

ABRET TN A AT avERELET,

B.t¥RNO— 7 %2FAMCT S,

CAVEIRY N —CDBREEERELFT,

D. Azure AD Connect BRSET—2 x> hEA VR F—JILLET,

EfE:C(AAV REHEKT D)

You can gradually roll out Seamless SSO to your users using the instructions provided below.

You start by adding the following Azure AD URL to all or selected users' Intranet zone settings by using Group Policy in Active Directory:
https://autologon.microsoftazuread-sso.com

In addition, you need to enable an Intranet zone policy setting called Allow updates to status bar via script through Group Policy.

more information in:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start
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&1z 1EMicrosoft 3657 F > b EHEFEETT,

WE BERFAFFAT DA —ILY 547 > kHMicrosoft Exchange Onlinel 23§53 5 Z & 2FRIL TLVE T,
A—H—HExchangelZHE#iETE 5D RFORETA AL EFERATEIA NI TAT U MDODHATHAIZ LEHRDBT ILENHY FT,
fAIZEETRETLLOIMN?

A. Microsoft Defender for Cloud Apps @ OAuth 7R!) & —

B. Azure Active Directory(Azure AD)DEH A ET IR R o —

C. Microsoft Endpoint Manager D3> 7S A 7R R o—

D. Microsoft Endpoint Manager 7 74— 3 UHlETO 774 L

Ff:B(OAY rERET D)

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication
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HEH L Microsoft Defender for Cloud Apps B K UEHFZET IR R O—%FEHT DdMicrosoft 365 ESH TRV 1) T a & TFASFTT,
A—H—NFV R LHHEINEIGEIE VSO KT TIADT IR E=TOVITEILENHY FT,

Microsoft Defender for Cloud Apps R— 2 L THERR T RER Y O —DFEFEIXENTI M ?

A.7OERAKR)—

B. OAuth7 1) R1) & —

C. EE®RMAK) o—

D. &8 A&t
%ﬁ?iﬁ‘@ﬁﬁﬁﬁ?“d Apps access policies enable real-time monitoring and control over access to cloud apps based on user, location, device, and app.

https://learn.microsoft.com/en-us/defender-cloud-apps/access-policy-aad


https://www.jpnshiken.com/q/68792-6421908/
https://www.jpnshiken.com/q/68792-6421909/
https://www.jpnshiken.com/q/68792-6421910/
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BEERITAzZUre Y TRV ) T a3 v xBELTT , ZOH TRV YT avIZE LnuxEFEITTEAVMIEWS RRIDREBT D UNEFATILNET,
VMIDEF ) T4 E2RIETEIHELAHYET V-2 aVIEUTOERZRE-IBHENHY ET,

- A—H—HMicrosoft EntraZz B L TVMIUIZH A VA U TEBEFZHRELTLES Y,

B,

S A—Y—MNEBERT IO IV FRAEFERALTCRIESNDLSITLET,

S A—H—MNRRT—FEFALTYMIZHA VAT B &L LET,
RRRICEODENTEIRIAEZ2DEIT TSV, ERIIENETNTELEHMBRERERLTVET,
o EFEICIRA Y EAMESNET,

A.FIDO2tEFxa ) 74 F—

B. -7V tX/N\X

C. Windows Hello for Business

D. SMS

E. Microsoft Authenticator7 7')

I (EfEZRTLEY)
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Azure ADTF > hEHEBTT,

ApplE VWS BRIDFHLWI VA —TSA X7 T ) r—>avE57704 LFET,

A—H—DApplIIZTF U CADT I REZFELESETEHE, TORHAFEBLET,

A—H—DApplICH T HEREREBEZERTEDLSICTIREAHYET , OV a—arid &/MERORAICHS BELHY T,
FIRMDIMMEITRETLELIAN?

A TFUMHT LEHERBEERZAMLET,

B. 77V FDEBEEREEROLEL—HUEFRTET D,

C. App1 DIERFZEMN L, TFT 2 I LT Appl OBEBEREEZMSLET,

D. App1 DEHFET IR R —FERLET,

EfE: (EfEZRRLET)

To ensure that users can request admin consent for App1 in your Azure AD tenant, you should first enable admin consent requests for the tenant.
Enabling admin consent requests allows users to initiate the process of requesting admin consent for applications that require it. By default, users do not have the ability to grant admin consent for applications. Enabling
this feature ensures that users can request admin consent for App1 without having to rely on an administrator to initiate the process.
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EHIFFZE2 - Litware, Inc.

Bz

Litware, Inc.I&_ Fabrikam, Inc.& L5 FE#t # i DEIESH TI,

Litwareld/RRA b EL T MILIZA T4 REEBZTVWEN RHEEFEXEHICHEL TS,

WEEBFIVPNERZAMALT, E50DF T4 XL E—FTHEELET,
BFRE RRERET S

Dy FIT—4(Z1F litware.com & VS & FID Active Directory 7+ LA FHBREENTEY TN litware.com & LYS B HID Azure Active Directory (Azure AD) TF > M2 >0 SN TLVET , Azure AD Connect &/
AZRNW—FREZEFERALTHEY NRT—FENY L aDREAIEEMICHE>TUVET,


https://www.jpnshiken.com/q/68792-6421911/
https://www.jpnshiken.com/q/68792-6421912/

Litware.comlZIX, T RTODT7 TV —2 3 VRAKEEET HUser1E WS A—F—HHFEELET,

LitwarelZAzure AD7 74— 3o 70axF#FRELTWET,

Fabrikam#t | fabrikam.com& Ly S & BTDAzure ADTF > b B L TWWET , Fabrikam#t D 1 —H—(X_litware.comTF+ > FARADST R b7 hH v bEFERAL T litware.comD ) Y —X([ZTF7 VA LET,

BEFRE, 7757 FRIR

Litware® £ 1 —# —[IMicrosoft 365 Enterprise E55 1 £ > X &{&F L TLV E 3, Microsoft Cloud App Security[Z#lAAENTNBERERIMAKRY O—XF R TEMIZHE->TULET,

Litwareld _ litware.com Azure ADT7F > RIZERE T 5 t=Azure S TR ) T a Vv EBRBELTWET, COHYTRY Y T2 3 V2l Azure Active Directorya 4 2 & Office 3650 14 4 % {# A9 % Azure Sentinel{ >
AR UZAMEENTULET , Azure SentinellFIR7E Azure ADDH A A4 AT EEEOTZIRELTULET,

BMERE 7L I RIRE
AUTLERRY FT—JI2IE . RORIZRT H—N—REENTUNVET,
Operating .
Name syste Dffice Description
Windows ; ;
DC1 Server 2019 Boston Domain contraller for litware.com
. Member server in litware.com that
SERVER1 gg:f;r"% 4\ [Boston | runs the Azure AD Application
Proxy connector
Windows Member server that uses Azure AD
SERVER2 Server 2019 Boston Connect

LitwareM2 DA T 4 RIFEL D HA LA —%y MIEEEGEINTOET WA 74 REH_ Y4 FREVPNEGEEEA L TAZUre Y TR 2 U T4 3 VADRERY kT—HICBELTOET . AV TLIRD RAL T
DhA=Z—FFTRTA A=Y bADT I EADFIRENTNET,
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Answer Area

P WR R W

Azure AD tenant-level setting to modify: el ‘7

Allow users to register appli&aﬁén '_
Users can consentto apps accessing company data on their behalf
Users canrequestadmin consent to apps they are unable to consent to

el -

Role to assign to User1: \e | v
Application administrator

ﬁi”ﬁiﬂﬂ'ﬂfi’i%mw I ILC rosoft

Answer Area

Azure AD tenant-level setting to modify:

Allow users to regi
Users can

Role to assign to User1:

plication administrator
Application developer

Cloud application administratmj! M | Croso ft

Explanation:
1: Requirements for delegation clearly says " Prevent users to register applications"
2: User1 would need App Developer to register an app in tenant using "principle of least privilege"



https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles
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Operating

Name systs Dffice Description
Windows : ;
DC1 Server 2019 Boston Domain_ controller for litware.com
Winiditius Member server in litware.com that
SERVER1 Server 2049 gaston runs the Azure AD Application
Proxy connector
Windows Member server that uses Azure AD
SERVER2 Server 2019 Boston Connect
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Requirement is for program which is a part of Access Reviews. Catalog is for Access Packages.
https://docs.microsoft.com/en-us/azure/active-directory/governance/entittement-management-overview
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Name DPP-:II’TFT‘IFFIT
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Contains all the resources lor
Contans User1 and

Containg all the !-ﬂll EnQreTing departiment
Contams all s for the enginesring department
Coont iy and Userd

Containg Sroupd, UserS_and Usedb,

TFYRIE UTORIZRT TIL—THEFRTUVET,

MNarme Administrative unit Members

Group1 | AN User1, User?

Group2 | AU2 Userd, Userd

Group3 | AL3 Usars, Users

Groupd | AU3 Ez; User?, User3, Userd, User5,

HETIFUTOREEZETLET,

-User|CAU2D A —H—EBEO—/LZE|YLHTET,

-User3IZAUID Y IL— T EBEO—ILEE Y BTET,

- User5ICAUSDERRIEBEN—IILEZEIYHBTET,

UTODEFELBIZTDOVT ELWMEEE RV ZBERLTCESWVD, Z5THEWMESIE DOWZ I ZERL TS,
F R LIRS Y FAMESNET,

Answer Area

wees  mEMicrosoft Lot

User1 can reset the password of User3,

)
User3 can add Userd 10 Group2. 6“\

a
UserS can configure an authentic method policy that requires all Group4 members to

' B MigrosBft
et

Answer Area
®
User3 can add Userd to Group?. Y\\

Statements
User1 can reset the password of User)

UserS can configure an policy that requires all Group4 members 0
use passwordless sgn-in
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HEH L Microsoft Defender for Cloud Apps$ & U'Yammer % {# 9 S Microsoft 365 E5H TRV 1) T3 0% CHIAG T,
A—H =AY X DEMEFRAN SYammerlZ O A U TEHNESIZTIRELAHY T,

Microsoft Defender for Cloud Apps IR—Z L TIE ED K S RIREEITOIRETIMN?

A7 KR)—#EFELET,

B. B8 AHZT/ERT S,

C. EHlFY~—,

D. EERMAY O—FEHLET,
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https://learn.microsoft.com/en-us/defender-cloud-apps/access-policy-aad
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[ Name ] I~ IVIICRgsROT T
Group1 Group that has the Assigned membership type

App1 Enterprise application in Azure Active Directory (Azure AD)

Contributor Azure subscriptiansole
Role1 Azure Active Directory (Azure AD) role

EDJY—RIZHLTT IV CREEEZERTEETN?

A JIL—T1,. 0= BLUVEMREDOH

B. JIL—T1DH

C.ON—T1 7TV EME. BLUKRE|

D. Z&E & BMEBEDH
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Access reviews require an Azure AD Premium P2 license.

Access reviews for Group1 and App1 can be configured in Azure AD Access Reviews.

Access reviews for the Contributor role and Role1 would need to be configured in Privileged Identity Management (PIM). PIM is included in Azure AD Premium P2.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review?toc=/azure/active-directory/governance/toc.json
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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Name Type Role
ISy | User . Helpdesk Administrator ,
Userd” 'Usér " __| Conditional Access Administrator |
 Groupl | Group __ - ([\Gliobal Administrator |
Group2 | Group Exchange Administrator
Appl Registered app | Authentication Administrator

TF 2 MIEREBICEHZRINEL:,
ROFTIZTRT Azure) —RXE#=ERLET,

Name Type Role
Managed1 | Managed identity | Owner

Managed2 | Managed identity | Cloud Application Administrator
SPrincipall | Service principal Secunty Operator

Microsoft Entra Insights M 5 $FHERQ—IILDEIY B TONEZT AV MMIFED IDAEFEFN AFEQO—LUDNBY B TOENEZT—EXTY U ONLIZIEED D AEENFTM?
Answer Area

Accounts assigned to highly privileged roles: v
User1 |
User2
Group1
Group2

Service principals with privileged role assignments: v
App1

Managed1

Managed?2
SPrincipal1

1E fiz:
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Answer Area

Accounts assigned to highly privileged roles: )
User1 |
User2

Group1

Group2

Service principals with privileged role assignments: v
App1 '
Managed1

Managed?2

SPrincipal1
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Ry FRRyY MBS SHERM
Sub1 EWNSARID Azure TRV Y T avhhy FDHIZ Userl User2 Userd & LVSBHTD 3 ADI—HF—HUVET, Subl [Z1d storage! EVWVSBRIDRA FL—2 FHIY bABHY  ZIISIEROKRISTT Y
V—AREENTLET,

Name Type Contents

cont1 Container | Filel
sharel File share | File2

SUbIZIE  NTFORIZRET A—HF—BEENTVET,

Mame Role Scope

User1 | Reader Subi

User2 | Reader sub®™= Microsofi
Userd | Storage Blob Dat\Reader | storagel

Userd | Storage ContfibUtor storage

774 I ERABNDI—T—& T7AIN2EHRABNDS1I—F —EETNENHETIA?RBZHMTHEYU LA T a VEERLTLEEY,
T EFEITIRA Y RAIMEEShET,



\nswer Area

File1: | >
' User2 only
‘ User3 only .
User1 and User2 only"
'User2 and User3 fm%_ Microsoft
'User1, User2and User3

S N

N o' e
"User2 only
| User3 only
' User1 and User2 only
' User2 and User3 only

' User1, User2, and User3

File2:

Answer Area

File1:
| User2 only
| User3 only _
User1 and User2 only
 User2 and User2 only

|User1, User2, and User3
File2: | &
MicrogHfera only

|User3 only

' User1 and User2 only
' User2 and User3 only
| User1, User2, and User3
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Name TP
T T L

I
User2 | User Not gppticable
Vault1 | Azure Key Vault |‘Gomtains a secret named Secret1
Vault2 | Azure Key Vaulf .| Contains a secret named Secret2
Secret! | Secret . ~\" | Stored in Vault1
Secret2 | Secret ' Stored in Vault2
COHTRY YT a3 oTR AHEDEBPIM)EERALTVET,
PIMEERL T, UTFD7 Yt REMERET ZRENHYET,
- User1h'Secret R A#HY BIFFTELH L EERL T ZE0Y,




-User2 WMRBTFESNTNAMBEORNBEZHAINEELSIZLET
JA—IL k2,
RRRIIFR/NMERDER D FRIEE S,

EA—H—ICFEDREAEEZFERATARETLLIN?EETHICE BULGRAAZEZELVVA—Y—ICFZy I LTSN, HRBEAEAEE, 1B EHE, FLEFo < FERALGVMEENHY FT, I

TIBICE AR VEDREN—E RSV TTEHMN RV A—LT ELELNHIEENHYET,
TR EITIRA Y RAMEShET,

The GET Secret Permissions Access Policy permission User1: —‘E'T*‘* =
The Key Vault Secrets Officer RBAC role . {u

The Key Vault Reader RBAC role

The Key Vault Secrets User RBAC role

The LIST Secret Permissions Access Policy permission

_,::._I b
e, -
i
X
!

’1"

The SET Secret Permissions Access Policy pegni
=.-":.\

"y ik
N e

=™ Microsoft

EfiE:
Authorization methods Answer Area
The GET Secret Permissions Access Policy permission Userl: | The Key Officer RBAC role
U L, Vault Secrets User RBAC role
The Key Vault Reader RBAC role V\e

The LIST Secret Permissions Access Pollq

icrosoft

The SET Secret Permissions Access Policy
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A. Azure AD Premium P1 14/t X
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T A

VER



B.OJRHI—U AR—X

C. Azure AD Premium P2 514 > X

D. Azure Key Vault

IEf#: (EfEZRILET)

As having a configured Log Analytics Workspace is a prerequisite before begging to ingest data into Microsoft Sentinel.

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/quickstart-onboard#:~:text=%20Enable%20Azure%20Sentinel%20%201%20Sign%20in,support%20the %2
0moving%200f%20that%20workspace...%20See%20More
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Efi#:

To automate this membership review, you must configure a Microsoft Entra ID Access Review through the Microsoft Entra admin center.
Step 1: Navigate to the Microsoft Entra admin center.

Open Access Reviews

Step 2: Expand the Identity Governance menu.

Step 3: Click on Access reviews.

Step 4: Select New access review.

Step 5: Select Teams + Groups for the review type.

Configure Scope

Step 6: Choose Select teams + groups.

Step 7: Find and select your specific group. [Select Project Falcon]

Step 8: Set scope to All users.

Step 9: Select Multi-stage review if needed, or leave it off for a standard single-stage review.

[Leave it as a standard single-stage review]

Step 10: Set quarterly Schedule

Step 11: Set the Frequency to Quarterly.

Step 12: Define a Duration (e.g., 14 days) for users to respond.

Step 13: Choose an End date or set it to Never to run indefinitely. [Choose Never] Step 14: Set the Select reviewers dropdown to Users review their own access. This forces the group members to self-attest.
Assign Reviewers

Step 15: Expand the Upon completion settings section.

Configure Automatic Removal

Step 16: Check the box for Auto apply results to resource.

Step 17: Set If reviewers don't respond to Remove access.

Step 18: Advanced settings allow you to enable Notifications and Reminders.

Finalize and Create

Step 19: Click Review + Create.

Step 20: Provide a Review name and description.
Step 21: Click Create to activate.


https://www.jpnshiken.com/q/68792-6421922/

Reference:
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-perform-roles-and-resource-roles-review
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UserMDZENZ BT BIZIE AEFERAITNIELNTTMN?

A. Microsoft 365 Bt >4 —

B. Microsoft Intune EiEt >4 —

C. Microsoft 365 Defender 7R— 4 JL

D. Azure Active Directory Bt > 42 —
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&7 f=[EMicrosoft 365 ESH TR U Y T a v bAzure TR Y T a v EEHLTY,

Azure MonitorZ {8 L T, Microsoft Entra®H4 >4 Y O5 2 9HIT 3 FETY,

Microsoft EntraD iR E Z 1B 2 WENHY T,

A4 VBT DRBFEIEESICEEITNIEENTTM?

A. Azure/ R kT

B. Azure SQLT—42 X—X

C. Log Analytics 7 —9 AR—X

D. Azure R kL—UF7HO VU b
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Integrate Microsoft Entra logs with Azure Monitor logs

A Log Analytics workspace allows you to collect data based on a variety or requirements, such as geographic location of the data, subscription boundaries, or access to resources.
Note: Use the integration of Microsoft Entra activity logs and Azure Monitor to perform the following tasks:

*-> Compare your Microsoft Entra sign-in logs against security logs published by Microsoft Defender for Cloud.

* Troubleshoot performance bottlenecks on your application's sign-in page by correlating application performance data from Azure Application Insights.
* Analyze the Identity Protection risky users and risk detections logs to detect threats in your environment.

* |dentify sign-ins from applications still using the Active Directory Authentication Library (ADAL) for authentication.

Reference:

https://learn.microsoft.com/en-us/entra/identity/monitoring-health/howto-integrate-activity-logs-with-azure-monitor-logs
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THFURIF UTORICRTA—HF—DEENATLET,

Name Role
User1 None
User2 None
User3 User administrator
biser4. | Privileged role administrator
User5 | Identity Governance Administrator
TFHFURMIE UTORICRTIIL—THEENRTLET,

Name Type Membership Members

type
IT_Group1 Security | Assigned All users Iin

the IT

. department
Adatumb'sers rSEi:'ﬂﬁty- })Assigned User1, User2
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Policy Types Answer Area

An authentication method policy

Leaked credentials:

A Conditional Access policy

A sign-in from a suspicious browser:

A sign-in risk policy

Resources accessed from an
anonymous IP address:

A user risk policy




Policy Types Answer Area

An authentication method polic
PR Leaked credentials: | A user risk policy

A Conditional Access policy

A sign-in from a suspicious browser: | A sign-in risk policy

A sign-in risk policy

Resources accessed from an
anonymous |P address:

A sign-in risk policy

A user Fisk policy

Explanation:

Box 1: A user risk policy

User-linked detections include:

Leaked credentials: This risk detection type indicates that the user's valid credentials have been leaked. When cybercriminals compromise valid passwords of legitimate users, they often share those credentials.

User risk policy

Identity Protection can calculate what it believes is normal for a user's behavior and use that to base decisions for their risk. User risk is a calculation of probability that an identity has been compromised. Administrators can
make a decision based on this risk score signal to enforce organizational requirements. Administrators can choose to block access, allow access, or allow access but require a password change using Azure AD self-
service password reset.

Box 2: A sign-in risk policy

Suspicious browser: Suspicious browser detection indicates anomalous behavior based on suspicious sign-in activity across multiple tenants from different countries in the same browser.

Box 3: A sign-in risk policy

A sign-in risks include activity from anonymous IP address: This detection is discovered by Microsoft Defender for Cloud Apps. This detection identifies that users were active from an IP address that has been identified as
an anonymous proxy IP address.

Note: The following three policies are available in Azure AD Identity Protection to protect users and respond to suspicious activity. You can choose to turn the policy enforcement on or off, select users or groups for the
policy to apply to, and decide if you want to block access at sign-in or prompt for additional action.

* User risk policy

Identifies and responds to user accounts that may have compromised credentials. Can prompt the user to create a new password.

* Sign in risk policy

Identifies and responds to suspicious sign-in attempts. Can prompt the user to provide additional forms of verification using Azure AD Multi-Factor Authentication.

* MFA registration policy

Makes sure users are registered for Azure AD Multi-Factor Authentication. If a sign-in risk policy prompts for MFA, the user must already be registered for Azure AD Multi-Factor Authentication.

Reference:



https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies
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HEHIIMicrosoft 36STF > hEHFEL T,
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R DEVENCERT H5E. A —F— IR EZHIF TELHRZHET SLELHY FET,
FUHMETIERARY)O—TRH EDESHBREZITOIRETTIN?EAZTAICE RBFHETEILA T avEmBRLTLES L,
R EICIRA Y FAMESNET,

Answer Area
Configure HighRiskCountries by using: v
A cloud app or action
A condition
A grant control
A session control
Configure Sign-in-frequericy by using: v
IVIILTUSUI A A cloud app or action
A condition
A grant control
A session control




Answer Area

Configure HighRiskCountries by using:

A cloud app or action

A session control

v

A cloud app or action
A condition
A grant control

:?;ﬁikgugﬁiéi‘aiItk)nm")|

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session
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Azure Active Directory Azure AD) T+ > kDHYET,

DR BHLR— M EEEET,
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D.RELEILTUIvIL

IEfE: (EfEZRRLET)

Leaked credentials indicates that the user's valid credentials have been leaked.

Note:

There are several versions of this question in the exam. The question can have other incorrect answer options, including the following:
- password spray

- malicious IP address

- unfamiliar sign-in properties

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

BE: 133

HEFDMicrosoft EntraTF+ > FZIE UTORIZRIA—HF—BEFEFNTLET,
Name | Member of
User1 Group1
Userz | None

User3 None
App1E WS BBINDIVA—TSA X7 T r— a3 %EBML UTOERILIY—ERZREZEBRLET,
FA—Y—NZDT TV T—23 DT I CREERTHIEEHFATH: 1L
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DT TV —= 3 oADTIERERBTELDIEXHTT H: User2

EQ1—H—DAppI~NDT7 I ZRZEZ I IR LTESHH

A 1—H—2L2—H-3DH

B. User3M #

C. User1_User2 & &k UUser3
D. 1—H¥—1,a1—H—3DH
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SecAdmin1 & LS R RID 1 —HY —% &4 AzureActive Directory Azure AD) 77> bWdH Y £9, SecAdmin1IZ(EX X1 ) T4 EBEDRIDEYLETOENTULET,

SecAdmin1(Z Azure AD ldentityProtection?fR— 2 LM S5/SRT—KZ 1ty hTEHRWERELTWET,

SecAdMiN1MIFEEIL—HF—ICTRDH > THRRT—FZEEL Ly a v EENIITELILERDRITILENHYFET , Va2 aviE RINEFEORAZERTIVLENHYET,
SecAdmin1[ZEDFREIZENY BTEHIRENHYFEFITMN?
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B.ANLVTTRYEERE

C. FHEFEIEEE

D. EtXa)T4ARL—%5—

IEf#E: (EfEZRTmLET)

Authentication administrator: can reset passwords for non-admins but can't invalidate sessions.

Helpdesk administrator: Users with this role can change passwords, invalidate refresh tokens, manage service requests, and monitor service health. Invalidating a refresh token forces the user to sign in again.
Privileged Authentication Administrator: can reset all passwords (admins & non-admins) but can't invalidate any sessions.

Security Operator: can't reset any passwords.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#authentication-administrator
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#helpdesk-administrator
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#privileged-authentication-administrator
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#security-operator
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. A\ =!Micros.oft
\p Role: - IE3
User administrator
Network administrator
Helpdesk administrator

Domain name administrator
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Number of days: k.4

Role: | | ¥
User administrator
Network administrator

Helpdesk administrator |
Domain name administrator

=" Microsoft
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A. Azure Active Directory>— L LA U)LY A A > (Azure ADY— L L XSSO)

B. Microsoft Entra Cloud Sync
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contoso.com & L3 &R0 Microsoft Entra 773> kDB Y FDHIZ Appl EVWSRRIDIVE—TSA X T7TYr—avhEd8FzFhTVET,
EAREE (Tuseri@outlook.comDRFEHREFERALET,

FBREEICAPPINDT UV CREEZMETELEZHALTLES N, EEEE Juseri@outlook.com& L TERIETEINENH Y £,
BEIEEITRETLLEOIN?

A. Microsoft Entra Connect BI#iZE& LT,

B. contoso.comTH R haA—H—T7hHo > FEERLET,

C.HAMIATARL—LavEREEBBLET,

D. New-MgUsera< > KL v FEETLET,

EfE: (EfEZRRLET)

* Create a guest user account in contoso.com.

* Run the New-AzureADMSInvitation cmdlet. [For Microsoft Active Directory]

* Run the New-Mglnvitationcmdlet. [For Microsoft Entra]

Note:

* New-AzureADMSiInvitation

This cmdlet is used to invite a new external user to your directory.

* New-Mglnvitation

Microsoft.Graph.ldentity.Signins

Use this API to create a new invitation or reset the redemption status for a guest user who already redeemed their invitation. Invitation adds an external user to the organization Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-users-portal
https://learn.microsoft.com/en-us/powershell/module/microsoft.graph.identity.signins/new-mginvitation
https://docs.microsoft.com/en-us/powershell/module/azuread/new-azureadmsinvitation?view=azureadps-2.0
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description ()

Start date * 121872020

Frequency | Monthly

Duration (in days) () e s— ——— __O i

__End © @D cndby  Occurrences )
weMicraosoft | . n com

.‘ p‘.‘sh \ke - .

r. | Everyone

Review role membership (permanent and eligible) *
Application Administrator and 72 others

Reviewers
Reviewers {Preview) Manager

(Preview) Fallback reviewers @
Megan Bowen

“  Upon completion settings

Start

TRTOF7IEALE1L—) U IR FHMeganBowenlZ&E > TRZIESh TSI &AM Y ET,
BEADITR—S v —DENEFNDOEHFADT7 VLA L E 1 —2BEICZITMA LI IZTIREAHY ET,

fERE LEaA—HEEZAUN— (BRIIEELET,




CNFEBRZERLTVEIHN?

A. [FL

B. L\MZ

EfE:B(AAV FEHEKT D)

Members (self) - Use this option to have the users review their own role assignments. Groups assigned to the role will not be a part of the review when this option is selected. This option is only available if the review is
scoped to Users and Groups.

Also Megan Brow still there as Fallback Reviewer so will still receiving reviews.

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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&1 f=[EMicrosoft 365MH TRY Yy T a v EHHLTY,
Gatewayl& WS BHIDY— K/A—F 1 &BWeb7S— b/ T 704 LET,
Gateway1 % Microsoft Defender for Cloud Apps & EE T DM ENHY EFT VY a— a3 VIFUTOERZB-ITLELAHY FT,
- ¥ —4A HiDefender for Cloud AppsIZBEIMIZEESND L SICLET,
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D.OJaLya—%EMLET,
IEfE: (EfEzRLET)
The first action you should take is to add a data source.
Add a data source: In Microsoft Defender for Cloud Apps, before a log collector can process and format data automatically, you must define the specific third-party web gateway as a data source.
This action establishes the expected log format (such as Blue Coat, Cisco ASA, or Check Point) so the system can parse the incoming traffic automatically with low administrative overhead.
Reference:
https://learn.microsoft.com/en-us/defender-cloud-apps/discovery-docker
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Contoso, Ltd.I&, EV A —ILIZAHRZFESZ OV KR EST MUIZEKEEZFHF DA VUHILT A VIR TY,

ContosoldFabrikam, Inc. & LV 5 &%t L RERSRIZ & 5 , Fabrikam(fabrikam.com & LY 5 & RiIMAzure Active Directory(Azure AD) T+ > FEFRBE L TULVS,
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contoso.com Active Directory F XA A UIZIE ROKITRT I—HF—DNEFNRTLET,


https://www.jpnshiken.com/q/68792-6421935/
https://www.jpnshiken.com/q/68792-6421936/

Name

Office

Department

Admin1

Montreal

Helpdesk

User1

Montreal

HR

User2

Montreal

HR

User3

Montreal

HR

Admin2
serd-
Userb
Usert
Admin3
User?

| London
London
London
London
Seattle
Seattle
Users Sealttle
User9 Seattle

BX77IR1E Microsoft 365/Azurelziz

Contosoldcontoso.comé& LS B RIMDAzure ADTF 2 FZEFIELTHEY ZNICIEUTOS A o AMBEERITENTINVET,

* Microsoft Office 365 Enterprise ES

*IUA—TSARXREEYTa4+EF2 T+«

* Windows 10 Enterprise E3

*JaPxy +EHES3

Azure AD Connectld  Azure AD & Active Directory K X 4 > —E X (AD DS)DBEI THER SN TLET, B S h 5 DIEContoso_Resources OUNH TT
ANLVTTROBEEFX 1——REZEET S5-OICBENICMicrosoft 365t 2 —%#FHALET,

WE, A —HY—EEE (IMicrosoft 365B B VA —%#FHRALTIA VU RAEZFHTEYLETTULET UTORNERE X THOLI—HF—ITTRTODIFAEVANE|YHTOLATLET,
*OY Ko7t 7 4 RO 11— —[F_ Microsoft 365 Phone System®D 5 4 &2 AMNKE|Y K THIRETT,

T RILA T 4 AD1—H—Id_ Yammer Enterprise 54 £ A EXRE|Y Y TOHORETT,

contoso.com TIX EFa T4 DT I+ FRENEMZHE>TVET,

Contosold BEEO—ILZFRET H5-OIZAzure ADDHHEIDEEPIMZFERALTLET,

BMEFRE, BER

AV MVRIEUTOMESAZRERELTLS,

CHRE I RTOANILTTRAYEEEIL Microsoft 3657+ > hERKICH=51—HF -S4 REEBTEET,

*A—H—EEEMNSE ContosoDBEF T4 RAZEICEBASTA LV AERFFHTHRET ADITEELEEVSIHRENFELNTVET,
ANVTTRYEBEIE WHERMicrosoft 365 —ERXB LU T TUADRF TV LR ESTR NTFHVERETOED I VI T5DICHRENTTETLNS,
*IRAE ANLVTTRAYEEEF EUHEBEROARBLELIC, A—Y—BBEO—IILEZFALTEIRIVERTTEET,

*Azure AD T [A7J] / — FZ&FEIRT 5 & Log Analytics DIEENEMIZLE D TWVENWI EEZRT IS —AvE—UBNKRRINFET,

EH FESNTVSER

OVMVKRIRUTOEEZERI HSFETY,

I ITH—ER/IRT—FK)tY FSSPR)ZE%T 5,

* Azure MonitorZ A L T Azure&EEBET7 IV T4 ET 4RI =AM LET,
*TFUMIEMENEHRI - —ICHTETM U REIVETEBHRIELET,

*FabrikamD1—H—EBRALTHRY—4 T4 U9 F vy oR—VEERT 5,

*A—H—EHEEO—LZREL AVNELT ARICELMEDHRBERBIADELLEESICLET,

*Appl1E WS BHEID  EHFERADH AR LAzure Web7 T #RELFET  AppllEA V3 —y kWS T UL RARET Azure AD7 AUV b EFERALTERIESAET,

Helpdesk
Finance
Sales
Sales
Helpdesk
Sales
Sales
Sales
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ContosottI£Adatum Corporation& LN 5 £ Z#BINT 5 FE TT , Adatum & LS G RiTDActive Directory#B i B (OU)AIZ  FT=IT100 ADAdatumL—H —AME SNFET , choDI—F—([FRV R EDT7 MILIZHS
ZELKFETY,

B RIiEYS

Contosoft & UTOHEHMEBEHEZHELE LT,

*FRTOI—H—I[L AD DS h 5 contoso.com Azure AD TF > FZEIHIESh TWARELAHY F£9,

* App1 [Z1& https://contoso.com/auth-response #3689 ) X4 LY b URI DXL ETY,

A —ADTAEUREYETIE, A—F—OMAERICE SV TEBNICTHONIBELHY T,

* Fabrikam®D 1 —H—(F ¥ —4F 1 > Z EFADSharePoint¥ 4 ~ZHZRAOBM 7V LA TELZREAHY ET,

*Azure AD TEITSNIEBBREERIEERRETIVENHY FT BEEOQJT L1 FRRBFTILELNHYFET,
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Azure ADTF > ML TIE, EDK S BRENDBETTM?

A 7Vt RFHEREZHERLET,

B. & FET IV ER R —2BELET,

C.7UVERLEaA—DEREZITVET,

D.ABMIASARL—a VvEBREEERELET,

IEf%: (EfEZRTLED)

You can add enable 'Guest Inviter' role. But you cannot enable self-service role for 'Office 365' apps. So far, that is only available for apps you build.
Reference:
https://learn.microsoft.com/en-us/azure/active-directory/external-identities/external-collaboration-settings-configure#configure-settings-in-the-portal
https://learn.microsoft.com/en-us/azure/active-directory/external-identities/self-service-sign-up-user-flow#enable-self-service-sign-up-for-your-tenant
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A. Microsoft Entra BBt 4 —ho BEEORERTEZERLET,

B. Microsoft Defender for Cloud Apps IR—Z LD U5 FERHEEERHEKRY O—%EmLE T,
C. Microsoft Defender for Cloud Apps R—A LS 77 a9y 2 #ERLET,

D. Microsoft Entra EEt 42 —hib 79X LEL—%2X%ELET,
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NAT—REANTBIZF H—VILE RRT—=FZAAIRY I RICEVWT, TONRRT—FZEI )y LTSN,
Microsoft 365 21— —4%: admin@XXYyz112233.onmicrosoft.com
Microsoft 365 /XX 7 — : =1122334455667788
Microsoft 3657/R— 2 LMW TS I HFIZEBIZHEHFAFNLEWMESE CrtKF—ZBLTH LW I TIOHF R T TR—F I EZBEHRAAHF L TLESLY,
LTORRIE, i R—bOAZEMELTVET,
SiRA VR A 2 R:99999999
Microsoft 365 4 TRV 1y T a VDT —E~DT7 I REZREETEHT IV r—2aVICH LT RAEERETHIRENHYVET V21— a I UTOEREZRB-ITRENHYET,
A—HY—BNT7 TV 5= a vADORBZRETELNES, 1~V —LEBEICREEREBTETHLIERTELILENH D,
T2 TV A——DMoDRBEEREEETTLILENHD,
CDRARYERTITHICIE ZBTIHIEELUI—ITHAS 4 LTS,
1E fi%:
Microsoft Entra ID, Enterprise applications. Configure how users consent to applications
Before an application can access your organization’s data, a user must grant the application permissions to do so.

Part 1: If a user cannot provide consent to an application, the user must be able to request that an administrator review the
consents requests.

Configure user consent settings
Step 1:  Sign in to the Microsoft Entra admin center as a Global Administrator.

Step 2: Browse to Identity = Applications = Enterprise applications > Consent and permissions > User consent settings.

Step 3: Under User consent for applications. select which consent setting you want to configure for all users. [Here: Do not
allow user consent]

for applications to access your organization's data.

O Do not allow user consent

An administrator will be required for all apps.
— % i - & s g . i . .

(®) Allow user consent for apps from verified publishers, for selected permissions (Recommended)

All users can consent for permissions classified as "low impact®, for apps from verified publishers or apps registered in this

organization.

(O Allow user consent for apps
All users can consent for any app to access the organization's data.

Step 4: Select Save to save your settings.

Part 2: Allan Deyoung must be able to review the consent requests of the users.
Configure the admin consent workflow to enable users to request access to applications that require admin consent. You
enable the ability to make requests by using an admin consent worktlow.



Enable the admin consent workflow
To enable the admin consent workflow and choose reviewers:

Step 1:  Sign in to the Microsoft Entra admin center as as a Global Administrator.

Step 2: Browse to Identity = Applications > Enterprise applications > Consent and permissions > Admin consent settings.

Step 3: Under Admin consent requests, select Yes for Users can request admin consent to apps they are unable to consent to

Admin consent requests
Users can request admin consent to apps they are unable to consent to (@

Who can review admin consent requests (&

Reviewer type Reviewers
Users 5 users selected
Groups (Preview) + Add groups
Roles (Preview) + Add roles

Selected users will receive email notifications for requests ()

{  Yes No )

Selected users will receive request expiration reminders (O

[ ves No

b o

Consent request expires after (days) @

—0- —— — —— e — N — e — — | 30 |

Step 4: Configure the following settings:
Who can review admin consent requests
Step 4a: Specify Allan Deyoung

Step 5: Select Save. It can take up to an hour for the workflow to become enabled.

Reference:
https://learn.microsoft. com/en-us/entra/identity/enterprise-apps/confisure-user-consent
https://learn.microsoft. com/en-us/entra/identity/enterprise-apps/conficure-admin-consent-workflow
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BEHRIL . Group1 EGroup2E WS ZRIN2DD T IL—T & LUTORIZRT A—HF—%2EEMicrosoft 365 ESHTRH ) T avEmRBELTNET,

Name Member of Role

User1 Group1 None

User/ Group1, Group2 None

User3d | GroupZ Global Administrator

COH TR YT avIZE UTOREEH IOEHFETIERA R O—DBEFATVET,

- BZE: R —1

- BRRE

08D

A= IL—T FIL—T1
T4 LY R DBRE: S O—N)LEEE

PRV 9%

S A—H—EHI—T HIIL—T2

oRERYY—R

-80

-TRTDYISIERTTY
- 79t R

-ft5

-SERDBATWEET D
UTOEERIZTDODVT ELWMERIE KL ZRBRLTLESWD, £S5 THEWMMESE DOVE ZEBRL TSN,

T EEEITIRA Y EAMEShET,

Answer Area

Statements

User1 must use multifactor authentication (MFA) when signing in to Microsoft 365 apps.
User2 must use multifactor authentication (MFA) when signing in to Microsoft 365 apps.

User3 must use multifactor authenticatien (MFA) when signing in to Microsoft 365 apps.

okt

Yes

O

No



Answer Area

Statements

User1 must use multifactor authentication (MFA) when&Signing in to Microsoft 365 apps. Q

User2 must use multifactor authentication (MFA) when signing in to Microsoft 365 apps. O

User3 must use multifactor authenticatiop {MFA) when signing in to Microsaft 365 dpps!
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App1& WS BHIDAzZUreADT V2 —F 54 X7 T r—3 3 & & contoso.comé LY 5 &Rl AzureActive Directory Azure AD) T3> kB Y ET,
FEAEE(Tuseri@outlook.comDY LT oo LEFERALET,

FEEEBICADPINDT VL RFZIRETETLII L ZHREBTHILELNDY 7, 88 EEL userl @ outlook.come& L TEREITESALENHY FT,
HlafzlEfix g o5EN?

A.New-AzADUsera<w > KL v FE#EFTLET,

B.#4ABISHRL—a VEEEBRLET,

C.WS-FediIDZ7O/ N4 #—%EMLET,

D. contoso.comTH# R baA—H—7Ho Y FEERLET,

IEfE: (EfEERTLET)

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add- guest-users-portal
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&1 f=[EMicrosoft 365MH TRY Yy T a3 vEHHLTY,

HEEIE UTOEREREDApPIEVWSEZRIDT7 T ETITOATEH5FETT,
- Microsoft Entral= &8 s hFx 3

-4 42 LTS —H— Microsoft Outlook h L& —[Z7 VA LET

Microsoft Graph API
App1hiMicrosoft GraphlZ 7V E R TE A L #HRIT ILENHY ET,
fAlZESRETLLOIMN?

A 77) 45— 3 VER

B. ZIE SN T-4E[R

C. h X2 LA—)LR—X 7Y+ XH{#E(RBAC)A—)L
D. #iAAADA—)LR—X T & XHl#E(RBAC)A—)L
EfE: (EfEZRRLET)

Delegated permissions are used when your app needs to act on behalf of the signed-in user, and they require consent from the user.
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#1t(x_Microsoft 365 E5 MHHLWWH TR YT avé Appl EWSZFIDT T EBALE LS,
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App1 AIZ Microsoft Defender for Cloud Apps 77 2R R O—Z kKT 2ELAHY T,
FIRMMFAEITRETLLEIN?

AFHRETIER 7TV =2 a3 UhlHEFERT AL SICEHFET IR R O—%BRELET,
B.App1 D b—Y UEREZERLET,

C.App1 @ API ¥R ZEML FT,

D. 7 7VICKBHIRZERAT HICIE, FHHFET IR R O—FBRELET,

IFfE: (EfgZRTLET)
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BEHIL, fabrikam.com& VD R A A VB FFEHT SMicrosoft 3657+ > F&EHEFESLTT,

NEBASKRL—2avDEREFK ASKRL—2 a3 VRISREINMTWS EBYICERSATWET (BSHRL—23 0182701y LTLESL,)
Guest invite settings

Guest invite restrictions

.’- 3 \1|

L

"t-l'l_."Cl"!f- in the ﬂfg&nl:.‘lf'ﬂn can invite J-.-l'."‘l users includ ng guests and non-admins (most mclusive)

®) Member users and users assigned to specific admin roles can invite guest users including guests with
2 o o

memoer permissons

Y " s

) Only users assigned to specific admin roles can mvite guest users

P

L Mo one in the :-‘._;A:E-:d1-rr" can invite ._;_:415! users |r1'.|u-_':||z1;_;| agdmms (most restnctre)

Enable guest self-service sign up via user flows |

o

Yes Mo

External user leave settings
Allow external usengtdiemiBy &8 hamBWeEs from your organization (recommended)

BSET PEE

Yes No

Collaboration restrictions
A\ Cross-tenant access settings are also evaluated when sending an invitation to determine whether the invite

should be allowed or blocked

#) Allow invitations to be sent to any domain (most inclusive)
P
() Deny invitations to the specified domains

() Allow invitations only to the specified domains (most restrictive)

TFURMIH LT HRAMEDA—IIZEBT 34 LNRO— RERENREDIZHE>TULET,
bsmith@fabrikam.com & LV5 1 —4H—5H%_ Microsoft SharePoint Online D KX a2 AV S A4 TS5 % RORICRKTA—H—EHBELTWET,
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Name Email Description
Userl User 1l {@contoso.com An existing guest user in fabrikam com
User2 User2@tailspintoys.com A guest user who has never accessed resources in
fabrikam com
User3 User3@fabrikam com A user in fabrikam com

EQA—H—I2/RaA— KN A—)LTEEShEFIMN?
A 1—H—-20H

B.1—%¥—1 1—%—2 1—%—-3
C.1—H—1é,a—H¥—-20#

D. 1 —%—10O&

FfE:C(AAV bERKT D)
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contoso.comMDSMTP®D 7 ~ L R ZEfE % £ A9 % MicrosoftExchangefffind Y £,

AIADDI—H—IE B Dcontoso.comBEF A —JLT7 KL R EER L T Azure Active Directory Azure AD)~ADEIILITH—ERY A U7 v THITVET,
BE2EEZ21—Y—%&8LAzureADTF Y MIxd T 50— /NILEBEFEZRIGLET,

Microsoft 365 —EXADEIL TH—ER YA 27 v TD=HIZ 1—HF—hlcontoso.com AzureADTF > h TA—H—TFHO U FE2ERTELEVWESICTIREAHY T3,
EDPowerShellav > FLy FEERTITLILELHYEITM?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings

C. E#-MsolfederatedDomain

D. Set-MsolDomain

EfE: (EfEZRRLET)

Self-service sign-up: Method by which a user signs up for a cloud service and has an identity automatically created for them in Azure AD based on their email domain.

Azure AD cmdlet Set-MsolCompanySettings could help you to prevent creating user accounts with parameters:

AllowEmailVerifiedUsers (users can join the tenant by email validation)-->when is TRUE.

AllowAdHocSubscriptions (controls the ability for users to perform self-service sign-up) e.g. Set-MsolCompanySettings -AllowEmailVerifiedUsers $false -AllowAdHocSubscriptions $false Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service- signup
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ROKITRYT 1—H—%ET Azure AD TF 2 bABYET,
Name ViicRole

User User Administrator
User2 Passwalrd Administrator
User3 | Se¢unty Reader
Userd User
FTRTOLI—HF—(CHLTEILITH—ER /ISRT—FK Yty + (SSPR) #BHMICL H—DRIAAHZE L TEFLY T DEMEERTHLSICSSPR E#ERLET,
INNRAT—FRZ#Ey T BHEEIHMBEOERZFERTAIVENHIDIEIEDI—H —TTH?
A. Userd &
B.1—4H—3¢,ta1a—H—40H
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C.i—¥—1¢ta—¥H4—40DH

D. User1_User3_Userd M #

E1—4%—1 1—H%—2 21—H%—3 La1—H—4

IEfE: (EffZzRLET)

Basically, some administrative roles, by design can only use strong, two-gate password reset policy, regardles of SSPR settings.
User Administrator and Password Administrator will be always forced to use two methods and cannot use security questions.
Securiry Reader and User will use whatever is set under SSPR, so security questions in this case.
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-policy#administrator-reset-policy-differences
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BEEHIL . Site1 & LYD& FTD Microsoft SharePoint Online 4 k&  ROKRITFRT 1—H—%EL Microsoft 365E5 TRV 1y T avEmMALTVET,
Name | ' ‘Member of

Group1

Group?2
Group1, Group?2

A—HY—HAETETNA REUTORITRT ESYTY,

Name | Platform A:uADjuintype
Devicel | Windows 11 |'None

Device2 | Windows 10 " | Azure AD joined
Da¥iges |- Andraid: Azure AD registered

RD2DODEHFET IR R O—FERLET,

- ZH1: CAPolicy1

- FRe

o 1—H—F[ET—sB—FDID: JI)L—T1

0959 K F7F)FEIEFT Y L 3 : Office 365 SharePoint Online
&

TNNARADTANA) T RYS—DET AR VT ENTZTNA REBRNLET
JL—IL#EXX: device.displayName -startsWith Device?

o 7t R HillfH

R 7O RRETOAVITS

vy a0y FE—LERSNFELS:
oRY—FF/MTSH: >

- £ A1 CAPolicy2

- BRe

o 1—H—F[FT7—sa—FDID: F)L—T2

0959 K F7F)FEIET Y L 3 : Office 365 SharePoint Online
oM O EDEHEMNERESNELL:

-7t R
OFR: 7O ARZEEHRT B
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SERDPIATWVELT D

oty ar:0EADaY FO—ILHAEIRShFELT:

IR —FBMITSH: A

TRTDA—Y—I&  BERDBPIAMFAZERALTCERICRIATESLZHALTVET,
UTORERIZDVWT ELWMEEIX EWEBRLTLESWD, Z5THWMEEE DDWWE ZBIRL TS,
R LICIRA Y EAMESAET,

Statements

User1 can access Site1 from Devicel.

User2 can access Site1 from DeviceZ. -

User3 can access Slte1 from Device3.

‘Microsoft

B . =
Statements _ Micros Ofiﬁﬁ\'ﬁ No
User1 can access Site1 from Devicel. - %a_.,-:* O @)
wj}‘ ;
) % i _'3:;3
User2 can access Site1 from W O O
F o %‘?«5\ y
: A .
User3 can access Site1 from Device3. ® O
A\ ¢
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HEHRIL Microsoft Entra ID Premium 54 £ > X #{ERH9 % Microsoft Entra 73+ > F & EEH T,
TF 2 FRITFIZFIABRH(ToU)ERET HFETT,

FMABRHTUXEZEEZ7 Yy TO—FTD2RENHY FT,

XEIZFEDHAEZFERINETIMN?

A. HTML
B. RTF



C.PDF Xt E =
D. DOCX

Ef:C(AAVRERKT D)

https://learn.microsoft.com/en-us/entra/identity/conditional-access/terms-of-use

A% SC-300J B (LJPNTest.comigfit St  SC-300J5RERICE18 T 5 Z L IZRIZII B ET ! JPNTest.comlES R #HTSC-300J:ERRAREE #1214t L =9, JPNTest.com SC-300JiRERRIRBE L SEHShEL-, &
C TSC-300JfSEENTRA FIT VT UEFICANE T, REFRD 7 Y £ X _ https://www.jpntest.com/shiken/SC-300J-mondaishu 885f51. 3 0% « A Ao > + #5314 EI5|2— F: JPNshiken|
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YXal—i3y
BEIZIGCT UTORT A UEREFEAL T30,
A—HY—BFAATBICIE A A VRV I RIZH—YILEFESE TOA—HF—LE97 v I LTLIESL,
NRAT=FZEANTBRIZIE D—VYILE RRAT—FZANIRY I RICTEVWT, FTONRRT—FE7 1) v LTLEEW,
Microsoft 365 21— —4%: admin@XXYyz112233.onmicrosoft.com
Microsoft 365 /XX 7 — : =1122334455667788
Microsoft 3657/ R— A2 LM T S OHFIZERBICHEARAENLZWMGEIE Cr+KEXF—Z2BLTHLWIZOHYZ T THR—F I EBHRHAH LTS,
LUTORRIE, HEifiPR—bOAZEMELTOWET,
FiRA VA A 2 X:99999999
sg-legalf IL—TDA—H—HDTF 2 MI&K>TEEBINTWE ISV RT7TVIZT7 VAT BHRICIE 12BE S L ICHBRMEZTOLENH LI LR LTS,
ARV ERTTHICIE ZHBTIHIEELUI—ITHS 4 LTS,
1E fZ:
Microsoft Entra, Microsoft Entra ID. Conditional Access. Configure adaptive session lifetime policies

Sign-in frequency control
Step 1:  Sign in to the Microsoft Entra admin center as at least a Conditional Access Administrator.

Step 2: Browse to Protection > Conditional Access.

Step 3: Select Create new policy.

Step 4: Give your policy a name. We recommend that organizations create a meaningful standard for the names of their policies.
Step 5: Choose all required conditions for customer’s environment. including the target cloud apps.

Step 6: Under Access controls > Session.

Step 6a: Select Sign-in frequency.

Step 6b: Choose Periodic reauthentication and enter a value of hours or days [Specify 12 hours: 12 + Hours as Unit] or select
Every time.
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ROMEe /7 LOntoso | security /7 Security | Lonuiuondl ACLESs » Lonaiuonal ACLESs | FOLILIEs /7 Session X

New

Conditional Access policy
Control access based on session controls to
enable limited experiences within specific

cloud applications.
Learn more

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.

Learn more
D Use app enforced restrictions
Name *
Sign-in frequency 2 D Use Conditional Access App Control (O

Sign-in frequency ©
Assignments

: " @ Periodic reauthentication
Users or workload identities (i)

Specific users included ‘ 0

Cloud apps or actions (D

‘ Select units

1 app included =
\_J) Every time

Conditions @

0 conditions selected

A\ Some of the applications currently
selected are not compatible with the
Access controls "Sign-in frequency" option of "Every

time"

Grant (i)

0 controls selected

D Persistent browser session

Session (D

D Customize continuous access @
evaluation

0 controls selected




u Disable resilience defaults (©

Enable policy

'.':I. Report-only On Off '
s

Step 6¢: For Assignments, User or workload identities, specify the sg-Legal group
Step 6d: For Cloud apps or actions. specify any/all cloud apps.
Step 7: Click Create. and save your policy.

Reference:
https://learn.microsoft. com/en-us/entra/identity/conditional-access/howto-conditional-access-session-lifetime
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Azure Active Directory Azure AD) T+ > kDY ET,

BEICRELEYAS VA VERAET BIZIE AzureADY A VA VOS2 HRTIREAHY FT,
Azure ADIZED LK SVDEIBIA R b EH A oA 0T ICRELEIN?

A. 14H
B. 308
C.90H
D. 365H
Ef:B (A FEFKKT D)

https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-data- retention#how-long-does-azure-ad-store-the-data
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H7E 1=, Automation1 & LS & RiTMDAzure Automation7 h o > b EELAzure Y TR ) T2 a v EH->TWET,
Automation1(ZAzure!) V —ZAADT VA EZHETERENHYFET, V) 21— a VEUTOEGZHE-ITBELNHY FT,
- Automation1 2t 5 SNTF=HERIEHIBR SN TSI EF#HREL TLESLY,
Thov MIHIBRENFEL:,
BEEBEOFHEZR/NIRIZHZS,
fAIZESRETLLIN?
A 1—H—HZEY HTHLEED
B. VAT LIZE>TEIYETOoN-EEID
C.iIHAE
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D. V5472 FDWER
EfR: (EfREERLEY)

B ff: 155

FCOMERX RLIFVAFRERTI—EOMED—EHTYT, SOV —XDBMEICIE B RIN-BEZFH -ITUEREOH I HMBOBENEENTVET BELY FMI&>TIE EHOERELHDBEL HNIL,
EBNEWNEELHYET,

CDEIVIVDEBERICEIZETSE BN ROTHETSHICEFITEFRA, ZDOEH CADEMIIETERICIERTINELTA,
Azure Monitor (& Azure Active Directory (Azure AD) D7V T4 ET« QT 0T H=-OICFERLET,

Azure Al DA—H—H A A4 URITEERLEHBER B 100 FLLEDA—ILT S — D EEFET,

HEETIEELS FHLWEF 2T EBENTS—FE2RETHLIICERETIRENHYET,

iR Azure AD M5 _Insights DEEEO—ILOE|Y B TEERLET,

CHNIFEBEEFERLTWDEEZRSTLELEIM?

A. [

B. LMVZ

IEfg: (EfERELET)

%ggglgg%anﬁ4>%ﬁéﬁﬁbr<Eéuo

A—HY—BFAATBICIE A A VRV I RIZA—YILEFESE TOA—HF—L%E9V v I LTLESL,
NAT—FZEARATBICIE A—YILE RRT—FEANIHRY I RIZTEVWT, TONRRDT—FK%#5 1)y LTLEEL,
Microsoft 365 21— —4%: admin@XXYyz112233.onmicrosoft.com

Microsoft 365 /XX J— K: =1122334455667788

Microsoft 365/R— 2 LTS OHFICEFBICHEARAENLEWMESIE Cri+KF—FH L THLWIT SO FZ T THR—FILEBHAAH L TLESLY,
UTOE®RIE, i R— DA ZEEHELTULET,

FRA R AZ X 99999999

ZERDIAMFA)VZEAT EIMLENHYFET  BATEIYNa—2aVE UTOEREB-IBLENHY FT,

- sg-Finance 7 IL— T D * U IN—DH MFAZF £ EHT T3,

- T T35 N—H—ZEMFAEMEEL)RE~NDERRBEN SRNT S,

FHMETOECRA RO —ZFERAETIIV )2 —2 3 0 EFRET S,

CDRARDERTITBHICIE ZETHEBEUA—IZTHA 42 LTLEELY,

1E fiZ:
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Configure the Microsoft Entra multifactor authentication registration policy
Policy configuration

Step 1:  Sign in to the Microsoft Entra admin center as at least a Security Administrator
Step 2: Browse to Protection > Identity Protection > MFA registration policy.

Step 3: Under Assignments > Users

Step 4: Under Include. select All users or Select individuals and groups if limiting your rollout.
[Select sg-Finance group]

Step 5: Under Exclude. select Users and groups and choose your organization’s emergency access
or break-glass accounts. [Select'Debra Berger]

s VHETSSOT

Step 7: Save

Reference:

https:/leam. microsoft.com/en-us/entra/id-protectionhowto-identity-protection-confisure-mfa-policy
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FCORMEE RLIFIVAFRTTH2—EOHBEO—HTT, COV—XDEMBICIK BREINF-BEEZFB-ITEEOHIBEOEENETENTVET HELY ML >TIX EROERNHIHEL BNIL,
ERNGZEWEELHY ET,

ZDEIVAVDEMICEZTSE BILROTHRETSHIZLEETEFHA, TDEH N DERIIETETICIERTINEFTA,

&7 1=[EMicrosoft 3657+ > & HFH L TT,

BHIZIT100ZDITEEENEY 10DEEICHEBINTLET,

BREHISRENTWE TV ERBEEEZERLET ( BREHIZ2TEV ) v LTLEELY,)



Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.
Review name * Admin review

Description (1)

Start date * 12/18/2020

Frequency Monthly

Duration (in days) (O

EndG} m End by Occurrence«s )

M\ licrosoft ke“

—jpnsht

® ) Everyone

Review role membership (permanent and eligible) *
Application Administrator and 72 others

Reviewers

Reviewers (Preview) Manager

(Preview) Fallback reviewers (@
Megan Bowen

v  Upon completion settings

start

T ERBEDKRBEIXFTARTA—HY R—ITURZFE DTS ENDHIYET,
BEHFADTRL— v —D FNEFNDOEHFADT VLA LE1—2ZTENDESIZTI2BEAHYET,
RRK  RRECEICEANDT YV ERABEFERLET,
INIEEEEERLTWDEEZSTLLIN?

A. [Ty

B. LM%

IFfig: (EfZRTLET)
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Each access review would still send review approval to Megan as no manager has been set for the user accounts under review.
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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BEHRDOR Y hT—2 (21, contoso.com & LVS ZHID Active Directory 7+ LA FAEFENTE Y _ Azure AD Connect Z{#H L T contoso.com & L5 &R Azure Active Directory (Azure AD) T+ > MMZU U9 & T
WE9d,

Attire AD Connectl, Servert & WS BRIDY—/N—IZ4 VXA F—ILESNTWET,

Windows Server 2019%E1T73 % Server1 E WS ZRIDFH L LW —N—FTFTOA LET,

Azure AD Connect W7 T — LA —/N\— H—N—%FRETLINENHYFET DOV a—arvid Serverl MELF-HEIZT 2 —ILA—N—ITH I SERZH/NRICHNZ 2BENHY FT,
EDIDDITEZIREIZETIRETL & ')75\” BE&EYTDHICIE ATEI R OB LGTHZRSHICBESE . ELWVEFICHERBEZ TS,

1 AT 1

._..... ..............

1EfiE:

A nswer Are

[TER TERSREER

[
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r— R XA T 43 - A Datum Corp

B

A Datum Corporationl&E> kA —JLICHRZEBELL A VYILT 4 VIS TY A DatumlI iz, /N> —/N\—[Z#L R Zi& < Litware, Inc.ZEIR L FE L 1=,

BEFEORE

T—A LIRS

ADatum®DA > T L I ARy kT—2(Z1&, adatum.com& LS & RETDActive Directory KA A4 > —EXADDS) 7+ LR FBNEENRTUVET,

Datum [& Microsoft 365 E5 4 TR Y 1y T a3 v ZMALTVWET, ZOYITRH 1) TS 3 IZ(&  Azure AD Connect Z#{# A L T adatum.com AD DS KA A U EREIT BRIEFH KA A UNEFENTLET, Datum



(. adatum.com & L3 & HID Azure Active Directory (Azure AD) 77+ > FEFIBELTVWET , COTF U TR £F2 ) T4 OBEENERICG>TULET,
THFYMIF UTORISRTA—HF—DEFENATLET,

Name Role
User1 None
User2 None
User3 User administrator
biser4. | Privileged role administrator
User5' | Identity Governance Administrator
TFTUMIE UTORICRT TIL—THEENTVET,

Name Type Membership Members

type
IT_Group1 Security | Assigned All users Iin

the IT

. department
Adatumb/sers "sec'dﬁty })Assigned User1, User2

BEDIRE

LitwareIz 15

Litwarel&litware.com& WS BRTDAD DS T+ LR F&FH>TWLET,

BEDIRE

I RE TR

T—HIE UTOMEEHELET,

EEDMAOBERDI—YF—PRARSEDTNARAEZHMALTVWET, EXHMAOLI—YF—Hm5E, TS RBOLRISEL 2726 Azure ADTF 2 MZTNA RESMEE [ -OICHR— FRMIZER LR TNIEE SR
WEELH D EDBENHY F LT,

REDEXF1) T4V T MIKY BHOAI—Y—HRAEREREL ABELISOTLAOTA VIZERASIN BELEDIP7 RLANS Y Y—RIZTIEREIN-CENBALMNZHE ST,
-TNAREEBEO—ILEZ IT Groupl ICE|YHTES3ETHE FDTIL—THERY X MMIRRTINFEREA,
HBADHETEH HOT A FOBEBEELUNDI—F—25D TR M- —%BEFTEET,
ANVTTFRIFA—F—IRXT—FD Yty MIEEZENTTETIS,

BE A—Y—(FFBAEI/RRAT—FOHFEFEHALTULET,

2

AEENTWEAER

ADatum#t(E L TOERZEHRT 5 FETY,

-EILITH—ERNRT— Kty FMSSPR)ZHRELET,

- RTDA—H—ICH L TEERZBIAEMFA)ZERELET,

- Package1 EWSARIDT VR Ny Tr—SDT7 YA LEaA—%BRELET,

BT =2 ~DT7 TV r—2a 7O RRIZIE, EBEORENDELL D,

- AD DS —+#— & groupsoflitware.comZAzure ADTF+ > FEREILET,
BHEDEBEO—IILEYLBTONA—F—DANTRA P LI—F—ZBEFTEDLSITLET,



-Azure AD 2B ME(XBERTELTNA ADEKREE 10 [TH#EHOLET,

i

BT EH

EELQICE UTORMEHENIRESATVET,

- A—HY—EBEFEO-LZEVYETONA—TF X BEBEICHELTRRIEM, 2O — L EZERT5-HDHEAEZERTELILELHY FT,
A—Y—IZIEZERBIMFANDERZR L —CHEOERERX Y T TEIZX T3 VERBETIVELNHY FT,
-A—H—[X SSPREFEALTNART—FZ Uy b5 1DORIMFEFIRBETIHENHY FT,
FATERLEFEICIIUTNEENILELAHY T,

-A—)L

- B

- X)) T4 ICEATHERM

- Microsoft Authenticator 7 7')

- adatum.com & litware.com®AD DS K A 1 VI CEFEREZRZHI L TIEXR Y FEA,

R/MERDRR|ZEA L ITnEE 540,

IT_Group1DEIEZfERT 2HENHY T,

FIRMAETRETLLIN?

A IT_Group1 DA IN—=y TEAA TEHMI—F—IZEBLET,

B.IT Group1 4 IL—T#BHERLET,

CATTLN—T1IDAN=2y TR TEHMTNA RIZEBLET,

D. IT_Group1IZ#4—+—%EMLET,

Ef:B(aAY FERETB)

https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept
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7 1= 1%contoso.com& LN 3 SMTP 7 k< L R ZEfE Z A9 S Microsoft Exchangeff#i > TULVET,

BEOI—Y—H_ Azure ADANDEIL 7H—E XEE(Zcontoso.comD A — L7 RLRAZFERALTWET,

HEER1—Y—%8T Azure AD T+ 2 Mg 55 0—N\ILEBEERNFESINET,

A —H—hHMicrosoft 365 —EZXADEILTH—ERY A U7 v TD=HIZ_ contoso.comDAzure ADTF > MZIA—HF—TFHhO U FEERTELVWKSIZTEILENHY ET,
EDPowerShellav Y KLy hEETIRETITMN?

A. Update-MgOrganization

B. Update-MgPolicyPermissionGrantPolicyExclude

C. Update-MgDomain

D. Update-MgDomainFederationConfiguration

IEf#: (EfEZRTLET)

The Update-MgPolicyPermissionGrantPolicyExclude cmdlet is used to exclude a policy from being applied to a specific set of users. In this case, you can use the cmdlet to exclude the self- service sign-up policy from
being applied to users with the contoso.com SMTP address space.
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# L L) Microsoft 365 7+ > b &L T BIED A 4 2% & LT contoso.com ZERALET,

FHHETIORR RY—ZFEARAL T Microsoft365 ) Y —AANDT I RAEHETEELSICTEHILELAHY FT,
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FIRMMAMEITRETLLIN?
AtEXaT4DTIHILMEREEEMLET,
B.1—HY—REEREZENLET,

C. 2EXRIDI(MFA)ERR) O—%H{/ELET,
D.Azure AD T+ > bD/SRT— FREEZHRELET,
IEfR: (EfEZERTLET)
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HEH(EIMicrosoft EntraTF+ > FEHHEH T,

THFUORANDEBET VLR EZEEBT DI FHHAST IR RO —FERTIDLENHY FT,
DV a—=2a3vIiE, 749 U RRICENE-ZERBIAMFA) AR ZANT EBENRIAINSIEEZRITIHELH D,
RRRICEDDIREBIAFEEIENTIN? ERF TN ENTEELMRRERLTVET,
GIERAER—RBIN( VTN TTFIR—)

E)::EIEEE

X498V 7T RV AT A

GEBAEAN— R FEL(Z ERFEL)

. »—JLOTP

Windows Hello for Business

.FIDO2tEFa ) T4 F—

H. SMS

IFfig: (EfZ R LET)

_'nmUO_tD>

@
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&1 f=[EMicrosoft 365MH TRY Yy T a3 vEaHHLTY,

HHT=1E, Appl & ULVS B RITD Azure App Service Web 7 71 &8 Azure Y TRV ) T a3 v EMABLTLET,
BEVNDTNA RFEHEDHY . LT hEWindowsZE#E L . Microsoft IntunelZ &8 shTLVET,
IntuneZFEALT . JO—N\ILEF12T7F7ICRISATURETNNA RICERALET,

APPIND T ZAR— KT IR EHRETILENHY FT,

RIZEZIRETLEOIMN?

A T5AR—rRy =Y ax9 3 %7704 LET,

B. kS T4 v EETOTFAILERELET,

C.UE—brRYFI—UZEERLET,

D.77Ur—Yavtexa)T4L—TEERLET,

IEfR: (EfEZRTLET)
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EIFFZE1 - Contoso, Ltd

BZE
Contoso, Ltd.I&, EY M)A —ILICA#ZES OV RV ECT MUICKEEZHE D OVYILT A VIEHTY,

ContosoldFabrikam, Inc. & LV 5 &%t S {RERSRIZ $ 5 , Fabrikam(Zfabrikam.com & L5 & RiIMAzure Active Directory(Azure AD) T+ > &AL TULVS,
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BRFRE, BRRE

ContosoD#A > FTL 2 Ry FJ—4I1Z1% contoso.comé& LY S & HTDActive Directory KA 4 UMEFENTWNET,

D KA 2IZIE, Contoso_Resources & LD ZRTDFAMBE AL (OU) NEFENTULVET , Contoso_Resources OU [ZIE, T RTHA—H—¢,aVEa—2—REENTUNET,
contoso.com Active Directory KA A V(ZIE RORIZKTA—HF—DBEENTLET,

Name

Office

Department

Admin1

Montreal

Helpdesk

User1

Montreal

HR

User2

Montreal

HR

User3

Montreal

HR

Admin2

| London

Helpdesk

lserg-

London

Finance

Users

London

Sales

Usert

London

Sales

Admin3
User7

Seattle
Seattle
Usersd Seattle
User9 Seattle

BE7EI81% Microsoft 365/Azurelz i

Contosoldcontoso.com& LD & RIDAzure ADTFH 2 FZERMBELTHEY TNIZIEUTO S A o ANEEM TN TLET,

* Microsoft Office 365 Enterprise ES

*IUA—TSAXEEYTFa4+EF2 )T«

* Windows 10 Enterprise E3

*Javxy EHES

Azure AD Connectld Azure AD & Active Directory K A 14 > —E X (AD DS)DREI TR SN TWLE T, B 5 DILContoso_Resources OUNHTT
ANLVTTROEBEL, A——REZEET H-HIZHEMICMicrosoft 365BEBt U2 —%FRALET,

R A—H—EEE([IMicrosoft 365B B A —FFALTSA UV REFEHTH YL TTLWET UTOHANEZRE IRXTOLI—HF—([CITRTDSTA UV ANEY B TOLNATWNET,
*OY Kot 7 4 ADO1—H—[F_ Microsoft 365 Phone System®D 5 4 £ AMNKE|Y B THIRETT,

OF FILA T 4 ADL—H—IE_ Yammer Enterprise 54 £ X EKRE|Y Y TDIRETT,

contoso.com TIX, XU T4 DT T4 FEENEMZHEH>TUHET,

Contosold BIEEO—ILEFRET H1-DOIZAzure ADDHEHHEIDEEPIMZFERALTLET,

BFIRE, BER

OV MVRIFIUTORMERZHE#ML TS,

CBE T RTOANILTTRY EBEIE Microsoft 3657+ > F&KIChz 51— -5/ vV REEBEBTEET,

*A—H—EBEMNSIE ContosoDBEF T4 RZEICELBETA LV RAEHEFHTHRET ADITEEZEVSIHRENFELNTVET,
ANILT TR EEBEL EGEMicrosoft 365 —EXRB LUV T TIADRH T VLA EFANT V2R ETOEDaZ VI 5DICHKEENTTETINS,
IR ANLVTTRAYEEER ESLEBEARCARBLELIC, A—YV—EBBEO—IILEZFALTIRIVEEFTTEET,

*Azure AD T [BJ] / — F%#EIRT S & Log Analytics DIEENEBICHE D TWEWNWI EEFRI IS —AVvE—IUNRTEINET,

EH FTESNTVSESR

OVMVRRUTOEEZERI HSFETY,

s gL TH—ERISRT— Rty MSSPR)ZERT 3,

* Azure MonitorZ2{EF L T AzureBsBE7 VT4 ET14 BT EHLET,

Helpdesk
Sales
Sales
Sales




*TFUMIEMEINEEFRI—Y—IIHT 55/ REIYETEBHRIELLET,

*FabrikamDA—H—ERALTHRAY—47T 4 oI F v UoR—VEERT B,

*A—H—EEEO—LEREL AVNELTARICELEDRBAERBLADELLSEELSICLET,

*ApplE WS BHID EFERD AR R LAzure Web7 T ZFRELFET AppllFA V32 —Fy kDS FTHUERARET Azure AD7ho > b EFERLTHRIESNTET,

* X =T 4 T EBFADOFHE L —Y—M[IFI1Z Microsoft SharePoint OnlineDH 4 b FIL—T HEUVT7 TIUADT O RAEREZHE5ET S -OOBERZETI—V JO0—%2FELFT,
ContosottI£Adatum Corporation& LN 5 £ #EUNT 5 FE TH , Adatum & LS A RiTDActive Directory#i#8i B A1 (OU)AIZ  FT=IZ100 ADAdatumL—HF —hAMER SNET , choDI—F—([FAV KU ED T MLICHLE
ZELFETY,

ZiH, BRIES

Contosoft & U TOHMEHEZHFELE L,

*FRTOLI—H—I[L_ AD DS h 5 contoso.com Azure AD T+ > MZREIHIEN TWARERAHY 9,

* App1 21 https://contoso.com/auth-response #$53 ) A4/ LY b URI BB ETT

A —ADSTAEUREIYETE, A —F—OFERICEDVWTEIMIZITONZBENHY T,

* Fabrikam®D1—H—I ¥ —4 T 1« > &AM SharePoint¥ A &R AOBE TV EXATEZREAHY FI,

*Azure AD TEIT NI BEBREFEEIEENRETIVELAHY ET BEEOJ (T 1 FRREFTIVELHY ET,

*AWNTTRIVEBEL TNTNADA T4 RICHBET 51— —DF1Et ADHEZEBTEIRENHYET,

*A—H—DEITNEEINLARENHZEE . A—F—IZFNNRT—FOEEZ®RF LB ITAIELE S0,

Ry FRARY FMZEAT HERM

A—HY—DETERNMEE SN ATRESICET I EMNLGEGERB-ILELNHYFET,

A—H—([FFETMEITRETLLIN? F - RETARZFEHBIIAMTLLSIMN?REFTEYLGA T a oEERLTLLEZSL,

R LIRS EAMESNET,

Answer Area

The users must first: ; -
Provide consent for any app to access the data of Contoso.
Register for multi-factor authehticalion (MFA). |
Register for seﬁfsemce"ggsgword resat (S E‘:ﬁ'R}

[ ol & =1

You must configure:

A sign-inisk policy
A'user risk policy
An Azure AD Password Protection policy




Answer Area — MECFDSth

The users must first: LN\ -
Provide consent for any app }qﬁy&%ﬁﬂm data of Contoso.
Register for multi-factor autheéafication (MFA).

' & pdssword reset (SSPR).

You must configure:

A sign-infisk policy
policy
i&; re AD Password Protection policy

Explanation:

User risk is a calculation of probability that an "identity" has been compromised.

Administrators can choose to block access, allow access, or allow access but require a password change using Azure AD self-service password reset.
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies
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Ry b RRy MIET S ERM

BERROR Y kT —2 (1%, Azure Active Directory (Azure AD) T+ > FERIEAT 54 > T L = XD Active Directory KA A UDAEENRTWVET,
TTURIE UTORIZRTIIL—THREENTNVET,

Source GV

Cloud

Active Dlrec’tnrv domain
TTFUMIE UTFTORISRTAI—H—HAREENTNET,

Name Dimctuw-syn:wm | Member of
Userl No Groupl
User2 Mo Group?2
User3 Yes Group3

UTORIZRTKSIC, TV ERBEEERLET,



B®%icrosof Vtue
Review type Teams + Groups
Review scope All users
Group Group2, Group3
Reviewers Users review own access
If reviewers don't respond Remove access

UTOEERIZTDODVT ELWMEEIE KL ZRBIRLTLES WD, £S5 THEVMESE DOVE ZERL TS,
T EEEITIRA Y EAMEShET,

Answer Area
Statements

Userl will be removed automatically from G;Qgpﬂ ﬁ‘iﬁe user
does not respond to the review req uefsﬁ@ 7

User 2 will be removed auhg@affmﬁy from Group 3 if the user
does not respond to ih“& l‘ﬁﬁew request,

User 3 will be remnveqﬁquytn ti Ig:fmrn Grouefl if the user

roso

does not respond to the fevie




Answer Area
Statements

Userl will be removed automatically from Group 1 if the user
does not respond to the review request.

User 2 will be removed automatically from Group 3 if the user
does not respond to the review request.

User 3 will be removed automatically from; Gmup 2 Lf t,he user
does not respond to the review

Explanation:

Box 1: No

User1 is member of Group1. Group1 is in the cloud. Group1 is member of Group3. Group3 is in the cloud.

The access review applies to Group3, but not to Group1. The access review is setup to remove access if reviewers don't respond.
Box 2: No

User2's membership cannot be managed since he is a part of Group2 which is an AD group (not AAD).

Box 3: No

User3 is member of Group3, not of Group2.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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Ry FRARy MZET HERM
RDRIZTRT JIL—TEEL Azure Active Directory (Azure AD) T3> kDB Y ET,



Name | Owner | Numberof ({' Number of
imw“ guest users

-

Groupl |User1 | 5@9\" S
GroupZ2 | Usera ) "-["295 ;%d\/-‘-_ licrosoft

RORISRT KIS TIV—T1OT7 I CREEE#ERLET,

Setting | |/ CIWalue

Review type | Teams 2 Groups
Review scope | Allusérs
Reviewers 1 S FeVIew OWn access

ROEIFTES =, TI—ToDT 5 RAEEEERLET

Value
Teams = Groups
Guest Users only
Group owner

BT W—TIZWET: Azure Active Directory Premium P2 54 2 AN/ A DN—EITNWLK DTIHN?EE TSI, BABFHTEUGA T a vEFBRLTLESL,
F R EITIRA Y FAMESNET,




Group1: v

525

GroupZ: o

Explanation:

Box 1: 500

Scenario = An administrator creates an access review of Group C with 50 member users and 25 guest users. Makes it a self-review.
Calculation = 50 licenses for each user as self-reviewers.*

Number of licenses = 50

* Azure AD External Identities (quest user) pricing is based on monthly active users (MAU), which is the count of unique users with authentication activity within a calendar month. This model replaces the 1:5 ratio billing
model, which allowed up to five guest users for each Azure AD Premium license in your tenant.

Box 2: 1

For Group2:

Review scope: Guest users only. Reviewers: Group Owner.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview#license-requirements
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I COBME ALY FIAERT—EOBBMO—8MTY, COV)—XDEEMICIK EESN-BELZEHTETLIAREOH I HMBDHERENEENTVET, —HOEMtE Y FMIFEHDELVEBRENEEND
BENHY EFITHA MOBEMEY MIIZELWMERREALZWMEELHY T,

SOV aVOEMICEEZETSE. TOERBICRAZLIETEERRA, TOHRE, CAoDERIFILEA—EEICERTINELEA,

FRYIYY 9T H—ERX (AWS) 7H > k_Google Workspace TR 1) T3> BXUGitHUb Z7ho Y bhH 5 Azure Y TR D 1) T 3 0% T 704 L Microsoft 365 Defender #B%IZLET,

Microsoft Defender for Cloud Apps Z{Ef L T OAuth SREIBERZERTETLH L HERT IDLENHYET,

fi#iR 5K Microsoft 365 Defender IR—Z )LV S  GitHub 771 a9 2 EBMLET, ChIZBZEEZER L TLETH?

A. [y

B. LMV R

EfE:B(AAV FEHEKT D)

Adding the GitHub app connector to Microsoft Defender for Cloud Apps will allow you to monitor OAuth authentication requests from GitHub to Microsoft 365. However, it will not allow you to monitor OAuth authentication
requests to your AWS account, Google Workspace subscription, or Azure subscription.

B f: 168

Ry FRARy MBI SHER

HEH L Microsoft Entra Permissions Management B9 % Azure Y TR 9 ) T2 30 BHEH T,

71 1=1ZAmazon Web Servicess AWS)D 7 ho Y 2 HEFHL T,

HE-IIHEREEZAWSIZEKIT H2FETY,

Azure TT7 U 2R EBT7 T #ERT 20ENHY £9,

PowerShella <> FEED LS ITETITNELNWTIN?BETHITIE, EERMTEUGA T a VEBERLTEEY,
R LIRS EAMESNET,

Answer Area

it ¥y Ham m- aws 1dc-c@anmer T - "api imcie aws-oid
New-AzureADApplication -GroupMembershipClaims
New-AzureADApplicationExtensionProparty IdentitierUrls
New-AzureADApplication KEgE igdleptial InformationalUrls
KeyCredentials
EfiE:
%
Answer Area
ek playham LEm = AwS - 010 C tORDIMeC Tor v ST Ing ot o dt ™
MNew-Arure ADApplication -GroupMembershipClaim
New-AzureADApplicationExtensionProperty IdentifierUrls
New-AzureADApplicationKeyCredential InformationalUrls
Ky r lentials
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Ialb—v 3y

WEIZIHCT UTORT A UEHREFERAL TS0,

A—Y—ZBEZANTBIZIE A A VRV IRICA—YILEBEE, TOI—H—RE57 ) v LTS,
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NRAT—FRZANTBIZF A—VILE RRAT—FZAA RV RIZEVWT, FTONRT—FE )y LTS,
Microsoft 365 21— —4%: admin@XXYyz112233.onmicrosoft.com
Microsoft 365 /XX 7 — : =1122334455667788

Microsoft 365/R— 2 LD T S IHFICEBICHEARAENLEIMEGEIE CrtKF—FH L THLWIT SO Z T THR—FILEBHRARAH L TLESLY,
LT ORERRE, &K R—rDAZEHELTVET,
FRA VAR X:99999999
B -OREIE App1 EVSZRIDFHLLVARE LWeb7 T E#HKE L TLET,
App1%Microsoft Entra IDIZE T 20BN H Y £9, BEEFAD 1 —H—IL URI https://app1.contoso.com [Z) FA LY FESNEZDBELHY FT,
CDRRVETRTIAICIK ZETIEEL A —ITHA 4 LTLEED,
IEfig:
Register an application with the Microsoft identity platform
Registering your application establishes a trust relationship between your app and the Microsoft identity platform. The trust is
unidirectional: your app trusts the Microsoft identity platform. and not the other way around. Once created, the application object
can’t be moved between different tenants,

Specify who can use the application in the Supported account types section.
Step 1: Sign in to the Microsoft Entra admin center.

Step 2: If you have access to multiple tenants. use the Settings icon in the top menu to switch to the tenant in which you want to
register the application from the Directories + subscriptions menu.

Step 3: Browse to Identity > Applications > App registrations and select New registration.
Step 4: Enter a display Name for your application. [Here: App1]

Step 5: Specify who can use the application in the Supported account types section.
Step 6: Redirect URI (optional). [Here: https//app1.contoso.com]
Step 7: Select Register to complete the initial app registration.

Home Contoso AL (dev)

Register an application IVHICEO
" Name
The user-facing display name for this application (this can be changed later)

Supported account types

Who can use this application or décess this AP|I?

i"i"i Arrnnnte in thic AfMani?alianal Bitactan anlv (Coantnon AD (dauvl nnlv - Sinnla tenant)



e M ey wewen gy b B

T
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizatianal directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenanos

| Web “ | | e.g https//myapp.com/fauth
-
I:'-.l"! , ‘--._]. s Tw i e M ., Platf P i

Register

Reference:
https://learn.microsoft.com/en-us/graph/auth-register-app-v2
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EE(EXMicrosoft EntraTF > F &2 EHEHL T,

FTVADYA A DI DMENLET IV CRFMEREL  TOXREEZT7 TV r—2a v EEEO—LULNEYVETOLNATOWSI—H—ICEYSBTILELAHYET,
fAIZHREITNIXENTTM?

A79€ALEa1—

B. 44 A2 YRR I—

C.&HMETHIEARKR) O—

D. EHERIEHTE

IEfg: (EfZRTLET)
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FSvd7r kR roy JHE

Hrat=1E User1l User2 User3& LVS ZRID3ANDI—H—%E T Microsoft 365 ESH TRV 1) T a v EFMALTVET,
UTORIRT &SI, A—F—2BETIVLENHYET,
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Configuration
User administrator role
* Device Administrators role
+ Identity Governance Administrator

role

Records Management role
Quarantine Administrator role group
End _ntnt Secu nly Manager role

EA—HY—FBRETDHICE, EOR—FILEFERAINELNTLEIN?EZETHICE BULGR—FLEELVI—HF—ITFSY T LTLLESVD, FR—2)LIE 1B EHE, FEFzF>(ERLAVGEENHY F
. AT UVERTT BRI RAVEDREN—ZE RSV T TEN RV O—LTHBELNHIEENHYET .

Portals Answer Area

Azure Active Directory admin center

Exchange admin center User1:

Microsoft 365 compliance center User2:

Microsoft Endpoint Manager admin cefiter| User3:

SharePoint admin center; ' M l Cros Oft




Answer Area

Exchange admin center User1:¢ ' Azure Atﬂve Dirgctory admin center

b

) User2: Microsoft 365 compliance center

User3: |Microsoft Endpoint Manager admin center |

SharePoint admin center

Explanation:
User 1: Azure Active Directory Admin Center
User 2: Microsoft Purview admin center (legacy Microsoft Compliance Admin center) These roles came from Exchange, Microsoft is not enforcing the roles permission from Exchange, Microsoft is recommending using

Microsoft Purview Admin center. | believe this answer is too old.
it could be true years ago, however, Microsoft today is with MS purview to assign these roles.

Record management and Quarantine role are known as SCC (security and compliance center) SCC roles have evolved from Exchange role groups design to MS Purview.
User 3: Microsoft Endpoint Manager Admin Center
You will see these two roles in the endpoint admin center.
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Sub1 &EWVSZRID Azure TRV ) T avhHBy ZFTOFIZRGT EWVWSERIDY Y —X TIL—THEENTWNET  RGT IZIE DB1 &ULV5 &HITD Azure Cosmos DB 7—H2 RN—X & AKS1 & LVS5 ARID Azure
Kubernetes Service (AKS) 7 S A A —MNEFEFNTWVET AKST I H+—D R ID #FEALTLET,

AKS1HDBIZT7 YV ZRATESCLEZHRTILELNHYFET VI a—YavEUTOEHRZHL-ITRENHY FET,
-AKSIMNT A—C FIDZEFEALTDBIZ7Z7 2 ERT B ELSITLTLESLY,

R/MERDRAIIZHKS Z &,

AKS1DOT —2 RIDIZIE, EDFRENFEIY HTEHIRETITMN?

A.Sub1 [TA—F—D®RENZEYAHTET,

B.DB1 [ZxfL T Azure Cosmos DB 7 ho Y FOBEEEOD—ILZEYHTET,

C.RG1 [CHEEDREZEIYHTEY,

D. RG1 [Zxf L T Azure Cosmos DB 7—#% |)—4— O—)LZE|Y L TET,

Ef: (ERERELET)
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BEHTE A —DBHAT7 TV —2aVICT7 O ERT BRI, 7O CRAHFAEHET DI EERBTITTOET,
Azure Active Directory (Azure AD) [Z MyApp1 E WS ARIDHLWI VA —TSA4A X 7T )r—23 0 %B85L MyAppl DU T )L Y4 oA (SSO) #ERLET,
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MyApp1 TlE RIZEDHEEZEXLITNIELNNTLLI N

A EILTH—EXR

B.7nEYa=>4y

C.77Ur—>arrnxd

D. RE L EEE

IEfR: (EffZzRTLET)

Users can self discover apps, users can request access for app, can configure list of individuals to approve or require business approval before granting access to application.
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access
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ActiveDirectory K * 4 > [ZR#13 % AzureActive Directory Azure AD) T+ > bAHY FT,

FUTLIRRY bT—YI121&, A2 T L = XActiveDirectory K A A 2%t L TEREEZE1T S VPNY—N—NEENTLVET, VPNH—/\—([L_ Azure Multi-Factor Authentication MFA) 49 7/R— kL TWEEA,
VPNIEREIZAzureMFAZ 2t 5V ) 2 —> 3 VEHRTILENHY T,

HEZHICIIRAZEHLIVELHY FTIMN?

A.AzureAD7 7y r—3>7oxd

B. AzureAD/SRA U — F{RETOFX S

C.+*vy FI7—U R —H—/\— KPS)

D. RRRIIL—FBFHETAXY

IEfE: (EfEZRERLET)

NPS (Network Policy and Access Service) is like a middle man between the VPN client and Azure MFA. The NPS role is installed on a domain-joined server or the domain controller and is configured to authenticate and
authorize RADIUS requests from the VPN client.

The VPN should be configured to use RADIUS authentication and point to the NPS server.

The MFA NPS extension is installed anywhere but the VPN server. When a user/VPN client attempts to authenticate, it sends a RADIUS request to the NPS server through the VPN which performs the primary
authentication and then triggers the NPS Extension for secondary authentication.

https://docs.microsoft.com/en-us/azure/active-directory/authentication/nowto-mfa-nps-extension-vpn
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&7 f=[Microsoft 365 ESMH TRH ) T avEBEHBTY,

A—H—NYTRH YT avItndA4 T BRI ARIIA X INEFARKTOV)ICRAET 5L 3RENDESICTILELHY FT,
fAIzZEITNIEINTTHN?

A T7OERINYG—

B. & A&7V AR O —

C.24294 0 )L0—oo0—

D. SR E

IEfE: (EfEZRRLET)

Organizations can use terms of use along with Conditional Access policies to require employees or guests to accept your terms of use policy before getting access.
https://learn.microsoft.com/en-us/entra/identity/conditional-access/terms-of-use#add-terms-of-use
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HEWIIAzure AD Premium P2T7+ > h & EELTY,
Log Analytics 7 —%9 AR—R&#ERLET,
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Azure MonitorZ A L TAzure ADDEBE A JIEHRER R TCELLEZHRBTIOILELNHYFT,
FIRAMMEITRETLEIN?

A . Azure AD 7—0 Tv o &R LET,

B. Azure AD OISR EZEELFET,

C. Update-MgOrganization A< > FL v FEETLET,

D. Update-MgDomain A< > KL v FE#ETLET,

EfZ:B(IAV FEHERKT D)
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Sub1E WS BRTDAzZUre Y TR 9 ) T arhiHly  FDOHI(CUsert EVWVS ZRIDI—HF—HBET,
User1A¥Sub1A IFIZMicrosoft Entra Permissions Management5 4 2V X Z#BATESLIICTHARERHYFET 2OV a—2 3 vid m/IMEBRDODERAIZES BDELAHY EFT,
Userl[CIXEDEENZZIY B TEHIRETIMN?

A EREEEESE

B. /O0—/\ILEEE

C.A—H¥—TFIULRAEEE

D. AREHEE

IEfg: (EfZRELET)
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aA—H— User | Z&TAzure Y TRV ) T a3 vxHELTT,

Azure ADTF > bDT7 ) BEREZREIX RORIZTRIT LS ITEREINET,

Enterprise applicatiohs

- Il | - LR - R Pl o
WaTall illalals TalaBY AN BEcIr 3 allila=idlalal:
1 1A C I PLLU T RS -.-_.T - al il Viesys # IS alicadllul )
} |

App registrations

Users can register. applications (i

UserliZApp1& LS ZBTMDASP.NET Web7 7 r— a3 U aHBELET,

User1BApp1 2 B TESL LS ICT HILENH Y FJ, MBREKIEFR/IMEBORAIZH S BENHY FT,
User[ZIZEDREIZEIY B TEHIRETTMN?

A 77)5— 3 VRRE

B. V95O FR77)xa)T4+EEE

C.UOSDKRT7IYHr—a ERE

D. 77— 3 VEEE

EfR: (EfRERELET)

Assign the Application Developer role to grant the ability to create application registrations when the Users can register applications setting is set to No. This role also grants permission to consent on one's own behalf
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when the Users can consent to apps accessing company data on their behalf setting is set to No.
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/delegate-app-roles#grant-individual-permissions-to-create-and-consent-to-applications-when-the-default-ability- is-disabled
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Microsoft3657F+ > kHH Y £,

Azure Active Directory Azure AD) T3+ > k& A>T L = XDActiveDirectory K A A VIZEHEILFET,

EmergencylE WS BRIDBRAT IV EREEBT7HO Y FEERT H5FETYT, EmergencylIZE, AzureADD S O—/N)LEBEDREINEY BTSN ET, Emergencylld AzureADEREDEES L UVA T LI RAM 2T
SRSV FyDEENRELEGEICEREINET,

B2 ICEmergency1 YA VA U TERLK B LAEERZEOITRENHY T,

DIE=IERZET o2 EH?

A.Emergency Il WEB SN-BE FREYA AV LEGEEICT I — FE4ERT % & 5 ZAzureMonitorz #RLF T,

B. Emergency1® 5 O—/\)LEBEE O —)LDAzure ADHHEIDEIR PIM) 7Y T4 R—L 3 U ETY,

C.Emergency1lDH A VA VIGFIELERY FT—I DHIZHIRT HEHHFET IO AR) O—%ERLET,

D. Emergency1(CZERIBIE MFA) ZERTEHEL S ICEHFET IV ERR) O —%HEBBLET,

IEfE: (EffZRRLET)

Monitor sign-in and audit logs

Organizations should monitor sign-in and audit log activity from the emergency accounts and trigger notifications to other administrators.

When you monitor the activity on break glass accounts, you can verify these accounts are only used for testing or actual emergencies.
You can use Azure Log Analytics to monitor the sign-in logs and trigger email and SMS alerts to your admins whenever break glass accounts sign in.
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&H1t(X Microsoft Entra IDZ{#H L T, Microsoft 365 —EXADA—H—F IUHST A DTV ERAEEEBLTULVET,

BEERIPRE TR N7V CREBMILIZIET At s IO ) FTHREETEDLSIZHYFELE BEQDI—Y—HREBRIE, LTD3DDORITRINATVET,

Default user role permissions

Learn mome 5

Users can register applications () ® ) No

Restrict non-admin users from @ m Yes
creating tenants

Users can create security groups O (@ ) No

Guest user access
LEArNn mors

-

Guest user access restnctions (i) O Guest users havediig same access as members (most inclusive)

®) Guest usérg hals limited access to properties and memberships of directory objects

O Guestser access is restricted to properties and memberships of their own directory objects (most restrictive)
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Administration center

Learn more (2

Restrict access to Microsoft Entra (© (l:} No
admin center

Linkedln account connections

Learn more 2

Allow users to connect th‘gir""-'-;-@'@ O s
work or schoq account m L |
N4 @msedlﬂmlcrUSOf

Linkedin 2
O no

Allow users to connect their * AWS-WS ;159 Edit
work or school account with
Linkedin

Home > lamiTGeek | User settings >

User features

E} Save X Discard

© starting Sept. 30th, 20
enabled for all tenants.

@D seeces A1)

“’“(ﬂw M}%‘\’ it B Microsoft

Select a group
AWS-WS
Administrators can access My Staff O

None Al

Select a group
AVD-Users

HEICBATHIREDHLHTAD L) FF—LO—DF UTOEHZHLTOLET,

mmunuupmmfuwmwmﬁ.‘ke“ -com




Username Group Association Requirements
User-GU-A None ¢ Requires same access as UserC

e Should not be able to access preview features for My
Apps

* Needs to access Linkedin with Microsoft Entra ID
account

UserA AVD-Users, AWS-WS

¢ Requires acecess to My Staff
UserB AVD Users » Needs o be able to use the combined security
information registration experience

* Needs to access Linkedln with the Microsoft Entra ID

UserC AWS-WS sccount

e Should not be able to ageess previe*:v features for M

a
UserD AVD-Users » Needs to access Linkedln with the igoﬂzg EQ t

account

—EDI—H—HhOLRDESIHMENHY EL 1=,

- User-GU-A (R ba—H—) (X BEUT®D

UserC& R L7 U RHER,

-UserBlE #idSnfztFxa ) T EREFEATELGVERELTLET,

ERFHMEDFIE,

- UserDIZ Microsoft7 179 > k TLinkedIn[Z 7 € XA TERHNEHREL TULVS,

EntraI D7 A2 b,

A—Y—DEHFHT-F =8I Microsoft Entra D 1 —H—F[REEZETHITIMLENHY FT  UTOREBICONT ZETHEEIE FOVEERL TSIV, ZBLEVEEE DA IEERLTEZEL,

Statement . Yes No

You should change Guest User access to be more inclusive to allow User-
GU-A to have the same access as UserC.

You need to add UserB to the AWS-WS group to allow them access to My
Staff.

Only UserA and UserD can Mi tm:gﬁ%f“}' Information 5 O

Registration Experiénce.
13:5

o
O




Statement

Yes

No

You should change Guest User access to be more inclusive to allow User-

GU-A to have the same access as User(C.

You need to add UserB to the AWS-WS group to allow them access to My

Staff,

O

Only UserA and UserD can access the Cembined Security Information
Registration Experience.

Explanation

C

9

You should change Guest user access to be more inclusive to allow User-GU-A to have the same access as UserC. With the current configuration of the User Settings and User Features, as shown in the three exhibits,

Guest user access is set to limit access to properties and memberships of directory objects. To allow User-GU-A to have the same access as UserC, this setting would need to change to the most inclusive setting, which is

Guest users have the same access as members.

You do not need to add UserB to the AWS-WS group to allow them access to My Staff. With the current configuration of the User Settings and User Features, as shown in the three exhibits, we can see that only the AVD-

Users group have been added to the setting Administrator can access My Staff option. As UserB is already a member of this group, they already have the access they need to access My Staff, and you do not need to add

them to the AWS-WS group.

Not only UserA and UserD can access the Combined Security Information Registration Experience. With the current configuration of the User Settings and User Features, as shown in the three exhibit images, we can see
that the AVD-Users group is selected under the Users can use the combined security information registration experience setting. In this scenario, UserA, UserB, and UserD are all in the AVD-User group.
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Ry ARy FMZEATHERM
Microsoft Entra7 7 > FZIX, Group1& Group2& WS BRID2DOD T IIL—TE RORICSRTA—HF—HAEENATLET,

Name Type Member of Description

Userl | Member Group1 Noné

User2 | Guest Group1 fMohe

User3 | Member None Assigned the Owner role for Group1
Userd | Member Qroup2 Assigned the Owner role for Group2
User5 | Guest Group 2! Nene»"

GIWN—RAETIN—T1D A N—ThH 5B,
EHOT7IRALEL—FHBELET,

LT DERE

-BE: LEa—1
-LEaAa—RREBR F—L+I)L—T
- LE2—#B: F—LETIL—TEER
-ON—T T IL—T1

-WE TR bA—HF—DH
-LE2—BYEDER JIL—TH—F—

UTORERIZTDVT ELWMERIE KL ZRBRLTLKESWD, £S5 THWMESIE DOV JZERL TS,

TR EITIRA Y EAMEShET,



Answer Area i":._:. ._:-'f P N
Statements

User3 can perform an access review of Us;é{_t

User3 can perform an access rewig@w, of User4.

User3 can perform an acgessreview of Users.

Answer Area

Statements

User2 can perform an access review of Userl,

User3 can perform apraccess.review of Userd.

User3 can perform an access review of Users.

A7 SC-300JRREE FIPNTest.comiZt S h  SC-300JRERIZAHT 52 LIZRIZIIBET ! JPNTest.comlFx S HREFTSC-300JHERFIEE 12 L £ 9, JPNTest.com SC-300JiRERfIEE (XL SEHShELS-, =
C TSC-300JfIEEN TR FI VU UEFICANT T, BHRD 7 Y £ X _ https://www.jpntest.com/shiken/SC-300J-mondaishu 885f8, 3 0% « A h™H > + $#5B14E|I5|a— F: JPNshiken|
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contoso.com & LNS BRID Azure AD TF > bAHY £ IITIFERDRIZET ) V—ABNEENTLET,
Name Description
Aul Administrative unit

CAPolicyl | Conditional Access policy
Package1 | Access package
Admin1E WS AR —F—FERLET,

Admin1hicontoso.comDEF ) T4 TIAI CEEEFMCTET LI LEHRT HILELNHYET,

FIHEDIMAMEITRETLELIAN?

ANy r—I1ZHIBRLET,

B. CAPolicy1 ZHIBR LE 7,

C.Admin1 [Z Aul OFRIEEERN—IILZEY B TET,

D.7ATYTATANANFUVREERELET,

Ffa:B(aAV FEEKRT D)

To configure security defaults in your directory, you must be assigned at least the Security Administrator role. By default the first account in any directory is assigned a higher privileged role known as Global Administrator.

Organizations that choose to implement Conditional Access policies that replace security defaults must disable security defaults. (Imply that Conditional Access policies has conflict with security defaults)
https://learn.microsoft.com/en-us/entra/fundamentals/security-defaults
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A—Y—DNERXGHA AT I— e M) A—LIEBEII7IREZTAVITEIRUMET VLR R O—EERLET,

LUTOEHTTRIO—Z2T AN IREAHYFT,

-aA—Y—HRoEMNMNB T4 LELE,

- A=Y A )R EFFIEFRI LT,

TAMERTTHICFAZFEAITEINTTMN?

A FHEFET O EAXDWhat IfY—)L

B. Azure Active Directory(Azure AD)YDH A 4 > 0%

C. Microsoft Defender for Cloud Apps D77 T« ET 4 OY

D. Azure Active Directory(Azure AD)TD 7Y AL E 21—

IEf#E: (EfEZRTLET)

The Azure AD conditional access What if tool allows you to understand the impact of your conditional access policies on your environment. Instead of test driving your policies by performing multiple sign-ins manually, this
tool enables you to evaluate a simulated sign-in of a user. The simulation estimates the impact this sign-in has on your policies and generates a simulation report. The report does not only list the applied conditional access
policies but also classic policies if they exist.

Reference:

https://azure.microsoft.com/en-us/updates/azure-ad-conditional-access-what-if-tool-is-now-available

%ﬁgcgo 854):1.—'6“—(:Microsoft Office 365 Enterprise E35 4 2 AMENYHTONTVWET, SA U RIFELOI—F—ICEYHBTONATLET,
Microsoft Entra €t >4 —® [V IL—T] TL— FHh 5 I RTOIA—HF—%EL Y )L— TIZ Microsoft Office 365 Enterprise E5 54 2 A& &Y HTET,
=/NEDEBEE T 21— —5hH 5 0ffice 365 Enterprise E3S 4 2 XA ZHIBRT H2LENHY FT,

fAlZESIRETLLEIMN?

A. Microsoft Entra& BBt 2 —DZ1 2R TL—F

B. Microsoft Entrag Bt 42— BE1=-v b JL—FK

C. Microsoft Entra&¥Bt > 2 —®DIDANF AT L—F

D. Update-MgUser A< > kL v k

IEf#: (EfEERTLET)

To remove the Office 365 Enterprise E3 licenses from the users who are now part of a group with Office 365 Enterprise E5 licenses assigned, you should use the "Licenses" blade in the Microsoft Entra admin center. This
allows you to manage license assignments at a group level, making it easier to apply and remove licenses for multiple users simultaneously.
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contoso.com & LY & RIMD Azure Active Directory (Azure AD) T+ 2 bAHY T XA FRADA—ILIZEK BT B A L/INART—FA KUV ISERESNTULET,
RORISRENTVWBST R ba—HF—%#BHELET,

Name Email domain Account type
Guest1 adatum.com Azure AD account
Guest2 outlook.com Microsoft account
Guest3 gmail.com Personal Google account

ERA—Y—IZT B A LNRRIA—FHBRITEN, ZONRRI— FOADHRBEEDK 5WTI A ?BAZERMTEIGA T a v EERL T SN,
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S ERE LIRS Y FAESNET,
Users: v
f Vicro
g Guest1 only
Guest2 only
Guest3 only g
Guest1 and GuestZﬁm
Guest2 and Gum& only
Guest1, Guest?, and Guest3

Valid for: @‘ -

130 minutes
60 minutes
24 hours
48 hours

Users: v

Guest1 only
Microjeiést2 only

Guest3 only M
Guest1 and Guest2 only
Guest2 and Guest3 only

Guest1, Guest2, and Guest3

=

Valid for: | {(\~ v
30 minutes
60 minutes

24 hours
48 hours

Explanation:



Box 1: Guest3 only

When does a guest user get a one-time passcode?

When a guest user redeems an invitation or uses a link to a resource that has been shared with them, they'll receive a one-time passcode if:

They don't have an Azure AD account

They don't have a Microsoft account

The inviting tenant didn't set up federation with social (like Google) or other identity providers.

Box 2: 30 minutes

One-time passcodes are valid for 30 minutes. After 30 minutes, that specific one-time passcode is no longer valid, and the user must request a new one. User sessions expire after 24 hours.

After that time, the guest user receives a new passcode when they access the resource. Session expiration provides added security, especially when a guest user leaves their company or no longer needs access.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode
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Microsoft3657+ > kM HY ET,

FTRTCODAI—Y—(FEFEFEL IV I by TEHE>TLET,

A—H—([E Wi-Fi7 0t A PEFEFEGL L OERN SEEICEELET, A—V—(E BRSO SHEELTVWEEFIC YT bV TEAUA—RY MIT IV CRATEDERARY FT—VICEHKLET,
LERDTEA MFA)ZEETHLZBELTLET,

A—H—ANJE—rAT—2 a3 U LERATESMFARREAZEENTTN?

A. MicrosoftAuthenticator? 1) Z 4 L 1=:@ 40

B. A—)L

C.EtXxal)T+DERM

D. MicrosoftAuthenticator7? 71 M 5 DFEE I — K

IEf#: (EffZzRnLET)

The Authenticator app can be used as a software token to generate an OATH verification code.

After entering your username and password, you enter the code provided by the Authenticator app into the sign-in interface.

Incorrect Answers:

A: A notification through the Microsoft Authenticator app requires connectivity to send the verification code to the device requesting the logon.

B: An email requires network connectivity.

C: Security questions are not used as an authentication method but can be used during the self- service password reset (SSPR) process.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app#verification-code-from-mobile-app
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HEFIL_ Site1 &£ LV3 LHID Microsoft SharePoint Online ¥4 k& Team1 & LS &HID Microsoft Teams F—LAZF & Microsoft 365 E5 H TRV 1) T avEmMALTVWET, COH TRV T avic
(%, Group1, Group2, Group3, Group4, Group5 E WS EHID 5 D2DEF2 ) T4 FIL—THREENTUVET,

Site1&ETeamIAND TV C RN —D#EETOIMNENHYET VI a—2aVFUTOERZRE-IHLELNHYET,

GIW—TIDAVN—IE HA MADT I CADHEERTEDIDHENHY ET,

GL—T1D A VN—lF Y1 MBEUVF—LIANDT I EREZERTEILENHY FET,

GIW—TAD A NR—F YA MBEUVF—LINDT I EREZERTEILENHY ET,

-TOERRNRYG—DHFRBTEDDIEITINL—T20DA 2 IN—DHTHS
GIW—T1AIN—D5DY TR+,
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SO —=TDAVN—DBNT IR T —DERBTCEDIDENHYET

TGLN—T3ELUVTI—TAD A IN—HNEDELE,

T RET VAN T—ODRNMUINDTIMN?

A.2

B.3

C.4

D.5

EfE: (EfEZRRLET)

Three access packages needed.

* Members of Group3 must be able to request access to Site1 only. [One access package for Site1 named X1]

* Members of Group1 must be able to request access to Site1 and Team1. [One access package for Site1 and Team1 named X2]

* Members of Group4 must be able to request access to Site1 and Team1. [One access package for Site1 and Team1 named X3]

* Only members of Group2 must be able to approve access package requests from Group1 members. [Add Group2 as approver for X2]
* Only members of Group5 must be able to approve access package requests from Group3 and Group4 members. [Add Group5 as approver for X1 and for X3] Reference:
https://learn.microsoft.com/en-us/entra/id-governance/entittement-management-access-package-first
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I COMERX RLCIFIAZRTT S EOHBED—ETT, OV —XDBMEICIE RREN-BEZH-IAIREOHLIHMBDOEENEFENTVET BELY ML TE BROERLHLHEL HNIE,
EENGEWNEEIHYET,

CDEIVaVNEMICAEETSHE ENLRSTREZFTLHIILEETEFERFA, TOEH CoDERFETEEICERRINEEA,

Azure Monitor (& Azure Active Directory (Azure AD) D7V T4 ET 4 O & 9MIT B=OICFERALET,

Azure Al D1—H—H A4 o4 VRITEZERLIEHER. #H 100 LI EDA—LT7S—HAEEET,

HEETEES FHLOWVEXF L) TAEEHERT I — L ERETDAEICRETILENHYFT,

iz R Azure Monitor o T—R2UREIIL—ILEERRLE T,

NIFEEZERLTLNESEEZASTLEIMN?

A. [Ty

B. L MMZ

EfR: (EffZzRTLET)

Data Collection Rules (DCRs) define the data collection process in Azure Monitor. DCRs specify what data should be collected, how to transform that data, and where to send that data. Some DCRs will be created and
managed by Azure Monitor to collect a specific set of data to enable insights and visualizations.

Reference:

https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/data-collection-rule-overview>
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HEEDMicrosoft EntraT 3+ > MMIIE UTORICSRTA—HF—DAEFENTLET,
2 ]

Microsoft Entra role

Global Administrator

Attribute Definition Administrator

Security f:".f""l'lll'li_."-['i"l_fl:'
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FFURMIIE UTORIZRTIDAEENTUNVET,

Name Type
Group1 | Security group

Servicel | Service principal
MI1 Managed identity
EDI—H—PHARFLEF2L)TABHEZERTE EDODICZDOEMHZEIYBTEHIIENTEFIN?RBZTLHICIE, EERTEYGA T a o EBIRL TS,
IR LITIARA U RAMEShET,
Answer Area

Can create custom security attributes: »
'User1 only
'User2 only
'User1 and User2 only
'User1 and User3 only
\Uger1, User2, and User3

C uatuM&lcgE;Qf%Qéfﬁa:n be assighed to: v

Group1 only

' Group1 and MI1 only

' Group1 and Service1 only

Group1, MI1, and Servicel MI1 only
MI1 and Service1 only

Service1 only

1F fi%:
Answer Area
Can create custom security attributes: v
' User1 only
User2 only

' User1 and User2 only
'User1 and User3 enily
| Userl, User2,.and User3

gisustom security attribytes canbe assighed to: v
5 M ICFO SOft ' Group1 only

' Group1 and MI1 only

' Group1 and Servicel only

| Group1, MI1, and Service1 MI1 only

MI1 and Service1 only

Service1 only
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&t [EMicrosoft 3657+ > FERMBELTLET,

FTRTOI—H—IE Windows 10 31T L _ Azure Active Directory (Azure AD) T+ > FZSmMLTW4aYE1—4—%#FAHALTWET,

Eltt(EServicel E WS H— RKIN—FT DY 59 FH—EX#FIFH L TLV3S, ServicelZOAuth(ZH D < Azure ADEZREEHR K VBRI & H7R— kL TLVS, ServicellZAzure AD¥ ¥ S5 ) —IZAF S TULNVS,
A—H—HMRBEAERONDZ L4 Servicel [TEBTEDILILTHEREZIRELTLCESIWL, COFERREKE, A —F—»NAzure ADIZSMEADAVE 12— —MHDHSenvicel [TT IV EZATEDLSICTHIHENH Y
FY,F5- BEEXEZR/MRICNMZLZLELNHY FT,

TNTNDEHICH LT, EDL S LGHEFHELZRTIIRETLLIN?ABZEHRTHEHYGBIRREZZATL S,

FCEFEEITIRA Y POAMESINET,
Answer Area

Ensure that the users can connect to Service
without being prompted for authentication: v

An app registiition inAzire AP
Azure AD Application Proxy
Anenterprise application in Azure AD
A'managed identity in Azure AD

Ensure that the users can access Sepvice’l only
from the Azure AD-joined-computers: v

Azure AD Application Proxy

A compliance policy

A conditional access policy

An OAuth policy

1E fiZ:
Answer Area

Ensure that the users can connect to Service1
without being prompted for authentication: -

An app registration in Azure AD
Azure AD Application Proxy

An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Sernviced only
from the Azure AD-joined computers: v

Azure AD Application Proxy

A compliance policy

A conditional access policy

AnOAuth.palicy

Explanation:
Service1 support OAuth for Authentication & authorization, however Service1 is published in Azure AD gallery, hence we will use An enterprise application in Azure AD blade to register for SSO.
Conditional access policy - to ensure users access from Azure AD joined computers.
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Azure Active Directory Bt 2 —®D 45 JL—F T L— K 5 Microsoft Office Z#E|Y B TET,
365 Enterprise E55 4 £V X %& §RTHDA—H -2 IL—TIHE5ELET,
R/IBDEREEXT, 1—H—h 50ffice 365 Enterprise E35 4 TV A ZFHIBRT 2REAHY I,
fAlZEIRETLLEIMN?

A. Update-MgGroup a<¥ > KL v k

B. Azure Active Directory Bt 42 —ND5/4 AT L—F

C. Azure Active Directory It > 42— EE1=v b TL—F

D. Set-WindowsProductkey a3 <> KL v k

EfE: (ERERTLET)
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HEHRIE, Userl LS BRTDOI—F—%EFL Microsoft 65 E5 H TRV T avEMBELTVWET Userl (7 T U 7r—2 3 v EBEO—ILODEREZBELTVWET,
A—H—1UE 7TV 5—2ar0TaXHOFHFLVIARIZTIVL—TEZRETIHELNHY FT,

User DEENZEBIZT BICIE MZEFERITNIEEINTTMN?

A. Microsoft 365 Defender R—#% JL

B. Microsoft Defender for Cloud Apps 7R—#% JL

C. Azure Active Directory &+t > 2 —

D. Microsoft 365 8t >4 —

EffE: (EfEZRTLET)
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BEFII UTORIZERTVIL—TEEE Microsoft 365 E5 HTRH ) T avuxHELTY,

-I. fpe

Secunty

Microsoft 365
Mail-enabled security
Distribution

HEEIETIN—TDSA VA VI EEBT HFBEEILTCLET,
EDTN—TIBDHRERETEFIN?E - RETESIREDTIL—TEDHAREIENS S VWTIN?RET SHICIE, AEHETEYGA T a vERBRL TS,
T EFEITIRA Y B SNET,
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ANswer Area . .
Microsoft

Can expire: ! v

Group1 only

Group?2 only _ o\
Group1 and Group3 only

Group3 and Group4 only

Group2, Group3, and Group4 only

Shortest lifetime: v

3 days
7 days
14 days
30 days
45 days

Answer Area

Can expire: B v

Group1 only _ Microso
Group2 only o~
Group1 and Group3,only

Group3.afid Group4 only
{Group2, Group3, and Group4 only

Shortest lifetime: v
' 3 days

f days

14 days

30 days

45 days

Explanation:
Box 1: Group2 only

* Group2 - Yes

Microsoft 365 group expiration policy

You can set an expiration policy only for Microsoft 365 groups in Microsoft Entra ID.

Administrators can specify an expiration period and any inactive group that reaches the end of that period, and isn't renewed, will be deleted.

Box 2: 30 days

The group lifetime is specified in days and can be set to 180, 365 or to a custom value that you specify. The custom value has to be at least 30 days.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/solutions/microsoft-365-groups-expiration-policy
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In organizational | |/
unit (OU)

ou1

User1 is a member of Group1

out

User? is not a member of any
groups.

Security group

User1 and Group2 are members
of Group1.

Security group

Azure AD Connect

Microsoft Azure Active D

Tasks
Connected to Azure AD
Sync

Connect Directories

Domain/OU Filtering

Filtering

Optional Features

Configure

Group2 is a member of Group1.

FP*(‘/): OUDTZ 4B YT 12TEV YV I LET,)

Domain and OU filtering

If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically

perform full import on the directory.

Directory: contoso.com

(0 Sync all domains and OUs
®) Sync selected domains and OUs

Refresh Ou/Domain

i 4 [[] contoso.com

i b L] Builtin

Computers

Domain Controllers

ForeignSegurityPrihcipals

Infrastructure

LostAndFound

Managed Service Accounts

;: OU1

\" ¥l ou2
b || Program Data
b [ System
b L] Users

.

1
|

SRl |

b
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- X

& Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.

Tasks
Connected to Azure AD
Sync

Connect Directories

Domain/OU Filtering (O Synchronize all users and devices

® Srciies @

Optional Features FOREST GROUWP

Configure contoso.com CN=Group1,00=0U2,DC= contoso,DC=com Resolve V]

UTOREBRIZTDODVWT ELWMEEE KL ZRBRLTLKES WD, £S5 THWMMEEEF DR JZERL TSN,



Answer Area

Statements Yes(\ No

User1 syncs to Azure AD. _ O O
Sulgeelleas™” o o
Group2 syncé to Azure AD. O O

Answer Ar: - Microso

Statements

User1syncsto Azure AD. %

T it
e :

User2 syncs to Azwr&AD."

Group2 syncs to Azure AD.

Explanation:

Only direct members of Group1 are synced. Group2 will sync as it is a direct member of Group1 but the members of Group2 will not sync.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom
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Membership Restricted . .
Name type management Dynamic membership rule
AU Dynamic user | Disabled (user department —eq "Department1™)
A2 Dynamic user | Disabled (user department —eq "Department2”)
COYITRY )T UICIE UTORICRIEBENSENTUNVET,
Name Role noa: -0 Role assignment scope
Password bbbl bl
AdmInT | » dministrator AUT
. Password
Admine Administratar e
- Password
Admin3 Adieratraton Global

COYTRI) T avIE UTORISRTA—F—DNEFEFNLTLET,

Name Department
Usert Department1
User2 | Departmenti
Userd | Deparment?
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Answer Area
Statements Yes No
Admin1 can reset the passiord of User1. © O
Admin2 can reset the password of User2. © &
Admin3 can reset the password of User3. O O

Answer Area’/>U 11

Statements Yes No
Admin1 can reset the passiord of User1. o (@]
Admin2 can resetthe’ password of User2. © o
Admin3 can reset the password of User3. O o
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C TSC-300JfSEENTRA FIT U UEFICANE T, REFRD 7 Y £ X _ https://www.jpntest.com/shiken/SC-300J-mondaishu 885f5. 3 0% « A Ao > + #3A14EI5/2— F: JPNshiken|

B 197

FSvyo7rRrEny JHEE

BEHEDA U TLIRFRY FT—2I121F_ Active Directory KA 4 U H—EX(ADDS) R A UMREFENTWET, 2D KA A IZIE, Windows Server3E1TL  Share1& WS ZRIDEE T+ LA FHRR b3 BServert & LY
SARDY—N—MNEENTWET, F=, 2D FAA V(21 Windows 11EEITT 5T /814 ADS0EFENTULVET,
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JAO—NILEXa1aTT7I9CADL TI3AR—KT7ORRATAT7ALULEFEDZL FO—NIWEX2TF7F7I9CRIZATUORETRTOTNARIZERLET,

JO—NItEXa1T7F7IoERAEFRALT, T/80 ADSharel |2 E— MERTED LR TILELAHY 9,

ED3IDDITEZIBFICETIRETLLIMN?EZFTSICIE TR A SEULZTHZRZRMIBESE  ELVERFICHENEZ TLESLY,

Actions Answer Area
Create an enterprise application. 1
Create an application segment. 2

| Allow internet inbound traffic
| on TCP 443 to Server.

Install a connector on Server1.

Create an app protection poiicy.- e


https://www.jpntest.com/shiken/SC-300J-mondaishu

Answer Area

Install a connector on Server1.

Create an enterprise application.

Allow internet inbound traffic

Create an application segment.
on TCP 443 to Server1.

Create an app protection policy.

B8 \licrosoft
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RESNE-TIOLaVERETIRENHYFET,
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Actions Answer Area

Create a custom Microsoft Entra role.

Create an access package.

Create a Conditional Access policy.

Create an authentication strength.

Add the protected actions.

Create an authentication

e




Actions Answer Area

Create a custom Microsoft Entra role. | Create an authentication context.

' Create an access package. _ Create-a Conditional Access policy.

' i Add the protected actions.

_ Create an authentication strength.

Explanation:

To implement Microsoft Entra protected actions, you need to configure Conditional Access policies and authentication contexts, then link those to specific permissions within Microsoft Entra ID. This allows you to enforce
additional security requirements, like multi-factor authentication or compliance checks, before certain actions can be performed.

Step 1: Create an authentication context

Create a new authentication context: In the Microsoft Entra admin center, navigate to Entra ID > Protection > Conditional Access > Authentication contexts and create a new authentication context with a unique name and
description.

Define authentication requirements: Specify the required authentication methods (e.g., multi- factor authentication, compliant device) for this context.
Publish the context: Make sure the context is enabled for use in Conditional Access policies.

Step 2: Create a Conditional Access policy

Create a new policy: In the Microsoft Entra admin center, navigate to Entra ID > Protection > Conditional Access > Policies and create a new policy.
Define policy scope: Specify which users, groups, or applications the policy applies to.

Choose the authentication context: Select the authentication context you configured in step 1.

Enable the policy: Set the policy to "On" or "Report-only" for testing.

Step 3: Add the protected actions:

Navigate to Protected Actions:

In the Microsoft Entra admin center, navigate to Entra ID > Roles & admins > Protected actions.

Add a new protected action:

Click "Add protected actions" and select the authentication context you configured in step 1.

Select permissions:

Choose the specific permissions you want to protect with the Conditional Access policy.

Save the protected action:

Click "Save" to link the authentication context and permissions.

Reference:

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/protected-actions-overview
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| User account
Security group that uses the Dynamic user membership type

Virtual machine with a system-assigned managed identity
Enterprise application
Resource group

RG1MD E#E | O—/LIE, EDDIZEYLTEEMTEETM?
A 1—H—1_TIL—F1 VM. BLUT7 T U1

B. 1—%—1&VM1D &

C.1—H¥—10#H&

D. 1—H¥—1& 5 L—T1DH

E. Userlt VM1, & &K U App1DH

IEfE: (EfZRTLEY)
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Role
User Administrator

=]
BA—H—OO—)LEREZLBETIHELAHYET , V) a1—>a TR EBFNEZR/NRICMZAZ2UBENHY T,
AZFEZENNDTLESIN?
A. Microsoft 365 Defender R—#% JL
B. Microsoft 365 Et > 42 —
C. Microsoft Entra €t >4 —
D. Microsoft Purview 3> F54 7R R—4 )L
IFfg: (EfZRTLET)

https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/admin-roles-page#compare-roles
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C. kEER 8:00

D. XEEH®M20:00

IEf#: (EffZzRmLET)

The request will be deleted automatically at 08:00 on Wednesday (exactly 24 hours after the submission).

Key PIM Expiration Mechanics

Fixed Time Window: Delegated approvers have a strict 24-hour window to respond to a pending Microsoft Entra role activation request.

Non-Configurable: The 24-hour approval timeout is a built-in system constraint and cannot be changed or extended by administrators.

Resolution: If no action is taken within this timeframe, the request automatically expires and is deleted from the pending queue, requiring the eligible user to resubmit a brand-new request.
Reference:

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-approval-workflow
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R/MERDIRAIZERAT 5,

User[CIXEDEENZEIY B TEHIRETIMN?

A 7TV r—2 a3 URARE

B. VSO K7T)r—> a0 EERE

C. Y—ERXRHYKR— +EEH

D. 77— a3 v ERE

Ffa:D(QA AV FEEKRT D)

Application Administrator = Can create and manage all aspects of app registrations and enterprise apps.

*k%*

Cloud Application Administrator = Can create and manage all aspects of app registrations and enterprise apps ***except App Proxy***.
Service Support Administrator = Can read service health information and manage support tickets.
Application Developer = Can create application registrations independent of the 'Users can register applications' setting.

https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
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Bellevue | E WS BRID T IIL—TEER L ZDJIIL—TIZ(F City) 7 O/8FT 4 A Bellevue |ICERESNTWERITRTOA—H—2EDEIZLENHYET,
1E fiz:
To create a group that automatically includes users based on a specific property value, you need to create a Dynamic User Group.
Step 1: Sign in to the Microsoft Entra admin center.
Access the Portal
Step 2: Expand the Identity menu on the left.
Step 3: Click on Groups and then select All groups.

Step 4: Click New group at the top of the page.
Initiate New Group
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Step 5: Group type: Select Security (or Microsoft 365, depending on your needs).

Configure Basic Settings

Step 6: Group name: Enter a descriptive name. [Enter Bellevue]

Step 7: Membership type: Change this from Assigned to Dynamic User.

Step 8: Click Add dynamic query under the Dynamic user members section.

Build the Membership Rule

Step 9: Choose a Property from the dropdown (e.g., department, country, jobTitle). [Choose City] Step 10: Choose an Operator. [Choose Equals] Step 11: Enter your specific value in the Value field. [Enter Bellevue] Step
12: Click Save at the top of the rule builder page Reference:

https://www.manageengine.com/microsoft-365-management-reporting/kb/how-to-add-group-members-in-entra-id.html
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User assignment and Visible to Users goes hand in hand for this.

If Visible to Users is set to Yes then this is the explanation from the 'i' next to it:

If this option is set to yes, then assigned users will see the application on My Apps and O365 app launcher. If this option is set to no, then no users will see this application on their My Apps and O365 launcher. Assigned
User is the key here.

Unless the users are assigned to the app, then No one will see the application on their MyApps or O365 Launcher.
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal
https://docs.microsoft.com/en-us/azure/active-directory/user-help/my-applications-portal-workspaces
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There are four quick actions that can be used to manage users:

Revoke Unused Tasks

Revoke High-Risk Tasks

Revoke Delete Tasks

Assign Read-Only Status
https://learn.microsoft.com/en-us/training/permissions-management/explore-features-of-permissions-management/9-act-on-your-findings-with-remediation-tab
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The Key Vault Reader role is the minimum user role required to read the metadata of certificates, keys, and secrets stored in an Azure Key Vault. This role allows users to view the properties and attributes of these objects,
but not to access their actual contents.

Reference:

https://learn.microsoft.com/en-us/azure/key-vault/general/rbac-guide
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Actions Answer Area

Create an app protection policy.

Lreate a remote network.

Configure a security profile.

Create a web content ﬁltering policy.

3:}
Actions
Create an app protection policy. | Create a web content filtering, paigy.

Configure a se¢tility, prefile.

Create a remote network.

ol | C‘l‘pété“a Conditional Access policy.
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You can also choose to download the filtered data, up to 250,000 records, by selecting the Download button. You can download the logs in either CSV or JSON format.
You can use the JSON transform feature in the Power Query Editor in Excel to split each property in the JSON object in the AuditData column into multiple columns so that each property has its own column.
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https://docs.microsoft.com/en-us/microsoft-365/compliance/export-view-audit-log-records?view=0365-worldwide
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You need to use "Use app enforced restrictions" from the "Session" control of the CA.

https://docs.microsoft.com/en-us/sharepoint/control-access-from-unmanaged-devices
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Actions Answer Area

“Enm Micms_cﬁ f.ﬁud App Security, create
a session policy.

Publish App1 in Azure Active Directory

Create a conditional acc_'ég;_s:pblii:fﬁéfh;s @ @

session controls configured.
e s icrosoft
1Efig:
Actions Answer Area
Publish App1 in Azure Active Directory
(Azure AD).
Create a condi_tional_-’ac#:rcess policy that has
@ séssian coritrols configured. @
@ From Microsoft Cloud App Security, modify
the Connected apps settings for App1. @
From Microgoft €loud App Segurity, create
a session erl Cro §Oef%

https://techcommunity.microsoft.com/t5/itops-talk-blog/step-by-step-blocking-data-downloads-via-microsoft-cloud-app/ba-p/326 357
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To achieve your goal, first, create Privileged Access Groups (PAGs) for the User Administrator role, assign eligible members (User1, User2) to these groups, and then configure separate PIM Role Settings for each: one

>

OO0 w

with no approval (automatic activation) for User1, and another with a custom approval workflow requiring User3's approval for User2. You'll create two separate PIM Role Assignments for the User Administrator role, one
linked to each PAG, managing member settings to define activation requirements.

Here's the step-by-step creation process:

1. Create Privileged Access Groups (PAGSs)

2. Assign Users to Groups

3. Configure PIM Role Settings

Go to Identity Governance > Privileged ldentity Management > Microsoft Entra roles > Roles, then select the User Administrator role.

For User (Auto Activation):

*-> Select Add assignments, choose the PIM-UserAdmin-Auto group, set Assignment type to Eligible, and click Next.

In Membership settings, select Edit. Set Activation settings to require MFA (recommended) but NO approval (or disable approval settings).

For User2 (Approval Required):

*-> Select Add assignments, choose the PIM-UserAdmin-Approval group, set Assignment type to Eligible, and click Next.

In Membership settings, select Edit. Set Activation settings to require MFA and enable Require approval, specifying User 3 as the delegated approver.
4. Activate PIM for the User Administrator Role

Reference:

https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/pim-configure
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Answer Area
Sub1:

Crwrrier

| Reader

| Secunty Reader .
User Access Admiistiabdr

Gl Administrator

Global Secure Access Administrator
Permissions Management Administrator
| Security Mministrﬂ_ e

Cwnies

Reader P a
Security Reader -e__iY
User Access Adminstiatar -~

| Shalpal Administrator
Global Secure Access Administrator
Permissions Management Administrator
Secunty Admindstrator
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To determine the users and
be managed us

To assign users as eligible admins

To request the activation of eligible

admin roles

To view and approve activation

requests

To view and export a history of
assignments and activations

ﬂég;ta/‘icrosoft

PIM Administrator

PIM User

PIM Approver
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To determine the users and roles to i
be managed using PIM || PIM Administrator

To assign users as eligible admins || piM Administrator

To request the activation of eligible

admin roles || PIMUser

To view and app;ove activation
Microsolt &stests

¥ e LW

PIM Approver

To view and export a history of

assignments and activations || P Administrator

PIM Administrator

Explanation:

You should use the Privileged Identity Management (PIM) Administrator role to determine the users and roles to be managed using PIM. The PIM Administrator will be the person performing the initial setup of PIM and will
therefore need to collect the requirements for the implementation.

You should use the PIM Administrator role to assign users as eligible admins. The PIM Administrator will determine and configure which users will have which rights within the environment. As this is an administrative task,
the PIM Administrator role will be required for this.

You should use the PIM User role to request the activation of eligible admin roles. When users require elevated rights for their account, they can create a PIM activation request to be granted the requested permissions.
You should use the PIM Approver role to view and approve activation requests. When PIM requests are created, the PIM Approver will approve or deny the request for the elevated permissions.

You should use the PIM Administrator role to view and export a history of assignments and activations. The PIM Administrator can access the history to make sure compliance requirements are met.
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Name Role
Admin Cloud device administrator
Admin2 Device administrator
Usert Mif Nonét

TNAREEE, UTORIZRT EBYTY,

&3 Devices | Device settings
Default Directory - Azure Active Directory
s Bl save X Discard 7 Got feedback?
Ll Al devices
Users may join devices to Azure AD & =%
€8} Device settings I- L N
ng (@ sciected  nNone )
£ Enterprise State Roaming S
Selected ' 9
22 BitLocker keys (Preview) o Qud
= )
A Diagnose and solve problems T-'?:_.&c_,:'_e
- A ¢
Activity Users may register their devices with Azure ﬁ Ny -
= = - T
. | All MNone ) s,
B Audit logs - - _ I--_'Me'--”;-. N
4 f % _\_ﬁ"'
ww Bulk operation results (Preview) ¢ Y
. i W g . : -
Devices to be Azure AD j_-:gllpeﬁgr A3ure AD registered require Multi-Factor Authentication (O
Troubleshooting + Support  Yes ' B
b e L
- K0 »
aa MNew support request ~_ 9
A we e ithat you require Multi-Factor Authentication to register or join devices using Conditional Access. Sat this
i dﬁy\?ﬁr Mo if you require Multi-Factor Authentication using Conditional Access.
B > 2
e o,
= MicrosQiaN
P Magmuiiinumber of devices per user ©
b X
&
Additional local administrators on all Azure AD joined devices
Manage Additional lacal administrators on All Azure AD joined devices

A—F—1E UFORITRT T RERELTVET,

Name | Operating system Device identity
Devicel | Windows 10 Azure AD joined
Device2 | I0S Azure AD registered

Device3 | Windows 10 ré_Az re AD registered
Device4 | Android i’7 %ﬁzﬁﬁm
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Answer Area

Microsoft,, ...

User1 can join four additional Windows. 10 devices to Azure AD.

Admini can set Devicessto be Azure AD joined or Azure AD registered require
Multi-Facter Authgntication to Yes.

Admin2 is a local administrator on Device3.

IE f%:
Answer Area
Statements Yes No
User1 can join four additignal Windows Wtieyifﬁ taAzure AD. O &
Admin1 caf} mt-.'Deﬁicé-ip"beﬁzu'fé"ADjoined or Azure AD registered require 2 O
Multi-Factof Authéntigation ME; ft
Admin2 is a local administia %@eﬁ@ O &
Explanation:
Box 1: No

Maximum number of devices: This setting enables you to select the maximum number of Azure AD joined or Azure AD registered devices that a user can have in Azure AD.
Box 2: Yes

You must be assigned one of the following roles to view or manage device settings in the Azure portal:

* Global Administrator

* Cloud Device Administrator

* Global Reader

* Directory Reader

Box 3: No

Additional local administrators on Azure AD joined devices (Device is Registered not Joined) Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal
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&1 t=1EContoso, Ltd. E LN S £ ICEHIEL TH Y . FDE*t(Xcontoso.com& LS & REIDMicrosoft EntraTF > FEFBELTWVET,
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- Microsoft Entra % #f> A Datum Corporation & LY 5 &%t

T+ > k%&lFadatum.comTd,

- Microsoft Entra 77 > k Z ¥ DFabrikam, Inc. & LY 5 &%t

fabrikam.com& WS BRITY,

adatum.com M 5 contoso.com [ZEFTL W R FA—H—FBEFLELS5ETHE IS5—AVvE—UNRTEINET,
fabnkam.com A 5 contoso.com AN LW R hA—H—FEE(CHBEFETEET,
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You need to add adatum.com to the list of domains on External Identities >> External Collab Settings >> Collaboration Restrictions >> Allow invitations only to the specified domains.
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