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Answer Area

According to the Microsoft SC-300 Study Guide and the official Microsoft Learn module: "Manage user accounts in Microsoft Entra ID" , when a user account is deleted from Microsoft Entra ID (formerly
Azure AD), the deleted user object is soft-deleted and retained in the Deleted Users container for 30 days.

During this retention period, the user can be restored with all associated attributes, such as group memberships and licenses, unless a permanent (hard) delete is performed before the 30-day period
ends. After the 30-day soft-delete retention period expires, the user object and all related data are permanently removed from the tenant and cannot be recovered.

Microsoft documentation states:

"When a user is deleted, the account is retained in a soft-deleted state for 30 days. During that time, an administrator can restore the user from the Azure portal or by using PowerShell." To perform the
restoration, the least privileged role that has this permission is the User Administrator.

The User Administrator can:

* Restore deleted users.

* Reset passwords for non-admin users.

* Create, edit, and delete standard user accounts.

Higher-level roles (e.g., Global Administrator or Privileged Role Administrator) also have this ability but are not required - thus, User Administrator is the least privileged appropriate role.
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Explanation:
< Statement 1 # No

Statement 2 # No

Statement 3 # Yes

According to the Microsoft SC-300: Microsoft Identity and Access Administrator study guide and Azure AD Privileged Identity Management (PIM) documentation, roles in PIM can be configured for eligible
or active assignments.



* User1 is assigned automatically - No The "Add assignments" screen shows User1's assignment type as Eligible, not Active. Eligible assignments mean the user is not automatically granted the role; they
must activate it manually when needed. Therefore, User1 is not assigned automatically to the Application Administrator role.

* When User2 requests role assignment, only User3 can approve - No The Role setting details show that approval is required to activate and that the approver is listed as Group1. Because both User2
and User3 are members of Group1, any member of the group can approve the request, not only User3. Hence, the statement that only User3 can approve is incorrect.

* User1's approval on January 31, 2021, at 23:00 - Yes The configuration shows an activation maximum duration of 5 hours. Therefore, if User1's request is approved at 23:00 on January 31, the role
remains active for 5 hours - until 04:00 on February 1, 2021. This aligns precisely with the parameters displayed in the exhibit.

As confirmed in Microsoft documentation ( "Configure role settings in Azure AD PIM" ), activation settings define how long a user can remain active after approval, and group approvers allow any member
of that group to approve activations.
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Explanation:

User1: Key Vault Crypto Officer

User2: Key Vault Certificates Officer

As detailed in Microsoft documentation and the Exam Ref SC-300: Microsoft Identity and Access Administrator, Azure Key Vault provides role-based access control (RBAC) to manage keys, secrets, and
certificates independently. The built-in roles are designed with the principle of least privilege - granting users only the permissions necessary to perform their tasks.

According to the Microsoft Learn module "Manage access to Key Vault using Azure RBAC", the relevant built-in roles are:

* Key Vault Crypto Officer - This role allows users to manage cryptographic keys in a key vault.

Specifically, the Crypto Officer can create, import, delete, and manage keys, as well as perform cryptographic operations such as encrypt, decrypt, sign, and verify. This aligns perfectly with the
requirement that User1 must manage and create keys in Vault1.

* Key Vault Certificates Officer - This role allows a user to manage and retrieve certificates within a key vault. It provides access to read, import, and delete certificates but not to manage or create keys or
secrets. This satisfies the requirement that User2 must access a certificate stored in Vault1.

The Exam Ref SC-300 emphasizes that the least privilege principle requires assigning users the lowest possible role that meets their operational needs. Therefore, assigning Key Vault Crypto Officer to
User1 and Key Vault Certificates Officer to User2 ensures compliance, minimal access exposure, and operational
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Explanation:
Statuses Answer Area

AttributeValueMustBeUnique Error oCcurs Userl @cantosscam ﬂxttf"ibutivaluQNULtEEUniqu& EFFOr OCCLUrS

InvalidSoftMatch error ocours
User2(@contoso.com:  InvalidSoftMatch error occurs

ObjectTypeMismatch error ocours,

User3@contoso.com:  Successfully Svrcdd rrOSOYT

Successfully synced

According to the Microsoft SC-300: Identity and Access Administrator Study Guide and the Microsoft Learn mod ule "Implement and manage synchronization with Microsoft Entra Connect" , when
Microsoft Entra Connect synchronizes user objects between on-premises Active Directory (AD) and Microsoft Entra ID (formerly Azure AD), each user must have unique proxyAddresses attributes across
the directory.

The proxyAddresses attribute represents all the email aliases (SMTP addresses) associated with a user. The synchronization process verifies these values to ensure they are not duplicated among

multiple user objects. If two or more objects in AD share the same SMTP address, the synchronization process generates an error, typically reported as a "Duplicate Attribute" conflict.
In the provided scenario:



* User1 (proxyAddresses: user1@contoso.com, sales@contoso.com)

* User2 (proxyAddresses: user2@contoso.com, user.2@contoso.com, service@contoso.com)

* User3 (proxyAddresses: user3@contoso.com, sales@contoso.com)

After updating the proxy addresses:

* User1 # admin@contoso.com

* User2 # sales@contoso.com

Because sales@contoso.com is now used by both User2 and User3, the sync process detects a duplicate SMTP address. This causes synchronization errors for User2 and User1 if any other duplicates
exist.

User3, with unique attributes, synchronizes successfully.

The SC-300 reference under "Manage s ynchronization errors using Microsoft Entra Connect Health" confirms:

"If two or more objects contain the same value for attributes marked as unique (such as proxyAddresses or userPrincipalName), Microsoft Entra Connect synchronization fails for those obje cts until the
conflict is resolved.”
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Explanation:

< User1: User administrator

User2: Reports reader

According to the Microsoft SC-300: Identity and Access Administrator Study Guide and the Exam Ref SC-

300: Microsoft Identity and Access Administrator , Azure AD includes several predefined roles that control delegated administrative permissions in the directory. Access reviews in Azure AD (part of
Identity Governance ) can be created and managed by specific roles, depending on their intended task.

The User administrator role is designed for managing users and groups. It allows the user to create and manage access reviews for groups and applications within the organization. This includes the
ability to start new reviews, modify existing ones, and manage reviewers. Therefore, User1 , who must create access reviews, requires this role.

On the other hand, the Reports reader role is a read-only administrative role that allows viewing of all audit logs, sign-in logs, and reports, including access review history reports . This role cannot create
or modify reviews but can access and review the outcomes of completed reviews. Therefore, User2 , who needs to review historical access review reports, should be assigned the Reports reader role.
Microsoft Learn's "Manage access reviews in Azure AD ldentity Governance" module and the SC-300 Learning Path confirm:

"User administrators can create and manage access reviews for users, groups, and applications. Reports readers can view the access review results and history reports but cannot create or modify them
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According to the Microsoft Identity and Access Administrator (SC-300) Study Guide and the Microsoft Learn

- "Manage Microsoft 365 Groups naming policies" documentation, group naming policies in Azure Active Directory (now Microsoft Entra ID) apply to end users who create Microsoft 365 groups, but do not
apply to administrators who have roles that allow them to override naming restrictions.

The policy defines conventions such as prefixes, suffixes, blocked words, and enforced naming rules.

However, certain administrative roles are exempt from this policy to allow organizational management and automation processes. The exempt roles are:

* Global Administrator

* User Administrator

These two roles can create Microsoft 365 groups without the naming policy constraints. Other users - including Groups Administrator and users without administrative roles - are subject to the naming
policy when creating groups.

From the official documentation:

"Naming policies apply to all users who create groups, except for global administrators and user administrators. These roles can create groups that bypass the naming policy restrictions." Applying this
rule:

* User1 (Global Administrator) - exempt


https://www.jpnshiken.com/q/68904-6445988/

* User2 (User Administrator) - exempt
* User3 (Groups Administrator) - affected by the policy
* User4 (no role) - affected by the policy
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In Azure AD, assigning directory roles to a group requires creating a role-assignable group. The SC-300 study materials and the official exam reference emphasize that the group must be a Security group
and created with the isAssignableToRole capability. Microsoft's guidance states: "Only security groups can be assigned Azure AD roles. Microsoft 365 groups are not supported.” It also clarifies
membership constraints: "Dynamic membership is not supported for role-assignable groups." Because you intend to assign Azure AD roles to Group1 and also add User1 and User2 directly, the
acceptable configuration is a Security group with Assigned membership. This allows you to explicitly add the two users and later attach an Azure AD role to the group via PIM or standard role assignment.
Options using Microsoft 365 groups (A, E) are invalid for role assignment, and options using Dynamic membership (A, B, C) are not permitted for role-assignable groups.

Therefore, the only configuration that satisfies both adding the users and assigning Azure AD roles is Security

+ Assigned (Option D).
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See the Explanation for the complete step by step solution.

Explanation:

To add the LinkedIn application as a resource to the Sales and Marketing access package without removing any other resources, you can follow these steps:
Sign in to the Microsoft Entra admin center:

Ensure you have the role of Global Administrator or Identity Governance Administrator.

Navigate to Entitlement Management:

Go to Identity governance > Entitlement management > Access packages1.

Select the Sales and Marketing access package:

Find and select the Sales and Marketing access package to modify it.

Add a new resource:
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Within the access package details, select Resources.

Click on + Add resource.

Search for and select the LinkedIn application from the list of available resources.

Configure the resource role:

Assign the appropriate role for the LinkedIn application that users in the Sales and Marketing access package will have.
Review and update the access package:

Ensure that the LinkedIn application has been added as a resource.

Confirm that no other resources have been removed from the access package.

Save the changes:

After reviewing, save the changes to the access package.

Communicate the update:

Notify the relevant users about the addition of the LinkedIn application to their access package.

By following these steps, you will successfully add the LinkedIn application to the Sales and Marketing access package without affecting the other resources.
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See the Explanation for the complete step by step solution.

Explanation:

To prevent all users from using legacy authentication protocols when authenticating to Microsoft Entra ID, you can create a Conditional Access policy that blocks legacy authentication. Here's how to do it:
Sign in to the Microsoft Entra admin center:

Ensure you have the role of Global Administrator or Conditional Access Administrator.
Navigate to Conditional Access:

Go to Security > Conditional Access.

Create a new policy:

Select + New policy.

Give your policy a name that reflects its purpose, like "Block Legacy Auth".

Set users and groups:

Under Assignments, select Users or workload identities.

Under Include, select All users.

Under Exclude, select Users and groups and choose any accounts that must maintain the ability to use legacy authentication.It's recommended to exclude at least one account to prevent lockout1.
Target resources:

Under Cloud apps or actions, select All cloud apps.

Set conditions:

Under Conditions > Client apps, set Configure to Yes.

Check only the boxes for Exchange ActiveSync clients and Other clients.

Configure access controls:

Under Access controls > Grant, select Block access.

Enable policy:

Confirm your settings and set Enable policy to Report-only initially to understand the impact.



After confirming the settings using report-only mode, you can move theEnable policytoggle fromReport- onlytoOn2.
By following these steps, you will block legacy authentication protocols for all users, enhancing the security posture of your organization by requiring modern authentication methods. Remember to monitor
the impact of this policy and adjust as necessary to ensure business continuity.
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The Exchange Administrator role provides permissions to manage mailboxes, Exchange policies, and email configurations but does not include permissions to access or update Microsoft Secure Score.
Secure Score is a Microsoft 365 security and compliance feature managed primarily through the Microsoft

365 Security Center or Microsoft Defender portal, and it is only editable by users who have security-specific administrative roles.

Thus, Exchange Administrators can manage mail flow and Exchange Online Protection but cannot update or change Secure Score recommendations.
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https://www.jpnshiken.com/q/68904-6445992/

Configure HighRiskCodntriés By-Using:

Configure Sign-in frequency by using:

v

A cloud app or action
A condition

A grant control

A session control

v
A cloud app or action
A condition
A grant control
A session control

According to the Microsoft SC-300: Identi ty and Access Administrator Study Guide and the Microsoft Learn module "Implement Conditional Access Policies," the Azure AD Conditional Access engine
uses a structured framework that consists of conditions, grant controls, and session controls.

1# # Configure HighRiskCountries by using A condition In Conditional Access, conditions define the circumstances under which a policy applies. Named locations (such as HighRiskCountries ) are part of
the Locations condition. When configuring a Conditional Access policy, administrators can include or exclude sign-ins based on IP address ranges, country/region, or named locations.

Microsoft documentation states: "You can define named locations to specify IP ranges or countries/regions and use them as conditions in your C onditional Access policies." Thus, HighRiskCountries
should be configured as a condition within the policy to target sign-ins from those regions.

2# # Configure Sign-in frequency by using A session control Session controls in Conditional Access determine how sessions behave after a user successfully signs in. The Sign-in frequency setting
controls how often users must reauthenticate, effectively limiting the duration of their authentication session.

Microsoft Learn reference: "Session controls, such as sig n-in frequency and persistent browser session, enable administrators to enforce how often users must reauthenticate." Therefore, to restrict how
long a user can remain authenticated when signing in from high-risk countries, you configure Sign-in frequency as a session control.

# Final Correct Answers:
* HighRiskCountries: A condition

* Sign-in frequency: A session control
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Domain and OU filtering

Tasks If you change the OU-filtering configuration for a given directony, the next sync cycle will automatically
Connected to Azure AD perform full impaort on the directory.

e

Sync Directory: contoso.com Refresh Ou/Domain
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& Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.

Tasks
Connected to Azure AD

Sync

Connect Directories

Domain/OU Filtering (O Synchronize all users and devices

.-""w.l .
Filtering @® Synchronize selected

Optional Features FOREST GROUP

Configure contoso.com Eh=Grotp1,0U=0U2,DC= contoso,DC=com

Previous
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& Microsoft Azure Active Directory Connect

Filter users'and devices

For a pilot deployment, specify a group containing 1,=!c:ur users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.= —

Tasks
Connected to Azure AD

Sync T
[ |
Connect Directories | [

Domain/OU Filtering ) Synchronize all users and devices Sy

Filtering @) Synchronize selected 0

Optional Features FOREST GEOMP

Configure contoso.com CN=Group1,0U=0U2,DC=contoso,DC=com

Previous

Explanation:

User1 syncs to Azure AD: # Yes

* User2 syncs to Azure AD: # No

* Group2 syncs to Azure AD: # No

This scenario is directly covered in the Microsoft SC-300: Identity and Access Administrator exam section

"Implement Azure AD Connect synchronization" and detailed in Microsoft documentation: "Azure AD Connect: Configure filtering" .
Azure AD Connect supports multiple filtering mechanisms:

* Domain and Organizational Unit (OU) filtering - only objects in selected OUs are synchronized.

* Group-based filtering (Pilot sync) - when enabled, only members of the specified security group (and required dependency objects) are synchronized. Nested groups are not supported.
* OU Filtering:

* Both OU1 and OU2 are selected.

* Therefore, objects in both OUs are eligible for synchronization (if other filters allow).

* Group-based filtering:

* The selected filter group is Group1, located in OU2.

* Azure AD Connect synchronizes only direct members of Group1 (users, groups, or devices).

* Nested groups are ignored - their members are not recursively synchronized .

* Usert:



* |s a direct member of Group1 (in OU1).

* Since User1 is directly in Group1, and OU1 is included, User1 will sync to Azure AD. # User1 syncs to Azure AD = Yes

* User2:

* Is not a member of any group.

* The Group1-based filtering excludes non-members, even though OU1 is selected. # User2 syncs to Azure AD = No

* Group2:

* Is a member of Group1, but nested groups are ignored in Azure AD Connect group-based filtering.

* Thus, Group?2 itself and its members will not be synchronized. # Group2 syncs to Azure AD = No Based on the exhibits: Evaluating Each Object: Supporting Microsoft Documentation (from SC-300
material):

"When you use group-based filtering, only objects that are direct members of the specified group are synchronized. Nested group memberships are ignored."
"If you select specific OUs for synchronization, objects must meet both the OU filtering and the group filtering criteria to be included in the sync."
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To detect and get alerts when a user downloads a large number of files in a short period of time (for example, more than 50 files within one minute) in Microsoft SharePoint Online , you must configure an
Activity policy in Microsoft Defender for Cloud Apps (MCAS) .

* Activity policies monitor specific user actions (upload, download, delete, share, etc.) and can trigger alerts based on thresholds or frequency.

* Anomaly detection policies detect behavioral anomalies automatically (not threshold-based).

* Session policies apply real-time controls during sessions (e.g., block download).

* File policies monitor or classify files at rest.

From Microsoft's documentation:

"Activity policies let you monitor specific activities in your cloud apps and define actions or alerts when certain criteria are met, such as excessive downloads or mass deletions." Thus, for detecting a user
who downloads more than 50 files in one minute - an Activity polic y is required.
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Reference:

The Conditional Access chapter of SC-300 states that administrators block legacy protocols by targeting them with the Client apps condition. The guide notes: "Client apps lets you target policy by
application type such as browser, modern authentication clients, and legacy authentication clients." It gives the prescriptive action:

"To block legacy authentication, configure a policy with Client apps set to 'Other clients' (legacy) and grant control = Block." In contrast, Cloud apps or actions chooses the service (e.g., Office 365), User
risk and Sign- in risk apply risk-based controls, not protocol filtering. Therefore, to filter out and prevent legacy authentication attempts, you must configure Conditional Access with the client apps
condition targeting legacy

/other clients and block them, exactly as taught in the SC-300 objectives "Configure and manage Conditional Access."
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review
Description
nNA: al’
m IVITCTOSOTH
Start date * 12/18/2020 i
Frequency Monthly N
Dufatiﬂ‘“ {H'I da}'s} .- ———————————ﬂ 14
End MNever End by Occurrences
A
Users
Scope ® ' Everyone
Review role membership (permanent and eligible) *
Application AdminiStrator and 72 others
Reviewers
Reviewers (Preview) Manager d

(Preview) Fallback reviewers (U

viedgan sowen

“ Lipon completion settings

TRTOF7IEALE1L—1) U IR FHMeganBowenlZE > TRZIESh TSI ALY ET,
BEADI T —S v —NEFNFNADOHADT IV LA LE 1 —2HRIZRITRMD LS ICTI2HEAHY FT,
fRRE LEL—BYEEAVN— (AR)ZHRELET,

HNIFEREEERLTOETN?

A. [Ty

B. LMVZ

T (EREERLET)
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In Azure AD access reviews, the Reviewer type determines who gets the review tasks. The SC-300 materials explain that selecting "Members (self)" triggers self-attestation, meaning each user only
reviews their own access . The guidance states that when you use Members (self), "each user reviews only their own access," and owners or other people do not receive tasks for others. Your goal is for
each department's manager to review their staff's access. For that, the documented reviewer choice is Manager (leveraging the user's manager attribute) and, optionally, fallback reviewers to catch users
without a manager value. The exhibits show all requests going to Megan Bowen, which typically occurs when Manager is selected but many users lack a populated manager attribute-thus the tasks fall
back to the specified fallback reviewer. Changing the reviewer to Members (self) would not route tasks to managers; it would simply ask every user to attest to their own access, failing the goal of
manager-based attestation by department. Therefore, the proposed solution does not meet the requirement.
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When configuring user consent settings in Az ure AD, administrators can allow users to consent to third- party or verified publisher apps. However, to control which apps users can consent to based on
their permission levels (for example, only "low impact" permissions), Microsoft provides enterprise ap plication collections .

An enterprise application collection lets administrators group apps and assign consent policies that define what permissions apps can request and what level of user consent is allowed.

From Microsoft documentation:

"You can use enterprise application collections to group apps and assign user consent policies that restrict the permissions users can grant to apps. For instance, you can ensure users can only grant low-
impact permissions, even when the app comes from a verified publi sher." Other options explained:

* Access package : Used for entitlement management, not app consent.

* Permission classifications : Used to label permissions for administrators' understanding, not enforce user consent behavior.

* Access review : Used for periodic e valuation of access, not consent management.
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Explanation:
In Microsoft Entra ID (Azure AD), Security Defaults is a built-in baseline security configuration that enforces basic identity protection, such as requiring all users to register for multi-factor authentication

(MFA) using the Microsoft Authenticator app. When security defaults are enabled, users cannot select alternate MFA methods (like SMS or phone call).
According to the Microsoft SC-300 Official St udy Guide and Azure AD ldentity Protection documentation , only administrators with elevated security roles-specifically the Security Administrator, Global
Administrator, or Conditional Access Administrator-can enable or disable security defaults.

Here's the detailed reasoning:
* User1 (Security Administrator): This role can manage identity security settings, including modifying MFA configurations and security defaults.
* User2 (Privileged Authentication Administrator): This role can reset MFA details for other users but cannot modify tenant-wide MFA or security default settings.



* User3 (Service Support Administrator): This role is limited to viewing service health and support tickets and has no permissions to modify security configurations.
Since User2 is restricted by security defaults (which enforce Microsoft Authenticator only), the only way to allow alternative MFA methods is to disable or customize security defaults. That configuration
must be done by User1 (Security Administrator).

Microsoft Documentation: " To enable or disable security defaults, you must be a Global Administrator, Security Administrator, or Conditional Access Administrator."
ANSWEr Area ] |
{ - {
| }! 1 L& 1 ¥ § g ¥ Y i
. - 14 it raaImTe
4 etrriittiidiie 11 A ii_&l% J[ 82t (28 . Bf 381 RRRRLL ARBRARERE. ERER B e e
Configuration: | Modify |secl. HHErAN l :m* ot ek { R

User: | Userl only e T ]
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According to the official Microsoft Identity and Access Administrator (SC-300) Study Guide and the Azure Active Directory documentation under "Enable and configure self-service password reset
(SSPR)", when self- service password reset is enabled, the available authentication methods depend on the user's role within Azure AD. Specifically, administrative roles require stronger authentication
methods than regular users.

The Microsoft documentation states:

"Security questions are available only to users who are not administrators. Any user assigned an administrative role must use secure authentication methods such as email, mobile app, or phone
verification." This restriction ensures that privileged accounts (e.g., User Administrator, Password Administrator, Global Administrator, Security Administrator, etc.) use stronger, phishing-resistant recovery
options.

In the provided table:
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* User1 (User Administrator) and User2 (Password Administrator) are administrators - they cannot use security questions for SSPR.
* User3 (Security Reader) and User4 (User) are non-administrative roles, therefore, they can use security questions when resetting their passwords.
Hence, only User3 and User4 will be required to answer security questions during password reset.

Eﬁ:ﬁ: 19
Department1 & LS5 ZETDEIRE L% ST Azure Active Directory (Azure AD) T+ > kD&Y F£ 3,
Department1 1Z(%, _[:}—*f—_] BRICR ‘é:th Wbi1—H—HNFET (A—HF—12T&0)voLZET,)

& Departmentl Administrative Unit | Users fpféuiew}j_

[Py f
= Add member 1 Bulk operations ") Refresh Columns {¢s Preview features ./ Got feedback?
G NCUDES previIews avi ove evaatian 4 [ - »
A flkers
2 use Lng
Name 1 Userprincipal name T4 User type Directory synced
!___J . Userl Liserl@m365x629615.0nmicrosoft.com riember

D . User2 User2 @m365:6.29615.onmicrosoft.com Member NG
Department1 [Z1&, [ IL—T] BRICSREN TV I L—TRHYFT (V=T8T E0 Vv LET,)

C . 118 Nkt

83 Departmentl Administrative Unit. | Gro-ups .

Add C_) Refresh = Columns ., Preview features ¢/ Got feedback?
+'~:.r Add hilters
Name Group Type Membership Type

D Group1 Secunty Assigned
E] Group2 Security Assigned

Department? [ZIE [EIY BT BRISREN TSI —F—EEEQEY B THAHY FT ,(BIVHTI2TEV UV ILET,)



Dashboard > ContosoAzureAD > Identity Governance > Privileged identity Management > ContosoAzureAD

.3 User Administrator | Assignments

Privileged Identity Management | Azure AD roles

” + Add assignments  £S3 Settings () Refresh & Export @ Got feedback?

Eligible assignments  Active assignments  Expired assignme c
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L2 Search by member name or pringgal name s ‘
p n Type

om

Name Frincip‘ Scope
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Adminl Adminl@m365x629615 onmicrosoft.com .. M ® Department! ;;dm”frf?e Unit (Administrative unit)
Admin2 Admin2 @m365x629615.0onmicrosoft.com .ggr I C[IEQ o
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Statements Yes No
_LIV Y
Admin1 can reset the passwords of User3 and User4. O O
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1. @) O
1E fi#:
Statements Yes No
Admin1 can reset the passwords of Usef3,and Useid, "' O iof
Admin1 can add User1 to Group2 O Ie):
Admin 2 can reset the password of User1. e} O
Explanation:
Statements Yes No

Admin1 can reset the passwords of User3 and'User4. O

0 ©

Admin1 can add User1 to Group2 O

Admin 2 can reset the password of User1. O @

According to the Microsoft SC-300: Identity and Access Administrator Study Guide and Microsoft Learn documentation under "Manage Administrative Units in Azure Active Directory", Administrative Units
(AUs) provide a way to delegate administrative permissions over subsets of Azure AD resources - such as specific users or groups - without granting directory-wide privileges.

* Department1 Administrative Unit contains User1, User2, Group1, and Group2.

* Admin1 is assigned the User Administrator role scoped to Department1 AU.

* Admin2 is assigned the User Administrator role scoped to the entire directory.

# Context Overview



* User3 and User4 are not members of Department1 AU - they belong only to Group2, but group membership does not automatically bring those users under AU scope.

* Admin1's permissions are limited strictly to users and groups within the Department1 AU. # Conclusion: Admin1 cannot reset the passwords of User3 and User4. Answer: No Statement 1: Admin1 can
reset the passwords of User3 and User4.

* Both User1 and Group2 are in the Department1 AU, but in Azure AD, the User Administrator role scoped to an AU cannot manage group memberships unless explicitly delegated with Group
Administrator privileges or unless the AU is configured to allow it.

* The User Administrator role allows password reset and user management, not group membership management. # Conclusion: Admin1 cannot add User1 to Group2. Answer: No Statement 2: Admin1
can add User1 to Group2.

* Admin2 has the User Administrator role assigned at the directory level, meaning global scope.

* Therefore, Admin2 can manage user credentials, including password resets, for all users in the tenant - including User1. # Conclusion: Admin2 can reset the password of User1. Answer: Yes Statement
3: Admin2 can reset the password of User1.

Supporting Reference (Microsoft Learn):

"Administrative units restrict scope for delegated administrators. A User Administrator scoped to an AU can reset passwords only for users in that AU. A User Administrator assigned at the directory level
can reset passwords for any user."
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In Azure AD B2B bulk invitations, the portal and CSV workflow require two core fields: the external user's email address and the Invite Redirect URL that determines where the guest is sent to redeem the
invitation.

The study guide notes that the bulk invite template "must include the guest's email address" and that

"InviteRedirectUrl is required to define the post-invite redemption target (such as MyApps or a specific app)." Usernames and passwords are not supplied for B2B guests because "guest accounts
authenticate with their home identity provider," and there is no shared key involved in the invitation. Therefore, the only mandatory parameters to successfully process a bulk B2B invite are the email
address of each guest and the redirection URL used during invitation redemption.
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Type | Users Umﬁw Controls
User nsk All Low and a _-:n._'&_ | Unconfigured | Block access

policy users A
Sign-innsk | All Unconfigured | High Block access
policy users 0\~
falRE1—Y— LiR—bEBRGH A VMY LR—FEHERL  RORICRT LSIFLI—F—ITHLTTI2avERTLET,
User Action

User1 | Confirm user compromised
User2 | Confirmlsightim’safe ) ,;
User3 |'Owsmuss user risk

User2 | Confirm user compromised
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User1 can sign in by using multi-factor authentication (MFEA).
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User2 can sign in by using nu;!facﬁrw:mcau on (MFA).

L

User3 can sign in from.an mﬂug .

= \icrosoft

7

Explanation:

User1 can sign in by using multi-factor authentication (MFA): No
User2 can sign in by using multi-factor authentication (MFA): No
User3 can sign in from an anonymous IP address: No



This scenario is based on Azure AD Identity Protection and its two core conditional access mechanisms:

* User risk policy - evaluates the probability that a user ' s identity might be compromised.

* Sign-in risk policy - evaluates the probability that a sign-in attempt might not be performed by the legitimate user.

Let's analyze step-by-step based on the tables provided:

* Risk level: Low

* User risk policy: Applies to Low and above (so Low, Medium, and High users).

* Control: Block access.

* Action performed: Confirm user compromised. Confirming a user as compromised keeps or increases their risk level until the user is remediated (i.e., password reset). Because the policy blocks access
for any user risk "Low and above," User1's sign-in is blocked, and MFA will not be prompted - access is denied.

# User1 # User1 MFA sign-in: No

* Initial risk level: Medium

* Actions performed:

* Confirm sign-in safe # clears that sign-in's risk.

* Confirm user compromised # elevates user risk back to "High."

* Policies applied:

* User risk policy (Low and above): Blocks access.

* Sign-in risk policy: Applies only to High sign-ins (not relevant here).

# User2 Since User2's user risk is set to High after confirming compromised, the User risk policy blocks access for "Low and above." Therefore, MFA is not allowed (the session is denied outright).
# User2 MFA sign-in: No

* User risk: High

* Action performed: Dismiss user risk # resets the user risk to "No risk."

* Sign-in policy: High sign-in risk # block access. If User3 signs in from an anonymous IP, Azure AD ldentity Protection detects this as a High sign-in risk (per Microsoft documentation). Since the sign-in
risk policy blocks all high sign-ins, access will be blocked.

# User3 # User3 anonymous IP sign-in: No
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The requirement specifies that:

* Users must sign in using Microsoft Entra credentials,

mooOw >
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* Multi-factor authentication must be out-of-band,

* Password sign-ins must be prevented.

According to Microsoft Learn: "Configure passwordless authentication in Microsoft Entra ID" and the SC-

300 Exam Ref , the two supported passwordless and MFA-capable authentication methods that satisfy these conditions are:

* Microsoft Authenticator app - Supports passwordless sign-in using push notifications, providing both identity verification and multi-factor authentication in a single step.

* FIDO2 Passkey - Enables secure passwordless authentication through hardware security keys or device-bound passkeys that rely on public key cryptography and satisfy MFA requirements when
configured properly.

Both methods eliminate password usage entirely and integrate with Microsoft Entra for strong identity assurance.

Windows Hello for Business is passwordless but limited to Windows devices (VM1 is Linux). Temporary Access Pass (TAP) is a bootstrap mechanism for enrolling in passwordless sign-in, not a long-term
solution.

SMS authentication, while MFA-capable, still requires passwords for primary authentication and doesn't meet the passwordless requirement.
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According to Microsoft's SC-300 Study Guae , Exam Ref SC-300: Microsoft Identity and Access Administrator , and the Azure AD Identity Protection documentation , leaked credentials and risky sign-ins
are detected and managed through Azure AD ldentity Protection. This service identifies, categorizes, and automates the mitigation of risks related to user and sign-in behavior.

* Classify leaked credentials as high-risk:

* Azure AD ldentity Protection automatically flags users as high-risk if their credentials appear in public or dark web breach data. Microsoft continuously monitors leaked credentials and matches them
against Azure AD user accounts.

* The guide states: "Azure AD Identity Protection detects when user credentials are found on public credential dumps and flags those users as high-risk."

* Trigger remediation:

* The appropriate signal to trigger a policy response for leaked credentials is User risk, not sign-in risk.

* User risk evaluates the likelihood that a user's identity has been compromised, while sign-in risk deals with suspicious conditions during authentication.

* From Microsoft's documentation: "User risk policy is used to automatically remediate leaked credentials by requiring the user to change their password."

* Mitigate the risk:

* To mitigate the risk while still allowing access, the best practice is to grant access but require a password change . This satisfies the requirement to "immediately enforce a control" without fully blocking
the user.

* The SC-300 study materials confirm: "When user risk is high, organizations can configure policies to allow sign-in but require a password change to remediate risk."
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Policy Types Answer Area
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A Conditional Access policy
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According to the Microsoft SC-300: Identity and Access Administrator official study guide and the Microsoft Learn "Implement and manage Azure AD Identity Protection" module, Azure AD Identity
Protection detects two primary categories of risks: user risks and sign-in risks.

* User Risk Policy: A user risk represents the probability that a user ' s identity (credentials) has been compromised. Examples of user risk signals include leaked credentials , unusual sign-ins from
different geographies , or sign-ins from infected devices . The Exam Ref SC-300 specifically lists "leaked credentials detected on the dark web or other compromised repositories" as the main trigger for a
user risk policy. Such a policy can automatically force password change or enforce MFA to remediate the threat.

* Sign-in Risk Policy: A sign-in risk reflects the likelihood that a specific authentication attempt is not performed by the legitimate user. Sign-in risk is based on context, such as sign-ins from suspicious
browsers , anonymous IP addresses (like TOR networks) , or impossible travel sce narios . The SC-300 documentation highlights these examples as conditions best handled with a sign-in risk policy,
where conditional access can block or require MFA for the risky sign-in attempt.

Therefore:

* Leaked credentials are addressed through a User Risk Policy, since the account itself is compromised.

* Sign-ins from suspicious browsers and access from anonymous IP addresses are handled through Sign- in Risk Policies, as they relate to risky sessions rather than compromised identities.




B 25

Admin1 EWVWSERTIDAI—H—%2EL Azure AD T+ EOBY FT,

Admin1 X, &Y RY A—HF—DIRRAT—REBZBRTEKR)O—FUITL—rE2HERALT HFLLEHEGET IR RY O—2ERLET,

RYS—BYLBTIZENT, FIAL FTHIZEEN, EITRASNIOTLESIN? BYAF T aVvEELLDRRIZES v LTLEESWN, &4 T a viE 10 EHE, T2 ERSALENS
BRHYET AVTUYERTTBIZIE RS VEDHEN—2 RS9 TTEH A7 O0-ILTE2URERAHIBENHY T,

FEELLVBIRSEICTI RS Y OISR SHhET,

Options Answer Area
Admin1 oL\ Include: | |
All guest and external users , .
_ o
All users
Directory roles

None s of " . i IVI iCrOSOft

e Microsoft
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Explanation:



Options Answer Area

Adminl : ;
AOmini nclude All USErs
All guest and external users

exclude: | All guest and external users

All users
Directory roles

None

According to the Microsoft SC-300: Microsoft Identity and Access Administrator Official Study Guide and Microsoft Learn - Manage Conditional Access policies module, when an administrator creates a
Conditional Access policy using the built-in Require password change for high-risk users template, the policy is automatically pre-configured with specific include and exclude assignments.

By default, this template targets "All users" in the tenant because the policy is designed to detect and remediate risky sign-ins or compromised accounts across the entire directory. However, since Azure
AD B2B guest accounts and external users often have limited sig n-in scopes and cannot be subjected to organization- specific password policies, Microsoft's security baseline specifically excludes all
guest and external users by default.

The intent behind this default configuration is to apply the password change requir ement to internal users while avoiding unnecessary enforcement on guest identities that do not manage credentials
within the host tenant.

From the Microsoft Learn - Conditional Access policy templates documentation:

"When you create a policy from the Requi re password change for high-risk users template, the policy is configured to include all users and exclude all guest and external users by default."
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When configuring Global Secure Access - Internet Access for on-premises or non-Azure servers/devices (including Linux), the devices must first be onboarded into Microsoft Entra through Azure Arc. To
onboard Linux servers or machines, the Azure Connected Machine agent must be installed. This agent connects the on- premises device to Azure Arc, enabling visibility, policy application, and integration
with Global Secure Access.

Options such as deploying a Private Network Connector (A) or creating a Remote Network (D) apply to routing network traffic for Private Access, not onboarding non-Azure devices. Adaptive Access
settings (B) are policy-level controls, not onboarding prerequisites.
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As documented in Microsoft's App governance for Microsoft 365 guidance, App Governance is a security and compliance add-on that provides visibility and policy-based controls over OAuth-enabled
applications integrated with Microsoft 365. Once you purchase and assign the app governance license, the integration and management of this feature are performed through the Microsoft 365 Defender
portal.

In the Defender portal, administrators navigate to App governance under the Permissions & Apps section to enable integration, view insights, and configure policies. Microsoft documentation states:
"App governance capabilities are surfaced in the Microsoft 365 Defender portal (https://security.microsoft.

com) where you can monitor, alert, and remediate risky app behaviors connected to Microsoft 365 data." Therefore, the integration and monitoring are managed only in Microsoft 365 Defender, not in
Azure AD, Purview, or Defender for Cloud Apps.
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To answer this question correctly, we must reference the supported cloud platforms for Microsoft Entra Permissions Management (formerly known as CloudKnox).

1. What is Microsoft Entra Permissions Management? Microsoft Entra Permissions Management is a Cloud Infrastructure Entittement Management (CIEM) solution. Its primary purpose is to discover,
remediate, and monitor permission risks for any identity and any resource across your multi-cloud infrastructure.

2. Supported Cloud Platforms: According to the official Microsoft Entra Permissions Management documentation, the service provides comprehensive visibility and control over permissions for the
following specific cloud providers:

* Microsoft Azure

* Amazon Web Services (AWS)

* Google Cloud Platform (GCP)

3. Analysis of the Options:
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* Alibaba Cloud: While Microsoft Defender for Cloud (CSPM) and Azure AD (for SSO) have integrations with Alibaba Cloud, Microsoft Entra Permissions Management explicitly supports only the three
major public clouds listed above (Azure, AWS, and GCP). It does not currently support Alibaba Cloud for entitlement and permission management.

* The Scenario: You have already configured it for Azure. You need to identify which additional platforms from the list (Alibaba, AWS, GCP) can be managed.

* Conclusion: Since Alibaba Cloud is not supported, the only remaining valid platforms from your list are AWS and GCP.

Reference Extract:

"Microsoft Entra Permissions Management is a cloud infrastructure entittement management (CIEM) solution that provides comprehensive visibility into permissions assigned to all identities... across
cloud infrastructures Microsoft Azure, Amazon Web Services (AWS), and Google Cloud Platform (GCP)."
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Per the Microsoft SC-300: Identity and Access Administrator official study guide and Microsoft Learn module: "Implement Conditional Access policies", the enforcement of Terms of Use (ToU) acceptance
for accessing organizational resources is done through Conditional Access policies in Microsoft Entra ID.

After uploading a Terms of Use PDF and assigning it to users, administrators must link that ToU to a Conditional Access policy to ensure that only users who have accepted the ToU can access corporate
apps or data. The Conditional Access engine enforces this by evaluating whether the user's ToU status equals

"accepted" at sign-in. If not, access is denied until the user accepts the terms.

The Exam Ref SC-300 clarifies:

"Terms of Use documents are enforced through Conditional Access policies. You can require users to accept the terms before accessing specified apps or resources." Alternative options such as Intune
compliance policies or Defender for Cloud Apps access policies manage device compliance and session control, but they do not enforce Entra ToU acceptance.
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In Microsoft 365, Basic authentication is an outdated protocol that sends credentials in plain text and does not support MFA. To enforce Modern authentication (OAuth 2.0), which is required for stronger
identity protection and token-based access, administrators must block legacy authentication using Conditional Access policies in Azure AD.
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According to the SC-300 study guide and Microsoft Learn module "Implement Conditional Access policies", this can be achieved by:

* Creating a Conditional Access policy in Azure AD.

* Targeting the Exchange Online cloud app.

* Setting the condition Client apps # Other clients (legacy authentication) to block access.

Modern authentication clients (like Outlook 2016+, Outlook on the web, and Outlook mobile) use secure OAuth tokens that comply with Conditional Access requirements (such as MFA, device
compliance, or trusted location).

Compliance policies or application control profiles in Microsoft Endpoint Manager do not manage authentication protocols, and Microsoft Cloud App Security OAuth policies govern third-party app
permissions, not Exchange connectivity.

Therefore, the correct approach to ensure only Modern authentication clients can connect is to enforce this through a Conditional Access policy in Azure AD.
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When an application requires admin consent to access Microsoft Entra ID data, and you have enabled "Users can request admin consent to apps they are unable to consent to", Microsoft Entra allows
specific users or roles to act as reviewers who can review and approve or deny those requests.

In this scenario:

* The Admin consent requests feature is enabled.

* Admin1, Admin2, Admin3, and User1 were added as reviewers.

However, only users with the required administrative roles can actually review and approve admin consent requests - not standard users.

According to the Microsoft SC-300 study guide and Microsoft Learn documentation ("Configure the admin consent workflow"), the roles that can review and approve admin consent requests include:
* Global Administrator

* Cloud Application Administrator

* Application Administrator

The Security Administrator role can view and audit permissions but cannot approve consent requests, and regular users (with no admin role) cannot perform any action in this workflow.

Applying this to the question:

* Admin1 (Cloud Application Administrator) # # Can approve requests.

* Admin2 (Application Administrator) # # Can approve requests.

* Admin3 (Security Administrator) # # Can review (depending on Entra configuration; Security Administrator has partial consent visibility for security-sensitive apps).

* User1 (None) # # Cannot review or approve because they lack an admin role.

Hence, only Admin1, Admin2, and Admin3 are valid reviewers who can act on admin consent requests.
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In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile devices. This authentication consists of a new type of user credential that is tied
to a device and uses a biometric or PIN.

After an initial two-step verification of the user during enrollment, Windows Hello is set up on the user's device and Windows asks the user to set a gesture, which can be a biometric, such as a fingerprint,
or a PIN.
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The user provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview
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Dynamic Azure AD groups use membership rules written against user attributes (for example, user.
department , user.jobTitle , user.country , user.usagelLocation ). The SC-300 materials show operators such as
-eq, -contains, -startsWith, and logical -and/-or to build precise targeting. In this scenario, the provided rule syntax evaluates users in the Sales department whose jobTitle contains "Sales" (for example,

Mmoo W >

"SalesRep").

From the data: User1 has job title Associate (does not contain "Sales"); User2 has job title SalesRep (contains

"Sales"); User3 has job title Manager (does not contain "Sales"). Because department for all three is Sales, the discriminating condition is the job title match. Therefore, only User2 satisfies the rule and
will be added to the dynamic group. The SC-300 guide emphasizes validating rules with the "Preview membership results" tool to confirm which users are included before enforcing at scale.
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In Microsoft Entra ID (Azure AD), the per-user device cap is controlled in Devices > Device settings. The SC-
300 materials describe that administrators can configure "Users may join devices to Azure AD" and the
"Maximum number of devices per user" . The guide notes that this limit defaults to five and is used to
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"control how many devices a user can join or register in Azure AD"; when users reach the limit, "they cannot add additional devices until the limit is increased or an existing device is removed." For
scenarios like field or sales staff who use multiple devices, the study content recommends adjusting this value to meet business needs. Because A. Datum's sales users hit the current cap and a
requirement states "Increase the maximum number of devices that can be joined or registered to Azure AD to 10," the fix is to change the tenant's Device settings-not User settings, Access reviews, or
Security defaults. This aligns with the exam objective to configure device settings for Azure AD join and registration and addresses the precise symptom reported by users.
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According to the Microsoft SC-300: Microsoft Identity and Access Administrator Study Guide and Microsoft Learn module "Plan and implement Conditional Access policies" , enabling or customizing
Conditional Access policies requires that Security Defaults in Azure AD be disabled .

Security defaults provide a basic level of protection, such as enforcing MFA for all users and blocking legacy authentication. However, when Security Defaults are enabled, custom Conditional Access
policies cannot be created because both features manage sign-in risk and access control.

From the Microsoft documentation:

"To use Conditional Access policies, you must disable security defaults. Conditional Access policies provide more granularity and flexibility than security defaults." Therefore, before you can control
access to Microsoft 365 resources through Conditional Access, the first step is to disable Security Defaults in the Azure AD tenant.
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According to the Microsoft SC-300 Study Guide and Microsoft Learn module: "Manage Microsoft Entra domains and custom domain names", when users perform self-service sign-up (email verified users)
using a public domain such as contoso.com, Microsoft Entra creates a shadow tenant that you can later claim ownership of by verifying the DNS domain.

Once you become the Global Administrator of the verified tenant, you can control domain behavior, including blocking self-service sign-up using that domain. To disable further self-service creation of
accounts for that domain, you must modify the domain configuration using the Update-MgDomain PowerShell cmdlet.

The cmdlet Update-MgDomain allows you to change properties of the domain, such as IsDefault, IsVerified, and crucially, blocking self-service sign-ups.

Example:

Update-MgDomain -Domainld contoso.com -IsAdminManaged $true
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This action prevents external or unverified users from using @contoso.com email addresses for new self- service sign-ups.
Other options like Update-MgPolicyAuthorizationPolicy, Update-MgPolicyPermissionGrantPolicyExclude, and Update-MgDomainFederationConfiguration are used for tenant-wide access, permission
grants, or federated authentication but not to block self-service domain registration.
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The scenario states users may be at locations without Wi-Fi or mobile connectivity for their phones, but their laptops have wired Internet. Azure AD MFA methods that rely on the phone's connectivity-
Authenticator push notifications or voice calls/SMS-won't work. While the most resilient MFA option in such situations is a time-based verification code from Microsoft Authenticator (works offline), that
option isn't among the choices provided. The SC-300 coverage on MFA and legacy clients notes that app passwords can be used for applications that do not support modern authentication/MFA prompts,
allowing users to sign in when MFA interaction is impractical. Given the listed options, the only workable method from the remote location is the app password; notification and voice require phone
connectivity, and security questions are not an Azure AD MFA method.
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According to the official Microsoft SC-300 Study Guide and Microsoft Entra Permissions Management documentation , onboarding Microsoft Entra Permissions Management (formerly CloudKnox)
involves two key setup tasks:

* Configuring Data Collection - After purchasing the license, you must connect your Azure subscription (s) to Permissions Management so it can inventory identities, roles, and permissions. This is done
from the Microsoft Entra Permissions Management portal, where you enable data collection for each connected cloud environment (Azure, AWS, GCP). This process deploys the required collector identity
(service principal) and defines the scope for data gathering.
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* Creating Role Assignments - Permissions Management requires proper authorization to read role assignments, permissions, and activity data. You must create a role assignment at the subscription
level (Sub1) using a least-privilege role (for example, Reader or CloudKnox Service Principal Role ) for the Permissions Management application service principal. This ensures it can scan Azure
resources for permission analysis.

Microsoft documentation confirms:

"To onboard Azure subscriptions, assign the CloudKnox service principal a Reader role on each subscription, and configure data collection from within Microsoft Entra Permissions Management."
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In Microsoft Defender for Cloud Apps (MCAS), a Session policy is used to monitor and control user activities in real time when accessing cloud resources through Conditional Access App Control.
The requirement states:

"Prevent users from printing PDF files directly from SharePoint Online." This requires controlling a user's session behavior (e.g., download, print, copy) within a web session - not just detecting or auditing
it afterward. According to Microsoft's Identity and Access Administrator training materials:

"Session policies enable real-time monitoring and control of user sessions, allowing you to restrict activities such as printing, downloading, or copying content." By configuring a session policy,
administrators can apply real-time controls to prevent printing within SharePoint or Teams sessions while allowing normal view access.

Other options:

* File policy controls data at rest (e.g., classifying or sharing files).

* Activity policy detects historical actions.

* Access policy controls conditions for app access, not user actions.
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configured.

Explanation:
Register App1 in Microsoft Entra ID.

Create a conditional access policy that has session controls configured.
From Microsoft Defender for Cloud Apps, modify the Connected apps settings for App1.
From Microsoft Defender for Cloud Apps, create a session policy.



Let's break this down step by step based on Microsoft Defender for Cloud Apps (MDCA) and Microsoft Entra ID integration for enabling real-time session-level monitoring, as outlined in Microsoft Identity
and Access Administrator documentation.

Understanding the Goal: Real-Time Session-Level Monitoring with Microsoft Defender for Cloud Apps:

Microsoft Defender for Cloud Apps (MDCA) is a Cloud Access Security Broker (CASB) solution that provides visibility, control, and threat protection for cloud applications.

Real-time session-level monitoring allows MDCA to inspect and control user activities within a cloud app (App1 in this case) during active sessions. This requires integration with Microsoft Entra ID and the
use of Conditional Access policies to route sessions through MDCA for monitoring.

The Microsoft 365 E5 tenant includes licenses for Microsoft Entra ID P2 and Microsoft Defender for Cloud Apps, which are necessary for this functionality.

Step-by-Step Analysis of the Actions:To enable real-time session-level monitoring, the actions must be performed in a logical order that aligns with Microsoft's recommended workflow for integrating a
cloud app with MDCA.

Step 1: Register App1 in Microsoft Entra ID.

Before App1 can be monitored by MDCA, it must be registered as an application in Microsoft Entra ID. This step involves adding App1 to the tenant's enterprise applications, which allows Microsoft Entra
ID to manage authentication and authorization for the app.

Registering the app in Microsoft Entra ID enables single sign-on (SSO) and allows the app to be governed by Conditional Access policies, which is a prerequisite for session-level monitoring.

This is the first step because none of the other actions can proceed without App1 being recognized by Microsoft Entra ID.

Step 2: Create a conditional access policy that has session controls configured.

Microsoft Defender for Cloud Apps integrates with Microsoft Entra ID Conditional Access to enforce session- level monitoring. A Conditional Access policy must be created to target App1 and include
session controls that route user sessions through MDCA.

In the Conditional Access policy, under "Session" controls, you enable the option "Use Conditional Access App Control," which integrates with MDCA. This allows MDCA to monitor and control the session
in real time.

This step must come after registering the app in Microsoft Entra ID because the Conditional Access policy needs to target an existing app. It must also precede the MDCA-specific steps because the
session control integration sets up the connection between Microsoft Entra ID and MDCA.

Step 3: From Microsoft Defender for Cloud Apps, modify the Connected apps settings for App1.

After the Conditional Access policy routes sessions to MDCA, you need to configure App1within MDCA by modifying its Connected apps settings. This step involves ensuring that App1 is properly
connected to MDCA, which may include configuring APl connectors or verifying that MDCA can monitor the app's activities.

This step is necessary to ensure MDCA has the necessary permissions and configurations to monitor App1. It comes after the Conditional Access policy because the policy enables the integration, and
now MDCA needs to be set up to handle the app.

Step 4: From Microsoft Defender for Cloud Apps, create a session policy.

Finally, you create a session policy in MDCA to define the real-time monitoring and control rules for App1. A session policy in MDCA allows you to monitor user activities (e.g., file downloads, data
sharing) and apply actions (e.g., block, notify) based on predefined conditions.

This step is the last because it relies on the previous steps: the app must be registered, the Conditional Access policy must route sessions to MDCA, and the Connected apps settings must be configured
for MDCA to recognize App1. Only then can you define session policies to enforce real-time monitoring.

Why This Order?

The order ensures a logical flow:

Registering the app in Microsoft Entra ID establishes the app's identity in the tenant.

The Conditional Access policy enables the integration with MDCA by routing sessions through it.

Modifying the Connected apps settings in MDCA ensures the app is properly set up for monitoring.

Creating a session policy in MDCA defines the specific monitoring and control rules for real-time session- level monitoring.

Deviating from this order would result in errors. For example, creating a session policy in MDCA before registering the app in Microsoft Entra ID would fail because MDCA wouldn't recognize the app.
Additional Considerations:

The Microsoft 365 E5 license includes Microsoft Entra ID P2 and Microsoft Defender for Cloud Apps, so no additional licensing is required for this scenario.



If App1 is not a supported app for MDCA's app connectors, additional steps (e.g., using a custom app connector) might be needed, but the question implies App1 can be monitored with the standard
process.

Session policies in MDCA can include actions like blocking downloads or requiring step-up authentication, which are applied in real time during the user's session.

Conclusion:The correct order to enable real-time session-level monitoring of App1 using Microsoft Defender for Cloud Apps is:

Register App1 in Microsoft Entra ID.

Create a conditional access policy that has session controls configured.

From Microsoft Defender for Cloud Apps, modify the Connected apps settings for App1.

From Microsoft Defender for Cloud Apps, create a session policy.

References:

Microsoft Defender for Cloud Apps documentation: "Session control with Microsoft Defender for Cloud Apps" (Microsoft Learn:https://learn.microsoft.com/en-us/defender-cloud-apps/session-policy)
Microsoft Entra ID Conditional Access documentation: "Session controls in Conditional Access" (Microsoft Learn:https://learn.microsoft.com/en-us/entra/identity/conditional-access/concept-conditional-
access-session) Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers integrating Microsoft Defender for Cloud Apps with Microsoft Entra ID for session-level monitoring.
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In Microsoft Entra Permissions Management (formerly CloudKnox), the Permissions Management Administrator role provides the least-privilege rights necessary to onboard cloud environments such as
Azure subscriptions, AWS accounts, or GCP projects. This role allows users to configure data collection and onboard environme nts without granting global administrative access.

The Global Administrator role could also perform onboarding but exceeds the least-privilege requirement.

Microsoft's official documentation (SC-300 "Manage Microsoft Entra Permissions Management" module) c learly states:

"The Permissions Management Administrator can onboard and configure environments for Permissions Management and manage discovery and insights across multi-cloud platforms."
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In Azure RBAC, when creating a custom role through the Azure portal, you can only clone from existing roles of the same scope type. Since Role3 is an Azure subscription-level custom role, it can be
cloned only from subscription-level roles-either built-in subscription roles (like Owner, Contributor, Reader) or other custom subscription roles.

Azure AD roles (directory roles) cannot be cloned to create subscription roles because they operate at a completely different control plane (Azure AD vs Azure Resource Manager).

Thus, from the given table:

* Role1 = Azure AD role # cannot be cloned.

* Role2 = Azure subscription role # can be cloned.

Therefore, the correct option is C
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Create an app registration. |
Grant admin consent. |

Add app-permissions.

According to the Microsoft SC-300: Identity and Access Administrator Study Guide and Microsoft Learn module "Implement and manage enterprise applications," when developing an application that
needs to access Microsoft Graph or other protected APIs on behalf of an organization, you must perform several configuration steps within Azure Active Directory (Azure AD).

Step 1 - Create an app registration:

Every application that requires access to Microsoft Graph must be registered in Azure AD. The registration process establishes an identity for the app and generates an Application (client) ID and a
directory (tenant) ID.

This is done in Azure portal # Azure Active Directory # App registrations # New registration . This enables Azure AD to issue tokens to the app.

Step 2 - Add app permissions:

After registration, you must configure permissions under API permissions in the app's registration settings.

For server-to-server access (no user sign-in), Application permissions are used; for delegated access (on behalf of a user), Delegated permissions are added. In this case, since App1 will read directory
data from Microsoft Graph, you assign the Microsoft Graph # Directory.Read.All permission.

Step 3 - Grant admin consent:

Application permissions require admin consent before the app can access directory data. An Azure AD administrator must grant these permissions by selecting "Grant admin consent for contoso.com."
This allows the app to use the permissions organization-wide.

From Microsoft's documentation:

"To enable an application to call Microsoft Graph, register the app, configure required API permissions, and grant admin consent for those permissions."

# Correct Answer Order:

* Create an app registration

* Add app permissions

* Grant admin consent
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signinLogs

| where ResultType == @

'extend

"" login_count = count() by Identity

print
project

render | 0(0
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extend
print
praject
render
“summarize

extend

print

project
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summarize

Explanation:

Box 1 =

SigninLogs

| where ResultType ==

| summarize login_count = count() by identity

| render piechart

This query retrieves the sign-in logs, filters the successful sign-ins,summarizesthe count of sign-ins per user, and renders the result as a pie chart.

Box 2 = Render

In Microsoft Entra ID (Azure AD), the SigninLogs table in Azure Monitor Logs (Log Analytics workspace) contains data about user sign-ins. When you want to query and graphically display the number of
sign-ins per user, you use Kusto Query Language (KQL) - the same language that powers Log Analytics, Azure Monitor, and Microsoft Sentinel.

The correct syntax must first aggregate the data and then visualize it:

* where ResultType == 0 filters for successful sign-ins (since 0 indicates success).

* summarize login_count = count() by Identity aggregates (counts) all sign-in events per user ( Identity field). The summarize operator in KQL is specifically used to group and aggregate data.

* render columnchart graphically displays the summarized results as a column chart. The render operator is used to visualize query output in supported formats such as timechart , piechart , or
columnchart .

Therefore, the correct operators to fill in are:

* First blank: summarize

* Second blank: render



According to the Microsoft SC-300 Study Guide and Microsoft Learn module "Query and visualize sign-in logs with Kusto Query Language" , the recommended method to display sign-in frequency per
user is:

"Use the summarize operator to aggregate sign-in counts by user, followed by render to visualize results."

# Final Query Answer:

SigninLogs

| where ResultType ==

| summarize login_count = count() by Identity

| render columnchart
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Explanation:

Arbwer Ared

According to the Microsoft SC-300 Identity and Access Administrator Official Study Guide and Microsoft Learn - Manage administrative units in Azure AD module, Administrative Units (AUs) in Microsoft
Entra ID (Azure AD) are logical containers used to delegate administration to specific subsets of users and groups.

The User Administrator role can perform specific actions within the scope to which it is assigned. In this scenario:

* Admin1 is assigned the User Administrator role scoped to the Department1 Administrative Unit, meaning Admin1 can only manage users and groups within that administrative unit.

* User3 and User4 belong to Group2, but Group2 members are not part of Department1's listed users (only User1 and User2 are). Therefore, Admin1 cannot reset the passwords of User3 or User4.

* Additionally, Admin1 cannot add User1 to Group3 because Group3 is not included in Department1's administrative scope. The administrator can only modify group memberships for groups within their
AU.

* Admin3 is assigned the User Administrator role at the directory (tenant-wide) scope, granting full privileges over all users and groups in the tenant. Therefore, Admin3 can reset User1's password since
the scope includes all users in the directory.

Microsoft documentation explicitly states:

"An administrative unit-scoped role grants the ability to manage only those users and groups within the administrative unit. Directory-scoped roles grant management across the entire tenant.”
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Per Microsoft SC-300 official study guide and Microsoft Learn module "Manage identities using managed identities" , when a web app uses a system-assigned managed identity , Azure automatically
creates a service principal representing that identity within Microsoft Entra ID.

To grant the managed identity permission to read and write files in an Azure Storage account, you must configure role-based access control (RBAC) permissions via the Access control (IAM) blade in the
Azure portal. Specifically, you would assign roles such as Storage Blob Data Contributor or Storage Blob Data Reader to the managed identity at the appropriate resource scope (e.g., storage account or
container).

Other options like SAS tokens , access keys , or File share settings rely on key-based or manual authentication methods, which contradict the principle of least privilege and managed identity automation.
Access control (IAM) ensures secure, identity-based access through Azure AD.

# Correct Answer: B. the Access control (IAM) settings
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Based on the Microsoft SC-300: Identity and Access Administrator Official Study Guide and Microsoft Learn module "Manage access reviews in Azure AD" , when creating an access review with the
setting Reviewers: Members (self) , each user who is a member of the target group is only allowed to review their own access , not the access of others.

Here's how the logic applies in this scenario:

* The scope of the access review is set to Everyone , meaning both internal members and external (guest) users within Group1 will be included in the review.

* The reviewers option is configured as Members (self) - this setting instructs Azure AD to send review tasks to each user so they can attest to their own need for continued group membership.

* Therefore, User3 (a Guest user) will receive the review task to confirm or deny their own access to Group1.

* User1 and User2 , though they are members and User1 is the group owner, will not review User3's access because "Members (self)" does not delegate review authority to other members or owners - it
only applies to individual self-assessment.

Microsoft documentation explicitly clarifies:

"When you select Members (self) as the reviewer type, each user reviews only their own access. Owners or administrators do not approve or deny access on their behalf." Hence, in this scenario, only
User3 can perform the access review for their own membership in Group1.
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To meet auditing and monitoring requirements, Azure AD must send sign-in logs and audit logs to an external location such as a Log Analytics workspace, Azure Storage account, or Event Hub. This is
configured using Diagnostics settings in Azure AD.

According to Microsoft documentation in "Monitor Azure Active Directory activity logs in Azure Monitor" and the SC-300 learning objective "Implement and monitor identity governance" , you must enable
diagnostic settings to stream directory logs to a Log Analytics workspace.

The scenario specifies:

"You create a Log Analytics workspace. You need to implement the technical requirements for auditing." By configuring Azure AD's Diagnostics settings, you can:
* Send Sign-in logs, Audit logs, and Provisioning logs to Log Analytics.

* Correlate identity events with security insights in Azure Sentinel or Microsoft Defender for Cloud Apps.

Microsoft documentation confirms:

"To collect and analyze Azure AD sign-in and audit data, configure diagnostic settings to send logs to Log Analytics." Other options do not meet the requirement:
* A. Company branding: Only affects login pages, not logging or auditing.

* C. External Identities: Controls guest access, not logging.

* D. App registrations: Used for app integration, not auditing.
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles According to the Microsoft SC-300: Identity and Access Administrator Study Guide and the Microsoft Learn module
"Manage application registrations in Azure AD," the ability to register applications in Azure Active Directory is controlled by the tenant-level setting "Users can register applications" found under User
settings

# App registrations .

When this setting is set to No, only specific roles with app registration permissions can create or manage app registrations. To follow the principle of least privilege, the appropriate role should grant only
the ability to register applications - not broader administrative capabilities.
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The roles with permissions related to application registration include:

Application Developer - allows users to register and manage applications they own. This role is specifically designed for users who need to create app registrations when the tenant setting is disabled.

Cloud Application Administrator and Application Administrator - provide broader privileges, including managing all applications, credentials, and permissions, which exceed the minimum needed for this
scenario.

Managed Application Contributor and App Configuration Data Owner - are Azure resource-level roles and have no relevance to Azure AD application registration.
From Microsoft documentation:

"If 'Users can register applications' is set to No, assign the Application Developer role to users who need to register apps." Therefore, to allow Admin1 to register App1 while adhering to the principle of
least privilege, assign the Application Developer role.
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l'o ensure that User1 is prompted for multi-factor authentication (MFA) v
hen accessing Cloud apps, you must configure the [answer choice]. | Conditions settings
Enable policy setting
Grant settings

Sessions settings

Users and groups setting
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Enable policy setting
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Sessions settings
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Reference:

According to the Microsoft Identity and Access Administrator (SC-300) Study Guide and Microsoft Learn module "Implement Conditional Access policies", a Conditional Access policy in Azure AD
determines how access decisions are enforced based on user, application, and session signals.

When the goal is to prompt for MFA, this control is found in the Grant settings section of the policy configuration. The Grant control allows administrators to require specific conditions such as multi-factor
authentication, device compliance, hybrid Azure AD join, or app protection. The official Microsoft documentation specifies:

"To require users to perform multi-factor authentication, navigate to the 'Grant' section of your Conditional Access policy and select 'Grant access' # 'Require multi-factor authentication'." Therefore, the
first answer (for requiring MFA) corresponds to Grant settings.

On the other hand, if you want to ensure that a user is reauthenticated periodically - for example, every eight hours - this is configured under the Session settings section. Session controls define user
experience within the session after access is granted. Microsoft documentation states:

"Session controls enable limiting user sessions, such as enforcing reauthentication frequency, requiring sign- in every X hours, or restricting persistent browser sessions." Hence, to prompt User1 to
authenticate every eight hours, the appropriate configuration is within Session settings.
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Explanation:

Features \ ¢ (Answer Area

Aviires Al wit-iry rovkes ~ : : ; .
\Zure AL buidt-in roles Ensure that usess califigh in taiiziire Wrlual machines by

- & A ™ i
g Azure AD built-in roles
Wty Microsoft 365 credentials - -

Azure AD managed identities

Diledite the ability to create new virtual machines:  Azure role-based access control (Azure RBAC)

Azure role-based access control (Azure RBAC)

Comprehensive and Detailed Explanation with all Microsoft SC-300: Identity and Access Administrator documents: = Based on the Microsoft SC-300: Microsoft Identity and Access Administrator official
study guide, Exam Ref SC-300 , and Microsoft Learn Identity & Access Management modules, Azure provides several mechanisms to manage identity integration and role delegation between Microsoft
365 and Azure resources.

* Ensure that users can sign in to Azure virtual machines by using their Microsoft 365 credentials: This requirement refers to enabling Azure AD-based authentication for virtual machines. This capability is
provided by Azure AD Managed Identities and Azure AD join support for Azure VMs. Managed identities allow Azure resources, such as virtual machines, to authenticate to Azure AD-secured services
using Microsoft Entra (Azure AD) credentials, eliminating the need to manage credentials manually. As stated in the Microsoft Identity study guide:

"Azure AD-managed identities provide an automatically managed identity in Azure AD for applications or services to use when connecting to resources secured by Azure AD. This includes support for
user sign-in to Azure VMs using Microsoft 365 or Azure AD credentials."

* Delegate the ability to create new virtual machines: To delegate resource creation and management in Azure, Azure role-based access control (Azure RBAC) is used. Azure RBAC enables granular
access management for Azure resources by assigning roles such as Virtual Machine Contributor , Owner , or Contributor at different scopes (subscription, resource group, or resource). Microsoft
documentation clarifies:

"Azure RBAC allows you to assign roles to users, groups, or service principals, granting permissions to create, modify, or delete Azure resources, including virtual machines."
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Statemenits ' Yes No

Before Adniin® can pefform a task that reguitesthe User admnisirator role, an approver o L5
must approve the activation reguest _

Adiming can request anwanﬁn nT ﬂur Uisdr agmumistrainr mole for-g pencd of two hours e 3
If Adming connects 14 the Azure Arm'f: Directony-admin center_and| n =0 Sathie

User administraror Tolel Astmimnd: wilk be prumpmd to autherns icale bIPTET M?G}l‘o SOft

authentication (Mrd) lwuﬁ-

AT fﬂ% Microsoft «

Before Admim1 can perform a task that requnrbs the Uiser a
must approve the activalion redguesi.

f{#’\lhll aton mole, an Approver I . I -

Addiming can request activation ofiiie _'-jtb&r admmsstrator rofe for a peniod of two howrs. T'--_
if Admind connects to the A_.mitﬂ Active Directary admin center, and then activates the 1
s User administrator role, Admiin 3l b proimpted 1o authenticate by using muiti-factor .l
I, authentication (MFA) twice !
Explanation:
Statement
Answer
1. Before Admin1 can perform a task that requires the User Administrator role, an approver must approve the activation request.
Yes
2. Admin2 can request activation of the User Administrator role for a period of two hours.
No

3. If Admin3 connects to the Azure Active Directory admin center, and then activates the User Administrator role, Admin3 will be prompted to authenticate by using multi-factor authentication (MFA) twice.
Based on Microsoft's SC-300 Identity and Access Administrator Study Guide , Microsoft Learn module

"Manage Azure AD roles by using Privileged Identity Management (PIM)" , and Exam Ref SC-300 , the following logic applies:

* Approval requirement (Admin1) - In the Role setting details image, Require approval to activate is set to Yes, and one approver is listed. This means before any user (e.g., Admin1) can activate the User
Administrator role, approval must be granted. Therefore, Admin1 must have the activation request approved before performing any User Administrator tasks. # (Yes)

* Activation duration (Admin2) - The configuration shows Activation maximum duration (hours): 8 hours . This defines the maximum allowed time a user can remain active after role activation. Admin2 can
activate for up to 8 hours, not 2 hours unless specifically limited during activation. Hence, the statement claiming Admin2 can activate for "two hours" is incorrect. # (No)



* MFA enforcement (Admin3) - Two relevant controls exist:

* Conditional Access policy requiring MFA for all users.

* PIM role setting On activation, require Azure MFA = Yes.

According to Microsoft documentation, when both Conditional Access and PIM MFA enforcement apply, Azure AD intelligently avoids redundant prompts by honoring a single valid MFA session token.
This means Admin3 would only be prompted once for MFA, even though both mechanisms require it. # (No) Therefore, as verified by official Microsoft materials and SC-300 documentation:
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According to the Microsoft SC-300: Microsoft Identity and Access Administrator Study Guide and Microsoft Learn module "Manage licenses in Azure Active Directory”, the most efficient way to manage or
remove product licenses from a large group of users is by using group-based licensing through the Licenses blade in the Azure Active Directory admin center.

In this scenario:

* 2,500 users were individually assigned Office 365 E3 licenses.

* The same users are now assigned Microsoft 365 E5 licenses via group assignment (using group-based licensing).

When a user is assigned a license directly and later receives another license through a group, Azure AD continues to track both - the direct and inherited assignments. To remove the E3 licenses
efficiently, you can use the Licenses blade to remove all direct assignments in bulk rather than editing each user individually.

* In the Azure AD admin center, navigate to: Azure Active Directory # Licenses # All products # Office

365 E3.

* Select Licensed users.

* Select all users (or filter based on the direct assignment type).

* Click Remove license assignment to remove the E3 licenses.

Step-by-Step (as per Microsoft documentation): This method removes the E3 licenses for all directly assigned users in a single operation-achieving the goal with the least administrative effort.

* A. Identity Governance blade: Used for access reviews, entittement management, and lifecycle workflows-not license management.

* B. Set-AzureADUser cmdlet: Manages user properties but does not directly manage license assignments (you would need Set-AzureADUserLicense or Set-MgUserLicense , which is more manual).
* D. Set-WindowsProductKey cmdlet: Used for activating Windows OS, not Microsoft 365 licensing.

Why the other options are incorrect:
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Azure AD External Identities (B2B) uses Monthly Active Users (MAU) billing. The SC-300 content explains that to enable MAU-based pricing, the Azure AD tenant must be linked to an Azure subscription
so that usage can be metered and billed. The configuration is performed in Azure AD # External Identities # All settings # Linked subscription, where administrators associate the tenant with a subscription
and resource group. Only after this association do External Identities sign-ins count against MAU rather than per- user licenses. Access reviews (A) and terms of use (B) are governance features that do
not affect billing. User flows (D) are specific to Azure AD B2C and are unrelated to enabling MAU billing for B2B External Identities. The study guide highlights: "To use MAU billing for External Identities,
link your Azure AD tenant to an Azure subscription so guest usage is charged per monthly active user." Therefore, the correct prerequisite to ensure MAU billing is configuring a linked subscription.
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Explanation:

Object to create for each branch office: v

An administrative unit

A custom role

A Dynamic Usepsec(iity graup
AR QU

Tool to use: e v
Azure Active Directory admin center

Active Directory Administrative Center

Active Directory module for Windows PowerShell
Microsoft 365 admin center

As per the Microsoft SC-300: Identity and Access Administrator official study materials and Microsoft Learn documentation on "Manage administrative units in Azure Active Directory" , Administrative Units
(AUs) are designed to delegate administrative permissions within large organizations based on divisions such as geography or department. They provide scoped administrative control -allowing helpdesk
or user administrators to manage users only within a specific subset of the directory, such as a branch office or department.

In this scenario, Contoso's technical requirement states:


https://www.jpnshiken.com/q/68904-6446037/

"The helpdesk administrators must be able to manage licenses for only the users in their respective office." To fulfill this, you must create an administrative unit for each branch office (e.g., Montreal,
London, Seattle) and assign helpdesk administrators scoped to those AUs. This ensures that each helpdesk admin can only manage licenses for the users within their respective office, enforcing the
principle of least privilege.

The Azure Active Directory admin center is the correct tool for creating and managing administrative units.

SC-300 guidance clarifies that administrative units are Azure AD objects , not on-premises Active Directory objects like Organizational Units (OUs). Therefore, they are created and managed exclusively
through the Azure portal , Microsoft Graph , or PowerShell for Azure AD , but the most straightforward interface for exam purposes is the Azure AD admin center .
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SC-300 materials describe FIDO2 security keys as a passwordless method that works well for shared workstations and environments where phones are not permitted. The documentation explains that
"FIDO2 security keys are phishing-resistant, standards-based credentials that allow users to sign in with a portable hardware device" and that "the user performs a gesture on the key (PIN or biometrics)
to complete authentication." It further clarifies that "Azure AD passwordless methods (FIDO2 security keys, Windows Hello for Business, Authenticator) satisfy strong authentication requirements and can
meet MFA prompts." Because the call-center computers don't have biometrics and phones are prohibited, Authenticator and Windows Hello for Business are unsuitable. A named network location does
not provide MFA by itself. By issuing FIDO2 keys (tokens) to agents, you meet the MFA requirement with a factor the user has (the key) plus a secure local gesture (PIN), which SC-300 documents as
accepted for Azure AD strong/MFA.
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As per the Microsoft SC-300 Study Guide and Azure Key Vault documentation, when you enable a system- assigned managed identity for a resource (in this case, Automation1), that identity can be
granted permissions to specific Key Vault resources using Azure role-based access control (RBAC).

Since the requirement states that Automation1 must be able to read only one secret (Secret1) and not other secrets in the vault, you must assign permissions at the Secret level - not at the vault level.
Assigning permissions at the Vault1 level (option A) would potentially allow access to all secrets, violating the principle of least privilege.

Therefore, you must go to Secret1 # Access control (IAM) and assign the Key Vault Secrets User role (or similar least-privileged role) to the system-assigned identity of Automation1.

This aligns with Microsoft's documentation:

"To restrict access to individual secrets or keys, use Azure role assignments at the specific secret, key, or certificate level rather than the vault level."
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In SC-300, the mitigation for unsolicited MFA prompts (push fatigue) is Fraud alert on Azure AD MFA. The materials state that administrators can "allow users to report suspicious MFA prompts and
automatically block the user when they select Report fraud in Mi crosoft Authenticator." By contrast, Account lockout settings are designed to "temporarily lock an account after a configurable number of
consecutive MFA denials to thwart brute-force attempts," and they do not initiate an automatic block tied to a user's fraud report. The study guide further clarifies that fraud alerts "can automatically block
the user for a specified period (default 90 days) when a fraudulent attempt is reported," which is precisely the behavior required in the scenario. Therefore, merely configuring Account lockout settings will
not meet the goal of automatically blocking users when they report an unsolicited prompt.
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As per the Microsoft Entra External Collaboration documentation and SC-300 exam guide , when guest invitations fail for a specific organization, it is typically caused by collaboration restrictions settings
under External identities # Cross-tenant access settings .
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"If you can invite users from one external tenant but not from another, verify the collaboration restrictions under External Identities settings. The setting 'Collaboration restrictions' allows or blocks
invitations from specific domains." In this case, invitations from fabrikam.com work, but adatum.com fails - meaning adatum.com is likely blocked by collaboration restrictions . Adjusting these restrictions
will allow guest invitations from adatum.

com.
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Helpdesk administrator
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Microsoft

Helpdesk admimistrator
Password administrator

Explanation:
Object type: An administrative unit
Role: Authentication administrator



In Azure AD ldentity and Access Administration, Administrative units (AUs) let you scope delegated admin privileges to a subset of users. The study materials describe AUs as a way to "delegate
administration to a subset of users by using administrative units," ensuring the support team's privileges apply only to the executives and not tenant-wide. You would place the 100 executives in a
dedicated AU and then assign the support team a suitable role scoped to that AU , satisfying least-privilege principles.

For the required tasks- reset passwords and manage MFA settings -the correct least-privileged role is Authentication administrator . The role capabilities are documented as allowing you to "view, set, and
reset authentication method information for non-administrators" and to "require users to re-register for MFA," which covers managing MFA settings for the executives. By contrast, Password administrator
is limited to

"reset passwords for non-administrators" and does not include managing authentication methods/MFA, and Helpdesk administrator focuses on basic user help tasks and password resets without full MFA
method management. Therefore, assigning Authentication administrator scoped to an Administrative unit containing only the executives meets the scenario and adheres to least privilege.
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The SC-300 exam section "Implement Conditional Access" and the Azure AD Terms of Use documentation explain that Terms of Use must be enforced using Azure AD Conditional Access. The policy
ensures users cannot access Microsoft 365 resources until they accept the presented terms. Conditional Access provides the

"Require terms of use" control under Access Controls # Grant.

The study guide states:

"Administrators can require users to accept organization terms of use by including a Terms of Use control in a Conditional Access policy. Access is denied until acceptance." Microsoft Cloud App Security
and Endpoint Manager policies (Options A, B, D) are unrelated - they cannot enforce user acceptance before access. The only supported method is through Azure AD Conditional Access.

# Correct Answer: C. a conditional access policy in Azure AD
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Secret 1: v
User1 only
User2 only
User3 only
User1 and User3 only
User2 and User3 only
User1, User2, and'User3

Secret2: v
User1 anly

User2.only

User3 only

User1 and User3 only

User2 and User3 only

%Mﬁg& SH User3
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Secret 1: v
| User1 only
User2 only

User3 only _

User2 and User3 only
User1, User2, and User3

Secret?: -

B Mickggbserony |

- |

User2 only

User3 only

User1 and User3 only
User2 and User3 only
User1, User2, and User3

Explanation:

Secret] Useir1 and Useri[-;.inly

Secretd User1 only
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In Azure AD ldentity Protection, a sign-in risk policy can trigger Conditional Access controls (like MFA) when risky sign-ins are detected.

According to the SC-300 training module "Implement and manage user risk policies", a sign-in risk is associated with a specific authentication attempt, for instance, when a user connects from an
anonymous IP address, TOR network, or unfamiliar location. To enforce MFA only when such sign-in conditions are detected, administrators must use a sign-in risk policy.

Microsoft states: "Sign-in risk policies can enforce MFA or block access when sign-in risk meets the configured threshold, such as sign-ins from anonymous IPs."
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On May 5, 2022, the Guest ﬁung@.

‘mﬁb ‘e Guest2 account is in contoso.com. ®) @

On May 5, 2022, the Guest3 account is in contoso.com. O O
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Answer Area
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On May 5, 2022, the Guciﬂ lcmunt is in contoso.com.

On May 5, 2022, thel'iues.tz account is in contoso.com

On May.5, “35'2*2 the Guest3 account is in contoso.com.

Explanation:

Answer Area

Statements Yes No

On May 5, 2022, the Guest

E N
-

In Azure AD Entitlement Management , the tenant-level I|fecycle settlngs govern what happens to external users when their last access package assignment ends. The SC-300 materials explain that when
"Block external users from signing in to this directory = Yes," a guest whose final assignment expires or is removed is immediately blocked from sign-in to the resource directory. With "Remove external
user = Yes" and a configured period (here 30 days ), the guest account is deleted from the directory after that interval provided the user has no other active access package assignments . These lifecycle
actions are tied to access package assignments , not to unrelated memberships or role grants that were not delivered via entittement management.



Applying the timelines: Guest1 and Guest2 received Package1 on Mar 1 with an assignment expiration of Apr 1 . On Apr 1, their last assignment ended, so they were blocked the same day, and then
removed after

30 days -on or about May 1 . Therefore, on May 5 , neither Guest1 nor Guest2 remains in the directory .

The fact that Guest1 was granted a Reports reader role on Mar 2 does not prevent lifecycle removal because it is not an access package assignment . Guest3 , however, was invited on Apr 1 and added

to the All Company group on Apr 4 outside of entitlement management; since there was no access package assignment to expire , the lifecycle removal policy does not apply , so Guest3 is still present on
May 5 .
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Name Department Administrative unit
| User1 HR B None =N\
UserZ IT AU

The tenant contains the groypE $hown in the following table

Name Members Administrative unit
HR User] AU
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User?2 is a member of AU1
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Statements Yes No

HR is a member of AU1T Q)
User1 is a member of AUl f

User2 is a membér of AU | -; '

Explanation:

HR is a member of AU1: No

User1 is a member of AU1: Yes

User2 is a member of AU1: No

Let's break this down step by step based on Microsoft Entra ID dynamic membership rules, administrative units, and group membership, as outlined in Microsoft Identity and Access Administrator
documentation.

Understanding Administrative Units and Dynamic Me mbership in Microsoft Entra ID:

Administrative Units (AUs):Administrative Units in Microsoft Entra ID are used to delegate administrative tasks to a subset of users, groups, or devices. They allow you to scope administrative roles (e.g.,
User Administrator ) to specific users or groups within the AU.

Membership Types for AUs:

Assigned Membership:Members (users, groups, or devices) are manually added to the AU by an administrator.

Dynamic Membership:Members are automatically added or removed based on a dynami ¢ membership rule, similar to dynamic groups. Dynamic membership for AUs can be applied to users or devices
(but not groups directly).

The question states that AU1 is initially configured for assigned membership but is then updated to useDynamic Usermember ship with the rule (user.department -eq " HR " ).

Dynamic Membership Rule:The rule (user.department -eq " HR " ) means that AU1 will automatically include all users whose department attribute in Microsoft Entra ID is set to " HR " . This rule applies to
users, not groups or devices, because the membership type is " Dynamic User. " Impact of Changing AU1 to Dynamic Membership:

When AU1's membership type is changed from assigned to dynamic, the existing assigned memberships (e.

g., User2, HR group, IT group) are no longe r relevant. Thedynamic rule takes over, and AU1's membership is determined solely by the rule (user.department -eq " HR " ).

Dynamic User Membership:Only users whose attributes match the rule will be members of AU1. Groups (like HR and IT) are not evaluated b y this rule because the membership type is " Dynamic User, "
not " Dynamic Group. " Let's evaluate the users based on the rule:

User1:Department =" HR " . The rule (user.department -eq " HR " ) matches, so User1 will be dynamically added to AU1.

User2:Department =" IT " . The rule does not match, so User2 will not be a member of AU1, even though they were previously assigned to AU1 and are a member of the IT group.

Groups (HR and IT):The dynamic membership rule for AU1 applies to users, not groups. Therefore, groups | ike HR and IT are not directly evaluated by the rule. However, we need toconsider whether
group membership in AU1 affects the statements.

Statement 1: HR is a member of AU1:

Analysis:

The HR group is listed in the second table with AU1 as its administrative unit, indicating that it was initially assigned to AU1 when AU1 used assigned membership.

However, AU1's membership type has been updated to " Dynamic User " with the rule (user.department -eq " HR " ). Dynamic User membership applies to users, n ot groups.



In Microsoft Entra ID, administrative units with dynamic user membership do not include groups as members unless the AU's membership type is explicitly set to " Dynamic Group " (which is not the case
here).

When AU1 was changed to dynamic membersh ip, the HR group would no longer be considered a member of AU1 because the dynamic rule only evaluates users. Groups are not dynamically added to
AUs based on user attributes.

Conclusion:The HR group is not a member of AU1 after the change to dynamic membe rship. Therefore, this statement isNo.

Statement 2: User1 is a member of AU1:

Analysis:

User1 has the department attribute set to " HR " (from the first table).

The dynamic membership rule for AU1 is (user.department -eq " HR " ), which matches User1's departme nt.

Therefore, User1 will be automatically added to AU1 as a member based on the dynamic rule.

Additionally, User1 is a member of the HR group, which was initially assigned to AU1. However, since AU1 now uses dynamic membership, the HR group's assignment to AU1 is irrelevant. User1's
membership in AU1 is determined solely by the dynamic rule, not their group membership.

Conclusion:User1 is a member of AU1 because their department matches the dynamic rule. Therefore, this statement isYes.

Statement 3: User2 is a member of AU1:

Analysis:

User2 has the department attribute set to " IT " (from the first table).

The dynamic membership rule for AU1 is (user.department -eq " HR " ), which does not match User2's department.

User2 was initially assigned to AU1 (as shown in the first table) and is a member of the IT group, which was also assigned to AU1. However, when AU1's membership type was changed to " Dynamic
User, " the assigned memberships (including User2 and the IT group) are no longer relevant.

The dynamic rule onl y includes users with the department " HR, " so User2 is not added to AU1.

Conclusion:User2 is not a member of AU1 because their department does not match the dynamic rule.

Therefore, this statement isNo.

Additional Considerations:

If AU1's membership type w ere " Dynamic Group " instead of " Dynamic User, " we would evaluate whether the HR and IT groups match a group-based rule. However, the question specifies " Dynamic
User, " so the rule applies to user attributes only.

The initial assigned memberships (e.g., Use r2, HR group, IT group) are overridden by the dynamic membership rule. Microsoft Entra ID does not retain assigned memberships when an AU or group is
converted to dynamic membership.

The HR and IT groups being assigned to AU1 initially does not affect the dynamic membership of users, but it might be relevant for administrative scoping (e.g., if an admin role is scoped to AU1).
However, the statements are about membership, not administrative roles.

Conclusion:Based on the dynamic membership rule (user.depart ment -eq " HR " ) for AU1:

HR group:Not a member of AU1 because dynamic user membership does not apply to groups.

User1:A member of AU1 because their department is " HR, " matching the rule.

User2:Not a member of AU1 because their department is " IT, " which does not match the rule.Therefore, the answers are:

HR is a member of AU1:No

User1 is a member of AU1:Yes

User2 is a member of AU1:No

References:

Microsoft Entra ID documentation: " Dynamic membership rules for groups and administrative units " (Microsoft Learn: https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-membership)
Microsoft Entra ID documentation: " Manage administrative units " (Microsoft Learn:https://learn.microsoft.

com/en-us/entra/identity/role-based-access-control/administrative-uni ts) Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers dynamic membership rules and
administrative units in Microsoft Entra ID.
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1F fig:

First create: # An Azure Automation account

* Distribute Catalog1 by using: # An access package

According to the Microsoft SC-300 study guide and Microsoft Entra ldentity Governance documentation, when creating custom extensions for Entittement Management catalogs, the extensions must be
hosted in an Azure Automation account. This automation account provides the execution environment for scripts or runbooks that perform external actions when certain events occur, such as user
assignments or access removals.

Entitlement Management in Microsoft Entra (formerly Azure AD) allows administrators to automate user access lifecycle processes through access packages. These packages are distributed to internal or
external users and define which resources (applications, groups, teams, or SharePoint sites) they can request access to

- all under a governance framework.

* First create an Azure Automation account

* To use a custom extension in a catalog, Microsoft Entra requires an Azure Automation account.

* The automation account hosts runbooks (PowerShell scripts or actions) that execute when access package events trigger (e.g., user request approval, role assignment, or removal).

* The automation account acts as the backend engine for entittement management extensions.

Step-by-Step Breakdown: As per Microsoft documentation:

"To add a custom extension to an access package, create an Azure Automation account that contains the runbook to handle the automation triggered by access lifecycle events."

* Distribute Catalog1 by using an access package

* Once the catalog (Catalog1) and custom extension are configured, access to the resources in that catalog is granted through access packages.

* Each access package defines eligibility, approval workflows, and access duration for users.

* Access packages serve as the distribution mechanism of catalogs - users request access through them, and the catalog defines what access is granted.

From Microsoft SC-300 content:

"In Entitlement Management, catalogs define available resources, while access packages define who can request them and under what conditions. Access packages are the method of distributing access
in a catalog."
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Tracked sign-in attempts: ‘ v
4
S
10
11
Unlock by: . & 5 4

Clearing the browser cache

M I ¢ r(igg In04n by using inPrivate browsing mode
g a self-service password reset (SSPR)

Tracked sign-in attempts: | v

Unlock by: B 4
Clearing the browser cache

Signing in by using inPrivate browsin aff_ e
[Performi ng a seif-semc 3&5@% SPR)

Explanation:



Tracked sign-in attempts:

4
5

10
11

Unlock by: v
Clearnng the browser cache

Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment
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According to the Microsoft SC-300: Identity and Access Administrator Study Guide and the Microsoft Learn module "Publish on-premises apps for remote access using Azure AD Application Proxy", Azure
AD Application Proxy enables secure remote access to internal, on-premises web applications without requiring VPN access.

In the scenario, App1 is an on-premises application hosted within the Litware network, and the technical requirements specify that it must be securely accessible to both internal and external users -
including Fabrikam guest accounts - through Azure AD authentication.

Microsoft's official documentation states:

"Azure AD Application Proxy provides secure remote access to on-premises web applications, integrating with Azure AD for single sign-on (SSO) and conditional access policies." Given that the
environment already includes a server (SERVER1) running the Azure AD Application Proxy connector, and that Litware wants to enforce Azure AD Conditional Access and MFA for App1, Azure AD
Application Proxy is the correct implementation.

The other options are not suitable:

* A. Policy set in Microsoft Endpoint Manager: Used for device compliance and app management, not for publishing on-premises apps.

* B. App configuration policy in Endpoint Manager: Used for mobile app configuration (e.g., MAM policies), not for access publishing.

* C. App registration in Azure AD: Used for modern cloud or SaaS apps integration, but App1 is on- premises and needs proxy access.

Azure AD Application Proxy
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Privileged Identity Management (PIM) for groups in Microsoft Entra ID can only be applied to eligible assignment groups, specifically security groups and Microsoft 365 groups that have a membership
type of Assigned. According to Microsoft documentation ("Manage Privileged Access Groups in PIM"), only assigned groups can be enabled for PIM. Dynamic groups are not supported for PIM because
their memberships are automatically managed based on rules, and PIM requires manual activation and approval for eligible roles or memberships.

From the official study guide and Microsoft Learn module "Implement Privileged Identity Management (PIM) for Groups" :

"Only groups with an Assigned membership type can be managed in Privileged Identity Management.

Dynamic membership groups cannot be enabled for privileged access."

Therefore, among the listed groups:

* Group1 (Security, Assigned) # Supported

* Group2 (Security, Dynamic) # Not supported

* Group3 (Microsoft 365, Assigned) # Supported

* Group4 (Microsoft 365, Dynamic) # Not supported

# Correct Answer: C. Group1 and Group3 only
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“Rolefssignmentid”: “9deaS88b-7569-4cfb-b92b-92748cdc550b",
4 “Scope”: “/subscriptions/7fefdebe-8694-4b54-beae-
17¥dB19d4873/resourcebroups /RG2/providers /Microsoft . Storage/storagedccounts/storagel”

5 “DisplayName™: “Userl”,

£ “SignInName": “User3@contoso.com™,

7 "RoleDefinitionName"™: "User Access Administrater®,

g “RoleDefinitionId™: "/subscriptionsd/fefdébe-0E04:4b58-beae-

17fdB19d4873 /providers/Migrosoft Auth@rizat ignfrel®Pefinitions/18d7d88d-d35e-4fb5-85¢3-7773c20a72d9",

9 "ObjectId™: “91994BbR2%Bk94-41al-9562-9399576ccEfR",
1@ “ObjectType”: “"Use®"]

11 "RoleAssignmentDesgription™: ""‘5

12 “"ConditionVersion™: “", i .

13 "Condition™: "" =

e = Microsoft
15 ]
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User? can read the data storéd in storage?.

User2 can create‘aVirtual network in RG2

User3 camassign roles for storagel,
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Answer Area
Statements Mo
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Userl can read the data storéd'in storage1 !_ 3
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Explanation:

Statements

Useri can read the data stored in stofgge |

UserZ can create atirtdalinetwork in RG2.

_ M ic FB%‘F{ roles for storage,

This scenario tests your knowledge of Azure Role-Based Access Control (RBAC) and the scope hierarchy in Azure (Management Group # Subscription # Resource Group # Resource).

* At the subscription level, User1 has the Reader role. This allows the user to view all resources within the subscription, but not access data stored inside those resources.

* At the RG1 level, User1 also has Reader and Data Access. This role is special - it grants both read access to resource configuration and data access to the underlying data plane (for example, the blobs
in a storage account).




1# # User1 can read the data stored in storage1 # YES Since storage1 is inside RG1, and Reader and Data Access covers both resource and data access, User1 can read data stored in storage1 (e.g.,
list blobs, view content).

# Answer: YES

* At the subscription level, User2 has the Reader role (read-only, no create permissions).

* At the RG1 level, User2 has the Contributor role - this allows full management permissions on resources within RG1.

* The question asks about RG2, not RG1.

2# # User2 can create a virtual network in RG2 # YES However, RG2 does not have any explicit assignment for User2.

But since Contributor at the subscription level gives create/delete permission across all resources, and here User2's Contributor role is scoped to RG1 only, it does not extend to RG2.

So User2 cannot create resources in RG2 because Contributor permission doesn't propagate across resource groups unless assigned at a higher scope.

# Correct Answer: NO (User2 cannot create in RG2)

* The JSON data shows that User3 has the User Access Administrator role assigned directly on the storage1 resource. The User Access Administrator role allows managing role assignments (RBAC) at
that specific scope - granting or removing access to others.

3# # User3 can assign roles for storage1 # YES Therefore, User3 can assign (and remove) RBAC roles for storage1.

# Answer: YES

* Microsoft Learn: Implement Role-Based Access Control (RBAC)

* Microsoft Learn: Understand scope inheritance in Azure RBAC

* Microsoft Learn: Manag e access using the User Access Administrator role

* Exam Ref SC-300: Manage access to Azure resources using roles and assignments Key References from Microsoft SC-300 Official Materials:
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The users must first: -
Provide consent for any app tg.access the data of Contoso.
Register for multi-factor authentication (MFA).

Register for self-senvice password reset (SSPR).

You must configure:

A sign-innisk policy

Auserrisk policy
A Azure AD Password Brotegtion policy




The users must first -
Provide consent for any app tesaccess the data of Contaso.
Register for multi-factor authentication (MFA)
I’Regi ster for self-sendce password reset (SSPR). |

You must configure:

A sign-ipisk policy
A usr sk policy |

AnAzure AD Password Protection policy

Explanation:

According to the Microsoft Identity and Access Administrator (SC-300) official study guide and Microsoft Learn module "Implement and manage user risk policies", the scenario where "users must be
forced to change their password if there is a probability that their identity was compromised" directly maps to the Azure AD Identity Protection "User risk policy." In Azure AD Identity Protection, user risk
represents the likelihood that an account's credentials have been compromised. When Azure AD detects a high user risk (for example, leaked credentials, atypical sign-in behavior, or sign-ins from
unfamiliar locations), the User Risk Policy can be configured to automatically block access or require the user to reset their password upon the next sign-in.

Before a user can reset their password or complete remediation, they must have a registered authentication method (for password reset and MFA). Therefore, users must first register for multi-factor
authentication (MFA) - this registration enables the authentication methods (like phone number or authenticator app) that are also used during password reset verification.

The SC-300 documentation specifically highlights:

"To enforce a password change when a user's identity risk is high, the user must be registered for MFA, and a user risk policy must be configured to require password change." Thus, the correct
configuration is:

* Users must first register for MFA - to ensure they have verified methods available.

* Configure a user risk policy - to automatically trigger password reset upon detection of compromised credentials.

Correct Answers:

* Users must first: Register for multi-factor authentication (MFA).

* You must configure: A user risk policy.

Topic 3, A Datum CorpOverview

A Datum Corporation is a consulting company in Montreal.

A Datum recently acquired a Vancouver-based company named Litware, Inc.

A Datum Environment

The on-premises network of A. Datum contains an Active Directory Domain Services (AD DS) forest named adatum.com.

A Datum has a Microsoft 365 ES subscription. The subscription contains a verified domain that syncs with the adatum.com AD DS domain by using Azure AD Connect A Datum has an Azure Active
Directory (Azure AD) tenant named adatum.com. The tenant has Security defaults disabled.

The tenant contains the users shown in the following table.

Problem Statements

A Datum identifies the following issues:

* Multiple users in the sales department have up to five devices. The sales department users report that sometimes they must contact the support department to join their devices to the Azure AD tenant
because they have reached their device limit.

* A recent security incident reveals that several users leaked their credentials, a suspicious browser was used for a sign-in, and resources were accessed from an anonymous IP address,

* When you attempt to assign the Device Administrators role To IT_Group1, the group does NOT appear in the selection list.

* Anyone in the organization can invite guest users, including other guests and non-administrators.

* The helpdesk spends too much time resetting user passwords.

* Users currently use only passwords for authentication.



Requirements

A Datum plans to implement the following changes;

* Configure self-service password reset {SSPR}.

* Configure multi-factor authentication (MFA) for all users.

* Configure an access review for an access package named Package1.

* Require admin approval for application access to organizational data.

* Sync the AD DS users and groupsoflitware.com with the Azure AD tenant.

* Ensure that only users that are assigned specific admin roles can invite guest users.

* Increase the maximum number of devices that can be joined or registered to Azure AD to 10.

Technical Requirements

A Datum identifies the following technical requirements:

* Users assigned the User administrator role must be able to request permission to use the role when needed for up to one year.
* Users must be prompted to register for MFA and provided with an option to bypass the registration for a grace period.

* Users must provide one authentication method to reset their password by using SSPR. Available methods must include:
* Email

* Phone

* Security questions

* The Microsoft Authenticator app

* Trust relationships must NOT be established between the adatum.com and litware.com AD DS domains.

* The principle of least privilege must be used.
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According to the Microsoft SC-300: Microsoft Identity and Access Administrator Study Guide and official Microsoft Learn documentation ("Configure how end-users consent to applications"), application
consent management in Microsoft Entra ID is governed by the Admin consent settings under Enterprise applications # Consent and permissions # User consent settings.

By default, users can grant delegated permissions to apps, but organizations often need to restrict which permissions users may consent to - for example, allowing consent only to low-impact permissions
like User.

Read (basic profile information).

Microsoft Documentation Reference:

"In the Admin consent settings, you can control how end users grant consent to applications. You can limit user consent to low-risk permissions, such as permissions that only allow apps to access the
user's basic profile data." The configuration steps outlined in Microsoft's official SC-300 training materials are:

* In the Entra admin center, go to Enterprise applications # Consent and permissions # User consent settings.

* Under User consent for applications, choose Allow user consent for apps from verified publishers for selected permissions (recommended).


https://www.jpnshiken.com/q/68904-6446055/

* Under Select permissions to allow, specify User.Read and User.ReadBasic.All, which correspond to User.Read and User.Read profile delegated permissions.
This ensures that users can only consent to applications accessing their basic profile data and no additional permissions beyond what's explicitly approved.
Why not the other options:

* A. Security defaults: Controls basic security policies (e.g., MFA, legacy authentication) - unrelated to app consent.

* C. Permission classifications: Used for labeling permission risk levels but doesn't enforce consent behavior.

* D. Identity Protection settings: Related to risky user or sign-in detections, not app consent control.
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According to the Microsoft Identity and Access Administrator (SC-300) Study Guide and the Microsoft Learn module "Configure Azure AD P rivileged ldentity Management (PIM)" , Azure AD PIM provides
two types of role assignments: Active and Eligible.

An Active assignment means the user permanently holds the role with immediate access. An Eligible assignment means the user can activate the role only when needed, after providing justification or
approval.

This follows the least privilege principle by reducing exposure to high-privilege roles.

The official documentation states:

"Users assigned as eligible must activate their role when they need to perform privileged tasks. This ensures that administrative privileges are granted only for a limited time and when necessary."
Because all IT users currently have permanent Security Administrator roles, the correct remediation is to change their assignment type from Active to Eligible so they can activate it only when required.
Options A and B relate to expiration settings but do not convert the assignment type.
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Custom smart lockout
Lockout threshold

Lockout duration in seconds (. 3600

Custurn I:lanned passwords _

e MAICEQSOTT

Contoso
Litware
Tailwind
Custom banned password list () | project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory
Enable password protection on Windows Server Active Directory (U

Mode O m nforced

ROINAT—FZEFELTHET,

PrOjectlitw @ re

T@ ilwind

COnt0s0
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A. PrOjectlitw @re$ &K UT @ ilwindD &

B. COnt0s0® #

C. COnt0s0, PrOjectlitw @ re. 8 &K UT @ ilw1nd

D. COnt0s0H &K UT @ ilwindD #

E. COnt0s0& & U'Pr0jectlitw @red &
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Azure AD Password Protection combines a global banned password dictionary with any custom banned password list and applies fuzzy matching (norm alizing case, detecting common char acter
substitutions, and splitting words) to block weak variants. In the exhibit, custom enforcement is enabled and the list contains:

Contoso , Litware , Tailwind , and project (plus others). The SC-300 content describes th at if a user attempts a password containing or derived from these terms, even with substitutions like O for o or @
for a, it will be rejected.

* COnt0s0 # matches Contoso via character substitution # blocked .

* PrOjectlitw@re # includes project and litware wit h substitutions # blocked .

* T@ilw1nd # matches Tailwind with common substitutions # blocked . With custom list enforcement turned on, all three candidate passwords are rejected.
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Explanation:

According to the Microsoft Identity and Access Administrator (SC-300) Exam Ref and the Azure AD Dynamic Membership Rules documentation , when you create a dynamic group in Azure Active
Directory (now Entra ID), you define rules that automatically add or remove users based on their attributes.

The scenario requires a group named LWGroup1 that contains all Azure AD user accounts for Litware but excludes all guest accounts . In Azure AD, internal users created within the tenant are
designated with the attribute user.userType =" Member " , while external or guest accounts from partner organizations have user.userType =" Guest " .

To ensure only internal (Litware) users are included, the membership rule must:

* Ensure the user object exists - by checking (user.objectld -ne null) which confirms that the rule only applies to valid user objects.

* Include only members, excluding guests - by filtering with (user.userType -eq " Member " ) .

Hence, the dynamic rule that satisfies these conditions is:

(user.objectld -ne null) and (user.userType -eq " Member ")

This rule guarantees that LWGroup1 dynamically includes all internal users from litware.com and excludes all external users or guest accounts (such as Fabrikam users).

This logic aligns precisely with the Microsoft Learn module "Manage groups in Azure Active Directory" and SC-300 study guide section "Implement and manage dynamic membership rules" , which states:
"Use user.userType to distinguish between internal members and external guests when configuring membership rules for dynamic groups.”

# Correct Answer:

(user.objectld -ne null) and (user.userType -eq " Member ")
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In SC-300 materials covering Microsoft Entra application identities and managed identities for Azure resources, an app you register in the tenant is represented for access control by a service principal :
"An application registration creates an application object in its home tenant and a corresponding service principal in any tenant where the app is used. The service principal is the identity used for sign-in,
consent, and authorization to resources." This aligns with App1 being a registered app that must authenticate to Storage by Microsoft Entra; the principal you grant roles to on the storage account is the
service principal of that app.

For App2, the requirement is to access Storage "by using a single Microsoft Entra identity" while the workload runs on two VMs (VM1 and VM2). SC-300 explains: "A user-assigned managed identity is an
independent Azure resource. You can assign the same user-assigned identity to one or more Azure resources." In contrast, "A system-assigned managed identity is enabled on a single Azure resource
and is deleted with that resource." Because App2 must share one identity across multiple hosts, the correct choice is a user- assigned managed identity , which provides a single, reusable identity whose
lifecycle is separate from VM1 and VM2 and can be granted Storage roles once and used by both machines.
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SC-300 coverage of Azure AD B2B collaboration states that to grant an external person access to your enterprise application, you invite them as a guest using their existing identity (such as a Microsoft
account like user1@outlook.com ). The documentation emphasizes that B2B "lets you collaborate with external users by adding them to your directory as guest users using their existing credentials."
Once invited, the guest can authenticate in their home identity provider and be assigned to the target enterprise application (App1) through app role assignment or group membership. You do not need to
create a new managed user or add a WS-Federation identity provider for Outlook.com; Azure AD natively supports Microsoft Accounts for B2B invitations, controlled by External collaboration settings
(which generally allow invitations to any domain by default). Consequently, to ensure the contractor can authenticate as user1@outlook.com and access App1, you should create a guest user (invite) in
the contoso.com tenant and assign that guest to App1.
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Name ﬁ":i;h{:TDSDIt
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Uzer1 None
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Explanation:
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According to the Microsoft SC-300: Identity and Access Administrator Study Guide and Microsoft Learn module "Implement and manage Application Proxy for on-premises apps" , Azure AD Application
Proxy requires that the connector installation be performed by a user with either the Global Administrator or Application Administrator or Cloud Application Administrator role.



Part 1 - User that should perform the installation The Application Proxy connector must be installed by a user who can register and manage applications in Azure AD. The documentation specifies that
both Application Administrator and Cloud Application Administrator roles can perform Application Proxy connector installation. Since the question requires adherence to the principle of least privilege,
Admin3 (Cloud Application Administrator) is the most appropriate user - because this role grants the required permissions without the broader rights of the Global Administrator.

"Cloud Application Administrator can create, manage, and delegate enterprise applications and Application Proxy connectors, without tenant-wide permissions."

# Therefore, Admin3 should perform the installation.

Part 2 - Role for User1 After the connector is installed, User1 needs to register App1 in Azure AD. The role required to register and configure application registrations is the Application Developer role.
According to Microsoft documentation:

"Users assigned the Application Developer role can register applications in Azure AD and manage app registrat ions they own." This role is the least privileged role that allows creating new application
registrations, unlike Application Administrator or Cloud Application Administrator, which can manage all apps tenant-wide.

# Therefore, assign User1 the role of Application Developer.
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Contributor Azure subscription role
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Access reviews require an Azure AD Premium P2 license.

Access reviews for Group1 and App1 can be configured in Azure AD Access Reviews.

Access reviews for the Contributor role and Role1 would need to be conf igured in Privileged Identity Management (PIM). PIM is included in Azure AD Premium P2.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start- security-review?toc=/azure/active-directory/governan ce/toc.json
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview According to the Microsoft Identity and Access Administrator (SC-300) official study guide and Microsoft
Learn training module "Manage Access Reviews" , Azure AD Access Reviews allow administrators to periodically evaluate user access to critical resources across Azure AD and Azure.

The exam objectives explicitly list access review capabilities that apply to the following resource types:

Groups (Microsoft 365 or security groups) - Access reviews can be used to ensure that group memberships are up to date. In this case, Group1 is eligible since it has an Assigned membership type ,
which means access reviews can target its members.

Enterprise applications (Ap p1) - Access reviews can assess users who have access to enterprise applications registered in Azure AD, ensuring that only the right users retain application access.
Azure AD roles (Role1) - Access reviews can be created for privileged directory roles (li ke Global Administrator or custom roles such as Role1) to validate continued need for elevated permissions.
Azure subscription roles (Contributor) - Access reviews can also be applied to Azure resources and management groups when integrated with Azure AD P rivileged Identity Management (PIM). This
ensures least-privilege access by reviewing roles like "Contributor." Therefore, based on Microsoft documentation:

"Access reviews can be configured for Azure AD groups, enterprise applications, Azure AD roles, and Azure resource roles to ensure that access rights remain appropriate." This means all four - Group1,
App1, Contributor, and Role1 - are supported targets for access reviews.
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In Azure AD, license automation is implemented through group-based licensing. The SC-300 materials explain that "you can assign licenses to a group in Azure Active Directory; when you assign a
license to a group, all users who are members of the group are assigned that license". They also clarify that "dynamic group membership uses rules to automatically add or remove users based on user
attributes”, which is the recommended way to on-board new populations without manual effort. For licensing, the guide is explicit that

"group-based licensing works with security groups and Microsoft 365 Groups" and that "distribution lists are not supported for license assignment". Administrative Units are described as "a scoping
mechanism for delegating administrative permissions to subsets of users and devices", not a licensing entity. Likewise, Organizational Units (OUs) are on-premises AD containers and "do not control
license assignment in Azure AD".

Given the requirement to allocate licenses automatically to new A. Datum users as they appear, the least- effort, policy-driven approach is to create an Azure AD Dynamic User security group with a
membership rule that targets those users (for example, by domain, company attribute, or a synced attribute), then assign the required Microsoft 365/Azure AD licenses to that group. As the documentation
notes, "when users join or leave the group based on the rule, licenses are added or removed automatically."
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According to the Microsoft Identity and Access Administrator (SC-300) Official Study Guide and Microsoft Learn module: "Monitor and troubleshoot Azure Active Directory", to integrate Azure Active
Directory audit logs with Azure Monitor, Log Analytics, or Event Hubs, you must first configure Diagnostic settings in Azure AD.
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Azure AD logs - including Audit Logs and Sign-in Logs - are stored natively within Azure AD for a limited retention period (14-30 days, depending on license). However, to analyze these logs over time,
perform custom queries, or integrate them with monitoring or SIEM solutions, administrators must send them to Azure Monitor logs, Azure Storage, or Event Hubs.

The official documentation explicitly states:

"To send Azure AD logs to Azure Monitor, create a diagnostic setting in Azure Active Directory. From there, select which log categories (AuditLogs, SigninLogs, or NonInteractiveUserSigninLogs) you
want to send to a Log Analytics workspace, Event Hub, or storage account." Steps outlined in the study guide and Microsoft Learn:

* Sign in to the Azure portal as a Global Administrator.

* Navigate to Azure Active Directory # Diagnostic settings.

* Select Add diagnostic setting.

* Choose the log categories (e.g., AuditLogs, SigninLogs).

* Select a destination - for instance, a Log Analytics workspace (for Azure Monitor integration).

This configuration is required before Azure Monitor can query or visualize Azure AD audit data.
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According to the Microsoft SC-300: Identity and Access Administrator official study guide and the Microsoft Learn module "Manage user and group licenses in Microsoft Entra ID (Azure AD)", when you
need to automatically assign licenses to users based on specific attributes (such as department, location, or a custom attribute like LWLicenses), you should use a Dynamic User Security Group in Azure
Active Directory (Entra ID).

In the scenario, Litware wants to:

"Manage the assignment of Azure AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to the Microsoft 365
group that has the appropriate license assigned." This requirement directly maps to a Dynamic User security group, which supports dynamic membership rules that automatically include users when their
attributes meet defined conditions (for example, user.

extensionAttribute15 -eq "E5"). When a license is assigned to this dynamic group, Azure AD automatically provisions or removes licenses for members based on their attribute values - eliminating manual
license management.

Per Microsoft documentation:

"You can assign licenses to a group that has dynamic membership. When a user's attributes change, Azure AD automatically adds or removes them from the group, which updates their license
assignments accordingly." Now, analyzing the other options:

* B. An OU (Organizational Unit): Used in on-premises Active Directory, not Azure AD. It cannot manage cloud-based license assignments.

* C. A Distribution Group: Used for email distribution in Exchange Online; cannot be used for license assignment.

* D. An Administrative Unit: Used for scoping administrative permissions, not for license assignment.

Therefore, the only object type that satisfies both the technical and automation requirements is a Dynamic User Security Group.

# Correct Answer: A. A Dynamic User security group
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review i
Description () -

Start date * 12/18/2020 -
Frequency Monthly ¥

Duration (in days) ® -——————————ﬂ“ — e s g s 0ty A U T | 14

End by Occurrences> o :

‘
. G( ‘
End date 01/17/2021 “\

End ) ( NGt

Number of times 0

=" Microsoft

Users
Scope \ n
Review role me ip (permanent and eligible) *
Application Adrhistrator and 72 others
Reviewers
Reviewers (Preview) Manager v |

(Preview) Fallback reviewers (O
Megan Bowen

v Upon completion settings
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From the exhibit and the SC-300 Study Guide (Access Reviews section), the access review is configured with the reviewer type set to (Preview) Manager, and Megan Bowen as the fallback reviewer.
In Azure AD Access Reviews, when "Manager" is selected as the reviewer type, the system automatically assigns each user's Azure AD-defined manager to review their access. However, if a user does
not have a manager assigned in Azure AD, the review task defaults to the fallback reviewer (in this case, Megan Bowen).

Therefore, if all access review requests are going to Megan Bowen, that means users in the tenant do not have managers properly assigned in Azure AD user attributes.

Adding the department managers as fallback reviewers does not solve the issue because the fallback reviewer receives only the reviews for users without a manager, not based on department.
Microsoft documentation states:

"When 'Manager' is selected as the reviewer, the manager property from Azure AD is used. If a user does not have a manager, the fallback reviewer is used. Adding managers as fallback reviewers will
not assign reviews based on departments."
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As per Microsoft documentation and the SC-300 course objective "Manage application registrations", when an app registration or enterprise app is deleted in Azure AD, it enters a soft-deleted state. You
can restore the app registration within 30 days from the date of deletion using the Azure portal, PowerShell, or Microsoft Graph API.
After 30 days, the app registration and its associated service principal are permanently deleted and cannot be recovered.
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In a new Azure AD (now Microsoft Entra ID) tenant, the default multifactor authentication (MFA) method that is automatically enabled is Microsoft Authenticator .

As per the Microsoft Learn module: Implement and manage Microsoft Entra multifactor authentication and Exam Ref SC-300 , the Microsoft Authenticator app is the default and recommended method
because it provides the strongest and most phishing-resistant form of MFA compared to SMS or voice calls.

The guide states:

"New Azure AD tenants have Microsoft Authenticator app enabled by default as the primary method for MFA registration and verification. Users are prompted to register the app when MFA is enforced
through security defaults or Conditional Access." Other methods such as SMS , voice call , and email OTP are optional and must be explicitly enabled by an administrator.
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Conditional Access policies control access based on conditions such as user risk, device state, or application context. They do not directly affect account authentication or respond to disabled account
states in Active Directory.

If a user's on-premises account is disabled, Azure AD still allows cached credentials to authenticate until the next sync (if using PHS). Conditional Access cannot force immediate disablement - it only acts
after successful authentication attempts.

From Microsoft Learn:

"Conditional Access evaluates access after authentication and cannot prevent sign-in for disabled or deleted accounts during synchronization delay." Therefore, Conditional Access does not meet the goal
of instantly preventing authentication when an AD account is disabled.
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According to the Microsoft Identity and Access Administrator (SC-300) Official Study Guide and Microsoft Learn: "Azure AD ldentity Protection - User Risk Policies and Remediation", Azure AD Identity
Protection provides mechanisms to automatically or manually remediate risky user accounts based on detected user risk levels (low, medium, high).

The scenario states:

* A User risk policy (Risk1) exists that requires users with a high severity risk to reset their password upon next sign-in.

* User1 has triggered a medium severity alert, not high.

* The goal is to force User1 to reset his password on the next sign-in, with minimal administrative effort.

* A. Configure a sign-in risk policy: This policy targets sign-in risks (suspicious sign-ins), not user risks, and would not directly force a password reset - it only enforces MFA or blocks access.

* B. Mark User1 as compromised: # When an administrator marks a user as compromised in Azure AD Identity Protection, it immediately elevates the user's risk level to "high." Since the existing User risk
policy (Risk1) automatically forces password reset for high-risk users, User1 will be required to change his password the next time he signs in - satisfying the requirement automatically. This approach
uses the existing configuration, meeting the "minimize administrative effort" criterion.

* C. Reconfigure the user risk policy to trigger on medium or low severity: This would affect all users globally, not just User1, which is not minimal effort and could increase false positives.

* D. Reset the Azure MFA registration for User1: This affects MFA credentials, not password resets, and doesn't remediate risk.

Analysis of Options: From Microsoft's documentation:

"Marking a user as compromised increases their risk level to High, triggering any configured user risk policy to require password reset upon next sign-in." Therefore, the most efficient and compliant action
according to Microsoft's SC-300 study materials is to mark User1 as compromised.
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In the SC-300 materials covering Azure AD MFA configuration, Microsoft distinguishes between Notifications (which control whether the Microsoft Authenticator sends push prompts) and Fraud alert
settings (which determine what happens when a user reports an unexpected prompt). The study guide notes that notifications "enable push approvals to the app," but this does not take action when a

user reports a suspicious prompt. To satisfy the requirement "block the users automatically when they report an MFA request they didn't initiate," you must use Fraud alert options. The documentation
states that administrators can "allow users to submit fraud alerts" and "block users who report fraud" so that "reported accounts are immediately blocked until an administrator unblocks them." These

options are part of the tenant's MFA service settings, not the Notifications section. In other words, simply configuring Notifications won't automatically block users who tap Report in Microsoft
Authenticator; you must explicitly enable the setting to block users upon fraud reports. Therefore, the proposed solution-changing Notifications settings-does not meet the goal. The correct approach is to
enable Fraud alert and select Block users who report fraud, ensuring automatic protection when users report unexpected MFA prompts.
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The SC-300 materials on Dynamic membership rules.for groups specify that user attributes can be evaluated with comparison operators such as -eq, -ne, -match, -notln, etc. For attributes that may be
unset, the documentation explains that you can compare the attribute to the literal null to target users with no value. The guide's rule syntax section states that for string attributes like user.department, "to
include users where an attribute has no value, compare the attribute to null (for example, (user.department -eq null))." It further clarifies that quoted strings (for example, "null") are treated as the literal
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word null, not as the absence of a value, and that $null is not used in Azure AD dynamic rule syntax. Because the requirement is to include all users that do not have a department defined, the correct
expression is to select users where the department attribute is empty/unset, which is achieved with the equals operator against null. Therefore, the completed rule is (user.department -eq null), which adds
only those users whose profile has no Department value.
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According to the Microsoft SC-300: Identity and Access Administrator Study Guide and Microsoft Entra ID (Azure AD) documentation, sign-in logs are the primary source for diagnosing and
troubleshooting authentication and access issues for Azure AD-integrated services, including Microsoft Defender for Cloud Apps (formerly Microsoft Cloud App Security).
The sign-in logs record all user authentication attempts - successful and failed - along with critical details such as:

* User identity (User Principal Name)

* Application name (in this case, "Microsoft Cloud App Security" or "Microsoft Defender for Cloud Apps")

* |P address and device details

* Conditional Access policy outcomes

* Failure reasons (e.g., MFA requirement, denied by Conditional Access, invalid token, etc.) These logs can be accessed directly from the Microsoft Entra admin center # Monitoring # Sign-in logs.
They allow administrators to quickly identify why a user was unable to access a specific cloud service, without needing to configure or collect extra data sources.

Other log types do not fit this scenario:

* Audit logs record changes (e.g., policy updates, role assignments) but not authentication attempts.

* Provisioning logs track synchronization and provisioning events from connected applications.

* Log Analytics is a log aggregation workspace; it's not the first-line diagnostic tool and requires extra configuration.

Hence, to identify the cause of User1's access error with minimal administrative effort, the correct choice is sign-in logs.
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The environment uses Azure AD Pass-through Authentication (PTA), which enables users to sign in using their on-premises passwords without storing them in the cloud. For high availability, Microsoft
recommends installing multiple PTA agents on separate servers that can securely communicate with Azure AD.

From the SC-300 study material:

"Pass-through authentication agents should not be installed on domain controllers. Install agents on dedicated or member servers that have internet access and are domain-joined." Let's analyze the
servers:

* Server1 (PDC emulator) and Server2 (Infrastructure master) - Domain controllers; should not directly connect to the internet or run additional software.

* Server3 (Azure AD Connect server) - Already hosts Azure AD Connect, which is sufficient for synchronization; installing PTA here would violate the "only required software" policy.

* Server4 (Unassigned member server) - Domain-joined, not a DC, and can securely communicate with Azure AD; the best candidate for installing an additional PTA agent.
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Azure AD supports several group types with different membership rules. For Microsoft 365 groups, "group nesting isn't supported; only user identities can be members." For mail-enabled security groups
used in Azure AD/Exchange Online, the SC-300 materials emphasize that only user objects are supported as members when managed in Azure AD, while "Microsoft 365 groups can't be added to other
groups." Security groups are commonly nestable for access scenarios, but the mail-enabled security group membership experience in Azure AD limits member selection to users; thus you cannot add
Group1 (security group) or Group2 (Microsoft 365 group) as members of Group3 (mail-enabled security group). Licensing assignments shown in the table are irrelevant to membership eligibility.
Consequently, the only valid members you can add to Group3 are the user objects - User1 and User2.
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The retention period for Microsoft Entra (Azure AD) sign-in logs depends on the license (Free, P1, P2).
Microsoft's data retention documentation states that with a Microsoft Entra ID P1 license, sign-in data is retained for 30 days.

The relevant table in the "Microsoft Entra data retention" documentation shows:
* With Entra ID P1 or P2: sign-in activity is retained for 30 days

* (With Free tier, sign-in logs are retained for 7 days)
Therefore, under your scenario (tenant has ID P1 license), the logs are available for 30 days.
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To compare and analyze role permissions of multiple users within an Azure AD tenant, the correct and most efficient tool is the Microsoft Entra admin center.

According to the Microsoft Identity and Access Administrator Study Guide and Microsoft Entra documentation , the Entra admin center provides the Roles and Administrators blade where administrators
can:

* View all directory roles.

* Compare role permissions and assignments.

* See which users have which roles and what each role allows.

The guide clarifies:

"Administrators can use the Entra admin center to view and compare role definitions and assigned members without using additional portals or manual PowerShell scripts." The other options serve
different purposes:

* Microsoft 365 Defender portal focuses on security incidents and threat management.

* Microsoft 365 admin center handles licensing and user management but not detailed role comparison.

* Microsoft Purview compliance portal deals with compliance, data governance, and auditing.
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According to Microsoft Defender for Cloud Apps documentation and the SC-300 study guide, an OAuth app policy monitors third-party applications that request access to Microsoft 365 data through

Microsoft Graph API permissions. These apps can request delegated or application permissions. When an app is authorized by many users and requests high permissions such as Calendars.ReadWrite,
it can introduce security risks.

Defender for Cloud Apps allows administrators to create OAuth app policies to generate alerts when an app:

* Requires high permissions (e.g., read/write to mailboxes, calendars, or files).

* |Is authorized by more than a specified number of users (for example, more than 20).

This matches the requirement in the question exactly. Other policy types (anomaly detection, access, or activity) monitor user or session behavior, not app consent behavior.

As per Microsoft's documentation:

"Use OAuth app policies to detect risky OAuth apps, monitor application permissions, and alert when apps are authorized by an unusual number of users or request excessive permissions."
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The requirement is:

"Require admin approval for application access to organizational data." According to the Microsoft SC-300 exam guide and Microsoft documentation on "Configure consent settings for applications", Azure
AD provides User consent settings under Enterprise applications # Consent and permissions to control how applications can request permissions to access organizational data.

By default, users can consent to allow apps to access organizational data on their behalf, which can create security risks. To ensure tighter control, administrators can:

* Disable user consent entirely, or

* Require admin consent workflow so that when users try to grant an app access, it must first be approved by an administrator.

The SC-300 study materials explicitly describe:

"To require administrator approval before an app can access organizational data, configure the User consent settings to use the admin consent workflow." This aligns perfectly with the stated requirement
- to ensure admin approval is required before apps gain access to organizational data.

Other options are incorrect:

* Authentication methods manage MFA and SSPR, not app consent.

* Access packages are part of Identity Governance for resource access, not app consent.

* Application Proxy publishes on-premises apps, not related to app consent permissions.
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Azure AD (Entra ID) allows administrators to control how users request permission for applications that require admin consent. By default, only administrators can grant such consent.

According to the SC-300 Study Guide (Identity Management & Governance) and Microsoft Entra Documentation , the least privileged and compliant method to enable user-driven admin consent requests
is to:

* Enable admin consent requests in the tenant.

* Designate one or more reviewers (optional) to handle these requests.

Once enabled, users who encounter an app that needs admin consent can submit a request for approval instead of being blocked. This ensures controlled delegation without globally granting broad
permissions to all apps.

"Enable admin consent requests in Azure AD to allow users to request approval for apps that need tenant- wide permissions, ensuring least privilege and administrator oversight."
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In Microsoft Entra Permissions Management (formerly CloudKnox), onboarding an Azure subscription requires granting the Permissions Management service principal the minimum rights needed to
discover identities, roles, and permissions across that subscription. The SC-300 materials emphasize the principle of least privilege for onboarding: assign Reader at the subscription scope so the service
can inventory resources and permissions without the ability to change them. After onboarding, if you want automated remediation/right-sizing, you can additionally grant User Access Administrator (or
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perform changes manually), but that elevation is not required merely to onboard and collect data.
Accordingly, you complete the PowerShell by creating an RBAC assignment for the application (service principal) at the subscription scope using New-AzRoleAssignment and specifying -

RoleDefinitionName Reader . Creating a new custom role ( New-AzRoleDefinition ) is unnecessary, and New-AzTag is unrelated to RBAC. Choosing Owner or Contributor would ex ceed the access
required for onboarding and violate least-privilege guidance. The correct, minimal configuration is therefore: assign Reader to the Permissions Management application at the /subscriptions/ <
Subscriptionld > scope using New-AzRoleAssignment .
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On November 15, 2022. Admin1 can reset the password of Admin2
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On September 1, 2022 Adminid.canréset the password of Admin]

Explanation:

< On November 15, 2022, Admin1 can reset the password of Admin2. = Yes

On October 15, 2022, Admin2 signs in and can administer Exchange Online. = No On September 1, 2022, Admin3 can reset the password of Admin1. = Yes
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In SC-300 materials, Microsoft Entr a Privileged Identity Management (PIM) distinguishes Active and Eligible assignments. An Active assignment "grants the role immediately until it expires," whereas an
Eligible assignment "does not grant permissions until the user activates the role for a limited time." Group-based role assignment applies the role to all members of the group within the configured
start/end dates. The User Administrator role is documented as being able to "manage users and groups, including reset passwords for most admin rol es except highly privileged roles." Applying these
rules to the scenario:

* User Administrator # Group1 (Active 8/15-12/15) : Admin1 and Admin3 are members of Group1, so both hold User Administrator actively on 9/1 and 11/15. Therefore, Admin1 can reset Adm in2's
password on 11/15, and Admin3 can reset Admin1's password on 9/1 .

* Exchange Administrator # Group2 (Eligible 10/15-1/15) : Admin2 (member of Group2) is only eligible starting 10/15 ; eligibility alone does not grant Exchange admin permissions until he activates the
role (which typically requires justification/MFA and sets a time-bound active window). Thus, simply signing in on 10/15 does not let Admin2 administer Exchange Online.

These behaviors are emphasized in SC-300 guidance on PIM: active assignme nt = immediate permissions ; eligible assignment = must activate before permissions apply ; group assignment = role
applies to all group members for the assignment window .
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In Azure AD Monitoring and Reporting documentation and the SC-300 Study Guide (Module: Monitor and report on identity and access) , sign-in logs in Azure Active Directory are retained for a default
duration of 14 days.

The sign-in logs contain information about user sign-in activity, including application usage, conditional access policies, and multi-factor authentication details. These logs are accessible through the Azure
portal # Azure Active Directory # Sign-ins, or programmatically via Microsoft Graph.

Microsoft specifies:
"Azure AD stores sign-in activity for 14 days by default. For longer retention, you must integrate with Azure Monitor (Log Analytics), Azure Storage, or Event Hub." This 14-day retention limit applies to


https://www.jpnshiken.com/q/68904-6446087/

tenants without additional premium log retention solutions.
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For on-premises applicationse ~ £+

Configure Cloud App Security policies.

Modify the User consent settings for the efitefprise applications.
Publish the applications by using Azure"AD Application Proxy.

-

Far SharePoint Online:

Configure C10ud__ﬂpp Security policies.
Maodify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.
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For on-premises applications:

-

Configure Cloud App Security policies.
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Madify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

Explanation:

For on-premises applications:

Configure Cloud App Security policies.
Maodify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azuse AD Appligation Proxy.

AARAI B =A"2 0"

SC-300 materials stress that to enforce modern controls (like MFA) on on-premises apps, you must front them with Azure AD so Conditional Access can evaluate sign-ins. The documentation states that
Azure AD Application Proxy " provides secure remote access to on-premises applications " and that apps published through it can have " Conditional Access policies, including multifactor authentication "



applied at sign- in. In other words, once the legacy app is published by Application Proxy, Azure AD sits in the path, enabling you to meet the requirement to enforce MFA when accessing on-premises
applications and to combine it with your location-based exemptions.

For SharePoint Online restrictions, SC-300 points to Microsoft Cloud App Security (Defender for Cloud Apps) for real-time governance: you can create session policies that " control and limit activities in
real time " and, for SharePoint Online and other Microsoft 365 apps, " monitor user sessions and block download, cut, copy, and print " when conditions (device state, risk, or location) warrant it. Since the
scenario already has anomaly detections enabled, configuring Cloud App Security policies aligns directly with the requirement to place access restrictions on SharePoint Online without altering tenant-
wide consent settings. Thus, publish on-prem apps with Application Proxy to bring them under Conditional Access (for MFA), and use Cloud App Security policies to enforce SharePoint Online session
and download controls.
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Explanation:

User1 can sign in from an anonymous IP address: No

User2 can sign in from an anonymous IP address: No

User3 can sign in from an anonymous IP address: No

According to the Microsoft SC-300 Study Guide, Exam Ref SC-300, and Microsoft Entra Conditional Access and Identity Protection documentation, when multiple conditional access (CA) and risk policies
are active, Azure AD evaluates them collectively, and if any applicable policy denies access, the user is blocked.
Let's break down the setup:

* User risk policy

* Applies to Group1

* User risk: Low and above

* Access: Block access

* Enforced: On

* Sign-in risk policy

* Applies to Group2

* Sign-in risk: Low and above

* Access: Require MFA



* Enforced: On

* CAPolicy1: Users connect from a trusted IP address (Status: On)

* CAPolicy2: Users' devices are marked as compliant (Status: On)

* CAPolicy3: Sign-in risk is low (Report-only # not enforced)

Identity Protection policies configured: Conditional Access Policies configured:
User Analysis: User

Member of

MFA Status

Applicable Policies

Result

User1

Group1

Enabled but never used

User risk policy # Block access if risk # Low

Cannot sign in (blocked by user risk policy).

User2

Group2

Disabled

Sign-in risk policy # Require MFA

Cannot complete sign-in (MFA required but disabled).

User3

Group1, Group2

Enforced and used

Both policies apply # Block access (user risk policy takes precedence)
Blocked (since one policy enforces deny).

Additionally, CAPolicy1 (trusted IP) denies anonymous IP addresses because anonymous IPs are not trusted or registered - Azure marks such attempts as "risky sign-ins." Thus, regardless of MFA
capability, no user can sign in from an anonymous IP address.
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When performing a bulk user creation in Azure Active Directory (via a CSV template upload), certain attributes are required to successfully create user objects.
According to Microsoft's Azure AD user bulk import documentation, the required properties are:

* accountEnabled - Boolean (True/False) value to enable or disable the account.

* passwordProfile - Includes the user's initial password details.

* usagelocation - Specifies the country or region for license assignment.

* userPrincipalName - Unique sign-in name for the user.

Other properties such as givenName, surname, or displayName are optional.

From Microsoft Docs:

"The minimum required attributes for user creation are accountEnabled, displayName, mailNickname, userPrincipalName, and passwordProfile. However, when bulk importing, usagelLocation is also
required for license assignment compliance." Therefore, among the given options, Option D matches these required fields exactly.

# Correct Answer: D. accountEnabled, passwordProfile, usagelLocation, and userPrincipalName

iiﬂr;:;ive Directory Premium Plan 2 5 4 4z > X Z# D Azure Active Directory (Azure AD) T+ > A H Y FEST, COTF 2 MIE RORICRTA—HF—NEFNATVET,
Name Role
Admini Cloud device administrator
Admin2 Device administrator
User1 None
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@ pevices | bevice settings

Default Directory - Azure Active Directory

o save X Discard 7 Got feedback?

8 All devices
Users may join devices to Azure AD (O
(32 Device settings , Selected — “\,
(83 Enterprise State Roaming
Selected
2> BitLocker keys (Preview)
/A Diagnose and solve problems
Activity Users may register their devices with Azure AD (O
- I
- " None )
; @
==
= GpeM{QpE@ soft
Devicesite be Azure AD jBined or Azure AD registered require Multi-Factor Authentication &
Troubleshooting + Support (h Va: ﬁ,

& New support request

A\ We recommend that you require Multi-Factor Authentication to register or join devices using Conditional Access. Set this
device setting to No if you require Multi-Factor Authentication using Conditional Access.

Maximum number of devices per user (O

E

Additional local administrators on all Azure AD joined devices

Manaae Adadmional local aoministrators an All Azure AD mined devices

Usertl [CIERDRICRT TINA ANHY £9,
Name | Operating system Pevice identity
Devicel | Windows 10 Azure AD joined
Device2 | i0S Azure AD registered
Device3 | Windows 10

Deviced | Android
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EE ELVNBIRSEIC1HAY FAMBEERET,




Statements Yes No

User1 can join four additional Windows 10 devices to Azure AD. O O
Admin1 can set Devices to be Azure AD joined or Azure AD registered require o) O
Multi-Factor Authentication to Yes.
Admin2 is a local administrator on Device3. | |
1E fi#:
Statements Yes No
User1 can join four additional Windows 10 devices‘to Azure AD. O 101

Admin1 can set Devices to be Azure AD4oirned or Azure AD registered require ‘:le O
Multi-Factor Authentication to Yes.

Admin2 is a local administrateron Device3. QO
Explanation:
< User1 can join four additional Windows 10 devices to Azure AD. # No
2# # Admin1 can set "Devices to be Azure AD joined or Azure AD registered require Multi-Factor Authentication" to Yes. # Yes
3# # Admin2 is a local administrator on Device3. # No
This scenario draws from Module: Manage device identities in Azure Active Directory in the Microsoft SC-
300 Official Study Guide and Microsoft Learn content.
Statement 1: User1 can join four additional Windows 10 devices to Azure AD - NO In the Device Settings, the "Maximum number of devices per user" is configured as 5. User1 already has one Azure AD
joined device (Device1) and three Azure AD registered devices (Device2, Device3, Device4). Since both Azure AD joined and Azure AD registered devices count toward the same limit, User1 has already
registered 4 devices.
This means they can add only one more, not four additional Windows 10 devices. Therefore, the statement is No.
Microsoft documentation states: "The maximum number of devices per user setting applies collectively to all Azure AD-joined and Azure AD-registered devices." Statement 2: Admin1 can set Devices to
be Azure AD joined or Azure AD registered require MFA to Yes - YES The Cloud Device Administrator role (Admin1's role) has the delegated permissions to manage device settings in Azure AD,
including enforcing MFA requirements for device registration and join operations. The role allows management of the Azure AD device configuration blade, including toggling settings like MFA for
join/register, join limits, and device ownership policies. Therefore, Admin1 can enable the MFA requirement for device join/registration.
As per Microsoft Learn: "Cloud Device Administrator can manage all aspects of device settings, including device join and registration MFA requirements." Statement 3: Admin2 is a local administrator on
Device3 - NO Admin2 holds the Device Administrator role.
However, per Microsoft's documentation, only Azure AD-joined Windows 10 devices grant local administrator rights to users in the Device Administrator role. Azure AD-registered devices (such as
Device3) are personal devices that do not have local administrator assignment through Azure AD roles. Since Device3 is Azure AD registered, not joined, Admin2 is not a local admin on it.
Microsoft guidance clarifies: "Users assigned to the Device Administrator role are added as local administrators only on Azure AD-joined devices, not on Azure AD-registered or hybrid devices."
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When users accept or decline a Terms of Use (ToU) in Azure AD, these actions are recorded in the audit logs.
The Microsoft Identity and Access Administrator documentation specifies that audit logs capture "Terms of use acceptance records" including who accepted , who declined, timestamp, and version of the
ToU accepted.

The other options are incorrect because:

* Provisioning logs capture provisioning events (not ToU).

* Usage and Insights reports provide activity metrics, not compliance actions.

* Sign-in logs capture authentication activity but not ToU acceptance.

Therefore, to identify which users accepted or declined Terms1, you should use the Audit logs in Azure AD.
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Comprehensive and Detailed In-Depth Explanation:

Let's break this down step by step based on the Microsoft Entra access review settings and the principles outlined in Microsoft Identity and Access Administrator documentation.
Understanding the Access Review Settings:
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What to review: Teams + GroupsThis indicates that the access review is evaluating memberships in Teams and Groups within the Microsoft Entra tenant. Since the group specified is Group1, the review
focuses on Group1 membership.
Scope: All usersThe scope defines who is being reviewed. " All users " in this
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When registering an application in Azure Active Directory (Azure AD) for authentication, one of the key configuration items is the redirect URI. According to Microsoft Identity Platform Documentation and
the SC-

300 official study guide, the redirect URI (or reply URL) specifies where Azure AD should send the authorization code or access token after a successful sign-in.

The guide explains:

"During app registration, Azure AD requires a redirect URI to identify where authentication responses are sent. For web apps, this must be a valid HTTPS endpoint where your app listens for responses
from the Azure AD authorization endpoint." In contrast:

* The executable name, bundle ID, and package name are identifiers relevant to desktop or mobile app packaging and are not part of Azure AD web app registration configuration.

* Only the redirect URI ensures proper return of authentication tokens in OAuth 2.0 and OpenID Connect flows.

Thus, when registering a .NET web app (App1) for Azure AD authentication, you must configure the redirect URI to handle token responses securely.
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According to the Microsoft Identity and Access Administrator (SC-300) Exam Study Guide and Microsoft Learn module "Implement and manage hybrid identity with Azure AD Connect", when a VPN
solution authenticates users through an on-premises Active Directory and does not natively support Azure MFA, the correct method is to integrate Azure MFA using the Network Policy Server (NPS)
extension for Azure MFA.

The NPS extension acts as an intermediary between the VPN server and Azure AD. The VPN server sends authentication requests to the NPS server. The NPS server validates the credentials against

the on-premises Active Directory, and then the NPS extension triggers the Azure MFA challenge for secondary authentication.
Microsoft documentation states:

"To enable Azure Multi-Factor Authentication for on-premises resources such as VPNs, RD Gateway, and other services using RADIUS authentication, you must install the Azure MFA extension for the
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Network Policy Server (NPS)." Therefore, the correct recommendation is to deploy and configure NPS on-premises, install the Azure MFA NPS Extension, and configure the VPN server to forward
RADIUS requests to NPS.
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This scenario is based on how Azure AD Multi-Factor Authentication (MFA) statuses transition between Disabled , Enabled , and Enforced states, as documented in the Microsoft SC-300: Microsoft
Identity and Access Administrat or Study Guide and Microsoft Learn - Configure and deploy MFA in Azure Active Directory .

Let's analyze the details step-by-step using the exhibits:

* Initial MFA Configuration (February 1, 2021)

* User1: Disabled

* User2: Enabled

* User3: Enforced
* MFA Policy Setting

* "Allow users to remember multi-factor authentication on devices they trust" is enabled .
* "Number of days users can trust devices for" is 20 days . This means that once a user completes MFA on a trusted device, they won't be prompted again for 20 days on that same device.
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* User Sign-in Activity:

* User1: Signs in on Feb 2 and again on Feb 21

* User2: Signsinon Feb 5

* User3: Already in Enforced state (so continuous MFA enforcement applies) State Transitions per Microsoft Documentation:

* Disabled: User cannot register or use MFA.

* Enabled: User is registered for MFA but not yet required at every sign-in. Once they complete registration, they remain Enabled until admin enforces it.

* Enforced: User must use MFA at every sign-in.

Timeline Evaluation:

* User1 wa s initially Disabled , so even though they sign in multiple times (Feb 2 and Feb 21), MFA remains disabled unless the admin manually changes the setting - therefore, User1 = Disabled .
* User2 was Enabled on Feb 1, and signed in on Feb 5 - this allows them to register for MFA (move from Enabled # Enforced ) once registration completes. By Feb 26, they would be in Enforced state.
* User3 was already Enforced from the start, and their state remains unchanged.

Thus, by February 26, 2021 , the MFA status should be:

* Use r1: Disabled

* User2: Enforced

* User3: Enforced

This matches Option B exactly.

Microsoft references (Azure AD MFA Overview):

"Enabled users move to Enforced when they complete MFA registration. Enforced users must use MFA every time they sign in."
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Ensure that the users can connect to Service1
without being prompted for authentication:

dged identity in Azure AD

Ensure that the users can access m% F:b ’
from the Azure ADamgad & rs:
.\ %k \ ’ Azure AD Application Proxy
L ¥ A compliance policy

) wE |
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& A conditional access policy
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Ensure that the users can connect to Service1
without being prompted for authentication:

An app registration in Azure AD
Azure AD Appllr.atmn Pruxy

Ensure that the users can access Servicel only
from the Azure AD-joined computers:

. MinOSOft An OAuth policy

Explanation:
Ensure that the users can connect to Senvice

without being prompted for au!her@tlo M ICroso ft v
An app registration in Azure AD

Azure AD Application Proxy

An enterprise application in Azure AD

A managed identity in Azure AD

Ensure that the users can access Semwvice1 only
from the Azure AD-joined computers: v
Azure AD Application Proxy
A compliance policy
A conditional access policy
An OAuth policy

According to the Microsoft Identity and Access Administrator (SC-300) Study Guide and Microsoft Learn modules on "Implement access management for apps" and "Implement Conditional Access



policies" , Azure AD provides centralized identity and access management for integrated SaaS applications (such as Service1) that support Azure AD authentication and OAuth .

* Ensure that users connect to Service1 without being prompted for authentication: When a third- party application is published in the Azure AD gallery , it supports federated single sign-on (SSO) using
SAML, OAuth, or OpenID Connect. Registering the application as an enterprise application (rather than creating a new app registration) enables Azure AD to manage SSO automatically. The Microsoft
documentation states:

"Enterprise applications from the Azure AD gallery can be configured for single sign-on so that users can access the app using their Azure AD credentials without being prompted to reauthenticate."
Therefore, to achieve seamless sign-on with minimal administrative overhead, the correct option is An enterprise application in Azure AD .

* Ensure that users can access Service1 only from Azure AD-joined computers: To restrict access based on device compliance or join status, Azure AD uses Conditional Access policies . Conditional
Access allows enforcement of conditions such as "Require device to be marked as compliant" or

"Require hybrid Azure AD-joined or Azure AD-joined device." The official Microsoft guidance under

"Plan and implement Conditional Access policies" confirms:

"You can enforce that users only access cloud resources from devices that are Azure AD-joined or compliant by applying Conditional Access device filters." Thus, to ensure that only Azure AD-joined
devices can access Service1, you implement a Conditional Access policy .
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According to Microsoft Learn: "Configure Attribute-Based Access Control (ABAC) for Azure resources" , ABAC allows you to assign access permissions based on resource attributes and user attributes
(claims).

Currently, ABAC is available for Azure Storage (Blob and Queue) and Azure Key Vault (limited preview for specific scenarios). However, the generally available and supported ABAC implementation as
per SC-300 and Azure documentation is for Azure Storage accounts .

This means that you can use ABAC in storage1 to grant fine-grained access (for example, based on object tags or user department claims) while resources like VM1 , App1 , and Vault1 still rely on
traditional RBAC (role-based access control).
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See the Explanation for the complete step by step solution.

Explanation:
To configure the account lockout settings so that accounts are locked out for five minutes after 10 failed sign- in attempts, you can follow these steps:
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Open the Microsoft Entra admin center:

Sign in with an account that has the Security Administrator or Global Administrator role.

Navigate to the lockout settings:

Go to Security > Authentication methods > Password protection.

Adjust the Smart Lockout settings:

Set the Lockout threshold to 10 failed sign-in attempts.

Set the Lockout duration (in minutes) to 5.

Please note that by default, smart lockout locks an account from sign-in after 10 failed attempts in Azure Public and Microsoft Azure operated by 21Vianet tenants1. The lockout period is one minute at
first, and longer in subsequent attempts.However, you can customize these settings tomeet your organization's requirements if you have Microsoft Entra ID P1 or higher licenses for your users1.
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name *® Admin réview

Description (O

Start date * 12/18/2020 5
Frequency ' Monthly o
Durdtign |:|1-| dﬂyi} i ———————————ﬂ 14

End ( m End by Occurrences

e
Users
Scope & Everyone
Review role membership{permanent and e-'g;:ﬂie',- .
Application Admmistrator and 72 others
Reviewers
Reviewers Preview) Manager s

(Preview) Fallback reviewers (3

hMegan Bowen

I" _-':{'!I Tal dalela '."
tart IVIICTOS0I1 L

ITRTDT7Y A LEa2— 1JU TR I MeganBowen IZE 2 TRIESN TS Z &MY T,
BEADIT R—C v —DAEFNEFNDOEHAD TV LA L E 1 —2REICZTENEESICTIRENHY FT,
RE: O—J)LZEICEMDT7 VR LEaA—FERLET,

CHNIFBEEEF L TOETH?

A. [EL

B. &% D18912E1457D5D1DDCBD40AB3BF70D5D

EfE:B(AA 2V FEHREKT D)
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In this scenario, all access review notifications are going to Megan Bowen, the fallback reviewer, instead of department managers. Creating a separate access review for each role does not meet the
requirement because the issue lies in the reviewer selection, not the number of reviews.

Microsoft documentation clarifies:
"To have reviews sent to each user's manager, the reviewer type must be set to 'Manager'. The system uses the 'manager" attribute from Azure AD user properties." Thus, you don't need separate

reviews for each role; you need to configure the reviewer type to Manager or update user account manager attributes. Therefore, the proposed solution (creating separate reviews) does not meet the goal.
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Mame Microsoft Entra role
Ueer Global Aaministrator
Userd Attribute Definiton Administrato
Lser3 Serurity Administiator
TFUMIF RORIZRIT IDNEENTT,
Mame Type
Group! | Secunity group

Servicel | Service principal
Al Managed identity
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Answer Area
R B "" e = ’.'
EMHCrosoflumuxa, -
Liser onky
Liserd only

Userl and Usar2 on
Userl and User3 oniy
User, User2, and User3

Custam secunhiaMbITes can be assignied tc Groupl, MY, and Service] MIT only ok

l:-.':_r.JF;-'I aily
Groupl and MIT only
Group1 and Service] only

i1 and Servicel only

Serncel only

Liger Pand Lised 2 only

Wser] only

Lisersd onl
I Usortant Vs iy~ + |}

Userl and User3 only
Userl, User2, and Userd

Custom secus B atihiines can be assgned to Growupl, M1, and Seracel M andy

Groupl only

Groupl and MI1 only
Groupl and Servicel on

Grounl, M. and Senacel Mi1 only

B0 and Sence Laniy-, L L
L;'—isﬂ RO L

Explanation:



Answer Area

According to the Microsoft SC-300: Microsoft Identity and Access Administrator Study Guide and official Microsoft Learn documentation ("Manage and use custom security attributes in Microsoft Entra
ID"), custom security attributes allow administrators to define key-value pairs that can be applied to various Microsoft Entra objects. These attributes can be used for fine-grained access control, app
governance, and conditional policies.

Who can create custom security attributes:

Custom security attributes can only be created and managed by users assigned either of these roles:
* Global Administrator
* Attribute Definition Administrator
The Security Administrator role does not have the permissions required to create or modify attribute schema definitions.
Hence, from the table:
* User1 (Global Administrator) #

* User2 (Attribute Definition Administrator) #
* User3 (Security Administrator) #
Therefore, User1 and User2 only can create custom security attributes.
To which identities can custom security attributes be assigned:
As per Microsoft documentation:

"Custom security attributes can be assigned to supported Microsoft Entra objects, including users, groups, service principals, and managed identities." This means attributes can be attached to:

* Group objects (Group1) #
* Managed identities (MI1) #

* Service principals (Service1) #
Thus, the correct assignable identities are Group1, MI1, and Service1 only.
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Authorization methods Answer Area

it The GET Secret Permissions Access Policy permissicn User?: |

i The Key Vault Secrets Officer RBAC role

User2n|

it The Key Vault Reader REAC role

2 The Key Vault Secrets User RBAC role

coche

i The LIST Secret PermissionsiAcgess Policy permission ]|

i The SET Secret Permissions Access Polic

1EfiZ:
PVRLE TG LT PG L TS TS T
Il 33 The GET Secret Permissions Access Policy permission I [ i The Key Vault Secrets Officer REAC role

it The Key Vault Secrets Officer RBAC role

—

i1 The Key Vault Reader RBAL role

i1 The Key Vault Secrets User RBAC role
i The LIST Secret Permissions A

Il it The SET Secret Permissions Access Policy permission

Explanation:

+ Answer

;!Erm:ssion Us Key Vault Secrets Officer RBAC role

2 The Key Vault Secrets Officer RBAC role

grz. [The Key Vault Secrets User RBAC role

The Key Vault Reader RBAL role

i1 The Key Vault Secrets User RBAC role

i The LIST Secret Permissions Access Policy per

i+ The SET Secret Permissions Access Poli

In the SC-300 materials on Microsoft Entra PIM for Azure resources and Azure Key Vault authorization, you' re guided to use Azure RBAC (data-plane roles)-not legacy access policies-when you need
time-bound, approvable, least-privilege access managed through PIM. The guide explains that PIM can make users Eligible or Active for Azure resource roles and that Key Vault provides specific data
actions via built-in RBAC roles. For secrets, the roles are scoped to a vault (and can be further restricted by resource scope) and are purpose-built:



* Key Vault Secrets Officer - described as allowing a user to "create, read, update, and delete secrets" without granting key or certificate permissions. This precisely satisfies User1's requirement to read
and update Secret1 while keeping scope limited to secrets (least privilege compared to broader Owner

/Contributor).

* Key Vault Secrets User - documented to "read secret contents" only. This matches User2's requirement to read the contents of the secrets stored in Vault2 while preventing modification or management
actions.

The SC-300 coverage stresses that RBAC roles for Key Vault separate permissions for keys, secrets, and certificates, enabling least privilege and PIM governance (eligible/activation, approvals, MFA,
and just-in- time) for access to sensitive data.
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Statements Yes No
If Usarl attampls tosigiingand has a high-risk user status, they willlge prompted to reset
teit pagsWod

If User2 attempts to sign in and has a high:risk ws&hSta tos" they will be prompted for MFA

er3 attempts to sign in and ipds'a medium-risk sign-in status, they will be prompted for




atemeng | S 1%

If User attempts to sign in and has a hegh-risk user status, they, will BepPrompted to reset
therr password

If User2 attempts to sign in and has a high-nsk ysspstates’ they will be prompted for MFA

If Userd attempts to sign in and hega g -risk sagn-in status, they will be prompted for

WIFA

Explanation:
Answer Area

Statements

If Useri attempts to sign in and has a high-nsk user status, (8 will be prompted to reset
their password a7

If User2 attempls to sign in and has a high riskd s iy BLatiw they will be promptediSENER

If Uzer3 attermnpts to sign in and has a rp@ium-risk sign-in status, they will be prompie
MFA
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According to the Microsoft SC-300: Microsoft Identity and Access Administrator Study Guide and Exam Ref SC-300 , Azure AD Seamless Single Sign-On (SSO) allows users on corporate Windows 10
devices connected to the corporate network to automatically sign in to Azure AD-connected services such as Microsoft 365 or Azure without needing to re-enter their credentials.

Seamless SSO works by automatically signing users in using their on-premises Active Directory credentials when they are on the corporate network. This feature is enabled through Azure AD Connect

and uses a service account (AZUREADSSOACC) to securely communicate authentication tokens.
However, for Azure AD Seamless SSO to function correctly on domain-joined Windows 10 computers, specific browser configurations are required. In particular, users must be able to automatically
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authenticate to the Azure AD SSO endpoint ( https://autologon.microsoftazuread-sso.com ).

The Microsoft documentation specifies:

"To enable Seamless SSO on Windows devices, ensure that the Azure AD SSO URL (https://autologon.

microsoftazuread-sso.com) is added to the Local intranet zone in Internet Explorer or Microsoft Edge (IE mode). This allows the browser to use the user's current Windows credentials for integrated
authentication without prompting." Therefore:

* Option A (Modify the Local intranet zone settings) is correct - adding the Azure AD SSO URL to the Local intranet zone allows integrated Windows authentication to pass through automatically, enabling
seamless sign-on.

* Option B (Configure Sign-in options from the Settings app) applies to user-specific credential management but not domain-wide SSO configuration.

* Option C (Enable Enterprise State Roaming) synchronizes settings and credentials across devices but does not enable seamless SSO.

* Option D (Install the Azure AD Connect Authentication Agent) is used for Pass-through Authentication, not Seamless SSO.

From Microsoft Learn's "Plan, deploy, and manage Azure AD Seamless SSO" module:

"To enable users to sign in automatically, configure the browsers and add the Azure AD SSO service URL to the Local intranet security zone. This ensures credentials are passed transparently for single
sign-on."

\
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- Name(| Type

Membership type

Members

LGroup Sécunty

Assigned

Userl, User3d Group2. Group3

Group2 Security

Dynamic Liset

User?

Group3 Securiby

Dynamic Device

Devicel

Groupd Microsoft 365

Assiagned

Userd

Group5 Microsoft 365

Dyrmamic User

Users

Microsoft Office 365 Enterprise E55 4 £V R EEHBIUHTEH I ENTED Y IL—TFENTIHN?

A. Group1$ & U'Group4 ) #

B. Group1_ Group2, Group3_ Group4 . $ & U'Group5

C. Group1# & U'Group2® #

D. JIL—T10O &

E. Group1, Group2_  Group4 ., & & U Group5MD &
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SC-300 teaches that group-based licensing supports security groups and Microsoft 365 groups, with assigned or dynamic user membership. The guide states: "Licenses can be assigned to groups whose
members are users

; nested groups aren't processed and devices cannot be licensed ." Applying this to the table: Group1 (Security-Assigned) and Group2 (Security-Dynamic User) are valid; Group4 (Microsoft 365-Assigned)
and Group5 (Microsoft 365-Dynamic User) are also valid. Group3 is a Security-Dynamic Device group and therefore ineligible because "device objects do not receive user licenses." Consequently, the
Office 365 E5 license can be assigned directly to Group1, Group2, Group4, and Group5 only.
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According to Microsoft's identity and access documentation for Conditional Access and phishing-resistant MFA, phishing-resistant MFA methods are those that cannot be socially engineered or replayed.
These are Windows Hello for Business, FIDO2 security keys, and certificate-based authentication (CBA) when configured for multi-factor (e.g., smart card with PIN + certificate).

The SC-300 materials highlight that these are the only methods that fully meet NIST AAL3 phishing resistance requirements. Voice calls, SMS, email OTP, and Microsoft Authenticator are not phishing-
resistant because they can be intercepted or phished.

Therefore, when building a Conditional Access policy to secure administrative access, you must allow only phishing-resistant methods to meet Microsoft's best practice.
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According to the Microsoft Identity and Access Administrator (SC-300) Study Guide and Microsoft Learn documentation on "Enable Microsoft Entra login for Windows Server and Windows virtual
machines in Azure", successful sign-in to Azure VMs using Microsoft Entra (formerly Azure AD) credentials requires network connectivity to specific Microsoft identity endpoints. One of the most critical
endpoints is

https://enterpriseregistration.windows.net , which is used during the device registration and Microsoft Entra Join process.

When you enable Microsoft Entra login for Azure VMs, each VM must register itself as a device in the directory to allow authentication using Entra credentials. If the VM cannot reach the enterprise
registration service, the registration fails, meaning the VM will not appear as a valid device in Entra ID. Consequently, users attempting to log in with their Entra credentials will encounter sign-in errors
because the system cannot validate their device trust and user token against the identity service.

Microsoft documentation explicitly states:
"To enable Microsoft Entra sign-in to Windows VMs in Azure, the VM must be able to communicate with Microsoft Entra endpoints, including https://enterpriseregistration.windows.net , to complete device

registration." Options B, C, and D are unrelated to initial configuration issues. Revoking refresh tokens or deleting device registrations would not resolve connectivity or registration failures. SSH support
(option D) is applicable to Linux VMs, not Windows.
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[answer choice] can access App1 from the
homepage URL. |Aj users

No one

S

Only users ElstedMﬂleMi gaéi i
Only users listed onihe rbps Q

App1 will appear in the Microsoft Office 3635 app
launcher for [answer choice].

all users

no one

only users listed on the Owners blade

only users listed on the Users and groups blade

homepage URL. |Alfusers . |
No on= "’
Only uSers listed on the Owners blade

— o e w m—w—

Onlywsers listed on the Users and groups blade!

App1 will appear in the Microsoft Office &ﬁﬁﬂpp -
launcher for [answer-choice].

all users
d\° no one

e e e e s e e g g mee  feem  ew wew = wew e

only users listed on the Users and groups blade

Explanation:
< [answer choice] can access App1 from the homepage URL: # Only users listed on the Users and groups blade App1 will appear in the Microsoft Office 365 app launcher for [answer choice]: # Only
users listed on the Users and groups blade



[answer choice] can access App1 from the
homepage URL. |All users

No one

Only usetsisted on the Owners blade

Only Usérs listed on the Users and groups blade

.
% "
P b

App1 will appear in the Microsoft Office 365,app
launcher for [answer.cheice].

all users
no one

- S - hﬁ;r‘r;ﬁ_rn'
only users listed ofi thie Owners blade '
anly users listed on the Users and groups blade

According to Microsoft's official documentation and the SC-300: Microsoft Identity and Access Administrator study guide, when you register and configure an enterprise application in Azure Active
Directory, two specific settings directly influence user visibility and access:

* User assignment required?

* If this option is set to Yes, Azure AD requires users to be explicitly assigned to the app before they can sign in.

* Only users or groups listed on the Users and groups blade (app assignments) will have access.

* This means that even if the application is visible in Azure AD, users not assigned to it cannot authenticate or launch it.

* Visible to users?

* If set to Yes, the app appears in the Microsoft 365 app launcher (also known as the My Apps portal).

* However, when "User assignment required" is Yes, the visibility is limited only to those who are assigned to the app.

From the exhibit:

* "User assignment required?" = Yes

* "Visible to users?" = Yes

This configuration implies:

* Only assigned users (those listed on the Users and groups blade) can sign in to App1 via the homepage URL.

* App1 will appear in the Microsoft 365 app launcher (My Apps portal) only for those same assigned users.

As per Microsoft Learn documentation ( "Manage enterprise apps in Azure AD" ):

"When User assignment required is set to Yes, only users assigned to the application can access it. If Visible to users is also Yes, the application will appear in My Apps for those assigned users."
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According to the Microsoft SC-300: Identity and Access Administrator Study Guide and Microsoft Learn documentation on Managed Identities for Azure Resources , the recommended and most secure
method for an Azure resource (like an App Service) to access another Azure resource (such as an Azure SQL Database) is through Managed |dentities.

Managed identities allow Azure services to authenticate securely to other Azure services that support Azure AD authentication, without requiring the use of credentials stored in code, configuration files, or
key vaults.

There are two types of managed identities:

* System-assigned managed identity

* Created and tied directly to the lifecycle of a specific Azure resource (e.g., App Service).

* When the resource (App1) is deleted, the identity is automatically deleted as well.

* Best suited when a single resource requires authentication to access another Azure service.

* User-assigned managed identity

* Created as an independent Azure resource.

* Can be assigned to multiple services and managed separately.

* Useful for scenarios requiring shared identity or cross-service authentication management.

* App1 (Azure App Service) must access db1 (Azure SQL Database).

* Credentials should be available only to App1, meaning other resources should not share or reuse the identity.

* Administrative effort should be minimized, implying automatic management of credentials and lifecycle.

Scenario Analysis: Hence, a system-assigned managed identity is the best solution because it meets all three conditions:

* No manual credential management (Azure handles authentication token issuance automatically).

* The identity exists only for App1 (it's unique to that resource).

* Simplified lifecycle - identity is created and deleted automatically with App1.

# Official Microsoft Documentation (aligned with SC-300 exam objectives):

"System-assigned managed identities are ideal for scenarios where a single Azure resource requires access to another Azure service and you want Azure to automatically manage the identity's lifecycle."
"Managed identities eliminate the need for developers to manage credentials in code or configuration files."
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Comprehensive and Detailed Explanation with all Microsoft SC-300: Identity and Access Administrator documents: = According to the SC-300 exam guide and the official Microsoft Entra ID (Azure AD)
Entitlement Management documentation, access packages provide a streamlined way to manage resource access lifecycle for users - including SharePoint Online sites, Microsoft 365 Groups, Teams,
and applications - with the ability to define time-limited access.

When you configure an access package, you can:

* Include resources like SharePoint Online sites and Microsoft 365 groups.

* Assign users or groups (like Group1) as eligible requesters.

* Set an access duration (for example, 90 days) after which access automatically expires.
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The feature requires minimal administrative effort because the process is automated: the access duration ensures that permissions are revoked without manual intervention.

Microsoft documentation confirms:

"Entitlement management access packages enable you to define access policies for users and automatically remove access after a specified time period, minimizing administrative overhead." Therefore,
to grant Group1 members access to Site1 for 90 days, the correct and most efficient solution is to use an access package rather than an access review, workflow, or Conditional Access policy.
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To classify leaked credentials as high-risk, use: -
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
ldentity Governance

Self-service password reset (S5PR)

To trigger remediation, use: -
Client apps not using Modem authentication
Device state

Sign-in risk

User logation

User risk

To mitigate thenisk, select: -
Apply app enforced restrictions

Block access

Grant accgss but require app protection policy

_@";ir'ﬁ_ﬁt_ é_ﬁ:‘é_&ss but require password change
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Azure Active Directory (Azure AD} Privileged Identity Management (PIM)
Identity Governance
Self-service password reset-{SSFR}

To trigger remediation, use: -
Client apps not using Modern authentication
Device state

Sign-in‘risk

User Iaci_tmn

|U5er risk _'

To mitigate the risk, select: v

Apply app enforced restrictions
Block access

= : t access but require app protection policy
Microsoi |

Explanation:

To classify leaked credentials as high—rm';ﬁse:

Azure Active Directory (Azure AD] Privileged Identity Management (PIM)
Identity Governance N
Self-service password reset (SSP F,ﬁ‘ ﬁ&

[ @ W
To trigger remediation, use: ™~ % R;g’
Client apps not usi nd hentlcahun

Dewce at @

To mrtlgat&t

Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

According to the Microsoft SC-300: Identity and Access Administrator Study Guide and the Microsoft Learn module "Implement and manage Azure AD ldentity Protection," Azure AD ldentity Protection is
the service responsible for detecting risky behaviors such as leaked credentials, suspicious sign-ins, and compromised accounts in a Microsoft 365 or Azure AD environment.

1# # Classify leaked credentials as high-risk Identity Protection automatically flags leaked or compromised credentials detected through Microsoft's threat intelligence signals and dark web monitoring. It
classifies these users with a high user risk level.



"ldentity Protection detects leaked credentials and marks the user risk as high when evidence of compromise is found." Thus, the feature used for this classification is Azure AD Identity Protection.

2# # Trigger remediation Remediation for leaked credentials is driven by User Risk policies. The User risk policy in Identity Protection can automatically respond to users identified as high-risk. This
triggers actions such as forcing a password reset.

"User risk policy can be configured to respond to risky users by requiring password change or blocking access." Hence, User risk is the correct trigger.

3# # Mitigate the risk To allow users to continue accessing applications after remediation, the proper action is Grant access but require password change. This enforces an immediate credential reset to
mitigate the compromise but still allows access once the user remediates their risk.

"To automatically remediate high user risk while maintaining access, configure the policy to grant access but require a password change."
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In SC-300, Microsoft emphasizes Azure AD B2B collaboration for cross-tenant access without extra Microsoft 365 licensing. The guidance explains that organizations can invite external users as guests to
their tenant to access Microsoft 365 resources such as SharePoint Online and Teams , and guest access does not require an additional Microsoft 365 license for the guest . The host tenant remains
licensed for the workloads being accessed, and Azure AD billing for B2B collaboration is handled through External Identities (MAU) if configured. The study content also notes that synchronizing a single
on-premises AD forest to multiple Azure AD tenants is not a supported topology with a single Azure AD Connect server, and deploying another AAD Connect to sync the same identities to a second
tenant introduces complexity and is unnecessary when the requirement is simply to let users in one tenant access resources in another. Application Proxy (publishing on-prem apps) is unrelated to
granting SharePoint Online cross-tenant access. Therefore, the minimum-effort, license-compliant approach is to invite Contoso East users as B2B guests in the Contoso West tenant and assign them the

required SharePoint permissions.
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According to Microsoft's SC-300: Microsoft Identity and Access Administrator Study Guide and Exam Ref SC-300 , the behavior of the sign-in process depends on which authentication methods are
enabled for the user or their group. Azure AD supports multiple strong authentication methods, such as Microsoft Authenticator app, FIDO2, and SMS, which can be targeted to specific user groups.
The question specifies that the tenant's configuration enables the following methods:

* FIDO2 # Group2 (Yes)

* Microsoft Authenticator app # Group1 (Yes)

* SMS # Group3 (Yes)

And user membership is:

* User1 # Group1

* User2 # Group2

* User3 # Group3

The key phrase in the question is:

"Sign in to cloud apps by matching a number shown in the app with a number shown on their phone." This specific sign-in experience refers to the number matching feature in the Microsoft Authenticator
app.

* Number matching is a security enhancement in Azure AD MFA that requires the user to confirm a sign- in by matching a number displayed on the sign-in screen with the number shown in their Microsoft
Authenticator app notification.

* According to Microsoft Learn:

"When using the Microsoft Authenticator app for MFA, users will be prompted to enter or match a number displayed on the screen. This feature strengthens authentication by preventing accidental
approvals." Therefore:

* Only User1, who is a member of Group1 (the group enabled for Microsoft Authenticator app), will experience number matching when signing in.

* User2 uses FIDO2, which employs a hardware key or biometric verification - not number matching.

* User3 uses SMS, which involves a one-time passcode (OTP) - again, not number matching.

Hence, only User1 will sign in to cloud apps using number matching.
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Use | Microsoft Entra Connect

According to the Microsoft SC-300: Identity and Access Administrator Study Guide and Microsoft Learn module "Implement and Manage Microsoft Entra Connect" , when organizations need
authentication to always validate user passwords directly against the on-premises Ac tive Directory Domain Services (AD DS) environment, the correct configuration is Pass-through Authentication (PTA).
Here's why:

* Pass-through Authentication (PTA) ensures that when a user attempts to sign in to Microsoft Entra ID (formerly Azure AD), their credentials are not validated in the cloud. Instead, the authentication
request is securely passed to an on-premises authentication agent, which validates the credentials against the on- premises AD DS domain controller in real time.

* This configuration provides an immediate reflection of on-premises account states - if an account is disabled, locked, or the password is changed, those changes take effect instantly for cloud
Torenfigure T4 gk must use Microsoft Entra Connect, which is the hybrid identity synchronization tool that links on-premises directories to Microsoft Entra ID. During Entra Connect setup,

administrators can choose between Password Hash Synchronization, Pass-through Authentication, or Federation as the sign-in method.
Microsoft documentation explicitly states:
"Pass-through Authentication allows users to sign in to both on-premises and cloud-based applications using the same passwords. Authentication occurs against your on-premises Active Directory."



Therefore, to meet the requirement that authentication always validates passwords against the on-premises AD DS domain:
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As per the Microsoft SC-300: Identity and Access Administrator Study Guide and official Microsoft Learn content under "Monitor and troubleshoot Azure AD using reports and logs", Conditional Access
policy data is captured in the Sign-ins log within Azure Active Directory. Each sign-in record contains detailed information about the authentication process, including which conditional access policies
were evaluated, the policies applied, and their enforcement results (e.g., "Grant access," "Block," or "Require MFA").

The Audit logs in Azure AD, on the other hand, track directory-level changes such as policy creation, modification, or administrative actions - they do not include user authentication or conditional access
evaluation data. Therefore, to analyze Conditional Access activity in an external SIEM system, you must export Sign-in logs, which contain the conditional access evaluation details.

Microsoft documentation specifies that exporting in JSON format is preferred for integration with third-party SIEM systems because JSON preserves nested policy evaluation data structures that CSV
format cannot fully represent. CSV exports omit detailed conditional access results (e.g., policy IDs and results per policy), making them unsuitable for automated parsing and deep analysis.

Thus, based on official Microsoft documentation:

"Conditional Access policy evaluation results are only available in Sign-in logs and should be exported in JSON format for SIEM integration."
# Correct Answer: A. sign-ins in JSON format
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From Microsoft Cloud App Security, modrfy‘ | |Create a conditional access policy that has |
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Explanation:



Publish App1 in Azure Active Directory
(Azure AD).

From Microsoft Cloud App Security, modify
the Connected apps settings for App1
From Microsoft Cloud App Security, create
a session policy

Create a conditional access policy that has

session controls configured.
According to the Microsoft SC-300: Microsoft Identity and Access Administrator Study Guide and official Microsoft Defender for Cloud Apps documentation (formerly Microsoft Cloud App Security, or

MCAS), enabling real-time session-level monitoring-known as session control-requires a structured integration between Azure AD Conditional Access and Microsoft Cloud App Security (MCAS).

Here's the correct sequence and rationale:

* Publish App1 in Azure ADThe app must first be registered or published in Azure Active Directory so that it can participate in Conditional Access and App Control integration. Without Azure AD
integration, Cloud App Security cannot monitor or enforce policies on the app's traffic.

* Create a Conditional Access Policy with Session Controlsin Azure AD Conditional Access, you define the conditions (users, apps, risk levels) and set Session controls # Use Conditional Access App
Control (Monitor only / Block download). This links Azure AD sign-in events to MCAS for real-time monitoring.

* Modify the Connected Apps Settings in Cloud App Securityln Microsoft Cloud App Security, navigate to Connected apps > Conditional Access App Control apps and ensure that App1 is connected. This
ensures traffic from Azure AD sign-ins can be intercepted for session-level monitoring.

* Create a Session Policy in Cloud App SecurityFinally, you configure a Session Policy (e.g., monitor file downloads, block uploads, restrict copy/paste, etc.) within Cloud App Security. The session policy
enforces the desired controls and visibility in real time when users interact with App1.

This order aligns with Microsoft Learn guidance:

"To monitor user sessions in real time, integrate the app with Azure AD Conditional Access, configure session control, connect the app in Microsoft Cloud App Security, and create session policies."

# Final Order:

* Publish App1 in Azure AD

* Create a Conditional Access policy with session controls

* Modify Connected apps settings for App1 in Cloud App Security

* Create a Session policy in Cloud App Security
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Explanation:

According to the Microsoft SC-300: Identity and Access Administrator Study Guide and Microsoft Entra ID documentation , a break-glass account (also known as an emergency access account) is a
cloud-only account that must not depend on any on-premises identity infrastructure, such as Active Directory synchronization or conditional access.
* Location: The break-glass account must be created directly in Azure AD (cloud-only) - not in an on- premises Organizational Unit (OU1 or OU2).



* OU1 syncs with Azure AD, meaning if on-premises synchronization fails or the domain controller is unavailable, accounts in OU1 might not authenticate.

* OU2 doesn't sync at all, so creating the account there wouldn't provide Azure AD access.

Therefore, the only resilient option is Azure AD (cloud-only) to ensure access even if directory sync or on-premises systems are unavailable.

* Role: Microsoft recommends assigning the Global Administrator role to break-glass accounts. This ensures full tenant recovery capability in emergencies such as Conditional Access lockouts or MFA
misconfiguration.

* The Billing Administrator or Privileged Role Administrator roles don't provide sufficient rights to recover access or modify Conditional Access settings.

* The Global Administrator role has full control over all Azure AD resources and configuration settings.

Reasoning: Microsoft documentation states:

"Create at least two cloud-only emergency access accounts with the Global Administrator role. These accounts must be excl uded from Conditional Access policies and protected with strong
authentication methods."
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Microsoft Graph permissions can be of two types: Delegated and Application.

* Delegated permissions require a signed-in user and can access only that user's data.
* Application permissions are used by background services or daemons to access data across the organization without user consent if the app is granted admin consent.
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In the scenario:

* App1 (User1) uses Delegated # can access only the user's data.

* App2 (User2) uses Delegated and Application (Calendars.ReadWrite) # can create appointments across all users. However, User2 has no role to grant consent for application-level permissions.
* App3 (User3, User4) uses Application (Calendars.Read) # only read, not write permissions.

Since User3 is an Exchange administrator, they have the authority to grant admin consent to an application.

Although App3 only has "Read," the Exchange administrator can manage calendar data organization-wide and can create appointments using Exchange management tools.

Hence, as per Microsoft's permissions model and SC-300 guidance, User3 is the only user who has both role and access capabilities to create appointments in every user's calendar.
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In a Microsoft 365 E5 environment with Global Secure Access (Microsoft Entra Internet Access) deployed, to block users from accessing a specific website (for example, https://contoso.com ), the
configuration process involves creating network, filtering, and security control components in sequence.

According to the Microsoft SC-300 Study Guide and official Microsoft Learn module "Configure Microsoft Entra Internet Access and Private Access", the required workflow is as follows:

* Create a remote network - This step establishes the connectivity fabric that links user devices (running the Global Secure Access client) with the Microsoft Entra Global Secure Access services. It
defines network parameters and routes traffic through the Microsoft Entra inspection layer.

* Create a web content filtering policy - Within Microsoft Entra Internet Access, administrators can define filtering rules that control outbound web traffic. Here, you would add https://contoso.com as a
blocked domain or URL category. This policy ensures that traffic destined for that domain is denied.

* Configure a security profile - Security profiles combine web content filtering policies, Conditional Access policies, and inspection settings. You then assign the security profile to the remote network or
user group so the filtering rule applies to traffic from the enrolled devices.

These steps align with Microsoft's recommended process to "create a remote network, define filtering policy, and link via a security profile" for enforcing secure outbound access control through Global
Secure Access.
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The User Administrator role allows management of user accounts, licenses, and group memberships within Azure AD but does not grant access to security configurations, Secure Score dashboards, or
improvement actions.

According to Microsoft's Secure Score documentation:

"Only users with Global Administrator, Security Administrator, or Security Reader roles can access Microsoft Secure Score. To modify improvement action statuses, the user must be a Security
Administrator or Global Administrator." Therefore, a User Administrator cannot update Secure Score improvement actions.
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The SC-300 curriculum emphasizes synchronization behavior between on-premises Active Directory (AD) and Microsoft Entra ID using Microsoft Entra Connect. By default, directory synchronization
occurs every 30 minutes, which means a user disabled in AD can still authenticate to Microsoft Entra for up to 30 minutes until the next synchronization cycle.

The proposed solution- Microsoft Entra Password Protection -is not related to authentication delay or sign-in blocking. Password Protection enforces strong password policies and prevents the use of
weak or compromised passwords during account creation or reset. It does not control sign-in states or enforce real- time disablement.

To meet the goal of immediately blocking authentication when an account is disabled in AD, you must implement Microsoft Entra Connect with Pass-through Authentication (PTA) or federation (AD FS) .
These options validate sign-ins against the on-premises AD in real time, ensuring instant blocking of disabled accounts.

Microsoft documentation confirms:

"Password Protection does not affect authentication latency or synchronization frequency. To ensure disabled accounts cannot sign in, use Pass-through Authentication or federation for real-time
validation."
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Defender for Cloud Apps (MCAS) provides Access policies to control sign-in and session access to sanctioned apps based on conditions such as user, device, and location. SC-300 notes that access

policies can allow, block, or require additional controls and are evaluated at sign-in, making them appropriate to prevent logons from risky or specific locations. In contrast, Activity policies alert on or
govern in-app actions (downloads, sharing) after sign-in, and Anomaly detection policies use heuristics to surface suspicious behavior, not enforce blocking. "Unsanctioning" an app merely flags it and can
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integrate with firewall/proxy tagging; it does not directly enforce a conditional sign-in block. Therefore, to block Yammer sign-ins from high-risk locations, you create an Access policy in Defender for Cloud
Apps targeting Yammer with a condition for the designated high-risk locations and set the action to Block (or require step-up).
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In Azure, enabling a system-assigned managed identity on a virtual machine is done on the VM resource itself. With the Az PowerShell module, you first retrieve the VM object and then update it to
enable the identity. The correct sequence is to call Get-AzVM to load VM1 into a vari able and then Update-AzVM - IdentityType SystemAssigned to turn on the built-in identity for that VM. After the



identity is enabled, Azure AD automatically creates a service principal that represents the VM's managed identity. To add this identity to an Azure AD security group (Group1), you must reference that
service principal. The Az.Resources cmdlet Get-AzADServicePrincipal -DisplayName " vm1 " returns the service principal object for the VM's system- assigned identity. You then look up the target group
with Get-AzADGroup and add the service principal as a member using Add-AzureADGroupMember , passing the group's Objectld and the service principal's Id.

This aligns with Microsoft guidance that VM system-assigned identities are represented in Entra ID as service principals , and that group membership operations use the service principal's object id when
adding an application/managed identity to a group.

Filled script:

$vm = Get-AzVM -ResourceGroupName myResourceGroup -Name vm1

Update-AzVM -ResourceGroupName myResourceGroup -VM $vm -ldentityType SystemAssigned

$displayname = Get-AzADServicePrincipal -DisplayName " vm1 "

$group = Get-AzADGroup -SearchString " group1 "

Add-AzureADGroupMember -Objectld $group.ld -RefObjectld $displayname.ld
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Comprehensive and Detailed In-Depth Explanation:

Let's break this down step by step based on Microsoft Entra ID self-service password reset (SSPR) settings and the available authentication methods, as outlined in Microsoft Identity and Access
Administrator documentation.

Understanding Self-Service Password Reset (SSPR) in Microsoft Entra ID:

Self-service password reset (SSPR) allows users to reset their passwords without administrator intervention, improving security and reducing helpdesk workload.

The settings provided are:

Require users to register when signing in: Yes- U sers must register their authentication methods (e.g., phone number, email, security questions) the first time they sign in. This ensures they have
methods available for SSPR.

Number of methods required to reset: 1- Users must verify their identity using o ne authentication method to reset their password. This is the minimum number of methods required, meaning users must
have at least one method registered, and they will use one method during the reset process.

Available Authentication Methods for SSPR:

Micr osoft Entra ID SSPR supports a specific set of authentication methods that users can use to verify their identity during a password reset. These methods are configured by the administrator in the
Microsoft Entra admin center under " Password reset " settings .

The default authentication methods available for SSPR include:

Email:Users receive a code sent to an alternate email address.

Mobile phone (SMS):Users receive a code via SMS to their registered mobile phone.
Mobile app code:Users use a code generated by the Microsoft Authenticator app (or another compatible authenticator app).

Mobile app notification:Users receive a push notification in the Microsoft Authenticator app to approve the reset.
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Security questions:Users answer predefined security questions they set up during registration.

Important Note:Methods like smartcards, FIDO2 security tokens, and Windows Hello are not supported for SSPR. These methods are typically used for authentication during sign-in (e.g., MFA or
passwordless sign- in), not for the SS PR process.

Analysis of the Options:

A). A smartcard:

Smartcards are a form of certificate-based authentication often used for sign-in to Windows devices or VPNs.

They require a physical card and a reader, and they are typically used for primary authenticat ion, not for SSPR.

Microsoft Entra ID SSPR does not support smartcards as an authentication method for password reset.

Smartcards are not listed as an available method in the SSPR configuration settings.

Conclusion:This is incorrect.

B). A mobile app code:

A mobile app code refers to a time-based one-time password (TOTP) generated by an authenticator app, such as the Microsoft Authenticator app.

This is a supported method for SSPR in Microsoft Entra ID. Users can register the Microsoft Authenticator app (or another compatible app) and use the generated code to verify their identity during a
password reset.

Since the setting " Number of methods required to reset: 1 " means only one method is needed, a mobile app code is a valid option if the user has registered it.

Conclusion:This is correct.

C). An FIDO2 security token:

FIDO2 security tokens (e.g., YubiKey) are hardware-based security keys that support passwordless authentication in Microsoft Entra ID. They are part of Microsoft's passwordless authentication stra tegy
and can be used for sign-in.

However, FIDO2 security tokens are not supported for SSPR. The SSPR process does not allow users to verify their identity using a FIDO2 security key because the reset process is designed to work
with simpler, more accessib le methods like email, SMS, or app-based codes.

Conclusion:This is incorrect.

D). A Windows Hello PIN:

Windows Hello PIN is a device-specific authentication method used to sign in to Windows devices. It is part of Windows Hello, which also includes biometric authentication (e.g., facial recognition,
fingerprint).

Windows Hello PIN is not supported for SSPR in Microsoft Entra ID. The SSPR process occurs in a web- based portal (e.g., aka.ms/sspr) and does not integrate with device-specific authenticatio n
methods like Windows Hello. Additionally, Windows Hello PIN is tied to a specific device, whereas SSPR is designed to be device-agnostic.

Conclusion:This is incorrect.

Additional Considerations:

The setting " Require users to register when signing in: Yes " ensures that users have at least one authentication method registered. However, the question does not specify which methods are enabled
by the administrator. In Microsoft Entra ID, the default enabled methods for SSPR typically include email, mobile phon e (SMS), mobile app code, and mobile app notification. Security questions may also
be enabled but are less common due to security concerns.

If the administrator has disabled certain methods (e.g., mobile app code), the answer could change. However, the que stion does not indicate any such restrictions, so we assume the default methods are
available.

The " Number of methods required to reset: 1 " setting means users only need to use one method to reset their password, but they may have multiple methods registered. The question asks for a " valid
authentication method available to users, " so we need to identify a method that SSPR supports.

Conclusion:Based on the SSPR settings and the supported authentication methods in Microsoft Entra ID:

A mobile app cod e (option B) is a valid authentication method for SSPR, as it is supported by default and aligns with the configuration.

Smartcards, FIDO2 security tokens, and Windows Hello PIN are not supported for SSPR.Therefore, the correct answer isB.
References:

Micr osoft Entra ID documentation: " Self-service password reset authentication methods " (Microsoft Learn:



https://learn.microsoft.com/en-us/entra/identity/authentication/concept-sspr-howitworks#authentication- methods) Microsoft Entra ID documentation: " Configure self-service password reset " (Microsoft
Learn:https://learn.

microsoft.com/en-us/entra/identity/authentication/howto-sspr-deployment) Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers SSPR configuration and supported authe
ntication methods.
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Comprehensive and Detailed In-Depth Explanation:

Let's break this down step by step based on Azure Key Vault roles, permissions, and the principle of least privilege, as outlined in Microsoft Identity and Access Administrator documentation.
Understanding Azure Key Vault and the Requirement:

Azure Key Vault is a service that securely stores and manages cryptographic keys, secrets, and certificates. It uses role-based access control (RBAC) to manage permissions for users, groups, and
applications.

The question requires that User1 canread the metadataof certificates, keys, and secrets in Vault1. In Azure Key Vault, "metadata" refers to the properties of these objects (e.g., name, creation date,
expiration date), not the actual content (e.g., the secret value, key value, or certificate private key).

The solution must follow theprinciple of least privilege, meaning User1 should be granted the minimum permissions necessary to perform the task, without access to unnecessary actions (e.g., modifying
or deleting objects).

Azure Key Vault RBAC Roles and Permissions:

Azure Key Vault supports built-in RBAC roles that define specific permissions for managing keys, secrets, and certificates. Let's examine each role in the options:

Key Vault Crypto User:

This role allows a user to perform cryptographic operations using keys (e.g., encrypt, decrypt, sign, verify) and to read key metadata.

Permissions include: Microsoft.KeyVault/vaults/keys/read (read key metadata) and cryptographic operations like encrypt, decrypt, etc.

However, this role does not grant permissions to read metadata for secrets or certificates, and it includes cryptographic operation permissions, which are not needed for the task.

Key Vault Crypto Officer:

This role is designed for managing keys and performing cryptographic operations. It includes permissions to create, delete, update, and read keys, as well as perform cryptographic operations.
Permissions include: Microsoft.KeyVault/vaults/keys/* (full control over keys).

This role does not grant access to secrets or certificates and provides more permissions than needed (e.g., create, delete), violating the principle of least privilege.

Key Vault Reader:

This role provides read-only access to the metadata of all objects in the Key Vault (keys, secrets, and certificates).

Permissions include: Microsoft.KeyVault/vaults/read (read vault properties) and Microsoft.KeyVault/vaults/*

/read (read metadata for keys, secrets, and certificates).

Importantly, this role does not allow access to the actual content of the objects (e.g., the secret value, key value, or certificate private key), only the metadata. It also does not allow write operations (e.g.,

create, update, delete).
This aligns perfectly with the requirement to "read the metadata" and follows the principle of least privilege.

Key Vault Secrets User:
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This role allows a user to read the content of secrets (not just metadata) and perform operations like getting the secret value.

Permissions include: Microsoft.KeyVault/vaults/secrets/get (read secret values) and Microsoft.KeyVault

/vaults/secrets/read (read secret metadata).

This role does not grant access to keys or certificates, and it provides more access than needed (reading the secret value, not just metadata), violating the principle of least privilege.

Applying the Principle of Least Privilege:

The task requires User1 to read the metadata of certificates, keys, and secrets, but not to access their content or perform any write operations.

Key Vault Readeris the most appropriate role because:

It grants read-only access to the metadata of all objects (keys, secrets, certificates).

It does not allow access to the content of the objects (e.g., secret values), which is not required.

It does not allow write operations (e.g., create, delete), adhering to the principle of least privilege.

The other roles either provide too much access (e.g., Key Vault Crypto Officer, Key Vault Secrets User) or do not cover all required objects (e.g., Key Vault Crypto User, Key Vault Secrets User).
Analysis of the Options:

A: Key Vault Crypto User:

Incorrect. This role only allows reading key metadata and performing cryptographic operations, but it does not provide access to secrets or certificates metadata. It also grants unnecessary cryptographic
permissions.

B: Key Vault Crypto Officer:

Incorrect. This role provides full control over keys, which is far more than needed, and does not grant access to secrets or certificates metadata.

C: Key Vault Reader:

Correct. This role provides read-only access to the metadata of keys, secrets, and certificates, exactly matching the requirement while following the principle of least privilege.

D: Key Vault Secrets User:

Incorrect. This role allows reading secret values (not just metadata) and does not provide access to keys or certificates metadata. It grants more access than needed.

Additional Considerations:

If the question had asked for User1 to read the content of secrets (not just metadata), the Key Vault Secrets User role might be considered, but it still wouldn't cover keys and certificates.
Custom RBAC roles could be created to fine-tune permissions, but the question asks for a built-in role, and Key Vault Reader is the best fit.

The question does not specify whether User1 needs to perform other actions (e.g., cryptographic operations, managing the vault). If additional permissions were needed, a combination of roles or a
custom role might be required, but the principle of least privilege guides us to the minimal role.

Conclusion:To ensure User1 can read the metadata of certificates, keys, and secrets in Vault1 while following the principle of least privilege, theKey Vault Readerrole should be assigned. This role
provides the exact permissions needed without granting unnecessary access. Therefore, the correct answer isC.

References:

Azure Key Vault documentation: "Azure Key Vault RBAC roles" (Microsoft Learn:https://learn.microsoft.

com/en-us/azure/key-vault/general/rbac-guide)

Azure Key Vault documentation: "Secure access to a key vault" (Microsoft Learn:https://learn.microsoft.com

/en-us/azure/key-vault/general/secure-your-key-vault)

Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers Azure Key Vault access control and the principle of least privilege.
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According to the Microsoft Identity and Access Administrator (SC-300) study materials and Microsoft Learn module: "Manage permissions across multicloud environments" , Microsoft Entra Permissions
Management is the dedicated solution for unified Cloud Infrastructure Entittement Management (CIEM)

. It enables organizations to discover, remediate, and continuously monitor permission risks across Azure , AWS , and Google Cloud Platform (GCP) environments.

Entra Permissions Management automatically integrates with multicloud environments through read-only connectors, allowing you to assess permissions, identify excessive privilege assignments, and
recommend least-privilege configurations. It provides a Permissions Creep Index (PCI) score that quantifies risk, helping administrators maintain a principle of least privilege across all platforms - while
minimizing manual effort through automated analysis and unified dashboards.

In contrast, Microsoft Defender for Cloud Apps focuses on app discovery and data protection, not infrastructure entittement management. Microsoft Entra ID Protection monitors risky sign-ins and
identities only within Entra ID, while Microsoft Sentinel provides security information and event management (SIEM) but does not evaluate privilege assignments directly.

Therefore, the verified recommendation from the official Microsoft documentation is to use Microsoft Entra Permissions Management for unified, automated privilege risk assessment across Azure, AWS,
and GCP.

# Correct Answer: D. Microsoft Entra Permissions Management
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This question refers to Azure AD Entitlement Management under Identity Governance . The goal is to let User1 modify the review frequency (i.e., Access Reviews) for an existing access package named
Package1

, following the principle of least privilege .

In Azure AD, the ability to create and manage access packages, catalogs, and access reviews is granted through certain administrative roles:

* Global Administrator and Identity Governance Administrator - Full control over all Identity Governance settings.

* Catalog Owner or Access Package Manager - Manage access packages and settings within a catalog.

* User Administrator - Can configure access reviews and manage users, groups, and limited governance settings.

* Privileged Role Administrator , Security Administrator , and External Identity Provider Administrator - Have no direct control over access review settings in Entittement Management.
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From Microsoft documentation ( "Azure AD Entitlement Management Delegation and Roles" ):

"A user administrator can manage access reviews and entitlement management settings for the directory and assigned catalogs, including adjusting the review frequency or review settings." Thus, to
modify the Access Review configuration (frequency, reviewers, etc.) in Package1 , the User Administrator role provides the minimum necessary privilege without granting excessive permissions like
Identity Governance Administrator or Global Administrator.
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According to the Microsoft SC-300: Identity and Acces s Administrator study materials and Microsoft Defender for Cloud Apps documentation, connecting third-party cloud applications such as GitHub ,
AWS , and Google Workspace to Defender for Cloud Apps allows the administrator to monitor user activities and OAut h app authentications in those external services.

The App connectors feature within Microsoft 365 Defender / Microsoft Defender for Cloud Apps provides deep visibility into sanctioned cloud applications by integrating their APls. When an app connector
is added

- such as the GitHub app connector - Defender for Cloud Apps begins ingesting audit logs, including OAuth authorization events , sign-in attempts, and token consent grants.

The relevant Microsoft documentation states:

"App connectors use APIs from con nected apps to extend visibility and control to cloud services, enabling monitoring of OAuth application authorizations and security activities." Since the question
specifically asks to monitor OAuth authentication requests , adding the GitHub app connector fulfills this requirement because it brings OAuth consent and token data from GitHub into Microsoft 365
Defender (via Defender for Cloud Apps).
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This question asks you to apply the stated Technical Requirements for Self-Service Password Reset (SSPR) to complete the form. The specific scenario about " User3 " is a distraction, as the
configuration applies to all users.

The relevant technical requirements are:

* " Users must provide one authentication method to reset their password by using SSPR. "

* This directly dictates the value for the Number of authentication methods required , which is 1

* " Available methods must include: Email, Phone, Security questions, The Microsoft Authenticator app "
* This lists all the options that are configured to be available for SSPR, which determines the value for Authentication methods that can be used : Email , Phone , Security questions , The Microsoft
Authenticator app .
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This scenario is based on the Microsoft Entra (Azure AD) Identity Protection feature, which is a major topic in the SC-300: Microsoft Identity and Access Administrator exam. According to the official study
guide and Microsoft documentation:

"A user risk policy in Microsoft Entra ID is used to detect when a user account is at risk and to enforce remediation actions, such as requiring the user to change their password on the next sign-in."
* Assignments:

* Include: Group1

* Exclude: Group2

* Sign-in risk: Medium and above

* Access control: Require password change

Given Policy Settings: User Details: User

Group Membership

Risk Level

User1
Group1



High

User2

Group2

Medium

User3

Group1, Group2

High

* User1:

* Included in Group1 (policy applies).

* Not a member of Group2 (not excluded).

* Risk level = High, which is # Medium, meeting policy threshold. # User1 must change their password.

* User2:

* Member of Group2 (excluded).

* Even though their risk level is Medium, exclusion overrides inclusion. # User2 will not be prompted to change their password.

* User3:

* Member of both Group1 (included) and Group2 (excluded).

* Exclusion always takes precedence in Microsoft Entra conditional access and risk policies. # User3 will not be required to change their password.
Analysis:

Official Microsoft SC-300 Source Excerpt: From the Microsoft Identity and Access Administrator Study Guide (Exam Ref SC-300) and Microsoft Learn ("Configure and manage user risk policies"):
"When a user is included in both the include and exclude assignments of a policy, the exclude setting takes precedence. Risk policies can enforce password change for users with detected risk levels that
meet or exceed the configured threshold."
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In Azure RBAC, access is granted by assigning roles to principals at a scope (subscription, resource group, or resource). The SC-300 materials emphasize using the least-privilege principle and scoping
assignments appropriately so users can " view at the widest scope and create only where required ." To meet the requirements: assign Reader at the subscription so User1 can " view all resources ."
Creation rights must be limited to RG1, so assign Virtual Machine Contributor at RG1 (this role can " start, stop, and restart virtual machines and create them ," but cannot grant access) and Storage
Account Contributor at RG1 (can " create and manage storage accounts "). No additional assignments are needed at RG2 because the subscription-level Reader grants view rights without create
permissions there. This yields three assignments total: 1) Reader @ subscription, 2) Virtual Machine Contributor @ RG1, 3) Storage Account Contributor @ RG1. This aligns with SC-300 guidance that
role assignments should be " as narrowly scoped as possible " while satisfying operational tasks.
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The SC-300 coverage of Azure AD Connect explains that when you need to bring in a new set of on-premises users or change what is synchronized (for example, adding an additional domain/OU such
as ADatum or adjusting filtering), you reopen the Azure AD Connect wizard and choose "Customize synchronization options." The guide notes that this path lets you "modify directory/OU filtering, add or
remove forests, and enable optional sync features" so that only the intended users are synchronized. It contrasts with operational commands: Start-ADSyncSyncCycle merely triggers an immediate
delta/full sync of the current configuration; Set-ADSyncScheduler changes the sync cadence or pause/resume behavior; and "Change user sign-in" alters the authentication method (e.g., PHS vs. PTA)

but does not control scoping of which users are synced. To meet a requirement to sync the ADatum users according to technical constraints (such as OU
/domain selection or feature toggles), you must first configure the scope by running the wizard and selecting Customize synchronization options, then perform/allow a sync cycle to bring those users into

Azure AD as defined.
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The Conditional Access What If tool is designed to simulate sign-ins under various conditions to test Conditional Access policies without performing real sign-ins. Microsoft's SC-300 guide specifies that
this tool is essential for validating the effect of a policy based on user, location, device, or risk level.

In this case, the administrator wants to test a policy that blocks access when a high-severity sign-in alert (sign-in risk) occurs and when a user signs in from another country. These scenarios are based on
risk and location conditions-both supported in the What If tool simulation.

Microsoft Learn: "Use the What If tool to simulate sign-ins and verify whether a specific Conditional Access policy will be applied."
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According to the Microsoft SC-300: Microsoft Identity and Access Administrator Study Guide and Microsoft Learn documentation ("Implement app registration and authentication with Microsoft Entra ID") ,
when configuring app registrations and securing non-interactive service applications (like scheduled tasks), two key elements must be addressed - secure authentication and conditional access
enforcement.

Step 1: Secure App Access from the Corporate Network To ensure App1 is accessible only from the corporate network, you must configure a Conditional Access policy in Microsoft Entra ID. Conditional
Access policies allow you to restrict access to applications based on conditions such as:

* User or workload identity

* Location (e.g., trusted IP ranges or corporate networks)

* Device compliance and sign-in risk

As Microsoft documentation states:

"Conditional Access policies can restrict access to specific applications based on location, risk, or device status. Use named locations to allow access only from your trusted network." Therefore, a
Conditional Access policy is required to meet the first requirement.

Step 2: Secure Authentication for Non-Interactive Tasks For non-interactive scheduled tasks running on an on- premises server (Server1) that need to authenticate to App1 using application permissions,
credentials must be securely stored. Storing plain-text secrets (like passwords or client secrets) violates security best practices.

Microsoft recommends using certificates for application authentication because certificates are securely stored and provide higher security than secrets.

From the SC-300 material and Microsoft Learn:

"When registering applications that use non-interactive authentication, use a certificate-based credential instead of a client secret. Certificates are more secure and meet compliance requirements for
secure app authentication." This approach also ensures that Server1's scheduled tasks can authenticate silently using the private key of the certificate.
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SC-300 materials explain that Conditional Access (CA) evaluates assignments (who/what) and conditions

/exclusions before applying grant controls. Policy CA1 targets Group1 and requires MFA, but explicitly excludes Global Administrator and Group2. User1 is in Group1 and holds the Global Administrator
role, so the directory-role exclusion means CA1 does not apply and no other policy targets User1 # no MFA prompt.

Policy CA2 targets Group2 and blocks access to all cloud apps, with an exclusion for Group3. User2 is in Group2 and not in Group3, so CA2 applies and blocks SharePoint Online sign-in. User3 is in
Group2 and Group3; because Group3 is excluded from CA2, the block does not apply. User3 is not in Group1, so CA1 doesn't apply either; therefore, User3 can sign in normally. The SC-300 guidance
also notes that exclusions take precedence over inclusions, and block access is an enforcing control when a matching policy applies, while policies are evaluated independently with the most restrictive
applicable outcome applied per user and sign-in.
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With Email one-time passcode (OTP) for guests enabled, the SC-300 materials describe OTP as an authentication method "used for B2B guest users who do not have, or cannot use, an Azure AD or
Microsoft account to complete sign-in." In the scenario: User1@contoso.com is already a guest in the tenant and will authenticate using their home directory; no OTP is sent. User3@fabrikam.com is an
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internal member of the same tenant and therefore does not receive a guest OTP. User2@outlook.com has never accessed resources in the tenant; when the library is shared, the tenant sends a guest
invitation. With OTP enabled, the service provides a passcode by email to complete authentication when a straightforward federated or previously established sign-in path is not available for the invitee.
Hence, under the guest invite/OTP configuration shown, User2 is the user who will be emailed a one-time passcode.
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Explanation:

Feature: An MFA registration policy

Grace period: 14 days

According to the Microsoft Identity and Access Administrator (SC-300) Study Guide and Microsoft Learn documentation under "Plan, implement, and manage multifactor authentication (MFA)", when an
organization wants to require users to register for multi-factor authentication methods (such as Microsoft Authenticator, phone number, or email), this is managed through the MFA registration policy within
Azure AD ldentity Protection.

This feature is called "Combined security information registration" or MFA registration policy, and it allows administrators to enforce users to register for MFA and Self-Service Password Reset (SSPR).
The policy defines which users are required to register and sets a grace period - the amount of time a user can postpone registration after first being prompted.

From the Microsoft official exam reference:

"The MFA registration policy allows users to postpone registration for a defined grace period. The default and maximum supported value is 14 days." During the grace period, users can skip the
registration prompt but will be reminded every time they sign in until they complete registration or the grace period expires. Once the 14-day period ends, users must register their authentication methods

before accessing resources.
Therefore, based on Microsoft's SC-300 study materials and Azure AD documentation:

* The correct feature used to enforce this is An MFA registration policy.



* The standard and maximum grace period before users must complete registration is 14 days.
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According to Microsoft's SC-300 Exam Guide and Microsoft Learn module: Manage Identity Governance in Azure AD, the removal and lifecycle management of external users (B2B guests) within Azure
Active Directory's Entittement Management are configured through Entitlement management settings under the Identity Governance blade.

In scenarios where external partners (such as Fabrikam) are granted access via access packages, administrators can define lifecycle settings to ensure that when access is no longer required, the users
are automatically removed from the directory. The Entitlement Management directory settings control two specific parameters:

* Block external user from signing in to this directory - determines whether external users can still sign in after access expiration.

* Remove external user - enables automatic deletion of the guest account after a specified number of days.

* Number of days before removing external user - defines the delay period (in this case, 90 days).

Microsoft documentation states:

"To automatically remove external users from your directory after access expires, configure the Entitlement management settings. You can set whether to block sign-in and specify how many days after
access expiration the user should be removed."
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In Conditional Access (CA), assignments determine who the policy applies to using Include and Exclude lists. A user targeted by Include but present in Exclude is not affected. CA evaluates all applicable



policies for a sign-in. If any applicable policy has Block access , the sign-in is denied , even when other policies would grant access. When policies Grant access with conditions, the user must meet the
configured controls (for example, Require device to be marked as compliant ) to succeed.

Applying these rules: Policy1 includes Group1 and excludes Group3 , targets All resources , and Blocks access . Group1 contains User1 and User3 ; Group3 contains User1 . Therefore, User1 is
excluded from Policy1 and not blocked, but User3 remains included and is blocked from all resources. Policy2 includes Group2 , targets App1 , and Grants access requir ing a compliant device . Group2
contains User2 and User3

; all devices (Device1-Device3) are Compliant . Thus, User2 can access App1 from Device2 because Policy?2 is satisfied and no block applies. User1 is not in Group2 and not blocked by Policy1, so
access to App1 from Device1 is allowed. User3 , however, is affected by Policy1 (Block) ; block overrides any grant in Policy2, so User3 cannot sign in to App1 from Device3 .
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Explanation:

Based on the official Microsoft SC-300 study guide and Microsoft Entra ID (Azure AD) licensing documentation, the licensing requirement for Access Reviews depends on who is being reviewed and how
the review is configured .

Access reviews are an Azure AD Premium P2 feature (included in Microsoft 365 E5), and the licensing model specifies that:

"Each user who is part of an access review (either being reviewed or reviewing) must have an Azure AD Premium P2 license, except in cases where guest users are reviewed by internal reviewers - in
that case, only the reviewers require a license." Let's analyze each configuration:

* Members: 500 internal + 25 guest users = 525 total members.

* Review Type: Teams + Groups

* Review Scope: All users

* Reviewers: Users review own access

Group1 Since all users (internal and guest) review their own access, every member is considered an active participant in the review. Therefore, each of the 525 members (500 internal + 25 guests) must

have an Azure AD Premium P2 license.
# Group1 = 525 licenses required

* Members: 295 internal + 100 guest users = 395 total members.

* Review Type: Teams + Groups

* Review Scope: Guest users only

* Reviewers: Group owner

Group2 Here, only guest users are being reviewed, and the reviewer is the group owner (User2). Since the guest users don't require licenses when being reviewed by an internal reviewer, only the group
owner (User2) needs a P2 license.

# Group2 = 1 license required

# According to Microsoft Licensing Guidance (SC-300 Official Content):

"If guest users review their own access, each guest requires a P2 license. If the review is conducted by an internal user (owner or admin), only that reviewer requires the license."
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In Azure AD, user consent and admin consent workflows control which users or administrators can approve access to organizational data requested by applications.
The question states:

* "Users can request admin consent to apps they are unable to consent to: Yes"

* "Who can review admin consent requests: Admin2, User2"
When User1 attempts to add an app that requires consent to access company data, and if that app requires admin consent, the request is routed to those designated as admin consent reviewers. In this

case, Admin2 and User2 are listed, but only one has the administrative capability to approve the request.

Based on Microsoft documentation:

"Only users who hold an administrative role such as Global Administrator, Cloud Application Administrator, or Authentication Administrator and are designated as reviewers can grant consent on behalf of
the organization." Here, Admin2 holds the Authentication Administrator role - an Azure AD admin-level role - while User2 has no administrative privileges. Thus, Admin2 is the only eligible user to approve
the admin consent request.
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According to the Microsoft Identity and Access Administrator (SC-300) Study Guide , Exam Ref SC-300

, and Microsoft Defender for Cloud Apps (MDCA) documentation , a session policy in Defender for Cloud Apps (formerly Microsoft Cloud App Security) is used to monitor and control user sessions in real
time. These policies provide granular session-level access controls such as limiting downloads, blocking uploads, or monitoring user activity in SaaS applications integrated with Defender for Cloud Apps.
However, before a session policy can function, the Conditional Access App Control feature must be enabled. This integration connects Azure Active Directory (Azure AD) with Microsoft Defender for Cloud
Apps , allowing session control to be enforced through Conditional Access policies .

The SC-300 official training content under "Implement and configure Microsoft Defender for Cloud Apps" states:

"To apply session controls using Microsoft Defender for Cloud Apps, you must first configure a Conditional Access policy in Azure AD that routes user sessions to Defender for Cloud Apps for inspection.
Only after this step can you define a session policy within the Defender for Cloud Apps portal." Thus, the correct first step is to create a Conditional Access policy in Azure AD that uses the Use
Conditional Access App Control option. This action establishes the required connection path so that session control policies in Defender for Cloud Apps can take effect.
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According to the Microsoft Identity and Access Administrator (SC-300) official study guide and Microsoft Learn module "Manage External Identities" , when granting external users (such as contractors)
access to Azure AD resources, the recommended method is to invite them as guest users (B2B collaboration users) into your Azure AD tenant.

The New-AzureADMSiInvitation cmdlet is the PowerShell command used to create an Azure AD B2B guest invitation. It sends an invitation to an external user (such as user1@outlook.com ) and, upon

acceptance, creates a corresponding guest user account in the tenant (for example, user1_outlook.com#EXT#@contoso.
com ). This account can then be assigned to enterprise applications like App1.

From Microsoft documentation:

"To provide external users access to resources in your organization, invite them as guests using Azure AD B2B collaboration. You can do this by running the New-AzureADMSInvitation cmdlet or via the
Azure portal."

* B. Configure the External collaboration settings: These settings define collaboration policies (who can invite guests, restrictions, etc.) but do not invite users themselves.

* C. Add a WS-Fed identity provider: This is used to federate another identity provider (e.g., ADFS or another Azure AD tenant), not to onboard an individual external user.

* D. Implement Azure AD Connect: This tool synchronizes on-premises directories with Azure AD; it's not relevant for external users from Outlook.com.

Why not the other options: # Correct Answer: A. Run the New-AzureADMSInvitation cmdlet.

B E: 166
contoso.com & LV Microsoft Entra 73> bHY  ZOTF 2 FZIZTAUT EWSEBERIE Userl & U User2 &ELVS 2 ADA—H—MNEFENTLET , User! (L AUT DA 2 /N—TT,


https://www.jpnshiken.com/q/68904-6446146/
https://www.jpnshiken.com/q/68904-6446147/

ROO—)ILDENY HTEETTILENHYFET,

*A—H—1. X)) T EEH

*a—H—2: 1—H—FBE

BA1—HY—IZIEFEDRA—TIZH L TA—LZFEVETEHIENTEEFIHN? AFT HICIE, AEBEBETEU G T3 VEBERLTLES,
FEELWLMBIRSEICTI RS Y bMIEShET,

Answer Area

Vserl: | aALméRd contoso.com = |

ALY Bnly

| contoso.com ﬂl'l!'j"

AL and contoso.com

User2: | A1 and contoso.com .
AL anly

Microsoftt

Y | AL and contoso.com » |
AL only

COMTOSO,COM On |E

UserZ2: | AU and contoso.com x
AL only

COMTOS0.COMM Only

Explanation:
IWlcrosoft

Userl: ' AU and contoso.com

L

Userd: AL and contoso.com

According to the Microsoft Identity and Access Administrator (SC-300) Official Study Guide and Microsoft Entra documentation , role assignments in Entra ID (formerly Azure AD) can be scoped at

directory (tenant- wide) or administrative unit (AU) levels.
An Administrative Unit (AU) is a logical grouping of Azure AD resources (users, groups, devices) that allows administrators to delegate management responsibilities. When you assign roles scoped to an

AU, the permissions of the role apply only to objects within that AU.

From Microsoft's "Manage role-based access control (RBAC) with administrative units" module:

"You can assign directory roles to users either at the tenant level or scoped to an administrative unit. Only users who are members of the AU can be assigned roles scoped to that AU." Applying this to the
scenario:

* User1 is a member of AU1. Therefore, User1 is eligible for a role assignment scoped to AU1 and/or tenant-wide (contoso.com). User1 can have the Security Administrator role assigned at both AU1 and
contoso.com.

* User2 is not a member of AU1. Users who are not members of an administrative unit cannot be assigned roles scoped to that AU. Thus, User2's User Administrator role can be assigned only at the
tenant-wide (contoso.com) level.

This aligns with the Microsoft Learn reference:

"Only members of an administrative unit can be assigned directory roles scoped to that administrative unit.

Roles can always be assigned at the organization level regardless of AU membership."



BHH 1 SC-300J RIS X IPNTest.comizfit St SC-300J5HERICERT B LITRIZIT B ET ! JPNTest.comlE S RHSC-300J:ERFIEE #1214t L £J ., JPNTest.com SC-300JiEBARIBEEIFH S E
HrehFEL, CZTSCI300JBBEND TR CI VS UEFICANET T, ZRIFRD 7 ¥ £ X _ https://www.jpntest.com/shiken/SC-300J-mondaishu 885Ff. 3 0%7 4« R Ao > R4 E5 30— K:

JPNshiken;

BHi: 167

VM1 EWS RRIDRE< S > & Vault! &LV BFTD Azure Key Vault &8 Azure Y TR0 ) T a b yUErd, VM IZIE  DRTAIZE>TE YL TOAEIRA—D RIDABHY EFF, VM1 A
Vault 1 [CIRESNTWVSY—I Ly FOEZRIGTELCLEZHR T HILEAHYEIT V) a—2a TR EEBFNAEZRMRICMZALZBENHYFET , FTMEITRETLLIH?

A Vautt D)V —R 7O AREEZEBHLET,

B. Vault! DH#ERETILEZERLET

C.A—H—-ZYHETHOYRX—IFIDFEVMIIZEMLET,

D. Azure O—JL%& VM1 [ZE|Y B TET,

IEfE: (EfEERTLET)

To ensure VM1 can retrieve the values of secrets stored in Vault1 while minimizing administrative effort, you should assign an Azure role to VM1 .

1. Managed Identities and Key Vault Access: VM1 has a system-assigned managed identity . This identity acts as a Service Principal in Microsoft Entra ID (formerly Azure AD). To access Key Vault
secrets, this identity must be granted permissions on the Key Vault.

2. Permission Models (RBAC vs. Access Policies): Azure Key Vault supports two permission models:

* Azure role-based access control (Azure RBAC): The recommended, modern authorization system. It allows you to manage access to Key Vault keys, secrets, and certificates centrally using Azure 1AM
(Identity and Access Management), just like other Azure resources. It provides fine-grained access control and integrates with PIM (Privileged Identity Management).

* Vault access policy: The legacy model where permissions are defined within the Key Vault ' s own " Access policies " blade.

3. Why " Assign an Azure role " (Option D) is the Correct First Step:

* Minimizing Administrative Effort: Using Azure RBAC is the recommended best practice for minimizing effort because it unifies access management across Azure resources.

* The Action: To grant the required access (reading secrets) under the RBAC model, you must assign a specific role to the managed identity. The appropriate role is Key Vault Secrets User , which grants
P cr:réir?gir?on A%arl fS(}IS?%helfngfggP E(Q'egle\%l?lrt]sd c&'ei%Sl?eeéa{goﬂggé’vsjghlggfi8'éasr?t}1neqNa\96r\T1il?sisérr? I\fﬁeo xi\r/riwlf% elszgagﬁgﬂn'gré%tlﬁer}gr%tew\&elﬁte 1)c')wards the RBAC model. Option A (" Configure the Resource access
settings " ) is vague and likely refers to the " Access configuration " or " Access policies " blade, but " Assign an Azure role " is the definitive action to grant access in the modern RBAC workflow. If the
vault were in Access Policy mode, one would typically " Add an access policy, " but that specific option is not listed, reinforcing that RBAC (Option D) is the intended path.

Documentation Extract:

" Azure RBAC is an authorization system built on Azure Resource Manager that provides centralized access management of Azure resources... The Azure RBAC model allows users to set permissions
on different scope levels... To grant access to a specific user, group, or application... assign a role. For example, the Key Vault Secrets User role allows a user to read secret contents. " (Source: Microsoft
Learn - Provide access to Key Vault keys, certificates, and secrets with an Azure role-based access control)
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Reference:

New Microsoft 365/Azure AD tenants enable Security defaults by default. The SC-300 materials emphasize that Security defaults and Conditional Access cannot be used together; to create and enforce
custom Conditional Access policies (for example, requiring MFA under specific conditions), you must turn off Security defaults first. After disabling Security defaults, you can define Conditional Access
policies that target specific users, apps, locations, or device states, and require controls such as MFA or session restrictions.

Disabling user consent, configuring on-premises password protection, or merely creating an MFA registration policy do not enable Conditional Access; they address different capabilities. Therefore, the
first step to control access with Conditional Access is to disable Security defaults.
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