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Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, User1 can accept the invitation and
access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted
an invitation so User2 can access the application.

Box 3. No

Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.
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You need to configure the fraud alert settings.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
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https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-
guest-usersportal
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IF fi:

See the Explanation for the complete step by step solution.

Explanation:

To assign a Windows 10/11 Enterprise E3 license to the Sg-Retail group, you can follow these
steps:

Sign in to the Microsoft Entra admin center:

Make sure you have the role of Global Administrator or License Administrator.

Navigate to the licensing page:

Go toBilling>Licenses1.

Find the Windows 10/11 Enterprise E3 license:

Look for the Windows 10/11 Enterprise E3 license in the list of available products.

Assign licenses to the group:

Select the license and then choose Assign licenses.

Search for and select the Sg-Retail group.

Confirm the assignment and make sure that the correct number of licenses is available for the
group.

Review and confirm the assignment:
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Ensure that the licenses have been properly assigned to the Sg-Retail group without affecting
other groups or users.

Monitor the license status:

Check the license usage and status to ensure that the Sg-Retail group members can utilize the
Windows 10/11 Enterprise E3 features.

By following these steps, the Sg-Retail group should now have the Windows 10/11 Enterprise E3
licenses assigned to them.
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Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection
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Eﬁ:ﬁ: 14

Azure YT RH ) T3 EBEBTY,

Azure AD B %'[& Log Analytics 7—9 AR—R[ZEEShET,

A9 IT)L 24—, DHVA A U BET T ITRRTIDENHYFET,
JINVEEDESITETINELNTIN? BET HICIE, EEEETENGA TS 3 0 %ER
LTSy,

1E fiz:

Explanation:

Box 1 =

SigninLogs

| where ResultType ==

| summarize login_count = count() by identity

| render piechart

This query retrieves the sign-in logs, filters the successful sign-ins,summarizesthe count of sign-
ins per user, and renders the result as a pie chart.

Box 2 = Render
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Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover
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Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-risks
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Explanation:

Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-
nesting/
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https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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IEfi:

See the Explanation for the complete step by step solution.

Explanation:

To add the LinkedIn application as a resource to the Sales and Marketing access package
without removing any other resources, you can follow these steps:

Sign in to the Microsoft Entra admin center:

Ensure you have the role of Global Administrator or Identity Governance Administrator.
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Navigate to Entitlement Management:

Go to Identity governance > Entitlement management > Access packages1.

Select the Sales and Marketing access package:

Find and select the Sales and Marketing access package to modify it.

Add a new resource:

Within the access package details, select Resources.

Click on + Add resource.

Search for and select the LinkedIn application from the list of available resources.

Configure the resource role:

Assign the appropriate role for the LinkedIn application that users in the Sales and Marketing
access package will have.

Review and update the access package:

Ensure that the LinkedIn application has been added as a resource.

Confirm that no other resources have been removed from the access package.

Save the changes:

After reviewing, save the changes to the access package.

Communicate the update:

Notify the relevant users about the addition of the LinkedIn application to their access package.
By following these steps, you will successfully add the LinkedIn application to the Sales and
Marketing access package without affecting the other resources.
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https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-
guest-users-portal
https://docs.microsoft.com/en-us/powershell/module/azuread/new-azureadmsinvitation?
view=azureadps-2.0
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See the Explanation for the complete step by step solution.
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Explanation:

To configure the account lockout settings so that accounts are locked out for five minutes after 10
failed sign- in attempts, you can follow these steps:

Open the Microsoft Entra admin center:

Sign in with an account that has the Security Administrator or Global Administrator role.

Navigate to the lockout settings:

Go to Security > Authentication methods > Password protection.

Adjust the Smart Lockout settings:

Set the Lockout threshold to 10 failed sign-in attempts.

Set the Lockout duration (in minutes) to 5.

Please note that by default, smart lockout locks an account from sign-in after 10 failed attempts in
Azure Public and Microsoft Azure operated by 21Vianet tenants1. The lockout period is one
minute at first, and longer in subsequent attempts.However, you can customize these settings
tomeet your organization's requirements if you have Microsoft Entra ID P1 or higher licenses for
your users1.
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Comprehensive and Detailed In-Depth Explanation:

Let's break this down step by step based on Microsoft Entra ID Conditional Access policies, the
"Require multifactor authentication for Azure management" template, and the roles assigned to
the users, as outlined in Microsoft Identity and Access Administrator documentation.
Understanding the "Require multifactor authentication for Azure management" Template:
Microsoft Entra ID Conditional Access policies allow administrators to enforce security controls,
such as requiring multi-factor authentication (MFA), based on specific conditions.

The "Require multifactor authentication for Azure management" template is a predefined
Conditional Access policy template in Microsoft Entra ID. This template is designed to
secureaccess to Azure management interfaces, such as the Azure portal, Azure PowerShell,
Azure CLI, and other Azure management endpoints.

Key Details of the Template:
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Cloud Apps or Actions:The template targets the "Microsoft Azure Management" cloud app. This
includes all Azure management interfaces but does not apply to other cloud apps (e.g., Microsoft
365 apps).

Users:By default, the template applies to "All users," but it can be modified to include or exclude
specific users or groups. The question does not specify any modifications, so we assume the
default "All users" scope.

Conditions:Typically, there are no specific conditions (e.g., device state, location) in this template
unless modified.

Grant Controls: The template enforces "Require multi-factor authentication" as the access control.
Therefore, this policy will require MFA for any user who attempts to access Azure management
interfaces.

Understanding the Roles and Their Interaction with Azure Management:

Let's examine the roles assigned to each user and whether they are likely to interact with Azure
management interfaces:

Admin1: Global Administrator

A Global Administrator has full access to all Microsoft Entra ID and Azure resources, including the
ability to manage Azure subscriptions, resources, and the Azure portal.

Global Administrators frequently access Azure management interfaces (e.g., the Azure portal) to
perform administrative tasks. Therefore, Admin1 will be subject to the Conditional Access policy
when they sign in to access Azure management.

Admin2: Conditional Access Administrator

A Conditional Access Administrator can manage Conditional Access policies in Microsoft Entra ID
but does not have direct access to Azure management interfaces by default.

This role is focused on Microsoft Entra ID, not Azure resource management. Unless Admin2 has
been granted additional Azure roles (e.g., Contributor, Owner), they are unlikely to access Azure
management interfaces.

The question does not indicate any additional roles for Admin2, so we assume they do not
interact with Azure management.

Admin3: Authentication Policy Administrator

An Authentication Policy Administrator can manage authentication methods and policies in
Microsoft Entra ID (e.g., MFA settings, passwordless authentication).

Like the Conditional Access Administrator, this role is specific to Microsoft Entra ID and does not
grant access to Azure management interfaces by default. Admin3 would not typically access
Azure management unless assigned additional Azure roles, which are not specified.

Admin4: Global Administrator

Like Admin1, Admin4 is a Global Administrator and has full access to Azure management
interfaces.

Admin4 will be subject to the Conditional Access policy when accessing Azure management.
Applying the Conditional Access Policy:

The policy applies to "All users" (default scope of the template) and targets the "Microsoft Azure
Management" cloud app.



The policy requires MFA for any user who accesses Azure management interfaces.

Admin1 and Admin4 (Global Administrators):

As Global Administrators, both Admin1 and Admin4 will access Azure management interfaces
(e.g., the Azure portal) as part of their administrative duties.

The next time they sign in to access Azure management, the Conditional Access policy (Policy1)
will enforce MFA.

Admin2 (Conditional Access Administrator) and Admin3 (Authentication Policy Administrator):
These roles do not inherently grant access to Azure management interfaces. Their responsibilities
are limited to Microsoft Entra ID tasks, such as managing Conditional Access policies or
authentication methods.

Unless Admin2 or Admin3 attempts to access Azure management (which they are not authorized
to do by default), the policy will not apply to them. The question asks about the "next time they
sign in," but the policy only triggers MFA when accessing the targeted cloud app (Microsoft Azure
Management). If Admin2 and Admin3 sign in to Microsoft Entra ID or other apps (e.g., Microsoft
365), the policy does not apply.

Analysis of the Options:

A). Admin2 and Admin3 only:

Incorrect. Admin2 and Admin3 are not likely to access Azure management interfaces based on
their roles, so the policy will not require MFA for them.

B). Admin1 and Admin4 only:

Correct. Admin1 and Admin4 are Global Administrators who will access Azure management
interfaces, triggering the policy to require MFA the next time they sign in to those interfaces.

C). Admin1, Admin2, and Admin3 only:

Incorrect. Admin2 and Admin3 are not subject to the policy for the reasons stated above.

D). Admin1, Admin2, Admin3, and Admin4:

Incorrect. While the policy applies to "All users," only Admin1 and Admin4 (Global Administrators)
are likely to access Azure management interfaces, triggering the MFA requirement.

Additional Considerations:

If Admin2 or Admin3 were assigned additional Azure roles (e.g., Contributor, Owner) that grant
access to Azure management, they would also be subject to the policy. However, the question
does not indicate any such roles.

The phrase "the next time they sign in" can be misleading. The policy only enforces MFA when
the user signs in to the targeted cloud app (Microsoft Azure Management). [fAdmin2 or Admin3
signs in to a different app (e.g., Microsoft 365), the policy does not apply.

If the policy were modified to target a different cloud app (e.g., "All apps") or to include specific
users, the answer might change. However, the question specifies the default template behavior.
Conclusion:The Conditional Access policy (Policy1) created using the "Require multifactor
authentication for Azure management" template will require MFA for users who access Azure
management interfaces. Based on their roles:

Admin1 and Admin4 (Global Administrators) will be required to use MFA the next time they sign in
to Azure management.



Admin2 and Admin3 (Conditional Access Administrator and Authentication Policy Administrator)
are not likely to access Azure management, so the policy does not apply to them.Therefore, the
correct answer isB.

References:

Microsoft Entra ID Conditional Access documentation: "Common Conditional Access policies -
Require MFA for Azure management" (Microsoft Learn:https://learn.microsoft.com/en-
us/entra/identity/conditional- access/concept-conditional-access-policy-common#require-mfa-for-
azure-management) Microsoft Entra ID role documentation: "Administrator role permissions in
Microsoft Entra ID" (Microsoft Learn:https://learn.microsoft.com/en-us/entra/identity/role-based-
access-control/permissions-reference) Microsoft Identity and Access Administrator (SC-300)
exam study guide, which covers Conditional Access policies and their application to specific roles
and cloud apps.
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Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access
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https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal
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Explanation:

HR is a member of AU1: No

User1 is a member of AU1: Yes

User2 is a member of AU1: No

Let's break this down step by step based on Microsoft Entra ID dynamic membership rules,
administrative units, and group membership, as outlined in Microsoft Identity and Access
Administrator documentation.

Understanding Administrative Units and Dynamic Membership in Microsoft Entra ID:
Administrative Units (AUs):Administrative Units in Microsoft Entra ID are used to delegate
administrative tasks to a subset of users, groups, or devices. They allow you to scope
administrative roles (e.g., User Administrator) to specific users or groups within the AU.
Membership Types for AUs:

Assigned Membership:Members (users, groups, or devices) are manually added to the AU by an
administrator.

Dynamic Membership:Members are automatically added or removed based on a dynamic
membership rule, similar to dynamic groups. Dynamic membership for AUs can be applied to
users or devices (but not groups directly).

The question states that AU1 is initially configured for assigned membership but is then updated
to useDynamic Usermembership with the rule (user.department -eq "HR").

Dynamic Membership Rule: The rule (user.department -eq "HR") means that AU1 will
automatically include all users whose department attribute in Microsoft Entra ID is set to "HR".
This rule applies to users, not groups or devices, because the membership type is "Dynamic
User." Impact of Changing AU1 to Dynamic Membership:

When AU1's membership type is changed from assigned to dynamic, the existing assigned
memberships (e.

g., User2, HR group, IT group) are no longer relevant. Thedynamic rule takes over, and AU1's
membership is determined solely by the rule (user.department -eq "HR").

Dynamic User Membership:Only users whose attributes match the rule will be members of AU1.
Groups (like HR and IT) are not evaluated by this rule because the membership type is "Dynamic
User," not "Dynamic Group." Let's evaluate the users based on the rule:

User1:Department = "HR". The rule (user.department -eq "HR") matches, so User1 will be
dynamically added to AU1.

User2:Department = "IT". The rule does not match, so User2 will not be a member of AU1, even
though they were previously assigned to AU1 and are a member of the IT group.

Groups (HR and IT):The dynamic membership rule for AU1 applies to users, not groups.
Therefore, groups like HR and IT are not directly evaluated by the rule. However, we need
toconsider whether group membership in AU1 affects the statements.



Statement 1: HR is a member of AU1:

Analysis:

The HR group is listed in the second table with AU1 as its administrative unit, indicating that it
was initially assigned to AU1 when AU1 used assigned membership.

However, AU1's membership type has been updated to "Dynamic User" with the rule
(user.department -eq

"HR"). Dynamic User membership applies to users, not groups.

In Microsoft Entra ID, administrative units with dynamic user membership do not include groups
as members unless the AU's membership type is explicitly set to "Dynamic Group" (which is not
the case here).

When AU1 was changed to dynamic membership, the HR group would no longer be considered a
member of AU1 because the dynamic rule only evaluates users. Groups are not dynamically
added to AUs based on user attributes.

Conclusion:The HR group is not a member of AU1 after the change to dynamic membership.
Therefore, this statement isNo.

Statement 2: User1 is a member of AU1:

Analysis:

User1 has the department attribute set to "HR" (from the first table).

The dynamic membership rule for AU1 is (user.department -eq "HR"), which matches User1's
department.

Therefore, User1 will be automatically added to AU1 as a member based on the dynamic rule.
Additionally, User1 is a member of the HR group, which was initially assigned to AU1. However,
since AU1 now uses dynamic membership, the HR group's assignment to AU1 is irrelevant.
User1's membership in AU1 is determined solely by the dynamic rule, not their group
membership.

Conclusion:User1 is a member of AU1 because their department matches the dynamic rule.
Therefore, this statement isYes.

Statement 3: User2 is a member of AU1:

Analysis:

User2 has the department attribute set to "IT" (from the first table).

The dynamic membership rule for AU1 is (user.department -eq "HR"), which does not match
User2's department.

User2 was initially assigned to AU1 (as shown in the first table) and is a member of the IT group,
which was also assigned to AU1. However, when AU1's membership type was changed to
"Dynamic User," the assigned memberships (including User2 and the IT group) are no longer
relevant.

The dynamic rule only includes users with the department "HR," so User2 is not added to AU1.
Conclusion:User2 is not a member of AU1 because their department does not match the dynamic
rule.

Therefore, this statement isNo.

Additional Considerations:



If AU1's membership type were "Dynamic Group" instead of "Dynamic User," we would evaluate
whether the HR and IT groups match a group-based rule. However, the question specifies
"Dynamic User," so the rule applies to user attributes only.

The initial assigned memberships (e.g., User2, HR group, IT group) are overridden by the
dynamic membership rule. Microsoft Entra ID does not retain assigned memberships when an AU
or group is converted to dynamic membership.

The HR and IT groups being assigned to AU1 initially does not affect the dynamic membership of
users, but it might be relevant for administrative scoping (e.g., if an admin role is scoped to AU1).
However, the statements are about membership, not administrative roles.

Conclusion:Based on the dynamic membership rule (user.department -eq "HR") for AU1:

HR group:Not a member of AU1 because dynamic user membership does not apply to groups.
User1:A member of AU1 because their department is "HR," matching the rule.

User2:Not a member of AU1 because their department is "IT," which does not match the
rule.Therefore, the answers are:

HR is a member of AU1:No

User1 is a member of AU1:Yes

User2 is a member of AU1:No

References:

Microsoft Entra ID documentation: "Dynamic membership rules for groups and administrative
units" (Microsoft Learn:https://learn.microsoft.com/en-us/entra/identity/users/groups-dynamic-
membership) Microsoft Entra ID documentation: "Manage administrative units" (Microsoft
Learn:https://learn.microsoft.
com/en-us/entra/identity/role-based-access-control/administrative-units) Microsoft Identity and
Access Administrator (SC-300) exam study guide, which covers dynamic membership rules and
administrative units in Microsoft Entra ID.
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Reference:
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https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad
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See the Explanation for the complete step by step solution.

Explanation:

To deploy Multi-Factor Authentication (MFA) for only the members of the Sg-Finance group,
excluding Debra Berger, and without using a Conditional Access policy, you can follow these
steps:

Open the Microsoft Entra admin center:

Sign in as a Security Administrator or Global Administrator.

Navigate to MFA settings:

Go to Users > Active users.

On the Active users page, select Multi-factor authentication.

Manage user settings:

Find and select the Sg-Finance group.
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Enable MFA for this group by setting the requirement status to Enabled.

Exclude a user from MFA:

In the Multi-factor authentication page, search for Debra Berger.

Set her MFA status to Disabled to exclude her from MFA registration.

Verify the configuration:

Ensure that all members of the Sg-Finance group have MFA enabled except for Debra Berger.
Communicate the change:

Inform the Sg-Finance group members about the MFA requirement and provide instructions on
how to register for MFA.

Monitor the setup:

Check the sign-in logs to confirm that MFA is being prompted for the Sg-Finance group members
and not for Debra Berger.
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Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-policies

Topic 2, Litware, Inc

Overview

Litware, Inc. is a pharmaceutical company that has a subsidiary named fabrikam, inc Litware has
offices in Boston and Seattle, but has employees located across the United States. Employees
connect remotely to either office by using a VPN connection.

Identity Environment
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The network contains an Active Directory forest named litware.com that is linked to an Azure
Active Directory (Azure AD) tenant named litware.com. Azure AD Connect uses pass-through
authentication and has password hash synchronization disabled.

Litware.com contains a user named User1 who oversees all application development. Litware
implements Azure AD Application Proxy.

Fabrikam has an Azure AD tenant named fabrikam.com. The users at Fabrikam access the
resources in litware.

com by using gu est accounts in the litware.com tenant.

Cloud Environment

All the users at Litware have Microsoft 365 Enterprise E5 licenses. All the built-in anomaly
detection polices in Microsoft Cloud App Security are enabled.

Litware has an Azure subscription associated to the litware.com Azure AD tenant. The
subscription contains an Azure Sentinel instance that uses the Azure Active Directory connector
and the Office 365 connector.

Azure Sentinel currently collects the Azure AD sign-ins logs and audit logs.

On-premises Environment

The on-premises network contains the severs shown in the following table.

Both Litware offices connect directly to the internet. Both offices connect to virtual networks in the
Azure subscription by using a site-to-site VPN connection. All on-premises domain controllers are
prevented from accessing the internet.

Delegation Requirements

Litware identifies the following delegation requirements:

* Delegate the management of privileged roles by using Azure AD Privileged Identity
Management (PIM).

* Prevent nonprivileged users from registering applications in the litware.com Azure AD tenant-
* Use custom catalogs and custom programs for Identity Governance.

* Ensure that User1 can create enterprise applications in Azure AD. Use the principle of least
privilege.

Licensing Requirements

Litware recently added a custom user attribute named LWLicenses to the litware.com Active
Directory forest.

Litware wants to manage the assignment of Azure AD licenses by modifying the value of the
LWoLicenses attribute. Users who have the appropriate value for LWLicenses must be added
automatically to Microsoft

365 group that he appropriate license assigned.

Management Requirement

Litware wants to create a group named LWGroup1 will contain all the Azure AD user accountsfor
Litware but exclude all the Azure AD guest accounts.

Authentication Requirements

Litware identifies the following authentication requirements:

* Implement multi-factor authentication (MFA) for all Litware users.



* Exempt users from using MFA to authenticate to Azure AD from the Boston office of Litware.

* Implement a banned password list for the litware.com forest.

* Enforce MFA when accessing on-premises applications.

* Automatically detect and remediate externally leaked credentials

Access Requirements

Litware wants to create a group named LWGroup1 that will contain all the Azure AD user
accounts for Litware but exclude all the Azure AD guest accounts.

Monitoring Requirements

Litware wants to use the Fusion rule in Azure Sentinel to detect multi-staged that include a
combination of suspicious Azure AD sign-ins followed by anomalous Microsoft Office 365 activity.
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You need to configure the fraud alert settings.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-
pricing

Eﬁﬁ: 89

Azure AD T+ FDHY ET,

TUoTL—k 274N ETYyTA—KRLT 25 BOH LWV A—Y—TFTHOr bE—5EERT S
WELRHY FT,

TUTL—F I7ANICIEEDES G TANT A BRBRETETH?

A.+73>2C

B.+7L 3B

C.#7+3a>D

D. A7 avA

IR (EffZRELET)

BfE: 90

ST 2 DDHF L LY Microsoft 365 ES H TR 9 1) T a2k App EWSKRRIDT T %88
ALZFET,

App1 (2%} L T Microsoft Defender for Cloud Apps 77 X R O— %k T 20ELNHY F
ERS

FFMETRETL & 5H? (microsoft.com M Microsoft Identity and Access Administrator (2 £
DVWTELVLEZZBIRLTCEZEW)

A App1 D +—D UERZEERLET,

B. App1 @ API B ZEMLET,
C.77UTHEHRAINIHREFERTDLIICEHHETIERA R) I —%EBRLET,

D. & FET7 VR 7TV HIHZERT AL IICEHRAET IR RO —Z2@BHLET,
EfE:D(QAAV FEHKT D)
https://learn.microsoft.com/en-us/defender-cloud-apps/access-policy-aad To create a Microsoft
Defender for Cloud Apps access policy for App1, you should configure a Conditional Access


https://www.jpnshiken.com/q/64401-5878101/
https://www.jpnshiken.com/q/64401-5878102/
https://www.jpnshiken.com/q/64401-5878103/

policy to use app-enforced restrictions. This will allow you to control access to your cloud apps
based on conditions such as user, device, location, and app state. You can also use app-
enforced restrictions to control access to your cloud apps based on the state of the app, such as
whether it's running on a managed or unmanaged device.
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See the Explanation for the complete step by step solution.

Explanation:

To prevent all users from using legacy authentication protocols when authenticating to Microsoft
Entra ID, you can create a Conditional Access policy that blocks legacy authentication. Here's
how to do it:

Sign in to the Microsoft Entra admin center:

Ensure you have the role of Global Administrator or Conditional Access Administrator.
Navigate to Conditional Access:

Go to Security > Conditional Access.

Create a new policy:

Select + New policy.

Give your policy a name that reflects its purpose, like "Block Legacy Auth".

Set users and groups:

Under Assignments, select Users or workload identities.

Under Include, select All users.

Under Exclude, select Users and groups and choose any accounts that must maintain the ability
to use legacy authentication.It's recommended to exclude at least one account to prevent
lockout1.

Target resources:

Under Cloud apps or actions, select All cloud apps.

Set conditions:

Under Conditions > Client apps, set Configure to Yes.

Check only the boxes for Exchange ActiveSync clients and Other clients.

Configure access controls:

Under Access controls > Grant, select Block access.

Enable policy:

Confirm your settings and set Enable policy to Report-only initially to understand the impact.
After confirming the settings using report-only mode, you can move theEnable policytoggle
fromReport- onlytoOn2.



By following these steps, you will block legacy authentication protocols for all users, enhancing
the security posture of your organization by requiring modern authentication methods. Remember
to monitor the impact of this policy and adjust as necessary to ensure business continuity.
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Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?
view=azureadps-1.0
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-
advanced
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A white background with black text Al-generated content may be incorrect.
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See the Explanation for the complete step by step solution.

Explanation:

To implement additional security checks for the Sg-Executive group members before they
canaccess any company apps, you can use Conditional Access policies in Microsoft Entra. Here's
a step-by-step guide:

Sign in to the Microsoft Entra admin center:

Ensure you have the role of Global Administrator or Security Administrator.

Navigate to Conditional Access:

Go to Security > Conditional Access.

Create a new policy:

Select + New policy.

Name the policy appropriately, such as "Sg-Executive Security Checks".

Assign the policy to the Sg-Executive group:

Under Assignments, select Users and groups.

Choose Select users and groups and then Groups.

Search for and select the Sg-Executive group.

Define the application control conditions:

Under Cloud apps or actions, select All cloud apps to apply the policy to any company app.

Set the device compliance requirement:

Under Conditions > Device state, configure the policy to include devices marked as compliant by
Microsoft Intune.

Set the app protection policy requirement:

Under Conditions > Client apps, configure the policy to include client apps that are protected by
app protection policies.

Configure the access controls:

Under Access controls > Grant, select Grant access.

Choose Require device to be marked as compliant and Require approved client app.

Ensure that the option Require one of the selected controls is enabled.

Enable the policy:

Set Enable policy to On.

Review and save the policy:

Review all settings to ensure they meet the requirements.

Click Create to save and implement the policy.

By following these steps, you will ensure that the Sg-Executive group members can only access
company apps if they meet one of the specified conditions, either by using a compliant device or
a protected client app.

This enhances the security posture of your organization by enforcing stricter access controls for
executive- level users.
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Only direct members of Group1 are synced. Group2 will sync as it is a direct member of Group1
but the members of Group2 will not sync.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom
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Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-
external-users
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See the Explanation for the complete step by step solution.

Explanation:

To implement a process for reviewing guest users' access to the Salesforce app with the
specified requirements, you can use Microsoft Entra's Identity Governance access reviews
feature. Here's a step-by- step guide:

Assign the appropriate role:

Ensure you have one of the following roles: Global Administrator, User Administrator, or ldentity
Governance Administrator1.

Navigate to Identity Governance:

Sign in to the Microsoft Entra admin center.

Go toldentity governance>Access reviews1.

Create a new access review:

Select New access review.

Choose the Salesforce app to review guest user access1.

Configure the review settings:

Set the frequency of the review to monthly.

Define thedurationof the review period to5 days1.

Determine the reviewers:

Assign the manager of each guest user as the reviewer.



If a guest user does not have a manager, assignMegan Bowenas the reviewer1.

Automate the removal process:

Configure settings toautomatically remove accessif the review is not completed within the
specified time frame1.

Monitor and enforce compliance:

Regularly check the access review results to ensure compliance with the review policy1.
Communicate the process:

Inform all stakeholders about the new review process and provide guidance on how to complete
the reviews.

By following these steps, you can ensure that guest users' access to the Salesforce app is
reviewed monthly, with managers being responsible for the review, and access is removed if the
review is not completed in time.
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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You have a Microsoft Entra tenant that contains the groups shown in the following table.
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Let's break this down step by step based on Microsoft Entra's sign-in log retention policies as
outlined in Microsoft Identity and Access Administrator documentation.

Understanding Microsoft Entra Sign-In Logs and Licensing:

Microsoft Entra ID (formerly Azure Active Directory) provides sign-in logs as part of its auditing
and reporting capabilities. These logs track user and application sign-in activities, which are
critical for security monitoring and compliance.

The question specifies that the tenant has a Microsoft Entra ID P1 license. Licensing is a key
factor in determining the retention period for sign-in logs in Microsoft Entra.

Retention Period Based on License Tier:

Microsoft Entra ID has different editions: Free, P1, and P2. Each edition offers different
capabilities and retention periods for audit and sign-in logs.

Free Tier:The Free edition of Microsoft Entra ID retains sign-in logs for7 days.

P1 Tier:With a Microsoft Entra ID P1 license (as mentioned in the question), sign-in logs are
retained for30 days. This is a standard feature of the P1 license, which provides enhanced
security and monitoring capabilities compared to the Free tier.

P2 Tier:The P2 license also retains sign-in logs for30 days, but it includes additional features like
risk-based conditional access and identity protection, which are not relevant to the retention
period.

Analysis of the Options:
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A). 14 days:This is incorrect. Microsoft Entra ID does not have a 14-day retention period for sign-
in logs under any license tier. This might be confused with other types of logs or services, but it
does not apply here.

B). 30 days:This is correct. As stated, with a P1 license, Microsoft Entra retains sign-in logs for 30
days.

C). 90 days:This is incorrect. Microsoft Entra ID does not retain sign-in logs for 90 days, even with
a P1 or P2 license. To retain logs for longer periods (e.g., 90 days or more), you would need to
export the logs to a storage solution like Azure Monitor Logs or a SIEM system (e.g., Microsoft
Sentinel), which allows for custom retention periods.

D). 365 days:This is incorrect for the same reason as option C. Microsoft Entra ID's default
retention for sign- in logs is 30 days with a P1 or P2 license. Achieving a 365-day retention would
require exporting logs to an external storage solution.

Additional Considerations:

If the tenant integrates Microsoft Entra logs with Azure Monitor or Microsoft Sentinel, the retention
period can be extended based on the configuration of those services. However, the question
specifically asks about Microsoft Entra's default retention, not an extended retention through
integration.

The retention period for audit logs (which track changes to the directory, like user or group
modifications) also follows the same pattern: 7 days for Free, 30 days for P1/P2. However, this
question is about sign-in logs, not audit logs.

Conclusion:Given that the tenant has a Microsoft Entra ID P1 license, the sign-in logs are
retained for 30 days. Therefore, the correct answer isB.

References:

Microsoft Entra ID documentation: "Audit and sign-in logs retention”

(Microsoft Learn: https://learn.microsoft.com/en-us/entra/identity/monitoring-health/concept-audit-
sign-in-logs#how-long-are-logs-retained)

Microsoft Entra ID P1 and P2 feature comparison: "Editions of Microsoft Entra ID"

(Microsoft Learn: https://learn.microsoft.com/en-us/entra/fundamentals/licensing)

Microsoft Identity and Access Administrator (SC-300) exam study guide, which covers monitoring
and reporting capabilities, including log retention periods.

B 119

Group3 & LV5 J)L—T & Department! & LS5 BEE{T % &L Microsoft Entra T+ > FhH Y &
9,

EHZIEX, B—H— BRICREIATWR1A—HY—nNWFT, (B—H—124TEHJvILZFE
E,

Department! [ZI& [ IL— T BRICRERSINDTIL—THRHYET (FIL—T12TE0 v
LEYT),

A—H—EBEO—LOEYETE [BIYET]BRICSRRENET, (BIVET|2TEIYY
JLET,)



Group2 D * /\—I[F Group2 BRIZRTREINET, (Group2 2 T&# 0 1) v I LET,)
UTDEXIZTODWT ELWMESIE KWV EERLTLLEZSIVD, 23 THRWNMEEEF DWW 1%E
RLTLEEEW,

FEELWMBIRSEICTIRA Y MTEShET,

IEfiZ:

Explanation:

BE: 120

Microsoft 365 E5 TR Y1) T 3 uhsH Y £ ZIZ1& Userl User2 Userd &LV EZRETD 3 A
D1I—HF—DEFENTLET,

RORIZRITTHI T4 TILEBREEZED2 DO Azure AD O—)LAHY £,

Azure AD B—)LIZIE, ROKRICSRTEIY B THRENHY T,

Azure AD OB—JLIZ(F  RORICFRTHEI—HF—HULFET,

UTFDEXITOWT ELMESIE EWMZBRLTLLEZSWD, E3 TRVMGEE DWVA 17E#
RLTLLIZEW,

FE ELWLMEBIRSEICT RSV B EShET,

1E fiz:

Explanation:

BRI 121

Microsoft 365 E5 4T X 49 1) 7 3 > % ZHIFH T Microsoft Defender for Cloud Apps & &1+
FOEAR) O —%#ZHADEBE, A——HNEVRVEFHEINIEZRIZISOR T TIADT
DERETOVITERLENHYFET,

Microsoft Defender for Cloud Apps TIEED &K S BEEDRY O—FERT 2DENHY TTH?
A BERHARYF

B.7V9T4ET4/R)—

C. OAuth 7 71 R o —

D. 7V 2RK —

Ef:D (A FERET D)

AZHI72SC-300J I RESR [LJPNTest.comigfif =t SC-300J5RERICEHRT A &ITRICIL B F
9 ! JPNTest.com(d 5 & #7SC-300JiBREIRESR Z =it L F£9, JPNTest.com SC-300J5ER il =B
KIFBLH EHINFELI-, CCTSC300JHEEDTA IV D VEFICANE T, JFTRD
7 9t X _https://www.jpntest.com/shiken/SC-300J-mondaishu B46f, 3 0%r « A H ™ >

k. 45R174EI5| o — F: JPNshiken|

B 122


https://www.jpnshiken.com/q/64401-5878134/
https://www.jpntest.com/shiken/SC-300J-mondaishu

Site1 & LY5 & HiM Microsoft SharePoint Online ¥4 k% &% Microsoft 365 E5 47X 49 1) 7
avhhbyET,

A—HY—BHY A rADT IV ERZERTELLSIICTIBELNHYET, V) 21— 3 VIERD
BEHEBELTWARELHY T,

CON—=TDAN=2y TITEDNWTA—HF—DroDY I IR MNZEFMIZKRELET,
*30BRICEBMICT I ERANEIBRIAET

Al RETL £ 5M?

A 70X N T—D#ERLET,

B. & FE7 VR R —FERHLEFT,

C. Azure AD Privileged Identity Management TO— /LR EZEBR L E T,

D. Microsoft Defender for Cloud Apps 77 R R O—ZF kR LET,

R (ERERTLET)

B 123

£#IZIE, User1 EVWSAFIDI—H—%EL Microsoft Entra 73+ > b HY F£9,
BRICIET— T4 2T EMBEVSI2D0FMLAHY FT,

I—4T4 VTEADLI—F —DHEEET BIZIE Userl ICHERZHE5TI2LELAHY ET,
BOIZRIZER T NIE LT H?

A. Microsoft 365 4 JL— 7

B. EEJIL—T

C.UY—RT)L—F

D. TEE L

I (EfgZRTLEY)

B 124

ADatum Mo FRI—F—ICTAM VR ZEY LB THIRLENAHYFET, V) a—a VIERFE
Hrm-LTWAIRENHYET,

EDESBRAATDA Ty bEERTIRENHY FH?

A BEITIL—T

B. B —Y—tFaUT1IIL—T

C. 1TEE L

D. Hixf-dHIZ

Eff:C (AU MEEEKT D)

Topic 1, Contoso, Ltd

Overview

Contoso, Ltd is a consulting company that has a main office in Montreal offices in London and
Seattle.

Contoso has a partnership with a company named Fabrikam, Inc Fabcricam has an Azure Active
Diretory (Azure AD) tenant named fabrikam.com.

Existing Environment
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The on-premises network of Contoso contains an Active Directory domain named contos.com.
The domain contains an organizational unit (OU) named Contoso_Resources. The
Contoso_Resoureces OU contains all users and computers.

The Contoso.com Active Directory domain contains the users shown in the following table.
Microsoft 365/Azure Environment

Contoso has an Azure AD tenant named Contoso.com that has the following associated licenses:
Microsoft Office 365 Enterprise E5

Enterprise Mobility + Security

Windows 10 Enterprise E5

Project Plan 3

Azure AD Connect is configured between azure AD and Active Directory Domain Serverless (AD
DS). Only the Contoso Resources OU is synced.

Helpdesk administrators routinely use the Microsoft 365 admin center to manage user settings.
User administrators currently use the Microsoft 365 admin center to manually assign licenses, All
user have all licenses assigned besides following exception:

The users in the London office have the Microsoft 365 admin center to manually assign licenses.
All user have licenses assigned besides the following exceptions:

The users in the London office have the Microsoft 365 Phone System License unassigned.

The users in the Seattle office have the Yammer Enterprise License unassigned.

Security defaults are disabled for Contoso.com.

Contoso uses Azure AD Privileged identity Management (PIM) to project administrator roles.
Problem Statements

Contoso identifies the following issues:

* Currently, all the helpdesk administrators can manage user licenses throughout the entire
Microsoft 365 tenant.

* The user administrators report that it is tedious to manually configure the different license
requirements for each Contoso office.

* The helpdesk administrators spend too much time provisioning internal and guest access to the
required Microsoft 365 services and apps.

* Currently, the helpdesk administrators can perform tasks by using the: User administrator role
without justification or approval.

* When the Logs node is selected in Azure AD, an error message appears stating that Log
Analytics integration is not enabled.

Planned Changes

Contoso plans to implement the following changes.

Implement self-service password reset (SSPR). Analyze Azure audit activity logs by using Azure
Monitor- Simplify license allocation for new users added to the tenant. Collaborate with the users
at Fabrikam on a joint marketing campaign. Configure the User administrator role to require
justification and approval to activate.

Implement a custom line-of-business Azure web app named App1. App1 will be accessible from
the internet and authenticated by using Azure AD accounts.



For new users in the marketing department, implement an automated approval workflow to
provide access to a Microsoft SharePoint Online site, group, and app.

Contoso plans to acquire a company named Corporation. One hundred new A Datum users will
be created in an Active Directory OU named Adatum. The users will be located in London and
Seattle.

Technical Requirements

Contoso identifies the following technical requirements:

* AH users must be synced from AD DS to the contoso.com Azure AD tenant.

* App1 must have a redirect URI pointed tohttps://contoso.com/auth-response.

* License allocation for new users must be assigned automatically based on the location of the
user.

* Fabrikam users must have access to the marketing department's SharePoint site for a
maximumof 90 days.

* Administrative actions performed in Azure AD must be audited. Audit logs must be retained for
one year.

* The helpdesk administrators must be able to manage licenses for only the users in their
respective office.

* Users must be forced to change their password if there is a probability that the users' identity
was compromised.
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A. Set-MsolCompanySettings
B. Set-MsolDomainFederationSettings

C. E#f-MsolfederatedDomain

D. Set-MsolDomain
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https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-
signup
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs
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Explanation:

Litware recently added a custom user attribute namedLWLicensesto the litware.com Active
Directory forest.

Litware wants to manage the assignment of Azure AD licenses by modifying the value of
theLWLicensesattribute. Users who have the appropriate value forLWLicensesmust be added
automatically to a Microsoft 365 group that has the appropriate licenses assigned.

Topic 3, A Datum CorpOverview

A Datum Corporation is a consulting company in Montreal.

A Datum recently acquired a Vancouver-based company named Litware, Inc.

A Datum Environment

The on-premises network of A. Datum contains an Active Directory Domain Services (AD DS)
forest named adatum.com.
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A Datum has a Microsoft 365 E5 subscription. The subscription contains a verified domain that
syncs with the adatum.com AD DS domain by using Azure AD Connect A Datum has an Azure
Active Directory (Azure AD) tenant named adatum.com. The tenant has Security defaults
disabled.

The tenant contains the users shown in the following table.

Problem Statements

A Datum identifies the following issues:

* Multiple users in the sales department have up to five devices. The sales department users
report that sometimes they must contact the support department to join their devices to the Azure
AD tenant because they have reached their device limit.

* A recent security incident reveals that several users leaked their credentials, a suspicious
browser was used for a sign-in, and resources were accessed from an anonymous IP address,
* When you attempt to assign the Device Administrators role To IT_Group1, the group does NOT
appear in the selection list.

* Anyone in the organization can invite guest users, including other guests and non-
administrators.

* The helpdesk spends too much time resetting user passwords.

* Users currently use only passwords for authentication.

Requirements

A Datum plans to implement the following changes;

* Configure self-service password reset {SSPR}.

* Configure multi-factor authentication (MFA) for all users.

* Configure an access review for an access package named Package1.

* Require admin approval for application access to organizational data.

* Sync the AD DS users and groupsoflitware.com with the Azure AD tenant.

* Ensure that only users that are assigned specific admin roles can invite guest users.

* Increase the maximum number of devices that can be joined or registered to Azure AD to 10.
Technical Requirements

A Datum identifies the following technical requirements:

* Users assigned the User administrator role must be able to request permission to use the role
when needed for up to one year.

* Users must be prompted to register for MFA and provided with an option to bypass the
registration for a grace period.

* Users must provide one authentication method to reset their password by using SSPR.
Available methods must include:

* Email

* Phone

* Security questions

* The Microsoft Authenticator app

* Trust relationships must NOT be established between the adatum.com and litware.com AD DS
domains.



* The principle of least privilege must be used.
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You cannot create access reviews for device groups.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-
access-session
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configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
deployment-plan
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Comprehensive and Detailed In-Depth Explanation:

Let's break this down step by step based on Microsoft Entra ID self-service password reset
(SSPR) settings and the available authentication methods, as outlined in Microsoft Identity and
Access Administrator documentation.

Understanding Self-Service Password Reset (SSPR) in Microsoft Entra ID:

Self-service password reset (SSPR) allows users to reset their passwords without administrator
intervention, improving security and reducing helpdesk workload.

The settings provided are:

Require users to register when signing in: Yes- Users must register their authentication methods
(e.g., phone number, email, security questions) the first time they sign in. This ensures they have
methods available for SSPR.

Number of methods required to reset: 1- Users must verify their identity using one authentication
method to reset their password. This is the minimum number of methods required, meaning users
must have at least one method registered, and they will use one method during the reset process.
Available Authentication Methods for SSPR:
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Microsoft Entra ID SSPR supports a specific set of authentication methods that users can use to
verify their identity during a password reset. These methods are configured by the administrator in
the Microsoft Entra admin center under "Password reset" settings.

The default authentication methods available for SSPR include:

Email:Users receive a code sent to an alternate email address.

Mobile phone (SMS):Users receive a code via SMS to their registered mobile phone.

Mobile app code:Users use a code generated by the Microsoft Authenticator app (or another
compatible authenticator app).

Mobile app notification:Users receive a push notification in the Microsoft Authenticator app to
approve the reset.

Security questions:Users answer predefined security questions they set up during registration.
Important Note:Methods like smartcards, FIDO2 security tokens, and Windows Hello are not
supported for SSPR. These methods are typically used for authentication during sign-in (e.g.,
MFA or passwordless sign- in), not for the SSPR process.

Analysis of the Options:

A). A smartcard:

Smartcards are a form of certificate-based authentication often used for sign-in to Windows
devices or VPNs.

They require a physical card and a reader, and they are typically used for primary authentication,
not for SSPR.

Microsoft Entra ID SSPR does not support smartcards as an authentication method for password
reset.

Smartcards are not listed as an available method in the SSPR configuration settings.
Conclusion:This is incorrect.

B). A mobile app code:

A mobile app code refers to a time-based one-time password (TOTP) generated by an
authenticator app, such as the Microsoft Authenticator app.

This is a supported method for SSPR in Microsoft Entra ID. Users can register the Microsoft
Authenticator app (or another compatible app) and use the generated code to verify their identity
during a password reset.

Since the setting "Number of methods required to reset: 1" means only one method is needed, a
mobile app code is a valid option if the user has registered it.

Conclusion:This is correct.

C). An FIDO2 security token:

FIDO2 security tokens (e.g., YubiKey) are hardware-based security keys that support
passwordless authentication in Microsoft Entra ID. They are part of Microsoft's passwordless
authentication strategy and can be used for sign-in.

However, FIDO2 security tokens are not supported for SSPR. The SSPR process does not allow
users to verify their identity using a FIDOZ2 security key because the reset process is designed to
work with simpler, more accessible methods like email, SMS, or app-based codes.
Conclusion:This is incorrect.



D). A Windows Hello PIN:

Windows Hello PIN is a device-specific authentication method used to sign in to Windows
devices. It is part of Windows Hello, which also includes biometric authentication (e.g., facial
recognition, fingerprint).

Windows Hello PIN is not supported for SSPR in Microsoft Entra ID. The SSPR process occurs in
a web- based portal (e.g., aka.ms/sspr) and does not integrate with device-specific authentication
methods like Windows Hello. Additionally, Windows Hello PIN is tied to a specific device, whereas
SSPR is designed to be device-agnostic.

Conclusion:This is incorrect.

Additional Considerations:

The setting "Require users to register when signing in: Yes" ensures that users have at least one
authentication method registered. However, the question does not specify which methods are
enabled by the administrator.

In Microsoft Entra ID, the default enabled methods for SSPR typically include email, mobile phone
(SMS), mobile app code, and mobile app notification. Security questions may also be enabled but
are less common due to security concerns.

If the administrator has disabled certain methods (e.g., mobile app code), the answer could
change. However, the question does not indicate any such restrictions, so we assume the default
methods are available.

The "Number of methods required to reset: 1" setting means users only need to use one method
to reset their password, but they may have multiple methods registered. The question asks for a
"valid authentication method available to users," so we need to identify a method that SSPR
supports.

Conclusion:Based on the SSPR settings and the supported authentication methods in Microsoft
Entra ID:

A mobile app code (option B) is a valid authentication method for SSPR, as it is supported by
default and aligns with the configuration.

Smartcards, FIDO2 security tokens, and Windows Hello PIN are not supported for
SSPR.Therefore, the correct answer isB.

References:

Microsoft Entra ID documentation: "Self-service password reset authentication

methods" (Microsoft Learn:
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-sspr-
howitworks#authentication- methods) Microsoft Entra ID documentation: "Configure self-service
password reset" (Microsoft Learn:https://learn.
microsoft.com/en-us/entra/identity/authentication/howto-sspr-deployment) Microsoft Identity and
Access Administrator (SC-300) exam study guide, which covers SSPR configuration and
supported authentication methods.
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles
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https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
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Box1 = User access is restricted to properties and memberships of their own directory objects
(most restrictive). This setting ensures that guest users are prevented from querying staff email
addresses and can access the tenant only if they are invited by User1.

Box2 =Only users assigned to specific admin roles can invite guest users. This setting ensures
that guest users can access the tenant only if they are invited by User1.

Box3 = This setting enables guest users to sign up for the tenant only if they are invited by User1.
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https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-
access
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