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A. Set-WindowsProductkeya v > KL v k

B. Azure ActiveDirectory&EH + > 2 —®DIdentityGovernance 7 L— K
C. Azure ActiveDirectoryBEEBt+ 2 —DS5 A X T L—F

D. Set-AzureAdUsera~¥ > KL v k
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HYFET,
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A. Microsoft Azure Active Directoryi&fi ™7 « '— K05 [REAA T a3 oD H R 42 714 X% &R
LET,

B. PowerShellh 5 _ Set-ADSyncSchedulerZ=E{T L E 3,

C. PowerShellh: 5 _ Start-ADSyncSyncCycle#EfTLE T,
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User email User type | Invitation accepted Shared resource
Useri@outlook.com | Guest Mo E”tE‘TF’”_SE
application
User2@fabrikam.com | Guest Yes Ente_rpnjse
application
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Collaboration restrictions

() Allow invitations to be sent to any domain (most inclusive)

() Deny invitations to the specified domains

\ \ 8
'Il Allow invitations only to the specif |td:‘r:|rm‘ﬁ1: MJ{.&{HSD

|_—;
TARGET DOMAINS

Cutlockcom

Microsoft SharePoint Onlinetr k5 | 1 —H—[Fuser3@adatum.comzH 41 MMIHBFHELFET,
RDERT—FAVFZIDOWT RAT— A FHtrueDIGEIE [IFLZEERLET, ZNLUND
HEIE [VWWR]EERLET,

F I WOLVBRRIEIZEAZNIRAS > FOMMENHY T,

State L N\ Yes No
=Mtcrosoft o°
User1 can accept the invitation and gain access to thefente'rp'fise application. O @)
User2 can access the enterprise application. L s ®) O
User3 can accept the invitation arg_-_:lga"iﬁ access to the SharePoint site. @) O
1E fiZ:
Shieneis = Micresoft N
User1 can accept the invitation and gain access to the enterprise application. @ 0
User2 can access the enterprise application @ e
User3 can accept the invitation and gain access to the SharePoint site, O E
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ER
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C. ZERDELE MFA) Z8R) O—Z2#BRLET,

D. Windows Server ActiveDirectory®/S2 7 — KFEZER L E T,

EfE:B(AAV REHKT D)

JI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-
security-defaults
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Microsoft3657 7+ > kHH Y £,
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PLTUOUYIAREBLERVWTEREZ LA —F—I2&KBIDYA 21,
YRIDEWARLELTHLA VAU EFSTLET,
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EbLICERELET,
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-

To classify leaked credentials as high-risk, us L ¥ Ok oy (o ~m ‘,It,,‘,,.
! < e O Wt AU 1 dl il tity Management (VIM)
#800ny Governance
Solfsorvice paseword retet (5508)

To tngger remediation, uses [Cheet apps.not Whng Modern authentication
Cevice state

Slgreim nek

User lecabon

Wit vk

o mitigate the risk, select. [Apply app entorced restnctions

Alock sccnss

Grant accesd but requine app protection polcy
Grant access but requue multi-factor authentication
Grant accoess but regquire password change

IEﬁ’q’::_

To classify leaked aedentials as high-risk; uses [azure Active Ditectory (Azule AD) Identity Protection
| IADY) rrndeged identity Management |u'n.n;|

- \ 1
Selt-torvce pataword reset (SSPE)

To tngger remediation, use [cheot appsfat Wung Modemn authentication

a3t

fo mitigate the risk, select nctions
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Etti&, Servicel E WS ZHID Y — F/IX\—F 4 DY T FH—EXITMA L TULVET, Servicel
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BEHZEICAESEBO LEIN?EETSHICIE REEETEYGA T a vEERLET,
VBRI ZENENIRAS Y FOMELAHY £9,
Ensure thatthe users can connect to Service1

without Being'prompted fef authentication: v
An app registration in Azure AD
Azure AD Application Proxy
An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Servicel only
from the Azure AD-joined computers: v

Azure AD Application Proxy
A compliance policy

A conditional access policy
An OAuth policy

Efi#:
Ensure that the users can connect to Service1
without being prompted for authentication: -
An app registration in Azure AD
Azure AD Application Proxy
An enterpnse application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Servicet only
from the Azure AD-joined computers: -

Azure AD Application Proxy
A compliance policy

A conditional access policy
1 g An QAuth policy

JI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-

are-added
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/require-managed-

devices
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MyApp1E WS BRIDFHLWI U E—T 54 X7 7)) r—3 3 > %AzureActive Dilatory Azure
AD)[Z&8% L MyApp1D L TS A oA 8SO) R LET,
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A EILIH—EXR
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J27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-
access
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App 1 DEtEIEN-ERE LB EHEZR/-ITRENHYFT,
fAIZRETIDLENHYFEITN?

A. Microsoft EndpointManagerCE&RE s f=R 1) o —

B. Microsoft EndpointManager® 7 7 ) #m AR & —

C. AzureADTD 7 71 D&%k

D. AzureAD7 ) r— 3%

IEfE: (EfEZRTLET)

JI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
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User1& LVS BRTD 1 —H—% S contoso.com & LY 5 & HTMDAzureActive Directory Azure AD) T
FTUREHYET,

Userl (2, RORIZTRT TNA ADBNHY FT,

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device2 Windows 10 MNo
Deviced 105 Yes

2020411 A58I1Z RO E E#HFDcontoso.comTHIARMNZER L TERLE T,
£ 81 Terms1

K4 Contoso® F| AR

A—H—ZHERWDOILEREERT S 4>
TRTDTNARTA—Y—ICRAEEERT D 4>

AVHRORE A >

ExEAE 2020%F128108
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20204118158 _ User1(XDevice3TTerms1[CREL T,

ROERAT—RADRIDWT RT—FAY HtrueDIGEIE [IXWVZEBRLET, TR LUSND
HEIE [WWA]ZEERLEFT,

F L WERIEZENTNIRS > FOBELAHY T,

Statements Yes

On November 20, 2020, User1 can accept Termsion Devicel,. O

On December 11, 2020, User1 can accept Terms1 on Device2. O

On December 7, 2020, User1/Canraccept Tenms ﬂ iced.

flcrosoft
Statements Yes No
MiC oft
On November 20, 2020, User1 can accept Terms1 on Device1. §| O
On December 11, 2020, User1 can accept Terms1 on Device2. _3_' O
On December 7, 2020, User1 can accept Terms1 on Device3. O @
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RDRIRT 1A—H—F ST AzureActive Directory Azure AD) 75> kDB Y F9,
Name Rotg
User1 Conditional Access administrator

User2 Authentication administrator
User3 Secunly administrator

Userd Securﬂ'ﬂ operator

Azure AD IdentityProtection &4 5FE T,

EQ1—H—MNA—F—URXRIKR) O —%EELTE EQ1—HF—DNIRIDHZH21—F—L
— brERRTEFEIN?EET DT ABFBEHETHEUGA T a vE2ERLET,

F L VLBERIEIZENAEZNIRAS > FOMMENHY 7,

Configure the use: i paigpsott

User3 only

User3 and User4 only

User1, User2, and User3 only

User1, User3, and User4 only
Userd, User2, User3, and User4

View the risky users report:. -
User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only
User1, User2, User3, and User4




~onfigure the user risk policy: v

User3 onl

User3 and User4 only

User1, User2. and Usera only
User1, User3, and.User4 only

o

User],UserZ User3, and User4

View the risky users ;e_p;ort':- S v

)7L 2R :

User3 only

User3 and Userd only

User1, User2, and User3 only
User1, User3, and User4 only
‘OPYser1, User2, User3, and User4

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-

protection
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TI4I LT T) BERERTE £ DAzureActive Directory Azure AD) T+ > kDHYET, TF
VHMIF RORITETAI—HF—BEENTVET,

Name Role
Admin1 Application administrator
Admin2 Application developer
Admin3 Cloud. application administrator
User1 HS@am V' CrOS0TT

App1 EAPP2E WS BZHTID2DOD Y TSI R7TUZEEALET, FO—/\ILEEEIL Appl%
AzureADIZ &SR LT,

A—H—ZApplICEIYHTHIENTED1—HY—&  AzureADICApp2&EH{HTEH1—H—
EHRTETIDLELAHYET,

RIZHETIVENHY EFITN?EEZTHICIE BAEEETEUGA TS a v EBIRLET,
I WDBIRIIZENREFNIRS > FOBELHY T,



Can assign users to App1:

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: ~
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

'Microsoft

Can assign users to App1:

Admin1 only
A.dmm?x unl:.'

Admin1 only
Admin3 only
Adrntn‘i and Adm|n3 orlly

B

Can assign users to App1:

in3 ondy
3, and User1

Admint only

Admind only

Admint and Admin3 only

.Mmm MmrnE and Admin3 only

nin2, Adming, and User




)27 LR
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-

assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-

are-added
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v bJ7—21Z1%_ Azure ADConnect# {# FH L Tcontoso.com& LY 5 A RITDAzureActive
Directory Azure AD) 77} > M2 2% S TLybcontoso.comé& LY S & BiTDActiveDirectory 7 #+
LA MBREFENTVET,

extensionAttribute 15 B ANoSynclZERE SN TS 1—F—DRZHSBENHY F9,
Azure AD ConnectTlRIZ g RETTHM?

A. Windows Azure ActiveDirectorya =9 2 DZ{EREAIL—ILEZER L EF T,

B.E2A iR—FEITTOT7AILEEBRLET,

C. ActiveDirectory KA A4 U H—EX RV 2 DZERAIL—ILEERLET,

D. TV RAR—FEFTTOAT7AILEERLET,

EfE: (EfEZRRLET)
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-
configuration
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contoso.onmicrosoft.com® K * A & & {FEHAY 5% L L \Microsoft3657F+ > kB H Y FT,
contoso.com& WS &RE KA A VLR MSIZEELET,

# L L\Microsoft3651—H—MDT 7+ JL b KA A 2% & L Tcontoso.comZFFHAT H2HENHY
FY,

BT ICRITT EIDENHDA4DDTI L avFENTIN?EBZTHIZIF BYETHISavET
923 )X MO LEIEEHICEEL, ELWEFRICHERET,
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Actions Answer Area

| Delete the contoso.onmicrosoft.com domain.

' I.'Regist a custom domain name of contoso.com.
Nlicraontt
Set (he'domain to ﬁ;r%a‘?y') N

’_ Create a new TXT record in DNS.

Verify the domain name.

Answaer Area

|Regstaanuﬂﬂmﬂuﬂmnmurcmumcmn |

I Create anew TXT record in DNS

I Verify the domain name. i l‘lnr}

| Set the domain o primary.

1-contoso.comD AR A L K AL VB EZZLET

2-DNSIZH LWIXTLa— R&EERLET,
B-FAAREHRLET,
4-FALVETIAT)ICERELET,

)27 LR
https://practical365.com/configure-a-custom-domain-in-office-365/

ﬁﬁﬁﬁ:ﬁ: 18

A—H—IDABRRIZES SNAERERICDOVWTORMMNELZE-ILELAHY EFT,
A—H—ERAAZEZITARET AZEBRT IDLENHY EFITH ?EET HICIE, EZHEE THE
YA T a v EBIRLET,

I VERIEZENENIRS VY FOMELAHY £9,

"he users must first: -
Provide consent for any app to access the data of Contoso.
Register for multi-factor atthentication (MFA).

Register for self-service password reset (SSPR).

: i »
fou must coh%it;g SO -

A sign-inisk policy
A user risk policy
AnAzure AD Password Protection policy




The users must first: -
Provide consent for any app to access the data of Contoso.

Register for multi-factor authentication (MFA).
Register for self-service password reset (SSPR).

You must configure: v
A sign-in risk policy

Aliser risk policy

An Azure AD Password Protection policy

=

Explanation:

"he users must first: 3
Provide consent for any 2pp to aétess the data'of Contoso
Regqister for multi-factor authentication (MFA).
Register for seff-service passward feset (SSPR).

‘ou must configure: -
A sign-in risk policy
A user risk policy
An Azure AD Password Protection policy

JI7LUR:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-policies

EFHE]: 19

Microsoft3657 7+ > kA Y F£9,

Azure Active Directory Azure AD) 77+ > k&, 74> T L = RDActiveDirectory K A 4 > (ZRIHA L
FYI, FAMVIZIE RORICRITH—N—DPEFEFNTUVET,

Name Operating system Configuration
Serveri Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Server3 Windows Server 2018 Azure AD Connect

FASM AV FA—5—[FM 23—y FEDBENTELLBY FET,

Server1 & Server2|ZAzureAD/AR T — KRB EZER L F T,

Windows Server2019%3%£473 %Serverd & WS &RIDFH L WLV —NN—ZERELET,
B—DY—N—|BEENFKE LSS TYH AzureAD/SRA T — KREENS | EHh=HEEdT 5L %
HRITI2VELAHYET,



Serverd[Z = EET OMENHYFIMN?

A. Azure AD Connect

B. AzureAD7 ) r—3>70%Y

C.\AJ— REF@EMY—E X PCNS)

D. AzureAD/AX D — FRETOX I H—ER

IFfR: (EZRTLET)

REA/SHE -
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-
on-precision-deploy7 7 D7V L REBEZERETLTRA LY MT—XX 2T 4 OBE
Contoso Ltd, [FE Y M)A —J)LIZK#HZEST O LT MLIZZHRZHE D OVYILTA
T,

Contosol& Fabrikam_Inc& WS BRIDEHE E/NN— b F—2w TEFEA TUWVET , Fabrikam(Z
(% . fabrikam.com & LY S5 & HiIDAzure Active Directory Azure AD) T3> kDHY ET,
BFORE, BFEOIRE

ContosoD# > FTL I RAAw kT —%4I1Z1% contoso.com & LY S & HTDActiveDirectory K A 4 U A
EENTWET, KA A 2IZ(E, Contoso_Resources& LVS ARIDFEBEL OU)NEFENTLE
¥, Contoso_Resources OUIZ (X, R THI—HF—¢,aVE1—F—MNEENFET,
contoso.com Active Directory KA A VIZI[E RORIZTFKTI—HF—NEENRTVET,

Name

Office

Department

Admin1

Montreal

Helpdesk

User1

Montreal

HR

User2

Montreal

HR

User3

Montreal

HR

Admin2

London

Helpdesk

Userd

London

Finance

Userd

London

Sales

Usert

London

Sales

Admin3

Seattle

Helpdesk

User/7

Seattle

Sales

User8

Seattle

Sales

User9

Seattle

\A Bales: o1

BE7F D IREE . Microsoft 365 / Azurelzix

ContosolZld RDBEES 1 & > X ##HDcontoso.com& L5 ZHIDAzureADTF+ > bAH Y F
9,

* Microsoft Office 365 Enterprise E5

*TUA—TSARXREE T4+F2) T+«

* Windows 10 Enterprise E3

*Jnoxy MEHE3
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ERHYFET,

*AzureADTEITINDIEBR TIP3 VvEEBTOIVLENHY FT  EEOQ VI FRRET S
BEhHYFET,
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contoso.com & L5 & RIMDMicrosoft3657F+ > kb Y £,

R A=Y —=TF O AREMZHYFET,

RDORITET LS, 22— —Idcontoso.com&E HEEET 2 LS ICBHFIATLET,

User email User type | Invitation accepted Shared resource
Useri@outlook.com | Guest Mo Entgrprlse
application
User2@fabrikam.com | Guest Yes Ente_rpn_se
application

RDOEBTRIZTRT & 512, Azure Active DirectoryEH+ V2 —D4MEaSKRL—Y 3 VEREA S O
SRL—2 3 VHIRREEERLET,
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Microsoft SharePoint Onlinetr 1 kM5 | 1 —H—[Fuser3@adatum.comzH 41 MIHBHFELFET,
RODERT—FAVKIDWT RT— A Y DA trueDIZEIE [[FWNEBRLET, Th LD
BEIE [WWR]IEERLET,
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Statements Yes

User1 can accept the invitation and gain access to the enterprise application. O

User2 can access the enterprise application. @)
User3 can accepl thelnﬂa}r?fl 3 }?3&;%5 to the SharePoint site.
Statements Yes No
S = - i 3 ; ===
User1 can accept the invitation and gain access to the enterprise application. Ol O
User2 can access the enterprise application. | C o"; e
L - BB AN v nEd
User3 can accept the invitation and gain access to the SharePgint sﬁeh *.:;:;'ﬂ ICrOSOTTO
&R
Statements Yes Mo
Userd can accept the imitation and gain access to the enterpnse apﬁfuaﬁorp i _ L
ViferosSft
User2 can access the enterprise application. o O
User3 can accept the imitation and gain access to the SharePoint site. O (@]

IR &I - A

BFK(Loutlook.comlZDAHEETEE T, LI=A>T UserFBEFEZ(TANTT T 75—
aAvVICTOERTEET,

Ry s 22, £

B (Zoutlook.comZMHFHZEETEFET . =1L User2(3 9 TIZHBEFEZZIELTZITANLTL
51z User2lZ7 75— a7 RTEET,

Ry 3, LR

B Toutlook.comIZDHEETEET, LI=A>T User3lZHBEHEREZITIY FEA,
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WZE9,

FRREK AzurerR—2ILhv o  EERFBI MFADT A bO YO 7 MREEERLET,
CNIFBEZERLTVEIM?

A. [FLy

B. L\ R

Ef:B(OIAVRERKT D)

FPEESDREZTEBRT DBENHYET,

J)27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
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contoso.com & LS & RiIMAzureActive Directory Azure AD) T3> kDHY ET,

Azure ADIZE RSN T WA T TN r—2 3 VEERTTH2IRTOI—Y—ICIEX EHHFETI L
ARY—PERINET,
A—H—MNLAL—BAEFERATELVKSICTILENHY FT,
HEDZBEDHAITERNT 5D FHHFET IV ERARI O—ICAEZEDIDLELNHYFET
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C.O547> 77T DIREE

D. VSO RT7ITVERIETIIa VD&
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A—Y—EBEO—IILOFEIN-EEZFH -ITHENHYET,
DE=IERZzT o EH?

A79EALEa2—%ERLET,

B. REIREEEET D

C.EEEI—-v FE/ERLFET,

D.70 T4 HEIYSTEERLET,

IEf#: (EfEZRTLET)

)27 LR
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-
to-add-role-to-user?tabs=new
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CDEVIVOBEMICRAZLZRIE TOBMICRSAZLETEFRA, TOHE. ChoDE
MIELEa—E@EICRREINFEEA,

ActiveDirectory 7 + L X FIZRI#A9 B AzureActive Directory Azure AD) 77+ > kBB Y F9,
Active DirectoryCA—H—7h Y FNEFICHEH>TWSEETEH EHTH->TWSHA—H—
(K307 EAzureADIZxt L TRREETE S Z &MU F T,

Active DirectoryTA—H—7A > bHAEMNZHE O TWSBE ZOI—HF—TFThO U N
AzureAD~NDEREEE T CICHLEEN D LS ICTT HIRENHY FT,

fRREK INRRAIW—FRILZHERLFET,

CHNIFEREZERLTOVETN?

A. [EL

B. LMV %

IFfi#: (EfiZ R LET)
SRBA/SHE

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
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R—r T4 VMG EIN-ERERNTEHEEETILENHYFET,
HETIFETHIREN?AET HICE, AEEHTEIGA T a v EBRLET,
L VDBREZAZTAIRS Y FOBENHY EF,

To configure user access: v
An access package

ﬂm dceess review
A Conditional access policy

l'o enable collaboration with fabrikam.com: A - rove oTFF
Anaccepted domain |
A connected organization
A custom domain name

To configure user access:

n access package
Anaccess review
Aeconditional access policy

o enable collaboration with fabrikam. com: -

An accepted domain
A connected organization I

_ £ 4/A custom domain name

)7L 2R :


https://www.jpnshiken.com/q/14018-1254536/

https://docs.microsoft.com/en-us/azure/active-directory/governance/entittiement-management-
organization
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A—HY—HIEELEENBRICESINTLDEVSEMNEGZHB-ILELNHY FT,
1—F—EBHAETRET MEBRT IBELNHY ETH 7 BET 3I<F, BEELTHE
YA T avEERLET,

F I OLBERIEENENIRAS > FOEELAHY T,
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The users must first! [Provide consent fﬁr mwapp to access the data of Contoso.
Regumnform -factor authentication (MFA).
@ Hservice password reset (SSPR).

\’ou must! mn!tguw sigd-m- nsk pobcy,
LSer nsk policy m

» u| ‘h An Azure AD Passwors Mlugggéc}ft

O bl Microsoft

The users must first: ! any app ta access The data of Conloso.

re AD Password Protection policy
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Litware 1 —H —A~DAzureADS A U ADENY HTEBRTHIHELHY ET , V) a—3ay
FoA o REHZRm-LTWLWIRENHYET,

HEIAETEIRNEN?EET HICIE, BEEETEUGA T a Vv EBIRLET,
VBRI ZENENIRS V FOMELAHY £9,

Azure AD Connect settings to modify: v

Directory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to: -

An Azure Agtive Directory group that has only nested groups

An Azuré Active Dired(:w group that has the Assignedsmembership type

An Azure Active Direstory ar oup that has:ihé D'fnamleﬁser membership type




Azure AD Connect settings to modify: v
Ei rectow_Extensions
Domain Filtering

Optional Features E . M icrosof \

Assign Azure AD licenses to:

An Azure Active Directory group that has only nested groups

|An Azure Active Directu[z group that has the Assigned memberéhig fype

An Azure Active Directory group that has the Dynamic User membership type

Eﬁ:ﬁ: 28
RORIFRT LS, A—F—EEBEEO—)LDAzure ADFEIDEE PIM)O—ILREEZED
Azure Active Directory Azure AD) T+ > FhHY ET,

. ContosoAzureAD > [dentity Governance » Privileged Identity Management » ContosoAzureAD » User Administrator

Role setting details - User Administrator
Priviteqed [dentity Management | Azure AD roles

& Edit

Activation
SETTING
Activation maximum duration (hours)
Require justification on activation
Require ticket information on activation
On activation, require Azure MFA

Require approval to activate

Yes
Approvers None

5., Microsoft

SETTING

Allow permanent digil:ﬁ assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after

Require Azure Multi-Factor Authentication on active assignment

Require justification on active assignment




FRY AU A2 —%#FRALT RKIZREINTWLSERICEODVWTERAT— AV MESET
THRIEDERREZERLET,
I WERIIZERENIRAS Y FOBELSHY FT,

A user who requires access to the User administration role must perform v
multi-factor authentication (MFA) every [answer choice]. [ghours

15 days
1 month

Before an eligible user can perform a task that requires.the User -

\dministrator role, the activation must be approved by a [answer choice]. [ giobal administrator only

global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

1E#Z:
A user who requires access to the User administration role must perform ~
multi-factor authentication (MFA) every [answer choice]. [ 3 hours |
15 days
1 month
Before an eligible user can perform a task that requires the User v

idministrator role, the activation must be approved by a [answer choice]. | giobal administrator only
_global administrator or privileged role administrator
permanentlyassigneduseradministrator

[ PIViTeged fole adminisirator only

JI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-

configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-

deployment-plan
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Appl L TH—ERDERIZRENT DL S IZApp1 DL TH—E R EHH LET : [Appi
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(F[WWR]ZEFERLET,
I WERIIZEREFNIRAS Y FOBIELSHY FT,
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Statcrmente g [ 1)
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RDORIZRITA TS Y FFEEL AzureActive Directory Azure AD) TFH > kDB Y FET,

__Name Type
User1 User i
EEe | et
Identity1 Managed identity

Azure ADA—JLDAzure$FHEIDERE PIM) IZEKR E LTEMTESA T MMIENTIM?
A. Usert D&

B. User1 & Identity1 D &

C. 2 —H—1, Guest1_ & & Uldentity

D. User1 & Guest1 D&

Ef#: (EfEZRTLET)

J)I27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
deployment-plan
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Microsoft3657+ > kM HYET,

BRERZRAVLEZEA—Y—ZBETILENHYET V) a—2avE ROBHZEET-
LTWLWARELNHY FET,

LTV ILAREBLERVWCTEEZ LA —Y—(2&KBIDYA 21 2,
YRIDEWARLELTHSA VAU EFSTLET,

AT TV T—2 3 VTV RATEDLSICLELL YRV EBBRTH-ODHEHZE
EbLICRELET,

fAIZFEIRETETN?EETDICIE BEEETEUGA TS a v E2BIRLET,

L WLEREIZERFNIRS D FOBEELDY T,
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2 classify leaked credentials as high-risk, use:

Azure Active Da‘ecwfy (ArureAD)) Hier[my Protection
Azune \clive Drrectﬂry (AZUre AD]T F'nwleged Identity Management (PIM)

Identity Governance
Self-service password reset (SSPR)

To trigger remediation, use: v
Client apps not using Moder-agthientic ation
Device state

Sign-m risk

User location

User risk

To mitigate the risk, select: v
Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

1F fiZ:

To classify leaked credentials as high-risk, use: v
Azure Active Directory (Azure AD) Identity Protection |
Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (SSPR)

To trigger remediation, use: v
Client apps not using Modern-authientication
Deviee State , Ay & "
Slgn in risk

User location

User risk

To mitigate the risk, select: v
Apply app enforced restrictions

Block access

~ |Grant access but require app protection policy

" (|Grantadcess but require password change

JI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-risks

A7 SC-300fERER [LJPNTest.comizgfit S SC-300:HERICER T HZ LITKRICILBF

9 ! JPNTest.com(d 5 & #7SC-3005{Bx [ REE 12 L £ 9, JPNTest.com SC-3005{ER B S
FEIFHSINELF-, CZTSC300MEENDTA IV VEFICANE T , REBRDOT Y
+ X _ https://www.jpntest.com/shiken/SC-300-mondaishu 840fi. 3 0%r 4« Ao > + 43|

#EI5|a— F: JPNshiken
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A—H—IDABRRIZES SNAEREEICDOVTORMMNELZE-IVHELAHY ET,
A—HF—ERAAEZITARET AZERT IDLENHYEFITH ?EIZET HICIE, EZHEE THE
YA T avEm&RLET,

T L UVEREERFRIRS U FOBELRHY ET,

"he users must first: v

Provide consent for any app to access the data of Contoso.
Register for multi-factor atthentication (MFA).
Register for self-service password reset (SSPR).

fou must configure: ~ :

A sign-inrisk policy
A user risk policy
AnAzure AD Password Protection policy

1E fiZ:

The users must first: v
Provide consent for any app.ta access the data of Contoso.
Register for multi-factor authentication (MFA).
Register for self-senvice password reset (SSPR).

You must configure: b
A sign-infisk policy
A user risk policy
An Azure AD Passwn'!}d;?fq@cﬁgngp_qﬁ EY

)27L2R:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-policies
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RDORIZRT JIL— T H#ET AzureActive Directory Azure AD) TF > bABH Y £9,
Name Type Membership type
Group1 Security Assigned
Group?2 Security Dynamic User
Group3 Security Dynamic Device
Group4 Microsoft365. ___ | Assigned
Group5 Microsoft 365 ~' 1 Dynamic User

EDTN—TIZR LTTF I A LE 2 —%EKTEEIMN?
A.TIL—T10OH



B. Group1# & U'Group4 M #

C. Group1# & U'Group2® #

D. Group1, Group2_ Group4. & & U*Group5MD &

E. Group1,_ Group2_ Group3, Group4  Group5

EfE:D(QAAV FERKRT D)

ZtEA
TINARTIWN—TDT7 I CALE2—2ERT 5 LIETEELA,
)27L2R:

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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'ﬁ : [mnswer choleel can acoess App lrom e homepage URL [Al o

mify users inled on the Owners blage
Only users Lstod on the Uteds and groups

| App1 will apgrear in the Microsoft Office 365 app auncher tor [answer choicel). useTs Hﬂu

" > |o users listed on & ! or i

i om usees lutmmm Mmc E.QSOft
BHfE: 35

BRIZREN TS & 512 Azure Active Directory Azure AD) /SR T — RIREEZBRLET, [B
RE2TEIVIVVILET,)

Custom smart lockout

Lockout threshold () | 5 |

Lockout duration in seconds () | 3600 v |

Custom banned passwords

Enforce custom list ® T No

Microsoft] cones
Litware
| Tailwind
Custom banned password list () [*project
Zettabyte
MainStreet

Password protection for Windows Server Active Directory
Enable password protection on Windows Server Active Directory (O ' No '

Mode © (enforced WL

-

RODINAT—RZEFFELTLET,
PrOjectlitw @ re

T@ ilwind

COnt0s0
EDQNRRT—FRTAY I ENETM?
A. PrOjectlitw @re &5 & UT @ ilw1ndD &
B. COnt0s0® #

C. COnt0s0_ PrOjectlitw @ re, 8 K U'T @ ilw1nd
D. COnt0s0# & UT @ ilwindD #

E. COnt0s04 & UPrOjectlitw @re® &
IEfR: (EffzRnLET)


https://www.jpnshiken.com/q/14018-1254547/

)27 LR
https://blog.enablingtechcorp.com/azure-ad-password-protection-password-evaluation
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Microsoft3657 7+ > bhidp Y £ 9,

A—H—IE, FhEFNDI—F—DMicrosoft365T—2 DT YV R EHIRT 2HEHL&H S5 EB
DY—FIR—T4T7 TV r—>avEFERTBEHEENAHYET 2 —F—F . 7TUr—>a Yy
% Azure Active Directory Azure AD) [ZEFRLET,

ERENE=T7ITIT—2a ol 1—F—DEFA—IADHHFRYBLUVEETAAT I ERERN
BLEBEIX . 75— F2ZETIHIRLELNHYFET,

HiatzlEfzx 3 2REN? RS T HICIE, EEEETHEYGA T 3 oEBIRLET,

L UDERIZENRENIRS > FOMMELAHY £9,

Tool to use: v
Azure AD Identity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create: v
App discovery

ADp protection

Conditional access

OAuth app

Sign-in risk

User risk




Azure AD Identity Protection
Identity Governance
Microsoft Cloud App Security
[Microsol oint Manager

Policy type to create:
'H i

Microsoft App discovery
App protection
Conditional access
UAuth app

I 115K,
User risk

J27LUR:
https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy
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RDA TS xH bEELAzureActive Directory Azure AD) T+ bhH Y ET,
Devicel&E WS BRID T /8 R

User1, User2_ User3_Userd & UUser5& LS BRID I —H—

Group1, Group2, Group3, Group4, £ & U'Group5& LN S BHEID J IL—T
TGIL—TE RORIZET LS ITHEEINET,

Name Type Membership type Members
Group1 Security Assigned User1, User3, Group2, Group3
Group2 | Security Dynamic User User2
Group3 | Security Dynamic Device Device1
Group4 | Microsoft 365 pWAssigned. _ ¢, User4
Group5 | Microsoft 365 ic User User5

Microsoft Office 365 Enterprise E55 4 A FEREIY B TEHIENTEEHTIL—TIEENTT
m?

A. Group1# & UGroup4 d #

B. Group1, Group2 Group3, Group4 ., & & U'Group5

C. Group1# & U'Group2d &

D. JIL—T1DH

E. Group1, Group2_  Group4 ., & & U Group5MD &

IEf#: (EfEZRTLET)

JyI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-
advanced
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ApplE WS RRIDY SO K7 T ZEEALET,
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Microsoft Cloud app SecurityZ{H L T App1D U TILEZ A Lty a v LRILDEREZEIC
TELEAHYET,

IBFICETT IDENHDA4DDT I AVIEENTIN?RETHICIEX BVNETHILavET
5923 D) R O LEIEEEHICEEL, ELWEFRICHERET,

Actions Answer Area

From Microsoft Cloud App Security, create
a session policy.

| Publish App1 in Azure Active Directory

| (Azure AD). |

Create a conditional access policy that has
session contrels configured:

QS

From Microsoft Cloud App Security, modify
the Connected apps settings for App1.

1EfZ:
Answer Area

Publish App 1 in Azure Active Directory (Azure
AD)

From Mn.crasoﬁ Cloud App Security, modify the
Connected apps settings for App 1.

From Microsoft-Cloud App Security, create a
session policy!

Create a conditional access policy thet has
session controls configured.

1-Azure Active Directory Azure AD) T7 T 1KY %

2-Microsoft Cloud App Securityh™ 5 App 1 DIEREAT TIUDEREEZLERBLETT,
3-Microsoft Cloud App Securitym 5 v >3 iR O—FERLET,

4-y 2 a VHIEHNMEREINTVAERFETTIEAR) O—2ERLET,
)27L2R:
https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app
https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad
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HEFRETEIREN?RAET BHICE, AEEHTEIGA T a v EBRLET,

T WVEREEZNRZENARS D FOMEELIHY FT,

Tool to use: v
Azure AD Identity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create: -
App discovery

ADp protection

Conditional access

OAuth app ‘
Sign-in risk =Microsoft
User risk

Al scnecals
Tool to use: IVHCIrosoTtt
Azure AD Identity Protection
Identity Governance

p Secunty
Microsoft Endpoint Manager

Policy type to create: -
App discovery

App protection

Conditional access

OAUh app

Sign-in risk

User risk

J27 LR
https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy
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Azure Active Directory Azure AD) [ZBERSNTWBApp1E WS BZBRTIDADREA LY S I KT T
n"HYFES,

AppllE ROBTRICRT LS ICERINTLET,

FHsave X Discard [ Delete | D Got feedback?

Enabled for users to sign-in? ® No )

Name © Appl

Homepage URL © https://app1.m365x629615.onmicrosoft.com/

User access URL ®

Application 1D @ -40de-b0d0-321fdcb3c665 Mf
|

Object ID ©® 709d22-Te61-4007-22a0-04dbdff269¢d

L :
Terms of Serv% Publisher did not provide this information

Privacy Statement Url ©® Publisher did not provide this information

Reply Url © https://contoso.com/App1/logon

User assignment required? ® ( Yes -)

Visible to users? © No )

KOy TA O AZa—%FRALT HICRENTVWAERICEDVWTERT— AV MERET
TH5REDERFEEZERLET,
L OBIRIZIEFENRFNIRS Y FOMBIELRHY £9,



[answer choice] can access App1 from the
homepage URL. [All users
Mo one _ L%
Only usergi-@ﬁn the Owners blade
Onlyusersdisted on the Users and groups blade

= s B> W T
= 13 =
- T

fihp 1 will a||:- ear in the E'I-')cmsoft *ﬁﬁ'ﬁ ﬁpp
!auncher f@[ ﬂri! choice]. allusers
‘-:‘.-. no one
y only users listed on the Owners blade
only users listed on the Users and groups blade

H— >
4&%@”

(Noone™ =%,
Only users | Jis#ed on the Owners blade
Only usgrs listed on the Users and groups blade

App1 will appear in the Microsoft Ofﬁc;eﬁﬁapp v

launcher for [answer thoice]. e
O |noone
only users listed on the Owners blade
only users listed on the Users and groups blade

&5 BA
[answer choice] can access App1 from the o
homepage URL. [Ajjusers
ND one .
Only users listed on the Owners blade
Only users listed on the Users and groups blade
App1 will appear in the Microsoft Office 365 app -
launcher for [answer choice]. allusers.
noone B
“_"| oply Ilsted un t ers blade
— I 'hm isted ers and groups blade
JyI27L2R:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal
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RRAMUF T4 AW ERT 51— —OMFAREZRBA T AMBELAHY FT, V) a—ay
BB LTIV EREGHZ/ LTV SIRENHYET AERETILENHYEITN?
A. 754 R—KMP7 FLREEZH DL Z DGR

B.\JUwyVIP7 FLREBEZHDEBETESIP

C. 75AR—FIP7 RLREHEHFHFDEETESIP

D./XTY v YIP7 KL REEZH DAFIMTEDIHEA

B 42

RDA TP x5 +EETAzureActive Directory Azure AD) TF > bABHY £9,
* Devicel E LN ARID T /N R

* User1, User2_ User3_ Userd & & UUser5& VS BRIDI—H —

* Group1, Group2, Group3, Group4, $ & U'Group5& LVNS ARID T IL—T
TL—TE RORIZFET LS ICEBREINET,

Name Type Membership type Members
Group1 Security Assigned Wser1, User3d, Group2, Group3
Group?2 Security Dynamic. User User2
Group3 Security Dynamic Device Device1
Group4 | Migrospft, 365 Assigned User4
Group5 | Migrosoft 365 3 ¥ Dynamic User User5

Microsoft Office 365 Enterprise E5S5 4 £V R EEHBEIUHTEH I ENTEDZ T IL—TFENTT
m?

A. Group1$ & U'Group4 D #

B. Group1_ Group2, Group3, Group4 . $ & U'Group5

C. Group1# & U'Group2d &

D. JIL—T1DH

E. Group1, Group2_ Group4 . & & U'Group5MD &

IEf#: (EffZzRLET)

)27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-
advanced

BfE: 43
v kT —%5I1Z1% contoso.com& LS BRTDA > T L = XMActiveDirectory KA £ UINEENT
WET, FASVIZIE RORITRIT ATz FREFRTLET,


https://www.jpnshiken.com/q/14018-1254553/
https://www.jpnshiken.com/q/14018-1254554/

Name Type Ino io Description
i g Osioft

User1 User ou1 User1 is'd member of Group1

User2 User ou User2'is not a member of any
groups.

Group1 | Security grgup) 9 OU2 User1 and Group?2 are members
of Group1.

Group2 | Security group | QU1 Group2 is a member of Group1.

Azure ADConnectZ 4 YA F—JILLET, KAS L EOQUD T A ILR Y VT DEBRICRENTILNS
KO FALEOQUD T ANR Y VTEREEBRLET, (FALEOUD T A ILE ) 2]
ATEHYyHLET,)

& Microsoft Azure Active Directory Connect

Domain and OU filtering

Tasks If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically
Connected to Azute AD perform full import on the directory.

Sync Ditectory:  contoso.com v Refresh Ou/Domain [7]

Connect Directories Sync all domains and OUs

Fifﬂ.‘ring Tl I .i 2 E' Ebntosolcom
tional Features™ [~ T ¥ = Builtin
| Computers !
Domain Controllers
ForeignSecurityPrincipals
! Infrastructure
LostAndFound
| Managed Service Accounts
o
ou2
Program Data
L System
Users

Configure

IR

B—H—¢ETNARADT AN E— | DRBRIZREINTWVWSKSIZ, B—HF—ETNNAMRADT 1)L
A— BREEBRLEST, O—YV—E,ETNAIRDTANE—=12TEI )Y LET,)




& Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronzied. Nested
groups are not supported and will be ignored.

Tasks
Connected to Azure AD
Sync

Connect Directories

Domain/OU Filtering () Synchronize all users and devices

& .
i

Optional Features FOREST GROWP _

Configure contosocom T sl cNi=Giolips 8= 0U2,0C = contoso,0C=com Resolve @

ROERAT—ERAVRZDWT RT—FAY EHtrueDIGFEIL [ITVNEBRLET, ThUND
BEIX [WWRIEERLET,

V11 crStatements Yes No
User1 syncs to Azure AD. O €}
User2 syncs to Azure AD. O O
Group2 syncs to Azure AD. O O

Statements

User1 syncs to Azure AD.

User2 syncs to Azure AD.

Group2 syncs to AZUfe ADR:

i =1
el W M L

s CATT

Explanation:
Group1DEE A VIN\—DHHLFEE SN F I, Group2lEGroup1 DEEA VIN—THDT=HREAS
NEIH _Group2?d A vN—lFRENFEEA,



J)27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom
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Microsoft36577F > kMH Y £9,

FHERETIVERARYS—DRRICRENTVAEIIC FHMETIEAR) O—ZHERELF

¥, EHRFETIERRY /—]’5! 7"&7 o L,iﬂ' )

il

g "‘]]|[i|FH|Eﬂtli
rfgl[ii][:‘fi]ll] ’
- mw

1 il gt
— 1 m

i
I[[

*“”" il ; |‘

il

LM 1' \W‘ﬂ\

O— LB EOREAORRICRSATNDESIC, —*f—""‘ﬁ%o) O LBEEER LET,

FIRTEDFEMETEI VI LET,)

(5:3



Rote®]Y 4 TOERICRENTND LS. 1—F—BEEOEAOIH Y U TERRLET, (&
HDE Y HTSRES Y vy LET,)

RDERAT—RAVMZIDWT RATF— A Y rHtrueDBEIX [ITWNEREIRLET, ThUsD
HBEIF [WWRIEBRLET,
I VERIEZEAENIRS > I~0)ﬁﬂi1|E7b\$> v id‘

1Efig:
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Bedore Acmind can perfonm o sk fhal respustest the Uiser achmmmstraton role, an approwver D
MLEST AP onde Thet aclivalion regpuissl
Salrmwiris i e UesT SCTRETGN O LESOT acimunistratoer rolss fOr & perhod] Of Daes Beour D
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H: 45
RDOKRIZRT A—H—% &L AzureActive Directory Azure AD) TF > bDHY FT,
Name Type Member of
User1 Member Group1
User? Member Group1
User3 Guest Group1

User1I&Group1 DFrEE TY,
ROBEEHEIDTIVCALEA—FERLET,
LEa—93%1—HY— JIL—TDA2/N—
gEHE: 28

GI—7 5 I)IL—1

LEa7— A 2/\— (BB)

UserBD 77 AL EaA—%2FETTESI—Y—[FENTIMN?
A. User1 & User2 &

B. User1_User2_ & & UUser3

C. User3dM #

D. UsertM#

R (ERERTLET)

Eﬁ:ﬁ: 46
RDRIZRTA TP U FFEELAzureActive Directory Azure AD) TF+ > kDB Y ET,
_ Name Type
User1 Ulser i2 il
| Guest1 | Guest :
Ideniity] Managed identity

Azure ADA—/)LDAzure$$EIDEE PIM) IC#EHKRE L TEMTESA T MEENTIHM?
A. User1 & Identity1 D &

B. User1 & Guest1® &

C. 1—H—1, Guest1_ & & Uldentity

D. User1 M #

IEf#E: (EfEZRTLET)

BAXNEI72SC-300 ] REE [XJPNTest.comifit = SC-3005AER BT H L ICRICIAIBFE
9 ! JPNTest.com(d 45 & #SC-300:(Ex AL 12t L £ 9, JPNTest.com SC-3005KE& =B S


https://www.jpnshiken.com/q/14018-1254557/
https://www.jpnshiken.com/q/14018-1254558/

FHEO5EHINFELIZ, CCTSCIHEEDTRA IV VEFITANE T , &FROT Y
+ X _ https://www.jpntest.com/shiken/SC-300-mondaishu B40fS, 3 0% « XA > k455

#E|5|a— F: JPNshiken|
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EEEHZE=TIZIE, LWGroup1 FIL—T 2R T SR EAHY FT,

A N—V Y TI—LEEDEIICRETTIRENHY FTIMN?EZSHICE, BYLIEZE
LWE—=7 Y MRSy T LEY  FERF AEFERT S ERREAT I L, £o1=K<
FERALEWCEHTEES AT UVERTI DI, ELDEE R VEATHEIN-Z F
ST EMN RV O—LTHEBENHYET,

I DEREERENIRS O FOEENHY £9,

i W E‘ﬁifﬁ_r'fﬁ?'f%
{urer. abjerctld «ne "Gt b Bndy fusor user Type ~oq “Gilest ]
“atembers i A "Member
Let L] ! reull
I f2:
T Microsoft
fuzer.objercEld =ne ELiE st 3 apd) {usss. urerTyps -9 FEGuesLT 3
Membor [ |
kEw 42 Contoso, Ltd
M=
Contoso LtdIE . AV R ELT RMLDEY A =LA T4 RIZKHZFEL AV YILT 42T
2 TY,

Contosold Fabrikam_IncE WS BRIDEHL E/N— b F—2w TEFEA TULVET , Fabericam(Z
(% . fabrikam.com & LY 5 & HiDAzure Active Diretory Azure AD) 77+ > bhH Y ET,

BEORE

ContosoD# > T L T AFy T —4IZ(%_ contos.com& LS &AM ActiveDirectory K A 4 VA&
FNTULET, FAA IZ(E, Contoso_Resources & LVS ZRTDMARES OU) NS FENTULVE
9, Contoso_Resoureces OUIZ I, §RTHDA—H—¢aVEa—2—DEENET,
Contoso.com Active Directory K A A VIZIE RORICTKTA—H—DBNEENTLET,


https://www.jpntest.com/shiken/SC-300-mondaishu

T GMRE0SOl t Bapartmenti]

sLiser
| UserZ

Adminl |

Montreal
Maontreal
§ .!.'«_._1;_1!11 resal

| Helpdesk

MR
HR

Liser3 | " wi L EERE LR LA
| Helpdeski |||

Londor 3

London

j London
Seallle |

Seattle

| Sealtle:
Seattie

Microsoft 365 / AzurelziE

ContosolZlE, ROBEES A 2> X DContoso.com& LS BHIDAzureADTF > EhH Y F
v,

Microsoft Office 365 Enterprise E5

IVA—TSAXEEY T a4+EFa )T+«

Windows 10 Enterprise E5

ooy MEHES

Azure AD Connectld azureAD & ActiveDirectory K A 4 >4 —/S— L X AD DS) DI TR S
Z 9, Contoso ResourcesOUNHMEIEA SN FE T,

ANIVT TR EBEX Microsoft365E V4 —4HEMICERAL TA—Y—REFZETELE
9,

A—H—EBEFILEAE Microsoft 365BEB L VA —%FALTFHTIA1 U RZFEIYHTTL
T, ITRTODA—H—IZE RDBNEHRVNTIRTOS AU ADENY B TERTULET,
AYRUFA T4 RADA—F =X FITSIA U RZE|Y HTH-6HDMicrosoft365EEH 7 >
A—%FH->TVWET , I RTOI—HF—IZIE, ROBFAUNZIZA o ADEIY BTENRTLNVE
9,

Ay R4 74 AD2—HF—(Z1E_ Microsoft 365Phone VAT LS A U ANE Y HTHATL
FHA,

7 MILA T 4 AD—H—[ZIF_ Yammer EnterpriseLicense®E| Y HTohTWVEEA,
Contoso.comDEFa ) T4 DT T4 I FMEBEHZGE>TUVET,

Contosold, Azure AD$HEIDERE PIM) AL TEBRED®REZ 7OV FLET,
FEIREDER A

Contosold RDEREZFHA LE I,

WE T RTOANILTTRYEEEIL Microsoft365T7F > F &R TA—H -S4t X EEHE
TEET,

*A—H—FEEIL Contosod 74 RZEIZERL DI TA U REREFETHERT 5D TEE
EHRELTUVET,

*NILVT TR EBEIL, DHEEMicrosoft3esH—ERB LUV T TUVADART I A ETR T
VAN TOEDIZUJIZE K DREEECLTVET,

Finance

| Sales
Helpdesic:| ||
| S5ales

Sales ||

Sales




RME ANVTTRVEBREE UTEFERALTIRVEETTEET , ELELFLIETRBELELD
A—H—EBEO—),

*Azure ADT[A ]/ — F£FEIRT B & LogAnalyticsiiE MBI > TULVEWZ EFRT I
T—AvE—UNRTEINET,

ATEESN-ZER

Contosold, ROEEEERETSHFETT,

TILITH—ERNRRT—F vy b 8SPR)EEE L F T, AzureMonitorZ {Ef L TAzureEEE 7
DTA4ET4RTERMMTBTFU MIEBMEAEZH LV A —DSM U REYLBTEESR
ELET HBAY—4 T 1 0T Fr o R—2TFabrikamD1A—H—EBALET , BEMLT 5 1=
OICELILEREEZERTHLSICA—F—EBEORINEZERLLET,

ApplE WS BRID N R E LEBREHEAzureWeb 7 T ZFEELET AppllFA U8 —2%y DS
TOEREETHY AzureAD7H OV b EFEHLTRIESIAET,

I—TT4 VT HMAOHRLI—F -GS, BEARZET—Y 7 0—%5E% L T, Microsoft
SharePoint OnlineY 4 b JIL—7 BLUVT7TVADT IR ERELET,
ContosoldCorporation& LN S BRIDEHZEINT 5 FETT, 100 ADF L L ADatum L —H —5HY
Adatum & LY 5 & HEiTDActiveDirectoryOUIZHER S NFET , A—F—1EA Y R &7 MLICERE
ShFET,

T E S

Contosold, ROBZEMEHZHAMLET,

* AH—4—I[& ADDSH 5contoso.comAzureADTF > FZRIHT 2HENHY F£9,

* App11Z1&, https //contoso.com/auth-responseZ 189 1) 54 LY FURIDBHETT
LD M REYETE, A—F—DBRICESOWTEIFMICEY B TEHIBHEND
YEI,

* Fabrikam1—4—(& ¥ —4 T« U EFADSharePoint 4 R AXOBB 7Y LA TE i
ENHYET,

*AzureADTERITSINLSIEE 7V L a Vv EHEBTHVLELNHYFT EEO VI ERRET S0
BEhHYET,

ANIVTTROBEBERX TNETNDA T4 ADA—HF—DHDTA L REZEBTEIDLEND
YFEI,

FA—F—OFTANBIRICE 5 SN AEMNHHHE, 1—F—[F/SRT— FOEFEEHHSh
LHENHYFET,

B 48

Microsoft3657+ > kD HYET,

Azure Active Directory Azure AD) T3 > k& A>T L = XDActiveDirectory K A A »IZEHI L
FF, FASVICIE RORICRT H—N—DBEENRTUVET,



Name Operating system Configuration
Server1 Windows Server 2019 Domain controller

Server2 Wlndows Server 201 9 Domain controller
Server3 B /Berver-2Q Azure AD Connect

FAS O bA—F—FA 23—y FEDBENTELGLRBYET,

Server1 & Server2[ZAzureAD/SR T — KFEEER L E T,
Windows Server2019% 32179 %Serverd E WS ZRIDFH L WLWH—N—ZEBHELET,
B—OHY—N\—ICEENKEL-IBEAETH AzureAD/SR T — RRENS | ST L%
HRTIDELNHYET,
Serverd|[ZZEET AMENHY FIH?
A. Azure AD Connect

B. AzureAD7 7 r— 3> 7oxy

C. \RTJ— FEEBMY—ER PCNS)

D. AzureAD/NRXJ— FRETOFXF O H—EX

IEf#: (EfEEzRTLET)

J)727L2RX:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-
on-1 N> kdeploy

EFHT 49
RDRICRKTHRAMEECAVTLIRADT—AE2 22 —D0HY FET,

Name Description
Server1 Domain controller that runs Windows Server 2019
Server that runs Windows Server 2019 and has Azure AD
Connect deployed

Server2

Server that runs Windows Séerver 2019 and has a Microsoft
ASP.NET application named App1 installed
Serverd | Unassigned server that runs Windows Server 2019

Server3

Hardware firewall CGHHECtE(}JO:,thE mternet lhﬂl blocks all traffic

Firewalll |\ J1oss explicitly allowed VIICTOSOTL

ActiveDirectory 7 #+ L X +IZREI#I3 % AzureActive Directory Azure AD) T3> tWHY F

9, Azure ADIZIE, ZERREE MFA) N ERSNET,
App1ZAzureADA—H—IZARTE LI L BRI IVELHY FET,

H—/\—&Firewal1 CRIZ AT SRENHY TN ?EET SHICE, BEEZRTEDGL T
avEERIRLEY,

EH VEBEREIZATNIRS > FOMEESHY FT,


https://www.jpnshiken.com/q/14018-1254560/

Service to install on Server4: -
Azure AD Application Proxy...

The Azure AD Password Pretection DC agent
The Azure AD Password Protection proxy service
Web Application Pro?chy.ur in Windows Server

Rule to configure on Firewall1: R -

Allow incoming HTTPS connections from Azure AD to Serverd.
Allowineoming IPsec connections from Azure AD to Server4.
Aﬂow outbound HTTPS:eonnections from Server4 to Azure AD.
Allow outbound IPsec connectﬁpfiq‘n Seryer4ta ;ﬁlre AD.

Service to install on Serverd:

Azure AD Application Proxys™5%

The Azure AD Passwcrcﬂ’rﬁctmn DC agent
The Azure AD Pass!mrd}’lfotect:on proxy senvice
Web Application Ejh_’?‘?n Windows Server

Rule to configure on Firewall1: A ol -

Allow irgdF ﬁg HTTPS connections from Azure AD to Serverd.

Allowdr ing IPsec connections from Azure AD to Serverd.
W.ottbound H11PS connections from Serverd to Azure AD.

1 s o Pllow olitbound IPsec connections from Server4 to Azure AD.
Micro38T

J)727L2R:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

Eﬁ:ﬁ: 50

HHT-D=%t (X5, Azure Active Directory Azure AD) $HDEE PIM)ERELFELT -,
PIMTO&KEIZHRET 5L SADITHMADISADI—F—2ENKENLEEX1) T4 BEHE
HEREZH->TWAI EADMNYET,

ITEFADLI—H—H BELGHEESIZOAEF1) T EBEORICTIERTEELIIZT S
BENHYET,

XA T BEEOREDEIYBTIZEHMEZBERT 2LENHY FITH?

A REFREOFHMENORNRDENY B TEHRUINIZLET

B. REIZEDFHEMENSCT I T4 THENY B TEHRUINIZLET
C.7I9T47~DEYETRAT

D. EHEADENY B TRA T

IEfE: (EfEZRRLET)

J27LUR:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure
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RARA T4 ADGEHKT 51— —OMFAREEXHEBRT 2BENHY ET , Y )a—3Y
X RABEHET IV EREHEZB/ LTV LIRELHY ET,

fIZHETIVHENHY ETM?

ATy JIP7 FLAREFEZHFDEETESIP

B./XJ v HIP7 FLREHEZHDOAFIFTEDIGAT

C. 75SAR—FIP7 KLREGEHZHFDIEETESIP

D. 754 ~N—KFP7 FLREHEZHF DL E DGR

IFfR: (EfZRTLET)

B fE: 52

FCOBEREI RLIFVAFRERTI—EOERO—EHTY, V) —XDFERICIE, BRS
N-BEEERT LUEMEOHIMEDOEBRENEENTVET, —BOEBEMEY MIITEHD
FELWERENHDIBENHY FIH MOEBEMEY FMIIFELWVERENGWNGEELAHY F
v,

COEVIVOBEMICAZELZRIE, TOBMICRSAZLETEFHA, ZTOHE. CoNDE
BIZLEa—BE@EICRTINEEA,

Azure Active Directory Azure AD) T3+ > + &RI#i9 % ActiveDirectory 7+ LX kD HYET,
Active Directory TA—H—7 A Y FAEMTHEOTWDSIBETH BT H->TWWS1—H—
[FE K307 EAZzureADIZxt L CERREETEH &b Y FET,

Active Directory TaA—H—7HhHo > FAEMNICHE->TWRBE FOL—HF—TFHO U N
AzureAD~NDERFEE T CICHLE SN D LS ICTHIRELRHY FT,

FRIRZE AzureAD/XR T — FREEZEBLET,

CNIFERZERLTVEIHN?

A. [EL

B. LMMYR

Eff: (EfEZRTLET)

kE w41 _Contoso_ Ltd

BFEDIRE

ContosoD#A > FL I A%y T—4 (1% contos.com& LS & HTDActiveDirectory K 4 4 VNS
FNTWET, KA A 22l Contoso_Resources & L3 ZRTDMBES OU)AEENTULVE
9, Contoso_Resoureces OUIZIE, IR THA—HY—¢,a v Ea—2—hMEENET,
Contoso.com Active Directory K A A V[ZIE RORICTKTA—HF—NEENTLET,
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Microsoft 365 / AzurelziE

ContosolZlE, ROBEES A 2> X DContoso.com& LS BHIDAzureADTF > EhH Y F
v,

Microsoft Office 365 Enterprise E5

IVA—TSAXEEY T a4+EFa )T+«

Windows 10 Enterprise E5

ooy MEHES

Azure AD Connectld azureAD & ActiveDirectory K A 4 >4 —/S— L X AD DS) DI TR S
Z 9, Contoso ResourcesOUNHMEIEA SN FE T,

ANIVT TR EBEX Microsoft365E V4 —4HEMICERAL TA—Y—REFZETELE
9,

A—H—EBEFILEAE Microsoft 365BEB L VA —%FALTFHTIA1 U RZFEIYHTTL
T, ITRTODA—H—IZE RDBNEHRVNTIRTOS AU ADENY B TERTULET,
AYRUFA T4 RADA—F =X FITSIA U RZE|Y HTH-6HDMicrosoft365EEH 7 >
A—%FH->TVWET , I RTOI—HF—IZIE, ROBFAUNZIZA o ADEIY BTENRTLNVE
9,

Ay R4 74 AD2—HF—(Z1E_ Microsoft 365Phone VAT LS A U ANE Y HTHATL
FHA,

7 MILA T 4 AD—H—[ZIF_ Yammer EnterpriseLicense®E| Y HTohTWVEEA,
Contoso.comDEFa ) T4 DT T4 I FMEBEHZGE>TUVET,

Contosold, Azure AD$HEIDERE PIM) AL TEBRED®REZ 7OV FLET,
FEIREDER A

Contosold RDEREZFHA LE I,

WE T RTOANILTTRYEEEIL Microsoft365T7F > F &R TA—H -S4t X EEHE
TEET,

*A—H—FEEIL Contosod 74 RZEIZERL DI TA U REREFETHERT 5D TEE
EHRELTUVET,

*NILVT TR EBEIL, DHEEMicrosoft3esH—ERB LUV T TUVADART I A ETR T
VAN TOEDIZUJIZE K DREEECLTVET,
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RME ANVTTRVEBREE UTEFERALTIRVEETTEET , ELELFLIETRBELELD
A—H—EBEO—),
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T—AvE—UNRTEINET,
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Contosold  ROEFEEZEETLHFETY,
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DTA4ET4RTERMMTBTFU MIEBMEAEZH LV A —DSM U REYLBTEESR
ELET HBAY—4 T 1 0T Fr o R—2TFabrikamD1A—H—EBALET , BEMLT 5 1=
OICELILEREEZERTHLSICA—F—EBEORINEZERLLET,
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TOEREETHY AzureAD7H OV b EFEHLTRIESIAET,

= T4 JBAOFERI—Y—DFEIE BEIKART— 70—%3XE% L T Microsoft
SharePoint OnlineY 4 b JIL—7 BLUVT7TVADT IR ERELET,
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ShFET,
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Contosold, ROBZEMEHZHAMLET,
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LD M REYETE, A—F—DBRICESOWTEIFMICEY B TEHIBHEND
YEI,
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ENHYET,
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BEhHYET,
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YFEI,
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Azure AD tenant-level setting to modify: | TVI™
Allow users to registér af apphcaﬁ&l' 'y

Users can requestaaﬁln c.onSent to apps they are unable to consent to

Role to assign to User1: s h\“v | v
_y/Application administrator

)\ Kpphcauon developer

Cloud application administrator

1E fi#:
Azure AD tenant-level setting to modify: v
low users to register application
sers can consent to apps accessing company data on their beha
Users can request admin consent{o apps they are unable to consent to
Role to assign to User1: \ v
Application admigistrator
Application developer 1\ /I : —
Cloud application administrator- OS @ft
J)727L2RX:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles#iZ Contoso, Ltd
. BYRVESTRLDEY M)A —LA T4 RIZKBRZECAVYILT A VIRHTY,
Contosold Fabrikam_Inc& WS BRIDEHL EN— b F—2 v TEFEA TUVET , Fabericam|Z
(% . fabrikam.com & L5 & BiiDAzure Active Diretory Azure AD) T+ > b WHY ET,

kEw 42 Contoso, Ltd

BEFEORE

ContosoD# > T L I AFy T —2IZ(%_ contos.com& LS & RTDActiveDirectory K A 4 VA&
FNTULET, FA A IZ(E, Contoso_Resources & LVS ZRTDMAREAS OU) NS FENTULVE
9, Contoso_Resoureces OUIZ I, TR THDA—H—¢aVEa—2—DEENET,
Contoso.com Active Directory KA A4 V[2IE  RORIZKTA—HF—DAEENTULET,

Microsoft 365 / AzureIziE
ContosolZ[d RDOBEES 4 £ > X ##HDContoso.com& L5 ZHIDAzureADTF+ > b hH Y F

9,
Microsoft Office 365 Enterprise E5
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Windows 10 Enterprise E5

Aoy MEHE3

Azure AD Connectld azureAD & ActiveDirectory K A 4 >4 —/8—L X AD DS) DRI THER I I
F 9, Contoso ResourcesOUNHMEIEA SN FET,

ANILVT TR EBEX Microsoft365E Bt V2 —42HEMICERAL TA—Y—REZEELE
9,

A—H—EEBEIIIRE Microsoft 365F B U A—4FALTFE TSI/ R ZEYHTTL
T TRTDI—H—I2IE. ROBNERVTTRTOSA U AAEY B TOLRTVET,
AV RUFATARADA—YF—IE FETSM U RAEEY HTS=HDMicrosoft365EHt >~
A—ZFH->TVWET , TRTOI—H—IZE ROFANUNMISA o ZADNEY BTOEATLE
£l

Ay Ry 74 AQ—H—([Z(E Microsoft 365Phone v AT LT A U AAE Y HBTHATLY
FtA,

OF MILA T 4 AD—H—IZI1E_ Yammer EnterpriseLicense®E| Y HTohTWEEA,
Contoso.comDtEF 1 T4 DT T4 MMIEHIZH>TNVET,

Contosold, Azure ADHHEIDERE PIM) 2FAL CEEBEEDREZ TRV FLET,

B ERBA

Contosol¥ . RDOEIEZH#AN L ET,

RE . T RTDOANIILT TR EEE(X Microsoft3657F > F A TLI—H -S4t REEHE

TEET,
*A—H—FEEL Contosod 74 RIEIZRLG D TA L REHEZFHTHRT SDITEE:
EHRELTLET,

*NIVTTRYEBEIL WEEMicrosoft365H —ERB LI UVT TUADABT IR ET AT
JERAOTOED I =V JIZZ K DEFRZEPLTVET,

ME ANVTTRVEBEE UTEFERALTARVEETTEET , ELEFLITRELELD
aA—H—EBEO—)L,

* Azure ADT[A ]/ — K%R#IRT 5 & LogAnalyticsiiEMBERIZHE > TR EERT T
S—AYE—UNRTINET,

SESNI-EE

Contosold , RDEEEZEREITHFETT,

TILTH—ERNNRT—FK) vy b 8SPR)#E%E L F9, AzureMonitorZ{EH L TAzureEZi &7
DTAETARTEDNTEHTFTU MIEBNSAEHLOD A -0/ REIY HTEBHFR
ELET HBAY—4 T4 00 F v oR—2TFabrikamD1—H— B ALET, EMET 51
OICELIEERREZERTHESICA—F—EBEORINEHERLES,

App1E VWS BHTDH R E LEBEHKAzureWeb7 T ZFRELFET ApplldA V8 —2y b5
TYOERARETHY AzureAD7hHo > FEFERALTHRIESNET,

=74 VTBAOFHERLI—Y—DFEIEX BEIART— 7 0—%5E% L T Microsoft
SharePoint Onlinetr A ~ JIL—T BLUVT7 TVADT7 I R ERHELET,



ContosoldCorporation& LN 5 BRIDR#ZBINT 5 FETI, 100 ADH L L ADatumL—H—H
Adatum & ULy S & RTDActiveDirectoryQUIZHER SN FET , A—H—I1EO > K2 &7 MILICERE
ENET,

BT EH

Contosold . ROBEMEHZHANLEFT,

* AHA—#—I[&  ADDSH 5 contoso.comAzureADTF > FZRIEAT H2HENHY T,

* App11Z(Z_ https 7/contoso.com/auth-response&1§3 ') 54 LY FURINRETT,
HRA—F DM REYETE, A—F—DBMICESOWTEHMICEY BTEHILEND
YET,

* Fabrikama1—H%—(& ¥ —4 T « >V J &FADSharePointY 4 &R XOBMB 7V A TE S

ENHYFET,
*AzureADTRITENDEBT VL a Vv EHBETIRENHYEY EEO VT EMRIFT 52
EADHYFET,

*ANILTTROEBEL. FNFNDA T4 ADLI—HF—DHDSA LU RAEZEBTEINEND
YES,

*A—H—DETIBRICESSINDIAEENHDIEE . 1 —F—(FNNRT—FOEFEZ®RHE I
BBHENHY ET,

B [: 54

RAEHERBITICIE SR T—FFIRERETILENHY TS,
DC1(ZAzureAD/ARJ— K{R#EDCI—Vz VU b EA VR R—ILLET,
RIAETRETIN?EETDICIE ABFEHETHEUGA T a v E2ERLET,
I B OLEREZAZNIRAS Y FOMMENHY FT,

Answer Arca
Configue the Arure AL Password Protection proxy senice on: IIJC:
SERVERT
SERVERD
1 E————
7.
1E#E:
Answer Arca
Configue the Arure AD Password Protechion proxy senace omne e
B 55

T COBEMEF RLCOTIAERTT S5 —EDEBO—ETY, V) —XOFEMICF B DS
N-BRZERT HARMEOHLIHBDBRENEENTVET, —HOERt Y MIFHEHED
ELWERELNHAIGEEAHY ETIA MOERE Y FMIIXE LWVEREALZWEENDHY F
£l

COEILAaVOERMICAELERE ZOEMICRAZLETEERA, TORE, CoDE
BiFLEa—BERICRREINFEEA,



Microsoft3657F+ > kHH Y £9,

10D ERFIZHRAL S NTI=100 ADITEEEIIVET,

BRIZRRENBZT7TIVEALEaA—%2RKLET, BRIZ2TEIUvILET,)
Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role

Review name * | Admin review

Description (7

Start date * 12/18/2020

Frequency | Monthly

Duration (in days) (1) = e s————— — — —— )

End © Endby Occurrences )

Mumber of times

End date

Users " aa _.=_/,"-'
Scope (@) evépyongy,

Review role me@éﬁgﬁ}ermanent and eligible) * M I C rO S Of |

Application Aﬂnﬁgi"ﬁmr and 72 others
i

Reviewers

Reviewers [(Prea.riew] Manager

(Preview) Fallback reviewers (O
Megan Bowen

' Upon completion settings

FTRTDT7IHEALEaA—1 Y IR HMeganBowen(ZTE > TRZIESN TS Z ENHAIY FE
ER

BHMADI A= ¥ —DBETNTNOEPADT7 IV EALE 2 —%HEIZZITRA LS ITT IHEN
HYUET,

fRRE LEL—{BLUEE AV N— (HBI)IZERELET,




NIFEEZERLTOETN?
A. [T

B. LMVE

EfE: (EREETLET)

Eﬁ:ﬁ: 56
RDORIZFRT JIL— T EEL AzureActive Directory Azure AD) TF > bABHY £9,

Type Membership type
Security Assigned
Security Dynamic User
Security Dynamic Device
Microsoft 365... | Assigned
Microsoft 365 V! I|(Dynamic User
EQDTNL—TILTT7 VA LE 2 —%#ERTEEITM?
A JIL—T1DH

B. Group1# & U'Group4 D &

C. Group1# & U'Group2® #

D. Group1_ Group2, Group4 . & & U*'Group5® #

E. Group1,_ Group2_ Group3_ Group4 Group5

Eff:D(QAA U FEHEKRT D)
TNARTN—TDT7 I A LEA—%ERTHILIETTEERA,

)27 LR
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

EFI:IE]: 57

Azure Active Directory Azure AD) T+ > FhHY ET,

BEIZEELIZYA VA VERET BICIE AzureADY A A VDT #HRT DIBHENHY F
ERS

Azure ADIZEDLK SVDEIBIA R rEH A o4 oOFICRELETM?

A. 14H

B. 30H

C.90H

D. 365H

IEfR: (EffZzRTLET)

J)I27L 2R
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-
dataretention# how-long-does-azure-ad-store-the-data

Eﬁ:ﬁ: 58
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Microsoft3657F+ > kHH Y £9,
EFHMETIOELRRY O—ORBRICREINTWVWAESIZ EHHETIERAR) O —%ERLE
T, EUERETIOERRRIO—]2TEHI) Y

_ e Jer 1] EERED Jl Hl ‘ “N“““ F |r= 1

W

e ——
.- -

;;Jnll‘! i

i
1|'

A—JLEXEDFMOBERISREN TS LI, :L—*f—"éig%‘d) D—)LE&E’&%% LEY, %
BIREDFEME TEI VI LET,)



Rote®]Y 4 TOERICRENTND LS. 1—F—BEEOEAOIH Y U TERRLET, (&
HDE Y HTSRES Y vy LET,)

RDERAT—RAVMZIDWT RATF— A Y rHtrueDBEIX [ITWNEREIRLET, ThUsD
HBEIF [WWRIEBRLET,
I VERIEZEAENIRS > I~0)ﬁﬂi1|E7b\$> v id‘

1Efig:



D T

. Microsoft ALY Ll

Before Admin can perform a task that reql.ul&s the User administratar role, an approver Q
must approve the activalion request s ]

Admin2 can request acrwa:romnli Iflse*’ admmmistrator role for a period of two houwrs. i |
i
|
If Admin3 connects Lo the !ﬂuhc Active Directory admin center, and then activates the
User administrator mam r'ﬁin3 will be prompted to authenticate by using mult-factor
authentication tMiMil i

ﬁﬁﬁﬁ:ﬁ: 59

contoso.comé& L3 & BTDMicrosoft3657+ >~ kMH Y FT,
A=Y =TI ZABNEMLHY FT,

ROKIZFRT LS5, 2—HF —Idcontoso.com& HEMEET DL S ICHEFINTLET,

User email User type | Invitation accepted Shared resource
Useri@outlook.com | Guest MNo Ente_rpri_se
application
User2@fabrikam.com | Guest Yes Entgrpn_se
application

RDOBRIZTRT & 312, Azure Active DirectoryEBt o 2 —D4M a5 HRL—Y 3 VEREA L O
SRL—2a URIREBEEEEHRLET,

NII
il

Collaboration restrictions

) Allow invitations to be sent to any domain (most inclusive)

) Deny invitations to the specified domains

.x!f.- Allow invitations only to the specified domai {u'ri: f#ﬂ!i&&b@

LI

TARGET DOMAINS

Cutlock.com

Microsoft SharePoint Onlinetr kM5 | 1 —H—[Fuser3@adatum.comz 441 MMIBHFLFET,
RDERT—FAVKZIDWT ARTF— A2 D trueDHEEIE [[FWNZRIRLET, ThLSD
BEIX [WWRIEBRLET,

I WERIIERENIRAS Y FOBELSHY FT,

=oltcrosoft .o Tt M

User1 can accept the invitation and gain access to the.enterprise application. @) O
User2 can access the enterprise application. L " @) ®)
User3 can accept the invitation anq;g&‘m- access to the SharePoint site. O O

1E fiz:



Statements Yes Mo
User1 can accept the invitation and gain access to the enterprise application, @ O
User2 can access the enterprise application. @ o)
User3 can accept the invitation and gain access to the SharePaiil site [\ /] | ~ O~ « ~
Hf: 60

Microsoft3657+ > kD H Y ET,

FTARTOL—H—IL_ Microsoft 365H—ERI[ZCT7 IV ERT B EEIZ LERIE MFA)IC
MicrosoftAuthenticator7? 7'!) #ERT 2 ELH Y FT,

—EHDI—F—I% YA 4 ERFRHIRE T [ZMicrosoftAuthenticator? 1) TMFAZ O > 7
FRELEZEBELTVET,

A—H—HFABLEN >DIEMFAERFZHRE LGS, 1 —V—28HNCT OV I TIDLENH
YET,

fRIRR AzurelR—2 )LHv b  BERFBI MFA)DFREZEHRTEEEBRLET,
NIZEEZEFERLTVLWETM?

A. LMVZ

B. &Ly

Ef: (ERERELET)

B 61

B -DE4(Z1E contoso.com& LY S £ BTMDAzure Active Directory Azure AD) 77+ > Fh&H Y
F9,

Bt IZApp1 & VS ARIDWebH—E R ZRAFELTLNET,

App1hH*MicrosoftGraphZ{# A L Tcontoso.comDT 4 LY b T—R #HAHAMB EMTESH
LEERITDIVENHYET,

IEFIZETT DIRELNHD3DDT I avIEENTEIN?RETDICIE BULETIavET
93 D) A ML EEEFICEHL ELVEFTEELET,

Mitrosoft
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FYRE e ] B ! GraTTt ACmEn COMSENT

A7 SC-300fH B [LJPNTest.comigtf =t SC-3005RER IS8T H Z &ITKRICILBF

9 ! JPNTest.comlE S m=FTSC-300:AERHREE 1Rt L £9, JPNTest.com SC-3005{ Ea I RE &
FES3EBEFHINFEL, CZTSCI0MEENDTA IV VEFITANE T, RFBRDOT Y
+ X _ https://www.jpntest.com/shiken/SC-300-mondaishu B40f, 3 0% « XA > k455

#EI5|a— F: JPNshiken

B 62

Microsoft3657 7 > k &adatum.com & LY 5 & ETDActiveDirectory KA 4 U hiH Y F£9,

Express SettingsZ{#F L T Azure ADConnectZ7 704 LET,

ROBBZEEETICIE, L ITY—ERNRRT—FR)ty bk §SPR)ZHETIDLENHY FT,
A—H—DBNRT—FZEUty rTREEE . ENAMLTT)DBEMIZIEET 5, BRIEE
Nf320EFa) T4 DERIZEZDELIITKOGNLIDBELHY T,

NRAT— M)ty FENEEMRICERGLS  TFU e FAASVEATNRRD— FZEET L
ErHYET,

HEFAETEIREN?BET SHICIE, BEBRETENGA T a U EERLET,

F L OLBEREZERZENIRAS D FOMBENHY FT,

‘rom the Password reset blade in the Azure Active v
Jirectory admin center, configure: Authentication methods
Notifications
Properties
Registration
‘fom Azure AD Connect-enable’ v

Federation with Active Directory Federation Services (AD FS)
Pass-through authentication
Password hash synchronization
Password writeback
1E fiZ:


https://www.jpntest.com/shiken/SC-300-mondaishu

From the Password reset blade in the Azure Active v
Directory admin center, configure: Authentication methods
Notifications

Properties
Registration

From Azure AD Connect, enable: v

Federation with Active Directory Federation Services (AD FS)
Pass-through authentication
Password hash synchronization

Password writeback

JyI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-
security-questions

B 63

Azure Active Directory Azure AD) T+ > kDY ET,

T AT, A—F—IET7 TV r—2 3 V0 F&EBTEET , VVAICHRESATULET,
Admin1&E WS BRTOI—F—(E Appl EVWSERIDFH LWV SV FT7 TV ETTIOATILE
nHYUERT,

Admin1HApp1ZAzureADICEFTELH L ZHRIT IV ENIHYFIT , VY a—TaviE &N
HIEQORAINZFERT AVENHY FT,

AdMIN1[CEDEENZEIY B TEHIRLENHY FITM?

A. AzureADD 7 7)) r— 3 VERRE

B. Subscription1® 7 7B T— 2 EE

C. Subscription1 DI #x*—L K7 FJUr—3>vav b )JEa—42—

D. AzureADD Y 59 R7 T r— 3 U EBE

Ff:A(QAVREERT D)

J)727L2RX:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

BR: 64

H1r =D&t ZIEMicrosoft365TF > A HY £I,

BftIZX300ADI—F—HAWNBa—)ILt o E2—RHYFET , a—ILEUE2—TlEF 1 —HY—1ET
A by TFaAVvEa—4—ZHEBL BANOIVELI—42—%2FATIEENHYET, 00—
L3 —DavEr—3—IE ERBIEARICERINTOERA,

A=)t —ICEFBERERLAL I LFELESINATVET,

A=)t o2 —Da2—H—hMicrosoftiIZ7 It RT B L EZ ZERFPI MFA) ZERT HZNE
NHYFET

365

Y—EZ.
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V) a—23vICAzahiRENHYFITMN?

A. ZHIfFTERY FT—0 DGR

B. MicrosoftAuthenticator7 7 1J

C. Windows Hello forBusinessz2

D.FIDO2 b—% ¥

IFfR: (EZRTLET)

&5 BA
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-
passwordless

Eﬁ:ﬁ: 65
B -DE4(Z1E contosri.com & LY S £ BiTMDAzure Active Directory Azure AD) 77+ > Fhi&H Y
FY, BARIZIE, RORIZTRTE /*Z/\— I~7‘ h\L\iT

ﬁ— MName |
: An Azure AD tenant, U‘F!\ B two verified domains mamed
2 R fabrikarm.com ‘rrﬁ.f Addatumocom
T A A third pa.ﬂr?@dm'mv provacler that w.. i the rlrmlhfun.
n:'lr'r'rl.q_blninwamrm aim and camsfaborno s

A—Y—[FN v —D1E2FRLTT IV EREERTEET,

Fabrikam& LitwareD 1 —H—[L BEF A —ILT7 FLRIZENFND A/ V2 EFERALET,
Fabrikam#$ & ULitware L —H—DH&H M7 U 2 X TE BpackaqelE WS RFID T I R /Ny r—
DEERT A EEFBELTLET,

Fabrikam & litware D SN -#EZ R L T 3 X THO1—H —hipackage1 AL T7V &
REERTEDLSICTHILENHYFET,

T E2REDHIEMINBBORNMUTIEN LS SWLVTTH,

A.3

B. 4

C.1

D.2

IEfR: (EfZzRTLET)

BH: 66

FCOBEREI RLOFIVAERRTS5—EOERO—ETT, D) —XDZEMICIE, BRS
N-BRZERTHIAREOHSHMBOBRERNISENTVET, —HOEBEREY MZIITEHD
ELWVERENSHDGZENHY FITH MmOERE Y FMIFELWERENLGWNEELNHY F
9,

cDEIaVOERICEZELEZRIE, ZTOBRICRAZEIEITEFHA, ZOHER CNoDE
BIZLEa—BE@EICRTINEEA,

ActiveDirectory 7 #+ L X IZRI#A9 B AzureActive Directory Azure AD) T+ > bhHY FT,
Active Directory TA—H—7 A > B EMIHE->TWSIHEETH BTG ->TWWSHa1—H—
[FER K307 HAzureADIZ* L CEREETE A Z &MY £,
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Active Directory TA—H—7hO Y FBEICHE > TWWBEEES FTDI—H—THDO U A
AzureADADRIEZ T CICHLEEND K S ITT HIBELAHY FT,

ERE NAT—FDEERLEZHERLET,

NIFERZEZERLTVEIN?

A. [FLy

B. LMMZ

EfE:B(AAV FEHKT D)

JI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

B 67
RDORIZRITA TS 9 FFEEL AzureActive Directory Azure Azure) T2 bDHY FET,
* DevicelE WS ZRID T /8 R

* User1,User2 User3_ Userd & & UUser5& VS BRIOD I —H —

* Group1, Group2, Group3, Ciroup4, & & U'Group5& LN 3 ZRTD5DD Y IL—T
TIL—TIE RORIZRT LS ICHERINET,

[ licro o | Membership type . [0 7 Members] [T
Growg.. | Secunty Assigned o Wi Userl, User3, Group?, Groupd
| Group2 Security. Dynamic Lisat” ) * AL e T LR TR ER TR AR
Group3 Securty Bl Dyndmc Dévice Devicel
Groupd Microsoft 365 AAssigned | Grouph HITHE
Group5S Micrasaft 264, ™) [WAssigned Il Users
Microsoft Office 365 Enterprise E55 4 £ > X Z#Group1IZE|Y HTAHHEE W< DDA VAN
FERENFITHN?
A.0
B. 2
C.3
D.4
IEfR: (EffzRnLET)
)27 LR

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-
advanced

EFHE]: 68
ADatum1—H—ZREEAT IDLELAHYFET , V) 2 —2 a3 VIEEMEHZH L TVLIREN
HUFERT,

HEFAETEIREN?

A. Microsoft Azure Active Directoryi&fi ™7 « F— K05 [REAA T a3 oD H R 2 714 X% &R
LET,

B. PowerShellh 5 | Set-ADSyncSchedulerZ=1TLE 7,

C. PowerShellh* 5 _ Start-ADSyncSyncCycle#EfTLE T,
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D. Microsoft Azure Active Directory$&fc ™V « ¥— Ko [A—H—H A U/ VDER|ZERLF
ER

IFfg: (EfZRITLET)

E5EA

BEAA TS a3 VDA RETA X%EIR L T, Adatum$BHELL OU) ZRIEAT 5 & S (ZAzure
ADConnectz /3 2 ENHY FT,

B fE: 69
Group1DERITRENTINS & 512, Groupt & LV 3 £ HID ¥ L— T & EL Microsoft3657 7> k
RHYES, IL—TN2TEI2V VI LET,)

Group3
App1 7ONRT A DEFRIZCREINTWVEESIZ App1 EVWSBRIDIT VR —TSA X7 T) r—
avEERLEYT, PppldFanRT412 755y LET,)
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Dashboard > ContosoAzureAD > Enterprise applications > App1
'|' App1| Properties

. :nterpnse Application
«
. B sae X Dscard [ Delete D Got feedback?

B Overview

m Deployment Plan T N —— ~w—
Enabled for users to sign-in? - lu No )

K Diagnose and solve problems

Name @ [Aw‘l h I
Manage

Homepage URL hitps//app1 m365x629615.onmicrosoft cony D
Il Properties

L §
& Owners .

&. Roles and administrators (Prev.

& Users and groups

hi

-Mlc

. Application 1D (0 [ 11483665 B I
B appication proxy )
Object ID = —2280-04dbdff269
C Self-service JoctiD’ |03709d22-7661-4007. 4 o]
Security
Terms of Service Ut (O Publisher did not provide this information 0|
@& Conditional Access
; |
D terisiiis Privacy Statement Url © | Publisher did not provide this information 0|
© Token encryption Reply URL () ' hitps:/icontoso.com/App 1/logon o]
Activity User assignment required? ) .fn No “;,
D Sign-ins

Visible to users? (0 ([ Yes n

App1EZIL TH—ERDBRISREN TS ESIZ AppIDEILITH—EXZEBRLET, App1

TILTH—ERZTE0 )y LET,)



App1 | Self-service
Enterprise application

Dashoboard - ContosoAzureAD > Enterprise applications > App1

Select approvers

B overiew
- _ = User1
(I} eployment Plan Allow users to request access to this a» - User1 @m365x529615.onmicrosoft com
application? @ Selected
Manage = W 3N
To which group should assigned users be  Seled Group User2
I Properties added? © Group1 User2@m365x629615 onmicrosoft com
& Owners ,
Require approval before gragtingaceiss| VNN o User3
&, Roles and administrators (Pre 1o this application? » User3@maB5x629615 onmicrosoft. com
L3
&b Users and groups Who is allowed 0 approve atless 1o this  Selact approvers @ Userd
_ _ oo
3 Single sign-on applicatign - (% 1 users selected User4@m365¢629615 onmicrosoft com

»

& Provisioning Tawdhilth role should users be assigned in

thisapplication? * (O

Selected approvers

User1

B Application proxy
C  Self-service

Security

& Conditional Access

A, Permissions | l

Default Access .

User1@m365x829615 onmicrosoft com

Brmoor

Microsoft

RDERAT—FADRKIDWT RT—FAY MHtrueDIFEIF [IFWVZZBIRLET, ThLUND

BERK [VWWR]IEERLET,
T L VEREZENRENARAS U FOMBENHY FT,

Answer Area

Statements

The members of Group3 can access App
without first being approved by User1.

After you configure self-service for App1,
the owner of Group1 i1s User1.

App1 appears in the Microsoft Oﬁicﬁ%
app launcher of User4. |~’—-'1

Yes No

1 O

O

Mi&osoft ©

1E fiz:




Answer Area

Statements Yes No

The members of Group3 can access App1 I‘gl
without first being approved by User1.

After you configure self-service for App1, O O
the owner of Groupd'is User1.

App1 appears in'the Microsoft Office 365
app launcher of User4. EI O

Eﬁ:ﬁ: 70
RORIZERTHRA CEELAVTLIADT—EEU4—DHYET,

Name Description
Server1 Domain controller that runs Windows Server 2019
Server that runs Windows Server 2019 and has Azure AD
Connect deployed
Server that runs Windows Server 2019 and has a Microsoft

Server?

Sewﬁrﬁ; 4 ASP NE Trapplication named App1 installed

crverd 'Y} Uhassighbd server that runs Windows Server 2019
Hardware firewall connected to the internet that blocks all traffic
unless explicitly allowed

Firewall1

ActiveDirectory 7 + L X FIZRIEA9 % AzureActive Directory Azure AD) 73+ > hhiH Y F

9, Azure ADIZIE B EFREBIE MFADNERINFET,

App1ZEAzureADA—H—IZARATE LI LEZHRT IVNELHYET,

H—/N—&Firewall CRIZERT DRELAHY FITM?EBET HICIE, BEEE CEU LA T
LavEBRLET,

F L WERIEZENTNIRS > FOBELAHY T,



Service to install on Server4: -

Rule to configure on Firewall1:

Efi#:
Sernvice to Install on Serverd4:

Azure AD Application Proxy °

The Azure AD Password F’rotect:on DC agent
The Azure AD Password Protection proxy service
Web Application Proxy in Windows Server

Allow incoming HTTPS connections from Azure AD to Server4.
Allow Incoming IPsec connections from Azure AD to Server4.
Allow outbound H &mnnedl ons fro ewer4 to Azure AD.
Allow outboind IPsed/c ﬁ?éﬁ@h@@\%@v&rd to Azure AD.

The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service
Web Application Praxy in Windows Server

Rule to configure on Firewall1:

b 4

A n pAIIEw_uut_bn_umt HTTDS_t&nEcu_nn_s fE:-m_ S_EW_ET; m—Az_ure_ AE}

IVI}

Allnw incc}ming HTTPS connecnﬂns from Azure AD to Serverd.

IFsec connections from Serverd to Azure AD.

2t BA

Service to install on Server4: -

=

R A5 .
\VilTalada ;
[ Vi |- I UVou

F

Rule to configure on Firewall1:

)77 L2RX:

https://docs.microsoft.com/en-
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¢ 4| The Azure AD Password Protection proxy service
|

~ ﬁ‘nl e

Azure AD Application Proxy
The Azure AD Password Protection DC agent

=y
|

+ Web Application Proxy inWindows Server

| 3

v

Allowincoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Server4.
Allow outbound HTTPS connections from Server4 to Azure AD.

Allow outbound IPsec connections from Server4 to Azure AD.

us/azure/active-directory/manage-apps/application-proxy



fabrikam.com& LS BRID KA A > ZERT % Microsoft3657 7+ > H&H Y 9, Azure Active
Directory Azure AD) D47 R FMBEFREX BRICREINTVAESITEBRINATVWET, [BFR]
RITED) VI LET,)

Guest user access

Guest user access restrictions (Preview) (0

Learn more
O Guest users have the same access as members (most inclusive)

@ Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite (&

Yes No

Members can invite (&)
{ NoO

Guests can invite O

Email One-Time Passcode for guests (O
Learn mare

a»

\.

Enable guest self-service sign up via user flows (Preview) (O

== N icrosoft
'f No ;.‘

Collaboration restrictions
(®) Allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

(O Allow invitations only to the specified domains (most restrictive)

bsmith@fabrikam.com & LY 5 & HID 1 —H —(X  Microsoft SharePointOnline KX 1 A > k54 J
SVERDRIDRTA—HF—EHBLET,

Name Email Description
User1 User1@contoso.com A guest user in fabrikam.com
A user who has never accessed
User2 User2@outlook.com resources in fabrikam.com
User3 User3@fabrkam.com A user in fabrikam.com

EQAL—HY—IZNXRO—FNEFA—ITEEINETITMN?
A. User2d &



B. User1t M

C. User1 &User2M #

D. User1_User2_ # & UUser3

EfR: (EffZzRTLET)

SREA/SER -
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode
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REDENY A TZEET A-OICERITIRINEBREST SRENHYFET, V) a—aviF,
FREODEHEZH/-IRLELHYET,

HEFAETEIREN?BET SHICIE, BEBETENGA T3V EERLET,

F I OBERIEENENIRAS O FOEELAHY FT,

To manage Azure AD built-in role assignments, use:

Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
_ | Security administrator

/| | usraccess diministrator

"0 manage Azure AD built-in role assignments, use: -
Global administrator
rivileged Tole administrator
Security aﬂmm;t[;a Q- -
Uséraccess administrat

of
or

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

JI27L2R:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal


https://www.jpnshiken.com/q/14018-1254583/

https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
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Azure Active Directory Azure AD) [ZBERESNTWBApp1E WS BZBRTIDHDR ALY S I KT T
n"HYFET,

App_1 (i «kd)fE'J_tlw\?'J: SITER I TLET,

W veiee M WU TRSODGLED

Enabled for users to sign-in? @ | N

MName @) App?

Homepage URL © . https://appl m365x629615. onmicrosoit com/

AP

Logo @

Microsoft El
User access URL © _ h.u.ps:_.{.-‘.rn],?ap;s:rﬂ|crqé;}f-t.cc:n'-lfﬂ;;'1ln.-".ﬁ.|:,:p:5falédfiaﬂﬁ-dagt‘.--‘-ﬂde-b&d-- E
ApplicationiD'® | 09075836-0290-40ce-b0d0- 321FccE3c565 . [fﬂ
Object ID @ | 03709d22-Te6-4007-2220-04bdif1269c 1§
Terms of Service Url @ Publisher did not provide this mformation . E
Privacy Statement Url (@ | Publisher did not provide this information E
Reply Url @ _ r.'..nps:f,*mﬁmsn_c:n*mp;:.'-'-”.ﬁgsr" EE

User assignment required? @ (7 v, “

Visible to users? ® - -
FOy IR A a—%2FRALT HISREINTVAERICEDVTERT— AV MERET

I HRIEDEREEERLET,
T I OBEREERENIRAS D FOMEENHY T,




[answer choice] can access App1 from the -

homepage URL. | Al users

No one
Only users listed on the Owners blade

Only users listedioil the Users and groups blade

App1 will appear in the Mit_[ﬁsnﬂ'ﬂfﬁte 365 app v

launcher for [answer choice]. all users

no one
. ! only users isted on the Owners blade
Wﬂ | C I {ohlpdsérs listed on the Users and groups blade

[answer choice] can access App1 from the |
homepage URL. [Alusers
Ho one
Only uselis stéd on the Owners blade
Oy users hsted on the Users and groups blade

App1 will appear in the Microsoft Office 365 app
launcher for [answerchoice].

all users

no one

only users hsled an the Owners bladea

only users listed on the Users and groups blade

JI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal
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EHELEFE-TICIE LWGroup1 IV —TH# R T 2ENHY £9,
BMIAN—2 9 TIL—LEEDKSIZETITIRLELHY EFIHN?EZDICIE BUEEZIE
LWEA—4Sy MIFSY I LET , FEF 1EFERT S LE BHEFERTSIIEDL, Fo1=K<
FRALGEWCELETEFEFT , AVTUOYERTTDICIE ZLDHEE RNA UETHEIN—Z%FF
SYTETEN RVA—ILTEIRERHYET,

L WERIIZERENIRAS > FOEELHY T,

i il (AT o .. Micr
(ummr _abgectta) nm) ||| [t éﬁﬁm"-"“ R )
| | 1 sl b ol Il

1E fiz:
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T4 rDT ) B3R TE #HDAzureActive Directory Azure AD) T3> kBB YET, 77
VHMIFE RORITETAI—HF—DBEENLTVET,

Name Role
Admin1 Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User == Microsoft

App1 EAPP2E WS BHTID2DOD I S I R7 T EEALET, FO—/\ILEEEIL Appl%
AzureADIZ &SR LT,

A—H—ZApplIZE|IY B TR ENTES1—H—E  AzureADICApp2 & B TESH1—H—
EHRETIDLENHYET,

MIZHETEIVENHYFEFITN?EZTSICIE BEEHTEDGA T a0 EBIRLET,
I WDEBIRIZZENREFNIRS > FOBELAHY FT,

Can assign users to App1:

. Admin1 only
Microsoft AT Gy

Admini and Hd_rp_iga_ngly

Admin‘l_ ; A-:@n[nz, and Admin3 only
Admini. Admin2, Admin3, and User1

Can register App2 in Azure AD: ' -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admini, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1




Can assign users fo App1: -
Admint only

Admin3 only

Admin1 and Admin3 only

Admind, AdminZ, and Admin3 only
Adminl, Admin2, Admin3, and User1

Can register App2 in Azure AD; -
Admintonly =5 N croso
Admind only

Admin1 and Admin3 only

Admin1, AdminZ, and Admin3 only
AdminT, Adming, Admind, and User]

— -,

J)I27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-
assign-users
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added
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contoso.com & LY 5 & BiTMDMicrosoft36s5T 7+ > thH Y £,

R A—HF—=T O ABREMHGEY ET,

RORIZET L5112, 2—H —Idcontoso.comé& HLREET LS ITHBEFEIATNET,

User email User type | Invitation accepted Shared resource
Useri@outlook.com | Guest Mo Entgrpri_se
application
User2@fabrikam.com | Guest Yes Ente_rpn_se
application

ROETRIZTRT & 312, Azure Active DirectoryEBB+ V2 —DA a5 RL— 3 Y
SRL—2a RIREEEBRALET,

REMND O

=111

Collaboration restrictions

ow invitations to be sent to any domain (most inclusive)

witations to the specified domains R y
B AL~ T
vitations only to the specifisd domaifnsy .13’#&!:&1&.‘:1} |

TARGET DOMAINS

Butlaal cam
LAUTICOR. Lo

Microsoft SharePoint Online kM5 A —H—(Xuser3@adatum.comZ 44 MMZHBHFLET,
RDEAT—RAVFZDWT RATF—MA Y FHtrueDHEIE [IFWNZRIRLET, ThLUSND
BEIE [WWR]IZEERLET,

I WERIIZENRENIRAS Y FOMEELHY T,



Statefmefits - .. ~ ~ ~ |f £ Yes No
IVIIGLI W e L

User1 can accept the invitation and gain access to the.enterprise application. O O
User2 can access the enterprise application. @) ®)
User3 can accept the invitation and‘@ain access to the SharePoint site. O O

Statements Yes
User1 can accept the invitation and gain access to the enterprise apphcation. @

Wser2 can access the enterprise application. @
Microsott
IVIIGLI UOULEL

O
O
User3 can accept the invitation and gain access to the SharePoint site. () @

BEHI1ESC-300fEEE [FIPNTest.comigft St SC-3005RAERICER T S LITRICILBF

9 ! JPNTest.comld 5 H#TSC-3005XBREIEE 1=t L £ 9, JPNTest.com SC-3005%ER 1 =E 5
FESEHINELIZ, CZTSCIOBBENDTRA NIV VEFITANE T, RFBDOT
+ X _ https://www.jpntest.com/shiken/SC-300-mondaishu B840f, 3 0 %71 4« Ao > k453
7 E|5|3— K: JPNshiken,

B 77

User1, User1l, & & UUser3& LS BRINDIAD I—H—% S Azure Active Directory Azure AD)
T EBHY  Group1 E WS EZRID T IL—TEER L E T, User2 & User3% Group1IZiBA0 L
FY,

FIVr— a3 VBBEDOERTRICRENTNS K S(2 Azure AD$FHEIDERE PIM) TO—ILZ1E
BRLES, PIVr—2a nEBEZ2TEV VI LET,)


https://www.jpntest.com/shiken/SC-300-mondaishu

Grouplld, 77U r— a VEBEO—LDOERBEELE LTHRAESIET,

User227 77— a vEBEO—IILONRELE K S|

UserlDiF& EIYETOE

ZEMLEY,

BRRLET,
2. 77TV r—a v EBEDER

~

FYUET

1=

#|
=]

3

IRENTWWS &

[

)N

BIYETIZTEIUYILED)



E[WWZ]EERLET,
L OBIRIZEFENRFNIRS Y FOMBIERHY £9,

IHMWH

T g mial

I i’.;' | "ll" =IO
o

EFDT 78

contosso.comDT 7 A b FAAL VRAFFERT 5K SI12H L L Microsoft36ST7F > F &R L E
ERS

EHMETIEARY) O—FFHL T Microsoft365!) Y —AADT O R ZHHTEE &%
HETIDHELAHY FT,

HEFIERDFAZEITRETIMN?

AEXaUTADTIHILEEEMZLET,



B.1—Y—REEREZENLET,

C. ZERIBE MIA) BEFRY V—ZBRLET,

D. Windows Server ActiveDirectory® /SR J— F{REXER L FT,
EfE:A(QAVRERKT D)

B 79

HHNEHET IO RERERE/E-TICIE . AT LIRT7 T 5 — 3> &SharePointOnline D il
RERETIDLELNHYET,

HEIEMZETEIREN?EEZT DI, BEEETEUGA T 3 VEBERLET,

I WLZERIZEFEREFNIRAS Y FOBIELHY £5,
For on-premises applications:
v

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications
Publish the applications by using Azure AD Application Proxy

For SharePoint Online:
v

Configure Cloud App Security policies.

Modify the User consent settings for the enterprise applications.
Publish an application by using Azars, AD Application Proxy.
1E#Z:

For on-premises applications:

v

Configure Cloud App Security policies. R i
Modify the User consent setti ngs for the entérprise’applicafions |
Publish the applications by using Azure AD-Application Proxy.

For SharePoint Online:

pDnﬁgure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

B f: 80

A—H—DAEELEEENBRIZESINTVREVNSRITNESEZE-IRE DY T,
A—H—ERYVICAZEITRET [AZ2ERTIVLELHY FTITM?RET SICIE, EEMHEETHE
YHA T avEBERLET,

I ODBRREIEFAFRIRAS D FOMENAHY T,


https://www.jpnshiken.com/q/14018-1254590/

rﬂul& -factor authentication (MFA).
Lervice password reset (SSPR).

signiin nsk | puln:y'

{ B i
Nk ey BMMicrasoft

j
"Is‘h, h

You musticonhigure:

AL, |

1E#Z:
Answer Area
The users must first: |or &L= LA RLRE R T data o [i1{=17s8
PR Ttion pohcy
B 81

»ﬁw)ﬁl_, g 1—H—FE L AzureActive Dlrectory Azure AD) T+ kOB HY ET,

AzureADD[EBE T ONT 4 EERABATONT A ZEBRTES 21— —(FENTTH, EET
B2 EEEETEYGA T a vEERLET,
F I WLBIRIIZNFNIRS > FOBELAHY FT,

Job ttle property: | [Uiser: anbyf

Lisipr 1 and Usor2 only

Licerz and Userd only
LiSesr ), Uiserd, and Userd

Usage locabon property: [Usees Sy
T Liser] and User2 only

L
SINHCrosoftl ey,

Wser2 and Useed only
Userl User2, and User3

B fE: 82

HET-DE%(ZIE, Contoso.com & LS5 & EIMDAzure Active Directory Azure AD) T3+ > thiH Y
F9, FAttIZ(EFabrikam Inc& WS BRIDE SRR /S— b F—DWVET,

Fabrikam(&AzureAD %R L T Y  fabrikam.com & litwarein.comM2 D DIRFEEHA KA 4 V&M
HUET,ELLD AL VB LFabrikamDEFA—ILT7 FLRICH L TRALNTULET,
FabrikamDEf S W= E R LET,



package1lZ _fabrikam.comDEFA—ILT7 FLREZHFE DD A—HF—DHANTIEZATESLLSITT
BRENHYFET,

HEFAETEIREN?BET BHICIE, BEBETEUNGA T3 U EERLET,

F I WERIEZENTNIRS > FOBELAHY T,

A SOCETS [RECRESGE FLL T v Doty
Harh S0 CPLA pRASKAEE ERMICY S ST (i
L Easiisonsl soren Eoboy v ATErE AL

Bilem § kel Al s

LA e peacksge
A o ks W A G nlduwdpﬂm—u.
A ol sereys PRy o ATl AD

e {simviusl o ofatner atioms

m.u..m.h..ﬂmwu’.::.z W ICrOSC

g;p- o oy ovennanca

ﬁnghig: _. e

A s e plw Mane prodoy 16 MMETTEIRY GOwErnmnE |
T T L T ST NI LT

A § atms Fial o pared @ sy saribitaiye A e ALY

Eﬁ:ﬁ: 83

REOEHZEH/=TICIE AzureADTT7 T DEZEERT 2HENHY £T,
HEIEAZ T EIREN?EET BHICE, BBEEE THEYGA TS a Vv EBIRLET,
VBRI ZENENIRS Y FOMELAHY £9,

Azure AD tenant-level setting to modify:

Allow users to regi
Users can consent to apj
Users can reques!

b

Role to assign to User1: | v
ion administrator
plication developer

Cloud application administrator

Azure AD tenant-level setting to modify: =
[Rliow users to reqgister a n
' Users can consent t ccessing company data on their behalf

< Users can req consent to apps they are unable to consent to
Microsoft

Role to assign to User1: : ] v

F"T-ye ion developer
:-_L-' oud application administrator

J)77L2RX:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles
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RDORIZRTA TP 5 b FEEL AzureActive Directory Azure AD) T+ kB Y FT,
Name Type I

User1 User AuNORe

User? User « » Y| Microsoft Office 365 Enterprise E5

Group1 Security group . Microsoft Office 365 Enterprise ES

Graup2 Microsoft 365 grawpy, % ° None

Groun3 |\ /| | ] Mai:enabled sEturity group | None

Group3[Z A U/N—E, LTEMTED AT MIENTTH?

A. User2 & Group2® #

B. User2_Group1, & & U'Group2® #

C. User1_User2_ Group1, Group2

D. User1 & User2®

E. User2d #

I (EfgZRRTLZEY)

)27 LR

https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-

nesting/
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B -DE$(Z1E contoso.com& LY S & RTDAzure Active Directory Azure AD) T+ > kA Y
F9,

Bl#tIZApp1 & LVS BRIDWebH—E X ZRFELTLET,

App1hH*MicrosoftGraphZ{# A L Tcontoso.comDT 4 LY b T—R2 #HAHAMB EMTESL
LEHERITDIVENHYET,

IEFIZETT ILELNHL3DDT I avIEENTEIN?RETDICIE BULETIavET

203 DYAMMOEEBRBEICHEEL ELWEFTREELEY,

Answer Area

Create an app registration

Grant admin consent

Add app permissions

WHcTosor

1-7 TVEBREERLET
-EBEDRAEEEZS


https://www.jpnshiken.com/q/14018-1254596/

37T DIEREZEMLET
JI27L2R:
https://docs.microsoft.com/en-us/graph/auth/auth-concepts

B 86
contoso.comMDSMTP7 KL RAZEMZERT 54 > 7L = X DMicrosoftExchangefl#gin s Y £
ERS

A—HF—HABHTDEFA—ILT FLAZFERL T, Microsoft3e5H—EX~ADEIILTH—E X
AT TETOCTVWBIELDLMYFELT,

BoE&1—Y—% & AzureActive Directory Azure AD) T+ > IR $ 545 00—/ LEEE
ERSFIILELAHYET,

IEFICEITTIULENHDA4DDT I aVIEENTIN?RETHICZIE BEPYLETVSavET
923 DR oEEEEICHBEL ELWEFICHENET,

Actions Answer Area

Sign in to the Microsoft 365 admin center.

| Create a self-signed user account in the Azure AD
tenant.

' From the Microsoft 365 admin center, add the domain| @
name. -

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove'ae
domain name.

Create a TXT record inthe cMo%.gi‘i L S
| S L a-.‘t\-:- J I‘;I:-I'V I

Answer Area

: g Y1ICTOS0
Create a self-signed user account inthe Azure

AL tenant

Sign in to the Microsoft 365 admin center

Respond to the Become the admin message

Create a TXT record in the contoso.com DNS
zone.

1-AzureADTF > MZEBBEBRA—HY—T7HO U FEERLET,
2-Microsoft365BEBt o2 —ITH A1 A4V LET,

3- BEEBICHEBD AvE—DIZBBLET,

4-contoso.comDNSY — 2V [ZTXTLa— K& LE T,

J27 LR



https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

Eﬁ:ﬁ: 87
B -DE4(Z1E contoso.com& LY 5 £ BTMDAzure Active Directory Azure AD) T+ > Eh&H Y
FY,

B4t (FApp1 & LVS BRIDOWebH—E X ZRFE L TLVET,

App1hH*MicrosoftGraphZ{# A L Tcontoso.comDT 4 LY b T—R2 #HAMB EMTESL
LEERITIVENHYET,
IEBIZERITTIRENHB3DODTILavEENTETN?RETBICIE BULETILavET
903 D) A M oEEEZICESL ELWVMNEFTEREELET,

| Sreste an epp registration
| Adct app permissions

(I T JP— .
% Microsoft %

| Adtd delegated perrmasions

1Ef#Z:
Answer Area

Add a group claim.

Grant admin consernit.

Add delegated permissions.

1-GI—THY L—LZEEMLET,
2-BEBEDREXE5AET,
3-FESINI-#ERERZEMLET,

B4 88

HE-OE/TIE, A—F—DET7 TV r— a3 VICT7HI AT BRI, A—F—B7I X
FERTOIDLENHYFET,

MyApp1E WS ARIDFHLWI U2 —TS5 4 X7 7)) r—= 3 > %AzureActive Dilatory Azure
AD) B4 L _MyApp D U F LA o4 8SO) B LET,
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Microsoft3657 73+ > kAW £ 9,
Azure Active Directory Azure AD) 77+ > MZIX RORIZRT T IL—THEFEALTLET,

Group Secunty

Gioup2 Bristributhicon
Group3 | Microsoft 365
| Group4 Mail-enabled secunty

AzureADDIHFE  ApplE WS RRIDFLWI VA —TS5A4A X7 T ) r— 3 o%BmMLE
T ApPICEIYE TR ENTER T IL—TIEENRTTHN?

A. T IL—T3DH

B. JIL—720#

C. Group1# & U'Group4

D. JIL—T1DH

E. Group1# & U'Group

EfR: (ERERTELET)
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ZDEIVavOBEMICEAZEL-RIE, ZOEBEMICRSZLETEFRA, ZOHRR. CNODE
BlELEa—BEmEIZRRTESNWEEA,

Microsoft3657 7+ > kHH Y £,
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name *

Description

Start date * 12/18/2020 B8
Fraquenty - by : W
Duration I:il'l dﬂ}';} ———————————ﬂ

End @D ¢ty Occurences

"5
Lsers
Scope I Everyone
Review role membership (permanent and eligible) *
Reviewers
Reviewers Preview) Manager o
Previe lback reviewers
LY

TRTDT7IHEALEa—Y Y IR FhAHMeganBowen(ZT&k > TRZIESN TS LAY FE
KR

BEHFADIF— ¥ —BNENETNOHFADT I LA LE 2 —%HRIZZITRA LS T HIHEMN
HYET,

fRREK LEa—#ELEEX A /N\— (BBIZRELET,

CNIFERZERLTVEIN?

A. LWV R

B. (LY

IEfE: (EfZRTLET)
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| Directory synced |
Usert Member Yes
Userd Member e TR TN
User3 Guest Mo

AzureADD[EEE T O/NT 4 E[FERBARTO/NT 4 ZHERTES1—H—(FENTTH, BET
BI2IE, EEEETEY A T a v EERLET,
F L VEREZRZNIRAS Y FOMEELHY F,

Job ttle propertys | [Liserz anby

Uibr 1 and Usor2 only
User? and userd only
Lisen 1 User? ) and User3

Lisage Iocabomn propertys | [Usee? only
Liger] and Lisers only

»
M i C rOSOft Liger® and Liserd only
Userl, User?, and Userd

i

Job ttle property: [Usec? only I
Liser 1 and User2 onlyf

e @at ] 1]

Liser ] User2. and User3

Usage location property: Flicee? only I
[T T TR ST Ty
Wser? and User3 only
Userl, Userd: and User3

AH)7:SC-300fH RESE [LIJPNTest.comigtf =t SC-3005RERICEHRT H Z LITKRICIIB F

9 ! JIPNTest.comlE S &= SC-300:AEREREE 1Rt L £9, JPNTest.com SC-3005, Ea il RE &
FE5EFHEINFELIZ, CCTSCI30BBEEDTARA IV VEFIZANE T , RFBRDOT
+ X _ https://www.jpntest.com/shiken/SC-300-mondaishu B840Ff8, 3 0 %7 « XA > k455

#E|5la— F: JPNshiken,

Eﬁ:ﬁ: 92
Department1 & LN S BRIDOEE I = v k& & AzureActive Directory Azure AD) 75> FHH Y
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Dashboard > ContosoAzureAD > Departmentl Administrative Unit

2| Departmentl Administrative Unit | Users (Preview)

osolzureAD - Azure Active Direct ory

+ Addmember [& Remove member [ Bulk operations (O Refresh == Columns

o |

This pagg includes previews availabla for your evaluation. Vlewpwews—b
I\/lglcroso:’it AV~

| 9 Search users *"? Ad'd liers

2 users found

Name T 1. "User principal name o)

D . Userl Userl@m365x629615.0nmicrosoft.com
D . User2 User2@m365x629615.onmicrosoft.com

User type
Member

Member

, S Preview features <) Got feedback?

Directory synced
No

No

Department1 (& T IL—TBRICSRENTWBRITIL—THHYET, (WIL—T2TEo0vY

LET,)

wasnwvaiu LISl AL I..l‘:’.)ﬂlllllt:JILJ. AN auwve wine

o Departmentl Administrative Unit | Groups

ContosodzureAD - Azure Active Directory

* + Add [i] Remove C) Refresh == Columns &5 Previewfeatures
[)3 Search groups v Add filters
Name Group Type

Group1 Security

icrosoft —

4

C’ Got feedback?

Membership Type
Assigned

Assigned

Department1(Z(& AssignmentsBRIZSRENTWS1—HF—EBEDEY L THHY ET, [E

YETIZTEI Y9I LET,)

- - Era e s g Cre——— e e e

2 User Admlmstrator |ﬁ55|gnments

by ity Managnme

+ Add assgnments ﬁ! Settings I:_:' Raefresh v Expont 7 Got fesdback?

Elighle assignments  Active assignments  Expired .ss-sug-:rr-cn:'..

- = -.TIL '--P'
L2 Spanch by member name of principal nams

L W W .

Name Principal name 7 Type Scope

User a.d:mm:slumn

*—l-h--i.

=Mic rdﬁbf‘t ==

""" User Directory

frafve Und (Admanistrateee und)

Group20))‘ 2 1N—IEGroup2 M ERIZ ETé#’LTL\iT WIL—T212 %909y LET,)



Dashboard » ContosofzureAD > Groups Groupd

Sa Group2 | Members

Group

= Microsoft

 addmembers [0 Remove ) Refresh [ Bulk operations ~ == Columns Bl preview features 0 Got feedback?

ﬂ This page includes previews avadable for your evaluation. View prewews =¥

Direct members
User type
Member

Member

RODBEAT—FAVRMZDWT RT—FAY FhtrueDIFEEIE [IFWVZBIRLET, ZALUSND
BEIE [LWWR])EEIRLET,
I UDERIIEFNREFNIARS Y FOMELADY =T,

Statements

- Adiid] i esa e passwords of User3 and User4.

Admin1 can add User1 to Group 2

Admin 2 can reset the password of User1.

Statements Yes No

Admin1 can reset the passwords of User3 and.User4. @) @)
Admin1 can add User1 to Group 2 O O
%de kgrr rgégi%i Eassword of User1. [O] ®)

JyI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units
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Litware 1—H—~DAzureADZ A4 V> ADEY B TEZERT ILELAHYET V) -3y
Fo2A o REHEZH -LTVWILELAHY FT,

HEFAETEIREN?BET BHICIE, BEBETEUNGA T3 U EERLET,

F I WERIEZENTNIRS > FOBELAHY T,

Azure AD Connect settings to modify: v

Directory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to: ; v
An Azure Actwe Dlrectory group that has only nested groups
An Azuré A At:tlve Direetﬁry gtm has the Assigned ’g\ mbership type

t ﬁ@s&ﬁ@@@ r membership type

An Azure Active Direstory ar

Azure AD Connect seftings to modify: -
Directory Extensions
Domain Filtening
Optional Features

TR R

Assign Azure AD licenses fo:

. F&P Azuré Active Directory group that has only nested groups
| An Azure Active Directory grougiihiel hias the Assi ned membershl
An Azure Active Directory group that has ! JSermermbers

B 94
N=7 T4 T BADHBE SN ER L RNEHEZRRT ILENDHYFET,
HEEFAETHIREN?EET HICE BERATEY G T a VEERLFT,
E I OEREENRENIRAS 2 bOEENSHY FT,

To configure user access: v
An access package

An-dctess review
“|A €onditional access policy

l'o enable collaboration with fabrikam.com: S Microsdft
: Anaccepted domain

A connected organization

A custom domain name




1o configure useraceess. v
An access package

An access review

A conditional access policy

o enable collaborationwith fabrikam.com: v
An accepted domain

A connected organization

A custom domain name

JI27L2R:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-
organization
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Azure Active Directory Azure AD) T+ > kDHYET,

RDBEZEHFOHRAppsE WS ERIDIT A —TSA X7 T )r—3valLy o arzEERL
F7,

*FF)r— 3> Appl, App? . App3

‘ThEE . E1ES

*1—H—& 45 )L—T HRUsers

AH3DDT7 ZVIZIX RO TOANRTAEBENHYET,

*A—H—MNHY A oA TEBEII2T S 1EL

MBI —H—EIY HT 1L

*—H—([ZRR IFL

A—H—[X My AppstR—BILIZT O ERT B E Appl EAPP2DHERA D ERELTULVET,
A—HY—DApp3L RRTEDSLIICTEILELNHY FET  App3 ol dTRETIMN?
App3 o[ Z T RETITM?

A [ERD) S 1——REDIEREZHERELET,

B.o UYL F UG YA UF VAR EEBRLET,

C.2—H—¢45)IL—Thi5 _HKUsersZHIBRLET,

D.Prom7O/8T 4 WMELHI—F—ZEYLTENoIZEELET,
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Microsoft3657+ > kM HY ET,

FTRTOI—H—I[E_Windows 102 ETF 53 E1—42—ZHFH-TLWFET, FLEAEDTY
Ea—4%2—I3&MATH Y  Azure Active Directory Azure AD)IZSMLTWET, —&Hna >
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A—H—"ET %32 E 1—42—TMicrosoftSharePoint OnlinelZ###i 3 21— —h 77 A
LWEFDoA—RFELFRPTELEVLSICTILELAHY FT D1 —F—ZHIE L TIEA
YEHA,

EDOR)o—3 4 TEERTIRBENHYFEITH?

A. Microsoft Office36577/\F 2V A7 U L 3 U H\HERK & 11T Ly S MicrosoftCloud AppSecurity 7 47
TAETAR)>—

B.ty>aray bO—)ILAEREINTLDAZUreADEBFET VAR —

C.UOSAT VT TYDEELIERINTLDAZUreADERFET I XK O —

D. H/I\F 2V RT7 ¥ a Uh#ER S TL 3Microsoft Cloud AppSecurity7? 1 f&HAR 1) & —
Ef#: B (24 FERET D)

J)77L2RX:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad
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H1ET-ME1t(Z1F  ContosoEast& ContosoWest& LN ZRID2DDEMALHY £, ROERT
(X . @A DEFIDMicrosoft 365ID7 —F T F¥ ZRLTULVET,

Contoso Wﬂ'ﬁ;\ /" Contoso Emst >
Microsoft 365 (\ Macronoft 165 j
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Contoso East&ifiM 1 —+H—[Z ContosoWestT 7 > k MMicrosoftSharePointOnlinet 4 k~®

TOERZENYETHILENHYET, ZDOYV ) a— 3 0TI, BMDOMicrosoft3G55 1 £ X

FBEELBVKSICTEIRELNHY T,

HETIEAZET oREN?

A. ContosoCast TEE7E MAzureAD Connect—/3\—Z#& /B L T, Contoso East ActiveDirectory

74 LR k#%ContosoWestTF+ > MMZEHLET,

B. ContosoWestT 7+ > f TAzureAD7 ) 7r—a > 7Ox o2 ERILET,

C.WestTF+ > kDT RTMDContosoEastL—HF—DH R CT7Ho Y bEERLET,

D. 2% B M Azure ADConnectt—/\— % ContosoEastIZT 704 L _ Contoso East ActiveDirectory

74+ LR k#ContosoWestTF > MZBI#AT AL S —N\—ZF#ERLET,

R (ERERTLET)
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RDFRIZR \TJ‘7J'7 o 7 b % & & AzureActive Directory Azure AD) T+ > bAHY 9,

Name | T Directly assigned license
User1 R N None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise E5
Group?2 Microsoft 365 group None
Group3 Mail-enabled security group | None

Group3[2 A UN—E LTEMTEDA T MIENTTH?

A. User2 & Group2®

B. User2_ Group1, & & U'Group2® #

C. User1_User2_ Group1, Group2

D. User1 & User2® &

E. User2 &

Eff:E(QA2 FEHEKT D)

JI27L2UR:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-
nesting/
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RREOEHZEH/=TICIE AzureADTT7 T DEZREEBR T 2HENHY £7,
HiatzlEfzx 3 oRXEN?RIET HICIE, EEEETEYGA T 3 oEBIRLET,
VBRI ZENENIRS VD FOMELAHY £9,

Azure AD tenant-level setting to modify: B A arAc n-‘-l- v
Allow users to registéf@pplicatigh "' & S OIT T

Users can consent to apj apps accessing company data on their behalf
Users can requesl adfin conSent to apps they are unable to consent to

Role to assign to User1: - @ﬂ%%w v

/Application administrator
|Application developer
Cloud application administrator

1F f#:
Azure AD tenant-level setting to modify:; ] o : v
Aliow usersio registét applicationss ( ) | |
Users canconcent to apps accessing company data on their behal
Users can request admin‘'consent to apps they are unable to consent to
Role to assign to User1: | v
Application administrator
plication developer
Cloud application administrator
)727L2X:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles
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HEEEMETEINEN?EET BHICIE, AEEETEYN G T2 a v EERLET,
I DEREERENIRS O FOBENHY £9,

To configure user access:

ftt?'-a'ccess package
An access review
A conditional access policy

0 enable collaboration with fab_rilga%n;cum: -
An accepted domain
A connected organization

QI‘ M iC ro om domain name

]
— TdWitgieGeadkess v
{An access package |
An.access review
A conditional access policy
To enable collaboration with fabrikam.com: -

A custom domain name

B

To configure user access:

ftn access review
A conditional access policy

To enable collaboration with fabfikém.cum'
An acc%ed

A custom dnmaln name
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https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-
organization
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