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Playbooks are collections of procedures that can be run from Azure Sentinel in response to an alert or incident. A playbook can help automate and orchestrate your response, and can be set to run automatically when specific alerts
or incidents are generated, by being attached to an analytics rule or an automation rule, respectively. It can also be run manually on-demand.

Playbooks in Azure Sentinel are based on workflows built in Azure Logic Apps, which means that you get all the power, customizability, and built-in templates of Logic Apps.
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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Microsoft Sentinel, Manage your SOC better with incident metrics

Security operations efficiency workbook

To complement the Securitylncidents table, we've provided you with an out-of-the-box security operations efficiency workbook template that you can use to monitor your SOC operations. The workbook contains the following metrics:
Reference:

https://learn.microsoft.com/en-us/azure/sentinel/manage-soc-with-incident-metrics
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To suppress alerts at the management group level, use Azure Policy.

Reference:
https://learn.microsoft.com/en-us/azure/defender-for-cloud/alerts-suppression-rules#create-a-suppression-rule
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Because Security admin isn't in the answers.

https://learn.microsoft.com/en-us/azure/defender-for-cloud/continuous-export?tabs=azure-portal#availability
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Change the alert severity threshold for emails to
Medium.

Copy an executable file on a virtual machine and
rename the file as ASC_AleriTest _662jfi039N exe.

Enable Azure Defender for the subscription. ) e n @
Change the alert smnh‘plﬁ%

to Low.

Run the executable file and specify the appropriate
arguments.

Rename the executable file as AlertTest exe.

Actions Answer Area

ﬁﬁ'}'gﬁfe alert seventy threshold for emails to Enable Azure Defender for the subscription.

Change the alert severity threshold for e , 1S

to Low. ¢ ‘

Rename the executable file as AlertTest exe. =— M i C r 0 S Oft

Explanation:

https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation
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Options A, C, D are incorrect. Neither renaming any device nor KB's has any impact on the Device inventory list.
Option B is correct. We can modify the "time setting" to find the system.
Reference:
https://docs.microsoft.com/en-us/azure/security-center/asset-inventory
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Field:
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Azure Resource
Host

User account

Name
Resource Id

Address
Command line




Answer Area

Entity type: v
|P address

Azure Resource
Host

User account

Field: v
Name
Resource |d

Address
Command line

Explanation:

Entity Type = Azure Resource (Azure Storage is a Resource)

Field = Resource ID (All Azure resources have an ID)
https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-alerts-are-now/ba-p/1404920
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Name Type Description
Sentinell | Microsoft Sentinel Includes a custom hunting query
workspace named HuntingQuery1
Server? Azure virtual machine Runs Windows Server 2022
oI REE
FAUOTLIRRY FT—=YICIE, RORIZEKT VY —RADBEENTLET,

Description
Runs Windows Server 2019
Has Azure Arc-enabled and the Azure Momitor
agent installed |
Webappl Web service An on-premises, public-facimg HTTP/HTTPS web |

service that generates JSON output in response to

GET HTTP requests
Infoblex] | Infoblox DINS {-"L third-party DINS service appliance linked to
SErVICE | Senririe]l &y heine a data connector
=24
AEENTWESER
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Azurehctivity I\ ~rNC N
| where ResourceProvideryialus == “NICROSOFT. CLOUDSHELL®
| where ActivityStatusValue == “Start"

| extend

Account_0_Name = tostring(split(Caller, *'@*, @)[@]),
Account_@_UPHSuffix = tostring(split(Caller, ‘@, 1)[2])
| preject Account_0_Name, Account_0 UPHSuffix, CallerIpAddress, TimeGenerated
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Server2 should be excluded from agentless scanning - therefore a tag is needed.
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Option A is correct. This report is enumerated by the CVE ID.

Option B is incorrect. The software inventory page contains a list of software installed in your organization.

Option C is incorrect. The event timeline is a risk feed that lets you understand how risk is introduced in the organization.
Option D is incorrect. The incident report doesn't contain any weaknesses or vulnerabilities.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/tvm-weaknesses?view=0365-worldwide
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To configure Microsoft Defender for Cloud Apps to generate alerts and trigger remediation actions for the external sharing of confidential files, perform the following two actions in the Microsoft 365 Defender portal:

1. From Cloud apps, select Files, and then select New policy from search.
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This action allows you to create a file policy that detects when confidential files are shared externally. By setting specific filters and conditions, you can configure the policy to generate alerts and apply remediation actions, such as
removing external sharing permissions or applying sensitivity labels, when such sharing is detected.

2. From Settings, select Cloud App, select Microsoft Information Protection, and then select Automatically scan new files for Microsoft Information Protection sensitivity labels and content inspection warnings.

Enabling this option ensures that Defender for Cloud Apps automatically scans new files for sensitivity labels and content inspection warnings. This scanning is crucial for identifying confidential files and applying appropriate policies
to protect them from unauthorized external sharing.

By implementing these two actions, Defender for Cloud Apps will be configured to detect and respond to the external sharing of confidential files effectively.
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https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#microsoft-sentinel-automation-contributor
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Attack Surface Reduction rules.

Block all Office applications from creating child processes

Block executable content from email client and webmail
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-reference?view=0365-worldwide
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“actions™: [

{
"actionType": "LogicApp", om
w

"logicAppResourcelId": "[resourceld('’ orkflows', parameters('logicAppName’))]",

B “s Microsoft. Secu rity

"uri": "[listCallbackliR sourceld(parameters('subscriptionld'), parameters('logicAppResourceGroupName'),
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"actions": [

{
"actionType": "LogicApp",

"logicAppResourceld"”: "[resourceId(’ ¥  Jworkflows', parameters(’'logicAppName’))]",
Microsoft AlertsManagement |

Microsoft. Automation

Microsoft.Logic

Microsoft.Security

"uri": "[listCallbackURL(resourceld(parameters('subscriptionld'), parameters(’'logicAppResourceGroupName'),
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Google Cloud Platform (GCP) M7 —% % Azure Defender [CE Y ATLENHY ET,
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Enable Security Health Analytics.

From Azure Security Center, add
cloud connectors.

Configure the GCP Security

Command Center. @

Create a dedicated service account
and a private key.

ATy G

1F fiZ:

Actions Answer Area

Configure the GCP Security
Command Center.

Enable Security Health Analytics.

© Enable the GCP Security Command @
@ Center APL. @

Create a dedicated service account
and a private key.

B |Emm Azure Security Center, add
=
Explanation:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-gcp?pivots=classic-connector
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A. 7Oy b+

B. TensorFlow

C. msticpy

D. matplotlib

IEf#: (EffZzRnLET)

msticpy is a library for InfoSec investigation and hunting in Jupyter Notebooks. It includes functionality to: query log data from multiple sources. enrich the data with Threat Intelligence, geolocations and Azure resource data. extract
Indicators of Activity (loA) from logs and unpack encoded data.

MSTICPy reduces the amount of code that customers need to write for Microsoft Sentinel, and provides:

- Data query capabilities, against Microsoft Sentinel tables, Microsoft Defender for Endpoint, Splunk, and other data sources.

- Threat intelligence lookups with Tl providers, such as VirusTotal and AlienVault OTX.

Enrichment functions like geolocation of IP addresses, Indicator of Compromise (loC) extraction, and Whols lookups.

- Visualization tools using event timelines, process trees, and geo mapping. Advanced analyses, such as time series decomposition, anomaly detection, and clustering.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/notebook-get-started

https://msticpy.readthedocs.io/en/latest/
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A LSXM)DEE

B.I—FEEERE

C.av v RERE

D. 7Ot XERE

EfE: (EfEZRRLET)

Command history, process and code change history are not reported. Only Registry modifications are reported.
Deep file analysis results contain the file's activities, behaviors, and artifacts like dropped files, registry changes and IP communication.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/respond-file- alerts?view=0365-worldwide
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H D EH Microsoft 3657 T #EA L THMZETLWLWEEZ TS,


https://www.jpntest.com/shiken/SC-200J-mondaishu
https://www.jpnshiken.com/q/68957-6458771/
https://www.jpnshiken.com/q/68957-6458772/

TEMNERATELIEERRICOVWTEHRAT ILENHY FT,

ENEERBREFATNIELNVTL L IM?REET HICE BYLGEERBREZELVGRBICFS vy LTSN, SEEKRRE B, EHE, FEFEFERALAVEENHYET , AT UYERTT DITIE NS VEDS
BAE RSV TTEN RIAO—LTILENHIEENHYET,

T EFEITIRA Y MBS hET,
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Litware Inc.[EBERIBET RIILF—BE T,

LitwarelEFRRA b EL T MILIZA T4 REEATWET, £ KEKHIZY E— 21— —DBWVVFET UE—+FI—H—X U5V FH—EXRZEDLitwareD ) VY —RIZT IV CRTBH=HIZ LWIThHDA T 1 X EVPNIERE &1
MLET,

BFEOIRE

TATUTATARE

CDFRY FT—=7I1ZIE, litware.com & LY &HID Active Directory 74 LA FAEENTE Y £ litware.com & LY ZRITD Azure Active Directory (Azure AD) T+ FERIEALF T,

Microsoft 3651% 15

Litwarel& , litware.com®Azure ADTF > RZ1 > Ehf=Microsoft 365 ESH TR Y 1) T 3 o &#RE L TWLWET, Windows 105 ETL TS TRTH I > E 2 —42 —I[ZMicrosoft Defender for Endpointh B S TULVE
9, Microsoft Cloud App Security[ZHARAFENTVSEERHR) O—[FTRTEIIZLGE>TUVET,

AzurelRiz

Litwareld _ litware.com Azure ADTF > MZU oY SnfzAzure TR Y T2 a v H#REBELTVWET, COH TRV T2 a VI UTORISTET LS I1C, kEREREAzure) =P a VAD ) Y —ADREENTLET,

Type ] i Bt on
Log Analytics o9 sirics collected from all Azure

w
Virual machine

1! LLTILS RYRE L
T

v b —YIRE
LitwareD&F+ 7 1« R EA U3 —Fy FMIEEERGEINTEY Azure TRV T3 VADERBERY FT—0ADY A FHEIVPNEGREEISINTULVET,



ATl I RIBE
FUTLIRRY FT—=JI2IE RORIZRKTAVE2—EINEEFNRTUVET,

Name Operating system Office Description
ol il o Bl -
CLIENT1 | Windows 10 Boston Domain-joined client computer
WAEDHEER
D59 RT7 T EXaT41F, A—F—HDEADF 7« RICERKICESRT DL BRRMT7TS5— M EEEICERLET,
EENTNSER

Litware[ LA TOEREZEHET 5 FETT,

*Azure 4T R4 1) T 3 IZ Azure Sentinel 2B L UHERLET,

*Azure ADDTR bA—HF—F7ho 2 b&EHAL T, Azure Sentinel DREREFHRIEL £,

ESRREH

Litwareld U TOE R REHEHELE LT,

AIEEER Y | /MERRDRBIZ@EA L AL 5730,

DI RTHDERZFFE-LTWERY aXR FMEIRMRICHZ B FHIEE S AL,

*Log AnalyticsIC& > TIRESNDIOJ (X A—HF—T IV T4 ET A DRELGEBIMBZIRET ILELAHYFT,

*FRTOKAA 23> kO—F—IE Microsoft Defender for Identity# A L THRET H2LENHY I,

Azure DTEMRREZH

XU T4 SRLHAFESN Windows 10 AV E1—F—[ZRESNTWVETRTD T 7 1 JLIE, Azure Information Protection - T—2&HA Y L a2 R— KW 7V X TEENELAHY ET,
Microsoft Defender for Endpoint D &4

Windows 10 3 > E 1 —#% —TIl&_ Microsoft Defender for Endpoint Z{#F L T, Cloud App Security IZ& 2 TEBINTVWVENWIRTOT7 IV 2T OV 0T 530EAHY FT,
Microsoft Cloud AppDt ¥ !) 7 1 Bt

D959 RT7T)EF2)TARX TFTFUoRLRNILOT—RIZEDWT A—HF—EGHARENESHEFRANTIVLENDY 9,

Azure Defender D &4

TRTOY—N—E BALATAFIT—VAR—=RIZATEEETILENHY FT,

Azure Sentinel DE#

Litwareld, LA TF MAzure Sentinel DEBEHZiE=-T HENHY ET,

* Azure Sentinel & Cloud App Security &3 %,

*admin1 & ULVS ARIO1—H—MH Azure Sentinel TL A4 TV O 2B TEHIEFHRLTLESY,

*ARA LY T IZEDNT Azure Sentinel SHTIL—ILEERLET, COIL—ILIE TLA TV I DEFTZEBHMICERIBT 2REAHY I,

*HEEDIPT RLANLDT—ET IV ERERT AR MNMIAEEZEMNML FAEI S 7EFEST— T BRICIPP FLRESHBTEDLLSICLET,

*Azure ADT R FaA—H—7 H o2 FIZ &K BMicrosoft Office 365~ADZIET V EANRE SNZIGBICT I —bEERTHITAML—ILEERLET  I—IICK>TEREIN=TI— NI TRALI—HF—T7HD2 T EIT1D
DAVITUoRELTIIL—TLTEIRELNHY FT,

Ry FRARyY BT HER

Azure Sentinel DE#%i#T-3 & 512 _Azure Sentinel E DIFEEEHERT ILENHY ET,

ESTNIELWTIN?EETSHICIE, BERCTEUGERBEEZEATLLIEIN,

o EfE LIRSV EAMESNET,



Answer Area

Add a security extension
Configure app connectors

In the Cloud App Security portal: o | v

‘Configure log collectors

From Azure Sentinel in the Azure portal:

Add a data connector
Add a workbook

Mi Cros Oﬂ@;ﬂnﬁgure the Logs seftings

1F fiZ:

AnswerArea . - {1

In the Cloud App Security portal: - ﬁ“"e [ v

i o

me extension
Configure app connectors
Configure log collectors

From Azure Sentinel'in the Azure portal: | v

Add a data connector
Add a workbook
Configure the Logs settings

Explanation:

To connect Defender for Cloud Apps (MCAS) to Microsoft Sentinel:

1. From Defender for Cloud Apps --> Security extensions --> Add SIEM agents tab --> then click
"Add SIEM agent" and select Microsoft Sentinel

2. From Sentinel --> Data connectors --> Select "Microsoft Defender for Cloud Apps" --> and make sure it is connected.
Reference:

https://docs.microsoft.com/en-us/defender-cloud-apps/siem-sentinel
https://docs.microsoft.com/en-us/azure/sentinel/data-connectors-reference#microsoft-defender-for-cloud-apps
https://techcommunity.microsoft.com/t5/microsoft-sentinel-blog/microsoft-cloud-app-security-mcas-activity-log-in-azure-sentinel/ba-p/1849806
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Microsoft Sentinel 7—49 AR—ZAMNHY FIMDI U RRA 2 O TAERA XY FhLog Analytics T—9 AR—R[CRMYRAENFET,

Windows T/XA R LT BHLW O ICEONGEWTAERER/ETIN\TA VTV EERT HIBENHYFET , VI a—2aVEUTOBRREEHLZTRENHY T,
-BE 24 BETHASNZTOEXED55 RLERHBAEOEWVN 20 85 RLET

FeFfEl

ABFEHADEBY—ILO—EZBRNLET,

KLY TV IEEDESITAATRIELINVWTIMN?BEET HICIE BBZFETEYGA T a vEBRLTCEZSW,

EEE LIRS FOAMESNET,

Answer Area
DeviceProcessEvents
| where Timestamp v
<= ago(24h)
>= ago(24h)
betweeh (200(48h) .. ago(24h)
|Jlhere.FileName lip §“pSexec.exe”,"wmic.exe","powershell.exe")
asc
desc
Nulls last

AnswerArse Microsoft

DeviceProcessEvents

| where Timestamp

<= ago(24h)
>=ago2sh) (7
between {ago(48h) .. ago(24h))

| where FileName W in ["pSexec.exe”, "wmic.exe","powershell.exe")

| top 2@ by DeViceCount it

asc
desc

Nulls last
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Microsoft Sentinel 7—49 AR—XEZ &L Azure TR Y 1) T2 avEEHHTY,

Microsoft Entra IDEEER VDT —0 TV U #EB L W REII A XTEIDENHY T,
ED3DDITEFIEBICETIARETLLOMN?EZTSICIE TR A SEUGTHZEERCBESE ELVEFICHERZEZ TS,

Actions Order
From Workbooks, select Microsoft Entra ID Audit logs 1 |
and then select Save.

From Content hub, install the Microsoft Entra ID solution. 2

From Workbooks, select Microsoft Entra ID Audit logs
and then select View saved workbook. '

Enable Workspace manager.

From Workbooks, select Microsoft Entra ID Audit logs
and then select View Template.

Configure a Data connector. - } | M i C rO S Oft




Actions Order

| From Workbooks, select Microsoft Entra ID Audit logs

1 | From Content hub,install the Microsoft Entra ID solution.
and then select Save.

2 | Configure a Data connector.

From Workbooks, select MicrosoftsEntra ID Audit logs

Enable Workspace manager.

From Workbooks, select Microsoft Entra 1D Au_wbgs
and then select View Template.
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Contoso Ltd. & LN S R (E, KB HICAKRHM ESDDIEEEA TVET  AES 7 MLIZHY XEFFAUE Y47 Ea—X b2 BYUELR NI —N—IZHYFET,

OAVMIRIE, 22—V EYUTTUVRAICT T4 REEAD 77TV AL E VWS FRHERBELTLS,

BEFDIRE

I rF31—HY—RE

ContosoD & 1 —H—[EWindows 107/ R Z#FAL TWWET , 1 —H—[IMicrosoft 365D T4 LU R EEFE L TWET, S 512, ContosoNEEF— LD A U/N\—([ZIXIOST /NS ADBBHINTNET,

DO RBLKUNATYY FA VTSRSV Fx

ContosoDERTHDT T r—raviEAzurelcT FTAA SN TULVET,

Microsoft Cloud App SecurityZ &% LET,

Contoso & Fabrikaml& . # £ E7%: S Azure Active Directory(Azure AD) 7+ > FZE{ER L TWVE T, FabrikamlEixifAzure Y TRV 1) T2 a U EBAL HYR—FSNTWETRTOD Y Y—X 2 A FIZxt L TAzure Defenderz &
MLELE,

HEDMER

ContosoD X1 T4 F—LIX KEDHAN—F21) T4 75— rZZELTWS X2 TAF—LIEF EDHAN—CFXF21) T4 75— A EHLBET ENNESI THEULWHDFTHTHIDIZZ S OBEMEEPLTL
%,

ContosoDEHEF —LIFIOSTNA RDAEFEAL TCWET BEF—LDAVUN—E SFEITFLGY—FA—FT 1 RY—ILEZFALTEELEI7Z7AILEZLYRY LTVWET BEICIE  BEEF—LOTNA ANIEIFLHEEZFZ
(Fr=-CEnBYET,

Contosott DY —4 T4 VU F—LlE HER 25— & DEHED = IZE D Microsoft SharePoint Onlinet 1 & ERALTWS LMWL ARUF—BINLDITEECTI7ANLET Yy TA—FTHEVNSEENEHREL TS,



ContosoMBREMIE . X1 ) TABENRELEELNHDERTILVET, BEME(L, Microsoft Cloud App Security CIRESNTWAT7 TS —2 a3 VIZEWT BEISHBLAICT 427X FooO0— K HIRAGEDEE
MSEIUEITHON-T7AILERFEL TV ESIBELLTUHET,
i
EESNTNWEAER
Contosold DX T4 EHEEZHEL . I RTOEF 1) T+ (B2 —TMICEET H5TET,
AT E S
Contosoftld U TOHEMEBEHZRHELE LT,
*AzurefRET O UNTIL— R I+ —RABBZRZITTWSBRICTI— FEZELET,
* Azure Sentinel #FA3 5 & REBICHTET7I T4 THRBEZRRICEBET S ET HBOV RV EZEBRTEET,
* Contoso & Fabrikam®Azure ADTF > hEITT—42 #BEE S+ 1+ 5Azure Sentinel 7 T 1) K% 5,
* HNERN S DBEAS  FabrikamB 5 MDAzure AD7 T —2 3 UHABRESINSaTREMMFELE L1=15E (2 Azure Defender for Key Vault®d 7 5 — b ZFabrikamRl T IZIEET 5 =D FIBZRAFKT 5,
*EBEOENSNHT Azure J Y —RIZHA VA U TERI 2 A—HF—DIRTOT—REBELET, THREF VT BEELN UTOARTEEHRI T ERELET,
TEISH
| ActivityType == "FailedLogOn"
| == L. == True
Ry ARy MMZET S ERM
BREEOMEZRAEITDICIE . BEGNYTAVTIT) #ERT I2BENHY FT,
BRIICIEEDESIZAZETNIEIWTTAN?EET HICIE, AZHTEYGA T a vEBIRLTLESLY,
o EF LIRSV EAMESINET,
Answer Area

v

CloudAppEvents
DeviceFileEvents
DeviceProcessEvents

| where TimeStamp > agod2d)

| summarize actiwvityCount = W by FolderPath, FileName,
avg()

ActionType, AccountDisplayName [count()
sum()

| where activityCount > 5

1Efig:



Answer Area

v

CloudAppEvents
DeviceFileEvents
DeviceProcessEvents

| where TimeStamp > ago(2d)

| summarize activity@Sunt = W by FolderPath, FileName,
avg()

ActionType, AccouRtDisplayMName |count()
sumi)

| where activityCounf ™%

Explanation:

Box 1: CloudAppEvents

The AppFileEvents table, which contains file activities from these applications, will stop getting populated with new data in early 2021. Activities involving these applications, including file activities, will be recorded in the new
CloudAppEvents table.

Box 2: Count

https://techcommunity.microsoft.com/t5/microsoft-365-defender/hunt-across-cloud-app-activities-with-microsoft-365-defender/ba-p/1893857
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Microsoft 365 Defenderld Microsoft 3654 —E X EKIChH =2 tXa T4 A VT U METI—F2EBRLUVRET SO0 BHIZHIEL-A—Y—A U3 —TJ 1 —RAZREBLET,

71 1=1% Microsoft 365 Defender*/ ') 1 —< 3 > (Defender for Endpoint, Defender for Identity  Defender for Office 365 & & U'Cloud App SecurityZ &) Z B L T AXYZ# 2179 5SOCT7+ Y R FTY,

A T MNOFEEL2EEZIREL BERERSM(RCAZERET HICIE,. TRTOYV) 12— a3 VIthz2BE7S5— 2E— DA VT ME LTERTIVELRAHY £9 Microsoft X274 22— HR—FILTIEX 10
T REZTOHRIGENMHEMICRRSINET,

HBEDA VT U LERET AR A VITY MR=DIZFEDE THRRRENETMN?

A.

B. #ERX k

C.xvy r7—%

D. &4

IEfE: (EfEZRTLET)
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/investigate-incidents?view=0365-worldwide
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SW1 & LY S & RiTdDMicrosoft Sentinel 7—42 AR—ZAMHY EF,

SWITIE, A——BLUIToT 4 T THDHUEBA)ZEMIZLET,

LUTNDE R EETTDHICIE KALEZFERATIHENHY FT,

BRIV TATARA TICHRHET BT A —ILEREE DI VT A TA4T—2%RTLET,

=L ENFEITHHRMICEEEL TWSHIZERIMTHIET IL—ILDOEZTET S,

BARITKALD EDT—T IV EFEHATARETL LN ?EZTBICIE BULT—TLEFELWIRVIZKS YT LTLESW, ET—JNIE 10 EHE F-EELKERALEWVMEEAHYET 20T UOYERTT SIS
X RAVEIDRENN—ZF RSV ITT N RIVO—ILTIDLENHIGELHY ET,


https://www.jpnshiken.com/q/68957-6458778/

E R EICIRA Y EAMESNET,
Tables Answer Area

Anomalies View entity data:

AuditLogs

Aszess rule Guality:

AzureDiagnostics

.Behauiornnalv_.rtics | 8

m - Microsoft

CommonSecuritylLog |

Answer Area

View entity data: [ BehaviorAnalytics
[Auditiogs

Assess pule quality: .F'Anema'lues

| ArureDiagnostics

ot B

| CommonSecurityLog
1
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FSw 7o R Rray TR

HEHIL . Microsoft Exchange OnlineZ{# A9 dMicrosoft 365 ESH TRV 1) T avuaEEHELTY,
T4y A= )LEHANTILELNHY FT,

ED3IDNDATURFLY FEIEBICETTILENHY EITM?2EETSICIE, ATV RFLy bFO—EMSEYLZITUFLY FZRBERICEEHL ELWBEFICHREZ TS,

Cmdlets Answer Area

— — =

Connect-IPPSSession

Start-ComplianceSearch

Connect-ExchangeOnline

Saarch-Un1f1edAud1 r

New- Compl:.anceSnrcﬁ S O ft




Cmdlets Answer Area

=

Connect-IPPSSession ‘ 1| | Connect-ExchangeOnline

5L

|Hew-Comp1ianceSearch

—
(3 Start-ComplianceSearch

' Search-UnifiedAuditlog

S
1
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Ry FRARy MZET HERM
Table1& LN3 &RIDT— J )L ZE & T Microsoft Sentinel 7 —2 AR—ZAHH Y F£9, Table1ZX LM TS OB ENTULET,
Table1DFEFHEERTET ILENAHYET, VY a—2avE TablellTREESNTWSA T2 DREEHEZERBICERT 2DHELAHY FT,
T—AREREFEDLSICEBETNELNVWTIN?RET SICIE, EAEFCTEYGA T 3 VEBIRL TS,

E R ELICIRA Y EAMEESAET,

Answer Area

Interactive retention: v

180 Days
27uDays
1 year

2 years

Total'retention period: v
S years

{ years

10 years

12 years




Answer Area

Interactive retention:

Totaltétention period

10 years
12 years

Eﬁ:ﬁ: 28

EHIFFZES - Litware Inc.

B

7277V hLtiFERMY—ERRHTT,

E#E=—a—3—9 ARy PUAR—VICEZHEEZ TS, FabrikamIZIFHBRFIZY E— ra2A—HF—AEY  IhoDI—H—[XVPNEKREZN L TEHRICT I ERTEHIET V5V FH—ERZEOHRANY VY—XIZT Y
X¥5,

BREORE

TATOTATARERE

ZDFy bI—2IZ1E, fabrikam.com & LS &R Active Directory KA A > H—EX (ADDS) 74 LR kMW EFNTEH Y fabrikam.com &LV ZEID Azure AD TF 2 FERBILTWET, 74 LR CERIEAT 5728
(2. Fabrikam [F/XR R JV—EBEEZBXNIZL NRD—F /Ny aREIZESNIZ LTz Azure AD Connect ZfER L TWLVET,

fabrikam.com® 7 # L X FZ(X, Group1 &Group2& V52205 A—NILTIIL—THREENRTULET,

Microsoft 3651 1%

Fabrikam® £ 1 —4%—|[Z[d_Microsoft 365 E55 1 t > X & Azure Active Directory Premium Plan 254 €V AAE Y U TohTWVET,

Fabrikam(Z _ Microsoft Defender for Identity & Microsoft Defender for Cloud AppsZ=XRE L A5 aL 2 —#HAHIL T,

AzurelRiz

Fabrikam(& A TFORIZTT ) V—REELAzurer TRV YT a3 v RELTVET,



Name Type Description

Appl Azure logic app | To automate incident generation in an internal
ticketing system, the security operations (SecOps)
team invokes App1 by using an HTTP endpoint.

SAWkspcl Azure Synapse SAWkspcl hosts an Apache Spark pool named Pooll.

Analytics
workspace

LAWkspcl Log Analytics LAWkspcl will be used in a planned Microsoft
workspace Sentinel implementation.

Amazon Web Services (AWS) IR13

Fabrikam(dAccount1 & LY 5 & BT Amazon Web Services(AWS)7 h > k& >TULVvEF, Account1(Z (&

H X2 LkrWindows Server 2022 % 3179 4 Amazon Elastic Compute Cloud(EC2)1 > X% > X1005&,

— DA A —TIZIEMicrosoft SQL Server 2019 EFEFNTWVWEITN I -V U FMEIA VA =S TWWEEA,

BRI DRE

aA—H—HVPN#Z#E Z AT % & Microsoft 365 Defender(d BRIEENITH S B Y FLHEVRITICEAT EEEEKREICRESEFT,
Defender for Identityld DCSyncHE DR WNZET ST 7 — FZREICRESEFTFITH, TDZFREHTT,
Zi

AESNTWLDER

FabrikamlZUTDH—EREEAT BHFETT,

- Microsoft Defender for Cloud

-4y I bt UFRIL

ESRRAEH

Fabrikamld LUTOESHRREHFHELE LT,

AIREZRRR Y R/IMERRDIREIZEAT 5,

FEEEBEOFEZR/NRICINZ S,

Microsoft Defender for Cloud Apps D Z 4

Fabrikamld _ Microsoft Defender for Cloud AppsDE#E L TUTDREZEIFTIVET,

- EMAEREGBEDELER) O—E . E1—Y—DBEDFEICEDNWTWNWD I EEFER LTI,
BRI EL D, HYFLEVKRITICEAT IESTORZERLT,

Microsoft Defender for ID D &4

BRAMT7 5— FOREBICLELGEELDFTHER/NRICINZ S,

Microsoft Defender for Cloud MDZE#

Fabrikam|% . Microsoft Defender for CloudICBAL TULTOEH# 2 ELELT-,

-TGN=T2DAN—PEF 1Y TFAR) O —FEBTEHILEMRELTES,

- Group1 D A U IN—HAzureF TRV 1) T2 3 VLR L TREEFR) O—DA = F7FITZEVHETOND L SIZT S,



- Azure ArcxtltH—s3—[@E[TAzure Connected MachineT—2 x> bDTF 704 % Accountl DBEFES K VLD V—XIZBEMELFT,
RBRHT 57— FOREBICLELGEEBERZR/IMRICHZS,

Microsoft Sentinel D ZE 4

Fabrikam(d  Microsoft SentinellZB8T S5 UTOEHZHFE L F L1,

-HARAADEEELF LY T4 BERETILASIMEE/NN——ZFERAL T BEBE7BEDONXDOMAINDNSY) YV TR FEBELET,
-AWS EC24 YR A VAWML A—ALNTIL—TAoN—=2y TOERZSOWindowstEFa ) T4 AR ASJI M) FRELFET,
- A—HY—BLUIVT A T4 ITHPI(UEBA)ZFERAL T Azure ADA—H—DEELBRT7TITAETAEHELET,

-UEBAZERAL T, BE S Nf-Azure ADA—H—EERODBENLTFZEZTMLET,

- App1hSMicrosoft Sentinel D BEMLIL—IIL CHEBATES Z EFEREL TS,

BEIOBMIZHRELA VT MMIDWT, M) T7—VIChD 5 EHRRHZEZRET 5,

BEHMBICEELIZA VO TY FOEHBREBBMEHFELET,

-TGW—=TIDAVN—DBT LA TV I ZERE L UVEITTEL L ETHET D,

- TN—=TIDA VNG —IVEEEBTESH LR LTI T,

-Jupyter/ — Ty EFEALT PoollIZR L TNV T4 V9T ) EETLET,

TIW—T20rAN—IA VT U NEEETESL L EHAT S,

TR TVDNTH+F—T U RERKIET S,

WRETHT—L2EEZR/NMRICHIZ B,

App11Z(& Microsoft Sentinel DEH #iE =T HELAH Y FT,

ApplIZIZED K S LERENDETT M ?

A +)AH—

B.ax%V %

C. &L

D. APIE#E

Ef:C(OAV LEHKT D)

Microsoft Sentinel requires permissions to run incident-trigger playbooks(Logic Apps). To run a playbook based on the incident trigger, whether manually or from an automation rule, Microsoft Sentinel uses a service account
specifically authorized to do so.
https://learn.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks#incident-creation-automated-response
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HEHkIE Microsoft Defender for Cloud &R ¥ dAzuretr IR0 1) T3 v & HHHTY,
HEHIZAmazon Web Services AWS)DH TR S ) T a v CHADRTT, COYTRY 1) TS 3 IZ1E  Windows Serverz R1TT 2EHDRET L UNEFENRTULNET,
{48 < < >k TMicrosoft Defender for ServersZ BT 2 HERH Y T,
ED2DODITHZEEDINETLEIMN? TN ENDERIT BREO—HZEZRLTLET,

R LIRS Y EAMESAET,

A. Defender for Cloud M5 I —Yx VU FLR RF v UEBEMICLET,

B. k18 < < > % Microsoft Defender for Endpoint IZ4A > R—F 4 > 5 LET,

C. Defender for Cloud M5 AWS ARV 2 %R ELET,

D. &R UIZ Azure REEI LY I—Cxz VP (VWM I—Pz U M) EA VR M—=ILLET,
E. Defender for Cloud M5 BE7OE a VI %R ELET,


https://www.jpnshiken.com/q/68957-6458782/

IEfE: (EfEZRRLET)

For a Defender for Servers deployment, you set up a connector, turn off plans you don't need, configure auto-provisioning settings, authenticate to AWS/GCP, and deploy the settings.
Auto-provisioning includes the agents used by Defender for Cloud and the Azure Connected Machine agent for onboarding to Azure with Azure Arc.
https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for- servers?source=recommendations

Eﬁ:ﬁ: 30

Azure Y TR 1) TS 3 vIZ(F Workspacel & LS & RiIMD Microsoft Sentinel 7—49 ARXR—X & Userl EWSEZRIDI—HF—AEENTVET,
User1h*Workspace1 2L TA VT U FERBTESLSICTHIRELNHYFET , ZOV ) a—>avid &/MERDORBIICRS BELAHY FT,
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The Microsoft Sentinel Responder role is specifically designed for users who need to investigate and respond to incidents in Microsoft Sentinel. This role provides the necessary permissions to investigate incidents and alerts, while
adhering to the principle of least privilege, as it does not grant permissions beyond what is needed for incident response.
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To support excluding built-in source-specific parsers, ASIM uses a watchlist.
https://learn.microsoft.com/en-us/azure/sentinel/normalization-manage-parsers#set-up-your-workspace
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https://learn.microsoft.com/en-us/defender-endpoint/live-response
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Sales need iOS EndPoint Protection from DfE.
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-atp-ios
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$events = ' v
@{Log="Security";EventType="System";EventiD="4624"EventID="4625"
<Security> <System> <EventlD >4624 </Event|D >.< EventlD > 4625 < /Event|D > < /System> </Security >
Security!*[System[(EventlD=4624 or EventiD =4625)]]

Get-WinEvent -LogName 'Security’ ¥ S$events
FilterHashtable
-EHter Xt &%
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Sevents =

| @{Log="Security";EventType="System":EventID="4624"EveftiD&"4625" "
<Security > <System> <EventlD>4624 </EventID> <EwertiD > 4625 < /EventID> < /System> </Security >
| Security!*[System[(EventlD=4624 or EventiD £4625]]]

Get-WinEvent -LogName 'Security’ - e ¥  $events
iy FlltegHashtable
w=FilterXml
-FilterXPath
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You need to resolve the existing alert, not prevent future alerts. Therefore, you need to select the

'Mitigate the threat' option.

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding- alerts
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https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact- details
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Every sentinel deployment must have a workspace - and the union command is used to join multiple workspaces together.
https://docs.microsoft.com/en-us/learn/modules/create-manage-azure-sentinel-workspaces/2-plan-for-azure-sentinel-workspace
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TR EITIRA Y EAMESNET,

Answer Area

S

n.com

401
402
403

‘ 1Ke
| where RespnnseStatulip“Gh“o seStatusCode == v

| project Appld, UserId, ServicePrincipalld, ResponseStatusCode, RequestUri, RequestMethod




Answer Area

v

AuditLogs

AzureActivity

MicrosoftGraphActivityLogs

| where ResponseStatusCode == 403 or ResponseStatusCode == v
401
402
403

project Appld, UserId, ServicePrincipalld, ResponseStatusCode, RequestUri, RequestMethod
Explanation:
https://learn.microsoft.com/en-us/troubleshoot/developer/webapps/iis/www-administration-management/http-status-code
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https://learn.microsoft.com/en-us/azure/sentinel/investigate-incidents
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let ingestion_delay= S5min;
let rule_look_back = 7min;
CommonSecuritylog

| where TimeGenerated >= ago

(ingestion, delay)

_(rﬁle_louk_back]

(it_tgestian_delay + rule_look_back)

| where ingestiopdime() > ago

; (ingestion_delay)

‘. (rule_look_back)
Mic ro gi@%ﬁgstinn_delay + rule_look_back)
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let ingestion_delay= Smin;
let rule_look_back = 7min;
-ommonSecuritylog

| where TimeGenerated >= ago w

= | ‘(i"gestion_delay + rule_look back)

| where ingestion time() > ago v

(ingestion_delay)
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A machine with Azure Arc-enabled servers becomes an Azure resource and - when you've installed the Log Analytics agent on it - appears in Defender for Cloud with recommendations like your other Azure resources.
Install Log Analytics manually or when you enable auto provisioning of Log Analytics in
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"Autoprovisioning" tag, auto provisioning is already turned on.

Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc
https://docs.microsoft.com/en-us/azure/defender-for-cloud/enable-data-collection?tabs=autoprovision-feature
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B: From the Microsoft Endpoint Manager admin center, enable automatic enrollment: This will automatically enroll all Windows devices, including the virtual machines in your subscription, in Microsoft Endpoint Manager, which will
then allow Defender for Cloud to collect event data from these devices. To enable automatic enrollment, you can follow the steps in the Microsoft documentation.

E: From Defender for Cloud in the Azure portal, enable automatic provisioning for the virtual machines: This will automatically configure the virtual machines to send event data to Defender for Cloud without the need for manual
configuration or agent installation. To enable automatic provisioning, you can follow the steps in the Azure Defender documentation.
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Option A is correct. EDR with Block mode allows you for blocking even when another AV is in use.
Options B, C, D are incorrect. Feedback-loop and Client behavior blocking are used with Defender AV.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/edr-in-block-mode?view=0365-worldwide
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To ensure that SecAdmin1 can apply quick fixes to the virtual machines by using Azure Defender, while also following the principle of least privilege, you should assign the Contributor role for RG1 to SecAdmin1.
The Contributor role for RG1 will allow SecAdmin1 to perform tasks such as deploying resources and modifying resource properties within RG1, but it will not grant them access to perform administrative tasks at the subscription
level. This will allow SecAdmin1 to apply quick fixes to the virtual machines using Azure Defender, while still adhering to the principle of least privilege.
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Answer Area

Microsoft

For Automation1, configure: =
A service account

A system-assigned managed identity

A user-assigned managed identity

An app registration, )

1 | An énterprise application

B
.

. e

Key Vault Crypto Officer
Key Vault Crypto User
Key Vault Reader

Key Vault Secrets Officer
Key Vault Secrets User

1E#Z:
Answer Area

Microsoft

For Automation1, configure:

A service account

A system-assigned managed identity
A user-assigned managed identity
An app registrétdi_oﬁ

An eﬁté}p}isé application

Role:

Key Vault Crypto Officer
Key Vault Crypto User
Key Vault Reader

Key Vault Secrets Officer
Key Vault Secrets User
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In Defender for Cloud Apps, under the settings cog, select the Settings page under the System heading.

Under Microsoft Information Protection, select Automatically scan new files for Microsoft Information Protection sensitivity labels.

https://docs.microsoft.com/en-us/defender-cloud-apps/tutorial-dip

https://www.microsoft.com/en-us/videoplayer/embed/RE4CMY G?postJsliMsg=true
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AT MIRGT AMBUEFREFET DRENHYET,

HET-FAZET oEMN?

A BE] A [BEMNLGEEDHLIARNU N TV TEHERALET,

B. AT U ML ATy MIBELEMIT 5Tz iPCustomEntity T T« 714 DFMEHERELET,
C.AVITUIDL AT Y MZEESMT 5= AccouncCuscomEntity TV « T« DeEMZHERLET,
D.REMNS AT IUTATAICETARINIEMEHRLET,
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The IPCustomEntity entity associated with the incident should provide the IP address that triggered the brute force attack. You can then use a geolocation lookup tool to determine the country or region associated with that IP
address.
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A. DT —9 AR—R LHFIEIDEE(PIM)

B.1DDT—Y AR—REEHOA—IILAR—R T & RH{E#(RBAC)E—/LE|Y BT

C.2DM 7T —% AXR—X & Azure Lighthouse

D.2DoMT—9 AR—R & ETHMM L EEEEEIER(GDAP)

IEfZ: (EffZzRnLET)

To achieve your goal, you must create a central security operations tenant, and use Azure Lighthouse to onboard the two customer Microsoft Entra tenants. Then, deploy individual Microsoft Sentinel workspaces in the customer
tenants and grant permissions to your management groups using Azure RBAC, assigning the group for managing both tenants to work with both workspaces and the single-tenant group to only the relevant workspace.
Reference:

https://learn.microsoft.com/en-us/azure/sentinel/prepare-multiple-workspaces
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HEH L Microsoft Exchange OnlineZ{# A9 %Microsoft 365 ESH TR 1) T avu#EELTY,
RORITRENTWBRELGA—ILEFEL TS,

Name From Subject Data received | Attachment

Email1 | prizes@contoso.com | Y ouhaveWON a fiee™] ., >4 File1 docx
gold coin

Update your benefits in

the Contoso HR pm‘tal

Email SHbERuAQeopes ey g;ﬂif WONatee | 1112024 None

Email2 | hrhr@contoso.com 1/1/2024 None

Ky
1 SF

Microsoft Purview Tl&, RORIZRT &K 5GAVTUOVRREERLET,

Name Location i.f- roocnTt KQL.query
Soarchi Ex-:;han_ge’ (c:c) (£il étype=dn.:rcx}
mailboxes (senderauthdr=prizes@contoso.com)
Exchange (eig){-subjecttitle=benefits)
mailboxes (from=hrhr@contoso.com)
Exchange (c:c) (subjecttitle=won)
mailboxes {from=benefits@contoso.com)

Search?

Search3

UTOEERICDOVT ELWMEEIF R ZBRLTLLESVD, Z5THNMESEF DOVE I ZBRL T LS,
T EFEITIRA Y MBS hET,
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Answer Area .. ..

Statements Yes No
Search1 will include Emaill. O @)
Search2 will include Email2. O O
Search3 will include Email3. O O
IEf%:

Answer Area

Statements Yes
Search1 will include Emaill. ©

Search2 will include Email2. O

Search3 will include Email3. (O
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A. Microsoft Defender R—Z JLDvis A o —A2—%#BMLET,
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D. Microsoft Defender R— 2 LS BEFAEZH[/ELEFT,

EfE:A(IA bZEFHKT D)

Implement Endpoint Indicators

If you have Microsoft Defender for Endpoint, you can create a custom indicator to block the file from being executed on managed devices.
Navigate to: Settings > Endpoints > Indicators > File hashes.

Action: Add the SHA256 hash and set the response action to Block and Remediate. This will stop the file from running and attempt to remove it if found on a device.
Reference:

https://learn.microsoft.com/en-us/defender-endpoint/indicator-file
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Answer Area
Microsoft Entra role: v
Global Administrator
Security Administrator
Security.Operatof
Role for WS1: v

Contributor
Microsoft Sentinel Contributor
Microsoft Sentinel Automation Contributor
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Answer Area

Microsoft Entra role: bl

Global Administrator

Security Administrator
Security Operatoer

Role for W51: v

Contributor
Microsoft Sentinel Contributor
Micrnosoft Sertinel Autpmation Contributor
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A. /8\—H—% Azure Monitor Logs R—[CabE—LZET,
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https://learn.microsoft.com/en-us/azure/sentinel/normalization-develop-parsers#deploy-parsers
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Data source: v
Azure Data Explorer

Azure Resource Graph
Azure Resource Manager
Logs (Analytics)

Logs (Basic)

Resource type: -
Application insights
Log Analytics

Microsoft Sentinel

Se-:urity Alert
WWoikipacd

—

Data source: v
Azure Data Explorer

Azure Resource Graph
Azure Resource Manager
Logs (Analytics)

Logs (Basic)

Resouice type: -
:’:Applicatinn insights
Log Analytics

Microsoft Sentinel

Security Alert

Miispeitte

Explanation:

Box 1: Logs (Analytics)

Need Logs (Analytics) to access incidents for the last 90 days.

Note: In a Microsoft Sentinel workbook, "Logs (Analytics)" refers to the default, full-featured Log Analytics data source for primary security data, offering complete KQL query capabilities and high-speed access, while "Logs (Basic)"
utilizes the Basic Logs plan to query less frequently accessed, high-volume, verbose logs at a lower cost, with limitations on retention (8 days), KQL support, and query costs per scanned GB. Analytics logs are more expensive but
retain data longer and support full functionality for security operations, whereas Basic logs are a cost- effective option for specific data types with trade-offs in query complexity and scope.

Box 2: Log Analytics



For a Microsoft Sentinel workbook, the data source "resource type" is Log Analytics, which you select when configuring the data source for your query. You then specify one or more Log Analytics workspaces as the source for the
data within that resource type.

Reference:

https://learn.microsoft.com/en-us/azure/sentinel/monitor-your-data
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EX¥B,

BREDIRE

TFATUoTAT4RE

ZDxry kT—4I1Z1E fabrikam.com & LY ZRETD Active Directory KA A > 4—EX (ADDS) 74 LR FAEENTEH Y fabrikam.com & ULVS BARID Azure AD TF U FEREILTWET, 74 LR FEREAT 5126
(2. Fabrikam [F/XR R JL—EBEEZARIZL NRDT—F /Ny a2 REIZEMIZ LTz Azure AD Connect ZER L TWVET,

fabrikam.com® 7 #+ L X kIZ(&, Group1 & Group2& L5200 5 A— /LT IL—THREFNhTLNET,

Microsoft 3651% 1%

Fabrikam® £ a1 —H—[Z[& Microsoft 365 E55 1 2 > X & Azure Active Directory Premium Plan 254 £V AMNE| Y HTHNTWET,

Fabrikam(& _ Microsoft Defender for Identity & Microsoft Defender for Cloud AppsZ=REL A5 aL 92 —&FHILFEFT,

AzureIzix
Fabrikam(d L TORIZFRT )V —REELAzure IRV ) T3 v REBELTULET,
Name Type Description
Appl Azure logic app | To automate incident generation in an internal

ticketing system, the security operations (SecOps)
team invokes App1 by using an HTTP endpoint.

SAWkspcl Azure Synapse SAWkspcl hosts an Apache Spark pool named Pooll.

Analytics
workspace

LAWkspc1l Log Analytics LAWkspcl will be used in a planned Microsoft
workspace Sentinel implementation.

Amazon Web Services (AWS) IRiE

FabrikamldZAccount1 & L5 & ETDAmazon Web Services(AWS)7 H > b #FH>TULVvET , Account1[Z(X

A X2 LhRWindows Server 2022 % %479 % Amazon Elastic Compute Cloud(EC2)1 > X 4 > X100&

— DA A—TIZIEMicrosoft SQL Server 2019 EFENTWVWEIT N I -V U FMEIA VA P—ILENTVWEEA,
=T DEE



A—H—MVPNE#R ZEHT 5 & Microsoft 365 Defender(d ZRIEHTH S BYBLGWRITICHET IEEEZXREICRESEFET,
Defender for Identityld&, DCSyncHE DR WNZET ST 7 — FZREICRESEFTFITH, TDZFREHTT,
=2
AEESNTWEAER
FabrikamlZU TDH—ERXEZEATEHFETT,
- Microsoft Defender for Cloud
-4y I FEUFRIL
ESRRAEH
Fabrikamld LUTOESHRREHFHELE LT,
AIREZRRR Y R/IMERRDIREIZEAT 5,
FEEEBEOFEZR/NMRICINZ S,
Microsoft Defender for Cloud Apps D Z 4
Fabrikamld _ Microsoft Defender for Cloud AppsDE# & L TUTDREZEIFTIVET,
- EMAAREGBEDELER) O—E . E1—Y—DBEDFEICEDNWTWNWD I EEFHERE LTI,
REAICLD, HYBLGOKRITICETIESORERST,
Microsoft Defender for ID D& 4
RERHT 7— FOREBICLERGEBELEDOFHER/MRICHIZ S,
Microsoft Defender for Cloud D& 4
Fabrikam| . Microsoft Defender for CloudICBAL T TOEH# 2 ELELT-,
-GN =T22DA N EF a2 ) TAR) O —ZERTELELHFHREL TS,
- Group1® A UI\—hAzureF TR 9 1) T 3 U LRIV TREESFRY O—DA 7 FITEENYETOENDLSI1ZT S,
- Azure ArcxtlH—/3—[@E[TAzure Connected MachineT—2 x> FDF 704 % Accountl DBEFES K VFED ) V—XIZCBEMELET,
RRHT — FOREBICLELGEBREZZR/NRICHIZ 5,
Microsoft Sentinel D&
Fabrikam(d Microsoft SentinellZB8d U TOEHEZHFE L F L1,
-HAAADEEELF L) T BERETIVASIMBEEN—S—%FEAL T BE7HREONXDOMAINDNS Y TR FEBELET,
-AWS EC24 YR A VAWM A—ANTIL—TAN—=2y TOERZSOWindowstZFa ) T4 AR ASJI U M)FIRELET,
- A—H—BELUVIUTF A TAITHHTMUEBA)ZFEAL T Azure ADA—H—DEELTITAETAZHELET,
-UEBAZERL T EEFEIhf-Azure ADI—H—FIHEROBEMNLZEZTMLET,
- App1hSMicrosoft Sentinel D BEELIL—IIL THEATED Z EFHEREL TS,
BEOHBIZRELFA VT MIDWT, MY T7—=2IChWBEHBERBZEEET S,
BEEMICRELI-A VT FOFHRRBMEZRELET,
SO —=TIDAVIN—DBT LA TV I EERB L UEITTED L Z/HRT D,
SO —=T1IDA VIN—DRHIL—ILEBEBTEDEEHRAL TS,
-Jupyter/ — kv o #FERALT Poolllzst LTV T VT 9T EEFTLET,
TIV—=T20rAN—DBA VT NEBETELILEZHRET S,
TR O9TYDNTA—T UV RERKILT B,
RETEHT—FEZR/NRICHZ S,
Microsoft Sentinel DBEH = /N T4 VTV L) #RTTETEHILEZHRTIVLENHY FT,
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A. Azure Synapse Analytics

B. Azure Databricks

C. Azure Machine Learning
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Userl E WS ERIDI—HY—%EL Azure Y TR Y T a3 ohHBYERT,

User1 [Z1& Azure Active Directory Premium Plan2 54 2 ADE|Y BTN TULET
#% 90 HREIZ User1t O ID WMRE S NN ESHERET HILELHY T,
fAIZFEZIEVLDDTLLEIN?

A JRVEELR— bk

B. Bl 1—H—DLKR—k

C.DE¥xa7 ROT7DHREEIA

D. BlgGEH A 14> LiR—F

EfE: (EfEZRRLET)

The risk detections report contains filterable data for up to the past 90 days (three months).
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity- protection-investigate-risk#risk-detections
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e B\ iexosoft
S isninLogs /} .':'.f‘.xi:j:-'-} %
| where TimeGenerated > ago(7d)
'Q
| where ResultType != @
AL Y
v Cnun;-;g’fﬁﬂt{)‘-" -
| extend M as DailyTotal, TimeFrame="1d"
| make-series | - § by bin(TimeGenerated, 1d)
| summarize AN default=0 on TimeGenerated step 1d
| render timechant

-

@ Microsoft

SigninlLogs
| where TimeGenerated > ago(7d)

| where ResultType != @

Y Count=toln®()

0. O~ Al as DailyTotal, TimeFrame='1d"
| make-series | by bin(TimeGenerated, 1d)

| summarize default=0 on TimeGenerated step 1d
| render timechart

| extend =

PrEA B . _,.p_l "
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Copilot for SecurityDFEIZIY B TELUTOEH/ZH T LOICHRRT IVENHY FT,



- TN—=TIDAN—DTOV T EETL BETESILEHERLET,

Microsoft Defender XDR Ot ¥ FT4 42T bk,

-ON—=T20A N—ATOV T ERTTESLEHRLTILEEY,
B/AMERDIRAIIZHES C &,

a4 0y FERED—LLD BEZHEIBRLET,
RIZERITIRE2DDITBEIENTIDN? ENENDEREE BRREO—MERLTLET,
IR LIRSV RAMEShET,
AtXa1)TA4ARL—E2—DREZTIL—TNEIYETET,

B. JIL—J2ICBI@M A —F —DEBNEEVAETET,
C.UOILN—TMIDRLBEIN:-I—F—ICEIRM A —F — DRI ZINVETET

D. EXxa T4 ARL—E2—DEENETIL—T2EYETET,

E.JIN—212a/,84 8y FEREO—ILZEYLETET . REKRESINT:

EfE: (EfEZRRLET)

To follow the principle of least privilege, we must carefully assign roles based on minimum necessary permissions.
Requirement Breakdown:

Group1 needs to run prompts AND respond to Microsoft Defender XDR security incidents.
Solution: Assign the Security Operator role.

The Security Operator role allows responding to Microsoft Defender XDR incidents.

This role provides incident response privileges, but not full administrative rights.

Group2 needs to run prompts ONLY.

Solution: Assign the Copilot Contributor role.

This role allows running prompts without elevated security permissions.

A7 SC-200J FEIRE L (XJPNTest.comiZfit S SC-200J5KER 88T B LIZBIZ B FET | JPNTest.comlESRHSC-200J5EARIZEE 2124t L F 9", JPNTest.com SC-200JAERRIBEEIXE SEHINFEL, =2
TSC200JfSREENTA CI VS VEFICANET , RO T 2 £ X _ https://www.jpntest.com/shiken/SC-200J-mondaishu 508f,. 3 0% « AA > k #5814 ZEI51a— F: JPNshiken
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Answer Area

"dataSources": {
"syslog": [
{

"name”: "Stream@”,

"streams": [ 1 T
o Mlcrosojt

Microsoft- CornmonSecuntyl.og

Microsoft-Syslog
SecurityEvent

e e L

faciﬁt)Narnes. (
.jcnﬂputﬁueanmt
Ltype |

“"cron ,

w

“"daemon”

“loglevels”: |
“"Error”,
“Critical®,
“Alert”,



}
Iiﬁ’i

ATeR BE\jicrosoft
{

"dataSources": {
"syslog": [
{
"name”: "Streamd",

“"streams”: |




lIOgLevels :© |
“Error”,

*"Critical”

'

“Alert”,
"Emergency”

}
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Billing is calculated on hourly blocks based on provisioned capacity rather than by 60-minute increments and has a minimum of one hour. Any usage consumed within the same hour is billed as a full SCU for provisioned capacity,
regardless of start or end times within that hour.

Reference:

https://learn.microsoft.com/en-us/copilot/security/get-started-security-copilot
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During the live response session, run the 1ibrary command.

M=QMicrosoft

From the Microsoft Defender XDR portal, select Advanced
features.

to the library. ¥

o —

From the Microsoft Defender XDR portal, uplaad: Serifit1ips1 Ir o

During the live response session, run the getfile command.

During the live response session, run the putfile command.

During the live response session, run the getfilecommand.

Explanation:
Reference:
https://learn.microsoft.com/en-us/defender-endpoint/live-response
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Answer
m péfender XDR portal, upload Script1.ps?

From the Microsoft Defender XDR portal, select Advanced
features.

During the live response session, run the putfile command.

BEHIT M1008DLINnuXRET L U EETAzure Y TRV Y T avEmMABLTNWET,
BT oM ARY FOSTEIRET S & 512 Microsoft Sentinel X E 3T 2 LEAHY T,



EDIDDTHZEIEBBICETIRETLLON?AETSICIE TE) X MO SEYLGTEIZREEHRCEBESE ELWVEFRICHREZ T,
Actions Answer area

Install the Log Analytics agent for Linux on the virtual
machines.

Add Microsoft Sentinel to a workspace.

Add a Security Events connector to the workspace.

D),
@

Add an Microsoft Sentinel workbook.

Add a Syslog connector to the workspace. '-:'f'.;:_ll 'delNe .

1E fiz:



Actions Answer area

Add Microsoft Sentinel to a workspace.

Add a Syslog connector to the workspace.

) | _
S G @R | . 8w ol
=\ "nstallthe LogrAnalytics agent for/Linuk oh the visthal @

Add a Security Events connector to the warkspace. l ?' @ Jmachines. C
vV

Add an Microsoft Sentinel workbook.

Explanation:
https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog
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Answer Area

collect

getfile
library
putfile

1F f#&:
Answer Area

¥ filel.exd i
collect $
getfile | &
library | >
putfile Mifrosoft
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Microsoft Defender for Cloud Apps %1 L . Cloud Discovery ME%H(Z74 > TLV5 Microsoft 365 TR 9 ) T 3 UhHY ET,

Cloud Discovery T—43 #i&{bt T 2 BN H Y FT

a.Y1)a— 32Tl Cloud Discovery k574 w9 OJADI—H—EZM T B Microsoft Entra ID A—H— 7 ho Y bDaA—H— T N)L%A (UPN) ICEHEMITONT NS Z EZHRITILNELADY FT,
FTMRMETARETL & 557

A. Microsoft 365 7 71) ARV 2 kR LET,

B. Microsoft 365 Defender ~OBEEN) F 4 LY FZEBXIZLET,

C.Azure 7 7)) ARV A3 EERLET,

D. &R ET VR 77U HEHMNS A —F—BEEREERLET,

IEfR: (EfEZRTLET)
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sws1 & LYS & RID Microsoft Sentinel 7—49 AR—ZAAHY E£T,

BED Azure REL—D 7HIO VMDA ML= F—Z2URFLTWBA—HY—FRBETDIHDNTA 0T VI EERTHIRENHYEST, COVIa1—2a VTR BE—DRN—D 7HIV DR ML—D F—% 1)
ARLTWBI—Y—EBRNT D2RELRHY FT,
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Microsoft

| where OperationNameValue == “"microsoft.storage/ctorageaccounts/ keys/action™

| where ActivityStatusValue == “Succecded”

| join kind= inner ( 0

AzureActivity

+
| where OperationNameValuz == "nlcmsaﬁ@f;'I:u-ragu:cwnts!li;tteysh:tiun"
‘ 3

| where ActivityStatusvalue == “S*
| project ExpectedipAddressel \n dress, Caller

| evaluate

) on Caller
| where CallerlpAddress != ExpectedIpAddress
| cummarizs Racsourcalds = make cset({Racourcald), RacourceldCount = deount(Recourcald)

by OperationNamevalue, Caller, CallerIpAddress




AzureActivity
BehaviorAnalytics
SecunityEvent

where OperationNameValue == “"microsoft.storage/storageaccountsflictkeys/action”™
B g ¥
| where ActivityStatusValue == “Succeeded”
| join kind= inner (
AzureActivity
| where OperationNameValue == “microsoft.sterage/storageaccounts/listkeys/action”
| where ActivityStatusValue == “Sfcceeded®

| project ExpectedIpAddress=Calleripfddress, Caller

| evaluate .

autoclistery)
bial]

Countl)

} on Caller
| where CallerlpAddress != ExpectedIpAddress
| summarize Recsourcelds = make cet(Rezourceld), RezourceldCount = deount(Rezourceld)

by OperationNamevalue, Caller, CallerIpAddress

Explanation:

Box 1: AzureActivity

The AzureActivity table includes data from many services, including Microsoft Sentinel. To filter in only data from Microsoft Sentinel, start your query with the following code:

Box 2: autocluster()

Example: description: |

'Listing of storage keys is an interesting operation in Azure which might expose additional secrets and PIl to callers as well as granting access to VMs. While there are many benign operations of this type, it would be interesting to
see if the account performing this activity or the source IP address from which it is being done is anomalous.

The query below generates known clusters of ip address per caller, notice that users which only had single operations do not appear in this list as we cannot learn from it their normal activity (only based on a single event). The
activities for listing storage account keys is correlated with this learned clusters of expected activities and activity which is not expected is returned.' AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action" | where ActivityStatusValue == "Succeeded"

| join kind= inner (

AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action" | where ActivityStatusValue == "Succeeded"

| project ExpectedlpAddress=CallerlpAddress, Caller

| evaluate autocluster()

) on Caller

| where CallerlpAddress != ExpectedIpAddress

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated), Resourcelds = make_set(Resourceld), ResourceldCount = dcount(Resourceld) by OperationNameValue, Caller, CallerlpAddress
| extend timestamp = StartTime, AccountCustomEntity = Caller, IPCustomEntity = CallerlpAddress Reference: https://github.com/Azure/Azure- Sentinel/blob/master/Hunting



%20Queries/AzureActivity/Anomalous_Listing_Of_Storage Keys.ya ml
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Ry FRRY FMIET SERM

HE Rk Microsoft Entra ID P15 4 2 > X Z#DMicrosoft EntraT+ > k& CHIFAHR TY,
Log Analytics 7 —% X R— X hv 5 Microsoft GraphD 77 T4 ET 4 O ZRELEFT,
&7 1=1X  Microsoft 365 J'IL— T2 T 2 EEFHDEEWVCODVWTHELTWET UTOI T UHRIE B L 15 5[ MicrosoftGraphActivityLogs T— LDV EG SN DT,
JO TR R :

- Appld: 11111111-1111-1111-1111-111111111111

-H—E X F1) 3L ID: aaaaaaaaa-aaaa-aaaa-aaaa-aaaaaaaaaaaa
- A—4H—ID: *(Z=HH)*

-S4 T7 2 NREEAE: 2

-UOITRMAY Y FGET

- RequestUri: https://graph.microsoft.com/v1.0/groups?$top=999

- LARVRART—HR X 3— R:403

-F~RL—2 3 VID: op-7001

- 1) T X +ID: reg-7001

- &R B #F: 2026-02-09T10:05:12Z

JOITRFR2:

- Appld: 11111111-1111-1111-1111-111111111111

- ServicePrincipalld: aaaaaaaaa-aaaa-aaaa-aaaa-aaaaaaaaaaaa

- A—H—ID: *(Z=H)*

-DSAT Y NREEAE: 2

-UOITRMAY Y FIGET

- RequestUri: https://graph.microsoft.com/v1.0/groups?$top=999

- LARVRART—HRZX3— K:403

-FA~RL—< 3 VID: op-7002

- 1) T X ~ID: reg-7002

- £ R B B¥: 2026-02-09T10:06:01Z

JOITRXFR3:

- Appld: 22222222-2222-2222-2222-222222222222

- ServicePrincipalld: bbbbbbbb-bbbb-bbbb-bbbb-bbbbbbbbbbbb

- 1 —+— ID: 33333333.3333.3333.3333.33333333333
-S54 T NEREEAE: 1

-UOITRMAY Y FIGET

- RequestUri: https://graph.microsoft.com/v1.0/groups/0f00.../members
-LRARVRRAT—RZX3—F: 200

-FA~RL—< 3 ~ID: 0p-8001

- 1) T X kID: req-8001

- &R B FF: 2026-02-09T10:07:44Z

TIVT—2avhL—T&AZELELSIELTVDLO0 ZBEF T VI ICKBLTVWSAEEELH D EEOND,



UTOERBRICDOVWT ELWMEEIE FIMZRBRLTLSEZS D, E5THRWMESEF DOWZ JEBRLTLESY,
T EEEEITIRA Y RAMEShET,

Answer Area

Statements Yes Mo

The Requestld field can be used to group requests that were ig a single bétgh.

Request1 was initiated by an applicatiop makifig agp=only M icrosoft Graph calls.

P
il

The AppId field in Request? can be u$ed to identify the credentials used to ‘IE[k'!L;ﬁE mEFE#Dﬁ_GF!ﬁﬁCEI" :

1EfZ:
Answer Area

Statements

The RequestId field can be used to group requests that were in a sipgle Batch.

Request1 was initiated by an application making app-oalydyickoSoft Graph calls.

The app1d field in Request2 can bewsed to qdlétit('hg -‘:md’gr;}iaisqgeﬁgcﬁ'nake the Microsoft Graph call.
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H1E =Dt TIX Azure Sentinel ZERA L TWLWET,

HLWEXaY T 7FHY XML Azure Sentinel TA VTV FEFEIYLUTHEYHEIBRLEY TELRWERELTWEST , 7FTURMDEOICHIBEZRBRI IDELNHYET V) a—2a v T HMNFIEDORBZFERT HIHE
AHYEST, 7FHIVRAMIFEDRENZEIY A TEHIRETIA?

A. Azure Sentinel L AR & —

B.OYyYy 77UDav kY )JEa—4—

C. Azure Sentinel D E#k#H

D. Azure Sentinel 1) —% —

EfE:A(QAVRERKT D)

Roles for working in Azure Sentinel

Azure Sentinel-specific roles

All Azure Sentinel built-in roles grant read access to the data in your Azure Sentinel workspace.

Azure Sentinel Reader can view data, incidents, workbooks, and other Azure Sentinel resources.

Azure Sentinel Responder can, in addition to the above, manage incidents (assign, dismiss, etc.) Azure Sentinel Contributor can, in addition to the above, create and edit workbooks, analytics rules, and other Azure Sentinel

resources.
Azure Sentinel Automation Contributor allows Azure Sentinel to add playbooks to automation rules. It is not meant for user accounts.

https://docs.microsoft.com/en-us/azure/sentinel/roles
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FUTLIRAD Linux H—I—N58HYET,

Microsoft Defender for Cloud B9 % Azure Y TRX9 1) T 3 uhH Y ET,

Linux H—/\—#{Ri#3 5I1Z(%_ Defender for Cloud ZFHET 2ENHY T3,

A —N—IZfAZx A VR b—ILT HZRELHY TIH?

A IREFEZRTI—C Uk

B. Log Analytics T—> = > b

C. Azure Connected Machine T—> x> +

D. 7 R MERLIRIERE

Eff:B(AAV FEHEHKT D)

Defender for Cloud depends on the Log Analytics agent.

Use the Log Analytics agent if you need to:

* Collect logs and performance data from Azure virtual machines or hybrid machines hosted outside of Azure
* Etc.

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/os-coverage
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview#log-analytics-agent
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Ry FRARy MZET HER

Workspace1 & LY 5 & Bl Microsoft Sentinel 7—9 A R—XAMN&H Y £9,

Workspacel1## L TDNSA R FZREL DNSRX—YHADEELFX 1) T4 BRETILASIMFEES/S——%TT704 LET,

ASIMDNSRF—TIZ® LTI T #ETL BEBE24BRLUAIZKEEZD— FA NXDOMAIN|T ZEEFTIP7 FLRAZ EIZ150 R TEH INI=TRXRTOHODNSAI R &2 —EBERXRTITHIVENHYET DY) a—avidk v
DINTH—IVREBRARICEDIDLENHY FT,

BRIICIEEDLSIZAZTNIXIWTIN?EET HICIE, ABZRTHEYGA T a vEBIRLTLIESL,

F R LIRS Y RAMESNET,

Answer Area
v

_Im_Dns

Dns

imDns

v

(starttime=ago(1d) responsecodename= "NXDOMAIN’
| where TimeGenerated > ago(1d) | where ResponseCodeName =~ "NXDOMAIN"
| where ResponseCodelName = = "NXDOMAIN" | where TimeGenerated = ago(1d)

| summarize count() by SrclpAddr, bin(HmeGenerated, 15m)
Efi#:
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Answer Area

v

_Im_Dns
Dns
imDns

v

(starttime=ago(1d).responsec = 'NXDOMAIN’
| where TimeGenerated > ag | where ResponseCodeName =~ "NXDOMAIN"
| where ResponseCodel ‘h =5 “NXDOMAIN | where TrggGenerated > ago(1d)

W I ICTOSOT1
| summarize count() bv SrdnAddr binl T iineGenerated 15m)

Explanation:
Every schema that supports filtering parameters supports at least the starttime and endtime parameters and using them is often critical for optimizing performance.
https://learn.microsoft.com/en-us/azure/sentinel/normalization-about-parsers#optimizing-parsing-using-parameters

E5ﬁ5174
Ry FRKRy BT HERM
UTOKQALY T 28T HRE LBRBIL—ILHAHY FT,

AlertInfo - -

| where Severity == “High”| M I(:g QSD-E:-E
| distinct AlertId '

| join AlertEvidence on AlertId

| where EntityType in (“User”, “Mailbox")

| where EvidenceRole == “Impacted”. |

| summarize by Timestamp, AlertId; “ccountName, AccountObjectId,
EntityType, Deviceld, SHA256

| join EmailEvents on SleftefccountObjectId == Sright.RecipientObjectId
| where DeliveryRction == “Delivered”

| summarize by Timestamp, AlertId, ReportId, RecipientObjectId,
RecipientEmaillAddtess, EntityType, DeviceId, SHAZ256

UTOERBRICDONT, BZETHHEEIE FIMZBERL TSV, ZALEVESE DOV JZRBBIRL TS,
TR EITIRA Y RAMEShET,



Answer Area
Statements Yes

The custdimetectiopule panlbe used to automate the deletior of email messages

Tom 2 user's mailbox based on the RecipientEmailaddress column. O
The custom detection rule can be used 1o restrict app execution automatically e
based on the DeviceId column.

The custom detection rule can be used to automate the deletion of a file based o
on the sHA256 column.

1E fiz:

Answer Area ;
o |

Statements »

The custom detection rule can be used to automate the deletion of email messages
from a user's mailbox based onthe RecipientEmadlAddress column.

The custom detection rule can be used to restrict app execution automatically
based on the DeviceId column

The custom detection rule can be used to automate the deletion of a file based
onthe saa25& column.

Explanation:

https://learn.microsoft.com/en-us/microsoft-365/security/defender/custom-detection-rules?view=0365-worldwide#4-specify-actions
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HEHIE . Microsoft Defender for Endpoint% £ Fi 9 5 Microsoft 365 E5Y J X4 1) T4 3 & ZHAHTY,
TNV TEEZ NI A—LETNAAREHREL EEICEET AV ERET ILENHYFET , V) a—2a L WELBFEHRICEDNT,

A,

Microsoft 365 Defender R—Z )L TIIAEFEHTRETTHM?
A EH

B. 1&18

C. &

D. 2 ELFH

EfE: (EfREFRLET)

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/respond-machine- alerts?view=0365-worldwide

BE: 76

Azure Activitya %9 2 #ER L T k1) i— & BMicrosoft Sentinel L1 Ty oY £9,
TLA IO &FERTEH FHLLW=TUTILEA LNRT)DHIL—ILEERT IBELNHY FT,

W—=IVIZIEEDE S GEENBETIMN?
A 12Ty FEBERTE
B.2TUJ)L—I
C.IVTATA4IVEYY

D. 75— FBEMLERE

Na

2y 488

Foa

EZFTNA ADRHEZRIBETESZLERIATHLDOTHITNE LY £
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IEfE: (EfgZRTLED)

To create an NRT rule, you need to follow these steps:

From the Microsoft Sentinel navigation menu, select Analytics.

Select Create from the button bar, then NRT query rule (preview) from the drop-down list.
Follow the instructions of the analytics rule wizard.

A%E07%SC-200JEREE XJPNTest.comiZ2ft S SC-200JHERIZ AT B Z L IZ&RIZII B E T ! JPNTest.comld 5 Ex#SC-200 K ERFIRESE 1=t L =9, JPNTest.com SC-200J:HERAIREE 1T SEEFFrshFEF L=, 2
TSC-200JBENTA PI VS VEFIZANT T, BFMO 7 2 £ X _ https://www.jpntest.com/shiken/SC-200J-mondaishu 508, 3 0%7 « A ho > kb $#54ZEI51a— F: JPNshiken|
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Ry FRARy MZETSHER

Sub1 EWLVSBHID Azure TRV ) T aohibh Y Fhht contoso.com & LS ZRETD Microsoft Entra T3> FZ1) > SR TULVET , Sub1 [Z1E Workspace1 & L3 & HTD Log Analytics 7—9 AR—ZANEENTULVE
9, contoso.com M 5D I RTHO O (L Workspacel [CR FJ—I U5 EhFET,

&1z 1EMicrosoft 365 ESDH TR Y 1) T a3 o EHBTY,

Workspacel[Zx L TULTDRBERET OILENHY FT,

- contoso.com®Microsoft Graph¥—E XA ~DHTTP!) ¥ T X k

SRR E IR REFRAT A — FNA—TFT A8 T7 TYDY A A VT I T4 ET 41

KLY TV IEED &S ICAATRIEEIWTTN?EETSICIE EERETEUGA T a vEBIRLTLES,

FEfE LIRS EAMESNET,

Answer Area

MicrosoftGraphActivitylLogs
| where TimeGenerated > ago(1d)

| Join ( ~\\Y
| AADNoninteractiveUserSigainLags
AADServicePrincipalSignthLogs
SigninLogs

| where TiméGénegrated » ago(ld))

on $left.SignInActivityld == $right. v
Correlationld i
ServicePrincipalld
UniqueTokenldentifier


https://www.jpnshiken.com/q/68957-6458830/
https://www.jpntest.com/shiken/SC-200J-mondaishu

Answer Area

MicresoftGraphActivitylLogs

| "\ihere TimeGenerated > ago(1d)

| jJoin ( s
AADNonlInteractiveUserSigninLogs
r . " - ®
| AADServicePrincipalSigninLogs
SigninLogs
| where TimeGenewated > ago(1d))
on $left.SignInAetivityld == $right. v

Correlationid
ServicePrincipalld
UniqueTokenldentifier
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Microsoft Sentinel D 7T—42 #H/EILL U—FNX—F 4 DT—F3YV—REFEALTT—2ZLFTT S5 LT REOKIE(IC)ZHBEET PLELHY FT,

fAIZFEIRETLELEIMN?

A. Microsoft Sentinel ®/ — kT w4

B. Microsoft Defender for Cloud Apps

C. Azure Monitor

Eff: A(QA 2V LEREKRT D)

Notebooks are interactive tools that allow you to run Python code, query data, perform machine learning, and create visualizations. Notebooks can help you hunt for threats, investigate incidents, and perform data analysis using
Microsoft Sentinel data and external data sources.
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Ry FRARy FMZET HERM

HEH L Microsoft Defender for EndpointZ £ Fi 9 5 Microsoft 365 E5Y X4 1) T4 3 & ZHAHRTY,
UTDEHZF-TREL—ILEZERTILELADY FT,

-BERBYI I THRBEEFOTNAANEBE 1 BELURNIZT I T4 TESBEICr) A—ShFET
BHETAREOHERBLET

KQLZ TV IFEDESITANTNIELIWTIMN?BET HICIE BBZERETEUGA TS a vEBIRL TSN,
F R LIRS Y FAMESINET,
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| TP
i Mlcrqp'!wﬁ"mwmw e .
| project-keep Devi

Answer Area

DeviceTvmSoftwareVulnerabilities

| where VulnerabilitySeveritylLevel =« 'Critical’

-

iceld

| distinct Cveld 00

| join um-@ iceInfo on Deviceld
| whe amp between (now(-1h)..now())

-

| distinct Deviceld, Reportid

| project Timestamp, Deviceld, Reportld
| summarize count() by Deviceld, Reportid




Answer Area

DeviceTvaSoftwareVulnerabilities

| where VulnerabilitySeveritylevel =« "Critical’

-

| distinct Cveld

|| distinct Deviceld

| project-away Cveld

|| project-keep Deviceld

| join kind=inner Devicelnfo on Deviceld

| where Timestamp between (now(-1h)..now())

v

| distinct Deviceld
| distinct Deviceld, Reportid
| project Timestamp, Deviceld, Reportid
| summarize count() by Deviceld. Reportid
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FSwd7r R roy JRE

Microsoft Sentinel 7 —4 X RXR— X [Z[& LI FMAdvanced Security Information Model(ASIM)/ S—H—MNEFN TULVET,

- _Im_ProcessCreate

- imProcessCreate

vimProcessCreate & L\ &FID VYV —RABEDHFH L LV N—H—ZERRLET,

UTDEWZFEET EIICN—H—Z2BETIHLELHY T,

- §RTD ProcessCreate /\—H—ZFMHFUHLET,

-74—)ILRETOCRRF—TIZIZ#EILT B,

BEBEBETICE, EON—HY—ZBETNEIOTLELOIMN?RETDHICIE BUGEN—Y—ZELVEHICFI I LTS,
BN—Y—[X 1AIEFERTSIEL EHEFERATSIIEL E<KFERALEVWIELAEETT , AVTUYERTIDICIE RAUVBEIORENN—F RS9I T 5N RO — LT E2UHENHIIGENHYET,
R LIRS U EAMESINET,



Parsers Answer Area

Im ProcessCraate Call all the ProcesgCreate parsers

i (i r E
_ mProcessCreate Standardize fieléds to the Process schema

vimProcessCreate

=" Microsoft

Parsar m Mitrosoft

Call all the ProcessCreate parsers: |vimProcessCreate

Im_ProcessCreate |

Standardize fields to the Process schema: | imProcessCreate
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Microsoft Defender for CloudZ#{# A9 5Azure 7R 1) T a3 ohiHY  ZDOFICZapp1 E VWS EZRTDAzZure AP v I 7 TUNEENATUVET,

Y EDDefender for CloudE X2 ) T4 75— FOANERSINT=EIZ app1 HAEEFT DL ST HINELHY F9,

Azure Resource Manager (ARM) 7> T L— MEIED K SITAATNIELIWTIN?EETSHICIE EZEFTEUGA TS a vEEIRLTLESLY,
F R LIRS Y FAMESINET,

“resources”: [

{

"tyDE": v

Microsoft.Automation/automationAccounts”,
"Microsoft.Logic/workflows",
"Microsoft.Security/automations”,

"apiVersion": "2019-01-01-preview",
"name": "[parameters(‘name’')]",

"location"™: "[resourceGroup().location]”,



"properties”: {
"description”: "[format(variables('description’);*{@}
"isEnabled": true,
"actions”: [

"actionType": “LogicApp",

5 parameters('subscriptionld’))]",

"logicAppResourceld”: "™[resourceld( 'Microsoft.Logic/workflows', parameters('appl'))]",

'"Microsoft.logic/workflows/ v
actions
contents
triggers

parameters(‘'appl’), 'manual’), '2019-05-01

}
1,

1F fiZ:

"resources”: [ .
{ =

'y.value]"

uri”: "[listCallbackURL(resourceld(parameters(’'subscriptionld’),parameters(’'resourceGroupName’),

= 'Microsoft

Microsoft

"typeﬂ :

v

Microsoft.Automation/automationAccounts”,
"Microsoft.Logic/workflows™,

"Microceoft Sectiritv/aitamationg”




I W EE e T e N I T S e e Nl "I" Tl Wl N e W W F el e B e 0 ’ '

"apiVersion": "2019-01-01-preview",
"name": "[parameters('name’')]",
"location™: "[resourceGroup().location]”,
"properties”: {

"description”: "[format(variables('description’'),'{0}", parameters('subscriptionld'))]”,

"isEnabled": true,

"actions”: [

{ "actionType": "LogicApp",
"logicAppResourcelId”: "[resourceld('Microsoft.Llogic/workflows', parameters('appl’'))]",

uri”: "[listCallbackURL(resourceld(parameters(’subscriptionld’),parameters(’resourceGroupName’),

'Microsoft.Logic/workflows/ v

actions
contents
triggers

parameters(‘appl’), ‘'manual’), '2019-05-01').value]”

1,

Explanation:
https://learn.microsoft.com/en-us/azure/defender-for-cloud/quickstart-automation-alert?tabs=CLI

EF:.E]: 82
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BERKIL 508D FRETIVEELAzZuUre Y TR ) T avEMRBLTLET,

Microsoft Defender for Cloud #&8 A3 5FETY,

AEDRBI VIR LTI—V o FLRRF Y UV EBEMITIRELNHYFET VI a—a Vi RETSY ARDARFT T3y bEERL, ZORFTy T ay MM L THEBNDTEETTILELHY FT,
ES3TNEENWTTN?RETDHICIE, EERTHEUGERBEEZZBATCEZSN,

ECE LIRSV EAMESINET,

Answer AreT‘ - r.
\V, =Vrac I}_"'
Jlgeiaflﬂ ' ¥ plan v
' Defender CSPM
' Resource Manager
 Storage
To exclude specific virtual machipes, Use: v

A role-based access control (RBAC) assignment
' An Azure Policy assignment
Tagging

Answer Area \Y ’;j - Ve ~ g
“ VIICIOS " S S
' Defender CSPM vV

' Resource Manager
Storage [ .

Select Defengléfl plan:

To exclude specific virtual machines, use:

:é_ tole-based access control (RBAC) assignment

+An Azure Policy assignment
' Tagging

Explanation:

Defender CSPM:

https://learn.microsoft.com/eN-us/azure/defender-for-cloud/concept-agentless-data-collection Tagging:
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/azure-best-practices/resource-naming-and-tagging-decision-guide
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BEEHIE, Usert EWVSARINDI—H—&  Devicel £ KU Device2 & LVS BZHID 2 &M Windows T/31 R E &L Microsoft 365 TR 1) T 3 U %fiH L TLVET, Devicel & Device2 I&, Microsoft Defender for Endpoint 12

FHRINTVWET,
UTOHEENECYFT,
-A—HB—1DRTNA RN A4V LFET,



- Microsoft Defender XDR @ B /% 2 RH 1E #EE (S,
DevicellZ® 3 2HETHY UsertMEENTULET,
- A—H— 1T R2ADEHRERA T T,
User1hiDevice2|Z#E#i L & 5 & L1=F& Device2ldED O ba)zEJOv o LEI M
A. RDP_RPC_SMB

B. SMB®D #

C. SMB&RPCOO#H

D. RDP® &

E. RDP & RPCOD &

F. RPCOH

FfE:A(QAVREERT D)

BH: 84

EIFFZE3 - Litware Inc.

B

277 hLtEEmY—EXEHTY,

EflE=a—3—2 O kY JUAR—IVIZKHEFEA TS, Fabrikam[ZIEHERFIZYE—b1—HF—DHEY hoDI1—F—([FVPNEREZN L TXHRIZTTIVERTEHIET VTV RYF—ERFETHRNI V—XIZT Y
X9 5,

BREDIRE

TFATUOTAT4RER

ZDFy I —2I1Z1F fabrikam.com & LS & EID Active Directory FA A > H—EX (ADDS) 74 LR FWEENTEH Y fabrikam.com & WS ARID Azure AD T+ 2 FERIEALTWET, 74 LR FEREIEAT 518
(2. Fabrikam [F/XRA R JIL—EBEEZEMICL /SR T— K /vy ¥ 1 E#IZEESHIZ L 1= Azure AD Connect ZEARA L TLVET,

fabrikam.com® 7 # L X FIZ(&, Group1&Group2& WL\ S52DD 5 B—NILTIL—THREFEFNTVET,

Microsoft 3653R 1%

Fabrikam® £ 31—+ —I[ZI& Microsoft 365 E55 4 2 > X & Azure Active Directory Premium Plan 254 £V ANEY B THNTWVET,

Fabrikam(& _ Microsoft Defender for Identity & Microsoft Defender for Cloud AppsZ=REL RS aL 92 —#FHILFT,

AzurelRix

Fabrikamld L TORIZRT ) V—REELAzure IRV ) T3 v REBELTULET,


https://www.jpnshiken.com/q/68957-6458837/

Name Type Description

Appl Azure logic app | To automate incident generation in an internal
ticketing system, the security operations (SecOps)
team invokes App1 by using an HTTP endpoint.

SAWkspcl Azure Synapse SAWkspcl hosts an Apache Spark pool named Pooll.

Analytics
workspace

LAWkspcl Log Analytics LAWkspcl will be used in a planned Microsoft
workspace Sentinel implementation.

Amazon Web Services (AWS) IR13

Fabrikam(dAccount1 & LY 5 & BT Amazon Web Services(AWS)7 h > k& >TULVvE T, Account1(Z (&

H X2 LkrWindows Server 2022 % 3179 4 Amazon Elastic Compute Cloud(EC2)1 > X% > X1005&,

— DA A —TIZIEMicrosoft SQL Server 2019 EFEFNTWVWEITN I -V U FMEIA VA =S TWWEEA,

BRI DRE

aA—H—HVPN#Z#E Z AT % & Microsoft 365 Defender(d BRIEENITH S B Y FLHEVRITICEAT EEEEKREICRESEFT,
Defender for Identityld DCSyncHE DR WNZET ST 7 — FZREICRESEFTFITH, TDZFREHTT,
Zi

AESNTWLDER

FabrikamlZUTDH—EREEAT BHFETT,

- Microsoft Defender for Cloud

-4y I bt UFRIL

ESRRAEH

Fabrikamld LUTOESHRREHFHELE LT,

AIREZRRR Y R/IMERRDIREIZEAT 5,

FEEEBEOFEZR/NRICINZ S,

Microsoft Defender for Cloud Apps D Z 4

Fabrikamld _ Microsoft Defender for Cloud AppsDE#E L TUTDREZEIFTIVET,

- EMAEREGBEDELER) O—E . E1—Y—DBEDFEICEDNWTWNWD I EEFER LTI,
BRI EL D, HYFLEVKRITICEAT IESTORZERLT,

Microsoft Defender for ID D &4

BRAMT7 5— FOREBICLELGEELDFTHER/NRICINZ S,

Microsoft Defender for Cloud MDZE#

Fabrikam|% . Microsoft Defender for Cloud B L TULTOEH# 2 ELELT-,

-TGN=T2DAN—PEF 1Y TFAR) O —FEBTEHILEMRELTES,

- Group1 D A U IN—HAzureF TRV 1) T2 3 VLR L TREEFR) O—DA = F7FITZEVHETONDLSITT S,



- Azure Arcxtl B —s3—[@E [TAzure Connected MachineT—2 x> bDF 704 % Accountl DBEFES K VFED ) V—XIZCBEMEL FT,

RRHT7o— FORBICKHELGEBEXREZR/IRIZINZ S,
Microsoft Sentinel D &4
Fabrikam(d Microsoft SentinellZB3 2 LU TOEHZHELE L=,

HBHAHDEELF 1T ERETILASIMEES/S—H—FHEAL T, BE7ARONXDOMAINDNS Y Y TR F3BELET,
-AWS EC24 Y RA VAW A—ALNTI—TAN—=2y TOEREEZSOWindowsZF a2 ) T4 AR ASTI UMY ERELET,
- A—HY—BEUVIVT A4 T A ITEPWUEBA)ZFER LT Azure ADA—YH—DEELT7ITAETAE2HELET,

-UEBAZERAL T, BEF I Nf-Azure ADI—H—REHERDBENLGTFZEZTMLET,
- App1hiMicrosoft Sentinel D BEIEIL— )L THERATE S L EZHE L TLEELY,
BEIBEMICRELEZA VT YMIDOWT, MY T—UIChh B FBMEETET 5,
BEBHMIZRELI=A VT NOFEHEREBEEEELET,

-GN —=—TIDAVN—NT LA TV I EERB L UVETTE S LEHRT D,

TGN —=TIDA DV N—DPIL—ILEEBTELI L EHRBL T3,

-Jupyter/ — Ty EFEALT PoollIZR LTNAYTF A VT 9T ) EETLET,
TN—=T22DAVN—DBA T REEBTEL L ZHRT S,

- TR T)DNTH+—T U RERKIET S,

RETET—FEZR/NMRICHZ S,

Ry FRARy MZBET HERM

Microsoft Defender for Cloud AppsDEH-#iE-THERHY T,
ES3TNELINVTTN?ERETHICIE, AERTEUGERBREEZZBATCEZEN,

R LIRS Y FAMESINET,

Answer Area

Set the sensitivity level of the impossible travel alert policies to:

To reduce the amount of false positive alerts:

Add IP address ranges.
Enable leaked credential detection.

(1378t aketf credential detection.

e —— e - — 5]




Answer Area

Set the sensitivity level of the impossible travel alert policies to:

AU B
ih@ﬁw -
Medium
High

To reduce the'amount of false positive alerts:

Add IP address ranges.
Enable leaked credential detection.
Disable leaked credential detection.

BEfE: 85

INA Ty K Azure AD TF > M2 2% &1t Microsoft 365 E5S H T RO Y T auhH Y £,

@ 30 BREIZ Domain Admins FIL—FICMA SN-F R TOEFEZHET ILENHY FT,

fAIzEAIELNLDTL LS M?

A. Azure Active Directory 7OES a v 537 —9 Ty

B./1 oA 43— )XY BEEDOBMERTE

C. Microsoft Defender for Identity D#Z 4V IL—TDEE LKR— k

D. Microsoft Defender for Cloud Apps @ ID 3 21 1) 7 « {K%IEEH

EfE: (EfEZRRLET)

The Modifications of sensitive groups report in Microsoft Defender for Identity would be the best option to use to identify all the changes made to the Domain Admins group during the past 30 days. This report provides information
about changes made to sensitive groups, including the Domain Admins group, in the Azure AD environment and helps to identify potential security threats.
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Ry ARy FMZEAT HERM

HEH L Microsoft Defender XDRZ {3~ % Microsoft 365 E5SH X4 1) T 3 % ZHIHA T, Devicel & LS ARIDWindows T /31 ANREENTULVET,
TINARIDBEDH D EFEERAEBELI-E A Filelexeb WS RRDEDLLWW I 7AIILEHKRLELT,

TNAZRIDLRENYr—DEZTRYET,

UTO|EHET—FRA Y FEHERT OIDELNHYFET,

-IR7E  WEBEMN E— FTDevicellZ7 VAL TWETHN?


https://www.jpnshiken.com/q/68957-6458839/

Filel.exelZWWOT®MIZEfTShFELE=M?

ET—FRA 2 MZIDODWT SAENYT—CHDED T NN EFZHERITNIEINWTIHA?EEZTSICIE AERTEYNLGA T a3 UvERBIRLTLESLY,
R LIRS EAMEShET,

Microsoft
Is an attacker currentutcessing Device1 remotely: v

Autoruns

Installed programs
Network connections
Prefetc

ks
es

» e,(\ ) Security event log
Whe f n}ﬁexﬂum{lt v

Q Autoruns

\ Installed programs
Network connections
Prefetch files
Scheduled tasks
Services

Security event log

i ti
.ﬁi Microsaft

Autoruns

‘\Q(\ installed programs

When was Fil&é\ t executed:

Network connections
Prefetch files
Scheduled tasks
Services

Security event log
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FSw 7o R ray JRRE
UFORITRS ) Y—RHFATETT,
Name _ |, /Description
SW1 An Azure Sentinel workspace™~ —=*~'" *
CEF1 A Linux sever configured to forward Common Event Format
(CEF) logs to SW1
Server1 | A Linux server configured to send Common Event Format
(CEF) logs to CEF1
Server2 | A Linux server configured to send Syslog logs to CEF1
SWITIE, BT AMAY MRELEVES ST ERERHYES,

ENETNOBREICEAZERITNIEEINTLLIMN?EETBICE BULEY Y —REZELWMREICFI I LTLEEN, &Y Y—XR([E 1B EHE, FLEFSLKFERALGWVMEENHYFET, IVTUYERTTHITE RS
VERIDREIN—F RSV TTEN RV O—ILTHIBENHIHZENHYFET,
T E LIRS Y MBS hET,

Resources Answer Area

SWA1

2
({

From the Syslog configuration, removgﬂm:g a(‘ﬂﬁﬁésl ).€
CEF1 that send CEF messages.

Servert From the' Log Analytics agent, disable Syslog
synchronization.

Server2




Resources Answer Area

SWi1

From the Syslog configuration, remove the facilities Serverd
CEF1 | that send CEF messages. 1 __? Vel

, ' From the Log Analytics agent, disable Syslog
S synchronization. M

Server2

Explanation:

Box 1: Server1

On each source machine that sends logs to the forwarder in CEF format (SERVER1), you must edit the Syslog configuration file to remove the facilities that are being used to send CEF messages. This way, the facilities that are
sent in CEF won't also be sent in Syslog.

Box 2: Server1

You must run the following command on those machines (the ones you ran it previously, i.e SERVER1) to disable the synchronization of the agent with the Syslog configuration in Microsoft Sentinel. This ensures that the
configuration change you made in the previous step does not get overwritten Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-log-forwarder?tabs=rsyslog#run-the-deployment-script
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EHIFFZES - Litware Inc.

BE

277 hLtEEmY—EXEHTY,

EfE=a—3—9 B Ry JUAR—IVIZXHERBA TS, FabrikamIZIFHFBFIZY E—ra2—HF—2EY o1 —HF—FVPNERZN L TIHRICT IV ERTEIET VTV FH—ERZELHRNY V—XIZT Y
XI5,

BREDIRE

TFATUOTATARERE

ZDFy I —7I1Z1F fabrikam.com & L5 & EID Active Directory FA A > H—EX (ADDS) 74 LR FWNEENTEH Y _ fabrikam.com & WS ARID Azure AD TF 2 FERIEALTWET, 74 LR FERIEAT 518
(2. Fabrikam [F/ SRR JL—EBEEZEMMICL /AR T—F /Ny L 2 FHIZ SN L F= Azure AD Connect #fEA L TWLVET,

fabrikam.com® 7 # L X kIZ[&_ Group1& Group2& L5200 5 A— /LT IL—THREFhTLNET,

Microsoft 3651r1E

Fabrikam® £ 1 —H—[Z[& Microsoft 365 E55 1 +2 > X & Azure Active Directory Premium Plan 254 £V AMNE Y HTHATWVET,



Fabrikam( , Microsoft Defender for Identity & Microsoft Defender for Cloud Apps# ==& L OJalLv 42—/ LET,
Azurelzix
Fabrikamld UL TFTORIZERT ) V—REELAzure IRV ) T3 v REBELTULET,

Name Type Description

Appl Azure logic app | To automate incident generation in an internal
ticketing system, the security operations (SecOps)
team invokes App1 by using an HTTP endpoint.

SAWkspcl Azure Synapse SAWkspcl hosts an Apache Spark pool named Pooll.

Analytics
workspace

LAWkspc1l Log Analytics LAWkspc1 will be used in a planned Microsoft
workspace Sentinel implementation.

Amazon Web Services (AWS) IR1E

Fabrikam(dAccount1 & LY 5 & BIDAmazon Web Services(AWS)7 B > k& >TULVvE T, Account1(Z (&

H X2 LhRWindows Server 2022 % %179 % Amazon Elastic Compute Cloud(EC2)1 > X %2 > X100&,

Z DA A*—TIZIEMicrosoft SQL Server 2019MEENTWVWEIT N, I—Px U MIA VR F=IL TN TWEEA,
BRI DRE

A—H—MVPNEH ZEHAT 5 & Microsoft 365 Defender(d ZRIEHTH S BHYBLGVWRITICHET IEEEZKREICRESEFT,
Defender for Identityld, DCSyncRE DL WNZET 57 57— b ERXEICRESEFT I, TDE L FERRAMTT,
24

AEESNTWAER

FabrikamlZUTDH—EREEAT BHFETT,

- Microsoft Defender for Cloud

-4y I bFtEUFRIL

ECRRAEHR

Fabrikamld LUTOESHRREHFHELE L,

AlREZRRR Y R/IMERRDIREIZERAT 5,

BEEXBOFHEZR/IRICINZ S,

Microsoft Defender for Cloud Apps D &4

Fabrikamld _ Microsoft Defender for Cloud AppsDE# & L TUTDREZEIFTIVET,

- EMAAREELGBEDELER) O —F F1——DBEDFHICEINWTNDIIEFMHREL TS,
SRRHICELD, HYFLGEVRITICEAT IZESOHZERLT,

Microsoft Defender for ID D Z 4

BRMT7 53— FOREBICLELGEELDFHER/IMRIZINZ S,

Microsoft Defender for Cloud M Z



Fabrikam(Z  Microsoft Defender for CloudICBAL TUTOEHRZEELE LT,

SO =T20A A N—PEF 2 ) TR —FEEBTEDILFMHERL TS,

- Group1® A U IN\—hAzureF TR 9 1) T2 3 U LR THREESFR) O—DA 27 FTEENYETOENDLS1ZT 5,

- Azure ArcxtH—/\—[ [TAzure Connected MachineT—2 x> b T 704 % Accountl DBEFEHR L VFEQOY V—X(IZBEELET,
REANT S — FOREBIDELGEBEXZR/IRICINZ S,

Microsoft Sentinel D ZE 4

Fabrikam(d Microsoft SentinellZB8T S5 UTOEHEZHFE L F L1,

HBAAHDEEEF 1T ERETILASIMBES/S—H—ZHEAL T, BE7TARONXDOMAINDNSY 7 TR h3BE2LET,
-AWS EC24 Y RA VAW A—ALNTI—TAN—=2y TOERESOWindowsZF ) T4 AR ASTI UMY ERELFET,
- A—YH—BLUVI VT4 TAITHAHUEBA)ZFERAL T Azure ADA—H—DEERTITAETAE&HELET,

-UEBAZER L T BEINf-Azure ADA—H—RIIEROETEMLZELXTMLE I,

- App1h*Microsoft Sentinel D BEIEIL— )L CHERATE S L ZHREL T ES LY,

BEIOBMIZRELA VT MMIDWT, N T7—=DIChh B EHRREEEET 5,

BEIBMBIZRELE=A VT FOFEHEREBREEELET,

TN —TIDAVN—NT LA TV BB LUVRTTEDL L ZHERT B,

TN —T1DAVN—DDMIL—ILEEBTEL L EHRLTLZE,

-Jupyter/ — Ty EZFEALT PoollIZ® LTV T4 V9T ) EETLET,

TN=T22DAVN—DBA LT REEBTEL L EZHRT S,

- TRV TYDNT+—I U RERKIET D,

RETET—FEZR/NMRICHZ S,

UEBAZ% {9 % 1= DMicrosoft Sentinel DE {4 % 1= 9 (Z1& . SecurityEvent Log AnalyticsT— FILDT— 42 ZBE&EM TR HENHY FT,
ERTMT—TILEFERTARETIN?

A. SentinelAudit

B.7A4T>T 47T« 1ER

C. IdentityDirectoryEvents

D. AADRiskyUsers

IEfE: (EfZRmLET)
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Microsoft Sentinel 7 — 4 L A 2 IZ##: & i i=Microsoft Sentinel 7 —9 AR—X#HEFLTY,

Microsoft Visual Studio Code Tl EBZE#&H 9 5 GitHub Copilot T—Y = > b Z{ER L T Jupyter Notebook #E1T9 5 FETYT , CHI—T U ME BREEIV TV EZFERALT T2 LA IVHNOBEEST ST —TILEREL,
BT —2IIR/LTO T EETLET,

GitHub CopilotT—< = > k #Microsoft Sentinel Model Context ProtocolMCP)a Lo &3 > T Y KikA ¥ MZERT HIHELAHY 9,

EDURLZFERIRETIMN?

A. https://sentinel.microsoft.com/mcp/triage

B. https://sentinel.microsoft.com/mcp/data-exploration

C. https://sentinel.microsoft.com/mcp/graph

D. https://sentinel.microsoft.com/mcp/security-copilot-agent-creation

Ef:B(Q AV FEHEKT D)

To connect your GitHub Copilot agent to the Microsoft Sentinel Model Context Protocol (MCP) collection endpoint for data lake schema searching and log exploration, you must use the following URL:


https://www.jpnshiken.com/q/68957-6458842/
https://www.jpnshiken.com/q/68957-6458843/

https://sentinel.microsoft.com/mcp/data-exploration Reference:
https://learn.microsoft.com/en-us/azure/sentinel/datalake/sentinel-mcp-data-exploration-tool
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&1 f=[EMicrosoft 365MH TRH Yy T a3 vEHEHLTY,
UTOKQLY T )hHY ET,

DeviceEvents
| where ActionType == “AntivirusDetection”

9 I ') Z{EF L T Microsoft Defender XDR D Hh R 2 LIERHEIL—ILEFERTED L ZHEBTHIBHENDHY T,
DT VICIRAZEMTRETIHN?

A. | summarize (Reportld)=make_set(Reportld), count() by Deviceld

B. | summarize (Timestamp)=range(Timestamp), count() by Deviceld

C. | summarize (Timestamp, DeviceName)=arg_min(Timestamp, DeviceName), count() by Deviceld

D. | summarize (Timestamp, Reportld)=arg_max(Timestamp, Reportld), count() by Deviceld

IFfg: (EffZRTLET)

Eﬁ:ﬁ: 91

BEEKIEI.DB1 EWVWSBRDT—RER—X H—/N\—Z &L Microsoft 365 E5 HTRU 1) T 3 0% ZHAHTY,DB1 IE Microsoft Defender XDR 24 Vi R—TFT 4 T S TWET,
WEXNZREET Y TICDBINRTEINZLSICTEI2RENHY FT,

fAlZREITNIEINTTMN?

AEEGEEIL—IIL

B. $FMOBVWI VT4 T44Y

C.EEIL—I

DNZ—bF—I 2T TAT43Y

Eff: A(Q AV RERKRT D)

AHI7:SC-200J I RELE [ZJPNTest.comiZ2fit St  SC-200J:RERIC AT B T EITRICI B ET ! JPNTest.comlFT S FZEHSC-200JKERRIREE 1R 1t L £ 9, JPNTest.com SC-200JHERRAIBEIF L SEHFrashFEL-, 2
TSC-200JBEND TR FI VS UEFICANE T, RO 7 Y £ X _https://www.jpntest.com/shiken/SC-200J-mondaishu 5081, 3 0%7 « A A~ > + 4514 E 53— K: JPNshiken;
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HE kI Microsoft Entra ID P15 4 £ > X Z$#DMicrosoft EntraT 7+ > & CHIBAF TY,

Azure Monitor D2 TE ZHH L T, Microsoft Graph ®7 2 7 4 ET « 0% % Workspace1l & LV5 &R Log Analytics 7—9 AR—R[ZRA KY—ZUHLET,

Workspace1 IV T 1) ZE{TTEFT,

HNEBLELOB)7 T r—= 3 UhS Microsoft 365 FIL—FT£5IE L BIEF vV IChBLTVRRVGHYET, COF7TYSr—2 3 UIEiBE 3 BREITKEOD Microsoft Graph 1) 4 TR k&R LIS ZD%REKIL HTTP
401 BEUHTTP & LTHRESATULET,

4035 —,
KL=V IR MIBEREMITONTNWAIDEHETIDENHY ET, V) a—avid BEIBRIC/groups!) V—RIZH LTARERY I IR MEERK LTIz EMIDID%  Appld, ServicePrincipalld, 3 & UUserldZ & 25 )L—T
IELTRIBELAHY ET,

Workspacel TETIREKQLY T Y T ENTIT M ?


https://www.jpnshiken.com/q/68957-6458844/
https://www.jpnshiken.com/q/68957-6458845/
https://www.jpntest.com/shiken/SC-200J-mondaishu

HicrusaFtGrlphh:H;'”'a
where TimeGenerat

where ResponseStatusCode == 280
where RequestUri contains “/groups”

summarize UnigueRequests=count dlsﬂinmﬁgﬂrqunstId] by AppId
sort by UnigqueRequests desc s
limit 20

_1\;; :"_. * b

MicrosoftGraphActivitylogs
| where TimeGenerated »>= ago(3ed) (“
| where ResponseStatusCode == 4@1 or Response&tatﬂ:gﬁ: 4@3

| where RequestUri contains "/users”

]
| summarize UniqueRequests=count_di 3 &tstld} by Appld, ServicePrincipalld, Userld

| sort by UniqueRequests Fs
| limit ia A E@Qlcroso'ﬁ:

MicrosoftGraphActivitylogs " ' 'croso t

| where TimeGenerated >= ago(3d) .
| where ResponseStatusCode == 481 or Rgspoﬂslﬁpaxqscbdn == 483
where RequestUri contains "/groups”

sort by UnigueRequests desc

|
| summarize UniqueRequests=count_distinct(RequestId) by Appld, ServicePrincipalld, UserId
|
| 1limit 20

SigninlLogs

I o
where TimeGenerated >= ago(3d) N MICFOSOft

|
| where Status.errorCode == 401 or Status.errorCode == 403

| summarize UniqueRequests=count_distinct{CorrelationId) by Appld, Userld

| sort by UniqueRequests desc

| 1limit 20

D.

IEfE: (EfEZRRLET)

Run the following KQL query in your Log Analytics workspace using the Azure Monitor Log Analytics to filter for the /groups endpoint and identify the unauthorized identities:kustoMicrosoftGraphActivityLogs
| where TimeGenerated >= ago(3d)

| where ResponseStatusCode in (401, 403)

| where RequestUri contains "/groups”

| summarize RequestCount = count() by Appld, ServicePrincipalld, Userld

| order by RequestCount desc
Reference:

https://learn.microsoft.com/en-us/graph/microsoft-graph-activity-logs-overview


https://www.jpnshiken.com/q/68957-6458846/
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Ry FRARy MZETSHER

Microsoft DefendersR— 4 JLIZ#&#tE & fLf=Workspace1 & LY 5 & RilMDMicrosoft Sentinel 7—49 ARXR—XNHY £9,
HETITLUTOREZEITLET,

- Log Analytics 7 —9 AR—ZA DR TEZEBHR L TIRELFT

Workspace1 @M LAQueryLogs & WS BRIDT—IIVICEET—2%9 T LET,

- A—HY—BLUVI VT4 T4 TEST(UEBA)ITEILA Y—2BMIZT S

F1- BB ER S h  Workspace1 @ SentinelBehaviorinfo 7— 7 JL & SentinelBehaviorEntities T—JILIZRTFESNW TS Z L 2R LET,
UTOEH#ER-ITEELRN T VT T) kBT DRENHYET,

- Microsoft SentinellZ &k > THEB SN -UEBABIMEZIR L EF T

BE24FFHE LN

- BHEICEEMITONIA——T Y U NILB(UPN)RNEENET

-UPNABEEM T 5N TWARWNMEETH BETE2RLET

KLV TUIEEDESITAATNIELVWTI N ?BEZT HICIE BERTEUGA T a U E2BRLTLES,
ECEFE LIRS FOAMESRET,

Answer Area

BehaviorEntities
Behaviorinfo

LAQuerylLogs

SentinelBehaviorinfo

| where TimeGenerated »>= ago(1ld)

| where ServiceSource. =t "Microsoft Sentinel®
| join kind = ¥  BehaviorEntities on Behaviorld
fullouter
:inner
| leftouter
'rightouter

| where EntityType == "User"

| project TimeGenerated, Title, Description, AccountUpn




Answer Area

BehaviorEntities
Behaviorinfo
LAQuerylLogs

SentinelBehaviorinfo

| where TimeGenerated >= ago(1d)

| where ServiceSource == "Microsoft Sentinel”
| join kind = "_ BehaviorEntities on BehaviorId
! fullouter
! inner
| leftouter
.ﬂghtnuter

| wheregEntityType == "User"

| projeet TiseGaherated )\ Tifle, Déscription, AccountUpn

Explanation:

Box 1: Behaviorlnfo

The query projects Title and Description, which are columns specific to the behavior alert data stored in the Behaviorinfo table. The BehaviorEntities table only handles the mapping of entities to those behaviors.

Box 2: leftouter

The third requirement states that the query must return the behavior row even when there is no UPN associated. A Left Outer Join (kind = leftouter) ensures all rows from the left table (Behaviorinfo) are kept, even if there is no
matching entity row on the right side (BehaviorEntities).

Reference:

https://medium.com/@esilvalabh/kql-script-to-identify-mfa-compromised-in-azure-cloud-adféb1bc8308
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Ry FRAKRy FMZEAT HER

&7 1= Microsoft Purview Z {9 S Microsoft 365U T X V1) 7L a o H#MALTEY  ZDHF(ZTeam1 & LV S A RIDMicrosoft TeamsF— LN EENTULVET,
Hlaf=lE TeamsF v v DA v E—DORFT 7ML EN LE-NEBERIEBRORBEORE NI ODLVTHELTWLET,

TeamID TSAR—rF Y ORI EEFEF Y OoRILNALAVTFUYERTAVTUOVYRZEZERTHIHELAHY 9,

BF Y URIIDEREIEIZ, AT UOYRRICIIAZEHIRETLLON?EETHICIE EERHTEYU G T a VEERL TS,

EE LIRS MOAMESNET,



m— Microsoft }

Private channel:
The mailbox of Team1 ((\
The Microsoft SharePoint Online site o Q
The Microsoft Exchange Onlin iipox of each Team1 member
Shared channel: -
The mailbox
The Mﬁ SharePoint Online site of Team1
The Mi ft OneDrive location of each Team1 owner
1F fiZ:
Answer Area
Private channel: -
The mailbox of Team1

The Microsoft SharePoint Online site of Tum]___ _

Shared channel: A=A A b 5 3 B.5 A -
The mmx of Teami
The Miclmft SharePoint Online site of Team1

T e PR S ot cwnr
Explanation:

Box 1: The Microsoft Exchange Online mailboxes of each Team1 member

Private Channels

Channel Messages:

Newer Content: Target the dedicated private channel mailbox linked to the parent Microsoft 365 Group.

*-> Historical Content: Target the individual Exchange Online mailboxes of all members belonging to that private channel.

Shared Files: Target the distinct SharePoint site collection automatically generated specifically for that individual private channel Box 2: The Microsoft SharePint Online site of Team1 Shared Channels Channel Messages: Target the

primary Exchange Online mailbox of the parent team (the host Microsoft 365 Group mailbox). Individual system mailboxes for shared channels cannot be targeted independently.
Shared Files: Target the distinct SharePoint site collection automatically provisioned for that specific shared channel.




Reference:
https://learn.microsoft.com/en-us/purview/edisc-search-teams
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EH 73 Azure Active Directory (Azure AD) YA A Y PO TAETAZEBML 7I9TAETAZBIEICERF LML Fr— e LTERIRT DD XA L Azure Sentinel 7 TY) #EHT 5 FETT,
BALFY—beRTTHEOIERSINSGI T ZERT IVENHYFET , VT VICIEFAIZEDHEIRETLLIN?

A HRLFET

B.EY

C. Makeset

D. 7—9AXR—X

IEf#: (EfEZERTLET)

Grouping results can also be based on a time column, or another continuous value. Simply summarizing by TimeGenerated, though, would create groups for every single millisecond over the time range, because these are unique
values.

To create groups that are based on continuous values, it's best to break the range into manageable units by using bin.
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Ry FRARy FMZEAT HER
HEFEIL . Microsoft Defender XDRZ{# 3 % Microsoft 365 E5H TR 4 ) L avE THASATWET,
UTDEHZFE-IKALDN T4 VT T ) #5MT 2RENHY T,
-BFA—NEZELETNAREEELET
BE 12 BRELIAIC Filel.pdf E WS BRIDBRM I 7ML ERE,
BT 7AI,
YT DEFTIZHER Y Y—RER/DMRICINZAET,
BRICKEDESICAZEITNIEEIWTTN?EETSICIE AERTEYLGA T a vEERLTLLESL,
o EfELITIRA Y RAMEShET,

Answer Area

EmailAttachmentInfo
| where Timestamp > ago(12h)

| where Subject == "Document Attachment™ and FileName == "Filel.pdf”

| join kind= ¥  (peviceFilekvents | where Timestamp > ago(1zh)) on
inner . ® , ' FileOriginUrl
innerunigque . | 1B FilePath
rightouter e : ' SHA256
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Answer Area

(yCi

EmailAttachmentInfo
| where Timestamp > ago(12h)
| where Subject == "Document Attachment™ and FileName == “"Filel.pdf”

| join kind= ¥  (peviceFilegvents | where Timestamp > ago(1zh)) on

inner FileCriginUrl
innerunigue FilePath
rightouter SHAZS6

Explanation:

Box 1: innerunique

The innerunique join flavor removes duplicate keys from the left side. This behavior ensures that the output contains a row for every combination of unique left and right keys.
By default, the innerunique join flavor is used if the kind parameter isn't specified. This default implementation is useful in log/trace analysis scenarios, where you aim to correlate two events based on a shared correlation ID. It allows
you to retrieve all instances of the phenomenon while disregarding duplicate trace records that contribute to the correlation.

Box 2: FileOriginUrl

The DeviceFileEvents table in the advanced hunting schema contains information about file creation, modification, and other file system events.

Reference:

https://learn.microsoft.com/en-us/kusto/query/join-innerunique

https://learn.microsoft.com/en-us/kusto/query/join-operator

https://learn.microsoft.com/en-us/defender-xdr/advanced-hunting-devicefileevents-table
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&1 1=1%  Microsoft Defender for EndpointZ & A L TLWAXYZHNDSOCTFJ A RTE EbH L LPowerShella<w > KSA VICEET R 75— b E2E0CA VT U MERUTEZIEICHYFELE. ET . A VVTY FORRZHESR
L. BEETEZIRTDT7I— b TNAAR BLUIERELET,

TI73—MR=—UFHRAVWTTS—FEFHEL, TN\A RICH L TCEBICHNEETTEIILEERLEFT , TNNAAR—DFRAE ARFILDPps1IR V)T rEFERALTEYZBLDIA LU DY IRBREWNET H=HDIC, T/NA A~
DIVE— 7O CADNDBETHAHAEHILET,

RENYT—VICREDL S GREEOBBRAEFENETIMN?

AJ7A4LDT) 7z yF

B. *v kU —% 5l

C.av 2 FERE

D. 7Ot XERE

IEfR: (EffZzRnLET)

Network transactions, Process and Command History are not collected. Only Prefetch files are collected.

An investigation package contains the following folders when you collect it from a device as part of the investigation process. These can help us identify the present state of devices and methods used by attackers.

Autoruns, installed programs, Network Connections, Prefetch files, Prefetch folder, Processes, Scheduled tasks, Security event log, Services, Windows Server Message Block (SMB) sessions, System Information, Temp Directories,
Users and Groups, WdSupportLogs, CollectionSummaryReport.xls Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/respond-machine-alerts?view=0365-worldwide
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EEH (X Microsoft Defender XDR#{# i3~ %5 Microsoft 365 E54 T A4S ) T avu# THEBAShTWET,
BEBRDFRY bT—2I1Z1X_ Microsoft EntraT 7+ > FEBIHIT 574 > T L = RMActive Directory KA 4 U H—EX(ADDS) KA A UAAEFENTLET,
TINAABELUVADDS FAS vaY bO—F—IZRBHFINT EE100EDH A VA VHITERET IRELHY FT,
KLV TUIEEDESITADNTNIELINWTI N ?BZT SHICIE BERTEUGA T a v EBRL TS,
ECEEICIRA Y FAMEESNET .
Answer Area

DevicelogonEvents
| extend Table = 'tablel’

| take 100

| =)
join kind=full outer |
Jjoin kind=inner
union |

|dentitylnfo |
ldentityLogonEvents
IdentityQueryEvents,

| extendoTable = 'table2’

| take 100

)

| project-reorder Timestamp, Table, AccountDomain, AccountName, AccountUpn, AccountSid

| order by Timestamp asc



DevicelogonEvents

| extend Table = 'tablel’

| take 100

I Y | J _ - ‘ @

join kind=full outer EH]\ M I C rO S Of |
join kind=inner I
Iuninn

.
¥

w
'Identitylnfo L

|Ident|tyLogunEng@% |

._IdentttyQuﬂEv_ents_
| extend Table = 'table2'

| take 108
)

| project-reorder Timestamp, Table, AccountDomain, AccountName, AccountUpn, AccountSid

| order by Timestamp asc

Explanation:

Box 1: union

Use union to add the DeviceLogonEvent and the IdentityLogonEvents.

Box 2: IdentityLogonEvents

Example:

/I Notice we no longer have the extra columns from a join. This might be useful if you want to track
/I logon activity with devices (the DeviceLogonEvents table) and Active Directory \ Azure Active Directory
/I (the IdentityLogonEvents table) in one query.

DeviceLogonEvents

| extend Table = 'DeviceLogonEvents'

| take 100



| union (

IdentityLogonEvents
| extend Table = 'ldentityLogonEvents'
| take 100

)

| project-reorder Timestamp, Table, AccountDomain, AccountName, AccountUpn, AccountSid

| order by Timestamp asc

Reference:
https://github.com/microsoft/Microsoft-365-Defender-Hunting-Queries/blob/master/Webcasts/TrackingTheAdversary/Episode%202%20-%20Joins.txt
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Workspace1 & LY 5 & EiMMicrosoft Sentinel 7—49 AR—X Z &L Azure TR Y ) T a v LB TY,
Content Hub H 5 _ Microsoft Sentinel FE® Microsoft Entra V') 21— 3 V2 EBEL ARV 2 EZEBRELET,
HITRO )T avIcHe EBEEREF D A—F— DT IREE N T IRLENHY FT,
EDT—D TV EFEIRETTMN?

A.Azure7 9 T4 ET 4«

B. Microsoft Entra&#& 04

C. Microsoft Entra 41 >4 > 0%

D.7A4TUT4T14ETIER

IFff: (EZRTLET)

The Azure Monitor Activity Log is a platform log that provides insight into subscription-level events.
https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/activity-log-insights

B [: 100

HEHIE . Microsoft Defender for CloudME#IZ%E > TV DAzure TR 9 1) T2 3 0% ZHAHRTY,
Windows 10A/E1{E L _ Log Analytics T—2 x> bSA VA R—ILENTWARET I UNHY ET,
REIIUIZHT I2HEELIaL— L 75— FE2ERTIRELRHYFET,
FIRDIMAMEITRETLELIAN?

A. Log Analytics kS TN a—F 4 U0 Y—ILEERITLET,

B. 774 L%EaFE—LTEFL,_ 771 /L%% ASC_AlertTest 662jfi030N.exe [CZETLET,

C. Microsoft Monitoring Agent DR EZZLEEL F I,

D. MMASetupEIT 7 71 ILEEITL  foo5 I ¥ EFHEELET,

Eff: (EfEZRTLET)

https://learn.microsoft.com/en-us/azure/defender-for-cloud/alert-validation
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E5#FZE4 - Litware Inc.
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AL A—RL—Yavik KEICAREZBCEMY—EREHT, Za—3— 2HI YU ISUIRTTHEL T4 REBI TS,
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FUTULTRRY FT—5I121E corp.adatum.com & LVS & FTD Active Directory KA A >4 —EX (ADDS) 74+ LR FAH Y | ZhlE adatum.com & LVNS ZRTD Azure AD TF 2 FERBILTWET , I RXTOHOI—HF—ELUVS
IW—TEE A XY & corp.adatum.com TEITEINFE T, corp.adatum.com KA A > [ZlE adatum.com EEHIT % Groupl E WS BRID T IL—THEENTLNET,

A4 AR
Adatum®D £ 1 —H—I[Z[& Microsoft 365 ESS 4 +2 > X & Azure Active Directory Premium P25 4 £V AAENY B TohTULVET,
757 KR
9 5 FIREEIZIE, Microsoft 365 7 X4 1) 74 3 > adatum.com T+ b oo EnfzAzure Y TRV T3y BEURDRICTT I YV—ANEENTVET,
Name Type Description
Sentinell | Microsoft Sentinel Includes a custom hunting query
workspace named HuntingQueryl

Server? Azure virtual machine Funs Windows Server 2022
T RRE
AUTLIRRY FIT—=VI2IE RORITRT VY —ABNEFRTUVET,

Description
Runs Windows Server 2019
Has Azure Arc-enabled and the Azure Momitor
agent installed :
Webappl Web service An on-premises, public-facimg HTTP/HTTPS web |

service that generates JSON output in response to

GET HTTP requests
Infoblex] | Infoblox DINS {-"L third-party DINS service appliance linked to
SErVICE | Senririe]l &y heine a data connector
=2
ATEESNTWVWESER

Adatum#L [FLLTDERE#EHKET HFETT,
-UTOKQL 7 T ZEL rulequeryl EWSERIDI T ZERELFET,

Azurebctivity : sl daldal

| where ResourceProvideryal ue ‘== "NICROSOFT. CLOUDSHELL®
| where ActivityStatusValue == “Start™

| extend

Account_0@_Name = tostring(split(Caller, '@", @)[@]),
Account_@ UPHSuffix = tostring(split(Caller, ‘@, 1)[2])
| project Account_0_Name, Account_0 UPNSuffix, CallerIpAddress, TimeGenerated

L= T YZEDNWTA VT Y b EEMT DMicrosoft Sentinel DA ¥ 2 —I)LEHIL—ILERELFT,

Microsoft Defender for Cloud M & #

Adatumld Microsoft Defender for CloudDE# & L TUTDEDEHEIFTWET,

FI—T1D » 13— Defender for Cloud 75 > #EMIZL BRHEEFO-OORMYEAEBEATEI2LERHY F9,

- TR TDAzuref 38 < < > TMicrosoft Defender for Servers 75 V2% BT Z2BENHY ET,

-Server2[FT—Cx U FLARARX Y UDNLBENT ARENHY FT,

Microsoft Sentinel D Z& {4

Adatumld Microsoft SentinellCBAT 2 U TODEHZHEL TLET,

- Infoblox1 A5 NXDOMAIN &R E NS DNS 1J 9 TR D %#1RT Advanced Security Information Model (ASIM) Y T 1) #RELF T,

-1 AD1—5—nH Azure Cloud Shell Z#EHEEE L= Z £ IZIHEE L Trulequeryl 2 &K 2 TERSN=EHD TS — R BE—DA VT MELTHESNDESICLET,



- Microsoft Sentinel D AMA 222 ZNH LT Windows X1 T4 ARV FEZEEL Serverl DX T4 ANV OJVZERITHESICERLET,
-2t x ) F 4 EBEF—LHAzure Cloud ShellZ#2E) L 1=15& rulequerylIZ & 2 TEBSh=-4 VT2 FABEMIZVO—XENbdLSICLET,
-Webapp1 Mo T—42 #FMIZERET 50 T ) 25T Workbook1 & LVS ZHID H A4 L Microsoft Sentinel 7—49 v U 2FRELFET,
-HBESNEBEAFMETH I bADY A A4 U EHRHET B Microsoft Sentinel D=7 ') 7ILZ A4 L(NRT) D HTIL—ILEZRELET,

- Azure R— % JLD Microsoft Sentinel D/\N> T 4 245 R—=T(ZF7 9 £ X LI=FEIZ HuntingQueryl ABEIMIZETIND L SICLET,

- corp.adatum.comD 1 —HF—TFhD 2 MIFTH/XRT—F 2y FOBBELIEELIVEZVNEES  TAERELET,

-ASIMNN—H—%FERAT SV T)ICEAET 54 —/N\—~y FER/DRICINZ 5,

-GroupIDAVIN—DT LA TV EERB L UVIRETED I LEZHBL TS,

AIREARPR Y (ASIMIZHEARAFEN TS /NA—H—ZFRAL T &L,

ESHRREH

AdatumlEZ U TOESRREBEHEHELE LT,

AlREZRRR Y R/AMERRDIRANICHK S C &,

AlRE/RPR Y EEEF EHR/IRICHNZ 5,

Ry ARy FMZET HERM

Workbook1 & Webapp1IZxt LT TY) 2RET AMENHY FI, V) 2— 3 UIEMicrosoft Sentinel DEH ZiFE- L TLWARBENHY FT,
JIVIEEDESIZHRETNIEIWTIN?EETSHICIE EZEHTEYLGEA T a v EBIRLTLESLY,

F R LIRS Y FAMESINET,

Answer Area

Data source to query: v

A custom endpoint

A custom resource provider
JSON

on Webapp1: v

Enable Cross-Origin Resource Sharing (CORS).
Enable Same Origin Policy (SOP).
Enforce TLS 1.2.




Answer Area

Data source to query: v

A custom endpoint

A custom resource provider
JSON

On'Webapp1: ~E R W

Enable Cross-Origin Resource Sharing (CORS).
Enable Same Origin Policy (SOP).
Enforce TLS 1.2.

Explanation:
https://learn.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-data-sources#custom-endpoint

B 102

Azure Y TR9 ) T a3 VEERLET,

H TR T3 UIx LT Azure Defender ZEMIZLET,

AUTLIZRMAVE 1 —32—%R#ET BIZ(X Azure Defender T H2HELHY £7,

FUTLIROAVE2A—E—TEAZITRETL L5357

A.Log Analytics T—Yx U hEA VA M—ILLET,

B.kFHEBEI -V b2/ VA M—ILLET,

C. Hybrid Runbook Worker O—JLZ#H L £ 3,

D. Connected Machine T— x> &4 VR F—JILLET,

EfE:A(QAVREHKRT D)

Security Center collects data from your Azure virtual machines (VMs), virtual machine scale sets, laaS containers, and non-Azure (including on-premises) machines to monitor for security vulnerabilities and threats.
Data is collected using:

The Log Analytics agent, which reads various security-related configurations and event logs from the machine and copies the data to your workspace for analysis. Examples of such data are: operating system type and version,
operating system logs (Windows event logs), running processes, machine name, IP addresses, and logged in user.

Security extensions, such as the Azure Policy Add-on for Kubernetes, which can also provide data to Security Center regarding specialized resource types.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
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BEHEDAzZUure b TRV T3 oTIRE HR—FENTVBTRTDHY Y—RX A2 4 FIZxt L TMicrosoft Defender for CloudX &I > TLVET,
LA1E WS ZRTIDAzure A w9 7 T ZERLET,

H1Ef-1E LA1%ZEH L TDefender for Cloud TR SNf-EX 1 U T4 VRV #BENICBET S EEETELTWVET,

Defender for Cloud CLA1E TR T HENHY FT,
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E3TNEEINTIMN?EET HICF, AERTEILERKZEATEE N,
TR EITIRA Y FAMEShET,

Answer Area
Set the LA1 trigger to: v
When a Defender for Cloud Recommendation is created or triggered
When a Defender for Cloud Alert is created or tnggered
When a response o a Defender for Cloud alert is triggered
Trigger the execution of LA1 from: v
Recommendations
Spaarityalens |
Regulatory compliance standards
IF fig:
Answer Area
Set the LA1 tngger to: v
When a f]efentier_ far Cloud Recommendation is created or triggered
When a Defender for Cloud Alert is created or triggered
When a response to a Defender for Cloud alert is triggered
Tngger the execution of LA1 from: v
Recommendations
Security alerts
Regulatory compliance standarc: |
Eﬁ:ﬁ: 104

Microsoft Defender for EndpointiZ &gk & h R S A IEHERENEZHIZ % > TLVYS  Devicel & LS AETDOWindows 11T /8f ADHY ET,

HET=ETNARNIB T EBENLGEREZRELTVET,

TNARID T TN a—F4 U TE—REBEMLET,

TNAZRNDREAB R E —RIICEICT ILENHY FT,

Devicel TERITF X EPowerShellav > FlZENRTIMN?

A. Set-MpPreference

B. mpcmdrun.exe

C. Get-MpComputerStatus

D. MDELiveAnalyzer.ps1

EfE:C(AAV FEHKT D)

Once troubleshooting mode has been enabled for the device from the Microsoft Defender Portal, you must run the following PowerShell command as an administrator to temporarily disable Tamper Protection:
Set-MpComputerStatus -DisableTamperProtection $trueBy default, troubleshooting mode is limited to 4 hours per device. Once the troubleshooting period expires, Tamper Protection will automatically revert to its previously
configured (enabled) state and any changes made will be rolled back.

Reference:

https://learn.microsoft.com/en-us/defender-endpoint/enable-troubleshooting-mode
B 105
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I COBEME ALY FIAEZRT—EOBEMO—8HTY, COV)—XDEERBICIE EESN-BEEZERTETLIARMEOH I HEBDOHRRNEENTVEY, —HOEBEME Y MIFEHROELWERRNEENDIGEENHY
FIHN MOBEME Y FZIFXELWVERENGVSEENHY F£7,

SOt avOERICEET AL FTNEMICRACEFTEERA, ZTDEH, ChoDERBIELEa—BEICERRESNELTA,

TR T H—ER (AWS) LIZ Linux REB< > UnHY £,

Azure Defender T 704 L BETOE a9 #H M LET,

Azure Defender # AL TIREY VZERT IDLELHY FT,

R Azure Arc ZEMICL RET V% Azure Arc ITHVAR—FLET,

CNIFERZERLTLETH?

A [FLy

B. LMV R

IEfE: (EfEZRRLET)

A machine with Azure Arc-enabled servers becomes an Azure resource and - when you've installed the Log Analytics agent on it - appears in Defender for Cloud with recommendations like your other Azure resources.
Install Log Analytics manually or when you enable auto provisioning of Log Analytics in

"Autoprovisioning" tag, auto provisioning is already turned on.

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc

https://docs.microsoft.com/en-us/azure/defender-for-cloud/enable-data-collection?tabs=autoprovision-feature

BE: 106
HEHIL, Microsoft Defender for CloudZ# AT 5Azurett TRV 1) T2 3 & BHLTY,
X2 T4 TI5—bE2A—%TANLRA) G LT UTDT7S—2RTTIDLENHYET,
-FELAI—Y DN XF—REEIZTIVEALFLE
-BEELFERGLEMMALATAUT S
- RO BERIT 7V T4 ET 4
EDEXEEZBERAIANETTIN?
A. TEERIEHE
g<
B. &
C.5
IEfE: (Efgx R LFET)

https://learn.microsoft.com/en-us/azure/defender-for-cloud/alerts-overview#how-are-alerts-classified

AHI7:SC-200J B [ZJPNTest.comiZ2fit St  SC-200JRERIC AT B T LIZRICI B ET ! JPNTest.comlFT S ZEFSC-200JKERRAIREE 1Rt L =9, JPNTest.com SC-200JERRIRBE XL SEFrshFEL-, 2
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Microsoft Sentinel 7 —% A R—XTKQALY T #ERTHHENHY FEF, DY T (& EventDIEN4624DKED L 01— FEF DT H > bDSecurityEventL 3— FZRFTBHENHY F7,

BREICEEDESICEZETAEIVWTIN?EET HICIE, BEFETEN LA TS 3 VEBRL TS,
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T EEEITIRA Y EAMEShET,

SecurityEvent

| summarize arg_max(TimeGenerated, *) by Account

| summarize make_list(Account) by EventiD:

g e wm mm wm N

| summarize make sat{ﬂccount} by EventlD

B =

. Lwhwe EventlD == 4624

| summarize arg_max({TimeGenerated, *) by Account
| summarize make_list{Account) by EventiD
| summarize make set{Accnunt} by EventiD

SecurityEvent

| summarize arg_max(TimeGenerated, *) by Account
| summarize make |1st{.ﬂc:cuunt] by EventlD
| summarize mak.e sat[Accuunt} by EventlD

{ =8 B -
. ]

| summarize arg_max(TimeGenerated, *) by Account
| summarize make_list(Account) by EventlD

| summarize make_set(Account) by EventlD

| where EventlD == 4624
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Ry b RRy BT S ERM
HEFRIL, Microsoft Defender for Endpoint% {# Fi 3~ % Microsoft 365 E5SY X4 1) 7 a & ZHAFTY,

UTORICRIT AV ILIATNAANHYET,



Name Management state __ " " [/[| (Opgratifig system

Devicel | Onboarded to and managed by using Micfosoft | Windows Server 2022
! Defender for Endpoint

Device2 | Discovered by Microsgft'Defender for Endpoint Linux
| and unmanageg

BEIE RV TICRELETNARIIHT 24 00T PGB ZERLTOET,
UTDEGHZH-IHEREHETILENHYFT,

RIVITTHNEERRTNAREBELREY TN RICERELEYTHDZEBELELEY,

EEMRT /N ADHEHHEICEIFEEZESAFTEA,

ETNARZH LT, EDKSIREZETINETIN?HEYS BHICE, MERTENGA T a VERBRL TS,
T EEEITIRA Y FAMEShET,

Answer Area

Devicel:

Isolate device only
F}E“E,atiﬁﬁwate‘j Investigation it:n'ih_,!r \
/1| Contaimdevice only o
Isolate device and Initiate Automated Investigation only
Isolate device, Initiate Automated Investigation, and Contain device

Isolate device only

Initiate Automated Investigation only

Contain device only

Isolate device and Initiate Automated Investigation only

Isolate device, Initiate Automated Investigation, and Contain device




Answer Area

Devicel: v

Isolate device only

Initiate Automated Investigation only

Contain device only

Isolate device and Initiate Automated Investigation only

Isolate device, Initiate Automatecd Investigation, and Contain device

Device2: v

Isolate device only

Initiate Automated Investigation only

Contain device only

Isolate device and Initiate Autemated Investigation only

Isolate device, Initiate Automated InveSﬁg‘atiIon, and Contain device
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BEHRDOA U TLIRF Y FT—4I1Z1%_ contoso.com & fabrikam.com & LYS & RITD 2 DD Active Directory KA 4 > —E X (AD DS) KA A UAEENTULVET , contoso.com [Z1E Group1 EWLVS BRID T IL—THEENTLY
FY,

Fabrikam.com(ZI&, Group2& WS ZHID T IL—THEELET,

Microsoft Sentinel 7—% A RXR—XWS1([Z[E Rule1E WS ZBHIDRT D2 —ILEHA I T IL—ILHBEENTVET Rule1lF EELADDStEF2 ) T4 ARV MIGLTT7I—FEERLET &7 53— MEIA T2 FEERL
FY,

UTDEH®FEFH-TA TN 7=V 1)a—2 30 FBATHI2RELRAHYET,

- contoso.com MsDEX 1) T4 A VT MEITIL—TNZBIYLHTEILENHYET,

- fabrikam.com MHEDEF 1V T4 A VT MITIL—228|Y LB THERELHY FT,

FEEEBEOAEZR/NRICINZ ABENH D,

RIRRIZIIMEEDIRETTMN?

A L—ILIZEIY B Ton-BEE/IL—IL1D

B.AUITUMDREIZEK>TRIA—SNBETLATVY

C. L—ILIZEIY B Ton220EEE/L—IL

D. 75— FDERKIZE 2T R Y AH—EhhBTLA4TvY

R (ERERTELET)
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BEHOAzUre TRV Y T a vzl UTORICRTI—F—HEFATOET,

Name Role Scope
User1 Contributor Subscription
User?2 Contrnibutor Subscnption
User3 Secunty Reader Resource group

CDHTRY )T avIClE ROKRIZERT & 512 Azure Firewall DA VR B2 D ANEENRTULNET,

Log configuration “Destination
Unstructured logs Log Analytics
Structured intrusion detectionand prevention | Azure Event

system (IDPS) logs Hubs
Structuredintrusion detection and prevention Lo Ahalytics
| system (DRS)flogs .

EEHIL  Microsoft Copilot for Security Z {9 % Microsoft 365 E5 H TR 1) T 3 U & H#5 TT, Copilot for Security DEENE Y X TIX RORIZRT EHY T,

User Role
Usert Copilot Owner
User2 Copilot Contributor
User3 Copilot Owner

& 1—H—I&_ Copilot for Security®d v 3 v &RTLET,
UTOREBIZTDODVWT ELWMEEIE KL ZBRLTLKESWV, TS5 THWVMESIE DOE JZERLTLIEZSWD,
I EfELITIARA Y RAMEShET,

Answer Area

Statements Yes No
User1 can use prompts to retrieve information from AFW1. O O
User2 can use prompls to refrieve information from AFW2. O O
User3 can use prompts to retrieve infonnatﬁ':i"ril; frgﬁ'l ’AF‘WSO (@)

1F fiZ:



Answer Area
Statements Yes No
User1 can use prompts to retrieve information from AFW1. O O
User2 can use prompts to retrieve information from AFW2. O O
User3 can use prompts to retrieve information from AFW3. O O
B 111
ZE5I7FZ21 - Contoso Ltd
B

Contoso Ltd. & WV S R#tIE LK BHIZAHL ESODDIIEEHBATVWET , RHEEOT7 MLIZHY XEF ROV Y47 Ea—X b2 BYUELLR NI —N—IZHYET,

AVMYRIFI, Za—F— D EYUITIFIUIRAICT T A REBAD I7 TV AL EVWSFRAEZMAEL TS,

BFDIRE

IV rF1I—HY—RE

ContosoD £ 1 —H—I[EWindows 107 /N1 A ZEFHL TLVET , &1 —HF —IEMicrosoft 365N T4 LUV A EMEL TWVET, S 52 ContosONEEF — LD A V/IN—[Z(XIOST/INA ADNEHINTILVET,

D29 RBLUNATY Y FAVTZAMI U FY

ContosoDFTARTDT T r— 3 VidAzurel2T 704 SN TULET,

Microsoft Cloud App SecurityZ &% LET,

Contoso & Fabrikam(d, £ Z N E7%: % Azure Active Directory(Azure AD)TF > b ZER L TULVET , FabrikamlE&xziiAzure TR 1) T2 a v E#BAL YHR—FSINTWDERTRTD Y YV —R A A TFIZxt L TAzure Defenderz &
MZLFELT,

HEDMER

ContosoDt X1 T4 F—LIX KEDHAN—FFXF2) T4 75— ,rE2ZELTWS X2 T4F—LEREX EDHAN—CX2) T4 75— FAEHLBEBEBT, ENBZES THEULHDZTHETHDICZOBMEELLTL
%,

ContosoDEEXF—LILIOSTNA RADAHEZFEALTVWET BEXF—LDAUN—E SFEITFLGY—FNN—FT A4 E8Y—LEZFRALTEELEI7AILEZOYVRY LTOLWET BEICE EXF—LDTNAANSEIFLHREZRZ
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C. Azure Functions
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Playbooks in Azure Sentinel are based on workflows built in Azure Logic Apps, a cloud service that helps you schedule, automate, and orchestrate tasks and workflows across systems throughout the enterprise. This means that
playbooks can take advantage of all the power and customizability of Logic Apps' built-in templates.

https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks
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Actions Answer Area

| From the details pane of the incident, select Investigate.

| From the Investigation blade, select the entity that represents VM.

| From the Investigation blade, select the entity that represents powershell .exe. @

From the Investigation blade, select Timeline.

O

From the Investigation blade, select Info.

From the Investigation blade, select Insights.

1E#Z:
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Answer Area

He e B 5 @

o 1 % | +
ofh thaldet i mrﬁz} :.tﬂuaa:, Lelect Investigate

From the Investigation blade, select the antity that represants VM1

From the Investigation blade, select the entity that represents powershell .exe Y =
| Fram, the Investigabion blade, select Insights.

From the Investigation blade, select Timeline

From the Investioation blade, select Info

Explanation:

Step 1: From the details pane of the incident, select Investigate.

Choose a single incident and click View full details or Investigate.

Step 2: From the Investigation blade, select the entity that represents VM1.

The Investigation Insights workbook is broken up into 2 main sections, Incident Insights and Entity Insights.

Incident Insights

The Incident Insights gives the analyst a view of ongoing Sentinel Incidents and allows for quick access to their associated metadata including alerts and entity information.
Entity Insights

The Entity Insights allows the analyst to take entity data either from an incident or through manual entry and explore related information about that entity. This workbook presently provides view of the following entity types:
* |IP Address

* Account

* Host

* URL

Step 3: From the Investigation blade, select Insights

The Investigation Insights Workbook is designed to assist in investigations of Azure Sentinel Incidents or individual IP/Account/Host/URL entities.

Reference:

https://github.com/Azure/Azure-Sentinel/wiki/Investigation-Insights---Overview

https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases
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When users leave your organization, there are specific risk indicators typically associated with data theft by departing users. This policy template uses exfiltration indicators for risk scoring and focuses on detection and alerts in this
risk area.

Reference:
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https://learn.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management- policies?view=0365-worldwide#data-theft-by-departing-users
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If the marketing team at Contoso has experienced incidents in which vendors uploaded files that contain malware to SharePoint Online sites, Microsoft Defender for Office 365 could potentially be useful for helping to protect against
these types of threats.

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-for-spo-odb-and-teams?view=0365-worldwide
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Actions

Tag the app as Unsanctioned.

Run the script on the source appliance.

Run the script in Azure Cloud Shell.

Select the app. J @

Tag the app as Sanctioned.

Generate a block script.

1E fi#:
Acﬁons Answer Al'ea
Select the app.
Tag the app as Unsanctioned.
Run the script in Azure Cloud Shell. @ Generate a block script. @
Run the script on the source appliance.
Microsort

Tag the app as Sanctioned.

Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/governance-discovery
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/investigate-incidents?view=0365-worldwide
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Security Reader - can access M365 Security Center.

Active Remediation Actions role in Defender for Endpoint meets need to 'approve and reject' pending actions with respect to Defender For Endpoint.
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/rbac?view=0365- worldwide
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Name Type Description

Runs Windows Server 2022
Has Microsoft SQL Server 2022 installed
SQL Server on Azure | Runs Windows Server 2022
Viftua! Madin@ s O 11 Has Microsoft SQL Server 2022 installed
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Answer Area

VM1: %

ANVM extension only )
Azure Connected Machine agent and VM extension
The Log Analytics agent.and an Azure virtual machine extension

Server1: b
A VM extension only

Azure Connected Machine agent and ¥YM extension

The Log Apalytics agent and an Azure virtual machine extension

AWM extension only 1
Azure Connected Machine agent and YV extension
The Log Analytics agentiand anAzure virtual machine extension

Serverl:

AWM extension only
Azure Connected Machine agent and VM extension

The Log Analytics agent and an Azure virtual machine extension

Explanation:

Box 1: The Azure Connected Machine agent and an Azure virtual machine extension.

Microsoft Defender for Cloud, Enable Microsoft Defender for SQL servers on machines Set up Microsoft Defender for SQL servers on machines The Defender for SQL server on machines plan requires Azure Monitoring Agent
(AMA) to prevent attacks and detect misconfigurations.

Note: The Azure Connected Machine agent (Azure Arc agent) connects your non-Azure machine to Azure for management and governance, while the Azure Monitor agent (AMA) collects performance data, logs, and metrics from
the machine. The Connected Machine agent is a prerequisite, acting as a bridge to Azure, and it enables you to install the AMA as an extension to send monitoring data to Azure Monitor.

Box 2: The Azure Connected Machine agent and an Azure virtual machine extension.

Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/defender-for-sql-usage

https://learn.microsoft.com/en-us/sql/sql-server/azure-arc/overview
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https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwide
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Actions

From Workflow automation in Defender for Cloud, change the status of the workflow automation.

From Logic App Designer, run a trigger.

From Security alerts in Defender for Cloud, create a sample alert. @
From Logic App Designer, create a logic app. @

From Workflow automation in Defender for Cloud, add a workflow automation.

Efi#:
Actions

From Workflow automation in Defender for Cloud, change the status of the workflow automation.

From Logic App Designer, run a trnigger.

From Security alerts in Defender for Cloud, create a sample alert. @
From Logic App Designer, create a logic app. @

From Workflow automation in Defender for Cloud, add a workflow automation.

Explanation:

Step 1: From Logic App Designer, create a logic app.

Create a logic app and define when it should automatically run

1. From Defender for Cloud's sidebar, select Workflow automation.

2. To define a new workflow, click Add workflow automation. The options pane for your new automation opens.

Answer Area

Answer Area

From Logic App Designer, create a logic app.

From Logic App Designer, run a trigger.

From Workflow automation in Defender for Cloud, add a workflow automation.

O

O
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¢+ Microsoft Defender for Cloud | Workflow automat

Showing 73 subscriptions
‘ @ I~ Add workflow automation

| £ Search (Ctri+/) () Refresh ¢

General

| Fifter by name 0 5, E.
Q oOverview
& Getting started Name Ty Status T4 Scope T
:= Recommendations D *T‘:-, DuduTe-. (- Disabled ASC DENV
O security alerts [:| -3-'3 DuduTe-« Disabled ASC DEN
# Inventory D "f& RonnyTest () Disabled ASC DEN
@ workbooks [] €8 mreqc © Disabled ASC DEN
& Community D J{'E. test =) Disabled private-b
&2 Diagnose and solve problems D 3‘3 yoafrTes.. [ Disabled #SC nEr_.;r
Cloud Security [] €6 enzber. (JEndbled ASC Mul¥
© Secure Score D J:& e B N ROCAN

Kereni.- () Enabled ASC DEN

@ Regulatory compliance [:I.._J‘....
O Vot [F] 4§ Kerensh.. () Enabled ASC DEN
8 i L] £§ Kerente ) Enabled ASC DEN
& Flirewsa anager

[ £§ moraute O Enabled ASC DEN
Management

[J €& nNewpes.. () Enabled ASCDEM

{I' Environment settings

i Security solutions

5 Workflow automation @

Here you can enter:
A name and description for the automation.

Add workriow automation

©

Description

Subscription @
| ADF Test sub - App Model V2 N

Resource group* (0

| v

Trigger conditions ()
Choose the trigger conditionsthat will automatically trigger the configured action.

Defender forClold'data type *
| Security alert

L
Alert name contains ()

Alert severity *
| &ll severities selected »

icrosoft

Actions

Configure the Logic App that will be triggered.

Choose an existing Logic App or visit the Logic Apps page to create a new one

Show Logic App instances from the following subscriptions *

| 73 selected R

Logic App name ©
| Select a logic app LT
Refresh

el |

The triggers that will initiate this automatic workflow. For example, you might want your Logic App to run when a security alert that contains "SQL" is generated.

The Logic App that will run when your trigger conditions are met.

3. From the Actions section, select visit the Logic Apps page to begin the Logic App creation process.

4. Etc.
Step 2: From Logic App Designer, run a trigger.
Manually trigger a Logic App

You can also run Logic Apps manually when viewing any security alert or recommendation.



Step 3: From Workflow automation in Defender for cloud, add a workflow automation. Configure workflow automation at scale using the supplied policies Automating your organization's monitoring and incident response processes
can greatly improve the time it takes to investigate and mitigate security incidents.
Deploy Workflow Automation for Microsoft Defender for Cloud recommendations &

icy definition

= Assign ' | Duplicate definition ' Cp> Export definition

“ Essentials

Definition Assignments (0 Parameters
1§
p. "properties”: {
] "displayName”: “Deploy WorkflowSBuBemation for Microsoft Defender for Cloud recommendations”,
4 "policyType™: "BulltIn”,
= "mode™: “All",
6 "description”: "BnableVeUvtomation of Microsoft Defenderfor Cloud recommendations. This policy deploys
7 "metadata”: {
8 “wversion”: "1.8.0%
g "category”: "Security Center”
14 1

Reference: https-://docs.microsoft.com/en-us/azure/defender—for—cloud/workflow-automation
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If you override the automatic detection of location for company IP address ranges, you can prevent the impossible travel alerts.
And you need to define your corporate address ranges so that they are not seen as risky.
https://docs.microsoft.com/en-us/defender-cloud-apps/media/newipaddress-range.png
https://docs.microsoft.com/en-us/cloud-app-security/ip-tags
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Answer Area

Interactive:

’ﬁ:tal
Mic r .'J_&tﬂf

Interactive:

30 days
60 days

Microsoft

120 days

60 days
90 days
180 days

i

Explanation:



Box 1: 30 days

The minimum value for the Interactive (Analytics) retention setting for the AzureActivity table in a Microsoft Sentinel workspace is four days, though the default is 90 days and a value between 30-

730 days is the standard range for Analytics Logs.

Note: To minimize costs for the AzureActivity table in Microsoft Sentinel, you should adjust its data retention settings in the Log Analytics workspace. Navigate to Data retention under the Usage and estimated costs section of your
workspace and decrease the Interactive retention period for that table to a duration that meets your security and compliance needs, while enabling Total retention (or long-term retention) to keep older data at a much-reduced cost
for infrequent investigations.

Box 2: 2 years

3. Set Total Retention:

Ensure Total retention is enabled for the AzureActivity table.

Adjust the total retention period to store older data for longer, less frequent use, at a significantly lower cost than interactive retention. You can set this for up to 12 years, which can be crucial for audit or sporadic investigations.
Reference:
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-retention-configure
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https://learn.microsoft.com/en-us/azure/defender-for-cloud/tutorial-enable-servers-plan
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B

FEBL A—RL—Y a3V KEICAHZELCEMY—EREHMT Z2a—3—9 AT YISO RAITHBEA T AEZEZI TS,
BFEDIRE

TATUOTAT14RE

AU TLITRR Y bT—4I(ZIL, corp.adatum.com & LYS B HTD Active Directory KA A4 3 —EX (ADDS) 7+ LR EAH Y Zhid adatum.com &LV ZHTID Azure AD TFH 2 FERBILTWET , §RTOAI—HF—F KUY
IW—TEE A XY & corp.adatum.com TEITEINFE T, corp.adatum.com K A4 »[ZlE adatum.com EFEHIT % Groupl E WS ERID T IL—THEENTLNET,

A4t RKR

Adatum® £ 1 —H—|[Z(% Microsoft 365 ESS 4 t > X & Azure Active Directory Premium P25 4 £ ANE|Y BTN TWVET,

977 FIREE

9 5 FIREEIZIE, Microsoft 365 4+ 7 X9 1) 74 3 > adatum.com T+ b o a3tz Azure Y TRV T3y BEURDRIZCTT I Y—ANEENTVET,


https://www.jpnshiken.com/q/68957-6458877/

Name Type Description
Sentinell | Microsoft Sentinel Includes a custom hunting query
workspace named HuntingQueryl
Server? Azure virtual machine Funs Windows Server 2022
TUILIREE

FUOTULEZRRY FIT—=DI2ZIE RORIZERT VY —ADBREENTNVET,

Description
Runs Windows Server 2019
Has Azure Arc-enabled and the Azure Monitor
agent installed |
Webappl Web service An on-premises, public-facing HTTE/HTTPS web |

service that generates JSON output in response to

GET HTTP requests
Infoblex] | Infoblox DMNS A thurd-party DINS service apphance hinked to
Service | Ewi@llﬁj lﬂi-:gmdata connector
2
AEENTWSERE

AdatumttlFLL TOEEZEKT SFETT,
-UTFTOKQL 2 T & rulequeryl EWVWVSRRIDI T Y EFEELET,

Azurebctivity \ ~rOC O
where ResourceProvideriealus == “NICROSOFT. CLOUDSHELLY
where ActivityStatusValue == “Start™
extend

Account_0_Name = tostring(split(Caller, *'@°, @)[@]),
Account_@_UPNSuffix = tostring(split(Caller, ‘@, 1)[2])
project Account_0_Name, Account_0 UPHSuffix, CallerIpiAddress, TimeGenerated

=LY TYIZEDNTA VT FEAERT B Microsoft Sentinel DX a2 — LFEHFIL—ILEERELFT,

Microsoft Defender for Cloud MDZE 4
Adatum(Z Microsoft Defender for CloudDZE# & L TUTDEDEEIFTVET,

TI—T1D * 13— Defender for Cloud 75 > &#HMIZ L  BHETFTOI=HORY A EEATELI2RELAHY ET,

- T RTDAzurefm 8 < & > TMicrosoft Defender for Servers 75 U2 BT H2RELAHY T,

-Server2[FTI—C U FLRARF Y UDNLBNT IRELNHY FT,

Microsoft Sentinel D& 4

Adatumld Microsoft SentinellZBAT 2 LU TOEHZHEL TLET,

- Infoblox1 H 5 NXDOMAIN [&Z& AR &S DNS ) U T X FD#%iRY Advanced Security Information Model (ASIM) 2 T 1) #E&ELE 9,

- 1TAD 1 —H—hH Azure Cloud Shell Z#EHEREEH L= L IZIEE L Trulequeryl IZE 2 TER SN EHDT7 S — D BE—DA VT RELTHESNDESICLET,
- Microsoft Sentinel D AMA 222 ZNH LT Windows X1l T 4 ARV FEEEL Serverl DX T4 ANV O ZERITHLSICERLET,
- SOt F ) T4 BREF—LHAzure Cloud Shell Z#2E) L =15 4&  rulequeryl[TL 2 TER SN =4 T FABEBMICIO—XENEESICLET,

- Webapp1 i T—4 ZHMICERIET 59 T &L Workbook1 & LVS ZRID H R4 L Microsoft Sentinel 7—49 Jw o 2RELET,
-BESNEBEAFMETH I bADY A A4 U EHRET S Microsoft Sentinel D=7 ') 7ILZ A4 L(NRT)DHTIL—ILEZRELET,

- Azure FR—% LD Microsoft Sentinel D/\N> T 4 2 J R—=TIZTF7 U £ X LEBRIZ, HuntingQuery! ABEIMIZETSNS L SIZLET,

- corp.adatum.comD 1 —HF—F hD 2 M T H/XRT—F &y FOBBELIEELIVEZVNVES TR EHRELET,



-ASIMNN—H—%FERAT AV T ICEET 24 —/N\—~y FER/DRICINZ 5,
-GroupIDAUN—DT LA TV EERB L UVIRETED L EZHBL T3,
AlREG R Y CASIMIZHEAAFENTWAN—H—ZFEHL TS EELY,

ESRREH

AdatumlZ UTODESHRRAEBEHEHELFELT-,

ATRERR Y  /MERDRAICHS &,

AIRERR Y EEEB ZR/IRICHZ 5,

rulequeryllZ& 2 TERSINT=14 VT FDOMWEH  Microsoft Sentinel DE{-ZiE- L TS LEZHERITIVELAHY FT,
BRI EEZIRETLELIM?

AAMVOTUORREEN)A—LTEHTLATYY
B.75—hrUA—FEDTLATYY
CIVTAT4a4b)A—ZETLTLATYY

D. Azure Automation/L—)L

EH#:A(QAY FERET D)
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Microsoft Defender XDR Z {9 % Microsoft 365 4 TRV ) T 3 v 2L TT,

Microsoft Defender for Endpoint A, K< RSN AETARE I 7AIICH L TT I —FE2ERTDHE TI—MENDBRET S EN/DOMY FELIZ, T5— ERABTHIHLELHYET,

Fo5—hFa—=VT =L 75—MIRLTED2DODDT VL avEETTEETH?

ENTNDEREITLLGMREEZRTILETS,

FECELWMEIRSEICTRA Y I EShET,

A. BIFR

B. &9

C.fZRY %

D. merge

E.ZIYHTS

IEfE: (EfEZERTLET)

Hide : This action allows you to hide alerts generated by the specified executable file, reducing the noise and alert fatigue. These hidden alerts will not appear in the incident queue but will still be logged for historical purposes.
Resolve : This action automatically resolves alerts generated by the specified executable file. The alerts are marked as resolved, indicating that no further action is required. This helps in managing alert fatigue by automatically
handling known benign alerts.
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HEHIE Microsoft Defender XDRZ {9 S Microsoft 3654 TRV 1) T a3 o & THIAIATUVET,

HEEFEHZEZRELTOHET,

ETSNEA VT U NIRDEERET IVELHY ET BRRICIK, 7TV TIVITA VT U RERTL EAVITURDARIZRDT ) Y FIZRTT RV IV EEHIDLELNHY ET,
DIYTIRHREDT—INERRETRETTM?

A X2 )T4420>TU b

B.tXxaT144R2 b

C. SentinelAudit

D.t¥XalT475—+F


https://www.jpnshiken.com/q/68957-6458878/
https://www.jpnshiken.com/q/68957-6458879/

FfR:A(IAY RERERT D)

The Securitylncident table in Microsoft Sentinel contains information about incidents, including details such as incident ID, severity, status, and tasks.

Eﬁ:ﬁ: 127
Microsoft Sentinel 7—49 AR—X 2L UTOT—TILHNEENTNET,

Table1 Basic Interactive retention

lableZ2 Basi | Archive penod

fable 3 i.'l'll'l..\]:'r'fll' < Interactve retention

lable4 __.-i":r_r.tl_',_tu S il.*r h¢-1j_;_--*r|-hi )

REREEEEZE TR T2 ERABET IVENHYFET,

EDT—TIVERRETEFIM?

A. R3DH

B. ®1&£R3DH

C. RILTKIDH

D. &1, &3, R4DH

E. &1, &2 K3 =4

Ef2:D (AU FERKT D)

* Table1 - Yes, Table2 - No

Basic Plan: Data is interactive for 30 days at a lower cost, optimized for single-table queries (troubleshooting/incidents).
* Table3 - Yes, Table4 - Yes

Analytics Plan: Data is interactive for 4-730 days (default 30-90 days), ideal for real-time analytics, with full KQL support.
Reference:

https://learn.microsoft.com/en-us/azure/azure-monitor/logs/search-jobs

B 128
& 75 1= [ZMicrosoft Purview # {# i3~ 5 Microsoft 3654 TR 9 1) T 3 & HEH LTI,

ThOoOUMREDZEWHLAHSIKETT ZREDT H > kHMicrosoft 365 CopilotDIRIEEEITT 5,
EDCopilotRENETEINI-NERET ILENHY F T, BRKRE, EEEXZR/NDRICIMASIOTRITAEGRY FEA,
E MMicrosoft PurviewV 1) 2 —2 3 V& FERIRETLLOIMN?

A BEE

B.eT 4 XA/\1)—

C. T—2 %M1 (DLP)

D.7T—42tXxaT(R&E

IEfE: (EfEZRTLET)

To identify which Microsoft 365 Copilot interactions were performed by the compromised executive account with the minimum administrative effort, you should use Audit (Standard) (or simply Audit) within the Microsoft Purview
portal.

Reference:

https://learn.microsoft.com/en-us/purview/audit-copilot
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https://www.jpnshiken.com/q/68957-6458880/
https://www.jpnshiken.com/q/68957-6458881/
https://www.jpnshiken.com/q/68957-6458882/

BHIFE ABEUEDIOTT /NS AN DT 53— b EEET 5 -8 [ZMicrosoft Sentinel ZfEH L TLVE T,

AHOEFL1ITAIR—D¥—IZ&DE AVITUFDREBEBDZWNV D X2 TA LOEBETERT S ENETEFIRHEICLA >TSS ELS,
EBORABZHRLL BHEEZAVCEREHAT 0D ARFLEDAT7IA4AE—2avERBIEZV) 12— a VvERETILENHY ET,
HBERIZIIAIZEHEIRETLLIMN?

A fB#HRAAHY T

B. 54 JE(E

C.O9—07v7y

D.Tvio<—%

IEfE: (EffZzRLET)

Correct:

* notebooks

Jupyter notebooks combine full programmability with a huge collection of libraries for machine learning, visualization, and data analysis. These attributes make Jupyter a compelling tool for security investigation and hunting.
* workbooks (best)

In Microsoft Sentinel, Workbooks are for interactive, visual dashboards (like Power Bl) for monitoring and reporting, ideal for SOC analysts to see trends and metrics.
Incorrect:

* built-in queries

* livestream

* bookmarks

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/notebooks

https://learn.microsoft.com/en-gb/azure/sentinel/resources
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PEROIRBICEEZE5Z SH - @EMBEERENF(CVE)DIMEBEICOVWTEMLoELET,

BXRN D54 NFEE T H15E 1L Microsoft Defender Security Center 2 L T, FEZ R (TAHA VAT LFZIHYET H5F—LIZBEZXKET IDHELHY 7,
ED3DDFTEFIEBICETIARETIHN?EETBHICIE, TEVR A SBEULZTEZEZRBHIE, ELWVERICIHEREZ TS,


https://www.jpnshiken.com/q/68957-6458883/

AcCtlions ATISWEI AlEd

From Device Inventory, search for the CVE.

Open the Threat Protection report.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE.

Q)

—Y icroso%

From Advanced hunting, search for cveId inthe
DeviceTvmSoftwareInventoryVulnerabilitites
table.

Create the remediation request.

Select Security recommendations.

1E fiz:



Actions Answer Area

From Threat & Vulnerability Management, select

From Device Inventory, search for the CVE. Weaknesses and search for the CVE.

Open the Threat Protection report. Select Security recommendations.

|

‘Frn- «dvanced hunting, search for cvexdinthe @ @

‘DeviceTvaoftwareInventoryvulnerabilitites
table.

| Creatie the remediation request. @

Explanation:

Azure Security Center and Azure Defender are now called Microsoft Defender for Cloud. We've also renamed Azure Defender plans to Microsoft Defender plans. The answers in this are based on Azure Security Center.

Open Security.microsoft.com --> Enpoints --> Vulnerabilty Management --> Weakness Search/select CVE and click "Go to related security recommendations" Click on Security recommendation task i.e. "update putty to version
x.x.x" Click on Request Remediation.

Reference:

https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/microsoft-defender-atp-remediate-apps-using-mem/ba-p/1599271
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BEBRDAzure b TRV )T a TR HR—FENTVBRTRTDY Y—RX 2 A TIZxt L TAzure DefenderBEFIZHE > TLVET,
LA1E WS ARIDAzureA w9 7 T H#ERRLE T,

Azure Security CenterCHRIEH EN-EX 1 T4 VRV ZBENIZEBET H-HIZ LAMMEZFRAITSFETY,

X1 T4EUA—TLAIZTRAMNTHRELRHY FT,

ES3TNELNVWTTN?RERETHICIE, AERTHEUGERBREEZZBATCZEN,

FEEF LIRSV EAMEShET,



Answer Area

Set the LA1 trigger to: - —““ i M Ic FO S q&

When an Azure Security Center Recommendation is created or triggered
When an Azure Security Center Alert is created or triggered
When a response to an Azure Security Center alert is triggered

- — -

Trigger the execution of LA1 from: - AUy | v
Recommendations

Workflow automation

Security alerts

1EfiZ:
Answer Area
Set the LA1 trigger to: v
When an Azure Security Center Recommendation is created or triggered
When an Azure Security Center Alert is created or triggered
When a response to an Azure Security Center alert is triggered
Trigger the execution of LA1 from: v
Recommendations
Workflow automation
Security alerts
Explanation:

To manually run a Logic App, open an alert or a recommendation and click Trigger Logic App.
https://docs.microsoft.com/en-us/azure/defender-for-cloud/workflow-automation#manually-trigger-a-logic-app
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Ry ARy FMZEATHERM

Microsoft Defender R— A JLIZHEf SN, A—H—B KUV VT 1 T« BMEDHT (UEBA) BifEL 1 Y—HEMIZHE > TULVS  Workspace1 & LYS & RITD Microsoft Sentinel 7—2 AR—XAH Y ET,
BEEIET—U TV EERLTWET,

UTOERE#I=T=OIZ. T—HY AR—RI T #EELT EIDHELHY TF,

-J—45TJvH MDY )L Microsoft Sentinel T—JILEFRT I2HENHY ET,

TENEER,

-TFURKNETD—=V T IORDEENS FYILFTD LT

LA T—A%EFERALT BRI SELO—F%E

TEIREER,

AIZHEITNEEINTTHN?ERETDHICIE EERFETEUGA T a vEBERLTLES,

F R LIRSV EAMEShET,
ANSWeET Area

Behavior table to query for the workbook queries: v

BehaviarEntities
'—Ee;w_io rTn fo
S;ntineIBehaviorEntities

SentinelBehaviorinfo

Behavior metadata field to"se"for raw-log references: —— -
' | Additinn:zﬂ::iéld; ICYOS!
-Ca'fgories

Title




Answer Area

Behavior table to query for the workbook queries: v

BehaviorEntities
| Behaviorinfo
SentinélBehaviorEntities

'SentinelBehaviorinfo

Behavior métadata field to use for raw-log references: »
'AdditionalFields

Categories
[ Title |

Explanation:

Box 1: SentinelBehaviorinfo

You should query the SentinelBehaviorinfo table for the primary behavior records.While Microsoft Sentinel uses tables like Behaviorlnfo for its Advanced Hunting layer, Azure Monitor Workbooks require the workspace-native
schema. Therefore, queries built into workbooks must rely on the SentinelBehaviorlnfo table to fetch core behavioral data such as MITRE ATT&CK mappings, threat indicators, and descriptions.

Box 2: AdditionalFields

Use the AdditionalFields metadata field to reference and drill down to raw logs.In Microsoft Sentinel's UEBA behaviors layer, the AdditionalFields column in the Behaviorinfo table is specifically designed to store references and
metadata to the underlying raw telemetry (such as specific record or event IDs). In contrast, Categories is used for MITRE ATT&CK and tactic mappings, and Title is reserved for the behavioral summary description.
Reference:

https://www.modernsecurity.nl/ueba-behaviors-layer-in-microsoft-sentinel/

https://learn.microsoft.com/en-us/azure/sentinel/entity-behaviors-layer
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ESEGHERETC. Y= =T 1 H#OIVMILAREY 7 FMERASNTWEEETLI7MIULETAVITHICE, EOREEZF VICTIRLENHYEITH?
A.EDRZJOY Y E—KRTHUIZLET,

B. HEIERE

C.77ANEHAFLIITOVILET

D. LEEDIT AT

EfE: (EfEZRRLET)

Option A is correct. EDR with block mode can be used with third-party AV.

Option B is incorrect. The "Allow or block file" feature requires Defender AV.


https://www.jpnshiken.com/q/68957-6458887/

Option C is incorrect. Automated investigations do not block files.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-antivirus-compatibility ?view=0365-worldwide
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Microsoft Sentinel 7—49 AR—XEZ &L Azure TR ) T a & EHETY,

UTOEH#FHETI-T KustoV) T EEBKQLZFER LN TA VI T)EERT H2LENHY T,
F2YRT—=IDIL—IVICHT HEELGHOEREZHRELET

B—DtXa T4 ERKICE>THERSNI=EZF2 ) T4 T IL—T(NSG),

-tXxa T4 F) N )LEMicrosoftl BEIRIZEEEM 1T ET

BER&®ELGIFE,

BRIICIEEDESIZAZETNIEINWTTN?EETHICIE, ABZHTEYGA T a vEBIRLTLESL,
EEFEEICIRA Y EAMESAET,

i
2% af et ok
f !i ‘h:'l:i- J |_ |

Answer Area N icr

Sl W o W

v

AuditLogs
AzureActivity
AzureDiagnostics

| where OperationNameValue in~
("Microsoft.Network/networkSecurityGroups/securityRules/write”)

| where ActivityStatusValue &= MSucceeded”

| make-series dcount (Resoureeld) default=0 on
EventSubmissionTimestanipsin range(ago 7d), now (), 1d) by Caller
| extend timestamp = tedatetime (EventSubmissionTimestamp[0])

[v AcéountCustomEntity = Caller

| extend
| parse-where
| where




AnswerfArea »: . _ (.

v

AuditLogs
AzureActivity
AzureDiagnostics

| where OperationNameValue in-~
(“"Microsoft.Network/networkSecurityGroups/securityRules/write”)
| where ActivityStatusValue == MSucceeded”

| make-series dcount (Rescdureeid) default=0 on
EventSubmissionTimestamfidn range(ago 7d}, now (), 1d) by Caller
| extend timestamp =¢teditetime (EventSubmissionTimestamp [0])

|T AccguntCustomEntity = Callerx

| extend
| parse-where
| where
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B

Litware InC.[EBERBET RIL¥X—BXTT,

Litwareld RRA b2 &7 MLIZA T4 AFEATWET, £ KERZHIC) E— 21— —HRNEFT UVE—+FI—HF =X I5D FF—EXFETLitwareD ) V—RICT IR TBHE=HIZ. WTRHDA T 4 X EVPNER =
SLET,

BFDIRE

TFATOTAT4RE

ZDFRY T —2I1Z(F litware.com & LD &HID Active Directory 74+ LA FAEENTE Y _ £1h litware.com & LY B RTD Azure Active Directory (Azure AD) T+ FEREILF T,

Microsoft 3651% 1&

Litwarel& ., litware.com®Azure ADTF > MZ1) >0 S f=Microsoft 365 ESH TR U 1) T 3 o &#BREBE L TULET, Windows 105 EfTL TS TARTAD I Y E 2 —4 —I[ZMicrosoft Defender for Endpointh B S TULVE
9, Microsoft Cloud App Security[ZHAAFEN TV EERER) O—(XTRTEIZHE>TUVET,

AzurelRiE

Litwareld _ litware.com Azure ADTF > M2 VY EnfzAzure TRV ) T a3 vERBELTVWET , SOV TRV T I VICIE UTORICTT LS I2 KEEEAzure ) =2 3 VARAD Y Y —ANEENTUVET,

Type T Basthiption
Log Analylics Contains logs.and metrncs collected from all Azure
workspace MESOurces andon -premises seners

Virtual machine Seamvel that runs Windows Senver 2019

Wirtual machime SErver that nuns Ubumig 18 04 LTS

v hI—YRE
LitwareD&EF 7 4 RlEA V23— vy MZEEEHGINATEY Azureb TR T a3 VADRERY b7 —9ADY A FEIVPNEGEELI SN TWVET,

AT REBE
FUTLULIZRRY FIT—=HI2IF RORIZRKIAVELI—EINEENTULET,
Name Operating system Office Description
DCA Windows Server Bision Domain controller in litware com that
2019 connects directly to the internet
CLIENT1 | Windows 10 Boston Domain-joined client computer

RADHEER



D59 RT7T)EXxa) T4 A—F—PEEDA T« RICRBICESKET IIE BRAOT7S— FEEZEICERLET,
HAEESNTWEAER
Litware[FLL TOERZEHET 2 FETY,
*Azure Y T R4 1) TS 3 212 Azure Sentinel ZERE S UERLET,
*Azure ADD TR hA—H—TFHo 2 FZEFEHAL T, Azure Sentinel DBEEEZRREEL £,
ECRRAEHR
LitwarelX U TOE R REHEHELE LT,
AlREG R Y R/ MERRDRBIZEA LTI 530y,
DI RTOERZH L TWLWARY  OX MIR/DRICHIZ A FTIEA S AR,
*Log AnalyticsIC& > TIREESN DA (F A—F—T VT4 ET s DRELGEBIMBZIRET ILELNHY FT,
*FRTOH K AA >ar baO—5—( Microsoft Defender for IdentityZ {8 L TRET ZLELAHY FT,
Azure DIERREEZH
X2 T4SNILAFESH Windows 10 A2 Ea2—F—[ZRTFESNTWETARTOH T 74 JLIE, Azure Information Protection - T—2RHEA Y L aR— KWL 79X TEEZ2RELAHY EFT,
Microsoft Defender for Endpoint M Z {4
Windows 10 3 > E 2 —4 —TI(&_ Microsoft Defender for Endpoint Z{#F L T, Cloud App Security IZ& 2 TRIEBEINTWEWITRTOT7 TNV 2709 0T 20ERHY FI,
Microsoft Cloud AppDt ¥ ') 71 EH
9SO RT7TIEF2)TARX TFTFYRLRLOT—RIZEDNT  A—HF—EGLEENE I EFHBINT ILENHY T,
Azure Defender D &4
FTARTDY—N—IE RLATHFT—I AR—=RIZATEEETILENHY FT,
Azure Sentinel D E 4
Litwareld, LA T MAzure Sentinel DEHZE-IHENHY T,
* Azure Sentinel & Cloud App Security &9 %,
*admin1 & ULVS ARIO 1 —H—5HY Azure Sentinel TL A4 TV O EZHERTEHEFHERLTLESY,
*ARZ LY TVIZEDNT Azure Sentinel BHTIIL—ILEERLET, COIL—ILIE, TLA4 Tv I DETZEBHNICEHRT IBLELHY FT,
*HBEDIPT RLANLDT—ET7 I ERERTARUMNMIAEEZEMNML FAEI S 7T EST— T EHRICIPP FLRESEBTESLSICLET,
*Azure ADT R kA—H—7 H D> bk SMicrosoft Office 365~NDZIET7 IV CANMRE SNBEICT I —FEERTETRA ML—ILEERLET W= >TEREINZT7I— I TR I—HF—=TFHO T EIZ1D
DAV TURELTIL—TTEILENHY FT,
KSwd7rRrOy JrRE
ECRRABHRZH =T LSICDC1ERETILENHY FT,
EDIDDITEFIEBICETIRETLLOMN?EZTSICIE TEUR MO SBEYETHZEZRHIBESE . ELVBEFICIHERBZ TSI,



Actions Answer Area

Provide domain administrator credentials
to the litware.com Active Directory domain.

Create an instance of Microsoft Defender
for Identity.

to the litware.com Azure AD fenant.

Provide global administrator credentials @

®
©

Provide global administrator credentials
to the litware.com Azure AD-tenant.

—_—

ercrosoft

Install the standalone sensor on DC1.

o

Install the sensor on DC1.
Install the standalone sensor on DC1. = M | C I’O S Oft
1F f#:
Actions Answer Area

Create an instance of Microsoft Defender
for Identity.

Provide domain-administrator credentials

to the litware com Active Directory domain.

Install the sensor on DC1.

©

Explanation:

Step 1: Create the instance of Microsoft Defender for Identity.

Step 2: Provide domain administrator credentials to the litware.com Active Directory domain.



Step 3: Install the sensor on DCA1.

Reference:
https://docs.microsoft.com/en-us/defender-for-identity/install-step1
https://docs.microsoft.com/en-us/defender-for-identity/install-step4
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FUoTULIRDT—E2 232 —I2 Appl EWVWSIEBRIDHRAL Web 7TV r— a3 ohiHY £F9, Appl & Active Directory KA 4 > H—E X (AD DS) F25E4 M L  Microsoft Entra 7 74— 3> J7Ox%#FALTT I+
ATEEFY,

HEEH (X Microsoft Defender XDR % {# i3~ %5 Microsoft 365 E54 TR S ) T avw# CHBAShTULET,

A—H—IEBHXEES I A—FRLIZEWVWSITS—FEZITRYET,

A—H—HMApp1 ZFAL T B I SNILAFEEINEZFXF a1 AL CDFAY U O— REFBTIRIC, EERBIAMFAZLEELTEHIET 75— MIEET DIV RIVEBFT IHENHY ET,
ES3TNELNVTETN?RETHICIE, EERTHEUGERBREZZBATCEZEN,

F R LIRS Y FAMESNET,

Answer Area

For Appl to require MFA, use:

Conditidn“éllnAccess
I\_Aic_rnsoft EntEI_Z_)D_main Services
Microsoft Entra ID Photection ¢ {1

10
B Nt s S 0

To implement a session policy, use: |‘!’

Microsoft Defender for Cloud Apps
Microsoft Defender for Identity
Microsoft Defender for Office 365




Answer Area

For Appl to require MFA, use: v

Conditional Access
Microsoft Entra Domain Services
Microsoft Entra ID Protection

To implement a session policy, use: v

Microsoft Defender for Cloud Apps
Microsoft Defender for Identity
Microsoft-Defender for Office 365

Explanation:
Box 1: Conditional Access

Conditional Access in Microsoft Entra (formerly Azure AD) is the correct mechanism for enforcing multi-factor authentication (MFA) based on specific conditions, such as accessing App1 when sensitive documents are involved.
Conditional Access policies can enforce MFA based on user risk, location, or the sensitivity of the data being accessed.
Box 2: Microsoft Defender for Cloud Apps

Microsoft Defender for Cloud Apps allows you to implement session control policies that monitor and control user sessions in real time. It can enforce policies such as blocking downloads of sensitive documents or enforcing
additional authentication measures during specific activities within the session.

A3HI7:SC-200J B [ZJPNTest.comiZ2fit St  SC-200J:RERIC AT B T EITRICI B ET ! JPNTest.com(FT S FZEHSC-200JKERRIREE 1Rt L £ 9, JPNTest.com SC-200JHERRABE XL SEHFeshFEL-, 2
TSC-200JBEN TR FI VS UEFICANE T, RO 7 Y £ X _https://www.jpntest.com/shiken/SC-200J-mondaishu 5081, 3 0%7 4+ A A~ > + 4814 E 53— K: JPNshiken;
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FSw 7o R Rray TR

AT I RIBEBICHRE SN i Devicel &LV ZHID Windows 11 Pro T/84 AMNH Y . T DT 734 X [E Microsoft Defender for Endpoint [CA i R—F 4 V5 ShTWET,
&H71E1=1EMicrosoft 365MHY TR ) T a3 o xHELTT,

Devicel LTETIN TS TOELRE TNH5DTOELIMNENTVE R Y FT—VEREHRETILENHY T BRRIE EEBEXZR/IMRICHNASEDOTHEITNIELGY FEA,
Microsoft Defender R—2 LT, ED 4 DDREZIEFBIZETI ALELNHYEFIN?REZTHICIE BEO—ELNSBEULGREZEERBHL ELWVBEFICHREZ T,
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nswer Area

Actions . f
B of
Select View Map.

Collect an investigation package. ‘

Navigate to the device page for Devicel. |

| ©
QO

From the Action center, invoke an-action. |

- Extract-t_he contents of the ZIP ﬁ_le.

Qe

Run the netstat utility.

Initiate a live response session.

1E fiz:

Actions M i cr ? S dcftver Area

Select View Map. Initiate a live response session.

Navigate to the device page for Device1.

Collect an investigation package.

i @ ’-Extract the contents of the ZIP file.

—F

From the Action center, invoke an action.

i

Run the netstat utility.
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HE kI Microsoft Defender for CloudME#IZH > TWVNDAzure TR Y Y T a & CHEAGBTY,

Amazon Web Services (AWS) LIZ/R R EN TLVS  Windows Server 2022 #3E179 5 Servert E WS GRIDRET I UAHY EFT,
Defender for CloudZ £ L T ServertO A4S #R&EL HESBHEEFHERIIVLENHYET,

Server [ZIRAIZA VA F—ILTREZDEATTH?

A. Microsoft Monitoring Agent

B. Azure MonitorT—> T > k

C.Azure ArcT—o TV b

D. Azure Pipelines T—Y x> k



EfE:C(AAV FEHEKT D)
Azure Arc for servers installed on your EC2 instances.
https://learn.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-aws?pivots=env-settings
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BEHE(E . Microsoft Defender XDR # & U Microsoft Defender for Endpoint % 89" % Microsoft 365 #+ 724 1) 7 a3 & CHEHR TS, COH TR Y TL a3 VITlE. ROKITET TN ABESENRTNET,

Name Microsoft Defender status Operating system
Devicel | Onboarded Windows
Device2 | Onboarded Windows
Beyice3 | Onbomded Windows
Dy e | | CNE2RAM Hiscovered Other

HEIIUTOE#RET—2%FHRELEL:,

- Device 1 DFEENFFIZ  /R— F5555% 9 L TDevice2 & DEHBMNEILINE T,

- Device2l&R— +5555% A L TDevice3IZ#E#Ht LE 9,

- TN RAIEAR— +5555 &AL TT/N\A R1ICHEBELFET,

HEIFUTOREEETLET,

-Devicel T4 T LARKRUV Aty avERIBL, 7OREREETLET,

- Microsoft Defender IR— 4% LD T /34 A Hvi5> Devicel ZfaEgk L |

TINA R2,

UTOEEBIZDOWT BT HIEEIE KU EBERLTLKESVD, ZHBLABWEEE DOWAEBRLTLESL,
F R LIRS Y FAMESNET,

Answer Area |

S Microsoft O

Device1 will block connections from Deviced. @ ¢

1F fiZ:
TISWET ATEd

W aihd .
Satemens & Microsoft w
O 0 0

Device1 will block connections from Deviced.

Existing connections from Device2 to Device3 wjll bégtaintained. O O

The command run in the live response f._e&sii_:i'h will identify all the startup processes. O


https://www.jpnshiken.com/q/68957-6458892/
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&%t Tl&_ Microsoft Office VBAR Y Q4 &L XK 7 T r—>a v s FALTLWET,

Office VBAY V7 AN L BIMDRA A—KAF O v O0—RFah FIAERELTETIND I LEEMCT-ODREREEEAMTSIFETT,
HELZ(TAAREMED H S 0ffice VBAR Y OEHETINENHY £,

BMEERT 5-OICETTELAT U RIEENTIN? ERRIETENTNELELHBREERLTVET,

FCEfE LIRS Y EAMEShFET,

Add-MpPreference —AttackSurfaceReductionRules Ids DA4FS40AB -401B -

A 4EFC —AADC —-ADSF3C50688A —AttackSurfaceReductionRules Actions Enabled

Set-MpPreference —-AttackSurfaceReductionRules Ids D4FS40AB -401B —-4EFC -
g. RADC -ADSF3C5068B8R -AttackSurfaceReductionRules Actions AuditMode

Add-MpPreference —-AttackSurfaceReductionRules Ids D4FS40AB -401B —4EFC
Cc. ~RADC -AD5SF3C50688A —AttacksSurfaceReductionRules Actions AuditMode

Set-MpPreference —-AttackSurfaceReductionRules Ids D4FS40ARB —-401B —-4EFC -
p. RADC —-ADSF3C50688A —AttackSurfaceReductionRules Actions Enabled

IEf#: (EfEZRTLET)
Must use Set-MpPreference with Enabled and then Add-MpPreference with Enabled. Audit does not block.
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#powershell
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H1ET=1% Userlt &User2 &£ LS ZRID2A D 1—H— & Microsoft Sentinel 7—49 AR—REZELAzure TR Y T3 o EH->TVET,
BA1—HY—DLUTDREEZETTETEIILEZRERTIVELHYET,

-aA—H—1 . BEDREBEFEICHT AT MREDO M) T—D

ZFLT AVITUMDRT—EREEET B,

- A—Y 2. EHEA T U MEREL BEEERL NCTAUTETS

W—ILED—0TvY,

R R T E/NERDRANZRED AR T ILAE B ALY,

FEA1—H—ITIEEDREIZENY B TEHIRETIN?RET HICIE, AEFTHEYGA T 3 VEBIRL TS,
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Answer Area

v

User1:

Microsoft Sentinel Contributor
Microsoft Sentinel Reader
Microsoft Sentinel Résponder
Owner O )

Reader ~ BB\ icrosof
Security Reader

L

User2: .

Microsoft Sentinel Contributor
Microsoft Sentinel Reader
Microsoft Sentinel Responder
Owner

Reader

Security Reader




Answer Area

User1: ¥
Microsoft Sentinel Contributor
Microsoft Sentinel Reader
Microsoft Sentinel Responder
Owner LY

Reader

Security Reader

User2tn M
Microsoft Sentinel Contributor
Microsoft Sentinel Reader
Microsoft Sentinel Responder
Owner

Reader

] Secu ntx Re%der
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XD KQL ¥ T 1) #&T Microsoft Sentinel 7—2 Ty o hHY 3,

let nonlInteractive = AADNonlInteractiveUserSignInLogs

| extend Status = parse json(Status);

union SigninLogs,nonInteractive

| extend ErrorCode = tostring(Status.errorCode)

| extend FailuréR&a@son, = tostrlng(Status failureReason)

| summarize err@olunt J*hEEUHt4$ by \ErrorCode, FailureReason, Category
RENFEIZTE DO TerrCountFIDBEZERTHAEDATILEERT IVENHY FT,

ECa7LEEDLSICEREITNELIVNTIA?EHET ST EERMTHEIGF T a vEBERL TSN,
T EF LIRS Y MBS NET,



icrosoft

—
Answer [ rea OT1

Visualization:

Graph
Grid
Text

Column renderer:

Big number
Heatmap
Text
Thresholds

1E fiz:
Answer Area

Visualization: v
Graph
Grid . ot
IVIICTOSOTT

Column renderer: -
Big number
Heatmap
Text
Thresholds
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FSwd7rRray JRRE

HEHRIL, Microsoft Defender XDRZ {# 9 dMicrosoft 36540 TR0 1) T3 & ZHAT, £OHFITUser E VWS AR A—HF—NEFELEFT,

XAV TAAVITUOMNDEEEZTETNARLEDI Y FRA Y FOMHEMRE A—F—1HAEETETELSICTIRNELRHYET . OV a—2 3 VE A—F—1DKQALOMBZHE >TWS I LEZERLTIERY FHA,
a—H—1(&, Microsoft DefenderiR— 2 L TE DI DDIREZFIEBICETITARETLLOMN?EAETHICIE BEO—ENSBULIRMEZEEZRMIBEHL ELVEFICHRZFZ T I,



Actions
‘Select Query in builder.

‘Specify a workbook.

‘Select Query in editor.

‘Select Advanced hunting.

‘Specify a data domai filter.

1E f&:



Actions Answer Area
| Select Advanced hunting.

Specify a workbook. Select Query in builder.
Select Query in editor. Specify a data domain and a filter.

Select to Investigations.
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FCOBERMIE BALYF A ERT—EOBRO—EHTT, COV)—XDREMICIE BESN-BEZERTELHAEREOH I HMEBDBRENAEENTVET, —HOEM LY MIITBEHOE LWMERENESENDGELHY
FIMN MBOBERtE Y FZIFELWERENGZWNSENSHY T3,

eI AVDERBICEEZETSE TOERICESAZEIFTEERA, ZDEH CNALDEBERBEFLE 2a—BE@EICIERTINFETA,

Azure X1 T4 £V —%FRALET,

tXa)T4 A —TEX21UTAEEZZTRMYET,



Security Center T7 5 — FZ RS BICIT HBERIFEEZRTIT IDLELHY T,

BRE [EX12)T14 75— R HoT753—rEBIRL [7OPaV0ORTZBRLTC [(BEBOBRE]| vV a v EERALET,
CNIFEEEFERL TOETH?

A. [ELy

B. LMVZ

EfE:A(QA U REHEKT D)

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
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HEZ kI Microsoft Defender for EndpointZ{# 3 5 Microsoft 3655 7 RX 9 1) T a & ZCHEAT UTDTNA ANEENTWLET,

- T/34 X1 Windows 11 ProZ X£1T

- T34 X2 Windows Server# 21T

- 7734 X3 Ubuntu Linux%& 21T

File1.exe_ File2.zip_ File3.ps1& WS BRIDIDDARELG I 74 ILEHELE L1,

HMEAMERAVWT I 7ML EZRET HSRELHY FT,

EDTNA ZADNFHAMITHELTEY  EDT7AILEZFHMAAMICRETEETIAN?EETIHICIE AERTEUGA T a &2 BIRLTEZE W
TR LIRSV RAMESNET,

AIBVVETD MIEg

Files: -

File1.exe only
File1l.exe and File2.zip only

File1.exe and File3.ps1 only
File1.exe, File2.zip, and File3.ps1

Devices: v

F———

 Device1 only
Device?2 only
Device3 only

Device1 and Device2 only
Devige!, Devite2 and Device3



https://www.jpnshiken.com/q/68957-6458898/

HRITAWET MAIEd

Files: -

File1.exe only
Filel.exe and File2.zip only

File1.exe and File3.ps1 only.. Y
File1.exe, File2.zip, and Eile3:ps1

Devices: -

Levicel only

Device2 only

Device3 anly

Device1 and Device? only
Device1, Device2, and Device3

Explanation:

Box 1: File1.exe, File2.zip, and File3.ps1

Microsoft Defender for Endpoint supports deep analysis for executable (.exe), script (.ps1), and compressed (.zip) files, as well as other common file types like DLLs, Office documents, and PDFs. Deep file analysis works by
submitting these files for detailed examination of their content, behavior, and context to detect advanced and zero-day threats.

Box 2: Device1, Device2, and Device3

Microsoft Defender for Endpoint supports deep analysis on Windows 11 Pro, Windows Server, and Ubuntu Linux. All listed operating systems are supported because they can run a Defender for Endpoint agent, enabling capabilities
like Endpoint Detection and Response (EDR), vulnerability management, and automated investigation and remediation (AIR).

Reference:

https://learn.microsoft.com/en-us/defender-endpoint/supported-capabilities-by-platform

https://learn.microsoft.com/en-us/defender-endpoint/investigate-files
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EERDIREIZ (X Microsoft Defender for Endpoint (24 VA R—F 4 U &= > FL 2 XD Windows 11 Pro 7/34 A 1,000 EHY ET,
HEFRIL Microsoft Defender XDR % {# FH 9 S Microsoft 3654 R4 1) L a v E CHEAIATWET,
KEENTNNAALETUTOREEZETLEZIEZHERLEL:,

LR MYAR=—ZRDVAILARKEND T 7AW RTLINREERLFELS:
T7ANDRATLNRRIZEEDHS 774V EFoo0—FLELE
TINARETSATLARVREY a3V ERBLET,

EEDOHBHIT7AIWNEHIBRT DHENHYFT,

ENDAT Y FEETINIELNTIMN?

A. I

B. getfile

C. TIZRY

D. 18189 %

Ef:D(QAAV bEHRKT D)


https://www.jpnshiken.com/q/68957-6458900/

Advanced commands

The following commands are available for user roles that are granted the ability to run advanced live response commands.
* remediate

Remediates an entity on the device. The remediation action varies, depending on the entity type:
- File: delete

- Process: stop, delete image file

- Service: stop, delete image file

- Registry entry: delete

- Scheduled task: remove

- Startup folder item: delete file

Reference:

https://learn.microsoft.com/en-us/defender-endpoint/live-response
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Microsoft 365 Defender R— 2 JLEZFERL T, BEEDHLAREEDH S FFXa1 4 2 MIBEET LEHERBOA VT FORAEEZITOCVWET  FHlZHEREL-BER. EEOHLREMEOHS FXa Ay MIBERMTLON-T 57—
FASIRIBEADRDA VT MIEBEELTWA S EMNHBALEL, FZL COT7 57— MIBRE, TD2EFEBDA VT2 FO—8E LTIERRTINATOLWERA,

ZHRICEAT IAEFREDLTHY BEETLI260OBHICET IRELRRICEITERTT,

To—hE@EYICHEL TNMBEOA VO T MIBEEMITOoNTWAS I LRI ILENHYET,

HEDCDEARETT T H=HIC, FI—FDEE RS VTEITITARNEI2DODEEIEfFITTM?

(22:&1R)

A RT—B % ETHIRET S

B. AT =3 AZEHMICHET S

C.OEZEDT7 77— MIFKET S

D. AV MRAIZ BAET AT MDA TURDEAALTLEZELY,

E. P5—bFERADAVOTUORMIIDITH 17T avEBRLET,

IEfE: (EfEZRERLET)

The correct action to classify the alert would be to set the status to In progress. While the alert may seem to be legitimate as it is linked to another incident, until a final determination is reached, you should set the status to In
progress to ensure that others know it is being worked on. Once a determination is reached, you can then change it to Resolved and select the appropriate classification (True alert or False alert).

The correct action to correlate the alert to the other incident would be to select the Link alert to another incident option. While ideally, the alert would automatically be included in both incidents that are not always the case. If you
notice an alert that is not linked to an incident that it is clearly connected to, using the Link alert to another incident option ensures they are tied together.

You should not set the classification to True alert. While a point can be made that it seems this malicious file involved in multiple incidents is likely to be a True alert, you cannot yet make that determination. It is also not the time to
classify it as a false alert. The best practice while continuing an investigation would be not to change the classification at all, which means leaving it as the default Not set classification.

You should not enter the Incident ID of the related incident in the Comment section. While this might be helpful from an administrative perspective, it creates no link to the other incident.

You should not set the status to New. This is the default status of any alert. The question specifically seeks to ensure your peers know the alert is being investigated, so setting (or leaving) the status as New would make it impossible

to differentiate from other uninvestigated alerts.

All of the actions mentioned in the options can be found in the Manage alert pane, which can be reached via the Alerts tab in the Incidents section of the Microsoft 365 Defender portal.

References:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-incidents ?view=0365-worldwide
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Sub1& WS ZRTDAzurer JR 9 1) T3 on®H Y | Z TlEMicrosoft Defender for CloudhAMER SN TWVET,


https://www.jpnshiken.com/q/68957-6458901/

PCIDSS 4.04 =<7 F 7 %Sub1IZ&|Y) & T Defender for CloudDiRFHEFH Y 2 R— FIZCEDA ST FINKRREINDLIICTHIRLELHY FT,
REREDEFX1UTARYO—FHRT I EFRBEORFBEZEMT 2T avnfIATERONI DAY ET,
FIRMDIMAMEITRETLELIAN?

A TR TavIZwLTIS9FExa) T REBEECSPM TS VEHMIZLET,

B. Azure Event Hubs DG T O AAR— FREZHERLE T,

C. Microsoft Cloud Security Benchmark (MCSB) MZ|Y H{THEMIZLET,

D. Log Analytics D###EHI TV R R— FEEEZBRALET,

EfR: (EffZzRTLET)
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HEEZF L Microsoft 365 Defender# {9 S Microsoft 3654 J R0 ) T a3 v THAIShTULET,

Microsoft Defender MB /N T4 VT O L) KT HFETY,

IRV TLavDBRRELZTMT 5-OICERT S, ARFLERMI T ZERT IBENHYFET,
Microsoft 365 Defender R—Z L5 I T #EKT BICIE, EDR—DEFRATNIELNTTHN?

A. BB

B. L #ksri

C.IHRT7O—5—

D. Ry>—&iL—IL

FfZ:B(aAV FEEKRT D)

"Use Advance mode if you're comfortable creating custom queries."
https://learn.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-overview?view=0365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-modes?view=0365-worldwide#get-started-with-guided-hunting-mode
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KSw 7o Rroy 8

AUTLIRY—N—HM508HYET,

EEH (X Microsoft Defender for Cloud Z{#HY % Azure Y TR 9 1) 73 3 > % CHIFAFR T, Defender for Cloud M BB TId . Microsoft Defender for Servers B FOES a Z U O NEMIZH->TNVET,
2T I RY—N\—%HKR— b9 BIZI& Defender for Cloud T 2WHENHY FT, V) 2a—>a VIEUTOEHZH-ITHLELNHY ET,

BRI UVRBHEEEZRMET S,

- T—RAEL—IILEYR— T B,

ED3DDITEFIEBICETIARNETLLOMN?RAZTSIZIE TH) X A SBEULETHZEERBEH ST ELVEFICHEAREZ TS,


https://www.jpnshiken.com/q/68957-6458902/
https://www.jpnshiken.com/q/68957-6458903/

On the on-premises servers, install the Log Analytics agent.

_— =, | — i -
-

On the on-premises servers, install the Azure Connected Machine agent.
141

On the on-premises servers, install the Azure Monitor agent.

Actions Answer Area

From the Add servers with Azure Arc settings in the Azure portal, generate an installation
script.

From the Data controller settings in the Azure portal, create an Azure Arc data controller. On the on-premises servers, install the Azure Connected Machine agent.

On the on-premises servers, install the Log Analytics agent.

On the on-premises servers, install the Azure Monitor agent.

Explanation:
https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/data-collection
https://learn.microsoft.com/en-us/azure/azure-arc/servers/learn/quick-enable-hybrid-vm
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BEHIL. 5004 DWindows 115 /34 X £ & Microsoft 365 E5H TR Y 7o 3 L% CHEShTOET,
HE L DMicrosoft Defender for Endpointd BEHIRIEICIE U TDEENEENTLVET,

-ERE—F &KX

-SATLRRUR &Y

-JAvy Y E—FTEDREZAMIZT S A7



- WS ABGLEEEE: 4D

Microsoft Defender XDRT B EI N EALLEEEEE T OILELHY T,

BEEIFESITRETLLEIN?

A BHE— FZERERHEICERELET,

B. 54 JLRARUVREFVIZHRELET,

C. REAMLEEEEZ A VICRELET,

D. 7B vV E— FCEDRZEMICT H{REEZA VICLET,

IEf#: (EfEZRTLET)

EDR in block mode should be enabled or in passive mode for it to function correctly with the full automated remediation capabilities of Microsoft Defender XDR. EDR in block mode provides a crucial layer of protection for Microsoft
Defender Antivirus, and while it's most beneficial when MDE is running in passive mode, it is necessary for automatic attack disruption to work effectively.
Reference:

https://learn.microsoft.com/en-us/defender-xdr/configure-attack-disruption

A%IE07%SC-200JREE (XJPNTest.comiZ2ft & SC-200JHERIZ AT B Z L IZ&RICII B E T ! JPNTest.comlI 5 Ex#SC-200 X ERFIRESE 1=t L £ 9, JPNTest.com SC-200JiHERRAIREE 1T SEEFshFEF L=, 2
TSC-200JBENTRA FI VS UEFIZANET , RO 7 Y £ X _ https://www.jpntest.com/shiken/SC-200J-mondaishu 5081, 3 0%7 4+ A A > + #5314 E 53— K: JPNshiken;
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Microsoft Sentinel 7 —9 AR—RE&LAzure TRV 1) T2 3 v EHHTT, ZDT—9 AR—X[ZIE_ Microsoft Defender for Cloud7T—42 aA %I 2 HREENTIVET,
BEDAANYKMIFLTT7 77— FEERT HRIC, EOFMBFRESOINENRAITAIXTEILENHY FT,

BEIEEITRETLLEOIN?

A 1—H—BLUI T4 T4 THIMUEBA)ZERIZT S,

B. T—2IR&E/IL—I/L(DCR)Z/ER LE T,

C.aARVAMTONT4EZEBLET,

D.R7Va—)LEnf=0T)IL—ILEERLET,

IEf#: (EffZzRnLET)

To customize which details will be included when an alert is created for a specific event in Microsoft Sentinel, you can modify the properties of the Microsoft Defender for Cloud data connector.
https://learn.microsoft.com/en-us/azure/sentinel/customize-alert-details
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contoso.com & LVS & HID Microsoft 365 TR 9 1) T avhidhply  FDH(Z Devicel &LV ZRTD Windows 11 T/314 AREENTLVET, Devicel [E Microsoft Defender for Endpoint IZ& kS h TULVET,
HETIETLUTOREZEITLET,

- Defender for Endpoint 35 L ISR TNA R TIL—TE2ERKLET,

UTDOxRZZELEEL,


https://www.jpnshiken.com/q/68957-6458905/
https://www.jpntest.com/shiken/SC-200J-mondaishu
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Matching rule
OS In Android
Name Starts'with Device

Name Starts with Device
AND

Domain Eqiia's dntasogort
- Device2 & LV S & RIIMANndroid 7731 X #Defender for EndpointlcA > R—F 4 5 LET,

ETNARBEDTNARTIN—TIZEMENFTIA?RET BI2F, AEMTEI LA T a v EBRLTEE N,
TR EITIRA Y EAMESNET,

Answer Area
Devicel: v
Group2 only {@
Group3 only O
Group2 and Gro only
Ungrnupet}&% (default) only
Device2: ‘ v
| GropT only
aroup? only
Group1 and GroupZ2 only
%i Ungrouped déyices (default) only
IEfiZ:
Answer Area
Device1: = b
Group2 only ¢
Group3 only .

Group2 and Gruupﬂ_a?ﬁy
Ungrouped.devices (default) only

L Tl

Device2: AN v
%T’Olﬂ?
Group2 only
Group1 and Group2 only
Ungroipe i It) only
R 'W_EMEE%&E

Explanation:



Box 1: Group2 only.

Device1 is a Windows 11.

The Rank 2 matching rule is matching, and Device1 is added to Group2.

Box 2: Group1 only.

DeviceZ2 is using Android

The Rank 1 matching rule is matching, and Device2 is added to Group1.

Note: Microsoft Defender applies rules and policies based on a priority order, where a lower numerical value indicates a higher priority; policies are processed in order, and the first matching rule determines the outcome for a
recipient, stopping further processing for that item. Predefined preset security policies and custom policies are applied before a default policy, but preset policies must be enabled to take effect.

Reference:

https://learn.microsoft.com/en-us/defender-office-365/how-policies-and-protections-are-combined
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BEHOAVTLIRAARY FT—4I1Z1F_ Windows Server®E1T79 54 —/\—MN1008HY £9,
EEHRIL Microsoft Sentinel #{E A3 5Azure TR ) T2 3 & /LTI,

AT IRY—/IN—Hh 5 HRAE LOY EMicrosoft SentinellZ7 v 70— K ZRERHY ET,
ESTNIELVWTIN?RETHICIE, BERTEUGERBEEZEATLIEZEEN,

FEfE LIRS Y EAMEShFET,

Answer Area

On the servers, install the:

Azure Conpectediifathieiagent
Iiogfs@rgsagent

‘|Mi¢rosoft Dependency agent

Configure custom log setﬁn@éby usi ng the: | v
Data connectors page of Microsoft Sentinel

ICS workspace settings of Microsoft Sentinel
Logs blade of Microsaft Sentimel®._ |




Answer Area

On the servers. install the: v

Azure Connected Machine agent
Log Analytics agent
Microsoft Dependency agent

Configure custom log settings by using the: v

Data connectors page of Microsoft Sentinel
Log Analytics workspace settings of Microsoft Sentinel
Logs blade of Microsoft Sentinel

Explanation:
https://learn.microsoft.com/en-us/azure/sentinel/connect-custom-logs?tabs=DCG
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EERRIEZ WST & LVS ARID Microsoft Sentinel 7—9 AR—XAE#EL Azure Y TRV ) T 3 & EHL T,
WS1DA T MIX EFLBETNELZRSHEWT I3 VD) A MNEENTWS L ZHETILENHY T,
RRRIIUTOEHZH-ITHENHYET,

-ENTNDA DT FOBEICKR LT BAMORER IR FEERTELILE#HR LTS,
FEEEBEOFEZR/NRICINZ 5,

ES3TNELINVTTN?ERETDHICIE, EERCTHEUGERBEEZZBATCEZEN,

ECEFE LIRSV EAMESINET,

Answer Area
Document the actions by configuring: v
Comments
Tags
Tasks
Build the list of actions by selecting: v

Automated response
Incident settings
Set rule logic

EfiZ:



Answer Area

Document the actions by configuring: v
[Commernts
Tags
Tasks
Build the{ist'ef actions by selecting: v

Automated response
Incident settings
Set rule logic
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VM1 EWS RRIDIRE< S V& &EH Azure Defender Z{FERHT 5 Azure Y TRV 1) T a vy £9, Azure Defender TIZEFH TOED 3 Z 9N EMICHE>TWVET,
VM1 E® PowerShell DR ELFAICH T HREMNT 53— FEHIHTE2HRZ L 75— MIGIL—ILEERT 2RLELHY ET,
FIMEIARETLLIMN?

A. Azure Security Center ™5 7 —4 7 0—BEEZEBMLET,

B. VM1 T_Get-MPThreatCatalog A< > KL v FEE{TLZET,

C.VM1 T PowerShell 75— +rZ ) H—LZFT,

D. Azure Security Center i 5> 7 5 — k% Log Analytics 7—9 AR—X[CTHY RAKR— kL FET,
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For a rule to suppress an alert on a specific subscription, that alert type has to have been triggered at least once before the rule is created.
https://docs.microsoft.com/en-us/azure/defender-for-cloud/alerts-suppression-rules#create-a-suppression-rule
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Microsoft Sentinel 7—9 AR—ZXAMWHY £,
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Two methods for avoiding false positives:

Automation rules create exceptions without modifying analytics rules.

Scheduled analytics rules modifications permit more detailed and permanent exceptions.
https://learn.microsoft.com/en-us/azure/sentinel/false-positives
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FEAL O—RL—>avidk KEIZAHZEBELERY—EREM T . Za—3—4 AT YIS RS T4 REHEBZ TS,
BREFEDIRIE

TATOTATARERE
AUTULIRRY FT—4I(2Z1& corp.adatum.com & LYS5 & RID Active Directory KA A 3 —EX (ADDS) 74 LR bAHY Thld adatum.com & ULVSEHTID Azure AD TF 2 FERBILTWET , §RTOI—HF—F LU
IL—TEE A XY (% corp.adatum.com TEITENFET , corp.adatum.com K * A »[Z[E adatum.com & BT 5 Groupl EWVWSBRIDTIL—THEENRTULNET,

A4t RKRIR
Adatum® £ 1 —H—|[Z[d Microsoft 365 ESS 1 t > X & Azure Active Directory Premium P25 4 £V ANE|IY BTHATLET,
727 RIRE
957 RFIREIZIE, Microsoft 365 4T X4 1) 72 3 > adatum.com 7+ MMZY Vo a3tz Azure Y TRV ) T3y BEURDRIZTTUY—ANEENATLET,
Name Type Description
Sentinell | Microsoft Sentinel Includes a custom hunting query
workspace named HuntingQuery1

Server? Azure virtual machine Runs Windows Server 2022
oI REE
FAUTLIRRY FT—=YICIE, RORIZEKT VY —RADBEENTLET,

Description

Runs Windows Server 2019

Has Azure Arc-enabled and the Azure Momitor
agent installed |
Webappl Web service An on-premises, public-facimg HTTP/HTTPS web

service that generates JSON output in response to

GET HTTP requests
Infoblex] | Infoblox DINS ,g'-\ third-party DINS service appliance linked to
SETVICE Eﬁuﬁ:iﬁ;ll@ fﬁﬂﬁﬁ'ﬁ:data connector
24
AEESNTWVWESER

Adatum#t (I TOEEEEKET 5 FETT,
-LLTFTO KQL 4 ) #&3; rulequeryl & LN ZRIDY T1) #FE&E

AzureActivity aldalYals
where ResourceProviderialus == “NICROSOFT. CLOUDSHELLY
where ActivityStatusValue == “Start™
extend

Account_0_Name = tostring(split(Caller, °*@°, @)[@]),
Account_@ UPHSuffix = tostring(split(Caller, *@*, 1)[2])
project Account_0_Name, Account_0 UPHSuffix, CallerIpAddress, TimeGenerated




SIL—ILO T IZEDNTA VT FEERT B Microsoft Sentinel DX a2 — JLiFEHIL—ILEERRELET,

Microsoft Defender for Cloud D& 4

Adatum(Z  Microsoft Defender for CloudDE# & L TUTDHDEZEIFTULET,

GI—T1D * > 1\—[%_ Defender for Cloud 75 > &#EH#Z L BHEHETFOI=HORYBAEBEHATELI2RELHY T,

- FRTDAzurefR8 < < > TMicrosoft Defender for Servers 75 2% BT 2HENH Y T3,

-Server2[FI—C VU FLRARF Y UNLBNT IRELHY FET,

Microsoft Sentinel D& 4

Adatumld  Microsoft SentinellZB T AU TODEHFHFEL TULVET,

- Infoblox1 A5 NXDOMAIN [EZ&MNIREN S DNS 1) 7 T X FD# %R 9 Advanced Security Information Model (ASIM) ¥ 1) #EE LT,
-1 AD 11— —h'Azure Cloud Shell #EHEIREEI L= Z L ZIEE L Trulequeryl ICE 2 TERSIN=EHDO TS — R B—DA UV TUoRELTHESNDESIZLET,
- Microsoft Sentinel D AMA 222 ZNH LT Windows EXa)T4 ARV FEFEEL Serverl DX T4 ANV OV ZERITHLSICERLET,
-2 DEFX 1T 4 BRF—LHAzure Cloud Shell 22 L =154  rulequeryl [CX 2 TEBENF=A VT MAEBMIZCVO—XENBKS51ZLET,
- Webapp1 i T—4 ZHMICERIET 59 T &L Workbook1 & LVS ZRID H R4 L Microsoft Sentinel 7—49 Jw o 2RELET,
-HEESNEBRF|IET A bADY A A4 U EF&ET % Microsoft Sentinel =7 ') 7ILZ A4 LNRT) D HTIIL—ILEEELEFT,

- Azure FR—% )LD Microsoft Sentinel D/\N> T 4 2 R—TIZTF7 U £ X LzBRIZ, HuntingQuery! ABEIMICET SN L SIZLET,

- corp.adatum.comD1—HF—TF H o> MM T B/ RT— Kty FOBFEHHPEELYELZENGE ThERELET,
-ASIMIA—H—ZFRATHV T ICEET 24 —/N\—~y FZR/DRICINZ 5,

-Group 1D A UN—WT LA TV I EERELUVRETETHIILEEZHRLTLEELY,

ATREAZPR Y (ASIMIZHEARAFEN TS /NA—H—ZFRL T &L,

ESHRRAEH

AdatumlEZ U TODE R REHEHELE LT,

AIREZRRR Y | R/IMERRDIRANICHES C &,

AlREARR Y EERFEHR/IRICHINZ 5,

Group1® * >/ \—phMicrosoft Sentinel DEH#FHI- L TS LRI IVELHYFET,

TIL—TUIFTEDREIFE|Y B TEHIRETIMN?

A. Microsoft Sentinel Playbook Operator

B. Logic App D Ek#E

C. BEitA RL—4—

D. Microsoft Sentinel Automation E#AE

IFfig: (EfiZRTLET)

https://learn.microsoft.com/en-us/azure/sentinel/roles
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EfE:D(QAAV FEHEKT D)

Incidents can be assigned to a specific user or to a group. For each incident you can assign an owner, by setting the Owner field. All incidents start as unassigned. You can also add comments so that other analysts will be able to
understand what you investigated and what your concerns are around the incident.

https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases
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Microsoft Sentinel 7 —9 AR—X#HEFHBTY,

UTDERZEFE-TILA T VI EERT I2RENHY ET,
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- IVTATAERFURET - RRAMERIGT STV Va0,
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R EICIRA Y RAMESHET,
Answer Area

Playbook types: v
| Only a playbook that uses an alert trigger

Only a playbook that uses an entity trigger only

Only a playbook that uses an incident trigger

Only a playbook that uses an incident trigger and a playbook that uses an entity trigger only
Only a playbook that uses an incident trigger and a playbook that uses an alert trigger only

Parameters: v
| Alert only
+FullincidentProperties anly
FAlert\arld ]ncid'en_t anly
rt and FullincidéntProperties only
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Answer Area

Playbook types: v
Only a playbook that uses an alert trigger

Only a playbook that uses an entity trigger only
‘Only a playbook that uses an incident trigger.. QV | : ._ - |
Only a playbook that uses an incident trigger and a playbook that uses an entity trigger only
Only a playbook that uses an.incidenttrigger and a playbook that uses an alert trigger only

Parameters: v
Alert only

| - -

Fu[llnc-identl’rﬂperti.es only

Alert and Incident only e ©
Alert and FullincidentProperties only !. M l C rO S Oft
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Microsoft Sentinel 7—9 AR—X = HEHFEETY,

Microsoft Defendera 9 Z [k > TEREN=A4 VT2 FE—BMICHIEIT 5 & 512 Fusion Analytics/)L—ILZ R T 2RENAHYET , 2OV a1—2 a3 VIE UTOEHZE-ITHENHY TT,
ZEBEREOREEN~NDEEEZR/MRICINZ S,

FEEEBEOFHEZR/NRICINZ S,

LW—=ILIFEEDESIZRETNEEINTTN?EEZTZICIE AZRTEIDGA T a vEBIRL TS,

o EF LIRSV EAMEShET,

Ancwer Area W IVIICTOSOT?

Trigger:

When alert is createc_l 3
When incidentisiciented
When incident is updated

Actions:

Add task

Change status
Run playbook




&nswer Area

Ti i{jgﬁ:‘l i
When alertis.created

When incident is created
Wherrincident is updated

Actingyst o
Add task

Change status

Run playbook
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Azure Active Directory (Azure AD) 1—H—%JO vV §5=OICFERINIBRED Azure APy Y ZFTURHBYET B9y FTUVIEFEFTRIA—SNFET,
Azure Sentinel #T 7R/ LET,

BEOOY vy 7F1)% Azure Sentinel D LA 7w E LTEHERTAIRELAHYET , FTMEITARETLLSIH?
AFLWRTDa—LEntzoxT) )L—I,

B. Azure Sentinel IZTT7—4 a2 ZEBMLET,

C. Azure Sentinel TH R4 L Threat Intelligence A7 2 R LE T,

D.AYYY 7FUTHRIYA—FEBLET,

Eff:D(QAA U FEREKRT D)

You must modify existing Logic App and choose Azure Sentinel actions either the following ones:

- When a response to an Azure Sentinel Alert is triggered

- When Azure Sentinel incident creation rule was triggered
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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Workspace1 & LV & HI®D Log Analytics 7—2 AR—R &L Azure TRV Y T3 vz EHH5 T,
Azure7 9 T 4« ET 4« B % &Microsoft Entra IDO % #Workspacel|ZE5ixd A L S ITHER LET,
JRODBENWA—F =&k >TREFLEFEBFEIN-Azure ) YV —REBFET IRENHY FT,

KLV TUIEEDESITAATNIELVWTI N ?BZFT HICIE BERTEUGA T a v E2BRLTLIEZSN,
EEF LIRSV EAMESNET,
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Answer Area

AzureActivity
MicrosoftGraphActivitylogs
UserRiskEvents

| join AADRiskyUsers on $left.Userld == $right.Id

| extend resourcePath = replace_string( i » @(\)+',°/),'v1.8/%," "), "bet

(parse_path(SourceSystem))

. . ® (parse_url(RequestUri).Path)
M l g 9 5 th (parse_xml(ATContent))
| summarize Requestc.&cnunt ReéquestI [ r1d, kStateé, resourcePath, RequestMethod, ResponseStatusCode
L IVF
z m Microsoft

MicrosoftGraphActivityLogs |
[ UserRiskEvents

| join AADRiskyUsers on $left.Userld == $right.Id

| extend resourcePath = replace_string(replace_string(replace_regex(tostring

(parse_path(SourceSystem))
(parse_url(RequestUri) Path)

| (parse_xml(ATContent))

| summarize RequestCount=dcount(RequestId) by UserId, RiskState, resourcePath, RequestMethod, ResponseStatusCode
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FSwd7rRroy TR

HEt=IFAzure 7R ) T avEBEBTY,
UTDEHZH-T-OIZIE EREZETIHENHY FT,
Azure Defenderz a3t B L UVEDELE T,
-)Y—RIZEF 2V TICEATHEHEREEZERT S,
fRRRIE, RIMERDFRRCE DO ITNIEE SN,
FEHITH LT, £ED Azure Security Center A—)LEERITRETLEIN?RZFTHICE BULO—ILEZZATHIEHICFS I LTLEZEN, &0—)LE 1 B B#HE, FEF><KFALGWVGEEAHYEST a>0TY
VERRTDIZIE RAVEDREIN—EFS9TF 50 R O—LTEI2BENHLIBENHY FT,
o EF LIRSV EAMEShET,

Roles Answer Area

Security Admin
Enable and disable Azure Defender: Role

' Resource Group Owner

SR ey Oy Apply security recomimendations to a resource:! Role
scription"Contributor™

Subscription Owner



Roles Answer Area

Enable and disable Azure Defender: | Security Admin

Apply Security recommendations to a resource: Resource Group Owner
Subscription Contributor

Subscription Owner

Explanation:

Box 1: Security Admin

Box 2: Resource Group Owner

This has lower privilege than subscription contributor and can still apply security recommendations.
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-permissions
https://docs.microsoft.com/en-us/azure/defender-for-cloud/permissions
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FCOMERX RLOFVAERRTH5—EOMED—HHTYT, SOV —XDOBMEICIE R RSN-BEZFH -TAREOH I IMBOMBENEENTVET BELY MI& - TIE EHOEELHDBEEL HNIL, EELE
WMEELHYFET,

ZDEIaAaVOEBEMICEET 5L ENLCROTHEZT A EIETEELHA . TOLH CNLDERFETEEICERTRTINELA,

HE kI Microsoft Defender XDR #{#Hd % Azure Y T RH Y T a3 & CHHSNATWET,

Microsoft Defender R—Z LN LEBREZEITL FER%Z Filel.ecsv EWVWSRARD I 7AILELTIIRR—FLET, ZDT7AILIZIE 10,000 FTOT—EABNEENET,

Microsoft Excel & {£ i L T File1.csvh bAuditDatall #fE#T9 57=HI1C, T— A DOMB L EREEEZETLET, LHAL, ChSDRETIE BFENISONTANRT 1 [THIET BIIBNERSINFEHA,

EERERERICEWVNT ExcelMFEDNISONTANT A IZHIET DI EERT AL ST EILENHYET,

fEIRR Excelh SFile1.csvDBEEFEDHNIZT 4 LA —%EA L TISONT O/FT 1 DEZER S L, £ Di%Get 8t Transform Datai®{k #3247 L TAuditDatadll # T L £ 9,

CNFE#FZFBH-LTOEITMN?
A [T
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No, this solution will not ensure that Excel generates columns for specific JSON properties in the AuditData column. Applying filters in Excel will only help reduce data quantity but won't address the issue of correctly parsing the
JSON data in the AuditData column into separate columns for each JSON property.

A%HI7SC-200J B (XJPNTest.comigfit T h SC-200J5RERIC ST 5 2 & IZRICII B ET ! JPNTest.comlE S HZ#HTSC-200J:KERFARESE #1214 L £ 9, JPNTest.com SC-200JiRERRIRBEITE S EH I hFE L, 2
TSC-200JBENT A PI VS UEFIZTANE T, BFMDO 7 2 £ X _ https://www.jpntest.com/shiken/SC-200J-mondaishu 508, 3 0%7r « A ho > kb #54E51a— F: JPNshiken|
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Microsoft Sentinel 7 —4 X RXR—X[Z_Workbook1 E WS BRIDH R B LT—Y T IMREENTWVET,

SecurityEvent T—JI)LICEDWTCTE a7 EERT ABELAHY ET V) a—L a3 VIEUTOESREHE-IDLENHYET,
-BEEBICRYAEN X2 TAA RV FOHERELET,

-ARVMOREBHREBZLICHRINI ST TERRT S,

D=0 Ty NFAEEMTRETTHN?

A. Bff

B. {51%

C.7NL—7

D. U O FERIFE T

IEfE: (EfEERTLET)

A query allows you to retrieve specific data from the SecurityEvent table.

You can write a query that filters events based on the past week's timestamp and aggregates the count of events by day.
The timechart visualization will display this aggregated data over time, showing the event count trends.
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FOs5IDIEe acuons ACTIONS In oraer

On the Create custom query page,
make your edits then click the Create
button.

On the Hunting page of Azure

Sentinel, select New query. [:J .

m Microsoft
Choose Clone query by clicking the @
ellipsis icon at the end of the row.

®©

On the Hunting page of Azure
Sentinel, find the query you wish to
clone.

Select the ellipsis in the line of the
query you want to modify, and
select Edit query.

1EfiE:
Possible actions Actions in order

On the Hunting page of Azure
Sentinel, find the query you wish to
clone.

On the Hunting page of Azure Choose Clone query by clicking the
Sentinel, select New guery. ellipsis icon at the end of the row.

On the Create custom query page,
make your edits then click the Create
button.

Select the ellipsis in the line of the
query you want to modify, and

select Edit query.

m Microsoft



Explanation:

You should perform the following tasks in order:

On the Hunting page of Azure Sentinel, find the query you wish to clone.

Choose Clone query by clicking the ellipsis icon at the end of the row.

On the Create custom query page, make your edits then click the Create button.

First, you should find the query you wish to clone. You will do this by navigating to the Hunting page within Azure Sentinel and then looking through the list of queries. This will allow you to ensure the right initial query is cloned in the
next step.

Next, you should choose the Clone query option. This is accessible via the ellipsis at the end of the row for the query you found in step one. This will make a copy of the query you identified in the first step and will take you to the
page where you can make changes to that copy.

Finally, you should make your edits then click the Create button. These edits will be made on the Create custom query page, which is the page you are taken to after selecting Clone query in step two. This will allow you to tweak the
copy to your needs. When you click Create, the initial query you copied will still exist in its original state, and a new query with the changes you make in this step will be generated/saved.

This process would allow you, for example, to alter the IP or hostname in the query to match your other domain controllers (DCs) but keep the rest of the query the same. As mentioned above, it also leaves the original query
untouched/as-is. This is a fast, efficient way to make several queries that are related but require minor tweaks to meet the desired outcome. Starting each query from scratch would take much longer and would be more likely to
result in human error in the query syntax.

You should not select New query on the Hunting page of Azure Sentinel. While this option could ultimately be chosen to generate the queries for your other DCs, as mentioned above, you would be starting from scratch. If you only
need to change a few minor things in your query, going to New query is a waste of time as the clone option gives you a better starting point.

You should not select the ellipsis in the line of the query you want to modify, and select Edit query. This would allow you to edit an existing query, but it would not create a copy of it. Any edits made here would alter the original
query. With the Clone query option, you leave the original unaltered, while efficiently creating new queries based on it.
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The take operator allows you to limit the number of rows returned by a query. By including the take operator in the grid query and specifying a maximum of 100 rows, you can ensure that the grid in Workbook1 contains a maximum
of 100 rows.

https://learn.microsoft.com/en-us/azure/data-explorer/kusto/query/takeoperator
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Litwarel& , litware.com®Azure ADTF > MZ1 > St f=Microsoft 365 ESH TR U 1) T 3 o H#RE L TULWET, Windows 105 EfTL TS TRTHD I Y E 2 —4 —I[ZMicrosoft Defender for Endpointh BRI S TULVE
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Type 5
Log Analylics Contains logs.arnd metrncs collected from all Azure
wnrkgpnmv F-SOUnceS wind O -PREMISE S Servars
Virual machine Samvel thal mins Windows Server 2019

Wirlual machime Serer that uns Ubuniu 1804 LTS
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TrTLIREE
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Name Operating system Office Description

Dt | JeovsSereT | Boston | oot et e g

CLIENT1 | Windows 10 Boston Domain-jined client computer
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Microsoft Defender for Endpoint D &4

Windows 10 3 > E 2 —%4 — Tl Microsoft Defender for Endpoint Z{$FH L T _ Cloud App Security IC& 2 TEREINTWVEWITRTOT7 TV 2T 09I T 2RERHY FT,
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* Azure Sentinel & Cloud App Security #8395,
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Azure Sentinel DEHZEmT-F(ZIE ATIL—ILEFERT IDENHYET,

ES35TNIELNWTIN?RETSHICIE, BERTEUGERBREEZEZATLIEZEN,

ECEF LIRS ROAMESHET,

Answer Area

Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled '

Configure the playbook to include: v
Diagnostics settings
service principal

= MicrosoftAager

Answer Area

Create the rule of type:

F._’;Emn
Microsoft incident creation
Scheduled

Configure the playbook to-include: | v
Diagnostics settings
\ service principal

M1

Explanation:

Fusion rules are pre-built and cannot be custom.

None of the playbook options can be used except trigger so it must be trigger.
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom#set-automated-responses-and-create-the-rule
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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C.EtFalTatrvi—NmoDJ—070—BELEERLET,

D. workspacel T7—2 Ty #ERLET,
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Data collection

Store additional raw data - Windows security events

To help audit, investigate, and analyze threats, you can collect raw events, logs, and additional security data and save it to your Log Analytics workspace.
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
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Azure Defender R L TWLET,

MREREST Azure A NL—C 7HOU R EBELTY,

HMIDRBLEIP 7 RLANLGA ML= AU M7 X LIGEE PowerShell R ) T #RT7T20EAHY FT,
ED2DODT702arERTTEILENHY FITHI?ENTNOERIE BRERO—EBZERLTWETS,

FEELCERT BEUICT1HRS Y bOMESHY FT,

A. Azure Security Center iAo, 7—9 7JA—DBEMEEZEXICLET,

B.FHrJHA—ZEDAzure Oy Y 7T ZERLET

C. Azure Security Center 75—k U A—ZFHEDAzure OOV Y 7T R LET,

D.HTTP FH—%EDAzure O vy 7T EERLET,

E. Azure Active Directory (Azure AD) W5 7 T DEGFRFEMLET,

IEf#: (EfizRnLET)

You want a security trigger for the login and you use this trigger to start the automation workflow with the powershellscript.
https://docs.microsoft.com/en-us/azure/storage/common/azure-defender-storage- configure?tabs=azure-security-center
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
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Actions Answer Area

Rename the executable file as AleriTest.exe.

_CE'; anaeuﬁgbl;ile an a_vinuamacm aﬁ
rename the file as ASC_AlertTest_662jfi039N exe.

Change the alert severity threshold for emails
to Medium.

Run the executable file and specify ]

the appropriate arguments. |

Change the alert severity threshold for : M ICYOS O'H: |

emails to Low.

Enable Microsoft Defender for Cloud's enhanced
security features for the subscription.

1E fZ:
Actions Answer Area
Rename the executable file as AlertTest. exe. Enable Microsoft Defender for Cloud’s enhanced
security features for the subscription.

Copy an executable file on.a virtual machine and
rename the file as ﬁﬁ{}_hbrﬂ est_662ji039N.exe.

Run the executable file and specify
the appropriate arguments.

| rren m PE‘ mﬁﬁi for emails

Q9
OO

Change the alert severity threshold for
emails to Low.
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IEfZ: (EfEZRTLET)

To undo a user containment or release a contained device triggered by attack disruption, user2 must be assigned the Security Administrator role. This role provides the necessary least privilege to manage and approve remediation
actions in the Microsoft Defender portal without elevating to a global administrator.

Reference:

https://learn.microsoft.com/en-us/defender-xdr/automatic-attack-disruption
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BEFEDIRE
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4 RKR
Adatum®D £ 1 —H—I[Z[& Microsoft 365 ESS 1 +2 > X & Azure Active Directory Premium P25 4 £V AAENY B TohTULVET,
057 RIRE
9 5 FIREEIZIE, Microsoft 365 7 X4 1) 74 3 > adatum.com TF+ > b2 oo EntzAzure Y TRV T3y BEURDRICTT I YV—ANEENTVET,
Name Type Description
Sentinell | Microsoft Sentinel Includes a custom hunting query
workspace named HuntingQueryl

Server? Azure virtual machine Funs Windows Server 2022
T RRE
FUTLIRRY FT—=VIZIE RORIZRT VY —ABNEFERTUVET,

Name Description
Serverl Runs Windows Server 2019
Has Azure Arc-enabled and the Azure Momitor
agent installed
Webappl Web service An on-premses, public-facing HTTP/HTTPS web

service that generates JSON output in response to
GET HTTP requests
Infoblox] Infoblox DS A thurd-party DINS service appliance hinked to

| service Serririel ! Gy beiog aldata connector
=2
HEEN TN LR

Adatum#tIFLULTDEEZERT 5FETY,
-UTFOKQL 2 T & rulequeryl EWVWSERINDIITYERELFET,
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Azurehctivity
| where ResourceProviderialus == “NICROSOFT.CLOUDSHELL"

| where ActivitystatusValue == “Start"
| extend

Account_0_Name = tostring(split(Caller, *'@°, @)[@]),
Account_@_UPHNSuffix = tostring(split(cCaller, ‘@°, 1)[0])
| preject Account_0_Name, Account_0 UPHSuffix, CallerIpAddress, TimeGenerated

-IL—ILO T YZEDNTA VT FEERT BMicrosoft Sentinel D X7 ¥ 2 — )LFEHIL—ILERELET,

Microsoft Defender for Cloud M Z

AdatumlZ | Microsoft Defender for CloudDE# & L TUTDEDEHIFTWWET,

FIL—TFT1M » 2 /3—I% _Defender for Cloud 75 > 2B L IREEFO-OOMYEAZEETEIRENHY ET,

- TR TDAzuref 38 < < > TMicrosoft Defender for Servers 75 V2% BT Z2BENHY ET,

-Server2[FT—C U FLARARX Y UGN T ARENHY FT,

Microsoft Sentinel D &4

Adatumld Microsoft SentinellZB3 2 LU TOEHZHEL TLET,

- Infoblox1 A5 NXDOMAIN [EZ&EHAREN S DNS 1) U TR FD#%iRY Advanced Security Information Model (ASIM) 2 T 1) #R&E L9,

-1 AD1—H—hH Azure Cloud Shell Z#EHEIEEH L= Z £ IZIHEE L Trulequeryl [T E 2 TERSIN=-EHDT7S— MR E—DA VT MELTHESNDESICLET,
- Microsoft Sentinel M AMA O3 2%/ LT Windows ¥ T4 ARV FEEEL Serverl OtEFa) T4 ARV OTEERTDHIEISICTERLET,
-2t x ) F 4 BEREF—LHAzure Cloud ShellZ#2E) L =15 & rulequerylIZ & 2 TEBSN=-4 VT2 FABEMIZV O—XENbDESIZLET,

- Webapp1 W5 T—2 HMIZEBT S50 T 1) &L Workbook1 & LVS BRID H X4 L Microsoft Sentinel 7—9 JwH #FEELFET,
FEESNEBAXMIGTHI Y bADY A A4 U EEHET S Microsoft Sentinel D=7 ) 7ILZ A4 L(NRT) S HTIL—ILERELE T,

- Azure R— % JLD Microsoft Sentinel D/\> T 4 V45 R—T(ZF7 9 £ X L1=FEIZ HuntingQuery! ABEIMICETINDKSICLET,

- corp.adatum.comD1—HF—F ho 2 MIFTHIRRT—F 2y FOBBLIEELIVEZVNVEES TAERELET,

-ASIMNN—H—%FERAT AV T ICEET 4 —/N—~y FER/DRICINZ 5,

-Group1DA UN—T LA TV BB L VIRETETDI L FHEREL T ZE,

ATEEZER Y  ASIMICHRARAEN TS /S—H—ZFFHAL T Z &L,

ESRREH

AdatumlZ U TODESHRRAEBEHEHELFELT-,

AlREZRRR Y R/AMERRDIRAIICHKS Z &,

AIRE/RPR Y EEEF ZR/IRICHNZ 5,

Ry ARy FMZEATHERM

BESNE-BREBT7HV Y FZEEHRT BHI121E, Microsoft Sentinel NRTIL—ILEEET H2HELHYET, V) 2—2 3 VIE Microsoft Sentinel DEHZHET-L TLWSRLELAHY T,
BRICIKEDESIZAZTNIEEINTTN?EEZTZICIE BAZERTEIDGA T a vEBIRLTLLESL,

FCEfE LIRS EAMEShFET,



Answer Area

SigninLogs

| W kind=inner | .4 1) .y’ l'breakglass_account')
join . GetWatchlist
lookup external table
union materialized view

on Sleft.UserPrincipalName == Sright.SearchKey

Answer Area

SigninLogs

1 W kind=inner v ['breakglass_account')

join _ GetWatchlist
lookup external_table
union materialized_view

on Sleft.UserPrincipalName == Sright.SearchKey
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Microsoft Sentinel T7—% L A & |Z#&#% & L i=Workspace1 & L\ 5 & HiDMicrosoft Sentinel 7—49 AR—ZX M H Y £9, Workspacelld, T—2 LA IV BICI1I2EHDEBERT—42 R ELTWVET,
BHOT—ILEHEL T—RALAIVRDT—RICEET IV ERTEIBELNTA VTV T EERTTEHFETT,

FEFORT D2 —JLIZEDVWT DEICHRLTI IV EZRTTELI I LEZRRTIDENHYFET , V) a—2aVE VITUNERBTETTELIILEZRIALABTNIEGY FHA,
fAIZFEIRETLELEIMN?

A EHIL—)L

B. ?TBOHEBET HRT D a—ILFEADHTIL—IL
C. RARE

D.KQLY 37

IEf#: (EfEERTLET)

To meet your exact investigative requirements, you should use KQL jobs in the Microsoft Sentinel data lake.

Direct Data Lake Access: KQL jobs run natively against the long-term data lake tier to process massive historical datasets spanning up to 12 years.

Advanced Multi-Table Joins: Unlike standard Search jobs (which typically prioritize single-table lookups or strict hydration scenarios), KQL jobs allow you to execute complex Kusto Query Language (KQL) scripts involving multi-table
joins and data aggregations.

Asynchronous Execution: Jobs naturally decouple compute from your real-time session. They run entirely in the background, preventing timeout limits commonly found in interactive queries.

On-Demand & Scheduled Support: You can execute a KQL job explicitly on-demand when conducting a live investigation, or configure it on a recurring schedule to promote findings continuously into a target table.

Reference:

https://learn.microsoft.com/en-us/azure/sentinel/datalake/kql-jobs
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Ry FRRy FMZEATHERM

HEHIL  Microsoft Defender % {# A3~ %5 Microsoft 365 E54J X4 1) i 3 > & Azure Sentinel#{# A3 5Azure TRV 1) T 3 & EHEL T,
BHMDEEDHDA—IIEEENLEEINIZA—IITEFNEI T 7AILEEDOTRTOTNARERETILELNHY ET, UV TJIESHA256/\y L 2 D—HIZEDWVTETEINET,
BRICIEEDESIZAZETNIEEINWTIHN?EETHIZIE, AERTEULAA T a vEBIRLTLESL,

FEfE LIRS Y EAMEShFET,

Answer Area Micracaft

EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSender@example.com”

where isnotempty | v
(Deviceld) |
(RecipientEmailAddress)
(SenderFromAddress)

(SHA256)
| Join (

DeviceFileEvents
| project FileName, SHAZS56

) on ‘ 5
(Deviceld) =~ |
(RecipientEmailAddress)
(SenderFromAddress)

(SHA256)

| project Timestamp, FileName, SHA256, DeviceName, Deviceld,
NetworkMessageId, SenderFromAddress, RecipientEmailAddress

1E fiz:




Answer Area

EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSender@example.com”

where isnotempty w
(Deviceld) o
(RecipientEmailAddress) _
(SenderFromAddress)..,
(SHA256)

| Jo0an |

DeviceFileEvents
| project FileName, SHA256

) on v
(Deviceld) =
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256)

| project Timestamp, FileName, SHA256, DeviceName, Dewviceld,
NetworkMessageId, SenderFromAddress, RecipientEmailAddress
Explanation:

https://learn.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?view=0365-worldwide#check-if-files-from-a-known-malicious-sender-are-on-your- devices
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Active Directory & @ ID #& D 1= Microsoft Defender L TLVE T,

Microsoft Defender for ID R—Z )L ic MBENBERATEDXSICWWDOIDTHO Y FEBRTHIHELHY 7,

RRR ETHAIVNERETH I RELTEMLET,

CNIFEEZERL TLETH?

A. [T

B. LMMYR

R (ERERTLET)

https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken-accounts

Eﬁ:ﬁ: 179
FCOBERMIE BALIF VA E R —EOERO—ETT, SOV —ADBEMICIE BESN-BEZERTETLIAEEOH LI HMEOBRRNEENTUVET, —BBOEME Y MITBEBDELWMERENEENDIZELHY


https://www.jpnshiken.com/q/68957-6458932/
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CDEIVLaVOEBEMICEZET 5L TOERICRDZEIETEEFEA . ZTDEH, CNODERMIELE2a—ERAICIERTINELA,

Azure Sentinel ## L TWVET,

EBEEOHDIPT7 FLAD LD Azure RET L UADY A A U BRE SNT-5HEIL, Azure Sentinel TA VT2 FEERT HARENHY FT,
RRER. T—432 ARV AAORTDa—)LEnt=0 ) L—ILEERLET,

CNIZEEEZEBRLTOETH?

A. [EL

B. LMVZ

Ef: (ERERRLET)

You can create scheduled rules from Data connector pages (Next steps tab). But the bottom line is whoever wrote this question should be fired on the spot.
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Azure Sentinel TEBZRHET H-HDHDR 2 LSTIL—ILEERLET,
V=L KBRS 5 T MY E LT,

KBDEZ NS 2 DORAIATT M ENENDEMREE BREO—BERLTVET,
FELSERTB-UIC1 RS Y FOMEELAHY £,

A JL—IL V) QETICHEEOAIDY TETERA LT MIBEY FT,

B. dZDT—9 AR—ZAHEIBrESNFE LT,

CIL—=ILIITUDT—3 V—A~DIERMPEEINFELT:,

D. ¥—#% Y —X & Log Analytics DRIZIEHEDRIENH Y £9,

IEfE: (EfEZRRLET)

Incorrect Answers:

B: This would cause it to fail every time, not just intermittently.

C: This would cause it to fail every time, not just intermittently.

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom#troubleshooting
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Azure Sentinel TERZRET D-ODHRZLBHTIL—ILEBHY F£7,
DHIL—ILDOERTNMELELEZZENOMY FT,IL—ILIFEHICHE>TEY , JL—ILAIZIE AUTODISABLED £ WS TL T4 v AMFLTLET,
MEDEZ N BERIXFTI H?

A. T—4& Y —R & Log Analytics DR ICHEHEDORBIBEAH Y T,

B. 75— FDO#AA 2 55 LIAIZ 10,000 ZB R F LT=,

C.)L—IL VT DETICHBIDIDY T ETEALT Y MIBYFET,
D.IL—ILVT)DT—8 V=AM 1 2T HHERAEESNFEL:,
IEfE: (EfEERTLET)

Permanent failure - rule auto-disable due to the following reasons

The target workspace (on which the rule query operated) has been deleted.

The target table (on which the rule query operated) has been deleted.
Microsoft Sentinel had been removed from the target workspace.


https://www.jpnshiken.com/q/68957-6458933/
https://www.jpnshiken.com/q/68957-6458934/
https://www.jpnshiken.com/q/68957-6458935/

A function used by the rule query is no longer valid; it has been either modified or removed.

Permissions to one of the data sources of the rule query were changed.

One of the data sources of the rule query was deleted or disconnected.
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom#issue-a-scheduled-rule-failed-to-execute-or-appears-with-auto-disabled-added-to-the-name
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Y—FEN—T A EDIMILAREKY 7 A VX b—JLE 1 Microsoft Defenderm 4 JLAXERY 7 ANy L TE— FTEHE L TLVSWindowsT /31 AH1,0006H Y £9,
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fRIREK - BEIEAEXAIR)ZAMICLET,

CNIFEEZERL TS EERLSTLEIMN?

A. [FLy

B. LM R

Eff:B(OAVRERKT D)

Enabling automated investigation and response (AIR) alone does not meet the goal. While AIR can investigate and respond to threats, it requires that Microsoft Defender Antivirus is active or that other components of Microsoft
Defender for Endpoint, such as endpoint detection and response (EDR), are operational.

Since Microsoft Defender Antivirus is in passive mode, it cannot actively scan and detect malicious artifacts that were missed by the third-party antivirus. To achieve the goal, you need to enable EDR in block mode in addition to
AIR. EDR in block mode works even when Microsoft Defender Antivirus is in passive mode, allowing Microsoft Defender for Endpoint to detect and remediate threats that the third-party antivirus missed.

Thus, simply enabling AIR is not sufficient to protect the devices in this scenario.
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Answer Area

Advanced feature: v

Device discovery
Enable EDR in block mode
Live Response for Servers

For the device group: v

A device tag
A device value
| AHerAutomation level

1EfiZ:

Answer Area

Advanced feature: v

Device discovery
Enable EDR in block mode
Live Response for Servers

Ny

For the device group: v

A device tag
A device value
The Automation level
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File will exclude only this specific file, whereas extension would exclude all files with the extensions, and folder would exclude all files in a folder. Registry exclusion doesn't happen.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-extension-file-exclusions-microsoft-defender-antivirus ?view=0365-worldwide
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| ActivityType == "FailedLogOn"

|f=t=L.___ ==True

AzurefR BB S VDB BHEH=T V) 12— a v ERETILENHY FT,

HBRKICEMAZEHEIRETLLIN?

A xR R UEALUIT 7Y ER

B. 7/‘(‘—)1/-?‘_4 Iz VHE—
B: AzUre Aralicgfion Gateway
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Defender for Cloud helps you limit exposure to brute force attacks.
https://docs.microsoft.com/en-us/azure/security-center/azure-defender
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https://learn.microsoft.com/en-us/microsoft-365/security/defender/m365d-autoir-actions ?view=0365-worldwide#undo-completed-actions
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Creating an analytics rule in Microsoft Sentinel is the best way to ensure that the system automatically detects the threat with minimal administrative effort. Analytics rules allow you to create custom detections based on specific
events or patterns that you want to monitor.
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HARAAO—IILEFALT X2 T 7FVRMIARR L Azure Sentinel TV I DY T ZRET HEEETZRBITIVENHYFET, V) a—2a TR RMFHEQRAZFERT ILELNHY FET,
THIVRMIEEDEEZZNY B TEIRETTH?

A. Azure Sentinel D B k&
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Azure Sentinel Contributor can create and edit workbooks, analytics rules, and other Azure Sentinel resources.
Reference:


https://www.jpnshiken.com/q/68957-6458939/
https://www.jpnshiken.com/q/68957-6458940/
https://www.jpnshiken.com/q/68957-6458941/
https://www.jpnshiken.com/q/68957-6458942/

https://docs.microsoft.com/en-us/azure/sentinel/roles
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VM1t TPowerShell DA ELFERICET SRR T7 7 — b Z2MGIT H2HRFZ LT 57— MIGIIL—ILEERT E2BELNHY FT,
FIRAAEITRETLLOIN?
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C.VM1 LT PowerShell 75— & FJH—LZFET,
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You must trigger the alert before deploying a suppression rule.
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Microsoft Sentinel uses Fusion, a correlation engine based on scalable machine learning algorithms, to automatically detect multistage attacks.
https://learn.microsoft.com/en-us/azure/sentinel/fusion
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Answer Area

Azure AD role: _ -

Global administrator

Identity Governance Administrator..

Security administrator A
Security operator

Azure role: X\* -

M iC i"@'ﬂl@ﬁfﬁ Séhtiﬁei Automation Contributor

- Micgosoft Sentinel Contributor
- Secunity Admin
' Security Assessment Contributor

3
Answer Area
Azure AD role: v
(=i - ministrator
[ M ICr C?d% ﬁfgc}vernance Administrator
 Security administrator

Security op;%ﬁ K@ﬂ ;QQ
Azure role: “ =
b

soft Sentinel Automation Contributor
' Microsoft Sentinel Contributor
Securnty Admin
~ Security Assessment Contributor
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sws1 & LYS & RID Microsoft Sentinel 7—49 AR—ZAAHY EFT,
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Answer Area

-

AuditlLogs '
AzureActivity |
BehaviorAnalytics |
SecurityEvent |

| where ActionType == “Add user"
| where ActivityInsights has "True"

| join(

v

' Auditlogs |
AzureActivity |
i

|

Behav1urAnalyt1cs
SecurityEvent

) on $left.SourceRecordld == ﬁgiéﬁﬁ;;IiemId
| mv-expand TargetResqgrgﬁ&fH;}
| extend DisplayName = %ﬁ@f&ing(U5er51nsights.Accuuntﬂisplayﬂame},

| sort by TimeGenerated desc

| project TlmeGenerate..!MICi‘Pﬁng;ﬁff UsersInsights, ActivityType, ActionType,

["TargetUser"]=Target, 1ty1n51g
IF fi%:



Answer Area

|AuditLuqs
AzureActivity
BehaviorAnalytics
' SecurityEvent

| where ActionType == "Add user” & =
~. L
| where ActivityInsights has "True"” g M IC rOSOf

| join(

Auditlogs

AzureActivity

 BehaviorAnalytics

SecurityEvent
on $left.SourceRecordld == &ripht. Itemld
mv-expand TargetResoupces

extend DisplayName ="tostring(Usersinsights.AccountDisplayName),

sort by TimeGenerated desc

| project TimeGenerated, UserName, UserPrincipalName, UsersInsights, ActivityType, ActionType,

["TargetUser"]=Target, ActivityInsights
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Name Size
Filel.docx | 4 MB
File2.pdf | 2MB
File3.txt 128 KB
EI7ANICF BEHOAVTSAT7UVRRY—DAE—NEENTVET,

Security CopilotDEEMN AL TSA T URKRY O—[CTETVWTWS I LEHRTIVENHY FT,
Security CopilotIZ7 v 7A—RFTES3 77/ LI ENRTITM?

A. 7 74 JL1.docxdD#H+

B. 771 JL3.xtDH

C. 7714 )L1.docx& 7 7 1 IL3txtDH




D. 274 )L2.pdf& T 7 A4 L3.txtDH

E. File1.docx, File2.pdf, & & UFile3.txt

EfE: (EfEZRRLET)

File1.docx is too large.

Each uploaded file must not exceed 3 MB.

Reference:
https://learn.microsoft.com/sv-se/copilot/security/upload-file
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- BEATTIE NS RICRT T IEED24ER D« Vo FIICH LTHY T EETTEI2RELNHYFET,

2 3 TEATHIZ,

-BROETIZEWT, ZEFLZHLETINELH D,

ENTIELEZEZLENICEDIVELHY FT,

KALZ TV IFEED &S ICANTRIESIWTTN?RETHICIE EERETEUGA TS a oEaBRLTLEZE,

ECEEEICTIRA Y AMESINET,
Answer Area

let lookback = 1d:
let delay = 15m;

let endTime = v

now() + delay;

now() — delay;

now() — lookback;

let startTime = endlimie —fookback: v

| dgoflookback);

e

iendTi me + lookback;

EendTi me — lookback:

SigninLogs
| where TimeGenerated between (startTime .. endTime)
| summarize SigninCount=count() by UserPrincipalName

| project UserPrincipalName, SigninCount
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Answer Area

let leookback = 1d;
lat delay = 15m;

let endTime =

now() + delay,
now() — delay;

now() — lookback;

let startTime = endTime ~lookback:

ago(lookback);
endTime + lookback;
endTime — lookback;

SignInLogs
| where TimeGenerated between (startTime .. endTime)
| summarize SigninCount=count{) by UserPrincipalMame

| project UserPrincipalName, SigninCount
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Rule1& WS ARIDARZ LBEHIL—ILEHY TNAZALTSO2ULD DA IILARERY 7 FOARESINIIGEEICTSI—bE2ERLET  Rule1DILy 73y J i 12856 T,
SRR Z48MEICEET AMENHY FT,

IW—IZDVWTIF MEEEIRETLLEOIN?

A. #i[H

B.KQLY T ') DEKEREF

C. BiKk%#

D. KQLY T ') Owhere;&E&EF
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Microsoft Defender XDR, Create and manage custom detections rules

Rule frequency

When you save a new rule, it runs and checks for matches from the past 30 days of data. The rule then runs again at fixed intervals, applying a lookback period based on the frequency you choose:
Every 24 hours - Runs every 24 hours, checking data from the past 30 days.

Every 12 hours - Runs every 12 hours, checking data from the past 48 hours.

Every 3 hours - Runs every 3 hours, checking data from the past 12 hours.

Every hour - Runs hourly, checking data from the past 4 hours.

Continuous (NRT) - Runs continuously, checking data from events as they're collected and processed in near real-time (NRT), see Continuous (NRT) frequency.

Reference:

https://learn.microsoft.com/en-us/defender-xdr/custom-detection-rules


https://www.jpnshiken.com/q/68957-6458949/
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Microsoft 365 Defender7—%4 a1 U 2 #{# A9 % Microsoft Sentinel 7—J AR—X#HEHEETY,

Microsoft Sentinel 5 _ Microsoft 365 WA LT FERABELET,

Microsoft Defender for Cloud Apps IZ& 2 TEB N7 S5 —rE2EDEEIIC A VITUONEREHTILELNHY T,
fAIZESIRNETLLIN?

A. Microsoft Sentinel DA A LS54 > h—FKDI VT4 T4 A4 KRR

B. Microsoft Sentinel DA VT2 hR—=CDEAA LS4 2T

C. Microsoft Sentinel DA T2 fR—VIZHBIFET 57

D. Microsoft 365 Defender R—Z LD T T — b R—

EfR: (EffZzRTLET)

Open the Microsoft 365 Defender portal and select Alerts.

Find the alert that you want to add to the incident and select it.

In the alert details page, select Add to existing incident.

In the Add alert to incident pane, select the incident that you want to update and then select Add.

This will add the alert to the incident in both Microsoft 365 Defender and Microsoft Sentinel portals. Any changes you make to the incident in Microsoft 365 Defender will be synchronized to the same incident in Microsoft Sentinel

A3E75SC-200JEREE (XJPNTest.comigft S  SC-200J5HER(CEH T 5 Z & IZRICIL B FET ! JPNTest.comlE S x=FTSC-200J5EREIREE 12t L £9°, JPNTest.com SC-200JiAEBREEER XL Y BEFHFNFEL-, 22
TSC-200JIBBEN TR IV UEFIZANET , RITMRD 7 Y £ X _ https://www.jpntest.com/shiken/SC-200J-mondaishu 508fi, 3 0%7 4+ A A~ > + 4514 E 53— K: JPNshiken;
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ENENFET53—FOHRT EEEZZTDIVTATAERETIRENHYET,

Microsoft 3653 > 754 7 VAV 2 —DDLP7 53— FEEBA Y a2 R—FTIE, EDKSLBEBZHEBEITARETLLOIN?

AT773—rDARVEET

B. 75— +D BERFHREAT 2T

C.&EnY

D. 75— bR T
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In order to identify the impacted entities in an aggregated alert, you should review the "Events" tab of the DLP alert management dashboard in the Microsoft 365 compliance center. This tab will display a list of all the events that
triggered the alert, including the specific entities (e.g. files, emails, etc.) that were affected. You can further investigate each event to identify the specific user, device and action that caused the alert to be triggered.
https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-configure-view-alerts- policies?view=0365-worldwide
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Name YITCTOSOTL Tactil) " P EPHONTVAHEEEAEL TCVES  KBER, RORISRIEFERTLET,

| Tactic1 | Conditional Access-policy reconnaissance

| lTactic?2 Mailbox recommnaistance

| Tactic3 | Invites guest=tisers to the tenant
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MicrosoftGraphActivityLogsT— L EEAL T ED K S Bz TEEIHN?
A. Bt B2 B3

B. B T2 & By ffT 3D &

C. Eiffr2m #

D. B fiT1 & B ffr2D &

EfR:A(QAY RERET D)
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aA—4H— Userlj& WS1]& LS &FTDMicrosoft Sentinel 7—49 AR—X EELAzure b TR ) T a v EBELBTY,

WSIIZEEEX 1Y) T4 BRETIVASIMESE/A——%T a4 LET,

N—H—ZFEHAL T User NBE24BFELURNICERK LB AANY FZERBRERTIDLENHYFET , SOV a2a—23VE I TVDNTA—IT UV REZRAKRICEDIBLELNHY FET,
BRICIKEDESIZAZTNELINTTN?EEZTZICIE AZERTEIDGA T a vEBIRLTLLESL,

FEEfEEICIRA Y EAMEShET,

Answer Area

. NICrosorT
We = '#8ctll, . S¥arttime = agdiiiid) , | andtimeSacn W)

v
ASimaAuthentication ( contains
identitylnfo ( has
imAuthentication ( targetusernam e_hai

IEfi:
Answer Area
' v ' W = 'userl', starttime = ago(ld), endtime=now())
ASimAuthentication ( contains
identityinfo ( has
imAuthentication ( targetusername_has C
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BRI EEEZRETLELEIMN?
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B.7—97Jv%
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https://www.jpnshiken.com/q/68957-6458952/
https://www.jpnshiken.com/q/68957-6458954/

A Workbook is a collection of visualizations and data that can be used to analyze and report on data in Azure Sentinel. It can be used to create custom reports that visualize sign-in information over time.
https://learn.microsoft.com/en-us/azure/sentinel/monitor-your-data
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BERII. V5O —D0—FZREL REFEHRT 58I Azure Defender & Azure Sentinel ZERA L TWLVET,

Azure Defender D7 5 — b ZEHAT SV T #/ERT HIZI1E Kusto VT & (KQL) ZFRHTHIHENHY 9,

COEBEBETICE, EOLSIBI T EERTNEINTLEIA?EET SICIE, FAYTIIUAZ 2 —NoBYGA TS a VERRLTI I Y EZERSE TS,

\lllllllllllli#
SecurityAlert |

Azure Security Center
| Azure Sentinel

| where ProductName'== “ v]

Azure Security Center
1 .. Azure Sentinel .

'Securigne® 1T

1E fZ:
Iﬁ
SecurityAlert i
; Azure Security Center
| Azure Sentinel
| where ProductName == * v]|
Azure Security Center
. e ».  Azure Sentinel
IMICrosOTT  securityAlert
Explanation:

You should complete the query as follows:

SecurityAlert

| where ProductName == "Azure Security Center"

This completes a basic query to identify all security alerts in Azure Security Center. Placing SecurityAlert first queries the SecurityAlert table, and then using | where ProductName == "Azure Security Center" afterwards ensures that

in that SecurityAlert table you are only looking for entries where the ProductName column has a value of Azure Security Center. From here, you can expand. For example, you could use KQL to specify time frames or specific
devices to query.



Kusto Query Language (KQL) is the language you will use when building queries in Azure Sentinel. Queries serve as a way to search through the massive amount of data Azure Sentinel has access to.

You should not begin the query with Azure Security Center. The structure of a query requires that you first identify the key table you will be querying. The SecurityAlert table includes the security alerts that are being digested by
Azure Sentinel. You should first query this table, then narrow the search to the alerts coming from the Azure Security Center product.

You should not begin the query with Azure Sentinel. Again, the structure of a query requires that you first identify the key table you will be querying. In this case, that would be the SecurityAlert table. More importantly, while Azure
Sentinel is the solution aggregating this data and performing the query, it should not be used as the ProductName. This should be specified as the Azure Security Center.

You should not end the query with Azure Sentinel. As mentioned in the paragraph above, the ProductName (solution source) for the SecurityAlert (alerts) table you should query is Azure Security Center. The query would be run in
Azure Sentinel, but do not confuse the solution being queried with the one running the query.

You should not end the query with SecurityAlert. Here you need to name the solution you want to query. In this case, that is Azure Security Center. SecurityAlert would not be a valid ProductName.
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Azure IREZEIZIEX Sub1 E WS BZRIDH TRV YT avE ST S50 EDY TRV )T arvhHyUEdT, Subl ISIX MDY TR T aohbondEIET 5 Workspacel & LYS &AM Microsoft Sentinel 7—49 AR—ZXAHE
EFNTULET, Workspacel [2IE,WB1 EWSEZFTIDT—I TV IDNEENTULET,

WB1IZ, ltem1&E WS BRID/NT A —FIEHZEMLET, Item1IZ Parameter1 EWLND BRID/NTA—F2 ZEBMLET,
Parameter1® FAY AU A 2 —ZUTOEGEZEmI-TLSICRETILENHY T,

A—HY—RITYREDHY TR Y T avHEI1DULEBIRTES L5125,
A—HY—IPNIRTCOERBERERETEIE— DA T avERET S,

RRERIE WBIANDT—2ARNIIH D SEEZRINRICHNZ ZDELH D, T, EELOFHEELRNRICNZ D2LELH D,
ESTNIELVWTIN?RETSHICIE, BERTEUGERBREEZEATLEZEY,

R EICIRA Y FAMESINET,

Set Parameter type for Parameter1 to:

Drop down
Multi-value
Subscription picker

To enable users to guery all the subscnptions:

Select Allow multiple selections.
Select Treat this parameter as a global.
Set Get data from to All subscriptions.




m= Micros

Set Parameter type for Parameter1 to:

Dr own
Wﬁlti-value

Subscription picker

" Y\@
To enable users to query all mpbons

<\ Select Allow multiple selections.
Select Treat this parameter as a global.
Set Get data from to All subscriptions.

®
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BRZERT AICERIZERT 2BENHY FIH?

A KeyVaut 77470+ —ILERBERY FD—2

B. Azure Active Directory (Azure AD) D7 % & X 7]

C.Hx—arTF—Da—)LR—XDT Y Xi#l{E (RBAC)

D. ¥— a2V T+—D7 7R KR I—EE
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To be able to prevent unauthorized access to the key vault through suspicious IPs you have to change the networking settings under the key vault resource.
https://docs.microsoft.com/en-us/azure/key-vault/general/network-security
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ZDRy FIT—2I1Z1E, litware.com & LYD& HEID Active Directory 74 LA kMEENTEH Y TN litware.com & LVS B EID Azure Active Directory (Azure AD) T+ > bEREILET,

Microsoft 3651%1%

LitwarelZ _ litware.com®Azure ADTF > kIZ1) >4 & f-Microsoft 365 E5H TR 5 1) T a3 U EHERAELTULET, Windows 10Z2ETL TS FTRTD O > E 12 —4% —I[ZMicrosoft Defender for EndpointhA\ BRI SN TULVE
9, Microsoft Cloud App Security[C#AAFEN T VS EERER) O—[FTRTEIIZHE->TUVET,

Azurelriz

Litwareld litware.com Azure ADTF > MU 2 ShtfzAzureH TRV ) T 3 Vv RBLTVWET , SO TRV ) T3 VITE UTORITRT &S5 12 KEEHAzure ) =2 3 VHD Y Y —RADBEEFNTUVET,

Type i " Déstription
Log Analytics Contains logs.ard metrics collected from all Azure
Workspace MESOUNCE s Bnd D premises Semnaers
Virtual machine Semvel that runs Windows Senver 2018
Wirlual machime Senver that uns Ubuniu 1804 LTS

v b=V R
LitwareDEF 7 4 R (A VB —R v MMIEREERSNTEY Azuref TRV Y T2 a VADRERY FT—I DY A FEVPNERLHEI SN TVET,

TrTLIREE
FUOTLIRARY FT—=VI2IE RORICRKTAVEL—IDREENRTVET,
Name Operating system Office Description

D1 | JAOWSSEVEr [ posion | o et o the st

CLIENT1 | Windows 10 Boston Domain-joined client computer
HAEDBER
D59 RT7T)EX2) T4, A—F—HDPEEDA 7« RZEAFICERT HE BRNT7TS— FEBEICERLET,
AEESNTWLDER

Litware[FLL TOEREZEHET 2 FETY,

*Azure Y TR 49 1) TS 3 212 Azure Sentinel ZER B L UHERLET,

*Azure ADDTR bA—HF—TFho 2 bZ&ERL T, Azure Sentinel DBEREFREEL £,

ESRRAEH

LitwarelX U TOE R REHEHELELT:,

AlREG R Y  /MERRDRBIZEA LG T LG 5730y,

DT RTOEHZFHLTWARY  OX FMIRDRICHIZ G FNIELZR ST,

*Log AnalyticsIC& »TIREESNDSOT &, A—F—TFT I T4 ETA1 DRELGEBRIMIMEZIRET ILENHY FT,

*FRTO K AA > baO—F5—( Microsoft Defender for IdentityZ {8 L TRET HZLELAHY FT,

Azure DIEMIREEZ Y

X1 T4ISRNILAFESH Windows 10 A Ea—F—[ZRTFESNTWVWETARTOD T 74 JLIE, Azure Information Protection - T—A2REA Y L a2 R— KWL 79X TEEZRELAHY EFT,
Microsoft Defender for Endpoint D ZE#

Windows 10 O > E 2 —4 —TI(&_ Microsoft Defender for Endpoint Z{#F L T Cloud App Security IZ& 2 TRBEINTWEWTRTOT7 TNV 2T 09I T20LELHY FI,
Microsoft Cloud AppDt ¥ ') 71 B

GSHORT7T)EXa T4 TFFURLRILOT—RIZEDVT  A—HF—EHEAERENESINETHBANT ILENHY FT,

Azure Defender D&

TRTODY—N—IF RALATHHIT—IAR—RIZOTEEIETILENHY FT,

Azure Sentinel D ZE 4

Litwareld LA F DAzure Sentinel DB M Z#E-THENHY ET,

* Azure Sentinel & Cloud App Security# #4839 %,



*admin1 & UWVS ARIO 1 —H—h Azure Sentinel TL A4 TV O ZHERTEHEFHRLTLES Y,
*ARALY T IZEDNT Azure Sentinel SHTIL—ILEERLET, COIL—ILIE TLA TV I DEFTEZEBHMICERIBT 2RELHY I,
*EEDIPT FLANSGDT—E TV ERERT AN MIAEZFEBML FAEIS 72 FTEST— LT BRICIPTF FLRESHBTESLSICLET,
*Azure ADT R hA—H—F7 H D> b & BMicrosoft Office 365NDZIET7T IV EANRE SINI=BEICT S —FE2ERTETAML—ILEERLET L= >TEREINET7S— NI, TR ML= =T HO2 LT EI21D
DAVITUoRELTIIL—TILTEIRENHY FT,
FSwd7rRray JRE
Azure Sentinel DEH#-ZE-FTIZIX A RNV MIAEZEMTE2LELAHY FT,

EDIDDITHZEIEBICETIRETLLIN?HETBICEF THY X b SBEYLTHZEEMBBSE ELVEFICHREZ T LS,
Actions ANSwer Area _

Microsoft

Add a bookmark and map an entity.

From Azure Monitor, runa Log

Analytics query.
| © @
Add the query to favorites.
®© C
Select a query result.

From the Azure Sentinel workspace,

run a | nn Anahtics auerv
1Efig:

Actions Answer Area

From the Azure Sentinel workspace,
run a Log Analytics query.

Fro Zure Monitor, ru  Log Select a duery result
_,'r_lna $E@Wﬁ5@ t elect a query.resuit.

Add a bookmark and map an entity.

Add the query to favorites.

©

Explanation:
https://docs.microsoft.com/en-us/azure/sentinel/bookmarks
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HEHRIL Microsoft Defender XDR Z{#EH 9 % Microsoft 365 TRV 1) T 3 & THEABTYT , COHTRY Y T3 »(ZlE Microsoft Defender 7 4 JL AR ZHEHT 5 Windows 11 7/34 XAV 100 BEFENTULET, h i
DT /31 AL BE—®D Microsoft Defender for Endpoint 7/34 X FIL—TFICE L TWLWE T,

TINARLETEENICEEDHDI77AIIWLETOVITEDLESIC, DFAILOHERAFRE DAL TOv Y 17T a d2ERATEILELAHYET,

Microsoft Defender IR—Z JLINL . D7 A IILDQHFAE-IETOV Y 1% U ICRELET,

RIZfAZITRETLELEIN?

A. TINA ZBEEEDETE

B. 412 —45—%EMLET,

C.7tvy bMIL—FEERKRT D

D. RELARNILZEEIYHETS,

EfE: (EfEZRRLET)

After enabling the Allow or block file setting in the Microsoft Defender portal, the next step to block potentially malicious files is to create file indicators for the specific file hashes you want to block.
You can add these indicators by following these steps in the Microsoft Defender portal:

Navigate to Indicators: Go to Settings > Endpoints > Indicators (under the Rules section).

Add File Hashes: Select the File hashes tab and click Add item.

Define the Indicator: Enter the file's hash (MD5, SHA1, or SHA256) and set the Action to Block execution or Block and remediate.

Set the Scope: Choose the organizational scope. Since you have a single device group including all devices, you can apply the indicator to that specific group or the entire organization.
Requirements for Blocking to Work:

Active Mode: Microsoft Defender Antivirus must be running in Active mode on the devices.

Cloud Protection: Cloud-delivered protection must be enabled to allow the endpoint to communicate with the service for real-time blocking.

Reference:

https://learn.microsoft.com/en-us/defender-endpoint/indicator-file
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Microsoft DefenderD 351t EHEZBAT ADEAHY FT , V) a—>a Vi BEELZZRNERICHZZEDOTHRITAEGRY EFHA,

Microsoft Defenderic— % L CRHIZAIETRETIMN?

A BREENS BERAGEOHKREZERLET,

B. 774V EDTNARTIL—TIZH L TCEEBEEZRELET,

C. Microsoft Intune D#EHTEZEA VICERELET,

D. 54 JLRAKRUVREA VIZRELET,

Ef#: (EfEZRILET)

To get Defender Vulnerability Management (TVM) working with Intune-managed devices, first enable the Intune connection in the Defender portal (Settings > Endpoints > Advanced features) and then use Endpoint Security Policies
(Configuration profiles) in Intune or the Defender portal to deploy security settings and onboard devices, creating device groups in Entra ID to target these policies effectively for vulnerabilities and remediation.

Here are the key configuration steps:

In the Microsoft Defender Portal (security.microsoft.com):

*-> 1. Connect to Intune: Go to Settings > Endpoints > Advanced features, find the "Microsoft Intune connection," and turn the toggle On, then Save.

3. ERBRAYISAE B MAHG AR I IS ABLNS 5 RSV HECHBS N SAISETIRREGR BIRERP EhEwilty INEIIRYS dIp R iHETantNARARINHER aRfRPPIY specific settings.

In Microsoft Intune (Microsoft Endpoint Manager admin center):


https://www.jpnshiken.com/q/68957-6458959/
https://www.jpnshiken.com/q/68957-6458960/

1. Onboard Devices

2. Deploy Security Settings

3. Create Remediation Tasks

Reference:
https://learn.microsoft.com/en-us/intune/intune-service/protect/microsoft-defender-integrate
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HEH L Microsoft Defender XDRZ {3~ B Microsoft 365 E5H TRV ) L 3 V& CHAEShTLET,

HIET= (TEERITAICEAT HIL—IILEBERLTLET,

ARBRLIWT—T7ALVERBTIDLENHY FT,

HRABLIVT —DBEIE AT F/AXREHOMEIZRELE T,

HDRABLILT—IZIEEDE S BEED I 7MLV EFRTEEFITIN?FL FDITF7AILEFTNARAEDEDHR—LT ALY FIICEETNELWTTN?RET DI BERTEDLA T 3 0EEIRL TS,
F R LIRS Y FAMESINET,

Answer Area

File types:

EXE only
XLSX only €%
PDF onlynt
EXE.apd XLSX only
XLSX and PDF only

EXE, XL5X, and POF

The home directon/of:
The Active Directory user

The active user
The local user




Answer Area

File types: B
EXE only
| XLSX only
| PDF only
EXE and XLSXEH K

\XLSX and PDF only
MEXE, XLSX, and PDF

The home directory of:
‘ The Active Directory user
‘The active user
The local user
The planted cached user
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Devicel& LY3 ZRIDWindows T /31 XM Y _ Microsoft Defender for EndpointlZ &8 S TULVET,

Policy1 & L\ S ZRIDME X RMEEME/ (ASR) R o—F/EH L, 9 _XTD Office 7TV r—>a vhFITAEREZERTAHILETAVITHLSICHELT, TJAVI LET,

T8N Z1TlE hZBDMicrosoft Office 7554 > TH BPlugint LB L ET,

Policy1h'Device1 EDPIugin1DFEEE5IER L TVENEINEZRIT IRLENHY FT, MFRRE, BELOFHEZR/NRICHZ 53D THITNEGRY £EA,

FIHEDIMAMZEITRETLELIAN?

A. Microsoft Defender k— & L5 T/8314 RA1DEIRMREEE— FZEMICLET,

B. Microsoft Defender R—A2 ILH s TFNAR1ID S TN a—F 4 VT E—FEFDIZLET,

C. Device1 T_ Set-MpPreference -DisableTamperProtection $true A< > FL v FZEETLET,

D. Device1 T_ Set-MpPreference -AttackSurfaceReductionRules_Ids E5AF940AB-401D-41FC-AADC-AD5F3C50679A AttackSurfaceReductionRules Actions aA<v > KL v FEZETLET,

IEf#E: (EfEZRTmLET)

The best first step is to enable troubleshooting mode on the device from the Microsoft Defender portal.

Enabling Troubleshooting Mode allows a security administrator to temporarily bypass or modify security settings directly on a targeted endpoint. This lets you test whether security features like Attack Surface Reduction (ASR) or
real-time antivirus protection are causing an application or plugin to break. It keeps administration low because the mode automatically terminates after 4 hours, reverting the device back to its original centralized management state
without needing a policy overhaul.

Incorrect:

[Not A]

Selective Isolation Mode: This feature isolates a compromised device from the network to contain threats while allowing specific tools or applications to communicate. It is used for incident response containment, not for local policy
debugging or troubleshooting false-positive application blocks.

[Not C]
Using Set-MpPreference -DisableTamperProtection $true: Under normal operation, Microsoft Defender's Tamper Protection actively prevents local administrators or scripts from modifying endpoint security preferences. Running this


https://www.jpnshiken.com/q/68957-6458962/

command on a standard onboarded device will be blocked by Tamper Protection unless Troubleshooting Mode has already been initiated from the cloud portal.

[Not D]

Using Set-MpPreference to modify ASR IDs manually: Attempting to alter specific ASR rules on the machine locally using PowerShell will also fail or be overridden by central policies and Tamper Protection. Modifying individual
policies directly for a single test introduces higher administrative overhead compared to the 1-click cloud troubleshooting session.

Reference:

https://www.indefent.com/troubleshooting-performance-bottlenecks-in-microsoft-defender-for-endpoint/
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Azure Defender ™5 Key Vault D7 53— F&#ZITERY 3,

BHOFELGIPT7 FLANLT7S—MEREA TSI ESDMNYFELE,

BEZRAET LB KeyVaut D>—o Ly FNRET HABERZ RO T RESAHYET, V) a—2a VA TELILFTRAEETILENHY ERLI—FT—~OEEZR/NRICHASZDENHY FT,
FIMEITRETLLIN?

A X—aAUTH—OT7 I ERFIHMEEEERELET,

B.KeyVault 727 A4 74— ILEEMLET,

C.77Ur—vartexal)T4 JL—TEERLET,

D.¥— A TF—DF7I R RYVI—%2EBLFET,

EffE: (EfEZRTLET)

You create firewall rules and adds trusted range to ensure Key Vault can only be accessed from those trusted IP addresses while you are doing investigation.
https://docs.microsoft.com/en-us/azure/security-center/defender-for-key-vault-usage
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BHDAzure Y TR ) T avhiH Y  FhEFNIZEEDMicrosoft Sentinel 7 —9 AR—IANEENTULET,
AzureActivity T— T IL~DS BB % E T Microsoft Sentinel 7—9 Ty ZERLTWET,
LUTDREEETTHIKQLY T #1ERT 2ENHY FT,

- &V —9 AR—RI[ZAzureActivity T — T ILINFEHET N E SO EEELET,

TF—IIUNEFEET SBE(E isMissing ZHDE—NDITERLET,

FIAOICERESNFELT:,

- T—JIHBFEELEZEWNEEIE,

isMissingFI A 1IZERESNFE T,

BRIICIEEDESIZAZETNIEIWTTN?EET HICIE, AZFHTEYGA T a vEBIRLTLESL,
o EFE LIRS EAMESNET,


https://www.jpnshiken.com/q/68957-6458963/

Answer Area

e N EasOFt

datatable =

extend
makelist
union ¥  mTable, (AzureActivwity, |"getschema | summarize cecount() | project isMiss-ing«iff(c > 0, 0, 1))
| top 1 |isfuzzy=true
kind =outer

[withsource =isMissing

Answer Area

= e o ~ @ Microsoft
<

 J
¥ mTable, (Azurﬂﬁctivit: &hm | summarize ce=count() | project isMiss-ing-iff(c > 0, 0, 1))

isfuzzy=true

kind =outer

withsource =isMissing : 6
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277 hLtEEmYy—EXEHTY,

EflE=a—3—2 Ok JUAR—IVIZKHEFHEA TS, Fabrikam[ZIEERFIZYE—b21—HF—DHDEY hoD1—F—([FVPNEREZN L TXHRIZTTIVERTEHIET VTV RI—EREFETHRNI V—XIZT Y
X¥ B,

BEFDIRE

TATOTAT4RE

ZDFY I —7I1Z1F fabrikam.com & L5 & EID Active Directory FA A > H—EX (ADDS) 74 LR FWEENTEH Y _ fabrikam.com & WS ARID Azure AD T+ 2 FERIEALTWET, 74 LR FERIEAT 518
(2. Fabrikam [F/ SRR JL—EBEEZEMMICL /AR T—F /Ny L 2 FHIZ %N L F= Azure AD Connect #fEAL TWLVET,

fabrikam.com® 7 #+ L X kIZ[E_ Group1&Group2& L5200 5 O— /NG IL—THREFAhTLET,

Microsoft 36512 1&

Fabrikam® £ 31—+ —I[ZI&  Microsoft 365 E55 4 t > X & Azure Active Directory Premium Plan 254 £ > ANE|Y BTN TWVET,

Fabrikam(Z , Microsoft Defender for Identity & Microsoft Defender for Cloud Apps# ==& L OJalL v 42—/ LET,

AzurelRiE

Fabrikamld LU TORIZFRT ) V—REELAzure IRV ) T3 v REBELTULET,



Name Type Description

Appl Azure logic app | To automate incident generation in an internal
ticketing system, the security operations (SecOps)
team invokes App1 by using an HTTP endpoint.

SAWkspcl Azure Synapse SAWkspcl hosts an Apache Spark pool named Pooll.

Analytics
workspace

LAWkspcl Log Analytics LAWkspcl will be used in a planned Microsoft
workspace Sentinel implementation.

Amazon Web Services (AWS) IR13

Fabrikam(dAccount1 & LY 5 & BT Amazon Web Services(AWS)7 h > k& >TULVvE T, Account1(Z (&

H X2 LkrWindows Server 2022 % 3179 4 Amazon Elastic Compute Cloud(EC2)1 > X% > X1005&,

— DA A —TIZIEMicrosoft SQL Server 2019 EFEFNTWVWEITN I -V U FMEIA VA =S TWWEEA,

BRI DRE

aA—H—HVPN#Z#E Z AT % & Microsoft 365 Defender(d BRIEENITH S B Y FLHEVRITICEAT EEEEKREICRESEFT,
Defender for Identityld DCSyncHE DR WNZET ST 7 — FZREICRESEFTFITH, TDZFREHTT,
Zi

AESNTWLDER

FabrikamlZUTDH—EREEAT BHFETT,

- Microsoft Defender for Cloud

-4y I bt UFRIL

ESRRAEH

Fabrikamld LUTOESHRREHFHELE LT,

AIREZRRR Y R/IMERRDIREIZEAT 5,

FEEEBEOFEZR/NRICINZ S,

Microsoft Defender for Cloud Apps D Z 4

Fabrikamld _ Microsoft Defender for Cloud AppsDE#E L TUTDREZEIFTIVET,

- EMAEREGBEDELER) O—E . E1—Y—DBEDFEICEDNWTWNWD I EEFER LTI,
BRI EL D, HYFLEVKRITICEAT IESTORZERLT,

Microsoft Defender for ID D &4

BRAMT7 5— FOREBICLELGEELDFTHER/NRICINZ S,

Microsoft Defender for Cloud MDZE#

Fabrikam|% . Microsoft Defender for Cloud B L TULTOEH# 2 ELELT-,

-TGN=T2DAN—PEF 1Y TFAR) O —FEBTEHILEMRELTES,

- Group1 D A U IN—HAzureF TRV 1) T2 3 VLR L TREEFR) O—DA = F7FITZEVHETONDLSITT S,



- Azure ArcxtitsH-—7\—Mml I+ Azure Connected MachineT—2 x> FDT 704 % Account1 DEEFES K NHFED ) V—RIZBEMELET,
REANT S — FOREBIVELGEBEXZR/IRICINZ S,

Microsoft Sentinel D &4

Fabrikam(d Microsoft SentinellZB3 2 LU TOEHZHELE L=,

HBAAHDOEEEF YT 4 BRETILASIMBEE S—F—%HAL T, BE7ARONXDOMAINDNS ) 7 TX F#B2LET,
-AWS EC24 Y RA VAD L A—AWTIN—TAN—2y TOEREEEOWindowsttFa ) TR AJI U MY EIRELFET,
- A—HY—BLUVIVT 4 T4 ITEHRHUEBA)ZFERAL T Azure ADA—H—DEELBRT7TITAETAEHELET,

-UEBAZERL T BEFSNhf-Azure ADA—H—RIEROBENLTFZEZTMLET,

- App1hiMicrosoft Sentinel D BEIEIL— )L THERATE S L ZHREL TS,

BEIOBMIZRELA VT MIDWT, M T7—=DIChh B EHRREEEET 5,

BEBMIZRELE=A VO TY FOFEHBRBEEEELET,

SO —=TIDAVN—DT LA TV I EERB L UERITTEDL I L ZHRT D,

TN —T1IDAVN—DDMIL—ILEEBTELILEHRLTLZEL,

-Jupyter/ — h T v O ZFHALT PoollIZ® LTNAYTA VIO T YHEEFTLET,

TW—=T20rANN—DBA VT N BETELILEHRET S,

TRV T)VDNT+—IT U RERKIET D,

RETET—FEZR/NMRICHZ S,

Ry FRARy MBI SHER

Microsoft Defender for CloudDE&E# & E SR R EH -3 121X Group1 EGroup2IZA—J)LAR—X 79 £ R FI#I(RBAC)A—)LEE|Y BTHIREAHY FT,
BIN—TIZEDESBERBNZZNY LU TEHIRETLLOMN?EZTZICIE, AERCTEYGEIRBREZATLESL,

ECEF LIRS EAMESINET,
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FIN MOERtE Y FMIFELWERENGWEGELHY FT,

SOV IVOEMICEETSHE. TOERICRDZLIETEFEFRA, ZDEH CALDERIILEa—EEICERTIINEEA,

Azure Sentinel K L TWVET,

EEOHDIPT7 RLANLD Azure (RET L oADY A A U BRH ENT=5EEIL, Azure Sentinel T, VT2 FEERT H2RENHY FT,
A% T—42 a9 2 HD Microsoft £ T2 MMEBIL—ILEERLET,

CNIFERZERLTNETH?

A. [y

B. LMV R

Eff: A(QA U RERKT D)

As this kind of alert is generated by ASC, so we need the Microsoft incident creation rule to create incidents from ASC into sentinel.

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/alerts-reference
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FSwI7rRroy R

& 75 = (EMicrosoft 365 Defenderz AL TA VT FERABELTLET,

CFOLaptop, CEOLaptop, COOLaptop& LN 3 ZHID3DDT/INA R TRELFzHA A VERBAEENDD U T B-ODEERN T VT T) 2ERT 2BELNHY ET,
BEICIKEDLSIZAZTNIEEINWTTN?EETZICIE AZERTEIDGA T a VEBIRLTLLESL,

F R EICIRA Y FAMESNET,


https://www.jpntest.com/shiken/SC-200J-mondaishu
https://www.jpnshiken.com/q/68957-6458966/

Values

| project LogonFailures=count()

| summarize LogonFailures=count ()
by DeviceName, LogonType

Answer Area

| where ActionType == FailureReason

| where DeviceName in (“CFOLaptop”,
“CEOLaptop™, “COOLaptop”) L)

e“‘g

ActionType == Fa

DeviceEvents

DevicelogonEvents




Values Answer Area

| project LogonFailures=count ()

1

| where ActionType == FailureReason| | DeviceLogonEvents

| /where DeviceName in (“CFOLaptop”,
“CEOLaptop”, “COOLaptop”™)

ActionType == “LogonFailed”
: : summarize LogonFailures=count
ActionType == FallureReason I . 9 2
by DeviceName, LogonType
DeviceEvents

=Mlicrosoft

and

Explanation:
https://docs.microsoft.com/en-us/azure/azure-monitor/reference/tables/devicelogonevents
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Microsoft Entram b 04 2 UN&E$ 5 & 5 (2 Microsoft Sentinel # X €3 2 LENHY FT,

Microsoft Defender IR—Z L CHERITARE/ —FIZENTIMN?RIZ T BICIEE EEZEHTETL/ — FEBRLTLESLY,

T B LIRS Y EAMESNET,
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Search
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Workbooks
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Notebooks
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Repositories

PCumrnunity

Configuration
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Microsoft Defender

® Microsoft Sentinel

Search

Threat management

Workbooks

Hunting

Notebooks

Threat int

MITRE AT

Conten ement A
hub
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Repositornies
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Configuration A

Data connectors
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watchhist

Automation
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EEHIE Usert EWSARDI—H—%EE Microsoft 365E5HTRH ) T a & THARTYT, COY TR T 3 2Tl Microsoft 365 Copilot for Security AMER & TULVE T, Copilot for Security [& Sentinel 735 45 4
VEFERALTWEY,

A—H—1ZF, a0y FEREORENEVETOATLET,

FERIC, A—F—1DA TV T EREETHE X2 TAVEa—TFT42052=y MSCUDFERAENTOE D a =V SNBEHIRITE DTS =8 Copilot for Security N ERIZIGETERENE WS BEHMZEZ(TERY
Y,

User1/3Copilot for Securityz# L CEBLRICEEZEMTEL I L EHRT IVENHY FT,

A—H—1FFMEITRETLLIMN?

A BREF-THL, TRV T FEFEEL TS,

B. 7OEY 3= Enf-SCUEEFH LET,

C. Microsoft Sentinel &#E1LT—2 Ty I #ETLET,

D. 2D B ® Copilot for Security v > a v &#HE, TRV T hEEELET,

IEf#: (EfEZRTmLET)

Manage usage of security compute units in Security Copilot

Nearing and crossing security compute unit limit

When the usage in your organization is nearing the limit, you are notified of it when submitting the prompts. To avoid disruption, you can contact the Azure capacity owner or contributor to increase the security compute units or limit
the number of prompts.

Reference:

https://learn.microsoft.com/en-us/copilot/security/manage-usage
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KEENMFEDT/NA XITHEEHE L & 5 & LIIRIZ Microsoft Defender XDRT7 53— rAERMEIND LT HRENHY FT, £ EBEEZR/NMRICINZ SV ) 2 —2 3 VAT IRENHY FT,
Microsoft DefenderrR—Z L TlE, ED K I HBEFITOIRETIMN?

A FREETCHMIL—ILEERLET,

B.BEYEEOLHMIIL—ILEERLET,

C.HBEDTNAREN=Z—b =Y VIVT4T4ELTRIH}IFLET,

D.AFEDTNAREREBELI VT4 T4ELTEAIHITLET,

EfE: (ERERELET)
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Microsoft Defender for Cloud D3&{b izt X2 1) T 4 #EEENEZIZH > TS Azure Y TRH ) T a o100 4EHY £9,

ITRTOYTRY ) T3 vid BE—DAzure Active Directory(Azure AD)TF > MZ#{F SR TULVET,

Defender for Cloud® B % Zsyslogt—/\—ICXA =S T FHREBENHYET , V) 2 -2 a3 VEEBEEXEEZR/MRICNZA D3O THITAEGY FHEA,
ES35TNEEINTIN?EET HICIE. ABEFECTHEULBRZEZBATLLEZSN,

Answer Area

Exports logs to an: v

Azure event hub
Azure Storage account

Log Analytics werkspace ] M i C ro S O ft

Configure streaming by:- "~ | v
Configuring continuous export in Defender for Cloud for each subscription
Creating an Azure Policy assignment at the root management group
Modifying the diagnostic settings of the tenant

Answer Area

Exports logs to an:

_Azure event hub

Azure Storage account 4 [

Configure streaming by:

Explanation:
Box 1: Azure Event hub
To stream alerts into //Syslog servers// ,and other monitoring solutions, connect Defender for Cloud using continuous export and Azure Event Hubs.



Box 2: Azure Policy
Note:
To stream alerts at the tenant level, use this //Azure policy// and set the scope at the root management group.

Reference:
https://learn.microsoft.com/en-us/azure/defender-for-cloud/export-to-siem#stream-alerts-with-continuous-export

https://docs.microsoft.com/en-us/azure/defender-for-cloud/continuous-export?tabs=azure-policy#configure-continuous-export-at-scale-using-the-supplied-policies
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BFDIRE

TFATOoTAT4RE
AUTULITRRY FJ—5I1Z1&, corp.adatum.com & LV5 &M Active Directory KA A4 > H—EX (ADDS) 74 LR FAHY | Thid adatum.com ELVSBAFHID Azure AD TF+ 2 FERIBILTUWET, I RTOA—H—F&LUVYT
IL—TEE A XY (X corp.adatum.com TEITEINE T, corp.adatum.com K A A »(Z1E adatum.com L BEIEIT 5 Groupl EWVWSERIDTIIL—THEENTULET,

A4t RKRR
Adatum® £ 1 —H—(Z[X Microsoft 365 ESS 1 2 > X & Azure Active Directory Premium P25 4 £V AMNEY HTOHNTWVET,
9279 RIRE
2 5 FIREEIZIE, Microsoft 365 7 X4 1) 74 3 > adatum.com T+ b o a3tz Azure B TRV T3y BEURDRICRT I YV—ANEENTVET,
Name Type Description
Sentinell | Microsoft Sentinel Includes a custom hunting query
workspace named HuntingQueryl

Server? Azure virtual machine Runs Windows Server 2022
oI I REE
AUTLIRARY FT—=VI2IE RORIZRT VY —ABEFNRTUVET,

Name Description
Serverl Funs Windows Server 2019
Has Azure Arc-enabled and the Azure Monitor
agent installed
Webappl Web service An on-premmses, public-facing HTTP/HTTPS web

service that generates JSON output in response to
GET HTTP requests
Infoblexl Infoblox D& A third-party DNS service appliance linked to

| service E.rhtincll.b_y hsins a data connector
C:30s
STESNTWSER

Adatum#t [ELL T DER XTS5 FETT,
-UTFTOKQL 2T & rulequeryl EWVWSRRIDI T Y FRELET,



Azurehctivity
| where ResourceProviderialus == “NICROSOFT.CLOUDSHELL"

| where ActivitystatusValue == “Start"
| extend

Account_0_Name = tostring(split(Caller, *'@°, @)[@]),
Account_@_UPHNSuffix = tostring(split(cCaller, ‘@°, 1)[0])
| preject Account_0_Name, Account_0 UPHSuffix, CallerIpAddress, TimeGenerated

=L T YZEDNTA VT FEERMT BMicrosoft Sentinel D A7 ¥ 2 — )LFEHIL—ILERELET,
Microsoft Defender for Cloud MDZ

Adatumld | Microsoft Defender for CloudDE# & L TUTDEDZEEIFTWET,

FIL—T1D * w3 —IE Defender for Cloud 7S5 2 AMIZL  REEFO=HOMY HAZERATEIHENHY FT,

- FRTDAzurefR48 < < > TMicrosoft Defender for Servers 75 L2 BT 2HENH Y T3,

-Server2[FT—Cz U FLARARX Y UDNLBENT ARENHY FT,

Microsoft Sentinel D Z& {4

Adatum(Z Microsoft SentinellZB T 2 U TOEHEZHFEL TLVET,

- Infoblox1 A5 NXDOMAIN [SZ&AHREM S DNS )9 TR FD# %R Advanced Security Information Model (ASIM) 2 T 1) #R&E LT,

-1 AD—5—nH Azure Cloud Shell Z#EHEEE L 1= Z £ IZIEE L Trulequeryl 2 & 2 TERSIN=EHD TS — b BE—DA VT MELTHESNDESICLET,
- Microsoft Sentinel FHD AMA X7 2% LT Windows £F¥ a2 T4 ARV FZFEREL Serverl DtF a2 T4 AR AOJZERTEIESICERLET,
-2t F ) T 4 BERF—LHAzure Cloud ShellZ#2&) L =15 &  rulequerylIZ & 2 TEBSN=4 o> T2 FABEMIZVO—XENDESIZLET,
- Webapp1 i o T—4 ZHMICEIET 59 T &L Workbook1 & LVS ZRTIND A X4 L Microsoft Sentinel 7—49 Jw o #RELFT,
FEESNEBEAXMIGTHI Y bADY A A4 U EERHET S Microsoft Sentinel D=7 ) 7ILZ A4 L(NRT) S HTIL—ILERELE T,

- Azure 7R— % JLD Microsoft Sentinel D/\N>F 4 245 R—T([ZF7 9 X L1=FEIZ HuntingQuery1 ABEIMIZETESNDLS(CLET,

- corp.adatum.comD1—HF—Fho 2 MIFATHIRRT—F Iy FOBBLIEELIVEZNEES, TAERELET,

-ASIMNN—H—ZFERAT AV T ICEET 24 —/N\—~y FER/DMRICINZ 5,

-Group 1D A UN—WT LA TV EERELUVRETETHILEEZHERL TS,

ATHEZRR Y  ASIMIZHAARAFEN TS /S—H—ZFFHL TLZELY,

ECRRAEHR

AdatumlEZ UTOE SR REHEHELE LT,

AIRE7G R Y | /MERDREBICHES C &,

AIRERR Y BEEEBZR/IRICHZ B,

HuntingQuery1 M#& /A% Microsoft Sentinel DEH# %=L TW5H Z L ZHERT IBELHY ET,

HEFESITRETLELEIMN?

A. 54 TR ) —LIZHuntingQuery1Z#EMLET,

B. O+ vFURMEERLET,

C. Azure Automation JL—JLZ{ERL L E£ T,

D. HuntingQuery1l ZHRICAYIZEMLET,

Eff:D(QAAV b ERKT D)

Favorites are automatically run when opening hunting page.

Ensure that HuntingQuery1 runs automatically when the Hunting page of Microsoft Sentinel in the Azure portal is accessed.
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F 2RV VIVIZE BALIOF VA EBBICEBT 5EHOEMEY FAEERTLET, FERICE BEICH T IEEDOHERRMERINTVET BRI INEHERRD BREINBEZH L TVEINE S M EHIERT S0
ENHYET £y FRNOBEHROEBRENEELZMRRTEIEEIHYET T . Y FROEDRRELEEEMRATETLVEELHY FT,
ZDEILaVOBEMICEZETSE DLV LI VICRAZEFETEEFRA , ZTDEH CALDOERIFETEREICEIRTINELA,

& 715 1=IEMicrosoft 365MH TRV ) T 3 v ExHHEBTT,

Y—RN—TFT A BDIDAILAFEY 7 A VX b—JLE 1 Microsoft Defenderm A/ LAY 7 EH/Ny L TE— KTEIMEL TLVSWindowsT /34 AH1,0006H Y £,
TR TDOWindowsT/\4 XL Microsoft Defender for EndpointlcA i R—T 4 V5 SN TWET,

Y—FNRN—TFT 4BV IILNARKRERTIIRESINEI 2 EEBEEDHDI T 7AUDLTNA ANREINTWSZ L EZHERTILENHYET,

fERE ZATLRRVREBMIILET,

CNITEEFERLTVWDEEZADTLLOIMN?

A. [T

B. LMMVZR

EfE:B (24 FERET )
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Microsoft 365 Defender ME R4 > TLVS Microsoft 365 H TR 4 1y T aoiH U ET,

BET7 BEIZEESIANIVIZNABDN-IRTOEREEZRET OILELHY £9,

fAIEFEZIENDDOTLELESMN?

A. Microsoft 365 Defender R—& ILDA T b TL—F

B. Microsoft 365 AV TS5 A7V A o8 —DT—2BELHILETL—FD7 53— FRE

C. Microsoft 365 AV TS5 A FUVR VA —DT7 I T4 ETs THVARTA—5—

D. Microsoft 365 Defender IR— A LD [BEF A —ILETSHRL—2a V] TL—KROITH R TO—5—KF

IEf#: (EffZzRnLET)

Labeling activities are available in Activity explorer.

For example:

Sensitivity label applied

This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label.

It is captured at the time of save in Office native applications and web applications. It is captured at the time of occurrence in Azure Information protection add-ins. Upgrade and downgrade labels actions can also be monitored via
the Label event type field and filter.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification-activity- explorer-available-events?view=0365-worldwide
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Ry FRARy MZETSHER

HRELT—4 T w4y %EL Microsoft Sentinel 7—9 AXR—IAMNHY ET,

1BHEYDEF1)TAT7 53— FOBERKRITIVELHYFET V-2 a3 VIEUTOERZEHR-IVENHY ET,
BEIBAMICHKELEZ7S—FEHELET,

BREBRINI S ITITERERT S,

BRICIEEDESIZAZETNIEEINWTIHN?EETHIZIE, ABZERTEYGA T a vEBIRLTLESL,

FCEfE LIRS EAMEShFET,
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SecurityAlert

| where TimeGenerated >= ago(3ed)

| ¥ count() by Provideriane, ¥ (TimeGenerated, 1d)
lookup bin
project make series
summarize range

| render timechart

Answer Area

Securitydlert

| where TimeGenerated »>= ago(3@d)

| . ¥ _ count() by Provideriame, ¥ (TimeGenerated, 1d)
| lookup
project
summarize

| render timechart
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Microsoft Sentinel 7—% A X— X Workspacel 5% Y 1TB/IBD 774 794+ —JLA X2 k% Microsoft Sentinel T—4% L 4 2 BIZE Y AA TUWET, Workspacel [Z1E, Workbook1 | E WS BRINDT—H Ty o AREENTHEY
HEAFRT6:00 ICEHFEINFET,

ARY MEIRKI0DEBNTEFET DEELHY ET,

T+ R MIFRIOHEIORNZT—I TV I1DLEL—%FBL  TNETICEFEEEZRTIEILELH S,

BELTEET IRV ERRTILLGL BEGHRY TV —FEBT IV I —IL—ILRATD2—LERETAIVRELHYET , SOV 21— 3V YT —IL—IIDETIARXR MER/MRICHZ DZBELHY ET,
LW—=ILIEEDESICHREITNIEINWTIMN?EET HICIE ABZFTEIGA T a3 vEBRLTESW,

ECE LIRSV EAMESNET,



Answer Area

binSize: -
20

Microsoft

1440

delay: v
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15m
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EfiE:
Answer Area

MicrosoftpinSize: v
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60
1440

delay: v
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15m
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UTORIZRTAzure b TR 1) T a2 H5EBELTY,

Name | Resource group
Sub1 RG1

* RG2

e RG3 E®Microsoft

EEZFDMicrosoft Entra7TF > X UTORIZRTAI—H—HAEENTIVET,

Sub?2




Name Role .
Userl | Security.@ ;i"éﬁéior

User2 . ﬁ@%?y Administrator
User3 | Global Admiimj

—H—[ZIE RORIZRT AzureO— LT EShTUWVET,

Role
ALowner

*Réader
Owner

Microsoft Copilot for Security D#gEIL . RDOKITRT LS ITHEELET,

b

Name
Capacity1
Capagi

UTOERBRIZDOVWT ELWMEEIE FIMZRBRLTSES D, ESTHRWMEEEF DOWZ JZERLTLESY,
T EEEITIRA Y FAMEShET,

Answer Area @
O

Statements @ Yes No

to @%&m. O @)
N

User2 can view the capacity usag%@%mation of Capacity2. O O

User3 can configure addig_i%@ugins E%MEC FOSOft ®) O

1E fi#:

User1 can add an additional capacity



Answer Area

Statements No
User1 can add an additional capacity O
User2 can view the capacity O

Qp!ugins in Capacity?2. ® O

User3 can configure "
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BEHEDORY FT—2IZ1F Azure ADERIEAIT 54 > T L 3 AMActive Directory KA A4 U —EX(ADDS) KA A4 UNREFENRTWET,
EEH(L . Microsoft Defender 365% {# FA 9 B Microsoft 365 ESH TR 5 1) 7L 3 & CHEAHRTY,

BHOMBEHFADLI—H—(2&b TR TORNERRARTEEETILELHYET,

KLY TV IEEDESITAATNIELINWTIMN?BET HICIE BBEFETEUGA T a vEBIRL TS,

EE LIRS FOAMESNET,

Answer Area

v
BehaviorAnalytics
Identityinfo
| [ideatityQueryEvents

:t== ‘Finance”®

| project-rename obijid = AccountObijectId
| Join [v on $left.objid == Sright.AccountObjectId

AuditLogs
IdentityLogonEvents

SigninLogs




Answer Area

v
BehaviorAnalytics
Identityinfo
identityQueryEvents

| ere Department == ‘Finarnce’
| preoject-rename cbjid = AccountObjectId

| join W 'en’ Sleft.objid == $right.AccountCbjectId
AuditLogs _
Identityl ogonEvents
SigninLogs

Explanation:

https://learn.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-identitylogonevents-table?view=0365-worldwide
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HEH L Microsoft Security Copilot Z{# 9 % Microsoft 365 4 TRV 1y T a v E #CFIRASNATVWET,
B 1=1XCopilot AN H R R LGPTTS 54 VERET HFETT,
EDGPTETIZERAIRETIAN?

A. gpt-4o0

B. o1-mini

C. davinci-002

D. gpt-35-turbo

Ef#: (EfEZRTLET)

GPT plugins in Microsoft Security Copilot

Available model names

gpt-40 only.

Reference:
https://learn.microsoft.com/en-us/copilot/security/plugin-gpt
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EHIFFZE2 - Litware Inc.

B

Litware Inc.[dB&ERIGET RIILF—BDETT,

LitwarelIIRRA b EST MILIZA T4 REBATWET , T KBZHIZ) E— b2 —HF—HAWVFET VE—FI—HF =L V57 FH—ERXREETLitwareD ) V—RIZT IR T BH:=HIZ WTFhHDA T 4« R EVPNIER 7
MLET,

BEFEDREE

TATUOTATARERE

ZDFRY FT—2I1Z1F litware.com & LYD &HEID Active Directory 74+ LR FAEFENTEHE Y | Z1h litware.com & LY S B RTD Azure Active Directory (Azure AD) T+ FEREILFET,

Microsoft 3653% 15

Litwareld _ litware.com®Azure ADTF+ > M2 >4 SR f=Microsoft 365 ESH TR Y1) T 3 U EREB L TLET, Windows 10ZEFTL TLVSFT R TD I Y E 2 —4 —[ZMicrosoft Defender for Endpointh’BE SN TLVE
9, Microsoft Cloud App Security[Z# A AEN TV S EERER) O—IFTRXTEMHE>TVET,
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AzurelziE
Litwarel% _ litware.com Azure ADTF > MZU V9 ENtzAzure b TR Y T2 a v E#RELTVWET, COHY TRV T a VIS UTORIZSRET LS I12, XkEEEAzure!) =P a VAD Y Y —AREENATLET,

Type g T Déstription
Log Analylics Contains logs.arnd metrncs collected from all Azure
workspace MESOUWrCEs andon premises semners
Virtual machine Samvel that nuns Windows Senver 2019
Wirtual machime Lenver that runs Ubuntg 1804 LTS

v b=V R
LitwareDEF 7 4 R (&AM V2 —F v MIEEERSNTEY Azure TRV Y T2 a VADORERY FT—I DY A FEVPNERHHEI SN THET,

ToT LI REE
FUOTLIRRY FT—VICE RORICRKTAVEL—IREENTUVET,
Name Operating system Office Description

DCt | Joneeeoene oskn | o e ey

CLIENT1 | Windows 10 Boston Domain-joined client computer
RAEDBESR
DD R7T)EXa)T41E, A—F—HLPEADF 74 RICEBFICERT L RBHMT75— FEEEICERLET,
ATEISNTLSER

LitwarelFLL TDEEEEHET H5FETY,

*Azure 4T R4 1) T 3 IZ Azure Sentinel 2B L UVHERLET,

*Azure ADDTR baA—H—Fho > b#EHEHAL T, Azure Sentinel DEREERIEL F 9,

ESRRAEH

Litwareld , M TOE SR RAEHERHTELE L=,

AlEE R Y | /MERRDRBIZ@EA L AT IEE 5430y,

DT RTOEHEZHLTWLARY  OX MIR/DRICHIZ B E 4R 540,

*Log AnalyticsIC& > TIRESINDIOJ L, A——TF I T4 ETA1 DRELERIMIMNEZRET ILENHY FT,

*FRTOKAA >ar bO—5—( Microsoft Defender for IdentityZ {8 L TREIT ZLEAHY £I,

Azure DIERIREEH

X1 T4IRNILAFESTH Windows 10 AV Ea—F—[2RBESINTWVWSETARTD T 74 J)LIE, Azure Information Protection - T—2REA YL a2 R— KNS 79X TEEZ2RELRAHY EFT,
Microsoft Defender for Endpoint D &4

Windows 10 3 > E 2 —4 —TI% Microsoft Defender for Endpoint Z{#F L T, Cloud App Security IZ& > TERZBESNTWEWTRTOT7 ) 2709 0T 50EAHY FT,
Microsoft Cloud App®Dt ¥ ') 7 1 B

9SO RT7TIEF2)TARX TFTFURLRLOT—RIZEDNT  A—HF—EGLEENE IO EFHBINT ILENHY T,

Azure Defender D E#4

FTRTOY—N—IEZ RLATHFT—I AR—=RIZATEEETILENHY FT,

Azure Sentinel D&

Litwareld . L FMDAzure Sentinel DEH %= HENHY £,

* Azure Sentinel & Cloud App Security# &3 %,

*admin1 & WLVS ARIO 1 —H—MH Azure Sentinel FL A4 TV O ZHEHRTEHIEFHRLTLESY,

*ARB LY TVIZEDNT Azure Sentinel SHTIL—ILEERLET, COIL—ILIE TLA4 Ty I DETZBHNICHIBT IVLELHY FT,

CEFEDIP7 RLANOGDT—E3T7 I RAERTARMNMIAEZEMNL AEI S 7EFTES— LT BRICIPT RLRAESEBTESLSICLET,
*Azure ADT R hA—H—F7hH > L2 & BMicrosoft Office 365~NDZIET IV L AN KRB INIGEICT I — b E2ERTATAML—ILEERLET  IL—IICE>TEREIN=TS5S— NI, TAMLI—HF—=FHDO2 FTEIZ1D



DAVITURELTYL—TILTIBRENHY FTT,

Microsoft Defender for EndpointD & # % 1= 121X CLIENT1ETETENB 59 K7 T 24IET 2RENHY T,
ED2ODBREEEEITRETLLEIN?ENTNDERT BREO—MERLTLET,

LIRS FAMESNET,

A. Microsoft Defender Security Center D 7T/ 1 RBRB(CH DIV R—T 1« VI ERE

B. VSO K77)EFa) T4 EERMARY >—

C. Microsoft Defender £¥2!) 74 €222 —0 BREIZHDEELHEEE

D. VSO R7TVEFa)T4DY 5 FRERHEE

EfE:CD(QAAV REHKT D)

All Cloud App Security unsanctioned apps must be blocked on the Windows 10 computers by using Microsoft Defender for Endpoint.
You can also add URLs/Domains to block directly from Defender - Settings - Endpoints - Indicators - URLs/Domains tab - Add items --> to add cloud apps to block.
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/mde-govern

A7 SC-200J FEIRE L (FJPNTest.comiZfit S SC-200J5tER 81T B LIZRIZ B FET | JPNTest.comlESRHiSC-200J5tEARIZEE 2124t L F 9", JPNTest.com SC-200JAERRIBEEIX: SEHINFELF, =2
TSC-200JfSREENTA CI VS VEFICANET , RO 7 2 £ X _ https://www.jpntest.com/shiken/SC-200J-mondaishu 508f. 3 0% 4« AA > + #8174 ZEI5|a— F: JPNshiken
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Sub1 & WS ARID Azure TR )T avhibl C(:liﬁ@ﬁ(:ﬁ?’ JY—ZANEENTWNET,

Resource s
Name Type group Description
rou

Ws Microsoft Sentinel RG | Contains-a scheduled query rule

e G | . |

e g O TG . named Rule]

. ; . | RGO Contains a Microsoft Sentinel incident

! 1‘1;-:‘ ) .’-1"1][:_, CMIN {’1;-_ ] ‘ _"....
F g } | trigger

AT RDRELEZRICLapp1 A E ) H—EnB K512 Rule1ZRETHFETT,

WSTIZEIY B TEHERZFO—IILR—XT7 I RAFHEHRBAC)A—/LE  ZDO—)LZE|Y LB TLHEHEALHRTOILENHY FT, BRRIF/MEBORAIZH S HELNHY FT,
IR LFEIHN?EEZTHICIE, AERCTEUGBIRREZEATLIZELY,

FEEfEEICIRA Y EAMESNET,


https://www.jpnshiken.com/q/68957-6458980/
https://www.jpntest.com/shiken/SC-200J-mondaishu

Answer Area

Role: | v
Logic App Operator
? Microsoft Sentinel Automation Contributor
:Mncrosnft Sentinel Rlaybook Operator

Scope b ¢
LApp1
RG] |
RGZ | NAC o
Sub1 1 50
IEfiZ:

Answer Area

Role: -
| Logic App Operator
[ Microsoft Sentinel Automation Centfibutor

Scope 1 v
lLAppI ‘
'RG1 '
BG2
;EM Eﬁﬂ I (
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Log Analytics 7—9 AR—XE&L Azure B TRV ) T avhhyxErd,

Azure )V —ADTO XA ML VAL L UITIVM T IR ERY FT—OBHERDICT ILELHY T,

Azure Defender & £ C THBIZTNIETLNTTH?

AHSITRYYToar L)L

B. 7—9AX—X LAXNJL

C.)VY—RXLANILT

IEf#: (EfEEzRTLET)

Enabling it at the workspace level doesn't enable just-in-time VM access, adaptive application controls, and network detections for Azure resources. In addition, the only Microsoft Defender plans available at the workspace level are
Microsoft Defender for servers and Microsoft Defender for SQL servers on machines.


https://www.jpnshiken.com/q/68957-6458982/

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/enable-enhanced-security
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Microsoft 365 Defender R—Z JLEFERAL T BEDOHASFEEDH D FFX 1A MIBEET LIEHBEROA V2T FOREZTH>TVWET  FHMZHERELER, COBEMIZBEEDOHS FXa AV MIEEMIToNZT 5 —
Y BRERADORDA VT MIHLEELTWAIZEMNHBALEL L. CO7 53— MEBRE, TO2BFEEDA VT RD—HELTRI R FEINTWERA, 77— MIETIREEFREDTHY BEET L2001
T MEYT ARELRERTY,

To2—bEEUIZHEL ZNI2FBEDA VT MIEAEMIToNTWES I LZHRBT IVLENHY T,

REDCDERZETTIA=HIC, PI—FDEE NS VU TETIRE2DDEEFAMTTN?

ENETNDEREE BEO—MERLTLET,

A PS53—FERIDA VTN DS R 17ToavaEBRLET,

B. 7% EDOT7 77— MICERELET,

C.RT—RREHARICKRELZFT,

D. AT—42 X% ETHIRELFT,

E.JAY MR BEESTEZIUOTU MDA TURDEAALTLZEL,

EfE: (EfEZRRLET)

The correct action to classify the alert would be to set the status to In progress. While the alert may seem to be legitimate as it is linked to another incident, until a final determination is reached, you should set the status to In
progress to ensure that others know it is being worked on. Once a determination is reached, you can then change it to Resolved and select the appropriate classification (True alert or False alert).

The correct action to correlate the alert to the other incident would be to select the Link alert to another incident option. While ideally the alert would automatically be included in both incidents, that is not always the case. If you notice
an alert that is not linked to an incident that it is clearly connected to, using the Link alert to another incident option ensures they are tied together.

You should not set the classification to True alert. While a point can be made that it seems this malicious file involved in multiple incidents is likely to be a True alert, you are not yet able to make that determination. It also is not time

to classify it as a false alert. The best practice while continuing an investigation would be not to change the classification at all, which means leaving it as the default Not set classification.

You should not enter the Incident ID of the related incident in the Comment section. While this might be helpful from an administrative perspective, it creates no link to the other incident.

You should not set the status to New. This is the default status of any alert. The question specifically seeks to ensure your peers know the alert is being investigated, so setting (or leaving) the status as New would make it impossible

to differentiate from other uninvestigated alerts.

All of the actions mentioned in the options can be found in the Manage alert pane, which can be reached via the Alerts tab in the Incidents section of the Microsoft 365 Defender portal. This is an excellent central location from which

you can manage incidents, and the components that make them up, including alerts.
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EEH (X Microsoft Defender 365% {# FH 9 % Microsoft 365 E5H TR 5 1) 7 3 & CHEAHRTY,

Microsoft Defender for Cloud Apps DEEELN I DT — 2 AL TEBRZABTE L LZHBTILELNHYFET,
BRI ZEEITANETIN?

A1—H—I 9y FAMEE

B. Azurea R4y 4

C. Office 365 a4 4

D.BEEInY 7y 7R—FE&RE

Ffa:C(aAAV FEEKRT D)

https://learn.microsoft.com/en-us/defender-cloud-apps/connect-office-365
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BEHE EHOEHRY—N—28LAzure TRV ) T3 02 EHEL T,

Workspace1 & LY 5 & BiMDMicrosoft Sentinel 7—49 ARXR—XAMNHY E£T,

AT I RY—/N\—h BWindowsA X kOS5 EWorkspacel [ZRRYADKHELAHY FT,
E3TNELNVTIN?EETSHICIE, EEFETEUGCERKZEZZBATLCZE,

FEfEE LIRS EAMESNET,

Answer Area

Use the: i
A3: Syslog via AMA data connector
A1: Windows Forwarded Events data connector
AZ: Windows Security Events via AMA data connector

On the servers, implement: _ e
B1: Windows Event Forwarding
B2: The Azure Monitor Agent
B3: The Azure Arc agent

IE f#:
Answer Area
Usethe: ' N x
A3: Syslog via AMA data connector
I A1: Windows Forwarded Events data connector
A2: Windows Security Events via AMA data connector
On the servers, implement: -
| B1: Windows Event Forwarding
B2: The Azure Monitor Agent
B3: The Azure Arc agent
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BEBRDORY bT—2I1Z1E Azure ADTF > b ERIHIT 542 T L S ADActive Directory KA 4 U H—EX(ADDS) KA/ UREFENRTWET,
Sentinel1 & LY 5 & RTMMicrosoft Sentinel 7—49 AR—XAH Y EF,

Sentinell TA—H—BXUI VT4 T4 THPH (UEBA) ZBHMICL _ADDS FASUhLtEFa) T4 ARV ERETIHENHY 9,
EDIDDITEFIEBICETIRETLLOMN?EZTHICIE TEUR IS BEULZTEHZEZRIBESE . ELWVMNEFICHERBZ TS ZEL



Actions |—{ AMFW 9SO ft

For Sentinel1, configure the Windows
Forwarded Events connector.

To the AD DS domain, deploy Microsoft
Defender for Identity.

For the AD DS domain, configure Windows
Event Forwarding.

From Sentinel1, collect the AD DS security @

events by using the Legacy Agent connector.

For Sentinel1, configure the Microsoft
Defender for Identity connector.

For Sentinel1, enable UEBA.

i ~Anshet per O SO T
For Sentinel1, configure the Windows -
Forwarded Events connector.

For Sentinel1, configure the Microsoft
Defender for Identity connector.

To the AD DS .domain, deploy Microsoft
Defender for Identity.

For the AD D5 domain, configure Windows

Event Forwarding. @

From Sentinel1, collect the AD DS securily
events by using the Legacy Agentconnector.

For Sentinel1, enable UEBA.

Explanation:
For Sentinel1, configure the Microsoft defender for identity connector.

This will allow you to sync user entities from on-premises Active Directory, using Microsoft Defender for Identity.
To the AD DS Domain, deploy Microsoft Defender for Identity.

You need to install the MDI sensor on your Active Directory domain controller to enable UEBA to collect security events from your on-premises AD DS domain.
For Sentinel1, enable UEBA.



You need to switch the toggle to On and select the data sources on which you want to enable UEBA.
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Sub1 EWSEREID Azure TR ) T3 onHY  Zhh contoso.com & LYS B RTD Microsoft Entra 77+ > M2 U9 SR TULVET, contoso.com [Z1& User! & LNS BRID I —H—MELE LE T, Sub1 [ZIE Microsoft Sentinel
T—J AR—ZADBEENTUVET,

Microsoft Copilot for SecurityD#gEx 7O EC 3 =25 LET,

User1hCopilot for Security# AL TUTD ARV EEITTEDEIITTHIRLELHY FT,

- T—ARBETA—FNYIDA T avEEHLET,

- Microsoft SentinelBEN A > T2 FERET 5,

fRRRITR/MERDERA RO FNRIEXE S ALY,

BRARIIZEWT UserZIF EDREIZZ|Y U TEHIRETEIMN?EAEZTHICIE EAERMCTEILGA T a vEBIRLTLES L,
R EICIRA Y FAMEEINFET,

Answer Area
Update the data sharing and feedback options: B v
Global AdWinistrator
«Secunty"Administrator |
| Security Operator |
Investigate Microsoft Sentimel incidents: v

Cloud App Security Administrator
!Microsoft Sentinel Reader

Microsoft Sentinel Responder
3:"}



Answer Area

Update the data sharing and feedback options: v
Global Admfistrator
SecUrity*Administrator
!_Security Operator

Investigate MicrosOft Sentihel incidents: il
| Cloud App Security Administrator
i Mierosaft Sentinel Regder

igr?ééJ#SﬁeHrE!&Raelr}bnder
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E{HIFFZE4 - Litware Inc.

=

FARL A—RL—La it RKEICARZECSBY—EREMT, 2a—3—9 PAT YU ISULRACHEL T REBZ TS,
BFDIRE

TATOTA4T4RE
AU TULIRRY FJT—45I1Z1%, corp.adatum.com & LV5 & RID Active Directory KA A4 3 —EX (ADDS) 74 LR FAHY | Thid adatum.com ELVSBAFHID Azure AD TF+ 2 FERIBILTULWET, I RTOA—H—FLUVT
IL—TEE A XY (X corp.adatum.com TEITEINE T, corp.adatum.com K A A >[Z1E adatum.com L BEIHEIT 5 Groupl E WS BRIDTIIL—THEENRTULNET,

A4 RAKR
Adatum® £ 1 —H—I[Z[& Microsoft 365 ESS 1 2 > X & Azure Active Directory Premium P25 4 £V AAENY B ToNTULVET,
727 FIRE
2 5 FIREEIZIE, Microsoft 365 4+ 7 X4 1) 74 3 > adatum.com T+ b o a3tz Azure B TRV T3y BEURDRIZTRT I YV—ANEENTVET,
Name Type Description
Sentinell | Microsoft Sentinel Includes a custom hunting query
workspace named HuntingQueryl

Server? Azure virtual machine Funs Windows Server 2022

FTUTLIREE

FUTLIRRY FT—=VI2E  RORIZSRT )V —ABNEELTLET,



Description
Runs Windows Server 2019

Has Azure Arc-enabled and the Azure Monstor
agent installed :
Webappl Web service An on-premises, public-facing HTTP/HTTPS web |

service that generates JSON output in response to
GET HTTP requests

Infoblexl | Infoblox DMNS A third-party DINS service appliance hinked to
SETVICE Emi:{:,uﬁy J.ﬁﬁ'iﬁata connector

B2

HEESNTWNSER

Adatumtt I TOEEZRET 2 FETY,

-UTOKQLZ T ZEL rulequeryl EVWSERIDI T ZERHELET,

Azurehctivity _ ldalval

| where ResourceProviderya vz == “WICROSOFT. CLOUDSHELL®
| where ActivityStatusValue == “Start"

| extend

Account_0_Name = tostring(split(Caller, ‘@', @)[0]),
Account_@_UPHSuffix = tostring(split(Caller, ‘@, 1)[2])
| project Account_0_Name, Account_0 UPHSuffix, CallerIpAddress, TimeGenerated

SIL—=ILY T YNZEDNTA VT FEAERT DMicrosoft Sentinel DR ¥ 2 — ILEHIL—ILERELET,

Microsoft Defender for Cloud M Z 4

Adatumld _ Microsoft Defender for CloudDE#E L TUTDEDEREIFTWVET,

FI—T1D * > 13—I[% Defender for Cloud 75 > & E#IZ L  HREETFO-OOMY A ZEHEATELIVENHYET,

- T RTDAzurefm 38 < > > TMicrosoft Defender for Servers 75 V22 BT H2RELHY T,

-Server2[FT—C U FLARARX Y UDNLBENT ARENHY FT,

Microsoft Sentinel D &4

Adatumld Microsoft SentinellZB3 2 LU TOEHZHEL TLET,

- Infoblox1 7 5 NXDOMAIN [EZ& AR EN S DNS 1) 7 TR FD#%iR$ Advanced Security Information Model (ASIM) 2 T1) #EZELFT,

-1 AD1——hH Azure Cloud Shell Z#EHEEE L= £ IZIHEE L TrulequerylIZE 2 TERSN=-EHDT7S— MR BE—DA VT MELTHESNDESICLET,
- Microsoft Sentinel D AMA O %9 2 %N LT Windows X1 T4 ARV FEEEL Serverl Dt Fa2) T4 ARV OJZERTHEIICERLET,
-2t x ) F 4 BEREF—LHAzure Cloud ShellZ#2E) L 1=15& rulequerylIZ & 2 TEBSN=-4 VT2 FABEMIZVO—XENbDESIZLET,
- Webapp1 i o T—2 ZHMICIIET 59 T &L Workbook1 & LVS BRID A X 4 L Microsoft Sentinel 7—49 7w o #RELFET,
FEESNEBEAXMIGTHI Y bADY A A4 U EEHET S Microsoft Sentinel D=7 ) 7ILZ A4 L(INRT) S HTIL—ILERELET,

- Azure R— % JLD Microsoft Sentinel D/\> T 4 45 R—T(ZF7 9 £ X L1=FEIZ HuntingQueryl ABEIMIZETINDKSICLET,

- corp.adatum.comD1—HF—F hD 2 M T H/IRRT—F Iy FOBBLPEELIVEZNEES TAhERELET,

-ASIMNN—H—%FERAT AV T ICEAET 24 —/N\—~y FER/DRICINZ 5,

-Group1DA UN—MT LA T I BB L VIRETET DL FHEREL TLLZEY,

ATREARBR Y (ASIMICHEARAEN TS /NN—H—ZFRAL T,

ESRRAEH

Adatum(Z UTODESHRRAEBEHEHELFELT-,



AlRE7ER Y R/MERRDRBIICHS Z &,

AlREARRR Y EEEF EHR/IRICHINZ 5,

Ry FRRyY MBI B ERM

DNSU - TR M LTASIMY T ZFEETIZHENHY EI, V) 12— 3 UIEMicrosoft Sentinel DEH - L TLWARBENHY FI,
JIVFEDESICEREITNELIVWTTN?RETSICIE EERTEUGEA T a vEBIRLTLESY,

R LIRS EAMESAET,

Answer Area Microsoft

ASIM parser: | v
_Im_Dns
_Im_Dns_InfobloxNIOS
imbNs -~

Filter: = ‘V

A filtering parameter
A pack parameter
The WHERE clause

Answer Area

ASIM parser: A\

'\ . J
_Im_Dns ~ @)
_Im_Dns_lnfobloxNIOS
imDns

Filter: é@"‘
A filtering parameter

A pack parameter
The WHERE clause

Explanation:
https://learn.microsoft.com/en-us/azure/sentinel/normalization-about-parsers

Eﬁ:ﬁ: 235

Ry ARy MY S ER

HEERRIE, User1, User2 User3, Userd & L3 BRTDAND 1 —HF—% &L Microsoft 365 ESH TRV 1) T2 a vE TRRAICHE>TUWEY, COY TR 1) T2 3 v T, Microsoft Purview Audit& Microsoft Defender XDRAMER & h
TUWEYS,

A—HY—2L21—H=3[E I—HF—1DA—LRY I RAANDT I L REEZRESNATVET,

UsertD 4 —JLiRy U Ah D EEENUserl THAHAZ EETT T4 v VU T A—INEEShFELL,



Userd MBS BMEEZFAL T, T4 v U T A—)LEEELEDONUser2hUser3M EHETESLLSICTEIRELAHYET . COVY a—2a vk R/IMEBORAIZHKS REAHY ET,
ESTNEENWTIN?EEZTSHICIE, AERCTEUGBREZEATLZEL,
ECEE LIRS FAMESHhET,

Answer Area

Role group to add User4 to:

AuditReader

Cdmpliance Administrator
eDiscovery Manager

' Security Reader

Mailbox activity td-:g_E'q;Eﬁ for:

MailltemsAccessed

‘ e, < Send
Microsafd 7

SendOnBehalf

Answer Area

Role group to add User4 to:

Y
Audit-Réader

Campliance Administrator
‘PeDiscovery Manager
Security Reader

Mailbox activity to'search for:
M I C F‘D S Oft . A\ » B MailltemsAccessed
o o Send
SendAs
SendOnBehalf

B: 236

&7 f=[EMicrosoft 365 ESMH TR U ) T avuxbEBTY,

Windows 7 /34 & £ TPowerShell%{# A L T Microsoft PurviewDEZEO SV 2REIT IHELAH Y FT,
FIRAMMEITRETLLEIN?

A. Microsoft Graph PowerShell E¥ 2 —J)L&Z4 VX F—ILLE T,

B. PowerShell') E— LB EH#IZT S .
C. Microsoft Exchange Online PgwerShelf%Dl—)b’é'f AM=ILLET,



D. TrustedHosts U X FZZERELFET,

FfE:C(A AV FEEKRT D)

Step 1: Load the Exchange Online PowerShell module

Microsoft Purview, Use a PowerShell script to search the audit log

Connect to Exchange Online PowerShell

After you've installed the module, open a PowerShell window and load the module by running the following command:
Import-Module ExchangeOnlineManagement

Reference:

https://learn.microsoft.com/en-us/purview/audit-log-search-script
https://learn.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-powershell
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