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Potential malicious events: When traffic is detected from sources that are known to be malicious, Microsoft Sentinel alerts you on the map. If you see orange, it is inbound traffic: someone is trying to access
your organization from a known malicious IP address. If you see Outbound (red) activity, it means that data from your network is being streamed out of your organization to a known malicious IP address.
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CloudAppEvents
DeviceFileEvents
DeviceProcessEvents

|"where TimeStamp->fago (2d)

| summarize activityCount = W by FolderPath, FileName
avg()

ActionType, AccountDisplayName |count()
sum()

| where activityCount > 5
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CloudAppEvents _
DeviceFileEvents
DeviceProcessEvents

| where TimeStamp > ago (2d)

| summarize actiwvityCglne)= W by FolderPath, FileName

ava()

ActionType, AccountPisplayName (Count :
¥P play %um{jﬂ i

| where activityCount > 5

Explanation:

Table: DeviceFileEvents

Aggregation function: count()

In Microsoft Defender XDR advanced hunting, data tables such as DeviceFileEvents , DeviceProcessEvents

, and CloudAppEvents are used to investigate various types of activities. Since this query aims to investigate an issue related to file activity-specifically identifying when files have been accessed, modified, or

created repeatedly-the correct data source table is DeviceFileEvents . This table contains information about file- level activities recorded by Defender for Endpoint sensors, including file path, file name, action

type, and user account involved.

The KQL structure shown in the image follows standard hunting query syntax:

DeviceFileEvents

| where Timestamp > ago(2d)

| summarize activityCount = count() by FolderPath, FileName, ActionType, AccountDisplayName

| where activityCount > 5

Here's why:

* The where Timestamp > ago(2d) clause filters results from the last 2 days, a typi cal timeframe for immediate investigations.

* The summarize operator groups events by FolderPath, FileName, ActionType, and AccountDisplayName, then uses count() to determine how many times each file was acted upon.

* Finally, where activityCount > 5 filters t o show only unusually high-frequency activity, which might indicate suspicious or automated file manipulation.

Microsoft Defender XDR documentation highlights that DeviceFileEvents is the correct schema for file activity investigations, while DeviceProcess Events focuses on process creation and execution, and

CloudAppEvents targets cloud application usage.

Thus, the verified and documented correct completions are:

Table: DeviceFileEvents

Aggregation function: count()
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To identify which anomaly rules are enabled in a Microsoft Sen tinel workspace (here, SW1), you look at the Sentinel analytics configuration in the portal. In Microsoft's documentation "Work with anomaly
detection analytics rules in Microsoft Sentinel," it explains:

"You can now find anomaly rules displayed in a grid in the Anomalies tab in the Analytics page. ... On the Analytics page, select the Anomalies tab. ... Status - whether the rule is enabled or disabled."
Microsoft Learn Thus, anomaly detection rules are a subtype of analytics rules in Sentinel, and they are surfaced under the Analytics area (in the Anomalies tab). That is where you can review which anomaly
detection rules are active (enabled) or not.

By contrast:

* Settings is used for workspace-wide configurations (e.g. enabling UEBA, toggling anomalies on/off).

* Entity behavior is a separate feature (UEBA) for monitoring entities and their behavioral baselines, not the repository of which anomaly rules are enabled.

* Content hub is the repository of shared analytics templates and solutions you can import; it does not list which rules are enabled in your workspace.

Therefore, the correct place to review enabled anomaly detection rules is C. Analytics (speci fically under the Anomalies tab).
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Actions Answer Area

Change the alert seventy threshold for emails to
Medium.

Copy an executable file on a virtual machine and
rename the file as ASC_AleriTest_662jfi039N.exe.

Enable Azure Defender for the subscription.

Change the alert seventy threshold for emails:
to Low.

Run the executable file and'é;.:aec_i'f\',r the aﬁprﬁupﬁaté
arguments. :

Rename the executable file as AlefiTest exe.
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'!' Run the executable file and specify the appropriate

Change the alert severity threshold for emaitls

arguments.
0 Low. ' =5
Run the executable file and specify the appropriate|
arguments. [
Rename the executable file as AlertTest.exe. '
|
Explanation:
Actions Answer Area
Chaljge the alert severity threshold for emails {9 Enablé Azure Defenderforthe subscription.
Medium.
'Gopy an executable file on a virtual machine and Copy an executableffile onva virtual machine and |
rename the file as ASC_AlertTest_662ji039N exe . rename the file'as ASC_AlertTest_662jfi039N exe.
== ' Runfhe executable file and specify the appropriate)
Enable Azure Defender for the subscription. @ ~% B @
Change the alert severity threshold for emails @ @

to Low.

Run the executable file and specifiy the appropriate|
arguments.

Rename the executable file as AlertTest exe.

According to Microsoft Security Operations and Azure Defender (now Microsoft Defender for Cloud) documentation, to validate that Azure Security Center (ASC) - or Defender for Cloud - is properly
configured to detect threats such as sign-ins from suspicious IP addresses , you must enable Defender for the subscription first. This step activates the advanced threat protection features that analyze

security signals from Azure resources, including virtual machines and network connections.

Once enabled, Microsoft provides a test alert validation process using a PowerShell script or an executable test file to simulate an alert. The official procedure states that to test the alert generation capability,
administrators should copy a provided executable file to a virtual machine onboarded to Defender and rename the file using the naming convention beginning with ASC_AlertTest_ followed by random

characters. This allows Defender for Cloud to recognize it as a test event.

After renaming, the executable is run with appropriate arguments to trigger a benign test alert that validates Defender's detection pipeline. This alert verifies that the system correctly monitors VM activity and

reports potential threats.



Changing alert severity or renaming files differently does not validate the configuration. Therefore, the correct sequence-confirmed by Microsoft documentation-is:
* Enable Azure Defender for the subscription.

* Copy and rename the alert test file (ASC_AlertTest_...).

* Run the executable file with required arguments to trigger and validate detection.
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XDR Custom Detection Rules Documentation):

In Microsoft Defender XDR, custom detection rules are scheduled KQL queries that evaluate telemetry on a recurring schedule, using a lookback (loopback) period to determine how much historical data to
analyze during each run.

The loopback period determines the time window over which data i s evaluated (e.g., 12 hours, 48 hours). To change this period, administrators modify the rule's schedule configuration - specifically the
frequency or recurrence settings in the custom detection rule editor. The KQL query (including summarize or where oper ators) defines the logic but not the temporal scope of data evaluation.
Therefore, extending the loopback from 12 hours to 48 hours requires adjusting the frequency (schedule) configuration of the rule, not the query itself.

# Correct Answer: A. the freque ncy
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Azure Identity Protection is used to detect and remediate risky sign-ins based on user behavior and risk levels, but it does not configure decoy or Honeytoken accounts. Honeytoken accounts are a Defender
for Identity feature, not an Identity Protection feature.

The solution described (configuring sign-in risk policies in Azure Identity Protection) relates to conditional access and risk-based sign-in responses, not to creating monitored decoy accounts.

Hence, the goal of configuring several accounts for attacker exploitation (Honeytoken monitoring) is not met by this solution.
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According to Microsoft Defender for Endpoint documentation, Indicators of Compromise (IoCs) can be created based on file hashes, IPs, URLs/domains, or certificates . When the bulletin references a
potential attack that uses an image file , it implies that the malicious component is a specific file type (e.g., .jpg , .png, .

ico ) being weaponized.

The appropriate loC for file-based threats is a File hash indicator . You create this indicator by specifying the hash (SHA-1, SHA-256, or MD5) of the suspicious file and setting its Action to "Alert and block" ,
which ensures that Defender for Endpoint both raises an alert and prevents execution of the file on protected endpoints.

From Microsoft documentation:

"You can create indicators for file hashes, IP addresses, URLs/domains, and certificates. When creating file hash indicators, set the action to Alert and block to prevent execution of known malicious files on
endpoints." Other options explained:

* A & B (URL/domain) - These are used for blocking malicious websites or command-and-control domains, not image files.

* D (Certificate) - Used for detecting or blocking applications signed with malicious certificates, not for specific file-based threats.

# Correct Answer: C. a file hash indicator that has Action set to Alert and block
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To remediate active attacks automatically once alerts or incidents are detected, Microsoft Sentinel uses playbooks , which are workflows built on Azure Logic Apps . These playbooks can execute remediation
actions-such as isolating a machine, blocking an account, or triggering other security control chang es- without manual intervention. Microsoft's documentation clearly states that "playbooks in Microsoft
Sentinel are based on workflows built in Azure Logic Apps" and that they can "automate and orchestrate your threat response by using playbooks ... run a pla ybook on-demand or automatically in response
to specific alerts or incidents." When an analytics rule in Sentinel triggers an alert or incident, you can attach an automation rule which in turn invokes a playbook (i.e. a Logic Apps workflow) to perform the
remediation steps. The automation rule defines the trigger conditions and calls the playbook action as part of its response actions.

Let us evaluate other options:

* Azure Automation runbooks (Option A) are powerful for scripting in Azure (e.g., PowerShell o r Python) and can perform remediation tasks, but they are not the native mechanism within Sentinel for
orchestrated, alert-driven response workflows.

* Azure Functions (Option C) are serverless compute for custom code, but you would have to build and integra te orchestration logic manually; they are not the out-of-box SOAR component in Sentinel.

* Azure Sentinel livestreams (Option D) is not a recognized remediation automation component-it is irrelevant in this context.

Therefore, the correct solution to remedia te active attacks (triggering automated actions in response to alerts

/incidents with minimal manual effort) is to use Azure Logic Apps (via Sentinel playbooks) as the orchestration engine. Logic Apps are the documented foundation of Sentinel's automation r esponse
capabilities.
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In Micro soft Defender for Cloud, regulatory compliance standards such as PCI DSS 4.0, ISO 27001, and NIST SP 800-53 are part of the Cloud Security Posture Management (CSPM) capabilities. To
assign or view these regulatory initiatives, the CSPM plan must first be e nabled for the environment.

According to Microsoft Defender for Cloud documentation, when you open Environment settings # Security policy , you can view and manage the assigned initiatives. If the option to "Add more industry and
regulatory standards" is gr ayed out or unavailable , it means that the CSPM plan is not active for that subscription.

Once you enable the Defender CSPM plan , Defender for Cloud automatically assigns the Microsoft Cloud Security Benchmark (MCSB) initiative and allows you to add additi onal frameworks such as PCI
DSS 4.0, NIST, or SOC 2.

* Option A (Correct) - Enabling CSPM unlocks regulatory compliance capabilities, allowing you to assign the PCI DSS 4.0 initiative.

* Option B - Disabling MCSB is unnecessary and not required; it's automatically included when CSPM is enabled.

* Options C and D - Continuous export settings (to Event Hubs or Log Analytics) are used for exporting data, not enabling compliance initiatives.

Hence, the first step to make the "Add more standards" option avail able is to enable the Cloud Security Posture Management (CSPM) plan on the subscription.
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EmailAttachementinfo
EmailEvents
IdentityLogonEvents

where MalwareFilterVerdict == “Malware”

project TimeEmail = Timestamp, Subject, Sende ﬂ;SEEdrass, AccountName
astring(split (RecipientEmailAddress, “@") ﬁ

aliciousEmails
Join | @
Ema tmmamnmmmm

-
ltlﬂl iEvents o it ' “%

pmjact Lag-:::-n-rma = Lﬁ , AccountName, DeviceName
on AccountHame
where (LogonTime - Email) between (Umin.. &0min)

v
select 20 ‘

take 20
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let MaliciousEmails = ]v
EmailAttachementinfo
EmailEvents ;|
IdentityLogonEvents

| where MalwareFilterVerdict == “Malware”

| project TimeEmail = Timestamp, Subject, SenderFromAddress, AccountName =
tostring(split (RecipientEmailAddress, “@%) [01):

MaliciousEmails

| join ( |v
mailAttachementinfo
EmailEvents

| project LogonTime = Timeéstamp, AccountName, DeviceName
) on AccountName

| where (LogonTime = TimeEmail) between (Omin.. 60min)

I

BT v
select20 i
- S®Microsoft

Explanation:




let MaliciousEmails = | Iv

[EmariAfachementinto
IdentityLogonEvents

| where MalwareFilterVerdict == “Malware”
| project TimeEmail = Timestamp, Subject, Sendar?rests, AccountName =

tostring (split (RecipientEmailAddress, “@%) [0])

MaliciousEmails

project Logan‘:" =3 - sr.amp; AccountName, Devi.@h

on AccountName 50!1; 1 M |C rOSOf |

where (LogonTi — TimeEmail) between (O0min..
v

select 20

Reference:
https://docs.micro soft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?
view=0365-worldwide
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Alertinfo
where Severity == "High"
distinct Alertld
join AlertEvidence on Alertld
where EntityType in (“User®™, "Mallbox")

summarize by Timestamp, Alertid, AccountName, AccountObjectId, EntityType, Deviceld, SHA256
join EmailEvents Acmuntﬂhjcﬂtd wm $right .ReciplentObjectld

where Deliveryict WT fot
summarize by TimeQtS crrlollso ectld, RecipientEmailAddress, EntityType, Deviceld, SHA256
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FEEEICIRA Y EAMEShET,

|
|
|
|
| where EvidenceRole == “Impacted”
I
I
I
|




The custom detection rule can be used to automate the dele!“ @ es from a

user's mailbox based on the gec ipienuuuuir

The custom detection rule can be used t 1on automatically based on the
Deviceld column.

.E the deletion of a file based on the

0SO

—_—

Statements “Li--, ) Yes No
| .
’1

The custom detection rule can be used to automate the demu\n’n!' email messages from a I O
user's mailbox based on the ﬂﬁipitntfnniliﬂdrf&i mhrl’ln.

The custom detection rule can be used to restriet aWhmrmn automatically based on .!
Deviceld column. oY . M |Crdso t
Bl

The custom detection rule can be used tm&mafe the deletion of a file based on the
SHA256 column.

Explanation:
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The custom detection rule can be used to automate the de f email messages from a

user's mailbox based on the fRecipientEmailaddress r}
The custom detection rule can be used to rest *utm automatically based on the

Deviceld COlumMn

The custom detection rule can be used lgroutgmste the deletion of a file based on the
sHa256 column.
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When Azure Defender for Key Vault (now part of Microsoft Defender for Cloud) raises an alert about suspicious access attempts from multiple unknown IP addresses, the immediate mitigation step-before
deeper investigation-is to restrict network access to the Key Vault to reduce exposure.

The Azure Key Vault firewall allows you to restrict access by:

* Allowing access only from trusted IP addresses, VNets, or private endpoints.

* Blocking all other traffic by enabling the firewall and disabling "Allow access from all networks." Microsoft's official recommendation states:

"To reduce the likelihood of secrets being compromised while you investigate an alert, enable the Key Vault firewall and restrict access to trusted networks or specific virtual networks."
"Firewall and virtual network configuration can be applied immediately without affecting existing permissions or access policies." This step:

* Minimizes exposure to malicious IP addresses.

* Is quick to implement (through the Azure Portal or CLI).

* Has minimal impact on legitimate users if you properly whitelist trusted networks or VNets.

Other options:

* A (Modify access control settings) or D (Modify access policy) would affect permissions and could disrupt legitimate users or service principals.

* C (Create an application security group) applies to network interfaces, not directly to Key Vault.

# answer: B. Enable the Key Vault firewall
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1\ | Description
An Azure Sentiniel workspace
A Linux sever configured to forward Common Event Format
(CEF) logs to SW1
A Linux server conligured to send Common Event Format
(CEF) logs to CEF1
A Linux server configured to send Syslog logs to CEF1
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——— From the Syslog configuration, remove the facilities
' CEF1 | thatsend CEF messages:

From the Log Analytics agent, disable Syslog
synchronization.
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Resources Answer Area

Ny From the Syslog configuration, remove the facilities | CEE1 |
' CEF1 | | I
' CEF1 | thatsend CEF messageés: bt i

1 From the Log\Analytics agent, disable Syslog
—————— synchrogization. s pabd

Explanation:

| From the Syslog configuration, remove the facilities that send CEF messages. | CEF1 | | From the Log Analytics agent, disable Syslog synchronization. | Server2 | The goal is to eliminate duplicate events in
the Azure Sentinel workspace ( SW1 ). Duplication typically occurs when the same log source is sending data to Azure Sentinel via multiple collection methods .

Analysis of the Environment

* SW1 is the Azure Sentinel (now Microsoft Sentinel ) workspace, which is the final destination for all logs.

* CEF1 is a Linux server configured as a log forwarder (often called a CEF collector ) for Microsoft Sentinel. It uses the Log Analytics agent (or the newer Azure Monitor Agent) to ingest logs and is
specifically configured to forward Common Event Format (CEF) logs to SW1 .

* Server1 sends CEF logs to CEF1 . This is the intended, single collection path for Server1's CEF logs:

Server1t CEF1 SW1. No duplication is inherent here.

* Server2 sends Syslog logs to CEF1 . This path is: Server2 CEF1 SW1.

* Since CEF1 is running the Log Analytics agent (required to forward logs to SW1) and is configured to collect Syslog data (to receive Server2 ' s logs), the Log Analytics agent on CEF1 will also attempt to
ingest the Syslog messages it receives into SWA1.

* However, the Log Analytics agent itself can also be used to collect Syslog/CEF logs directly from the source server.

Addressing Duplication

Duplication is most likely to occur if a server is sending the same logs to a forwarder AND also has the Log Analytics agent configured to send the same logs directly to SWA1.

Action 1: From the Syslog configuration, remove the facilities that send CEF messages.

* Resource: CEF1

* Reasoning: CEF1 is a Linux server running the Log Analytics agent and is acting as the collector.

Server1 sends CEF logs to CEF1. These CEF logs are transmitted using Syslog (specifically, a custom Syslog format). If the Log Analytics agent on CEF1 is configured to collect all Syslog facilities, it will
ingest the raw CEF Syslog messages it receives from Server1 AND also ingest the parsed CEF messages via its custom forwarding logic. To prevent the Syslog collector on CEF1 from ingesting the raw
CEF messages that it is supposed to be forwarding , you must modify its Syslog configuration (e.

g., in /etc/rsyslog.conf or equivalent) to ignore the facilities/log files used by the incoming CEF messages from Server1. The primary purpose of CEF1 is to receive and forward CEF, not to have its Log
Analytics agent ingest the raw Syslog that transports the CEF payload.

Action 2: From the Log Analytics agent, disable Syslog synchronization.

* Resource: Server2

* Reasoning: Server2 is configured to send Syslog logs to CEF1 (Server2 CEF1 SW1). Since Server2 is a Linux server, it may also have the Log Analytics agent installed for other monitoring purposes. If the
Log Analytics agent on Server2 is installed, it is configured by default to collect Syslog logs directly and send them to SW1 (Server2 SW1). This creates a duplicate path for the Syslog data:

* Path A (Intended): Server2 Syslog CEF1 SW1

* Path B (Duplication): Server2 Log Analytics Agent Syslog SW1



* According to Microsoft Sentinel documentation on log ingestion, when using a dedicated forwarder (like CEF1) for Syslog/CEF, you must disable the Syslog collection on the Log Analytics agent of the
source machine (Server2) to prevent this duplication. This is typically done by disabling Syslog synchronization in the Log Analytics agent configuration or removing the Syslog entry from the agent ' s data
sources.

References: Microsoft Sentinel documentation on data connectors for Syslog and CEF, specifically the sections discussing the deployment of the Log Analytics agent and forwarders, which repeatedly warn
about the need to prevent dual-ingestion of the same log type (Syslog or CEF) from both the source server ' s agent and a dedicated collector/forwarder.

B 14

Microsoft Defender for Servers Plan 1 Z{fER L Server! E WS ZRIDY—N—%EL Azure Y TRV ) T a3 ohHYET,

I—Cx VLR RAFYUEFHMIICLET,

Server!l MAX v U ENBVESICTEHIREAHYET, V) a—2 a0 TR EEBFNZR/NRICHZASZLEAHY FT,

HE=FAZT o EM?

A BN TEERLET,

B.JRX% ) J 3> % Defender for Servers 752 2127y TS L—FKLET,

C.HNFUR L—ILEHERLET,

D. BN IL—TZE#ERLET,

EfE: (EfEZRRLET)

With Defender for Servers Plan 1 or Plan 2, agentless scanning for vulnerabilities is enabled to assess connected servers automatically. To exclude specific servers (like Server1 ) from being scanned,
Microsoft recommends using exclusion tags .

An exclusion tag is a key-value metadata pair (for example, DefenderForCloud.AgentlessScan = Exclude ) applied to resources to exclude them from certain Defender for Cloud assessments, including
agentless vulnerability scanning. This approach is lightweight and requires no policy or plan upgrade , satisfying the requirement to minimize administrative effort.

Other options explained:

* Upgrade to Plan 2: Not required; exclusion works in Plan 1 and Plan 2.

* Create a governance rule: Used for compliance automation, not scanning exclusions.

* Create an exclusion group: Not a valid Defender for Cloud configuration concept.

# Correct answer: A. Create an exclusion tag
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The Risky users report in Microsoft Entra ID Protection provides visibility into users whose identities might have been compromised. It shows risk levels, risk states, and when risk detections occurred -
allowing you to investigate activity for the last 90 days .

The Risk detections report lists individual risk events but not overall user risk status, while risky sign-ins report only sign-in attempts, not the cumulative user risk.
Thus, to determine whether User1's identity was compromised during the last 90 days , use the risky users report .
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In Microsoft 365 E5 environments that use Microsoft Defender XDR , role-based access control (RBAC) is enforced across the Microsoft Defender portal to align with least-privilege principles. To manage
custom detection rules (such as scheduled analytics rules in Defender XDR) and endpoint security policies (such as antivirus, firewall, or attack surface reduction policies in Microsoft Defender for Endpoint),
the required role is Security Administrator .

According to Microsoft documentation, the Security Administrator role:

* "Can manage security settings in Microsoft 365 Defender, Microsoft Defender for Endpoint, Microsoft Defender for Identity, and Microsoft Defender for Cloud Apps."

* "Has full permissions to create, edit, and delete security policies, alerts, and detections."

* "Can configure and manage custom detection rules, automated investigation settings, and advanced hunting queries." By contrast:

* Security Operator can view alerts and incidents and take limited response actions but cannot create or manage detection rules or policies.

* Desktop Analytics Administrator relates to Windows analytics and endpoint readiness reporting, not Defender XDR management.

* Cloud Device Administrator primarily manages device onboarding and enrollment in Microsoft Intune or Azure AD, not Defender policies or detections.

Following the principle of least privilege , Security Administrator grants exactly the rights needed to manage Defender XDR custom detection rules and endpoint security policies-without assigning excessive
administrative permissions across the tenant.

Therefore, the correct and verified answer is C. Security Administrator .
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According to Microsoft Entra (formerly Azure Active Directory) and Microsoft Security Operations documentation, when integrating Azure AD sign-in logs and audit logs with third-party SIEM systems , the
supported and recommended method is to stream the logs to Azure Event Hubs through Diagnostic Settings .

Event Hubs act as a real-time data ingestion service that can integrate directly with external SIEM tools such as Splunk, QRadar, ArcSight, or Sumo Logic. This allows for near real-time alerting and analysis
of Azure AD sign-in events.

Official Microsoft guidance states:

"To integrate Azure AD logs with third-party SIEMs, configure Azure AD Diagnostic Settings to send sign-in and audit logs to Azure Event Hubs. Event Hubs can then stream the data to your SIEM for near
real-time monitoring." Other options do not meet the scenario's requirement:

* (A) and (C) involve Azure Sentinel, Microsoft's native SIEM solution. Since the question specifies a third-party SIEM , Sentinel is not required.

* (D) Archiving to a Storage account provides long-term retention and offline analysis but does not support near real-time alerting.

Therefore, the correct approach to route Azure AD sign-in events for near real-time monitoring in a third- party SIEM is to configure Azure AD Diagnostic Settings to stream logs to an Azure Event Hub .
# Correct Answer: B. Configure the Diagnostics settings in Azure AD to stream to an event hub
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| ""l MaliciousEmails=EmaflBVents
alias tTypes has "Malware"
let , , , X
Email = Timestamp, Subject, SenderFromAddreess, AcCcountName = tostring(
set
¥ _[RecipientEmailaddress, "@")[@]); MaliciousEmails
[ .
|
| jol parse jogonEvents
| ;
| split : ) a
| pr‘i = Timestamp, AccountMName, DeviceName ) on AccountName

| substrin
whi . 9

| .

} - TimeEmail) between (@min.. 36min)

[ "i HMaliciousEmails=EmailEvents

alias _ {Types has “Malware™

let [
lr{_ ) Email = Timestamp, Subject, SenderfFromiddrESs, Accountiase = tostring(
set

- ¥ | (RecipientEmaflAddeess, “@°)[@]); MaliciousEmails
4o, Parse

( r-l

iuguniuents

Y,
1 -’Tirrestsmp, Accounthame, DeviceName ) on AccountName
|
- TimeEmall) between (@min.. 38min)




Explanation:
Answer Area

let ¥ | MaliciousEmails=EmailEvents

| where ThreatTypes has "Malware"

| project TimeEmail = Timestamp, Subject, SenderFromAddress, AccountName = tostring(
SFr]it ¥ | (RecipientEmailAddress, "@")[@]); MaliciousEmails

| join { IdentitylLogonEvents

| project LogonTime = Timestamp, BAECouftNamegm PeviceName ) on fcgountName

| where (LogonTime - TimeEmail) bEtME (@min.. 30min)
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To automatically send a Microsoft Teams message when an incident (like a sign-in risk) is activated, you must use Logic Apps playbooks in Microsoft Sentinel.
Steps based on Microsoft documentation:

* Add (create) a playbook (Option D) - a Logic App workflow that defines the automation (e.g., post a message to a Teams channel).

* Associate the playbook to the analytics rule (Option B) that generates the incident - this ensures the playbook triggers automatically whenever that rule fires.
Other options do not accomplish the goal:

* Entity behavior analytics (A) provides user and entity context but does not automate actions.

* Fusion rule (C) correlates multi-stage attacks automatically but isn't used to trigger notifications.

* Workbooks (E) are for visualization, not automation.

# Final Answers:

* Question 80: D. Assign the incident

* Question 83: Band D
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Microsoft Defender for Identity (MDI) detects sensitive group modifications-such as changes to Domain Admins, Enterprise Admins, or Schema Admins-by analyzing Windows security events from domain
controllers. For MDI sensors to detect such changes, advanced audit policies must be configured to log these activities (specifically Directory Service Changes and Account Management events).
Microsoft documentation specifies that "Defender for Identity requires auditing to be enabled on domain controllers for security events like group membership changes." This is done under Advanced Audit
Policy Configuration # Directory Service Changes.

Additionally, Windows Event Forwarding (WEF) is required or beneficial when Azure Sentinel needs to centralize those events from multiple domain controllers into a Log Analytics workspace. WEF
minimizes administrative effort by automatically collecting logs without manual export or per-server log pulling.

Thus, configuring Advanced Audit Policy ensures the right events are generated, and Windows Event Forwarding ensures those events reach Sentinel for correlation with MDI alerts.

# Correct Answers: A and D

Eﬁ:ﬁ: 21

HEHRIE Microsoft Defender XDR Z{E9 % Microsoft 365 4+ TRV 1) T a v & THAFTT, TRXTHOI Y KRS > b T/34 X(& Microsoft Defender for Endpoint [CA > iR—TFT 4 T SN TWWET,
Azure Y TR 1) T2 3 UIZIE Workspace 1 &LV ZHETD Microsoft Sentinel 77— AR—ZANEENTUVET , TR TN Microsoft Defender XDR A R > k& Workspacel [ZERYRAFENE T,
HEHR(EIMicrosoft EntraTF > FEHEHEH T,

BEHMOMEHEEEZ T NNA XTI LEET S queryl EVSZFTOKALY T ZERRLEFT,

DIVIMBERECEIZEITEINSELSIICTIRENHY FT, FRREKL, EBEXEZR/NMRICHZSLDOTHITNEGY FEHA,

fAIZEZEITNIEINTTN?

A. BEiEIL—IL

B. BEIEAE S & URIS(AIR)

C.OAvyFURXFE

D. h R & LigHIL—IL

Eff:D (I A bEHEEKT D)

To have your query1 run every hour in a Microsoft Sentinel environment, you should configure it as an analytics rule-specifically a scheduled query (custom detection) rule . Microsoft's official documentation
for Sentinel describes "scheduled analytics rules" as queries that you configure to run on a recurring schedule, with a defined lookback period, and trigger alerts if the query results meet the rule criteria.
Those scheduled rules are the mechanism by which KQL queries are periodically executed automatically.

When you create an analytics rule in Sentinel, you supply the query (i.e. query1) and you specify the recurrence (for example, every hour). Once configured as such, Sentinel takes care of executing it on
schedule with minimal ongoing administrative intervention. This aligns exactly with "minimize administrative effort." Among the answer choices:

* An automation rule is used to act upon alerts (for example, route, suppress, or apply playbooks) but does not itself schedule periodic queries.

* Automated Investigation and Response (AIR) is part of Defender for Endpoint's automated remediation workflow and is used for responding to alerts on endpoints-not for scheduling general KQL hunting
queries.
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* A watchlist is a static data reference (list of values) you can use within queries or rules but does not itself execute queries on a schedule.

* A custom detection (analytics) rule is exactly what you would use to wrap query1 into a scheduled operation.

Thus, converting query1 into a custom detection rule (i.e. a scheduled analytics rule) is the correct choice.

From Microsoft SecOps and Sentinel rule documentation: scheduled rules are based on Kusto queries configured to run at regular intervals over a lookback period, and if results cross a threshold, an alert is
triggered. The rule's scheduling frequency (such as hourly) is part of rule configuration. This model ensures your query1 gets executed every hour automatically with minimal manual work.
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msticpy is a library for InfoSec investigation and hunting in Jupyter Notebooks. It includes functionality to:

query log data from multiple sources. enrich the data with Threat Intelligence, geolocations and Azure resource data. extract Indicators of Activity (I0A) from logs and unpack encoded data.
MSTICPy reduces the amount of code that customers need to write for Microsoft Sentinel, and provides:

Data query capabilities, against Microsoft Sentinel tables, Microsoft Defender for Endpoint, Splunk, and other data sources.
Threat intelligence lookups with Tl providers, such as VirusTotal and AlienVault OTX.

Enrichment functions like geolocation of IP addresses, Indicator of Compromise (loC) extraction, and Whols lookups.
Visualization tools using event timelines, process trees, and geo mapping.

Advanced analyses, such as time series decomposition, anomaly detection, and clustering.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/notebook-get-started

https://msticpy.readthedocs.io/en/latest/
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KQL statement
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Reference:

To meet the requirement "Receive alerts if an Azure virtual machine is under brute force attack," you should enable Azure Defender (now Microsoft Defender for Cloud plans for Servers). Defender
continuously collects and analyzes security telemetry from your VMs (RDP/SSH sign-in attempts, process and network signals, and OS logs) and raises security alerts for patterns that in dicate attacks such
as RDP/SSH brute force . These alerts include rich context (attacked host, source IPs, timeframe, and recommended remediation) and natively integrate with Microsoft Sentinel , allowing incidents,
automation rules, and playbooks to be trig gered with minimal administration.

While Just-in-Time (JIT) VM access is an important hardening control-also provided through Defender for Cloud-it primarily reduces exposure by closing management ports and opening them only on
request; it does not itself generate analytics-based brute-force alerts . Azure Firewall and Azure Application Gateway are perimeter controls (L3-L7 filtering and web application firewall, respectively) and do
not provide host- level brute-force detection on VM sign-ins.
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Therefore, the solution that directly satisfies the technical requirement to detect and alert on brute-force activity against Azure VMs -and integrates seamlessly with Sentinel for rapid remediation-is Azure
Defender (Microsoft Defender for Cloud) .

Reference: Microsoft D efender for Cloud documentation on VM threat protection and brute-force (RDP

/SSH) detection and alerting, and integration with Microsoft Sentinel for incident creation and response.
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To monitor Windows Security events from Server1 using the Windows Security Events via AMA connector, the first object you must create is a Data Collection Rule (DCR) . With the Azure Monitor Agent
(AMA) model used by Microsoft Sentinel, data flow is controlled by DCRs, not by the legacy MMA/OMS workspace settings. A DCR defines what to collect (e.g., the Security event log, specific event IDs or
XPath queries), from where (the target machines or machine groups), and where to send it (the Sentinel/Log Analytics workspace). After creating the DCR, you associate it with Server1 (Arc-enabled), and
the connector will begin streaming Security events to your Sentinel workspace. Creating a Sentinel sch eduled rule or an automation rule does not enable collection; those features act after data is already
ingested. Event Grid topics are unrelated to Windows event collection. Therefore, the correct first step for meeting the Sentinel requirement to monitor Server1's Security log via AMA is to create a DCR , then
assign it to Server1 and the Sentinel workspace.
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Explanation:

Task

Role

Update the data sharing and feedback options

Security Administrator

Investigate Microsoft Sentinel incidents

Microsoft Sentinel Responder

Microsoft Sentinel built-in roles documentation defines:

Microsoft Sentinel Responder - Can view incidents and perform incident response operations such as assigning, changing severity, or closing incidents.
This role grants the ability to investigate and act on incidents , which includes collaboration with Microsoft Copilot for Security to analyze incidents and run queries within Sentinel.
The Microsoft Sentinel Reader role, on the other hand, can only view incidents but cannot investigate or modify them, making it too restrictive.

The Clou d App Security Administrator role is unrelated to Sentinel incident investigation.

Thus, for investigating Sentinel incidents using Copilot for Security, Microsoft Sentinel Responder is the correct and least-privileged role.

# Final Verified Answers: Task

Role to Assign

Update the data sharing and feedback options

Security Administrator

Investigate Microsoft Sentinel incidents

Microsoft Sentinel Responder

* Security Administrator # Required to configure Copilot for Security settings (data sharing & feedback).

* Microsoft Sentinel Responder # Required to actively investigate incidents (least privilege for Sentinel operations).

Summary of Reasoning These align with Microsoft Copilot for Security , Microsoft Sentinel , and Microsoft Entra role-based access contr ol (RBAC) documentation.
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When you need to combine multiple tables ( Alertinfo , AlertEvidence , and DeviceLogonEvents ) and return all rows from all tables , you use the union operator in KQL (Kusto Query Language).
* join would only return matching records between tables based on a key, not all rows.

* evaluate is used for external function evaluations.

* search * searches across all tables but doesn't create structured combined output.

Using union kind=inner appends results from all three tables while maintaining their structure, allowing you to analyze all alerts, evidence, and logon activity together.

# Answer: D. union kind = inner
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In Microsoft Copilot for Security, permissions are governed by Copilot-specific roles. Copilot Owner is the role designed for administrative stewardship of a Copilot workspace and tenant-level features.
According to Microsoft's role definitions, Owners can (1) view usage and billing/consumption dashboards , (2) manage promptbooks , including publishing and sharing promptbooks org-wide so they're
available to all users, and (3) control data and session settings , which include allowing users to upload files during sessions.

These capabilities meet all three requirements with a single role and follow least privilege within Copilot's model because it is the lowest rol e that includes both usage visibility and tenant-wide sharing.

By contrast, Copilot Contributor can use Copilot, create prompts, upload files, and create promptbooks, but typically cannot view the usage dashboard and cannot publish/share promptbooks to "ev eryone"
across the tenant. Traditional Entra roles such as Security Administrator or Cloud Application Administrator do not grant Copilot for Security workspace administration, usage insights, or promptbook
publishing rights.

Therefore, to enable User1 to upload files, view the usage dashboard, and share promptbooks with all users- while using the minimal Copilot role that includes these abilities-the correct choice is Copilot
Owner .
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{
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“actions™: [
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In Azure Security Center (now Microsoft Defender for Cloud), Workflow automation is provisioned as an ARM resource of type Microsoft.Security/automations . The automation resource defines one or more
actions , and when the action is a Logic App, the actionType is set to LogicApp and the action must reference the Logic App by its resource ID . In ARM, the correct provider namespace for Logic Apps is
Microsoft.Logic , so the template uses resourceld( ' Microsoft.Logic/workflows ', < logicAppName > ) to populate logicAppResourceld .

To enable the security alert to trigger the Logic App, the automation action includes a callback URL to the Logic App's manual trigger. In ARM, this is retrieved with listCallbackURL() against the trigger
resource |ID, which must also use the Microsoft.Logic provider, i.e., resourceld( < subscriptionld >, < resourceGroupName >, ' Microsoft.Logic/workflows/triggers ', < logicAppName >, ' manual ' ) , with the
Logic Apps API version such as 2019-05-01 . This is the documented pattern for Security Center workflow automations: define an automation under Microsoft.Security/automations , specify an action of type
LogicApp , reference the workflow by Microsoft.Logic , and obtain the manual trigger callback via listCallbackURL on Microsoft.Logic/workflows/triggers . This wiring ensures that when the specified security
alerts are received, the automation invokes the Logic App for automatic remediation on each match.
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A. cp /bin/echo ./asc_alerttest 662jfi039n

B. ./alerttest testing eicar pipe

C. cp /bin/echo ./alerttest

D. ./asc_alerttest 662jfi039n testing eicar pipe
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For Linux alert simulation in Defender for Cloud, you first copy /bin/echo to a test file named asc_alerttest_662jfi039n, then execute it with the parameters testing eicar pipe. This sequence generates a
benign test alert that validates the Defender for Cloud pipeline. The options using ./alerttest are incorrect file names and won't trigger the simulation.
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In Microsoft Defender for Cloud's role-based access model, specific Azure built-in roles define what users can view and configure:
* Security Rea der: View-only access to Defender for Cloud recommendations and alerts.
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* Security Operator: Can view and dismiss alerts but cannot modify security policies.

* Security Admin: Can view everything a reader can and additionally edit security policies , manage recommendations, and configure settings across Defender for Cloud.

* Owner/Contributor: Have broader Azure resource management rights, exceeding what's required to manage Defender for Cloud policies-violating the principle of least privilege.

The principle o f least privilege dictates assigning the narrowest role that allows performing the required tasks. In this case, the Security Admin role is explicitly documented by Microsoft as granting
permission to modify security policies and settings in Defender for C loud, without granting full subscription ownership rights.

Therefore, to allow User1 to modify Defender for Cloud security policies while maintaining least privilege:

# Assign the Security Admin role.
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Actions Answer Area

Provide domain administrator credentials
to the litware.com Active Directory domain. |

-Create an instance of Microsoft Defender
for Identity.

Provide global administrator credentials. |

to the itware.com Azure AD tenant @

©

Install the sensor on DC1.

Install the standalone sensor on DC1. = IVIICrosoTt

EfiE:

" Provide domain administrator credentials | Provide global administrator credentials
| to the litware com Active Dnrecmry domain. | to the litware com Azure AD tenant.

. Create aninstance of Microsoft Defender
| for Identity.

| Provide global administrator credentials
| to the litware com Azure AD tenant [ Provide domain administrator credentials

e — S SSS ' to the litware_ com Active Directory domain
| Install the sensor on DC1.

I
| Install the stanchlune segsgr on DC1
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Explanation:



Provide global administrator credentials
to the litware.com Azure AD tenant

| Create an instance of Microsoft Defender
for Identity

Provide domain administrator credentials
to the litware.com Active Directory domain

Install the sensor on DC1

According to Microsoft's official Defender for Identity deployment documentation, setting up Microsoft Defender for Identity (MDI) on an on-premises domain controller (DC) such as DC1 requires a specific
sequence of steps. MDI monitors and protects Active Directory from advanced threats by using sensors installed directly on domain controllers.

The correct sequence is as follows:

1# # Provide global administrator credentials to the Azure AD tenant.

Microsoft Defender for Identity is created and managed in the Microsoft 365 Defender portal or Microsoft Security portal, which requires global administrator permissions to provision the MDI instance and
connect it to the Azure AD tenant.

2# # Create an instance of Microsoft Defender for Identity.

You must create an MDI instance in the portal before deploying any sensors. This instance defines your Defender for Identity workspace and generates the configuration package that sensors will later use to
connect to the cloud service.

3# # Provide domain administrator credentials to the on-premises Active Directory domain.

Domain admin credentials are required for the sensor installation because the sensor must access the domain controller's security logs, event logs, and directory services to monitor authentication traffic and
suspicious activities.

44# # Install the sensor on DC1.

Since DC1 is a domain controller connected directly to the internet, the standard sensor (not the standalone sensor) is installed directly on it. The standalone sensor is used only when you do not want to
install the sensor directly on a DC. The sensor automatically connects to the created MDI instance and begins collecting telemetry for detection.

This sequence aligns with Microsoft Defender for Identity deployment guidance, ensuring secure onboarding of DC1 while maintaining the principle of least privilege and meeting the business requirement to
protect all domain controllers.

# Final Order:

* Provide global administrator credentials #

* Create instance of Microsoft Defender for Identity #

* Provide domain administrator credentials #

* Install the sensor on DC1.
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A. < IncidentID >

B. SincidentID$



C. ##Incident|D##

D. [IncidentID]
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In Copilot for Security promptbooks, inputs are referenced as placeholders wrapped in angle brackets (for example, < SENTINEL_INCIDENT_ID > ). To define an input named IncidentID in a prompt, format
it as < IncidentID > .
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According to official Microsoft Defender for Endpoint documentation, Attack Surface Reduction (ASR) rules are specifically designed to block behaviors commonly used by malware and ransomware, such as
malicious macro execution, script downloads from untrusted sources, and the abuse of Office applications to launch harmful executables or exploits.

In this scenario:

* Excel macros downloading scripts from untrusted websites are mitigated by the ASR rule:"Block Office applications from creating child processes" and "Block Office communication application from creating
child processes."

* Users opening executable attachments in Outlook are covered by:"Block executable content from email and webmail."

* Outlook rules and forms exploits are addressed by:"Block Office applications from injecting code into other processes." Microsoft's Defender for Endpoint security baseline and documentation highlight that
these rules "reduce the attack surface by minimizing the number of entry points an attacker can use to exploit a system." Administrators can configure them through Microsoft Intune, Group Policy, or
PowerShell, and monitor their effectiveness in the Microsoft 365 Defender portal under Threat & Vulnerability Management.

Other options like Defender Antivirus (A) focus on detecting known malware after execution rather than blocking risky behaviors preemptively. Windows Defender Firewall (C) controls network traffic, not
application-level threats. Adaptive application control in Azure Defender (D) is used for whitelisting applications on Azure VMs, not on Microsoft 365 endpoints.

# Therefore, the correct answer is:

B: Attack surface reduction rules in Microsoft Defender for Endpoint

0365-worldwide
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Explanation:

Statements

Devicel1 blocks connections from Deviced.

Existing connectiops from Qemc@dio Beica® Sre maintained.

MT@M @VF ponse session identifies all the startup processes
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Answer Area
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lA pack parameter
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Explanation:

ASIM parser:

Filter: A filtering parameter

In Microsoft Sentinel's Advanced Security Information Model (ASI M) , DNS queries are normalized through the Im_Dns parser, which unifies DNS telemetry from multiple sources (Infoblox, Windows DNS,
Azure Firewall DNS proxy, etc.). Microsoft guidance states that when you need broad compatibility and want to "use built-in ASIM parsers whenever possible," you should call the generic Im_Dns() parser .
To minimize overhead , ASIM provides a pack parameter that restricts the parser to a specific content pack (vendor/source) so it won't iterate through all available source parsers under the hood. For Infoblox
NIOS, you pass the Infoblox pack via the pack parameter, which limits parsing to the Infoblox implementation and reduces query cost/latency while keeping the query portable across environments.

Putting it together, the recomme nded pattern is:

Im_Dns(pack=" InfobloxNIOS ")

| where DnsResponseCodeName ==" NXDOMAIN "



| summarize count()

This approach satisfies all requirements:

* Uses built-in ASIM (Im_Dns).

* Minimizes query overhead (uses pack to limit parsing to Infoblox).

* Targets NXD OMAIN responses for counting DNS request failures from Infoblox1 .
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When authoring a custom plugin for Copilot for Security that queries security telemetry and returns structured results, the expected query/target format is Kusto Query Language (KQL) . Copilot for Security
integrates with Microsoft security data platforms (Microsoft Sentinel/Log Analytics and Defender tables) where investigative and hunting queries are expressed in KQL. Official plugin examples and guidance
show the plugin invoking a KQL query against a workspace or a Defender table and returning the results in the plugin response payload. KQL is the language used to interrogate event, alert, and entity tables
(for example, DeviceProcessEvents, SecurityAlert, MicrosoftGraphActivityLogs) and is the supported format when a plugin's purpose is to retrieve and return telemetry to Copilot for Security. Other formats
listed (API, GPT, SQL) are not the standard query language for Defender/Sentinel data: APIs are endpoints for programmatic access, GPT is a model format, and SQL is not used for Azure Monitor / Sentinel
tables. Therefore when the plugin's < target > must specify the query format against security telemetry, KQL is the correct choice.
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Identity Governance Administiator
Securityoperator
Azure role: | Microsoft Sentinel Contributor v
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ectinty Assessment Contnbutor

Azure AD role: | Security admipiStrator

Global administrator

Azure role L Microsoft Sentinel Contributor
,.LM.!Emmfleﬂlml Automation Contrnibutor
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Explanation:

e mle Microsoft Sentinel h

Enabling User and Entity Behavior Analytics (UEBA) in Microsoft Sentinel requires permissions in both Azure Active Directory (Microsoft Entra ID) and Microsoft Sentinel because UEBA integrates identity
data from Azure AD to perform behavioral analytics and anomaly detection.

Here's the reasoning based on Microsoft's official documentation and the principle of least privilege:

1# # Azure AD role # Security administrator



* The Security Administrator role in Azure AD allows a user to manage security-related features , including security settings and integration of identity signals with other services like Microsoft Sentinel.

* This role has the rights necessary to grant Sentinel access to Azure AD data for UEBA without requiring broader, high-privilege roles such as Global Administrator .

* Microsoft documentation explicitly recommends the Security Administrator role to enable UEBA because Sentinel uses Azure AD identity information and risk detections for its entity behavior modeling.
2# # Azure role # Microsoft Sentinel Contributor

* Within Sentinel, the Microsoft Sentinel Contributor role allows a user to configure settings, enable features like UEBA, and manage analytic rules, workbooks, and connectors , but does not grant rights to
access workspace data directly (which would be excessive).

* It's the appropriate role for managing Sentinel features while adhering to the least privilege principle.

* The Sentinel Responder role is too limited-it can handle incidents but cannot enable or configure UEBA.

# Final Answer:

* Azure AD role: Security administrator

* Azure role: Microsoft Sentinel Contributor
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Explanation:
Answer Area
Facility: LOG_AUTH -
Log level: LOG_EMERG -

When configuring the Syslog via Azure Monitor Agent (AMA) connector in Microsoft Sentinel , the Data Collection Rule (DCR) determines which Linux system logs are ingested. Syslog messages are filtered
based on facility (the subsystem that generated the message) and severity level (priority) .

According to Microsoft's "Collect Syslog data sources using Azure Monitor Agent" documentation:

"Syslog facilities define which type of process generated the log (e.g., authentication, cron, daemon), and log levels define the severity (O=emerg, 1=alert, 2=crit, 3=err, etc.). To minimize data ingestion and
cost, select only the facility and the highest severity level required for your investigation." In this scenario:

* You need to collect logs related to App1 , a background process (non-kernel, non-authentication, non- cron). Typically, such custom or application-level processes send logs to LOG_AUTH or
LOG_DAEMON , depending on configuration. If App1 is an application that uses authentication or security features, the LOG_AUTH facility is appropriate.

* You must collect only logs with a critical priority , which corresponds to Syslog severity 2 (critical) .

In Syslog terminology, that maps to the LOG_EMERG or "emergency" level and above.

However, to ensure minimum data collection while still capturing critical events, Sentinel's best practice is to configure the Syslog DCR to collect only the specific facility associated with the application and
the exact required severity level. For "critical only," LOG_EMERG is the correct choice because it ensures that only the most urgent (critical/emergency) events are ingested, reducing data volume and cost.
# Final Configuration:

Setting

Correct Option

Purpose

Facility

LOG_AUTH

Collects security/authentication-related logs for App1

Log level

LOG_EMERG

Collects only critical/lemergency events (priority # 0) to minimize ingestion volume In summary:

Selecting LOG_AUTH and LOG_EMERG satisfies both requirements - capturing only the highest- severity logs relevant to App1 while keeping the ingestion volume minimal, in line with Microsoft Sentinel
Syslog DCR configuration guidance.
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The Evidence and Response tab shows all the supported events and suspicious entities in the alerts in the incident.
Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-incidents
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User and Entity Behavior Analytics (UEBA) in Microsoft Sentinel correlates secur ity events with identity data to build behavioral baselines. UEBA enriches security signals with identity context from Azure AD,
Defender for Identity, and other connected identity sources.

The Identitylnfo table in Log Analytics stores user account metadata and enrichment information , such as department, group membership, job title, and account status. This table is used to correlate events
from the SecurityEvent table and others to link activity to known users and entities.

Microsoft documentation s tates:

"The Identitylnfo table contains enriched identity information from connected identity providers. It is used by UEBA to correlate with the SecurityEvent table and other identity-related logs."
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By creating an analytics rule, you can set up a query that will automatically run and alert you when the threat is detected, without having to manually run the query. This will help minimize administrative effort,
as you can set up the rule once and it will run on a schedule, alerting you when the threat is detected. Reference:
https://docs.microsoft.com/en-us/azure/sentinel/analytics-create-rule
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trigger.
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When you need to send a Microsoft Teams message (or perform any automated response) in Microsoft Defender for Cloud based on a new Microsoft Secure Score action , you must use workflow
automation integrated with Azure Logic Apps .
Here's the correct sequence of actions, step by step:




* The Secure Score is part of Defender for Cloud's Regulatory Compliance section.

* To react to new Secure Score recommendations or actions, the Logic App must use the "When a Defender for Cloud regulatory compliance assessment is created or triggered" trigger.
* This ensures that the automation is initiated whenever a new Secure Score change occurs.

* According to Microsoft documentation:

Step 1: Create an Azure Logic App that includes the Defender for Cloud regulatory compliance assessment trigger "To automate Secure Score or compliance actions, select the 'Regulatory compliance
assessment trigger' in Logic Apps. It triggers workflows when a new compliance or Secure Score recommendation is created or updated.”

* Next, you configure the condition that specifies which Secure Score events should trigger the workflow.

* For example, you can set conditions such as:

*"If the assessment type = Secure Score," or

* "If compliance status = Failed."

* This filtering ensures that only relevant events (new Secure Score actions) will activate the workflow and prevent unnecessary Teams notifications.

Step 2: Configure a trigger condition

* Finally, in Defender for Cloud, you configure workflow automation to link the Logic App to the event stream.

* From the Defender for Cloud portal, navigate to Workflow automation # Add automation # Choose trigger and Logic App .

* Select the created Logic App as the target and define the scope (e.g., all subscriptions or resource groups).

* This connects Defender for Cloud to the Logic App so that when a new Secure Score event occurs, the app automatically sends the Microsoft Teams message.

Step 3: Configure workflow automation
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In Microsoft 365 Defender , Advanced Hunting is the dedicated feature for creating and managing custom Kusto Query Language (KQL) queries used to proactively detect threats, investigate suspicious
activity, and track ongoing risks across Microsoft 365 services (including Defender for Endpoint, Defender for Identity, Defender for Cloud Apps, and Defender for Office 365).
A custom tracked query is a saved hunting query that continuously assesses your environment's threat status over time. According to Microsoft documentation, you create, edit, and manage these queries
under the

"Advanced Huntin g" page in the Microsoft 365 Defender portal. The tracked queries appear under the

"Custom detection rules" or "Tracked queries" tabs within this section, depending on their purpose.

Here's how it works:

* Navigate to Microsoft 365 Defender portal # Hunting # Advanced Hunting .

* Use KQL to define your custom query that identifies specific threat patterns or anomalies.

* Save it as a tracked query , allowing Microsoft 365 Defender to run it regularly and surface ongoing results in the hunting dashboard.

Other options are not correct:

* Policies & rules - used for configuration of alerting and security policies, not ad-hoc or proactive hunting.

* Explorer - provides real-time investigation of emails and threats but doesn't support custom KQL queries.
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* Threat analytic s - offers intelligence-driven insights and reports but doesn't allow creating custom queries.
# Correct Answer: D. Advanced Hunting
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Microsoft Sentinel can automatically disable scheduled analytics rules and mark them "AUTO DISABLED" when their executions repeatedly fail. A common cause is query performance issues , such as long-
running queries that exceed execution time limits or hit throttling, especially with large lookback windows or inefficient joins. When a rule's query persistently times out, Sentinel halts it to protect service
health and prevent unnecessary load. Other options listed don't align as primary triggers in Sentinel's auto-disable behavior: exceeding 10,000 alerts in two minutes is not the documented threshold used to
auto-disable rules; generic "connectivity issues" are not specific to a single rule; permissions changes can cause failures but the well-known, tested cause that leads to the AUTO DISABLED prefix in practice
is repeated timeout/failure of the query itself.
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In Microsoft Defender for Endpoint , an Investigation (also known as an Automated Investigation and Response - AIR ) collects evidence related to alerts, analyzes device behavior, and enables response
actions such as device isolation, file quarantine, or remediation .

While Incidents aggregate multiple alerts for a single attack chain, and Advanced hunting is used for custom KQL queries, Investigations are specifically designed to automate evidence collection and
analysis for triggered malware alerts.

From the investigation results, analysts can then initiate isolation of affected endpoints directly in the portal.

# Answer: B. Investigations
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When connecting an Amazon Web Services (AWS) account to Microsoft Defender for Cloud using the native cloud connector , the very first requirement is to allow Defender for Cloud to access AWS
resources securely. According to official Microsoft Defender for Cloud documentation, this is accomplished by creating an AWS Identity and Access Management (IAM) role that grants Microsoft Defender for
Cloud the necessary permissions to read configuration and security data from the AWS environment.

Here's the detailed process based on Microsoft documentation:

1# # Create an IAM Role in AWS:

In the AWS console, you create an IAM role that establishes a trust relationship with Microsoft Defender for Cloud's AWS connector . The trust policy allows Azure's Defender for Cloud service principal to
assume the role securely.

2# # Attach the Required Policies:

The IAM role is then granted read-only permissions by attaching the Microsoft-provided policy template.

This policy enables Defender for Cloud to assess AWS resources, collect security configuration data, and generate security recommendations.

3# # Connect the AWS Account in Defender for Cloud:

After the IAM role is in place, you return to Azure and complete the connector setup by providing the Role ARN (Amazon Resource Name). Defender for Cloud then uses this role to continuously monitor and
assess the AWS environment.

Options such as creating an AWS user or configuring AWS Security Hub are subsequent integration or enhancement steps, not the first action in setting up the native connector. Deploying the SSM agent is
only required for enabling Defender for Servers on AWS EC2 instances, not for the initial connector setup.

# Therefore, the correct answer is B. Create an Access control (IAM) role for Defender for Cloud.
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EmailPostDeliveryEvents
| where Timestamp > ago(7d)

| where ActionType has “ZAP" b" and ActionResult == “Error” _ '-‘.-'..
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In advanced hunting, EmailPostDeliveryEvents records post-delivery actions taken on messages (e.g., Zero- hour Auto Purge - ZAP , Automated Investigation and Response). To find emails tha t were
detected but not removed , filter for the post-delivery action with ActionType has " ZAP " and ActionResult ==" Error " , which indicates ZAP attempted to remove the item but failed.



To correlate these mailbox events with recipient sign-ins, join to Sign inLogs . The mailbox recipient field is RecipientEmailAddress ; the corresponding identity field in sign-in data is the user principal name,
exposed in normalized hunting schemas as AccountUpn . Therefore, use:

join kind=inner (...) on $left.RecipientEmailAdd ress == $right.AccountUpn A complete pattern looks like:

EmailPostDeliveryEvents

| where Timestamp > = ago(7d)

| where ActionType has " ZAP " and ActionResult ==" Error "

| project ErrorTime=Timestamp, ActionType, NetworkMessageld, RecipientEmailAddress

| join kind=inner (

SigninLogs

| project AccountUpn=UserPrincipalName, AppDisplayName, Protocol, DeviceDetail ) on $left.RecipientEmailAddress == $right.AccountUpn

| project ErrorTime, ActionType, NetworkMessageld, RecipientEmailAddress, AppDisplayName, Protocol, DeviceDetail This returns failed ZAP removals and the associated recipient sign-in context.
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. Yetolirce type:  Microsoft Sentinel

N . T

When you create a Microsoft Sentinel workbook that visualizes data retrieved using a Kusto Query Language (KQL) query, the workbook must use a data source that supports log analytics queries.
According to Microsoft Sentinel and Azure Monitor documentation, Logs (Analytics) is the correct data source type for querying tables stored within a Log Analytics workspace , such as the Securitylncident
table. This table is where Microsoft Sentinel stores incident data.

In the workbook configuration, the Resource type determines which service the query context applies to.

Since you are querying Microsoft Sentinel incidents (not general Azure Monitor logs or metrics), you must set the resource type to Microsoft Sentinel . This ensures that the workbook is connected to
Sentinel's analytics schema and can display visualizations (charts, metrics, timelines) based on Sentinel's native data tables.

Alternative resource types such as Log Analytics or Workspace could technically access the same data, but Microsoft Sentinel documentation recommends selecting Microsoft Sentinel when the workbook is
designed for security operations and incident analysis. This provides tighter integration with the SOC dashboard experience, Sentinel permissions, and security insights views.

# Therefore, the correct selections are:

* Data source: Logs (Analytics)

* Resource type: Microsoft Sentinel
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Explanation (concise): In Azure Security Center / Microsoft Defender for Cloud , the correct workflow to see recommendations for resolving a specific alert is: open Security alerts , select the alert, choose
Take action , and expand Mitigate the threat to view remediation guidance. This meets the stated goal.
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mDns

(starttime=ago{ 1d), responsecodename="NXDQAOMAIN')
| where TimeGenerated > ago(1d) | where ResponseCodeName =~ "NXDOMAIN"
| where ResponseCodeName == "NXDOMAIN" | where TimeGenerated > ago(1d)
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'| where TimeGenerated > agof1d) | where ResponseCodeName =~ "NXDOMAIN
| where ResponseCodeName == "NXDOMAIN" | where TimeGenerated > ago(1d)

Explanation:
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NXDOMAIN® | whirSdimeGenerate N
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summarize count() by Ipaddr, bin(TimgSyolrated,1%s

When you deploy the ASIM unifying parser for DNS , you should query the normalized schema via the function imDns() (ASIM convention: im < Domain > ). To maximize performance , pass filtering
arguments directly to the parser so the function prunes data early at source, ra ther than piping a large dataset into subsequent where filters. ASIM DNS supports parameters such as starttime , endtime , and
responsecodename (for example, NXDOMAIN ). Therefore, using imDns(starttime=ago(1d), responsecodename= "' NXDOMAIN

") limits ingestion t o the last 24 hours and only events whose ResponseCodeName equals NXDOMAIN .

Once normalized rows are returned, use summarize with bin() to aggregate efficiently. The ASIM DNS schema exposes the client address as SrclpAddr ; grouping by this field and bin(TimeGenerated, 15m)
produces per-source-IP counts in 15-minute buckets. The final query:

imDns(starttime=ago(1d), responsecodename="'NXDOMAIN ")

| summarize count() by SrclpAddr, bin(TimeGenerated, 15m)

meets all requirements: it lists all DNS events with NXDOMAIN in the last 24 hours and aggregates them by source IP in 15-minute intervals , using ASIM's parameterized parser to achieve optimal
performance.
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To complete the KQL query against the BehaviorAnalytics t able, you need to know the exact column name (for example, the Boolean field that flags a new or first-time country for the sign-in). Microsoft's
standard method to discover table schemas and column names is the Logs (Log Analytics) query window . In this p ane, the left-hand Schema browser lists all connected tables and, when expanded, shows
every column name and data type . Selecting a table (e.g., BehaviorAnalytics ) reveals its fields, and the editor provides IntelliSense/autocomplete for columns as you typ e your KQL, making it
straightforward to complete a clause like | where < ColumnName > == true .

Security alerts in Azure Security Center (Defender for Cloud), the Azure Activity log, and Azure Advisor do not expose the per-table column schema needed to build KQL filters. Security Center surfaces
alerts and recommendations; the Activity log records control-plane operations; and Advisor provides optimization guidance-none of these replace the Logs experience for exploring data schemas.
Therefore, to accurately identify and verify the column required in the where clause for failed sign-ins from a first-time country, you should use the Log Analytics workspace query window , consult the
Schema pane for the BehaviorAnalytics table, and leverage the editor's autocompl ete to insert the correct column name.

Topic 2, Litware inc.

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this
exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided i n the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new
section, you cannot return to this section.

To start the case study
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To display th e first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays
information such as business requirements, existing envir onment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information
displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware Inc. is a renewable company.

Litware has offices in Boston and Seattle. Litware also has remote users located across the United States. To access Litware resources, including cloud resources, the remote users establish a VPN
connection to either office.

Existing Environment

Identity Environment

The network contains an Active Directory forest named litware.com that syncs to an Azure Active Directory (Azure AD) tenant named litware.com.

Microsoft 365 Environment

Litw are has a Microsoft 365 E5 subscription linked to the litware.com Azure AD tenant. Microsoft Defender for Endpoint is deployed to all computers that run Windows 10. All Microsoft Cloud App Security
built-in anomaly detection policies are enabled.

Azure Environment

Litware has an Azure subscription linked to the litware.com Azure AD tenant. The subscription contains resources in the East US Azure region as shown in the following table.

Name Type "/ [Description
LA1 Log Analytics Contains logs and metrics collected from all Azure
workspace resourcesandon-premises senvers
VM1 Virtual machine | Server that runs Windows Server 2019
VM2 Virtual machine | Server that uns Ubuntu 18 04 LTS

Network Environment

Each Litware office connects directly to the internet and has a site-to-site VPN connection to the virtual networks in the Azure subscription.
On-premises Environment

The on-premises network contains the computers shown in the following table.

Name Operating system Office Description
Windows Server Domain controllerin litware_com that
DCA 2019 Boston connects directly to the internet
CLIENT1 | Windows 10 Boston Domain-joined client computer

Current problems

Cloud App Security frequently ge nerates false positive alerts when users connect to both offices simultaneously.
Planned Changes

Litware plans to implement the following changes:

* Create and configure Azure Sentinel in the Azure subscription.

* Validate Azure Sentinel functionality by us ing Azure AD test user accounts.

Business Requirements

Litware identifies the following business requirements:

* The principle of least privilege must be used whenever possible.

* Costs must be minimized, as long as all other requirements are met.

* Logs collected by Log Analytics must provide a full audit trail of user activities.

* All domain controllers must be protected by using Microsoft Defender for Identity.

Azure Information Protection Requirements

All files that have security labels and are store d on the Windows 10 computers must be available from the Azure Information Protection - Data discovery dashboard.
Microsoft Defender for Endpoint requirements



All Cloud App Security unsanctioned apps must be blocked on the Windows 10 computers by using M icrosoft Defender for Endpoint.

Microsoft Cloud App Security requirements

Cloud App Security must identify whether a user connection is anomalous based on tenant-level data.

Azure Defender Requirements

All servers must send logs to the same Log Analytics workspace.

Azure Sentinel Requirements

Litware must meet the following Azure Sentinel requirements:

* Integrate Azure Sentinel and Cloud App Security.

* Ensure that a user named admin1 can configure Azure Sentinel playbooks.

* Create an Azure Sentinel analytics rule based on a custom query. The rule must automatically initiate the execution of a playbook.

* Add notes to events that represent data access from a specific IP address to provide the ability to reference the IP address when navigating through an investigation graph while hunting.
* Create a test rule that generates alerts when inbound access to Microsoft Office 365 by the Azure AD test user accounts is detected. Alerts generated by the rule must be grouped into individual incidents,
with one incident per test user account.
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For SQL Server on Azure VMs_(VM1) , Defender for Cloud's Advanced Threat Protection and Vulnerability Assessment for SQL "on machines" are enabled by registering the instance as a SQL virtual
machine using the SQL laaS Agent extension . This single Azure VM extension onboards the SQL workload, exposes SQL VM resource management, and lights up Defender for SQL (ATP + VA) with
minimal admin effort-no separate agents are required on Azure VMs beyond this extension for these features.

For on-premises/Arc servers (Server1) , the machine is already Arc-enabled . To protect SQL instances with Defender for Cloud and to surface vulnerabi lity assessment and threat protection signals, you
deploy the Azure Arc SQL Server extension (delivered as an Arc "virtual machine extension") to register the instance with Azure. In addition, Arc scenarios use the Azure Monitor Agent (AMA) for data collec
tion and security signal ingestion in Defender for Cloud (the legacy Log Analytics agent is not recommended). This combination satisfies ATP/VA requirements while keeping operations simple and consistent
with current agent guidance.

Therefore:

*VM1: only th e Azure VM extension (SQL laaS Agent extension).

* Server1: AMA + an Azure (Arc) extension (Arc SQL Server extension).

Eﬁ:ﬁ: 55

Microsoft Defender for Office 365 [CRERFMF T 7AIL RYL—FFRELFT,

A—H—lE ARHAT7AINEELEFA—IN AvtE—C02EICFRELY LEBEAMINBERELTWET,

XA TAFEESCERLS BT 7ANEECA Y E—DFRETHIDICHD IBEIEERT IVLENHYET KT I77ALTILIT7ERF Yy UL IV THEECAVvE—0% 7099 T

SHENHY FT,

REBRN I 7AILDRY O—TIEAIZERTI2LENHY TIH?
A. BIR9ES(E

B. Bt

C.USALY +E2TAYI LTHBIZTS

D.USALY FEERLTEMIZTS

Ef#E: (EfEZRTLET)

In Microsoft Defender for Office 365 Safe Attachments, Dynamic Delivery is specifically designed to shorten perceived delivery time while keeping full detonation scanning in place. Microsoft explains that
with Dynamic Delivery, the service "delivers the message body right away and replaces attachments with a placeholder while scanning”; once the sandbox verdict is clean, the original file is reinserted
automatically
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. If malware is found, the attachment is blocked/removed and the message is handled per policy (for example, quarantined). This option meets both requirements in the question: (1) users get messages
quickly (no long wait for full message delivery) and (2) security isn't reduced because attachments are still detonated before users can open them.

By contrast, Block delays or stops delivery when malicious; Replace swaps detected-malicious attachments with a .txt summary but doesn't reduce the initial delivery time for clean items; Monitor only logs
without enforcing protection. Therefore, to reduce delivery latency without compromising protection and still block malware, configure Dynamic Delivery in your Safe Attachments policy.
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To review new attack techniques discovered by Microsoft and identify vulnerable resources in the subscription, you should use the Threat Analytics blade in the Microsoft 365 Defender portal. The Threat
Analytics blade provides insights into attack techniques, configuration vulnerabilities, and suspicious activities, and it can help yo u identify risks and prioritize threats in your environment.

Reference: https://docs.microsoft.com/en-us /microsoft-365/security/mtp/microsoft-365-defender-threat- analytics
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Explanation:
Microsoft Entra role: Security Administrator
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Role for WS1: Microsoft Sentinel Contributor

To enable User and Entity Behavior Analytics (UEBA) in Microsoft Sentinel , a user must have permission to configure data connectors that access Microsoft Entra ID (Azure AD) identity data and to manage
Sentinel settings for the workspace.

This requires roles in two scopes :

1# # Microsoft Entra ID (directory) level - for identity data access.

2# # Sentinel workspace level - for Sentinel feature management.

Step 1: Microsoft Entra (Azure AD) Role # Security Administrator According to Microsoft documentation, enabling UEBA requires connecting Microsoft Sentinel to Microsoft Entra ID to import user and identity
behavior data.

The Security Administrator role grants the necessary read permissions to user and sign-in data while still adhering to the principle of least privilege .

* The Global Administrator role would also work but provides excessive privileges beyond what's required for UEBA configuration.

* The Security Operator role is limited to viewing alerts and cannot configure Sentinel connectors.

Hence, Security Administrator is the correct least-privilege directory role.

Step 2: Role for WS1 (Sentinel Workspace) # Microsoft Sentinel Contributor To manage Sentinel configuration and enable features such as UEBA , data connectors , and analytics rules , the Microsoft
Sentinel Contributor role is required at the workspace level.

* The Sentinel Contributor role allows enabling/disabling features, managing playbooks, and configuring connectors.

* The Sentinel Automation Contributor role is only for playbook automation permissions.

* The basic Contributor role can manage Azure resources but doesn't grant Sentinel-specific privileges.

# Final answer:

* Microsoft Entra role: Security Administrator

* Role for WS1: Microsoft Sentinel Contributor
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Explanation:
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Trigger,. When incident is updated i
Actions:  Run playbook o

The Fusion analytics rule in Microsoft Sentinel automatically correlates alerts from multiple sources (including Microsoft Defender connectors) to detect multistage attacks . Because Fusion runs continuously
and cannot be disabled without losing multi-stage detection, the best practice for temporarily suppressing incidents from a specific connector (like Microsoft Defender) is to use automation rules , not by
disabling the Fusion rule itself.

An automation rule can be configured to trigger on specific conditions (such as "When incident is updated" or "When incident is created") and then perform an action like running a playbook that applies
suppression logic.

Here's the reasoning:

* Trigger:

* Setting the trigger to "When incident is updated" ensures that the rule evaluates changes to existing incidents-such as enrichment or tagging from Fusion-and provides finer control over suppression,
minimizing impact on the Fusion detection pipeline.

* Using "When incident is created" could interfere with Fusion's initial detection process.

* Action:

* The appropriate action is "Run playbook" , which allows automated handling (for example, tagging or closing certain incidents from a specific connector). This requires minimal administrative effort and
avoids turning off the Fusion rule.

This configuration ensures that Fusion continues to detect multistage attacks (so detection isn't impacted) while automation handles temporary suppression for specific connectors efficiently.
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In Microsoft Defender XDR , the attack surface map visually prioritizes assets that are tagged as critical to your organization's operations. According to Microsoft's documentation:

"Critical asset rul es help ensure high-value or sensitive resources are highlighted on the attack surface map for monitoring and correlation in incidents." To have DB1 (a database server) appear on the
attack surface map, it must be designated as a critical asset .

When you c onfigure a critical asset rule , Defender XDR automatically classifies and surfaces that system on the map, enabling enhanced monitoring, prioritization, and contextual correlation in security
incidents.

Other options do not achieve this:

* Asset rule : general classification, not used for attack surface prioritization.

* Honeytoken entity tag : marks decoy assets for threat detection.

* Sensitive entity tag : used for sensitivity context in data or user-based scenarios.

# Correct answer: A. a critical asset rule
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| extend Table = 'tablel’ =- M icros Oft

| vake 100

| union v
join kind = full outer ’ «\
join kind=nner 0

Identityl ogonEvents
Identityinfo

||'Jr_"|T:T /1 :-r'._-;_:'r‘hlt. R TS

| project-reorder Timestemp, Table, AccountDomain, AccountNeme, AccountUpn, AccountSid

| order by Timestamp asc



Devicelogonfvents
| extend Table = 'tablel’

| take 100

| '_union Al
| join kind = full outer
join kind=inner

Wl unon

| 4

IdenttyQueryEvents

| exténd Table « “tablel’
| take 10
)

| project-rearder Timestemp, Table, AccountDomein, AccountMeme, AccountUpn, Account®id

| order by Timestamp -ist.i M ic rosoft

Explanation:
Answer Area

Devicelogonfvents

| extend Table = 'tablel’
| take 108

| | union

IdentitylogonEvents

: ::*::..gg\s‘f\

| prej :ct rearder Timestamp, Table, AccountDomain, Accountheme, AccountUpn, AccountSid

| order by Timestamp asc =. M |crosoft

To combine sign-in attempts from endpoints and on-premises AD DS domain controllers in Microsoft 365 Defender advanced hunting, you should query the tables that record those events and union them




DeviceLogonEvent s contains interactive and network logon activity collected from devices onboarded to Microsoft Defender for Endpoint , while IdentityLogonEvents contains sign-in activity observed by
Microsoft Defender for Identity sensors on domain controllers . Using unio n appends the rows from both sources into a single result set while preserving columns such as Timestamp , AccountDomain ,
AccountName , AccountUpn , and AccountSid . This is preferable to a join because the goal is to list sign-in attempts (not correlate rows between tables). Applying take 100 to each table segment ensures
you're pulling the 100 most recent entries from each source before unioning, then you can reorder and sort by Timestamp to review the consolidated timeline.

Therefore, to meet the requirement - identify the 100 most recent sign-in attempts recorded on devices and AD DS domain controllers -complete the KQL with union and IdentityLogonEvents .
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Use livestream to run a specific query constantly, presenting results as they come in.
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/hunting
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A. @odata.nextlink

B. @odata.deltaLink

C. @odata.context

D. @odata.count

Ef#E: (EfEZRTLET)

When querying the Microsoft 365 Unified Audit Log (via Graph API or PowerShell), results are paginated for performance. The property @odata.nextLink provides the URL for the next page of results. You
must keep querying this link until it no longer appears to retrieve all entries.

* @odata.deltaLink is used for incremental changes (next query after initial).

* @odata.context describes the response metadata.

* @odata.count indicates record count only. Thus, to retrieve all paged results , use @odata.nextLink .

# Answer: A. @odata.nextLink
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| join DeviceFileEvents on SHAZ256

| join kind=inner (DeviceFileEvents | where Timestamp >agofdht)) on SHAESE
| where Timestamp = ago(1h)

| where Timestamp < ago(1h)

| where Subject == "Documafft Attachment” and FileName == “Document.pdf

2

| join DeviceFileEvents on SHA256
| join kind=inner (DeviceFileEventsjwhere Tlmestamp > agﬂ{‘] m} on SHA256
| where Timestamp = ago(1h) - ] j

| where Timestamp < aaol1h)

1F fi#:
Answer Area

EmailAttachmentInfo

B 4

| join DeviceFileEvents on SHA256
rJ jein kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
|l where Timestamp = ago(1h) |

| where Timestamp < ago(1h)

| where Subject == “Document Attachment” and FileName == “Document.pdf”

danbevicelebveis o AbAZND - . ol Sl e e e e
| join kind=inner (DeviceFileEvents | where ijestamp >ago(1h)) on 8HA256

| where Timestamp < ago(1h)

Explanation:



Answer Area A/ EH .

|
EmailAttachmentInfo

| where Timestamp = ago(lh)

| where Subject == “"Documént Attachment™ and FileName == “Document.pdf"

| join kind =inner (DevieeFileEvents | where Timestamp > ago(1h)) on SHAZ256

For hunting in Microsoft 365 Defender , email at tachment metadata is in EmailAttachmentinfo (fields include Timestamp , FileName , SHA256 , NetworkMessageld , etc.). To return every email that contains
a specific attachment and optimize performance , apply time filters as early as possible and avoid unnecess ary joins. Early filtering reduces the dataset to scan and speeds execution.

A performant query that meets "only last hour" and the attachment name requirement is:

EmailAttachmentinfo

| where Timestamp > ago(1h) // filter early for perf ormance

| where Subject == " Document Attachment " and FileName == " Document.pdf "

| where Timestamp > ago(1h) // (idempotent second constraint; harmless) Using joins (e.g., to DeviceFileEvents on SHA256 ) is not required to answer the question and would add overhead. The key is to
filter on Timestamp and FileName within EmailAttachmentinfo , ensuring only emails from the last hour with Document.pdf are returned while keeping the query efficient.
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Comprehensive and Detailed Explanation with all Microsoft Security Operations (SecOps) documents :

To monitor Linux virtual machines in AWS using Azure Defender (Microsoft Defender for Cloud) , you must onboard those VMs into Azure's management plane. The recommended and supported approach
is via Azure Arc .

Azure Arc enables Azure Defender to extend its security monitoring and policies to non-Azure machines (including AWS and on-premises). Once onboarded through Azure Arc, the Log Analytics agent (MMA
/AMA) can be automatically provisioned, allowing Defender for Cloud to collect and analyze security data.

Microsoft documentation states:

"To monitor machines outside Azure (on-premises or in other clouds like AWS or GCP), onboard them to Azure using Azure Arc. Azure Defender will then auto-provision the required agent and begin
monitoring." Thus, enabling Azure Arc and onboarding the AWS VMs meets the goal .

# Correct answer: A. Yes
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A. Azure Synapse AnarytKS

B. AzureDalabricks

C. Azure Machine Learning

D. LogAnalytics

IEfE: (EfEZRTLET)

Microsoft Sentinel is built on top of Azure Monitor Log Analytics . All Sentinel data - including security alerts, incidents, and telemetry from connected sources - is stored and queried through a Log Analytics
workspace . Sentinel's hunting feature uses Kusto Query Language (KQL) , which runs directly against the Log Analytics workspace data.

Official Sentinel documentation specifies:

"Microsoft Sentinel uses an Azure Monitor Log Analytics workspace as its foundation. All data collected by Sentinel is stored in that workspace, and hunting queries run on this data." Other workspace types
such as Azure Synapse , Azure Databricks , or Azure Machine Learning are for analytics, data science, and modeling - not security log collection or KQL-based hunting.

# Therefore, to run hunting queries in Microsoft Sentinel, you must create a Log Analytics workspace.
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To exclude a built-in, source-specific Advanced Security Information Model (ASIM) parser from a built-in unified ASIM parser, you should create an analytic rule in the Microsoft Sentinel workspace. An
analytic r ule allows you to customize the behavior of the unified ASIM parser and exclude specific source-specific parsers from being used. Reference: https://docs.micros oft.com/en-
us/azure/sentinel/analytics-create-analytic-rule
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In Microsoft Defender for Cloud (previously Azure Security Center and Azure Defender), email notifications for security alerts are configured under the "Pricing & settings" section of the workspace or
subscription settings. According to Microsoft documentation, each subscription connected to Defender for Cloud has a "Pricing & settings" page that allows administrators to manage configurations such as
Defender plan activation, data collection settings, and email notifications for security alerts.

To enable the SOC team to receive alert notifications, you navigate to Microsoft Defender for Cloud # Environment settings # [Select Subscription] # Pricing & settings # Email notifications. There, you can
specify:


https://www.jpnshiken.com/q/68847-6435110/
https://www.jpnshiken.com/q/68847-6435111/
https://www.jpnshiken.com/q/68847-6435112/

* The email addresses (up to 200) that will receive alerts.

* Whether to send notifications for high-severity alerts only or for all alerts.

* Whether to send to subscription owners, contributors, or specific emails.

This configuration ensures that alert emails are automatically sent whenever Defender for Cloud generates new security alerts, allowing the Security Operations team to stay informed without manual
monitoring.

The other options are incorrect because:

* Security solutions is for integrating third-party or partner security products.

* Security policy defines compliance and assessment standards.

* Security alerts shows existing alerts but does not control notification settings.

* Azure Defender is the protection plan; it doesn't control notification preferences.
Therefore, the correct answer is C. Pricing & settings.
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In Microsoft Defender for Cloud Apps (MCAS) , Cloud Discovery collects traffic logs to identify shadow IT usage and cloud app activiti es. To enrich this discovery data and map the usernames in traffic logs
to actual Microsoft Entra ID (Azure AD) users, Defender for Cloud Apps must correlate the username with the user's User Principal Name (UPN) .

According to Microsoft Defender for Cloud Apps documentation, this correlation happens automatically when you connect Microsoft 365 (formerly Office 365) through a Microsoft 365 app connector .
The connector integrates MCAS with Microsoft 365, allowing it to:

* Normalize usernames from discovery logs to match UPNSs.

* Provide enriched identity details and activities across Microsoft 365 apps.

* Enable cross-app investigation, alert correlation, and conditional access governance.

Other options explained:

* Conditional Access App Control - Used for real-time s ession control, not Cloud Discovery enrichment.

* Enable automatic redirection to Microsoft 365 Defender - Used for portal integration, not data enrichment.

* Azure app connector - Used to connect third-party or Azure-hosted applications, not for UPN enrichmen t.

# Therefore, to enrich Cloud Discovery data with UPN mapping, you must create a Microsoft 365 app connector .
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Microsoft Defender for Cloud collects security-related event data from virtual machines (VMs) by connecting them to a Log Analytics workspace. To minimize both administrative overhead and cost, the most
efficient configuration invol ves automatic provisioning and setting an appropriate data collection level .

* Automatic Provisioning (Option E): According to Microsoft Defender for Cloud documentation, enabling automatic provisioning ensures that the Log Analytics agent (also known as the Defender for Cloud
agent) is automatically installed and configured on all existing and new Azure virtual machines.

This eliminates the need for manual agent deployment, significantly reducing administrative effort.

* Data Collection Level - Common (Option A): Defender for Cloud allows configuration of event collection levels - None , Common , and All Events .

* Common collects essential security events needed for threat detection, such as logon failures, account lockouts, and other critical activities, thereby r educing storage and processing costs.

* All Events collects all Windows security logs, increasing data volume and cost without necessarily improving detection for most environments.

By combining automatic provisioning with the "Common" event level, you ensur e coverage for Defender for Cloud's analytics with minimal manual configuration and optimized costs.

Therefore, the correct and verified answer is:

# A. Set data collection level to Common

# E. Enable automatic provisioning for the virtual machines
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In Microsoft Sentinel, each workspac e acts as a logical container for security data and analytics. When integrating Sentinel across organizations or environments-such as between Contoso and Fabrikam -
each Azure subscription needs at least one Log Analytics workspace that Sentinel can attach t 0. This workspace becomes the data repository for logs and analytics rules.

Therefore, Fabrikam requires a minimum of one Log Analytics workspace to onboard Microsoft Sentinel and begin collecting and analyzing data. Multiple workspaces may be used for isolation or region-
specific requirements, but one is sufficient for a functional deployment.

To query and correlate data between multiple workspaces or tenants , Sentinel uses the workspace() KQL function. This function allows cross-workspace queries, lett ing you pull data from different Sentinel
instances for investigation or threat correlation. For example:

union workspace( " FabrikamWorkspace " ).SecurityEvent, workspace( " ContosoWorkspace " ).

SecurityEvent

| summarize count() by Account

This KQL syntax enables cross-tenant or cross-subscription correlation when Defender or Sentinel workspaces are connected through proper permissions (e.g., Azure Lighthouse or cross-tenant data
access).

# Final Answers:

* Minimum number of Log Analytics workspaces: 1

* Query element required to correlate data between tenants: workspace
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In Azure Security Center (now part of Microsoft Defender for Cloud ), when you receive a security alert, you can investigate it to understand the cause, impact, and resolution recommendations.

The workflow described in the question aligns precisely with Microsoft's documented process for investigating alerts.

From the Security alerts page:

* You select the specific alert to open the alert details pane.

* Choose Take Action to view remediation options and recommended next steps.

* Expand the Prevent future attacks section - this section provides recommendations and hardening guidance directly related to the alert to help prevent similar issues from occurring again.

This section is specifically mentioned in Microsoft Defender for Cloud documentation:

"In the alert details page, select Take Action to view the remediation steps. Under Prevent future attacks , Defender for Cloud lists relevant security recommendations and actions that can mitigate or prevent
the threat." Therefore, this solution meets the goal because selecting Take Action and expanding Prevent future attacks directly exposes the recommended remediation steps associated with that alert.
# Answer: A. Yes
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According to Microsoft Sentinel documentation, notebooks integrate with Azure Machine Learning and Jupyter to allow advanced data visualization, enrichment, and correlation with third-party data sources.
Notebooks are used by security analysts and threat hunters to perform deep investigations by combining Sentinel data (such as logs, alerts, and incidents) with external threat intelligence feeds, indicators of
compromise (loCs), and custom datasets.

Microsoft describes notebooks as:

"A powerful tool built on Jupyter and Azure Machine Learning that allows you to use Python code to enrich Microsoft Sentinel data with external data sources, visualize data, and identify patterns and loCs."
They allow analysts to query, visualize, and correlate data interactively, going beyond the built-in dashboards and KQL-based analytics.

Thus, to visualize Sentinel data and enrich it with third-party loC data, Notebooks in Azure Sentinel is the correct solution
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In Microsoft Copilot for Security , when a user shares a Copilot session with another user, access control to the data sources (plugins) used within that session follows the principle of least privilege - meaning
shared session visibility is determined by the viewer's own permissions to the underlying data sources.

According to Microsoft documentation:

"When you share a Copilot for Security session, other participants can see results only for data and plugins they are licensed for and authorized to access." In this scenario:
* Prompt1 and Prompt3 use the Entra plugin .

* Both User1 and User2 have access to Entra ID # therefore, User2 can view these results.

* Prompt2 uses the Intune plugin , but User2 does NOT have Intune access # thus, User2 cannot view the results of Prompt2 in the shared session.

# Correct Answer: D. Prompt1 and Prompt3 only
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To detect sign-ins to VM1 by users outside the IT department while leveraging UEBA, you should enrich Windows security events with identity attributes from UEBA's enrichment tables . In Microsoft
Sentinel, UEBA writes organizational attributes (e.g., Department, Title, AAD object IDs/SIDs) to the Identitylnfo table. Joining SecurityEvent (Event IDs 4 624/4625) with Identitylnfo on the user SID lets you
filter with where Department !=" IT " -meeting the requirement to utilize UEBA results .

For performance and fewer false positives, use join kind=inner . An inner join only returns rows where the user in Sec urityEvent has a corresponding identity record in Identitylnfo , avoiding unmatched and
potentially noisy events. Options like fullouter would introduce non-matching rows (increasing noise), and anti would return only unmatched rows (the opposite of what's needed).

BehaviorAnalytics contains anomaly scores/events rather than static attributes like department, and SigninLogs is raw AAD sign-in telemetry (not the UEBA-enriched identity inventory needed for department
filtering). Therefore, Identitylnfo is the correct enrichment source.

Thus, to satisfy use UEBA, maximize performance, and minimize false positives : join kind=inner with Identitylnfo and then filter Department =" IT " .
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When a server is hosted outside of Azure (for example, in AWS , GCP , or on-premises ), it must first be connected to Azure via Azure Arc before Microsoft Defender for Cloud can onboard it for protection
and monitoring.

The Azure Arc agent (also known as the Connected Machine agent ) establishes that connection between the non-Azure resource and Azure. Once connected, Defender for Cloud can then deploy the
necessary security extensions and agents (such as the Defender for Endpoint sensor or vulnerability scanner) automatically.

Why not the other options:

* Microsoft Monitoring Agent (MMA): Legacy; replaced by the Azure Monitor Agent (AMA) and no longer required for new Defender deployments.

* Azure Monitor Agent (AMA): Used after Arc onboarding for data collection but cannot onboard non- Azure servers by itself.

* Azure Pipelines Agent: Used for Azure DevOps CI/CD, not for Defender for Cloud.

# Correct Answer: B. the Azure Arc agent
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In Microsoft Defender for Endpoint (MDE) live response sessions, to execute a PowerShell or other script on a remote device, the file must first be uploaded to the device from your local session. Microsoft
documentation specifies that the putfile command is used to transfer a file (such as a script, tool, or executable) from the analyst's workstation to the target device's temporary working directory for execution.
Even though Script1.ps1 is digitally signed, Defender for Endpoint live response does not automatically access files from local storage or network paths. The analyst must explicitly upload the script using

putfile , after which it can be executed within the live response shell.

The library and upload to library commands are used for storing reusable scripts centrally in the Microsoft Defender portal, but that's not required for a single manual session. Modifying the PowerShell
execution policy is unnecessary because MDE live response sessions already allow executing approved scripts.

Hence, to minimize administrative effort and successfully run Script1.ps1 in the live session, the correct first action is:

B). Run the putfile command.

BRE: 78

Azure Sentinel DEH{Z#FH-F TA M L—ILEERT OIDLELHY FT IL—ILEERTIRIC, EQOLSILGFIREZHLARETTHN?
Ay bL—asyohs MflE+2ICLET,

B. 2 #TIL—ILDFEMMN D EiMTEERELET,

C.EYMIL—ILOSYINSLIVTF A T4 VEVTLET,


https://www.jpntest.com/shiken/SC-200J-mondaishu
https://www.jpnshiken.com/q/68847-6435122/

D. 7T 4V RIL—IDF#MIL EEEZRELET,
IEfE: (EfgZRTLED)
The test analytics rule must generate alerts for inbound Office 365 access by several test users and group those alerts into separate incidents-one per user . In Azure Sentinel, incident grouping by entity

depends on the rule's Entity mapping . When you create a scheduled analytics rule, under Set rule logic you map columns from your query to entities like Account , IP , or Host . Once mapped, you can
configure Event grouping so alerts with the same entity value (e.g., the same Account ) are automatically grouped into a single incident.
Turning suppression on/off or changing severity/tactics doesn't influence entity-based incident grouping.

Therefore, to ensure "one incident per test user account," you must map the Account entity (and any other relevant entities) in Set rule logic , then enable grouping by that entity-fulfilling the Sentinel
requirement.
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Explanation:

Statements

Answer

Both virtual machines have inbound rules that allow access from either Any or Internet ranges.
Yes

Both virtual machines have management ports exposed directly to the internet.

Yes

If you enable just-in-time network access controls on all virtual machines, you will increase the secure score by four points.

Yes

In the Microsoft Defender for Cloud (Azure Security Center) screenshot, the Secure Score report shows several active security recommendations, including:

* " Restrict unauthorized network access " with a potential score increase of +9% (4 points) for 2 of 2 resources .

* " Secure management ports " with a potential score increase of +9% (4 points) for 1 of 2 resources .

These cont rols correspond to Defender for Cloud recommendations related to network security and exposure of management ports (RDP/SSH) . The fact that both controls show "2 of 2 resources" or "1 of 2
resources" as unhealthy means both virtual machines currently have NSG or firewall rules that allow inbound access from "Any" or "Internet ranges," indicating open ports and insecure configurations.
According to Microsoft documentation ("Improve your Secure Score in Microsoft Defender for Cloud"), enabling Just-In-Time (J IT) VM access mitigates these findings by restricting inbound RDP/SSH access
to approved users for limited time windows, thereby increasing the Secure Score. Each remediated recommendation increases the Secure Score by the number of points shown in the "Po tential score
increase" column (4 points in this case).

Because Azure Policy shows no assigned or conflicting policies , compliance enforcement is not yet active, confirming that the current exposure is due to lack of configuration rather than policy overri de.
Therefore:

* The two VMs have inbound Internet-accessible rules # Yes .

* They have management ports exposed # Yes .

* Enabling JIT network access would fix both recommendations, improving the Secure Score by 4 points

# Yes.
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To determine if ZAP moved your message, you can use either the Threat Protection Status report or Threat Explorer (and real-time detections).
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/zero-hour-auto-purge?

view=0365-worldwide
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In Microsoft Defender for DevOps, 1aC misconfiguration scanning uses purp ose-built analyzers per template type. For Azure Resource Manager (ARM) and Bicep templates, Defender leverages Template
Analyzer , which evaluates security best practices and policy compliance specific to Azure resource definitions.
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Template Analyzer parse s Bicep (and ARM JSON) and flags insecure defaults such as overly permissive network rules, missing encryption settings, insecure identity assignments, and more-making it the
correct choice for Bicep files .

For container and Kubernetes ecosystem artifacts, including Helm charts , Defender integrates Terrascan , an open-source static analysis tool that scans Helm/Kubernetes manifests (and Terraform) against
hundreds of policies. Terrascan inspects rendered Helm templates to detect issues like privileged contai ners, hostPath mounts, missing resource limits, and insecure service exposures.

By contrast, CredScan (Credential Scanner) is aimed at finding embedded secrets (keys/passwords) in code and isn't the primary laC misconfiguration engine for either Bicep or H elm in Defender for
DevOps.

Therefore, to detect laC misconfigurations: use Template Analyzer for Bicep and Terrascan for Helm charts .
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| summarize LogonFailures=count()

| project LogonFailures=count () i -
| by DeviceName, LogonType

| summarize LogonFailures=count () || where DeviceName in (“CFOLaptop,
|"CEQLaptap!, “COOLaptop™)

by DeviceName, LogonType

| where ActionType == | "where ActionType == S
FailureReascon | FailureReason

| where DeviceMame in<(“CFOLaptop,| |
“CEQLaptop”, “COOLaptop”™)

ActionType == “LogonFailed”

ActionType =& "LogoHFailadi -*-‘ ll project LogonFailures=count {)

In Microsoft 365 Defender's Advanced Hunting (Kusto Query Language - KQL) , investigators use the DeviceLogonEvents table to search for authentication attempts and filter failed logons. To detect failed
sign- ins from specific devices, you begin by applying a where clause that filters only the relevant logon failures and the specific device names you want to investigate.

The correct syntax and logical order-based on Microsoft Security Operations (SecOps) and Microsoft 365 Defender hunting guide -is to first filter ( where ) the Ac tionType to "LogonFailed," then narrow down
the dataset to the target devices ( DeviceName in (" CFOLaptop ", " CEOLaptop ", " COOLaptop " ) ). This ensures that only failed authentication attempts from those three machines are included.

After filtering, the summarize operator is used to group the data by DeviceName and LogonType , counting how many failures occurred per device and logon type. This aggregation step follows Microsoft's
recommended practice for incident hunting, allowing analysts to quickly assess which devices are generating unusual authentication failure volumes.

Finally, the project statement selects only the LogonFailures output, simplifying the results for reporting or alerting purposes.

This query structure aligns exactly with Microsoft 365 Defender Advanced Hunting documentation for detecting failed logins on specific endpoints while maintaining query efficiency and clarity, minimizing
administrative overhead during investigations
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In Microsoft Defender for Endpoint live response sessions, specific commands are provided to perform investigation and remediation tasks directly on a device. According to the official Defender for Endpoint
documentation:

* The getfile command is used to download a file from the live response library to the local analyst's session. This command enables investigators to retrieve files that are stored in the Defender live response
library for examination or comparison. The command is explicitly documented as "Retrieves a file from the library or from the device."



* The remediate command is used to take action against threats detected on the endpoint, such as stopping processes, deleting files, or quarantining malware. The remediation commands are part of the live
response toolkit and provide direct control over running processes or malicious files during an active incident response session.

Other commands serve different purposes:

* library lists th e available files in the live response library.

* putfile uploads files to the library.

* analyze runs advanced analysis tasks.

* services lists or manages Windows services but is not used to stop arbitrary processes.

Therefore, for this scenario, the correct li ve response commands are:

* Download a file from the live response library: getfile

* Stop a process that is running on Device1: remediate
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Policy template type: v

Access policy
Activity policy
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IP address tag
Source
User agent string

Policy template type: v

Filter based on: v

User agent string




Explanation:

Policy template type: Access policy

Filter based on: IP address tag

In Microsoft Defender for Cloud Apps (formerly Microsoft Cloud App Security), policies are used to detect, alert, and control access or activity patterns across cloud applications.

To detect connections originating from a botnet network , you need a policy that evaluates real-time access conditions such as the user's IP address, device, or location at the time of the connection attempt.
This is achieved thr ough an Access policy , which controls and monitors session access to cloud apps using Conditional Access App Control.

Microsoft documentation specifies that Access policies can filter based on IP address ranges, tags, or risk levels. The "IP address tag" i s particularly used to classify addresses into categories like "Risky,"
"Anonymous proxy," "Botnet," etc. Microsoft's built-in IP address tagging capability recognizes malicious or suspicious sources, including known botnet IPs.

* Activity policies monitor i n-app user actions such as file downloads, sharing, or admin operations- not the connection origin.

* Anomaly detection policies rely on behavioral analytics and machine learning, not static IP classifications, and cannot explicitly target botnet IPs.

Therefo re, to meet the requirement of detecting connections to Microsoft 365 apps from botnet networks , you must configure an Access policy that filters based on the IP address tag set to "Botnet."
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In Microsoft Sentinel, a custom analytics (scheduled) rule can fail intermittently for transient reasons.

According to Microsoft's guidance on troubleshooting analytics rules:

* A transient failure is one that occurs due to a temporary condition and does not require human intervention to resolve. Examples include: * The rule query takes too long to run and times out. * Connectivity
issues between the data sources and Log Analytics, or between Log Analytics and Microsoft Sentinel.Microsoft Sentinel will attempt to run the rule again after a delay, up to predetermined retries.
Therefore, option A (rule query taking too long) and option D (connectivity issues) are correct causes of intermittent failures.

On the other hand, permanent failures or configuration-level issues can lead to rules being "auto-disabled," but those are not intermittent failures. The documentation lists permanent failure causes like the
target workspace being deleted or permissions to data sources being changed. Microsoft Learn For example:

* Option B (the target workspace was deleted) is a permanent cause, not an intermittent one. Once the workspace is gone, the rule can never run.

* Option C (permissions to the data sources of the rule query were modified) is also a permanent failure scenario, because once permissions change, the rule loses access until corrected, which is not
something that happens intermittently unless someone is repeatedly toggling permissions.
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In Microsoft Sentinel, when using the Windows Security Events via AMA (Azure Monit or Agent) connector, you can configure an XPath filter expression to control which Windows security events are
collected from a connected virtual machine.

Microsoft's documentation specifies that event filtering is based on the EventLog XML schema , and filtering by Keywords allows you to target specific audit categories. In Windows Security logs, events are
categorized as follows by their Keywords bitmask :

* 0x8020000000000000 # Audit Success events

* 0x8010000000000000 # Audit Failure events

Since the requirement is to collect only audit failure events , the XPath filter must include only the System node (which contains the event header metadata) and filter by the Keywords attribute equal to
0x8010000000000000 .

The correct XPath syntax for the filter in this case is:

Security!*[System[Keywords= ' 0x8010000000000000 ' ]]

Explanation of components:

* Security! * - Targets the Windows Security event log.

* System]...] - Refers to the event's header metadata section (where Keywords, EventID, and Level are stored).

* Key words="'0x8010000000000000 ' - Matches only events that have the Audit Failure bit set.

Therefore, only events with Audit Failure outcomes will be collected from VM1, satisfying the requirement to minimize event ingestion and reduce unnecessary log noise.

# Final Answer: Security!* [System[Keywords= " 0x8010000000000000 ']
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This solution also does not meet the requirement. Applying filters to the already-imported worksheet rows in Excel (or attempting to reduce rows in the workbook Ul) does not change how Power Query
initially samples and infers the JSON schema during the Get & Transform steps. Power Query's schema detection typically happens on a preview/sample of the source data when the query is first evaluated.
If the JSON property you need does not appear in that sampled subset, P ower Query will not create a column for it even if you later filter the data to include rows that do contain that property. In short, post-
export filtering in Excel is not a reliable way to force Power Query to detect and expand missing JSON properties.

Th e reliable approaches are to increase the number of rows Power Query uses for schema detection (Query Options / Data Load / preview/sample settings) or to explicitly parse each AuditData cell with
JSON.

Document (or equivalent M functions) and then expand t he record fields-these approaches ensure the specific JSON properties are surfaced as columns. Reducing rows via Excel filters does not address
the sampling/schema-detection behavior and therefore fails to satisfy the requirement.
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In Microsoft Sentinel, playbooks are Azure Logic Apps that automate responses to alerts or incidents. To use an existing Logic App as a playbook in Sentinel, it must start with the "Microsoft Sentinel alert"
trigger.

This trigger allows Sentinel to call and pass alert details to the Logic App automatically.

When an existing Logic App has a manual trigger, it cannot be invoked directly by Sentinel. Therefore, the first step is to modify the trigger to replace the manual trigger with the "When a response to an
Azure Sentinel alert is triggered" trigger. After that, you can link it within Sentinel incidents or automation rules.

This process is detailed in Microsoft Defender XDR and Sentinel documentation under "Connect a Logic App to Sentinel as a playbook." Hence, the correct answer is D. Modify the trigger in the logic app.
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Explanation:

1# # Connect-IPPSSession

2# # New-ComplianceSearch

3# # Start-ComplianceSearch

In Microsoft 365 ES (which includes Microsoft Purview and Exchange Online), to identify phishing email messages using PowerShell, administrators can perform a compliance content search . The process
requires connecting to the Microsoft Purview (Security & Compliance Center) PowerShell and then creating and running a compliance search.

Here's the correct order and purpose of each cmdlet:

1# # Connect-IPPSSession

* This cmdlet establishes a remote PowerShell session to the Microsoft Purview Compliance Center (formerly Security & Compliance Center) .

* It's required before executing any compliance-related PowerShell commands such as creating or starting a search.

* Example:

* Connect-IPPSSession

2# # New-ComplianceSearch

* After connecting, use this cmdlet to create a new compliance content search .

* You can define parameters such as the search name, target locations (e.g., all mailboxes or specific users), and search query (for example, filtering by suspected phishing keywords or sender domains).
* Example:

* New-ComplianceSearch -Name " PhishingSearch " -ExchangelLocation All -ContentMatchQuery ' Subject: " phish " OR Subject: " urgent action required "'

3# # Start-ComplianceSearch

* Once the search is defined, this cmdlet initiates the compliance search to scan the selected mailboxes for phishing-related messages.

* Example:



* Start-ComplianceSearch -Identity " PhishingSearch "

Other cmdlets explained:

* Connect-ExchangeOnline is used for managing Exchange Online configuration, not compliance or content searches.
* Search-UnifiedAuditLog searches the unified audit log , which is used for activity auditing, not email content searches.
# Final Correct Sequence:

* Connect-IPPSSession

* New-ComplianceSearch

* Start-ComplianceSearch

EFHE]: 90

App1 @ Microsoft Sentinel 24 #i#f-3 HELHY £9, App1 TIEAZEEINIELWNTTM?

A. API3ESR

B. F)H—

C.ax%o%

D. 2L

EfR: (EffZzRTLET)

In Microsoft Sentinel, data from applications, security solutions, and services is ingested through data connectors . To integrate App1 with Sentinel and meet its monitoring or data ingestion requirements, you
must configure a connector .

Microsoft Sentinel documentation specifies:

"Data connectors provide the integration point between Microsoft Sentinel and other data sources, including Microsoft services, third-party solutions, and custom applications." Connectors manage
authentication, data formats, and continuous ingestion of logs or alerts into Sentinel's Log Analytics workspace.

Other options:

* API connection - supports Logic Apps but not direct Sentinel ingestion.

* Trigger - used for playbooks or automation, not data ingestion.

* Authorization - a setting used within connectors or playbooks, not configured separately.

# Correct configuration for App1: a connector
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In Microsoft Defender for Endpoint (MDE) , a live response session allows security analysts to remotely connect to onboarded devices and run investigation commands. One of the key commands available is
the ability to collect an investigation package , which includes forensic artifacts such as event logs, registry hives, running processes, network connections, and more.

According to Microsoft's official Defender for Endpoint documentation:

"Advanced live response capabilities, including running scripts and collecting investigation packages, are supported on Windows and Linux devices. macOS devices support basic live response commands
only." This means that while Windows (Device1 and Device2) and Linux (Device3) devices fully support advanced live response capabilities (including collect investigation_package ), macOS (Device4)
devices currently support only a limited subset of commands-basic file and directory operations, without the ability to collect investigation packages.

Therefore:

* Device1 (Windows) # Supported

* Device2 (Windows) # Supported

* Device3 (Linux) # Supported

* Device4 (macOS) # Not supported

# Final answer: B. Device1, Device2, and Device3 only
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Explanation:

Yes No Yes

According to Microsoft Copilot for Security and Defender for Cloud (Azure Firewall) integration guidance, Copilot can retrieve information from connected security data sources such as Log Analytics,
Microsoft Sentinel, and Defender XDR. To access data via Copilot prompts, two conditions must be satisfied:

* The user must have the appropriate Copilot role (Owner or Contributor).

* The user must have the necessary Azure permissions (RBAC) to access the underlying data source or workspace (e.g., Log Analytics, Sentinel, or Azure Firewall logs).

User1 - Has the Contributor role at the subscription level , meaning full access to all resource groups and Log Analytics workspaces. As a Copilot Owner , User1 can query Copilot and retrieve data from
AFW1 logs (which are in Log Analytics). Hence, Yes .

User2 - Also has Contributor rights at the subscription level but is only a Copilot Contributor . A Copilot Contributor can collaborate in sessions but cannot initiate or run data retrieval prompts independently.
Therefore, No for AFW2.

User3 - Has the Security Reader role at the resource group level, providing read access to security data for that group, and is a Copilot Owner , enabling prompt access to connected security sources. Since
AFW3 logs are in Log Analytics within the same resource group, User3 can retrieve data using Copilot. Thus, Yes .

Therefore, the correct answers are:

* User1 # Yes

* User2 # No

*User3 # Yes
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In Microsoft Sentinel, to receive near real-time alerts when specific activities occur-such as Azure Storage account key enumeration -you combine two Sentinel capabilities: Livestream and Analytics rules .

* Livestream provides real-time monitoring of events based on KQL q ueries. According to Microsoft Sentinel documentation, Livestream "lets you run queries continuously and get notified immediately when
results match specific conditions." This allows SOC analysts to detect ongoing attacks (such as credential enumeration) a s they happen.

* Analytics rules provide ongoing automated monitoring and alerting. A scheduled analytics rule runs periodically (for example, every 5 minutes) and gen erates an alert when a defined condition is met.

The "Storage account keys enumerated" even t comes from Microsoft Defender for Cloud (or Azure Activity) logs, so you can define a KQL-based rule to detect these activities.

Therefore:

* B (Analytics rule): to automatically generate alerts when the condition is met.

* C (Livestream): to receive those a lerts or detections in near real-time as they occur.

Together, these meet the requirement for near real-time detection and alerting with minimal manual monitoring.
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Explanation:

invoke il A lsSchemaTester " Schemal " )

To validate a custom ASIM parser output, you test that the parser's resulting table structure complies with the intended ASIM schema . In KQL, the getschema operator produces a tabular representation of
the current pipeline's schema (column names, types, order). The invoke operator is then used to call a function on that tabular input. ASIM provides the helper function ASimSchemaTester() , which accepts
the schema table and the target schema name and validates that the input conforms (columns exist, types match, required fields are present).



Therefore, the correct construction is to run the parser (here, Parser1 ), pipe its output to getsch ema to obtain the schema of the produced table, and then invoke ASimSchemaTester(' Schema1 ') to
perform the validation. Other options are not appropriate: evaluate is for plugins; parse extracts fields from strings rather than validate schema; and calling the tester without getschema would not pass the
required schema table.

Hence, the correct command is:

Parser1 | getschema | invoke ASimSchemaTester(' Schemal').
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In Microsoft Defender XDR hunting, EmailAttachmentinfo includes metadata for received attachments (name, subject, and the file's SHA256 ), while DeviceFileEvents records file operations on endpoints
(open

/read/execute) and also carries the SHA256 hash. Microsoft's guidance for efficient joins in KQL recommends correlating artifacts using stable, high-cardinality identifiers (hashes) rather than paths or URLs,
becau se paths can change and URLs may not be preserved on disk; hashes uniquely identify the same file across mail and endpoint telemetry. To minimize query resources , Kusto's join kind=innerunique
is preferred when the left side (EmailAttachmentinfo) is expect ed to have unique keys (one attachment hash per message instance) and you want at most one match per left record. It reduces
shuffle/duplication compared to inner , improving performance while returning only devices that actually opened the same file (by ma tching SHA256 ) within the last 12 hours.

So the optimal query structure is:

EmailAttachmentinfo

| where Timestamp > ago(12h)

| where Subject == " Document Attachment " and FileName == " File1.pdf "

| join kind=innerunique

(DeviceFileEvents | where Timestamp > ago(12h))

on SHA256

This precisely identifies devices that received the email with File1.pdf and opened that same file, using the most efficient join strategy and a reliable correlation key.
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Explanation:

You're configuring a Deception rule in Microsoft Defender XDR and need to provide a custom lure file .

* You set the Planting path to HOME , which means the file will be deployed into user home directories.

You must determine:

* Which file types are supported for custom lure files.

* Which home directory the file should reside in.

1. File types that can be used for a custom lure # Verified Answer = EXE, XLSX, and PDF As per Microsoft Defender for Endpoint Deception documentation:



"Custom lure files can be created using EXE, XLSX, or PDF file types. These file types are supported for deception scenarios and can trigger alerts when accessed or executed by an attacker." The platform
uses these file types because they are commonly interacted with by adversaries during lateral movement or reconnaissance.

* EXE : Simulates executables that appear valuable or tempting.

* XLSX / PDF : Represent business-related or sensitive document lures.

Therefore, you can upload EXE, XLSX, and PDF lure files simultaneously or select one of them.

# Correct selection: EXE, XLSX, and PDF

2. Home directory the file should be located in # Verified Answer = The active user When you set the Planting path = HOME , Defender plants the deception artifact (lure file) under the active user's home
directory .

This ensures that the lure file is visible and accessible within the context of the currently logged-in user- precisely where attackers are most likely to browse or exfiltrate files.

According to Microsoft's deception feature reference:

"When the planting path is set to HOME, the deception files are placed in the home directory of the active user on the device. This ensures that the files are visible during an interactive session and
accessible to adversaries using that account." Other options such as "Active Directory user," "Local user," or "Planted cached user" are not used for standard HOME planting. The deception system targets
the context of the active session to maximize effectiveness and reduce false positives.

# Correct selection: The active user

# Final Verified Answers: Configuration Aspect

Correct Option

File types:

EXE, XLSX, and PDF

Home directory of:

The active user

Summary:

When creating a custom lure file in Microsoft Defender XDR Deception with the planting path set to HOME , you should:

* Use EXE, XLSX, and PDF file types.

* Place them in the active user's home directory on the target device.

These selections align with Microsoft Defender XDR Deception's official documentation and M365 E5 SecOps study material.

Question Part 1: Which types of files can you use for the custom lure?

The Answer:

EXE, XLSX, and PDF

According to your screenshot (File types drop-down), you can use the following file types for a custom lure in Microsoft Defender XDR deception rules:

*EXE

* XLSX

* PDF

You can select any combination of these, so EXE, XLSX, and PDF are all supported as custom lure file types.

B 97

Sub1E WS ZRIDAzUre TR ) T 3 UMb Y | & Z TlEMicrosoft Defender for CloudMER SN TULVET,
H11=1EAzDO1 & LS5 & HTDAzure DevOpsHlffi i >TLVE T,

SublEAZDO1Z BT AREAHYET . V) a—La VIFUTOERZR/-ITHENHY ET,

* Defender for CloudZ{ER L T /N 754 VN TSN TS HEFEREZRE LTI,
EHXBOFHZR/NRICINZ S,



Answer Area

In Defender for Cloud: idi an environment. i
Add an environment.
Configure workflow automation,
Enable a plan.

In AzDO1: [ Install an extension o ]
Configure OAuth

= ¢ danfiglise secunty policies

B -t an extension.

1E fi#:
Answer Area
In Defender for Cloud: d ag environment. o
| Add an environment.
Enable a plan.
In AzDO1: rlnstnll an extension "1
i Configure OAuth.
\ /1 1 7 v e Sonliau seeurity policies.
ARASIRE e ension.
Explanation:

Answer Area  |\/|ICTOSOTT

InDefénderfor Cloud: Add an environment.

In AzDO1: | Install an extension

To integrate Microsoft Defender for Cloud with Azure DevOps (AzDO1) for detecting secrets exposed in pipelines , you must connect the two platforms using Microsoft's built-in integration flow that enables
Defender for Cloud to scan repositories and pipelines for vulnerabilities and sensitive data exposure.

Here's the correct configuration process:

Step 1: In Defender for Cloud - Add an environment In the Defender for Cloud portal, you first need to add an environment that represents your Azure DevOps organization.

This step connects Defender for Cloud to the DevOps service, allowing it to monitor repositories, build pipelines, and artifacts.

* Navigate to Defender for Cloud # Environment settings # Add environment # Azure DevOps .

* You'll then authenticate your Azure DevOps organization (AzDO1) to allow Defender for Cloud to scan your pipelines.

This setup enables Defender for DevOps , a capability within Defender for Cloud, to detect exposed secrets, insecure dependencies, and misconfigurations directly from pipeline activities.

Step 2: In AzDO1 - Install an extension Next, within Azure DevOps (AzDO1) , install the Microsoft Defender for DevOps Security Scanner extension from the Azure DevOps Marketplace .

This extension integrates the Defender for Cloud scanning engine into the Azure DevOps pipeline process and enables automatic scanning for:

* Hardcoded secrets in YAML pipelines,

* Vulnerability findings in open-source dependencies, and

* Infrastructure-as-code misconfigurations (for example, ARM, Terraform).

Once installed, the extension automatically works with Defender for Cloud, and any detected secret exposure or security issue is surfaced in Defender for Cloud's "DevOps Security" dashboard.
* Configure workflow automation: Applies to automated incident responses, not DevOps integration.

* Enable a plan: Refers to enabling Defender plans for specific Azure resource types, not connecting DevOps.



* Configure OAuth / Configure security policies: Required for custom integration scenarios, but not for standard Defender-DevOps onboarding.
Why Other Options Are Incorrect:

# Final Correct Answer:

* In Defender for Cloud: Add an environment

*In AzDO1: Install an extension
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Microsoft

it Enable Workspace manager

-
¢ From Workbooks, select Microsoft Entra 1D Audit logs and then select f“@x y
7 View Template. ~ 0

L -:}.i- .-:'Ef
;: From Workbooks, select Microsoft Entra ID Audit logs and then select {["fj"‘f"‘*
* save o1 9
b

! Configure a Data connector. ~ %

i From Workbooks, select Microsoft Entra IDA%%EM then

" select View saved workbook e € )
L =
IEf#:
Actions

it Enable Workspace manager.

.. From Workbooks, select Microsoft Entra ID Audit logs and then select
" View Template.

::: From Workbooks, select Microsoft Entra ID Audit logs and then select
. Save. & J

From Workbooks, select Microsoft Entra 1D Audit logs and then
" select View saved workbook.

select View saved workbook.

i!

Explanation:



Actions Answer Area

i Enable Workspace manager 1 |:%From Content hub, install the Microsoft Entra 1D solution
.. From Workbooks, select Microsoft Entra ID Audit logs and then select g & | Configure a Data connector.
" View Template. '

. From Workbooks, select Microsoft Entra ID Audit logs and then
7 select View saved workbook.
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Entity type:

Field:

Explanation:

Entity type:

Field:
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Microsoit
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|P address

Azure Resource

I
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|
e s e e |

Address
Command line

IP address
Azure Resource
Host

User account

Name
Resource |d
Address

Command line




When configuring suppression rules in Microsoft Defender for Cloud (previously Azure Security Center), you define the specific entity type and field values to suppress recurring or expected alerts. In this
scenario, you want to hide Azure Defender alerts for a specific Azure Storage account that is being accessed during application development.

In Defender for Cloud, each protected asset (such as a virtual mach ine, SQL database, or storage account) is represented as an Azure Resource . Therefore, to suppress alerts for that storage account, you
must target the Azure Resource entity type.

The unique identifier used to target an exact Azure resource in suppression conditions is its Resource Id , which follows the format:
/subscriptions/{subscriptionld}/resourceGroups/{resourceGroupName}/providers/{resourceProvider}/{resourceName}

By specifying Entity type = Azure Resource and Field = Resource Id , the suppression rule ensures that only alerts generated from that specific storage account are hidden.

Other entity types such as IP address , Host , or User account do not apply to Azure Storage alerts.

Likewise, fields like Address , Command line , or Name are not used for reso urce-based suppression.

# Final Answer:

* Entity type: Azure Resource

* Field: Resource Id
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A. Azure Cosmos DB

B. Azure Event Grid

C. Azure Event Hubs

D. Azure T—% LAY

EfR: (EffZzRTLET)

According to Microsoft Defender for Cloud documentation, continuous export allows you to stream security alerts and recommendations to other monitoring or SIEM systems. When exporting alerts in real
time, Azure Event Hubs is the supported mechanism. Event Hubs provides a scalable data-streaming platform that can feed events into third-party SIEM tools such as Splunk, IBM QRadar, or ArcSight.
Microsoft states: "To enable real-time streaming of security alerts or recommendations, configure Continuous Export to Azure Event Hubs. From there, your external SIEM or event processing solution can
consume the data." The other options serve different purposes:

* Azure Cosmos DB is a NoSQL database, not used for alert streaming.

* Azure Event Grid is for reactive event-driven automation but not intended for continuous log export.

* Azure Data Lake is for large-scale storage and analytics, not streaming.

Thus, exporting Defender alerts to Azure Event Hubs is the correct and supported configuration for continuous export to third-party SIEM solutions.

BERE: 101

HEf=XAzure TR ) T a v EBEBTY,

UTDEH#ZHI-T=-OHICIE EREZRETILELNHYFET,

* Microsoft Defender for Cloud D& EG#EXZENMES L UEMELET,

)Y —R[EFXa) T ICETREEEEEERT S,

fRREKIL B/MERDOFRACEINGZITNIELE S,

BEHIZx LT, ED Microsoft Defender for Cloud A—J)LZFRAITARETL LS ?RETHICIE BUNEAO—IILEZETIEHICKSy I LTLLCESN, £0—)LE 10 E#HE, F-EEF->-<FEHL
BWEENHYET , AVTUVERTTDICIE RAVEADREIN—%2 FS9vTF 50 AU O—ILTE2BENHLIBENHY FT,

E R EICIRA YV FAMESINET,


https://www.jpnshiken.com/q/68847-6435145/

Roles Answer Aro. . . f m
Resource Group Owner . Enable ar!dgﬁrlzgéged Eaturﬁc@ ender tor Cloud:

e 4 e(\' S
“\ y security recommendations to a resource: .

Subscription Contributor

sON\O
S-ubscriptinn Owner \p

FfZ:
Roles Answer Area
: Resource Group Owner J Enable and disable advanced f ture@Qmﬂ Defender tor Cloud: |-.5U1'15Cfipﬁ°"* Owner ;
___________________ e

| — — — e e e s s s e
) : , : :
“av security recommendations to a resource: SHUHW Admin
ST \
S
Explanation:

Enable and disable advanced featu res of Microsoft Defender for Cloud: Subscription Owner
* Apply security recommendations to a resource: Security Admin
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Answer Area

Azure role: Microsott'Santinal ( ninoutor w
Microsoft Sentinel Automation Contributor
Micrasolt Sentinel Responder —
Agure AD role: Directory readers v
Attribute assignment reader

- @lobalreader — — —

Explanation:

Answer Area

Azure role: . Mictosaff&entinel Contributor

AZure AD role;  Directory readers v

In Microsoft Sentinel, incident management and investigation permissions are controlled through Sentinel- specific Azure roles . To allow a user (including a guest user) to triage incidents - meaning they can
view, assign, and update incident statuses , but not modify analytics rules or automation logic - the correct Azure role is Microsoft Sentinel Responder .

Here's the breakdown:

1# # Azure role # Microsoft Sentinel Responder

* The Sentinel Responder role grants permissions to view incidents, update incident status, assign incidents, and run playbooks on incidents.

* It follows the principle of least privilege by limiting access to only incident response and not allowing rule creation, workbook management, or data connector configuration.

* The Sentinel Contributor role, on the other hand, provides broader permissions (including modifying analytic rules), which exceeds the requirement of "triaging incidents."

* Therefore, Microsoft Sentinel Responder is the correct and least-privilege Azure role.

2# # Azure AD role # Directory readers
* To investigate and triage incidents effectively, Sentinel users must be able to resolve user identities (such as usernames, group membership, and object IDs) within Microsoft Entra ID (Azure AD).

* The Directory Readers role provides read-only access to directory data, allowing the user to view identities but not modify them.

* This minimal permission satisfies Sentinel's identity lookup needs without elevating the user to a global administrative or global reader role.
# Final Answers:

* Azure role: Microsoft Sentinel Responder

* Azure AD role: Directory readers
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ADTRHEZI TN a—Ta VT Y—ILEETLET,

B. EfTAIBE 7 7/ /ILZEOE—L_ 774 I)L%% ASC_AlerTest_662jf10N,exe ICER L F T,

C. Microsoft Monitoring Agent DRXEEXZEELE T,

D. MMASetupEIT 7 7M1 ILEEITL  foo5I#EHEELFT,

Ef#: (EfEZRTLET)

The supported way to simulate a host-based alert for Microsoft Defender for Cloud / Azure Security Center is to create and run a benign executable that uses the well-known test filename pattern (commonly
shown as ASC_AlertTest_... ). Defender for Cloud's alert-validation guidance and simulators describe two supported approaches: (1) use the built-in alert simulator (API) to inject simulated alerts, and (2)
exercise host detections by placing/running a specially-named test executable on the target machine so Defender's sensors recognize it and surface a security alert. Creating a copy of any harmless
executable (for example, calc.exe) and renaming it to the test filename (the ASC_AlertTest pattern used in Microsoft guidance) is the minimal first step to produce a Defender-for-Cloud alert for validation.
This approach requires the Log Analytics / MMA agent or Defender sensor already present on the VM so the telemetry reaches Defender for Cloud.

Why the other options are incorrect: an agent troubleshooting tool or changing MMA settings doesn't directly trigger a detection; the MMASetup -foo argument is not used for alert simulation; and a watchlist
is just reference data (it won't generate alerts). For automated, programmatic simulations you can also call Defender for Cloud's Simulate Alerts API, but the quickest on-host validation with minimal
administration is to copy

/rename an executable to the ASC_AlertTest flename and run it so Defender generates the expected alert.

Note: Microsoft documentation also recommends using the Defender-for-Cloud alert simulator (REST/API) for bulk or scripted simulations; both methods assume the Defender sensors/agents are installed
and reporting.
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Security Center collects data from your Azure virtual machines (VMs), virtual machine scale sets, laaS containers, and non-Azure (including on-premises) machines to monitor for security vulnerabilities and
threats.

Data is collected using:

The Log Analytics agent, which reads various security-related configurations and event logs from the machine and copies the data to your workspace for analysis. Examples of such data are: operating
system type and version, operating system logs (Windows event logs), running processes, machine name, IP addresses, and logged in user.

Security extensions, such as the Azure Policy Add-on for Kubernetes, which can also provide data to Security Center regarding specialized resource types.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
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Custom deception rules in Defender XDR/Defender for Endpoint can be targeted by scope (e.g., device tags

/device groups). To apply a rule only to a specific subset (10 out of 500), first tag those devices, then target the rule to that tag (or a device group that uses that tag).

B: 106

I COBEME ALY FIAERT —EOBEMO—8HTY, OV —XDEERBICIE EESN-BEEZERTETLIFAREEOH I MEBDOHRRENEENTVEY, —HOEBEMtE Y MIIFERDIE L LMER
ENBENDEZELNHY FIH MOE/ME Y FMIFELWMREREDNGMEELHY ET,

CDEIVVaVOEMICEETSE TOERBICRSCLIETEFRA, TDEH  CNoDEMEILE 2 —ERAICIERTEINEEA,

Azure Sentinel ## L TWVET,

EEOHDIPT7 FLAD LD Azure (RET L UADY A A U BRE SNTF-5HEIL, Azure Sentinel TA VT2 FEERT HARENHY FT,

RRE. VTN TA TR M) —LEERLET,

CNIFEFZERLTNEIHA?

A. [Ty

B. L MR

IEfR: (EffZzRTLET)

A livestream in Microsoft Sentinel is used for real-time query monitoring , allowing analysts to see new events that match a query as they occur. However, a livestream does not create alerts or incidents
automatically .

To generate an incident when a specific condition (like a sign-in from a malicious IP address) occurs, you must create a scheduled analytics rule that runs a KQL query on a defined interval (e.g., every 5 or
10 minutes) and triggers an alert when matches are found.

Microsoft documentation clarifies:

"Livestream is an analyst tool for hunting in real time. It does not generate alerts or incidents. To generate incidents automatically, create an analytics rule using a scheduled query." Therefore, creating a

livestream does not meet the requirement to automatically create incidents.
# Correct answer: B. No

A%H7%SC-200J5REE (ZJPNTest.comiZ2ft S SC-200JHERIZ AT B Z L Z&RICII B E T ! JPNTest.comlF S Ex#TSC-200 K ERFIRESE #1214t L £ 9, JPNTest.com SC-200JXERFAIREE 1T £ 5 HH
ShFELf, 2T TSC200JBEENTRA IV UEFIZANT T, BRIFRD 7 2 £ X _ https://www.jpntest.com/shiken/SC-200J-mondaishu 508f. 3 0%7 « A ho > b R LGEE 00— K:

JPNshiken|

gﬁ:ﬁ: 107

HEBEROMOLI—F—DH A VA VITERALEEZEDBWNMEFIM G A—H—BNH A A U L&SELEEE . X1 T+ EEXZZETIDLENHYET,
EDEREBRHARI O —Z2FATILENHY FIH?

A. FRIRETZIRAT

B.EZIP7RKLAMNODTYTAET«

C.HEMEVLEISDTITAETA

D. VIO TT7DERE


https://www.jpnshiken.com/q/68847-6435150/
https://www.jpnshiken.com/q/68847-6435151/
https://www.jpntest.com/shiken/SC-200J-mondaishu

IEfE: (EfEZERTLET)

Activity from a country/region that could indicate malicious activity. This policy profiles your environment and triggers alerts when activity is detected from a location that was not recently or was never visited
by any user in the organization. Activity from the same user in different locations within a time period that is shorter than the expected travel time between the two locations. This can indicate a credential
breach, however, it's also possible that the user's actual location is masked, for example, by using a VPN.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy
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let timeframe = ago(3h);

let threshold = 5;

imiNetworkSession

!""F"l"ll"l"' '.i"rr‘r.ﬂ-- ‘ .
imWebSe<sion ’

chere TimeGenerated timeframe

shere EventTypess'Logor and EventResulte=="Success

here fsnotespty(SrcGeoCountry )

=
L5

summarize StartTime = min(TimeGerdrated) ERMTiNG = max(TimeGenerated), Vendors=make set({EventVendor roducti=sake set(EventProduct),

MumOTCountries = dcowunt DstGeoCouniry - by TargetUserld, TargetUserfrincipalMame, TargetUserType

SrcGeoReqion
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let timefrome = sgo(dh);

lat threshald = 5;

imAuthentication E"' |

imMNetworkSessson
imProcessCreate

.|rr‘.'u'¢h5¢*_.5|en

where Timelenerated » timeframe
| where EventType=="Logon' and EventReiult=="Success
shere linotespiy(Srcleolountry )
| summarize StartTime = min(TimeGenerated), EndTime '-.i.ll":inﬁ""l‘"lf.td". Vendors=aake _set({EventVendor), Productui=sake set(EventProduct),

LT by TargetUsecld, TargetUserfrincipaliese, TargetUserType
SrcGeoCountry
SrcGeoRegiomhas

e mtrcomrien v eeers RS Microsoft

Explanation:

let timeframe = ago(3h);

let threshold = %;

imAuthentication .

| where TimeGenerated > timeframe

| where EventTypes='Logon” and EventResults=s='Success’

| where iimtflﬁt;{irtﬁen{ﬁuntr}'j
| summarize StartTime = imin(Tisscamer . Bodiine = max(Ti erated), Vendors=make_set(EventVendor), Products=mske_set(EventProduct), °
MmO Cowntries = d:.;u.‘]_:ﬂ Si Mi-c rOSOﬁuuur:a, TargetUserPrincipsliame, TargetUserType
Below is the completed KQL that meets the requirement (successful sign-ins from multiple countries in the last 3 hours), using the ASIM authent ication schema commonly used in Microsoft Sentinel:
let timeframe = ago(3h);
let threshold = 5;
imAuthentication
| where TimeGenerated > timeframe
| where EventType == " Logon " and EventResult ==" Success "
| where isnotempty(SrcGeoCountry)
| summarize
StartTime = min(TimeGenerated),
EndTime = max(TimeGenerated),
Vendors = make_set(EventVendor),
Products = make_set(EventProduct),
NumOfCountries = dcount(SrcGeoCountry)
by TargetUserld, TargetUserPrincipalName, TargetUserType
| where NumOfCountries > threshold

* Blade/source: imAuthentication (ASIM parser) normalizes authentication data across sources in Sentinel, letting you query sign-ins consistently.
* Filters: EventType == " Logon " and EventResult == " Success " restrict to successful | ogons.




* Geo dimension: SrcGeoCountry is the normalized source country field for the sign-in.
* Logic: We look back 3 hours , count distinct countries per user with dcount(SrcGeoCountry) , and keep only users exceeding a chosen threshold (e.g., > 5).
This delive rs exactly "successful sign-ins from multiple countries during the last three hours," ready for use in a hunting query or to form a scheduled analytics rule.
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Log Analytics workspace to use: v

A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Secunty Center
LA1

Windows security events to collect: v
All Events
annlmbn

ihirmnal .

Log Analytics workspace to use v
A new Log Analytics workspace in the East US Azure region

Windows securnty events to collect:

MMinimal

Explanation:

Log Analytics workspace to use: LA1

Windo ws security events to collect: All Events

To meet the Azure Defender (Microsoft Defender for Cloud) requirement that all servers send logs to the same Log Analytics workspace , you should select the existing workspace LA1 . Defender for Cloud
best practic es recommend centralizing data in a single workspace for unified analytics, incident correlation, and cost control. Using the "Default workspace created by Azure Security Center" or creating a
new workspace would fragment telemetry, complicate management, and contradict the stated requirement and the business goal to minimize costs (multiple workspaces can increase ingestion/retention
overhead and complicate RBAC and automation).

For Windows hosts, Defender for Cloud's Data collection setting controls the | evel of Windows Security Events collected: Minimal , Common , or All Events . The business requirement calls for logs that
provide a full audit trail of user activities . In Microsoft guidance, All Events is the level intended for comprehensive auditing (inclu ding logon/logoff, account changes, privilege use, process creation, object
access, and other advanced categories). Therefore, to satisfy the "full audit trail" requirement and ensure complete visibility for investigations and Sentinel analytics, choose Al | Events .

In summary: centralize on LA1 (single workspace) and collect All Events to achieve both operational and compliance objectives with Defender for Cloud and Sentinel.
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*ORT L

* PDF

* docx

* xlsx
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A. 774 I)L1.sysDH

B. 774 J)L1.sys& 7 7 4 JL3.docxDH

C. File1.sys, File3.docx, # & UFiledjclsxd &

D. 274 I)L2.pdf, 774 JL3.docxr& 7 7 A L4 .xXIsxDH

E. File1.sys_ File2.pdf_ File3.dooc_ & & UFile4.xIsx

IEfR: (EffZzRTLET)

In Microsoft Defender for Endpoint (Plan 2), you can use indicator file hashes (loC file hashes) to block files f rom executing or being downloaded. When you create a file hash indicator, you specify the exact
file hash (for example, SHA-256 or MD5) and choose actions such as "block" or "remediate." However, an important detail is that file hash indicators are applied to specific files -that is, for a given executable
or file content. You cannot use a hash indicator to block all files of a certain extension generically.

If a given file has a different hash, it will not be blocked unless you add its specific hash. Becaus e the question says you found suspected malware files sys , pdf , docx , xIsx , and you need to block users
from downloading those files, only those files for which you can compute and apply a specific hash indicator can be blocked. The question implies you ca n create indicator hashes for each of those file
names (assuming each has a unique hash).

Thus you can block all four (File1.sys, File2.pdf, File3.docx, File4.xlsx) by adding each as an indicator hash.

The choice E lists all four. That is consistent with M icrosoft's statements that "you can create indicators that define detection, prevention, or exclusion of entities," and file hash indicators specifically apply to
those files.

Microsoft Learn+3Microsoft Learn+3Microsoft Learn+3

Options that exclude some file types (e.g. only blocking sys and docx but not pdf or xlsx) would leave gaps, which doesn't satisfy the requirement of blocking all those suspected files. Hence E is the correct
answer.
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In Microsoft Defender for Cloud , Role-Based Access Control (RBAC) is used to ensure that users and groups have only the permissions required to perfor m their specific security or management tasks.
Microsoft provides several built-in roles designed specifically for Defender for Cloud operations.

* Security Admin: This role provides full management permissions for security policies, recommendations, and alerts within Defender for Cloud. A Security Admin can configure policies, suppress or dismiss
alerts, enable or disable Defender plans, and manage settings at the subscription or management group level. According to Microsoft documentation, the Security A dmin role "has all permissions of the
Security Reader role plus the ability to update security policies and dismiss alerts and recommendations." Therefore, Group1 , which likely needs administrative control to manage and remediate findings,
should be assign ed Security Admin .



* Security Assessment Contributor: This role is more limited and focuses on providing access for security posture assessment without granting the ability to change or modify configurations. The Security
Assessment Contributor role allows v iewing security recommendations and assessment data but not altering Defender for Cloud configurations or dismissing alerts. This makes it ideal for compliance or
audit groups who need read and assess access. Hence, Group2 should be assigned Security Assessment Contributor .

These assignments ensure the right balance between operational control (Group1) and read-only assessment or compliance duties (Group2), aligning with Microsoft's least-privilege and separation-of-duties
best practices.

# Final Answe r:

* Group1 # Security Admin

* Group2 # Security Assessment Contributor
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Explanation (concise): To send a Microsoft Teams message when a suspicious sign-in is detected, create a playbook (Logic App) that posts to Teams ( A ) and associate the playbook so it runs when the
corresponding alert/incident is created ( B )-typically via an automation rule or by attaching the playbook to the analytics rule/incident. Entity behavior analytics, workbooks, or Fusion aren't required for
sending Teams notifications.
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In a Microsoft Defender for Endpoint live response session , the registry command is used to interact with and modify the Windows Registry remotely. Since the attac ker changed a registry-based antivirus
exclusion path, you can undo that modification directly using the registry command.

The registry command allows you to view, add, delete, or modify keys and values in the registry during a live response session.

* analy ze is used to inspect files.

* remediate is used to remove threats detected by Defender.

* scan is used to trigger antivirus scans. Therefore, to undo a registry change , the correct command is registry .

# Answer: B. registry
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I n Microsoft Sentinel , during incident investigation, you can label certain entities directly from the incident page as Indicators of Compromise (I0OCs) . According to Microsoft Sentinel's entity behavior and
investigation documentation, entities such as IP a ddresses , URLs , file hashes , and domains can be directly marked as IOCs because they represent observable threat indicators that can be tracked across
the environment.

While entities like User accounts , Hosts , and Malware names are part of incident context , they are not directly taggable as I0Cs from the incident page because Sentinel expects I0Cs to represent specific,
traceable, external threat artifacts (e.g., IPs, domains, or file hashes).

Therefore, from the list provided - Host, IP address, User account, and Malware name - only the IP address entity can be directly labeled as an I0C from within the incident interface in Sentinel.

# Answer: D. IP address
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Applying "quick fix" remediations from Azure Defender (Microsoft Defender for Cloud) changes the underlying resources (VMs). Beyond the Security Admin role (which grants security policy/manage
permissions), the user needs write permissions on the target resources. To follow least privilege, grant Contributor on RG1 (the resource group containing the 100 VMs) so SecAdmin1 can remediate only
those resources-rather than the entire subscription (over-privilege) or Owner (unnecessary). Security Reader is read-only and cannot apply fixes.
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Name From Subject Date received | Attachment
Emaill | pnzes@contoso.com You have WON a free gold coin 1/1/2024 Filel.docx
Email2 | hehr@contoso.com Update your benefits in the Contoso HR portal | 1/1/2024 None
Email3 | benefits@contoso.com | You have WON a free gold coin 1/1/2024 None
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Explanation:
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To minimize administrative effort in responding to incidents and remediating security threats in Microsoft Sentinel, you should use the platform's built-in automation and orchestration capabilities - specifically
Automation Rules and Playbooks.

* Microsoft Sentinel Automation Rules (Option C):

* Automation rules in Sentinel allow you to automate incident management tasks such as assigning owners, changing severity, tagging, or automatically running playbooks when an incident or alert is
created.

* They help standardize responses across similar alerts, significantly reducing manual intervention.

* Microsoft documentation states:

"Automation rules simplify the management of playbook triggers and incident handling by allowing you to define actions that automatically occur when incidents are created or updated."

* Microsoft Sentinel Playbooks (Option D):

* Playbooks are Logic App-based workflows that automate responses to security alerts or incidents.

* They can perform remediation actions such as disabling compromised accounts, isolating infected devices, blocking IP addresses, or sending notifications to SOC teams.

* You can link playbooks directly to analytics rules or call them through automation rules for end- to-end automation.

Incorrect Options:

* A. Bookmarks are used for hunting investigations, not for automation or remediation.

* B. Azure Automation runbooks can be used for specific administrative scripts but require more manual setup and integration - not the most efficient choice for Sentinel's automated workflows.
* E. Azure Functions apps are custom code execution environments; while powerful, they are not the primary tool for Sentinel's automated response.
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On the Microsoft Defender (Microsoft 365 Defender) Incident page, investigators need a complete view of what actions were taken and when. The Ul provides multiple panes to support that: the Tasks area
(lists manual and automated investigation/remediation tasks assigned to the incident), the Activity log (chronological audit of user and system actions taken on the incident such as assignments, status
changes, playbook runs and remediation actions), and the Alert timeline (a timeline view showing the alerts that make up the incident and the sequence of alerts and related detections/events). Microsoft's
investigation guidance describes all three surfaces as part of the incident investigation workflow: tasks capture work items and owner actions, the activity log provides an auditable history of actions and
changes, and the alert timeline visualizes the alert and event sequence that drove the incident. Because the question asks specifically for reviewing the incident tasks that were performed , the incident page
exposes the tasks list and also the activity log and alert timeline so you can see when tasks ran, who ran them, what automated playbooks or remediation executed, and how those tasks related to the
underlying alerts. For full incident forensics and auditability you use Tasks

+ Activity log + Alert timeline .
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To block unsanctioned cloud apps on Windows 10 endpoints with Microsoft Defender for Endpoint and Microsoft Defender for Cloud Apps (formerly Cloud App Security), you must enable and configure the
product integration on both sides. First, in Microsoft Defender Security Center # Settings # Advanced features , turn on the Microsoft Defender for Cloud Apps integration (and ensure network protection
prerequisites are met). This allows Defender for Endpoint to receive the unsanctioned app list and enforce endpoint-based blocking when users on CLIENT1 attempt to access those apps via the browser or
client.

Second, in Defender for Cloud Apps # Settings # Cloud Discovery , configure the Microsoft Defender for Endpoint integration and enable Block unsanctioned apps . In Cloud Discovery, apps are discovered,
assessed, and can be tagged as Unsanctioned . Once the MDE integration is enabled, that tag is exported to endpoints, which then enforce blocking based on the tenant's app catalog and policies.

Options A (Onboarding settings) are for enrolling devices and do not control app blocking behavior. B (Anomaly detection policies) govern behavioral detections (e.g., impossible travel, anonymous IP) and
are unrelated to endpoint enforcement of app access. Therefore, the two configurations you must modify to meet the require ment "block unsanctioned apps on Windows 10 computers by using Microsoft
Defender for Endpoint" are C. Advanced features in Microsoft Defender Security Center and D. Cloud Discovery settings in Cloud App Security .
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Automated Investigation and Response (AIR) automates investigation and remediation actions for alerts that Defender already detects: it triages alerts, runs investigation playbooks, and can execute
remediation (quarantine files, terminate processes, remove persistence) based on the investigation outcome. AIR is powerful for reducing analyst load and quickly remediating detected threats. However, AIR
only runs in response to detections/alerts it receives-if the third-party AV completely misses an artifact and no EDR

/behavioral detection generates an alert, AIR will not be triggered. In contrast, EDR in block mode is specifically built to catch post-breach detections that the primary AV missed and to remediate them.
Therefore, enabling AIR alone does not guarantee protection from artifacts missed by the third-party antivirus; AIR helps remediate once a detection exists but does not itself create the missed detection
coverage that EDR in block mode provides.
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Explanation:
Select Take action.
Configure the Trigger automated response settings.

Filter by alert title.
In Microsoft Defender for Cloud, automatic responses to alerts are implemented through Take action # Trigger automated response , which creates or binds a workflow automation to a Logic App. For an alert

such as "Suspicious process executed" , the least-effort approach is to start from the alert experience and attach the prebuilt Logic App that uses the "When a Defender for Cloud alert is created or triggered"
trigger (your LogicApp2 ). The documented flow is: open the alert and choose Take action ; within that blade, select Trigger automated response to connect a Logic App; then scope the automation by setting
conditions/filters , including Alert title , so it only runs when the specific alert ("Suspicious process executed") is generated. This maps exactly to the three steps above.

Other panes under Take action - Mitigate the threat and Prevent future attacks -provide manual guidance or recommend hardening steps and are not used to bind a Logic App. Similarly, Suppress similar
alerts is for tuning noise, not for launching automations. Because you already have LogicApp2 with the Defender for Cloud alert trigger, selecting Trigger automated response and filtering by alert title ensures
the playbook runs every time that specific alert fires , with minimal administration and without creating additional custom logic.
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The DeviceTvm Softwarelnventory table in Microsoft Defender XDR advanced hunting contains detailed information about installed applications, software versions, publishers, and installation details across
onboarded endpoints. When you need to retrieve a list of installed programs for a specific device (like Device1), this is the correct table to query.

Microsoft documentation describes this table as:

"The DeviceTvmSoftwarelnventory table provides a comprehensive inventory of all software discovered on devices, including v ersion and vendor information."
* DeviceTvmlInfoGathering contains vulnerability assessment and scan status details, not software lists.

* DeviceProcessEvents captures process execution data (runtime events).

* Live response processes command lists currently running processes, not all installed software.

# Correct Answer: C. DeviceTvmSoftwarelnventory
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Explanation:
Answer Area

Sevents = ' | Security!"[System|[(EventiD=4624 or EventiD=4625]]] v

Get-WinEvent -LogMame ‘Security’ FilterXPath ¥  Sevents

According to Microsoft Sentinel and Azure Monitor Agent (AMA) documentation, when configuring data collection from Windows Security logs, you can use XPath filtering to limit which event IDs are
collected.

This hel ps optimize data ingestion by filtering out unnecessary events.

In this scenario, the requirement is to collect only event IDs 4624 (successful sign-in) and 4625 (failed sign- in) . The PowerShell cmdlet Get-WinEvent supports several filtering methods: -Filt erXPath , -
FilterHashtable , and -FilterXml . To test the same XPath syntax used by the connector, you must use - FilterXPath , because this option accepts the same XPath query string format as used in the AMA data
collection rule (DCR).

The correct XPath synta x for filtering specific event IDs from the Security log is:

Security!*[System[(EventlD=4624 or EventlD=4625)]]

This expression instructs the event query to return only events from the Security log whose EventID equals



4624 or 4625.

Finally, to validate th e filter, you run:

Get-WinEvent -LogName ' Security ' -FilterXPath $events

This command executes the filter locally and confirms that the syntax correctly retrieves the intended events.
Therefore, the correct completed script is:

# $events = ' Security!*[Syst em[(EventlD=4624 or EventlD=4625)]] '

# Get-WinEvent -LogName ' Security ' -FilterXPath $events
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Just-in-time (JIT) VM access and network layer threat detections are features of Microsoft Defender for Cloud (formerly Azure Security Center "Azure Defender" plans). These capabilities are enabled by
turning on the relevant Defender plans at the subscription level, which then apply to resources in that subscription.
Workspace- or individual resource-level enablement won't activate JIT or the broad network detections across your estate.
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To remediate the security risk associated with unsecure Kerberos delegation, you should modify the properties of the computer objects listed as exposed entities. Specifically, you should set the Kerberos
delegation settings to either ' Trust this computer for delegation to any service ' or ' Trust this computer for delegation to specified services only ' . This will ensure that the computer is not allowed to use
Kerberos delegation to access other computers on the network. Reference: https://docs.microsoft.com/en-us/windows

/security/identity-protection/microsoft-defender-for-identity/configure-k erberos-delegation
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Set available effects to:
v

Append
DeployifNotExists
EnforceRegoPolicy

To perform remediation use:

B 4

n Azure Security Center Alert is created or triggered
respﬂnse to an Azure Security Center alert is triggered

Set available effects to:

v

Append . ... .
| DeploylfNotExists |

EnforceRegoPollcy

To perform remediation use:
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Explanation:




Set available effects to:

4

Append

DeploylfNotExists

EnforceRegoPolicy

To perform remediation use:
v

An Azure Automation runbook that has a webhook
An Azure Logic Apps app that has the ingger set to When an Azure Security Center Alert is created or triggered
An Azure Logic Apps app that has the trigger set to When a response to an Azure Security Center alert is triggered

In Microsoft Defender for Cloud (formerly Azure Security Center) , workflow automation allows you to automatically respond to security alerts and recommendations by triggering remediation actions.
When you create an Azure Policy to enforce automatic remediation based on Defender alerts or recommendations, the effect determines what the policy does when a resource is found noncompliant:
* DeploylfNotEXxists is the correct effect to use for automatic remediation. This effect automatically deploys a remediation task (such as a Logic App or other automation) when a matching noncompliant
resource is detected. It's commonly used in Defender for Cloud to deploy missing security configurations or initiate an automated remediation workflow.

* Append only adds metadata or parameters to resources-it does not enforce or deploy remediation actions.

* EnforceRegoPolicy is used for container compliance with Gatekeeper policies (Kubernetes), not for Defender workflows.

For the automation mechanism:

* An Azure Logic Apps app with the trigger "When an Azure Security Center alert is created or triggered" is the correct choice. This Logic App acts as the workflow automation engine that runs whenever a
new alert is raised. It can perform actions such as isolating VMs, disabling users, or notifying SOC teams.

* Using a trigger for "When a response to an Azure Security Center alert is triggered" would only activate after a manual response, not automatically.

* Automation runbooks with webhooks can be used for custom automation, but Defender workflow automation integrates natively with Logic Apps and not directly with runbooks.

# Final answer:

* Set available effects to: DeploylfNotExists

* To perform remediation use: An Azure Logic Apps app that has the trigger set to When an Azure Security Center Alert is created or triggered
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AlertlInfo
where Severity == “High"
distinct Alertld
join AlertEvidence on Alertld
where EntityType in ("User”, "Mailbox"™)

summarize by Timestamp, Alertld, AccountName, AccountObjectld, EntityType, Deviceld, SHAZSH
join EmailEvents on $left.AccountObjectld == $right.RecipientObjectld
where DeliveryAction == "Delivered”

|
|
|
|
| where EvidenceRole == "lmpacted”
|
|
i
|

summarize by Timestamp, Alertld, Reportld, RecipientObjectld, RecipientEmailAddress, EntityType, Deviceld, SHA256
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Just-In-Time (JIT) VM access in Microsoft Defender for Cloud controls inbound traffic to virtual machines, reducing exposure to attacks. Microsoft's guidance allows JIT policies to be centrally configured and
applied automatically across a resource group using Azure Policy , which provides the lowest administrative overhead.

To meet the requir ements:

* Limit request time to two hours: Defender for Cloud JIT policy allows defining a maximum allowed access duration per request.

* Limit protocol to RDP only: The JIT configuration can restrict the protocol and port (TCP/3389 for RDP).

* Minimize administrative effort: Azure Policy can automatically enforce this configuration for all VMs in RG1 without manually setting up each VM.
Other options are less suitable:

* A. PIM controls user privileges, not network access.

* C. Azure Front Door handles web application traffic.

* D. Azure Bastion provides secure RDP/SSH via portal but doesn't manage just-in-time network policies.

# Correct Answer: B. Azure Policy
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In Microsoft Sentinel, entity mapping is a critical configuration that ensures detected events and alerts are correctly represented in the investigation graph , incidents , and hunting experiences . The Sentinel
requirements in the case study specify:

"Add notes to events that represent data access from a specific IP address to provide the ability to reference the IP address when navigating through an investigation graph while hunting." To meet this
requirement, the analytic rule must be configured to map entities such as IP address, user, hostname, or URL in the Set rule logic section. This mapping allows the incident and its related alerts to visually
associate with those entities, enabling analysts to pivot and investigate in the Sentinel investigation graph.

According to Microsoft Sentinel documentation:

"Entity mapping in analytic rules helps correlate alerts and incidents to specific entities such as accounts, IPs, or hosts, enabling richer investigation experiences and faster triage." Therefore, configuring
entity mapping directly under Set rule logic ensures that incidents are enriched with contextual information (for example, the specific IP address), meeting both the functional and investigative requirements.
# Final Answer for Question 2: C. From Set rule logic, map the entities.
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Defender for Cloud alerts include a kill chain intent field that maps to MITRE ATT & CK tactics (for example, PrivilegeEscalation , Persistence , CredentialAccess ). In the alert JSON this is exposed as intent ;
searching that key lets you filter for alerts where the tactic is Privilege Escalation.
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AzureActivity
BehaviorAnalytics
SecuntyEvent

=
| where OperationNameValue == “nicrusqusturage}s.turageaccuu@i‘bﬁkeywactiun'
°

y
'

o

| where ActivityStatusValue == "Succeeded” r

| join kind= inner (

AzureActivity :L :
ﬁ% &
| where OperationNameValue == "nicrusufm% ge/storageagcounts/listkeys/action”™

L7 a e
| where ActivityStatusvValue == *%}Qe&%&" ' M IC FOSOf

& T
1'\'\-"" -‘\\q-_.'-":'. -

| project E:a:pectedIpAddrcss-EnLl%%dress, Caller
&, s 4

S, o
VAL

| evaluate

) on Caller

| where CallerIpAddress P: ExpectedIpAddress
| summarize Resourcelds = make_set(Resourceld), ResourceldCount = dcount(Resourceld)

by OperationNamevalue, Caller, CallerIpAddress
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BehaviorAnalytics
SecuntyEvent

| where DperationNameValue == "microsoft.storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == “Succeeded”
| jodn kind= inner (
AzureActivity
| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == #!Sugceeded”
| project ExpectedIpAddresssCallerlpAddress, Caller

| evaluate -

jautocluster()

count()

) on Caller
| where CallerlpAddress != ExpectedIpAddress
| summarize Resourcelds = make set(Resourceld), ResourceldCount = decount(Resourceld)

by OperationNameValue, Caller, CallerIpAddress

Explanation:

Box 1: AzureActivity

The AzureActivity table includes data from many services, including Microsoft Sentinel. To filter in only data from Microsoft Sentinel, start your query with the following code:

Box 2: autocluster()

Example: description: |

' Listing of storage keys is an interesting operation in Azure which might expose additional secrets and PlII to callers as well as granting access to VMs. While there are many benign operations of this type, it
would be interesting to see if the account performing this activity or the source IP address from which it is being done is anomalous.

The query below generates known clusters of ip address per caller, notice that users which only had single operations do not appear in this list as we cannot learn from it their normal activity (only based on a
single event). The activities for listing storage account keys is correlated with this learned clusters of expected activities and activity which is not expected is returned. ' AzureActivity

| where OperationNameValue =~ " microsoft.storage/storageaccounts/listkeys/action "

| where ActivityStatusValue == " Succeeded "

| join kind= inner (

AzureActivity



| where OperationNameValue =~ " microsoft.storage/storageaccounts/listkeys/action "

| where ActivityStatusValue ==" Succeeded "

| project ExpectedlpAddress=CallerlpAddress, Caller

| evaluate autocluster()

) on Caller

| where CallerlpAddress != ExpectedIipAddress

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated), Resourcelds = make_set (Resourceld), ResourceldCount = dcount(Resourceld) by OperationNameValue, Caller,
CallerlpAddress

| extend timestamp = StartTime, AccountCustomEntity = Caller, IPCustomEntity = CallerlpAddress Reference: https://github.com/Azure/Azure-Sentinel/blob/master/Hunting%20Queries/AzureActivity
/Anomalous_Listing_Of Storage_Keys.ya ml
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Microsoft Sentinel provides built-in workbooks for oper ational insights. To analyze mean time metrics (Mean Time to Acknowledge, Mean Time to Resolve, Mean Time to Mitigate), the correct workbook is
Security Operations Efficiency .

According to Microsoft's Sentinel documentation:

"The Security Operations Effici ency workbook helps SOC teams monitor and improve operational performance by showing incident trends and key performance indicators such as mean time to acknowledge
(MTTA), mean time to resolve (MTTR), and incident closure rates." Other options:

* Analytics Efficiency - tracks analytic rule performance.

* Event Analyzer - provides event data analysis, not MTTA/MTTR.

* Investigation Insights - focuses on incident investigation details, not SOC metrics.

# Correct workbook: Security Operations Efficiency
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In Microsoft Sentinel, playbooks (Logic Apps) that are connected to Sentinel are most commonly run in context of an incident. From the Incidents blade, you select an incident, then choose Actions # Run
playbook to trigger a manual test against that specific incident's entities and alert context. This is the recommended way to validate playbook inputs (entities, alert details, incident properties) and permissions
end-to-end without changing analytics rules. While the Playbooks blade shows the Logic Apps and their connections, the incident view is where Sentinel exposes manual execution with full security
operations context (assignments, comments, evidence), which is what "test a playbook manually in the Azure portal (from Sentinel)" refers to.
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In Microsoft Defender for Cloud , suppression rules are used to automatically hide or suppress specific alerts that match defined conditions. These rules are often configured when certain alerts are expected
(for example, during development or testing) and do not represent true security risks.

According to Microsoft Defender for Cloud documentation , when creating a suppression rule for a particular Azure resource (like a Storage account ), you must select the appropriate entity type and field that
uniquely identify that resource.

* The Entity type defines what the suppression condition applies to. To suppress alerts for a specific Azure resource such as a storage account, virtual machine, or function app, the correct selection is Azure
Resource .

* The Field defines the attribute used to match that resource. Microsoft's guidance specifies that Resource Id is the unique identifier for every Azure resource within a subscription, formatted as:

* Isubscriptions/{subscriptionld}/resourceGroups/{resourceGroupName}/providers/{resourceProvider}/{resource Type}/{resourceName}

This ensures the suppression rule precisely targets alerts related only to that specific storage account and not others.

Alternative fields like Name , Address , or Command line do not uniquely identify Azure resources in Defender for Cloud. Therefore, they would not provide the necessary precision for suppressing alerts from
a specific Azure Storage account.

# Final Answers:

* Entity type: Azure Resource

* Field: Resource Id
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L ]
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| The Automation level

Explanation:

ISR

In Microsoft Defender for Endpoint , the Live Response feature enables security analysts to remotely connect to devices (including servers) via a secure shell session directly from the Microsoft 365 D
efender portal . This feature allows real-time investigation, evidence collection, and remediation commands without requiring direct network access to the device.

To enable this capability for Windows servers , you must first enable the "Live Response for Se rvers" advanced feature within Defender for Endpoint settings. Microsoft's documentation explicitly states that
this setting allows remote shell access to onboarded Windows Server devices, which is disabled by default for security reasons.

Once the advance d feature is enabled, Live Response permissions and functionality are managed at the device group level. Device groups in Defender for Endpoint are typically configured using device
tags , which classify and organize endpoints (e.g., by department, OS type, or role). Tag-based grouping allows administrators to apply policies or features (like Live Response) efficiently to specific sets of
devices, such as only production servers.

Alternative options such as "Automation level" or "device value" are unrelated - automation level controls auto-remediation, while device value assigns importance for alert prioritization.

Thus, the correct configuration steps are:

* Enable Live Response for Servers under advanced features.

* Apply the configuration to the target device group identified by a device tag .

# Final Answer:

* Advanced feature: Live Response for Servers

* For the device group: A device tag
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To investigate threats using data from the unified audit log in Microsoft Defender for Cloud Apps, you mus t first bring that audit log data into the scope of Cloud Apps. The unified audit log is a Microsoft 365 /
Purview (formerly Office 365) audit log service, which records user and administrator activities across Microsoft 365 services. Microsoft Defender fo r Cloud Apps can ingest those audit records via a
Microsoft 365 / Office 365 connector .

Before logs can flow, you need to ensure that auditing is turned on in Microsoft Purview / Microsoft 365, and then connect Microsoft 365 to Defender for Cloud Apps via the "App connectors # Microsoft 365"
option under Cloud Apps settings. Once the Microsoft 365 connector (also known as the Office 365 connector) is configured, Defender for Cloud Apps begins ingesting unified audit log events and making
them available for investigation, policy enforcement, anomaly detection, etc.

Here's why the other options are not sufficient:

* The Azure connector is used to bring Azure service logs into Cloud Apps, not Microsoft 365 audit logs.

* User enrichment settings add metadata about users (e.g. departments, manager) to Cloud Apps context but do not by themselves bring audit log events.

* Automatic log upload settings (for example, for firewall or proxy logs) support Cloud Discovery or network log ingestion, not the unified audit log fro m Microsoft 365.

Therefore, to use the unified audit log data for threat investigations in Defender for Cloud Apps, you must first configure the Microsoft 365 connector .
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The Microsoft Sentinel Responder role allows users to investigate, triage, and resolve security incidents, which includes the ability to assign incidents to other users. This role is designed to provide the
necessary permissions for incident management and response while still adhering to the principle of least privilege.

Other roles such as Logic App Contributor and Microsoft Sentinel Contributor would have more permissions than necessary and may not be suitable for the analyst ' s needs. Microsoft Sentinel Reader role is
not sufficient as it doesn ' t have permission to assign and resolve incidents.

Reference: https://docs.microsoft.com/en-us/azur e/sentinel/role-based-access-control-rbac
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Explanation:
Answer Area

Conditional Access policy -jl:'-.'a"||'2u.1':[:§, MicrosoftGraphActivityLogs -
Conditional Access policy updates: = Auditlogs and MicrosoftGraphActivitylogs .

For Conditional Access investigations in Microsoft Sentinel, the data source depends on the control plane used. When policies are downloaded via PowerShell , the cmdlets call the Microsoft Graph (e.g.,
Get- MgldentityConditionalAccessPol icy ). Those Graph req uests are captured by the Microsoft Graph Activity Logs connector and land in the MicrosoftGraphActivityLogs table. This table records the app
identity (such as PowerShell/Graph SDK), the API path (like /identity/conditionalAccess/policies ), verb (GET), an d result, which is ideal for spotting bulk reads/exports of policy definitions.

When policies are updated in the Microsoft Entra admin center , two streams provide visibility. First, directory auditing writes change events (create/update/delete of Condition al Access policies) to Microsoft
Entra Audit logs , surfaced in Sentinel as the AuditLogs table, including the actor, target policy, operation (Update policy), and result. Second, the Entra admin center itself is a first-party application that
performs the update by invoking Microsoft Graph ; those API calls are also recorded in MicrosoftGraphActivityLogs (with verb PATCH/POST and the policy resource path).



Therefore, to cover both perspectives- the authoritative audit record and the underlying API activity - you should query AuditLogs and MicrosoftGraphActivityLogs for updates, and MicrosoftGraphActivityLogs
for downloads executed through PowerShell.
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To ingest security logs from Linux virtual machines into Microsoft Sentinel efficiently, Microsoft recommends using the Common Event Format (CEF) connector .
The CEF connector allows Linux machines to send logs in a structured, normalized format via Syslog , minimizing custom parsing in Sentinel. The CEF schema is widely adopted by SIEM and security
products, ensuring compatibility and simplified analytics rule creation.

How it works:

* The Linux VMs send logs to a local Syslog daemon.

* The Syslog daemon forwards the logs (in CEF format) to the Log Analytics workspace connected to Microsoft Sentinel.

* Sentinel automatically maps CEF fields, minimizing parsing and normalization effort.

Why not the others:

* REST API integration: Requires custom scripting and parsing - high admin effort.

* Syslog connector: Sends raw logs that need additional parsing and normalization.

* Log Analytics Data Collector API: Used for custom ingestion scenarios, not scalable for 100 VMs.

# Correct answer: D. a Common Event Format (CEF) connector
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C. Azure Sentinel D E#k#H

D. Azure Sentinel |) — 4 —
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Roles in Microsoft Sentinel are designed for least privilege. The Azure Sentinel Responder role allows analysts to view, assign, update, and dismiss incidents, change status/severity, and add comments-
exactly the actions a Tier-1/Tier-2 analyst needs for day-to-day triage. Azure Sentinel Reader is view-only and cannot change incident state. Azure Sentinel Contributor is broader than needed (it includes
creating/editing analytics rules and other configuration). Logic App Contributor pertains to playbook authoring, not incident handling.

Therefore, to let a new analyst assign and dismiss incidents while honoring least privilege, assign Azure Sentinel Responder.
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Answer Afea

v
[identityDirectoryEvents
[identityinfo
[ldentityQueryEvents |

where v {AccountsSid)

COr

nlamns
has
[isnotemply

Answer Area

v
[idermtyDirectoryEvents
|identityinfo

| [identifyQuervEveris| |

| where W (Accounggsid)
Contains

has _ _
isnatempty

Explanation:
1. IdentityQueryEvents When considering a table with AccountSid and it' s about the LDAP request, it is " IdentityQueryEvents. "
2. isnotempty For determining whether there is a value in the AccountSid, it is " isnotempty. "
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| project™"fogonfFailures=count()

| summarize LogonFaliluresscount ()
by DeviceName, LogonType

| where ActionType == FailureReason

| whera DeviceName in (“CFOLaptop"w
“CEOLaptop”, “COOLaptop™)

and

ActionType == “LogonFailed"™

ActionType == FailureReason

DeviceEvents

DeviceLogonEvents

1Efig:
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==,

H summarize LogonFailures=count() |
|by Dev;caﬂame, LogonType i

__.___________.__._.__‘. :

= FailureReasonl| | pevicerLOgonEvents |

[! where ActionType =
= A & |
I—--——-——-—-——-— ——————— Q- e e
|| where DeviceName in t“CFOLaptcp r ! whe¥F¥e DeviceName in {“CFGLaptup 'Iand
“CEDLaptﬁp" “COOLaptop”™) _jI“CEﬂLaptnp “CDDLaptap"} i
IAcr.i::m'rypa == “LogonFailed” ! |Act1onType == FailureReason

|1—|—-— —————— |—-——-|—r-'|'---|-—'"|—l —————————————————
)\ e
iActionType == PailureReason i summérlze LogonFailures=count ()

TR T SR T Y %% _ _ _ j |by DeviceName, LmqﬂnTgEe ______
[— ———————— n.-—l--.——l——-l __________
tDev;ceEvants |

________________ 4

________________ -

R I I R R R R RO R RO ST

Explanation:

DevicelLogonEvents

| where DeviceName in ( CFOLiptap o CEOUaptop®, "COOLaptop™) | and

ActionType == Fnilurcnllton

| sumsmarize Ln;ﬁﬂFnilure;-ggunt ) by DeviceMame, LogonType
=Microsoft

In Microsoft 365 Defender advanced hunting , interactive sign-in activity on endpoints is recorded in the DeviceLogonEvents table. This table includes fields such as DeviceName , ActionType , and

LogonType .
For failed authentications, the normalized ActionType value is " LogonFailed " . To count failures per device (and optionally by logon type), you filter the target devices and failed-action events, then
summarize.

The query pattern is:
* Start from DeviceLogonEvents (the canonical table for endpoint logon successes/failures).

* Apply a where clause to limit to the three devices using DeviceName in (...) .
* Add an and condition for ActionType ==" LogonFailed " to select only failed authentications.
* Use summarize with count() to total failures, grouping by DeviceName and LogonType to see counts per device and logon type.

Assembled query:
DeviceLogonEvents



| where DeviceName in (" CFOLaptop ", " CEOLaptop ", " COOLaptop " ) and ActionType == " LogonFailed "
| summarize LogonFailures=count() by DeviceName, LogonType
This precisely returns the count of failed sign-in authentications on the specified three devices.
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Reference:

In Azure Security Center (now known as Microsoft Defender for Cloud ), email notifications for security alerts are controlled by the Email notifications settings under Environment settings # Email
notifications .

These settings allow administrators to specify who receives notifications and what severity levels (High, Medium, Low) will trigger email alerts.

By default, Security Center sends email notifications only for High severity alerts. This explains why the administrator receives alerts for "potential malware uploaded" or "brute-force attacks" (both high
severity) but not for "antimalware action failed" or "suspicious network activity" (which are usually medium or low severity).

To ensure all alert types trigger an email, you must change the severity level of email notifications to include Medium and Low .

Microsoft documentation states:

"Security Center can send email notifications about new security alerts. You can define the recipients and choose to receive notifications for High, Medium, and Low severity alerts. By default, only High
severity alerts trigger notifications." The other options are incorrect:

(B) Cloud connector - used for connecting AWS or GCP environments, unrelated to email alert settings.

(C) Azure Defender plans - control which resources are protected, not notification delivery.

(D) Integration settings for Threat detection - manage data sources and integrations, not email alerts.

# Therefore, the correct answer is A. the severity level of email notifications .
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A scheduled query rule in Azure Sentinel is the correct method to detect and generate alerts/incidents based on specific data patterns such as sign-ins from malicious IPs. The scheduled rule can run
periodically (e.g., every 5 minutes or hour), execute a KQL query filtering for malicious IPs, and create incidents automatically when matches are found. This satisfies the goal of automatically creating
incidents for suspicious sign-ins.
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Roles Answer Area

Contributor : Hzeit

Microsoft Sentinel Automation Contributor
: E Leer2:

Microsoft Sentinel Contributor

Microsoft Sentinel Reader

Microsoft Sentinel Responder

Reader
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Explanation:
Roles Answer Area

Contributor Userl: | Microsoft Sentinel Responder

Microsoft Sentinel Automation Contributor

Userd: | Microsoft Sentinel Contributar

Microsoft Sentinel Contributor

Migrgseft Sentinel Reader

Vcooriighe eporied

[ 2N N 1N Sl B

Reader

In Microsoft Sentinel , different built-in roles provide access at varying levels of capability, following the principle of least privilege .
* Microsoft Sentinel Responder

* Purpose: Designed for SOC analysts responsible for h andling and responding to incidents.

* Capabilities:

* View and investigate incidents.

* Assign incidents , dismiss incidents , and change incident statuses .

* Respond to alerts but cannot modify Sentinel configuration or analytics rules .

* # This matches the requirem ents for User1 , who needs to dismiss and assign incidents .

* Microsoft Sentinel Contributor

* Purpose: Intended for security engineers or Sentinel administrators .

* Capabilities:

* Create, edit, and delete analytics rules , workbooks , hunting queries , and automation rules .
* Manage data connectors and configuration.

* Cannot assign permissions but can change Sentinel resources.

* # This matches the requirements for User2 , who must be able to modify analytics rules .
Other roles for reference:

* Microsoft Sentinel Re ader: View-only permissions.

* Microsoft Sentinel Automation Contributor: Allows playbook and automation editing.

* Contributor/Reader: General Azure roles, not Sentinel-specific.
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Actions Answer Area

Add a bookmark and map an entity. l|

From Azure Monitor, runa Log |
Analytics query. !

Add the query to favorites! 1

©
©

Select a query result.

From the Azure Sentinel workspace,
run a Log Analytics query.

Actions

Add a bookmark and map an entity. From the Azure Sentlnel wurkspace
' run a Log Analytics query.

I From Azure Monitor, run a Lug
Analytlcs query.

Frum the Azure Sentinel wnrkspace |
'run a Log Analytics query. -

e

Explanation:

From the Azuré Sentinel workspace,
run a Log Analylics query

PR

| Select a query resuit

To attach notes that you can later see during investigations and hunting, you use Bookmarks in Microsoft Sentinel. Bookmarks are created from the Hunting (or Logs) experience inside the Sentinel
workspace and let you pin a specific query result (including IPs, accounts, hosts) with notes, tags, and mappe d entities so it appears in the investigation graph and is easily referenceable. The correct
workflow is: first, run your KQL query from the Microsoft Sentinel workspace (not from generic Azure Monitor), because Sentinel's hunting experience is where bookmarks integrate with incidents and the



investigation graph. Next, select a specific query result that represents the suspicious activity (e.g., a data access event from the target IP). Finally, create a Bookmark and map the relevant entity (IP
address, Account, etc.) while adding your notes . Mapping the entity ensures the bookmarked event is connected in the investigation graph; the notes provide the narrative

/context you need when pivoting later. Adding the query to favorites is optional for convenience but does not attach notes to a specific event, and running the query from Azure Monitor would not place the
bookmark within Sentinel's investigation context.
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Azure Sentinel "playbooks" are Azure Logic Apps . Granting the minimal permissions to configure (create

/edit) playbooks requires the Logic App Contributor role on the resource group where the playbooks reside.

This satisfies the business requirement to use least privilege and specifically enables admin1 to design, modify, and manage Logic Apps that Sentinel automation rules or analytics rules will invoke. Roles like
Automation Operator or Automation Runbook Operator apply to Azure Automation , not Logic Apps, and therefore don't allow creating or editing Sentinel playbooks. Azure Sentinel Contributor allows
managing Sentinel resources (incidents, analytics rules, workbooks) but, by itself, does not grant permissions to author Logic Apps. Assigning Logic App Contributor provides precisely what is needed to
configure Sentinel playbooks without unnecessary broader permissions.

BM: 153

sws1 & LYS & RID Microsoft Sentinel 7—49 ARXR—ZXAAHY E£I,

A—H—REEICZEHDAZUre ADI—HF—TFhO U b EER LI EEZRET IV I EZERT ILELAHY FT,
BRIICIEEDESIZAZETNIEINWTTIN?EETHICIE, AZHTEYGA T a oEBIRL TS,

ECE LIRS EAMEShET,


https://www.jpntest.com/shiken/SC-200J-mondaishu
https://www.jpnshiken.com/q/68847-6435197/

7]

i

Ok
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BehaviorAnalytics

Securitykvent
| where ActionType == "Add user"” om

Behavior/

Secu

oL i

| where ActivityInsights“
| join(_ * “e
'ﬁ!wl '
= $right._ItemId

ureActivity

Analytlics

rityEvent

waspruyvem = weaTiNg(UsersInsights.AccountDisplayName),

| sort by TimeGenerated desc

| projec
Act ivity

E“MLcmmmipﬂlm-e, UsersInsights,



o

Answer Area [ \

\ N1 rvanc ot
Viicrosoft

AzureActivity

AuditLogs

1 BehaviorAnalytics & "True”
Securitytvent

| where ActionType == "Add user”
| where ActivityInsights has “Trge™
| join(

BehaviotAnglytics

I .
1 Amhtlc:-t_]: Al = ¢right. Itemld

JT.Z\.TFIPEEI'WII‘;

SecurityEvent . : {
: hnltfxru1Jplu,"umx - swarfing(UsersInsights.AccountDisplayName),

| sort by TimeGenerated desc

| project TimeGenerated, UserNome, UserPrincipalName, UsersInsights,
ActivityType, ActionType

Explanation:

First table: BehaviorAnalytics

Joined table: AuditLogs

To detect when a user creates an unusually large number of Azure AD user accounts in Microsoft Sentine |, you should leverage UEBA signals from the BehaviorAnalytics table and enrich them with Azure
AD audit data from AuditLogs . The BehaviorAnalytics table contains UEBA-derived insights (for example, the Activitylnsights flag and UsersInsights ) and normaliz ed activity fields such as ActionType (e.qg.,
" Add user

"). Filtering BehaviorAnalytics for ActionType ==" Add user " and Activitylnsights has " True " targets activities that the UEBA engine already assessed as anomalous, reducing noise and focusing on outlier
S.

Then, join these anomalies to the AuditLogs table to pull authoritative Azure AD audit details (target object, initiator, correlation, and operation context). This combination aligns with Sentinel guidance: use
BehaviorAnalytics for anomaly detection an d AuditLogs for the Azure AD operational record. Sorting by TimeGenerated and projecting user and insight fields completes the hunting query so analysts can
review who triggered unusual "Add user" bursts and with what context.

Therefore, complete the query by selecting BehaviorAnalytics as the primary dataset and AuditLogs in the join(...) .
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Scopes

. ] Type :
. - \:i%* | where ReguestMethod |- '1-'.T'
g Microsoft X o
PUT"

| project Appld, Userld, ServicePrincipalld

Vlicrosoftt

MicrosofghrapHictivitylogs

| whefs .RE!!“!-“i i, ¥ contalms ‘Jgroup”
—

Scopes
Type

| whére Pl-.]l.lv-t'.'Hrth{r:l | = "GET"
“CET
1*POST
"PUT"

| project Appld, Userld, ServicePrincipalld

Explanation:

Microsoft

MicrosoftiFaphiAt tivitylogs

| e RegquestUn * | contains ' /group®

| where ReguestMethod |= "GET™ ot

| project Appld, Userld, ServicePrinclpalld

To find all security principals (users or service principals/apps) that changed or deleted groups , you should query MicrosoftGraphActivityLogs and filter for requests targeting the groups endpoint, then
exclude read-only operations. The RequestUri field contains the full Graph URL that the principal called (e.

g., /v1.0/groups/{id} ), so filtering where RequestUri contains " /group " (or " /groups " ) isolates group- related operations. Changes and deletions are non-read HTTP verbs such as POST , PATCH , PUT ,
and DELETE . The simplest way to capture all of them is to exclude reads: where RequestMethod !=" GET " .

Finally, projecting Appld , Userld , and ServicePrincipalld returns the identities (user or app) behind each request, which are the "security principals" you need to report.

So the completed KQL is:

MicrosoftGraphActivityLogs

| where RequestUri contains " /group "

| where RequestMethod =" GET "

| project Appld, Userld, ServicePrincipalld
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Secure DevOps Kit for Azure (Az5K}

The Miliosaft Security Code Analysis (MSCA) extension

The Microsoft Security DevOps extension

Add’  Steps b
Inputs
Jobs
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Secure DevOps Kit fopdzure (AzSK
The Micrasoft Securnity Code Analysis (MSCA) extension

| The Micrasoft Security DevOps extension

Add:  Steps w:
Inputs
lobs

Explanation:
Answer Area

Install: Thalﬁh;m;bfl Security Code Analysis (MSCA) extenzsion

e b giepi--__' i

Microsoft Defender for DevOps integrates security analysis directly into CI/CD pipelines such as Azure Pipelines , GitHub Actions , and others. To enable secret scanning (and other code security checks)
during the execution of a pipeline in Azure DevOps , the correct integration is through the Microsoft Security DevOps (MSDO) extension - not the older Microsoft Security Code Analysis (MSCA) extension.
Step 1: Install the Microsoft Security DevOps extension Microsoft documentation (Defender for Cloud # Defender for DevOps integration guide) clearly states that:

"To enable scanning and policy enforcement for Azure DevOps pipelines, install the Microsoft Security DevOps extension from the Azure DevOps Marketplace. This extension integrates with Microsoft
Defender for Cloud to perform security scans, including secret detection, infrastructure-as-code analysis, and dependency vulnerability checks." The older Microsoft Security Code Analysis (MSCA) extension
has been superseded by Microsoft Security DevOps , which provides broader coverage and native Defender for Cloud integration.

Step 2: Add the MSDO scanner steps to the YAML pipeline After installing the extension, you must modify the pipeline definition (YAML) to add MSDO scanning steps .

The syntax typically looks like this:

steps:

- task: MicrosoftSecurityDevOps@1

displayName: ' Run Microsoft Security DevOps '



This step runs all configured scans (including secret scanning) automatically each time the pipeline runs. You add it under the steps section because it represents a specific task in the pipeline workflow.
# Final Answers:

* Install: The Microsoft Security DevOps extension

* Add: Steps
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The goal is to automatically execute the Azure Logic App (app1 ), which is known as a Playbook in Microsoft Sentinel, in response to a newly created alert.

* The Playbook (Logic App): An Azure Logic App used for security response in Microsoft Sentinel is called a Playbook. It is a workflow that must start with a trigger, typically the Microsoft Sentinel incident or
Microsoft Sentinel alert trigger.

* The Trigger Mechanism (Automation Rule): To run a playbook automatically when an alert or incident is created, you must use a Microsoft Sentinel Automation Rule .

* Required Flow: The Logic App ( app1 ) acts as the action to be performed, but it must be called by an automation component. The recommended and modern approach for linking automated actions
(playbooks) to alerts and incidents in Microsoft Sentinel is via Automation Rules .

The sequence of operations is:

* The Azure AD Connector ingests data into the Microsoft Sentinel workspace.

* A corresponding Analytics Rule (Option C) detects a threat in that data and generates an Alert . This alert usually leads to the creation of an Incident .

* The Automation Rule (Option D) is configured to:

* Trigger: When an incident is created (or when an alert is created).

* Condition: Filter for the specific alert or incident (e.g., where the Analytic Rule Name is the one that detects the Azure AD threat).

* Action: Select the Run playbook action and specify app1 .

While an Analytics Rule (C) generates the initial alert, the Automation Rule (D) is the specific component that takes that alert/incident as input and performs the action of launching the Logic App (playbook)
automatically. The ability to invoke playbooks directly from Analytics Rules (the " Alert automation (classic)

" method) is deprecated in favor of using Automation Rules, making the Automation Rule the correct and contemporary first step for this requirement.

B 157

Azure Defender ZfEA L TLVET,

MEREREST Azure A NL—C 7HO Y R EBELTY,

HMIDRBLEIP 7 RLANGA ML= AU MZ7H9 A LIZGEE PowerShell R ) T #7520 EAHY FT,
ED2O0T70 a3 vERTTHIVENRDY ETITHI?TNENDOEREL BREDO—EHERLTULET,

S ELGBIRT BECITT RS Y FOMIELNHY T,

A. Azure Security Center b5, 7—9 JA—DOBEMEEZERICLET,

B.FEr)A—FHEDAzure O Yo 77 EZERLET

C. Azure Security Center 75— bk b A—ZH D Azure B2 v Y 7TV EERLET,

D.HTTP b H—%HDAzure O vy 7T R LET,


https://www.jpnshiken.com/q/68847-6435201/

E. Azure Active Directory (Azure AD) 5 7 T DEGFRFEMLET,

Ef#: (EfEZRTLET)

To run a PowerShell script when a suspicious-IP access alert is raised for Storage, use Workflow automation in Defender for Cloud to trigger a Logic App whenever a matching security alert occurs. The
Logic App should use the Azure Security Center (Defender for Cloud) alert trigger , and from there you can call an Automation Runbook (PowerShell) or another action to execute your script. A manual or
HTTP trigger isn't needed because the flow must start automatically from the security alert, and an AAD app registration is not required for the basic alert-triggered flow.
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BevideTunSofitwareVulnerabilities

| where VulnerabilitySeveritylevel == 'Critical’
| distinct Deviceld %
| distinct Cveld
distinct Deviceld!
| praject-awayCveld

Fpioject-keep Deviceld

| join kind=inner DeviceInfo on Deviceld

| where Timestamp between (now(-1h)..now())

1 | project Timestamp, Deviceld, Reportid - ]
| distinct Deviceld

| distinct Dewviceld, Reportid
project Timestamp, Deviceld, Reportid

| summarize count(} by Deviceld, Reportld
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DeviceTvmSoftwareVulnerabilities
| where VulnerabilitySeverityLevel == 'Critical®’

| distinct Deviceld . i

! distinct Cveld

| projectaway Cveld
‘| ptoject-keep Deviceld

| join kind=inner Devicelnfo on Deviceld

| where Timestamp between (now(-1h)..now()}

| distinct Deviceld

I | project Timestamp, Deviceld, Reportid v y
distinct Deviceld, Reportld
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Actions

¥ Run the netstat utility,

it From the Action center, invoke an action,

i Select View Map.
| 3 Initiate a live response session. ‘ ® %p
i Mavigate 1o the device page for Devicel. @

i Collect an investigation package.

= Microsoft

it Extract the contents of the ZIP file.



Actions I.
B e T S Microsoft
. it Initiate a,ﬁajﬂe;; anse s r

:2 Run the netstat utility.

Explanation:
AL MIWEl Amica
31 Run the netstat utility. 1 | i Initiate a live response session.

i Navigate o the ﬁ&wce page for Devicel.

L il

: From the Action center, invoke an action.

LE L
(e
aEw

: Select View Map. Collect an investigation package.

L]

B ow o~

it Extract the contents of the ZIP file,

=" Microsoft

In Microsoft Defender for Endpoint, the quickest way to enumerate running processes and their open network connections on a Windows device is to use the built-in Investigation package feature from the
device page.

Collecting an investigation package executes a set of diagnostics on the endpoint and bundles artifacts- including process lists , network connections (netstat ou tput) , services, autoruns, scheduled tasks,
and other forensic logs- into a ZIP file. After you trigger Collect investigation package on the device page , the job appears in the Action center ; once completed, you open that action and download the
package. Finally, extract the ZIP to review the CSV/TXT outputs that show active processes and network connectivity, satisfying the requirement with minimal administrative effort and without initiating a live
response session or running interactive commands manually.
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Azure Sentinel Contributor can create and edit workbooks, analytics rules, and other Azure Sentinel resources.
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/roles
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To configure Microsoft Defender for Endpoint: & B v

Turn on endpoint detection and respnnse (EDR) in block mode
Turn on Live Response :
Turn off Tamper Protection«

To configure the devices: (% & v

Add a network’ assessment job

M i C if‘ qxaﬁ group that contains the devices and set Automation level to Full
group that contains the devices and set Automation level to No automated response

To configure Microsoft Defender for Endpoint:

_Turn on endpaint detection and response (EDR) in block mode
Turn on Live Respnnse F

To configure the devices:

T:ra— vices and set Automation level to Full
S ‘e ade vices and set Automation level to No automated response
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Explanation:

Box 1: Turn on Live Response

Live response is a capability that gives you instantaneous access to a device by using a remote shell connection. This gives you the power to do in-depth investigative work and take immediate response
actions.

Box: 2 : Add a network assessment job

Network assessment jobs allow you to choose network devices to be scanned regularly and added to the device inventory.

Reference:

htt ps://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/respond-machine-alerts?

view=0365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-devices?view=0365- worldwide
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To show labeled files from Windows 10 endpoints in the Azure Information Protection - Data discovery dashboard , you must first enable the built-in integration between Microsoft Defender for Endpoint and
Azure Information Protection (AIP) . This is turned on in the Microsoft Defender Securit y Center under Settings # Advanced features . When enabled, Defender for Endpoint inventories sensitivity labels seen
on files across managed Windows devices and streams that telemetry to the AIP Data discovery experience, providing visibility into where la beled data resides on endpoints. Scanner clusters and content
scan jobs in AIP are intended for on-premises repositories (file shares/SharePoint servers), not for endpoint discovery.

Device health/compliance reports do not surface or forward label inventor y to AIP. Therefore, the first configuration step is enabling the AIP integration advanced feature in Defender for Endpoint so labeled
files on Windows clients appear in the AIP Data discovery dashboard.

Topic 3, Adatum Corporation

Adatum Corporation is a United States-based financial services company that has regional offices in New York, Chicago, and San Francisco.

The on-premises network contains an Active Directory Domain Services (AD DS) forest named corp.adatum.

com that syncs with an Azure AD tenant named adatum.com. All user and group management tasks are performed in corp.adatum.com. The corp.adatum.com domain contains a group named Group! that
syncs with adatum.com.

All the users at Adatum are assigned a Microsoft 365 ES license and an Azure Active Directory Perineum 92 license.

The cloud environment contains a Microsoft 365 subscription, an Azure subscription linked to the adatum.

com tenant, and the resources shown in the following table.

Name Type Description
Sentinel1 | Microsoft Sentinel | Includes a custom hunting query named
workspace HuntingQuery
Server2 Azure virtual Runs Windows Server 2022
machine

The on-premises network contains the resources shown in the following table.
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Name Type Deseription' Yo 11
Serverl | Server Runs WindowsServer 2019 |
Has Azure Arc-enabled and thevAzure Monitor
agent installed
Webapp1 | Web service An op-premises, public-facing HTTP/HTTPS web
service that generates JSON output in response
to GET HTTP requests
Infoblox1 | Infoblox DNS A third-party DNS service appliance linked to
service Sentinel1 by using a data connector

Adatum plans to perform the following changes;
* Implement a query named rulequery1 that will include the following KQL query.

AzureActivity \; I \ . ¢
| where ResourceProviderValue == "MICROSOFT . CLOUDSHELL™ \
| where ActivityStatusValue == “Start"

| extend
Account_@_Name = tﬂstring{splif(taller, '‘®', 8)[e]),
Account_© UPNSuffix ¥ fostring(split(Caller, '@', 1)[0])
| project Account_©_Nam@, Accaunt_ﬁ_UPHSuFFix, CallerIpAddress, TimeGenerated

* Implement a Microsoft Sentinel scheduled rule that generates incidents based on rulequery1.

Adatum identifies the following Microsoft Defender for Cloud requirements:

* The members of Group1 must be able to enable Defender for Cloud plans and apply regulatory compliance initiatives.

* Microsoft Defender for Servers Plan 2 must be enabled on all the Azure virtual machines.

* Server2 must be excluded from agentless scanning.

Adatum identifies the following Microsoft Sentinel requirements:

* Implement an Advanced Security Information Model (ASIM) query that will return a count of DNS requests that results in an NXDOMAIN response from Infoblox1.
* Ensure that multiple alerts generated by rulequery1 in response to a single user launching Azure Cloud Shell multiple times are consolidated as a single incident.
* Implement the Windows Security Events via AMA connector for Microsoft Sentinel and configure it to monitor the Security event log of Server1.

* Ensure that incidents generated by rulequery1 are closed automatically if Azure Cloud Shell is launched by the company ' s SecOps team.

* Implement a custom Microsoft Sentinel workbook named Workbook1 that will include a query to dynamically retrieve data from Webapp1.

* Implement a Microsoft Sentinel near-real-time (NRT) analytics rule that detects sign-ins to a designated break glass account

* Ensure that HuntingQuery1 runs automatically when the Hunting page of Microsoft Sentinel in the Azure portal is accessed.

* Ensure that higher than normal volumes of password resets for corp.adatum.com user accounts are detected.

* Minimize the overhead associated with queries that use ASIM parsers.

* Ensure that the Group1 members can create and edit playbooks.

* Use built-in ASIM parsers whenever possible.

Adatum identifies the following business requirements:

* Follow the principle of least privilege whenever possible.

* Minimize administrative effort whenever possible.



Directory Perineum 92 license.

B 163

Azure Activitya o 2 #{#H L T + 1) H—Eh B Microsoft Sentinel LA Ty o hH Y ET,

TLATv I &FERTH FHLL=FYTILEA LINRT)DHIL—ILEERT 2RENHYET,

IW—ILIZIFED K S BERENBETIMN?

A 12Ty FBBMERE

B.IVTA4T4XvEVY

C.oxTY)I)—IL

D. 75— FBEIMLETE

EfE:D(QAAV FEHKT D)

When you create a Near-Real-Time (NRT) analytics rule in Microsoft Sentinel , the rule runs every minute and triggers almost immediately when matching events are ingested. These NRT rules are designed
for time- sensitive detections, such as when you need to respond quickly to activity from connectors like Azure Activity .

However, NRT rules do not generate incidents directly . Instead, they produce alerts , which can then trigger playbooks or automations via the Alert automation settings section.

* A. Incident automation settings: This applies to standard scheduled analytics rules that create incidents , not NRT rules. Since NRT rules generate alerts (not incidents), this option would not apply.

* B. Entity mapping: This is used to map data fields (like Account, Host, IP) for better investigation, but it does not control playbook execution.

* C. The query rule: The query defines what data triggers the rule, not the automation or playbook execution. The playbook is attached separately.

* D. Alert automation settings: # According to Microsoft documentation, "To automatically run a playbook when an alert is created by a near-real-time rule, configure the playbook in the Alert automation
settings section." This allows the playbook to run immediately when the alert is generated, achieving near-real-time response with minimal latency.

Detailed reasoning:
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* _Im_ProcessCreate

* InProcessCreate

vimProcessCreate & L\S &HID  V—ABEDH L LWAA—H—ZFERLET,
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* 4R T ProcessCreate /N\—H—ZMIFEUH LFET,

*DJ4—ILRETOCRRFZT—TIZBH#ELT B,

BEBEF-T O EDON—HY—%FEFTLI2LENHYFITH?RETHICIE, BULGE/NA—F—ZELWVEHICRS YT LTLESWD, EN—Y—L 10 E#HE FEFEF2LKFRAINGMGEN
HYFET AVTUOVERTTDICE RAVEDREN—Z FSVTTEN RV A—ILTE2LENHIEZENHY FT,
FEfE LIRS EAMESNET,

Parsers Antwer Area
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Parsers Answer Area

Answer Area

Microsoft Sentinel uses the Advanced Security Information Model (ASIM) to normalize logs into a consistent schema, enabling unified queries, analytics rules, and hunting queries across multiple data
sources.

Each ASIM function has a structured parser hierarchy , typically consisting of:

* A master (or orchestrator) parser , which aggregates and calls all source-specific parsers.

* Source-specific parsers , which map raw data from each data source (like Windows SecurityEvents, Sysmon, or custom logs) to the ASIM schema fields.

In the case of ProcessCreate events:

* _Im_ProcessCreate is the master parser . Its role is to call all ProcessCreate parsers , including both built-in and custom ones (for example, imProcessCreate , vimProcessCreate , or other vendor-specific
parsers).

* Parsers like imProcessCreate (for native sources) and vimProcessCr eate (for custom or vendor-specific sources) are source-specific parsers . They are responsible for standardizing and mapping raw
fields into the ASIM Process schema , ensuring consistent naming such as ActorProcessName , TargetProcessName , and TargetProcessC ommandLine .

Based on Microsoft's ASIM documentation: "The _Im_ functions are orchestrators that call all source- specific parsers. Each im or vim parser converts native data into the ASIM schema for its respective
source." Therefore:

* To call all ProcessCrea te parsers , modify _Im_ProcessCreate .

* To standardize fields to the Process schema , modify vimProcessCreate (the new source-specific parser you created).

# Final Answers:

* Call all the ProcessCreate parsers: _Im_ProcessCreate

* Standardize fields to the Proces s schema: vimProcessCreate
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i Select Logs.

it Enter a KQL query and select Run.

i Select Search. (\
i Set Search job mode to On. V\e

it Enter a KQL query and select Search job.

i1 Enter a2 new table name.

i1 Select Run a search job.

)it Set Search job mode to On.

it Enter a KQL query and select

it Enter a new table name.

Explanation:



Actions

# Select Logs. >
it Enter a KQL query and select Run. rchb ke i
it Enter a KQOL query and select Search job
it Enter a new table name.
it Select Run a search job.
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Answer Area T
'Microsoft
v
AuditLogs &
AzureActivity o
AzureDiagnostics G

| where OperationNameValue in~ Qﬁ

(“*Microsoft.Network/networkSec l&' roups/securityRules/write”)
| where ActivityStatusValue *&Eucceedad"
)

| make-series dcount (Res default=0 on
EventSubmissionTimestamp™im range (ago 7d), now (), 1d) by Caller
| extend timestamp = 6 etime (EventSubmissionTimestamp[0])

|7 Ae tCustomEntity = Callerx
| extend

| parse-where
| where

1E fiz:

ZHEETEY G T a v ERBIRLTLZE W,



Answer Area

AuditLogs
AzureActivity
1 AZureDiagnostics

| where OperationNameValue in-~

(“Microsoft.Network/networkSacudatySroups/securityRulas/writa™)

| where ActivityStatusValue == "MSucceeded”

| make-series dcount (Resaurcaid) default=0 on
EventSubmissionTimestamb.in range(age 7d), now (), 1d) by Caller

| extend timestamp S/ Soddtetime (EventSubmissionTimestamp([0])

v ' hosountCustomEntity Caller

]extend |
| parse-where
| whera

Explanation:

AzureActivity Extend

Explanation = Use AzureActivity because NSG rule changes (operations like Microsoft.Network

/networkSecurityGroups/securityRules/write ) are re corded in the Azure Activity logs. To automatically associate the security principal (the caller) with a Sentinel entity you create a new column
AccountCustomEntity and set it to Caller - that is done with the extend operator.

A completed/cleaned-up versio n of the query (showing the filled choices) would look like:

AzureActivity
| where OperationNameValue in ( " Microsoft.Network/networkSecurityGroups/securityRules/write ")
| where ActivityStatusValue == " Succeeded "

| make-series dcount(Resourceld) default=0 on EventSubmissionTimestamp in range(ago(7d), now(), 1d) by Caller

| extend timestamp = todatetime(EventSubmissionTimestamp[0])

| extend AccountCustomEntity = Caller

This produces the anomaly/hunting results grouped by the caller and makes Sentinel treat the Caller value as an account entity for investigations and alert enrichment.
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In Microsoft Defender for Identity, marking accounts as Sensitive instructs the system to monitor those accounts more closely for suspicious activity or lateral movement attempts.

The question describes the goal as configuring several accounts that attackers might exploit. Microsoft Defender for Identity documentation explicitly says:

"Accounts designated as Sensitive are prioritized for monitoring and detection to identify potential compromise attempts." Thus, adding the accounts as Sensitive accounts achieves the goal.
# Correct answer: A. Yes
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A suppression rule in Azure Security Center (Defender for Cloud) prevents specific alerts from appearing in the portal or triggering notifications. When a suppression rule is active, alerts that match its
conditions are hidden from view, even though they still occur in the background.

If you need to temporarily view alerts from the suppressed virtual machines - for example, while troubleshooting or verifying detections - you can disable the suppression rule. Microsoft documentation states:
"To temporarily resume visibility of alerts suppressed by a rule, change the rule state to Disabled.

When disabled, the rule no longer hides alerts that meet its conditions." Changing the expiration date (Option A) only controls when the rule automatically stops; it does not immediately restore visibility.
Modifying filters (Option C) won't reveal suppressed alerts, as those are already hidden from query results.

Viewing Windows event logs (Option D) provides raw OS data but not Security Center alert context.

Thus, to see the suppressed alerts for the last five days, you must disable the suppression rule, making B the correct answer.
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Answer Area

SigninLogs

Il’a’” ﬁ' kind=inner GE‘W‘E‘EE i v ('breakglass_account')

lookup | extenal_table

union I materialized view

B A" r .
I\ /Il § ™~ T ool o mfia alfes

on $left.UserPrincipalName == §pdght . SearchKey” '

1E fiZ:
Answer Area A A° [ 2
l I:Ill'l. ":'I | i I“-JF o “.‘*“ i :l.'"- l'-; .‘:'T. :""-I- :|'|-= T
i % L _‘.' ! e’ B &
signinlogs
| loin kind=inner w ('breakglass_account')
I i
e — BT s s e
lookup : extenal_table
LII11|9n1 axK materialized _view
on"“$left.UserPrincipalName == $right.SearchKey
Explanation:
Answer Area
SigninLogs
| join X jind=ipner _GetWatchlist ¥ ('breakglass_account')
:'I1=, l.lrl: . ol of Y uf '.:"--"— 2 . "
IVIICI tﬁaiiﬁ}eh.meﬁnnupalﬂame == $right.SearchKey

For a near-real-time (NRT) analytics rule that detects sign-ins by a designated break-glass account, the most direct and performant pattern is to filter SigninLogs by joining to a Microsoft Sentinel watchlist
that contains the protected account(s). Sentinel exposes watchlists to KQL through the helper function _GetWatc hlist( ' < watchlist-name >") , which returns a table with standard columns (including
SearchKey ) plus any custom columns you imported. Using join kind=inner ensures the result set includes only those SigninLogs rows whose UserPrincipalName matches an entry in the watchlist-ideal for

alerting on a high-value account without post-filtering.

The completed query is:

SigninLogs | join kind=inner (_GetWatchlist( ' breakglass_account')) on $left.UserPrincipalName == $right.

SearchKey

This approach satisfies the requireme nt to implement an NRT rule for the break-glass account because:

* NRT rules support KQL with joins and watchlists and are optimized for rapid evaluation over fresh data.

* Using a watchlist lets SecOps adjust monitored accounts without editing the rule-minimi zing administrative effort and aligning with least-privilege operations (no extra permissions beyond watchlist

management).
* The inner join pattern reduces noise by returning only matched events, which are then turned into alerts



/incidents by the NRT rule.
Thus, select join and GetWatchlist , and join UserPrincipalName to the watchlist's SearchKey .
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Explanation:

Dropdown/Step

Value to Select

where ResponseStatusCode in (...)

("204")

split([dropdown], " / " )[-3]

RequestUri

To detect Microsoft Graph operations that change role membership , you target POST requests to the directoryRoles ... /members/$ref endpoint. Adding a member to a role via Microsoft Graph is performed
with POST /directoryRoles/{role-id}/members/$ref and, on success, Graph returns HTTP 204 No Content .

Therefore, filtering ResponseStatusCode to 204 isolates successful role-assignment events while excluding errors like 401/403 and non-mutating redirects such as 302.

The RequestUri contains the role identifier in the path. For URIs like:

https://graph.microsoft.com/v1.0/directoryRoles/{role-id}/members/$ref

splitting on "/" yields: [https:, , graph.microsoft.com, v1.0, directoryRoles, {role-id}, members, $ref] . The element at index -3 is the {role-id} . Hence, extend Role = tostring(split(RequestUri, " / " )[-3]) correctly
extracts the role GUID for reporting.

Putting it together, a concise query is:

MicrosoftGraphActivityLogs



| where RequestUri has_all (" https://graph.microsoft.com/" , " /directoryRoles " , " members/$ref " )

| where RequestMethod == " POST "

| where ResponseStatusCode in (" 204 ")

| extend Role = tostring(split(RequestUri, " /" )[-3])

| project TimeGenerated, IPAddress, ResponseStatusCode, Role

This returns the timestamp, source IP, success code, and the affected role ID for each successful role- membership addition in your tenant.
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When configuring Microsoft Defender for Cloud (formerly Azure Security Center) to use a specific Log Analytics workspace, you must ensure the Security solution is installed in that workspace so that
security events from VMs reporting to the workspace are processed by Defender for Cloud. Registering a provider, creating workflow automations, or creating a workbook do not enable data processing for
recommendations

/alerts; installing the solution (now surfaced as the Defender for Cloud agent/solution enablement) does.
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Explanation:
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Ef#: (EfEZRTLET)

In Microsoft Sentinel workbooks , a query visualization is used to retrieve and display data from tables (like SecurityEvent ) using Kusto Query Language (KQL) .
To meet the requirements:

* |dentify the number of security events ingested in the past week.

* Display the count of events by day in a timechart .

You would add a KQL query control to the workbook, for example:

SecurityEvent

| where TimeGenerated > ago(7d)

| summarize Count = count() by bin(TimeGenerated, 1d)

| render timechart

* Metric is used for a single numeric value, not a chart.

* Group and Links or tabs are for workbook organization, not visualization.

# Correct answer: A. a query


https://www.jpnshiken.com/q/68847-6435218/

Bi: 174

Azure Sentinel [Z Playbook & Y £9,

T4 90 M) A—FBL BHITIL—TICEFA—INEESINFET,

BAITIN—TTRELS) YV —RDABAEICEFA—IWEEETEILICT LA TVIEERTILENLHYFET,

DE=IERZET o EHN?

A NTA—F%EBML, F)A—%ZEELFET,

B. " XA L T—2 ARV B %EML, FP)H—ZLEELET,

C.&H%EmML 7V avEEELET,

D./\SA—RZEML FTULavEEELET,
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When modifying an existing Azure Sentinel playbook (Logic App) to send emails to a dynamic recipient , such as the resource owner , you must make the email destination configurable. This is achieved by
adding a parameter in the Logic App.

You then modify the action (the "Send an email" step) to use this parameter as the recipient field instead of a static distribution list. This enables flexibility, allowing the playbook to adapt dynamically based
on alert context or Sentinel data fields passed into it.

In Microsoft Sentinel documentation, the best practice for dynamic logic app responses is:

"Use parameters to pass entity information (such as Account, Host, or Owner) from Sentinel alerts into playbooks for dynamic action execution." Hence, the verified answer is D. Add a parameter and modify
the action .
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Live Response in Microsoft Defender for Endpoint is a powerful investigative and remediation capability that lets responders interactively run commands on an endpoint, collect files, and perform remediation
steps (collect investigation packages, pull files, run scripts, or take forensic artifacts). However, Live Response is an on-demand tool invoked during or after an investigation; it does not by itself provide
continuous detection coverage or automatic blocking of artifac ts that a third-party AV missed. The requirement is to ensure devices are protected from malicious artifacts that were undetected by the third-
party antivirus . To meet that objective you need capabilities that detect and block artifacts automatically (for example, EDR in block mode which actively blocks/remediates post-breach artifacts even when
Defender AV is passive). Live Response helps respond to an identified artifact but does not create the detection and automatic blocking coverage that prevents or re mediate undetected malicious artifacts at
scale. Therefore enabling Live Response alone does not meet the stated protection goal.
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Answer Area

IdentityQueryEvents s
BehaviorAnalytics

.. Mic OSW AT
] j% A R
I r l where Depdl"‘t t K‘ .ﬁ% 'I"{'l:‘__d'[' g'Aét';-.a
» RS .ﬁ fmmtmlec'tld

Aud:thqs ¥  on $left.objid == $right.AccountObjectId
IdentityLogonEvents
SigninLogs

IdentityQueryEvents
BehaviorAnalytics
identityinfo

[ Ide zntityCluerybEvenls

| where Department ==

. M i C rOSO?ﬁtﬂ "f“-“\ rmlntﬂh}e:tld

| join _ ¥ on $left.objid == $right.AccountObjectld
tityLogonEvents
SigninLogs

Explanation:
e . Mi f
e ICroso
| where Department == 'Finance'
| project-rename objid # -.ncmﬁ_-tﬂu’jﬁﬂﬂ
| join} W Audittbge” ¥ on $left.objid == $right.AccountObiectld
B 177

Microsoft 365 E5 4+ X% 1) < 3 > & Microsoft Sentinel 7—9 AR—XEZEHEDHEE UTDY—ANoDT—2EZHAEHESIKQAL IV T #ERT H2BENHY ET,



* Microsoft Graph

* Microsoft Entra ID Protection [C& » T S -EBKRGE1I—F—
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A. MicrosoftGraphActivityLogs

$left.Userld == $right.ld T_F&%8A\ leftouter AADRiskyUsers ##ZE L E T,

B. MicrosoftGraphActivityLogs

$left.Userld == $right.Id T AADRiskyUsers [ZSMLE T

C. MicrosoftGraphActivityLogs

$left.Userld == $right.Id T AADUserRiskEvents & LE T,

D. (MicrosoftGraphActivityLogs . AADUserRiskEvents) N TR &

IEf#: (EffZzRLET)

To combine Microsoft Graph activity logs with Microsoft Entra ID Protection risky users , while minimizing data volume, you use the lookup kind=leftouter operator.
Microsoft documentation explains:

"Use lookup (instead of join) when you need to enrich a large dataset with a small lookup table to minimize data returned."

* MicrosoftGraphActivityLogs provides user activity records.

* AADRIiskyUsers lists users detected as risky by Entra ID Protection.

* A leftouter lookup ensures all Microsoft Graph activity entries are kept, while only matching risky user info is appended - reducing output volume compared to a full join .
# Correct Answer: A. MicrosoftGraphActivityLogs lookup kind=leftouter AADRiskyUsers on $left.

Userld == $right.Id

BE: 178

HEHRIE Microsoft Defender for EndpointZ{ER 9 dAzurett TR 9 1) T2 3 & HEHBTT,

A—H—PEELEIP7 FLREURLOEEZHAIFIFITAV I TEL I LEHRBTILENHY FT,

Microsoft 365 Defender R—Z JLD I Y FRA U FEREICH IS ELGHEET, XANCAIICT REHEEERITI M ?

A.JOYvIE—FDI Y FRSA Y MEHEE L UIEE (EDR)

B. W AR Ly NT—D A4 Dlr—5—

C.OxT7aAVTIUYIANRAYLY

D. Yy—\—W 5D A Ti&
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In Microsoft Defender for Endpoint , before administrators can allow or block user-specified IPs or URLs, the feature "Custom network indicators" must be enabled under Advanced Features in the Microsoft
365 Defender portal .

This capability allows defining Indicators of Compromis e (loCs) at the network level to enforce allow

/block decisions for specific domains, URLSs, or IP ranges. Once enabled, Defender for Endpoint agents enforce these network indicators across managed endpoints.
Other features like EDR in block mode or Web cont ent filtering provide automatic blocking, not manual IP

/URL control.

# Correct Answer: B. custom network indicators
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