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Minimize costs for daily ingested data: lu:.e a commitment tiet

Apply a daily cap

Use the Pay-AssYousGl (PAYG) model
,; 'ﬂt"" R ——

Maximize the data retention penod -M'thﬂul

INCuMmng éxtra CQ.‘.’-IS rﬁt H!"tﬂi‘l'l.'.\ﬂ to 90 days y
" Set retention to 31 days

e

Minimize costs for daily ingested data: | Use a commitment tier. €4 % ° g
_Apply a daily cap ;

Use the PayoAAShYBu-Go (PAYGLmMode!

s\ f
Maximize the data retention period without - I C ro S O t
INcuMmng extra costs. l&gf getention to 90 days
Setretention to 31 days. _
2 # Set retenton 1o 90 days.

Set retention to 365 days.
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* _Im_ProcessCreate

* InProcessCreate
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Name Management state Operating system
Onboarded to and managed by using Microsoft ;

Defender for Endpoint SRHIows SeIver S
Discovered by Microsoft Defender for Endpoint
and unmanaged
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Devicel

Device? Lirurg

Devicel:

Isolate device only

Initiate Automated Investigation only

Contain device only

Isolate device and Initiate Auté@mated Investigation only

Isolate device, Inihate Automated Investigation, and Contain device

Device2:  |solate device.onl

—+ l M ic 'O S () Filiate Automated Investigation only

jContain device only
| Isolate device and Initiate Automated Investigation only
lisa late device, Initiate Automated Investigation, and Contain device

Devicel: Isolate device, Initiate Automated Investigation, and Caontain device ™
Isolate device only ﬁ
| Initiate Automated Investigation only "3% *
Contain device only %@
| Fsolate device and Initiate Aubgm; Investigation only
Eolate device. Initiate Auionated Investigation, and Contain device

T

n?; ated Investigation only
device only

[ e device and Initiate Automated Investigation only

=I Mvﬁ::rﬂgﬂﬁ Automated Investigation, and Contain device

Explanation:

Device2

Microsoft
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Devicel: | Isolate device, Initiate ﬁ.mﬁd Investigation, and Contain device

Device?: | Isplate device 9‘?*-1_::.*
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Actions

During the live response session, run the library command.

From the Microsoft Defender XDR portal, select Advanced
features.

From the Microsoft Defender XDR portal, upload Seript1,ps1 l
to the library.

During the live response session, run the getfile command.

During the live response session, run § __.,T]Putf “@Fq
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Actions Answer Area

From the Microsoft Defender XDR portal, upload Script1.ps1
to the library,

From the Microsoft Defender XDR portal, select Advanced
features.

During the live response session, run the library command.

Durning the live response session, run the putfile command.

During the live response session, run the getfile command.
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Answer Area

EmailAttachmentInfo

| join DeviceFileEvents on SHA256
| join kind=inner (DeviceFileEvents | where Tlmestamp
| where Timestamp = ago(1h)
| where Timestamp < ago(1h)

| where Subject == “Dogu '

%‘Qé v
| join DeviceFileEvents o 56

| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp = ago(1h)
| where Timestamp < ago(1h)

1E fiz:

Answer Area

EmailAattachmentInfo

| join DeviceFileEvents on SHA256
{Hiein kind=inner {DerlcEF.Llevats | where Tmest&mp > ayu[fhmbnSHAzﬁﬁ

|l where Timestamp > ago(1h) _
|where Timestamp < ago(1h)

| where Subject == “miuﬁghﬁ ﬁ?ttachment" and FileName == “Document.pdf”

‘ ‘l
|| join DeviceFileEvents ¢
' join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
|| where Timestamp > ago{1h)
| where Timestamp < ago(1h)

Explanation:
Answer Area

BE\ricrosoft

EmailAtt entInfo

O
| where Timestamp > aqo“ e“ c

Attachment" and FileName == "Document.pdf"

| where inp
| join kin ner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
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Data source to query: | JSON : &“ - I
A custom, endpoint

ﬁﬁhifﬁ‘n resource provider
6: '\."u:
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On Wepsmpt [ <o
%t-d:-_:. Enable Same Drtgm Policy {SDP} '
P N Enforce TLS 1.2,
IE fiZ:
MMNSWET Ared
Data source to query: I JSON v I

A custom endpoint
A custom resource provider ‘

On Webapp1: |E
Enable Cruss Ongm Resource Shanng {CORS}

M i C rO S Oft Enable Same Origin Policy (SOP).

Enforce TLS 1.2.
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fJn Wehapp'l " Enable Cross-Origin Resource Sharing (CORS).
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Minimize costs for daily ingested data: | Use a commitment tie i

Apply a daily cap.
Use a commitment hiec ¥
Use the Pay-As»You-Go (PAYG) model

Maxmize the data retention pernod without
INCUMng extra costs: | Set reténtion to 90 days &

Set retention to 31 days

Set retention 1o 90 days.
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Minimize costs for daily ingested data: | Use a commitment tier. )

£ a commitment Ther

saVlicrosoft, .
INcuImng extra m’ﬂi E_et retention to 90 days. 6]

Set retention to 31 da
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CFOLaptop, CEOLaptop, COOLaptop& W\ BRIDIDDT/INA AT YA oA VIBIIDARZEZRET 21=-HIZ SEL

BRIZIZED LS ICAETNIELNTI N ?EET B2 AEHTEYGEA T avEBRLTLESL,
FERELITIRA Y FAIMEIhET,
Values

NTAVTII)E2ERTHBENHYET,

Answer Area

| project LogonFailures=count ()

| summarize LogonFailures=count ()
by DeviceName, LogonType

| '.:rhere ActionType == anc
FailureResason

| where DeviceName in (“CFOLaptop,
“CEOLaptop”, “COOLaptop”)

SMicrosatt

1E fiZ:




summarize LogonFailures=count ()
by DeviceName, LogonType

| where Devicelame in (“CFOLaptop.
by DeviceName, LogonType “CEOLaptop”, TCOOLaptop™)

I | where ActionType == | where ActionType ==
| FailureReason | FailureReason

"

| where DeviceName in {“CFDLaptDpﬂ

| ActionType == “LogonFailed”
“CEQOLaptop”, “COOLaptop”) T g

ActionType == “LogonFailed” | project LogonFailures=count()

2t A

Values ‘ ' Mﬂﬁ:ﬁs oft

| summarizﬁﬁméﬁonFailures=count{}
by DeviceName, LogonType

| project LogonFailures=count ()

| summarize LogonFailures=count()| || whq;a?ﬁeviceﬂame in (“CFOLaptop,
by DeviceName, LogonType “CEQLaptop”, “COOLaptop”)

| where ActionType == » | I} where ActionType ==
FailureReason ~ _ 4| YFailureReason

- s
| where DeviceMame in {“CFDHéF}SPr
“CEGLEP‘EOP", “CUGLEP'C-DP”]_ ‘

ActionType == “LogonFailed”

ActionType == “Loganﬁﬁﬁiﬁd” | project LogonFailures=count ()
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Azure Sentinel Contributor

Azure Sentinel Responder | Create and run playbooks

Azure Sentinel Reader Create workbooks and analytic rules

Logic App Contributor
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Azure Sentinel ContrrbLﬂnr ] e
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iAzure Sentinel Respc}nder Create and run playbooks: Lnglc App Contributor |
AZUI’E Sentinel Reader Create workboeks and analytic ru!951 Azure Sentinel Contributor I

'Logrc App Contributor

Explanation:

Create and run playbooks: Logic App Contributor

Create workbooks and analytic rules: Azure Sentinel Contributor
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https://docs.microsoft.com/en-us/azure/sentinel/roles
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| ActivityType == "FailedLogOn"

| == L. == True
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AZHI7:SC-200f5 B4 (XJPNTest.comigfit & SC-200HER BT BT & ITRIZIIB ET ! JPNTest.comlE S #TSC-200:KERRIRESE #121t L £9, JPNTest.com SC-2005RERRARBE L S EEFF &
NEL, CZTSC00MEENDTRA NIV UEFIZANT T, BRFRD 7 £ X _ https://www.jpntest.com/shiken/SC-200-mondaishu 890ff, 3 0%7 « A h™7 > b 4FHI4GEG a— K:
JPNshiken|
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EEHRIL Microsoft Purview Z{#FH3 % Microsoft 365 47X 9 ) T a AL TEY ZDH(C Site1 &LV BHTD Microsoft SharePoint Online 44 FAEENTULVET , Site1 21X, ROKRIZTRT
T7AIUDBREENTVET,

Name Author
- q ool i _._1.._..|

=
LIS &y
'

Microsoft Purview 5  ROFRIZRI IV TUVYREI T 2EBLET,
Name Query

casrch 1 thor: "Userl"

ilesExtensionixlsx

duthor:"User*” and FileExtenslion:®

UTOERBRIZDOVWT  ELWMEEIE FRIMZRRLTSES D, 5 THWMEEEF DWWZ JZERLTLESY,
T EBEITIRA Y RAIMEEShET,

LTS S

Staterfients Yes No

Searth v etum File3

'.:-*"ﬂH'l'.- will rétumn F e

Search3 w eturn Filed


https://www.jpnshiken.com/q/68012-6313265/
https://www.jpntest.com/shiken/SC-200-mondaishu

Stateng@nfs="
5&!{&1 will retum File3,

Search2 will retum Filel

% M i c rosoft ] Search3 will return File2

Explanation:

'Microsoft

Staterments

Searc will retum File3

Search2 will return Fie1

Search3 will return File2

BfE: 18

7T r—2 3 VREDRIZERDAzure Functions7 7ML T RAENDAzure R AL— 7 hHO U b EBEFHBLTY,

AbL—=CT7ho Y FZEAY BAzure Defender® 7 5 — FEERTRICT H2LENHY T,

MEINN—LTIE EDTUTATAFATETA—ILREFRTARETIN?EETHICIE BABZFHTEYGA TS a vEBRLTCES,
R LICIRA Y EAMESAET,



Explanation:

v

IP address Microfof
Azure Resource
Host

User account

Name
Resource Id
Address
Command line

IP address
Azure Resource :

1 B e —

Address
Command line




Entity type! -
|P address

Azure Resource
Host W
Useraccount

Field: v
Name

Resource |d
Address

Command line

S
https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-alerts-are-now/ba-p/1404920
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Ry FRARy MBI SHER
BERIZADDAzZUre TRV ) T avuxBELBTT , ZDS55ND1D2DHY TRY 1) TS 3 UIZIE Microsoft Sentinel 7—49 AR—ZXAMEFENTWLET,
Azure Policy AL TH IR Y T a v b T—2%INET B(Z1E Microsoft Sentinel T—2 ARV 2% T TOA T EHIRELAHYFET OV a—T 3 oTIE RYI—AHITRH ) T3 UK
DFRVY—REBRFV YV —RAOMAIZHERAINSZ LEZRIATIVELHY ET,
EDAATOARVAETOED IV JIREN FH ITRTONYV—RADBERINDIELSICTHICIEMZEZFATANEN, BETHICIE, AERTEY LA T a oEBRLTLIESLY,
R LIRS U EAMESNET,
Answer Area

Connector type: =S >
APIl-based

Diagnostic settings
Log Analytics agent-based

Use: v
A remediation task

A workbook
An analytics rule




1Efig:

Answer Area

Connector type: ). 4
APl-based

Diagnostic settings

Log Analytics agent-based

Jse; v
Y A remediation task

A workbook
An analytics rule
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Microsoft Defender for EndpointD &4 % #f-3 1Z(& CLIENT1 L TEITEND I T K7 TY 2HIB T 20ERHY FT,
ED2ODHEFELEERITARETLLEIN? ETNTNDOERIE FBREO—BMERLTVET,

E R EICIRA Y EAMESIAET,

B. VSO KR7TUtxa) T4 EERMARY —

C. Microsoft Defender ¥ !) T4 €22 —0D BREIIZHDEEEHEE

D. VSO R7T)EFaT4DY S5 FRHERE

IEfE: (Efgx R LFET)

Windows 10 3 > E 1 —#% —TIl&_ Microsoft Defender for Endpoint Z{# 8 L T, Cloud App Security IZ& 2 TEBINTWVEWNWIRTOT7 IV 270V 0T 330EAHY FT,
S

https://docs.microsoft.com/en-us/cloud-app-security/mde-govern
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Azure Sentinelx 7704 LET,

Azure SentinellZa %9 2 #3£% L T Azure L ®DMicrosoft Teams &ELinuX{RBET L V2 ERT HIBLENHYET , OV a—2a iE EEBEEZR/NMRICHZ ZBHELHY ET,
BI)—90—FRIZEF EDT—R2aARI 384 TEFERHTRETTHA?EEZITZCE AZERTEYGA T a vERBIRLTLEEL,

o EF LIRS EAMEShET,


https://www.jpnshiken.com/q/68012-6313269/

Microsoft Teams: o 4 | v
Custom

“|Office 365

- |Security Events
Syslog

Linux virtual machines-in‘Azure: :’ Microspf
. Custom

Office 365
Security Events

Syslog

Microsoft Teams: ] v

Office 365
Security Events
Syslog

Linux virtual machines in Azure: | v

Custom

Office 365
Security Events
MicrofSyslog. .

1=

Explanation:



Microsoft Teams: 1 v

Custom

Office 365
Security Events
Syslog

Linux virtual machines in Azure: v

Custom
Office 365
Security Events

Microsofti=¥ied

S
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365
https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog
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Azure Sentinel A3 5 & Azure DEERT I TAET A ZBEHRTEET,
ROFEIZFRT LS BEZBRE T HEHODHRAELSTIIL—ILEERLET,



Home > Azure Sentinel workspaces > Azure Sentinel

Analytics rule wizard - Edit existing rule
DeployVM

General  Set rule logic  Incident settings Automated response Review and create

Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

Azurebctivity

| where OperationName == %“Create or Update Virtual Machine®

or OperationName == “Create Deployment”

| where ActivityStatus == *“Succeaded”

| make-series dcount (ResourcelId) default=0

on EventSubmissionTimestamp in range (ago(7d), now(), 1d) by Caller

View query results >

Map entities =. M iC I"OSOf l

Map the entities recognized by Azure Sentinel to the appropriate columns available in your guery
results. This enables Azure Sentinel to recognize the entities that are part of the alertsfior further
analysis. Entity type must be a string. A U

Entiy Type — : Omo \

Account

Host Add
P Add
URL Add
FileHash \ Add
Query scheduling 6
7 % 9 | [Minutes v ]
| | Hours v |

Alert threshold

Generate alert when number of guery results od

| Is greater than v | |2

Event grouping

Configure how rule guery results are grouped into alerts
@ Group all events into a single alert

(O Trigger an alert for each event

Suppression



Stnp l,,nr*mg :luer:,r after alert is generated ()

off
Stop running guery for®
b Hours we |

Previous Next : Incident settings >

IW—ILEED—HELT AV TUMEEEERT AL ELHY FEA,
BIZRENFLERICEOSVT, FREBERHSESIRRZZ OV T I AZa—2FALTRRL TS,
T EF LIRS Y MBS hET,

If a user dep!oys MM{ ?}@'f simultaneously, how many

times will you receive [answer choice] in the next five hours.

If three separate users deploy one Azureviriual machine each within five
minutes of each other, you will receive [answer choice].

If a user deploys three Azure virtual machines simultaneously, how many
times will you receive [answer choice] in the next five hours ﬁ%‘

0 alerts
1 alert

2 alerts
"%

3 alerts

-iﬁhrEMiaﬁﬁ @%éﬁy o &gﬁal machine each within five

minuies of each other, y-:-u answer choice]. 0 alerts
’@ 1 alert
% 2 alerts

3 alerts

S -

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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HEHIL, Microsoft Defender for CloudZ AT dAzurett TRV ) T3 & BHLTY,
#t L L\Microsoft Secure Score 79 & 3 UMNER S NI=IRIZ £ DITEFIIZMicrosoft Teams* vt —C 2% ET HT—9 70— ERTHRENHY £,
EDIODDITEFIEBICERTIRNETLLOMN?EBZTZICIE TEY X M SEYLTHZEZRBESE . ELVEFICHERBZ TS,



Actions

 Configure workflow automation. !
' Create an Azure logic app that includes the Defender for Cloud regulatory ‘

 compliance assessment trigger.

Configure a trigger condition.

Create an Azure logic app that includes the Defender for Cloud alert
trigger.

Create an Azure logic app that includes a Defender for Cloud
recommendation trigger.

jCreate an Azure logic app that includes the Defender for Cloud regulatory

JOMPRACO ICOBSTIONANGONE L | e e e s L i,
e T T P e e e e 3 _' >t %= — v
Configure atriggercondition. _ _ _ _ _ _ _ _ _ _ _ W= e Create an Azure logic app that includes the Defender for Cloud alert

the Defendgnfor Clot aléft SN :

---------- Bl RS % ! el
Create an Azure logic app that TAVS ft | Create an Azure logic app that includes a Defender for Cloud I

' recommendation trigger. | |  recommendation trigger. |
EXp|‘a-l’;%5E__+-_- S '

Actions

Configure workflow automation. ' ] figure a trigger condition.

Create an Azure logic app that includes the Defender for Cloud regulatory | | & 4 reate an Azure logic app that includes the Defender for Cloud alert

compliance assessment trigger. | - | | trigger.

Create an logic app that includes a Defender for Cloud
rt in trigger.
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Serverl DAY FEEREZRTET HIHERHY 9, V1) 12— 3 VL Microsoft Sentinel DEH Z#mT-FTHEAHY TI . RUIAZERITLIELNNTLEIMN?
A. Azure Event Grid fE v

B. Microsoft Sentinel 42— JLiFEHI L) JL—)L

C. T—4IX&/L—)L DCR)

D. Microsoft Sentinel® B &t JL— /L



FEfE:C(AAVRERRT D)

Bf: 25

Microsoft Defender for Endpoint Z {3 % Microsoft 365 E5 TR 49 ) T a3 Va2 CHADNEBE YLz T7EEZ M) A—LETNAA RAZHEL ZEHICEETINNETNRNET ILEAHY ET,
DV)1—2aVIE NELEERZFERALT HEEZITETNA RADORMERIBTES L2 RIATIVRENHY ET,

Microsoft 365 Defender R—Z JL CIXfAIZFEHTRETTHM?

A EH

B. A&

C. B ELITH

D. 1&18

Ef: (ERERELET)

Microsoft Defender for Endpoint Tld A& (BEIRAES L UG (AIR) E LFEIENFET) AT 5 — MIBEET LN ENREL . T/NA ADEEZRTL, T/N1 ADMEEE, 77 1 ILDIREEE EEH EDXIG
TOavEAMILET,

AT MEIBE—DHREF I —VICHT IEHDTS— FeENTEHETHY SELGNCTAVTEARFZLKALY T ITERASNEITN ABE NV HA—SNEIILD 775 — MIRT 3L
WUNE E DT EBEET B=HITHRIICERT S TWET,

FERBRICEDE 7HFIVRMIR—FILETEEFEZTDIIVRKRA U MORHEERRART 22 ENTEET,

# [%: B. A&

B 26

Ry FRARY MZETSHER

Microsoft Sentinel 7—9 ARXR—X#EHEHLTY,

Microsoft Sentinelf > T > MME UTORIZRT LI ITERINET,


https://www.jpnshiken.com/q/68012-6313273/
https://www.jpnshiken.com/q/68012-6313274/

Home > MNecrosoft Sentinel

Incident
Incdent 1D 203843

() Refresh

& Authentication Methods Changed for Privileged Acc...
Bl ncident 1D 203442 Timeline  Similar incidents (Preview) Alerts Eookrarks it Commen

& Unassigned ) ~ | High | P seanch

Cowrer Seveity

Descnption n Authentication Methods Changed for Privileged Accou...
Identifies authentication methods being changed for a privileged ”I:L‘
acoount. This could be an indicated of an attacker adding an auth ' Description
method to the account so they can have continued access. Ref identifies authentication methods being changed for a privileged
hittps/ Adocs microsoft.com/aures/ actve- account This could be an indicated of an attacker adding an auth
directory/fundamentals/secunty operaticns - privileged method to the account 5o they can have continued access Ref
accounts Fthngs- 1o-montor- 1 httpw/ fdocs mecrosof.comfazure/aclve
dwectoryfundamentals/secunty-operat:ons-privileged-
Adgrt proguct names accountsSthangs-to-mondtor-1

s Microsoft Sentinel
Seventy

Evidence 0 =gr

~1 01 Ro
Evants alerts Bookmarks I Bk

Link to L&

Last update time Craation fimas

05/11/22 1250 PM 05/11/22 1249 PV Enbilees (2
A gharmesPeontosn
Entities (2D B 152484t

& gbamesgcontoso...
B 152.168.6582 Tactxcs and techriques

View full detads > v O m

Tactcs ang techmgues
w 2 Persistence (1)

[ ieiove R

RIZRENFERICEOSVT, SRR ETEHSESIBRZZ OV TF I A Za—2FALTERL TS,
T EEEITIRA Y RAMEShET,

System alert ID Rulbe name
3dGe ToibE - d6B0- D40e- 351 aActhentication Mathods O




A map of the entities connected to the alert can be viewed by selecting | v
Alerts
Entities
Investigate

A list of the activities performed during the investigation can be viewed i -

by selecting Alerts '
Bookmarks
Comments
Status

Answer Area

A map of the entities connected to the alert can be viewed by selecting | v
Alerts

Entities
Investigate

A list of the activities performed during the investigation can be viewed
by selecting i
Bookmarks

Comments
Status

Explanation:
https://learn.microsoft.com/en-us/azure/sentinel/investigate-cases
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A—H—Userl LW ERTDI—HF—%EL Microsoft 365B5 H TRV Y T avEBFHLETYT, cOHYTRY ) T3 & Microsoft 2R L TLVET,
365 Copilot for Security, Copilot for Securityl&Sentinel 75 5«1 > &R L £, User1(ZI&Copilot ContributorA—JLAEIY BTN TWLVET,

FEFRIC, A—F—1B8TOV T EEETIE X1 TraAVE2a—Ts272=2y kb SCUDFERENTOED I =V SN=FEFIRIZIED TS T8 Copilot for Security N ERIZFEE T
EHRNEWVWSEMEZITRY ET,

User1hCopilot for Security = L CIEELRIGEZERTE LI L BT IMLENHY ET,

A—HF—1EFfRZIRETLLEIMN?

A JOE 3= o &nzSCUEEHLEFT,

B. 2D B ® Copilot for Security £y 3 U &HE OV T FEEELET,

C. Microsoft Sentinel &Z#{LT—2 TV I #ERTLET,

D. 1BERF-ThL TRV T FEBZEELTLESLY,

M A (242 R ERET D)


https://www.jpnshiken.com/q/68012-6313276/
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HEH L, Microsoft 365 Defender for EndpointZ {9 % Microsoft 365 E5H T X9 1) 7L 30 %& ZHAFTY,
Microsoft Z{#EFH L T Windows H—/A\—AD ) E—k Lz JUIEREZRIRTEDL L ZHRETILENHY ET
365 Defenderik—#% JL

AIZHEITNEEINTTHN?EETDHICIE EAEFETEUGA T a v EBERLTLESN,

FCEfE LIRS Y EAMEShFET,

Advanced feature: | Live Response for Servers
Dravice discoverny

PR s |
Enable EDR in block mode

Far the device group: A device ta SHITHIE AT 5

Hﬂ SVherasoft |

-V

| Bhenfice discoveny
o N nable EDR.in block made_
N i ;-' ‘_ ’ ' Live Response for Servers
L -.::.'!r'.-.
For the'device group: A device ta

] LI
A device value
ITI:lu_ﬁulon_'l_a[_lgn 1f.ﬂ_u_u_l S LTE

Explanation:

.....,,..- Microsoft|||/|/ 1| S

Advanced featurhi L - Response fur Sewmx et ]

+ ! {\}
ﬂfng‘!cegmup G tavion taee 117 il tadpnisisndniatnie)

Microsoft Defender for Endpoint @ Live Response #8e % RT3 & ¥ 1 1) T4 7+ ') X k& Microsoft 365 Defender R—Z LM DEE. €517 ST YL a3V ENLTTNAR (F—/N—%
E0)ITUE— MERTEET, COBBISEY  THAMRAOEEHERY FT—I T I LREBBERTIT, UTLEA LTORE, FHUE, BLUBEHEITY FERTTEET,
WindowsH—/\—T Z D#EeZ B#IZT B121%. £ 3 Defender for EndpointDBET H—N—DFA TLARUR [ EWS BELEELZANICTIVENAHY 9, Microsoftd KFxa1 A ML, D
BEICEY A 2R— K& ht=Windows ServerT/N{ AAD Y E— FS T LTI L ANTREICHZ EBEBINTVET, COMEEZ X1 T4 LOBENDT I AL FTIEEMIZH>TULET,
SELIEENERIZ% S & Live ResponseD 7 4V & R H A EHEBEX T/NA AT IL—T LRI TEE I FE T, Defender for Endpoint®D T/3f AT IIL—FIEBE TV KiRkA U b EDEE L URET S
FNA R EFERLTHERINET (BFOSOBE,. BRELE), B TR—ZADT IL—FbIz& Y BEE LR O —OHEe Live Responsels &) % ABH—N—DHEE HEDTF/NA Rty kI
MEMIERATEEY,

BEMEL AL TNRA MBI E VS REBAF T a VEEBEKRTY BRELANLVEEBBEZHEIL, T/ REX75— FOBEIBMTIFICETLEREZEYLTEY,
VRS EE U o RRERGRBYREAMICLET,
*TINARBYTTHEANENDEZ =5y bTINARTIV—TIZHEREERLET,




# mEEZ:
*EELGHEEE H—NN—DY TILE A LIEE
*CFINARTIN—TDEE TINAREY
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HEHIL Microsoft Defender % {# A9~ %5 Microsoft 365 E54 T X4 1) 7 3 > & Azure Sentinel#{# A3 5Azure TRV 1) T2 3 & EHEH T,

BRMDEBEEDH DA —ILEEENLEEINIZA—INIIEFNE T 7AILEEDOTRTOTNARERHETILELNHY ET, UV TUIESHA256/\y L 2 D—HIZEDWVTETEINET,
BRICIEEDESIZAZETNIEEINWTIN?EETHICIE, ABZEHTEYGA T a vEBIRLTLESL,

TR LIRS Y EAMESNET,
EmallATTacnmentinrio

| where SenderFromAddress =~ “MaliciousSender@example.com”

where isnotempty 'v
(Deviceld)
(RecipientEmailAddress)
(SenderFromAddress)

(SHA256)
| jJoin (

DeviceFileEvents
| project FileName, SHA256

) on v

(Deviceld)
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256)

| project Timestamp, |BAUldNERS S EHRRS56, DeviceName, DeviceId
NetwnriMaceamdaTHA. SanderfPromiddrecse. RecinientFmai 1 Addreacs

1E fiz:



EmallATTACNMENTLINIO
| where SenderFromAddress =~ “"MaliciousSender@example.com”
where isnotempty ‘ %

(Deviceld)
(RecipientEmailAddress)
(SenderFromAddress) ¢
(SHA256) |

— ey

| join ( ~
DeviceFileEvents s i &
J_prcject FileName, SHA2564 &,

= Microsoft fmv
' (Deviceld)
{RemplentEmallAddres"}
Sgnge_Frunﬂddmss}

| project Timestamp, FileName, SHA256, DeviceName, Deviceld

NatwnrlbMaceanaTA. SandarFramiddrecae. RerinientrFfmailaddrace
Explanation:
Emai IL1‘='4+1:.1:.5|Lt::l'hln’(:-jg,m:G
| where Senger f&gé;E}fihallc1ou559nder@example com”™
where isnotemptly | v
(Deviceld) '
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256)
| join (

DeviceFileEvents

| project FileNames, Sm.'iﬁ

) on [ AN
(Deviceld) ~ Y
(RecipientEmailAddress)
(SenderFromAddress)

(SHA256)

| project Timestamp, FileName, SHA256, DeviceName, Deviceld,
NetworkMessageId, SenderFromAddress, RecipientEmailAddress
S -
=Z i -

https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?
view=0365-worldwide

Emt30
Defender for CloudDE# & - HELH Y ET,
Server2[ZIXFED K S HHRENVETTM?



A.Azure')V—ZXB v Y

B. Windows FH Azure Automanage < & 18 R Hi iR RE
C. Microsoft Antimalware$i sk #4 &E

D. Azure!) YV —X B2

Eff: (EfEZRTLET)
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Amazon Web Services (AWS) DA DB EDEHEREL A VTV MEERT BIZIE, Azure Sentinel DRHIL—ILEFERATILENHY T,
EDIDDITEFIBBICETITARETLLOIMN?EBZTIICIE THY X MO SEULGTBZEERICEHSE  ELVERICHREZ TS,

Microsoft 365 E5
MALUVID MIIDWEI MiTa

Create a rule by using the Changes to
Amazon VPC settings rule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

connector

Add the Amazon Web Services @ @:

Set the alert logic

From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
scheduled query

Select a Microsoft security service

Add the Syslog connector

1E fiz:


https://www.jpnshiken.com/q/68012-6313279/

Actions Answer Area

~ Create arule-by-using the-Changesto-
| Amazon VPC settings rule template | A e e S I T Al [ R S !
|

' From Analytics in Azure Sentinel, create | connector

I

| Add the Amazon Web Services !

____________________ Y |
|

{ a Microsoft incident creation rule | ! I

T O e B e e e e R e o s, .. e

|
|Add the Amazon Web Services .
|connector ! @
B b i i e i e - i (g iy i il I I e e
_________________ , Il % % |
:Set the alert logic t "From Analytics in Azure Sentinel, create
| | a custom analytics rule that uses a I
______________ poap. , Scheduled query !

|

-
,From Analytics in Azure Sentinel, create | | Vi
ja custom analytics rulgthat Uses a ’

| scheduled query
e, . etz e ST GRS T

w
m
—
.
=2
m
2
1]
-
o
w0
51

e mm e mm mm omm o e o mm mm mm mm mm mm m

Explanation:

Add the Amazon Web Services
connector

From Analytics in Azure Sentinel, create
3 custom analytics rule that uses a
scheduled query

Set the alert logic

A48V I rDEF2)TAER 8ecOps) [CATHITARTD FFa A2 FEED BIEMN DFEFMARER

Amazon Web Services (AWS) D BT M S HFEDFHEZHE L Microsoft Sentinel AL TA V¥ T 2 FZEKT 5IZ1E, Microsoft Sentinel D K21 A > k& AWS #iE D=8 D Azure Sentinel 7' L
AT ->T BEESN-FIETERTOEEREETLET,

* Amazon Web Services (AWS) a4 2 #B/NT 5

Sentinel TAWS T—A2 Z 249 521, £33 Amazon Web Services T—4 A1V 2 ZFEALTAWS OV AT ALENHY ET, 2D %Y 2L, AWS CloudTrail ZDHhd AWS 04 F—4

% Sentinel 7—9 AR—XIZA FJ—3 245 LFEF,Microsoft ® FF 1 A > ~ZIEL, Amazon Web Services (AWS) a9 2 Z{FERA L T CloudTrail f N> k&t F a2 1) T4 04 % Microsoft Sentinel

[CAR)—=S2TL AHETS—FEETLET LB SNTVET,

*ZOARYADENE Sentinel FAWSBEEDT7 YV T4 ET4 EREFLIIBRETEEEA,



FRGVA—INENI ) EERT ONAZLSTIL—ILEERT S

*CT—AMYRAABDNEILINT-D AT Va—I)LENI0 T ) EFERALT FEDEH (FIF U RART, VPCEENDERL L) #MEMICIRET 5704 /L—IL%ESentinel CHER L E T,

* YAV T MIRDESITHBALTWET, WRAZLSHTIL—ILIE AT P12 —)LIZEDVTKALY TV #XTL RYRAENET—2 YV —RLRKICHE2HED/NNI—U0EREERELET, |
To5—bODY O ERET D

L—ILEEELIZE SentinelM 75— bERIFA VT U RE M) H—F B34 I VT ERETDIT7I5—bADYIERELET, CNICIE, LEWME ARV MDHEE EXELANL LU VT4
TARVEVTDERENEENFET,

* Microsoft Sentinel DAX A/ Z A/ —h :PS—FADY VX VT URKENST I — M ERSINBIEHEEEZLET, |

A% 7SC-200R5 BE XJPNTest.comigfit S SC-2005KER BT B Z & ICRIZIIBH E T ! JPNTest.comlES H#FTSC-2005KERFSIREE -1t L =9, JPNTest.com SC-2005RERRAEE L S EH &
NEL-, CZTSC200MBEEN TR IV UEFIZANT T ®RIFRD 7 Y £ X _ https://www.jpntest.com/shiken/SC-200-mondaishu 890f, 3 0%7 « A h ™ > bk 4FHIEE|5 a— K:
JPNshiken|
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NRAT—KDYty F#ERITIBVEAHY FET, V') a— 3 UIE Microsoft Sentinel DEH# G- L TWARENH Y FT,
ESTNIEENWTITN?EEZTHIZIE BAERECTEYGERFEZEZATLLESLY,

ECEFE LIRS FAMESHhET,

Answer Area

In the identity environment, implement:

.  Microsoft Defender for Identity
M I C TO S O-Ft iSmart lockout

In Microsoft Sentinél, €onfigure: | The Windows Securitv Events via AMA connector -
A Microsoft security rule

The Windows Security Events via AMA connector
User and Entity Behavior Analytics (UEBA)

Answer Area

I
Microsoft Defender for Identity

‘Smart lockout

In Microsoft Sentinel, canfigure: [ The Windows Security Events via AMA connector

The Windows Security Events via AMA connector
'User and Entity Behavior Analytics (UEBA)



https://www.jpntest.com/shiken/SC-200-mondaishu

Explanation:

Answer Area

In the identity environment, implement: . Azure AD Password Protection '

In Microsoft Seating! LeadfigureS Ofhe Windows Security Events via AMA connector =

FEY Y4 ZDMDER

7277V hLtlFEMY—EXRHTYT,

BAttlE=—a—3—4Y OV KRy SUAR—LIZZHE#EZ TS, Fabrikam(ZIEHERIZY E— b1 —HF—ABY oD I—F—(XVPNEHEEZEN L TXHRIZTIERTEZIET 459 FH—ER
EFETCHRNIY—RIZTHIERT B,
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fabrikam.com® 7 # L X FIZ(&, Group1&Group2& WV 52DD 5 B—NILTIL—THREFEFNTVET,
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for Cloud Apps#EAL B aL I 2—%#FMILTLET,

Fabrikamld L TORIZFRT ) V—REELAzure TRV ) T3 v RELTVWET,

Name Tupe/ | “ : Description
App1 Aure logic app | To automate incident generation in an internal
ticketing system, the security operations (SecOps)
team invokes App1'by using an HTTP endpoint.
SAWkspc1 | Azure Synapse | SAWkspcl hosts an Apache Spark pool named

Analytics Pooll
workspace o %

LAWkspc1 Log Analytics LAWkspc1 will be used in a planned Microsoft
workspace Sentinel implementation.
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*EMATRERIGEENESR) O—F B —DBEDFHICEHINTWS I EEZHRAL TS,

FRRERAICE S, HYBLGWRITICET I ZEDHER ST,

RERHT 72— FOREBEICLERGEBELEOFHER/MRICHIZ S,

Fabrikamld _ Microsoft Defender for CloudIZB L TULTOEH#ZHEHELE L=,



FON—=T2DA N—=D X2 TAR)—FEBTELILEFHRALTLLESL,
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*Jupyter/ — b Ty O EFER LT Pooll TN\ T A9 T EERTLET,

*ON—=T2DAN—DBA TN EBETELILEHRET S,
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Microsoft Defender for Office 365T  BREHRHFRM IZ 7 A ILKR) O—FFELFT,

A—H—DSE REAT7ANAEZEDA—IILOZEICFRLULICERBAMD EDHRENTELNTINS,
XAV TAZBELEIEGLS RFI7ANGFEA v E—DCOBRERMZEZERT ILENHYFET  FAT7MLEILTVITRAEY VETV ILVIT7EECAvE—ORIRTIO VI T 50
ENHYET,

BEBMMIT7AIVICET ER) O—TIE EDLSBEEETOINETTIMN?
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https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments?view=0365-world
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Sub1 EWVSZRID Azure TR0 ) T3 ohiHbY £9,Subl 21X, SW1T & LVS &ZREID Microsoft Sentinel 7—%4 ARXR—X & Windows Server #E173 % VM1 £ LVS ARIDRET L UNREENTLY
FT,SWIIE AMA ORI 2ZNH LT Windows 2¥a T4 ARV FEFERALT . VMI otEXal)T0 BTZRELET,

VMIMNBIRET 54 Ry FOEBEEZHIBT A2BELAHYET Va1 —2 a3 VL BEERXRARD FOADNREEINDESITTINELHY ET,
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EventData[
Keywords[ % 1) } ords
System] System
IEfi:
Answer Area
Security!"] v . 1'® " [Keywords= '0x80100000000000007]
EventData[ EveniData
Keywords| Keywords .
Systeml L[ [System Microsoft
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&H71E1=1EMicrosoft 365MH TR ) T 3 o EHEHLTT,

TN—TOEEFELIFHBREZERLEIRTOEX 2T TV VIV ERETHARENHYFT KALV T VEEDEL S ITERITNELINTL LI N ?EEFT HICIE, BEEHTEIGA T a Y

ZERLTSESY,
T EF LIRS Y MBS hET,
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MicrosoftGraphActivitylogs

| where Ftt-.;ltwc,tun ¥ contains °‘/group’

oS Microsoft

Type
| where RequestMethod |= "GET b
“GET"
1°POST"
PUT"
| project Appld, Userld, ServicePrincipalld




Microsoft

MicrosoftGraphlActivitylogs

| where Egi!illi ¥ | contains " /group’

ket e
o0 S WS e e s

“PUT"

| project Appld, Userld, ServicePrincipalld

=. M lcrOSOft M E‘iﬁuphkthltylaﬂ
Q}bﬁlrl RequestUri ¥ | contains ‘/group’
%‘?;% | where RequestMethod |= “cET" v
ﬁﬁﬁ' | project AppId, Userld, ServicePrincipalld
HRi: 36

Windows ¥ a2 ) 74 4 RN b OJ ZIRET BIZ1E, Microsoft Sentinel DEBH# i@l HELHYET, ESITNIELVWTETMN? EETBHICIE BBFEZY 7 abo@IGd T3 o EERLTCES
W E ERBIEITTI RS bAMESIRET,

..M'Crmm &

Azure Monitor agent
Windows Azure VM Agent

Query by using: IlﬁL ‘iil

WQL
XPatl_1__

1E fiz:
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o~ ( Ardte Monitor agent
7 | Windows Azure VM Agent
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Microsoft Sentinel 79— ARXR—X = HEHFEBH T,
Microsoft Sentinelf 7> MM UTORIZTRT &S ICERSINET,
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Answer Area

m.ﬂ,,MlcanI;!;mw, R —

]. Alerts
A ¥ | Entmies

invesugate

Petiormed dunm; the investigation can LCnmmems |

" - viewed by selecting [answer choice]. | Alerts
%@ Bookmarks

| Status

s oupot el ML QS QL 1, e =

selecting [m m; Alerts

A list of the acmrlms pafbrmeﬁ dunng the investigation can I Comments v ]
__be viewed by selecting [answer choice]. Alerts

Explanation:

A map of the entities connected to the alert ¢ Investigate
‘ choice].

Alist o dunng the investigation can Comments
o M icros be viewed by selecting [answer choice].
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Azure Security Center MEED X1 ) T+ ZEZZEL-LETICEBNICBELEEZ N A—957—9 7 0—BBEZ/ERT 5(2(%, Azure Resource Manager 7> 7 L— b2 ERTH2LELH Y
F9,

WE Azure )V —RETOED I = I 5T 0T L—FrOBAEEDLSIICAATNEIVWTTHN?EETDHICIE, AERTEUGA TS a vEBRLTLEZS,
EEE LIRS FOAMESNFET,
“rasources™: [

{

“Lype®”: " W /automations®,

Microsoft Automation
Microsoft.Logic
Microsoft Secunty
“apiVersion®: “2019-01-0l-preview",
“name”: “[parameters(‘name’)]”,
“location™: “[parameters(‘location’)]”,
“properties™: {

“descraiption”: “[format(variables(‘descriptfian’h.” “*{0}'.
{*‘subscriptionId’})]1”,

“igEnabled”: true,
“actiona®: |
{
“actionType!  "“LogicApp”,
“logicAppResourceld”: “([resourceld(‘ITEM2/workflows’,
{‘appName' ) ) 1",

parameters

parametarcs

“Yuri®:"*[listCallbackURL (resourceld (parameters ( ‘subscriptionId’),
L] & nE ¥ % | "
parameters ( ‘rascurceGroupNama’}), | W /workflows/triggers’,

Microsoft Automation
Microsoft. Logic
Microsoft Security
parameters( ‘appName’), *manual’), *2019-05=00°01 Hlﬁ?]: a

i
F \Mlirroaocntt
| i

IVIICT UOU

LW

1+



“resources”: . : M l Croso t

|' fautomations®™,

Microsoft Automation

“apiversion®: “2018-01-0l1-previaw”,
“name": “[parameters(‘name’}]"”,
“location”: “[parameters(*location')]”,
*propercies™: {
*description™: “[fnrmnt{wlriahlas{‘dpgcrippinn'}, “{0}', parametars
{ *subscriptionId’))]",
“isEnabled”: true,
“actions™: |
i
*actionType" ™ LogicApp” .,
“logicAppResourcelId”: “[resourceld('ITEMZ/workflows', parameters
(‘appName’ ) ) 1",
“upi”: “[IistCallbackURL(rescurceld(parameters(‘subgcriptionid’),
parameters ( ‘rescurceGroupName’ ), *

| W /workflows/triggers’,

Microsofl Automation
icrosoft Logic,
Microsoft Security
parameters ( ‘appName”), "manual’), *201%-05-017).wvalue]”

¥
| I

Explanation:



“resources”: |
{
lltype.f!:

L1

VW /automations”,

Microsoft Automation
Microsoft.Logic
Microsoft Security
“apiVersion”: “2019-01-0l-preview”,
“name”: “[parameters(‘name’)]”,
BNlocation”: “[parameters(‘location’)]”,
“plRopey P o6y f
Ydeséripbion™ P [format (variables (‘description”™), ‘{0}’, parameters
( 'subscriptionid’))1l”,
“isEnabled”: true,
“actions”: |

1
“actionType™: “lLogicApp”,
“logicAppResourceld”: “[resourceld(‘ITEM2/workflows’, parameters
(*appName’))]",
“uri”: “[listCallbackURL (resourceld(parameters (‘subscriptionid’),

) - ¥ ’ L] %
parameters ( ‘resourceGroupName’), W /workflows/triggers’,

Microsoft Automation
Microsoft Logic
Microsoft. Secunty

parameters ( ‘appName’), ‘manual’), ‘2019-05-01’).value]”
}

1
anr

Azure Security Center (¥87E (& Microsoft Defender for Cloud) Tl Z 7—% 7 B—BE&h1k (X Microsoft.Security/automations #M ARM ') YV —X L TTFRE Y aZ v asnEzEd BEEY V—XIE 1 DU
tDT7 a3 EFEEL, TV 3 Uh Logic App DIGE  actionType [ LogicApp IZERESN 74U 23 vIE)Y—X ID T Logic App #SBT H2LENHY FF,ARM Tl Logic App DIELLNTA
INA B —Z B2/ (X Microsoft.Logic T#H 5 1= T 7 L— kTl resourceld( ' Microsoft.Logic/workflows ', < logicAppName > ) % {§F L T logicAppResourceld Z8&E L £ 9,

tXa1)T4 75— FTLogicApp Z b H—TEBESICTAICIE A= A—=232 7O23 (2 LogicApp DFEF ) H—~Da—I)L/N YT URL ZEHLIZLENRHY I ARM TIE I+
1) Hf— 1) —R ID [Zxt L T listCallbackURL() #ERA L THWESNET, 2D )Y —X ID [ZIE Microsoft.Logic TANA ¥ —HLFERAT H2BENHY FTI, DF Y resourceld( < subscriptionld > | <
resourceGroupName > _ ' Microsoft.Logic/workflows/triggers ' | < logicAppName > _ ' manual ') T_ Logic Apps APl /A—2< 3 > [X 2019-05-01 72 &£ T9, Z 4l Security Center 7—2 70— F— +
A—232®FRxary MeEhtz/N42 — > T3 Microsoft.Security/automations D FIZA— kA —> 3 0 %FFEE L LogicApp 24 TD T L 3 »%F$EE L Microsoft.Logic TO—4 7 O0—%5 R

L . Microsoft.Logic/workflows/triggers @ listCallbackURL #r L CTFEI ) A—DaA— NV I ZWHBLET, COEBRKRICKEY BESNIzEXa1UTa 73— RESNIEEIT . A— A= 3Y
MLogicApp ZHUH LT, — BT 57 57— FZELICHFBENLETINDSLSICHYET,
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H7x1=1& Microsoft 365 DefenderZ & A9 S Microsoft 36540 TRV 1) T a v EMALTEY TOHY TRV 1) T avildUsert E VWS BRID I —HF—NEFENTLET,
A—H—1DT7ho U bPIRESN-ZLZHHMOELET,

UserlMA T A U LE=TNARATHRELETS— N 2HRTILELNHYFT,

BREIZIEEDLSICEAZTNIEIVWTTN?EETSICIE ABZHETED G T a vEBRLTLESN,

R LITIRA Y RAMEShET,



Devicelnfo
| where LoggedOnUsers contains "userl®
| distinct Deviceld

| ¥  kind=inner AlertEvidence on Deviceld

extend

oin - L. )
project = Microsoft

| project Alertld

| join AlertInfp opeAlerntld

| v

Alertld, Timestamp, Title, Severity, Category

project
summarize

where LoggedOnUsers contains ‘userl’
distinct Deviceld

¥ kind=inner AlertEvidence on Demiceld

= Microsoft

i

project Alertld
join AlertInfo on Alertld

¥ Alertld, Timestamp, Title, Severity, Category

roject _!
summarize

take
Explanation:

my R S5

REIDEEER,

ZMDY ) TlE _kind=inner ZFH L TAHKEEZIEEL TH Y  Deviceld DERIDED EEHRELFLNTILVET,

DY I I& Devicelnfo T—TILEZFERAL T BREDAEEDHS51—F— (<K7HIY M) BTNARICATA DV LEENESHEHERL TNODTNAATRYA—SN=z75—rbE—EXRTRL
FY,

TN RIER



INRESNF-AREEDHLIZTH I N TA VLTI REZRELET

| LoggedOnUsers |Z '<account-name>' W& FEFN BH5E

| fERIDT /34 XID

17154 R %AlertEvidenceT— JJL & Alertinfor— LD 75— b La—FEBELET
| join kind=inner AlertEvidence on Deviceld

| 7Bz 75— FkID

NA—H—50004 2 LTI R EDTRTODT7S—rEe—EXRTLET

| Alertld T Alertinfo [Z£&40

| 7Yz 75— MD B4 LREZVT A4 MLV EEE _HTTY

TINA R O A > a1—H— 75— FEE#L "project AlertID"

Ryo 270y b+

SZE ¥ https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-emails-devices?view=0365-worldwide
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Defender for CloudDE# Z i -3 HENHY FT,
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A txa) T4 BEE
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C.txalTsHEbEME
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EfR: (ERERTLET)

FEwY Y4 BARRE

BEEM
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7277V hLFEMY—EXRHTYT,

F#lE=a2—3—2 B Ry JUHR—IVIZZHEEZ TS, Fabrikam(Z[FHEFFIZY E— b2 —H—DEY 5D I—F—[XVPNEHKEN L TIXHICTIERTDHIET VTV FH—ER
EFECHRNIY—RIZTIERT B,

ZDFY I —7I1Z1F fabrikam.com & LY5 & EID Active Directory KA A4 > H+—EX (ADDS) 74 LR FWEENTEH Y _ fabrikam.com & LVNS ARID Azure AD TF 2 FERIEILTWWET, 74 LR
FEEIHIT B -HIZ Fabrikam [Z/NR R IIV—EBEEZFAEAIZL /NKRAT— K Ny 1 EHAZEEINIC L 1= Azure AD Connect ZERAL TLVET,

fabrikam.com® 7 # L X MZ(X_ Group1 &Group2& LV 522D 5 O—NILTIIL—THREEFNRTWET,

Fabrikam® £ 1 —4—I[Z[&_ Microsoft 365 E53 1 2 > X & Azure Active Directory Premium Plan 25 4 > X A& Y BT 5 TULVET, Fabrikamld Microsoft Defender for Identity & Microsoft Defender

for Cloud AppsZEA L OFaL Y2 —%#HAMLTWHET,

Fabrikamld LTFTORIZERT VY —REELAzure Y TR0 ) T3 Vv RELTULWET,
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5
Name Type pEcipaehl 1T UOU |
App1 Azure logic app | To automate incident generation in an internal
ticketing system, the security operations (SecOps)
team invokes Appl by using an HTTP endpoint.

SAWkspci Azure Synapse SAWkspcl hosts an Apache Spark pool named

Analytics Pool1.
workspace
LAWkspc Log Analytics LAW#Kspc1 will be used in a planned Microsoft
workspace Sentinel implementation.

Fabrikaml&_ Account1 & LY 5 & RiTDAmazon Web Services AWS) 7 h ™ > F&FTE L TULVET, Account1IZlE, B X2 L\Windows Server 2022 % E179 % 10018 M Amazon Elastic Compute Cloud EC2)
AVRBUANEFENTVET, 2D A A —IZ[EMicrosoft SQL Server 2019 EFNTVWEIMN . I -z U MIA VA =L TULWEEREA,
A—H—H VPN B AT 5 & Microsoft 365 Defender (& SRR THS BY BJBLEWVWRITIZ T— bEXREITRESIEF T, /-, Defender for Identity (& FRRENTH S Eet> L L DCSync WE |7
S—hEREBICHRESIEET,

FabrikamlZU TDH—EREE AT HFETT,

* Microsoft Defender for Cloud

A4V IT bEVFRIL

Fabrikamld L TOE R REHEHELE LT,

AlREZRRR Y R/IMERRDIREIZEAT 5,

¢ EEEZBOFEZER/IRICHZ S,

Fabrikamld _ Microsoft Defender for Cloud AppsDE# & L TUTDREZEIFTIVET,

*EMAAEERIEENESR) O—F B —DBEDFHICEHINTWVWSIIEZHRAL TS,

FERERENIC KD, HYBLBWRITICET SIZEDHER ST,

REHT7S— FORBICLELGEELDFHEHR/IMRIZINZ S,

Fabrikam(Z  Microsoft Defender for Cloud B L TUTOEHR 24 ELE LT,

CON=T22DA NN X 2 TAR)—FERTELILEHRL TS,

*Group 1D A U IN\—Azure TRV 1) T3 U LRIV TIREIESFRY S—DA = TF7FITZEYETOENDKSICLET,

* Azure Arcxt it —/\—[d] [+ Azure Connected MachineT—2 x> DT 704 % Account1 DEEES L VEED ) V—XIZBEIELET,
REANT I — FOREBIVELGEBEXRZR/IRICINZ S,

Fabrikam(d Microsoft SentinellZB8T 52U TOEHEZHFE L F L1,

*HAAHDEELF1Y T ERETIL ASIM) A —H—%FEAL T, BE7ARNONXDOMAINDNSy ¥ TR FEBRELET,

*AWS EC24 Y RAA VAMD A—ALTIL—FAVNR—2y TOEEEEEWindowstEF 1 FA A AL bOSFIY MY ERELET,
*A—H—BLUVIVT A T4TE8PH VEBA)ZHERAL T Azure ADA—H—DEELT7 IV T+ ETA#HELET,

*UEBAZERA L T BEESizAzure ADA—H —FIIMERODBENLGEZELTMLET,

* App1HiMicrosoft Sentinel DEEIEIL—IL THEEATESEFHEREL TS,

*@BEIOEMBICHRELEA VT MIDWT, P T—=DI2hD D EHEEERET S,

*BEIHMBICHEELIA VT MNEIO—RXTH5ETCOEHBRREHELET,

COGLN—=—TIDAVN—NT LA TV I EEBB L UVERTTEDLILEHRT D,

FOWN—=TIDAN—DFI—IILEEETEL L ZHRAL TS,

*Jupyter/ — b T EER LT Pooll TI\Y T4 V99T H#ETLET,



FOWN—=T2DAIN—DA VT U NEBEBTEAILEHEET S,
FT—RAOTYDINTA—I LV RERKILT B,
INETHT—3=242&/IRICHZ S,
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ESEGEESRETC. Y- F—T 1 H#OIVMILAREREY 7 FMERASNTWEEETLI7AMILETAVITHICE, EOREEZF VICTILENHYFEITM?
A.EDRZJOY Y E—KRTHUIZLET,

B. HEIERE

C.77ALNEHAIFELIETOYY LET

D. LREDI T

Eff: (EfEZRTLET)

T3 VANERTYT, TOV I E— RFOEDRIZ, H—FN—F A ®OIAILAKEKY 7 FEBATEET,

AT I3 UBIFRBRYTY, DrAILDHFRFERITTO Y (#ee4ERT 5121%, Defender AVAALETT

BIRFECIFRY T BFRAETEHI7ALIET OV I ShFEHA,

S
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-antivirus-compatibility ?view=0365-worldwide
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BERIIADDAzZure Y TRV ) T2 avEBBELTT , ZDSE5D1DDHY TR ) T 3 VIZIE Microsoft Sentinel 7—9 AR—ZXANEENTWET,

Azure Policy L THIRY ) T avhbT—2 %#IRET BHIZ(E Microsoft Sentinel T—2 ARV 2T TAA T EHIRELAHYET, COV ) 2—2a TR RY—HRHTRHUY T3 vA
DFR)V—REBFEYY—ZADOMAICERINS I LEZRIAT IDHENHY FT,

EDIATDaARYFETAEDI=ZITIRED Fh TRTONY—XDBPERSINDIESICTBHICIIMEFERATARNEN BETHICIE, AERMCTEUGA T3 UEERLTLIZSW,

R LIRS Y FAMESINET,
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Cofnector type Diaanostic settinas

APl-based

Diagnostic settings

Log Analytics agent-based

Use: | A remediation task i I
A remediation task
A workbook
An analytics rule



https://www.jpnshiken.com/q/68012-6313290/

= Microsoft e

Diaanostic settinas o
APl-based

Diagnostic settings

Aworkbook™ — T 7
An ana_!;gticsirule B

Explanation:

Answer Area

Use: A remediation task b6

Microsoft
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FSwI7r R Rray TR

HiEzFAzurey TRV ) T3 V& EHEB T,

UTOEHEH-T=-OHICIE EREZET IVENHY FET,

Azure Defenderz A%t S K UVEIELF T,

-V —RIZEF )T ICEATAEESTEZEAT S,

fRRRIE, RIMERDFRACE DI ITNIEE S,

BEHIZH LT, ED Azure Security Center O—J)LEFRITARETL LS ?RAET DI BYNEO—ILEZYTIEHICFSY I LTLESWN, £O0—)LE 1 E EHE FEFE-KFERLE
WMEELRHYFET ., AT UOVERTT BICIE RS VEOREN—F RSV TTEN RV O—LT ELELNHDIGEENHYET,

EEfE LIRS FOAMESNET,



Roles Answer Area

Security Admin
Enable and disable Azure Defender: Role
Resource Group Owner
Apply security recommendations to a resource: Role
Subscription Contributor
Subscription Owner
IEfi:
Roles Answer Area
Enable and disable Azure Defender: | Security Admin
Apply security recommendations to a resource:  Resource Group Owner
| Subscription Contributor
‘ Subscription Owner
Explanation:

Ry YR X2 T4 ERE

Ry P R2:Y—RITIN—TOFREHE
CHNIFEHREIYIERNMEVLOD X)) T ICEHTHHRESTEZERAT S LIEAIRETYT,
S

https://docs.microsoft.com/en-us/azure/security-center/security-center-permissions
https://docs.microsoft.com/en-us/azure/defender-for-cloud/permissions
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&7 f=[EMicrosoft 365 ESMH TR U ) T avuxbEBTY,

Document | E WS RHIDHRMG T 7 AN EELITRTDA—IILEZRTREIT) 25T HDELHYET,
PDF7 74, 9T VIIUTOEGEE-ITHLELHY FT,
*BEIBBURAICEEINA—IILOAHFERTLET,

*OIYDN T+ —IVRAERBIELET,
BREIZIFEDESIZAZTNAELINTTN?EEZTAICE AZHCTETD LA T a oEBIRLTLESWL, F
EZEICIRS v MEBTEET,

Answer Area

EmailAttachmentInfo

B4

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp = ago(1h)

| where Timestamp < ago(1h) \Y

1 v

lICrOSOT1

| where Subject == “Document: Attachment” and FileName == “Document.pdf”

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256
| where Timestamp > ago(1h)

| where Timestamp < ago(1h)




Answer Area

fmailAttachmentInfo

v

| join DeviceFileEvents on SHA256
| join kind=inner {DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp = ago(1h) |

| where Timestamp < ago(1h)

| where Subject == “Document Attachment” and FileName == “Document.pdf

liginDeyiceFlleEventson SHA296 _ _ _ _ _ _ _ _ _ _ — - - - - |
| join kind=inner (DewceFlteEvents | where T| mﬂstamp > ago(1h)) on SHA256 3

I el ey, e, e I .

| where Timestamp= 290 M) [C T OSSO T
| where Timestamp = ago(1h)

Explanation:
Answer Area 2
% .

EmailAttachmentInfo . &

| where Timestamp > ago(1h) %%_,_; -

y here Suhject == ﬂacuruqt ﬁﬁaﬁhment and FileName == "Document.pdf”

| :%cme‘{ |hn-'nr-ﬁﬁe'-:r|ff'@&wn!f. | where Timestamp > ago(1h)) on SHA256 v
Eﬁ:ﬁ: 45

&7 Tz [EMicrosoft 365 ESMH TRV 1) T a & HFH T,

715 1=1EMicrosoft 365 Defenderz{ERAL T FAA V&2 F W EHRABE2ERIT AFETT,
BEOHIDA—NWRFAITFANDEEEZFT-TNARERET DX BELGNTA VT EERT H2RELNHYFET,
BRIICIEEDESIZAZETNIEIWTTN?EET HICIE, AZFHTEYGA T a oEBIRLTLESL,
EEE LIRS FOAMESNET,



Answer Area

EmailAttachmentInfo
| where SenderFromaddress =~ “MaliciousSe Rexample.com”
= Microsoft
| where isnotempty (SHAZ256) ! __.|
| A JK
extend
join
project
union
DeviceFileEvents
| |v FileName, SHAZSE
extend
join
project
union
) on SHAZ2S5é
l |v Timestamp, FileName, SHA256, DeviceName, DeviceId
extend
join
project
union
L, T e | Y o s o] e T i s B ] ] e e ﬁﬂﬂ-:lﬂ-:n“‘—ﬂn—t-:“a-dndu-nnﬂ

1E fiz:



Answer Area

EmailAttachmentInfo

| where SenderFromAddress =~ “MaliclousSender@example.com”

| where isnotempty (SHA256)

DeviceFileEvents

' | W_FileNahs, SHA2S6
extend | L] ) | b

on |

|project

union

) on SHA256

Iv Timestamp, FileName, SHA256, DeviceName, Deviceld,

extend
jom
[project |

union . -
'._=;‘:_; Mﬁmrdress, RecipientEmailAddress

&t BA



Answer Area
EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSender@example.com”

| where isnotempty (SHA256)

| A 4K
extend e
join \J
project
union

DeviceFileEvents

| W FileName, SHA256
extend
join
project
union

) on SHAZSG6

I V¥ Timestamp, FileName, SHA256, DeviceName, Deviceld,
extend
join

project
union

NetworkMessageId, SenderFromAddress, RecipilentEmailAddress
=08 -
yll\\ -

https://docs.microsoft.com/en-us/microsoft-365/security/mtp/advanced-hunting-query-emails-devices ?view=036
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Microsoft 365 E5 4T R4 1) T 3 »IZIE User!l & User2 EWVSZRID 2 ADLI—H—DAEFNTVWET  ROBRICTRTESBENYTFA VT T )RHY ET,



W - - N icrosoft - -

AuditLogs
where TimeGenerated ugo{?d}
where OperationName == “Add user”™
project AddedTime = TimeGenerated, user = tostrin.{ﬁrmﬂ‘ukﬂ{&] usérPrincipalname)
join (AzureActivity
where OperationName == "Create role assigppe :
project D'p.-l‘ltim, nolm:iMﬁ - rated, user = Caller) on user
project-away userl

1
2
3
4
5
6
|
8
9

A—HY—([FUTDREAFEETLET,

*User1MUser2(c4/ O—/\)LEBEO—/LZE|Y S TES,

*User1(dUser3& WS BRTOFH L W1 —H—ZERK L £ D1 —H —I[Microsoft TeamsD 51 R #E|UHTET,
*User2 [ Userd E VWS ARIOFLWNVAI—HY—ZEHL. ZO1—HY—ICtF2 ) T BHEFOERINZENYHTET,
*User2(dUser5&E WS BRIDH LWV —HF—ZERL  TO1—HF—I2EFa12 ) T4 ARL—E2—DEREZENYHTET,
UTOEEBRIZTOVT, ELWMEEF RV ZBIRLTCESWD, 25 THMGEIE DWOWZ 1 ZBIRL TS,

R LIRSV EAMEShET,

g M icrOSOft Thequerymlh@“?oleasmtntUmz.

identify the creation of User3.

0& query will identify the creation of UserS.




Statements Yes

Ll &

The query will idagty the role assignment of User2

The Guerwill identify the creation of User? |
o~ N
cc oy Wilidedtly thelrdabod of Ysds. [

A7 SC-200f57EE [FJPNTest.comiZ2fit S SC-2005KERIC BT B Z & ITRICII B ET ! JPNTest.comld S HFTSC-200RERFAEE #124E L F 9, JPNTest.com SC-200RERFARBE (X S EH S
NELE, CCTSC0BBEENDTRA IV UEFIZANT T, BFRD 7 Y £ X _ https://www.jpntest.com/shiken/SC-200-mondaishu 890fi. 3 0%7 « A A > b HFHILEEG O— K:

JPNshiken|
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HFLWAzure TR ) T2 a3 U4 L Azure Monitor D O S DIRE BB LET,
Azure Security Center ZHBB LT B LWIP 7 FLAMN G Azure RET L UOADY A A4 VICEET B EMGEBREZBRETEDALIICTTIBEAHYFET , V) a—2aviE, COBRERIT S

BENBHYET,
IDDMTHZIBHFICETTIMLENHYFET , BETHICIE TEHI R A SEVLTEHZEERCBESE ELVEFICHREZ TS,
ALUUIID AlIDWEI AlTd

~hange the alert severity threshold for emails to
Aedium.

~0py an executable file on a virtual machine and
ename the file as ASC_AlertTest_662/fi039N.exe.

-nable Azure Defender for the subscription.

VO
Qe

~hange the alert severity threshold for emails
0 Low.

un the executable file and specifrthe_é'ppmpriate
wrguments.

iename the executable file as AlertTest exe.
1E fiz:


https://www.jpntest.com/shiken/SC-200-mondaishu

Answer Area

Enable Azure Defender for the subscription

Copy an executable fil= oft @ virtual machine
and rename the file as ASC_,

Run the executable file and specify the
appropriate arguments

1-HTRY 1) FS 32T Azure Defender #BARIIZLE T,
2-RETUIZEFTAEIFAILEIAE—L T7AILEEASC ,,, [TEBLET,
3-FETARE I 7AMILEETL BEUESIHEFRELET,

S

https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation
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Azure Active Directory (Azure AD) 1—H—%# OV I F5HITERAINTVWSIEED Azure APy Y FTULRHBYET , 20Dy Y FTVEFHTEFHINET,
Azure SentinelZT 7R 4 L%,

Azure Sentinel TEEFEDO DY Y 7TV ETLA T ELTHERATIBENHY EFT  ZPDICAZETRETLLOIN?
AFLWOWRTDa—ILEAIT)IL—I,

B. Azure Sentinel [CT—4% IRV 2 ZEBMLET,

C. Azure Sentinel ThRALERBA VTV RARV A EERLET,

D.OYYIT7TIUD N HF—%EBLET,

EfE: (EfEZRRLET)

https://docs.microsoft.com/en-us/azure/sentinel/playbook-triggers-actions
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

B 49
Azure Sentinel N5  ROBIZRT LS ERXREOFNS VT FORERA VERETET,
ni - =
E3 Timeline
+) O©
E.J nifo
[vm17] L &
New processes ob... @
®

RIZRENFERICEDVT, SR ZERSESIBRREZ FOY TV A1 —2FRALTGERL TS,
T EF LIRS Y RAIMEEShET,


https://www.jpnshiken.com/q/68012-6313297/

if you hover over the virtual machine named vm1, v

you can view [answer choice]. the inbound network security group (NSG) rules
the last five Windows secunity log events
the open parts on the host
{he running processes
“you select [answer choice], you can navigate ‘ v
o the bookmarks related ta the incident. Entities
—_— . Info
Microsoft |msigits
Timeline

If you hover over the virtual machine named vm1, ‘ h 4

you can view [answer choice]. the inbound network-security group (NSG) rules
the last five Wmdnws security log events

. . the open ports on the host
";; .{ 'O wﬁ.ﬁ'“‘f fffie funning processes |

you select [answer choice], you can navigate ‘ v
to the bookmarks related to the incident.

Entities
Info

Insights
Timeline |

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-investigate-cases#use-the-investigation-graph-to-deep-dive

SR
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77— 3 VEEDICEREDAzure Functions7 T Mo 7 O 2R ENBAzure R fL—PF7 DU b EBELTT,
ARL—C7HoY ZEAY BAzure Defender® 7 S5 — F 2 ERTRICT 2HENH Y T T,

HMFL—LTIE, EDIVTATARATETA—IFEFRAIANETIN?AET ST MEFMTHEUGA T a vEBIRL T EZEW
R EICIRA Y FAMESNET,

o



IVIicrosoftt

IP address

Azure Resource
Host
User account

Name
Resource |d
Address
Command line

|IP address
Azure Resource I
Host X
User ,a__c_dbf}ﬁt- '

AVE «
LTS
5 =

L

Name
Resource Id
Address
Command line

SR .
https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-alerts-are-now/ba-p/1404920
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BHTRK ZTOD Y FDT— 3 EFNTNELDAzZure b TR ) T3 VIZRBELTWET , I RXTOYTRY ) T 3 VIEE CMicrosoft EntraT3 > FEFERL TLWET,
£702 4 k&, Windows Server2E£179 M DAzurelREY L U TR INATLET  HET S > OWindowsA R I HEI S VDEFNFNDY TR ) T 3 VADLog Analytics7—4 X



R—RIZRFESNFET,

Microsoft Sentinel Z# LN Azure Y TR 9 ) FoavizF o4 LET,

TRTOY TR 1) T2 aoDFTATO Log Analytics 7—9 AR—X #HEMICHRET HIZ1E, Microsoft Sentinel TNV T4 VTV L) #RITTILENHY FT,
ED2DODITEZEDRETLEOIDN? TNENDIEREIL BRED—EHERLTWHET,

FEfE LIRS EAMESNET,

A ))—RAKETA Y TRABEFZEZFERALE-IVIUZERLET,

B.TAUT7RRT— AV MEFERALET,

C. &£ —%4 XAR—XIZMicrosoft SentinelV ') 2 — 3 U ZEMLET,

D. T— OV AR—AKXE L ARBEFEZFERI SV IV ZEZERLET,

E. Microsoft Sentinel 7—9 AR—X[ZEFa ) T4 AR AR A ZEEBMLET,

EfE:C,D (DA FERET )

BED Azure Y TRV 1) T2 3 VICTEABDEHD Log Analytics 7—9 AR—ZXMN&H Y LD Microsoft Sentinel TTAA A2 kDL T—I AR—RBDN\NVT 4 VTV L) %RTT HEE

(%, Microsoft /A Sentinel ¥ 2 A > MZST D2 DDOFIEEETTHIHELHY T,

* &) —4 AR—Z|Z Microsoft Sentinel ¥') 22— 3 ZEBMLET, VT 2F1T9 5 Log Analytics 7—49 AR—X[EF R T Microsoft Sentinel WERNZEH > TSN EHRINTWEILELHY
T3, CDOFIEEZEFTTHE, T—U AR—XI[L Sentinel DA N T 42T BIUVRAEHEICSNTESLLSIZHYFET £T—Y ARXR—XT Sentinel BECHE>TWEWNMEE NV T 2T
TVET—EADT I CRFAOT I REREHFELEEA,

BHOT—YAR=RIZH=>TH ) 2ETT 5IZIE, KT —H9 ARXR—X TMicrosoft Sentinel BB > TWBIRBELH Y FT,

* workspace() =X & £ FRIKEZE F E#FHT S - Microsoft Sentinel M/\> T« >4 2 T V)& workspace() A CHHTRMIZT— Y AR—RZSHB L L£RAKEEFTHABHLEDIZET EHNT—I R
R—RIZEEN>TEFTTEET, A

* union workspace('ProjectA-Workspace').SecurityEvent

* workspace('ProjectB-Workspace').SecurityEvent

* workspace('ProjectC-Workspace').SecurityEvent

*| £ R D == 4625

workspace()BE#I(EX) E— FT—O AR—XZHEAI L unionBEHIIHEREZHEA L TCE—D I T UHAICLET,

hZERERIZRY T,

*AEBIANTRENY—AKIEX, T—V AR—RAADEHR) VR T )IZERASN, V=V AR=—XEI TV IZIXERSNFLEA,

*EEEFXFaAUTAAR ORI A EEMLTE WindowsB T DR Y IAAZDABEHIN, T—Y AR—REZFE-WEBB/N\NVT14 VT EEMZRY FEA,

Eﬁ:ﬁ: 52
Workbook1&Webapp1D 9 T1) ZERET LHHELAHY ET, V') 21— 3 UIEMicrosoft Sentinel DEH E#i-I HENHY FT VT VIFEDKSITEEINEINTIN?EET HICIE, EEREET
WUHEA T avEBIRLTCESW, F: EfEEITIRA U FAMESAET,


https://www.jpnshiken.com/q/68012-6313300/

Answer Area v

Data source to query: | ISON . | = . - L

- stom, endpoint [
*. 9 Il
On \ nable Cross-Origin Resamrce
Enable Cross-Origin Re e Sharing (CORS)
6 Enable Same Origin Policy (SOP).
:0 Enforce TLS 1.2. - —
IE f:

MRIM>WET Arcd

Data source to query: | JSON : ) o
‘A custom endpoint =
‘A custom reseurce provider

y ' Yon Webappt

—\ icrosoft

Enable Same Origin Policy (SOP).
Enforce TLS 1.2.

Explanation:

B 53

Microsoft Sentinel 7—%9 AR—X#HEHFEETT

Parser1 & L3 & EID A X 2 LsAdvanced Security Information Model ASIM) /A\—H—%BA% L SchemalE WS BHIDAF—IEFERSIEFEFT,
Schemal Z#&iE T S ELHY FT,

COAXVFRELEDESIZETTNIELNWTIA?RBZTBICIE, EERTEYGA T a vEBIRL TS,

o EfE LIRS FAMESNET,



Parser] | invoke ¥ ASimSchemaTester( ' Schemal')
evaluate

‘f‘pﬂg o MR Microsoft

= Microsoft
Parserl | Lﬁﬂﬂhﬂm 8 | invoke ¥  ASimSchemaTester( Schemal’)
evaluate

evaluate

parse
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KSw 7o Rroy @

BEBRDOFRY bT—0I1Z1E Azure ADTFH > FERHIT 54 2 T L S XADActive Directory KA 4 U H—EX ADDS) KAA UAEFENATLET,
Sentinel1 & LY 5 & RTDMicrosoft Sentinel 7—49 X R—X A H Y ET,

Sentinell TA—H—HLUVI VT4 T 417854 (UEBA) ZBAXICL ADDS AL UL EF1)Ta ARV ENRETILENHY T,
ED3DDITEFIEHFICETIRETLLOMN?EETBICIE TH 'JiHJ\ SEYETHERERCBE ST ELVEFICHERBFZ TS,

Actions Answer Area | 1. :
m Microsoft

For Sentinel1, configure the Windows
Forwarded Events connector.

To the AD DS domain, deploy Microsoft

Defender for Identity. m
cO

For the AD DS domain, configure Windows e“ d

Event Forwarding.

From Sentinel1, collectthe @
events by using the L nnector.

For Sentinel1, configur Microsoft
Defender for Identity connector.

For Sentinel1, enable UEBA.

1E fiz:



Actions Answer Area

For Sentinel1, configure the Windows For Sentinel1, configure the Microsoft
_ Forwarded Events connector. Defender for Identity connector

To the AD DS domain, deploy Microsoft
Defender for Identity_

For the AD DS domain, configure Windows | LA i e o2 o UEBA
| Event Forwarding bl

®
| From Se ntinel1, collectthe AD DS security ( g :
| events by using the Legacy Agent connector.

Explanation:
Sentinel1M1B & . Microsoft Defender for IDa %4 2 ZH#H LE T,
ZhIZ & Y  Microsoft Defender for IdentityZ R L T, 4> 7L = XMActive Directoryi 5 A—H—I o T 4 T4 Z#RPTED L SIZHY FET,
AD DS K 4 1 > [ZMicrosoft Defender for IdentityZ BB L £9,
UEBADRA > TLZRDADDS KRAAS UMb EFa T A AR FERETEDH L5129 BIZ(E Active Directory KA >y FA—5—[CMDIZ VY —% A4 VA F—ILT HZLENHYET,
Sentine1DIFE UEBAZEZICL T FZ &L,
FIIWARA 9 FEFVICHYYBZT UEBAZEAMICT HT—2V—REERTIDLENHYET,
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FCOMERX RLOFVAERERTI—EOMED—EHTYT, COV) —XDBMEICIE B RSN -BEZFH -ITUkEOH I HMBOBENEENTVLWET BELY Mk > TIE EHOEELH
BHGELHNIE EENBEWNVGEELHY FT,

CDEIVIAVDEBERICEIZETSE EBHMLOROTHEZETSHIEFITEFRA, ZDOEH A DEMIIETERICIEIRTINELTA,

Azure Security Center #{FHELE Y,

XT3 —TEXF2)VT4T7I—bERELET,

XTI E—T 75— BRI D-ODDWREBIBEZHR T ILENHYFET,

RIRR EXa2VTA4T77— 75— FE2BRL, PO IVEETTHIZERLTIOL, BEOKEZHLET S Va3V EFREALET,

CHNIFEEEFERLTWDEEZRSTLELEIM?

A [Z0

B. LM

R (EREERLET)
B

DELZDIX BREFEDOT7S—bERRTEIILTHY FRKOTI—FZHLETIIETHEDHYFLA, LN -T, BREZERR T4 T a v Z2BIRTIDLELAHYET,
S .
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
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INAT— KDYty FEERITILELAHYET, V') 12— 3 vIE Microsoft Sentinel DEH &=L TWARERHY T3,
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E3TNEINTIMN?EET B2, AERTEILERKZEATEE N,
T EEEITIRA Y FAMEShET,

Answer Area
In the identity environment, implement: o : :
| N Arure AD Password Protection
. M I c r 0 S Of t 1M1crosnft Defender for Identity _
TSmart lockout |

In Microsoft Sentinéhj:ﬁqﬁgure: [ The Windows Security Events via AMA connector b
-~ A Microsoft security rule

The Windows Security Events via AMA connector
'User and Entity Behavior Analytics (UEBA)

Answer Area

—
] -

In the identity env"\ent. ier!n . % fo XD.F 1#-’1_;,_ Ste

Azure Al Password Prt}tmhnn

Microsoft Defender for Identity
Smart lockout

In Microsoft Sentinel, canfigure: [The Windows Security Events via AMA connector
_A Microsoft security rule
The Windows Security Events via AMA connector
'User and Entity Behavior Analytics (UEBA)

Explanation:
Answer Area - “/
4.|-|:. "-\":.‘} &
In the identity environment, |mplemep'1:t AD Password Protection fad
In Microsoft Se EL@M*@‘E&S C!ﬁ Windows Security Events via AMA connector 2 d
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Azure SentinelZ#7T 7RAA LET,
Azure SentinellZa 149 2 #F% L T Azure EDMicrosoft Teams ELinuxiRBB < L U # BRI HAMEAHYFET . 2OV ) a—>a i EBEEEXEZR/IRICNZABZBESRHY £,
ZI)—o0—FRIZEK EDT—R2ARI 334 TEFRITRETIN?EETSHICIE AERTEILEA T a vEBRLTLEEL,
ECEF LIRS FOAMESKET,



] VIICrOsOl
Microsoft Teams:

Custom

Office 365
Security Events
Syslog

Linux virtual machines in Azure:

Custom

Office 365
Security Events
Syslog

Microsoft Teams:

%Mﬁt‘y Events
%, *|Syslog

Linux virtual machings in Azure:

%
|

Custom

Office 365
Security Events
Syslog

s Microsoft
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365
https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog
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Microsoft Sentinel 7—49 AR—XEELAzure Y TRV 1) T a v EHELTY,

Microsoft Sentinel 7 5 — FZIHE L TEBMNICETINS TLA TV I 2T HILELNHYFET,
RAOICAEEDIRETLLOIMN?

A. Azure Functions® k1) 5i—

B. Microsoft Sentinel TO/N\>TF 4 59 1)

C.AzureRAL w9771

D. Microsoft Sentinel® B &t JL— /L



IEfE: (EfEERTLET)
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& %%k HMicrosoft 3657 T ZFERAL THMETLVWEEZ TS,

TENTHATEDEERBRICOVWTHEATILENHY FT,

EORERBRZEZRBAINIELINTLLIN?EET HICIE, BEUEEERBREELWOGRBAICFS v LTLESWD, FEEAERRIE 1E EHE, F-EF-<FERALBEVWEEAHYEFT 20TV E
RRTBDICZIE RAVEDRENZE RSV ITTEIN RV O—)ILTIBENHIIEGENHYET,

ECEF LIRSV EAMESINET,
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Microsoft Sentinel DEH-Zim =3 I=OIC N T A VTV L) ERTTEELEHRTIVELHDYET EDLSBEIATDT—Y AR—REZEETNIELENTLELEIMN?
A. AzureDalabricks

B. LogAnalytics

C. Azure Synapse AnarytKS

D. Azure Machine Learning

EfR:D (A FEHET D)
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HEFRIL Microsoft Defender for Cloud AppsZERA L . 7 5 FREAE I/ > TLYBMicrosoft 3654 TRV 1) T 3 v #HEHEB T,

950 RBRHET—2 &R THIRELAHYFET V)a—2aviE 95D FBRE NS 749y B85 ROI—F—&H ®iT BSMicrosoft Entra IDA—H—F7HD > kDA —F—T 1) > /\)LE UPN)
[CREEMITONTWEZEEZRIATIDLELAHY ET,

FIRAMEITARETLLIN?

AFBERETHOER 7 T)—a Uil s A—F—BEREZRELET,

B. Microsoft 365 7 ') a9V 2 %R LET,

C. Microsoft 365 Defender~MBEEIJ A4/ LY hEEHIZLET,


https://www.jpnshiken.com/q/68012-6313307/
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D.Azure 7 7)) a2 EERLET,

EfE: (EREERLES)

Microsoft Defender for Cloud Apps (MCAS) Tl V5% FIRHE#EN S 74 v o085 F%REL O v FOITOFERKRESC YISO KT TIDT I TAETAEBELET, CORBET—2ERESHE,
FS 74w BTROLI—F—B EEMED Microsoft Entra ID (Azure AD) 1 —H—([2< v E > J 3 51=8IZ_ Defender for Cloud Apps [E1—H—&Z1—H—D1—H—T1) > /\LE (UPN) &BEE
FF2RELAHY ET,

Microsoft Defender for Cloud Apps® K¥F 1 A > bk B & ZDEERITIE, Microsoft 3657 71) a4 2 %4 L TMicrosoft 365 (IBffice 365) IZ#E§kd 5 & BEIMIZITHNIE T,

ZDaxY ZIEMCASEMicrosoft 365&E AL LUTODZ & ZaREICLET,

*RERTHALERFLIA—Y—RZUPNIC—HT 5L SICERIET S,

* Microsoft 365 7 7 €A T K YHMAZ DIERET IV T ET 1 ZIRELFE T,

*TITVr—2 a3 BORE. 77— FOHBBER BLUEHMET I EREBRZEMT S,

ZDMDEREICDOWNTHRBALET,

CEBRETORRTIVS=a0HE- 05D T4 RAANYDBRIETIEELS  UTLEAA LDy 3 VFlEICERIAET,

* Microsoft 365 Defender~MBEN) A4 LY FZEHMZT S -IR—RIIEEIZFERSNA  T—3 I Yy F AV MIFRERSAFERA,

*Azure 7)) AR R -H—KNN—FT 87T )r— 3 0F T Azure RR MR 7T r—2 3 U #EHRTHEOHICERA SN UPN OILRICIIFERIAEEA,

L f=h¥> T Cloud Discovery T—#4 % UPN ¥ v E >4 Tt 93 BIZ1L, Microsoft 365 7 71) ARV A ZEKT HAELAHY ET,

B3R SC-200 RESE (FJPNTest.comigfit Tt  SC-2005KERICEHE T B Z L IZKRICII B ET ! JPNTest.comlFT 5 HFHSC-200:K 5 EE 1Rt L £ 3, JPNTest.com SC-200: Bk fEREEITE S EH &
NELE, CCTSC0MEENDTRA IV UEFIZANT T, BFRD 7 Y £ X _ https://www.jpntest.com/shiken/SC-200-mondaishu 890fi. 3 0%7 « R A > b HFILEES a— K:

JPNshiken;
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Microsoft Sentinel 7 —% X R— X M4 Hifl&Workspaces TY

Workspacel # c IZERELE T,

DNSAARY F#INEL DNSRF—VYRHDEELX 1) T4 ERETIL ASIM) #ig\——ZFERALEFT,

ASIMDNSRF—7IZd L TH T X TL  BE24FBUAICIEE T — FA NXDOMAIN T FEERIP7 LR Z LIS HER TR ESIN-ITRTODNSAIRY hE—ERTTIVENHY FT,
DIV 2—2aVIE VTVDNTH+—I VR ERmRKRICEOLIVLELHY FT,

BRICIEEDLSICAZETNIXIWNVTIN?EET HICIE BBZHTEYGA T a vEBIRLTLKESIWV F B LIRS EAMESAET,

starttime=ago 1d), responsecodenames="NXDOMAN
| where TimeGenerated > ago(1d) | where Rasp@nseCodeName =~ "NXDOMAIN

WAIN" | where TimeGenerated > ago(1d)


https://www.jpnshiken.com/q/68012-6313310/
https://www.jpntest.com/shiken/SC-200-mondaishu

oomemm S5 \icrosoft

(starttime=ago(1d), responsecodename="N XDOMAINY
| where TimeGenerated > ago(id) Jwhere Ré&sponseCodeName =~ "NXDOMAIN"
| where ResponseCodeName == "NXDOMAIN" | where TimeGenerated > ago(1d)

&5 BA
1Im_Dns -
| where ResponseCodeName == "NXDOMAIN" [yihér& TimeGenerated > ago(1d) E-
| sussarize count() by Srclpaddr, bin{limedtnerated,15a) I .
L_l Microsoft
Eﬁ:ﬂ: 63

EE(XAzure Defenderz BT BAzure b TR Y ) T a v BEHLTY,

Azure Security Center® 7 —%- 7 0 —BE{b#aE%E A L T Azure Defender®ZB7 5 — LR ET HFETT,
ERDEEZBHNIZEITT DAzurelR) O —2 T 2RELAHY FT,
BEICIAEEDEIRETLLIN?EEZTSICIE, AZEHCTEUZRBIREEEATLCESL,

R LIRS EAMESNET,

Set available effects to:

v
Append Il )
DeploylfNotExists "
EnforceRegoPolicy | | |J M ICFOSO ft

To perform remediation use:

v

An Azure Automation runbook that has a webhook
An Azure Logic Apps app that has the trigger set to When an Azure Security Center Alert is created or triggered
An Azure Logic Apps app that has the trigger set to When a response to an Azure Security Center alert is triggered

1F fiZ:



Set available effects to:

v

Append _ _ _ _
'DeploylfNotExists

i
e e e e e e |

EnforceRegoPolicy

To perform remediation use:

s L O a

o~ &y v
‘An Azure Automation runbook that has a webhook. O i i el s . S S e g i
An Azure Logic Apps app that has the trigger setto W 6 SRG Ty Ckifer Aler is created or iggered.
An Azure Logic Apps app that hasthe trigger setto VWhen a response to an Azure Security Center alert is triggered
58

G274 hNA—H—A28—Tx—RA TFAL 7ITUr— 3 VOHBITEEMICERSINET
Set available effects to:

v

Append

EnforceRegoPolicy

To perform remediation use:

P\ v
a webhok

app that ha igger setto When a response to an Azure Security Center alert is triggered

An Azure Adtomation r

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

EFEE]: 64
Microsoft 365 E5 T X9 1) T 3 VIl _Userl & User2 EWVWSEHID 2 ADA—HF—AREFNTVWET , RORIZTRTESIBNYTAaVT9T)BHYET,



W - - N icrosoft - -

AuditLogs
where TimeGenerated ugo{?d}
where OperationName == “Add user”™
project AddedTime = TimeGenerated, user = tostrin.{ﬁrmﬂ‘ukﬂ{&] usérPrincipalname)
join (AzureActivity
where OperationName == "Create role assigppe :
project D'p.-l‘ltim, nolm:iMﬁ - rated, user = Caller) on user
project-away userl

1
2
3
4
5
6
|
8
9

A—H—([FUTDREAFEETLET,

*User1MUser2(c5/ O—/\)LEBEO—/LZE|Y L TES,

*User1(dUser3& WS BRTOFH L W1 —H—ZERK L, £ D1 —H —I[Microsoft TeamsD 51 U R #E|UHTET,
*User2 [ Userd E VWS ARIOFLWNVAI—HY—ZEHL. ZO1—HY—ICtF2 ) T BHEFORINZENYHTET,
*User2(dUser5&E WS BRIOH LWV —H—ZERL  TO1—HF—I2EF2 ) T4 ARL—2—DEREZENYHTET,
UTOEEBRIZOVT, ELWMEEF RV ZBIRLTCESWD, 25 THMEESIE DWZ 1 ZBIRLT S0,

o EfEEICIRA Y FAMESNET,

g IVI icrOSOft Thequerymlh@“?deasmtnwaz

identify the creation of User3.

OQ query will identify the creation of UserS.




Answer Area

Statements Yes No
= I wer = v 10 = D
Wl identify the cre Use []
Il wdent I ! D

BEE: 65
HEHL . Microsoft Defender XDR% &9 B Microsoft 3654 R4 1) 74 3 v & CHIESATLET,
UTFTDAT— AV FEEBTITIAHBYET,

wnion DeviceEvents, DeviceProcessEvents

ere ingestlion time() > ago{ld)

DI EFERTEIDRAILBHIL—ILERET HADELNHYEST, COVY)a2a—2aVIE JITVIZT—HT 24X FOBERMIZHAISERBZEZR/NMEICIHZLSZVELAHY T,
IW—LICIREDREZRERITARNETLLOIN?

A. B

B. 128 Z &

C. Efit NRT)

D. 3k C &

EfE:C(AA U LERKRT D)

Eﬁ:ﬁ: 66

Azure TR 1) T 3 UIZld_ Workspacel & LY &HID Microsoft Sentinel 7—9 AR—X & Userl EWVWSBZRIDI—HF—NEFNATLET,
User1hWorkspace1 AL TA VT U M ERABTESLSICTHIRELAHYET , COV ) a— a3 vid mMEBRODRERIIZRS BENHY ET,
Userl[SIXEDHEENZEIY B TEHIRETIMN?

A. Microsoft Sentinel Automation E#kE&

B.Y94BYI7kEUFRIL LRKRKYVE—

C.¥A4/BY7IreUFRILERE

D. Microsoft Sentinel Reader

IEfE: (EfgZRTLET)

B 67

Sub1 EWVSARID Azure B TRV 1) T a & AzDO1 &LVS5 4HITD Azure DevOps #f#A &% Y 97, AzDO1 [ Defender for Cloud ZfEA L TH Y Pipelinel & WLNS&AHID YAML /81 TS5 A V% &
7RSI FREFERTVWET,

Pipelinelld, R SNIzA—T>V—X YT bz 7DOHEFHEMED % Defender for CloudiZH A LEF T,

Pipeline1 8B L T . v—2 L v kb Ax ¥ VDR % Defender for Cloud [CH AT ZHEMNH Y £, Pipelinet [CIZAFEMINIELENWTIMA?BEZETSHICIE, BEBEE CEYGA T a v ERIRL
TS,

FE o EMLICIRA Y RAMESINET,


https://www.jpnshiken.com/q/68012-6313314/
https://www.jpnshiken.com/q/68012-6313315/

W\ categories: ¥ ] *secrets’

gt Microsoft =

categories: | ‘secrets®

| Inpets:
| outputs:

inputs:
categories: .| ‘secrets’

Eﬁ:ﬁlss
Azure Sentinel (& Azure DEELRT IV TAET A ZERTH5-OIZFERINET,
RDEAIZTRT LI BEEHERBT S5-HDHR2 LA HTIL—IL A L& 3

Home = Azure Sentinel workspaces > Azure Sentinel

Analytlcs rule wizard - Edit exlstlng rule
DeployVM

General Set rule logic Incident settings Automated response Review and create

Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

AzureActivity

| where OperationName == “Create or Update Virtual Machine"
or OperationName == “Create Deployment”

| whare ActivityStatus == “"Succeaedead”

| make-series doount (Resourceld) default=0

(PRSNGSR e VNI SRS I LR S e »

s sl AER AW EESa 13 L Y W s e s O AL



IDI‘.’I EVventsiunmlssionrimestamp 1n rangefagogf/a) ; nowi() , 14a) Dy Caller I

View query results >

Map entities .L— Microsof

Map the entities recogmized by Azure Sentinel to the appropnate 'CMI'IS available in your. M

results. This enables Azure Sentinel to recognize the entities that are part of the alenshrﬂﬂher
analysis. Entity type must be a string.

Entity Type Column = W
Account Choose column i} MAdd
Host Choose culamn A & " Add
P _ Choasg_g.ﬂwm v Add
URL &mmanmm v| Add
FileHash ﬁ ~ ﬁ ‘ﬁﬁ:muse coumn v | Add
Query scheduling
Run query IE*LEF; B =
|5 | [ Minutes v |
Laokug datlﬂl'ﬂ the last* @
Alert'threshuld
ﬁenerate alert when number of guery results _ "
| Is greater than ] 12
Event grouping
Configure how rule query results are grouped into alerts
@ Group all events into 2 single alert
(O Trigger an alert for each event
Suppression
Stop running query after alert is generated (O
@ of )
Stop running guery for™
(5 | [Hours v

| Previous Next : Inadent settings >

IW—ILEBED—MELT AVITUMNEREEERT DVEFHY FHA,
RIZRENFERICEDVT, SR EZERSESIBRREZ FOY TV A1 —2FRALTGERL TS,
T EEEITIRA Y EAMEShET,



H a user ,..n-.-... ;I? M‘wm Slmuﬁamﬂlﬁﬁ,m mﬂn}'
. . - ; o Vi
times will you receive [answer choice] in the next five hours.

If three separate users deploy one Azureﬂrtual machine each within five
minutes of each other, you will receive [answer choice].

If a user deploys three Azure virtual machines simultaneously, how many
times will you receive [answer choice] in the next five hours.

If three separate users deploy one Azliiei
minutes of each other, you willreceive : 0 alerts

SQ 1 :!en

3 alerts

S .
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

Eﬁ:ﬁ: 69
UTOKQLY T &L H R 2 LIREBIL—ILHAHY ET,

M:zi:f:everity =Hgﬁf‘i IVI i c ro SOft

|
| distinct Alertld

| join AlertEvidence on Alertld

| where EntityType in ("User”, "Mailbox™)

| where EvidenceRole == "Impacted”

| summarize by Timestamp, AlertId, AccountName, AccpuntObjectld, EntityType, Deviceld, SHA256

| join EmailEvents on $left.AccountObjeetTd == Sright.RecipientObjectld

| where DeliveryAction == “Delivéred”

| summarize by Timestamp, Alertld, Reéportld, RecipientObjectld, RecipientEmailAddress, EntityType, Deviceld, SHA256

UTOEFERIZDOWT ZETHHEIE FRIMZBERLTCESVL, ZEALEVEEEF DOV IZRRLT S,
T EEEITIRA Y EAMEShET,



Statements

The custom detection rule can be used to automatethe deletion of email messages from a
user's mailbox based on the RecipientEmailAddressicolumn

The custom detection rule can be used tp restrict app execution automatically based on the
Deviceld column.

The custom detection rule can be'uSed to automate the deletion .hl!tM rc ro S Oft
SHAZ2S56 column.

—EEMigrosoft

The custom detection rule can be used to automale tl’h Jeietmn of email messages from a { el
L
user's mailbox based on the Recip :cntEudﬁdﬂrﬁﬂnFumn

Yes

The custom detection rule can be usqd la fEtﬂct app execution automatically based on the 1o
Deviceld column. -_.\ b

The custom detection rule cawﬁt uﬂ.‘d to automate the deletion of a file based on the . I 1

5HA256 column of
Explanation:
Answer Area -| M ° f t

iy 1VIICIOSO Yoo No
The custom detection rule can be used to automate the deletion of email messages from a O .
user's mailbox based on the RecipientEmailAddresscolumn.
The custom detection rule can be used to restrict app execution automatically based on the C ]
Deviceld column.
The custom detection rule can be.sed to automate the deletion of a file based on the Ll
SHA256 column.

Eﬁ:ﬁ: 70

workspace1 & L3 & Bl Microsoft Sentinel 77— A R— & VM1 & WS ZHIDAzurefRB8< o ohindHY £9,

VM1t TPowerShell DA E LG FERICEAT 77— FERELFELL,

AT UONEREL 73— FEb)A—LEARVEEREL 77— FRERIIVMIETUTORENMTONENE SN EHRT ILELHYET,
IS IL—TDAN—2y TOESR

ARy Oy nHIk

Azure R—2 LT ED I DDBREZIEBICETTILELNHY FITMN?EETHICIE BRIEFO—ENSBEURRELZRIZMBEHL T, ELVBEFICHRZZ TS,



Actions
From the details pane of the incident, select Investigate.

From the Investigation blade. select the entity that represents VM1,

From the Investigation blade, select the entity that represents powershell ,exe

From the Investigation blade. select Timeline

From the Investigation blade, select Info.

o Sl Bl i i ~L\V" = Microsoft

B

ATV FAEL—FKhb HobA M EERLET,

FAEA YA T—9 Ty L Azure Sentinelf Vo F 2 FERIFELKDIPZ KLRA 7HO9U b HRA M URLIVT A T4 DRABEIIETH-OIZHKFF S TWET,

AT T2 HABEL—Fhd VMIZRTIVT 4 T4 EERLET,

FESWMIT—V ITVIE AT UOMMEIOTATADWMEVNI2DDERELREI D I VITHMINTULET,

AT RS

DTUR YA ME TF YR MIETHRDSentinelf T FOBEZREL . 75— FOIo T T4 BERGEEDEEA I T—INORRGET IV LR EABEICLET,
I oTA4T4I2ETHRER

ITATAAVHA bEFERTEIE  THFIRMIA OO T U MEREFRANINDNGI VT A T4 T—3ZMEL . ZOI T4 T4 ICHT IEERREIFRTETET, COT—V TV U TIHRE, U
TOIVTFATA434TDE 2 —IRHHEEIhTWET,

IP7 FLX

’

N
\I

U FOFEHRA UH D RBEIZBRRLET,
ZERL, BHZRTIFEE BARZIZ2) v LTS,

https://github.com/Azure/Azure-Sentinel/wiki/Investigation-Insights---Overview
https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases

B 71



Windows Z¥ a2 ) 74 41 X2 b OJ ZIRET BIZ1E, Microsoft Sentinel DEBEH =g HELHYET, ESITNIELNVWTETN?BAET HICIE, BEEHETEUGA TS a o2 BIRLTLEZS 0, iE:
ERCEIC1TRA Y EHAMESNET,
Answer Area

II
M |cr0§pg;ﬁq == 3

Explanation:

Log Analytics agent

\(\\\(wwm L
=. Microsoft .\

Eﬁ:ﬁ: 72
HitlXAzure SentinelZERA L T 1A ULDIOTTNNS ANLDT 5 —FEZEBELTWET,



BHDEF21) TAIR—V%—I2&kBE AV TUMDEEHHENZNVED X2 )T LOEBZEHT A ENETITEFITHEICHE>TULNSEWNS,
ZRORABTZHELL EHEEZAVTERBEHATEEOD HRELES1AT7SAE—Ya BTV ) a—Sa v ERETIVENHY ET,
HERICIIAZEDEIRETLLOIN?

A Tvo<—9

B. 54 J&1E

C. HHAAHY T)

D./—F

IEfR: (EfEZzRTLET)

B: 73
HEf=E vm1EVvm2E WS BHID2DDRET L U E2ETAzure b TRV ) T3 oDExXa ) T4 FHIZEELET,
Azure Security Center @t ¥ 21 1) 74 X2 7% Security Center DE[ZFRTRENFET, Security Center 2 TZ&5 1) w o LTLFEELY,)

Secure Score Recommendations status R/ Rgsource health -
I\ 1CLO S QFA
0 s B[ e
CT —
66% (~30 of 45 points) 5 | Healthy
TOTAL | 1
16 completed 21 Tctal
:: — iecommendaband Hot mm
e .| 2

Resource exemption (preview)

{ i Now you can exempl irrelevant resources so they do not affect your secure score. >

Each secunty control below répresents 3 secunty nik you should mitigate
Address the recommendabons in each control focuting on the controls worth the most points
To get the max fLore. T all reCommiendatsons for all resources n 3 control

pch recommendation

Control status” 2 Selectad Recommendation status: 2 Sslected

Recommendation matunty. All Resource fype All Quick fix available: All
Reset Group by controls

filters m On

Contains exemptions: All

Controls
J  Rastnct unauthoroed neteork acoess

}  Securs management ports
>  Enable encryption at rest

# Remedute security configurations

2 Apply adaptroe apphcation control

7 Apply system updates & Completed

7 Enable endpoat protechon & Complited

> Remeduate winerabdites & Completed

Potential score increase
+9% (4 points)
+9% (4 points)
+9% (4 points)
+4% (2 points)
+3% (2 points)
+0% (0 points)

+0% (0 points)
+0% (0 points)

7 Implement security best practices @ Completed ()% “] Pﬂintﬁl

> Enable MFA & Completed

+0% (0 points)

> Manage access and permissions © Completed  +0% I:ﬂ pOiI"ItS]

Unhealthy resources

2 of 2 resources
1 of 2 resources
2 of 2 resources
1 of 2 resources
1 of 2 resources

None

None

None

None

None

MNone

Resource Health


https://www.jpnshiken.com/q/68012-6313321/

Azure Policy DE|Y BTIE KR O—ORIZTT KSICERINET, [(RUP—]142TE0) v L TLEEL,)

semid] i crosoft

[+ Assign policy [5* assign initiative () Rafrash

o Seope Type Comphiance state Search
Microsoft Azure - All definition types All compliance states -
i Getting started w_ 1
: Cwerall resource compliance 0 i : 0 Mon-compliant intiatives (0
5 Compliance o i} Resources by compliance-state (i) =
(y B 0 - Compliafit :
* Remediati 1 00 0 - W {
ot M- Exvernpt Gut *
out o
Authoring - B 1 - Hon-compliant

B 0 - Conflicting

* Assignments 4
Mon-comgliant policies

Definitions 0 L-
@ Exemptions il
Mame :
Related Services Ty Scope Ty Compliance 7T. Resource compliance
EY Blueprints (preview) No assignments to display within the given scope  +;, Non-Compliant Resources 71 Non-compliant policies

"= Resource Graph

s User privacy

UTDERBRICDOVWT ELWMGEIE FRIMZRRLTSES D, 5 THRWMEEEF DWWZ ZEBRLTLESY,
I EFEITIRA Y MBS hET,

Answer Area

Statements Yes No

Both virtual machines have inbound rules-that allow access o

from either Any orInternetranges. 2

Both virtual machineshave management ports expns%' ' Ml Cro SQJC
directly to the internet.

If you enable just-in-time network access controls on all virtual

machines, you will increase the secure score by four point. .2,




Answer Area

Statements

Both virtual machines have inbound rules that allow access

from either Any or Internet ranges.

Both virtual machines have management ports exposed
directly to the internet.

If you enable just-in-fime network access controls on all virtual - -

: AT : |
machines, you will increase the secure score by four point. Q

Explanation:

Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access
from either Any or Internet ranges.

Both virtual machines have management ports exposed O o
directly to the internet.

If you enable just-in-time network access €orirols op-all virtual O
machines, you will increase the secure score by/feurgoinf) S AL

SR .

O O

https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-unauthorized-network-acc
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-secure-management-ports/ba-p/15

B 74

&4t(X Microsoft DefenderZ IDERIZERALTWAA VY TLULI AR Y FIT—0FBHALTVWET,

B4t M Microsoft Secure ScorelZ[d B2 DKL KerberosBEEIZREET 5t F ) T HEAS TR TUVET,

XAV TA VRV ERET DRENHYFET,

BEIEEITRETLLEOIN?

A DFXMERELTUVRARINTWSOVE2—RIC O—ALEEBE/NRT—FY)a—3 > (APS) ¥RE#EEA VA M—ILLET,

B. AMI VT4 T4, LTYRMENTWAAVEA—4ATzH bOTONRTAEZLEELET,
C.ARIVTA4T4ELTYARMEATWAAVELA—42EDLAY—TOFILZEMNLET,

D. AT VT4 T4ELTYRMESNTWSOAVEL—2TLDAP ERERHILET,

Ef: (EEERTLET)

RELTH U Kerberos ZIEICEET B X2 ) T4 URVEBFTAHIZE ABHIVTATAELTYRRINTWROAVELA— 23— AT bDTONRT A ZEETIHELHY T3, BEIKMIC
(X, Kerberos RIEHTEEZ EEDY—EXRANDREFEEZIDNIAVE1—F—IZHATS1FE BESN Y —EXRANDREEDAZIDAVEL—F—IZHAT 5 OVTANIIHRET IDLELHYFET,


https://www.jpnshiken.com/q/68012-6313323/

ZhizkY arvEa—42—hKerberos ZEEZFALTRY FIT—Y LOMODAVEL—2—IZF7 O ERATELZWE 3124 Y F9, S8 https://docs.microsoft.com/en-us/windows/security/identity-
protection/microsoft-defender-for-identity/configure-kerberos-delegation

Eﬁiﬁ: 75

Azure Sentinel DEHZHmT-F 21X STIL—ILEERT IDENHYET,
ESTNEENWTIN?EEZTSHICIE, AERCTEIYGERBEZEATLZEL,
ECEFEEICIRA Y RAMESHET,

Answer Area

Configure the playboo
O Diagnostics settings

\ 4
- T

) A service principal

A trigger

1E fi%:
Answer Areal\/[icrosoft

Create the rule of type: v
Fusion
Microsoft incident creation

Configure the playbook to include: | v
Eiagnosﬁcs settings

, service principal
JA tnigger |

Explanation:



Answer Area

Create the rule of type: ' v
Fusion
Microsoft incident creation
Scheduled

Configure the playbookte include: v

Diagnostics settings
A service principal
A trigger

Bf: 76

I COMERX RLCIFIVAZRTT S —EOHED—ETY, COLV)—XDEMEICE, RREN-BEZH-IAREDCHLIHMEDEENEENTVET BEEY MIE > T EHOERENH
AEELHNE EENGENMEELHYET,

CDEIVaVNEMICAEETSHE ENLRSTREZETLHIILEETEFERFA, TOEH  CoDERFETEEICERRINEEA,

Azure Security Center #{#FHLET,

X)) T4 3 —TExFa)T4T75— E&RELET,

XAV TAEUE—T 75— BRI D-ODHERFEZHT I ILELNDHY FT,

BRE X2 )T475— D075 —bZ2BIRL, FPUYaAVERTIDIZERL AL, BROKEBEZHILET D I3V EREALET,
NIFEEZERL TS EEZSATLEIMN?

A. [Ty

B. LMMZ

IEfR: (EffZzRTLET)

o Tav: L]

Explanation:

DELZDIEX BREFEOT7S—bEERTEIILTHY FRKOTI—FZBHLETIIETHEDHYFLEA, LN -T, BREZBRR T4 T a Vv Z2BIRTIDLELAHYET,
S .

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

A3HI 7 SC-200fREE (FJPNTest.comigfit St SC-200HERICEHR T BT & ICRIZIIBET ! JPNTest.comlES & #TSC-200:KERFIREE #1R 1 L £9, JPNTest.com SC-200:RERRAEE T S EH &
NELI, CCTSC0BBEENDTRA IV UEFIZANE T, BRFRD 7 Y £ X _ https://www.jpntest.com/shiken/SC-200-mondaishu 890f5. 3 0%7 « A A > b _4FFILEE|S| 30— K:

JPNshiken|



https://www.jpnshiken.com/q/68012-6313325/
https://www.jpntest.com/shiken/SC-200-mondaishu

B 77

EEHR (X Microsoft Defender for Endpoint|Z &£% & 111=2004 ®Windows 10T /34 X Z & Microsoft 365 ESH TR Y 1) T 3 L& CFAFRTY,

a—#H—AhMicrosoft 365 DefenderiR— 2 LMW SHEEY E— b T LEHGEFERAL TTNA RIZCT IV CRATESL L EZERTHIVELAHBYET , OV a—>a vk &m/IMERDEREEIZHES BDELH Y
F9,

Microsoft 365 Defender R—Z )L T ZFRETETMN?REET DL EERTEU G T a VEBERLTESL,

R EICIRA Y EAMESAET,

To configure Microsoft Defender for Endpoint: v

Turn on endpoint detection and response (EDR) in block mode
Turn on Live Response
Turn off Tamper Protection

To configure the devices: v

Add a network assessment job

= GrM Elwngm-tbat contains the devices and set Automation level to Full
1‘ | Cr!a e a device group that contains the devices and set Automation level to No automated response

To configure Microsoft Defender for Endpoint:

Turn on endpoint detection and response (EDR) in block mode

l Turn on Live Response |
Turn oft Tamper Protection

To configure the devices:

l.—il

Add a network assessment job B
Create a device group that contains the devices and set Autoniz tgngﬂwrag &~ + 4

-

Create a device group that contains the devices and <« Automation-evelto No automated response

S .
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/respond-machine-alerts?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-devices?view=0365-worldwide

Eﬁ:ﬁ: 78
UTDOSQLY T AHY £,



Explanation:

Fﬁfﬁ:ﬁ: 79



BEWIE Userl ELVSERTNDY TR Fa—H—& workspacel & LV5 ZETID Microsoft Sentinel 7—49 AR—REEL Azure Y TRY ) T 30 6EHTT,
User1hSworkspace1 TMicrosoft Sentinel 4 T2 b E FJT—OTESLSICTIRENHYET , 2OV a—2avid HMEBRDERIZEDOVDTWEIRELAHY EFT,
User (I EDHREBIZEIY B TEIRETIN?EETBICIE ABFRMTEYGEA TS a v EERL TS,
R EICIRA Y FAMESINET,

Answer Area

Azure role: Microsoflt'Sentingl Contributor
Mictosoft Séntinel Automation Contributor

Microsoft Sentinel Contributor

Microsoft Sentinel Responder

Azure AD role: Directory readers -
Attpibuteassignment reader

Glabal reader w1 VIO
1E fi#:
Answer Area
' Jhmlﬂll [._}h-.n*-as;tl Semtingl Contributor hd
Migiosof.Séntinel Automation Contributor
| Micrasoft Sentinel Contributor
Microcoft Sentinel Responder
Azure AD role:  Director Yy readers v
Attribute assignment reader
| Directory readers
Global reader
Eﬁ:ﬁ: 80

FCOBMBE RLCSFTUAFRTTH2—EOMEND—HTY, SOV —XDEMBIZIE  RBRRESN-BEZHE-IAEREOHIBBOBENSENTVET BBELY MIk>TIE EHROERELH
AL HNIE EENBEWNGEEELHY FT,

CDEYLIVDEMICEET SE ENOROTHAET I LEFITEEFA, ZDEH CALOEMIFESTE@RICIERTINELA,

HEHIL  Microsoft Defender XDR AT 2 Azure Y TRV ) T 3 o THRHESNATWVET,

Microsoft Defender R—Z LN LEBREZEITL FER%Z Filel.csv EWVWSRRD I 7AINELTIVRR—FLET, ZDT7AILIZIE 10,000 FTOT—EANEENET,

Microsoft Excel % {£f L T File1.csvh bAuditDatall #fE#i 9 51=HI1C, T— A OMB L EREEEZETLET, LHAL TS DRETIE FENISONTANRT 1 [TXHIET BIIBNER S NFEHA,
EERRBERICEWVT ExcelMFEDNDISONT AT A4 IZH ST BINEERT E2LSICTE2RENHY ET,

fRREK DefenderCEERROBREEZHZERE L TGREINSALI—FHEEL L #HBREIVRAR—FLET Excel T FHLWI VY RKR— MEEZFERAL T F—2 OMEGEEEHR IBEEZETLET,
CNIFEHZEF-LTLETN?

A. [T

B. LMVZ



Eff: A(QAVRERKT D)

B 81

Microsoft Sentinel 7 —9 AR—X#HEFHBTY,
Microsoft Defendera %9 2 [k > TERMEIN=A4 > F 2 FE—EMIZHIE T 5 IZ1E Fusion Analytics/IL—ILZ R T Z2BEAHYET, 2OV a1a—2 a3 VIE UTOERZB-ITHENHY FT,
ZSERBEREDRHEEANDEZEER/IRICINZ S,

EHEBOFHZR/MRICINZ S,

LW—=ILEEDESIZHRETNIEEINTIN?EETSHIZIE, ABZERTEULGA T avEBIRLTLESL,
F R LIRS Y FAMESNET,

Answer Area . o

[ TrM:I ntident is updated 'I
{"When alert is created

of % --nq"v}i'hen incident is created
When incident is updated

N4 Actions: | Run playbook e
P\ Add task
W 74 Change status

- h %
éa «f & 9
"% ® Iy Run playbook
.

1F fiZ:
ANSwer Area
Trigger: I When incident is updated e ]
When alert is created
&l ‘Hhﬁn incident js created _ _ _ _
WhEn incident is updated
Actions: [ Run playbook b
Add task
- N _ Changestatus _ _ _ _|_
= Microsoft i Run playbook | |
Explanation: F
A Are
e VI tcrosoft

Trigger. Whemident is updated

Actions: Run playbook ol
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B 82

Azure Sentinel DT—R2 E#REILL HV—F N —FT 1 DT—2V—REFRALTT—RFZMLTETEHLET EEDODKIE (10C) ZHETILELHYFET,
fAlZESRETLELOIN?

A. Azure Sentinel D/ — kT v

B. Microsoft Cloud App Security

C. Azure Monitor

D. Azure Sentinel TM Y T ) DIEFER

IEfZ: (EffZzRLET)

o ar:i[lEL]

FHEASEEHN

https://docs.microsoft.com/en-us/azure/sentinel/notebooks

B fH: 83

HEHkIE Microsoft Defender for Endpoint Plan 2 Z &9 % Microsoft 365 X9 1) 743 > & AT, ZD I Device! &LV BHID Windows T/31 AMEFEFNTULET,
TINARITSATLARV Ry a v ERBLEL,

SATLARRURS A TS MEFilelexek VS RARID250MBD 7 7 A JL%EDevicell2AHDUAO— K357V FERTTIDELHYET, DY) 12— 3 U TIE Filelexehd/\w o550 K70
TRELTAEDUA—FENBESITTIRLENHYFET,

FJATREAR LV FFEDELSICRTINELNWTIN?BETHICIE, BERTEULGA T a vEERLTEEE,

R EICIRA Y MAMESNET,

Answer Area

getfile ¥ filel.epe 2 -

collect ]

||brar‘l,r
Microsaoft jrtig

Explanation:
Answer Area

getfile ¥ filel.exe & -

[
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B 84

Ry FRRyY MBI B ER

Azure DevOps #H##A H Y . ZDHIZ Repol & LVS ZHETD Azure Repos ) 7R k1) Aidh Y  Microsoft Defender for DevOps [ZA Vi R—TFT 4 Y SN TWVET,
AVISAISHFY FXO—K @C)IT7A4ILEEBL RepollZRELET , 1aCT 7 A JLIE BicepZ 7ML EHelmF vy — FOHBKX THERESNET,
aCT7 7 4 ILADERTE I R EHETET H121% Defender for DevOpsZRTET ALENH Y TI,

T7AIDEBEILIZ EDRFY Y= LEFRTARETLLIN?EABZHTHEUGA T avEERLTLLEZSN,

FCEfE LIRS Y EAMEShFET,

Answer Area

Bicep files:

CredScan

Template Analyzer
Terrascan

Helm charts:

CredScan
Template Analyzer
Terrascan

Answer Area
Bicep files: ] W
CredScan
Fadl T E
‘@%ﬁat& Analyzer
Terrascan 3
e IVIHICTOS0TL
Helm charts: rv
CredScan
Template Analyzer
Terrascan
B 85

Microsoft Sentinel DEBEH¥-Z &= IZ(X EDIL—ILBREZEBERTNIEINTTMN?
Aty bL—aoyohs HMIfEFTICLETS,



B. #TIL—ILDOFMMND HTEHRELET,

C.EtyhML—LADYINBIUTAT4EIVEVILET,

D. #fTIL— LD FEEEFRELET,

Eff: (EfEZRTLET)

Microsoft Sentinel TIX, T T4 T4 IVEVTIX BHEHEINFARVNETS—DRABIS T AVITUOR BEUNITAVT IVRARYIVRAICELS RBENE ZEEZRIITHIEELGTER
TT 7—R RET 4D Sentinel BHIEIXDEHLY TT,

BEDIP7 FLADNDT—R3T7 I EZRERTARNMIAEFTEMTAHIET REI S 75T ET— LRGSO TUOMIUTA VT ETSBIZ, ZDIPT FLRESRBTELLIIZHRY FE
T ICDERERETICIE, DFIL—ILE L—LOPYIDRE LI IVT IPPRLR A—H— KA M URLBEDIVTATAEIVELITBESICERTIVLENHYET , COT Y
EVTIC&KY AV T UM EEDEET7S—FEINODIVT 4 T4 EBRBEMICEEMITHIZENTE, 7 X MISentinelDFAESV S 7ATERY FLTHRAEBEZITOIZENTEET,

Microsoft Sentinel® F¥ 1 A > FZ&kb &

BPHIL—IIZETFTEII T4 TAIVEITEX 73— OA VST UORNETHIOUO N IPPRLRA KRR MNGEDHEDI VT4 T4 EEEMTIDIZKRILE &K YFHMGHAELARGZ NI T7—DF
AIREICLET LN T T oTA4TA4IVEVTZEEY ML—ILADY I DT TCEEBRTAZET AV TUMIaVTERMER (BRDIP7 FLRBE)AIMEIh HEZGHLFAEEHD
MAFE®E-TENTEET,

#EM2OREAEIZC. Yy ML—LADYIDNLIVTAT4EIVEVTLET,

FE w1 Litwarett
EHIFE
NET—RRABAT AT  T—RRAA T4 IZIXERDOFEREHREHY FEA BT —RETETITH5EHIC HREFRZEBRICES ZENTEFT  ZL, CORRBRICITEMDY—RAR 2T 10129
DaVvhEFENEBENHYET, FAONERERNICHRICEFNSIIATOMEZTETTESLSL D HHEEFZLoNYVITI RENHY FT,

F—RRBATAICEFENDEMIZBABICIE T—RRETAICRBEEINTWSEREZSR T IMVENHYFET , 7T—RREITAICE T—RRE T4 THEASATWS O F UAICET H5FMIFERZIR
HILIRRPLZTDOMODERMNEENTVSEENHY FT , FEMIE. COTF—AX 2T AOMDEME (FIHILL TLET,

CDT—RRET 4 DRRIC.EREENRTINES, COBEMETIE, BEZHEREL ROV 3 VICEDHIBET S ENTEET HLOWEI D3 VERBTSHE . DLV VI VIZRSI L
FTEFEEA,

F—ARRET 4 ZFIRT BHICIE

CDT—RAREAT A DRVDEMZERTT BICIE, WANJREZVEI )Y LTLESW, BRICEZSHIIC, ERORA VIZHIREI VEFE>THT—RRAITAODRBFHRELTLLESL, ThbDR
RUEV) VI TEHE EDRREN BHEERE BEERGEDRRPIRTIINET F—RARXETAIZ TRTOBERIZF ITVHSEE . TIITREFINDFRIILEDZ TIZRREINDFEHRER—T
4 BMICEADERN TS, BRAR2UE2 )y LTERBICE-TLZELY,

B

Litware Inc.[EZBAERGEEIRIILF—ETT,

LitwarelEIRR b2 &7 MLIZA 74 REEZATWET , £ KERHICUE— 21— —DWVFT UE—+rI1—HY—Z V5V FH—EXZELLitwareD ) Y —XIZT IR TBH:=HIZ_ LT nh
DA T4 REVPNEREMILLET,

BFDIRE

TATUOTATARERE

ZDFY FT—2I1Z1F litware.com & LY &EID Active Directory 74+ LR EAEFENTEHE Y | Zhh litware.com & LY S B FTD Azure Active Directory (Azure AD) T+ > FEREILFE T,

Microsoft 3653% 1%

Litwarel& ., litware.com®Azure ADTF > RZ1) > 9 Ehf=Microsoft 365 ESH TR U 1) T 3 o H#BREH L TLET, Windows 10%EITL TS TARTD I > E 2 —4 —I[ZMicrosoft Defender for
Endpoint BB &L TLVYE T, Microsoft Cloud App Security[C#AAEN TS EERER) O—IET R TEMIZHE>TULET,

AzurelRiE

Litwarel% _ litware.com Azure ADTF > MZU VY ENtzAzure TR Y T a v E#RELTVWET, COHY TRV T a VI UTORIZSET &S (2, kEHREEAzure!) —2 3 VAN Y —ADE
EFNTUVWET,
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Type -1 Description
Log Analytics Contains logs and metncs collected from all Azure
workspace resources andon-premises sernvers
Virtual machine Server that runs Windows Server 2019
| Minual machine | Serverthat runs Ubuntu 1804 LTS

2y FI—HIRE

LitwareD &4 7 4 R4 3 —2y MZEEEGRINATEY Azure TR T3 VRORERY FT—9 DY 4 FREIVPNIEG LIS TWNET,
FUoTLUIRBE

AUTLIRRY FI—YI2IE RORIZRTAVE2a—E3RNEFRTLET,

Name Operating system Office Description
DCA Windows Server Hiates Domain controllerin litware com that
2019 connects directly to the internet
CLIENT1 | Windows 10 Boston Domain-jgined client computer
RAEDBESR
9S5O R7FT) X)) TA4E 2A—F—HPEADA 7« RICRIFICERT 5& BRMT7S5— FEREEICERLET,
ATEISNTULSER

Litware[FLL TOEREZEHET A FETT,

*Azure 4T R4 1) T 3 IZ Azure Sentinel 2B L UVERLET,

*Azure ADD TR haA—H—F7hH > Z&FEHL T Azure Sentinel DREEERIEL £,

ECHRREH

Litwareld M TOECRRAEHEHELE L=,

AIEE R Y | /MERRDRBIZ@ERA L AT IEE 5430y,

DI RTOERZH L TWLWAERY  OX MIR/DRICHIZ B FIEA S AR,

*Log AnalyticsIC& > TIREEN LA (E  A—F—T IV T4 ET A DRELGEBIMBZIRET ILELNHY FT,

*FRTO K AA >y baO—5—( Microsoft Defender for IdentityZ {8 L TRET HZLEAHY FT,

Azure DIEMREZ Y

XA T4SNILAFESH Windows 10 A2 Ea—F—[ZRTFESNTWVWETARTD T 74 JLIE, Azure Information Protection - T—A2RHEA Y a2 R— KWL 79X TEEZRELAHY EFT,
Microsoft Defender for Endpoint D E#

Windows 10 3 > E 2 —4 —TI(&_ Microsoft Defender for Endpoint Z{#F L T, Cloud App Security IZ& 2 TRBEEINTWEWTRTOT7 TNV 2709 0T 20LERHY FT,
Microsoft Cloud AppDt ¥ ') 71 B

9SO RT7TIEX2)TARX TFTFURLRLOT—RIZEDNT  A—HF—EGLEENEILEFHBANT ILENHY T,

Azure Defender D&

TARTOY—N—IEZ RLATHFT—V AR—=RIZATEEETIDLENHY FT,

Azure Sentinel DE

Litwarel&, L FDAzure Sentinel DEH - HELNHY FT,

* Azure Sentinel & Cloud App Security &9 5,

*admin1 &LV ARIO 1 —H—HY Azure Sentinel TL A4 TV O ZHERTEHEFHERLTLESY,

*ARZ LY TVIZEDNT Azure Sentinel BHTIL—ILEERLET, COIL—ILIE TLA Ty I DETEZEBBNICHIIBT IBELHY FT,

CHEDIPT FLANSDT—E TV ERERTARNVMIAERZEML FAEISI7EFTEST— T BBICIPTP FLRZSEBTESLSITLET,

* Azure ADT R kaA—H—7 A > FIZ & HMicrosoft Office 365~DZET7 IV L RANBRE SINIZIGEICT I — b AR T ATAML—ILEERLET I —ILICK>TEREINETI— L TR+
A—HY—TFHO bIEITIDODA VT RELTIL—TILTEIDLELHYET,



Eﬁ:ﬁ: 86
UTOKQLY T 2ETHAREZ LBBIL—ILAHY FT,

AlertInfo 0‘
| where Severity == “High"

i.gmm‘hﬁwftm o

EvidenceRole == "Impacted” @

| summarize by Timestamp, Alertld, Accountiame, jectId, EntityType, Deviceld, SHA256
| join EmailEvents on $left.AccountObjectld == ‘RecipientObjectld

| where DeliveryAction == "Delivered” 6

| summarize by Timestamp, Alertld, R:pnrio(ipientﬂbje{ud, RecipientEmailAddress, EntityType, Deviceld, SHA256
UTORIBHIZDWT YT HEEE RV FBRLTLKESIVD, ZHBLABWMESIE DWW 1EBIRLTCESLY,
o EfE LIRS Y EAMESINET

m Microsoft

Statements

The custom detection rule can be used to fﬁam t leti f@il es from a
Gl

user's mailbox based on the Recip im
| |
The custom detedti H 55 rict app execution automatically based on the

Deviceld column,

The custom detection rule can be used to automate the deletion of a file based on the
SHA256 column.

1 f&:
Answer

S Microsoft
The custom detection rule can be used to automate t hti@@Mgﬁ from a
user's mailbox based on the Rec ipiﬁ" ret umne
The custom det vﬂ& 15 rict app execution automatically based on the

Deviceld column,

The custom detection rule can be used to automate the deletion of a file based on the
SHA256 column.
Explanation:

O

O

O

ot

lr"‘l

I =
|
L =



Answer Area

Statements Yes No

The custom detection rule can be used to automate thertleletiGn pf ®Mail messages from a .
user's mailbox based on the RecipientEmai laddrgss talumn

The custom detection rule can e Lsad t8 restrict app execution automatically based on the L
Deviceld column \

The custom detectian fule can b&gﬁJﬁ%d 10 aM* ﬁeFrf%scd on the L

SHAZ256 column.

EFEE]: 87
Azure Defender®EH- & ES R RAEHRZHE -3 1=OIZ1E_ Azure DefenderzEET H2HENH Y T,
BREICIIMEZEDHIRETLLON?EEZTSICIE EAERCTEYDERBEEZEZEATLLEILY,

E R EICIRA Y EAMESNET,

Log Analytics workspace to use: |7

A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center

Windows security events to collect. | ] v
All Events
I

=" Microsdiin

Log Anaiics wokefhbey ey O F T 0\ ¥
A new Log Analytics wﬁn the East US Azure region
Default wnrkspaﬁ created by Azure Security Center

% jCommon
LW |Minimal

Eﬁiﬁ: 88

Azure Active Directory (Azure AD) T+ > M2 oo Ent=Azure Y TRV YT avhHYET, COTF 2 MIZIE Usert & User2 EWLWVSEZFTID 2 ADA—HF—HULVET,
Azure Defender 7 7043 3FETY,

UTORICTT L IIZ Userl&Usen2H TR Y YT 3 U URILTEARIERTTESLLSICTHIRELHY T,



Task

Assign initiativgsﬂ ) Microso
Edit se_f:_u:it',f policies

Erable dutomatic provisioning

“4View alerts and recommendations

Apply security recommendations
Dismiss alerts

RRRE, R/MERDRAZE I HHNEGE S G,
BFEA—Y—ICEDRBNZENY B TEIRNETLLOIN?EAZTAHICFH BYLGRIANZELVI—HF—IT RSy I LTLESVD, ERENE ME, EHE, F-EFE-<{FERLAEVNGENHYFET , 30TV
VERTY BDIZIE AR VEDREN—Z FSVT$HN RV O—ILTIBLENHIGEENHYFT,

Roles Answer Area
A\ Y :
Contributor Userl: | :
Owner User2: | i
~Security
administrator
Security reader

1E fiz:



Roles Answer Area

Contributor Userl:

Owner - User2:

Security
administrator

S
https://docs.microsoft.com/en-us/azure/defender-for-cloud/permissions

Eﬁ:ﬂ: 89
HliatzlEAzurer TR ) T 30 HHE LT,
UTDERZHE-IH-OICIE EREZETIVENHY FT,
* Microsoft Defender for Cloud D& EG#EZENMES L UEMELFET,
FYY—RIZTEF ) TAICETLIHRSBIEZERT S,
fRREKIE B/MERDRACE I ITNIELE 54U,
ZEHIZx LT, ED Microsoft Defender for Cloud A—J)LZEZFRITARETLLOSMN?RAETHICIE BUNEO—ILEZZYTIEHICFSY I LTLESWN, E0—)LIE 1 H EHE FEFE>=LKFE
RALGWEERHYFET , AT UYERTI DK RAVEIDREN—ZF RSV TTEN RV O—ILTEIRENHLIEZENHYFET,
o EFE LIRS EAMEShET,
Roles WL Answer Area
Wiao.Y HErOSOTt

™ "."“_I"
— Y | Vi L i
Resource Ggllp Owhet Enable and disable advanced features'of Microsoft Defender tor Cloud:

security Admin
Apply security recommendations to a resource:
¥

Subscription Contributor

Subscription Owner

1E fiz:



Roles ~

™ .
o ~Answer Area
= “s I JE
' Resource GEglp O

S |

Enable and disable advanced featuresof Micresoft Defender for Cloud: | Security Admin

[ - & - §
Apply security recommendations to a resource: | subscription Contnbutos

Explanation:
Roles A A° . Answer Area
\ViiTal salakihn
— AVE = | - - Y
| A AL % F Y l
Resoulg@Croug Owhér — 4 '

Enable and disable advancedifeatur®sof Microsoft Defender for Cloud:  Security Admin

Security Admin S _.
Apply security recommendations to a resource: Subscription Contributor

Subscription Contributor

Subscription Owner

HfE: 90

Azure Sentinel DEHW ZiE=F TA b IL—ILEERT DVENHYFET  IL—ILEERT BRIC, EOL S LGFIEZBECRETIMN?

Aty b=y ohs MGEZATICLET,

B. 7T )T 4V RIL—ILDOFEHMND BIFERELET,

C.EYML—LADYINLIVTATAEIVEVTLET,

D.7FT T4V RIL—IILDeFHEND EEEZRELET,

IEfZ: (EfgZRTLED)

SR .

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

bEw o1 Litwarett

M=

NFT—RRETATYE  T—RR I T IZIFEARNOBKEHREHY FEA ET7—RAEZTETIT 5O HREMZERICES CEATEXET 2L, COHRICITEMDT—RAR 2T 4019
AVHEFNDIGENHYFT , SAON-REIRNICHRICEFNAIITRATOMEZRTTEAL D BREESZLONYITOIBENHYFT,

F—RRETAICEENSERBICEZRBICE  T—RRETAIIRBE SN TV S ERESBIIVENHYFET , 7T—RARETAIZEX T—RRE T4 THEASNA TS VT I A ICET HMERZIR
HTLIRRCEDHMDEHMMNEENTVRIGEAHY FT, FEBET, COT—RRXE T ROMOE/MEIFMIZLTLVET,

CDT—RRE T4 DREIC, BREEANKRTIEINET, COEETIE BEEZHERL ROV aVITEDHIBET A ENTEET FILVEIVa v ZHBTSE . COEIVaVIZRSI L
FTEFREA,

F—RRET 4 ERIRY HIZIE

CDT—RRAET A DRVDEMZEZERTT HICIE, RNHREZUZEI VI LTLESW, BRICEZSHIC, EAORA VIZHEIRI U EFE>TT—RARE T ODRBREHRLTLEZEL, ThoDR
BoEDIvITEHE EDRREY BFRE MERBRLEEDBBRIRTEINET , 7—RRETAIZ TRTOERIZ THHAHE, TIITRRINSERIIUED R TICRRENHERER—T
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¥ BMICEADERN TS, BRAR2VEV )y I LTERBICE-TLZELY,

B

Litware Inc.[EZBERBET RILF—RXTT,

Litwarel RRA b2 &S T MLIZA T4 AEFEATWET, £ KEEHIC) E— b1 —YF—HBNEFT UVE—+b1I—H—X U5 FH—EXEFETLitwareD ) V—RICT IV ERTBHE=HIZ LWThh
DA T4 REVPNEREMILLET,

BREDRE

TATOTATARERE

CDFRY FT—7I1Z1F litware.com & LY &HEID Active Directory 74+ LR FAEFENTEH Y | Z1h litware.com & LY 5 B RTD Azure Active Directory (Azure AD) T+ FEREILFET,

Microsoft 3653% 1%

Litwarel& ., litware.com®Azure ADTF > RZ1) > 9 Ef=Microsoft 365 ESH TRV 1) T 3 o H#BREH L TLET, Windows 10FEfTL TS TARTD I > E 2 —4 —I[ZMicrosoft Defender for
Endpoint BB &L TLVYE 9, Microsoft Cloud App Security[C#AAEN TSI EERER ) O—IEIT R TEMIZHE>TULET,

AzurelziE

Litwareld _ litware.com Azure ADTF > MZU VY ENfzAzure 3 TR Y T a v H#RELTVWET, COHY TRV T2 avICIE UTORIZET LS I2, XkEREREAzure!) —2 3 VAD ) Y —AHE
EFNTWET,

Type Description
Leg Analytics Contains logsand metncs collected from all Azure
workspace resourcesandon-premises senvers
Virual machine Server thal uns Windows Server 2019
Virtual machine B8 mnsUbuntui8 04 LTS

v RI—YRE

LitwareD&F 7 1« R I U3 —Fy FMIEEEREINTEY Azure TRV T3 VADERERY FT—0ADY A FHEIVPNEREEISNTULET,
TrTLIREE

AUTLIRRY FI—JI2IE  RORIZRTAVE2—2BEENRTULET,

Name Operating system Office Description
I o il Lol e
CLIENT1 | Windows 10 Boston Domain-joined client computer
HEOHER
99 RT7T)EF2) T4 2A—F—DPEADA T« RICRAIRFICERTIE BRMNT7S— FEETIZERLET,
HESNTORER

Litwarel A TDEREEHET 5 FETT,

Azure 4T R4 1) T 3 21T Azure Sentinel ZERB L UHERHR LET .
Azure ADDT R baA—H—TFhH 2 bZEFEHAL T, Azure Sentinel DHEBEFREEL £,

ESRRAEH

Litwareld U TOE R REHEHELE LT,

Azure DIEMIREE Y

X1 T4IRNILAFESH Windows 10 A Ea—F—[ZRTESNTWVETARTD T 74 JLIE, Azure Information Protection - T—2REA YL a2 R— KWL 79X TEEZRELAHY ET,
Microsoft Defender for Endpoint D ZE#

Windows 10 3 > £ 2 —#% —TIld_ Microsoft Defender for Endpoint Z{#F L T, Cloud App Security IZ& 2 TERBEINTLWEWNWIRTOT7 IV 270V I3 30EAHY FT,

Microsoft Cloud AppDt ¥ ') 71 B

DSHORT7T)EXa T4 FFURLRILOT—RIZEDVT , A—HF—EHELERENESINETHBANT ILENHY FT,

Azure Defender D&



FTRTOY—N—FX RALATAHIT—I AR=RIZOTEEETIDLENHY FT,

Azure Sentinel DE#

Litwarel , LA FMDAzure Sentinel DE##E-THELAHY T3,

Azure Sentinel & Cloud App Security%##&9 %,

admin1& WS ZRIO 1 —H—HAzure Sentinel T LA Ty U 2R TES L EZHERL TS,

ARB LY ITIZE DN TAzure Sentinel S #HTIL—ILEERLET, SOIL—ILIE, TLA4 TV I DEFTZEHNIZEIRT 2LELHY FT,

BEDIP7 RLADNLGDT—RF7 I EREZRTAANUNMIAEZEMTAIET ABYIS 72T ES— T BRIZIPZ FLRAESEBTESELSICHYET,

Azure ADT R kA—H—7Hh 2 FIZ & BMicrosoft Office 365~DZIET7TV E AN RE SNIGEBICT I — b eERT AT A ML—IVEERLET =LK >TEREINDSTI— I, TR 21—
F—FhOURZEITIDDA VT RELTIL—TTIRENHY FT,

B RE: 91

HEFEIL, Microsoft Exchange OnlineZ {9 % Microsoft 365 E54 TR 1) T 3 v HEHH T,

T4V TA—IIVEHNT DRENHYET,

END3IDNATUFLY FEIEBICETTIVRENHYEFITM?REFTHICIE a7 FLy FO—EMSEUGIT U FLY FERZRHICEEBL, ELWVERICHEANBEZ T,
Cmdlets Answer Area

Connect-IPPSSession

Start-ComplianceSearch

New-ComplianceSearch

Connect-Exchangednline

— —

= : L
S A Y | el & :‘,:,.r«\-:] CAT
5e4F¢h-Uﬂ1fII:hudlﬁ RIIVUIUDUVU IR

Q0

®
®

Answer Area

Explanation:



Cmdlets Answer Area

Connect-IPPSSession 1) B ConiplianceSearch

Start-ComplianceSearch 7% Connect-ExchangeOnline

@ % | Search-UnifiedAuditLog ‘ A\
@

AXHI7:SC-200f5RE5E (XJPNTest.comigfit & SC-200HERIC BT BT & ITRICIIB ET ! JPNTest.comlE S #TSC-200:KERRARESE #1821t L £9, JPNTest.com SC-2005KEARARBE L S EEFF &
NEL, CZTSC0MEENDTRA IV UEFIZANT T, BRIFRD 7 2 £ X _ https://www.jpntest.com/shiken/SC-200-mondaishu 890fi, 3 0%7 « A h ™o > b 4FFILEEG a— K:
JPNshiken|
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I COMEF RLOFVAERRTS5—EOMED—EHTYT, SOV —XDZMAEICIE RRSN-BEZFH -TUREOH I IMBOBENEENTVET BEELY FMI& T EHOEELH
AL HNE EBHLLGTWNEELHYET,

DTV VIVOEBEMICAEZETSE ENLCRSOTHRZT A EETEFELA, TOLH CALDERMFETETEICERRINELA,

Azure Security Center Z{EH L £ 3,

X)) T4 3 —TExFa)T4T75— ERELET,

X2 T4 VI —T 73— BRI D-HOHREZRIEZHDRT OILELNHYFET,

ERE X1V TA4T753— D075 —FEBIRL, POV ZRATTHIZERLTHL, BRZERT SV VaVZRALET,

CNIZEEZEFERLTVWSEEZADTLLOIMN?

A. [T

B. LMVZ

EfE: (EfEERTLET)

B SEER

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts Azure Sentinel B L TEBZ8EHT 5 TA LY MM y—RRX A T4 CNIET—RAE T«
TY , 7T—RRE T4 ICIXERNOBKEGRIEHY FEA, FT7—REXTT5EOIC BELGETRBEREAZFEATEET L, CORRICETENMDT—RARE TP aVvREENTLSIGE
NHYFET RBRICEFNLIIRTOEMEZ GAON-HEAICETTEASALIIC HEEEZITOLENHYET,

T—RABTAICEENDBERBIZEASICE T—AR I TAICRBSINATVWSERESHEI IVENHYET T —RARETAIZE T—RRE T4 THASATWS T UAICET HEFMEREIR
HTLIRRCZTDMDEHNEENTVSEGENHY FT, FEBET, COTV—RRXE T NOMOEMEIFMIILTLVET,

CDHT—RREAT 4 DREIC.EREEANRTINET, COBEAETIE BEEZEREL ROEI P aVICHEDRNBET S22 ENTEET FLWVEY D aVERABRTIE . OV VaVIZRED I E
FTEFEEA,

T—RRABR T4 &RBT BICIE

CDT—RREAT A DRVDEBERTT BICIE, RANREZVED ) v LTLESW, BRICEZDRIC. ERORA VIZHDIREI VEFE>TT—RRAEIT A DABTEHERLTLEZSL, ChbDR
RFEVIvITEHE EDRRES BHFRE BERREEDERVIRRIINET  7T—RARETA4I2 TRTORRIZF THHIHE . TIITKRTINDFERITILEDZ TICR RTINS ERER—T


https://www.jpntest.com/shiken/SC-200-mondaishu
https://www.jpnshiken.com/q/68012-6313341/

4 BMICEADERN TS, BRAR2VEV )y I LTERBICE-TZELY,

B

Litware Inc.[EZBERBEET RILF—EXTT,

Litwarel7 RRA b2 &S T MLIZA T4 AEFEATUWET , £ KEEHIZ) E— b1 —YF—HBNEFT VE—+bI—H—KX I5D FH—EXEFETLitwareD ) V—RIZCT IV EZRTBHE=HIZ LWThh
DA T4 REVPNEREMILLET,

BEFEDREE

TATUOTATARERE

ZDFRY FT—2I1Z1F litware.com & LY & HEID Active Directory 74+ LR FAEFENTEHE Y . Z1h litware.com & LY 5 A RTD Azure Active Directory (Azure AD) T+ > FEREILFET,

Microsoft 3653% 1%

Litwarel&, litware.com®Azure ADTF > RZ1) >0 Ef=Microsoft 365 ESH TR U 1) T 3 o H#BREH L TLET, Windows 10FEfTL TS TARTD I > E 2 —4 —I[ZMicrosoft Defender for
Endpoint BB &L TLVYE 9, Microsoft Cloud App Security[C#AAEN TSI EERER ) O—IET R TEMICHE>TULET,

AzurelziE

Litwarel% _ litware.com Azure ADTF > MZU VY ENfzAzure 3 TR Y T a v H#RELTVWET, COHY TRV T2 avICIE UTORIZSET LS I12, XEHREREAzure!) —2 3 VAD I Y —ADE
EFNTWET,

Name Type Description
LAY Log Analytics Contains logs and metrics collected from all Azure
WD[RS[}ECE resources and on-premises senvers
VM1 Virtual machine | Server that runs Windows Server 2019
VM2 Virtual machine | Server that runs Ubuntu 18 04 LTS

v RD—DRE

LitwareD&F4 7 4 RlE4 3 —2y MIEEBEGEINATEY Azure TR T3 VRDERERY FT—9 DY 4 FREIVPNEGLEILISINTWNET,
o7 IREE

AUTLIRRY FI—FI2IE  RORIZRTaAVE2a—3REFEFNRTLET,

Name | Operating system | Office Description
Windows Server Domain controllerin litware com that

DC1 2019 Boston | - nnects directly to the intemet

CLIENT1 | Windows 10 Boston Domain-joined client computer
HEDMER
D59 RT7FT)EFa) TR 21— —DPEADA T« RICEBICEHKT HE BRNT7I— FEEZICERLET,
ATEIESNTWSER

Litwarel UL TDEREEHET 5 FETT,
*Azure Y TR 49 1) TS 3 212 Azure Sentinel ZERES L UHERLET,

*Azure ADDTR bA—HF—FHho 2 FZ&ERL T, Azure Sentinel DBEREFRREEL FT,

ESRRAEH

Litwareld U TOE DR REBEHZHELE LT,

AlREG R Y  /MERRDRBIZEA LG L 5730y,

DT RTODEHFEZLTWSRY  aX MEIRDRICHIZ E (FNIEE S ALY,

*Log AnalyticsICk > TIREESNDIOJ(E A—HF—T I T4 ET A DERELEBIMHZIRET ILELAHY FT,

*FRTOKAA 23> kA—F—IE Microsoft Defender for Identity#{# A L THRET H2LENHY TI,

Azure DIERREZH

X)) T4 ISRIUMNFESH Windows 10 AV E21—82 —ITRBFESINTNNSTRTD T 7 4 JLIX, Azure Information Protection - T—2BHEAX v a2 R— KOS 7R TEEZRENHY FT,
Microsoft Defender for Endpoint D ZE#



Windows 10 O > E 2 —4 —TI& Microsoft Defender for Endpoint Z{$F L T, Cloud App Security IZ& > TERZBESNTWVEWTRTOT7 ) 27090 T50ELAHY FT,
Microsoft Cloud AppDt ¥ ') 7 1 B

9SO RT7T)EFa2)TARX TFHFURLRLDT—RIZEDNWT A—H—EGHREENESHZHBAINTILENHY FT,

Azure Defender D&

FTRTOY—N—X RLATHFIT—I AR—=RIZOTEEETIDLENHY FT,

Azure Sentinel D&

Litwareld . L FMDAzure Sentinel DEH|Z - RENHY FT,

* Azure Sentinel & Cloud App Security%# #5879 %,

*admin1 & LVS ARIO 1 —H—H Azure Sentinel TL A4 TV O ZHEHRTEHIEFHRELTLESYY,

*HRB LY T)IZEDLT Azure Sentinel D#TIL—ILZEERLET, COIL—ILIE,. TLA TV I DEITEZEHMICHBT IHENHY T,

*BREDIPT RLANGDT—ET IR ERT AR NMIAEEZEBML FAEITS7ETET— T BRICIPF RLRESEBTESLLSICLET,

* Azure ADT R kaA—H—7 A > FIZ & SMicrosoft Office 365~DZET I L RANBRE SINIZIGEICT I —bEERTAITAML—ILEERLET  IL—ILICK>TEREINETI—FE TR+
A—HY—=FhHO bIEITIDODA T RELTIL—TILTEIDLELHYET,
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UTOKQLY T &L H R 2 LIRBIL—ILHEHY EFT,

[ ]
Alertlnfo L M ft
where Severity == “High” g I C ro S@

I
| distinct Alertid

| join AlertEvidence on Alertld

| where EntityType in ("User™, "Mailbox™)

| where EvidenceRole == “Impacted”

| summarize by Timestamp, Alertld, AccountName, AccointObjectId, EntityType, Deviceld, SHAZS6

| join EmailEvents on Sleft.AccountObjectld == SPight.RecipientObjectld

| where DeliveryAction == "Delivered"

| summarize by Timestamp, Alertld, Repertld, \RE€ipientObjectld, RecipientEmailAddress, EntityType, Deviceld, SHA256

UTOEFERIZDOVWT ZETHHEIE FRIMZBERL TSV, ZALEVEEEF DOV ZRRLT S,
T EITIRA Y RAMEShET

Statements

The custom detection rule can be used to aytomate thedeletiah of &mdil Messages from a
user's mailbox based on the RecipientEmailaddréss calumn

The custom detegtion rule£8n Bewsed t© restrict app execution automatically based on the
Deviceld columni

sEcMerosoft
::?t;:szzmr::focﬂﬂn rule can Be | Tcmg O ased on the




Answer Area _

The custom detection rule can be used to automate the'deletian 6f email messages from a
user's mailbox based on the RecipientEmdiladdress calumn.

The custom detection rule can b€ lised to restrict app execution automatically based on the
Deviceld column.

OO oz

The custom detection fule can be used to automate the deletion of a file based on the O
SHA256 column.

Eﬁ:ﬁ: 94
Microsoft Defender for Endpoint Plan 2 Z A9 % Microsoft 365 TRV 1) T 3 UohH Y ZDHIZ Device 1 &£ LVS5 BFID Windows T/3f ANEENTULVET ,Devicel T34 TLRARUREY

L a %R L Filelexe EWS BRIDETAIRET 7AINENV I T IO U FTEBLET , ROBFELEETTILENHY FET,
*Filelexe DAYV K ID #HELET,

* InteractwithFile1.exe,

ET702aVICHLT EDTATLARVRATY REETINETIN?BAETHICE EERMTEUGA T a vEERLTEZSN,
FEfE LIRS EAMESNET,

Microsoft

Identify the qc"rlgnmd Ib of Filel.exe: jobs

fileinfo
|processes

interact with Filel.exe: fg
| connect

1E fiz:

tdentifyithe cffnmand 1D of Filel.exe: jobe
| fileinfo

Tprocesses

nteract with Filel.exe: fg -
connect

Microsoft '

Explanation:

= Microsoft Jdentify the command ID of File1.exe:

Interact with File1.exe:

Microsoft Defender for Endpoint (MDE) Live Response Tl& XU T4 7FURMEITNARIZYE—FERLTI7A4L OOV AI U REETTEEFT, 41 TLRAKR Ry a3 VRICETFOY



> K (#5l: run File1.exe -background) R L TETRIGE T 7 A IDBN\Y I TS FTREBISNS E Z0OaT Y FICEEMITON-Da THERRShE T,

NGS5 RTAaEANaAT Y RIDEHET HICIE jobsavy REFERALET jobsaT U FIX, SATLRAKRUV Ay avditfiesniz BEETHPELZEETEADTRTDNY I TS
VRO TJE—ERRLEFT . EDITIVMIIZIE, P3TJID EFENzaT U R BEDRAT—ARBEDHMNEENET T, NICKY  7F U X MIFilel.exek ZDREED T Y FIDIZHIGT
TOERFHITEET,

NV DTS RTaERAMHESINIZL g OAT IS0 R) AT REFERLTFilel.exebk RECTEFT QAT RIE NV I T IV R 3 TE#TAT IOV RIZRRTBHE=HICERSIn,
ATDZEE HADER SaT0RTRHRE DaJELEEXMETESLIICHRYET,

Z DO FE(F  Microsoft Defender for Endpoint ® KF 2 A > MZEHMLTEY UTORBENRESNTNVET,

*OgIJEFRALT N\YIISOUERD I JERTELIEELET,

*BEDODNYITSOURETAERERYRY T BIZIE, fg<JoblD> EFEARALET,

L= >T ERIFUTOESYTY,

*Filel.exe®® A< > RIDZE4E L £ : jobs

* Filel.exe & xt5E9 %: fg
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HBARNU R T+—T v b CEF) A vt—T%Azure SentinellTEET B9V ) 2a—2a VEERITHFETT,

AT 24+0—4—%T7704F2ENHYET,

EDIDDITHZEIEFICETIARETLLON?EZTSIZIE TE) R MO LEYLZTHZEEZRICEIFSE . ELWVEFICEREZ TS,

Actions Answer Area

Deploy an OMS Gateway on the network.

Set the syslog daemon to forward the events
_directli to AZlJrE Sentinel.

Configure the syslog daemon. Restart the syslog

daemon and the Log Analytics agent. @

Download and install the Log Analytics agent.

Set the Log Analytics agent to listen on pOit 25226 . _ »
‘and forward the CEF messages to Azure S_enh el




Answer Area

Download and install the Log Analytics agent.

Set the Log Analytics agent to listen on port
25226 and forward the CEF messages to Azure
Sentinel.

Configure the syslog deamon. Restart syslog
deamon and the Log Analytics agent.

1.Log AnalyticsT—>2 x>V bEADA—KFLTA VA M—ILLET,

2 - Log AnalyticsT—2 = > k% /R— k25226 T!) vy A L CEFA wt—C%Azure SentinellZE5%E 3 2 K SICHRELET,
3-syslogT—EVERELEFT, syslogT—FE > &lLog AnalyticsT— x> FEBRBILET,

S

https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog
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Azure Functions 7 7 UM H Y EEDFEICx L TEBETHD T S — kA Azure Security Center [CERK SN FET,
tXaT4 23 —TT7 53— FEBEMICERTRICTILELAHY FT,

X2 T4 A—T EDIODREZIEBICETIRETLLIN? TNENDERIE BREO—HBERLTHNET,
ECEFE LIRS RAMESHET,



Actions

Select Pricing & settings.

Select Security alerts.

Select IP as the entity type and specify
the |P address.

type and specify the ID.

' Select Suppression rules, and then

Select Security policy.

 Select Azure Resource as the é_ntitf b

select Create new suppression rule.

Answer area

VB

Microsoft

©O

W W ——

— o m mmm m e o mw  Eme R s wme omme mew mm o mm

—_— e — e e e e e e e e e e s S

T T — —

, Se[ect Suppressiun rules and then |
| select Create new suppression rule.

e e ey

| o
| Select Security pn[l_d;g.

e

Answer area

|
| Select Suppression rules, and then
I select Create new suppression rule.

‘Select Azure Resource as the entity @
type and specify the ID. [

I e T ]

Microsoft




A
Select Security policy.

. Select Suppression m!&é, and then
! select CI’GI_'IE‘I‘_I#W supp_resslun rule. ]

' Select Azure Resource as the entity
type and speciff haiDiosoft

S
https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-alerts-
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NAT—FDY Yy FEERTIBLELAHY ET, V) 12— 3 »IE, Microsoft Sentinel DEH - L TWEARENHY ET,
ESTNIELWTIN?EEZTSHICIE, BERCTHEUGERBEEZEATLIEIL,

o EfE LIRSV EAMESNET,

Answer Area
In the identity environment, implement:
Mictosoft Defender for Identity |
FSmart lockout [
ows Security Events via AMA connector b}
: :.n_.,iij ¥ :_ ™
The Wincows aagur ity Lvert. vie AMA connector
| User and Eiitity Behavior Analytics (U
13:}

Answer Area

jzo AD:Pass

ﬂ.z-ur:r AD F’as-s.:wnrd 1’rc;.~tm_t|nn
Microsoft Defender for Identity l
Smart lockout I’

In the identity environment, implement:

In Microsoft Sentinel, configure: [ The Windows Securitv Events via AMA connector b
A Migrosoft securityrule o _ _ _ _ _ _ _ _ _
rent: via AMA connector

- : i : Analytics (UEBA)

Explanation:



Answer Area

In the identity environment, implement:  ‘Azure AD Password Protection

In Microsoft Sentinel, configure: The Windows Security Events via AMA connector
FEYI4 ZDHMDER
277 ) ALREEMY—ERESHTT,
BEE=a—3—Y O kY PUAR—IVIZKHFEZ TS, Fabrikam(ZIEEHFEFIZY E— 21— —DEY No5DI—HF—[XVPNEREN L TXHIZTIVERTEHIET VT3V FH—ER
FEOCHAYY—RIZTIERT S,
CDFy bI—2IZ1& fabrikam.com & LS &R Active Directory KA A > H—E X (ADDS) 74 LX kRN EFNTEH Y fabrikam.com & LVSZHEID Azure AD T+ FEREBAILTWET, 74 LR
kZRIHEIT B =12 Fabrikam /SR RIL—EBEEZFEHIZL /SR T— Ky 1 FEAZENIZ L 1= Azure AD Connect ZERAL TULVET,
fabrikam.com® 7 # L X FIZ(X, Group1 &Group2& LV 52205 A—NILTIIL—THREENTUVET,
Fabrikam® £ 31—+ —I[ZI& Microsoft 365 E55 4 2 > X & Azure Active Directory Premium Plan 25 4 £ > XAME|Y HT 5 TULVET , Fabrikaml | Microsoft Defender for Identity & Microsoft Defender
for Cloud AppsZEAL BOJ ALV 3—%FHILTLET,
Fabrikam(d L TORIZTRT ) V—REELAzure IRV ) T3 0 REBELTULET,

Name Type Description
App1 Azure logic app | To automate incident,genaration in an internal
ticketing system, the Security aperations (SecOps)
team invokes Afp T*by using an HTTP endpoint
SAWkspet Azure Synapse SAWkspol hosts an Apache Spark pool named

Analytics Poall
; _workspace
LaAWkspcl Log Analytics bAWEspc1 will be used in a planned Microsoft

Workspate/l ; S -Sentinghkiflementation,
f

Fabrikamld_ Account1 & LY 5 & BiidAmazon Web Services AWS) 7 ho > FZFrE L TULET, Account1ZIE, 7 X 4 L\Windows Server 2022 % E179 % 100/ M Amazon Elastic Compute Cloud EC2)
AVRBUANEFENTVET, 2D A A —IZIEMicrosoft SQL Server 2019 EFNTVWEIMN . I—Cx VU MIA VA F—ILSNTULEEA,

a—H—H VPN i = EHJ % & Microsoft 365 Defender (&, SR TH S BYRBRLEWRITIZ 7 — FEXREICRESEF T, F1-, Defender for Identity (&, BREHM TH S Bt L L) DCSync HE |7
S—hrEREICRESIEET,

Fabrikam(ZLL FTOH—ERZBATBFETY,

* Microsoft Defender for Cloud

YAV IT bEVFRIL

Fabrikam(d LU TOESHRRBEHF#HELFE LT,

AlREARRR Y R/IMERRDIRREIZEAT 5,

#EEEBEOFHEZR/NRICINZ 5,

Fabrikam(& _ Microsoft Defender for Cloud AppsDE# &L L TUTDREEIFTLVET,

CEMAARERISEENELSR) O—F BA1——DBEDFHICEINTWS I EEZHRAL TS,

FERRANIC KD HYBLBWRITICET IZEEDHER ST,

RERHT7o5— FORBICLELGEELOFHER/IRIZINZ 5,

Fabrikam(Z _ Microsoft Defender for CloudIZEA L TUTOEH#ZHEHELE LT,

CON=T20r N —DFa ) T4 RYS—Z2ERTELHILEHAL TS,

*Group 1M A o IN\—hAzurer TR 9 1) T a3 U LN L THRHEIESFR) O—DA =7 F ITZENYETONDEIITLET,



* Azure Arc®t it —/\—Tm] [+ Azure Connected MachineT—2 x> DT 704 % Account1 DEEES L NFHED ) YV —XIZEEELET,
REANT S — FOREBIVELGEBEXZR/IRICINZ S,

Fabrikam(d Microsoft SentinellZB8T 52U TOEHEZHFE L F L1,

*HALAADEEEX L) T BRETIL ASIM) #Has—H—2FRAL T, BE7HREONXDOMAINDNSY VTR FZBELFET,

* AWS EC24 YR A VAMS A—HILTIL—TFAUN—2y TOEFEESEWindowstF 1) FA AR hOS IV MY ERELET,
*A—Y—BLUVIUT 4 T1TESH UEBA)ZFERAL T Azure ADA—HY—DEELRTITAETAEZHELET,

*UEBAZERAL T BESNT=Azure ADA—H—RiHERDBENLHZEFTMLF I,

* App1hiMicrosoft Sentinel DB EEIL— L THERATE S Z EF R L TL S,

*BEOAMICEELI=A VT MIDWT, M) T7—2I2hD B EHRMZHET S,

*BEIEMICHRELIA VT NEIO—XTHETOEHBREEHELET,

COWN—=TIDANRN—DT LA TV IV E BB LI URITTEL I L ZHRET S,

*GL—=TIDA VNI —ILEEBTEEILEERL TS,

*Jupyter/ — b Jw O EFERALT Pooll TN\YT A VT T EEFTLET,

*GWN—=T2DA NN VT NEBEBTEDLILEHRT S,

*T=BOTYDNTH—IVRERKIET B,

RETHT—REER/MRICINZ S,
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Azure Sentinel DEHZET-9 & 512, Azure Sentinel & DI E BT DDENHYET,
ESTNIELWTIN?EEZFTSHICIE, BERCTHEUIGERBEZEATLIEIL,

o EEICIRA Y EAMEShET,

In the Cloud App Security portal: B 4
- — = - a
Add a secufily extensip | O S O
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal: v

Add a data connector
Add a workbook
Configure the Logs settings

1E fiz:

In the Cloud App Security portal: | v
Add a security extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal: v

dd a data connector |
"V C ¢ .ﬁf_id a workbook |
“{Configure the Logs settings




https://docs.microsoft.com/en-us/cloud-app-security/siem-sentinel
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HBRAOMDL—F—MNINETHS VA VICERALEZZEDGVWSFAM A —DBH A UMV L& ELEGEIC X ) TA4 75— FEZITRARELNHY FT,
EDRERHMR) O—ZFRIRNETLLIMN?

A. FRIEEZS R

B.E&IP7 RKLANGDTITA4ET«

C..EHEEDERVENSDEH

D. T)LY = 7R

IEfR: (EffzRnLET)

SR .

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

BE: 100
HFLWAzure JR9 1) T2 3 %R L  Azure Monitor DO DIREZFRIBLET,
Azure Security Center Z#R LT SHLWVIP 7 FLAD G Azure RET L OADHY A A4 VICHAET HIBENLGERERETEDLLSICTILELAHYET V) a—2avid, COBKERIET S

DEADHYZFET,
BODITHZIRBIZEITTIVENHYFT BETHICE TEHI)R A SBELGITEHZEERBEESE  ELVEFICHEREZ TS,
ALUUID AIIDWEI Alta

~hange the alert severity threshold for emails to
Aedium.

~0py an executable file on a virtual machine and
ename the file as ASC_AlertTest_662/fi039N.exe.

-nable Azure Defender for the subscription.

_hange the alert severity threshold for emails
0 Low.

VO
@

un the executable file and specifi the appropriaté
irguments.

dename the executable file as AlertTest exe.
1EfZ:

SOTL

Answe: Area’ -

Enable Azure Defender far the subscription.

Copy an executable fileona ...



https://www.jpnshiken.com/q/68012-6313348/

1-HTRH 1) TS 3T Azure Defender ZEMIZLET,
CEFAETFANE. 2O E—LET,
S

https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation

B 101

B EGZ@E-TOICE T4 VRRICET SV IV ERT I HRELHYFET,
WHERERIZZEM S5 -DDINAILE Z THETEETM?

A. Azure Security Center Dt ¥ a1 1) 7 1« £&

B.Azured 7V T4 ET 1485

C. Log Analytics7—9J AR—ZXDHY IT) o4 K™

D. Azure Advisor

Ef:C(QAY FEHRKT D)

Bf: 102

HEH L Microsoft Defender for Cloud#{# AT DAzure TR 9 ) T 30 &6EHEHTT,
#r L L Microsoft Secure Score 7 & 3 UMNER SN =RIZ £ DITERFICMicrosoft Teams A vt —C & EET A T—V 70—k T H2BELRHY T,
ED3DDITE ’élﬁ%l:%ﬁ?’&%f L&OIMN?EETBHICE ITER A oBEUGITEBZREHRCEBHSE ELVERFICHERZEZ TS,

Actions Answer Area
Configure workflow au'l::lm.atmn M l C r 0 S ‘t » I,__<¢._.='r-:;',~
- TY\
Create an Azure logic app that mc‘l'ud&.r. the Defender for Cloud regulatory = ’.; ) & R @
- g

compliance assessment trigger

Configure a trigger cendition.

Create an Azure logic app that includes the Défender fcur w .i:hrl
mgger

(4 @ 10
Create an Azure logic app that includes a Defen&r ﬁr Cloud
recommendation Trlggpr

Answer Area

Configure a triggep condition.

Create an Azure lagic app that includes the Defender for Cloud alert
trigger.

—-
—

Create an Azure Io-glc app that nncludes a Defend'er for Cloud Create an Azure logic app that incliges a [""f
recommendation trigger. recommendation trigger.

e

Explanation:


https://www.jpnshiken.com/q/68012-6313350/

Actions Answer Area

Configure workflow automation. 1| | Ganfigule altrigder condition.
. =
Create an Azure logic app that includes the Defender for Cloud regulatory @ o rEreate an Azure logic app that includes the Defender for Cloud alert @
compliance assessment trigger | b2 trigger.
@ Create an Azure logic@pp thatpnclydes a Defender for€lpud @

recommendation triggen

B fE: 103

HEHIE . Microsoft Defender for Cloud AppsZER L, 7 57 FEENERIZA 5> TLVBMicrosoft 3650 TRV 1) T 3 v HESHTT,

D959 RBRET—2E2MRTILELAHYVET . VI a—2avE V5DV FRRE NS 74 vy BTADQI—Y—& M xtind SMicrosoft Entra IDA—H—F hD > bOA—H—T1) > /8L% (UPN)
[CBHEMITONTWNWA I EEZRIATHIVELHY ET,

FIRAAEITANETLLIN?

AEHRETHIER TTIG— 3 Ul G 1——BERERTELET,

B. Azure7 ) 2 A #ERRLET,

C. Microsoft 365 Defender~MBE& ) F A4 LY cE=HIZLET,

D. Microsoft 365 7 1) a9 2 #{EmLET,

Eff:B(IA bEHEEKT D)

BR: 104

Ry FRARy MZET HERM

Microsoft Sentinel 7—%2 A R—XTKQLY T ) R T Z2HEAHY ET, 2DV T IL EventIDIEN4624DTZEND L OA— KEEHEDT7 H > FDSecurityEventL a— KZ2RIHEAHY FT,
BRIICIEEDESIZAZETNIEINWTTIN?EETHICIE, ABZHTEUGA T a oEBIRLTLESL,

ECEEICIRA Y EAMEShET,

Answer A
securityEvent
-
| | summarize arg_max(TimeGenerated, *) by.Account |
I | summarize make_list(Account) by EventlD |
| summarize make seat{Account) by EventlD
| where EvantlD == 4624 ‘

| summarize arg_max|{TimeGenerated, ") by Account
| summarize make_list{Account) by EventlD |
! | summarize make_set{Account) by EventiD |
. | where EventlD == 4624


https://www.jpnshiken.com/q/68012-6313352/

SecurityEvent
| summarize arg_max(ﬁmeGanera@ ccount
| summarize make_list(# un entlD
| summarize make_set{Accourit) by EVERER , -
e m Microsofft

o
summarize arg_max(TimeGenerated, *) by Account

| summarize make_list(Account) by EventiD

| summarize make_set(Account) by EventiD

| where EventlD == 4624

B : 105
& 73 1= Microsoft Teams Z {3 SMicrosoft 365 E5H TRV ) T a v HEFLTY,

Microsoft Purviewa > 754 7 Vo RAR—2 LEFRAL T BFENDI—HF —DTeamsF ¥y DAV T UYRREETIDIVENHYET , 2OV a—2avid BRIEGEZR/NMRICHZ Z2DELH Y
E3

AVTUYRBRREDLSICEEINELNVTTN?BETBHICIE BERTEUGA T a o EERLTLEZSY,

EEFE LIRS EAMESAET,

Answer Area

Locations: o Bxchange mai
‘@ Y Exchange mailboxes

Fipovbi s o £

W% - M Keywords: lKind | )
'Category
| temClass

1F fiZ:



nswer nres .,

Exchange public folders
| SharePoint sites

" (\ Categnry
\Q ItemClass

Explanation:

B ff: 106
Windows £ a2 ) 74 A X2 b OF ZINET BIZ1E Microsoft Sentinel DEH - HELHY ET, ESTNIELVWTTN?EET SICIE EEEHTEUGA T a o EBIRLTLEE W,

ERIEITIRAY bAMBESNFTT,
II
Mic rolsﬂg‘ﬁtlg_wm Iy

Answer Area

1E fiz:



MicrQso

ploy theg Analytics agent
Azure Monitor agent
— Windows Azure VM Agent
!_ Log Analytics agent

Query by using: II KQL ‘il
|

waQL

Explanation:

%piow érﬁiggtz 2.

N mﬂ'""‘ﬁq
Y
’.?.« r:’_ \al"?} I"_&,‘: L]
LA B Y . I
- 4%‘-:-‘? 1\ I:ryusmg KQL »
-°~i;r"~~=~ e
F*E:; ”“2‘ }"!- '-? r'i"& "5“_"5:{
!ﬁ.j‘ s-%.k‘.a.r; '
l L 1

A7 SC-200REE ZJPNTest.comigit S SC-2005HER AT B Z & RIZII B E T ! JPNTest.comlE S Hx#FSC-200:XERRAREE 1=t L £9, JPNTest.com SC-200: ERARIREE T L S EH &
hFEL-, CZTSC200EENDTAMI VO UEFIZANET , IARD 7 U £ X _ https://www.jpntest.com/shiken/SC-200-mondaishu 890f8, 3 0%r « A Ao > kb 4RI E|IS[a0— K:
JPNshiken
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sws1 & LS &R Microsoft Sentinel 7—4 XR—XAHY ET,

A—H—DEEICEHDAzZure ADA—HF—TFTHhO Y b E2ERLICEERHBT IV TV EERTIDENHY FT,
BRIICIEEDESIZAZETNIEINWTTN?EETHICIE, ABZEHTEYGA T a vEBIRLTLESL,
ECEE LIRS Y AMESKET,


https://www.jpntest.com/shiken/SC-200-mondaishu

MR W R

AzureActivity v

Audittnﬁ aan
BehaviorAnalytics s T @ R
soctyiven OR™ Microsoft

| whare ActionType == “Add

| where ActivityIns éos “True*
-

| join(

Bﬂuvmwﬂi:ia;

SR ity Event
by o i i L wwearring{UsersInsights. AccountDisplayName ),

\ sort by TimeGenerated desc

= $right._Itemld

| project TimeGenerated, Userlame, UserPrincipalNeme, UsersInsights,

ArtivituTune ArtinnTune

1E f&:

= Microsoft
Mdiﬂﬂﬁ —

l BehaviorAnalyfics s "True®
Securitykvent

| where ActionType == “Add user

| where Act:.v:tyInnghu Iﬂq "Tl'ue"'

w

i i |- 1. g —
{W = = $right._Itemld

| join(_ % \ V.
B = W -

|ﬁ;.cl}:|..rm ﬁn}pgum - 1v;tl"'in£{u5ﬂ"‘51l'liiﬂht5.ﬁ(fﬁuntni!ﬁplﬂy"‘”}.

| sort by TimeGenerated desc

| project TimeGenerated, UserName, UserPrincipalName, Userslnsights,
ActivityType, ActionType

B2l



Answer Area
i B
where ActionType "Add user®

where ActivityInsights has “True®

o -
o 4 left, SourcéRecordld == $right._Itemld
mv-expand TargetResources
extend Displaylame » tostring(UsersInsights.AccountDisplayName),

sort by TimsGERerated desc

project TimeGen od ¥ Us@értiam: S erPRifcipbdlame, UsersInsights
o ¥ » 1 -] ' ]

SR ATRET T e mn T e

B f: 108

BRI 7AIVEFALLBENLGREICET S EF1 ) T RBREZTRYFET,

W& % Bh <IZ(&, Microsoft Defender for Endpoint CIREEIE 10C) # 1k T 2ENHY FT,
EDRATDA O r—3—%ERATRETIN?

AT7O9DaVBNEESNTWVWDHURL FASA D —43—

B. 77 aVvhRESNTVWS URL/ FAS VA VO —4—

C.Action MEESINTWE I77AM Ny a0 h—a—

D.702avh BEETIOYY ICRESNTWSRES VO 7—4—

Ff:C(aAAV FEHKT D)
S

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/indicator-file?view=0365-worldwide
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A—H—EXUVI VT4 T« T85H VEBA) BEZIIZ/E - TLYSMicrosoft Sentinel 7—49 AR—X&#HEHFEH T,

ServerlE WS BRTIDY—N—LTET SN X2 ) T LEEGRI—HV—BEICEAETIZIRTOAT IV M) ZHETILELNHY FT BRRIUTOEHEZH -ITHENHY FT,
ITERFAD A UN—TIEBEWA—H—2&d X2 TA LEELGRFOAEZEH TS,

AEEO#MER/NRICINZ 5,

BEIZIZEDESIZAZTNEEINTTN?EETAICE RAEHCTED LA T a oEBIRLTLESWL, 5F

ERZEICIRS v bVEBTEET,


https://www.jpnshiken.com/q/68012-6313357/

Securityfvent
| where EventID inm (“8624%,74672%) oo
| where Computer == “SERVERL"

LLown kind=inner (

| joun kand =fullouter (

are the selections for the first missing value. |

_]pm k_md:'nmmﬁqm{

R Icrosoft

rated, *) by AccountObjectld) on $left.SubjectUserSid == $right.accountSID

B
Securitybvent :
| where EventID in (“4624%,%46727) o~ "- ‘:::"I
| where Computer == "SERVER1" .
L[p-n kind =inner ( 4“ .
Join kind =fullouter ( Eljc; are the selections for the first missing value. |

Explanation:




Answer Area
o]
seCurityfvent = : K“

where EventID in [ 26247, 46727

where Cosputer == "“SERVERL™

K e -
':'
._':r'-l'"' i-. r-ulq-- -y
susmarize arg man(TimeGenerated, *) by AccountObjectld) on Slefr.SubjectUserSid == $right.iccountSID
where Departsent 1= "7
-

UEBAMEZIIZ7E 5 TLYSMicrosoft Sentinel Tl&, IDIZBAT 21— —I 2 Uy F AV FT—4 (BBEERBLEL)

FHho2 MSID Ry EVT R EDERIL Identitylnfo T—TILIZEZFRAENE T, Microsoft DHA FURXTIE, £F2 )T« TLAKRY (SecurityEvent % &) % Identitylnfo & #&& L T, %4 & DR
BHTHREE AN VT FELIIGEHEIEET A EEHBELTUVET , EH MEBADA VN—TREVNWA—HY—IZL2tF1 ) TAICBERTEIT7IL 3 DHEEH B 1 EH=F 12X, Windows t
FaYF 4 4R M Identitylnfo ZEMML & I~ "IT " (FIXRAZEDHLD) TT4IILE2 )T LET,

ZX—DIDLO— REHETBRIC/ A APEBETER/IRICHIZ 51=8_ Sentinel KALOAR R kTS5 7 4 X TIL_ join kind=innerunique DEAZHREL TLET, COBEETIE, ERIORTIZH LT
BROT—TLDo—HTHTNRRKIDEBEINSIZH EEFLIEHEWVIDLI— Ao RET HAEEDOHIBRREETHO L DD, — BB ETHLSII L OFY RB—BONRIESNFET T U Y
FAURE VTR DYY EZIE Serverlé X ) ToICBURGEA R MDY Ty b FHIZUEBALLIRE LIV E VT ICHIRT 24 E) #HITLTC BET 7023 >DHEHRIL
FY7,

L7=A > T IELULM#EZEAZEIL, join kind=innerunique Z{EF L T Identitylnfo [C#E& L EFI 7 4 L2 —%2 @A L THBRHEERST LT,
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Microsoft Sentinel 7—%4 X R— R [Z_Workbook1&E WS ZHIDHRE LT—0 Ty IO NREFENTNET,
SecuntyEvent T—JILICEDWTE a7 ILEERT SBENHYET VI a—2aVEUTOEREREEHL-ITRENHY F7,
*BEABICRYAEN:EXF 1) TAARN FOBERELET,
*BALFy—THIEDARNY MIERTT S

T—0 TV ZEZEBMTRETIMN?

A TIL—7

B. U U FkIE2 T

c.oxY

D. $54Z

Ef#: (EfEZRTLET)
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Microsoft Sentinel Z#{#E AT DAzuret- TR 9 1) T 3 ohHY  FDHICUsert E VS BRIDI—F—NEFEELET,

User1hMicrosoft Entra7T+ > FRD I VT4 T BEICH L TCA—F—BLUVIT T4 T EBESHT UEBA) ZBAMCTEDLSICTIRDENHYFET , 2OV a—2a v &/IMERDERIZHRES
WENRHYET,

UserZIEEDZREIZENY BTEIRETIN?EEZT HICIE, ABZFRTHEUGA T a vEFERLTLESL,

ECEF LIRSV EAMESINET,


https://www.jpnshiken.com/q/68012-6313359/

Mo BB \1icrosoft

Microsoft Entiaiiele: ) Security Administrator ek
Global Administrator

Identity Covernance Administrator
Secunty Administraton

Hht"ﬂ? are the g2 R0 for AZure =

Security Admin
Security Assessment Contributor

1E fiZ:
Bnswer Area
Microsoft Entra robe: | Sacurity Administrator ]
Global Administrator
Identity Governance Administrator
Explanation:

L
Microsoft Entra role: | Security Ad n@;ﬁmr
*

L

Azure role: Mmr@;'ﬂ ﬁ?iltnbumr f
L

ICrOsS0
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FabrikamIZB83 % Azure Defender® 7 5 — FIZR L T BEHREFZHET ILELAHY T,
FNFNDEBICH LT EDESLUNFELFHBELET I ?RIZHTEYLBIREFEALTLEEL,
ECEEEICIRA Y FAMESHhET,



Answer Area B \ | crosoft

Internal threat: ) v

Add resource locks to the key vault.
Modify the access policy settings for the key vault.
Modify the role-based access control (RBAC) settings for the key vault.

External threat: v
Implement Azure Firewall.
Modify the Key Vault firewall settings.
Modify the network security groups (NSGs).

Answer Area

Internal threat: e
Add resource locks to the key vauit.
Modi I tings for the k _
ﬁ/‘i I C | le-based access control (RBAC) settings for the key vault.

External threat: - v

Implement Aztre Firewall
Modify the Key Vault firewall setting(sn_é
Gs).

|Modify the network security groups

S

https://docs.microsoft.com/en-us/azure/key-vault/general/secure-your-key-vault
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BERIIADDAzZure Y TRV ) T2 avEBEBELTT , TDSE5D1DDHY TR ) T 3 2IZIE Microsoft Sentinel 7—9 AR—ZXAMNEENTWET,

Azure Policy L THIRY ) T avhbT—2 %RET BHIZ(E Microsoft Sentinel T—2 ARV 2T TAA T EHIRELAHYET, COV) 2—2a TR RY—HBH TR Y T3 VA
DFR)V—REBFEY Y —RADOMAICERINS I LZRIAT IDHENHY FT,

EDFATDARYAETAED I ITIRED Fh TRTONY—XDPERINDIESICTBHICIFMEFERATARNEN BETHICIE, AERMCTEUGA T3 UEERLTLIIZSL,
FCEBEICIRA Y FAMESINET,



Answer Area

Connector type: Diganostic settings 2 5
-~ _"APl-based i
l Diag tings

Use; | A remedlation task

A remediation task

A workbook

An analytics rule

Answer Area

Connector type:

_Diaanostic settings.

& Microsoft

A workbook™ = T T 7
An analytics rule

Explanation:

Answer Area = N\icrosoft

Connector type: 'bjaq_nué'tiéfﬁettinqs

Use: A remediation task

Microsoft Sentinel Tl&X, T—2 3RV 2L Azure B K VAzure SN DS EFISEFHRY—X M55 ET LA MY ZURE L Log Analytics 7 —9 AR—X[ZWY AL =D AW =ZXLTT,
BHEOD Azure Y TR ) T3y BRED Y Y —XEHR) V—XDMA) % Sentinel [(CEBIMICEHKT S EABEMDIGE  ZEREITIKTT 53%0 2 ZlEA Tz Azure Policy Z{ER9 5 DAV E Y 7%
AHiETY,



Z<M Azure ') —R (KeyVault, R bL—U THO U b Azure 7747 94—V FTIOTAET, BTRE) L ZHBEEFENLTAY % Sentinel [(CEELEFT, CDaARIAR 34 TH#=FRTHE,
I—x POFEHEREVLELETIC OS5 % Sentinel 7—Y AR—RIZEEII AKR—FTEFET,

Azure Policy #fERT5& ., CNODEHEEZRAES L TRRDIARTOY YV —RICEBMICERS L UVRHATE S0 EELOGEZR/MRICINZ GASBEMNGEO TRYAANRIISNET,
Azure Policy ##@RT 2 BED) Y —RICEHEENELEA SN TOEMEELHY ET, CNERRT BICIX BEIRVEERLET, ShIZk Y  Azure Policy IR V—RX 21+ Th < BX
FDYY—RIZHAVTSATUREREEZERTAIESICHYVET BEIARINGEVEE FILIERSNIZ) Y —XOHADEEMICENRLFET,

*ARDBEAA T BHBRE# Y TR )T a3 vEKIChH=z2R) O—RXR—XDEHICERINET,

*EREK BEARI #IE R O—DBREDY Y—REHLWY Y—ROMAICEASIN  TE2EHNL Y OHIEREINSLSIZLET,

# R¥EREE:

*aARYBEA T BT

* & B1EEE
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Azure SentinelBA 7 7AA4 SN TWET,

REGRIERT V EREFBZINTREIILENHYET,

ED3DDITEZIEBICETIRETLELOMN?REETDHICIE TR O SBEULGTHZEERMIBESIE  ELVEFICHREZ T LS,

Actions Answer Area

i From Azure Sentinel, select Hunting.

|
| Select Run All Queries. |

| Select New Query.

| Fiter by tactics. |

| From Azure Sentinel, select Notebooks. |

IEf#:

Actions Answer Area

| From Azure Sentinel, select Hunting. | From Azure Senlinel, select Hunting. |

R A e T e A e SO TR ,__..__:.:'.:':-_:...____:::__-_._'_TlII

[SelctRun Al Queries. |  Febviaics | ¥

B ol D cenmmames O
Filter by tactics. ] @

| From Azure Sentinel, select Notebooks.{

Explanation:



From Azure Centinel, Select Hunting.

Filter by tactics.

Select Run All Queries.
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TOTLIRRY F D=V %EHLTY,
EEH (X Microsoft Defender for Identity Z {# FA 9~ % Microsoft 365 ESY TR 5 1) 7 3 & CHEAHRTY,
Microsoft Defender /R—#%# JLM 5 Userl & LVD A —H—® Devicel EWS TNA RATRELIA VO TURERAEBELET, 2DA > T2 MZIE Defender for Identity DRD T S5 — A EFENTULVE
9,
BANEREHDEEL (AR H F4H v k) (54D 2018)
A—HY—POTNARIZTEEBEZFEZLHILLG AVITUOMEHLAODIBENHY FET MBARRIEI. EELOBHEZR/NDRICMZASEDOTHINIEGY FEA,
BEEIFESITRETLLEIN?
A 1—H—1DAHEMNELLFET,
B. REEEE1DH,
C. TINA RIZLFIYA A VLT RTDTHODU CDINRT—FKEYEy FLET,
D.Aa—H—1%#&EMEL . TNNA R1ZRBELET,
E. User1 ##&%hIZ L Devicel @it L . LLAIIDevicel ITH A A U LE=TRTDT A CDNRRT—FEY 2y FLET,
EfR: (ERERTLET)
Microsoft Defender for Identity® F¥ a2 4 > M2k b & IDEFEDEELY Pass-the-Ticket) |7 EDT 57— FBARREINIHZE EE SN =KerberosF 7 v hARBZRICL>TERASN EROT7HV U b
[CHRYTEISNEARENHEICEEZRTLTVVET , COVFIAIZBITEEE EEE2Z T TVVENLI—F— DO R TFLAADHZEZR/NRICHZ DD KEBOHBZMRILET S LT,
A0V MI BEDHAEFHDHEKERTHAIAEEENEVMEE SN E=TNNARE FIREELIIRETAIEEZHELTVET , TINAMR1ZRETHIET MORY FT—I O RTLEDRE
EMEN S RIIEROZHCHEARANDILEEHCE EHIZ SOCF—LLAMBEDNRAELBEEITIENTEET,
CHDEBTETDT7AV MNRDT—FRE )y bLEZY A—HF—TFhOU  2EMELUTEHE EXGERLORENELCDHAREMNH SH1=6  BHOFRIFRNEZT SN & VLS FEHILA ALY
B Y #EINhZTEA, Defender for IdentityD it LADHIZET 2 HA F U RIZIE UTOAABEREIATNET,
FREEZITETNARERHL SO LRFRMOEHOBEIZHLNTIZELY,
* BENERINETHIYCOHFIRAT—RKEYEY FLTLEELY,
LA > T RVEENLGCHEMLGH LADRIE, TNA R1DAZRETEHIETT, CORBEICEY MDA —HF—0OT NS RADEELGHEEHFLENSBREZIRNICEMT SIS ENTSE,
EHEFOAELE I ~DEEER/MRICZHNZALS LV EHEZH-LET,
LT=h > T RBEIEFAHDEZEIB.REEEI1IDH T,

BfH: 116

Azure Sentinel [CT LA Ty o hHYET,

TLA TV EFETTHE BESNEREIIL—TITA—ILBNEESIET,

TLAT VI EBELT A—ILEBHEIIL—TTIEELL VY —RDFABEEICEETDEIICTILELAHY ET,
HEFESIITARETLLEOIN?

A NRSA—ZEBMLTRYH—2EFLET,

B. W R LT—R2axU 5 %EML, NI A—Z2LELFT,


https://www.jpnshiken.com/q/68012-6313364/

C.XH¥ZEMLTT7I Y avEERLET,
D.N\SA—RZEMLTEEEZZERELET,
I (EfgZ2RRLZEY)

o av:i[lEL]

B SEEH

https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email-automatically/
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Microsoft Defender for CloudZ {3 5Azure TR 5 ) T avhH Y  Z0dZappl E WS LRTIDAzZUure AP v 9 7 TUNEFENTWET,

Y5 DDefender for Cloudt X2 ) T4 75— DA ERSINI=IEIZ app1 HAEEFT DL ST HINELHY 9,

Azure Resource Manager (ARM) 7> T L— F & ED K SICHERSEIRETIN?EETHICIE EEFTEYUEGEA T I VEBIRL TSV, F  EfEELICT1RA Y MAMESAET,

..um Microsoft

"Microsoft. Secunty/automations”
“Wicrosoft.Automation/automatonacoounts”
“Micresoft.Logic/workflows™
“Microsoit Security/automations”

“apiversien=: "2019-81-01-previsew™,

“name”: “[parameters(’'nams’'}]",

*gescription® ':far-.at_gabf{fﬂe:“;:fm-".nt;ur",': 1
={sEnanlea™: tryus, i
“actions=: [
{ "a::'.:-".'_li.&.:t ‘L.-:-ﬂ:a'-':':'..
'lnﬂ;;:.;pﬁe':tz.l.'crld": rirescurcelda] "Microsoft.Logic /workflows®, paraseters(appl'i)1=,

i '.'.I'i.r.l " listCallpackURL (resoarceld{parameters| " subscriptionld’” ) parsseters| "resourcelrouph

"Microsoft. Logic/workflows/ riGges "'_I
actions
contents

cerameters| ‘appl” ), 'sanual®), "1019-05-01°).value]”



https://www.jpnshiken.com/q/68012-6313365/

“resources™: [
's
\

"type™:

=
“Whcrosoft Automa

i AR 8L

“apiVersion™: “2819-01-01-previes",
“name®: "[parsmeters(nome’}]", 0
“location™: “[rescurceGroup().location] 'o *

“properties”: {

"aescription®: = [Fnﬂut‘\f e ription® ), "{@)", parsmeters( subscriptionla*}}]=,

"1sEnaplea”: trus
“actions®: [

{ "actionT chpp™;

urceld®: “[resourcela| 'Microsoft.Logic J-“ astegs(‘appl® )],
“[l1istCallbackUil(resourceld{parameters(” ;ubscru ) M’(
"Microsoft. Logic/works Lows/ [ triggers -
actions
contents

pareseters(‘appl’), ‘manual®), °2019-8%5-21°).value]”

Explanation:

TR P

“resources”: [

{
"type"; *Microsoft.Security/automations”, -

"apiVersion®: *2819-901-0l-previsx®,

"name”: "[parameters(‘name’'}]", m
*location®: “[resourceGroup().location]”, Go
"properties™: {

%
"description®: “[format %@ﬂn'},'{m'. parameters!'subscriptionld*)}]”,
“isEnabled”: “(\

Ced b

tIonType": “"LogicApp®,

logicAppResourceld”: “[resourceld( *Microsoft.Logic/workflows®, parameters(’appl’')}]”,

w

"uri~: "[listCallbackURL(resourceld(parameters( subscriptionla’),parameters( resourceGroupiame’),
.. e "Microsoft.Loglc/woghtlows/ triggers s
M ICEOSOTL .. mssnarsomer
%
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BEHDODRY FT—2(21F Azure ADERIEAT 54 > T L S RADActive Directory KA A4 3 —EX ADDS) FA A UAEFENTULET,
HEH L Microsoft Defender 365% {83 % Microsoft 365 ESH TR ) 7 a3 V& CHEFR T,
BHOMBEEHFADLI—HY—(2&d T RTORMERIARTEEETILELNHY FET,

KLY TV IEED LS ICAATRIEEIWTTN?EETSICIE EERTEUGA T a vEBIRL TS,

TR EITIRA Y EAMEENET,
\nswer Area .

IdentityQueryEvents ! .

BehaviorAnalytics
ldentutylnfa
GOm

| where Depart K‘
.h countObjectld

Microsoft

IE Aud:tmqs ¥ on $left.objid == $right.AccountObjectIc
IdentityLogonEvents
SigninLogs
1E fiZ:
Answer Area

BehaviorAnalytics {

IdentityQueryEvents b i\u M i c ro S Oft
O

Identityinfo

| IdentityQueryEvents o

| where Department :i%
| project-re countObjectId

o\ BN
| g ﬁa;ﬁgq‘ ¥ on $left.objid == $right.AccountObjectId
|

IdentityLogonEvents
SigninLogs

A EA



B B \ficrosof
IdentityQuery bm
| where Department == 'Finan
| project-rename obji Mﬂd
| jum “6 ¥  on $left.objid == $right.AccountObjectld
fﬁfﬁ:ﬁ: 119

Microsoft Defender for Cloud DE# & EC R RBEHZiFE =9 =8I Group1 & Group2 (<

Answer Area

A—I)ILR—ZXD7T Ut XH{#H (RBAQ
BTCHIRETIIN? AZFTBHICIE BEBETHEYGA T 3 0EBIRLTLLEZS0, E: EfE

A=) ZEVETHRELAHYFT  EITL—TIZFEOD—ILEEY
TEIZTRA Y FAMEShET,

Group!: [Secunty Admin_

Contnbutor
 Owner

Security Assessment Contributor

o

Group2: || Contributor ‘i{

8" Microsoft Sceny Admi

Carurmy Awecament C nntnbator

1E fi#:

o m Microsoft___

Contnbut ‘g‘?
,,m}%r’

Security Admin

Secunty Assessment Contnbutor
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M 5
_ o = d e e
_ 'r'h?M .S't lnflm r‘:.._ ft v - Sh‘are Yy - l‘el‘ .&-}t'” f|_..e - ‘5:}: %‘&g:-% % E 1 — Fcrmar i:-lérlr'
- offllhs ICI'OSO 3.9
|

| where OperationName == "Add user” d e
4 | project AddedTime = TimeGenerated, user = tustring{‘ggr;eM&[ﬂl.userﬂrincipilﬂmj

TineGenerated >ago(7d) R’

i [ ]

5 | Join (AzureActivity +\L &
6 | where OperationName == "Create role assignment” 4 VU &

7| project Operationiame, RoleAssigrnmentTime « 7 \@ed, user = Caller) on user
8 | project-away userl ﬁw{ﬁ @

9 . |

.
q':' R ‘}é E\"?}a | \:{-,;.!.
o } ¥
'Q:;_;.\' | " 4

-

A—HY—[FLUTORA A ERITLET,

*User1MUser2(c5/ O—/\)LEBEO—/ILZE|YHTET,

*User1(dUser3& VS BHIDHFT L LW\ 1—HF—ZER L £D 11— —IZMicrosoft TeamsD 514 VR ZEIYHTET,
*User2 [ Userd E WS ARIDFLWNVAI—HF—ZERL, ZO1—H—ICtF212 ) T BHEFEORINZENYHTET,
*User2lUsers& N3 ZRTDH LWV 1—F—Z AR L, 20O1—F—IStFa T FRL—42—DOBEZHYLTETS,
LUTORERICDOVT ELWMEEIF KL FBRLTLLEZSWVD, Z5THVNEEF DR I ZBIRLTLZEL,

F o EFEEITIRA Y FAMESNFET,

Statements *;
The query will 'gm role

assignment of User2
3
T identify the creation of Usar3

fvhicrosoft




g Microsofin

The query will identify the rol@#Ssignment of User2

& Ih-eqm '.-iilllsidemlfy the creation of User3.

The guery will identify the creation of UserS.

Explanation:

Statements

_ M i C ro S Oft The query will identify the role assignment of User2. b

The query il identify the creation of User3.

Thé giiery will identify the creation of UserS.
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73 f=IEMicrosoft 365 Defenderz AL TA TV FERELTULET,

CFOLaptop, CEOLaptop, COOLaptop & WS BRIDIDDT/NA A TR LY A VA VB ZN DU NTDHDBEGNTA VT T) HERTH2DENHYET,
BRICIEEDLSIZAZTNIXIWTTIN?EET HIZIE, ABZERTEYGA T a vEBRLTLIESL,

FCEBEICIRA Y FAMESINET,

EIRLTEET S :



| project LogonFailures=count ()

| summarize LogonFailures=count ()

by DeviceName, LogonType

| where ActionType == FailureReason

| where DeviceName in (“CFOLaptop”.,

“CEOLaptcp”, “COOLaptop”)

ActionType == “LogonFailed”

'*Qv

DeviceEvents

DeviceLogonEvents
13:}

an



Values Answer Area

| preject LogenFailures=count ()

| summarize LogonFailures=count ()
by DeviceName, LogonType

e S-5r B 5 8 . R |

| where ActionType == FailureReason DevicelogOonEyents

| where DeviceName 1in (“CFOLaptop”,| || whére DeviceName in (“CFOLaptop”,|and
“CEOLaptop”, "“COOLaptop”) “€GEOLaptop”, “COOLaptop”)

ActionType == “LogonFailed? ActionType == FailureReason

| summarize LogonFailures=count ()

ActionType == FailureReason z
¥ by DeviceName, LogonType

DeviceEvents

DeviceLogonEvents

o3 [HL]
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HEH L Microsoft Exchange Online & Microsoft Defender for Office 365 % {# FH 9 % Microsoft 3657+ > F 2 HHH T,

a7 —BEEIRR ZAP) ICK 2 TA—H—DA—ILERYIZANL A=Ay E—URBESNE=NESHZHBTSICIE AEFERITIIELNTTM?
A. Microsoft Defender for Office 365 DB ERERXT—4 X LR—

B. Exchange® A — LRy I REEEOY

C. Microsoft Defender for Office 365 NDEEHFF T 7 AN T 7AILEZ AL TDLKR—k

D. Exchange® * —)L 78— LHKR—k

IEf#: (EfEERTLET)

ZAPI A v —DEBELIZNESHERRT DICIE. BBRREAT—FALR—FEEEFBRIVRTO—5— BLUVUTILEIALRE) ZERATEET,
S .

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/zero-hour-auto-purge?view=0365-worldwide

Eﬁ:ﬁ: 123

&H1t(XAzure Sentinel ZBA LET,


https://www.jpntest.com/shiken/SC-200-mondaishu
https://www.jpnshiken.com/q/68012-6313371/

Azure Sentinel DEBEZBEHD I I —TIZEFET HFETT,

UTDARYERETIDLELHYET,

TLA Ty R LTEITTS

D=9 T ERHL—ILEERLET,

fRRERIE B/MERDOFRAICE I GZ ITIELE S,

BARVIZIFEDHRENZENY B TEIRETLLOIN?EZFTBICIE BULKRBNZELWVWIRVIZES YT LTLESW, BRENE 10 BHE, £ EF2FERALEWNVEERAHYET , a0TUY
ERTTDICIE ARAVEDREIN—ZF RSV TTEIN RV O—ILTILELRHIEELHYFET,

EE LIRS ROAMESNET,

Azure Sentinel Contributor

_Azure Sentinel Responder| Create and run playbooks:

Azure Sentinel Reader Create workbooks and analytic rules:

| Logic App Cﬂntr!b‘Eﬂ;’. ._ \ -\ OS50 i

1E#Z:
Azure Sentinel Cnntributnﬁ

Azure Sentinel REEDDHUEﬂ Create and run playbooks: Logic App Contributor

Azure Sentinel Reader | Create workbooks and analytic rules: ;Azure Sentinel Contributor

Logic App Contributor

SR

https://docs.microsoft.com/en-us/azure/sentinel/roles
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Microsoft Defender for Cloud {9 % Azure Y TR 9 1) T 3 UhH Y storagel EWVWSIEZFIDR FL—L THO U EMEENTUVET , storage! WD BLOB 23t L TEFEIZE < DHIBRIEENTT
NzEWSTS—bEZTRYEL, EDBLOB BB SN ZERET ILELAHYET MERAEBEITRETLLIN?

ARNL—PI1DT7I9T4ET4RYT

B. Azure Storage Analytics® 0 %'

C. 75— FDEH

D. 75— MBEESTSHTUT 14T«

EfR: (ERERTLET)

HIBR SN /-BLOBZHET BICIE A NL—CFHO U RDTITAETA AT EHRELTLKESWN, 7IO9TAETARJICIE HIBRIEEEET A ML—C7h0 0 FTIHOA TR TOIREIZET S
BHRNASENTVET , oD T X Azure R—FILTRARL—DF7H0 0 MZBHIL, BERIEI 300 FOTAETA BT 1 ZERL T BULBEBEITIA LI VT T BHIETTIRERTE
F£9, £7=. Azure Monitor& Log Analytics#FRALC. 7YV TA ETA QI T—3ZBEB LU THEELTEET,

SE R -

https://docs.microsoft.com/en-us/azure/storage/common/storage-activity-logs
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/activity-log-azure-storage
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sws1 & V3 &R Microsoft Sentinel 7—9 AXR—IMNHY ET,
HET-E swSITA VT U RDEELEEZIC AV T LIADITH—EREBURTLICA VYT FaBRET BAzureAS v o 7 7Y 26T HFETY,
A< wv4 771D Microsoft Sentinel A9 2 DERBREERT IVLENHYET Y a—2avid ROBYGZE-IVLENHDYET,
EHEBOFMZHR/NRIZINZ S,

R/MERDIRAZERT 5,

AR RIIEDESICHREITNIEINWTIN?EETHICIE EEFTEYGEA T a vEBIRLTLESLY,

FCEE LIRS Y EAMEShET,
Answer Area

mMslemsoft

A managed identity
| A service principal
An Azure AD user account

Configure

Role to assign to the credentials:  Microsoft Sentinel Responder v

Microsoft Sentinel Automation Contributor
Microsoft Sentinel Reader

Microsoft Sentinel Responder

Contfigure the connector to use: A managed identity

%‘i lﬁ'm RO user account

ﬂolfﬂ'ﬂ'}m ln tﬁ& &edentmls Microsoft Sentinel Responder -
'. Microsoft Sentinel Automation Contributor

! G —

Explanation:

Answer Area

Configure the connector to/use; " A manaqged identity

= M iC rosoft Role to assign to the gredentials:  Microsoft Sentinel Responder
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Microsoft Defender for EndpointD & # %% 1-3 [Z1E CLIENT1ETETESNDZ IS K7 T Z4IBT 2HENH Y ET

ED2DDHREEERIRETLEOIN? TNENDERET BREO—HFERLTVET,
ECE LIRSV EAMESNET,
A. Microsoft Defender Security Center D 7T/3f REBICH DIV R—T 1« VI ERE
B. V2977 txa) T4 EEBRMAKR) >—
C. Microsoft Defender X 1) T4 £ 4 —0 BREIZHDEELHAEE
D. VSO KR7IVEXxa)T4DY 5 FIRHERTE
EfE: CD (24 FERET B)
Microsoft Defender for Endpoint & & U Microsoft Defender for Cloud Apps (IB#R Cloud App Security) A L T Windows 10 T F R4 > FTREAREDV SV K 77070y 04 5IZ1E, mADAE
THRMETEAMILTERTIVLELH Y FT, £ . Microsoft Defender Security Center > 25 > = E L8 T . Microsoft Defender for Cloud Apps #i&ZBMIZLET (v FT—V REDAIRSE
BARELZEINTWNWS I EEERLTLEEW), Ik Y Defender for Endpoint (ERFAZET7 TUDY R FEZEL CLIENT1 OA—H—DNT SO —FLIEISAT7 U MEHATINGDT TYIZTY
TRALESELEESZIC. IVRRAV M AR—RDTAV Y EERATESLSICHRYFET,
12 Defender for Cloud Apps® EXTE |— B 5™ F#H T, Microsoft Defender for EndpointD#i& %R EL . RAZE7 )0 7Ov Y 1 ZBMLEFT V50 FRETIEZ, 77ULARE FFEch,
RAZBIELTERIMITEINET MDEMELAMNICHDIE FDEITRIUVRRA VU MIZHVRR— S TFHU D7 TV ARG ER) —(2EWTT Oy I NERIWET,
FATLAaVAFIUR—T A VIHE) FTNAROEFATHY 77)V0TOYIEBELZHETE2LDOTEHY FHA, B EEREARY O —) FEMERE (R BE EL IP L) 2HET 510
ThHY ITVFRRAVETOTT) TORADBEH EITERHY FEBA, LT=H 2T, Microsoft Defender for Endpoint Z{#H L T Windows 10 A Ea—4—TRABOT7 ) ZTOv o35 1E0D
BEHERB-TEOICERETILRENH S 2 DOERIL, C. Microsoft Defender X2 T4 o2 —DEEL#AEEL  D. Cloud App Security DY 59 FIRHBRETY,

FEwvD2 arv byt
EHIRFE

NET—RRABAT AT  T—RRAE T4 IZIXERNDOEREHREHY FEA BT —RETTIT5EHIC HRFRZERICES ZENTEFT  ZL, CORRICITEMDTYT—RAR 2T 109
DIV EFENLSGEELRHYFET . EZXAoNREARNICHRICEFEFNLIIATCORBEERETTESLD HHESZ L oNVITIBENHY FT,
T—RRABATAICEENDIBERIZBEZDICE  T—RAREITAICRB SN TS ERESRIDIVENHYET  T—RAREATAIZIE T—RRE T4 THASNTWS T UAICET HEFEMEREIR
HILIRRPLZTDOMODERNEENTVSIEENHY FT , FEMIE. COT—AX 2T AOMOEME FIHILL TLET,

CDT—ARARET A DRRBRIC. EREELNRTINET, COBEMETIE BEZEZRL ROV LI VICEDHITBET A ENTEET HLOWEY DI VERBTIE . DYV VI VIZED I E
ETEEHA,
T—RRET 4 ERBTBHICE

CDT—RAREAT A DRVDEBERTT BICIE, WANJREZVZEI )y LTLESW, BRICEZSHIIC, ERORA VIZHEIREI VEFE>THT—RAITAODHRBFHRELTLESL, DR
AoHEIYy I TDHE EDRREN BFRE MELRLEEDEBRIRTINET , T—RARITAIZ TRTOERIZ THHDEE . T IICRETSINDFERIFLUBEDZ TITR RTINS ERER—T
4 BMICEADERN TS, BRARF2VEV )y I LTERBICE-TCZELY,
B
Contoso Ltd. & LN S St At &K EHITEODXIEZHEZA TS,
AEOTFTRLIZHYFET XEF MO IAT7I Ea—X b2 O VEILR NG —N—ZHYFET,

AV MYRIE Za—F—VEY VTSV RICH T4 REER DI 7 IV AL EVWSFRIEEFMAEL TS,
BREDRE

IV R1I—J—IRE
ContosoD £ 1 —H—[IWindows 107 /31 R ZFAL TWWET , 1 —HF—IEMicrosoft 365N T4 LV A EMB L TWVET, S 52 ContosoDEEF— LD A U/IN—[Z[FIOST/INA AN EHINTVE
FIIEBIUNATUY FAVISRAMSIFr
ContosoDITARTHDT T r—raviEAzurelcT FTOA ShTWVETS,
Microsoft Cloud App SecurityZ B LE T,


https://www.jpnshiken.com/q/68012-6313375/

Contoso & Fabrikamld | Z W ZF L2 7% 5 Azure Active Directory Azure AD) 77+ > b #FER L TWVET , FabrikamlI&xitAzure Y TR ) T a3 VEBAL HYHR—FESNATWEATRTOYY—RE2A4 T
(2%t L TAzure Defender®B®IZLELT-,

HEDHER

ContosoDtEFal) T4 F—LIE REDHAN—tFa2 ) T4 EBEZZITROTVWET X1 T 4 F—LIF ENEENEHLERT, ENDLESTRULWDZHIEITHDICZL L DERIZELL TL
FY,

ContosoDEEF—LIXIOSTNA RDAEFHALTWET BEEF—LDAVN—E SFIFLGY—FN—TFT &Y )LZFHALTEEZEELE I 7Z7AILEZPYRY LTVLWET BEICEK EEXEF—LDOT
NAZANEESFELRHEBZZTIELNHYFET,

Contosott DY —4 T 4 U F— LI HER D E—EDEED-HIZEEDMicrosoft SharePoint Onliney 4 FZ#EBRLTWET, LML AU —RIILI I T7E2ECT7AILET7yITO—KT 3L
WS EENREMEELTULET,

ContosoMBREMIE . X2 TA BENRELERELLNH D ERTILVET, BEE(L, Microsoft Cloud App Security CRESN TS 7 T —2 a3 VIZEWT BEISHBLAICT—479 R &
DrO— K Bl EDREMNSEIUEITONI=T7 7/ ILEHEL TV ECES3BELLTVET,

i

AEENTWAER

Contosold DX 1) T4 EHEEZHEL . I RTOEF 1) T+ EBZ—TMICEET H5TET,

AT E S

Contosoftld U TOHEMEBEHZRHELE LT,

*AzurefRET O UNTIL— R I+ —RABBZRZITTWSBRICTI—FEZELET,

* Azure Sentinel #FA3 5 & REBICHTEHIT7IV T4 THRBEZRRICEBET S ET HBOV RV EZEBR-TEET,

* Contoso & Fabrikam®Azure ADT 7 > FEITT—42 & T+ HAzure Sentinel 7 T 1) #EET 5,

* SHNERN S DBEAS  FabrikamB 5 DAzure AD7 T —2 3 UHAMBRE SN S ETREMMFELE L1=15E (2 Azure Defender for Key Vaultdd 7 5 — b ZFabrikamRl T IZIEET 5= DFIBZRAFKT 5,
*ERTFEOENSHDT Azure J Y —RIZHA VA VTELEN 2 A —DIRTODT—RXEZHELEFT, THREFL2V T EBEN . UTOFRELHRIIUEFRBLET,

TEISH

| ActivityType == "FailedLogOn"

| == L. == True
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HEH L Microsoft Exchange OnlineZ{# A9 %Microsoft 365 ESH TRV 1) T avuaEELTY,
T4 TA—IIVEHANT DRENHYET,

D3 DOMQaATUR R ICEATANENARYFINA?2REZETAIZE a2 FLy brO—EBh @Y AZaT U KL 0]

Cmdlets Answer Area

i

&) MERICHENEZ T &L

(1

Connect-IPPSSession

Start-ComplianceSearch

New-ComplianceSearch @ @
Connect-ExchangeOnline (() @

Search-UnifiedAuditlog

1Efig:



. New- cnmhl.m:tﬁl;l r'i: h

comect-teessession ___ _ _ _ ____ _ ___ " ,
e e e e e —  — —— — . : ——-l—-!n-#—r-ﬁ-—ﬁ-—ﬂn--ni——mi—!—l—mﬂ-!—n-—
Start-ComplianceSearch ' T T'—__ﬁ'g- T . OO S A I
a CGﬂnqgﬂ‘&g:hlngm.linl I

e T ———

________ ﬁ. e .
=[ -Mlcrosoft

M R

O

Explanation:
Answer Area

Connect-IPPSSession

Cmdlets
| M I1C‘F¢05inlrch :r B

Start-ComplianceSearch
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Azure Sentinel (& Azure DEELZT IV TAET A ZERTH5-OIZFERINET,

ROBEIZRT K, BRERHET T-DDHRZ LOHFIL—ILEERLFET,

Home = Azure Sentinel workspaces > Azure Sentinel

Analytics rule wizard - Edit existing rule
DeployWVM
General Set rule logic

Incident settings Automated response Review and create

Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

AzureActivity
| where OperationName == “Create or Update Virtual Machine”

or OperationName == “Create Deployment”
| where ActivityStatus == “Succeeded”
| make-series dcount (Resourceld) default=0

on EventSubmissionTimestamp in range (ago(7d), now(), 1ld) by Caller

=DMicrosof

View query results >

Map entities



Map the entities recognized by Azure Sentinel to the appropriate columns available in your query

results. This enables Azure Sentinel to recognize the entities that are part of the alen&fwn!her
analysis. Entity type must be a string.

Entity Type Column .
Account Choose column i} JAdd
Host Choosecoldmn \ &  Add
P _ ChOEISE thlu'm ~ M Add
URL ® &mmaﬂmm v Add
FileHash W ‘%‘ "ﬁ[t:hmﬁe coumn v Add
Query scheduling
Run QuUEry every ™ T
(S8 : \ P | [ Minutes v |
Lookup uauﬁm the last* &
BA . | [Hours 2
Alert't-hreshuld
Generate alert when number of guery results *
' Is greater than v | |2
Event grouping
Configure how rule query results are grouped into alerts
(®) Group all events into a single alert
(O Trigger an alert for each event
Suppression
ﬁtop running query a‘tef alert is generated |
off )
Stop running guery for®
| 5 | | Hours v
o
IV—IbE=ID—n AT 2 MEx =9 W EIT 4 c

HIZRENAERICEOSVWT, FEdZzElSEH5BRZZ Oy 7°’5! ¥ /} Za—ZFERALTERLTESY,
TR EITIRA Y EAMESNET,



If a user dep!n}s-ﬁm%{vﬁ@ ?@fr@s simultaneously, how many

times will you receive [answer choice] in the next five hours.

If three separate users deploy one Azurevirtual machine each within five
minutes of each other, you will receive [answer choice].

If a user deploys three Azure virtual machines simultaneously, how many ! v
times will you receive [answer choice] in the next five hours. Oalerts J
1 alert
2 alerts
3 alerts
If three separate users deploy one Azure virtual machine each within five | v
minutes of each other, you will receive [answer choice]. 0 aleris
“ 1 alert
| i s £ 2 alerts
b MEEIOSDF'& 3 alerts
ZH

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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