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Answer Area

Internal threat: v
Add resource locks to the key vault

Modify the access policy settings forthe key vault
Modify the role-based access control (RBAC) settings for the key vault.

External threat: A 4
Implement Azure Eirewall.

Modify the Key Vault irewall settings,

Modify the network secunty groups (NSGS).
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Add resource locks to the key vault.
Modify the access policy settings for the key vault.

odify the role-based access control (RBAC) settings for the key vault.

External threat: v
Implement Azure Eirewall.
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Minimum number of Log Analytics workspaces
required in the Azure subscription of Fabrikam:

Query element required to correlate data between

tenants: extend
project
workspace
1E fiZ:
Minimum number of Log Analytics workspaces ANirvrnentt Y
required in the Azure subscription of Fabrikam: U. i
1
74
3
Query element required to correlate data between v
tenants: extend
project
rkspace |
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f you hover over the virtual machine named vm1, ‘ v
jou can view [answer choice]. the inbound network security group (NSG) rules

the last five Windows security log events

the open ports on the host

the running processes
‘you select [answer choice], you can navigate | v
o the bookmarks related to the incident. Entities ;

. Info
GINOSOTT [nsights
Timeline



If you hover pver theMiitial'machinenamedym1, v
you can view [aiiswer choice]. the inbound petwork security group (NSG) rules
the last five Windows security log events

the open ports on the host
the funning processes

If you select [answer choice], you can navigate
to the bookmarks related to the incident.

Entities
Info

[Insights
Timeline

S
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-investigate-cases#use-the-investigation-
graph-to-deep-dive

B 12

SRFE. ITRTOTOD Y FDT—2EEBLEDAzure TR ) T a VITHEMLET, TT
DY TRY Y TS 3 vIl% B LCAzure Active Directory Azure AD) T+ > h&#FERLET,
TRTOTOT Y ME, WindowsServerFE{TY 2EHDAzurelRB< L O TR I TLVE
T ARET L DOWindowsf Ry MME BILUDENTNADY TR Y 1) T 3 > DLogAnalytics
D—D AR—RIZRBEINFET,

AzureSentinelZ#H L W NAzure T RS Y T 327 7a4 LET,

FTRTOYTRY ) T3 0DFRTDLogAnalytics 7T—9 AR—REH®RFT B

(&, AzureSentinel TN T4 VT L) EETTIRENHY FET,
ETTEIBENHD2DODT I aVIEENTIN? TNENDERET FERREO—FHZERLTL
F9,

F L VEREZENTAIRS U LOBENHY FT,

A ExXa)T44 N2 baxy R %EAzureSentinel 7 —9 AR—X[ZEMLET,

B. workspaceexpression & unionoperator&{EHd 50 T #ER L E T,

C. aliasstatementZ{#FRH L £ 9,

D. resourceexpression & aliasoperatorz{#H4 59 T ) ZERLE T,

E. AzureSentinelV ') 2 —2 3 V&K T—J AR—X([ZEMLZET,

EfE: (EfEFTLET)

o3y {%L]

EREA/SER
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants

Eﬁ:ﬁ: 13
MicrosoftDefender % {§ Fi 9~ % Microsoft365E5H T X4 1) 73 3 > &  AzureSentinelZ{E A3 5
Azure TRV )T avhHyUET,


https://www.jpnshiken.com/q/28093-2206753/

BRHNDEBEEDHABEF A —IEEEBICEI > TEEINEEFA—INWADTI7FAILEELIRTD
TINA REFBNT DDELHY ET, VT IEL SHA256/\y a2 D—BIZEDNWTITHOAET,
DIVEEDESIZETITIRELAHYEFIMN?EETHICIE BED) 7FTEYGEA T3
ERL TS IZE0LY,
L UDERITENRENIRS > FOMELAHY £9,

EmailAttachmentInfo

| where SenderFromAddress =~ “MaliciousSender@example.com”
where isnotempty | \ 4

(Deviceld)
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256)

| join (
DeviceFileEvents

| project FileName, SHA256
) on Y Ve

v

(Deviceld) Ta N
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256)

| project Timestamp, Filawamepgq Ea eName, Deviceld,
NetworkMessageId, SenderFromAddress, ec1plentEma11Address
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EmailAttachmentInfo

| where Sender?romddrass Mlql%gj:inder@example com”

where isnotempty ‘ v

(Dewviceld)
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256)

| jJein (
DeviceFileEvents

| project FileName, sHA2S6
) on " “ 1 N

: W ,‘-J |v
[(Deviceld) '
(RecipientEmailAddress)
(SenderFromAddress)
(SHA256)

| project Timestamp, FileName, SHA256, DeviceName, Deviceld,
NetworkMessageld, SenderFromAddress, RecipientEmailAddress
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You receive a security bulletin about a potential attack that uses an image file.

You need to create an indicator of compromise (loC) in Microsoft Defender for Endpoint to
prevent the attack.

Which indicator type should you use?
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A. a URL/domain indicator that has Action set to

B. a URL/domain indicator that has Action set to

C. a file hash indicator that has Action set to

D. a certificate indicator that has Action set to Alert and block
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/indicator-file?
view=0365-worldwide
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C.
Add-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B —-4EFC
—AADC —-ADSF3C50688A —-AttackSurfaceReductionRules Actions AuditMode
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AADC —ADSF3C50688A —AttackSurfaceReductionRules Actions Enabled
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Answer Area |\/icrosoft
Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled
Configure the playbook ta include: v
Diagnostics settings
A service principal
A trigger
1E fi#:
Answer Area
Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled
Configure the playbook {0 include: v

A service principal

Diagnosticsseftings CTOSO1

trigger
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Home = Azure Sentinel workspaces > Azure Seph

) .
Analytics rule wizard — Edit exlﬂln;ug'elw icrosoft

Deployyii
General Set rule logic Incident settings Automated response Revwew and create
Defime the logic for your new analytics rube.

Ruls guery
Ary ime cetads tat here will b within the s00p+ delned below in the GQuery tcheduling felds

AzurafActivity il

| whare OparationName == “Craate or Update Virtual Machina*

or OperationName == “Create Daployment®”

| wherae ActivityStatus = “Succeedad”

| make-series docount {Resourceld) default=0

on EventSubmissionTimostamp in range {(ago(Td), now(), 1d) by Caller

Ve QueTy feTulls >
Map entities

Map the entities recognized by Azure Senbinel 1o the appropnate columns available in your query
results. This enables Azure Sentingl to recognize the entibes that are part of the ateris for further
analysis. Enlity type must be a stnng

Entity Type Column
Account Choose column o Add
Host Choose column ~  Add
P Chogsecoiumn || . " Ada
URL [Choosecomn ~ ~ | Add
FileHash . | "l Choose column ~|  Add
Query scheduling
Run Query doeny, *
(5 | [Minuges v |
Lookup data from the last ™ ¢
S | | Hours oy
Alert threshold
Fdﬁﬂ-\ﬂ Mert when number of guery results =
| Is greater than “ | |2 |
Event grouping
Configure how rule guery results are grouped inlo alerts
(!-'I Group all events nto a single alert
(::I Tregger an alert for each event
Suppression
Slop runming gueny after alen B generated
-« or
Slop running query for™
5 Hours e




W—ILEED—BELTA VT U MEREEEEZELBWLTLEELY,

FOy IR A a—2FRALT HISREINTVABERICEIDVTERT— AV MERET
THERIEZEDERKRZEZZRLET,

AL UDEBIRIZENREFNIRS > FOMMELAHY F£9,

if a user deploys three Azure virtual machines smutlaneously how many ‘L w

'h 'l“l

fimes will you receive [answer choice] in the next five ho ‘0 Zlers
1 alert
2 alerts
3 alerts
f three separate users deploy one Azure virtual machine each within five v
minutes of each other, you'will receive [answer choice]. 0 alerts
1 alert
2 alerts
3 alerts
1E fi#:
If a user deploys three Azure virtual machines simultaneously, how many v
times will you receive [answer choice] in the next five hours. 0 aleris
1aled
2 alerts
3 alerts
If three separate users deploy one Azure virtual machine each within five v
minutes of each other, you will receive [answer choice]. 0 alerts
|1 alert |
. |2 alerts
3 alerts

SR

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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Common Event Format CEF) * vt —< #AzureSentinel (2353 254080V ) 1 — 3 U 2 6
THLEZFELTWVWET,

A 47— 4—%T704350ELAHYET,

IEEIZETTEI2LENADHB3IDDT I aVIFENTIN?RETSICF BYLETFHSavET
923V RO LEIZEHICEBL, ELVEFICHERET,
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Actions Answer Area

Deploy an OMS Gateway on the network.

Set the syslog daemon to forward the events
 directly to Azure Sentinel.

Configure the syslog daemon. Restart the syslog |©
daemon and the Log Analytics agent. |

Doyt OB SRPiRan |

Set the Log Analytics agent tu-hsten on port 25226
and forward the CEF messages to Azure Sentinel.

IEfiZ:
Actions Answer Area
Deploy an OMS Gateway on the network. Download and_ins_t_all_the Log Analytics agent.
Set the syslog daemon to forward the events Set the LogAnalytics agent to listen on port 25226
directly to Azure Sentinel. and forward the CEF messages to Azure Sentinel.
Configure the syslog daemon. Restart the syslog @ Configure the syslog daemon. Restart the syslog @
daemon and the Log Analytics agent. @ daemon and the Log Analytics agent. @
Download and install the Log Analyti csdgent:
Set the Log Analytics agem% P port25221
and forward the CEF mes m b e .

o Lay [HL]
EREA/SHE
https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog
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7 4w AIFAUTODISABLED T3,

BEDEZ ONDRAIEAMTT M ?

A. T—4 Y —2R LLogAnalytics D IZEFDORIENH Y T3,

B. 72— FO#EMN2573LINIZ10,000&# B R F L 1=,

C.L—ILY T DETICHEHBINYTETEALTORLET,
D.L—IITYDT—RY—ADIDIADT I RAHFANLEEINEL-,

EfR: (EffZzRTLET)
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https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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Google Cloud Platform GCP) 7—#4 #AzureDefender[ZE Y AT AEMNHY ET,
TOavERTTIDEFIEENTT N BZTBHIZIE ITRXRTOT7IavET7oarnl)
A SEIZEFHICHEEL, ELWEFICHENET,

Actions Answer Area

Enable Security Health Analytics.

'From Azure Security Center, add
| cloud connectors.

| Configure the GCP Security 1 @

__Command Center. X I @ @

' Create a dedicated service account|

' and a private key.
Enable the GCP Security Command|

Center API.

1E fi#:

EHEA


https://www.jpnshiken.com/q/28093-2206768/

Configure the GCP Security
Command Center.

Enable Security Health Analytics.

"'Enéb-ié't'hé GCF‘- éeEu_ri_t;' Cnmmanci
' Center AF‘I._“

Create a dedicated senite account
[and a private key. y
'From Azure Security Center, add

cloud connectors.

https://docs.microsoft.com/en-us/azure/security-center/quickstart-onboard-gcp
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HTVEEDESICRTTIVEAHY FIMN?2EETSICIF BZTY 7 TEIYGA T3
FERLTLSIZEY,

I VERIEZENENIRS  FOMELAHY =9,

SecurityIncident
| Y Y (LasModifiedTime, *) by IncidentNumber
project arg_max
sort limit _J,'
summarize top N
IEfiZ:
SecurityIncident
| A 4 .v (LasModifiedTime, *) by IncidentNumber
project |a_rg_ma_|x
sort |I'|m_jt = -
: ~L\Ville ‘.'_r"rl Cr =
summarize !._J[d VIICL W OUI L
S .

https://www.drware.com/whats-new-soc-operational-metrics-now-available-in-sentinel/
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https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/microsoft-defender-atp-ios
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| & 2T ActivityType == "FailedLogOn"
| 22T, == True
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AzureREET L U DEMBH EFHI-T V) 1—2a aHRETILENHY FT, HEEEIZE
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B. Azure Defender

C.Azure 72 747 24+—IL

D. Azure Application Gateway
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https://docs.microsoft.com/en-us/azure/security-center/azure-defender
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Name Type | = Description
LA1 Log Analytics Contains logs and metrics collected from all Azure
workspace resources andon-premises servers
VM1 Virtual machine | Server that runs Windows Server 2019
VM2 Virtual machine. | Sepver that runs Ubuntu18.04 LTS
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Zlitwaret 7 4 R V2 —2y MIEEEGEL Azureb TR Y T3 oDERERY FT7—
J~DHYA FREIVPNEZZRA TLET,
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Name Operating system Office Description
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CLIENT1 | Windows 10 Boston Domain-joined client computer
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D. Microsoft DefenderSecurityCenter® % & D & & 75 #RE

IEfR: (EffZzRTLET)
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https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/information-protection-in-windows-overview
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Azure Sentinel Contributor

Azure Sentinel Responder| Create and run playbaoks:

Azure Sentinel Reader  + graale Workbooks and analytic rules:
|

Logic App Contributor

—

1Efig:
lﬂszure Sentinel Contributor

= T

Azure Sentinel Responder| Create and run playbooks: Logic App Contributor

Azure Sentinel Reader | Create workbooks and analytic rules: Azure Sentinel Contributor

Logic App Contributor
ZH

https://docs.microsoft.com/en-us/azure/sentinel/roles
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REAISEE .
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/manage-alerts
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You receive a security bulletin about a potential attack that uses an image file.

You need to create an indicator of compromise (loC) in Microsoft Defender for Endpoint to
prevent the attack.

Which indicator type should you use?

A. a URL/domain indicator that has Action set to Alert only
B.702avh753—rEEUTAYIICEESNTVWAURL/ KA VAU r—2—
C.702avh73—rELUTAVIICERESNTVES I 7AINY a4 07r—8—
D.7723avh7 35— brELUTAVIIZEESNTVWSIRAEAN VOr—42—

FfE:C(aAY FERETS)
S

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/indicator-file?
view=0365-worldwide
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https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-
alerts
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https://docs.microsoft.com/en-us/azure/security-center/defender-for-key-vault-usage
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Home > Azure Sentinel workspaces > Azure Sefline M ic rOSOft

Analytics rule wizard — Edit existing ruie
DeployVM

General  Setrule logic  Incident settings Automated response  Review and create
Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

Azurefctivity #

| where OperationName == “Craate or Update Virtual Machine”
or OperationName == “Create Daployment”

| where ActivityStatus = “Succeedod”

| make-series doount (Resourceld) default=0

on EventSubmissionTimestamp in range(ago(7d), now(), 1d) by Caller

View queTy results »

Map entities

Map the entities recognized by Azure Sentinel to the appropnate columns available in your query
results. This enables Azure Sentinel to recognize the entities that are par of the alerts for further
analysis. Entity type must be a string.

Entity Type Column

P

URL
FileHash

YQu

1<]|<|ell<]]<

2 g

Lockup data from the last* &

|5 | | Hours v |
Alert threshold

Generate alert when number of query results ¥
| Is greater than v [2 - |

Event grouping

Configure how rule query results are grouped into alerts
(®) Group all events into a single alen

O Trigger an alert for each event

Suppression



Stop running query after alert is generated ©

{ On Jey
Stop running query for®
| 5 Hours w

Previous Next : Incident settings >

W—ILEED—FHELTAUVIT U RREEEELBEWLWTLL LY,

FOy 7RO A a—2FRALT HISREINTVABERICEIDVTERT— AV MERET
THEEDERZREERLET,

F I OLDBREIZFAFRIRS Y FOEENHY T,

If a user deploys three Aﬂm Trqas neously, how many
times will you receive [antwer chou:e in the next five hours. 0 alerts
1 alert
2 alerts
3 alerts
If three separate users deployone Azure virtual machine each within five
minutes of each other, you will receive [answer choice]. 0 alerts
1 alert
2 alerts
3 alerts
1E#7:
Log Analytics workspace to use: v
A new Log Analytics workspace in the East US Azure region
Defaylt workspace created by Azure Security Center
LAT ,
Windows security events to collect: v
AllEverts
T,;,un'rmun ' -
e~ mm | Microsoft
& EA

T34 NWNA—HF—AVE—T AR THRAM 7TV r—2 30 BFA—ILHANBEHM
[CERESNFET



W, e W 1
If a user deploys three Azure virtual machines simdi@rie6usty, How many
times will you receive [answer choice] iti iie next five hours.

0 alerts
1 alert

2 alerts
3 alerts

If three separate users deploy one Azure virtual machine each within five
minutes of each other, you will receive [answer choice]. 0 alerts

1 alert
2 alerts
3 alerts

S -

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

Eﬁ:ﬂ: 39
Azure Sentinel2#7)L—JLZ{#H L T, Amazon Web Services AWS) O THEDEEZBREL
AT NEERT DRBENHYFET,
IEFICRITTIDLELHD3DDTHI L AVIEIENTIN?BAETSICIE BUNLEFTIavET
923 DR hLEEEEICHBEL ELWEFICHEARET,

Actions Answer Area

Create a rule by using the Changes to
Amazon VPC settings rule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

connector

Add the Amazon Web Services @ ®:

Set the alert logic

'From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
'scheduled query

Select a Microsoft securily service

Add the Syslog connector

1F fiZ:



Answer Area

Add the Azure Web Services connector!

From.A Azure’Sentinel, creat
c_f.. mpﬂlﬁbﬁ in el, create a

Set the alert logic

1-AzureWebServicesa * U 2 ZBML F I,

2-Azure SentinelMAnalyticsh 5 H A2 LEERRLET ......

3753 —rADYVERELET,

S8 .
https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

B f: 40
Microsoft 365 Defender|Z (& RDBEKRNV T4 2T 0T )RHYET,

DeviceProcessEvents MMirrme v bd
2 IVIILTUOS0OI] ]
| where Timestamp > ago (24h) EVEE ] Wl
and InitiatingProcessFileName =~ ‘runsll3iZ.exe"
and InitiatingProcessCommandLine !contains * " and InitiatingProcessCommandLine = ™~

and FileName in~ (‘schtasks.axe’)

and ProcessCommandLine has “Change' and ProcessCommandLine has ‘SystemRBRastore’
and ProcessCommandLine has “disable’

| project Timestamp, AccountName, FrocessCommandLine

B E2405R 12 Microsoft DefenderlZ &k 2 TEEBINTWATNAI AT, FALRIZKH>TYRT
LOERNENCEST-BEX 77— eZETILELNHYET,
ETTIMNENHBH2DODT7I2avEENTIN? TN ETNOERIT, BREO—EZRLTL
F9,

VBRI ENENIRS Y FOMELAHY £9,

A BREL—ILEERLET,

B. MM&IIL—ILEERLET,

C.EMRALRZUTTYI)ICHREZFET,

D. DeviceProcessEvents #DeviceNetworkEvents[ZCE =#t % £ 3,

E. 7 T ®H AlZDeviceld& ReportldZEMLET,

IEfE: (Efgx R LFET)

S .

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/custom-detection-rules
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A A=V I F7ANEFERATIBENLGREICET S X1 T4 BREZITRY T,
% % [h <IZ1d . Microsoft Defender for Endpoint G2 ADIEH I0C) 2R T H2HERH Y T,
EDAVOlr—3—3 4 T#ERTIVHENHY EITM7?
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D.702avh 77— brEEUTAYVIICEESNTVAIHAESN VOr—42—
EfE:C(AAV FEHEKT D)

o Tay {HL]

SREA/SHR -
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/indicator-file?
view=0365-worldwide
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AzureSentinelZfEH L E T,

Azure Storage7 A > b X —MHEEIND-UIZ T CIZTFSI— b 2ZETEILENHYFET,
ETTEIDRENHZ2DODT I aVIEENTIN? TNENDOERET, BRREO—FHZERLTL
FY,

F B OLBEREZRZENIRAS D FOMBENHY FT,
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D.N\YTAVT T EERLET,
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Ef2:BD (24 FEHRET )
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https://docs.microsoft.com/en-us/azure/sentinel/livestream

B 43

Y R—EINTVEITRTNDY Y—R A A FIZ% L TAzureDefenderhF 327 > TLYSAzure
IR )T avhbyFET,

LA1E WS ARIDAzZure Aoy o 7 7)) #ERLET,

LA1Z{#EMA L T, AzureSecurityCenterCHRE SNzt Fa )V T4 VAV ZEHHFMICEBET S &
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Answer Area

Set the LA1 trigger to: g A B <

When an Azure Security Centér-Recommendation is created or triggered
When an Azuré Security Center Alert is created or triggered

When a tesponseto an Azure Security Center alert is triggered

Trigger the execution of LA1 fram: 5... , = .

Recommendations
Workflow automation

1E fi#:
Answer Area _
VIICTOSOT]
Set the LA1 trigger to: — v
When an Azure Security Center Recommendation is created or triggered
When an Azure Secunty Center Alert is created or tnggered
When a response to an Azure Secunty Center alert is triggered
Trigger the execution of LA1 from: v
. Recommendations
Workflow automation
S .

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-
and-define-when-it-should-automatically-run
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FCOBEME RLCSFTUAZRTTSH5—EOEMO—FHTYT, OV —XOELEMICIE, BRS
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CDEIVVAVOBEMICEZERE . FTOERBICERSACLIETEFRA, TOHBR, TN DER
[FLEa—BE@EICRTINEEA,

AzureSentinel Z K L TWVET,

EEDOHBIPT FLADBAzZUrefRBBT o oADY A VA UHRH S5 & 1E, AzureSentinel
TAVYTUMEERT HRENHY FT,

fiRRE T—2 %Y ZDMicrosoftf T2 MEBIIL—ILEERLET,
CHNIFERZERLTVEIN?

A. [FLy

B. LMV %

IEfE: (EfEZRTLED)

o3y {fL]

SREA/SHR -

https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center
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BT B % 1=9 121X Contoso & Fabrikam®AzureSentinel 7 T ') #E&E 3 3 RENH Y F
ER

Y)a—2avIAEZEDIZRENHYETH?EREZTAIZE BEZT) 7TEYGEA T3y
EIRL TS,

I UDBERIIZFNREFNIRS Y FOMELADY =T,

Minimum number of Log Analytics workspaces
required in the Azure subscription of Fabrikam:

Query element required to correlate data between
tenants: extend

project
workspace

1E fi#:
Minimum number of Log Analytics workspaces v
required in the Azure subscription of Fabrikam: ]_70

.1

3

v

Query element reguired to correlate data between

tenants: extend
project

https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants

S .
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AzureSentinelZ T 704 LET,

Azure TMicrosoftTeams & Linux{k 8~ 2 > 285t 9 51Z1%, AzureSentinellZCa RV 2 #EE 9 5
WERHYFET , Ya—arid EEEEXEZR/IRICHNZDZVELHY FT,
ED—VBA—FICEDT—RARI 34 TE#FERTIVLENHY EFITH?BETBHICIE B
ITYT7TEUGA T avEBRLTLLESLY,

L UDEBIRIIEFRFNIRS > FOMELAHY 9,



Microsoft Teams:

Custom

Office 365
Security Events
Syslog

Linux virtual machingsin Azure:

Custom
Office 365
Security Events

Syslog

Microsoft Teams: v

Custom

Office 365
Security Events
Syslog

Linux virtual machines in Azure: v

Custom
Office 365
Security Events

Microsoft yslog

SR .
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365
https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog
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Azure Sentinel DEHEmT-F (21X ATIL—ILEFERT HIDENHY ET,
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Answer Area | ;-
m Microsoft

Create the rule of type: O | 5
“..|Microsoft incident creation
Scheduled

Configure the playbook to.include: v

O Diagnostics settings
A service principal
A trigger

“resources”: [
{
“type’:

w

: W /automations”,

[Microsoft Automation
Mlcroscﬂ Loglc

“apiversion”: “2019-01-0l-preview”,

“name”: “[parameters(‘name’)]”,

“location”: “ [parametars (*location’) 1",
propertles"

format (variables (‘descriptio » parameters
M\ rerp e com
“:l.sEnabled“ : L e “
“actlons"' h\

ogicApp”,
pResourceId" “[resourceld(*ITEM2/workflows’, parameters

i”: “[listCallbackURL(resourceld (parametezs( subscriptionld’),
parameters ("’ resourceGroupName P

Btcrosoﬁ Automation

(‘appName’ ) ) } %y

W /workflows/triggers’,

icrosoft Logic,
Microsoft Security

parameters ( ‘appName’ ), ‘manual’), ‘201%-05-01').value]”
}
1

At EA



Answer Area

Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled

Configure the playbook to include: v

[Diagnostics settings
_service principal

f):(kl@g‘éBSOTt
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vm1Evm2E WS BRID2DD/RET S U EELAzure TRV ) T avdDtExa) T4RA
FreBEELET,

Azure Security Center®t ¥ 17 X a7 (& SecurityCenterO B RIZRREINET, [EFV
TA4EA=12THED ) I LET,)
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Home > Policy

Policy - Compliance

s assignpolicy [ assign inmatve () Rafresh

& i Scope Type Compliance state Search
C erview I -
Microsoft Azure [ Al defintiontypes ~ | All compliance states v
i Getting started
D € e Overall resource comphance ) Resources by comphance state () Non-compliant intiatives C
B 0 - Complisnt
& Remediation 100% A hm':‘ 0&
(1} cutof 0
Authoring B 1 - Non-comphant
W 0 - Conflicting
A t i
R Non-compliant policies &)
Defintions 0 -~
@ Exemptions ut 80
Name + T TLR
Related Services . Scope L Compliance T Resource comphance

By Bluepnnts (preview) i"w to G'SPBY within the given scope T4 Non-Compliant Resources T.L Non-compliant policies

o Microsoft

“s Resource Graph
RDBEARAT—FAY HZ’JL\'C, AT—FAY FDtrueDSEEIE [ITWVFERLET, TS D
HElF [LWWWA)ZBRLEFET,
L UDERRIZENENIRS > FOMELHY £9,




Answer Area

Statements

Both virtual machines have inbound rules that allow access
from either Any or Internet ranges.

Both virtual machines have management ports exposed
directly to the internet.

If you enable just-in-time network access controls on all virtual
machines, yourwit ing ﬂ@g@rﬁ‘bcore by four point.
e=a

1E fiz:

Answer Area

Statements

Yes No
Both virtual machines have inbound rulesithat allow access [\@ rosoft
from either Any or Internet ranges.

Both virtual machines have management ports exposed
directly to the internet.

O O

If you enable just-in-time network access controls on all virtual IEI 5

machines, you will increase the secure score by four point.

S .
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-
unauthorized-network-access/ba-p/1593833

https://techcommunity.microsoft.com/t5/azure-security-center/security-control-secure-
management-ports/ba-p/1505770

Bf: 49
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Help

I HEIEDEREEERLET,

FOy IR A a—%2FRALT HISRINTVAERICEODVTERT— AV MERET

T WVEREEZNRZTNIRS D FOMEELIHY £,

Ry b )7
Answer Area

If you hover over the virtual machine named vm1,
you can view [answer choice].

If you select [answer choice], you cannavigate
to the bookmarks related to the incident:

-

v

the inbound network security group (NSG) rules
the last five Windows security log events

the open ports on the host

the running processes

v

Entities
Info
Insights

Timeline




Answer Area | V ICrOSOT1

If vou hover owver the virfual machine named vm, P | v

you can view [answer choice]. the inbound network securty group (NSG) rules
ihe last five Windows securnity log events
the open ports on the host
the running processes

If you select [answer choice], you can navgate

to the bookmarks related to the ingident. Entities

Infa
Insights
Timeline

o ay [#L]

ERBR/SHEE
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-investigate-cases#use-the-investigation-
graph-to-deep- dive
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BEDT7Y T4 ET112x LT AzureSecurityCenter CERBRIFEL D75 — b E2ERT S
AzureFunctions7 7 H Y F£F,

XA T4V —T75— FEHIBMIZERTICTILELNHY FT,

XA T2V —TIEBICETIT IBLENHBEIDDT I aviFENTTH,, TNELDIE
BIE BRED—HERLTUVET,

I OERITENRENIRS > FOELHY £,

Actions Answer area

Select Pricing & settings.

Microsoft

Select Security alerts.

Select IP as the entity type and specify

the IP address. - @ @
©

Select Azure Resource as the anlit;rd | @
type and specify the [D.1

Select Suppression rules, and then
select Create new suppression rule.

Select Security policy.

1F fiZ:



Answer Area

Select Security policy.

Select Suppression rules, and then select
Create new suppression rule.

S elect Azure Reésource as the entity type and
specify the ID.

1-EFa2)TaRYS—FERLET,

2- [HEIL—IL]ZBIRL TH S  [HT L ULMIEL—ILDOER]EERLET,

3-T T4 T4%4FE L TAzureResource#:EIRL  IDFIEELE T,

S
https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-
security-center-alerts-are-now/ba-p/1404920
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https://docs.microsoft.com/en-us/azure/sentinel/notebooks
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£ttIZAzureSentinelZEAL TLVET,
BEMESN-BRICEEZERT AVENHYFT,
fAIZESNETIMN?

A T—3aR9%3

B.7LA4TvYy

C.7—97TvYy

D. Microsoftf > <7 MMERIL—IL

FfZ:B(a AV FEEKRT D)
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https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy
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Microsoft365DefenderZ AL TA VT FEREBELTULET,
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Values Answer Area

| pd8idct LogenFailukés=count ()
AY, 1SR 1Y,

e e o m— L — e —— — —

| summarize LogonFailures=count ()
by DeviceName, LogonType

| where ActionType == i
FailureReason

| PailuroReason ¢ WYBW QPP ™ [|

| where DeviceName in (“CFOLaptopJ
“CEOLapteop”, “COOLaptop”)

ActionType == “LogonFailed”



https://www.jpnshiken.com/q/28093-2206796/

Values
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Answer Area

| summarize LogonFailures=count ()
by DeviceName, LogonType

| summarize LogonFailures=count ()
by DeviceName, LogonType

| where DeviceName in (“CFOLaptop,

“CEOLaptop”, "“COQLaptop”)

e - |
ActionType == “LOGQﬁFEiMIcrﬁ

&t BA

“CEQLaptop”, “COOLaptop”)
|| where ActionType == '} | where ActionType ==
| FailureReason I|'l FailureReason
| where DeviceName in (“CFOLaptop, | actionTyie = “LogonPailed”

j 5&{%&:& LogonFailures=count ()
{

Values

Answer Area

| project LogenFailures=count()

| summarize LogonFaillures=count() | where

by DevicaName, LogonType

| whera ActionType ==
FailureReason

| summarize LngOnFailurES=ﬂbuntl“
by DeviceMame, LogonType |

"CEQLaptop™, “CO0Laptop™) [
[“whera RActionType ==
FailureReason

DeviceNam® in (“CFOLaptop,|

Iand

| where DeviceName in (“CFOLaptop.,
“CECLaptop™, "“COOLaptop™)

ActionType == “LogonFailed” ‘

ActionType == "“LogonFailad"™

\k?iifqdeE;Eggquailuras=coun:{]
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https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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IRIBICEE % 5 % 5% L LxCommonVulnerability and Exposures CVE) D58 1EAE M SN ET,
XERSIN:=TI T4 THRIHVRTOA FHFIATIRELIHZE (T, Microsoft Defender Security
Centerz AL T EEEZTAVRATLEIEETAF—LICBELZERT ILENHY FET,
IEBICETT IBENHDIDDTI L aVEENTIN?EAETHICIE BUETIavET
S a3 DY R ML EEBEHEICHBEL ELWVEFICHERET,

ERLTERE :

Actions ; Migrom A

From Device Inventory, search for the CVE.

Open the Threat Protection report

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE. | @

| From Advanced hunting, search for cveId inthe
DeviceTvmSoftwareInventoryVulnerabilitites
table.

Create the remediation request

E Select Security recommendations.
|




Actions Answer Area

From Threat & Vulnerability Management, select

From Device Inventory, search for the CVE. Weskinsisen. snidcasichiorthe CVE.

Open the Threat Protection report. Select Security recommendations.
From Threat & Vulnerability Management, select Create the remediation request
Weaknesses, and search for the CVE. | @f i

QLS

From Advanced hunting, search for cveIdinthe
DeviceTvmSoftwareInventoryVulsigrabilitites

table.

Create the remediation request

Select Security recommendations. |

o Lay {HL]

SREA/SHR -
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/microsoft-defender-atp-
remediate-apps-using-mem/ba-p/1599271
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B.EY
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D.7—J AX—X
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https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-chart-visualizations

B R 60

RERHRMAT T 7 4 LR 1) o —%EMicrosoftDefenderforOffice365I12R&ZE L E 3,
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WENHYFET AT 7AILTILIITERF YL YLD T7EECAYvE—DFD
AY Y3 E2BENHYZFET,

=0T R YFAU IR O—THZERTILENHYETN?

A. BIHIEC(E

B. Ef

C.USALY bETRY I LTHIBICTS

D.UBA LY FEEBRLTEMTS

IEfE: (EfEZRRLET)

S
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments?
view=0365-worldwide
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AzureSentinellZ 7L A4 Ty o hHYFET,

TLATv & ) H—F5& BATIL—TIZEFA—LLEESLET,
BATIN—TTEHECY Y —RDABEICEFA—INEEETILIIC, TLATVIEERET
PRHENHYET,

BRI ETINEMN?

A NRSA—Z%EML, FYA—ZFEBLET,

B. 1A LT—5axY B2 %EBML, F)A—ZLELET,

C.&H%ZEML 7V avEZEELET,

D./\SA—RZEML 7V a2 VZEELFT,

IEf%: (EffZRTLET)

SR .
https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email-
automatically/
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9 ! JIPNTest.comlE S &x=FHTSC-2005ERERESE Z 121 L £9, JPNTest.com SC-2005{ Ea il RE &
FESEHINELz, CZTSC200BMBENDTRA NIV VEFITANE T, RFBDOT
+ X _https://www.jpntest.com/shiken/SC-200-mondaishu 870f, 3 0 %71 4« A h o> + 43|
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% X & # & MicrosoftSharePointOnlineth 1 FAH Y FET, FFa A2 MMIE, TN ETh32X
FORPFCTEASNDIBEETHIY FBELREENTULET,
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AU ETHINERET A-HICAZFERTLILENHY FITH?
A. SharePointi& %&

B. Microsoft365DefenderCMD/\> T4 V59 L)

C. Azure Information Protection

D. ERRRI|N\I—2IvF T

I (EfgZRRTLZEY)

B3]

201

https://docs.microsoft.com/en-us/azure/information-protection/what-is-information-protection

Eﬁ:ﬁ: 63
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FrY&xEBELET,

Azure Security Center®t ¥ 17 X a7 (& SecurityCenterO B RICRRENET, [EF V)
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Home > Policy
Policy - Compliance

* G Assign policy (] Ashgn matiative O Refresh

& o Scope Type Compiliance state Search
& Overview
Microsoft Azure | [ All defintion types  ~ | | All compliance states v
i Getting started
S ‘Comolianice Overall resource complance Resources by comphance state. () Non-compliant initiatives C
0, B 0 - Comipliant
# Remediation 1 00 /0 3 y 0 *
B0 - Exempt
0 out of 0
Authoring B 1 - Non-compliant
0 - Confiicting
A t !
o Non-compliant pokces O
Definitions 0 P
@ Exemptions ot 0
e T 0 TLR
Related Services 1 Scope L Compliance 7T Resource comphance
Y Bluepnints (preview) No aﬁm to display within the given scope 4, Non-Compliant Resources T4 Non-compliant policies

“e Resource Graph

i Microsoft

RDERAT—FADRIDWT RT—FAY MDtrueDIFEIF [IFWVZBIRLET, ThLUND
BEE [WWR]ZERLET,
I WEREEZAZNIRS D FOMEELIHY FT,

Answer Area

Statements

Both virtual machines have inbound rules_that allow access

from either Any or Internet ranges.

Both virtual machines have management ports exposed
directly to the internet.

If you enable ﬂ- e network access controls on all virtual
machines, you ge the)secure Bcore by four point.

1E fiz:

ﬁ“*ﬁﬂ%soft

Statements ()’ > Yes No

Both virtual machines have mbound rulesthat allow access 5 o
from either Any or Internet ranges, -

Both virtual machines havg,._m@agement ports exposed O )
directly to the internet. .~ %, *

If you enable just-in-time network access controls on all virtual
machines, you will increase the secure score by four point.




S
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-
unauthorized-network-access/ba-p/1593833
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-secure-
management-ports/ba-p/1505770
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Azure Sentinel DEBEH-FF-FTIZIX ARV MIAEZEBNMTH2LELAHY ET,
BT IZEITT EIBENHDIDDTILavIFENTIN?EETRIZIX BYLHTHISavET
923 D) R MHALEEEEHICEHL ELWVEFICHRET,
Actions Answer Area

Add a bookmark and map an entity.

' From Azure Monitor, run a Log
_ Ana!_ytics query.

Add the query to favorites. [

®
0O

©O

| Selecta query result.

'From the Azure Seniinelvworkspace.
(run a Log Analytics query.

IF fi:

ACUONs _ MIIDWEL AITd
——————————— — e iy —--—g—-—-—-————-————-—-‘
Add a bookmark and map an entity. | ! | From the Azure Sentinel workspace, | |

_______________ || run a Log Analytics query I

From Azure Monitor, run a Log TN, ~ 1 U - T

[
fxﬂ?l‘ﬂlt_s . i i 3 Select a query result. i

|
From the Azure Sentinel workspace.l
ninal nn Anahtire nnary

Bl
JS574ANA—HF—A2UB—TIA R FXIAM 7IV5—2aVDHEBAABEIMICERS
hEd



From the Azure Sértineliworkspace,
run a Log Analvtics query.

Select a query result

Add a bookmark and map an entity.

S
https://docs.microsoft.com/en-us/azure/sentinel/bookmarks
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AzureSentinel Z#B L TLVE T,

FHOLWP7Z FLANLDY A A UM S B -T2 MicrosoftTeams A v — U % F v #
WWISEET DRENHYFET,

Azure Sentinel TEITT DD ELRHH2DODT7 V2 aVIEENTIN? TNTNDIERRIE FERE
D—EERLTWVNET,

I WVLEREIZERFNIRS Y FOBEELDY T,

A JLA4 Ty #EBMLET,

B. LA v 9 %&A4A 0 T MIBEERTET,

C.IVTAT1ADHERMERMICLET,

D. 97—V v U EERLET,

E. 72—23VIL—LEEMILET,

FfE: AB (DAY FERHRT )
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https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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Microsoft Defender for Endpointz{#/H L TR TZ 5 F—LDMREREIL?
AITTEIT4T
B. B3t
C.YX—47T429T
IEfR: (EffZzRTLET)
S
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/microsoft-defender-atp-ios
kE w42, Litwareinc,
HM=E
Litwarelnc. (I B £ RIgEHL =TI,
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Litwareld RRA R EST MILIZA T4 REBATUVWET, LitwarelZIE KEL£EICY E—+
A—H—ARNET. 459 K Yy—RESELitware) V—RIZF IR T BE=HIZ. JE— k
A—HF—ZWThHhDF T 4 ANDVPNIEHRZHEILET,

BEORE

FATUoTAT4RE

v b7 —2I121% litware.com & LY S & RTMDAzure Active Directory Azure AD) 77+ > b ERBIHAT
Blitware.com& LY S & HiDActiveDirectory 7+ LA FAEFENTWLVET,

Microsoft3653& 15

LitwarelZ &, litware.comAzureAD 77 > M2 1) 4 & f=Microsoft365E5H T XU 1) T 3 UM
& Y £ 3, Microsoft Defender for Endpointld  Windows10%ZE{TLTWA I RTHavEa1—
A—CRBRSIhEIT, X TDMicrosoftCloudAppSecurity DA AHDEERH R O —HNEH
[ZHE->TULET,

AzurelRiz

LitwarelZ I litware.comAzureADTF > M2 > Snf=Azure TRV 1) T a3 vohH Y ET,
RORIZRT KT HTRY ) T 3 VICIEREREBDAzZure!) —2 3 >0 ) V—ANEFEN

TWET,
Name Type Description
LA Log Analytics Contains logs and metnics collected from all Azure
'-H'DIREPE[CE resources HQL‘. on-premises seners
VM1 Viual machine | Server that.runs Windows Server 2019
VM2 Vifual machine" '|'Server that runs Ubuntu 18.04 LTS

2y FI—HIRE
ZlLitwared 7 4 RlFA U8 —%y MZEEEHL AzureH IR Y T 3 oORERY T —
J~DYA FEIVPNERZHEA TWNET,

T REE
FUTLERRY FT—YI2E RORICEKTAVEL—F—NEEFNRTVET,
Name Operating system Office Description

ocr WO | gopyys | DOREIT e ey TR

CLIENT1 | Windows 10 Boston Domain-joined client computer
HEDERE
Cloud App Securityld, 1 —5F—MNEADF 7 4 RICEBICERT D& BRAT7S5— FZBEIC
ABLET,

AESN-ER

Litwareld , ROERE#EETSH5FETT,

Azure T R4 1) 7S 3 > TAzureSentinel Z4ERL L THERRLET,

Azure ADTR hA—H—7hH > L &#{FEAL T, AzureSentinel DIEREFRIEL £ 9,
ESHRREH

Litwareld , ROE SR RAEHEZHBALET,

* AzurelnformationProtection D & {4

X )T 4 IRLAFNT N TWindows10a Y E 2 —F —[ZRESATNETRTOI 74
JLIE, Azure Information*Protection-T— 2 #&H A v L 2 R— KOS RATELILELHY FT,
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Cloud App SecuritylE, 77>V FLRLDT—RICEDWT A—F—EGNEETHINE SN
EHATEIDLENHY FET,

AzureDefenderD & &
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AzureSentinel D Z 4
Litwareld , RDAzureSentinelZE#-Z#E - L TLWARBELHY FT,

AzureSentinel & CloudAppSecurity ##f& L £,
admin1& W3 ZRID 31— —MAzureSentinel T LA TV U 2B TEH T L2 ERALET,
HARBZ LY T [ZEDUVTAzureSentinel S TIL—ILZERLET  IL—ILIZ, TLA TV O DE
TEEFMICEHIET SRENHYET,

BEDIPT FLANODT—3 T I ERERT AN MIAEZEMLT NYT 4 2 THICH
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ME. TR —=FhHO rZEITIDDA VT NEERLT BADA VT MY
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Y—FNN—TFT 14 DEXF1VTABFRELUVARVINEE SIEM) V) 2a—2 a3 hHYET,
SIEMY 1) 12— 3 U h¥AzureActiveDirectory Azure AD) YA VA RV FDT7S5— RZIFIFUTIL
BALTERTEELLEHRTIVENHY ET,

ARV FESIEMY ) a—2 3 VITIb—T 4 073 BITFESITIEEINTTMN?

A tEXa)T4A4RY baxry 2 %#HFDAzureSentinel 7 —9 AR—X#ERLET,
B.ARUIMNTIZAM)—Z25F5K5(CAzureADDZIBREEZEBRLET,

C. AzureActiveDirectory 1 4 2 Z ¥ DAzureSentinel 7 — 9 AR—X & LE T,
D.RAML—=UF AU MIT7—HA4TT 55 (CAzZureADDBHIEREEBRLET,

IEfR: (EfEZzRTLET)
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https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring
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Azure Resource Manager7> 7 L— b Z2FEALT HEDEFIV T4 75— N
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T ORENHY FT,
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AHYFETM?EETSICIE BB 7TEUGA T avEERLTLESNY,


https://www.jpnshiken.com/q/28093-2206808/

I OBEREERENIRAS D FOMEENHY FT,

“resources”: [
{

“type”: ™ |v /automations”,
Microsoft Automation
Microsoft.Logic
Microsoft Security

“apiversion”: “2019-01-0l1-preview”,

“name *[parameters ( ‘name’ )],

“location”: “[parameters(‘location’)]”,

“properties”: {

“description”: “[format (variables(‘description’), ‘{0}’, parameters
(‘subscriptionId’)) 1",
“isEnabled”: true,
“actions”: [
{

oo,
.

“actionType”: “LogicApp”,

*logicAppResourceld”: “[resourceId(‘ITEMZ/workflows’, parameters
(‘appName’ )) 1“,

Yurig: “[listCallbackURL(resource:d(paramgters(‘subscriptionzd‘l,

parameters ( ‘resourceGroupName”’ ), *

kflows/triggers’,
Microsoft Automation ij M ic rosof |

Microsoft.Logic
Microsoft Security
parameters ( ‘appName’), ‘manual’), ‘*2019-05-01').value]”
}
1,
EfiZ:
“resources”: [
{
"type®: ™ |" fautomations®”,
Microsoft Automation

Microsoft Logic
icrosolt secunty

“apiversion”: “2019-01-0l-preview”,

name”: “[parameters(‘name’)]", ¥_ &

R

v, |
“location™: “[parameters(‘location’)]”., %2%2%“%(
“properties™: | ~L)"
“description®: “[fnrmat{varlablas{‘dgsc 'on'}, ‘{0}', paramsters
{‘subscriptionIid’))]”, f}\.;: \ *
“isEFnabled”: true, 4 ﬂnf %g%?f:“
“actions”: Uy, =
i : "‘* I.'-‘ﬁ:':::, Jl::':?ib
actlonType"'fjig
“lnglcnpp Id”: “[rasourceld{‘ITEMEIwcrkflows parameters

(“appName’))]", &_M

Yuri 'EgilstCallbackURL{resuurceId{parameters{‘subs:ripticnId']1

parameters (‘resour cupName”’ ), ° | W /workflows/triggers’,

Microsoft Automation 1
Microsoft Logic .
Microsoft. Security

parmetar.ﬁMi?c rlagabft‘Eﬂlﬂ- 05-01") .value]®

Ie
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https://docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert
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F I ODRBRREFAEFRIRAS Y FOEENAHY T,
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D.NTAVT 0T EERLET,
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https://docs.microsoft.com/en-us/azure/sentinel/livestream
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CFOLaptop, CEOLaptop, & & U'COOLaptop& LNS ZBRIDI DD T /NS ATERELF-H1 1Y

ML ERET BICE BEBNYTA VI VT ) EERTIRENHY FT,

DIV EEDESICRTIIRENHYFIMN?EETSHICE BETY) 7 TEULGA T3

ZEIRLTCEZS,
I WEREZENRENIRAS D FOMEESHY FT,
Values Answer Area

| project LogonFailures=count ()

I_ ™ - -y q
| summarize LogonFailures=count ()
by DeviceName, LogonType

| where ActionType == [ 1
FailureReason

| where DeviceName  in~(“CFOLaptop,
|“CEOLaptop”, “COOLaptop”)

ActionType == “LogonFailed”

1EfiZ:

and
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Values Answer Area

| summarize LogonFailures=count ()

| project LogonFailures=count () :
by DeviceName, LogonType

| summarize LogonFailures=count()| || where DeviceName in (“CFOLaptop,
by DeviceName, LogonType “CEQLaptop”, “COOLaptop™)

FailuferReysbn FailureReason

| Whﬂfg mgtlnﬂmgpg == _J | Wwhere ActionType ==

| where DeviceName in (“CFOLaptop,

ActionType == “LogonFailed”
“CEQLaptop”, “COOLaptop”)

ActionType == “LogonFailed” | project LogonFailures=count ()
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AzureSentinelZ# L W NAzure 7R 9 ) o avIcF a4 LET,

TRTOYITRY ) T3 0DFRXTDLogAnalyticsT—9 AR—RXERFET BIC

(X, AzureSentinel T\ T4 VT L) #ETTIRENHY ET,
ETTEIBENHZ2O0DT I aVIEENTIN? TN ENOERET, BREO—HERLTL
FY,

L WLEREIZENRFNIRS D FOBEELDY T,

A tXa)T44 N2 axry 2 EAzureSentinel 7 —9 AR—XIZEMLET,

B. 7=V AR—RAA L HAKRBEEFZEAT IO EERLFET,
CIAYFRRT—hFAVFEFERLET,
D.VYV—RAKETA YT RBEFEZFERI STV EERLET,

E. AzureSentinel V) 2 —2 3 V&K T—IV AR—X([TEMLET,

IEfF: (EffZRNLET)
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https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants
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HHET-DE2 X MicrosoftOfficeVBAY I O ELEREHXRT7 T #FAL TLET,
BMOFITOERELTOfficeVBAY 7 O LEMDRA O—FE 4 oO0—RKLTEFTT S
LITHT EREEZEMITEHIELEFEBELTLET,


https://www.jpnshiken.com/q/28093-2206812/

HEEZITHAREM D H H0ficeVBAY Y OEHFET ILELNHY FT,

BEEZERT S-OICERTTE L2203 FFENTIN? TN ETNDOERIITELLEREK
ZIRRLET,

I I DEREERENIRS O FOBENHY £9,

A. Add-MpPreference -AttackSUEfScaeRaductionRules Jds D4F940AB -401B -
JEFC =-AADC -ADSF3CS0688A —ﬁt*ncksurfac&ﬂedqgfﬁﬁhﬂules_ﬁctions Enabled

B. set-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
AADC -ADSF3IC50688A -AttackSurfaceReductionRules Actions AuditMode

C. Add-MpPreference -AttackSurfaceReductionRules_Ids D4F940ARE -401B -4EFC
-ARADC -ADSF3C50688R -AttackSurfaceReducticnRules Actions AuditMode

D. set-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
AADC —-ADSF3C50688A -AttackSurfaceReductionBules Actions Enablad

A AT avA

B.+7< 3B

C.#7+3>C

D.+73>D

IEfE: (EfEERTLET)

S
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-
atp/attack-surface-reduction
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A. AzureSentinel®/ —+ T v

B. Microsoft? S K7 7 DtEFx) T+«

C.Azure® =4 —

D. AzureSentinel COY T Y DINVT 42T

IEfR: (EffZzRnLET)

o ar [#L]

REA/SEE .
https://docs.microsoft.com/en-us/azure/sentinel/notebooks
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HFLWAzure TR Y1) T3 & ERL AzureMonitordd O 5 DUREZFIR L £,
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% & 5 [ZAzureSecurityCenter& 4 2 ENH Y ET V) 2 —La VIIBRERIIT A HE
n"HYFES,
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cuons AISWEI Alcda

~hange the alert severity threshold for emails to
edium.

~opy an executable file on a virtual machine and
ename the file as ASC_AlerfTest_662jfi039N.exe.

=nable Azure Defender for the subscription.

©
®

QIS

_hange the alert severity threshold for emails
oLow.

un the executable file and specify the appropriate
arguments.

Rename the executable file as AlertTest exe. i M I C ro S Oft

Actions Answer Area

Change the alert severity threshold for emails to
Medium.

Enable Azure Defender for the subscription.
Copy an executable file on a virtual machine and
rename the file as ASC_AleriTest_662jfi039N exe.

Copy an executable file on a virtual machine and
Enable Azure Defender for the subscription. @ rename the file as ASC_AFeﬂTest_BGEJﬁDSQNexe

Run the executable file and specify the appropriate

Change the alert severity threshold for emails arguments.

to Low.

Run the executable file and specify the appropriate
arguments.

Rename the executablailelas Amsitero B O ft

SR .

https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation

BR: 75

AzureSentinel 7 —49 AR—ZAMH Y 9,

Azure R—A TNV RT VI EFEITTRA T H2RENHY £, Azure SentinelD EZ M BT
AREETTEETMN?

ATJLA4Tvy

B. 74T

CEBBRAVTIDIVUR

D.A4> T2k



Eff:D (AU RERKT D)

S
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook#run-a-
playbook-on-demand

BRi: 76

Ry FRAKRy +

Azure Sentinel DEHZHmT-F (21X STIL—ILEERT IDENHYET,
HEEIIAETEIREN?2BZTZICIE BED) 7THEULGA T avEFERLTLESL,
I WLZERIZEFENRENIRAS Y FOBIELHY £9,

Ry kT YT

Answer Afeacrosoft

Create the rule of type:

Fusion
Microsoft incident creation
Scheduled

Configure the playbook to include:

Diagnostics settings
A service principal
A trigger
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Answer Area

Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled

Configure the playbook te include: v

Diagnostics s mgs
A service principal
A trigger

o3 {TL]

ERBR/SHEE
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom#set-automated-
responses-and- create-the-rule
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook B ffl+z v 3

A7 SC-200fEREEE [FJPNTest.comiZft = SC-2005KERIC B8 T 5 LITRICIBF

9 ! JPNTest.comld 5 Hx#TSC-2005BREIEE 1Rt L £ 9, JPNTest.com SC-2005XER E1 A5
FE3FFHINFELF, CETSC200EENDTRA IV VHEFICANE T, &FBROT Y
+ X _ https://www.jpntest.com/shiken/SC-200-mondaishu 870, 3 0%7r 4« A h o> + 43|

#E|5la— F: JPNshiken,

B 77

YR—FINTVWEITRTNDY VY—RXE A FIZ% L TAzureDefenderhF 327 > TLYSAzure
IR T avhnbyYET,

LA1E WS ARIDAzZure Ay o 7 7)) #ERLET,

LA1ZfEF L T, AzureSecurityCenterCHEH SNz F1 ) T4 U RV ZEFNITEBET S &
FEEILTWET,

X2 TsE2UA—TLAIZTRAMNTHZRENHYET,

HiatzlEfi T 2REN?RZFTHICIE EETY 7TEUGA T a vEERL TS,

F B OLEREZRZNIRA Y FOMBENHY FT,
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Answer Area — M[C[‘OSOft

Set the LA1 trigger to: ~(VY v

When an Azure Security CentérRecommendation is created or triggered
When an Azure Seamy Center Alert is created or triggered
When a tespmsem an Azure Securnty Center alert 1s tnggered

Trigger the execution of LATfrafy | * v
Recommendations
Workflow automation

1E fiZ:
Answer Area
[iSete LA] trgger to: L v
ICIros 0 | ["hen an Azure Securty ntﬁﬂgommmahm is created or tnggered
nan 15 created or tn '
When ) n Azure Securty Center alert is tnggered
E‘L[
A
Trigger the execution of LA f v
]
[w-:ukﬂnw automation
S .

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-
and-define-when-it-should-automatically-run

Eﬁ:ﬁ: 78

You need to recommend remediation actions for the Azure Defender alerts for Fabrikam.
What should you recommend for each threat? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Internal threat: - v
resource locks to the key vaulf.
Modify the access policy setlings forthe key vault.
Modify the rale-based access control {RBAC) settings for the key vautt.

External threat:
Implement Azure Firewall.

Modify the Key Vault fire
Modify the netwurltmcunty groupmglé(g) S). t ‘




AnsweriArea

Internal threat: v

Add resource locks to the key vauit.
Modify the access policy settings for the key vault.

Modify the role-based access control (RBAC) settings for the key vault.

External threat: v
Implement Azure Firewall.

odify the Key Vault firewall settings.
Modify the network security groups (NSGS).

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/secure-your-key-vault
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Azure Active Directory Azure AD) 1—H—%J 0OV 9 §5=DICERAINIBEFEDAzureO ¥y
GF7TIURBYET AT TIVIEFE TR A—SFET,
AzureSentinelZ7T 704 LET,

AzureSentineld 7 LA Ty ELTBREFEDORDY I T T ) #FERTILENHYET,
HEIERDIEEIRETIHN?

A ZLTHLVLWRZSa—iLEnt=2T)IIL—I,

B. AzureSentinellZ7—42 3R 2 ZEBMLET,

C.AzureSentinel CHR B LEBBA VT PIVRARI A EERLET,
D.AOYYYIF7TYThRYA—%EELFET,

I (EfgZ2RTLEY)

EREA/SHE -

B E: 80

Microsoft365E54 TRV 1) T a vhihbYET,

Microsoft365Defender& A LTI AR KA A VEEZERTIT AL E5HEILTLET,
EEOHLIBTFA—IWNDRTI7AINDEEEZTETNARERETSICE BELNDT 4
DO IT)EERTARELRHYFET,

JINEEDESICRTITIRENHY EFITM?2EZTSICIE EETY FTEYLGEA T3y
FEIRL TS,

I WLERIIERENIRAS > FOMEELHY T,
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KMIDWVWEI AITO
‘maildttachmeantInfo
where SenderFromAddress =~ “"MalicicusSender@example.com”

where isnotempty (SHAZS56)

( ] .
extend IT 5 MleDSOft
join
project

unian

laviceFileEvents

W FileName,. SHAZSE

extend
join
project
union

on SHAZ56

|‘f Timestamp,; FileName, SHR256, DeviceName, Devicel:

extend
join
project
union

1E fiz:




Answer Area
EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSenderf@fexample.com”

| where isnotempty (SHA256)

| v |
extend

join

project

union

DeviceFileEvents

| W FileName, SHA256
extend
join

project
union

) on SHAZ2S56

] Iv Timestamp, FileName, SHA256, DeviceName, Deviceld,
extend
join

project
union

NetworkMessageId, SenderFromAddress, RecipientEmaillAddress
=08 -
9ll\\ -

https://docs.microsoft.com/en-us/microsoft-365/security/mtp/advanced-hunting-query-emails-
devices?view=0365-worldwide
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EFCOBEMEI BLLFI)AZRERTSHP—EOERDO—EHTYT, DU —XDEEMICIE, BRS
h-BE%ERTIREROHIBEBDBRAENEENTVET, —BOEBEMtE Y MIITEHD
ELWVERENSHDGZELHY EFTH, MmOERE Y FMIFELWERRENLGWVEELHY F
ER

ZDEHLAaVDBRIZEZERE . FOEBICRACEIEITEEFRA, TOHRE . T DER
[FLEa—E@EIZRTINEETA,

AzureSecurityCenterZ{EH L £,

X)) T4 3 —TEFa2aUTAT75—FEXITRYZET,



XA T4V E—TT75—bERBRT DK HEETHEZRTI DDLENDHYFT,

BRR (X1 UTAT75— Mo . 75— FE2BRL [T723 VOERTIZERL T, [BRD
BRItV avEREALET,

CHNIFERZERLTVEIN?

A. [E0

B. L\MX

R (EREHETLET)
HEAISE

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-
alerts Azure SentinelTestlet1 Z AL TEBRBZEZBERT 57— RRAE T4 CNIET—RRXZ T4 T
T = RREITAIEERNCAA IV TNRABINTOVFERA BT —RERTTHDITHEL
EIrORBREEZERTEE T, L CORRICIETENMDT—RRE T &€V aVDH
BGERHYFET, HEEIEIHENRESN-BRINICZORRICEFTNLIITARTOEMEST
TITBRIENTERLLEZRERIZTH=DICHE-OBRBZEELAZTNERY EFEA,
T—RABTAICEENTVDIERIZEZADICIE T—RAR ST A TIRIEShTW2EHRESHE
TOBELHYET T—RREITAIZIEX T—RREA T4 THEAINTWS ST UFICET S
HERERETOIERTOZTOMD) V—ANEENTVSEELAHY ET, CDTy—RR4A
T4 T SEMEIMOBERMISHMILTLET,

CDT—AREATADRRIZ, LE2—BEEIARTINES, COBETIE, HEBEORDEY 23
VICHEDRIC EEEZHERELTCEREZMADIENTEET FHILWLVEY D a v ERB LRI,
DLV VAVICRAILEIETEZFEA,

T—RRABR T4 =RBT BICIE

CDT—RRETADRVDEBERTTDICIE [RANRE2VEH Yy LET BMIZEZD
B ERORA VDRV EFRALT T—RAEITADRBEFARTLLEEIL, ThH5DKRA
VEIIVITEE EDRRAEHR BEORE, BEOHAL EDRFRARIINET , ¥—X
RAEATAI[TRTORER|Z THHDEHE . RRSNDIBEHRIIBFEDOZ TIZRREINDFEHRERLC
THAZELITERELTKESVL, BEMICEA S EMATEL [BMKR2Z20 v LTEM
ITRYZET,

BE

Litwarelnc. (B AERIREG R TY,

Litwareld RRA R &S T MILIZA T4 REBATUVWET, LitwarelZIE KEL£EICY E—+
A—H—HAWET V59 KYY—REETLitware) V—RIZF O R T BE=HIZ_ )VE—F
A—HF—[ENVFAIDT T 4 A~DVPNIEGEERILET,

BEFDIRIE

TFATUOTATARERE

v k7 —21Z1% litware.com & LY S & ETMDAzure Active Directory Azure AD) 77 > k ERBIHAT
Blitware.com & L5 & HEMDActiveDirectory 7+ LA FAAEEATULVE T,

Microsoft3653% 5

LitwarelZ [, litware.comAzureADT 7+ > 2 1) % S f=Microsoft365E5H T X9 1) T 3 UM
& Y £9, Microsoft Defender for Endpointld  Windows10Z%ZE{TL TWA T RTHDaAVE 21—
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A —CEBREINhEIT, X TDMicrosoftCloudAppSecurity D HAHDEERHE R O —HEH
[ChE-TWLWET,

Azurelzis

LitwarelZ [ litware.comAzureADTF+ > M2 VU SnfzAzure TR 1) T a3 vhH YUY ET,
RORITRT &SI Y TRIYTL 3 VITFRERBOAzure ) —2a vD Y Y—ANEEN

TWET,
Name Type Description
LA Log Analytics Contains logs and metrics collected from all Azure
workspace resources and on-premises servers
VM1 Virtual machine | Server that runs Windows Server 2019
VM2 Virtual machine | Server that runs Ubuntu 18.04 LTS

Ty FI—ORE
&litwared 7 4 RlEA V2 —2y MZEEEHEL Azure TRV Y T3 oRERY b —
J~ADYA FEIVPNEHKZRHATWNET,

T RER
FUTLERRY FT—JI2E RORICSRTAVEL—F—NEEFNTVET,
Name | Operating system | Office Description

TR | ol o B e

CLIENT1 | Windows 10 Boston Domain-joined client computer
HEDEE
Cloud App Securityld, A—H—hAEADF 7 4 RICEBFICERT S E RBHMT75— M EEEIC
ARLET,

ATEESN-ZER

Litwareld , ROEEEEETH5FETY,

*Azuretr T A4 1) T4 3 U TAzureSentinel # kBB L UBHR LE T,

*Azure ADTR haA—H—7hHD > bZEFERL T, AzureSentinel DBEREFHREEL £,
ESRREH

Litwareld , ROE R REHZHANLET,

*AIREG R Y /MEDRBIZERT AMENHY ET,

DT R TOEHENEHZSNATWERY aX MER/DRICHZASZBELAHY FT,

*Log AnalyticsIC& > TIRESN AT (X, A—HF—T IV T4 ET 1 DRELGEBIMMHZIRET
LLENHYFET,

*TRTH K A4 >ar bA—5—I% Microsoft Defenderforldentity Z {5 L TIRE T Z2ELH
YET,

AzurelnformationProtection® &4

X1 T4IRNILAHY Windows 103 v E 12— —IZREINTNEZITRTDI 7ML

[, AzurelnformationProtection-7— 2 &H A v L a2 R— KWL FATZELLELHY FT,

IV FRA 2 FEHEDT=-HDMicrosoftDefender

I R T DCloudAppSecurity® B A T ULV LT 71 (X Microsoft DefenderforEndpointZ {8 L
TWindows10a Y Ea—42—TJAY I T H5LENHY FT,

Microsofty? 5 R7 7 DEFa ) 74 EH



Cloud App SecuritylE, 77>V FLRLDT—RICEDWT A—F—EGNEETHINE S,
EHATEDLENHYFET,

AzureDefenderD & {4

TARTOY—/A—I& [ LLogAnalytics 7—9 AR—X AT EZEETHILELNHY FT,
AzureSentinel D Z 4

Litwareld , RMDAzureSentinel B Z#E - L TLWARBELHY FT,

*AzureSentinel & CloudAppSecurityZ#i& LE 9,

*admin1 & WS BRID 11— —HAzureSentinel T LA Ty U #BRTER I EZHERELET,
*hRA LY T IZEDLTAzureSentinel 2T IL—ILEER LE T, IL—ILIE, TLA Ty I DE
TEEHMICEHIBT SRELAHYET,

WEDIPT RLADNLDT—RAT7 IV CRERTARY MIAEEZEBMLT NUT 4 U THICH
BETS 7% FTES— T BLEEICIPPRLRESEBTESLLSICLET,

*AzureADT R bk 1—H—F7 H 9> FZ & BMicrosoftOffice365~D A 2/ > K749 £ AQEH
SNFEEITTI—bEERTEITRML—ILEERLET  IL—LIZEK>TERSINF=T5—
M. TRRI—H—=FHOUZEIT1DDA VT U LEFERALT B2 YT MY
W= 2RELRHY FT,

Eﬁ:ﬁ: 82

KEREDAzure') —< 3 »IZAzureSentinel Z BB L TLVET,

KEFEEBDAzure') —2 3 U IZLogsWest & LY S & RiTDLogAnalytics 7 —9 AR—X #4Ep L &
ER

LogsWest DI TYI[CEDWTT7 53— hEERT BIZIE, BEFFDAzureSentinel REE TR 4
Da—ILENESWMIL—IIVEFERTELLEHERET ILENHYET,
HEEFRDMAETNETIN?

A AzureT—A H A2 0O5 EKETREBDAzure) —> 3 (2T 704 LFET,

B. Modify the workspace settings of the existing Azure Sentinel deployment

C. Add Azure Sentinel to a workspace.

D. Create a data connector in Azure Sentinel.

IEfE: (EffZzRLET)

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants

EFuﬁ: 83

FCOBEME RLCYSFTUAZRTTSH—EQERMO—FHTY, ) —XDEEMICIE, BRS
N-BEZERTHAEMEOHIMBDBRENETNTLET, —BOERBtE Y MIITEHD
ELWMERENHDGENHY FI A MOERE Y FMIFELWVERENGMEELHY F
j—o

CDEIVIAVDEBERIZEA-RIEI, TOEMICRAZEIFXTEFLA, TOHER. ChoDERM

FLEaA—E@AICRTINEEA,
AzureSecurityCenterZ{EH L £,
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XTI RA—TEXF2)TA4T7I7—bEZITRYFET,

XA TAEUE—TT7I53— BRI DK HERESEHEZRTIT IVELNHYFET,
FRRE - RFE=D S, LR—FEFHo0—FLET,
CNIFERZERLTVEIHN?

A. [ELy

B. LMV R

Ef#E: (EfEZRTLET)

o ay [#L]

ERBR/SHEE
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-
alerts

BH: 84

HLWAzZure JR9 ) o3 UTLinuxfrfBv o2 70ESa=-> o LET,

Azure DefenderzE#IZ L T kB~ L > &AzureDefenderl2A > R— K LET,

BT UANDHEMNAzureDefenderT7 53— b & F) H—F 5 L ZHERTINELHY E
ERS

RETLVTEITTIDLELNHS2DNDBasha v RIZENTTMN? TNETNDIEREL EREK
D—EERLTLET,

I VEBRIEENRENIRS > FOffifELAHY £,

A. cp / bin / echo ./asc_alerttest _662jfi039n

B. ./ alerttest7 X keicar/S{ 7

C. cp/ bin/ echo ./alerttest

D. ./ asc_alerttest_662jfi039neicar/\ 1 T7DT X +

Ef#E: AD (24> FEHKT D)

o Tay {HL]

SRER/SHR -
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation#simulate-
alerts-on-your- azure-vms-linux-
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Microsoft365E5H T X4 1y T avhdhyFT,

Microsoft365DefenderZ{FRA L TY DA RA A VB EZERTIT A EFETBELTHVET,
EEDHIEFA—IDRATIFANDEEEZTETNARER/ET DK . SEGNYT 4
DUV EERT ARENHY FET,

JINEEDESICETITIRENHY EFITM?2EZTHICIE EETY 7 TEYGEA T3y
FEIRL TS,

I WERIIZENRENIRAS > FOEELHY T,


https://www.jpnshiken.com/q/28093-2206824/
https://www.jpnshiken.com/q/28093-2206825/

KMIDWVWEI AITO
‘maildttachmeantInfo
where SenderFromAddress =~ “"MalicicusSender@example.com”

where isnotempty (SHAZS56)

( ] .
extend IT 5 MleDSOft
join
project

unian

laviceFileEvents

W FileName,. SHAZSE

extend
join
project
union

on SHAZ56

|‘f Timestamp,; FileName, SHR256, DeviceName, Devicel:

extend
join
project
union

1E fiz:




Answer Area

EmailAttachmentInfo

| where SenderFromAddress =~ “MaliciousSender@example.com”

| where isnotempty (SHA256)

I v
extend
join
project
union

DeviceFileEvents

| W FileName, SHA256
extend
join
project
union

) on SHAZ2S56

'v Timestamp, FileName, SHA256, DeviceName, Deviceld,

extend
join
project
union

NetworkMessageId, SenderFromAddress, RecipientEmailAddress

S8
https://docs.microsoft.com/en-us/microsoft-365/security/mtp/advanced-hunting-query-emails-
devices?view=0365-worldwide
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Ry ARy bk

A—H—DZETHIEEDOHIEFA—IILOEBMABHMEINET,
BFA—IWREBEOTHOY EFHRRESINFNESHEHBINT 5181 Microsoft3e5Defender
TREGNTAVII ) #ERT2RENHYET VT VIE BHNOBEOHIEFA—
LWEZELTHOIBELUAICZEENETLERFD20DHY A oA VERIDBHENHY FT,
JINEEDESIZETITARELAHYFEFIMN?REZTSICIE EED) 7TEIOGEA T3>
FERL TS,

F L WVERIEZNRZNARS Y FOMMELHY FT,



Ry FIT YT

Answer Area

let MaliciousEmails = v'

EmailAttachementinfo
Emaﬁhems -
IdentityLogonEvents

| where MalwareFilterVerdict == “Malware” B \
| project TimeEmail = Timestamp, Subject, Sender?xomﬂdress, AccountName =
tostring(split (RecipientEmailAddress, “@”) [01}.1

MaliciousEmails % g 3
| join (| ].'1. ) 3-_ N
EmallAttachemenﬂnfo ~L\Y"
EmailEvents of &
IdenﬂtyLogonEvenis

M.Logon‘l‘me %mestamp, AccountName, DeviceName
an f

G SO

whex:e (Logon‘l‘me — TimeEmail) between (Omin.. 60min)

v
seiect 20
take 20
top 20
1F fiZ:
Answer Area
let MaliciousEmails = lv
Emﬁmwﬁmﬁ_ﬂﬂﬂm
IdentityLogonEvents
| where MalwareFilterVerdict == “Malware”

| project TimeEmail = Timestamp, Subject, Sender!’z'\ddzess, AccountName =
tostring(split (RecipientEmailAddress, “@”) [0]), - B Icrosoft

MaliciousEmails
| join (]

project LogonTime = Timestamp, AccountName, DeviceName
on AccountName
where (LogonTime — TimeEmail) between (Omin.. 60min)

v

_— Y

:select 20

a3y {GL]
SREA/SHR -



https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-

emails-devices ?
view=0365-£tH %

Eﬁ:ﬁ: 87
Common Event Format CEF) * v+t —< ZAzureSentinellZi£{Ed 252V 1) 12— 3 U &
THEFFHELTWET,

A4+ —453—%T7704F3%ENHYET,
JEFIZETTEIREAHDIDDT I aAVIFIENTIN?BAETSICE BYLETHSavET
223 D) A M LEIZEEICHEEL ELWMEFICHRNET,

Actions Answer Area

Deploy an OMS Gateway on the network.

Set the syslog daemon to forward the events
| directly to Azure Sentinel.

" Configure the syslog daemon. Restart the syslog @
daemon and the Log Analytics agent @

©O

Download and install the Log/Analylics agent.

Set the Log Analytics agent to listen on port 25226
and forward the CEF messages to Azure Sentinel.

1Efig:
Answer Area

Download and install the Log Analytics agent

Set the Log Analytics agent thedisten on port
25226 and forward the'\CEF messages the
Azure Sentinel

Configure the syslog daemon. Restart the
syslog daemon and the Log Analytics agent.

1-LogAnalyticsT— x> FEAHoO—KLTA VR M—ILLET,

2-Log AnalyticsT—2 x> b &R— 25226 T v RV T BHESITHEL CEFA v E—D%
AzureSentinelIZ&5%E L E T,

3-syslogT—E U ZH#EB L E T, syslogT—F > ELogAnalyticsT—o x> FEBEELET,
S

https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog

Eﬁ:ﬁ: 88
ROBRITERT & 512, Azure Sentinel s  EREDEWVNA VT MDREV 1V FOERE

F9,



Microsoft -

EH Timehne

+ @

@ Info
[vm17] L o

Entities

New processes ob... @
Insights

®

Help

FRY AU A 2 —%#FRALT RKIZREINTWSERICEODVWTERAT— AV EET
THEEDERKREERLET,
L OEBIRIIERFNIRS > FOMMELHY £9,

: £ :
If you hover ovérthe WM%EEG&Q%% | v

you can view [answer choice]. the inbound network security group (NSG) rules

If you select [answer choicel, you can navigate | v
to the bookmarks related to the incident. Entities
Info
Insights
Timeline
1E fi#:
25485
If you hover over the viftual machine named vim1, % |T
you can view [answer choice]. the inbound netwark security group (NSG) rules
the last five Windows security log events
the: 'EIE-EI'I ports on the host
 funning processes
If you select [answer choice], you can navigale | | v
to the bookmarks related to the incident, Entiies
; Inifice
L] =
i . = I_C =
Mi L}‘,ﬁ,—ﬁo it
S

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-investigate-cases#use-the-investigation-
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Common Event Format CEF) * vt — < #AzureSentinellZ3£{ET A8V 1 21— 3 U 5
THZEETHELTWWET,

O 24+7—4—%5770/4F30ERHY FT,
BB ICRITTIBNELRSHBIIDDT I aVIEENTIN?RBZTHICIE BYLETIavET
930D A ML EIZEEICEEL ELWERFICHERET,

Actions Answer Area

Deploy an OMS Gateway on the network.

Set the syslog daemon to forward the events
directly to Azure Sentinel.

‘Configure the syslog daemon. Restart the syslog |©
daemon and the Log Analytics agent.

©O

Download and install the Log/Ahalyiics agent. |

|Set the Log Analytics agent to listen on port 25226 |

;::and forward the CEF messages to Azure Sentinel. ! : M I C r O S O ft

1E fiz:

Answer Area
"';-I‘.jl_'\-b

Download and install the Log Angﬁhcs agent.

Set the Log Analytics agen:% iisten on port
25226 and forward the@EF messages to A zure

g CHfegosoft A\

-7?-.—-.

Configure thg:@féihg daemon Restart the syslog
daemon and the Log Analytics agent.

1-LogAnalyticsT—o x> bEA Do O—KFLTA VA M—=ILLET,

2-1R— k25226 ') w R L CEF* v+ —< #AzureSentinellZ#51% 9 % & 5 [ZLogAnalytics T—
DIVMEERELEYT,

3-syslogT—E U ZER L ET, syslogT—E > &LogAnalyticsT— x> FEBRIHILET,
S

https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog
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AzureSentinel Z#&m L TLVET,

THLWP7Z FLADNDHY A A4 UM SN S -TUIZ MicrosoftTeams A v £— & F v 3
WWIZEET DRELHY FT,

Azure Sentinel CRITT ALELRHB2D0D TV 2 avIFENTIN? TNETNDERIL FERE
D—8ZERLTWET,

VBRI ENENIRS Y FOMELAHY £9,

A JLA4Tdyv o &EMLET,

B. LA v o EATY MZBEEMITET,

CIVTATADHMEDWEZREMNLET,
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https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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LWEZELTHOIBBURNICZEENET LERFDO20DY A oA VERITBHELAHY ET,
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let MaliciousEmails = v
mailAtlachementinfo
EmailEvents
IdentityL ogonEvents
| where MalwareFilterVerdict == "Malware"
| project TimaEmail = Timestamp, Subjact, SenderFrémAddress, AccountName =
tostring(split (RecipientEmailiddress, “8%) [0Q]l)X:

MaliciousEmails

join (
- v
EmailAtachementinfo
EmailEvents
IdentityLogonEvents
project LogonTime = Timastamp, AccountHame, DeviceName
} on AccountHame
where (LogonTime = TimeEmail) between (0min.. &60min)
select 20
lake 20
top 20
1E fi#:
4.
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let MaliciocusEmails = iv
EmailAttachementinfo
EmailEvents
IdentityLogonEvents

| where MalwareFilterVerdict == “Malware”

| project TimeEmail = Timestamp, Subject, SenderFromAddress, AccountName
tostring (split (RecipientEmailAddress, “@”) [0]):

Il

MaliciousEmails
| join ( 4
EmailAttachementinfo

EmailEvents
IdentityLogon=venis

| project LogonTime = Timestamp, AccountName, DeviceName
) on AccountName
|
|

where (LogonTime — TimeEmail) between (Omin.. 60min)

v
select 20 d
take 20 =il
top 20
S -

https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-query-
emails-devices?view
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VIE, mIMFHEDORBEZFERT AIBENHYET , 7T IR MIEDEREZENY B TEHILELDH
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A. Azure Sentinel Responder
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C. AzureSentinela> Fy Ea—42—

D. Azure Sentinel Reader
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BehaviorAnalytics

| & 2T, ActivityType == "FailedLogOn"

| 2 ZT. == True
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ROPIRVEFEEELTLET,
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TS5 EICLELT,

ROIL—ILI T ZEHRLFET,

let timeframe = 1d;

SecurityEvent

| where TimeGenerated >= ago(timeframe)

| where EventID == 1102 and EventSourceName.&= {Migrosoft-Windows-Eventlog”

| summarize StartTimeUtc = min(TimeGenerated), EndTimeUtc = max (TimeGenerated),
EventCount = count() by

Computer, AccountasEventrDd, Activity

| extend timestamp = SUAmIifeUs (AcCduntCustomEntity = Account,
HostCustomEntify'= Computer

FIS—bhaA VT RMION—TTEBZ2DOAVR—RY MEIENTIN? FNENDIE
BIITELMREEZRRLET,
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B. T\A R1—H—%2EHEEO—)LICEBMLET,
ROUVIZATHEEMLET,
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https://docs.microsoft.com/en-us/learn/modules/deploy-microsoft-defender-for-endpoints-
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https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy
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A 40— 8—%2T7704F5LENHYFET,
IEEICRITT DRENHS3DDT I LI VEFENTIN?RAET AICIE BYETILavEwT

93 D) A O LEIZHEEHICEEL ELWVEFICHRNET,
Actions Answer Area

| Deploy an OMS Gateway on the network

Set the syslog daemon to forward the events
directly to Azure Sentinel

Configure the syslog daemon. Restart the syslog ©
! dd emonang the Log Analytics agept. @

R T R -

©

—_— e -

Download and install the Log Analvtics agent:

'Set the Log Analytics agent to listen on port 25226'
\and forward the CEF messages to Azure Sentinel |

1E fiz:
ElE):

Download and install the Log Analytiés agent.

:Set the Log Analvtics agentto IT;ten on port 25228.
|and forward the CEF messages to Azure Sentinel.

' Configure the-syslog daemon. Restart the syslog |
daemon andihe Log/Analytics agent.

SR .
https://docs.microsoft.com/en-us/azure/sentinel/connect-cef-agent?tabs=rsyslog
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sub1&E WS &RIDAzure b J7R 9 ) T a VxR LET,

sub1 Tl workspacel& L5 & EIMDLogAnalytics 7 —9 AR—R &R LET,

Azure Security CenterZ &%= L workspace1#{# ¥ 5 & 5 [ZSecurityCenter&#Ep L £,
SecurityCenterh‘workspace1(Z Lik— 3§ BAzurefRB8X S UM H DA Ry FE2NEBT H L%
T IDELHYET,

HEIAETEIREMN?

A. workspace1lZV!)a—> 3V FA VA M—=ILLET,

B.sub1I27ANA 4 —%¢&8HZLET,



C.txalTq14tVE—NM0o T7—070—0OEMELZERLET,

D. workspace1 T, Ty ZERRLFET,
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https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
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IRIEICEE % 5 % 53 L LxCommonVulnerabilityand Exposures CVE) DRESEEN BRI SN FE T,
XERSINE=TIV T4 THRIVRTOA CHFIAREELIZ S &, Microsoft Defender Security
CenterzffALT HEEZZITHIVRTLEZHEET EF—LIZBEZERTILENHY FT,
IEBICETT IREAHZID2DTI L avFENTTN?EETHICIE BUNETIavET
S DYRAMLEEEEICHEL ELWEFICHERET,

AcCtions MISWED Aled

From Device Imeentory, search for the CVE

Open the Threat Protection report

From Threat & Vulnerability Management, select

Weaknesses, and search for the CVE | @ @
From Advanced hunting, search fof CveId in the ' @ @
DeviceTwmSoftwaraInventoryulinagapalicicas

table

Create the remediaion request

Select Security recommendations

1E fiz:
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Actions Answer Area

From Device Inventory, search for the CVE From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE

Open the Threat Protection report Select Security recommendations.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE. | ©

'-:;.\__.:.
Create the remediafion request

From Advanced hunting, search for cveIdinthe
DeviceTvmSoftwareInventoryVulfiarabilitites

table

Create the remediation request

Select Security recommendations

SR .
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/microsoft-defender-atp-

remediate-apps-using-mem/ba-p/1599271
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KREDHIE Y a v EREALET,

CNIFEFRZERLTOEIN?

A. &Ly

B. LMMYZR

E#:B(2AY FERET D)

o Tay {HL]

Explanation:

HEDT7S5—bEBCODTIIHEL BREDTS— BRI I2VBELAHYET LI=AHT, &
BEBRT 17T avEBIRTIVELNHYET,
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https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-
alerts
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Answer Area
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1% | % L _J

Azure Sentinel Contributor |

Azure Sentinel Responder | Create and run playbooks:

Azure Sentinel Reader ‘ Create workbooks and analytic rules: |

Logic App Contributor
1E fiZ:
Answer Area

';fuure Sentinel Contributor‘

|Azure Sentinel Res;:n:mr‘wcieri Create and ﬂﬁ:ﬁiaﬁjodksr Logic App Contributor

AZUFF—' Sentinel Reader ] Create j‘lnvt:lrkl:u:mIwus and analytic rules: Azure Sentinel Contributor |

Al ,) A}

-—-!Hrdﬂ

o ar {7 L]
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https://docs.microsoft.com/en-us/azure/sentinel/roles
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AzureSentinelZ T 704 LET,
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HEIERADAETRETTHN?
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B. AzureSentinel[C7—42 3R 2 #EBMLET,

C. AzureSentinel THRA LBEA VT IOz AARI A #EHLET,

D.A Y F7ITYThRIA—FEBLET,
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AzureSentinel™ T 704 SN TWWET,

SFEHOLWIRTOERERT IV CRTITAETAERETIVELNHYFET,
IEFICETTIDELNHD3DDT I aVIEENTIN?BAETHICIE BULETIavET
5923 D) R A SEEEEHICEHL ELWVEFICHRET,

ERLTEE :

hA Pl o o W l.'!'"l—
Actioggs i IVIICTOSOITTL Answer Area
From Azure Sentinel, select Hunting.

Select Run All Queries.

| Select New Query. ' g

I Filter by tactics.

i From Azure Sentinel, select Notebooks. ;

Actions Answer Area
From Azure Sentinel, select Hunting. From Azure Sentinel, select Hunting.
Select Run All Queries. Fiiter by tactics.

i Select New Query. Select Run All Queries.

Filter by tactics. :

| From Azure Sentinel, select Notebooks. IVIICFOSOT1

©Q

o3y {#L]
SREA/SER
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Resource exampbon (praview)
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Home > Policy
Policy - Compliance
% Drassignpolicy [* assigninwative () Refresh
& i Scope Type Compiliance state Search
= Overview :
Microsoft Azure [ All definion types  ~ | |All compliance states v
i Getting started
D ¢ o Overall resource compliance (O Resources by comphance ftate () Non-compliant intiatives
0, B 0 - Compliant
& Remediation 100% 2 hmp; 04
0 out of 0
Authoring B 1 - Non-comphant
0 - Confiicting
& Assignments -
Non-compliant polices &)
Definitions 0 Py
@ Exemptions gut 940
Name L Sc T TLR h
Related Services L Scope L Compliance 7T Resource comphance
¥y Bluepnints (preview) ﬂ'ﬂlﬁ to display within the given scope 4, Non-Compliant Resources T4 Non-compliant policies
Microsoft
& User privacy
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BEF [WWR]EBRLET,
I WERIIZERENIRA Y FOBELSHY FT,

Answer Area

Statements

Both virtual machines have inbound rules that allow access
from either Any or Internet ranges.

Both virtual machines have management ports exposed
directly to the internet. :

If you enable jus e network access controls on all virtual
machines, you @p@g@rﬁ’@core by four point.

Answer Area Microsoft

Statements @Q?@ Yes

Both virtual machines have inbound ulestfiat: Qaccess 5
from either Any or Internet ranges, 1, 1™~

Both virtual machines have ;
directly to the intern%

If you enable just-in-time network access controls on all virtual 5
machines, you will increase the secure score by four point. E




https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-
unauthorized-network-access/ba-p/1593833
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-secure-
management-ports/ba-p/1505770
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Log Analytics workspace to use: v

A new Log Analytics workspe eevn the East US Azure region
Default workspace cre“it”“ : y Azure Security Center

3

Log Analytics workspace to use: v
A new Log Analytics workspace in the East US Azure region
Defaylt workspace created by Azure Security Center
LAT ,

Windows secunty events to collect: v
AllEverts ___
Comimon ' [ 2
Minimal )| M I LFGSOft
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Log Analytics workspace to use:

Windows security events to collect:

O :
\\ Minimal
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ava()
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| where activityCount > 5 '
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