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Statement Yes No

®.

Data protection can be selectively applied to applications. O

O

Microsoft intune can define where corporate data is stored. O

O

Once a device is registered with Microsoft Intunepdevice wme
will include the user’s personal data. ' ICrOSoOTt

1E fiz:

Microsot

Statement

Data protection can be selectively applied to applications.
Microsoft intune can define where corporate data is stored.

Once a device is registered with Microsoft Intune, device wipe
will include the user's personal data.
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Statement E\éfﬂ Iﬂ Cros @'ﬁz Yes No

Data protection can be selectively applied to applications. } O ‘ O
Microsoft intune can define where corporate data is stored. ‘ O ‘ O
Once a device is registeredwith Microsoft Intune, device wipe O ‘ O ‘

will include the user’s personal data.
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Statement , Yes No
Microsoft MyAnalytics supports Mlcrosoft P’WerBl templates. O O

Microsoft MyAnalytics supports Mlcrasﬁﬂ Outlook add-ins. O O

- v

Statement
Microsoft MyAnalytics supports Microsoft FowerBl templates.

Microsoft MyAnalytics supports Micrasoft Outlook add-ins.
Microsoft Workplace Anaiﬁic&'dﬁk@ﬁ weekly emali digests.
[

&t BA
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Statement Yes No

Microsoft MyAnalytics supports Microsoft PowerBltemplates. O @
Microsoft MyAnalytics supports Microsoft Outlook add-ins. @ G
Microsoft Workplace Analytics supports weekly email digests. O

SR .

https://docs.microsoft.com/en-us/workplace-analytics/myanalytics/use/add-in
https://docs.microsoft.com/en-us/workplace-analytics/myanalytics/mya-landing-page
https://docs.microsoft.com/en-us/workplace-analytics/index-orig
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Services Descriptions Service

Microsoft Teams A chat based workspace that facilitates real-time : mmmmmoenenes
collaboration and enables members of an organizationto | Service
| have conversations and create work plans. .~ T

| OneDrive for Business

SharePoint Online A cloud service that enables you to store and protect i - ;
- files, share files with others, access files from ; Service ;
| Microsoft Yammer | anywhere on all devices, and restore files to an earlier =~ ~~~TTTTTTTTTTTTTTTTTTTTmm oot
date.
Office 365 ProPlus
A service that enables you to store, organize, share, add -
thord-party apps, and access information from all ost Sevies: ]
any device by using a web browser.
A prwabmnqal M ar mi tly r :
resolve support i m:ﬂs jects ! Service

and documents.

Services Descriptions Service

| Microsoft Teams A chat based workspace that facilitates real-time
collaboration and enables members of an organization to
have conversations and create work plans.

i Microsoft Teams

f OneDrive for Business

t SharePoint Online A cloud service that enables you to store and profect
files, share files withrothers, aceess files from
anywhere on all.devices, and restore files to an earlier
date’

OneDrive for Business

Office 365 ProPlus

A service that enables you to store, organize, share, add - -
thord-party apps, and access information from all,ost 1 SharePoint Online
any device by using a web browser.

A priv: ial network that yo use to efficently e
Tesaly I#G*j‘@g@f% edback on projects , Microsoft Yammer

&nd d
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Services Descriptions Service

A chat based workspace that facilitates real-time )
collaboration and enables members of an organization to Microsoft Teams
have conversations and create work plans.

Microsoft Teams

| OneDrive for Business

A cloud service that enables you 10.store and protect . :
files, share files with others,access files from OneDrive for Business
anywhere on all devices,and restore files to an earlier

date.

| SharePoint Online

| Microsoft Yammer

| Office 365 ProPlus

A service that enabies you to store, organize, share, add ) )
thord-party apps, and access information from all, ost SharePoint Online
any device by.using a web browser.

—

laPnetwork that you ¢

Sieeollh L0obprigeude 6 ot

~ and locuments.

e to efficent]
f g Microsoft Yammer

back on projects

20

https://products.office.com/en-us/microsoft-teams/group-chat-software
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https://products.office.com/en-za/yammer/yammer-overview
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Wtlosoft -

Microsoft 365 globaladmunistrators use |r:msaft Workplaee Analytlcs A
to examine network traffic patterns for troubleshooting. purposes.

Microsoft Workplace Analytics can be helpful in understanding the
collaboration patterns and usage of varipus Microsoft 365 services.

Microsoft Worplace Analytics hélps employees work more efficiently
so that thay can become mare productive.
IEfiZ:
Statement Yes No

Microsoft 365 global administrators use Microsoft Workplace Analytics e A
'0 examine network traffic patterns for troubleshooting purposes. = -

Microsoft Workplace Analytics can be helpful in-understanding the | ~
collaboration patterns and usage of various Microsoft 365 services.

Microsoft Worplace Analytics helps m‘mla}f W f gnthr Iros:
so that thay can become more produchive RS §85'f " =
PR Microsoft
Statement Yes

Microsoft 365 global administrators use Microsoft Workplace Analytics O
to examine network traffic patterns for troubleshooting purposes. :

Microsoft Workplace Analytics can be helpful in understanding the le)
collaboration patterns and usage of various Microsoft 365 services.

Microsoft Worplace Analytics helps employees work more efficiently O
so that thay can become more productive.
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No
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= Microsoft

Statement

You can suppliment the default templates to apply restrictive controls.

Classification and protection information is-available for on-premises
file servers,

Installing the Azure Information Protection client installs an information
protection bar to Microsoft Excel

Statement M I Cros Oft Yes No

O

You can suppliment the default templates to apply restrictive contro m i

Q
Classification and pmmﬁii@rﬁ@ &Eﬁ% ﬂon -premises O

file servers.

_ ; : T _ _ = -
Installing the Azure Information Protection client installs an information | i O
protection bar to Microsoft Excel. i

&R
Statement Yes No
You can suppliment the default templates to apply restrictive controls. O O
O

ﬁ; .. w"i ﬁ?‘ﬁgﬁfiﬁﬂrmatim is available for on-premises O
& sarvers.

Installing the Azure Information Protection client installs an information O Q
protection bar to Microsoft Excel.

S .
https://docs.microsoft.com/en-us/azure/information-protection/what-is-information-protection
https://docs.microsoft.com/en-us/azure/information-protection/rms-client/client-classify-protect
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Yes No

ticensingithrough.a-Clogd-Solution Provider (CSP)@liows youto 0
purchasé imhpei‘ﬁéfuﬁi software for on-premises use

Licensing through a Cloud Solution Prawider (CSP) allows you to 0

receive a discount based on volurme, L
Licensing through a Cloud.Solution Provider (CSP) allows you to
receive technical suppoit an your Microsoft serices from a o O
certified partner
1E fiZ:
. Yesc, No
Licensing through a Cloud Solution Provider (CSP; allows you to 0 To}
purchase nonperpetual software for on-premises use. .
Licensing through a Cloud Solution Previder (CSP) allows you to ol O
receive a discount based on volume: - =
Licensing through a Cloud Sqiutien Provider (CSP) allows youto — _
receive technical support tn your Microsoft services from a 01 O
certified partner.
Yes No
Licensing through a Cloud Solution Provider (CSP) allows you to O O

purchase nonperpetual software for on-premises use.

Licensing through a Cloud Solution Provider (CSP) allows you to | O
receive a discount based on volume.

Licensing through a Cloud Solution Provider (CSP) allows you to
receive technical support on your Microsoft services from a ) O
certified partner.
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Actions Steps

Add the proposal to the Sales team site in
SharePoint Onling.

Create a sharing link to the proposal with
read-only access

Add the proposal to OnDrive for Business

Email the customer and include the proposal
as an attachement

Email the customer and includa the link to the
document

EfiZ:
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Actions Steps

read-only access.

read-only access.

Create a sharing link to the proposal with ‘ :

Add the proposal to OnDrive for Business. 7y

A B NS IR EEE S M GE M G NS AN BN AN AN e A a

S S g S S S

Email the customer and include the proposal
as an attachement.

A
Email the customier and include thapropasal
as an attachement.

Email the customer and include the link to the || e e o e R et o e |
document. '

BILL]

Add the proposal to the Sales team site in
SharePoint Online.

Create a sharing link to the\proposal with
read-only access.

Email the customer and include the proposal
as an attachement.

S
https://docs.microsoft.com/en-us/office365/admin/setup/set-up-file-storage-and-sharing?
view=0365-worldwide
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T 74 ILEEITA—ILDHEE %R CAzure Rights ManagementT > 7 L— M ZS AL & BEER 1+
F9,

B. Sensitivity & LY 5 £ Bii®Microsoft SharePoint Onlinea > T WA A TE2ERTHa0To VU4
4 F#Microsoftfthda > T2 Y4 4 FIZ#EA L E9, 356 Sensitivityl| D {EASensitive| 25X E
ShTWbarT o YynDEF%EIET BMicrosoft Azure Rights Management7 > L — b

_________________ T e e e i e M e
Add the proposal to the Sales team site in | I | Add the proposal to the Sales team site in
SharePoint Online. | | 1 | SharePoint Online.

e e e e e | R e I e e 4
Create a sharing link to the proposal with e S ), e T g
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Tools Scenario

| Use the Microsoft Authenticator app o enable
multi-factor authentication.

‘ Compliance Manager

‘ Identity and access management {IAM]l Classify documents to restrict permission to
content.

Information nghts managemeant (IRM)

Use a dashboard for data-protection
recommendations.

Provide auditors and regulators with répofis
on data-protection status.



https://www.jpnshiken.com/q/6768-840822/
https://www.jpnshiken.com/q/6768-840823/

Tools Scenario - ﬁfﬂ ﬁ { rog @f’ﬁ;

Use the Microsoft Authenticator app to ‘enable
multi-factor authentication,

Compliance Manager Information rights managemeant (IRM)

l Identity and access management (IAM)}  Classify documentstofesinet permission to || pon rights management (IRM)

contant

1 Information nghts managameant (IRM) Use adashbodrd for data-protection o e e

rectmmehdations. \ Compliance Manager

T L . -

I Compliance Manager

o - o e i = e L Rl ol i = i

Provide auditors and regulators with reports
on data-protection status

Bl
Scenario

Use the Microsoft Authenticator app to enable
multi-factor authentication.

Clhssi%uﬁﬁ@ mgﬁiﬁct permission to

content.

Information.rights management (IRM)

Information rights management (IRM)

Use a dashboard for data-protection

recommendations. Compliance Manager

Provide auditors and regulators with reports

on data-protection status. Compliance Manager

S
https://docs.microsoft.com/en-us/azure/information-protection/help-users

https://docs.microsoft.com/en-us/office365/securitycompliance/compliance-manager-
overview#controls
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Scenario Yes

Intune app protection policies can protect access to Exchange Server O
on-premises mailboxes.

No

O

Intune app protection policies.support apps that connect to IVIICIDS ﬂfj
on-premises Microsoft SharePoint Server.
Intune app protection policies require a mobile-device management O O
(MDM) solution.
1E fZ:
Scenario Yes No
r

Intune app protection policies can protect access to Exchange Server
on-premises mailboxes. -

Intune app protection policies support apps that connect to O
on-premises Microsoft SharePoint Server.

Intune app protection pollcnﬁfgq;,u{aﬂin}apﬂéﬁdevice management
MDM) Solutlon Ly | I"!l:_{;';; 2871 L

_O'I

[
L

®

ERER

Smna s Yes No

‘h’ B L= .-'"- P
LJ"-c.. | ':_'-' ]! L !-_

l\.'l

Intune app protection policies can protect access to Exchange Server O O

on-premises mailboxes.

Intune app protection policies support apps that connect to O . Oi

on-premises Microsoft SharePoint Server.

Intune app protection policies reguire a mobile-device management O :O'

(MDM) solution.
S
https://docs.microsoft.com/en-us/intune/app-protection-policy
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Statement i M | Crag&o ft\lo

After users are enrolled in multi-factor authentication, they must Configure a O O
second authentication factor the next time they sign.in.

Enabling multi-factor authentication r_éﬁdirés:an édditional subscription O O
purchase.

Complete multi-factor authentication by using text messages, a O
smartphone app, or a phone call.

Statement

After users are enrolled in multi-factor authentication, they must configure a
second authentication factor the next time they sign in.

Enabling multi-factor authentication reguires an additional subscription
purchase.

Complete multi- f rau tication by using text messages, a

smartphone app,. ﬂf SPRTCIOSO

Bl
Statement '__: M ICIO SO‘YFot No
After users are enrolled in multi-factor authentication, they must configure a | O‘ @)
second authentication factor the next time they sign.in. .
Enabling multi-factor authentication requires an additional subscription O | Q ‘
purchase. '
Complete multi-factor authentication by using text messages, a ‘ O

smartphone app, or a phone call.
SR .
https://docs.microsoft.com/en-us/office365/enterprise/multi-factor-authentication-for-your-
office-365-dev-test-en
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Answer Arca : Classification
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Platfornn as o & (lans) website hosting . Classification
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Answer Area

Scenarios Service :_____---:.-; _____ MIErQSOft

Custom web web and monbile application Sof LR ' ) .
securely connected to an on-premises data SONWEIE 838 seligg \Wans) ' Scenario i
store i
Exchange Online integrated with Scenario :

on-premises Skype for Business Server | Platformias a service (PaaS)

Server-based workloads on a virtual i
machine that are connected to an Infrastructure as a service (laaS) :
on-premises network i

1E fiz:

Answer Area

Scenarios Service Scenario

Custom web web and monbile application S ice(8aas Exchange Online integrated with
securely connected to an on-premises data oftware as a seng TReak) on-premises Skype for Business Server
store

Exchange Online integrated with

Custom web web and monbile appiicatianJ
a

i ted to s I dat
on-premises Skype for Business Server Plaggrnt as a service (PaaS) zfoc;:rew BRGNS
Server-based workloads on a virtual Serve_r-based workloads on a virtual
machine that are connected to an Infrastructure as a service (l@ W‘hal are connected tO-F"
on-premises network — A" tf"m SOl

AR
= Mi ft i
Service ICOSO Scenario
Software as a service (SaaS) Exchange Online integrated with

on-premises Skype for Business Server

Custom web web and monbile application
securely connected to an on-premises data

Platform as a service (PaaS)
store

Server-based workloads on a virtual
machine that are connected to an

Infrastructure as a service (laaS) ;
on-premises network

SR

Z nw -

https://docs.microsoft.com/en-us/office365/enterprise/hybrid-cloud-overview
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FERTHRIMAEETRET DLENHY FT,
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DSAT Y MEBEICKFS I LET SRV —RIE 1E EHE FEFE-<ERSALEN
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Authentication\$ources | () 5 | lclient feature " Authentication sources

AD DS only Log on to devices b.y usinggWindows Hello.

.................................................

IAzure AD only Log airto devices that are managed by
Microsoft Intune.

AD DS and Azure AD

Sign in to Outlook on the web by using

multi-factor authentication. L
1FfZ:
Authentication sources Client feature Authentication sources
AD DS only Log on to devices by using Windows Hello. AD DS and Azure AD
LAzure AD only Log on to devices that are managed by [AD DS only - = e
oSeflbure. 090900 A e e i)
AD DS and Azure AD 1Signin toQuifBok en trowely by usmg Azure AD only
"t factor duthentication.
Client feature Authentication sources

Log on to devices by using Windows Hello.

AD.DS and Azure AD
Log on to devices that are managed by AD DS only
Microsoft Intune.
Sign in to Outlook on the web by using AZureADony O T T

multi-factor authentication.

Eﬁ:ﬁ: 22

UTDEAT—FAVRMZIDWT RT— AV FRETHSIEHEEF KUV ZFFBRLET, Z1
LUSNDBEIF, DWE ZBIRLET,

EFENREFNROELVERICIE RS2 AR ETY,



Statement Yes No

~ompliance Manager performs an assessment against your entire Microsoft O O
365 environment and evaluates both Microsoft and customer controls.

~ompliance Manager allows you to assign individuals within the O O

yrganization to be responsible for the control. : f
M u%ms t
D

_ompliance Manager provides the ability to take corrective actions"
rom within the Service Trust portal.
;7

Statement Yes Ne

Compliance Manager performs an assessment against your antire Microsoft | O ! O
365 anvironment and evaluates both Microsoft and clstomer controls -=

Compliance Manager allows you to asgign individuals within the QO O
organization to be responsible forihe confrol. gy

Compliance Manager provides the ability to tﬂh_n'-_' ] L _{j ' D
from within the Service Trust portal _ 1 ﬂ ﬁ E I 0S0O1 't —f
Bl

Statement Yes No

Compliance Manager performs an assessment against your entire Microsoft ‘ O i O
365 environment and evaluates both Microsoft and customer controls.

Compliance Manager allows you to assign.individuals within the, O ‘ (5
organization to be responsible for the contiol. M I ﬂ r @ 5 0

Compliance Manager provides the ability to take corrective actions ‘ O E O
from within the Service Trust portal. '

S8 .

https://docs.microsoft.com/en-us/office365/securitycompliance/compliance-manager-
overview#controls
https://docs.microsoft.com/en-us/office365/securitycompliance/get-started-with-service-trust-
portal
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A. Azure AD ldentity Protection



B. Azure AD$#EIDEIE
C. Azure'&E$RiRE
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https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview
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