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Guest access in Teams allows people outside you organization to access teams and channels.
When you turn on Guest Access, you can turn on or off features guests users can or can't use.
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https://docs.microsoft.com/en-us/microsoftteams/using-admin-roles
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https://docs.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-
worldwide
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According to the Microsoft documentation4, external access settings in the Microsoft Teams
admin center are used to control how users in your organization can communicate with users
from other domains that use Teams or Skype for Business. External access settings do not affect
how guest users in your tenant can use cameras during Teams meetings.

To prevent guest users in your tenant from using cameras during Teams meetings, you need to
create and assign a custom meeting policy that has the Allow IP video setting turned off. You can
do this by using the Microsoft Teams admin center or PowerShell. For example, to create and
assign a custom meeting policy by using PowerShell, you can use the New-
CsTeamsMeetingPolicy and Grant-CsTeamsMeetingPolicy cmdlets.
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Create information barrier segments first, then create information barrier policy based on the
segments then start the information barrier application.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers-policies

Topic 1, Contoso, Ltd

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirement, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a pharmaceutical company that has 3,000 users in offices across North America.
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Existing Environment

Active Directory

The network contains an on-premises Active Directory domain. All user accounts are in
departmental organizational units (OUs).

Microsoft Office 365

All users are assigned a Microsoft Office 365 E5 license and are enabled for the following
services:

Microsoft Yammer

Microsoft Exchange Online

Microsoft SharePoint Online

Microsoft OneDrive for Business

Azure Active Directory (Azure AD)

Azure AD

dynamic group membership

Microsoft Skype for Business

Contoso has an on-premises deployment of Microsoft Skype for Business Server 2015. All the
latest cumulative updates are installed on all the servers. The following services are used in
Skype for Business Server 2015:

Meetings

PSTN calling

Instant messaging (IM)

Federation to external companies

Departments

Contoso has the following departments:

IT

Sales

Human resources (HR)

Research and deployment (R&D)

All groups are created by using dynamic group membership that use the department attribute.
Requirements

Business goals

Contoso identifies the following business goals:

Migrate the maximum number of users to Microsoft Teams.

Minimize administrative effort.

Device Requirements

Contoso identifies the following device requirements:

Replace Skype for Business IP phones with Microsoft Teams phones.

All Microsoft Teams phones must be set to lock automatically after 60 seconds.
Meeting and Live Event Requirements

Contoso identifies the following meeting and live event requirements:

Requirement1: Guest users must be able to join live events.



Requirement2: Guest users must always wait in a meeting lobby.

Requirement3: Contoso users must always bypass the meeting lobby when they join by using the
Microsoft Teams client.

Requirement4: After the upgrade to Microsoft Teams, all meetings must be scheduled by using
Microsoft Teams.

Calling Requirements

Contoso identifies the following calling requirements:

Migrate all existing auto attendants and response groups to Office 365.

Minimize the on-premises PSTN infrastructure.

Technical Requirements

Guest users must be prevented from making private calls.

Security Requirements

Contoso has the following security requirements for the Microsoft Teams deployment:

The number of ports allowed on the company's firewall must be limited.

Team names must be prevented from containing the name of any products produced by Contoso.
Users in the R&D group must be prevented from sending chat messages to users in other
departments.

To meet the company's compliance policy, users in the sales department must continue to use
on-premises Skype for Business for IM and calling only.

Pilot Project

Contoso begins a pilot project for the upgrade to Microsoft Teams.

You identify the following issues during the pilot project:

Microsoft Teams users report that they often receive continuous notifications from the Microsoft
Teams client for 20 minutes.

Two pilot users in the HR department report that they are not members of the HR team.
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1 - From the Microsoft Teams admin center, enable scoped directory search.

2 - Provide admin consent for the Information Barrier Processor.

3 - Make a list of segments to define.

4 - Create information barrier policies.
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Reference:
https://docs.microsoft.com/en-us/skypeforbusiness/audio-conferencing-in-office-365/setting-up-
the-meeting-migration-service-mms
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Reference:

https://docs.microsoft.com/en-us/microsoftteams/audit-log-events
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-
security-and-compliance-center?view=0365-worldwide
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Reference:
https://support.microsoft.com/en-us/office/create-a-team-from-an-existing-
group-24ec428e-40d7-4a1a-ab87-29be7d145865
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Reference:

https://docs.microsoft.com/en-us/microsoftteams/teams-app-permission-policies

"Users report that they can view the list of available third-party apps from the Microsoft Teams
client" Key word, they can "view" them
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Reference:

https://docs.microsoft.com/en-us/microsoftteams/teams-client-update
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1 - From Manage apps in the Microsoft Teams admin center, select Customize.

2 - From Org-wide app settings, set Show tailored apps to On.

3 - Publish the app.
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Reference:
https://docs.microsoft.com/en-us/powershell/module/skype/new-cscallinglineidentity ?view=skype-
ps

https://docs.microsoft.com/en-us/microsoftteams/assign-policies#assign-a-policy-to-a-group
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Reference:
https://docs.microsoft.com/en-us/microsoftteams/get-started-with-teams-monitor-usage-and-
feedback
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https://docs.microsoft.com/en-us/microsoftteams/messaging-policies-in-teams
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According to the Microsoft documentation1, to generate a report that identifies which documents
the users copied from Teams to USB devices, you need to use advanced hunting on Microsoft
Defender ATP. Advanced hunting lets you run queries to find threat activity involving USB
devices, such as mounting and unmounting of USB drives or copying of files2.

To use advanced hunting, you need to have one of the following roles:

Security administrator

Security reader

Security operator

Global administrator

The Groups Administrator role does not have access to advanced hunting or Microsoft Defender
ATP.

Therefore, based on this information, the correct answer is B. Assign the Microsoft 365 ES
compliance add-on to each user. This add-on includes Microsoft Defender ATP and allows you to
use advanced hunting features3. Alternatively, you can request one of the roles that have access
to advanced hunting, such as Security administrator or Global administrator.
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https://techcommunity.microsoft.com/t5/microsoft-teams/a-team-without-an-owner-notification/m-
p/1392209#M58518

B RE: 52

Microsoft Teams Z# {9 % Microsoft 36SE5 TR Y Y T auhdhyUEd,

TERY FT—9 OHNET Microsoft Teams [C7 VAT BT RTHOI—HF—IZXH LT SESH
FEE (MFA) ZERT 2EAHY ET,

AZHET DRENHY EFTH?

AaVTSAT7UR R —

B. F—LRII—

C.HIVA Y YRy R I—

D. RHFET VR KR o—

Eff:D(QAA U FEHEKRT D)
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-
access-policy-all-users-mfa
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Reference:
https://docs.microsoft.com/en-us/microsoftteams/dynamic-memberships
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Reference:
https://docs.microsoft.com/en-us/microsoftteams/create-a-phone-system-auto-attendant
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Topic 2, Litware, inc

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirement, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Overview

General Overview

Litware, Inc. is an international manufacturing company that has 4,000 users. The company has
the following four departments:

IT

HR

R&D

Sales
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Physical locations

Litware has two main offices. The offices are located in New York and London.

All offices connect to each other by using a WAN link. Each office connects directly to the
Internet.

Existing environment

All user accounts have an Azure Active Directory Premium Plan P1 license.

Litware has a Microsoft 365 subscription that has Office 365 Enterprise E3 licenses for all users.
All the E3 products and services are enabled for each user.

Litware uses Microsoft Skype for Business Online.

Requirements

Planned Upgrade

Litware identifies the following requirements for a planned upgrade from Skype for Business
Online to Microsoft Teams:

Provide high quality audio, video, and online meeting experience for Microsoft Teams end users.
Implement a data retention solution in Microsoft Teams.

Minimize costs and administrative effort.

Use the principle of least privilege.

For the sales department, Litware plans to create a team that dynamically updates its
membership when users leave and join the department.

Department Upgrade Requirements

Litware plans to implement upgrade requirements for the departments as shown in the following
table.

Microsoft Teams Requirements

All teams must meet the following requirements:

Only users in a partner company that uses a domain named fabrikam.com must be able to
collaborate in teams by using guest accounts.

Only users in the compliance department of Litware must be able to create teams.

Planned Network Tasks

Litware identifies the following network validation tasks:

An administrator named Admin5 must be able to review the required bandwidth to support audio
conferencing, video conferencing, and screen sharing in Microsoft Teams.

An administrator named Admin6 must be able to review network issues that cause poor call
quality reported by users.

Data Retention Requirements

Litware identifies the following data retention requirements:

Requirement1: All messages in team collaborations must be deleted after seven years.
Requirement2: all files used in team collaborations must be retained for five years.
Requirement3: All files used in personal chats must be retained for five years.

Device Requirements

You provide Microsoft Teams-certified IP phones to users in the IT and R&D departments. Each
device must meet the following requirements:



The time zone on the phones used by the R&D department must be set to UTC-8.

The time zone on the phones used by the IT department must be set to UTC-5.

All phones must lock automatically after 60 seconds of inactivity.

Voice Pilot Requirements

Litware wants to pilot Phone System as a calling solution for 20 IT department users. The pilot
project will receive phone numbers from Microsoft Teams.

Collaboration and Meeting Requirements

Litware identifies the following collaboration and meeting requirements:

Cloud recording must be disabled for all Microsoft Teams meetings organized by users in the HR
departments only.

Meeting email invitations must be customized to include the Logo URL, Legal URL, and Help URL
of Litware.
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According to the Microsoft Teams documentation1, to access the usage reports in the Teams
admin center, you must be assigned one of the following roles:

Global administrator

Teams or Skype for Business administrator

Global reader (only tenant-level aggregate and no per-user or team data) To learn more about
Teams admin roles and which reports each admin role can access, see Use Teams administrator
roles to manage Teams2.

Therefore, based on this information, the correct answer is C. Teams Administrator. This role has
the minimum privilege required to view usage reports in the Teams admin center.
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https://docs.microsoft.com/en-us/microsoftteams/manage-discovery-of-private-teams#set-
whether-existingprivate-teams-are-discoverable
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Reference:

https://docs.microsoft.com/en-us/microsoftteams/teams-client-update
https://docs.microsoft.com/en-us/microsoftteams/teams-for-vdi#install-teams-on-vdi
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https://docs.microsoft.com/en-us/microsoftteams/teams-app-setup-policies
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Reference:
https://docs.microsoft.com/en-us/microsoftteams/devices/device-management
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/solutions/collaborate-as-team?view=0365-
worldwide
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Reference:

https://docs.microsoft.com/en-us/microsoftteams/use-advisor-teams-roll-out
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Guest access in Teams allows people outside you organization to access teams and channels.
When you turn on Guest Access, you can turn on or off features guests users can or can't use.
Reference:

https://docs.microsoft.com/en-us/microsoftteams/set-up-guests
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Reference:
https://docs.microsoft.com/en-us/microsoftteams/teams-custom-app-policies-and-settings
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A. Microsoft Defender for Office 365
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https://docs.microsoft.com/en-us/office365/servicedescriptions/microsoft-365-service-
descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-365-security-
compliance-licensing-guidance
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Reference:
https://docs.microsoft.com/en-us/microsoftteams/teams-and-skypeforbusiness-coexistence-and-
interoperability
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Reference:

https://docs.microsoft.com/en-us/microsoftteams/rooms/rooms-licensing
https://docs.microsoft.com/en-us/microsoftteams/rooms/microsoft-teams-rooms-premium
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Reference:
https://docs.microsoft.com/en-us/microsoftteams/create-a-phone-system-call-queue
https://docs.microsoft.com/en-us/microsoftteams/plan-auto-attendant-call-queue
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Reference:
https://docs.microsoft.com/en-us/microsoftteams/teams-app-permission-policies
https://docs.microsoft.com/en-us/microsoftteams/teams-app-setup-policies
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Reference:

https://docs.microsoft.com/en-us/microsoftteams/caller-id-policies
https://docs.microsoft.com/en-us/microsoftteams/set-the-caller-id-for-a-user
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