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Close the case.
Regenerate a report.
| View the results.

| Export the results.

Create a Data Subject Request
| (DSR) case.

Save the search.

Download the results.
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(DSR) case. _ I

Save the search. I
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Download the results. y
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| Create a Data Subject Request

| View the results,
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Export the results. ‘
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Create a Data Subject Request
(DSR) case.
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https://docs.microsoft.com/en-us/microsoft-365/compliance/gdpr-dsr-office 365
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Answer Area

From Devicel, User] can copy data fpm Appl to App3.

From Dievicel, Userl can copydata from Appl to Appl.
From Device2, User] cincopvdata from Appl to App3.
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Answer Area Yes No
From Devicel, Userl can copy data from Appl to App3. _O_ 1O
From Device2, User] can copy data from App] to App2. 'O | @)
From DeviceR, A} data from Appl to App3. ; |
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Answer Area u’vfﬂ + crosd TE'. i.

From Devicel, Userl can copy data from Appl to App3.

From Device2, Userl can copy datafrom Appl to App2.
From Device2, Userl can copy data from Appl to App3.
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https://docs.microsoft.com/en-us/office 365/enterprise/fix-problems-with-directory-synchronization
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Safe links policy for your organization

Settings that apply to content across Office 365
When users click a blocked URL, they're redirected 1o a web page that explains why the URL is blocked.
Block the following URLs:

I i

ebter b MIdURD S O T T ,

* phishing.*.*
malware.*com
* contoso.com

Settings that apply to content except email
These settings don't apply to email messages. If you want to apply them for email, create
a safe links policy for email receipients.

Use safe links in:

£/ office 356 ProPlus, Office for i0S and Android
Eﬁﬂmce Online of above applications

For the locations selected above:
| Do not track when users click safe links:
[\/] Do not let users click through safe links to original URL:

2 —H—hMicrosoft Word Onlinemh b REIZT Y ZRXATEHURLIFENTI M ?

A. fabrikam.phishing.fabrikam.com

B. Malware.fabrikam.com

C. fabrikam.contoso.com

D. www.malware.fabrikam.com

IEf#: (EffZzRnLET)

&R
https://docs.microsoft.com/en-us/office365/securitycompliance/set-up-a-custom-blocked-urls-list-
wtih-atp
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https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-
to-give-access
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Configure the Directory services setting in Azure
ATP

Download and install the ATA Gateway on
DC1, DC2, and DC3

Download and install the Azure ATP sensor N/ ° - _
package on DC1, DC2, and DC3 1V ] [

Configure a site-to-site VPN

Create a workspace in Azure ATP

Download and install the ATA Center on

Serverl

1E fi#:

ACUuvns ANDSWeEr Area

: . e ! e

Configure the Directory services setting in Azure | Create a workspace in Azure ATP

ATP

Download and install the ATA Gateway on Download andsinstalt the Azure ATP sensor
DC1. DC2, and DC3 package on DCI1, DC2, and DC3

Download and install the Azure ATP sensor | ; Configure the Directory services setting in Azure
package on DC1, DC2, and DC3 fATP
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Serverl
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Create a workspace in Azure ATP

Download and install the Azure ATP sensor
package on DC1. DG2l.and DC3

Configure the Directory services setting in Azure
ATP

B9

FCOBEREI RLOFIVAFRRTH5—EOERO—ETT, D) —XDZEMICIE, BES
h-BEEERTHAEEOHIBEDY) 2—arvhREFRTVWET, —HBOE/MtE v kI
FEHDOELWERRAHDEELHNIE, ELVVERRALGZWNMEELHY ET,
ZDEILaVDEBERIZAEZETSE FOERICRAC LI TEZFEA, TORE, T oDER
FLEa2—E@EICRRTINEFEA,

contoso.com & LY 5 & HiMDMicrosoft Azure Active Directory Azure AD) 73 > RZBER T 5T
LY%Microsoft 365 ESH T RS ) T avhHyET,

Active DirectoryZ7 7 L—> 3 ¥ —EX ADFS)Z#FERL T, 4> 7L = XMDActive Directory
ETFURETDTL—a 2 LET, Azure AD ConnectIZIZRDEBRENHY £,
**)—RX T 2 }1— objectGUID

INATD— Ry Y a[HE &3

CINRT—FOEZRL &%

*T4 LY FMILRBEEORE - 83

*Azure AD7 T LEBMT 4 LA — : BM

* Exchange/N1 7)) v FER : 83

*A—H—DEZTRL : £

Azure AD Identity ProtectionTIRZ LN L - ERIFHROBRHEZFERATEZT LI LRI IMEND
YFEI,

fRIRR — AT UH—REEXZLEBLET,

THIZEEZERLTVLWETHI?

A. [Ty

B. LMMYR

IEf: (Ef2ZRTLET)

Eﬁ:ﬁ: 10
Y ET—=2I12F A>T L = RDActive Directory KA UMREFENTWET, KA A VIS
[&. Windows ServerzX({TL @ELGEENEIICLE>TVET—N—DNEFALTVET,


https://www.jpnshiken.com/q/6831-844924/

Y—N—DEFa) 74871 & Y—FNN—T4DSIEMY J2— 3 VEFRALTIRESIE
ER

Microsoft 3654 J X4 1) T 3 v EBAL R4 R7RAVE Y —%ERH L TAzure Advanced
Threat Protection ATP) DERZEL X9,

BETI—THEEINLE BIUBEDOHIV—ERAMNER SN LETEZHRETES L
FHRTOIDLELNHYFET,

HETIEMETHEIREN?

A. Office 365t F 1 T4 &AVISFATUVRE VA —THELZEBHLET,

B. Azure ATPE U —DEREFHFZA JICLET,

C.Azure ATPEUH—D R A oo OF A F—REOREFEELEFT,

D. SIEM& Azure ATPE#EAELET,

FfE:C(OAA*A U hEHEKT D)
B33
S .

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step5
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https://docs.microsoft.com/en-us/office365/securitycompliance/labels
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https://docs.microsoft.com/en-us/sharepoint/turn-external-sharing-on-or-off
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https://docs.microsoft.com/en-us/office365/securitycompliance/working-with-compliance-manager
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Must change their password:

User1 only

User2 only

Both User1 and User2
Neither User1 not User2

Microsoft

Prompted for MFA!

User1 only

User2 only

Both User1 and User2
Neither User1 not User2
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Must change their password: v

Userl only
Useronly ™ ™ _ _ _
| Both User1 and User2 |

MNeither Uger1 not User2

=l &

" Prompted for MFA: YV

_Userlonly .
UserZ only

“Both User1 and User2
Meither User1 not User2

BILL]

Must change their password: MTICTOS(

User1 only

User2 only

Both User1 ara Liser2
Neither User1 not User2

Prompted for MFA: v

User1 only

User2 only

Both User1 and User2
Neither User1 not User2

B 20

v RD—=DI121&, A>T L S ADActive Directory KA A4 UMNEFENTUWET, KA A I

(&, Windows Server#ZXE1TL GEGEENEMILG>TVEIY—N—DPEENTUVET,
Y—N—DtXxa1T407FE Y—F =T DSIEMV ) 12— 3 VEFERALTIRESIE
v,

Microsoft 3654 7 A9 1y T a3 vEBAL A2 F7RA VY —%FER L TAzure Advanced
Threat Protection ATP) DERZETELE T,

BETI—THEEINLE BLIUEBEOHIV—ERANER SN LEERETES L
EHRTODLENHYFETS,

HETIEMETHZREN?



A RAL O A—5—TARY NEEEEBRT S

B. Office 365 ¥ 1T A &AVTSATUVRA A —TEEEZEBRLET,
C.Azure ATPE UH—DEEEHZF=A ICLFET,

D. y—N—DTF7Hho 2 FEBOEEIIL—TR) O—REEZEHICLET,

Eff: A(QA U RERKT D)
S .

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/configure-event-forwarding
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Statements

A finance department user who has an [P address from the Montreal office will be prompted for Anme
MFA credentials.

A finance department user who works from home and who has an TP address of 193.77.140.140 will O

be prompted for Azure MFA credentials.

A finance department user who has an IP address fiom the New York offigé&will bie ted for Azure

MFA credentials.

Microsoft’
IF fi%:

Statements K: ’i’ﬁ@ S @ t No
A finance department user who has an [P address from the Montreal office will be pmmpt A ) :H Y
MFA credentials. P 1 B ——
A finance department user who works from home and“ho‘hasml?a(ﬁreés of 193 77.140.140 will ré ] ®)
be prompted for Azure MFA credenhals \n® L= -

A finance department user who has an Idcﬁ'eés ﬁ'om the New York office will be prompted for Azure T
MFA credentials. 01 |

B

Statements

A finance department user who has an IP address from the Montreal office will be prompted for Azure
MFA credentals.

A finance department user who works from home and who has an IP address of 193.77.140.140 will | ®)
be prompted for Anure MFA credentials. |

MFA credentials.

A finance department user who has an [P address from the New York office’ Will Be FUE;E! for Azure 5

ICFOSO
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kR
A—H—[E AT 7AINEELEF AN A v E—CDREICFRULOKEANMND EHE
LTWEY,

AT 7ANEZECEFA I AVvE—CORBIIIDIREZEET ILENHYFET , CO
Y)a—arvTRH IRTOBRFI7ZAILTRILIITERAFT Y VT HRERHYET, T
DITDHIRFT7ANETAOVITEIRENHY FET,

ATPNLRIZIT RETIHN?

A7 TOVIICKRELET

B. 54t Z &40

C.&XHZEMLET

D. 70 Y3 EEMBREICRELET

IEfE: (EfEZRRLET)

S

https://docs.microsoft.com/en-us/office 365/securitycompliance/dynamic-delivery-and-previewing

B 24
contoso.com & LY S & Rl Microsoft Azure Active Directory Azure AD) 77+ > FAH Y £,
RDRIZTT L S(Z 4DDWindows 107 /84 ADTFH 2 RZSMLTWET,


https://www.jpnshiken.com/q/6831-844937/
https://www.jpnshiken.com/q/6831-844938/

BitLocker Drh= ) Nﬁw
Encryption
Name Has TPM BitLocker} BitLocker)
-protected C drive | -protected D drive
Device1 Yes Yes No
Device2 | Yes No Yes
Device3 No Yes Yes
Deviced No No No

BitLocker To GoZ A TEADIXEDNDTNA AT BEO VI BRZEMTEEZDEFEDT /N
ARATIMN?REEZTHICIE EETY 7TEUGA T avEERLET,
FEFNRFROELVERICIENARS > FOMIELHY F3,

BitLocker To GO: |pevice3 only
Devicel and Device2 only |
Devicel, Device2, and Device3 oply

Devicel, Device2, Device3, dand Deviced

Auto-unlock: [Device1 and-Deyice2 only
Devicel "and Device3 only
Dewicel, Device2, and Device3 only

[BeliteT Iosvieer delice3, and Devicea

1E fiZ:
BitLocker To GO: [Device3 only

Devicel and Device2 only
Dewcm Device2, and Device3 onl

W e = -

. Device2, Device3, and Dewced F

- Auto-unlock: Devicﬂ and-Device2 nnly

s ——— ——

Devicel, Device2, and Dmcea only
Devicel, Device2, Device3, and Deviced

Bk



e

BitLocker To Go: |Device3 only

Devicel and Device2 &ty

Dewicel, Device2, and Device3 only

Devicel, Device2, Device3, and Deviced =~

Auto-uniock: [Dewicet, and Device2 only

Device1 and Device3 only

Devicel, Device2, and Device3 only
Devicel, Device2, Device3, and Deviced

Eﬁ:ﬁ: 25
User1 User2 & UUser3& LS BRTDIAD 1 —H—% S Microsoft 365 TR 1)y T3
nHYET,

File1.docx & LNS &HID 7 7 4 JLHMicrosoft OneDrivelZiRESNFET, BEtShi=70+ X
& Y Filel.docxhNEREFHINET,
ROBIZFRT K SI2 Policyl EWSRARIDT Z5— R O—FERLET,

Status /| on
Description Policyl description
) Edit
Severity @ Low
Category Threat management
Conditions Activity is Copied file and File
name is Like any of Filel.docx
Aggregation Aggregated
Edit
Threshold 10 activities
Window 60 minutes
Scope All users
Email recipients prvi@sk180920.ocnmicrosoft.com
Daily notifications limit Do not send email notifications -

FAY TED A Za—2FRALT RITREATVSERICEDVTERT— AV MERR
SEAEEDERKRZEERLET,
I ZNTNOELWERICIHIARS D FOEESHY FT,



If User1 runs a scheduled task that copies File1.docx v
to a local folder every five minutes.
[answer choice].

Policy1 will not be triggered
Policy1 will be triggered after 45 minutes
Policy1 will be triggered after 60 rinutes

If User1, User2, and User3 each run & scheduled task v
that copies File1.docx to a local folder every 10
minutes. [answer choicel,

Policy1 will not be triggered _
Policy1 wiil be triggered within 20 minutes
Policy1 will be triggered within 45 minutes

Policy1 _ mgﬂf_t_

If User1 runs a scheduled task that ‘;’ i’és’FIMchG r v

to a local folder every five minutes. "
[answer choice].

Policy1 will not be triggered _
| Policy1 will be triggered after 45 minutes
Policy1 will be triggered after 60 minutes !

If User1, User2, and User3 each run a scheduled task
that copies File1.docx to a local folder every 10
minutes. [answer choice).

Policy1 will not be triggered

Policy1 will be triggered within 20 minutes
| Policy1 will be triggered within 45 minutes
I
1

BrLl



Answer Area

If User1 runs a scheduled task that copies File1.docx v
to a local folder every five minutes.
[answer choice]. Policy1 will not be triggered
Policy1 will be triggered after 45 minutes
Policy1 will be triggered after 60 minutes
If User1, User2, and User3 each run a scheduled task v
that copies File1.docx to a local folder every 10
minutes. [answer choice]. Policy1 will not be triggered
Policy1 will be triggered within 20 minutes
Policy1 will be triggered within 45 minutes
Policy1 will be triggered after 60 minutes

S
https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies
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J— ) 0—RFEBEDOEX 1) TAEBHEZF-TL=DIT TV ECALEL—%EHTH5FET
T, 79ERALEa—RYS—ZERL &EBEETIL—TERBELET,

MICEDBREEERT AIVENHY FIAN?EREZTHICE BEIY 7 TEUGA T avEE
RLET,

T ZNTNOELWERICIHNIARS D FOEESHY FT,
Set the frequeney to

One time
Weekly
Monthly

To ensure that access is removed if ‘an admmistrator fails to respond, configure the:

Upon completion settings v
Advanced settings
Programs
Reviewers

1E fiz:



Set the frequency to:

Microsoft

_One time v
| Weekly

Monthly

To ensure that access is removed if an administrator fails to respond. configure the:

v
Advanced settings
Programs
Reviewers

BLL]

Set the frequency to:

One time v
Weekly
Monthly

To ensure that access is removed if an administrator fails to respond. configure the:

Advanced settings
Programs
Reviewers

Microsoft
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Microsoft 3654 7RV 1y T a3 vhH Y ET,

Exchange BEEBEDHREZENY B TONTWEIITARTOIA—HY—" BETZERIAL MFAZH
MILTWA I LZHERT IDENHYFET,

BEEERT H=HICAZEFSINETITMN?
AtExa)T4ELaAVTIATVRDT Y £ REFA

B. Microsoft Office 3651 —H — &

C. Microsoft Azure AD%' JL— T &

D. Microsoft Azure Active Directory Azure AD) $5HDEIE

IEfE: (EfZRTLFET)

B 28

Microsoft 3654 7 XV 1) T avhih U ET,

Advanced Threat Protection ATP) RE:HRF 774K O—ZFERLFET,
BEANDORT 7274 IVORFHEEEBHTILELHY FT,


https://www.jpnshiken.com/q/6831-844942/

EDIATOBEEER) O—%1ERT DDELHY EFITH?
A. R/NLRTEE

B. VLD T 7%

C. DKIM

D.ATP7VF 74wy

IEfE: (EfEERTLET)

Eﬁ:ﬁ: 29

Microsoft 3654 7RV 1y T avhH Y ET,
A—HY—RNEDAVTUoVET—FEKLIILE DLP)RY —OXRETEINEFETIRETES
LOCTEIRENHYFET,

A ZERT DRENHY FIH?

A. Microsoft Office 365D FRIFT NI

B. 7 X2 LOEHFEHRE A T

C. T—# XAEK DSR)

D. Microsoft Office 365N &KL H{T T 7 A4 LR O —

EfR: (EffZzRTLET)

&5t BA

S .
https://docs.microsoft.com/en-us/office365/securitycompliance/manage-gdpr-data-subject-
requests-with-thedsr-c
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Group3# k3 2 ENHYET
GIWN—TEERT 220D AEe AEIIATT M ?
A. Microsoft 365& 2 > 2 — D Office 3654 JL— 7
B. Microsoft 365t 2 —D A —ILNE LX) T4 L—7
C. Microsoft 36582 —DE¥Xa T4 )L—T
D. Microsoft 365E#Ht > 2 —NDE A1) X +
E.Azure ADEEBt2—DEXa T4 T)L—T
EfE: (EfREFRLET)
kEw 42 Contoso, Ltd
BE
Contoso, Ltd.[& B MU A— VAL DA T4 R 7 MILEZ2—T—VIZ3DDXHZEHED
AVYILT 4 TRHMTT,
SHRICIE . RORIZRIT A T4 ABHYET,

Location Employees Laptops Desktops Mobile devices
computers

Montreal 2, 500 2. 800 300 3,100

Seattle 1, 000 1, 100 200 1, 500

New York 300 320 30 400



https://www.jpnshiken.com/q/6831-844943/
https://www.jpnshiken.com/q/6831-844944/
https://www.jpnshiken.com/q/6831-844945/

ContosolZI& IT, A KHR) EH . ~—7 T4 00 MBEEHFANSH Y £J, ContosoldMicrosoftz
FRLTWET

365,

BRENRE

1275

v k7 —2 121 Microsoft Azure Active Directory Azure AD) T+ > FZREIEAES B
contoso.com & LY S & BIDActive Directory A 4 UBREENTWVWET  /ARXRT—FDEZRLD
AL TWET,

A A 2IZIE, Windows Server 20162179 2 —/N\—MNEFENFT, FA A IZIE, Windows
10 Enterprise#E1T9 55 v T by TBELUTRY by TavEa—2—HMHEENFET,
BISAT7 2 baVEL—2—IZIFBE—DRY) 2—LHBHY FT,

B TARENATTNAREFRALTA U A—RY FMIEHRLET 4 7 1 RIZE ROKRITTK
FTIP7 FLADHY FT,

Location IP address space Public NAT segment

Montreal 10.10.0.0/16 190.15.1.0/24

Seattle 172.16.0.0/16 194.25.2.0/24

New York 192.168.0.0/16 198.35.3.0/24
BEMTEDGZAIE, ROKIZEKRT L S[ZAzure ADTEERINE T,

Name IP address range | Trusted

Montreal 10.10.0.0/16 Yes

New York 192.168.0.0/16 No
[ZERBIANR—IM 5 198.353.0/240D7 FLRARR—ZAMNMEBEAIPYRX MIERINEF
ER

Azure Multi-Factor Authentication KIFA) &, BAFEEBF D 1 —H—Ixd L TERICHE>TWVET,
TTFYMIE RORIZRKTA—H—HEENTT,

Name User type City Role

Userl Member Seattle None .

User2 Member Sea Password ocdministratér

User3 Member SEATTLE | None~, '

User4 Guest SEA Nane

User5 Member Londaon None

User6 Member London Customer LockBox Access
Approver

User7 Member Sydney Reports reader

User8 Member Sydney User administrator

User9 Member Montreal None

THYMIF RORISRT TIL—THEENFT,



Name Group type Dynamic membership rule
ADGroupl Security User.city-contains “SEA™
ADGroup2 Office 365 User.city-match “Sea”
ARAT—0Ov YRy X(E Microsoft 365 THRIZ A > TLVET,
Microsoft Intune D #& AL

IntunelZZEREINTWVBT/NA RIE RORIZTRT KIS IZHEREIIET,

Name Platform Encryption Member of
Devicel Android Disabled GroupA, GroupC
Device2 Windows 10 Enabled GroupB. GroupC
Device3 Android Disabled GroupB, GroupC
Device4 Windows 10 Disabled GroupB
Device5 108 " Not applicable GroupA
Device6 Windows! | Enabled None
INtuneDTFNNA RAVTSATURR) O—[X RORIZRT LS ICEBREINFET,
Name Platform Encryption Assigned
DevicePolicyl Android Not configured Yes
DevicePolicy2 Windows 10 Fequired Yes
DevicePolicv3 Android Required Yes
TINARAVTSATURR) O—IZIF RORIZRIENY L THAHY FT,
Name Include Exclude
DevicePolicyl GroupC None
DevicePolicy? GroupB GroupC
DevicePolicy3 Groupd None
[AVTSATUoRRYO—DEYBTOERATVWEVNTNA REI—Y T B REMN[EHZHE S
nNE9,
WEEH
BT EH

Contosold, ROBFMBEHEHELET,

*RIMFEDRBZFERT 5

*Lik— )= —D&RENZ1—HF—IZE|Y BT SH=HICUsert ZERNIZT S
*UsereMHDRAEAY—AY IRV IRV IR METELREITRCREBTSHESICLET
* User9m'Azure ADDYFHEIDEER ZEETET L L EHRT S

B 31

Userlt & WS ZRID I —HF —ZF &L Microsoft 3654 TRY Y T a vy xd,

Microsoft Exchange Online[S BB SN AEHMZET IV ERAR) O—DHYET FHEHETIE
ARYO—F FHHFETICRT7TIHIEEERT DL S ICEBRIATVET,

User1h Exchange Online/ 5 M EN/I%Z 27 8 v 2 9 S Microsoft Cloud App Security7R 1) & —Z{ERK
TELERHYET,

ED AR 4 TDCloud App Security R 1) —ZF LT DHELHY T2



Aty arR)o—

B. Cloud DiscoveryMEEHRHRY > —
C.7U9TA4ETAR)I—

D. 7 7Y DEFFaIR) o —

IEf#: (EfEZERTLET)

BEHHITEMS-500fEEE (FIPNTest.comizft St  MS-5005RERICEKR T S LITKRICILBF

9 ! JPNTest.com(d 4 &= FHTMS-500:KExfERESE 12t L &9, JPNTest.com MS-5005XE& 1 =ESR
FE5FFHEINEL, S TMSS500BBEDTRAMI VD VEFICANET , XFBRDT 2V
+ X _ https://www.jpntest.com/shiken/MS-500-mondaishu 829f 3 0%7r 4« R H ™ > k435I

#E|5|a— F: JPNshiken,

Eﬁ:ﬁ: 32
RORIZRI A0V T COEUERHY FT,
Name Pattern Case sensitivity

Conditionl Productl Off
Condition? Product? On

RDFIZ7R3F Azure Information Protection S RJILWH Y F£I,

Name Use condition | Label is applied
Labell Condition] Automatically
Label2 Condition? Automatically

RDFEIZRF Azure Information Protection?R 1) &—Mdp LY 3,

Name Applies to Use label Set the default label
Global | Not applicable | None None
Policyl | Userl Labell None
Policy2 | User2 Label2 None

UTDERT—FAVRIDWT RAT— AV IPETHAGEE RV ZRBIRLET, TH
pHnigElE, DOWA ZEBRLET,


https://www.jpnshiken.com/q/6831-844946/
https://www.jpntest.com/shiken/MS-500-mondaishu

Statements

If a user types "Product]l and Product2” in a document and saves «@
the document in Microsoft Word. the document will be assi "qi:\
Labell sensitivity automatically. ,qﬁ

s Y ?
If a user types "Product? and Prod * i ent and saves O
the document in hﬁcmmﬂ Word,the document will be assigned
Label2 sensitivity automatically> =

'S
If a user types "pmdu&‘.‘" in a document and save the document in O
Microsoft Word, the document will be assigned Label2 sensitivity

e ‘Microsoft

Statements E ] M IC $€3S th No

If a user types "Productl and Product2" in a document and saves O
the document in Microsoft Word. the document will be assigned
Labell sensitivity automatically.

If a user types "Product2 and Productl” in a document and saves :-é ':
the document in Microsoft Word. the document will be assigned S’
Label2 sensitivity automatically.

If a user types "product2” in a document and save the document in O
Microsoft Word, the document will be assigned Label2 sensitivity
automatically.

&t BA

| A |

1O

_ =

Statements D M IC oS Of{s

If a user types "Productl and Product2" in a document and sa‘

the document in Microsoft Word. the document will be as
Labell sensitivity automatically. i

If a user types "Product2 and Productl", i ent and saves
the document in Microsoft Word, t will be assigned
Label2 sensitivity automatically.

If a user types "product2". .@cument and save the document in
Microsoft Word, the do t will be assigned Label2 sensitivity
automatically.




EFI:IE]: 33

Admin1 EAMIN2D YA VA4 V& RET DV ) 21— a U EHBETIDLENHYET,
HRBIHICHZEHEIRETIMN?

A TNARAVTSATRR) O—

B.79tALEa—

C.1—H—UJRIKRY—

D. YA A V)RR —

Ef:C (A AV LEHKT D)
5 BA
S -

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-user-risk-policy
kE w41, Litware_ Inc

S

Litware_Inc.l&, & h TDAERIZ1,000ADI—H—H H2T75202a0DF#IZT100AD1—
Y—2Ho-EMEHLTT,

BREORE

RNEBRY NT—DA 2V TSASUF ¥

FTYRT—=DIZIFE—D AL TH LR MREENFET, 74 LR FOBEEL NJLIEWindows
Server 2016 9",

aA—#H—I[& Active DirectoryTEZEINTWSH A A4 UERBHIEONRELY FT,

Y RT—=DI2IE  RORIZKETIPT FLRSGEENHY £9,

Location 1P address range
Chicago office internal network 192.168.0.0/20
Chicago office perimeter network 172.16.0.0/24
Chicago office external network 131.197:83.0/28
San Francisco office internal métwork 192.168.16.0/20
San Francisco office perfimeter network 172.16.16.0/24
can Francisco office external network 131.107.16.218/32

FI74RE TALFTALIALIRLAAYFUY MPLS) ZERALTHERKLET,
2Y RIT—=ITRERODARL—T 4 VT VRATLIMEREINET,

* Windows Server 2016

* Windows 10 Enterprise

* Windows 8.1 Enterprise

RAERY FT—JI12IE . RORIZRT P RATLREENET,

Office Mame " | } ‘i Configuration
Chltagﬂ DC1 Domain controdler
Chicago De2 Domain controller
San Francisco DC3 Domain controller
Chicago Senerl SIEM-server

LitwareldH— FN\—FT s DBEFA—IWIRTLEFERALET,

D920k 4273

Litwarel3 T, X TH 1 —HF—HIZMicrosoft 3654 TRV ) T avS4 v REBALFL
1=,


https://www.jpnshiken.com/q/6831-844948/

Microsoft Azure Active Directory Azure AD)Connecthf VX k—JL &N T 7+ )L b DEBELERTE
NERINET,

A—H—FHho 2 bEEFEAzure ADICEIHI SN TWWELA,

RDFKIZTRT Microsoft 3651 —HF—& T IL—ThHHY FI,

Object typ= Déscripticn

Security group A group for testing AFure and Microsoft 365 functionality
User A test user who'is a member of Groupl

User A test user who is a member of Groupl

User A test userwho is a member of Groupl

User An-administrator
Guest user Aguest user

ATEMGER
Litwareld ROEEEZEETSHFETT,
* A —)L 3 AT L% Microsoft Exchange OnlinelZ#179 %
* Azure ADSFIEIDEE 2 RE T 5
X T14EH
Litwareld , RDEF2) T4 EHZFHAN LTI,
*TRTDAzure ADA—H—FHhO Y b H#ELCroup2E WS ZRID T IL—T#ERLET,
Group2(d, Windows Analytics~DHIR SN-7 I XA ERET 5 -OICFERINFET
*/8\4 Oy b 1—H—[ZAzure Information ProtectionR!) > —Z%@HT 5 =HIZFEHI NS
Group3&E WS BRID T IL—THERLET, Group3lZlFA—HF—TFHo L FDAEEDHHIDHE
nHYET
* Azure Advanced Threat Protection ATP) 2L T, 74 LA ERX—F v bETHEF2 Y
TADEBERET S
* Active Directoryi 50w 9 7 b &tz —H—HAzure ADF & UActive DirectorylZH 41 > A
DTERWVWELSIZT S
*UserlMa VT34 7 o RAEBEEOD—IILOKGMAABEELEY B TERET D
*RAA IZSmL TS Y —/N\—TWindows Defender & Windows Defender ATPZ#i &9 %
*TIHILFTHR A= =T HO 2 FDAzure') V—ZX~NDT7 IR %#=E1E9 5
*RALDIZBMLTVNATRTDAYE 1 —4—hAzure ADIZEIFR SN TS Z L ZHERT S
ZERDI MFA) DEH
Microsoft Office 3658 & AzureD ¥ 1) 7 ¢ #EEX /NA/ Oy FAzZure A —H—TF7HO U + &
FRALTTARINET,
MFAZ TR T B-ODRDEHEHELET,
A8y bA—HY—X PhTA T RODAEBBRY bT—O D H A 242 LTULEWER

Y MFAZERI AMENHYET,
MFAIX O h T4 74 ROAERY FT—I TIXFERALEWLWTL 230,

ELDRADEDL LWMEE A—Y—DBAICEGRLEC MFAZERTILELNHY FET
*IE HEREEER T D R IE &R/ RICINZ 2 BN H Y £ —MEHLitwareld | Active Directory
74 LR FTOEMOY—N—B LUV —ERDEBHZFHR/NRICHZ W EEZTWET,

Eﬁ:ﬁ: 34



N—hrF—, T3 ZHETLH-OOEMMEBEGS L VX ) T ERER/TVI)a—23
VEHRETOIBHENHYET,
HREEHICMZEOIRETIN? ETNTNOEREY ) 12— a3 D—8ERLTVET,
FFENFADOELVERIZIFIARS > FOMIENHY 9,

A 79EALE1—ZERBLET,

B. Azure Active DirectoryBEEt > 2 —THEBaSHRL—2a VEEEZERLET,

C. ¥R MMEHED®REIZUserIZEIY HTET,

D. /O—/\LEEEO—)LZUserIZEIY ¥ TEY,

IEfE: (EfExRTLET)

B 35

User9DEMEH - WENHYET, HhLEMET E5EN?

A FHEEEEDREIZUser9lZE|Y 5T UserdDEFEFEESZIBALET

B.a 7547 U RAEEEDERE|ZFUser9ZE|Y 1T User9NEHEBEESZHEALET
C.txalT1+EBEDHRENZUser9ICE|IYHETET

D. /O—/\LEEBED—)L%EUser9IZE|Y ZTET

IEf#: (EffZzRLET)

&R
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-
to-give-access

B 36

SRIZIEA A VT T 4 X EMicrosoft 3650 TR ) T avh®HYET,

MBRIZA 7 4 RIZWEWTRTOA—F—IZEHFET VX %FER L T, Microsoft Azure
Multi-Factor Authentication MFA) X 2LEAHY EFT,
BRICIEIZEHLIBENHY FTITMN?

A 1—H—YRyKR)—

B. U1 VAV IJRYKR)I—

C. Azure Active Directory Azure AD) D £ Bilft =157

D. Azure MFAH—/\—

IEfE: (EfEZRRLET)

&R

S
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

BR: 37

Microsoft 36547 X4 1) T 3 UhiHY £9,

RV TERETH-HIC. BELBRIRE ATP) RERNI7ALR) O —F B LET,
BEADORMI 774 ILORGHEEZEBHTILELNHY FT,


https://www.jpnshiken.com/q/6831-844949/
https://www.jpnshiken.com/q/6831-844950/
https://www.jpnshiken.com/q/6831-844951/

Security &Compliance BBt > 2 —M o EDZ A TOBHEER) O—2 kT 5LELAHY F
ENNe

A. DKIM

B. T T 7 XK

C.ATP7UF 74 vy

D. R/NLxEE

E#: (EREERLET)

B 38

/A J1) v FMicrosoft 365IRIENH Y FF, I _XTH I Ea—42—I[EWindows 10%3E4T

L . Microsoft IntuneZERAL TEEEINFET,

EHL LTY—Y EN=Windows 103V E2—F—DHBA 2V TLI ARy hT—9ADVPN
B Z L TE 5 & 5129 BMicrosoft Azure Active Directory Azure AD) E#fET7 I RARY
D—F BT ARENHYET,

NIz TXETIMN?

A. Azure Active Directory &3t o2 —h b FHLWGERAZEZERLET

B.Azure ADTC7 JUr—2 3> 70ax &8T5

C. Active Directory&EBt 2 —m\o FAFT IV I 7O RHER) O—FERLET

D. Azure Active Directory BBt 2 —h 5 BIEAEEERLET

Ef:A (DAY LEHEKT D)
S

https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/ad-ca-vpn-
connectivitywindows10

EFEE: 39

Microsoft 3654 7RV 1y T 3 UohHYFET,

A —4H—5HY Microsoft OneDriveD WL\ DD T 7 A ILICEBENMA bNf=C EEHELEFT,
A—H—DO0neDrive T ED T 7A IR EDI—H—IC&>TERINIIZFHINT IDLENDH
YES,

BT FAETEZREMN?

A. Azure Active DirectoryB I+ V4 —h o EEOS EHEET

B. OneDrive BBt 2 —h 5 FRLEFT

C.EXxalT4&,arvISATUANL BFEBATRRERITLET

D. Microsoft Cloud App Securitym™ 5 79 T4 ET 4« OS5 ZBEET

EfE:D(QAAV FEHEHKT D)
S .

https://docs.microsoft.com/en-us/cloud-app-security/activity-filters

BfE: 40
Group2Z1EpL 9 D ENH Y FT,


https://www.jpnshiken.com/q/6831-844952/
https://www.jpnshiken.com/q/6831-844953/
https://www.jpnshiken.com/q/6831-844954/

GIN—TEERT 220D AEe AEIIATT M ?

A.Azure ADEBE A2 —DtEXa T4 TL—T

B. Microsoft 365& ¥t > 2 — D Office 3655 )L— 7

C. Microsoft 3658t 2 —DEEHm ) X k

D. Microsoft 3658E 2 —DEF¥a T4 JIL—T

E. Microsoft 365 Bt 4 —D A —ILAEHEEX 1T TIL—T
IEfR: (EfEZRTLET)

B 41

FCOBEREI RLOFVAERRTH5—EOERO—ETT, D) —XDZEMICIE, BEBES
N-BEEERTIEEOHIBEDOV ) 2a—2arhEaENRTVWET, —BOERtE Y b
FEBDOELWVERRELHIEZELHNIE ELWMERENGEMEELHYFET,
CDEIVIAVDEBERICEIEZETSE  TNEMICRAZEIITEFRA, TOHER,. ChoDERM
[FLEa—E@EICKRTINEEA,

contoso.comé& LNS &RIDA > 7L = X Active Directory KA 4 &% Y E£9,

Windows Server& 32179 % Server1 & LV &RITDH—/3\—I[ZAzure AD Connectx 4 X k—JL L
TETLFET,

Azure AD Connectf R FERRT DIBENHY ET,

ServerlMT 4 LY FJH—ERA R rOTEFALET,

ENFEBRZERLTOFEIN?

A. [FLy

B. L\MZ

Eff:B(QAA Y FEREKRT D)

Bl

S
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

B 42
v k7 —21Z1% contoso.comé& LN S A4 > T L = X MDActive Directory KA 4 UHAEENTULVE
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Name Type Email address
Groupl Secunty Group — Domain Local Groupl @contoso.com
Group? Securnty Group = Universal None

Group3 Distributio%l‘('j-mup — Global None

Group - Distfibufibn Group — Universal Group4 @ contoso.com
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Type | Membership type
Securnty group : Assigned
Security group : Dvnamic
Office .- Assigned
Mail-enabled security g (Askigned
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JNI-Prelises Acuve UIrectory groups:

Group4 only Vv
Groupl and Group4 only

Group3 and Group4 only

Groupl. Group3. and Group4 only
Groupl, Group2. Group3. and Group4

i Microsoft
Group13 only . v
Group13 and Group14 only

Groupl1 and Group12 only

Groupl1, Groupl3. and Group14 only
Groupl1. Group12.Groupl3.and Group14 only
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On-premises Actifi| Directoryfgroups:

Group4 only

'Groupl and Group4 only

‘Group3 and Group4 only

Groupl, Group3, and Group4 only
Groupl. Group2. Group3. and Group4

Azure AD groups;

Group13 and Group14 only |

GroupI1and Group 2 only™

Groupl1, Groupl3, and Group14 only
Groupl1. Groupl2.Groupl3.and Groupl4 only

56
On-premises Active Directory groupsa i . . .

Group4 only | Vv
‘Groupl and Group4 only

Group3 and Group4 only

Groupl. Group3. and Group4 only
Groupl, Group2, Group3, and Group4

Azure AD groups:

Group13 only v
Group13 and Group14 only

Groupl1 and Group12 only

Groupll, Groupl3, and Group14 only
Groupl1. Group12.Groupl3.and Group14 only
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https://docs.microsoft.com/en-us/azure/information-protection/prepare
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