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1. If you haven't already done so, open a new browser window and sign in to the Azure portal.
Then navigate to the Azure Information Protection pane.

For example, in the search box for resources, services, and docs: Start typing Information and
select Azure Information Protection.

2. From the Classifications > Labels menu option: On the Azure Information Protection - Labels
pane, select the label you want to change.

On the Label pane, locate Set permissions for documents and emails containing this label, and
select Protect.

3. Select Protection.

4. On the Protection pane, select Azure (cloud key).

5. Select Set permissions to define new protection settings in this portal.

6. If you selected Set permissions for Azure (cloud key), this option lets you select users and
usage rights.

To specify the users that you want to be able to open protected documents and emails, select
Add permissions. Then on the Add permissions pane, select the first set of users and groups who
will have rights to use the content that will be protected by the selected label:

Choose Select from the list where you can then add all users from your organization by selecting
Add <organization name> - All members. This setting excludes guest accounts. Or, you can
select Add any authenticated users, or browse the directory.

When you choose all members or browse the directory, the users or groups must have an email
address. In a production environment, users and groups nearly always have an email address,
but in a simple testing environment, you might need to add email addresses to user accounts or
groups.

Change the File Content Expiration setting to 21 days.

Change the Allow offline access setting to 21 days.

When you have finished configuring the permissions and settings, click OK.

This grouping of settings creates a custom template for the Azure Rights Management service.
These templates can be used with applications and services that integrate with Azure Rights
Management.

7. Click OK to close the Protection pane and see your choice of User defined or your chosen
template display for the Protection option in the Label pane.

8. On the Label pane, click Save.



9. On the Azure Information Protection pane, use the PROTECTION column to confirm that your
label now displays the protection setting that you want:

A check mark if you have configured protection.

An x mark to denote cancellation if you have configured a label to remove protection.

A blank field when protection is not set.

When you clicked Save, your changes are automatically available to users and services. There's
no longer a separate publish option.

Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-protection
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1. In the admin center, select the Compliance admin center.

2. Select Classification > Sensitivity labels.

3. Select Create a label, and when the warning appears, select Yes.

4. Enter a Label name, Tooltip, and Description. Select Next.

5. Turn on Encryption. Choose when you want to assign permissions, whether you want your
users' access to the content to expire, and whether you want to allow offline access.

6. Select Assign permissions > Add these email addresses or domains.

7. Enter an email address or domain name (such as Contoso.org). Select Add, and repeat for
each email address or domain you want to add.

8. Select Choose permissions from preset or custom.

9. Use the drop-down list to select preset permissions, such as Reviewer or Viewer, or select
Custom permissions. If you chose Custom, select the permissions from the list. Select Save
>Save > Next.

10. Turn on Content marking, and choose the markings you want to use.

11. For each marking that you choose, select Customize text. Enter the text you want to appear
on the document, and set the font and layout options. Select Save, and then repeat for any
additional markings. Select Next.

12. Optionally, turn on Endpoint data loss prevention. Select Next.

13. Optionally, turn on Auto labeling. Add a condition. For example, under Detect content that
contains, select Add a condition. Enter the condition; for example, add a condition that if passport,
Social Security, or other sensitive information is detected, the label will be added. Select Next.
14. Review your settings, and select Create. Your label has been created. Repeat this process for
any additional labels you want.

15. By default, labels appear in Office apps in this order: Confidential, Internal, and Public. To
change the order, for each label, select More actions (the ellipsis), and then move the label up or
down. Typically, permissions are listed from the lowest to highest level of permissions.

16. To add a sub-label to a label, select More actions, then Add sub level.

17. When finished, choose Publish labels> Choose labels to publish > Add. Select the labels you
want to publish, and then select Add > Done > Next.

18. By default, the new label policy is applied to everyone. If you want to limit who the policy is
applied to, select Choose users or groups > Add. Select who you want the policy to apply to, and
then select Add > Done > Next.

19. If you want a default label for documents and email, select the label you want from the drop-
down list. Review the remaining settings, adjust as needed, and then select Next.

20. Enter a Name and Description for your policy. Select Next.

21. Review your settings, then select Publish.

Reference:



https://support.office.com/en-us/article/create-and-manage-sensitivity-labels-2fb96b54-7dd2-4f0c-
ac8d-170790d4b8b9
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-
worldwide
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References:

https://docs.microsoft.com/en-us/office365/securitycompliance/alert-policies
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References:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins
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Set group expiration

1. Open the Azure AD admin center with an account that is a global administrator in your Azure
AD organization.

2. Select Groups, then select Expiration to open the expiration settings.

3. On the Expiration page, you can:

Set the group lifetime in days. You could select one of the preset values, or a custom value
(should be 31 days or more).

Specify an email address where the renewal and expiration notifications should be sent when a
group has no owner.

Select which Office 365 groups expire. You can set expiration for:

All Office 365 groups

A list of Selected Office 365 groups

None to restrict expiration for all groups

Save your settings when you're done by selecting Save.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-lifecycle
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Reference:
https://docs.microsoft.com/en-gb/azure/active-directory/reports-monitoring/howto-analyze-activity-
logs-log-analytics
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Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/meet-data-protection-and-
regulatory-reqs-using-microsoft-cloud
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?
view=0365-worldwide
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A. Configure port mirroring

B. Create the ForceDefenderPassiveMode registry setting

C. Download and install the Microsoft Monitoring Agent

D. Run WindowsDefenderATPOnboardingScripc.cmd
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Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices
in Seattle, and New York.

The company has the offices shown in the following table.

Contoso has IT, human resources (HR), legal, marketing, and finance departments. Contoso
uses Microsoft 365.
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IFfiZ:

You need to configure the Exchange ActiveSync Access Settings.

Go to the Exchange admin center.

Click on Mobile in the left navigation pane.

On the Mobile Device Access page, click the Edit button in the Exchange ActiveSync Access
Settings area.

Select the Quarantine option under When a mobile device that isn't managed by a rule or
personal exemption connects to Exchange.

Optionally, you can configure notifications to be sent to administrators and a message to be sent
to the mobile device user when a device is quarantined.

Click Save to save the changes.
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/manage-gdpr-data-subject-requests-
with-the-dsr-case-tool ?view=0365-worldwide#step-1-assign-ediscovery-permissions-to-potential-
case-members
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-
protection
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-risk-policies
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https://docs.microsoft.com/en-us/office 365/securitycompliance/working-with-compliance-manager

BE: 19

Microsoft 3654 7RV 1y T avhHY T,

XAV TALEAVTIATUVRDERE VA DSV TUOYRBRREERLTETLET,
AVTUYREDHEREAVO—FTARENHY FT,

AR ZAFIRETIMN?

A. T RR—bkF—

B./\XTJ—F

C.iIFAE

D.EY

IEfE: (EfEZRRLET)

References:

https://docs.microsoft.com/en-us/office 365/securitycompliance/export-search-results
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Please note that once you submit your work by clicking the Next button within a lab, you will NOT
be able to return to the lab.

Username and password

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password
below.

Microsoft 365 Username:

admin@LODSe00019@onmicrosoft.com

Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the
portal in a new browser tab.

The following information is for technical support only:


https://www.jpnshiken.com/q/12673-1146538/

Lab instance: 11122308

You need to prevent any email messages that contain data covered by the U.K. Data Protection
Act from being sent to recipients outside of your organization, unless the messages are sent to an
external domain named adatum.com.

To complete this task, sign in to the Microsoft 365 admin center.

U. K. National Insurance Number (NINO

U. S./ U.K. Passport Number

9. Click on "Select Sensitive information Types" to specify the sensitive information details.

10. Click on (+) plus button and add the following Sensitive information Types:

Reference:
https://events.collab365.community/configure-data-loss-prevention-policies-in-exchange-online-
in-office-365/
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After signing into the Microsoft 365 admin center, click Admin centers > Azure Active Directory >
Devices.

Navigate to Device Settings.

Set the Users may join devices to Azure AD setting to All.

Set the Additional local administrators on Azure AD joined devices setting to None.

Set the Users may register their devices with Azure AD setting to All.

Leave the Require Multi-Factor Auth to join devices setting on it default setting.

Set the Maximum number of devices setting to 5.

Set the Users may sync settings and app data across devices setting to All.

Click the Save button at the top left of the screen.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal
https://docs.microsoft.com/en-us/microsoft-365/compliance/use-your-free-azure-ad-subscription-
in-office-365?view=0365-worldwide
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You need to run a content search then export the results of the search.

Go to the Microsoft 365 Compliance admin center.

Navigate to Content Search under the Solutions section in the left navigation pane.
Click on + New Search to create a new search.

In the Keywords box, type in 'merger".

In the Locations section, select Specific locations then click the Modify link.

Click on the Choose users, groups or teams link.

Type Alex Wilber in the search field the select his account from the search results.
Click the Choose button to add the user then click Done.

Click Save to close the locations pane.



Click Save & run to run the search.

The next step is to export the results. Select the search then under Export results to a computer,
click Start export.

On the Export the search results page, under Output options, select All items.

Under Export Exchange content as, select One PST file for each mailbox.

Click on Start export. When the export has finished, there will be an option to download the
exported PST file.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/content-search?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/export-search-results?view=0365-
worldwide
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https://docs.microsoft.com/en-us/microsoft-365/compliance/view-label-activity-for-documents
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References:

https://docs.microsoft.com/en-us/cloud-app-security/access-policy-aad
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You need to edit the Anti-Phishing policy.

Go to the Office 365 Security & Compliance admin center.

Navigate to Threat Management > Policy > ATP Anti-Phishing.

Click on Default Policy.

In the Impersonation section, click Edit.

Go to the Actions section.

In the If email is sent by an impersonated user: box, select Quarantine the message from the
drop-down list.

In the If email is sent by an impersonated domain: box, select Quarantine the message from the
drop-down list.

Click Save to save the changes.

Click Close to close the anti-phishing policy window.
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Reference:


https://www.jpnshiken.com/q/12673-1146544/
https://www.jpnshiken.com/q/12673-1146546/

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-
atp/machine-groupswindows- defender-advanced-threat-protection
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Step 1: Create a CSV file that contains information about the searches you want to run The
comma separated value (CSV) file that you create in this step contains a row for each user that
want to search. You can search the user's Exchange Online mailbox (which includes the archive
mailbox, if it's enabled) and their OneDrive for Business site. Or you can search just the mailbox
or the OneDrive for Business site. You can also search any site in your SharePoint Online
organization. The script that you run in Step 3 will create a separate search for each row in the
CSV file.

1. Copy and paste the following text into a .txt file using NotePad. Save this file to a folder on your
local computer. You'll save the other scripts to this folder as well.
Exchangelocation,SharePointLocation,ContentMatchQuery,StartDate,EndDate
sarad@contoso.onmicrosoft.com,https://contoso-
my.sharepoint.com/personal/sarad_contoso_onmicrosoft_com,(lawsuit OR
legal),1/1/2000,12/31/2005 sarad@contoso.onmicrosoft.com,https://contoso-
my.sharepoint.com/personal/sarad_contoso_onmicrosoft_com,(lawsuit OR
legal),1/1/2006,12/31/2010 sarad@contoso.onmicrosoft.com,https://contoso-
my.sharepoint.com/personal/sarad_contoso_onmicrosoft_com,(lawsuit OR
legal),1/1/2011,3/21/2016

,https://contoso.sharepoint.com/sites/contoso,,,3/21/2016
,https://contoso-my.sharepoint.com/personal/davidl_contoso_onmicrosoft_com,,1/1/2015,
,https://contoso-my.sharepoint.com/personal/janets_contoso_onmicrosoft_com,,1/1/2015, The
first row, or header row, of the file lists the parameters that will be used by New-
ComplianceSearch cmdlet to create a new Content Searches. Each parameter name is separated
by a comm a. Make sure there aren't any spaces in the header row. Each row under the header
row represents the parameter values for each search. Be sure to replace the placeholder data in
the CSV file with your actual data.

2. Open the .txt file in Excel, and then use the information in the following table to edit the file with
information for each search.

3. Save the Excel file as a CSV file to a folder on your local computer. The script that you create
in Step 3 will use the information in this CSV file to create the searches.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-report-on-and-delete-multiple-
content-searches?view=0365-worldwide Keyword queries and search conditions for Content
Search
https://docs.microsoft.com/en-us/microsoft-365/compliance/keyword-queries-and-search-
conditions?view=0365-worldwide
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/solutions/groups-naming-policy ?view=0365-
worldwide
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1. Open the Admin Center and go to Users > Active Users

2. Open Multi-factor authentication

Don't select any user yet, just open the Multi-factor authentication screen. You will find the button
in the toolbar.

3. Open the Service settings

Before we start enabling MFA for the users, we first go through the service settings. The button to
the settings screen doesn't stand out, but it's just below the title

4. Setup MFA Office 365

A few settings are important here:

Make sure you check the App password. Otherwise, users can't authenticate in some applications
(like the default mail app in Android).

Also, take a look at the remember function. By default, it is set to 14 days.

5. Enable MFA for Office 365 users

After you have set the settings to your liking click on save and then on users (just below the title
Multi-factor authentication).

You see the list of your users again. Here you can select single or multiple users to enable MFA.
At the moment you enable Office 365 MFA for a user it can get the setup screen as soon as the
users browse to one of the Office 365 products.

Reference:



https://lazyadmin.nl/office-365/how-to-setup-mfa-in-office-365/
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1. Navigate to the Exchange Admin Center

2. Navigate to Compliance management > Retention tags, and then click Add +

3. Select the Applied automatically to entire mailbox (default) option.



4. The New retention tag page title and options will vary depending on the type of tag you
selected. Complete the following fields:

Name: Enter a name for the retention tag.

Retention action: Select Delete and Allow Recovery option.

Retention period: Select When the item reaches the following age (in days) option.
Comment: User this optional field to enter any administrative notes or comments. The field isn't
displayed to users.

5. Navigate to Compliance management > Retention policies, and then click Add +

6. In New Retention Policy, complete the following fields:

Name: Enter a name for the retention policy.

Retention tags: Click Add + to select the tags you want to add to this retention policy.

After you create a retention policy, you must apply it.

1. Navigate to Recipients > Mailboxes.

2. In the list view, select the mailbox to which you want to apply the retention policy, and then
click Edit.

3. In User Mailbox, click Mailbox features.

4. In the Retention policy list, select the policy you want to apply to the mailbox, and then click
Save.

Reference:
https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-
management/create-a-retention-policy#step-3-apply-a-retention-policy-to-mailbox-users
https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-
management/apply-retention-policy
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Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/assign-ediscovery-permissions
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References:
https://docs.microsoft.com/en-us/sharepoint/turn-external-sharing-on-or-off
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1Efiz:

You need to configure the Password Expiration Policy.

Sign in to the Microsoft 365 Admin Center.

In the left navigation pane, expand the Settings section then select the Settings option.

Click on Security and Privacy.

Select the Password Expiration Policy.

Ensure that the checkbox labelled Set user passwords to expire after a number of days is ticked.
Enter 100 in the Days before passwords expire field.

Click Save changes to save the changes.
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Reference:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step6-vpn
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Reference:
https://support.office.com/en-us/article/overview-of-data-loss-prevention-in-sharepoint-
server-2016-80f907bbb944-448d-b83d-8fec4abcc24c
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Topic 2, Litware, Inc

Existing Environment

Internal Network Infrastructure

The network contains a single domain forest. The forest functional level is Windows Server 2016.
Users are subject to sign-in hour restrictions as defined in Active Directory.

The network has the IP address range shown in the following table.

The offices connect by using Multiprotocol Label Switching (MPLS).

The following operating systems are used on the network:

Windows Server 2016

Windows 10 Enterprise

Windows 8.1 Enterprise

The internal network contains the systems shown in the following table.

Litware uses a third-party email system.

Cloud Infrastructure

Litware recently purchased Microsoft 365 subscription licenses for all users.

Microsoft Azure Active Directory (Azure AD) Connect is installed and uses the default
authentication settings. User accounts are not yet synced to Azure AD.

You have the Microsoft 365 users and groups shown in the following table.

Planned Changes

Litware plans to implement the following changes:

Migrate the email system to Microsoft Exchange Online

Implement Azure AD Privileged ldentity Management

Security Requirements

Litware identities the following security requirements:

Create a group named Group2 that will include all the Azure AD user accounts. Group2 will be
used to provide limited access to Windows Analytics Create a group named Group3 that will be
used to apply Azure Information Protection policies to pilot users. Group3 must only contain user
accounts Use Azure Advanced Threat Protection (ATP) to detect any security threats that target
the forest Prevent users locked out of Active Directory from signing in to Azure AD and Active
Directory Implement a permanent eligible assignment of the Compliance administrator role for
User1 Integrate Windows Defender and Windows Defender ATP on domain-joined servers
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Prevent access to Azure resources for the guest user accounts by default Ensure that all domain-
joined computers are registered to Azure AD Multi-factor authentication (MFA) Requirements
Security features of Microsoft Office 365 and Azure will be tested by using pilot Azure user
accounts.

You identify the following requirements for testing MFA.

Pilot users must use MFA unless they are signing in from the internal network of the Chicago
office. MFA must NOT be used on the Chicago office internal network.

If an authentication attempt is suspicious, MFA must be used, regardless of the user location Any
disruption of legitimate authentication attempts must be minimized General Requirements Litware
want to minimize the deployment of additional servers and services in the Active Directory forest.
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1E fiz:

References:

https://docs.microsoft.com/en-us/office 365/securitycompliance/labels
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1E fiz:

Enable Modern authentication for your organization

1. To enable modern authentication, from the admin center, select Settings > Settings and then in
the Services tab, choose Modern authentication from the list.

2. Check the Enable modern authentication box in the Modern authentication panel.

Enable multi-factor authentication for your organization

1. In the admin center, select Users and Active Users.

2. In the Active Users section, Click on multi-factor authentication.

3. On the Multi-factor authentication page, select user if you are enabling this for one user or
select Bulk Update to enable multiple users.

4. Click on Enable under Quick Steps.

5. In the Pop-up window, Click on Enable Multi-Factor Authentication.

After you set up multi-factor authentication for your organization, your users will be required to set
up two-step verification on their devices.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-
factor-authentication?view=0365-worldwide
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References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

Eﬁ:ﬁ: 51
Microsoft SharePoint> 4 7 5 1) IZConfidentialHR.docx & W S ZRID 7 7 A ILEBMNT B FET
v,

Al D L —H—MHConfidentialHR.xIsxIZ 7 2 £ X L= & £IZ_ Megan Bowen& LN D BRID 1 —H —
[CEHMSNDLZHRBTIVLELNHY FT,
ZDRERYERTT BIZIE Microsoft 365 R— 2 JLIZHA AV LET,


https://www.jpnshiken.com/q/12673-1146566/
https://www.jpnshiken.com/q/12673-1146568/

IEfiZ:

You need to configure an alert policy.

* Go to the Security & Compliance Admin Center.

* Navigate to Alerts > Alert Policies.

* Click on + New alert policy to create a new policy.

* Give the policy a name and select a severity level. For example: Medium.
* In the Category section, select Information Governance and click Next.
* In the Select an activity section, select Any file or folder activity.

* Click Add a condition and select File name.

* Type in the filename ConfidentialHR.xlsx and click Next.

* In the email recipients section, add Megan Bowen and click Next.

* Click Finish to create the alert policy.
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References:
https://docs.microsoft.com/en-us/office365/securitycompliance/set-up-a-custom-blocked-urls-list-
wtih-atp
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1E fiZ:

Topic 3, Contoso, Ltd

Existing Environment

Infrastructure

The network contains an Active Directory domain named contoso.com that is synced to a
Microsoft Azure Active Directory (Azure AD) tenant. Password writeback is enabled.

The domain contains servers that run Windows Server 2016. The domain contains laptops and
desktop computers that run Windows 10 Enterprise.

Each client computer has a single volume.
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Each office connects to the Internet by using a NAT device. The offices have the IP addresses
shown in the following table.

Named locations are defined in Azure AD as shown in the following table.

From the Multi-Factor Authentication page, an address space of 198.35.3.0/24 is defined in the
trusted IPs list.

Azure Multi-Factor Authentication (MFA) is enabled for the users in the finance department.
The tenant contains the users shown in the following table.

The tenant contains the groups shown in the following table.

Customer Lockbox is enabled in Microsoft 365.

Microsoft Intune Configuration

The devices enrolled in Intune are configured as shown in the following table.

The device compliance policies in Intune are configured as shown in the following table.
The device compliance policies have the assignments shown in the following table.

The Mark devices with no compliance policy assigned as setting is set to Compliant.
Requirements

Technical Requirements

Contoso identifies the following technical requirements:

Use the principle of least privilege

Enable User1 to assign the Reports reader role to users

Ensure that User6 approves Customer Lockbox requests as quickly as possible Ensure that
User9 can implement Azure AD Privileged Identity Management

B 54

Microsoft 3654 X4 1) T 3 ohHY £,

FER REFSRILEER L, 5L EMicrosoft Exchange Online* —)LARw 2 RIZABRLE LT,
TELREITRASRNILEFETEIVETONDS L SICTHIRLELHY T,
HEzFMETEIEN?

A. Exchange Online PowerShellh 5 _ Start-RetentionAutoTaglLearningz=1T L £ 9
B.XaT4¢,aVTSATUORDEBEA—h 6 T—4218%kh1E DLP)RY) o —%4ERK
LFEY

C. Exchange Online PowerShellh 5 | Start-ManagedFolderAssistantZ 21T L £ 9

D. tXal)T4,aVTS3ATUVADEBEUA—DE TANILKRY O—FERLET
FfE:C(AAVLEERT D)

Eﬁ:ﬁ: 55
UserlIZEDB—ILZEIY B TEHEILENHY EITHN?
A. TO—N)LEEE

B. 11— —EBH

C.H¥ED—ILEEE

D. ¥al) T4 EEE


https://www.jpnshiken.com/q/12673-1146572/

IEfE: (EfEZRRLET)
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-
to-give-access-to-pim
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References:
https://docs.microsoft.com/en-us/office365/securitycompliance/manage-quarantined-messages-
and-files
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References:

https://docs.microsoft.com/en-us/exchange/policy-and-compliance/ediscovery/ediscovery?
view=exchserver-2019
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Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator
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IEfiZ:

1. In the Security & Compliance Center > left navigation > Data loss prevention > Policy > +
Create a policy.

2. Choose the U.K. Data Protection Act template > Next.

3. Name the policy > Next.

4. Choose All locations in Office 365 > Next.

5. At the first Policy Settings step just accept the defaults,

6. After clicking Next, you'll be presented with an additional Policy Settings page Deselect the
Show policy tips to users and send them an email notification option.

Select the Detect when content that's being shared contains option, and configure the number
instances to be 10.

Select the Send incident reports in email option.

Select the Choose what to include in the report and who receives it link to add Allan Deyoung as
a recipient.

7. > Next

8. Select the option to turn on the policy right away > Next.

9. Click Create to finish creating the policy.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy?
view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies?
view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/what-the-dlp-policy-templates-
include?view=0365-worldwide
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References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
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References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-advanced-audit-policy
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Reference:

https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-device-writeback
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1E fiz:

You need to configure auto-labeling in 'simulation' mode. In the policy, you can select the 'Credit
Card' sensitive info type.

In the Microsoft 365 compliance center, navigate to sensitivity labels:

Solutions > Information protection

Select the Auto-labeling (preview) tab.

Select + Create policy.

For the page Choose info you want this label applied to: Select one of the templates, such as
Financial or Privacy. You can refine your search by using the Show options for dropdown. Or,
select Custom policy if the templates don't meet your requirements. Select Next.



For the page Name your auto-labeling policy: Provide a unique name, and optionally a description
to help identify the automatically applied label, locations, and conditions that identify the content
to label.

For the page Choose locations where you want to apply the label: Select OneDrive. Then select
Next.

For the Define policy settings page: Keep the default of Find content that contains to define rules
that identify content to label across all your selected locations. The rules use conditions that
include sensitive information types and sharing options. For sensitive information types, you can
select both built-in and custom sensitive information types.

Then select Next.

For the Set up rules to define what content is labeled page: Select + Create rule and then select
Next.

On the Create rule page, name and define your rule, using sensitive information types and then
select Save.

Click Next.

For the Choose a label to auto-apply page: Select + Choose a label, select a label from the
Choose a sensitivity label pane, and then select Next.

For the Decide if you want to run policy simulation now or later page: Select Run policy in
simulation mode if you're ready to run the auto-labeling policy now, in simulation mode.
Otherwise, select Leave policy turned off. Select Next.

For the Summary page: Review the configuration of your auto-labeling policy and make any
changes that needed, and complete the wizard.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?
view=0365-worldwide
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1 - Create an Azure Log Analytics workspace.

2 - Add Azure Sentinel.

3 - Connect a data connector.

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/quickstart-onboard
https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365
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References:

https://docs.microsoft.com/en-us/office 365/securitycompliance/search-the-audit-log-in-security-
and-compliance
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