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Reference:
https://docs.microsoft.com/en-us/exchange/architecture/mailbox-servers/manage-mailbox-
moves?

view=exchserver-2019

https://theitbros.com/move-exchange-mailboxes-to-another-database/

Topic 3, Fabrikam, Inc

Existing Environment

Network Environment

The on-premises network of Fabrikam contains an Active Directory domain named fabrikam.com.
Fabrikam has a Microsoft 365 tenant named fabrikam.com. All users have Microsoft 365
Enterprise E5 licenses.

User accounts sync between Active Directory Domain Services (AD DS) and the Microsoft 365
tenant.

Fabrikam.com contains the users and devices shown in the following table.
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User name | Department | Device name Platform Device owned by
Userl Sales Userl-Device [ON User

User2 Sales User2-Device Android Fabrikam

User3 Marketing User3-Device I0S Fabrikam

Fabrikam currently leases mobile devices from several mobile operators.

Microsoft Exchange Online Environment

All users are assigned an Outlook Web App policy named FilesPolicy.

In-Place Archiving is disabled for Exchange Online.

You have the users shown in the following table.
Name Exchange Online role group

Adminl Records Management

Admin2 Recipient Management

Admin3 Compliance Management

Admin4 Organization Management .
User1 and User3 use Microsoft Outlook for iOS and Android to access email from their mobile
device. User2 uses a native Android email app.
A Safe Links policy in Microsoft Defender for Office 365 is applied to the fabrikam.com tenant.
The marketing department uses a mail-enabled public folder named FabrikamProject.
Default MRM Policy is disabled for the fabrikam.com tenant.
Problem Statements
Fabrikam identifies the following issues:
Users report that they receive phishing emails containing embedded links.
Users download and save ASPX files when they use Outlook on the web.
Email between Fabrikam and Litware is unencrypted during transit.
User2 reports that he lost his mobile device.
Requirements
Planned Changes
Fabrikam plans to implement the following changes:
Configure FilesPolicy to prevent Outlook on the web users from downloading attachments that
have the ASPX extension.
Purchase a new smartboard and configure the smartboard as a booking resource in Exchange
Online.
Ensure that the new smartboard can only be booked for a maximum of one hour.
Allow only Admin1 to accept or deny booking requests for the new smartboard.
Standardize mobile device costs by moving to a single mobile device operator.
Migrate the FabrikamProject public folder to Microsoft SharePoint Online.
Enable In-Place Archiving for users in the marketing department.
Encrypt all email between Fabrikam and Litware.
Technical Requirements



Fabrikam identifies the following technical requirements:

Ensure that the planned Sharepoint site for FabrikamProject only contains content that was
created during the last 12 months.

Any existing file types that are currently configured as blocked or allowed in the FilesPolicy policy
must remain intact.

When users leave the company, remove their licenses and ensure that their mailbox is accessible
to Admin1 and Admin2.

Generate a report that identifies mobile devices and the mobile device operator of each device.
Use the principle of least privilege.

Minimize administrative effort.

Retention Requirements

Fabrikam identifies the following retention requirements for all users:

Enable users to tag items for deletion after one year.

Enable users to tag items for deletion after two years.

Enable users to tag items to be archived after one year.

Automatically delete items in the Junk Email folder after 30 days.

Automatically delete items in the Sent Items folder after 300 days.

Ensure that any items without a retention tag are moved to the Archive mailbox two years after
they were created and permanently deleted seven years after they were created.
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Create a mail flow rule.

Reference:
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https://docs.microsoft.com/en-us/exchange/security-and-compliance/mail-flow-rules/common-
attachmentblocking-scenarios
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/define-mail-flow-rules-to-encrypt-
email?view=0365-worldwide
https://docs.microsoft.com/en-us/exchange/security-and-compliance/data-loss-prevention/data-
loss-prevention
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https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/non-delivery-reports-in-
exchange-online/fix-error-code-550-5-7-1-in-exchange-online

BRi: 5

BHMEGZmE-TENAILTNNARADLR— N EERTIDENHYET,
EDPowerShella<w > FLy FEERTIRENHYETHM?

A. Get-DevicePolicy

B. Get-MobileDevice

C. Get-MobileDeviceStatistics

D. Get-DeviceTenantPolicy

Ef:B(Q AV FEHEKT D)

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/get-mobiledevice?
view=exchange-ps
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IEfiZ:

In the Exchange admin center, go to Mail flow > Remote domains.

Click + Add a remote domain. The Name the domain screen appears.

In the Name text box, enter a descriptive name for the domain.

In the Remote Domain text box, enter the full domain name. Use the wildcard character (*) for all
subdomains of a specified domain, for example, *.contoso.com.

Click Next. The Email reply types screen appears.

Define the following settings:

- In the Out of Office reply types section, specify which type of out-of-office replies should be sent
to people at this domain.

- In the Automatic replies section, specify whether you want to allow automatic replies, automatic
forwarding, or both.

Click Next. The Message reporting screen appears.

Specify whether you want to allow delivery reports and non-delivery reports by checking the
respective check boxes.

Click Next. The Text and character set screen appears.

Define the following settings:

- In the Use Rich-text format pane, specify whether to follow each user's message settings, or
whether to always or never preserve RTF formatting. Selecting Never means that RTF messages
are sent as plain text or HTML.

- In the Supported Character Set pane, specify which character set to use (if the message doesn't
specify the character set) by choosing from the MIME character set or Non-MIME character set
drop-down list.

Click Next. The Review screen appears.

Review the remote domain settings, and click Save.

Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/remote-domains/manage-
remote-domains
https://docs.microsoft.com/en-us/exchange/troubleshoot/email-delivery/understand-troubleshoot-
oof-replies
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A. Get-RoleGroup

B. Get-ManagementRoleEntry

C. Get-RoleGroupMember

D. Get-ManagementRoleAssignment



E. Get-ManagementRole
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Reference:
https://docs.microsoft.com/en-us/powershell/exchange/find-exchange-cmdlet-permissions?
view=exchange-ps

Topic 1, Contoso Ltd

General Overview

Contoso, Ltd. is a national freight company in the United States. The company has 15,000
employees.

Physical Locations

Contoso has a main office in Houston and 10 branch offices that each contains 1,000 employees.
Existing Environment

Active Directory and Microsoft Exchange Server Environments

The network contains an Active Directory forest named contoso.com. The forest contains one root
domain named contoso.com and 10 child domains. All domain controllers run Windows Server
2019.

The forest has Active Directory Certificate Services (AD CS) and Active Directory Federation
Services (AD FS) deployed.

You have a hybrid deployment of Exchange Server 2019 and Microsoft Office 365.

There are 2,000 user mailboxes in Exchange Online.

Each office contains two domain controllers and two Mailbox servers. the main office also
contains an Edge transport server.

The organization contains 100 public folders. The folders contain 80 GB of content.

All email messages sent to contoso.com are delivered to Exchange Online. All messages sent to
on-premises mailboxes are routed through the Edge Transport server.

Advanced Threat Protection (ATP) is enabled and configured for the Office 365 tenant.

Network Infrastructure

Each office connects directly to the Internet by using a local connection. The offices connect to
each other by using a WAN link.

Requirements

Planned Changes

Contoso plans to implement the following changes:

For all new users in the on-premises organization, provide an email address that uses the value
of the Last Name attribute and the first two letters of the First Name attribute as a prefix.
Decommission the public folders and replace the folders with a Microsoft 265 solution that
maintains web access to the content.

Technical Requirements

Contoso identifies the following technical requirements:

All email messages sent from a SMTP domain named adatum.com must never be identified as
spam.


https://www.jpnshiken.com/q/38838-3137607/

Any solution to replace the public folders must include the ability to collaborate with shared
calendars.

Security Requirements

Contoso identifies the following security requirements:

The principle of least privilege must be applied to all users and permissions.

All email messages sent from an SMTP domain named com to contoso.com must be encrypted.
All users must be protected from accessing unsecure websites when they click on URLs
embedded in email messages.

If a user attempts to send an email message to a distribution group that contains more than 15
members by using Outlook, the user must receive a warning before sending the message.
Problem statements

Recently, a user named HelpdeskUser1 erroneously created several mailboxes. Helpdesk1user1
is a member of the Recipient Management management role group.

Users who have a mailbox in office 365 report that it takes a long time for email messages
containing attachments to be delivered.

Exhibit
PS C:\WINDOWS\system3Z> get-inboundconnector

Runspaceld 2692441d-0eBa-42ef-83£3-9bf0bb6d6b2ab

Enabled
ConnectorType
ConnectorSource
Comment
SenderIPAddresses
SenderDomains

AssociatedAcceptedDomains

Reqt_zire'l'ls

£8l etDpmainsToIPAddrésses
Rﬂﬁ.ctDamainsTcCertificate
CloudServicemailEnabled
TreatMessagesAsInternal

TlsSenderCertificateName

DetectSenderIPBySkippinglastIP
DetectSenderIPBySkippingTheseIPs

DetectSenderIPRecipientList
AdminDisplayName
ExchangeVersion

True
Partner
Default

{87.112.113.0/25)
{smtp:*.contéSo.com:1}

{}
Trué
True
False
False

False
* fabrikam.com
False

{}
{}

0.1 (8.0.535.0)

Contoso Inbound Secure Connector
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Reference:

https://docs.microsoft.com/en-us/exchange/permissions-exo/feature-permissions
https://docs.microsoft.com/en-us/exchange/collaboration-exo/public-folders/set-up-public-folders
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Configure a Send connector in Fabrikam to point to Contoso.
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Add an accepted domain to Office
365.

Create a migration endpoint and a
migration batch.

Create an Office 365 connector:

Start the migration batch.

Provision a mailbox in Office 365
for each Litware user.
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365. 365.

Create a migration endpoint and a Provision a mailbox in Office 365

migration batch. for eachi Litware user.

Create a migration endpoint and a

Create an Office 365 connector. migration batch.

Start the migration batch. Start the migration batch.

Provision a mailbox in Office 365
for each Litware user.




Reference:
https://docs.microsoft.com/en-us/exchange/mailbox-migration/migrating-imap-
mailboxes/migrating-imap-mailboxes
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/configure-atp-anti-
phishing-policies?view=0365-worldwide
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Ensure that the branch office administrators can configure the properties of the mailboxes in their
respective offices only.

Reference:
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https://docs.microsoft.com/en-us/exchange/mail-recipients-role-exchange-2013-help This is a
case study. Case studies are not timed separately. You can use as much exam time as you
would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions
included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the Question button to return to the question.

Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal.

Fabrikam has a partnership with a company named Litware, Inc.
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Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/enable-mailbox?view=exchange-
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FIRA VRE R XXXXXX

@ lab.CloudCredential {).TenantName®D A —JLiR Y I ADNZIETHEFA—IICEEFNIEE
DHB) DRI BAREEZ RO TRENHY EFT,

CDRARYERETI AIZIE _ExchangeBEBt U2 —I2HA 1V LET,

1E fiz:

Navigate to the Exchange Admin Center, and then choose the Advanced Threats section of the
EAC.

Click the Safe Links tab to examine all existing Safe Links policies:

After navigating to the Safe Links policy page, choose the Add button (+) to create a new policy.
The New Safe Links Policy window opens.

- In the resulting window we'll be presented with the options available for creating our new Safe
Links policy.

In Name enter an appropriate, unique, name that describes this policy. In the description enter
some text that provides a little more detail for anyone trying to make sense of the options selected
here.

Next we'll choose the action to take for URLs. We can leave this Off, if for example we are
creating a policy to exclude a group of users that would otherwise be affected by another Safe
Links policy.

The checkbox Do not track user click can be selected if you do not wish to use the reporting
functionality available at a later date. This is a key feature when understanding which users
clicked a link that was later found to be a threat, so be careful about choosing to disable user click
tracking.

Our final check box provides options for click-through is a link is found to be dangerous. In some
circumstances you may trust users to click-through links, or they may request the ability to do so.
In most circumstances you will not want a user to click-through the malicious link.

Some URLs, such as those for internal addresses or even trusted partners, may not require re-
writing. Enter these URLs here.

Finally, we will select the scope for the rule under the Applied to section.

Using similar conditions to transport rules we can select who this rule applies to including:

- Individual recipients

- Recipient domains

- Members of distribution groups

The same conditions can be used for exceptions. When you have configured your rule, choose
Save.

After saving the new Safe Links rule it will be shown in the EAC list. Just like Transport Rules, you
can use the Enabled column to enable or disable the Safe Links policy.

Reference:
https://techgenix.com/implementing-exchange-online-advanced-threat-protection-part2/
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Microsoft Exchange Server2019/\«4 J'Y) v FERAH Y £9,
PublicFolder? 4 F7D#{T/N\yFZ#FERAL T /T vH T+ I)LF—TFT—4 FExchangeOnlinelZ
BIILET,

NYTFHROEBHERORPART 2R ZHAINTILENHY FT,
EDAT LY FEETTIBENHYEFIHN?

A. Gec-PublicFolderMailboxMigracionRequest

B. Get-PublicFolderMigrationRequesc

C. Gec-PublicFolderMoveRequesc

D. Gee-MoveRequest

FfE:A (A FEERT D)

Reference:


https://www.jpnshiken.com/q/38838-3137616/
https://www.jpntest.com/shiken/MS-203J-mondaishu
https://www.jpnshiken.com/q/38838-3137617/

https://docs.microsoft.com/en-us/powershell/module/exchange/get-
publicfoldermailboxmigrationrequest?view=exchange-ps
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ROBIZRT LSIZ LW DhDPowerShellavw > FEEITLET,
PS C:\> Get-AddressListPolicy | Format-Table
GlobalAddressList AddressLists OfflineAddressBook RoomList

Fabrikam-ABP \Fabrikam \Fabrikam \Fabrikam-OAB \All Rooms
Contoso-ABP  \Contoso \Contoso-IT, \Contoso-Marketing \Contoso-OAB \All Rooms

Get-GlobalAddressList | Format-Table
Recipientkiltes
Contoso ((Company -eq "Contoso’))
Fabrikam ((Company -eq 'Fabrikam'))
PS C:\> Get-AddressList | Format-Table
DisplayName RecipientF iiter

Contoso-Marketing Contoso-Marketing®, #~(Campany -eq "Contoso') -and (Department -eq 'Marketing'))
Fabrikam Fabrikam ((€ompany -eq 'Fabrikam'))

PS C:\>
PS C:\> Get-ADUser | Where Namé-eq®/a | Select Name, UserPrincipalName, Company, Department

UserPrincipaliame Company Department

James Smith  jsmith@contose.com  Contoso Marketing

PS C:\> Get-Mailbox | Where Name -eq "I : - | Select Name, Alias, Office, Database
Office  Database

Executive Conference Room executiveconferenceroom Contoso DB1

?F‘I:I VIFOUAZa—FFALT HISREINTVSERICEIVTERT— AV MERET
THEEDERKZEZRRLET,
I DEREERENIRS O FOBENHY F9,

James Smith will appear on the [answer choice] v
address list. Contoso-IT

Contoso-Marketing

Fabrikam
The Executive Conference Room will appear in v

[answer choice]. Contoso-ABP only

Fabrikam-ABP only
Conleso-ABR-andf abrikém-ABP
1e of the policies




James Smith will appear on the [answer ¢hbice];- ~ ¢ ﬁ{f v

address list. ‘Contoso-IT

| Contoso-Marketing |
Fabrikam

The Executive Conference Room will appear in | v

[answer choice]. Contoso-ABP only
|Fabrikam-ABP only
Contoso-ABP and Fabrikam-ABP
none of the policies

Reference:
https://docs.microsoft.com/en-us/exchange/address-books/address-book-policies/address-book-
policies

R 19
HE=ORBITE, RORITRTH 74 ADBHYET,

Lo-atiern s Public NAT IP address
New York | 131.107.122.22
Portland 131.107.123.120
Seattle 131.107.123.10

ZD&IziF ROKRIZET I —H—%F E LT Microsoft ExchangeOniinev‘d“z FBHY FET,

 Name | Department | . Office
Userl |IT o] Seattle

User2 |IT o New York
User3 Héi"bdeg,k-H-_i,@mﬁortland

RMDExchangeOnline? A4 72 b7 2AIL—ILDBHY £,



PS C:\> Get-ClientAccessRule|fl Name, Priority, AnyOfProtdcels,UserRecipientFilter,Action
Name : Rulel

BN ~rnenfd ]

AnvofProtecls <~ ! & (RemotePowerShell}
UserRecipientFilter :

Action : AllowAccess

Name : Rule2

Priority % 42

AnyOfProtocls ¢ {ExchangeAdminCenter}
UserRecipientFilter : Department =ne ‘IT'
Action : DenyAgcceéss

ROARVFEFERALT HLWISATURT O ERL—ILEERLET,
New-ClientAccessRule -Name “Rule3” -Adtien DenyHevessit
-AnyOfProtocols ExchangeAdminCenter
-ExceptAnyOfClientIPAddressQrRanges 131.107.123.0/24 -Priority 2

RODBEAT—RAVRZIDWT RT—FAY MDtrueDFBEF [TV ZBIRLET, FLLUSND
BEX [WWRIEBRLET,
E:Ebbﬁﬁﬁ%h%hﬁﬁfybwﬁﬁﬁ%UiTo

Statements Yes No
Rule2 will be evaluated before Rule3 C.) o
User2 can access the Exchange admin center C) O
User3 can access the Exchange admin center O O
1E fiZ: |
Statements R\ Yes No
Rule2 will be evaluated before Rulei O O
User2 can access the Excha ngeadmm cent®ri n /00 e @ |
- IVENGT W okid
User3 can access the EKCha nge admin center O O
Reference:

https://docs.microsoft.com/en-us/exchange/clients-and-mobile-in-exchange-online/client-access-
rules/procedures-for-client-access-rules
https://docs.microsoft.com/en-us/exchange/clients-and-mobile-in-exchange-online/client-access-
rules/client-access-rules
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FLUORRENGWVERMEZERTEDL LI, 7T U= a3 VIZE2TEESNETRTOA
Ry MEMBPY—ERXRTHAID DA —ILRY I RIZREINTNWEI L EZHERT IHELDHY
FT HAREBE, TNhEFNOT7TIS—L 3V DBHNDOHAERRTCEIVELAHY ET,
BRI ZET oREN?
AY—ERTAIURDA—LRYIRE &7 TV r—23 DTN T —4ECE—D1—
HP—A— LRy Y RICEESHBZFET,
B.U—EXT7AWDUFDA—IRY I REA—IDNENGELI—F—ICEBRLET,
C.H—ERT7HIYU D A—ILRY Y X% _ PowerAutomate/)L—IILZELE—DI—HF—A—)L
Ry RXICEESHAFET,

D. H—ERXT7AVUEDA—ILRY I REHFA IRV I RIZEBRLET,

Ef: (FEERTLET)

B 21

Microsoft Exchange Server2019#8#ih Y £9,
AVISGATUVARRIFR—Vr—[E ITTEI T4 TA—HF—DA— IRV ZAOFRFER) O—%
ERT A EEFBELTVWET R S—X FEDEFA—NET—DATA—ILRY I RIC
BELET,
ITEIT4TA—H—TEIZT—HATA—=NLRY Y REERT I2RBENHY FT,
HEIEAZET oREN?

A. New-Mailboxa< > KLy FEETLES-

B. A=KV I RO v—F )T EBMILET,
C.EA—NWRYIRDA VT L—RT7—HATE=HEHLET,

D. set-Mailboxa~< > KLw FEETLET,

IEfE: (EfEZERTLET)
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/in-place-archiving/in-place-
archiving?view=exchserver-2019
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WHEICIELT ROATA4 VERBREERALET,

A—HY—BFARATBICIE [VA A VRV I RICA—VILEEE TOAI—HY—2F0 )9
LEY,

NAT—FZEARTBICIE [NAT—FDOAARY I RIZA—YILEBEE TOINRT— K%Y
)y LET,

Microsoft 3651 —+H—4% admin@abc.com

Microsoft 365/%2 7 — K XXXXXX

Microsoft 365/ R— 2 LT 5 IHF—IZEEBIZHEARAENLZWGEEIE CrlF—%FH LGN SKF—
FHMLT HLWISOY—2 T THR—FAILEBHEHFAHLET,

UTORE®RIE, i R— DA ZEEHELTULET,



FIRA VRE R XXXXXX

Finance & WS ARID/INT Y v I TA VT EZERT IBELHYFET, 2OV a1—232T
(% . FinanceTeam & WS BHID T IL—T D A U iNn—DHHFinance 7+ ILE—IZBEF A —IL A Y
t—UFREETEDALIICTARENHY FT,

CDERYERTT BIZIE Microsoft3658HE 2 —IZH A V1V LET,

1E fiz:

In the EAC, go to Public folders > Public folder mailboxes, and then click Add +.

In the New public folder mailbox page that opens, enter the following information:

- Name: Enter the name for the public folder mailbox.

- Organizational unit: Click Browse to select the location in Active Directory where the mailbox
object is created.

- Mailbox database: Click Browse to select the mailbox database where the mailbox is created.
When you're finished, click Save.

Use the EAC to create a public folder

When using the EAC to create a public folder, you'll only be able to set the name and the path of
the public folder. To configure additional settings, you'll need to edit the public folder after it's
created.

Navigate to Public folders > Public folders.

If you want to create this public folder as a child of an existing public folder, click the existing
public folder in the list view. If you want to create a top-level public folder, skip this step.

Click Add +.

In Public Folder, type the name of the public folder.

In the Path box, verify the path to the public folder. If this isn't the desired path, click Cancel and
follow Step 2 of this procedure.

Click Save.

Navigate back to Public folders > Public folders.

In the list view, select the public folder that you want to mail-enable or mail-disable.

In the details pane, under Mail settings, click Enable or Disable.

A warning box displays asking if you're sure you want to enable or disable email for the public
folder. Click Yes to continue.

You can then run the Set-MailPublicFolder PowerShell cmdlet, and include the
AcceptMessagesOnlyFromDLMembers parameter to specify who is allowed to send messages to
this recipient.

Reference:
https://docs.microsoft.com/en-us/exchange/collaboration/public-folders/create-public-folder-
mailboxes?view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/collaboration/public-folders/create-public-folders?
view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/collaboration/public-folders/mail-enable-or-disable?
view=exchserver-2019



https://docs.microsoft.com/en-us/powershell/module/exchange/set-mailpublicfolder?
view=exchange-ps
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User1_User2 & & UUser3 & LS5 ZRTD3AD1—H—% &L Microsoft ExchangeOnline T3 >
FHYET,
ENAILTNARDA—=ILRY YRR O—IE ROBIZRT LS IS TWET,
mobile devit® v esy O swhbile device mailbox policies

NAME : + MODIFIED

Default (default) 9/28/2020 8:06 AM

Executive policy 9/28/2020 8:07 AM

Managers policy 9/28/2020 8:07 AM
1—F—d, RO &5 RS ET,

Name Assigned policy

Userl Executive policy

User2 Managers policy

User3 I\| iDefaultt

ROBRIZRT KIS HLOENRSILTNARA—LRY YRR O—FERLET,



new mobile device mailbox policy

*Required fields

*Name:
| Mobile Tablet Policy |
This is the default policy

Allow mobile devices that don't fully support these policies to synchronize

Policies for Exchange ActiveSync and OWA for Devices

Select the policies that you want to enable for Exchange/ActiveSync and

OWA for Devices. Learn more

ReqUirel 106N L
1 Allow simple passwords
Require an alphanumeric password
Password must include this. many:character sets:
2 v
[0 Require encryption on device
Minimum password length:

6 l
0 Number'of sign-in failures before device is wiped:
(5 |
[1 Require sign-in after the device has been inactive for (minutes):
[ | minutes
Enforce password lifetime (days):
30 | days
Password recycle count:

110 |

Save | Cancel
RDERF— A MZDNT. RF— kA > FAtrueDIBA I [[ZVEBIRLET. ZhLUND
HBEIX [WWONZ])EERLET,



L WOERIIZFEREFNIRA Y FOEIELSHY T,
Statements

Mobile Tablet Policy will be assigned to User3 automatically.

A new user can use a password of 135753.

Mobile Tablet Policy will be assigned 1o new ‘users.

Statements Yes No

Mobile Tablet Policy will be assigned to"User3 automatically.

A new user can use a password of 135753.

Mobile Tablet Policy will be assigrnaed to new users. |_|

Reference:
https://docs.microsoft.com/en-us/exchange/create-or-modify-a-mobile-device-mailbox-policy-
exchange-2013-help
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Lynne Robbins & EEEFID 1 —H—I[%_ contoso.com E WS ZHIDEFA—IL KAAL U EHD
Contoso, Ltd. EWVSZRID/INN— b F—BEEDTAD Y FTHEEET DS EFHBELTULE
ERS

EERFADI—HY—DHN I RXTHOFERNE ZHMEIFEEHRZE contoso.com DI—H—EHFT
EDLDNTEIRENHYFET,

HBOBRRZEDE S ICEBRT IRENHY FTIH?

A BZIDAHDFERDEEZTHHEFERZERL JIL—T1ZANLET,

B. Bffl, & . B L PG ZECFERDEEZHHFEREZBRL  JIL—TZAHALET
C.HMH. . & BLUVEMEETCFERDEZHHEBEHREERL JIL—T3ZAHNLET,

D. BZIDADFERDEZHMBFEBREZERL, JIL—T3ZANLEFET,

E.BZIDADAL T —DEZHHEFERERIRL, JIL—T2EAHALET,

Ef#: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/exchange/sharing/organization-relationships/create-an-
organization-relationship

Eﬁ:ﬁ: 25
Microsoft ExchangeOnline~M#B{TZEtE L TWET , V) a—2a vid ROEHZEHE- L TWL
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SHOMBHAEBMAAMNSEE SN AV E—DIE AV TLIRODT—H2EXRIGLE DLP) 7 75

ATFVRENLTAVE—RY MIIL—TFT 4 U TTE2RENHY FT,

ExchangeOnline® Y — RKIN—F 4 DI SO R T4 WA T —EANLRELIZAYvE—D

DEFEDEETEZR/RET ILENHY FT,

BERERB-IEOICEDREZFERTILENHYFTIMN?BEASICF BYLGAF T avEE
LOWERICRS I LET AT avF 1BERTSILE BEREFERATHIILEE Fo1:

KEALGWIELTEFERT  AVTUVERTTDICE ANRAUEATHEN—Z2FZvTT D

N AV O—ILTERENHIGEGENHYFET,

F I OERIEENZENIRAS > FOEENHY T,

Exchange Features Answer Area

Messages sent by the research & development department
must be routed to the internet through an on-preniises data
loss prevention (DLP) appliance:

Conditional mail routing

Directory Based Edge
Blocking (DBEB)

The actyal sdurce of the messages received by Exchange

Enhanced Filtering @riliné from a third-party cloud filtering service must be

= = - a identified:
Remote domains
1E fiZ:
Exchange Features Answer Area

Messages sent by the research & development department
must be routed to the internet through anon-premises data
loss prevention (DLP) appliance:

Conditional mail routing

Conditional mail routing

Directory Based Edge
Blocking (DBEB)

The actual source of the messages received by Exchange
Online from a third-party cloud filtering service must be
identified:

Enhanced Filtering Enhanced Filtering

Remote domains

Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-
mail-flow/conditional-mail-routing
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-
mail-flow/enhanced-filtering-for-connectors
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ServicelE WS ZRIDY— FN—T A DEFA—IIFHERTLEFERT S
MicrosoftExchangeOnline 77 > k0% Y £9, Servicel [ BEEILEINI=TRTDEFA—IL%F
Jayy LET,

TARTONBEFA—ILIE, ORIV 2 ZFEALTServicelZNM LTIL—T 1 VT ENhFET,
A—H—([E BESRLEFALTEFA—LEDELFEFT , >— I Ly rELTHEINEE
FA-IIIEFNICESIEESNET,



1M —H Ly bE LTHEENE BT A —LENIOREEITRIETE S L BT

DREAHYEY,
ED2DDTATLEERT HIVENHY FIN? TNENOERT BREDO—EERLTULE
ERS

EH VBEREIZNAZTIRS > FOMEESHY FT,

AVE—FFRASY

AR B

. T—REKXLE DLP)RY o —

LA—)L7Aa—)L—)L

CINILRY —

IEfE: (EfEZRERLET)

Use an additional Connector and a Mail Flow Rule to bypass the third-party email hygiene system
for emails that have the Secret sensitivity label.

Emails with the sensitivity label will use the new connector. All other emails will use the existing

moO W

connector.

Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-
mail-flow/conditional-mail-routing
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IMAPR—ZXDBEFA—IVATLEFERALTVWET,

Microsoft3654% 7 X4 1) 7L a v E#HBALET,

Exchange Online Tl&, R THDA—H—DA—ILIRY I REZERLET,
TRTDALA—YH—DITRTDEFA—ILT HI 2 kFExchangeOnlinelZ#ITT dENH Y

£l
EDIDNAVR—R Y FEERT IRENHYEFIH?ETNTNDOERE BREDO—HMZERL
TWFEY,

I VEBERIZENENIRS Y FOMELAHY £9,
A. BTNy T

B.CSV&1T77 1L

C.AVNNI ARy A

D. KBS FALY

EVE—FFAASY

F.BITZTVRRA K

Ef#: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/exchange/mailbox-migration/migrating-imap-mailboxes/migrate-
other-typesof-imap-mailboxes
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contoso.com & litwareinc.com & WS &ZHID 2 DM SMTP K 4 A > % &% Microsoft Exchange
Online 7+ > kAHY £,

contoso.com NEFA—IL 7 FLRZEHE D DA—H—MN_s0—/1\JL 7 FLA—E (GAL) T
litwareinc.com MEFA—IL 7 FLRAEHE D A—HF—FRRTTELHVKSICTILELHY F
9, litwareinc.com 11—+ —(% GAL T contoso.com 1—H —ZRRTCEZHIDELAHY I,
ED3DDT7IavERTTILENHYFETHM? REREE V) ar—2300—8ERLT
WET,

FEFNFNDOELLERIT 1 /RS > FOBEELAHY TT,

A.#HLWLWT7 FLRIRKR ) — (ABP) Z4EaL L . ABP % contoso.com * —JLiRw & X(ZE|Y KT
F7,

B. contoso.com A—H—DFH LWEFA—IL 7 LA KRY O—ZERLET,

C. contoso.com 1 —H—Z&ELHID GAL ZERLEFT,

D. contoso.com 1—H—%#&ELA T 54 > 7 KL RIE (OAB) #ERLZEFT,

E.T74J) +®D GAL #Z % L T _litwareinc.com 1—H—Z4s LE 9,

F.774ILEDT7 FLARIRAKRY O—%ZEEL T_litwareinc.com 21— —ZBFRNLET,

FfE: ACD (22> FERET )
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BRI BALISFHFIAFRRTH5—EOEBO—ETY, P —XDRZREMICIE BXS
NF-BREZERTHSHAEEOHSHBOBRRENSENTVET, —HOBER Y MIITEHD
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ER

CDEILavOEBEMICEAZLE-RIE, ZOEMICRSZLETEFRA, ZORER. CNODE
BIZLE a—E@EIZRTINEETA,

RDEF *—IL KA A > EEL MicrosoftExchangeOnline T+ > kMHY £,

Adatum.com

Contoso.com

Fabrikam.com

NEBDOZEENT T FADA— Y —DNEBFA—INAVE—VERETDHE TRTDOAY
+—213@ contoso.comBEF A —IL KA A UEFHALTERIESNET,

@ fabrikam.coOmBF A —IL R AL VEFERAL TA—HY—NEFA—IILEEIET D L MR
LHENHYFET,

fRR % Microsoft 365:K— & JLM 5 _fabrikam.comZT 74 I b KAAL VELTHRELET,
CNIZEEZEFERLTOWETM?

A. [FLy

B. L’V %

IEfR: (EffZzRTLET)
Reference:

https://docs.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq?view=0365-
worldwide#how-do-i-set-or-change-the-default-domain-in-microsoft-365
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EdgeServer# {# i 3~ % MicrosoftExchange Server201948#n % Y £9,

ExchangeOnline & ExchangeServer@fIZ/n4 J1) v FERZEZET L EEZHBELTVET,
ExchangeOnline & ExchangeServer 2019MDE DY N THDEF *A —ILHY, EdgeServerz R L TiE
BENTWSILZHRTIVENHYFT,

BHREZRB-IEOICEBRATES220NA Ty FER FRODEIENTIN? TNENDER
FEETRRRZEZRTLET,

A EFVZIZL

B.72YvV 32X

C.O75vv071L

D.UVSY vy ITHVRTLR

E.EZ4>7)

EfE:CE(QAVREHKT D)

Reference:
https://www.enowsoftware.com/solutions-engine/what-are-your-exchange-hybrid-options
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Microsoft Exchange Server2019#8#iM\dH Y £9,

Microsoft Office 365E54 TRV 1) T a VEBALET,

Exchange ModernHybrid & 22 ZFFEEHRO KL EFE EERE T HFETY,
HESNEREDLHIZED2ODALK—F FEBRT ILELBY ETH? TATIOE
L BREO—MERLTLET,

I L WERIEZENTNIRS > FOBELAHY FT,

A EBRYO—

B.7x7L—Y3YvF3X b

C. FIEAZEFIAEDIEFE

D. Active DirectoryZ5 4 b x4 T4 LY ) —EX ADLDS)
E. DR

Eff:BE (I AV MEHEKT D)

Reference:
https://docs.microsoft.com/en-us/exchange/shared-free-busy

BNHI7EMS-203JfE REEE (L JPNTest.comizft St MS-203J5RERICEK T S LITRICILBF
9 ! JPNTest.com(3 45 & FHTMS-203J5EREIRESR 1=t L £9, JPNTest.com MS-203J5 ER il B
KFL5EHEINFEL, CETMS-203JEEDTA RI VD U EFITANET , FHRD
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adatum.comM 5 DEF A —ILDFEMEH -9 Office365V 1) 21— a3 V& H|ET LILEND
YFEI,

Exchange OnlineMExchange BBt U2 —M BT 5 L& HE8DHT D220V KR—FR2 b
FENTIN? TN ETNOERIEITLLGHBRELTIRTILET,

I B OLEREZAZNIRAS D FOMMENHY FT,

A BEHET 1L —

B. 7—4#8%kF51E DLP)KRY > —

C. RINLT4I)LA—

D.TILIzT7T4ILE—

E. DKIMZ £

T (EfREERLET)

Eﬁﬁ: 33

Microsoft ExchangeOnline7+ > kMY F9,

JE— b1 —H =T EFA—ILT HI 2 kFMicrosoftOutlookIZIBEML K3 ETHEIST—A Y
t—UERITMAEHMELFT,

DNSLO—FHPA—H—[CH LTELKFEREND L EZHRBIT ILENHYET,
ED2DODDNSLIA—RETRA T ABENHYFEITN? TN ETNOERIT, RRED—EZ R
LTUWET,

F I WERIEZENTNIRS > FOBELAHY FT,

A. autodiscover.outlook.com

. smtp.office365.com

. outlook.office365.com

. security.microsoft365.com

mooOw

. portal.office.com

IEf#: (EffZzRnLET)

Reference:
https://docs.microsoft.com/en-us/exchange/troubleshoot/administration/incorrect-settings
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Microsoft ExchangeOnline 77+ > kA% Y £,

SMTPZERALTRAF YU LIz FFXa AV FEBFA—INWTEETIAVITLIRRFvF—H
HUERT,

AExvF—MoA 23—y MIBFA—ILEIL—T 1 2T BIZIE_ Microsoft Office
365SMTPY) L—%# T AELAHY ET VI a—2a TR ARITIIDRFT Yy F—hoE
EESNEEFA—INDAEZITANDSLIICTIRENHY ET,
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ARV BEEDESICERT IVENHY EFITMN?EEZTHICIE, BEEHTENGA T3y
EERLFET,
I I OBEREENRENIRAS D FOMEENHY T,

Select your mail flow scenario

Specify your mail flow scenario, and we'll let you know if you need to set up a connector
Learn more

From:

Internet

Office 365

Partner organization .~
Your organization's email server

To:

Internet
Office 365
Partner organization

Your organization's &mall M@&mﬂ oft

1E fiz:



Select your mail fl@WScRiiaro

Specify your mail flow scenario, and we'll let you know if you need to set up a connector

Learn more

From:

Internet

Office 365

Partner organization

Your urganrzanﬂn S email server

To:

Internet
[Office 365
Partner organization

Your organization's email server
Reference:

https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/how-to-set-up-a-
multifunction-device-or-application-to-send-email-using-microsoft-365-or-office-365#option-3-
configure-a-connector-to-send-mail-using-microsoft-365-or-office-365-smtp-relay

BRE: 35

HE-DE%(Z1E adatum.com & contoso.com & LY 5 & RTD2 DD ActiveDirectory 7+ L X ~IZ
H—/N\—H BB I N TULVvSExchangeServer 201948#@iA % Y =9, #BICIX 50D A =LKy o
AY—N—E2DDIT YD PSS UARR— b H—N—NEFNTLET, Microsoft 365% E B

L . ExchangeOnlineZ#r L £ 3,

NATYY RA=ILFSVRKR— L EHRETDHFETT,

BRTCHERATAIVLELNH LY — K/I\—T 1 DCATIRAZDHEHET IDLENHY FT,
SFAZDR/NMULNS DTIM?

A.1

B. 2

C.5

D.4

Eff: A(Q AV RERKRT D)
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EFHE]: 36
Microsoft Exchange Server2019/\4 J1) w REREMNHY FT,
Get-HybridConfiguratona <> KL v h&ETT 5 ¢ ROFISTRIEHANRTEINET,

OnPremisesSmartHost

Features
ExternalIPAddresses

TIsCertificateName

FAOY TEO A Za—2FRALT RHITREATVSERICEDVTERAT— AV MERT
THEEDERKRERRLFT,
I DEREERENIRS O FOBENHY F£9,

T enable users who have on-premises mallboxes to access their archive
mailox in Exchange onling, you must modify the [answer choice] property. [ClenfAccessSernvers

Domains
Features
ExternallPAddresses

Depending on where the user mailbox is localed, 1o énable automatic Microsoft
Outlook on the web redirection to @lther the on-premises organization or  |[ClientAccessServers
Exchange Onling, vou must modifty the [answer cholce] property. [|Domains
Features.
ExtermallPAddresses

To enable users who have on-premises mailboxes to access their archiye |
mailbox in Exchange online, you must modify the [answer choice) )pe!ﬁ)ﬁ ientAccessservers

Domains

eatures

ExternallPAddresses

Depending on where the user mailbox is locatéd, to enable automatic Microsoft
Outlook on the web redirection.to @ither the on-premises organization or [ClientAccessServers
Exchange Online, you must imodify the [answer choice] property. |Domains

eatures

ExternallPAddresses

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/federation-and-hybrid/set-
hybridconfiguration?view=exchange-ps

Eﬁ:ﬁ: 37
User2&UserBMDT/INA ADY) E— b IA TE2ETTIRENHY T,
RDAXY REEITLET,



Clear-MobileDevice -id User2-Device -NotificationEmailAddress "admin@Fabrikam.com" Clear-
MobileDevice -id User3-Device -NotificationEmailAddress "admin@Fabrikam.com"& 7 /34 X T
AIARELFIA?EET SHICE, BAEEETEN G T a v ERRLET,

I WERIEIZENTNIRS > FOBEELAHY FT,

On the device of User2:

Alldata is deleted. @

Only email messages are deli@
Only email messages

ar, contact, and file data are deleted.

On the device of User3: | \\ -

nail messages are

Snly email messages—anddme[r@iﬁ@&@f d:data are deleted.

On the device of User2: @ -

AII data is deleted. # ?@
Only email messages are dele@
Only email messages g@ﬁlendar contact, and file data are deleted.

b 4

On the device of User3:

Reference:
https://docs.microsoft.com/en-us/exchange/clients/exchange-activesync/remote-wipe?
view=exchserver-2019

HBR: 38

contoso.com® £ B 22 % {# F 3~ 5 MicrosoftExchange Server2019#8#iA b Y £ 3,
contoso.comNEFA—ILT7 FLAKRY O—IE 7 FLRARY O—DRBRICRENTWS K SIS
BREhTWET,

rules delivery reports  accepted domains email address policies
receive connectors

+ i * 42

NAME Pmoﬁtw STATUS

Marketlng 1t Al Applied
- A¥ Applied

| Default Policy Lowest Applied




V=l T4 T A= LT RLRRY S—lE R—H T 4 VK S—DERICRRENET,

Marketing

Email Address Format

SMTP
Primary: John.Smith@contoso.com=" \licroso
Address 2 Jﬂhn.Smith@mgrkg_ting‘mnl‘dm.mm

Includes &~
Users with Exchange mailboxes,
in the following departments: Marketing

This email address policy has been applied.

RS A—LT FLAKY S—(E SR S —BRCERSNET,
Sales

Email Address Format
SMTP
Primary: %1g.%s@contoso.com

Includes Microsoft

Users with Exchange mailboxes,
in the following departments: Sales

This email address policy has been applied.
RDEARAT—RAVFZDWT RAT— A Y FHtrueDBFEIE [[FWNZRIRLET, ThLsD
BAIF [DORIERRLET,

I WVEREIZENTNIRS > FOBELAHY FT,



Statements Yes No

The user mailboxes of the rnafketing department will have an additional
email address that uses a SMTP suffix of @marketinggontdse.com.

The user mailbox of a sales departmentwser hamed Ben Smith will have
an email address of b.smith@cenioso.com.

All user mailboxes will have an email address in the
firstname.lasthame@contoso.com format.

1Efig:

Statements Yes No
The user mailboxes of the marketing department will-have an additional- e
email address that uses a SMTP suffix of @marketing.contoso.com.” ¥ * 7 *=F ®) g
The user mailbox of a sales department user named Ben Smith will have )
an email address of b.smith@contoso.com.

All user mailboxes will have an email address in the
firstname.lastname@contoso.com format.

Reference:
https://docs.microsoft.com/en-us/exchange/email-addresses-and-address-books/email-address-
policies/email-address-policies?view=exchserver-2019
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Microsoft ExchangeOnline 77 > k &7 > 7L = R MExchangeServer201 948D I1Z/\ 14 T
)y FRRANSHY £, 4> T L I XM, B DExchange Server20190—/\—MNEFENT
WET,

A2 TL = XM SMicrosoftiTEESINIZTRTDEFA—ILAvE—PDEENRNT S
Y FELE:

365,

A>T L 2 AMExchange—/\—DIIAEDHHEARSAIN TS LMY E L1z,
TELEITRCHEERRTIDENHYET , 2OV ) a—2 30Tl EBEEEZR/IRIC
Mz EBELAHYET,

AT I RMExchangeY —/N\— T 2T 2LENHY TTH?

A FLOWBCELRAELERLET,

B. AEFAZEDEHERETERLET,

C.EIRAZEERZERMLET,

D. # L ULVyL— FEEBARLRES CA)DEERAEZEMLF T,

FfE: B (A FERRT )
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Reference:
https://practical365.com/exchange-server/how-to-generate-ssl-certificate-request-exchange-2016/

BfE: 40

Microsoft ExchangeOnline 77+~ kM&H Y E9,

BHDOA—LNIVRFzov— MX)LI—FREX BFA—NAVvE—D%FTF 2 MIERET S
P—RKN—TFT DAy E—FETONSA A —FHLTULET,

Exchange Onlineh’ EX{EBEDEHDTDIP7 FLRAZHERLTEFA—ILE TR ITE
5 LEHERTIVENHYFET,

DIE=IERZET o2 EHN?

A. -EFSKipIPsS/INS A =2 —%FRATEHLSICA VNIV RFaRI 3 —%EBLET,

B. -EFSkipIPs/A\5 A =2 —%FAT 5L IIREARIEI—Z2XELET,
C.DMARCZEMICLZFT,

D.VE—rFAASEERLET,

IEfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-
mail-flow/enhanced-filtering-for-connectors
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BRI RALISFHFIAFRRTH—ENOEBO—ETY, P —XDZFEMICIE, BXS
N-BEZERT HAREDH LI IMEBOERENEENTVET, —BOERBE Y FMIFEHD
ELWMERENHDGEDNHY FI N MOERE Y FMIFELWMERENGMEELHY F
ERS

DLV aVOBERMICEZELEZRE, ZOEBERBICESAZLETEFEFRA, TOHE. ChoDE
BIZLEa—BEEICKRTINEEA,

RDEF*—IL KA A > EELMicrosoftExchangeOnline 7+~ kMHY FJ,

Adatum.com

Contoso.com

Fabrikam.com

NBOZEENT T FRADIA—HF—DoBFA—INAVE—DEZETEHIE TRATDAY
+—213@ contoso.comBEF A —IL KA UEFRALTERIESNET,

@ fabrikam.coOmBF A —IL AL VEFAL TA—HY—NEFA—IILEEIET D L MR
LENHYFET,

ERE A—ILT FLARY O—FERLET,

NIFERZERLTLEIN?

A. [FL

B. L\ %

Eff: (EfEZRTLET)


https://www.jpnshiken.com/q/38838-3137640/
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This would work in Exchange on-premise but you cannot create email address policies for user
mailboxes in Exchange Online.

B 42

FCOBEME RLCYSFTUAZRTTSH5—EQERMO—FH T, ) —XDEEMICIE, BRS
N-BEZXERTIAEEOHIBEBDOBRENEENTVET, —HOEBEME Y MMIITEHD
FELWERENHDIGENHY FTITH, MOEME Y FMIFELWERRENGWNEENHY F
v,

COEVIVOBEMICAZELZRIE TOBMICRSAZLETEFRA, ZTOHE. CoDE
BIZLEa—BE@EICRTINEEA,

Microsoft Exchange Server2019/\«4 J1) v RN HY FT, IR TOI—HF—A—)LRy I R
[EMicrosoft365 TR R kENFET , TRTHDEESMTPEF A —ILIX 4+ T L = XAMExchange#ll
MENLTIL—Ts2oTNFET,

TtEQEXA)TARY—TREH BEFA—NLEZFALTILDY b A—FESHI 22—y
FPOZEFBICEESNLGEVWLSICTILENHY FT,

XAV TAR) O —DBEREFH-TLIICERAZERT ILELHYFET,

fi#iR 3K Microsoft 365 5  ERAR) O—ZFERLET,

CNFERZERLTVEIHN?

A. [Ty

B. LMVZ

Eff: (EfEZRTLET)

You should create a Data Loss Prevention (DLP) policy.
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ExchangeOnlineT+ > FZEELFET,

Hy b A—N—8TE2FERAL T, 4> T L I RDMicrosoft ExchangeServer * — LR I X %%
TTHIEEFELTLET,

BOERETIDICIE BAEEETHVY MILELEREZNSET IRENHYET , VI a—
vaviE mMFHEDRAZHERTILELAHY EFT,

ED3DDIEREFETILENHY FIN? TN TNOERTELLGHERARZRRLETE
NZNDOIE LLERIFIARS > FOMEASHY FT,
ABFTUTUIRAA=ILR Y ADFuUllAccess 7V AR E AT LI RA—HF—TFTHoV
b MTargetAddress 7 O/\T 4 ZEEFT % 1= DWriteProperty 7 7 t A& 7]

B.1—H—A— LRV Y REEMNT 2TV TLIAA—ILRY I RAT—EAR—=X([ZxT B
Receive As7T VAR & AT LI RA—YF—TFHD 2 bDTargetAddress TA/NT 4 # &
B3 5 1= DWriteProperty 7 4 £ R #F1]

C. 7> 7L = RExchangeffi##i M Active Directory KA 4 > H—E X ADDS)D KA A VEBES
IW—TAN—

D. &84 > T L I RA—)LRy I RIZxT HFullAccesstERR
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E.1—H—A—)ILRY I RERIMT BA LV TLIRAA—ILRY I RAT—ER—XIZXT B
ReceiveAstER
IEf#: (EfEEzRTLET)

https://docs.microsoft.com/en-us/exchange/mailbox-migration/assign-permissions-for-migration

B 44
INT Y WY T+ ILE—%EF L L\ MicrosoftExchangeOnline T+ > FAH Y F£3,
FLOARTY Y I VT EERT DBERHYFET , ZOV)2a—>30THEH 2—F—H
TN F—ICEFA—LEEELTERBEZERTELILSICTILENHY FT,
EDIDDT7YLavEIRBICETTALENHYFIMN?EETSHICE EYGaT LY b
ZaAIURLY FOYR A SEZERHICEHL ELWEFTERELET,

Actions Answer Area

Assign an Exchange Online license.
Create a public folder mailbox.

| Create a public folder.

O

' Create a Microsoft 365 group. ‘ %

Create a shared mailbox.

| Mall enable the publ:c folder

— — S — . | =

Set an emaul address on a pubic folder.
IE fiF:

Answer Area

Create a public folder mailbox.

Create a public folder.

Mail-enable the public folder.

Wil Tl T aTel st o
NSt

1 - Create a public folder mailbox.

2 - Create a public folder.

3 - Mail-enable the public folder.

Reference:
https://docs.microsoft.com/en-us/exchange/collaboration-exo/public-folders/create-public-folder
https://docs.microsoft.com/en-us/exchange/collaboration-exo/public-folders/enable-or-disable-
mail-for-public-folder
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Microsoft Exchange Server2019#E#5i# EBRL E T,

TRTOFLVWA LRI RADA—HF—IEANRRERETETLEVLSICTILENHY F
ER

HET-FAZET o EM?

A. ExchangeBEt 2 —M b FHLWREIZIY B TRY O—FERLET,

B. PowerShellh 5 New-Ro1eAssignmentPolicya~< > KL v F&#E{TL .,

-isDefault/X5 A —&2 —

C. ExchangeBEBt 2 —mio FHLWREJIL—TEERL, ZORETIL—TE KA 01—
HP—CEYETET,

D. PowerShellh 5 New-RoleGroupa <> KLy FEETL,
-CustomRecipientWriteScope/\ 5 A —4%2 —

Eff:B(QA Y FEREKRT D)

Reference:

https://docs.microsoft.com/en-us/powershell/module/exchange/role-based-access-
control/newroleassignmentpolicy?view=exchange-ps

B: 46

HE =Dt (21X Microsoft Exchange Server2019/n4 J'1) v RERAAH Y £,
BELICIFEABHMEALNHY F£9,

BHEHFADITRTOA YT IR A—)LRY Y X EExchangeOnlinelZBET 2 HELAH Y F7,
BEREOXRBA I, S/ F—RY I 710 v IRV DVPEGVERIZEET ILELH
YEFT,ZDE . ROAEBICEBHEZTTI ARELHYFET , V) a—aviE TV ka—
F—~DREAEZH/NRICIMNZ ZVLENHYET,

HEEIERADCAETRETIN?

A. New-MoveRequesta <Y > FL v FEE{TL Remote/N\T A —42 —%IEET B2 RV ERYT
Da—J)LLFETF,

B. New-MigrationBatcha < > KL v k%317 L  MoveOptions/A\T A —2—ZFELE T,

C. New-MigrationBatcha<w > FL v & 3%E1T L  CompleteAfter/N\T A —2—ZEELFT,

D. £EERMN22:00IZIZEAEDA—ILRy I RZEZBEHL AEHD000IZEYDA—ILKRY I R
ERET DRI T NEERLET,

EfE: (EREETLET)

Reference:

https://docs.microsoft.com/en-us/powershell/module/exchange/new-migrationbatch?
view=exchange-ps
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Microsoft Defender for Office 365 Z{#F9 % Microsoft Exchange Online 73+ > kH&®HY £7,
ROBEWZEFHE=T Policyl EVWSEFDHLVRELRF T 7ML R O—EERT IBELND
Y&EI,

RETT7ANEECEFA—N A vE—PFICICEREL RETI7MILETL—RKRILEICE
EMAFET RF Y IONET LD M T77MILEBRTLET BEOHIRF 771 L &R0k
LET RUI—1ICRLTEDT I avEERTIBLELHY TTH?

A.JOovy

B.E=-42—

C. Efft

D. BIRIEL(E

IEfE: (EffEZRELET)

BfH: 48

B 1= D=1t (ZIEMicrosoftExchange Server2019#8#iM Y 9,

Haf=lE SHOMBRFABHFADA —ILRY I AOFFBFR—IL FEEELTVET,

UserlE WS ARTIDI—HF—DA— LRy Y A TEHFRBHR—IL FEBREMZHE >TSS EhbHnY
F LT,

User1tMD * — )Ly 9 RIZEHEDERIRA—IL FEERELIzD, 8L UV DRBAR—IL FERNEIZE
NENZEHERETILELNHY FT,

ED2DODTV L aVERTTIMENHYFEIN? TN ETNDOERIT BREO—EZRLTL
Y,

F I WERIEZENTNIRS > FOBELAHY FT,

A. ExchangeBEt 4% —MmM5 A > F L —ReDiscovery andHoldL7R— F ZE{TLE T,

B. PowerShellh 5 _ Get-Mailbboxa v > KLy FEETLET,

C.ExchangeEEBt A —Mb A=Ky IR TEDRBRBLR—FEETLET,

D. PowerShellh 5 | Get-MailboxStatisticsa~<¥ > KLy hE#ETLET,

Ef#: (EfEZRTLET)
https://docs.microsoft.com/en-us/powershell/module/exchange/get-mailboxstatistics?
view=exchange-ps

Eﬁ:ﬁ: 49
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contoso.com [TEESINIZEF A —IL A v t—Th Contoso Connector #FH THEUE SN LN
EhbvmY ELT,

contoso.com [ZEE SN BT R TDEF A —/LH Contoso Connector BHTEIESINSD KL SICT
PILENHYET,

EDARVIBEEERT DBENHY FIH?

AV—TFT42T

B. a7« R

C.axV2MDFEA

D. A7—% X

EfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-
mail-flow/set-up-connectors-for-secure-mail-flow-with-a-partner
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FCOBEREI RLOFVAFRRTHI—EOERO—EHTT, D) —XDZERMICIE, BRS
N-BEZERT AFREEDCHLIHMBEDERENEENTLET, —HOERBE Y MMIFEHD
ELWERRLNHHEENHY FITMN MOEME Y MZIXELWERENGTMEGENHY F
ERS

DLV aVOBERICEZE LRI, ZOEBERBICESAZLETEFEFRA, TOHE. ChoDE
BIELEa—BEREICRRTINELTA,

Microsoft 365E5H 7 XV 1) T avhhH U ET,

User1 & LVS & BTN 1—H —hHMicrosoft365tF 1) T4 2 A —M o DEELKR— FEHRT
EBREEERITHIVNELAHYET, Userld EXa12 ) TABEBEUA—DODAYE—DF
L—RTELVWELIICTEILELHYFET,

ERR X)) T EEBZDEE ZUser[TEIYHETET,

NIFERZEZERLTLEIN?

A. [EL

B. LMMZ

IEfR: (EffZzRTLET)

Security Administrator can view the audit reports but cannot create a message trace.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/message-trace-scc
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FCOBEREI RLOFIVAERRTS5—EOERO—ETT, D) —XDZERMICIE, BRS
N-BEZERT LAREEOHIMBDBRENEENTLET, —HOERtE Y MIFEHD
FELWERENHDBZBENHY FIH MOERBEY FMIEFELWVEFERENGMZEENHY F
9,


https://www.jpnshiken.com/q/38838-3137649/
https://www.jpnshiken.com/q/38838-3137650/

CDEIaVOEMICEAZ LRI, ZOEBEMICRSZLETEFEFRA, ZTOHR. CAoDE
MIELEa—BE@EICRRTINELA,

contoso.comé& W3 ZRIDEF A —JL kA A U & EHT HMicrosoftExchangeOnline T+ > FhdH
YEI,

TRTDA—YH—DRDIRYEZRTTELGVELSICTILENHY FT,

REFFDRIE Zfabrikam.com&E WS BHIDEF A —IL AL VITEELET,

adatum.comE WS BHIDEFA—ILF A/ VIZEERIEZEIELET,

DV 21—2a TR ITRTOI—HF—DLTEFORELHIHREEZAI V2—F Y LDt
DEFA—IFAAVICEBETELLIITTEIRENHYFT,

fRIRER 2DDHEBFRY O—ZERLET,

NIFEEZERLTOVEIMN?

A. [ELy

B. L\ %

Eff: (EfEZRTLET)
Reference:

https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/remote-domains/remote-
domains

B 52

FCOBEME RLCSFTUAZRTTH—EOEMO—EHTYT, OV —XDELEMICIE, BRS
N-BREZERTIAREMEOHIIMEOERENSENLTVET, —BOEME Y MMIIFEHD
FELWERENHDZENHY FIH MOEBERBEY FMIFELWVEFERENGMEENHY F
£l

COEVIVOBEMICEELZZRE TOEMICRSAZ LI TEFEFRA, ZTOHRE. ChoDE
MIZLE a—E@EIZRTINEETA,

contoso.comé& LND BRIDEF A —JIL kA A > ZFEHT HMicrosoftExchangeOnline T+ > kh' %
YET,

TRTDA—H—DRODFIRVEZRTTELGVELSICTIRLELNHY FT,

THERFDIRIE Zfabrikam.com&E WS BRIDEF A —IL AL VIZEEFELEFT,

adatum.comE WS BHIDEFA—ILF A VIZEEFRIEZEIELET,

DV 21—2a TR ITRTOI—HF—DLTEFORELETHREZI V2—Fy b LD
DEFA—IEFALVICEETEDLLSICTIRLELHYFET,

ARE TIAILEDYE—FRASVEEBRLET,

CNIFERZERLTVEIN?

A. [T

B. L VR

IEfZ: (EffZzRLET)
Reference:

https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/remote-domains/remote-
domains


https://www.jpnshiken.com/q/38838-3137651/
https://www.jpnshiken.com/q/38838-3137652/

B RE: 53

User1 & WL\ S BRTID A —H —ZF S Microsoft3657F > LAH Y £,

User1(d ., Microsoft Outlook forWindows TA —J)LTO 7 7 A JLZBRTEH N ERELTLVET,
Userll, BF—ILY—N—~DIESILEIN-EREFATETREA IEVI IS A yvtE—CF
ZI(+HE Y 3, User1lZMicrosoftOffice 365 Enterprise F35 4 £V AMNEIY HTHNTHY  Web
EDOutlookZFERA LT UserMD7 AV MO BFA—IIAYE—DHFEREETESII L EHER
LF9,

User1HOutlookIZIEEICHEHRTED L MR TIVLELNHY FT,

BRI ZET oREN?

A. Office365H M MicrosoftSupport and RecoveryAssistantZ=E{TLE T,

B. Office 365ProPlusD 4 Y X b—ILE 7Y T4 TILLET,

C.UserIZE|YEToN-51t REEEBLET,

D.UserlMa v Ea1—32—[ZHLWIBAZEZASA VXA —ILLET,

IEfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/exchange/troubleshoot/outlook-issues/encrypted-connection-
unavailable

Eﬁ:ﬁ: 54

HEShEEEYR— L HIRBHERLT AT I T4 LEDY Y a—2 3 U EHET
BENHYFET,

HE-FEZEEDLEIHN?

A. MicrosoftSharePointt 4 kD A—)L Ry I X

B. Office365% JL— 7

C.VY—RA—=)LiRY I R

D.NTYv YT+ IWLE—DLT) A

FfZ:B(a AV LEHEKT D)

Reference:
https://docs.microsoft.com/en-us/exchange/collaboration/public-folders/migrate-to-office-365-
groups?view=exchserver-2019

B f: 55

REA =) EEBHTATL BLVEIREATATLEZRET A-OOREMNESHZH-T Y
J)a1—SaVERETIRENDYFT,

FATIADEDHAREFR) O—EREXTORNBUFTNL DTYMN?EET HI(CIF, BEESE
THEUGA T avEBIRLET,

I OEBRITENRENIRS > FOEELHY £,


https://www.jpnshiken.com/q/38838-3137653/
https://www.jpnshiken.com/q/38838-3137654/

Retention tags:

Microsoft

Retention policies:




Retention tags: v

Retention policies: \ 4

BEfE: 56

Microsoft Exchange Server2019#8#im &% Y £ 3,

A=URY P RAY—N—IZT Yy OHB TR )T avaEA VR— b ARENHYFET,
EDAT LY FEETTIRELNHYEIHN?

A. New-EdgeSubscription

B. Set-TransportAgent

C. Set-EdgeSubscription

D. Start-EdgeSynchronization

Ef:A(IA U LERKRT D)

Eﬁ:ﬁ: 57

v kD —2I121% contoso.com & LY S A RIIMDActiveDirectory 7 4+ LR FAEFENTIVET,
Microsoft 365% =% L Microsoft ExchangeOnline—E X #FEAT S EFETELTWVET,
TRTDIVZAT7o bV Ea—2—rBEMRHEZ#EA L TMicrosoft365IZ#E#ii TE 5 & &

RYTDIMENHYFET,
EQLI—FZERTHIVEAHYFIN?EHET SHICE, MBEBETEIGA T 3 U ERR
LET,

T VEREEZNRTNIRS D FOMEELIHY FT,


https://www.jpnshiken.com/q/38838-3137656/

Record Type: v

Host(A)
Alias(CNAME) -

10D

Target:y v
autodiscover.contoso.com
autodiscover.outlook.com
autodiscover.office365.com

1E fiz:

Record Type: v

Target v
autodiscover.contoso.com
_|autodiscover.outiook com
Mat cover.office365.com

Reference:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/external-domain-name-system-
records?view=0365-worldwide

BH: 58

Microsoft Exchange Online 77 > b &4 > 7L = XM Exchange Server 2019 ## D12/ 14 T
)y FEREMASHY £9, BRIZIE, Server1 & LV5 &AM Exchange Server 2019 —/N\—MW&F
hTWET,

Server1 21X, SMTP 7B kO JLIZ/NA > R& iz Certl L WS LZRIDAKIEAZELAH Y F

9, Cert! (TG CEARUINICARY FT,



Cert1 % _RBIDARIGEBAHEES (CA) Hh 5D Cert2 E WS ZRTDFH L WGIBAE(CEZH# X £ I, LA
E#ETHZ =% Server1 & Exchange Online 77 > FEIDEF A —ILEENKKRT HZ EMN
HhhyYELI=,

AVE—UHEBICEEINSIILZHRETILELNHY FT

Server! T[Z 3 AWENH Y £IH?

A GIRAEZHMER L, TV RR— Fage i EREZSOHET,

B. MSExchangeTransport Y —E X Z BB L E T,

C. BCEALRABHAEZX SMTP O FaLIZNNA > KLET,

D.NATYVy FERI 14— RICRYET

Ef:D(AA bERKT D)

BM: 59

Microsoft Exchange Server2019#8#imn & Y £3,

a—4H—I&_ Microsoft Outlook2019%& A L TEFA—ILICT VR LET,

A—H—E A=Ky I ZABRFHLWVI—F—RAICTOE D3 =viashdé HLLVIA—H—
AT A—/NILT7 FLRYR M GAD IZRRENSETICHBRHOBELHHEHELTLET,
Outlook on the webM 5 . A —H—([FGALTH L W1 —H—%F CIZHERTEFET,
Outlook2019MDGALIZ#FHT L WA —H —NRREINDE TICHMSEERET IVDENHY F
ER

HET-FAZET HEM?

A TIHILEDA—=ILT FLRARY O —2FEBLET,

B. &&/R)— ABP) & LTHERRLET,

C. Update-GlobalAddressLista ¥ > kL v FZRITTHDRATVa—ILEN-2 XV ZHERLEF
ERS

D.A75427 FLR OAB) RS Da—ILEEELET,

IEfE: (Efgx R LFET)

Reference:

https://www.howto-outlook.com/howto/oabupdate.htm#syncschedules

Eﬁ:ﬁ: 60

Microsoft ExchangeOnlinet* 7 X4 1) 7L 3 UhH Y £7,

IR TDAndroidT/31 AHExchangeActiveSyncZFH L TEF A —ILERHPTETLHNESIZT
BHENHY FT, DT/ A RIL ExchangeActiveSyncZ R L TEFA—ILZRPTES &
JNTTIREAHYFT,

fAIZESNETIMN?

A. data loss prevention (DLP) policies

B. Exchange ActiveSync access settings

C. device access rules

D. mobile device mailbox policies

IEfE: (EfEZRTLET)


https://www.jpnshiken.com/q/38838-3137658/
https://www.jpnshiken.com/q/38838-3137659/
https://www.jpnshiken.com/q/38838-3137660/

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/new-activesyncdeviceaccessrule?
view=exchange-ps

B 61

Microsoft Exchange Server2019#8#ih Y £9,

O 2T >YIZFabrikamg & UConfidential & LS BEEEMNEFENTULVSIHEE  User1 & LY BAHID
A—HF—DA—IRYIRDAVTUIYDNEIRENLGVESITTEILENHY FT,
BRI ZET oREN?

A. User Z#fEHEEEO— LY IIL—TIZEMLET,

B.UserM* L d— FEBEEO—/)LYIIL—TITEMLET,
C.A—IRYIRBREA—IRYIRL VR— IV RR— 2BV ETET
D. A*—)LiRy Y RBEFRELE)—HILKR—IL FOEBEEDO—)LZEUser [ZE|Y HTET,
EfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/holds/holds?
view=exchserver-2019

AHITEMS-203J I REEK [LJPNTest.comizff St MS-203J5HBR [CEHE T H Z LITRICILBF
9 ! JPNTest.com(d 5 & #TMS-203J 5 EREIRESR Z 1=t L F£9, JPNTest.com MS-203J5 ER il B
KEFLS5EHSNFL, CCTMS203JMEEDTA CI VOV EFITANE T , RO
7 9t X _https://lwww.jpntest.com/shiken/MS-203J-mondaishu 896f5, 3 0% « R A

;. 4Rl EISIa— F: JPNshiken

BE: 62

Microsoft 365 E5 X0 ) T avhh Y £,

A—HY—DNEFA—N A VvtE—VENBORZEBITEEFELLIETEHE RDITFT— AytE—D
MRREINFT , ANLEFEELTVLERODLHY MENCA v E—DFFEET S EEIEFA
SINTWEBA, A—IILEBEICHAVWEDLE TSN, UE—F —/1\—HM15 '5505.1.8 74
TRAMEBINFLE EEEEENELLHYFLEA NREINFEL, A—F—D2NEDZIE
FBICEFA—NWEREET I LEZHRBTOIDLENHYET,

HEzFMETEIREN?

A.Exchange BBt 2 —D70 3>y o4 —

B.tXalT4&aAVISATUREBEE U A—TOERER
C.txXalT4&aAVISATUVREBE U A—DT—2BKBIE

D. Exchange Bt A2 —TDaAVTS5A4 7 RAER

IEfE: (EfEZRTLET)


https://www.jpnshiken.com/q/38838-3137661/
https://www.jpntest.com/shiken/MS-203J-mondaishu
https://www.jpnshiken.com/q/38838-3137662/

Eﬁ:ﬁ: 63

User1 & LS & RITD 1 —H— % & MicrosoftExchangeOnline T+ > kAAH Y £,

UserlIZI& 30BRIZZE LA A Vv E—DFHIBRT H2REBR) O —NHY FT,

User (ZREAKIRZEY 11— —HDTEOHMILZE LA A vE— D2 RFTILELNHY F
ER

UserMDZE LA Ay E—DDNEZ —FHIC—FHELET IBENHY FT,

ARV REEDESICETTIRELAHY EFITM?EEZTSICIE, BEEHTHEY G T3y

#ERLET,
I WLWERIIFAFNIRAS Y FOBIELHY F5,
V¥ "Userl" v
Set-CASMailbox ~-ECPEnabled $true
Set-Mailbox -ElcProcessingbDisabAéd 8 uef{
Set-OutlookProtectionRule -RetentionEnabled S$Strue
Set-RetentionPolicy -RetentionHoldEnabled $true
1E fiZ:
¥ "Userl"™ v
Set-CASMailbox ~-ECPEnabled $true
Set-Mailbox “ElcProcessingDisabled $true
Set-OutlookProtectionRule -RetentionEnabled $true
Set-RetentionPolicy ' -“RetentionHoldEnabled $true
Reference:

https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-
management/mailbox-retention-hold

Eﬁ:ﬁ: 64

Microsoft Exchange Server2019#8#iMdp Y £9,

User&EWVWSBRIDI—H—IZ FTIVAR—FIL—ILEZERE I UVEERT SHEEZIRIT 210
ENHYET,

Userl# ENEBO—)LTIIL—TFIZEMT 2BENHY EFITMN?

A DVTSATUORER

B. —/\—&#

C. iCixEHE

D. BiEEHE

EfR: (EffZzRTLET)

Reference:
https://docs.microsoft.com/en-us/exchange/records-management-exchange-2013-help

Eﬁ:ﬁ: 65
Microsoft ExchangeOnline 77+ >~ kM &H Y £,



https://www.jpnshiken.com/q/38838-3137664/

14 T L —ReDiscoverylREZETTIVENHYET V) a—a v ROBHEHEE-TY
ENHYET,

CEEHEXRETR/NRICHZAET,

CINTY YD ITANTEA—LRY Y AOBEAERRLET,
MUTL—RKR—ILREFERAL T BERBERERBICLET,

Microsoft 3653 > TS5 A 7 VAU A —TRIZTRETTHN?

A MEIDREBETN TN Y I I NE—EA— LRI RERERL  TOHRREA VT L—RKRHE
IZLET,

B.&R#MINTY I ITANFERELTH L HEREAVTL—RARBIZLET , RITA—IL
Ry I REBRL BREAVTL—RARBICLET,

C.IEMRERTNTN VI IANFEA—NRY I RERERELEFT BRENTTLEL BREE
LA—IWRYIRENTY Y T NE—DHEA 2 TL—RARBIZLET,

IEfE: (Efgx R LFET)

Reference:
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/ediscovery/search-public-
folders?

view=exchserver-2019

Eﬁ:ﬁ: 66
Microsoft ExchangeOnline7 7+~ kMY F9,
A—H—([F BENDAVE1—F—h5WebEDOuUtlookM S5FF T 7 A ILERRTEHIERE

LTULET,

Outlook Web AppR ) —IZ(F RDBENHY FT,
ClassicAttachmentsEnabled : True
ReferencelAttachmentsEnabled : True
SaveAttachmentsToCloudEnabled : True
MessagePreviewDisabled : False

ForceWebReadyDocumentViewingFirstOnPublicComputers ¢ False
ForceWebReadyDocumentViewingFirstOnPrivateComputers : False

ActionForUnknownFileAndMIMETypes : Block
OWALightEnabled : False
ForceSaveAttachmentFilteringEnabled : False
ConditionalAccessPolicy : ReadOnlyPlusAttachmentsBlocked

A—H—ABEENDIVE1—F—mH5WebEDOutlooklIZ7 I RFT B EEIZ FFT7AMILER
RCELHILZHRT OIDENHYFET,

AX YV REEDESICETIADELAHYFEFITMN?RETHICIE EBZLY 7 TEYGA T3
VEERLTLESL,

L UDEBIRIIEREFNIRS > FOMELAHY F£9,

Set-OWAMailboxPolicy -identity OwaMailboxPolicy Defdul v v
-ActionForUnknownFileAndMIMETypes Allow
-ConditionalAccessPolicy False
-ForceWebReadyDocumentViewingFirstOnPublicComputers ForceSave

-MessagePreviewsDisabled ReadOnly
-OWALightEnabled True



https://www.jpnshiken.com/q/38838-3137665/

1Efig:

Set-OWAMailboxPolicy -identity OwaMailboxPolicy-Default v v
-ActionForUnknownFileAndMIMETYpes Allow
-ConditionalAccessPolicy False
-ForceWebReadyDocumentViewingFirstOnPublicComputers ForceSave
=MessagePreviewsDisabled ReadOnly
-OWALightEnabled True
Reference:

https://docs.microsoft.com/en-us/powershell/module/exchange/set-owamailboxpolicy?
view=exchange-ps

BE: 67

BT UNO— RENBZETEHLLEEIN, O—KLEL SHRES S avICEL I EMNT
FFET, CNICEHIMIDDEZELHY  FEFEIETEAD TR FERMNSE LI ERA,
[RAN]RAZ ODMERAREICE >z ENE V) v I LTIHREI > aVIZ79EALEFET , D
U A T A TRETC—EDFIRVEERTLET  (FLAEDHEELS A TIRELREL
KOICHATEEITH, —EBDOREE Q E—LBEYTIT s48WebH 1 bADIBEIRES: &) (XE%
FtEARARETT,

RAT7V T FHRTHAIN TSI Z RV EZRTLEBRICEDVDTLET , EVMEANIE,
RRADEEDESICERT ONIHETEHY FHA, TNEZEREICEFTTDHE . TDEIRID
gLy L EERBTEET,

SROBRBIEEMCEEINTOVERA, CORRICIE TTTILEDH LTI RHIEHH L5
ERHYFET EIRERTITIDIIRHELGLETORMEERTEET, =72 L 1BHE S =I5
RIZZRELUVHBROMDITARTOEI Va3 VERTTELLOIC HEIZEDICEET LINE
n"HYFET,

FHRRATRANREZ D EI )y LTHEEEZEETHE  FIRICRLIIENTELRNI LITEEL
TLEEELY,



ExamUser

WEIZIELT ROBTA VERBERZEZFERALET,

A—HY—ZFZANTBIZE [VA A VIRV I RICh—YILEES  TOA—HY—ZFI )Y
LFET,

NZAT—=FZEARNTBICIE [NNRAT—FDAARY I RIZA—YVILEBEE TOINRT— K%Y
w9 LET,

Microsoft 3651 —+H—4% admin@abc.com

Microsoft 365/% 2 7 — K XXXXXX

Microsoft 3657R— 2 LA T 5 D —IZIEEIZHAAENLZMES (L CriF—ZB LA SKF—
LT HLWISOY =2 T TCR—FIILEBHRAAHLET,

UTOERIE, iy R— DA ZEHELTUHET,

FIRADREZ A XXXXXX

contoso.comé& LN ARIDIHBN O ZIE LT ARTOEFA—INA vE—IUMNTLSZFERA L T
FIEEINTWNS I LZHERTIVLELHY FET,



ZDRRYERTT BIZIE Microsoft3658HEE 2 —IZHA V1V LET,

1E fi#:
Navigate to Mail flow in the Exchange Admin Center, > Connectors. The Connectors screen

appears.
Click +Add a connector. The New connector screen appears.

New connector

Specify your mail flow scenario, and we'll let you know/if you need to set up a connector.

Connection from
) Office 365

) Your organization's email server

) Partner organization

N % r
Microsoft

Connection to

Under Connection from, choose Partner organization.

New connechidﬁ ICFOSOT1 ft

Specify your mail flow scenario, and we'll let you know if you need to set up a connector.

Connection from

) Office 365

) Your organiZation'siémaiseryer

®) Partner orgamization

Connection to

o

Click Next. The Connector name screen appears.




Provide a name for the connector and click Next. The Authenticating sent email screen appears.
Choose one of the two options between By verifying that the sender domain matches one of the
following domains and By verifying that the IP address of the sending server matches one of the
following IP addresses, which belong to your partner organization.

Click Next. The Security restrictions screen appears.

Check the check box for Reject email messages if they aren't sent over TLS.

Check the check box for Reject email messages if they aren't sent from within this IP address
range, and provide the IP address range.

Click Next. The Review connector screen appears.

Review the settings you have configured, and click Create connector.

Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-
mail-flow/set-up-connectors-for-secure-mail-flow-with-a-partner

gﬁ:ﬁ: 68

Joni Shermanld_ Windows107 /34 X £ ®MicrosoftOutlook”Z 54 7 > hHHEEI L AE LN ESRE L
TWET,

MED LS IV a—Ta VT ETIDELHYET,

T34 Ahvi5  Microsoft Remote ConnectivityAnalyzerZ# 28 L 9,
RIZAZEZETT IBENHYFTIMN?

A. ExchangeActiveSyncT X k

B. Outlook#&#t 7 X b+

C.H—ERT7HOVrT7HVEATAbE

D. Office365% 5 4 7 > ~ F®MicrosoftSupport and Recovery Assistant

Ef#: (EfEZRTLET)

Reference:
https://www.sherweb.com/blog/office-365/microsoft-support-and-recovery-assistant/

Eﬁﬁ: 69

Contoso_ Ltd, & LV5 &RIMDE1EZ(d_ contoso.com& LN &RID K A 41 > Z{E AT bMicrosoft
ExchangeOnline 7R Y Yy T avhdHyUET,

Contosold, A.DatumCorporation & LN BETD/NA— hF—E LA L TLVET, A.Datumic
[, adatum.com& LN S &HID KA A > & #EH9 HExchange Server2016#8#iA Y F£J,
Contoso® 1—H —HADatumD 1—H— L Z ERFHIBERZEZHZBTELILSICTIHLENHY F
9,

HEEIEENENDORXHD-DICAZEZTRETIHN?EET HICIE, AFEHE TEYGA T 3
VEBEIRLET,

F L WERIIZENRENIRAS > FOBELHY T,


https://www.jpnshiken.com/q/38838-3137668/

A.Datum: v

Configure Microsoft Azure Active Directory Connect

Create a federation trust between Exchange and Microsoft Office 365
Establish identity federation by using Active Directory Federation Services
Create a sharing policy

Contoso: v
Establish identity federation by using Active Directory Federation Services

Configure Microsoft Azure Active Directony.Connect
Create an organization relationship i

S g L+
Craate a federation trust batween Excharar:;a d Mnlnlgkiﬂ%?ﬂg l i

A.Datum:

Configure Microsoft Azure Active Directory Connéct

Create a federation trust between Exchange and Microsoft Office 365 I
Establish identity federation by using Active Directory Federation Services
Create a sharing policy \ S

Reference:
https://docs.microsoft.com/en-us/exchange/sharing/organization-relationships/organization-
relationships

EFDE]: 70
R G B % 1-9(21% FabrikamProject/X T w9 D+ L —DABRZHANT 2HELNH Y
9,

EDPowerShellav > KLy hEETTLILELNHYETM?

A. Get-PublicFolderScaciscics

B. Get-PublicFolderltemStatistics

C. Get-PublicFolderMailboxDiagnoscics

D. Get-PublicFolder

IEfR: (EffZzRTLET)

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/get-publicfolderitemstatistics?
view=exchange-ps

Eﬁ:ﬁ: 71
ROBTRIZTT & 5 I12# A S t=CarParking DistributionGroup & LN 3 ZRIDER Y IL—THH Y
9,


https://www.jpnshiken.com/q/38838-3137670/

= 3 Machine: EX01.Contoso.com

[PS] C:\>Get-DistributionGroup carparking |FL

PSComputerName : ex0l1l, contoso.com

RunSpaceld : a23089ce-ce35-4f3c-blcc-fbbBc3ccd4Ba
PSShowComputerName : False

Universal

: "Cay Parking Distribution Group-11504232075
BypassNestedModerationEnabled L False

ISDIRSviced : False

Man Y : {Contosoc.com/Users/chrisadmin}
MemberJoinRestriction : Closed
MemberDepartRestriction : Closed
MigrationToUnifiedGroupInProgress : False

ExpansionServer

FAYTH I AZa—2FALT RISRENTVSERICEODVTERT— AV MERT
I HEEDERKZEZRRLET,

ANSWer Arca

Users [answer choice). [can add their own user account to Car Parking Distribution Group
jed riang C ) Gr ||
are added automatically to Car Pafiiing Distribution Group when they sign in to their mailbox
The membe { Car Park ] AN remove thelr own user account from the qroup
Distributiont Groun [snswér choicel lcan oaff be remioved from the group by a group owne
330 0y bd removed from the qroup by an Exchange administra
Efi#:
LM
Answer Area
Users [answer choice]. [can add their own user account §8€ar ParkingDistribulion Group
oy jded 3 Dhs 158 /[ WY ]
arc added automatica ar Parn ! they sagn in t mai't
The membe t Car Parking [can remove thoinoWhn defaccount from the group
Distribution Group [answer choice) an ondy, b e moved trom the group JOUD OW I
ey O ved © he g Qe AoMinistra

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/users-and-groups/set-
distributiongroup?view=exchange-ps

B 72
RDORIZRT 1—HF—%F ST Microsoft365E5TF > bdH Y E£ I,

N;emher of

Sales

Managers

RDBERIZERT & 312 contoso.comE WS AFIDY) E—FFAASAADARI ZDHY FT,



Mail flow scenario
From: Office 365
To: Partner organization

Name
TLS to Contoso

Description
None

Status

Turn it on after saving

When to use the connector
Use only when I have a transport rule set up that redirects
messages to this connector.

Routing method
Use the MX record associated with the partner's domain.

Secu'r"i"c:yhfé'sftr.iiétibns
Always use Transport Layer Security (TLS) and connect only
If the recipient's email server has a digital certificate.



ROBRIZRT EDBE RS VRAR—FIL—ILDEHY ETT,
new rule

Name:
TLS to Contoso

* Apply this rule if...

x A recipient's domain is... ~| 'Contoso.com’
and
x The subject or body includes... v/ 'Confidential’

add condition

* Do the following...

Use the following connector... ~| TLS to Contoso
add action
Except if...
x The sender is a member of... +| 'Managers'

add exception

Properties of this rule:

¥ Audit this rul& with severity level:

VIT T IVIICTOSOI L
User1ld, Confidential& WS BEZSLHBDEF A —IL A vt — T Zuser3@contoso.com|Z %
ELET,
User2l& #iLWWWR— FDHEREHFEDEF A —ILA v t— P Fuserd@contoso.comITiEE L E
T AVE—VDARXIZF WELEWVSIEENEENTLET,
ROERAT—ERAVRZDWT RT—FAY EHtrueDIGEIL [ITWEBRLET, ThUND
BRIX [WWR]IEBIRLET,
T VOVBREFAFNARAS D FOMEENHY FT,

N A - Statements Yes No
All email sent to contoso.com is TLS-encrypted.

The message sent by Userl uses'the TLS to Contoso connector. O ®

The message sent by User2 uses the TLS to Contoso connector.

1F fiZ:



Statements | Yes No

All email sent to contoso.com is TLS-encrypted.

The message sent by Userl uses the [LS to Contoso connector.

The message sent by User2 uses the TLS to Contoso connector.

Reference:
https://docs.microsoft.com/en-us/compliance/assurance/assurance-encryption-in-transit

BHiE: 73

contoso.com & LY 5 & RilMMicrosoftExchangeOnline T3+ > kDB Y ET,

fAIADD LI—H—Ah_ fabrikam.com& WS BRID R DEH DI —F —ITEESNF-BFA—IL

A yE—TIWinmail.datDFF 7 7 A ILAEEN TS EHREL TLVET,
fabrikam.coma1—H—A\Winmail.datiZ{F 7 7 A LEZZIELLBWVWK S ICTIDLELHY FT,
HETIEMET HIREN?

A. TNEFEnabled/35 A —5 —A'$ FalselTBREEN TSV E— M FASMVEBRLET,

B. validationRecipients/ X5 * — 4 —hicontoso.comIZERESNT WD T I b\ Koy 2 —
ZIERLEFT,

C. validationRecipients/\ 5 * — 4 —H¥fabrikam.comIZERE SN T WS 7 kDY Faxy 2 —
ZIERLET,

D. TrustedMailoutboundEnabled/\5 * —4 —H$ False[CEREIN TS E—F FA A V%18
BRLET,

IEfF: (EffZRTLET)

Reference:

https://gcits.com/knowledge-base/how-to-fix-the-winmail-dat-attachment-issue/

Eﬁ:ﬁ: 74

v k=2 I1Z1% fabrikam.com & LY S & ETDActiveDirectory KA 4 UMEENTWET,
T—AR—XAAUTIL—T DAG)IZ2DD A — LRy ¥ XRH—/\—Z &L Microsoft Exchange
Server2019#8#@A H Y £9,

Exchange Modern Hybrid#Efi4A 7> a v &#ERALT N Ty FERZEET S L Z5tEL
TWET,

A>T L 2 REA#H 5 ExchangeOnline|ZBEIMIICERE SN B3 DDERIEIENTI M ? ETNETN
DIERIE BBRED—EERLTULET,

F L VEREZENTAIRS U LOBENHY FT,

A. the device access rules

B. the address book policies (ABPs)

C. the Messaging Records Management (MRM) settings

D. the mail flow rules


https://www.jpnshiken.com/q/38838-3137673/

E. the address lists

IEf#: (EfEZRTLET)

Reference:
https://practical365.com/hybrid-exchange-making-it-easier-and-faster-to-move-to-the-cloud/

BE: 75
RDRIZFRT & 512 Microsoft ExchangeOnline 77+ > b & T/NA ANHY FT,

Name Operating system | Microsoft Outlook version
Devicel Windows Outlook 2019
Device2 MacOS Outlook 2016 for Mac
Device3 10S Outlogk for 10S

Device4 Windows Outloek onithe web

A—HY—NEFA N A vE—VICEAT AIRBINILEEREET S LEZFELTVET,
BIMDY I r T ERELESTITHE S RNILEHYR— L3 HMicrosoftOutiookD/A— 3 U (F
Encemn?

A. Outlook2019( #

B. Web_t @ Outlook® #

C. Outlook2019# & U*Outlookon theweb® #

D. Outlook2019, MacF M Outlook2016, iOSFH M Outlook, & & U'Web_E M Outlook

E. iOSAHOutlook$ & U'Web_E D Outlook® #

T (EREERLET)

BE: 76

BRSO —DREEZRRTIVDELNHY FT,

BEZERT A-HORROFEFIATIN ?EROEZLZERT S L BEZERTETLHIHE
NHYFET ZREOBFAZTERLTIZSL,

A. TransportPFZ &L/ TV v I T I AE A =LKy I RER DY —N\—IZBHLET,

B. TransportPF&# A A4 U ZA 74 ATHRA RSN TWBNTY I THILE—A—)LRy Y XIZH

BLEI,
C. T RTDEHEFAL—F—DTIAIEDINTY) D ITAHINEF—A— LRI REERBLE
ER

D. BHIERFIND I —H —IZ OutlookDHKIZAY IJ X MZTransportPFZ#BMT 5 & SR LE
ER

IEf#: (EffZzRnLET)

Reference:
https://docs.microsoft.com/en-us/exchange/recipients/mailbox-moves?view=exchserver-2019


https://www.jpnshiken.com/q/38838-3137674/
https://www.jpnshiken.com/q/38838-3137675/
https://www.jpnshiken.com/q/38838-3137676/

AMEITEMS-203JEEE ILIPNTest.comiZt S MS-203JFHERIZERT S5 &ICRICIBF
9 ! JPNTest.comld 5 HR#TMS-203J5K BRI RESR 12 L F£9°, JPNTest.com MS-203J5 ER il =&
KFL5EHFSNEL, CZTMS203JREEEDT A FIT VDV EFITANET , &ZFTRD
7 7 R _ https://www.jpntest.com/shiken/MS-203J-mondaishu 896f, 3 0%r 4« A h ™~

k. 4RI7%EI5|1a— F: JPNshiken)

B 77

FCOBEME RLCSFTUAERTTH—EOEMO—EHTYT, OV —XDEEMICIE, BRS
N-EEZERTIAERMEOHIIMBOBRENEEFNLTVET, —BOEME Y FMIITEHD
FLWERENHDBZBENHY FIH MOERBEY FMIFELWVERENGMEENHY F
ER

COEVVIVOBEMICAZLZRIE, TOBMICRSAZEETEEFHA, TOHRE. CNE6NDE
BIZLEa—BE@EICRTINEEA,

HE-DEIZIE MBX1EMBX2E LN BRID2DD A — LRy U XY —/\—Z% &L Microsoft
Exchange Server2019/n«4 J'1) v KRBEAHY T,

EAICIE RORISRTEMANSHY £9,

Name Mailbox location Number of recipients
Sales MBX1 300
Production MBX2 500
Administration MBX1 200
IT Exchange Online 50
Managers Exchange Online 100
Marketing\/| | € 1 O) Eizshidnge Online 350

AUOTUIRBEBIS TIORNNDY REFA—ILIEIDNSILY O 7y TE#FRALTLA 2 —F Y
FMIEEEESINFET,
—HMOEEHMADI—F—DR/NLELTHANESNEIBEFA—NAVE—DEEETSIENE
MENFET,

EEHMOI—F DB YRLRA/NLEZEETHSOZEFNCITIOVITILENHYET,
R MBX1 A —)LARw H XY —/\—Tlnstall-AntispamAgents.psIPowerShell X 7 ') 7 k ZE1T
LE9,

NIFEEZERLTOETMN?

A. [T

B. LM%

FfZ:B(aAAV FEEKRT D)

Reference:


https://www.jpntest.com/shiken/MS-203J-mondaishu
https://www.jpnshiken.com/q/38838-3137677/

https://docs.microsoft.com/en-us/exchange/antispam-and-antimalware/antispam-
protection/antispam-on-mailbox-servers?view=exchserver-2019

BE: 78

Microsoft 365E5H TRV 1y T a3 UuhiH YU ET,
A—HY—INEBDZEBICEFA—INAVE—VEEELELIETEHE RDIT—AyvE—D
NERRENFET,

EMGEEEL LTRBINGL 22O A vE—VFEBRETEFLATLRE, B NG
HHIZ A—ILT RLADNRNLDEEDEWNAHY  EHENNDA v —CDEELNFA SN
BIE2-C&ETY,, A—ILEBEICKEZROEFET , VE—F—/N\—MN'550%RLF LT
5187V EAMNEREN EEENTETT,
A—H—PNEDREBICEFA—INEEET I L ZHBTIVENHYFT,
HE=IERZET o2 EHN?

A. ExchangeBBt A2 —TDaAVTS5A4A 7 RAER
B.t¥Xa1T48&VaVTSAT7UREEBEVA—TOT—REXHL
C.EFallT4BkUVaVvISAT7UREBEVI—THDEREE

D. ExchangeBEEtE 2 —D7V a4 —

IEfR: (EffZzRLET)
http://automatica.com.au/2020/01/office-365-single-users-unable-to-send-email-access-denied-
bad-outbound-sender-error/

B 79
B DY —/\—% &L MicrosoftExchange Server2019 & Microsoft365M/ 1 T 1) v KERMNH Y £
ER
A=Y bDLRELEIRTOEFA—IEFE Y—N—ITEEEESNET,
RDATU FEEFTLET,
Get-MalwareFilterPolicy | FL
Name  BypassinboundMessages ., BypassOutboundMessages Action_ IsDefaultR D BRIZRT
HAZZITRYET,
Name : Default
BypassInboundMessages : False

BypassOutboundMessages : False
Action : DeleteAttachmentAndUseDefaultAlertText

IsDeafault : ' True
EnablelInternalSenderNotificationss True
EnableExternalSenderNatiticaticn = Truae

Get-TransportAgenta < > KLy F&#ETT 5L  ROBRICRTEHANKRRTSINET,


https://www.jpnshiken.com/q/38838-3137678/

Identity Priority

Transport Rule Agent
DLP Policy Agent
Retention Policy Agent
Supervisory Review Agent
Malware Agent

Text Messaging Routing Agent
Text Messaging Delivery Agenk
System Probe Drop Smtpy,Agépt
System Probe Drop RoutihgsAgent

CoONOOUVAWNR

RDBEAT—RADVMZIDWT RT—FAY MDtrueDIZBEF [TV ZERBIRLET, FLLUND
BEIE [LWWR])EEIRLET,
I WLDERIZEFEREFNIRAS Y FOBIELHY £5,

Statements \ '1 A

If an email message sent from the Internet contains malw= ¢, the message will be
delivered successfully to the recipient’s mailbox

To prevent an email message from the Internet that contains malware from being
delivered to an internal recipient, the default antimalware policy must be modified

To prevent an email message from the Internet that contains malware from being
delivered to an internal recipient, the priority of the malware agent must be modified

Statements Yes No
If an email message sentfrom the Internet contains malware, the message will be O O
delivered successfully to the recipient’s mailbox

To prevent an email message from the.nternet that contains malware from being O O

delivered to an internal recipient, the-default antimalware policy must be modified

To prevent an email message from the Internet that contains malware from being O
delivered to an internal recipient, the priority of the malware agent must be modified

Bf: 80

Microsoft Exchange Online Z{# 9 % Microsoft 365 E3 4T R4 1) T avhbhply EI, EHEE
FAD1—H—0DEERY TV M) 25X 1 FRRFTILELNHYFET , ED2D20F70 23y
ERITTOIDLELAHYFEIIMMKERIE V)a—2ar0—HERLTWET,
FERELWVERRIZN RS FOMELHY 7,

A TIAILDEEOTRER) O—DIGE %1 FICERELET,

B. Microsoft Office 365 E5 54 £ R & & EFEMAD A —H—IZE|Y HBTET,

C.1 FHOGREFEFIVEHIORFRY O—ZER L ZTDOR) O—FZBHMADI—H— A—)L
Ry XITERALEYT,

D.HLLEEQIJRFARY O —ZFERL, TORY) O—%FEZBEBMICEIYETES,

E. 77> FAD & 1—H—IZ Microsoft Office 365 E5 54 U A ZE|Y L TET,



R (ERERTLET)

1. For the default audit log retention policy, set Duration to 1 Year. Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-in-the-security-
compliance-center?view=0365-worldwide#create-or-edit-a-retention-policy Explanation: You can
set the default audit log retention policy to retain log entries for up to one year by changing the
"Duration"” setting to "1 Year."
2. Create a retention policy that has a one-year retention tag and apply the policy to the user
mailboxes in the legal department. Reference: https://docs.microsoft.com/en-
us/microsoft-365/compliance/retention-policies-in-the-security-compliance-center?view=0365-
worldwide#create-or-edit-a-retention-policy

Egﬁﬁ:81

Microsoft ExchangeOnlineT7+ >~ kMY E T,
Exchangeff##(CIE ROBELAHY T,

Name :

M365x643293.onmicrosoft.com
OAuth2ClientProfileEnabled
ActivityBasedAuthenticationTimeoutEnabled
ActivityBasedAuthenticationTimeoutInterval
ActivityBasedAuthenticationTimeoutWithSingleSignOnEnabled
BasicAuthBlockedApps
IsProcessEhaMigratedMessagesEnabled
IsAgendaMailEnabled

IsMixedMode
IsAddressListPagingEnabled
IsLicensingEnforced
IsTenantAccessBlocked
IsDualWriteEnabled
IsTenantInGracePeriod
IsDehydrated
IsValid

PS C:\> Get-OrganizationConfig | Format=1ist\Name7 @a@yl* fACtIvVity*,Basic*,Is*

False
True
06:00:00
True
None
False
True
True
True
True
False
True
False
True
True

RMDFKIZ_ Azure Active Directory Azure AD)DH A 4 U LiR—bERLET,

User Application Status = Client app ‘F Conditional Authentication requirement
Mifﬂfﬁ@ﬁ | access

User1 | Microsoft Office Success | Mobile Apps-and Desktop clients [‘Not Applied Single-factor authentication

User1 | Office 365 Exchange Success Uffline Address Book Not Applied Single-factor authentication
Online

User1 | Office 365 Exchange Success MAPI Over Hitp Not Applied Single-factor authentication
Online

User3 | Microsoft Office Success Mobile Apps and Desktop clients | Not Applied Single-factor authentication

User3 | Office 365 Exchange Success Offline Address Book Not Applied Single-factor authentication
Online

User3 | Office 365 Exchange Success Autodiscover Not Applied Single-factor authentication
Online

User2 | Microsoft Office Success Mobile Apps and Desktop clients | Not Applied Single-factor authentication

User1 D OutlookE{RA T—R2 A& ROBRIZELET,



https://www.jpnshiken.com/q/38838-3137680/

SMTP Address Display Name Sérver pame Status Protocol  Authn  Encaypt

User1@M365x643293.0nmicrosoft.com User1 @M365x643293.onmicroseftcom Jhttps//outiock.office.365.com/...  Established HTTP Clear*  SSL
User1@M365x643293.onmicrosoft.com User1 @M365x643293.onmicfosoftCom hitpsy//outlook.office.365.com/..  Established HTTP Clear®  SSL

Reconnect

RDEARAT—FAVFMIDOVWT RAT— A Y A rueDFEIX [[FWVZEBIRLET, TNLSD
BRI [WOR]ZEERLET,
I WEREZENTNARS D FOMEESIHY FT,

Statements Yes No

Microsoft Outlook connection of Userl uses Basic authentication O o

Modern Authentication is enabled

O
O

User3 uses the MiCTOSOftEAQfﬁEiltiﬁﬁyﬁlﬂﬁp';t:C-_l'_ authenticate the Exchange Online (Ll )
IE f:

Statements

Microsoft Outlook connection of Userl uses Basic authentication

Modern Authentication is enabled

User3 uses the MicroBoft Aq.ﬂwptjc,__atgr,.ﬁbp to authenticate the Exchange Online

B 82

BT UNO—RENEZFETEFBLESN, O—FLEL FHREI D aVICEL I EMNT
EFET, CNICEHAHINSIGEELNHY  FHREEIEIE2EOTX FREINLELSIMNFEERA,
[RANJRS UDMERARAIREIC G oo  ENEV ) v I LTSHREI 2 aVIZ7IEALET, D
O a3 TR FATRRET—EDARVEERETLET  [FLEAEDHRELS A TIRIELREL
LOICFIATEFEIN, —EDOMEE O E—EREY 1T, S EWebH oA FADBENMEREL &) IX5R
i EARFRETY,

RAA7VUTEF, FHRTHASN TSI E RV ERTLEBRICEDVDTVET , EMEAZ 1T,
BRRVEEDESITERT ANIBETIEHY FERA, TNZERBICERITITSE EDERID
ILOy FEERTEFET,

SHRDOEEITENCEESNTOWELA, CORRKRICE TTTILEDH S IRV EHH L5
ENBHYFET BIRERTIADICHELGLEITORBMEZERTEET, 2L RESA-FHRH
RIZTRBELUVRBROMDIARTOEI L3I VERTTESLSIC HEEZEVICEET HLE
NHYET,



FHRATRANIRE 2 EI )Y LTEREXRETSHE, FSRICRDACENTERN I EITEEL
TLZE W,

ExamUser

| Sign in |

DHEICHELT RORTA UERBHREFERALET,

A—HY—ZBZANTBICE [VA A VIRV I RIZA—VILEEE, TOI—HF 2%V vy
LEY,

NRAT—FRZANTBICF [NNRT—FDAAIRY I RICHA—VILEEE TONRT— K%Y
)y LET,

Microsoft 3651 —+H—4% admin@abc.com

Microsoft 365/Y & 7 — K xxXXXXX



Microsoft 3657/R— 2 LN TS5 DY —([CIEEIZHEARAENLZNEEIL Ctrix—%FH L AASKF—
FHMLTC HLWISOY—2TTHR—FILEBHREHFAHLET,

LTOERIE, HifiR—FOAZEHNELTLET,

FHRAVAZ R XXXXXX

PradeepGuptal WS ZRIDI—HF—DA—ILRY I AHRNDFTARTHOEFA—ILA Yy E—IH90
BRERFINSG L ZHTBIILENHYFET,

ZDRARYERTT AIZIE, Microsoft365EHtE V2 —IZHA VAV LET,

EfiZ:

Go to the Microsoft 365 admin center and then click Users > Active users.

Select Pradeep Gupta.

On the properties flyout page, click the Mail tab, and then under More actions, click Manage
litigation hold.



Change photo

Abraham McMahon

€4 Reset password () Block sign-in *, Delete user

Account Devices Licenses and apps Mail | OneDrive

Mailbox permissions

BN\ icrosoft

Show in global address list
Yes

Manage global address list visibility

Automatic replies
On

Manage automatic replies

Email apps

POP blogcked

OWA blocked

IMAP blocked

Other email apps allowed

Manage email apps

Email forwarding
None

Manage email forwarding

More actions
Convert to shared mailbox

Edit Exchange properties

Manage litigation hold

On the Manage litigation hold flyout page, select the Turn on litigation hold checkbox and then

enter the following optional information:

Click Save changes on the Litigation hold flyout page to create the hold.
The system displays a banner saying it might take up to 240 minutes for the change to take

effect.
Reference:



https://docs.microsoft.com/en-us/microsoft-365/compliance/create-a-litigation-hold?view=0365-
worldwide

gﬁ:ﬁ: 83

Y—FEN—TFT A DEFA—IT—bD x4 T/1\( R%EFEHAT HMicrosoftExchangeOnline 77 >~
R HYET,

REA—INAvE—UNENRTWNSZLIZRDEFELT,

=Dz ATNARIE TFHFUMIBFA—IWEEETHEZICRDIS—AVvE—DEFFE
LET,

47500 —N—MNED—TT ERTELI—EPLYELTLLESE,
REA—IDEEZHSCRENHY FT,

fAIZBRETIRLENHYETMN?

A. Organization Sharing

B. an MX record for the domain

C. a transport rule

D. a connector

Eff:D(QAA U FEHEKRT D)

Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-
mail-flow/use-connectors-to-configure-mail-flow

B 84

ANLXERY —H R S TLVS Microsoft Exchange Online T3> kDB Y ET,
BEIMNARBICER SN R/NLERR O—FE ZHE L Exchange Online X/X LXK
2 —® Microsoft Standard F 7= [& Stria B F1EOT O DHERBIEZHERE T OILENHY FT,
fAlIZEIRETTMN?

A. Microsoft 365 Defender DR T+ 54 ¥ —

B. Exchange Bt >4 —® Insights #v ¥ a/R—F

C. ¥ 5 K 7 7 A Microsoft Defender

D.aAVTSAT7 VR IR—Dy—

EfR: A (DAY FERETB)

B : 85

FCOBEME RLCYSFTUAZRTTSH5—EQEMO—HTYT, ) —XDELEMICIE, BRS
N-BEZERT LAREEOHIMBDBRENEENTLET, —HOERtE Y MIIFEHD
ELWERENHDBENHY FIHN MOERBEY FMIEFELWVFERENGMEENHY F
v,

CDEIVaVOEBEMICEAZLZZIE, ZOBEMICRAZLETEFEFRA, TOHR. CAoDE
BIEZLEa—BE@EICRRTINEEA,

HET=-DORFIZIE, 2,000 A — LRy 9 X E &L ExchangeOnlineT+ > b H Y FT,


https://www.jpnshiken.com/q/38838-3137683/
https://www.jpnshiken.com/q/38838-3137684/

Fabrikam_Inc, E WS BHID/IN— b F—DEX H—FNN—TFT DAy E—D0FY)a—3
UEEALTULET, Fabrikam®D 7™ b/ > RSMTPHY—/N\—(%_131.107.2.22DIP7 KL X
ZEALET,

fabrikam.com KA 4 UMS5D WK DIDEF A =AY E—IUNBRH>TRANLELTIY—Y SN
TWbI EhbMYFELL,

fabrikam.com KA A4 UMW SEESNEZTRTODEFA—ILAvE—UH fHOI—HF—A—)L
RYVRICEEICEREINDIZLEZHERETIVHNELNHY T,

fRRE UE—FRASVEERLET,

CNIZEEZEEERLTOWETM?

A. LW VR

B. (&>

IEf#: (EfEERTLET)

B fE: 86

FCOBEME RLCYFUAZRTTS—EDEMO—HTY, ) —XDEEMICIE, BRS
NE-ERZERT HAREDHLIMBODFERENSENLTNET, —HBOEME Y MIFEHD
ELWERRLNHDEENHY FITMN MOEME Y MZIXELWERENGEMEENHY F
ER

SOV aVOBEMICEELE-RE TOEBEMICRSAZ LI TEFRRA, TOHRE. ChoDE
MliELEa—BE@EICRRINEEA,

1,000f D * — LK v & R & & T MicrosoftExchangeOnline T+ > FMH Y F T,
SHDOEEDMADOTRTOILI—Y—IE Salesk WS EZFTD T IIL—FITEBLTWET,

FEttl&, SalesVIL—TDA—H—DEFA—ILDRF T 7AILDFERZFIRT HFH LKD) o —
EEELTVET,

A T7ANEECTRTOEFA—ILAyE—UMSalesV I —TD1—HF—[CERES i
LOCTEHIREAHYFET,

BRRE A—LoO0—IL—ILEERLET,

CNIFERZERLTHEIN?

A. [Ty

B. L MR

Eff: A(Q AV FEREEKT D)

Reference:
https://docs.microsoft.com/en-us/exchange/security-and-compliance/mail-flow-rules/common-
attachment-blocking-scenarios

B 87

GEEHZ®B-ITLOIC, TIHILEDOR) O—425 DPT) HERUS—29 RPT) &L UE
AN TEWLKDERT HIRENHY FIMN?EETHICIE BEEGETEIGA TS 3 V& ER
LFEY,

I I WERIEZENTNIRS > FOBELAHY FT,


https://www.jpnshiken.com/q/38838-3137685/
https://www.jpnshiken.com/q/38838-3137686/

Answer Area

DPTs:

o Microgefi:

Personal tags:




Answer Area

ovrs: . |

RPTs:

i
WWilTsldal~valn
IVIILLL I\.?I:'-'\_-’t ll_

~N o BlwWiN = O

Reference:
https://docs.microsoft.com/en-us/exchange/security-and-compliance/messaging-records-
management/retention-tags-and-policies

B 88

Microsoft ExchangeOnlineT 74> kW& Y £,

B—FN—TFT DAY E—CBEV ) 1—2aVvEFALT IXNTORELSIVEEEF A —
WAYE—DFTANR) U GFT B EHEBELTWET,



TFTFUMDNEZETEIIARTDEFA AN A E—OBFEY)a2a—23 0TI NE) VT E
NTWAILEZHERIDIRENHYFET VY a—2avE Avte—CHEY ) a—23vd
HADRTF U MIBEFA—LEEETEDLIICTILEADHYFT,

THU MR LTRIZERT ALENHY FIA?EET SHICE, BIEEETEY G T3>
ZERLZFET,

I DEREERENIRS O FOBENHY F£9,

'SR |

DNS records: v

Mail exchanger (MX)
Alias (CNAME)

Host (A)

Service location (SRV)

Exchange Online configuration: v

One inbound connector and one Outbound connector
One inbound connector only

One Outbound connector only

One remote domain and one accepted domain

1E fi#:
DNS records: v
ail exchanger (MX)
Alias (CNAI\.?E)
Host (A)
Service location (SRV)
Exchange Online configuration: v
One inbound connector and one Outbound connector
|One iInbound connector only
\/| |Pne Butbound eonnector only
. One remote dormain and one accepted domain
Reference:

https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/manage-mail-flow-using-
third-party-cloud

B E: 89

1,000fE D A —JLR v o X % &L Microsoft365IREMNH Y £,

Admin1& WS ZRETOEBE - (THExchange BB T LEZFRA L TEBTES LS ICT HRED
HYFET, ESTNIEKNTT M,

A I RTOI—H—IZx LT, set-usera~v > KL v k%E$TL _ -RemotePowershellEnabled/\
SA—E—ZHEELEFT,

B. & E7 VAR I—%EH L, ZDR) >—FF RTOI—F—IZHERHLET,

C. Admin1DIFE  set-usera< > kL v k&3XE1T L -RemotePowerShellEnabled/A\5 A —4% —%
BELET,



D. &M FET7 UV EARY O—Z /L, ZDRY >—ZAdmn1ITEALET,
Eff:B(QAV +EHRET D)

B f: 90

RETLoNO—FEINBIFETHEHFELEIV, B—FLEL SREI S aVITEDL I EMNT
EFET, CNICEBAINDBEENHY | FHBERIEE2AED TR FHRENGELSIDNERA,
[RAIRE OBMERTFREIC R o=  ENEV UV I LTSREI Va3 VIZ7IVEALFET, CO
TOVAVTR SATRETEDEIRVERITLEY , FEAEDHRERS A TRIEER L
FOICFIATEFTH, —HDHEE QE— LY 1T, S EWebY 1 FADBEIEREL E) [XER
T EFRFIRETT,

RAF7YJE, SHRTHRASATNSZ R ERTLEBRICEDVDTLET EVMEANE,
BRRAVEEDESITERT HMNIFETEHY FEA, ENEEREICRTISE EDFRAID
LYy bEERTEEY,

SHRDERIEEMBRESNTOVEREA, CORRICIX, TTITIVEDH LI R-NERDH SIS
BADHYFET FIRERTITADIRLELGEITORMEZERATEEY, =L, RE S I-FE
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In the Microsoft 365 admin center, choose Admin centers > Exchange.

In the EAC, go to Mail flow > Rules and select New + > Create a new rule.

In Name, type a name for the rule, such as Encrypt mail for DrToniRamos@hotmail.com.

In Apply this rule if, select a condition, and enter a value if necessary. For example, to encrypt
messages going to DrToniRamos@hotmail.com:

- To select an existing name, select it from the list and then click OK.

- To enter a new name, type an email address in the check names box and then select check
names > OK.

To add more conditions, choose More options and then choose add condition and select from the
list.

For example, to apply the rule only if the recipient is outside your organization, select add
condition and then select The recipient is external/internal > Outside the organization > OK.

To enable encryption using the new OME capabilities, from Do the following, select Modify the
message security and then choose Apply Office 365 Message Encryption and rights protection.
Select an RMS template from the list, choose Save, and then choose OK.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/define-mail-flow-rules-to-encrypt-
email?view=0365-worldwide
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1. Open the Microsoft 365 administration centre

This can be done at: https://admin.microsoft.com



2. Create a new user

Please enter a first name

Last name

Display name

Username

3. Add the necessary licence

For admin roles you sometimes need a licence. Especially in the security stack within Microsoft
365.

4. Add the Global Reader role via Roles

You can give multiple roles to the person you want.

Reference:
https://365tips.be/en/how-to-create-a-global-reader-account-for-your-it-supplier/
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Reference:
https://thevaliantway.com/2019/01/encrypting-email-office-365-azure-information-protection/

ARHI7EMS-203JERESR [LJPNTest.comigft S MS-203J5RERICERT H C LITRICIBF
9 ! JPNTest.comld 5 H&#TMS-203J5KERfAIRESR 12 L £ 9, JPNTest.com MS-203J5 ER il =&
KEL5FHINFL, CETMS203JBEEEDTA CI VDV EFITANE T, RIFTRD


https://www.jpntest.com/shiken/MS-203J-mondaishu
https://www.jpnshiken.com/q/38838-3137692/

7 2t R _ https://www.jpntest.com/shiken/MS-203J-mondaishu 896f, 3 0 %7 «+ A A >~
k. 4RI EIS|a— F: JPNshiken|



https://www.jpntest.com/shiken/MS-203J-mondaishu

