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Name Mailbox location
Userl Exchange Online
User2 Exchange on-premises
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The Exchange admin center from an on-premises server Usert: I Admin Center

[N O L Y Y W W U S — . |
The Exchange admin center from Exchange Online o - Admin Center '

The Microsoft 265 admin center

The Security and Compliance admin center
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Admin Centers Answer Area

The Exchange admin center from an on-premises server User1: | The<Security and Compliance admin center

I
The Exchange admin center from Exchange Online UserZ: Ithe Exchange admin center from an on-premises server [:

The Microsoft 265 admin center

The Security and Compliance admin center

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/enable-archive-mailboxes
https://docs.microsoft.com/en-us/exchange/hybrid-deployment/create-cloud-based-archive
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1,000f8 M A — LR v U R Z &L MicrosoftExchangeOnline T+ > A& Y F£ 3,

SHDOEEZMADTRTOI—Y—IE SalesE WS EZFHTD T IL—FITELTWET,

F+tid, Sales T IL—TDA1—H—DEFA—IDRFT7AIINDERAEZHBTIH LAY O—FFRELTLET,

BRI 7ANEECITRTOEFA—ILAvE—UNSalesT IL—TDI—HF—ICERIESNEVWLSIZTIBHENHY £T,

BRRE A—LoO—IL—ILEERLET,

CNFERZERLTHEIHN?

A. [FLy

B. L MMZ

EfEA(QAVREHEKRT D)

Reference:
https://docs.microsoft.com/en-us/exchange/security-and-compliance/mail-flow-rules/common-attachment-blocking-scenarios
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Microsoft ExchangeOnline7 7+~ kMY F,
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Userl&H G-t zEY £9,

ROBHFET-T L3112 UserMDA—HF—T7HO Y FEBRTILELHY FT,

Usert[ZE| Y T 5>hf=Microsoft3655 14 U X (F FODI—HF—IERATETE2LELAHY FT,

Manager1l& Userl DA —J)LIRY P RARDTARTHDAVT UV EEBTELILELNHYFET,
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From the Azure Active Directory admin cente

=Microsoft
delete the account of Userl. ‘

‘rom the Azure Active Directory admin center,

{isable the account of Userl.
-rom the Microsoft 365 admin center, remove the

icense from Userl.
“rom the Security & Compliance admin center, «

slace the mailbox of Userl on In-Place Hold.™
-rom the Exchange admin center, delete the .
nailbox of Userl. S

“rom the Exchange admin center, grant Managerl
‘he Full Access permission to the mailbox of Userl.
-rom the Exchange admin center, convert the

maillhnv Af llcarl inta a charad maillhav
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Actions Answer Area
From the Exchange admin center, convert the

From the Azure Active Directory admin center,

mailbox of Userl ifite a shared mailbox.

delete the account of Userl.
From the Azure Active Directory admin center,

[From the Exchange admin center, grant Manager1
disable the account of Userl.

the Full'Acgess permission to the mailbox of Userl.

From the Microsoft 365 admin center, remove the

license from Userl. From the Exchange admlnacerItEr delete the
From the Security & Compliance admin center,

mailbox of Userl. 1V W S b 1 ¢

place the mailbox of Userl on In-Place Hold.
From the Exchange admin center, delete the

mailbox of Userl.
From the Exchange admin center,.grant Managerl

the Full Access permission to the mailbox of Userl.
From the Exchange admin center, convert the H

mailbox of Userl into a shared mailbox.
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Fabrikam_Inc, E WS BRID/NN— b F—E(EX Y—FN—FT DAL=V 12— 3 0FFRALTUVET, Fabrikam®D 7™ b/ > RSMTPH—/3—I[% 131.107.2.220IP7 KL
AEEALEY,

fabrikam.com KA A4 DS DNLK DODEFA—ILA Y E—UDNBRH>TANLELTIY—V SN TWS b Y ELT -,

fabrikam.com KA A4 UM SEESNETRTODEFA I AvE—UR SHOI—HF—A— LRV Y RIZEBICERIESND ZEFHRITILENHYET,

RIRR ANLTANE—FR)—FERLET,

CNFERZERLTHEIN?

A. [Ty

B. LMVZ

IEfR: (EfEZERTLET)

Add Fabrikam.com to the 'Domain allow list' in a spam filter policy.
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L UDEBIRIIZFEREFNIRS > FOMELAHY £9,

A. + > T L I Ra—H—I|ZMicrosoft Azure 2 EREEEE MFA)DEREHFATLET

B. 77> 7L = R #E# & ExchangeOnlinefSID@ED O IZAMIZEE SN TWSIRELZBATIDNEA LI LY ET

C. A=Ky I ANF 2T L = R4 & ExchangeOnline D THEI SN E EITA—ILRY IR I+ — 3 5REFLET
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IEfE: (EfEZERTLET)

Reference:

https://practical365.com/exchange-online/hybrid-exchange-making-it-easier-and-faster-to-move-to-the-cloud/
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v k7 —2I1Z1%_ contoso.com& LN S & RETDActiveDirectory 7 +# LA MW EENTLVET,

Microsoft 365% =% L _ Microsoft ExchangeOnline—E X & ERT A E#5HEILTWVET,

TRTDISAT FAVE2—2—rBEREZFFEHA L TMicrosoft365(21E#ii TE 5 L #HRBT IRENHY FT,
EDQOLIA—FEERTILENHY EIHN?EETHICIE BBFEETEYGA T a vEBRLET,

L UDERRIZENRENIRS > FOMELAHY £9,

Record Type: v
Host(A)
Alias(CNAME)
Text(TXT)
Targetiit v

autodiscover.contoso.com
autodiscover.outlook.com
autodiscover.office365.com

1EfZ:
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ecord Type' v

Host(A)
Alias(CNAME)
Text(TXT)

Target: v
autodiscover.contoso.com

utodiscover.outiook.com
artndiccnver nffice 3hh com

Reference:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/external-domain-name-system-records?view=0365-worldwide
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2001 M * — LR v o X Z &L MicrosoftExchange Server2019#8#MH Y 3,

BA—IRY I RII2DEDA—ILT7 RLRAZEMT ZREAHYET , ZFLRIZEFH . FE1—F—DOUORYVIOXFE 21— —ND%& @ fabrikam.comDJEIZFERT 2EXHABLETT,
RRE TRTOA—IWRY I REFHBEA IR Y XZEHRLTH S Set-Mailboxa< > KL v F#E{TL _-EmailAddressPolicyEnabled $ false/{\5 * —42 —%ELE T,
HNIFEEZERLTVEIN?

A. [T

B. L\MVZ

IEfE: (EfEERTLET)
Reference:

https://docs.microsoft.com/en-us/exchange/email-addresses-and-address-books/email-address-policies/email-address-policies ?view=exchserver-2019 Email address policies define the rules
that create email addresses for recipients in your Exchange organization.

The basic components of an email address policy are:

Email address templates: Define the email address format for the recipients (for example <firstname>@contoso.com or <lastname>.<firstname>@contoso.com).

Recipient filter: Specifies the recipients whose email addresses are configured by the policy.

Priority: Specifies the order to apply the email address policies (important if a recipient is identified by more than one policy).

The EmailAddressPolicyEnabled parameter specifies whether to apply email address policies to this recipient. Valid values are:

$true: Email address policies are applied to this recipient. This is the default value.

$false: Email address policies aren't applied to this recipient.
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New-Management-Scope -Name "VIP Mailboxes" -RecipientRoot "Contoso.com/ Executives"
-RecipientRestrictionFilter (RecepientType -eq "UserMailbox")

New-ManagementRoleAssignment -SecurityGroup "VIP Admins" -Role "Mail Recipients"
-CustomRecipientWriteScope "VIP Mailboxes"

Admin1& WS BRTD I—H—HIVET

Admin1h'ExecutivesfiHE AL OU) PDA—HF—DA— LRV I ADHEEBTEL I LEZHETIVNENHY FT,
BRI ETINEN?

A VIPEBEDA UN—Vy TEEBLET,

B. h XA LO— LT IL—TE#ERLET,

C.AdMmiN1 ZZEEEEEE N — LY IIL—TITEMLET,

D. Admin1%ExecutivesOUIZ#EI L £3,

IEfE: (EfEZRERLET)

References:

https://social.technet.microsoft.com/Forums/exchange/en-US/b316a84 1-c39d-483a-ac8e-64d5904c42e6/howto- limit-recipient-management-rights-to-users-in-a-ou-in-exchange-2010-sp1?
forum=exchangesvradminlegacy
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Microsoft ExchangeOnline 77 > k & Servert & LS ZRIDA > 7 L = X MDExchangeServer20194—/N\—#&L/1\1 1)y FERRALHY FT,
Serverll& H— F/N\—T 4 OFEFEH CAN L DFIAEZEZFERALET, SEAEFSMTPHY—EXRICH L TEMICHE>TLET,

FEBAZE Z T L VOGERASICEE]MAFT,

Server1h 5Microsoft3657 7 MIEEFEEINZITRTDEFA—ILAvE—VDERENKERT S /LMY ELT,
F1—ICANONEZIRTDEFA—INAYE—VITRH LT ROIZ—FAvE—INRREINET, A vtE—Ih Server1h 5 Microsoft3657F > MIIEEICEEINSC L ZMHERT H
ERHYFET,

HETIEAZET H2REN?

A.Serverlin b FIBAZEZB4AML [MERZIV XHR— MAREICT B]Z2BIRLET

B. ExchangeBEEB V2 —h 6 AR 23D TONT 1 DIIHAEDRMEEHLET

C.I77AT7 74— ILMESMTPaAVTUYRBREEEMCLET

D. Server1m 5 IMAPAH —EZXDEH LLVEBAZZAMICLET

EfR: (ERERELET)
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5,000 M * — LR v o X Z &L MicrosoftExchange Server2019#8#iA Y £9,

1,000 A D 1 —H —%ExchangeOnlinelZ#1T3 2 EMNH Y £9, BTSN -2 —F—Id_Hybrid Modern Authentication HMA) 49 R— 5 2EMNH Y 9,
EDBITHEZFERT OILENHY FITH?

A.EEENA Ty FBIT

B. X/NRD/NA T )y F#84T

C.5E/NA Ty F#1T

D. 1y b A—/\—51T

Ef: (EREERLET)
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NA Ty FEROIRAZE (2B THRUINIZHZY T,

AEEREERMT DWMENHY FT,

EN3IDNATUERLY FEIEHBIZETIT HARELAHYEFIN?2RZTHICE BEYGEaT Ly 2Ry FOY R OGS EZEEEIZEESL ELWEFTERELET,

Cmdlets Answer Area

Export-ExchangeCertificate

New-ExchangeCertificate

|Switch-Certificate @ @

—— Y )
Import-PfxCertificate
Import-ExchangeCe%®tificate

—_— - —_—

Enable-ExchangeCertifigat

EfiZ:

Answer Area

Mew-ExchangeCertificate

Import-ExchangeGerfificate

Enable-ExchangeCertificate

1 - New-ExchangeCertificate

2 - Import-ExchangeCertificate
3 - Enable-ExchangeCertificate
Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/new-exchangecertificate ?view=exchange-ps
https://docs.microsoft.com/en-us/exchange/architecture/client-access/import-certificates ?view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/architecture/client-access/assign-certificates-to-services?view=exchserver-2019
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B. Exchange Online Protection EOP) D&t 7 1 LA —R1 o —
C. ExchangeOnline®OutlookWebApp7R 1) & —

D. Microsoft EndpointManager® 7 7 /J {R#&R 1) > —

EfE:A (D4 FEEET D)
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UserBld&=#t 2 #HFET,

Admin1 &Admin2AUserBM A — LR YV RIZT YV ZRATESZLEHRTIVLELNHYFET, VI a—Ca v EEMBEHEBL-IRENHY FT,
HE=IERZT o2 EN?

A.UserBDA— LRy I REBHEITIL—TITHBITLET,

B. User3® * — /LR v 9 X #Microsoft3654 IL—FI1Z#ITLET,

C.UserBMA—I)LIRY I RE)Y—RA—)LIRY I RIZEBRLET,

D.UserBM A — LRy REHRBA—IIRY I RIZEBLET,

IEfE: (EfgZRTLED)

Fabrikam identifies the following technical requirements:

When users leave the company, remove their licenses and ensure that their mailbox is accessible to Admin1 and Admin2.

If you remove the license from User3, the mailbox will be deleted after 30 days. Converting the mailbox to a shared mailbox will ensure that the mailbox is not deleted. You would still need to
give Admin1 and Admin2 permissions to access the mailbox.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/admin/email/convert-user-mailbox-to-shared-mailbox?view=0365-worldwide
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Microsoft ExchangeOnline 7+~ kM&H Y E9,

4 > L —ReDiscoveryiRZZETTARELAHYET V) a—TaviE ROBEGEBE-THELSHY T,

CEEEEXER/NRICINZET,

CINTU YD ITANTEA—NLRY Y AOMAERRELET,

M TL—RKR—ILFEFERLT REBEREZRBICLET,

Microsoft 3653 > TS5 A 7oAV A —TZdRETTM?

A MBIDRERTNTV YY) TANT—EA—ILRY I RERRL  TOHEREA VTL—RRBIZLET,

B.&#ICNT UV ITANTERELTHDL BREAVITL—RARBICLFEFT  RICA—IWRYIREZBREREL HBREAVITL—RAKREBIZLET,
C.AEDBERTNTN VI I NFEA—NRY I RERELFT RENTETLEL BREELA—NWRYIRENRTY VI ITANET—DHEA T L—RREBIZLET,
FfE:A (A EERT D)

Reference:

https://docs.microsoft.com/en-us/exchange/policy-and-compliance/ediscovery/search-public-folders?

view=exchserver-2019
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_. = § Machine: EX01.Contoso.com

[PS] C:\>Get-DistributionGroup carparking |FL

| PSComputerName : ex0l, contoso.com _
IRunSpaceld : a23089ce-ce35-4§%%@ltc-fbb8c3ccd4Ba

'\ PSShowComputerName

|GroupType i

SamAccountName : JGay Ba ing Distribution Group-11504232075
| BypassNestedModerationEnabled €Al

IsDirSynced ;

‘ManagedBy p ) ~. {Contoso.com/Users/chrisadmin}
'MemberJoinRestriction® 1\ % : Closed
‘MemberDepartRestricti A : Closed
}HigrationToUnifiedGroup?hPrﬂgress : False
|ExpansionServer - .

KOy F8H A= 1— % LT BEITRENTVAFERICEIVTERT— AV FEETTHEEDERKRETERLET,

Answer Area

Lisers [answer chowce]

f Car Parlang

tion Group [answer choice)

1E fi#:
(3
Answer Area
sers [answer choice]. lcan acd thesr cwn yeer account to Car Parking Pestribertion Groue
be added (o Car Parkdng Distrbiiion ':,.1_1'_: g IOD e
are added automaticaly Bl ap Farong LvaSnbubon LGroup when ey cgn in 1o ther marlbox
The member { Car Parkung [ran remoss Bl colin (SeF-secomint frowes #ho onon
Distribution Group [answer choice] I.J 100k e femoved from the group by a grotip owme

L ER e S o UL A LT St e~

References:

https://docs.microsoft.com/en-us/powershell/module/exchange/users-and-groups/set-distributiongroup?view=exchange-ps
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CDEIVaVOEBEMICEAZ LRI, ZOEBEMICRAZLETEEFRA, ZOHR, CAoDEBERIILEa—BHREIZRTIINFELA,

Microsoft Exchange Server2019/\4 J'1) v FREAHY T, I _XTHOI—HF—A— LR v U X[EMicrosoft365THRR F ENFET , TR TDEESMTPEFA—ILIE AV TLIRD
Exchange#l# &N L CTIL—T 1« VT ENFET,



TEDEXAVTARYI—TR EFA—NEFALTILSY P H—FBEENM VA — Y FOZEBIZEESIABEVWLSICTEIRENHY FT,
XA TAR) O —DEHEF T LSICEREERT ILELHYET,

fi# iR 3 Microsoft 365 5  BEfRAR) O—ZFER L E T,

NIFERZERLTHVEIN?

A. [

B. LMVZ

EfE:B(QAAYV FEHKT D)

You should create a Data Loss Prevention (DLP) policy.

AXHI7EMS-203J I ESE [ZJPNTest.comiZ2 S  MS-203JEERICEHET S 2 & ITRICII B E T ! JPNTest.comlI S &xFTMS-203JiA BRI EE 1R L £9°, JPNTest.com MS-203J5E&
MELELSEHEhELS, S TMS203HBEN TR FT U SV EFITANE T, BHFMMD 7 ¥ £ R https://www.jpntest.com/shiken/MS-203J-mondaishu  896f, 3 0 %7 1 X 71

vy b AL EISIa— F: JPNshiken|
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Microsoft Exchange Server2019#H#DEF A —ILBEBBEZFTE L TLVET,
ROBRIZRI AT FEERITLET,

[PS] C:\iet@ontentFilterConﬁg | f1 *SCL*

SCLRejectThreshold T
SCLRejectEnabled : True

SCLDeleteThreshold 9
SCLDeleteEnabled : False
SCLQuarantineThreshold 9
SCLQuarantineEnabled : False

FOY IO A a—#FALT HISREINTLAERICEDVTRRT— AV MR T T HREOERKREZERLET,
I I DEREERENIRS O FOBENHY T,

Email messages that have a spam confidence level v
(SCL) of 8 will be [answer choice].

deleted silently
rejected with a response
| sént lo the Spam quarantine mailbox

Email messages that have a §pam confidence level v
(SCL) of 7 will be [answer choice]. deleted silently

rejected with a response
sent to the spam quarantine mailbox

1Efi#:
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eted silently
(\ rejected with a response
el f

Email that h PP, % 1
(SeL) ot it be fanswer Ebical VI TCT 'S O v [‘

sent to the spam quarantine mailbox

rejected with a response
n

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/antispam-antimalware/set-contentfilterconfig?view=exchange-ps
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BE7 KLAMR HAB) ZB®ICLET,

Contoso& WS BRIDF L LWEHRIIL—TEERLET,

Contoso/ IL—T#BEDIL— b E LTERTIDLELNHYVET, JIL—TDAN—IL BEBIZRTINIDELNHY T,
PowerShella< Y FE2ED LS ITET T HIRENHYEFTM?
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Microsoft Exchange Server2019#8#iAsdp Y £3,

TRTDEFA—IWIMMERMBEFEINTHL T—HAITA =RV I RIZBBSINE L Z2HRTILELADY T,
fAlZESRETTM?

ATIANLEDRYS—45T

B. T—4# %51 DLP)RY o —

C.BA%2Y

D. REARY >—45 5

Ff:AQAVERERT D)

https://docs.microsoft.com/en-us/exchange/policy-and-compliance/mrm/retention-tags-and-retention-policies ?view=exchserver-2019
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BFA—IT7 FLADFHBESN-EEZYR— b ALSICREZERT ILENHY FT,
AXUREEDELSICETIAVRENHY EITMN?EEZT BT, OEEETEUNGA T3 0EERLET,
F I WVEREIZENTNIRS > FOBEELAHY FT,
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~ -Name ‘’'UserMailboxes’’

Set-Mailbox
Set-MailboxPlan
Jpdate-EmailAddressPolicy
New-EmailAddressPolicy

RecipientFilter { (RecipientType -eq ‘UserMailbox’) }
‘EnabledEmailAddressTempates ‘' - 2

SMTP.%s%2g@contoso.com
SMTP.%g%2s@contoso.com
SMTP.%0d%2g@contoso.com
SMTP.%2d%s@contoso.com

p -Name “'UserMailboxes’"’

New-EmailAddressPolicy

-RecipientFilter {(RecipientType -eq ‘UserMailkox’)}
=EnabledEmailAddressTempates ' =t e

SMTP.%5%2g@contoso.com
SMTP.%g%25@C0Nntoso.com
SMTP.%d%2g@Ccontoso.com
SMTP.%2d%s@contoso.com

References:
https://docs.microsoft.com/en-us/powershell/module/exchange/email-addresses-and-address-books/new-emailaddresspolicy ?view=exchange-ps
https://docs.microsoft.com/en-us/Exchange/email-addresses-and-address-books/email-address-policies/email-address-policies?view=exchserver-2019
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Microsoft ExchangeOnlineT 7 > k & Server1 &£ LN3 BRID A > 7L = XExchangeServer20199—/I\—Z&E/\4 T v FERELAH Y F9, At —HF—I[L @ contoso.comDEF A —ILT
LAY T4 v REFERALET,

Server1 T, user! @ contoso.comDBEFA—I)LT7 FLRZFERAT HHLLVA—ILR Y Y XEERBLFET,ExchangeOnline THRR N TV S 1—H—I[E user! @ contoso.com(ZEF A —
WA YtE—UFREELEDIETHE BIEFRELER—F NDR)ZRIET A& ZFHELEFI ., NDRIZIE, Userihicontoso.comTROMY FHATLIZ I EVWSTHFRAMREENRTULVET,
ExchangeOnline1—4—H'Server! THRRA FESNTNBMD A —ILIRY I RCEFA—IFEEITEETELILZHRELET, Serverl TAHRR FEnTWS1A—H—(L userl @
contoso.comlZEFA—ILEEBITEETEET,

BFA—IILDEEN KRBT IREAEZHET ILENHY FT AEFEIRETIMN?

A. Azure ActiveDirectory& 2t > 2 —



B. Exchange Bt >4 —

C. Azure AD Connect Health

D. > 7L 2 XAMExchange Bt > 47—
IEf#E: (EfEZRTLET)

It's likely that the new user account hasn't replicated to Azure Active Directory. Azure AD Connect is responsible for account replication between on-prem AD and Azure AD.

B 22

B 1= D=1t (ZIEMicrosoftExchange Server2019#8#iA Y £9,

HEIE, ESHOAERAKEBADA —ILRY I ADFRHE—IL FZEEELTVET,

UsertE WS ARTDI—H—DA—JLRY I A TRIVAR—IL EBRBERITHE->TWWS I EhbMhYFE LT,
UserltM A — LRy J RIZHEMRIAFR—IL RERE LD BEUPWVDIRDBHR—IL FKNEMZ SN EHERTILENHY T,
ED2DONTHI L avERTITAIVENHYFIN? TNFTNDOERET BRREO—HERLTULET,
F L VEREZENTAIRS U LOBENHY FT,

A. ExchangeB¥Et 42 —M 5 A > 7L —ReDiscovery andHoldL7R— FZETLE T,

B. PowerShellh 5 _ Get-Mailbboxa <> KL FEETLET,

C. ExchangeEEBtE U2 —M b A=Ky I R EDFRRELAR—bEETLET,

D. PowerShellh 5 | Get-MailboxStatisticsa <> KLy FEETLET,

IEfR: (EfZzRTLET)

https://docs.microsoft.com/en-us/powershell/module/exchange/get-mailboxstatistics ?view=exchange-ps

Eﬁ:ﬁ: 23

Microsoft Exchange Server2019/\4 1) v KRB HY £,
Advanced Threat Protection ATP) Z{ERAL %,

RORISRT LS REGHRF T 7AILR) O—PERINTOET,

Name Action Action On Error Enable redirect
Policyl Dynamic Delivery Enabled Enabled
Policy?2 Block Enabled Disabled
ROKIZRT A—F—HAWVET,

Location \/Safejattachments policy
On-premises Policyl

Exchange Online Policy2

Exchange Online None

Exchange Online Policyl

RODEFERAT—FA D MIDWT AT—FA Y FAtrueDIZEIX [[FWVZBRLET, ENLUNDEEIE [LWWA]ZRBIRLET,
I DOEREERENIRS O FOBENHY £9,


https://www.jpnshiken.com/q/12676-1146865/
https://www.jpnshiken.com/q/12676-1146866/

Statements NS ~vrs et Yes No

If Userl receives an email message that contains an attachment,
the message will be delivered immediately with a placeholder file. O O
The attachment will be reattached if no malware is detected.

If User2 receives an email message that has detected malware, the
message will be placed in.quarantine.

If User4 receives an email message that contains an attachment,
and then forwards the message to User3 before attachment
scanning is complete, User3 will receive the attachment after the

initial attachment scanning is complete.
1E fi#:

>tatements Yes No
f Userl receives an email message that contains an attachment,
‘he message will be delivered immediately with a placeholder file. O

[he attachment will be reattached if no malware is_de‘l:_ettéd.

f User2 receives an email message that has detected malware, the

nessage will be placed in quarantiné,

j B i

f User4 receives an email,message that contains an atfaghment! 1 LT OS50
and then forwards the message to User3 before attachment

scanning is complete, User3 will receive the attachment after the

nitial attarhmant cranninn ic rnmnlata
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-safe-attachments?view=0365-worldwide

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-safe-attachments?view=0365-worldwide#dynamic-delivery-in-safe-attachments-policies

BE: 24
AVT TR A—HF—RAFICHBEEN-EEEZYR—bT5Y Y a1—2avE2RETIVLELNHYET,
HEIIEEZET HIREN?



REBER) O —DRENEANVT TRV AL T I FOEBRO—TICEYHTET
A—ILZEEDREEAINTTRIA—HF—(ZEY ST HRELEERI—TE#ERLET
A—LZEBEOREEANT TRV A—HY—ICEUET TIAILCOEBRO—TZFALET
REERYV—DRENEANIVTTRAIA—HF—IZE YL T HREALEBERI—-T2ERLET
IEfi#: (EfiZ R LET)

o0 w >

Bf: 25

contoso.com & LY 5 & RilMMicrosoftExchangeOnline T3+ > khH Y £T,

fabrikam.com&E WS BRID ) E— R FA AL UNLDEF A —IL A vE—T 1 fabrikamcom®D T A )L Fh— REIBAZE2ERAT A2 —/\—hoZ{ESh TLSEHFERALTEBStEInET,
Fabrikam.comld, SHEXA —JLEEEA—LEH— RN—F 4 DTS5SI KT LE Y U TH—ERIHPYBZTOET, H— K—F 1 DH—ERTHEAENZIPT KL X(£131.107.200.10
T9,

EE SN TY— F/\—T 1 DY —E XM L ZIE S ffabrikam.comM 5D A v E—PDHEZITAND LSRRI FEZBERT I2VRELAHY ET,

AR ED2ONHREEZLEETILENHY FTITH?EZTHICIE REEHCTEYLEREZRIRLET,

T L VEREBENRENARAS U FOMBENHY FT,
EUIL LOMNnecLor

What security restrictions do you want to apply?

1 Reject email messages if they aren't sent over TLS.

e —

~ And require that the subject name on the certificate that the partner uses to
authenticate with Office 365 matches this domain name

| * fabrikam.com



https://www.jpnshiken.com/q/12676-1146868/

cQit Lonnector

What security restrictions do you want to apply?

: 1 Reject email messages if they aren't sent over TLS.

~1 And require that the subject name on the certificate;thatithe partner uses to
- TR
authenticate with Office 365 matches this doprain gae!

. *.fabrikam.com

=1 Reject email mesSsageés if they aren't sent from within this IP address range

R

Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-mail-flow/set-up-connectors-for-secure-mail-flow-with-a-partner

Bf: 26

Microsoft ExchangeOnline 77+~ k&Y £,

BHDA—LVIVRFzoov— MX)LO—FRIEX BFA—NAVE—VFTF U MIEET 52— RFN—T DAy E2—OFETONA T —FBLTWET,
Exchange Online’ EEZEDEHDTDIP7 FLRAEZFERALTCEFA—ILETANLF) VI TELILEZHRTIDLELNHYET,
BRI ZET HE2REN?

A. -EFSKipIPS/INS A =2 —%#FATE2LSICA N\ RFaRy4—%FEELET,

B. -EFSkipIPS/A\T A —32 — 2RI 5L S ICZEARI I —EEBLET,

C.DMARCZHMICLET,

D.UE— b FAAMDZEERLET,

IEfE: (EfEZRTLED)

Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/use-connectors-to-configure-mail-flow/enhanced-filtering-for-connectors

B 27

Microsoft Exchange Server2019#8#iMdp Y £9,

O 2T Y IZFabrikamgs & UConfidential& LN S BEMNEFENTULSIZEE Userl EVVS BARIDA—H—NA—ILARY I RDAVTUYMNBIREINGWESIZTIHELAHY FT,
B I AETEREMN?

A Userl Z I BEEO— )L IL—TITEMLET,


https://www.jpnshiken.com/q/12676-1146870/

B.Userl#Ld— FEEETEO—ILYIIL—TITEMLET,
C.A—ILARYIRBREEA—NWRYI RS VR— IV RR—+EEYSBTET

D. A—)LARY Y RABEEELE ) —HILKR—IL FOEEBEO—)LZUser IZE|Y B TET,

IEfR: (EffzRnLET)

References:
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/holds/holds?view=exchserver-2019

B 28

Microsoft ExchangeOnlinet- 7 X4 1) 7L 3 UuhH Y £9,

I R TOANndroid 7 /31 A hExchangeActiveSyncZ R L TEFA —IILZRATELGVKSIIZTIRELNHY F9, thdT/314 XL ExchangeActiveSyncZ#FRA L TEFA—ILEZREATE
5EICTEIRENHYFET,

AIZEIANRESTIMN?

A. data loss prevention (DLP) policies

B. Exchange ActiveSync access settings

C. device access rules

D. mobile device mailbox policies

IFfig: (EfiZ R LET)

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/new-activesyncdeviceaccessrule?view=exchange-ps

BE: 29

Microsoft Exchange Server2019/\14 J'1) v FEREAH Y £9,

FTRTOI—H—A—)LR v I XAHExchangeOnlinelZFHiTEhE T,

TG ITHIWE—%F 2T I B 5ExchangeOnlinel #1732 EMNH Y £,

BN FEERT RIS BBICERITTIRENHE3DODT IV avEENTIN  BET DI BULGTI2a a7 av0) A Mo EIZEHICHEEL, ELWVEFTEREL
F9,


https://www.jpnshiken.com/q/12676-1146871/
https://www.jpnshiken.com/q/12676-1146872/

From Exchange Online, create the target public folder mailboxes.

From Exchange Online, run the Set-srganizationConfiyg
-RemcteaPublicFoldermailboxes SNull

-PublicFoldersEnabled Loval command ' | .\'.} M i C ro S Of

From Exchange on-premises, run the
SetmailPublicFolderExternalAddress.psl script

From Exchange on-premises, run the Export-
ModernPublicFolderStatistics.psl script

[From Exchange on-premises, run the Set-organizationConfig
-RemotePublicFolderMailboxes SNull
-PublicFoldersEnabled Local mmanﬁ

.

From Exchange on-premises, run the
ModernPublicFolderToMailboxMapgenerator.psl scrpt

Actions Answer Area

l:mm Exchange Online, create the target public folder mailboxes.

From Exchange on-premises, run the Export-
ModernPublicPolderStatistics.psl 5crpl

From Exchange Online, run the Set-ocrganizationConfig
-RemotePublicFoldermailboxes SNull From Exchange on-premises, run the
-PublicFoldersEnabled Loval command ModernFublicFolderToMailboxMapgenerator.psl script

From Exchange on-premises, run the ) rom Exchange Online, create the target public folder mailboxes.
SetmailPublicFolderExcternaliddress.psl script

From Exchange on-premises, run the Export-
ModernFPublicFolderStatistics.psl Script

— == ey,
From Exchange on-premises, run the Se<-0OrganizationConfig
=RemotePublicFolderMailboxes SKull
=PublicPFoldersEnabled Local cOmmand

From Exchange on-premises, run the % .
ModernFublicFolderToMailboxMapgenerato I c r O S O ft

References:




https://docs.microsoft.com/en-us/Exchange/collaboration/public-folders/migrate-to-exchange-online?view=exchserver-2019
https://docs.microsoft.com/en-us/Exchange/collaboration/public-folders/migrate-to-exchange-online?view=exchserver-2019#step-3-generate-the-csv-files
https://docs.microsoft.com/en-us/Exchange/collaboration/public-folders/migrate-to-exchange-online?view=exchserver-2019#step-4-create-the-public-folder-mailboxes-in-exchange-online

Egﬁﬁ:30
Microsoft Exchange Server2019/\4 J1) w REREMNHY FT,
Get-HybridConfiguratona <> KL v hZETT 5 ¢ ROFITTIEHANRTEINET,

Sy A —
Ortoervers

SecureMail, Photos)

O=0Userl,

FOYTEO A Za—42FALT HICRENTVABRICEDVTERT—MAVFMERET T HRIZDERKREFIRLET,
I I DEREERENIRS O FOEENHY F£9,

To enable users who have on-plémises mailboxes to access théirarchive P
mailbox in Exchange online, you mist modify. fhe [answer'chalck] ploperty. [ClientAccessServers
Domains
Features
[ExternallPAddresses

Depending on where the user mailbox is located, leenable automatic Microsoft peall
Cutlook on the web redirection to either the'on-premises organization or  [ClientAccessServers
Exchange Online, you must modify the [answer choice] property.  |Domains
Features
ExternallPAddresses

;5
To enable users who have on-premiSes mallbgxes fo access their arghive ~
mailbox in Exchange online, you must mogify the [answericholce] propety. [ClientAccessServers
Domains
eatures
ExternallPAddresses
Depending on where the user mailbox is located, {0 enable automatic Microsoft w
Outlook on the web redirection to eithier the on-premises organization or  [ClientAccessServers
Exchange Online, you musl medify the [answer choice] properly. |Domains
Features
[ExternallPAddresses
References:

https://docs.microsoft.com/en-us/powershell/module/exchange/federation-and-hybrid/set-hybridconfiguration?view=exchange-ps

Egﬁﬁ:31



I COBBIE RLCLFIVAZRTT S —EDEBO—ETY, V) —XADOFEMICIE BRON-BIEEZERT HAIREMEDHLIMBDFRRENEENTVET, —HMOEME Y MZIFE
HOELWMERELNHIHZENHY FIA MOERMEY FZFELWERENGZWMGEADHYFET,
CDEVaIVOBEMICRAEZELZRIE, TOBEMICRSAZLETEFRA, ZTOHBE. CNoDEBEMIELEa—ERAICKRTIINEEA,
1,000 D * — LR v & R Z &L MicrosoftExchangeOnline T+ > FHH Y F T,

SHOEERFADTARATOLI—HY—(L SalesE WS LZRIDTIL—FIZEBLTULET,

Fttid, Sales T IL—TDA—HF—DEFA—IDRF I 7AIILDFERAEZHETIH LAY O—FFRELTLET,

AT 7ANEECITRTOEFA—ILAYyE—UMSalesY L—TDA—HF—ICEBRESNBEVKSICTILELHY FT,

fRRER SalesV IL—TITRHEINTWSERZEZEELET,

CNIFERZERLTHEIN?

A. [Ty

B. L MMZ

Ffa:B(aAV FEEKRT D)

Create a mail flow rule.

Reference:
https://docs.microsoft.com/en-us/exchange/security-and-compliance/mail-flow-rules/common-attachmentblocking-scenarios

A3 7EMS-203JRIREE [ZJPNTest.comiZ2 S  MS-203JEERICEHET S 2 & ITRICII B ET ! JPNTest.comlI 5 xFTMS-203JA 5 EE 1=t L £9°, JPNTest.com MS-203J5E&
PREEEL SEHFSNE LT, T TMS203JHBEDNT R FTUPUEFISANET, BFMAD 7 7 £ X _ https://www.jpntest.com/shiken/MS-203J-mondaishu 896, 3 0 %7 1 X 7

Y kb 451421510 — K: JPNshiken|
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FCOBRIE RLSTIAZRTTHI—EQEMO—ETY, V) —XDOZEMICIE, BRSN-BEZERT HAEEDOHIBEOBRENEFNTVET, —BOBEME Y MIIEE
HOELWMERELNHLEZENHY FTIAN MOEMEY FZFELWERENGWVGEEAHYFT,

CDEIavOEBEMICEAZLE-RIE, ZOEBEMIZCRSZLETEFRA, ZOHRR, CNODEBERIILE a—BEIZRTINEEA,

HET=-D(ZIE, 2,000 A —)LRy 9 X EE&LExchangeOnlineTF+ > FAH Y FT,

Fabrikam_Inc, E WS BARID/NN— b F—EF Y—F—F 1 DAvE—225Y ) a—2 3 FFERLTULET, Fabrikam®D 7™ b/ > FSMTPH—/3—I[% 131.107.2.220IP7 K L
AEFERALEY,

fabrikam.com KA AL UM ED WK DHADBEFA—IA Y E—UNRERH>TRNRLELTI—IENTWSZ EbHMYFELT,

fabrikam.com KA A4 U S EESNFEITRTODEFA—ILAvE—ON SHOAI—F—A— LRV I RICEBICERESNSCEZHRTIDLENRDHY T,

RREK WA ILI—ZERLET,

CNIFERZERLTHEIHN?

A. [Ty

B. L MMZ

Ef#: (EfEZRTLET)

You can allow the server IP address in the Connection Filter. This would achieve the objective of ensuring all email from Fabrikam.com is delivered. However, it would also allow any other
company that uses the thirdparty email server to bypass the spam filter.

The fact that the question specifies that Fabrikam uses a "third-party messaging solution" suggests that the answer to this question should be No although technically it would work.
Reference:


https://www.jpnshiken.com/q/12676-1146875/
https://www.jpntest.com/shiken/MS-203J-mondaishu
https://www.jpnshiken.com/q/12676-1146876/

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/create-safe-sender-lists-in-office-
3657?view=0365-worldwide

EFI:IE]: 33

B T=-D=1t(Z1E adatum.com & contoso.com & LY S ZRTMD 2D M ActiveDirectory 7 # L X b ZH—/A—H BB S TS ExchangeServer 2019#8fiA4% Y 9, #EMICIZ 52D A —ILKRy
DRY—N—E2DDIT YD b T VRR— b —N—REENTULVET, Microsoft 365% ERA L . ExchangeOnlineZ#R L £9,
NATYY RA=)LESVRKR—ERETHFETT,

BATERTILELNH IV — F/I\—T 1 DCASIHAZEDHEHET 2RENHY FT,

SIEAZEDR/MULNNS DTEM?

A. 4

B.5

C.2

D.1

IEfE: (EfEERTLET)

BR: 34
contoso.com & LY 3 & Bl D MicrosoftExchange Server2019#8# & ExchangeOnlineT 7> k%Y £9,
NAT)y FRRAZEET DL EZFHBELTVET,
ROKITRTIRAELHY F7,

Source Subject name
Self-signed serverl.contoso.com
Internal certification
authority (CA)

Internal certification |'contoso.com and
authority (CA) autodiscover.contoso.com
Public certification

authority (CA)
Public certification contasa.com and
authority (CA) autodiscovér.contbsdidom

Microsoft Office 365Exchange/\1 ') v RV A H— FTEIVHTEHAZENTEIHIAEZHRET IVLELNHY FT,
EDIREZRET OVLENHYEFIMN?

A. CertdH &K UCertcD &

B. Cert2$ & U Cert3M #

C.Cert1d &

D. Cert3% & U'Cert5M #

E. Cert2¥ &K UCert4D &

F. Cert2_ Cert3_Certd4 & & U Certsm &

IEfE: (EfEERTLET)

*

*



https://www.jpnshiken.com/q/12676-1146877/
https://www.jpnshiken.com/q/12676-1146878/

Reference:
https://docs.microsoft.com/en-us/exchange/certificate-requirements

gﬁ:ﬁ: 35

FCOBEREI RLOFVAERERTI—EDERO—EHTY, V) —XDFERICIE, BRONF-BEXERTIREROHIBBDBRENEENTVWET, —BOER LY MMIITE
BOELWERREDAHLBZENHY FTIMN MOERtEY MIIZELWERRESLGWEELHY FT,

CDEIVaVOBEMICEAZ LRI, ZOBEMIZRSZLETEFRA, ZOHER, CAOoDEBERIEILE 2 —BEIZRTINEEA,

RDEF A —IL KA A 2 EELMicrosoftExchangeOnlineT+ > FA®H Y £3,

Adatum.com

Contoso.com

Fabrikam.com

NEBDZEENT T FADIA—HF—DNEBFA—IAVE—VERETDHE  TRTOAYE—DIE@ contoso.comBEFA—IL AL VEFRALTCEREINET,
@ fabrikam.coOmB FA—IL F AL/ VEFALTA—HY—DNEFA—INEZEET I L EZHRBTILELNHY FT,

fRiRER fabrikam.comTRBEINFRFALA D TOANRT A ZEBLET,

NIFEEZERLTHEIN?

A. [ELy

B. L\ %

Eff: (EfEZRTLET)
Reference:

https://docs.microsoft.com/en-us/exchange/mail-flow/accepted-domains/accepted-domains?view=exchserver-2019

BH: 36

Microsoft Exchange Server2019#8#5i# ERL E T,

TRTOFHLVWA LRI RADA—F - EARRERETETLEVLSICTILENHY FT,
BRI ZET HZ2REN?

A.ExchangeBEBt 4 —m5 FHLWRIIB Y S TRY O —FERLET,

B. PowerShellh 5 . New-Ro1eAssignmentPolicya v > FLw FEEITL,

-isDefault/S 5 A —4 —_

C.ExchangeBEt 2 —m5 #HLWEEJTIL—TEERL ZORENIIL—TE F A 21— —ITEY B TET,
D. PowerShellh 5 New-RoleGroupa ¥ > KL FZE{TL .,

-CustomRecipientWriteScope/\5 A — & —_

IEfR: (EffZzRnLET)

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/role-based-access-control/newroleassignmentpolicy ?view=exchange-ps

B 37

HHT-DE%E, contoso.comE WS ZRIDRDEH EN— b F—2 v TEHATVET,

BEEODEVEEEZEHA, contoso.comDAI—H—[IZEEFEINEITARTODEFA—INAVvE—UNEFNICEEILEINDSLSITTILELHY T,
Azure InformationProtectionZ &% LE 3,

RIZAZITRETIMN?


https://www.jpnshiken.com/q/12676-1146879/
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A. T—3EXRML DLP)RY S—FERLET,

B. A—/)L7A—)L—ILEERKLET,

C.UE—FRASVEBBRLET,

D. 7 b\ ka2 E8BELET,

Eff:B(QAV bERKT D)

Reference:
https://thevaliantway.com/2019/01/encrypting-email-office-365-azure-information-protection/

EFEE]: 38
ADatum Corporation & LV BRID R IZ X ROKRIZTTHE R o —%F ST Microsoft ExchangeOnline - 7 X5 1) T 3 UhH Y £9,
Name = c nf t Enabled | Default
Policyl mple, True True
fabrikam com:CalendarSharingF reeBusyReviewer,
ContactsSharing}
Policy2 {contoso.com:CalendarSharingFreeBusyDetail } True False
Policy3 {litware com:CalendarSharingFreeBusyReviewer } True False
IR T I UIZIR RORICRTA—ILRY I RADBREENATLNET,

Policyl
Policy2
Policy3

ADatumlE  ROFRITRT/IA— b F—RE LW FITHO>TLET,

Name SMTP domain .+ Email platform
Fabrikam, Inc. Fabrikam com ol On-premises Exchange Server 2019
Contoso, Ltd. Contoso.con=, | | ¥ U5 | Third-party email server
Litware, Inc..  |\/] |datsyarechbm Exchange Online

RDEAT—EAVMIDOWT RAT—FAY A rueDIZEIF [[FWVNEBRLET, TNRLUSNDEEE [WWOA]EBIRLET,
I WEREENRTNARS D FOMMENIHY FT,

Statements

For Userl to share contacts with the users at Fabrikam, a federation trust is required.

User2 can share free/busy hours, subject, and location with the users at Contoso.

User3 can share calewmiﬂhm%mg@ ft


https://www.jpnshiken.com/q/12676-1146881/

Statements Yes NO

For Userl to share contacts with the users at Fabrikam, a federation trustiSrequired. O O
User2 can share free/busy hours, subject, and locatien with the users at Contoso. O O
| -Pq B -,

User3 can share calent with tI'FE.users at Litware. O Q

EFI:IE]: 39

Microsoft Exchange Server2019/\4 J1) w REREMNHY FT,
NAT)y FEZ VBRI HMA) 2EETH5FETT,

ExchangelfR8 7«4 LY FREZIWETHE RODEANROMY FEFT,

Internalurl - htfﬁ&:Hmail.contnsn.com
Externalurl + https://mail.contoso.com
I15AuthenticationMethods : {Ntlm, HEootiate)

InternalAuthenticationMethods : {Ntlm, Nepotiate}
ExternalAuthenticationMethods : {Ntlm, Negotiate}

HVADEE SN -RED=-OITRBT 4 LY ) 2E{HT IRELNHYFET,

BRI ZET E2REN?

A BEEAEE LTOAUthZEBMLET,

B. 2SI AX & LTNTLMZHIBRL T,

C. ExternalUrlflE » 5 https://mail.contoso.comZ #HIf& L £,

D. InternalUrl{ig % http://mail.contoso.comIZZEE L £ 9,

Ef#: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/enterprise/configure-exchange-server-for-hybrid-modernauthentication?view=0365-worldwide
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FCOBEME RLCYFTUAZRTTS—EDOEMO—FHTY, V) —XDEEMICIE, BRON-BEZERT HAEEDH LI MEOBRENEENTUVET, —BOEMEY MIIFE
HDELWMERENHAGENHY FIA MOERtEY FMIFELWMERENGWGEELHYFT,

CDEIVaVOEBEMICEZELEZRIE, ZOBEMICRAZLEETEEFRA, ZTORER. CNOoDERIILEa—BREIZRTINELA,

RDEF +—IL KA A > %EELMicrosoftExchangeOnline T+ > kAHY £9,

Adatum.com

Contoso.com

Fabrikam.com

NEBOZEBEDNT T FRADQI—F—DNoBEFA—NAVE—DEZETHE TARATOAYvE—TIE@ contoso.comBEFA—IL KA VU EFRALTRIESINET,


https://www.jpnshiken.com/q/12676-1146883/

@ fabrikam.coOmBF A —IL AL VEFAL TA—Y—DNEFA—IEZEET I L EZHRTILELNHY ET,

R 5 Microsoft 365:R— & JLM S _fabrikam.comZT 74 )L b FAAL VELTHRELET,

CNIFERZERLTLEIN?

A. [FLy

B. LMV R

Eff: A(QA U RERKRT D)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq?view=0365-worldwide#how-do-i-set-or-change-the-default-domain-in-microsoft-365

B 41

IMAPR—ZXDEFA—IIRTLEFERALTVET,

Microsoft365H4 7RV 1) T a VEBALET,

Exchange Online TlE, R THDA—H—DA—LIRY I REERLET,
FTRTDA—HF—DITRTDEFA—ILT HD > kFExchangeOnlinelZB1T3 2LELAHY 9,
ED3IDDAVKR—RY FEERT IBENHYFEITHN? TNTNOEREE BREO—HZEZRLTUVET,
F L VEREZENZTAIRS U FOBENHY FT,

A BITNYTF

B.CSVB{TI774IL

C.AvNY ORI A

D. KBS f-FAL >

EVE—FFRASY

F.RITZVRRA b

IEfg: (EfERELET)

Reference:
https://docs.microsoft.com/en-us/exchange/mailbox-migration/migrating-imap-mailboxes/migrate-other-typesof-imap-mailboxes

BfE: 42

Microsoft Exchange Server2019#8#m3& Y E£3,

3 2T »YIZFabrikam# & UConfidential& LN S BENEENTLSIHEE Userl EVVS BRTDLI—H—DANA—ILRY IV ADAVTUIYNEIBREINGENESITTIRENHY FT,
BRI ZET HZ2REN?

A. User1%DiscoveryManagementE 20— )LS )L—FIZEBMLET,

B. LegalHold & & U'MailboxImportExport&E ¥ O0— )L ZUser1 [ZE| Y ¥ TE I,

C.Userlz La— FEEEED— LY IIL—TITEMLET,

D.UserlZa 7547 AEBEBO—ILTIL—TIZEMLET,

EfE:A(IAD bEFHKT D)

Alternatively, assign the Mailbox Search and Legal Hold management roles to User1 Reference:
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/holds/holds?view=exchserver-2019

HR: 43
RORIZTERTINT ) w9 T+ IILE—%EET MicrosoftExchange Server2019/n4 J1) v FEBEMNH Y 9,
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Name Structure Mail-enabled
PF1 Hierarchical | Yes
PF2 Flat No
PF3 Flat Yes

A—HY—QFATEDa35RL—2a30F T a3 vFdHETHE=HIZ NTY) 99 T+ I)LF—%ExchangeOnlinelZB1T9 52 E#5TEILTWVET,
T+ LT DEEGFEOMEEE XS C L1 < Office3657 IL—TIZHBITTEZ/IRTV I T+ LT IEENTIMN?

A. PF2E &K UPF3D#

B. PF2D #

C. PF1& & UPF2DH

D. PF1D#&

E. PF3MD &

IEfE: (EfEERTLET)

Not PF1. Office 365 groups are 'flat' so you would lose the folder hierarchy.

Reference:
https://docs.microsoft.com/en-us/exchange/collaboration/public-folders/migrate-to-microsoft-365-groups?view=exchserver-2019

B 44
SCLOBRMBEHRZ#H-IT V) 1—aveaRETILEAHYET,
ARV REEDESICRTIARENHYEIHN?EET HICE EAEEETENGA T a vERBRLET,

ot 0 3
Set-ContentFilterConfig -PoisonThreshold
Set:MailboxpPatabase -SCLJunkThreshold
=et-OrganizationConfig -SCLRejectThreshold
Set-transportServer -SCLQuarantineThreshold
1E fZ:
- ol -~ 3
Set-ContentFilterConfig -Raison Threshold
Sei-MailboxDatabase SCLJunkThreshold
et-OrganizationConfig -SCLRejectThreshold
Set-transportServer -SCLQuarantine Threshold
References:

https://docs.microsoft.com/en-us/powershell/module/exchange/organization/set-organizationconfig?
view=exchange-ps

Bf: 45

FCOBEMIE RLCIFVAZRTT S —EDEBO—ETYT, V) —XOBZEMICIE BRSN-BIEZERT IAHREOHLIMBOERRIAEENATVET, —BOEME Y FZIFE
HOELWERENHLIBZENHY FIN OB tE Y MIEELWVERENLGWNEENLHY FT,

COEVIVOEMICAZLZRIE, TOBMICRAZLEITEFHA, ZTOHBRE. CNODEMIILE 2 —BEEICKRTINELEA,

2001 M * — LR v & R Z &L MicrosoftExchange Server2019#8#0H Y 3,
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BA—IRY I RIZ2DEDA—ILT FLRAZEMT E2BEAHYET , 7 FLRIZK B1—HF—DUHORYDOXFE 1—HF—ND% @ fabrikam.comDEIZFERT 2EXNVETT,
fi#iREK . YBg%s@fabrikam.comBEF A —ILT7 FLABRKZFERTIEFA—ILT FLRAKR) O—FERLET,
CNIZEEZEEZERLTOWETM?

A. [F

B. L\MVZ

Eff: (EfEZRTLET)
Reference:

https://docs.microsoft.com/en-us/exchange/email-addresses-and-address-books/email-address-policies/email-address-policies ?view=exchserver-2019

B: 46

FCOBBE RLCLFIVAZRTT S —EQEBO—BTYT, V) —AOEFEMICIE BRON-BIEZERT SAIEMEDHIMBDOFRRENEENATVET, —BOEME Y MZIFE
HOELWMERELNHDHENHY FIHA MOERME Y FZFELWERRENGWMEGENHYFET,

SOV aVOEMICEEL-RE TOEBEMICRSAZLETEFERA, TORE. ChoDBEMEILEa—EAICKRTIINEEA,

B =D& [EMicrosoft36sH TR ) T avhibly 9,

R OMBEHFADPAIND A —HY —EFRiA BF A - AvE—2D)9FD) v LTRETHEWLWWebY A M7V A LFELE,

SHOT—T T4 VTEBADI—F—IL BF AN AVE—DICEHORAFENTVEIRTO) VIICT IV ERATEIRENHIERELTLET,
MBEHMADLI—F—ARETLHELWebY A MITFT IR T HFARERZROIVRENAHYET, Va—avE UHERAOLI—Y—ICOAEETIBLENHYFET,
BRE L VREERTT7AILR) O—ZERLET,

NIFERZERLTHEIHN?

A. [Ty

B. L MMZ

Ef:B(OA U FERKT D)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-safe-links-policies ?view=0365-worldwide

A3B7EMS-203JEREE ILJPNTest.comiZ2t St MS-203JEHERICEHKT H 2 LITRICII B F T ! JPNTest.com(E 5 exFHMS-203J5AEREEE #1214 L £9, JPNTest.com MS-203J545&
PBEIEL SEHINE LI, ST TMS-203JHBEEND TR FT VPV EFICANES , BHRD 7 7 £ X https://www.jpntest.com/shiken/MS-203J-mondaishu 896/, 3 0 %7 1 A 7

oy kb 45142510 — K: JPNshiken|
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Microsoft ExchangeOnline - 7 X5 ) 7L 3 UohHY ET,

1BE30H M [Cuseri@contoso.comDEF A —ILT FLANGEETELEN DI ARTODEFA—INAVvE—DFELCSVIFAILEERT IVENHY 9,
BiZ4EMT B=HD2DODFRELFEIIMTIN? TN EFNDERIL BRRO—EERLTULET,

I B OLEREZRZENIRA O FOMBENHY FT,

A. Exchange Online PowerShellh 5 Get-MessageTracea~ > KL v FEERITLET,

B. ExchangeBEEBt V4 —hib AvE—Y FL—REETLET,

C. Security&ComplianceBEEBt V4 —hib A—)ILRy Y REEOQTEI 9 AR—rLET,

D. Exchange Online PowerShellh 5 | Get-MessagetraceDetaila~ > KLy FE#ETLET,
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E. Security &Compliance BBtz V2 —mMib A vtE—U FL—REEFTLET,

IFfg: (EfZRTLET)

References:
https://docs.microsoft.com/en-us/exchange/monitoring/trace-an-email-message/run-a-message-trace-andview-results
https://docs.microsoft.com/en-us/powershell/module/exchange/mail-flow/get-messagetracedetail ?view=exchange-ps

B f: 48

Microsoft ExchangeOnline 77+ > kA& Y F£9,

&IE, AdmIin5 EADMINGE WS BRTD2ADFH L VWEBEFRALF L FLLWEEEICROERZFET ILELAHY FT,

*ADMIin5IE, A—HY =I5 MU RZEIYETEHIENTEDIRENHYFET,

*AAMIinGlE TR TDA—H—DEFA—IILANLRELFZERTETIDLENHY £,

*AdMIn5IE, TR TDA—H—D A — LELERTEEZERTEDIDHENHY FT,

* Admin5E & VAIMINGIE, IR THDA—HF—DA— LRy Y RIERZEETEZLIHENHY T,

Y)a—aviE m/MNEEQCRAZFERTIVLELNHY FET,

BA1—HY—ICEDREZENY L THIVENHYFITHI?BZZBICE BULA T avEBRLTLESVD T L WLBIRIZFAEFNIKRS > FOMEAHY 9,

BR: 49
RDRIZTRT JIL— T % E T MicrosoftExchangeOnline T+ > kMH Y FF,
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i Number of Member of
Name Type Owner
members
Groupl | Distribution list Adminl 200 none
Group2 | Dynamic distribution list__ | Nene 50 Not applicable
Group3 | Security group Adminl 50 none
Group4 | Distribution list Adminl 150 Group3

ED YT IL— T EMicrosoft3657 IL—TFIZF7 v T L—KTEEITHh?

A JIL—T1DH

B. Group1_ Group2, Group3. & & U*Group4

C. Group2# & U'Group3MD &

D. JIL—T3DH

E. Group1# & UWGroup4 D &

Ef#E: AE (242 FERET D)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/admin/manage/upgrade-distribution-lists?view=0365-worldwide

BfM: 50

&1 -D&4t(Z1E Microsoft Exchange Server2019/7\4 J'1) v RERMNHY £,

SR OEEEF EHFELFIND L —F —I(X ExchangeOnlinelZ A —JLIRy I R ZEH->TUVET,

LHORY) O—TIEX LEEBADLI—HF—ELHmEFFIDL—F—FROBHICEDVWTEIT A MET EIRENHY FET,
LEBMAOI—Y—(E, FB—/NILT7 FLRY X MIRESBFADI—F—Z2RRLTIELRY FEA,

* GAL),

WERFADL—Y—(F, GALOLEHMADL—F—ZRRTLTELRY FEA,

RESFAOI—F—EX LEEBAOLI—F—DONBREEFL L THRONILELHY FT,

LEBMAOI—Y—(F HEBEAOI—TF—DNRZEE L L THRONOIBLELHY FT,

EHE@H-L R M FAZERMRICMA LDV ) 12— a3 V2 HET IBENHYET,

HlEr-lEfzLEHLETMN?

A. Exchange Online7T7F > kT L& EHRETRPIZENDOT FLR Ty IR — ABP)ZERLET,

B. AEEFADTRTDA IR Y I REFTLIRMABICBITLTHASL 7T FLRT VIR O— ABP)IL—T 1 VT EB/HICLET,
C. :EBflMMicrosoft 3654 TRV 1) T a3 VEBALTH L LEEHMFADTRTOA—IRY I REHLWLWY TR YT a3 VITBITLET,
D. Exchange Online 220D 7 FL X T w oK) o — ABP) Z4ER L . ExchangeOnlineT7+ > FDABPIL—T 4 VT #BIIZLET,
Eff:D(QAA U FERKRT D)

References:

https://docs.microsoft.com/en-us/exchange/email-addresses-and-address-books/address-book-policies/address-book-policies ?view=exchserver-2019

Eﬁ:ﬁ: 51
contoso.com& WNS ARIDT I+ b KA AL U HFFRT BMicrosoft3estd TR0 1) T avhhbyUET,
1—4—I(% fabrikam.com& NS ZHID KA A BDEFA—ILA v E—Vld A vb—CHESTHBICENNDLFRIALE LTHAISNDERELTLET,
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fabrikam.comM™ 5D A v E—TUHBR/NLE LTHINSNBWESICTIHELRHY FT,

DE=IERZET o2 EH?

A.EO7T7—B8/I\—Y ZAP) EP —ILIREREZEMICLET,

B. &I ILA—TE—TURREEMLET,

C.TIANLEDA—NLTAO—)L—ILEZHRELT ARNLITAIILEI—FNAIRRLET,

DRI A ILE—FRYS—DIPHAIYR NEEBLET,

EfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/configure-the-connection-filter-policy ?view=0365-worldwide

Eﬁ:ﬁ: 52

Microsoft Exchange Server2019#8#iM\ Y £9,

TRTDEFA—IIDERRBINTHS T—HA TA—LRY I RIIBBINDIZLEZHRTIVELDHYET,
fAIZESINETIMN?

A. a personal tag

B. a data loss prevention (DLP) policy

C. a retention policy tag

D. a default policy tag

IEfE: (EfgZRTLET)

Eﬁ:ﬁ: 53

Microsoft ExchangeOnline7T7+ > kA% Y £,

)E— b1 —H—X BEFA—ILT I kFEMicrosoftOutlooklZIBML L5 ETEEIS—AvE—C2ZHMAERELET,
DNSLO—FP1—H—[CHLTELLBBREINDZLEHERTIVENHY FT,
ED2DNODNSLOA—RETRA T IBELAHY ETI N ? ETNTNDERIE ARED—EHERLTVET,
I WERIEZENTNIRS > bOBELAHY FT,

A. autodiscover.outlook.com

B. smtp.office365.com

C. outlook.office365.com

D. security.microsoft365.com

E. portal.office.com

IEf#: (EfiZzRLET)

Reference:

https://docs.microsoft.com/en-us/exchange/troubleshoot/administration/incorrect-settings
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1,0008 DE/NA ILT/NA R EEL Microsoft365IREMNH Y £9,

EARFFI#H A L T ExchangeActiveSync 70 Fa)LZFERT 3T R TODENAILTNA ADNBHAENENWESICTEY ) 1—L 3V EHETIVNERADY FT,
ED2DODY ) 21— avEBEHOLETI? FNEFNOERIITLLHBREFIERLET,

L WEREIZERFNIRS D FOBEELDHY T,
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A BA—ILIRY I ZRDCASA—ILRY Y REBEEZERLET,

B. Azure Multi-Factor Authentication MFA) #=Z L £ 9,

C. IR >—FERLET,

D. R4 FET VAR O—%ERLET,

E.TNA AT ERAIL—ILEEBLET,

IEfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/exchange/clients-and-mobile-in-exchange-online/disable-basicauthentication-in-exchange-online
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

ﬁﬁﬁﬁ:ﬁ: 55
Microsoft Exchange Server2019/\«4 J'V) v FEEAH Y £9,
RORICRITAVILIRADA— IRy I ADRHY I,

Name Forwarding address
Userl Uset6 [~

User2 None

User3 None

Userd None

Users _ None

Wen v ICTOSQKT None

RORIZRTA—ILRY I RADT O AR ZEMLET,

Mailbox Permission

User2 Send Asfor Userd

Userd Full'\Aécess for User3
PUMVARCrosoft Send on Behalf for Users

JE—FA—ILRY Y ABHEREFEAL T, A —ILRY Y X %ExchangeOnlinelZB{TF 2 2 EZHBILTLWET , A =R Y I RE RORIZRT AT S 12— LICHESTRBITEINET,
Week Mailbox

1 Userl, User2, User3, User6

2 Userd, User$

BLCEIZCBITINFA—ILRY I RATIE A—ILRY I RADBEHERNR LAY FIZEEN RBEFICHY FA—N—3NFT,

ROBEAT—FA Y MIDWT RAT— FA Y A trueDIB AT [[FLEBEIRLET, TRUNDBEIE [LWWR]EERLET,

I WVLDERIZENREFENIRAS Y FOBIENHY £5,
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Statements 2 ~ Yes No

The mail forwarding settings of the User1 mailbox will be presewed ELﬂﬂmatl{'.EH‘j' O O
after the migration.

The permissions granted to the Userd mailbox for the User2 mailbox will be O O
preserved automatically after the migration.
The permissions granted to the User3 mailbox for the Userd mailbox will be O O

preserved automatically after the migration.
IFfig:
Statements Yes

The mail forwarding settings of the User1 mailbox will be preserved automatically )
after the migration.

The permissions granted to the User4 mailbox far the User2 mailbox will be O
preserved automatically after the migration.

The permissions granted to the User3 mailbox for the Wser4 mallbﬂx thl be I (:)
preserved automatically after the migration: - - | S |

References:
https://docs.microsoft.com/en-us/exchange/exchange-hybrid
https://practical365.com/exchange-online/configuring-exchange-hybrid-cross-forest-permissions/

B 56
contoso.comé& LN BHIDEF * —IL K A 4 > DMicrosoftExchangeOnline 7 X4 1) T 3 ohidHp Y £9,
IX\— b F—1 ¥ fabrikam.com& LV S BRIDEF A —IL KA 4 >~ DExchangeOnline 7R 9 1) T3 U #H->TWET,
contoso.comD L —H—M 5 EESNI=FE A v t—Thfabrikam.comD I —HF—IZEESNBEVK ST EIDHELHY FT,
ExchangeBE U2 —MN o BEZERT A-ODREDAEFIMTIN ?EHOBELERT L BETERTELHHENHYFET, (EEDBEZEZERTS,)
ARV 3 zEBLET
B. A—)L7O—)L—)LEEKT S
ME—FRASEERT D

EKBEFHFRAA TR LET
EmJEﬁéimbii)
Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/remote-domains/remote-domains
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BRE: 57

Office 365 Advanced Threat Protection ATP) A& ZH(Z7% 5 T L)% Microsoft ExchangeOnline T3+ > kW H Y ET,

T+ > kIZIE, UPNAYben.smith@fabrikam.com®BenSmith& LY S BRID A—HF—DNEFNTVET AR IRIE ATPI 4 v U IRER) O—%FALTHRESNTULET,
R R 2 RI& ben.smith @ relecloud.comDBEAT H Y bSO EESINFZEFA—IIE AEHOEBEFA LT AV FMIBEESNGOLERELTULET,

B ADEF A —ILhben.smith@fabrikam.comIZHEEIZEESIND L SIZTIBELAHYET, ES5TNIEKWNTITH,

A. 553X )L— )L EER L T ben.smith @ relecloud.com 5315 L 1= * v £ — P MMS-Exchange-Organization-PhishThresholdLevel Ny 4 —[ZfE2% 2| Y B TE T,
B. [T & %%15& & L Then.smith@fabrikam.comZATP 7 4 w L U I WERY O—I2EBMLET,

C.{E#E T Z %:%{E®& & L Thben.smith@relecloud.comZATP 7 4 v ¥ VI EICEMLET,
D.SRAFFASUDATPT 4 v V5K X Mrelecloud.comZEMLFET,

R (ERERTLET)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/configure-atp-anti-phishing-policies ?view=0365-worldwide

B E: 58

Microsoft Exchange Server2019/\4 J1) w RERMNH Y FT,

NYFBITITOEREZFERALT NTUY I T+ T—%4 2T L I Ah 5ExchangeOnlinel2#B1TLET,
NYFBIINETTHE BMDNNT) I T+ F—DA 2 TLUIRICEREINET,

HLWAVTLULIRAD/INTY w9 T+ LA —%ExchangeOnlinelZ#1T73 2 EMNH Y £,

DE=IERZET o2 EH?

A A ILEF—DORNBEEZPSTI7AILIZTH AR—FLTH S OutlookPSTZ Y RAAR— &2 ERALTPSTI 74 ILEA VR—FLET,
B.HILWIA LT —DHEETCHLWWATY VI T NT—BITNYFEERLET,
C.DONYFBITITOREHBRYRL HLLWIAILT—%BIT/ Ny FIZEMLET,

EfR: (EffZzRTLET)

Reference:
https://docs.microsoft.com/en-us/exchange/collaboration/public-folders/migrate-to-exchange-online?view=exchserver-2019

BfM: 59

HE-OETF BERMET—Y T4 VBRI —F—ZEIZHLVWVENS LTS RAEBALTWET,

# LUV T/341 RI& ExchangeActiveSyncD#& ZHHR— b LET,

ROBUEFZTEINTENANILTNA ATV R EERTIVLELNHY FT,
TARTDEXESHFADI—Y—ITHED/NART—FRY—%BAHALET,

TRTDIY—7T 14 27 MDD I—F—hExchangeActiveSyncR—XD I A4 7 b EFERALTA—ILRY I RIZTIVCATEGEVWELSICLET,
HEEAETEIREN?EET SHICE, BEEHE TEYGA T a Vv EBIRLET,

F L VERIEZENTAIRS U LOBENHY FT,
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For the sales department users: v

AR A" L
Create a mobile device @6cessiriflé ! ©
Create and assign a mobile device policy

Create a client access rule scoped to the users

For the marketing department users: A 4

Run the Set-Mailbox cmdlet
Run the Set-CasMailbox cmdlet
Run the Set-ActiveSyncDeviceAccessRule cmdlet

1E fiZ:
For the sales department users: v
Create a mobile device aCtess rule
Create and assign a mobile device policy
Create a client access rule scoped to the users
For the marketing dépatment users: v
Run the Set-Mailbox cmdlet
Run the Set-CasMailbox cmdlet
Run the Set-ActiveSyncDeviceAccessRule cmdlet
Eﬁ:ﬁ: 60

A—H—ZREITH5E-ODEF1 T+ ERZH TV ) a—2a v eHETILENHYFET,

b FAEzHEBOLETMN?

AtEXal)T4ELaV0TSAT7oRDEBEA—E ATPE—TOHR 774K O—%ERLET,

B. Exchange OnlineMExchangeBEEB V2 —m o ANLT 4 LA —FKR) O—FERLET,

C. Security &Compliance Bt 2 —h b ATPI7 4 v U I ®ERY O—%ERLET,
D.EXalT4&aAVTSATUoRDERBEA—m6 ATPE—T ) VO R)—FEHLET,

IEf#: (EfEERTLET)

All users must be protected from accessing unsecure websites when they click on URLs embedded in email messages.
Overview

Litware, Inc. is food service supplier in Europe.

B R: 61

T4 9T A=ID) o0& )Y LEzA—F—HBETIHENHY ET,
HEIEMETEIREN?

ASytE—CRL—REEFTL HBREHERLET,

B. A=Ay I REBENJTEBELET,
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C.URLhFL—RLKR— MEREEFERLET,

D. REA IRy I X ZHRLET,

IEfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/get-maildetailatpreport?view=exchange-ps

B MS-203J RS (FJPNTest.comifft S h MS-203JHERIZE#T 5 Z & (TRICI B ET ! JPNTest.comlEF S HHTMS-203JHERFIREK £124 L 5, JPNTest.com MS-203J51 B
PREKEL SEHSNFELI, CCTMS203JHBEN TR TV SV EFITANET , REMAD T & £ X hitps://www.jpntest.com/shiken/MS-203J-mondaishu 896, 3 0 %7 1 2 /1
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Microsoft Exchange Server2019#8#iM\d Y £9,

ExchangeOnline & ExchangeServer@EIZ/ 4 T v FREAZEE T LS LZFELTVET  BRAIL ROBREH-ITHENHY FT,
iOS# & UAndroid M OutlookZ#HR— F LET,

500DA VT U RAA—=ILRY I REYR—FLET,
BHORIEYR—FLET,

EDNAT)y FERMRADCEZHRT ILENHY FITHM?
AVS599T)L

B.E¥VI=TI

C.EZ>IIL

D.OSVyU =X)L

EfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/exchange/hybrid-configuration-wizard-options
https://docs.microsoft.com/en-us/exchange/hybrid-deployment/hybrid-agent

B 63

FCOBEREI RLOFIVAERRTH5—EDERO—ETY, V) —XDZERMICIE, BROENF-BEXTERTHAEEOHIMBEBDBRENEENTVET, —BOEBERE Y MIIFE
HOELWMERENHSGEENHYFTIHA MmOEME Y MIXELWRRENGWMEELHY FT,

CDEIaVOBEMICEAEZELE-RIE, ZOEBEMICRSZLIETEFRA, ZORR, CNODEBEMIILE a—BEREIZRTINEEA,

RDEFA—IL KA A 2 EELMicrosoftExchangeOnlineT 7+ > tAH Y £,

Adatum.com

Contoso.com

Fabrikam.com

NEBDZEENT T FHDI—H—HoBFA—INAVE—DFRETHE TRTODAYvE—IIE@ contoso.comBEFA—IL KA VEFRALTERIESNET,
@ fabrikam.comBEF A —IL KA A VEFRAL TA—H—MNEFA—IEZEETH L ZHERITIDLELHY FT,

BRI A—ILT FLARY—FERLET,

NIFEEFZERLTOETN?
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A. [E0
B. L\ X
Efg: (EREETLET)

This would work in Exchange on-premise but you cannot create email address policies for user mailboxes in Exchange Online.

B : 64
litwareinc.com® £ Bij 228 % {# FH 3~ 5 MicrosoftExchangeOnline 7 X4 1) T 3 oY £,
ROBRITERT K ITHERE S NT=a1 %Y 2 ZExchangeOnline CTHERK L E T,

Name - Contoso
Enabled =] - True

UseMXRecord - True
ConnectorType : Pariner
RecipientDomains »1Contoso.com}
SmartHosts 2 i}

TisDomain : Contoso.com
TIsSettings DomainValidation
IsTransportRuleScoped . False
RouteAllMessagesViaOnPremises - False
CloudServiceMailEnabled . False
AllAcceptedDomains - False

FOYy TA O A2 —2FALT HICREINTLSBERICEDVTERT— AV FERETTHRZDERKEZIRLET,
I DEREERENIRS O FOBENHY £9,

If an email message is sent to info@contoso.com, the v
H |
message [answer choice].

will always be delivered by using TLS
will never be delivered by using TLS
will sometimes be deliverad-by using TLS

LR B g pa

] IVITCTOSOI L
If a user attempts to send an email message to ' v
info@contoso.com, and the receiving server does not
have a certificate that contains the name
contoso.com, [answer choice).

s, ae e wllan

the message will be delivered unencrypted
the messages will not be delivered
the message will be delivered by using TLS

1E fiz:
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If an email message id sent w0 Info @aonteso.com, the v
message [answer choice].

will always be delivered by using TLS
will never be delivered by using TLS
will sometimes be delivered by using TLS

If a user attempts to send an email message to v
info@contoso.com, and the receiving server does not
have a certificate that contains the name
contoso.com, [answer choice].

the message will be delivered unencrypted
the messages will not be delivered
the message will be delivered by using 1L

Eﬁ:ﬁ: 65

ExchangeOnlineT7F > F#EEBLET,

Hy b A—N—8TZ2FERAL T, 4> T L I RDMicrosoft ExchangeServer* — LRy I R 281735 Z L #EHELTWVET,

BOERETIHICE BAEEETHVY MIBELGEREN ST OIDLENHYET, V) a—2ariE &IMFEDRAEZFERT IVELAHY FT,
EDIDDIEREFET ILENHYFEITH? TNTNOEREIEELGHBREZRALEFTE TNZTNOELERFIIARS > FOBEELHY F9,

A BT UTULIRA—=)LIRY Y RDFuUllAccess7 YV CRFA[ & AV T LI RA—HY—F7HhD > hDTargetAddress 7 O/\T 1« #EE T 5 71=8 DWriteProperty 7 & & X & 8]
B. 1—H—A— LRy I RERMT DAV TLUIRA—IRY I RTF—AR—X[ZxtF BReceive AsTH EARAHAE AT LI RA—HF—FH I bDTargetAddress TO/NT 4 #EH
9 B -8 DWriteProperty 7 & + X 25 7]

C. # > 7L = XRExchangefffiiMActive Directory KA 1 4 —EX ADDS)D FA A VEBES IJL—T A N—

D. &4 T LI RA—ILKRY I RIZ5xTF BFullAccesstERR

E.1—H— A — LRy I REBRMTEA L TLIRA—IRY I RAT—ER—XIZ5xtF HReceiveAstER

EfE: (EREETRLET)

https://docs.microsoft.com/en-us/exchange/mailbox-migration/assign-permissions-for-migration

EFI:IE]: 66

B =M1 (Z1E  Microsoft Exchange Server2019/74 J'1) v FEBIAH Y £3,

EICIFHBEMANDY F9,

BN IRTOF T LI RA—ILR Y Y X ZExchangeOnlinelZBENT AMENH Y FT, BEREOKER(E, SHDA 2V F—Ry b I T4 v IDRRELEDVLGVERICHEET HILE
NHYET , Z0® ROABBICBEZXETTABENHYET Y1 —2a v IV RFA——~ADREZR/DBICMMZZBENHY FT,
HET-ERAEAZIRETTMN?

A. New-MoveRequesta ¥ > KL FZE{TL Remote/N\T A —4 —%ETHE2 AV EAYa—ILLET,

B. New-MigrationBatcha < > KL v k%317 L  MoveOptions/A\T A —2—ZFBELE T,

C. New-MigrationBatcha < > FL v #3417 L . CompleteAfter/N\T A —2 —ZIEELET,

D. £BEBH®M22:00I1ZIFEAEDA =Ry Y REHEIL AEHDOL0IZHEYDA—ILRY Y REBET IRV T NEERLET,

EfZ: (EffZzRTLET)

Reference:

https://docs.microsoft.com/en-us/powershell/module/exchange/new-migrationbatch?view=exchange-ps

Eﬁ:ﬁ: 67
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HelpDeskUser1h'\E CREHEWER YIRS LGENWL S ITT HILENHY FT,

BIRERT— F ALV P THESNEMEVWEZILT HICRLELGIER ZHelpDeskUser [TIRE LT-BEO—ILEZRET AMBENHY FT,
ED2DONAT UKLy FEETTILENHYFITN? ETNTNOEREE BREO—MZEZRLTVET,

A. Get-RoleGroup

B. Get-ManagementRoleEntry

C. Get-RoleGroupMember

D. Get-ManagementRoleAssignment

E. Get-ManagementRole

IEf#: (EffZzRnLET)

Reference:

https://docs.microsoft.com/en-us/powershell/exchange/find-exchange-cmdlet-permissions?view=exchange-ps

Topic 1, Contoso Ltd

General Overview

Contoso, Ltd. is a national freight company in the United States. The company has 15,000 employees.

Physical Locations

Contoso has a main office in Houston and 10 branch offices that each contains 1,000 employees.

Existing Environment

Active Directory and Microsoft Exchange Server Environments

The network contains an Active Directory forest named contoso.com. The forest contains one root domain named contoso.com and 10 child domains. All domain controllers run Windows
Server 2019.

The forest has Active Directory Certificate Services (AD CS) and Active Directory Federation Services (AD FS) deployed.

You have a hybrid deployment of Exchange Server 2019 and Microsoft Office 365.

There are 2,000 user mailboxes in Exchange Online.

Each office contains two domain controllers and two Mailbox servers. the main office also contains an Edge transport server.
The organization contains 100 public folders. The folders contain 80 GB of content.

All email messages sent to contoso.com are delivered to Exchange Online. All messages sent to on-premises mailboxes are routed through the Edge Transport server.
Advanced Threat Protection (ATP) is enabled and configured for the Office 365 tenant.

Network Infrastructure

Each office connects directly to the Internet by using a local connection. The offices connect to each other by using a WAN link.
Requirements

Planned Changes

Contoso plans to implement the following changes:

For all new users in the on-premises organization, provide an email address that uses the value of the Last Name attribute and the first two letters of the First Name attribute as a prefix.
Decommission the public folders and replace the folders with a Microsoft 265 solution that maintains web access to the content.
Technical Requirements

Contoso identifies the following technical requirements:

All email messages sent from a SMTP domain named adatum.com must never be identified as spam.

Any solution to replace the public folders must include the ability to collaborate with shared calendars.

Security Requirements

Contoso identifies the following security requirements:

The principle of least privilege must be applied to all users and permissions.
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All email messages sent from an SMTP domain named com to contoso.com must be encrypted.

All users must be protected from accessing unsecure websites when they click on URLs embedded in email messages.

If a user attempts to send an email message to a distribution group that contains more than 15 members by using Outlook, the user must receive a warning before sending the message.
Problem statements

Recently, a user named HelpdeskUser1 erroneously created several mailboxes. Helpdesk1user1 is a member of the Recipient Management management role group.

Users who have a mailbox in office 365 report that it takes a long time for email messages containing attachments to be delivered.

Exhibit

PS C:\WINDOWS\system32> g!'féi_’ﬁ?rin.houndcnnnector L1

Runspaceld : 2692441d-0OeBa-42ef-83f3-9bf0b6d6b2ab
Enabled : True

ConnectorType : Partner
ConnectorSource : Default
Comment

SenderIPAddresses

SenderDomains

AssociatedAcceptedDomains

RequireTls

RestrictDomainsToIPAddresses
RestrictDomainsToCertificate 4
CloudServicemailEnabled
TreatMessagesAsInternal

TlsSenderCertificatelame) ¥ | : *_ fabrikam.com
DetectSenderl PBy.‘Z.-.‘i#& o ..-.1.. : False
DetectSenderI PBySki?ﬁlgTheseIPs s 3
DetectSenderIPRecipientList = 43
AdminDisplayName

ExchangeVersion : 0.1 (8.0.535.0)

Name : Contoso Inbound Secure Connector

B : 68

Microsoft Exchange Server2019/n4 7 1) v FEHZEEBLET , T RXTODA—H—A—ILARY I REX ATV TLIREISHROEAIZHY £9,

FUOTLIRADA—IRYIANNT Y T NE—ICT I CRTELLSIC BREAZHERT ILENHYET, ED3DDAT U FERTTILENHYFEFIN? TNTNOEREIL,
RED—EERLTVWET,

L WERIIZERENIRAS > FOBEELHY T,



A. Sync-MailPublicFolders.ps1

B. Set-OrganizationConfig -PublicFoldersEnabled Remote

C. Import-PublicFolderMailboxes.ps1

D. Sync-MailPublicFoldersCloudToOnprem.ps1

E. Set-OrganizationConfig -PublicFoldersEnabled Local -RemotePublicFolderMailboxes

IEf#: (EfEZRTLET)

PFMailbox1

Reference:
https://docs.microsoft.com/en-us/exchange/hybrid-deployment/set-up-exo-hybrid-public-folders

Eﬁ:ﬁ: 69

Microsoft ExchangeOnline7T 7 > k &4 > 7L = XA MExchangeServer20194#DRIZ/N4 T U v FEBEMNH Y F£9,

T+ 2 FE@ contoso.com&E WS BRIDEFA—ILFAS VEFRALFET,

i fabrikam.com& WS ZBRIDA—IL AL VEBEBALELT:,

@ fabrikam.coOmBF A —ILRAAS VEFRALT TFTFY FRDIRTOA—HF—DNEF AN AV E—CFRETELLEERTIRELAHYFET , OV 21— 30T @
contoso.COMBEFA—IL AL VEFRALTA—H B EHMEBFA—IWNERETEDLIITTILELHYFET,
ED3DDTVLIVvERTTIVENHYEITN? TN ENDERET BRRO—HZEZRLTVET FE,TNZTNAOELWERIZIRS > FOMENHY £9,
A. Microsoft 3658t >4 —hH 5 _fabrikam.comDEBEF A —IL KA A U FHERELET

B. > 7L X RMExchange Bt > 2 —M 5 fabrikam.comDABFEH EA A U EEBMLET,

C. Azure AD Connecth™ 5 _ fabrikam.com® KA A U ZEBMLFET,

D. Microsoft 365&H+t > 2 —h 5 _fabrikam.comBEF A —IL KA A U &EMLET,

E.+> 7L X XRMExchangeEEBE U2 —m 5 BFA—ILT FLRAKR) O —%2EBLET

F.ExchangeBEB S T )bh b ERITTIRV T M EERLET

Eff: (EfEZRTLET)

BHR: 70
T COBEMEF RLYTIAERTT S —EDERMO—HTY, V) —XDFEMICE BRON-BREEZERT HURMEDHIMEDFRENEENTVEY, —HBOERtE Y MEE
HOELWERENHDIGENHY FTIN MOERE Y FZIXELWEREAGIMEENHY FT,

SO LavOEMICAELEERE ZOEMICRSZLETEFERA, TOHRR,. ChoDEMELEA—BEEIZRRTEINERA,
HET-DEIZIT MBXT1EMBX2E LS BRID2DD A —)LiRy ¥ RY—/\—% &L Microsoft Exchange Server2019/ 4 7 1) v FEREANH Y £,
E#ICE, ROKRISTI AN HY T,

Name Mailbox location Number of recipients

Sales MBX1 300

Froductioh MBX2 500
| Administration MBX1 200

IT Exchange Online 50

Managers Exchange Online 100
Marketing Exchange Online 350

AUTUIREENDS T RINDY FEFA—ILIEDNSILY I T %ﬁﬁﬁ LTA VA2 —3y MZEEEESINETT,
—BOEEXEHFADL—F—NRANLE LTEANSINEIBEFA—INAYvE—UFFETHENBHINET,
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EEBMAOI—F—HIPRYBLANLZEZETSIOZEFNICIO VI TILENHY FT,

fRRE MBX1 4 —JL7R w2 AH—/3—Tlnstall-AntispamAgents.pslPowerShellR 2 ) 7 ~ZETLE T,

NFERZERLTHVEIN?

A. [Ty

B. L VR

Eff:B(QA U FEHEEKT D)

Reference:
https://docs.microsoft.com/en-us/exchange/antispam-and-antimalware/antispam-protection/antispam-on-mailbox-servers?view=exchserver-2019

Eﬁ:ﬁ: 71
H1=-D=1(Z1E  Microsoft Exchange Server2019/74 J'1) v FERAH Y £3,
COERICZIE RORIZRT EIITA—IILRY I ADEHINTWNBD2DODEMANH Y £7,

Department | Mailbox lncating_; “MiciEicense
.| Exchange Server 2019

: Standard CAL
Marketing | Exchange Online | Microsoft 365 E5

TRTOBEBEFAD A — LRy S XL ACCT-DBO1&E NS LZHIDT—E2R—XIZHY ET,
RORIZRTA—ILRY I REERLET,

Name = 'CLI)cation

JRNL-MBXO01 On-premises
JRNL-MBXO02-" | Exchange Online

ERFADLI—HF—DIRTODEFA—IILBEZEHTIVENHYFET V) a—2Yar@FaR b eRPMRICINZADZDENHYET,

BN EESIRETIN?ERBDICE BULEAF T avEELWVMICKFS I LET  EATLa v 1EERATS & BHEFERT I FoK(FERALBVNI LR TE
FT . AVTUVERTT BT DEIN—FERAVHET RS VI TEH0 RV O—LTHRENHDGEELHY FT,

T VEREIEZNRZNARS D FOMEELIHY £,

Accounting | On-premises

Options Answer Area

Database journaling Accounting:

A journal rule that uses JRNL-MBXO01- Marketing:

A joumnal rule that uses JRNL-MBX02 N M | Cros @-ﬁi
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Options Answer Area

Database journaling Accounting: | Database journaling

A journal rule that uses JRNL-MBXO01 Marketing: | A journal rule that uses JRNL-MBXO01
A journal rule that uses JRNL-MBX02 | M |] Cros O‘ﬁ.

Reference:
https://www.microsoft.com/en-gb/microsoft-365/exchange/microsoft-exchange-server-licensing-licensing-overview?rtc=1
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