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https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies EU Pl wants both documents and email message to be preserved so S&C Admin Center for Retention. If this was for Email only, this
probably could have been done in EAC.

EFEE: 4
Microsoft 365 T X9 1) T 3 V& HEHLTY,
ROBIZRT LS H—EREEHDOBENRTINET,



October 18, 2022 4:20 PM

Service health

Overview Issue history  Reported issues

View the i1ssues and health status of all services that are available with your current subscriptions. Learn more
about Service Health

||

i Report anissue £03 Customize

raliCrosoft

a'd Issue title Affected sennce Issue type
> Microsoft service health (6)

Issues in your environment that require action (0)

Microsoft service health

Shows the current health status of yous Microsoft services, and updates when we fix 1ssues.

Service Status
Exchange Online © : advisories
Microsoft 365 suite @ 2 advisories

Microsoft Teams @ 1 advsory
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Service Support admin

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:
- Open and manage service requests

- View and share message center posts

- Monitor service health

Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:

- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Microsoft Entra ID services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:

- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Microsoft Entra ID

- View data returned by Microsoft Graph reporting API

Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide
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Role OO
Password Admini'ﬁtraﬁil !
Security Administratas

User Admunistrator
Nofre~
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*UserdD T r— v —BHDEZEELET,
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TR EITIRA Y EAMEShET,

m Mictosoft,

Madify the value for the manager attribute of User4:

User1 and User3 only

User1 only

User2 only

User1 and User2 only
User1 and User3 only
User1, User2, and User3

|User3only
User2 only

User3 only

User1 and User3 only
User2 and User3 only

Userl, User2, and User3
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NAderogoftumumm -

User1 only
UserZ only

] User1 and User3 only
User1, User2, and User3

Modify the value for the manager attribute of User4: | User3 only .
Userd only

User1 and User3 only

User2 and User3 only

User1. User2. and User3

Explanation:
Answer Area
Reset the passwordofilUserd: ' User1 and User3 only »
Modify the value far the manager attribute of Userd: = User3 only i
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Userl uter lBconlosocom
User2 user2ifcontoso.com

ﬂ &
The offices have the 1P addresses shown in the fﬂlimin@.

Orffice P address space
Montreal | 10.10.00/16
Simattie ITRIB00/16
Mew York | 1521680016
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Create filters for the policy
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Staternents Yoi Mo

AL the Bontreal office, f User downloads 40 files im 45 seconds, an alert wall B ol

At tha New York City office, o User Rdgwih®®ads A0 files in 10 seconds, an alert wall be

Explanation:

Statement

Answer

At the Montreal office, if User1 downloads 40 files in 45 seconds, an alert will be created.

No

At the Seattle office, if User2 downloads one file per second for two minutes, an alert will be created.

Yes

At the New York City office, if User1 downloads 40 files in 10 seconds, an alert will be created.

No

The policy is a Microsoft Defender for Cloud Apps activity policy configured for Repeated activity by a single user. The threshold is 30 repeated activities within 1 minute, and the activity type is Download.

Microsoft documents that activity policies can be configured for repeated activity, including a minimum activity count and a timeframe, and that activity type filters are used to match app activities such as downloads.
The decisive filter is the Raw IP address condition: 10.10.0.0/24 OR 194.25.2.0/24. Defender for Cloud Apps supports filtering by raw IP address, meaning activities performed from or by those raw IP addresses. For
cloud activity, the relevant source address is the externally visible address reported by the cloud app.

Microsoft warns that internal IP addresses audited by connected cloud apps should not be confused with the internal source-network IPs of user devices, because cloud applications are not exposed to those device
internal IPs.

Montreal does not match because its public NAT segment is 190.15.1.0/24, not 10.10.0.0/24 or 194.25.2.0/24.

Seattle does match because its public NAT segment is 194.25.2.0/24, and one download per second for two minutes exceeds 30 downloads in one minute. New York does not match because its public NAT segment is
198.35.3.0/24.
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?
view=0365-worldwide
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Answer Area fi ] .
VI

dministr > Admin only : ']
Adminl omly
[Admigony |
AgminT and Admin2 only
iAdmmE and Admin3 only
| Admin1, Admin2, and Admin3

Settings: ]I Ant:-ﬁﬁm X F

Anti-phishing

Anti-malware

Advanced delivery
| Enhanced filtering

I

§

1F fiZ:

Administrators: [Acﬁmmz only "I
Admin1 only '

AdminZ and Admin3 only
tgdmlm_ AdminZ, and Admin3 |

N hsoft

Settings:

Anti-malware
Advanced delivery
Enhanced filtening
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settings: Anti-spam
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Compliance Manager

Data classification

Data connectors
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Reports

Solutions
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Catalog

App governance

Audit

Content search

Communication compliance

Data loss prevention

[ B>

eDiscovery

Data lifecycle management

(&

Information protection

Information barriers

Insider risk management

Records management

Privacy risk management

)
ER

Subject rights requests

i:

Answer Area

Microsoft Purview




Home

()
%P Compliance Manager
2

Data classification

¥ Reports
Solutions
4 Catalog

1= App governance

B Audit

,Q Content search

Ly Communication compliance
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@ eDiscovery v

=] Data lifecycle management N

(& Information protection




(& Information barriers v

Pﬁ Insider risk management

%3 Records management

Privacy risk management N

)
E] Subject rights requests
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Home

Compliance Manager

Data connectors

o

°4

Q Data classification | q
= ==

i

Reports

Solutions

i
i B catalog

H App governance

— o — — — -

Audit

| O Content search
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[A Dataloss prevention q
@ eDiscovery W
=] Data lifecycle management v

|a Information protection
Te Information barriers W

#a  Insider risk management

E::}; Records management

# Privacy risk management W

ER Subject rights requests
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L IVE
m Microsoft _, -

Enterpriseregistration DNS records: | 3 w

1
2
Answer Area
._ \ Domains:
Enterb!kéregistratian DNS records: | 3 "
% % 1
"I.-.l:l _-_'_i.:' 2
Explanation:
Answer Area Og g J
q,g Domains: 3 v
Enterpriseregistration DNS records: 3 el
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https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365-worldwide
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A. zure AD Identity Protection
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Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access permissions on resources that you care about. Here are some
of the key features of Privileged ldentity Management:

Provide just-in-time privileged access to Microsoft Entra ID and Azure resources Assign time-bound access to resources using start and end dates Require approval to activate privileged roles Enforce multi-factor
authentication to activate any role Use justification to understand why users activate Get notifications when privileged roles are activated Conduct access reviews to ensure users still need roles Download audit history for
internal or external audit Prevents removal of the last active Global Administrator and Privileged Role Administrator role assignments.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
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Microsoft Defender for Endpoint A% Microsoft Endpoint Manager & #i& & 417= Microsoft 365 E5 7 A9 ) T a3 v &HF >TWET,
T 754 R Microsoft Defender for Endpoint ##R L TA vih— K&ahET,

Microsoft Defender for Endpoint [C&k > TEHE ESNF=T LY YR RaAT7DHERIZEDNWTTNARZEZIOVv YT B EFBELTHET,
BN ZERT HRENHY T H?

A TNARDEER o—

B.7TN\ARDAVTSAT VR KR I—

C.&EHHET7TIER KR I—

D. TV RRA Y FOBREE L UVRERY o —

Ffa:B(a AV FEEKRT D)

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
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& #t&contoso.onmicrosoft.com & LY 5 & RifDMicrosoft Entra73 > FEFBE L TWWET,

LR kI hibcontoso.comE& NS BHRID KA A VEBAL BHELGDNSLO—FEINTEMLEY,

UsertE WS BRTIDA—HF—TFH o2 ZEER L E T, UsertlZuserl@contoso.onmicrosoft.comé& LTHA VA4 VT B K ST EINTLET,
User1hiuseri@contoso.comé& L THA VA VU F DK SICHRET HIDENHYET,
ED3DDITEZIEHBICETIRETLLOMN?EBTHICIE TR FASEUGTHZEEFCBESE ELVEFICHERZEZ TS,
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Actions

Run update-MgDomain

Add contoso.com as a SAN for an X.509 certificate.

Add a custum don‘taln name.

Verify the custom domain.

Mod:fy the usemame of Usen

O

Explanation:
Actions

Run Update HgDoma:.n -Domainld contuso com.

_' Maodify the email address of User1.

Answer Area

1 Add a cusmm dnmam name,

2 Verify the custom domain,

Add contoso.com as a SAN for an X.509 certificate.
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3| Modify the username of User1.

Windows 10 T /34 X A% 2,500 & & Y _ Microsoft 365 E5 T3 > kIZIE Userl & User2 £S5 2 ADA—H—MREFENTWET, S b DT /34 X[ Microsoft Intune [CEFSNTULEHA,
Microsoft Endpoint Manager Tl T/31 RDFHIRE  RORIZFRT K S ICHERINFET,

OO



Device limit restnctions

Digvirie lemait

Microsoft Endpoint Manager » 5  User2 & 7/\f A &I Rr—P+¥— (DEM) & LTEMLET,

UTORERICDOVT ELWMEEIF R ZBRLTLLESVD, Z5THVNMESEF DOVE I ZBIRLTLEZED,

R LIRSV EAMESNET,

e |

Usert can enncll only fve dewvOes in Intune:

User? can pom only frve dewvoes o Anae AD

Userd con envoll ol the devioes in intune

1F fi%:
Answer Area
Statements
Hert can enroll ondy five devices in Intune
User? can jom only fve devices to Azure AD
L ]
=EMICrOSOft User? can enroll all the devices in intune

Explanation:
Answer Area -

& Microsoft " e -

&
User1 con enrcdl only Inee devaces in infune

"\*’ User! can jon only fve devices 1o Azure AD
6: User2 can enroll sl the Gevices In intune .

Yes
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v bT—2I121& 3 D® Active Directory 74+ LR FAAEENTWET, 74 LR MREIZIE T+ LR MEBEBRERMAHY F£9,
Microsoft Entra77+ > F&ERL LET

# > 7L = XD Active Directory % Microsoft Entra 77 > FZREATHFETT,

BEAY ) 1a—2a Vv EaHBETIBREAHYET V) a—2arTRAEBDY—N—CEELAREL-IGATEH RN FRELZBRYREICETIT A EFRIAITIVLENHYET,
HEEIZIXMZEZEDLIRETLLIN?

A. 3 D® Microsoft Entra Connect B#iH—/\—&,XT—2 245 £— KD 1 DD Microsoft Entra Connect R #iH—/\—

B. 3 DM Microsoft Entra Connect B#iH—/\—&,XFT—2 245 £— F®D 3 DD Microsoft Entra Connect E#iH—/\—

C. 6 & ® Microsoft Entra Connect R —/N\—& X F7—2 25 £— F®D 3 & Microsoft Entra Connect B#iH—/\—

D. 1 &® Microsoft Entra Connect RIEiY—/\—¢, X FT—2 245 £— KD 1 &0 Microsoft Entra Connect E#iH—/\—
EfE: (EREETRLET)
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Microsoft 365 47X 1) 7 a v HEELTY,

ROBYUZEHE-ITAVTIATUVR V) a—2a BT ILENHBYET,

BEOT—2Y U TIVE DN THET— 25 E&ELET

Y2 TIVIZ—8T 5T —4A b Microsoft SharePoint £z [FEBEFA—IL A vE—PTHEBICHBEINIOZEBMICHLELET, ED2 20T VR—RY FEBRTILENHY FITHITNETNDOERE FFRED—
MERLTULWET,

FELGERT BEUITT RS FOMELHY T,

A. FL—ZV TR EEF

B. IR DIELE

C.A VYA HF— 1Ry KR)I—

D. &R o—DARa—7

E. T—#18%B51E (DLP) RY) > —

EfE: (EfEZRRLET)

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of categorization is more about using a classifier to identify an item
based on what the item is, not by elements that are in the item (pattern matching). A classifier learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.
Where you can use classifiers

Classifiers are available to use as a condition for:

Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition

Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically.

Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security numbers. To help protect this sensitive data and reduce risk,
they need a way to prevent their users from inappropriately sharing it with people who shouldn't have it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about

https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip
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Microsoft Defender for Office 365 Z{#FH L . Mailbox1 & LNS ZHID * —ILR Y I X EEL Microsoft 365 TR Y T avhdhbyFET,
Mailbox1 #FRAL T, Z4 LA —ENTWEVWEFA—IL A v tE—CFNES L UL THFETT,

Mailbox1 [ZEE{E SN =15 A —JLIZxt L T Defender for Office 365 AMAI £ 70 S 3 v ERISHWVWKSICTHRENHY FI,
HE=F A ZET HEN?

A A—JILIRYy I REEBRLTLEE LM SecOps A —ILRy I RELT,

B. Mailbox1 DRFR S—ZHBHLET,

C.A—J)L 78— L—ILEERLET,

D. Mailbox1 [ZEREAR—IL FZZRELE T,

IEfR: (EfEZxRTLET)
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& 15 1=1EMicrosoft 365 ESEMH TR Y1) T avEaEHHTY,

Microsoft Defender for Cloud Apps %R L . Microsoft 365 % Defender for Cloud Apps [Z##kd 2 FETT,

7)) ARy R EBMT BEEIZIE, I XTDMicrosoft 3653 ViRk—F > FEBEMIZTEIZRENHY EFT,

FIRAMMEITRETLELEIN?

A V50 FREZERELET,

B. Defender for Cloud Apps D7 7 1 LERZEZEMICLET,

C. Defender for Cloud AppsIZAPI k—% > ZEBMLE T,

D. £ ET7 U A7 TUKIMZERELE T,

IEf#: (EffZzRnLET)

The correct answer is B. Enable file monitoring for Defender for Cloud Apps . Microsoft's Microsoft 365 connector guidance states that when connecting Microsoft 365 to Defender for Cloud Apps, admins select the
Microsoft 365 components to protect, and for maximum protection Microsoft recommends selecting all components. However, Microsoft explicitly notes that to enable protection for Microsoft 365 files, you must first
enable Defender for Cloud Apps file monitoring under Settings > Cloud Apps > Files > Enable file monitoring . This makes option B the prerequisite action.

Do not select Add an API token . API tokens are commonly used for certain third-party app connectors, but Microsoft 365 connects through the built-in app connector flow and Microsoft 365 audit/API integration.
Cloud Discovery is for discovering cloud app usage from network logs, not enabling Microsoft 365 connector components. Conditional Access app control is for real-time session control and is not required before
selecting Microsoft 365 connector components. Microsoft also states that Defender for Cloud Apps integrates directly with Microsoft 365 audit logs and that Microsoft 365 components are selected during the app
connector setup.
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2,000 NZHBABS A M A—H—%ET Microsoft 365 U TRV ) Foavhdhlyxd,

Ak 2A—H—mRHTRXH1) T3 A Microsoft 365 JIL—TIZTEBMENBEZIZ FDAUN—2Y TR IL—THEBIZCE S TIIOBEIEICRIESNDESICTIRELRAHY FT,
AIZHREITNIEEINTL & 5,7

A.TIL—TOEMEARK > —

B. &t E7 VAR I —

C.7U9EALEa—

D. REFR o—

Ffg:C(aAAV LEEKRT D)
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AsHHIEMS-102J I RESE [ZJPNTest.comiB it S MS-102JRERICEHKE T 5 2 L ITRICIL B F T ! JPNTest.com(T S R FTMS-102J:E4RTRESE 2124 L £ J, JPNTest.com MS-102J R ERRIEE (T L SEHShFE L 1=,
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Device1 & LV5 & RIMD Windows 11 7/34 AMEEN S Microsoft 365 E5 TRV 1) T avhhyUET,

Device1 & Microsoft Defender for Endpoint [CA Vi R— FEnTWLVET,

Devicel M IP 7 FL X 131.107.1015 [CEHKTELEWVEL ST IULELHY F£9,

Microsoft Defender T KR4 > FRETIIMZERT IDELNH Y FITHM? BETSHICIE, BEEHETEULHREEZERL TS,
EECIELLSEIRSCEICTIARA Y AT EShET

Answer Area
Advanced features: custom network indicators ¥
3?“6 Rules: Indicators i
Asset rule management
= . Indicators
! M ICIrOS Oft Process Memory Indicators
1E fiz:

ANSWET Alrea

Advanced features: Custem network indicators v

Custom network indicators

Live Response
Web content filtering

Rules: lndICECE M| CroOSOTS
Asset rul€ management

Process Memorv Indicators
Explanation:

Answer Area

Microsp¥t

Advanced featltes: Custom network indicators v

Rules: | Indicators bet
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FCOBERIE BALIF VA E R —EOBERO—EHTT, COV)—XDBREMICIE BESN-BEZERTELHAEEOH LI MEDOBRRNEENTUVET, —BOEMEY FMIIFEHDOELWVERENEEN
ZIBEAAHYETH MOBEME Y MIIZELWMERENZIMEENHY FT,

CDEIVVaVOEMICEEZETSE TOERBICRSAZLIETELGLLAGY CAoDEBEMIEILEA—EBERAICRRINGELLGEYET,
v F7—2%1Z1% Active Directory 74 LR FAEENATULET,

Microsoft 365 #ER L £,

TALY FNREEETSHFETT,

FEISN-IDRADEF21YTa V) a2a—2a cHRIIMBENHYFET V) a—2a V[ EROBEHZH-IVLELNHY FT,
* Active Directory WMERTE G E o =35 E& 11— —I(J Microsoft 365 H—E X IZx L TIEEIZRIATETIDLENHY T,
XA—H—/NAT— FH10XFULEIZL T &Y,

RRE: INRAIT— R Ny aREAFEEE L Active Directory DT 74k FAL Y RYO—DH/NNRIT—RFEREFERELET,
CNIFEREERL TLETH?

A. [T

B. LMVZ

EfE:A (DAY FNERET D)
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Microsoft Intune Z {9 % Microsoft 365 E5 T3> kDB Y FT,
A—H—DT/NA X% Intune IZEFZRT D EFICHMZBIRTELLSICTHIRENHY FT,
RIZERT DRENHY FTITHM?

A.ZRa—TF4 45

B. T/\A AR TO T 71

C.TN\ARDATIY

D. TNRARADAVTSZATUR KR o—

EfE:C(AA U LERKRT D)

Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-group-mapping
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Microsoft 365 E5 TRV 1) T 3 v%EHTT,

A—HY—HBEVRIDVA A AR EE M) A—LEZBEIZ Appl EVWSEFIDT TIADT IR E=TAVITEEREFET IR R O—ZERLET,
A—H—DINEERY FT—ID oA AT 558 FARLGBEHICKIRBRMERSTVLENHY FT,

AIZHZRETNIEINTL & SH?

A 1—H—YXRyKR)—

B. &Rt E DIHFT

C. LERFEE (MFA)

D. BN IL—T

IEfE: (Ef2ZRTLET)
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Microsoft 365 E5 TR 49 1) T 3 U aHEEHLTY,
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ROBHZET-F Policy EWSBRAIDERHFET IR R O—2-RT ILELHYET,
*BYRYA—Y—ZEBAINET

* BRI MFANRETY

ED2 ODBREEERT 2HENHY FTH? BEY 2(C1E, BE THEYLH

Anfwer Area

EZEBERLFET JEELEBIRIEICTI RSV AT EEINET,

New



New

Conditional Access polcy

Control access based on Conditional Access

policy to bring signals together, 1o make

Learn more

Name *

[ potieyr ~]
BT Microsoft {EGQ\ .

“\K Target resources (O '
“6 Mo taiget resouices sefected
] —— R S R=N|
Q I Conditions ()
1] 0condiians selecied
Arcess controls

Grant {0
0 controls selected

Session (2
0 controls selected

Explanation:



Anfwer Area

New

<
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B -DE4(F Microsoft 365 HTRY Y T3 vEaHE->TWET,

GIWN—TF AUN—29 TEBELT Office 365 DS54 LU REFMFEENTWAR Y TR T3 VvADTRTDAI—HF—ZHATILEAHYET ., VY a—2avITE SAEVRADEY STIZEARASAESTL—TD
ZEHINEENTWEIRELHY T,

fAEFEZIENDTLELESIN?

A. Microsoft 365 Bt 3 —DT7 U T4 7 1—H—

B. Microsoft Purview 3> 754 7R iIR—Z LD LKR— b

C. Microsoft Entra Bt 2 —DZ4/4 > RX TL—F

D. Microsoft 365 Bt 4% —0O LHK— k

IEfR: (EfEZRTLET)

Microsoft 365 Reports in the admin center
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You can easily see how people in your business are using Microsoft 365 services. For example, you can identify who is using a service a lot and reaching quotas, or who may not need a Microsoft 365 license at all.
Which activity reports are available in the admin center
Depending on your subscription, here are the available reports in all environments.

Report Public mﬁtc l6dcs C 1 OB () dtice 365 operated

High by 21Vianet
Microsoft browser usage Yes No' No' No! |\ No’
Email activity Yes Yes' '\ Yes Yes  Yes
Email apps usage Yes Yes Yes Yes Yes
Mailbox usage Yes Yes Yes Yes  Yes
@fﬁce activations_] Yes Yes Yes Yes Yes

Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/activity-reports
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RORIZRTLI—HF—FEL Microsoft 365 TR 2 Y T avhpyEd,

el

viogrosoit
Name Department Job title
Userl IT engineenng I Technician
User2 Engineeung Senior executive
Uses3 Fimance Manager

AUT EWVWSARTDOFH L WVEEBEMZ/ERL XD AU BIIA DU N—2 9 T L—ILEBRILET,
HITRO VTV avITE RORIZSRIO—LDEY B THAEFEFNTVET,

Name Role |
Admini AUT\User Admimstrator |
Adming | Glabal Administrato) ‘

Microsaoft

Statements

Admin can resepab®patoword of Lisert

Adafi Teamréset the password of User2,

Adming can reset the password of Userd




Statements

Admin can resstghsoasonord of Liser!

Explanation:

Admin1 can reset the password of User1: Yes

Admin1 has the User Administrator role within AU1. User1 is a member of Group1, which is included in AU1 ' s dynamic membership rule.

Admin1 can reset the password of User2: No

User2 is a member of both Group1 and Group2. However, User2's job title contains " Executive, " which excludes them from AU1 ' s dynamic membership rule. Therefore, Admin1 cannot reset User2 ' s password.
Admin2 can reset the password of User3: Yes

Admin2 has the Global Administrator role, which grants the ability to reset passwords for any user within the organization, including User3.
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Ry FRAKRy b+

&1 f=[EMicrosoft 365MH TRY 1)y T a3 vEHEHLTY,

HIEITHABRTICBERERY ) 2 —2 3 vFEBEBLTUVET,

A—HY—LBUTOEBBOFEEZZ(THAREMZR/MRICHZ ZBENHY FT,

BEOHDITUYEEL T 71 )LEMicrosoft SharePoint TR <
BFA—NAvE—VICBITRHRVITELRESIURT—T 14 VT KRE

Microsoft Defender XDR TR T RERY O— X ENTIHN?EET SIZ(E EEFEHTEY LA T a3 oEFERL TS0,
R EICIRA Y FAMESNET,

Answer Area

Jpening files in SharePoint that contain malicious content: v
Anti-spam

Anti=Phishing

Safe’Attachments

Safe Links

Impersonation and spoefing attacks in email messages: | v
Anti-spam

Anti-Phishing

Safe Attachments

Safe Links

1E fiz:



Answer Area .
=” Microsoft
Jpening files in SharePoint that contain malicious content: = v
Anti-spam
| Anti-Phishing
| Safe Attachments _|
Safe Links
Impersonation and spoofing attacks in email messages: =
) Anti-spam
I| Anti-Phishing |
Safe Attachments
Safe Links
Explanation:
Answer Area

& Microsoft

*

09

A\

Opening files in SharePoint that contain malicious content'(P

Impersonation and spoofing attacks il@messagesz

&

Anti-spam
Anti-Phishing

Qo

fe ins '

Anti-spam

Safe Attachments

Safe Links
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BEHE LUTORIZCTTAI—H—%ZEL Microsoft 365 E5 H TRV 1) T 3V EMBELTUVET,




Name Email Role
Password
Administrator

Security

Adminl Adminl@contoso.com

AdminZ AdminZ@contoso.com Reader

User
Administrator

User] Userl @conmsicom None

Admin3 Admin3@contoso.com

& 75 = [¥Microsoft Entra ID ProtectionZ{#H L TL\E T,
DRV DHBH1—H—RHLET7I— MOERETIE UTOEEEHRELET,
* 2{E%&: Admin1
*A—H—1 Ry LRI FYULETES
a—H—1hMicrosoft 365H —EXIZH A VAU FTHE RORITRT VR LRILARHEEWFELT:,

Time risklﬂd
1:00 PM Low
2:00 PM Mediam
3:00 PM Medium
4:00.BM HLgh
- ]
UTOFRBIZDONT, ELMBAE B EBRLTESL, 253 TANMBERE DO IEBIRLTIES D,
Statements

By the end of the day, Admin1 has received two emailalerts,
By the end of the day, Admin2 has recewed three email alerts.

By the end of the day, Admin3 has received three emai.rts.

By the end of the day, Admin1 has received two email aits! *

By the end of the day, Admin2 has ret€lyad three email alerts.

o

By the end of the day, .ﬁn3 nas received three email alerts.

Explanation:
Statement

Answer



By the end of the day, Admin1 has received two email alerts.

No

By the end of the day, Admin2 has received three email alerts.

Yes

By the end of the day, Admin3 has received three email alerts.

No

Microsoft Entra ID Protection sends Users at risk detected email alerts when a user's risk level reaches the configured threshold. Here, the threshold is Medium or above, so the 1:00 PM Low risk event does not generate
an alert. The 2:00 PM Medium event generates one alert, the 3:00 PM Medium event generates another because Microsoft states that later risk detections can trigger additional emails even if the recalculated risk remains
at the configured level, and the 4:00 PM High event generates a third alert because it is still above the configured threshold. Microsoft also states that extra emails are suppressed only within a five- second period; these
events are one hour apart, so that suppression rule does not reduce the count.

Admin1 receives the alerts because Admin1 is explicitly configured as a recipient, but the statement says two alerts; the correct count is three, so it is No. Admin2 receives three alerts because Security Reader users are
automatically included by default for ID Protection notifications when they have a valid email or alternate email. Admin3 does not receive the alerts because User Administrator is not one of the automatically included
roles and is not configured as a recipient.
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HEH L Contoso.com & LYS LRI Microsoft Entra ID (Microsoft Entra ID) 77+ > & EEHLTY,
Contoso IDA > X% > X FMMicrosoft DefenderZ4Ef L £,

TTYURIE UTORIZRTA—F—HREENTUNVET,

oY —%HBAT BIZ1E DefenderDBREEZLEETILENHY FT,

fRRER A—H =3[ IDE Y —DHKRFEIZEA L TDefenderxZET 5L 5ERLET,
CHNIFEEEERLTLSDEEZSTLELEIM?

A. LMIVZ

B. &Ly

R (ERERTLET)
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Ry ARy b
RORIZERTLI—H—%EL Microsoft 365 E5 H TR 2 1) T avhhbyUEd,

Name | = Member of
Admini Group1
Admin2 Group?2
Adming Group1, Group2 |
A—H—EBEO—/LICRDEY B THEEMLET,
*RaA—FEAL T T4LI LY

SBIRA VN—: HIL—T1
*BYYTERA T TOT4T
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*E| ) L TR A: 202343/ 158

*E| Y L THTH: 20234£8A 158

Exchange EEEO—/LIZRDEIY B THEMLET,

*RA—=TRA4 T T4 LY M)

FBIRA IN—: FIL—T2

*BYLBTRA T B

*E| ) L THIRA: 2023468158

*E| M TETH: 2023108158

ROEXIZDOWT ELWMEEIE RV ZEBRLTLESWD, F5THEWVMGEIEX DOWE I EERL TS,
FEELWLBIRSEICI RSV AT EShET,

Microsoft

On July 15, 2023, Admin1 can reset the password oOf a user.

Statements

On June 20, 2023, Admin2 can manage Micresoft Exchange Online.

On May 1, 2023, Admin3 can reset'the password of a user.

IEfiZ:

Answer AneaE ' R f
g MICrosoftt - o
On July 15, 2023, Admin1 can reset the password of a user. E":: O
On June 20, 2023, Admin2 can manage Microsoft Exchange Online. @ Q :
On May 1, 2023, Admin3 can reset the password of a user. Q) Q

Explanation:



Answer Area

Statements

On July 15, 2023, Admin1 can reset the password of@ user.

On June 20, 2023, Admin2 can manage Microsoft Exchange Online.

On May 1, 2023, Admin3 can reset the password of a user.

Box 1: Yes

Admin1 is member of Group1.

The User Administrator role assignment has Group1 as a member.

The assignment type: Active

July 15, 2023 is with the assignment period.

A User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins.
Box 2: No

Admin2 is member of Group2.

The Exchange Administrator role assignment has Group2 as a member.

The assignment type: Eligible

June 20, 2023 is with the assignment period.

The assignment must be approved.

Note: Eligible assignment requires member or owner to perform an activation to use the role. Activations may also require providing a multi-factor authentication (MFA), providing a business justification, or requesting
approval from designated approvers.

Box 3: Yes

Admin3 is member of Gropu1 and Group2.

The User Administrator role assignment has Group1 as a member.

The assignment type: Active

May 1, 2023 is with the assignment period.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-management/groups-assign-member-owner

Eﬁ:ﬁ: 43
Microsoft Defender for Endpoint Z{ER L . ROFRIZTRT T/34 XAEEL Microsoft 365 E5 TRV ) T avhiHYET,



Name Operating system Tag

Device1 Windows 11 Inventory1

Computerl1 Windows 11 Inventory?2
Device3 Android Inventdry3

Defender for Endpoint [Z[&  RDRIZTRTT/INA R TIL—THHY FT,

Name i Matching rule

Group1 Teg Contains Inventory
And OS in Android

Group2 Neame Starts with Device

And Tag Contains Inventory

Ungrouped devices Not applicable
(default)

ROKRIZRT EIICEREINA VT U FEFA—IILBHIIL—ILEERLET,
Setting Value

Name Rule1

Alert severnity Low

Device group scope Groupi, Group2

Recipient email address | Useri@contoso.com

UTOEXIZDOWT ELWMESIE FUMZBERLTSES WD, E5THWMESEF DWWZ JEERLTLESY,
AR ELOWEBIRIEICTRA U FAMESIET,




= Microsoft

If a high-severity incident is triggered for Device 1, an incident email notification will be sent.

If a low-severity incident is triggered for Computm an incident notification email will be
sent,

If a low-sevenity incident is triggered for Device3, an incident notification email will be sent.

tatements Yes No
f a high-sevenity incident is tnggered for Devicel, an mcndeéeﬁqﬁa ion wlll be sent. |r O

e
f a low-severity incident is triggeged 6ﬂﬁx\an unaderwﬁauon email will be 1O
ent.

f a low-severnty incident is tnggered for Device3, an incident n.:allon emaiF ql Qnts Of%‘

Explanation:

ol



o™

If a high-severity incident is triggered for Device1, an incident e ne tion will be sent.

L
If a low-severity incident is triggered for rg“a\ incident notification email will be
sent.

L. 3
If a low-seventy iEELnt |M£@5@£ tcident notification email will be sent.

Box 1: No

Device1 is in Group2 as Name starts with Device and Tag contains Inventory.

However, the Group2 has alert severity low.

Box 2: No

Computer1 does not belong to either Group1 or Group2

Box 3: Yes

Device3 belongs to both Group1 and Group2.

Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.
The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to the individual device, if infected.
Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/alerts-queue
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Policy1

Conditions Actrvity i EleModied
Aggregation

Thresheodd 5 I
Window

Scope

Emal
recipients

Daily
notification
|urruit

User2 [& . Microsoft SharePoint Online 54 75 UAD 7 7AIIVEEBRT BRI T rE2 45T LI 2HBRBIETLET,
Userl [XaIEDT7 5 — b ERZIELFITH?

A. 10

B. 25

C.5

D. 2

T (EREERLET)

Mirracratt
IVIIALE WV OII L
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Microsoft Intune Z#{#FH3 % Microsoft 365 E5 7+ > kAH Y £,

RDBEHZE-FTLSI1Z Intune ZHERT D2BELHY I,

A—HF—PEADTNA REERTETLREVLIICTLET,

A—H—MRREXK10EBEDTNA RAEEHKTEELSICLET,

ITNEFNOBEGICEZFERTILELAHY FTITHM?RET S, EEFEETEYLGA T a vEBIRLTLLESL,
S ELGBIRT ZBECITT RS Y FOMIELNHY FT,
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Prevent users from enrolling

personal devices: W
Conditional access policies
Device categories

Device limit restrictions

Device type restrictions

Ensure that users can enroll a
maximum of 10 devices: v

Conditional access policies
Device categories
Device limit restrictions

__ | Micr Ogg_:ﬁ:e type restrictions

Prevent users from enrolling
personal devices: i
Conditional access policies

Device categories
Device limit restrictions

Ensure that users can enralla”
maximum of 10 devices: v

- q Conditional access policies
= MicrosQfd Device categories

|Device limit restrictions !
_____________ i

Device type restrictions

Explanation:



Prevent users from enrolling
personal devices: b
Conditional access policies

Device categories
Device limit restrictions
Device type restrictions

Ensure that users can enroll a
maximum of 10 devices: v
Conditional accéghs polivies) {1
Device categories
Device limit restrictions
Device type restrictions

Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#blocking-personal-windows-devices
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Compliance settings = !

Microsoft Defender ATP

Require the device to be at or under the Low
machine risk score

Device Health

Rooted devices — e rosoft

Require the device to be at or under the
Device Threat Level

I

System Security

Require ammaSsWwosdto unlock mobile Require
devices

Required password type Device default
Encryption of data storage on device Require

Block apps from unknown sources Block

Actions for noncompliance =

Action Schedule
Mark device noncompliant Immediately
Retire the noncompliant device Immediately

FOyIE Y AZa—%#FALT HIZRENTOAERICE DDV TERAT— M AV M ERRSEI2EZE0BIRBEEEINLET,
EELSGEBIRT BECIZT RS FOMELNHY FT,



When a device reports a medium threat level, the device will | v
ba locked ramataly

:g IIFa SR

ancampltant

Py %&’%%M@ % removed from the database
Rooted devices will be % @ H%%dﬁ
@’ allowed to aﬁs co

marked as compliant

reported with a low device threat

prevented from accessing company resources

1E fiz:

When a device reports a medium threat level, the device will - i C ro S qlit

_ d:sp#ayr a notification
| Jmarked as compliant

Rooted devices will be { v

{prevented from accessing company resources |
repofedwitha low dewvice fhreat™ — — — —

Explanation:

a4 %

When a device reports a medium threat level, the device will - | v

be Incked ramataly
dsplay a nolifi

ramaved frarn the database

Rooted devices will be v

allowed to access company resources
marked as compliant

prevented from accessing company resources
reported with a low device threat

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-android
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Microsoft 365 E5 77+ > kD HYET,

ISO 27001:2013 T T L— MZEDWTHR A LDAVTFAT VR IF—I v —FHEiT o T L— b EERT HFETT,
BEDTUIL—rEI IV RR—bFI2RELHYET,

IPRR—bEINTUOTL—MIFEDT 7ML EERTILENHY FIH7?

A. CSV

B. XLSX

C. JSON

D. XML

FfF:B (I A2 bEHKT D)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldwide#export-a-template
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Microsoft 365 E5 TRV 1) T 3 BEHTT,

Microsoft Entra @ 1 —H—&## 0 —)L(Z Privileged Identity Management (PIM) ##/KT 5 FETT , $% 6 MARIE, 21— -1 —EFBEEO—IILOO—LEYETV I IR METADLIICTINELAHY F
T EVETIEEDEL S ITEAITNIELNTTM?

A.BYBTHA T% BIKIZHRET D

KETRIEEAREI Y B TEFAT S % KLV ICERET S

C.EYEBTARAATET7IT4TIZRELET,

D. kKt T VT4 JEHAT 5% KL ITEET S

IEfR: (EfEZzRTLET)
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Microsoft 365 E5 TRV 1) T 3 v%EHTT,
TARTOA—HY—[EMac AV E21—F2ZFHE->TWWET, ATI AV Ea—4% —I[X Microsoft T KR4 > b TR — 2 ¥ —([Z&FER S 1 Microsoft Defender for Endpoint [CA Y R— FanFEd,
3> E a2 —% —_ T Microsoft Defender for Endpoint &3 2 LENH Y T3,
Endpoint Management Bt V2 —h LA Z R T H2LELH Y T H?
A THRARERTOT 71
B.IOSDO7 vy 75—k KR)I—
|cr soft Defender for Endpoint DR—X 54> JOT 74 )L
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A—hILEBENINETNDF T4 RAADTNA RADHEBEBTEELIICTINELAHYET,
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B. #0771

C.TN\ARDATIY

D. &I ET VR KR o —

IEfE: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags
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Group1&Group2& W32 X2 T4 JIL—TH#EE Microsoft 365 E5H TR Y ) T a3 o CHADGE UTOEBERFF TRV ) 12— a V5 HRTILENHY T,

*OWN—=TADAVN—E N—FIxzT7 b=V =FERALTRIAETETILELNHYFET,

COLN—=T2DAN—E DFEBA VISR SV F ¥ (PK) ZFERALTRIETEIDLELHYET,

BUN—TITHRT LRAAEEENTTH ?@EUNLGRAAEZEBENLZIIL—TICRFS YT LTLESWN, FRAFAEIE, 10, EBHE, FEE<FERALBAVWI EARETT , AVTUVYERTT BICIE, R UEDS
BEIN—% RS9 TTE0 R O—ILTILELRHIEFELHYET,

FEELOLMBIRSEICTI RS Y MTEShET,

viethods Answer Area

v o, i 1
:: Passkey (FIDO2)

Group1

:: Certificate-based authentication _ ”
Groups:

e L H TD
= Email OTF

:+ Microsoft Authenticator
:t Temporary Access Pass

:: Third-party software OATH tokens

2:
1F #%:
Methods Answer Area
|2z Passkey (FIDO2) | Group1:] :: Temporary Access Pass
S
it Certificate-based authentication Py
 Dadlregdo el porghofd Lot i S| Group?2: :: Microsoft Authenticator
|2z Email O I
ol st A e 1

Third-party software OATH tokens {

E.x;.).la.l:lation:
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R A i g
MEthOﬂS ," I.:. ._:' I i .'.;- ] I.._' - ;‘-{rr r‘? — e
| .:'"I - N I":_--\.7- .I'I'-'-_-J-':::I Irj H:J" ".-"'
i Passkey (FIDO2) Graupl: Temporary Access Pass

i Certificate-based authentication
GroupZ: |Microsoft Authenticator

2 Email OTP

it Microsoft Authenticator

;i Temporary Access Pass

:: Third-party software OATH tokens '
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Microsoft 365 E5 TRV ) T avuxBEBTY,
Microsoft Defender for Cloud Apps ZsEfliL TLVE T,
EHHFETORR 7TUHREIZIKTET S 2 20K O—DREFBEIEIENTITH, TRNEFNDOERIEITELHEY ) 21— avEFRLET,
EEELWLEIRSCEICTI ARSIV A EShET,
AtyiariKRl)i—

B. 774K I—

C. 7 7UgHARY) o —

D. OAuth 7 7Y R o—

E.79t€XRKR —

F.70T4ET4KR)I—

R (ERERTLET)

Eﬁ:ﬁ: 53
RDORIZRTIIL—TEEL Microsoft 365 ES H TR 2 1) T avhbyUEd,

Name Type
Group1 | Microsoft 365
Group2 | Distribution
Crolp3 | Mail-enabled security
Groupd | Security
Labell EWVS RZBTDHESNILERRTSHFETT,
Labell & ED T IL—FIZABETEETHA?
A TIL—T10OH
B.JIWL—T1&T1L—T20H
C.OUN—T1ETL—T4DH
D. JIN—T 1. JIL—T2 EXUVITIL—T3DH
E.JL—T1 JL—T2 =T33 ELXVTIL—T4
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EfE: (EfEZRRLET)

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft Teams sites, Microsoft 365 groups (formerly Office 365
groups), and SharePoint sites.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams-groups-sites
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Ry FRRy b
BERORY bT—UI21E A>T L 2 ADActive Directory FA A UDBEFENTWVET , CD RAAS VIZIE RORITETH—N—DBEENTLET,

Name Operz Configuration
Server1 | Windows Server 2022 Domain controller
Server2 | Windows Server 2016 Member server

Server3 | Server Corednstaliation of Windows Member server
Server 2022

Microsoft 365 E5S H TR 1) T a v & THEAWNEEET,

Microsoft Entra Cloud Sync&x 8 A4 2HENHY £,

BWIZEZEA DR M—LFTREN FLEDY—NR—IZA VR F—LFTREN?AIBZHTHEYGA TS 3 VEBIRL TS,
EEFE LIRS ROAMESNET,

Answer Area
Install; [BESitapeseantRa SR Tas ] v
The Azure AD Applicatior_'u Proxy connector
[ Azure AD Connect )
The Azure AD Connect provisioning agent
Active Directory Federation Services (AD FS)
Server: [ o XN = . e e e _"'_"_i'v
‘ rverl only
M cr»:::ssc»Ee

Server2 only

Server3 only

Serverl or Server2 only
Serverl or Server3 only
Serverl, Server2, or Server3
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1E fiz:

Answer Area

Install:

Server: |
. |'server1 only

v

%The Azure AD Applicatiog Proxy connector

( Azure AD Connect

The Azure AD Connect mﬂ%gff
Active Ditectory Féderation Seivices ol

F - 1 W -
F . B "
- B L B "
Al amEsy L T

v

Server2 only

Server3 only

ll Serverl or Server2 only '

Serverl, Server2, or Server3

Explanation:



Answer Area

Install: | -v ’

The Azure AD Application Proxy connector
Azure AD Connect

The Azure AD Connect provisioning agent
Active Directory Federation Services (AD FS)

Server: A v

Serverl only

Server2 only

Server3 only

Serverl or Server2 only
Serverl or Server3 only
Serverl, Server2, or Server3

Box 1: The Microsoft Entra Connect Sync provisioning agent

Install the Microsoft Entra Connect Sync provisioning agent

How is Microsoft Entra Cloud Sync different from Microsoft Entra Connect Sync sync?

With Microsoft Entra Cloud Sync, provisioning from AD to Microsoft Entra ID is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their on-premises or laaS-hosted environment, a light-
weight agent that acts as a bridge between Microsoft Entra ID and AD. The provisioning configuration is stored in Microsoft Entra ID and managed as part of the service.

Box 2: Server1 or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier O server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components required to perform server roles and run applications.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-install

https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-prerequisites
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Microsoft 365 E5 4+ 7RV 1) T av&#EHETY,

T RTDT /34 A% Microsoft Defender for Endpoint 24 >h— KL ET
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ED2DO2N7I L avERTTEIVENDYFTTHI?TNEFNOERT BREO—HERLTLET,



I RERIET RS Y FOMENSHY F3,

A. BEREZEMNICLET,

B.Weba>T2V 242050 RY—FERLET,
C. EF&EEZEHLET,

D. Ao h—4a2—%RKLET,

E.hRBL XY T—9 A5 —8—%BMLET,
Ff2:BE(QAV rEHRTD)
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(Fy F7—2121& contoso ELVSBRTDA > T L I XD Active Directory KA > H—EX (ADDS) 74 LR A2 DEFhTLET,

com & fabrikam.com (7 # LR FOEEFFRAL TEKIATULET,

Microsoft 365 E5 4+ 7RV 1) T av&#EHLTY,

W74 LR RDIA—H—0D—E Z#Microsoft Entra IDICE#i T 2B ERHYET Va1 —2aVETNARA TV FETNARTA NV I EHR—FLTWARENHYET,
fAIEERIELNLDTLESMN?

A. Microsoft Entra Cloud Sync

B. Microsoft Entra KA A > H—E X

C. Microsoft Entra Connect R #A

D. Active Directory 7 =7 L—Y 3> #—E X (AD FS)

EfE:C(AAV FEHKT D)

The correct answer is Microsoft Entra Connect Sync because it is the only Microsoft-supported solution that meets all of the stated requirements.

1. Support for multiple on-premises AD DS forests

Microsoft Entra Connect Sync is designed to synchronize identities from multiple on-premises Active Directory forests into a single Microsoft Entra tenant. Microsoft documentation explicitly states that when multiple
forests are present, they can all be synchronized as long as they are reachable by the same Entra Connect server. A forest trust between contoso.com and fabrikam.com is a supported and common configuration.
2. Ability to sync only a subset of users

Microsoft Entra Connect Sync supports filtering and scoping at multiple levels (domain-based, OU-based, or attribute-based). Microsoft documentation lists pilot deployments and limited user synchronization as a primary
use case, allowing administrators to synchronize only selected users from each forest.

3. Support for device objects and hybrid device scenarios

Microsoft Entra Connect Sync supports hybrid device identity, including Microsoft Entra hybrid joined devices. These devices are registered both in on-premises Active Directory and in Microsoft Entra ID, which is
required for many Microsoft 365 and Conditional Access scenarios.

4. Device writeback support

Device writeback is a feature that allows device objects from Microsoft Entra ID to be written back into on- premises Active Directory. Microsoft documentation clearly identifies device writeback as a feature of Microsoft
Entra Connect Sync.

Important documented behavior:

Device writeback is supported when device objects and users are correctly located and configured in the same forest.

Device writeback is not a feature of Cloud Sync or federation services.

Why the other options are incorrect

A). Microsoft Entra Cloud Sync

Cloud Sync is a lightweight provisioning agent and does not provide the full hybrid identity feature set required for this scenario. Microsoft documentation associates advanced device features and device writeback with
Microsoft Entra Connect Sync, not Cloud Sync.

B). Microsoft Entra Domain Services
Microsoft Entra Domain Services is a managed domain service used to run legacy, domain-joined workloads in Azure. It does not synchronize on-premises forests into Microsoft Entra ID and is not a replacement for
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Entra Connect in hybrid identity scenarios.

D). Active Directory Federation Services (AD FS)

AD FS is an authentication and federation service. It does not synchronize users or devices to Microsoft Entra ID and does not support device writeback. Microsoft documentation positions AD FS as an authentication
method, not a directory synchronization solution.
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BEBFRDOFRY FIT—0I21E A>T L = RDActive Directory KA A4 o H—EXADDS) KA AL UNEENTWVWET, 2D FAA VIZIE2,000 D L—F—THho Y BN EELET,

EEHk(EMicrosoft EntraTF+ > F 2 EHEHL T,

A A > %Microsoft EntraT 3+ > FEREITARELAHYET V) a—2L 3 VIEUTOERZRH-ITRENHY FT,

A58 E&MRICINZ S,

H-EERZz/NRICINZ S,

EEXBOFREZR/NRICINZ S,

fAIZFEINRETLELEIMN?
A. Active Directory 7z 7L —>3 > #—EX (AD FS)

B. Microsoft Entra Cloud Sync

C. Microsoft Entra Connect Sync

D. NR R JL—ERGE

Ef#: (EfEZRTLET)

Microsoft Entra Cloud Sync is the correct choice because the requirement is directory synchronization with the least infrastructure, least administrative overhead, and reduced single points of failure. Microsoft describes
Entra Cloud Sync as a cloud-managed hybrid identity synchronization service for synchronizing users, groups, and contacts between Active Directory and Microsoft Entra ID, using a lightweight agent-based model.
Microsoft also positions Cloud Sync as its strategic direction for hybrid identity synchronization.

For resilience, Cloud Sync supports multiple active provisioning agents. Microsoft states that high availability is achieved by having multiple active agents installed and running, so synchronization can continue if one
agent fails, and Microsoft recommends three active agents for high availability. This directly satisfies

"minimize single points of failure."

Microsoft Entra Connect Sync can synchronize AD DS to Entra ID, but it requires a more substantial dedicated synchronization server design and more operational management. Microsoft's migration guidance notes that
Cloud Sync's lightweight provisioning agent model requires minimal server resources compared with Connect Sync's fuller installation. AD FS and pass-through authentication are authentication/sign-in solutions, not the
best answer for directory synchronization. References/topics: Microsoft Entra Cloud Sync, hybrid identity synchronization, provisioning agents, high availability, Microsoft Entra Connect comparison.
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Mame Role Office 365 role group
User] None Compliance Data
ministrator
Uses, Global Administratoy None
— / i

BRIVJEVSBRTIORESRNILEZERL UTOREZTVET,
*AVTUVESERREFELET
*SELERIOOVTUOVEBEMICHIBRLET
Policyl E WV ABIDARY —ZFFAL T LabeMDBEIZ NILfFIFEERICLEFT, PolicylIZIEX, ROFBENHY £9,
*CBHIEVSEEEZECIVTUYICEASNET
* OneDrive 7 17 > k & SharePointh 14 FDIBFIZHEELET
UFTNaATY FEFETLET,
Set-RetentionConpliancePolicy Policy1 -RestrictiveRetention Strue -Force RDERAT— r AV MIDWT RAT—FA DV FAELIMESE KUV ZEBIRL TSN, F53THEWMESE DOWR 1 ZBIRL TS,
R LIRS EAMESNET,



Statements N Yes No
User1 can add Exchange erna“a cmum to Policy1.

User2 can IEN rePoint sites from Policy1.

U anmmI:lMWOft O

Statements Yes
|

. s
User1 can add Exchange eéQ a location to Policy1. :_ e

— —

&
User2 can remw@ int sites from Policy1.
" ition 1o .

Explanation:
Answer MBI n\ 11;
m~ Microsoft
Statements - Yes No

User? can add Exchange emall a5  location to Policy. .
User2 can remm-m&m sites from Policy1. : »
User2 madd the word Acquisition to Policy1. 1 ] Q
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Poftal"| Microsoft Defender portal s ]

Microsoft 365 admin center

S Microsolt Detender portal

Microsoft Punaew portal
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Configuration anatyzer

Preset secufity pohEes

Threat tracker
1E fi#:
*-:f_a‘..,r-&i . 4 ']
| | Configuration analyzer |
—————— e —
Preset security pafiies
Threal Ir_a.citfi'- '
\Y Microsoft
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Portal: | Microsoft 365 admin center ol
Featura: onfiguration analyzer -
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Explanation:
Answer Arca ] -
F Microsgfit
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Eﬁ:ﬁ: 64
BERIE UTORIZTT T/ REEE Microsoft 365 E5 H TR ) T avaEEHLHTY,
mee VG FTOSET
Name Group
Devicel ¥éGroup1
Device2 hB@iceGroup2

FHISEIC. UTDREEFHE DA VT MERIIL—ILEERLET,

* ZH EE

* BEIERE

0 75— h70TEA : B

0 TNARTIL—TDEFH: 9T (3)

O AU T R LORUDE

* {53 Userl@contoso.com_ User2@contoso.com

FRHIBFFO2DIC L TDREFHE DA Ty FEHMIL—ILEERLET,
* B BE

* BHEIERE

75— DRZEIZIKEH CTRMT S K &

0 T/3 R T )L— T DEHE: DeviceGroup1, DeviceGroup?2

* {53 Userl@contoso.com

Microsoft Defender XDRTIX, 75— MEIRDRIZRT LS ICATICRBFINET,




UTOERBBIZDONT BZETHHEEIE FIMZBERL TSV, ZALEVESE DOV ZRIRL TS,
T EEEITIRA Y EAMEShET,

mm.. Microsoft

Statements o Yes _H_o
User1@contoso.com will receive two incident notification Whﬁ alert at 08:05. '

l g
e

User2 @contoso.com will receive an incident m@aﬁl for the alert at 08:07. M I C rOSOft

L — 1

S g
User1@contoso.com will receive ::matiﬁcaﬁm email for the alert at 08:20. O 1 O,

Explanation:




Answer Area

Statements Yes No

User1@contoso.com will receive two incident notification emailefor the alert at 08:05.

Microsoft

User2 @contoso.com will receive an incidentnotification email for the alert at 08:07. ]

User1@contoso.com wall receive@nimcident notification email for the alert at 08:20. ®

Eﬁ:ﬁ: 65

Azure ATP o H—([F EDH—N—IZTA VA F—ILT EZRENHY T H?

A. H—/\—1

B. —/\—2

C.4—/\—3

D. 4—/\—4

E. —/\—5

IEf#E: (EfEZRTLET)

References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone
sensor on Server2. In this scenario, the given answer is correct. BTW, ATP now known as Defender for |dentity.

B : 66

Microsoft 365 E5 H TRV ) T avuEHBEHBTY,

RDEH%ET-9 & 512 Microsoft Defender for Office 365 #1EmM T 2LENHY FT,

*RI=T 4 VTN BRANZZENMRICHZ =012, A—F—DEFA—ILEENNE—VEFRITIBHENHY T,

* Microsoft Teams_ SharePoint Online_ OneDrive IZ7 v 7A— K&tz K& a1 A > & Defender for Office 365 #{#H L TIRET ILELAHY FT,
INTNOEHICH L TRIZERT IVHENHY FTITH?EETLHICIE AFEHETEUGA T aoEERLTIEZSL,

EELSCBRIRT BEUICT1RAS Y bOMIESHY FT,

Answer Area ° ’
A user s ew lrﬂd@ EQSW m{utd to minimize false positives for spoof protection;

Domains to protect s
Mailbox inteligence
Users to protect

|

Documents uploaded to Teams, SharePoint Online, and OneDrive must be protected by using | Global settings for safe attachments b
na{oh Ul ldelil< e Wl Global settings for safe attachments

The Safe Attachments policy settings
 The Safe Links policy settings

1E fiz:
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Answer Area

A user’s email sending patterns must be used to minimize false positives for spoof protection: Domains to protect -
d Domains to protect

Mailbox intelligence -
Users to protect f

Documents uploaded to Teams, SharePoint Online, and OneDrive must be protected by using | Global settings for safe attachments v
iy glegelidEI N Global settings for safe attachments

The Safe Attachments policy settings
The Safe Links policy settings

Explanation:

M\ licrosoft

A user's email sending patterms must be used to minimize false positives fagspoof protection. Domains to protect

Documents uploaded to Teams, SharePoint Online; anth QneDrive must be protected by using  Global settings for safe attachments
Defender for Office 365:

BfE: 67

Microsoft 365 F5 H 7RV 1y 7 a3 V& EHELTT,

HEt=1E 100 ED#FH L L Windows 10 T/Af REZEBRT S FETT,

FLOWTNA RITELF/A—2 3 2D Windows 10 ZEX T HRENHY FET N—2aVEAROBEHEZFH-ITRENHYET,
RIE 24 MBI —EREZZITTL LY,

Microsoft Application Virtualization (App-V) DY 7R— k

EDN—=DaVERHEINEEINTL & 57

A. Windows 10 Pro_/3—< 3 > 1909

B. Windows 10 Pro_ /83— 3 > 2004

C. Windows 10 Pro_/\—< 3 > 1909

D. Windows 10 Enterprise_ /\—< 3 > 2004

EfE:D(QAAV FEHEKT D)

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information
https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-supported-configurations

Fﬁﬁ-lzll:ﬁ: 68
Microsoft 365 73+ > kDY £9,


https://www.jpnshiken.com/q/68799-6423084/

SHDOR) —TIE, TTH Windows 10 T/ ANRDR/NEBEH/ZFE =T ZENARDLENTNVET,
BHGNNAT—FZERLET,

T—RRML—OT NS RADBEFELEERLET,

Microsoft Defender VA LARED ) 7L A A LIREZEBHIZLET,
BHERBREZIBVWTNAABTFO MDD YV —RIZTIVERTELRWVWESIZTIRELRHY FET,
ED22QAVKR—RY FEERT IBENHY EFIT I ENENDERET FREO—MEZRLTLET,
FELGERT BEUICTT RS FOMELHY FT,

A BRRY) o—

B.aYvI7S47 AR I—

C.EFalTA4R=RF4TAT7A)

D. EFET7 VX KR —

E.#8R7O77404)L

IEfZ: (EfZRTLET)

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

B 69

FCOBERIE BALIF A ERT—EOBRO—EHTT, 2OV —XDBREMICIE BESN-BEZERTELHAELEOH I MEDBRRAEENTUVET, —BOEBEMEY MIIFEHDOELWVERENEEN
BIEENHYFETHA MOBER LY FIIXELWMERENTWVEELDHY 9,

ZDEIIAVOEMICEETSE FOERICRDZEIETEELA, TDEH, CNODEMELEa—ERAICIERTINELA,

Windows 10 ZEfTLTW5aYEa—32—bHYET,

EDIN—2 320D Windows 10 i1 VA F—ILESNTWEINEHERT IVLENHY 9,

RRK FJ/ET TIVDL [VATLZBIRL N—2 a3 ER Z2BIRLTCORTLAICHAT SEHRERRLET,

CNIZEEZEFEFERLTOETH?

A. [FL

B. L\ %

EffE: (EfEZRTLET)
Reference:

https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2¢13-5296-9dd081cdd808

BRi: 70

contoso.com & LYS & RID Microsoft Entra 77 > k21 >0 &tz Microsoft 365 E5 TRV ) T avhbH Y ET,

Microsoft 365 Business Voice 7 F#4 > SA4 2 X% 100 EEALET,

Voice & WLNS BARID T IL—TD A 2 73—|Z Microsoft 365 Business Voice 7 F4 Y SA U ANBEIMICEIY B TOENTWS I L HERTILENHY FT,
HEIEMETEIREN?

A. Microsoft Entra 83t >4 —h 5 Voice FIL—TDHREEZERLET,

B. Microsoft 365 Bt V2 —D [FA VR R—=UhE SAE UV RZFEYHTET,

C. Microsoft 365 Bt 42 —hH 5 Voice JIL—TDEREEZLEELET,

FfE:A (A LEERT D)
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B 71

Office 365 Tl Microsoft Defender #{FRALE T,

KRB IAL—2a3ry Ty oR—VEEHHELTEFETT,

DIalb—YavIikBLEza—Y—E I al—Pa s BERICEDVWTEMND FL—=V 0 %250 ELAHY ET,
Ial—YavEgICA—H A L—Z U EFMATEZEHREIRERFABTTHN?

A7

B. 45

C.15

D. 30

IEfE: (EfEZRTLET)

Eﬁ:ﬁ: 72

contoso.com & LVS KA A U EEL Microsoft 365 ES TRV 1) T3 UhiH Y  useri@contoso.com & LND A—H—([2x L TA—H—BERENFZNIZAE > TLVS Policyl & ULVS # L LY Microsoft Defender (F7=z1&
Office 365 74 v VI RER) O—) ZREALET,

Policy1 Tl&, useit@fabnkam.com & WS BEDERENOCDEFA—IL A vE—INTAYIIhTWSI DALMY FET,
AvtE—UHNEEICRESNSI L EZHABTILENHYET

R —1TEAZETRETL £5H7?

ATAvIoTA—)LDOLEMEREEZBRLET,

B.RET DA EAMITHEERLET,

C. R %9 51— —ZHEBRELET,

D. A—ILAHRYIRA VT T VREAMTHEERLET

T (FEERTLET)

BHiE: 73
ROFIZRT K52 Microsoft T2 FRA 2V b IR—C % —IZ3 DDTNA ADBBEEFINTVET,
Name Platform BitLocker Drive Member of |
Encryption (BitLocker) |
Devicel | Windows 10 | Desabléd Group3
Device2 | Windows 10 | Disabled Group?, Group3
| Deviced | Windows-10y ) Drsabled — IVIICTOS Group
Endpoint Manager D 7/\A R A2 TFSA T VA R I—F RORIZRT &S ITHBEENET,
Name Platform | Require BitLocker | Assigned |
Policy! | Windows 10 and later | Require Yes '
Policy? | Windows 10 and later | Not configured Yes ‘
Policy3 | Windows 10 and later | Require No |

TNNARAVTSATURR)O—IZIE RORISRTEIY L THAHY 9,

Name | Assigned to
Policy! | Group3
p{"“f:.'..:) !E[{"-L;{;1:'

R ORAGERITA ST HS el X OEED PR FEDBEF [1ZL)] ZBIRLET, TALUSNDEBEIF. VI EERLET,
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@ Microsoft
Statements Yes

Device1 1s complignt.|

Device. is compliant.

Dewnce3 15 comphiant.

Statements Yes Neo

el

Devicel is comphiant. l_ i

Deviced is compliant. - I: -;
- X
o RPbsofts -

Explanation:

=Microsoftt
Statements
Devce) s comgiy@) 1

b+ LA

y éeﬁcez is compliant.

o
e L

Tt T=L
|
3

Dewice3 is comphiant.

EFDT 74
RDORIZTRT T/INA REZEL Microsoft 365 E5 H TR 2 1) T avhbyUEd,

FTRTDOT /34 AH Microsoft Defender for Endpoint [CA >ih— K& TLVET
RDEMHZHET-9 =8I Microsoft Defender i34 ER A FHIT A2 FETI,
*FARL—TFT AT VRTLOMEBEEERELET,



Explanation:

FEFFI:E: 75



Group1 &LV JIL—TH#ET Microsoft 365 E5 H TRV Y T aviHUErd, DY TR 1) T 3 2 TlE Microsoft Defender for Cloud Apps R L TWVET,
970 RBREEERLET,

Group1 MDA IN—I2&B % F—IT OFEAKREFMRTRTHRAIL LR— M E2ERTES L HRTILENHY FT,

FFTMEITARETLLSH?

Adl—HF—IVyFAUNEERELET,

B.ERZILEZ|EUILET,

C.1—H—ER&*ERLET,

D.77Uaxy2%#EBMLET,

IEf#: (EfEZERTLET)

Eﬁ:ﬁ: 76
Ry FRARY b+
Group1 & ULYS & RTD Microsoft 365 4 )L— T & & T Microsoft 365 TRV 1) T 3 UohHY £9, Groupt [, ROBIZTRT LS ITHEEEINTWET,

Group1

Private group e 1owner e 1 member

]

General  Members  Settings Microsoft Tegms
General settings Privacy
Allow external sendfrs. 1o ®) Private
email this qroup Pt
ey 1 { ) Public

Send comes of group
conversations and events

1o {_Ili',}'.lp meémpDers

Hide from my
grganization’s global
address list

Usert £WLV\S BRTDNEBL—F—DEF A —IL 7 F L RIE useri@outlook.com TH

User1 # Group1 BT 2B AHY £,

B ZTREN EOR—FIILEFRATAENMN AETHICIE BEIY 7TEUGAT T a vEBERLTIEZE,
FEELWLBIRIEICSTRA Y FAMFEShET,
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AlIWET Arcda

Action: .
Add User1 to the subscription as an active user.
For Groupl, change the Privacy setting to Publit.
For Groupl, select Allow external senders to -ail .
Invite Userl to collaborate with your organization as a guest.
Portal: | v
The Microsoft Entra admin center
The Exchange admin center
The Microsoft 365 admin center
The Microsoft Purview compliance portal
1E fi#:
Answer Area D .
=— Microsoft
Action: = b A%
Add User1 to the subscription as an acti I.
| For Groupl, change the Privacy se n Public.
For Groupl, select Allow external sefders to email this group.
{ Invite User1 to collaborate ‘witF %your organization as a guest.
portal: | ' [v J

-

| The Microsoft Entf3,admin center |

—y

The Excharigé admin center

The Microsofti365 admin center

The Microsoft Purview compliance portal

Explanation:



Answer Area

Action: Vv |
Add Userl to the subscription as an active uSer.

For Groupl, change the Privacy setting to’Public.

For Groupl, select Allow external Seriders to email this group.
Invite User1 to collaborate with ydur organization as a guest.

Portal: - v
The Microsoft Entya'admin center
The Exchange@dmin center

Thé Microsoft 865 admin center

The Mickosoft. Putviewl compliance portal

Box 1: Invite User1 to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps.

Navigate with your Web browser to https://admin.microsoft.com.

On the left pane, click on "Users", then click "Guest Users".

On the "Guest Users" page, to create a new guest user, click on either the "Add a guest user" link on the top of the page or click on "Go to Microsoft Entra ID to add guest users" link at the bottom of the page. Both of
these links will take you to the Microsoft Entra ID portal, which is located at https://aad.portal.azure.com.

On the "New user" page in the Microsoft Azure portal, you must choose to either "Create user" or "Invite user". If you choose the "Create user" option, this will create a new user in your organization, which will have a
login address with format username@tenantdomain,dot,com. If you choose the "Invite user" option, this will invite a new guest user to collaborate with your organization. The user will be emailed an email invitation which
they can accept in order to begin collaborating. For the purpose of creating a guest user, you must choose the "Invite user" option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Microsoft Entra ID with family of identity and access products Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and everything in
multicloud and multiplatform environments. The entire Microsoft Entra product family is available at this new admin center, including Microsoft Entra ID (Microsoft Entra ID) and Microsoft Entra Permissions Management,
formerly known as CloudKnox.

Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Microsoft Entra admin center (aad.portal.azure.com).

Reference:

https://stefanos.cloud/kb/how-to-manage-microsoft-365-guest-users

https://m365admin.handsontek.net/microsoft-entra-admin-center-unites-azure-ad-with-family-of-identity-and-access-products

B TEMS-102JRE&E (FJPNTest.comiZ2 S  MS-102JHER BT B 2 L IZRICIIB ET ! JPNTest.comlE S HmFTMS-102JRERRAREE #1264 L 97, JPNTest.com MS-102JiRERFIREE T L SEFH S NEL -,
CZTCMS102JBBENDTACI VS VEFIZANE T, BRFRD 7 & £ X _ https://www.jpntest.com/shiken/MS-102J-mondaishu 5988 3 0%7 « A Ao > k#5374 EI513— F: JPNshiken|

Eﬁ:ﬁ: 77
Microsoft 365 E5 7 X4 1) 73 3 > H¥ Microsoft Entra ID (Microsoft Entra ID) 73> M2 O SNTWWET, ZDTF 2 ML Groupt EVWSARIDTIL—TE RORICSRKTA—HF—DEENTULET,
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Name Role
Admin1 Conditional Access administrator

Admin2 | Security administrator
Admin3 | User adminiétratersof1
THUMIF UTOREZEOEHEFET IR R I—DPERESNTULET,

LR AR —1

RRH

S A—H—¢E5L—T: TIL—T1

SO RTIVERETILI V. TRTDISTIRT T

7 9 & Al

HFElY 5, SERBIAMTEKRT S

R —%BHIZT S LR— FER

TFTURD X ) T4 EBMTHIREE, TI4IET EWNITHEYET,

UTDEFRFEBICOVWT ZETHRABMNELWMEEIE KL EBRLTLESVD, Z5THWGEF DR JEBRLTLESL,
F LIRS Y MAMESINET,

Microsoft Statements

Admin1 can set Enable policy for Pelicyl te'On.
Admin2 can set Enablepélicy for Policy1 to Off.

Admin3 can set Users and groups for Policyl to All users.

Statﬁmants P! b+ Yes No
Admin1 can set Enable policy for Pol1cy1 t~o “0n 0, ©
Admin2 can set Enable policyfor Policy1 to Off. 0, [0
Expligm?nB can set Users and groups for Policy1 to All users. o] [0
Statements Yes No
Admin1 can set Enable policy for Policy1 to On. @ o
Admm?_ can set Enable policy for Policy1 to Off. @ o
Ad mm*’:’ tan-setUsers and groups for Policy1 to All users. Bl o

Report-only mode is a new Conditional Access policy state that allows administrators to evaluate the impact of Conditional Access policies before enabling them in their environment. With the release of report-only mode:

Conditional Access policies can be enabled in report-only mode.
During sign-in, policies in report-only mode are evaluated but not enforced.



Results are logged in the Conditional Access and Report-only tabs of the Sign-in log details.
Customers with an Azure Monitor subscription can monitor the impact of their Conditional Access policies using the Conditional Access insights workbook.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only

Eﬁ:ﬁ: 78

RDRIZRTLI—HF—FEE Microsoft 365 E5 TRV Yy T avhpyEd,

Microsoft 365 [Z[%, Jﬂ@ﬁ(:a—ﬁ’ HIRNILNHY FT,

Microsoft 365 M VT U VIZIE ROKRITRT INILLEIY ETohEFET,

RDRIZTRT & 512 Microsoft 365 IZIETNILABHY £,
RDERAT—FAVKMIDWT FDORTF—FAY Fhtrue DBEIX[IEZWV] ZBIRLET, TNLUSNDBAX, WA ZEIRLET,

Explanation:



Eﬁ:ﬁ: 79

Microsoft 365 H 7R 9 ) T a v &EHLTT,

Enterprise Mobility + Security 75 & 23R TOAI—HF—%HEL 1 —HF—DUR % CSVEXTRET IVLELHY FT,

Microsoft 365 Bt V2 —TIXEDREEZFERAT IVLELNHY FTHIEL EDF T 3 VEERTIVENHY FTHEET B2, BAEBETHENGA T3 VEERLTLIEZSL,
FEELGEIRT BEUITT RS FOMIELHY T,

Explanation:

Eﬁiﬁ: 80
Microsoft 365 E5S H TRV 1) T a3 vxHEHLTT,
ROBMH % T-9 1= Microsoft Purview K1) —&#EREFT EFETT,



Microsoft Teams & & U SharePoint ICIREFEIN TS BEAZHETESREHR PN ZETC FFa AV FEEELET,

Pl #&ETHBERFFXFa A MIBTSHLER—F,

RIZERT HRENHY ETH?

A. T—R18KBALE (DLP) RY) & —

B. fREFR o —

C.75—hkKRy—

D. Microsoft Defender for Cloud Apps 7R!) & —

Eff: A(QAV bEHEEKRT D)

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities.

With DLP policies, you can automatically protect sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your employees are permitted to handle it represents one level of
information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you attempt to send an email containing IBANs.
From the Security & Compliance tab of your browser, click Home.

Click Data loss prevention > Policy.

Click + Create a policy.

In Start with a template or create a custom policy, click Custom > Custom policy > Next.

In Name your policy, provide the following details and then click Next: a. Name: EU Citizen PIl Policy b.

Description: Protect the personally identifiable information of European citizens Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office365- dev-test-environment

B 81

FCOMEBRX RLIFVAZRTT S5 EOHBED—BTT, SOV —XDEMEICIE RRSN-BEZHBH -ITARUEOH LI MBOEBZNEFNTVET, MBEEY ML > TE BHOEBLHLHEEL HN
E, EENLGIMEELHYEFET,

ZDEIaAaVOEMICEZTSE BIALGROTHRET S LEETEEFHA, TDH T DERIIETERICIERTINELA,

BEBKRDO Y T —21Z1&, Microsoft Entra ID (Microsoft Entra ID) & [E#3 & 417=_ contoso.com & LY &M Active Directory KA A4 UMEENTULET,

Microsoft System Center Configuration Manager (Current Branch) Z{#f L T Windows 10 T/ R ZEBE L £,

HEBEDE=HD/AM Oy MREZRELET,

KA A >(ZDevicel&E WV BETDFT L LNT /A X %BM L £, DevicellZConfiguration Manager? 54 7> b &4 VA F—ILLET,

Microsoft Intune & Configuration ManagerZz{#£f L TDevicelZ BB TEL L2 HRTILENHY FT,

fi#iR 3% Configuration Manager® 7/Af RaA LY 3 vZx/\4 By balLP T3 E LTERELET DevicelZalL vy avICBMLET,

CNIFEEZERL TS EERDSTLEIN?

A. [y

B. LMV R

EfE:A(QA U REHEKRT D)

Device1 has the Configuration Manager client installed so you can manage Device1 by using Configuration Manager. To manage Device1 by using Microsoft Intune, the device has to be enrolled in Microsoft Intune. In
the Co-management Pilot configuration, you configure a Configuration Manager Device Collection that determines which devices are auto-enrolled in Microsoft Intune. You need to add Device1 to the Device Collection so
that it auto-enrols in Microsoft Intune. You will then be able to manage Device1 using Microsoft Intune. Reference: https://docs.microsoft.com/en-us/configmgr/comanage/how-to-enable
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B 82

EDHY—/\—T Defender for ID oY —%EHTLLELHY £TH?

A. H—/3—1

B. H—/\—2

C. —/\—3

D. 4—/\—4

E. 5—/\—5

IEfR: (EffzRRLET)

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this scenario, the given answer is correct. BTW, ATP now known
as Defender for Identity.

Eﬁ:ﬁ: 83
Microsoft Intune [CE RS NT=T /31 X ZEL Microsoft 365 T+ bAHYET, TN REFRDED & S ITER I TLET,

Name Platform
Device1 Windows 10
Device2 Android
10S

Microsoft Endpoint Manager TRDT/A\f AEHEA XY 2E1TITHFETYT,

*VPN TN/ 2B TO T 7ML EERLT VPN ERZEZREALET,

* Endpoint Protection 7/N\f AR 7O 7 7ML E=FERAL X2 U T REFHERLET,
EHEBEYR—MLET,

A4 ETE2BHENHY FTH? BET HICIE FEEBTEGA TS 3 VEBRLET

VPN device configuration profile:

Devicel only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

Endpoint Protection device configuration profile:

Device1 only
Device1 and Device2 only
Devicel and Device3 only
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IEfiZ:
VPN device configuration profile: v

Deviced only
Device1 and Device2 only

{Device1, Device2 and Device3

Endpoint Protection device configuration profile: v

P — - —

Devicel and Device2 only
Devicel'and DeYice3 oply
Devicel, Device2'and Deviced © ©

Explanation:
VPN device configuration profile: v
Device1 only
Device 1"and Dgvi€e2-oply~ « ~ 11
Device1 and Device3only
Device1, Device2 and Device3
Endpoint Protection device configuration profile: v
Device1 only |
Device1 and Device2 only
Device1 and Device3 only
Device1. Device2 and Device3
Reference:

https://docs.microsoft.com/en-us/mem/intune/configuration/vpn-settings-configure
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-macos

Eﬁ:ﬁ: 84

HEHRIE, contoso.com & LY5 & HEID Microsoft Entra 73 > kZ{ERA9 % Microsoft 365 TR0 1) T3 & ZHRAICHE>TWET , COTF 2 MMIE, RORICRTI—HF—DMNEFENRTLET,
Microsoft Entra Bt 2 —®D [HA4 V4 ] TL—Fh 5 Userl & User2 [EEDI—H—DH A VA VIEBRER T CEEFIMN?RAZETTHICIE AEFEEHETEYLA T a vEBRLTLES Y,
o EfE LIRS EAMESAET,



User1 can view the sign-ins for the folhmﬂg "ﬁﬁ I User1, User2, User3, and User4

"

User1 only
User1 and User2 only
User1, User2, and User3 only

Userl, User? Userd, and Userd4

User2 can view the sigp#insfor the following users: | User1 and User2 only

EE\/ i.C--___rb-s'oft

n,ﬁMLqmsgt.LEﬂ
™

User2 can view the &nr the following users:

User2 only

User1, User2, and User3 only
User1, User2, User3, and Userd4

User1, User2, User3, and Userd
User1 only
User1 and User2 only

User1, User2, and User3 only

Lserl, UserZ. User3, and Userd

User1 and User2 only

| User2 only
Userl and User? only

User1, User2, and User3 only

| User1, User2, Uieri'- and Use-ri

xplanation; _
Answer Area
User1 can view the sign-ins ;'.:. he
@%nﬁr t following users: User? anc..Mﬂchroso f t
Eﬁ:ﬁ: 85

Ry FRAERY k

HE-OEHTIE 100 ADA—HF—ZETHEDAVTLIRIDAP T4 LY R ZEFERLTLET,
£4$t1d Microsoft 365 4 TRV ) T 3 v EBALET,




Microsoft 365 EiEt 2 —%{EAL T, 100 AD1—H—% Microsoft 365 24 i R— b T HZUHENHY F£9,
EDRATOI7ANEFERTILENSHY EDTONTAHARETIN @ETSICIE, BAEEHTEY G TS a v EEIRLTLESLY,
FEEELWMLMEIRCEICTIRA Y A EShET,

ISl M wel

B8 \ficrosoft
File type to use: 7 Te
v :
(JSON |
PST
XML
Required properties for each user: | Wit

Display Name and Department
First Name and Last Name
User Name and Department
User Name and Display Name

1EfZ:
Answer Area

File type to use: £ v
v T
JSON
PST
XML

Required properties for each user: v
Display Name and Department

First Name and Last Name

User Name and Department

User Name and Display Name

=" Microsoft -

Explanation:




Answer Area

File type to use: _ P o
csv !
| JSON
PST
XL
Required properties for each gsen el

Display Name and Department
‘ First Name and Last Name
User Name and Department
I User Name and Display Name
Box 1: CSV
Add multiple users in the Microsoft 365 admin center
Sign in to Microsoft 365 with your work or school account.
In the admin center, choose Users > Active users.
Select Add multiple users.
On the Import multiple users panel, you can optionally download a sample CSV file with or without sample data filled in.
Etc.
Note: More information about how to add users to Microsoft 365
Not sure what CSV format is?
A CSV file is a file with comma separated values. You can create or edit a file like this with any text editor or spreadsheet program, such as Excel.

Box 2: User Name and Display Name
What if | don 't have all the information required for each user? The user name and display name are required, and you cannot add a new user without this information. If you don ' t have some of the other information,

such as the fax, you can use a space plus a comma to indicate that the field should remain blank.
Reference:
https://learn.microsoft.com/en-us/microsoft-365/enterprise/add-several-users-at-the-same-time

HfH: 86

Microsoft 365 47XV 1) T2 a V& EHETY,

Group! EWSBRID 2 DD T IN—TEEKT IBELNHYET , ZLTIIL—T2, V) a—2 a3V EROBEHZH-ITHLELHYET,
* Group1 [T A —ILONEZITH Y  Microsoft SharePoint Online 4 A EEF (T 5N TWEIRENRHY FT,

* Group2 IEEIIEA UN—2y TERBIDBIYETEYR— T EIRENHYFETH A—LEEMILTEEY FEA,
EDAATDITN—TE#ERTI2HENHY FTH?EETHICIE, BEEETE U GA T a oE2BRL TS0, ER
FELSCERTBHEUVICT RS Y FOEEAHY FT,



1E fiZ:
Answer Area

Explanation:

Microsoft 365

Security

Group2: Security v
Distribution

Dynamic distnbution

Microsoft 365

Microsoft 365

Secunty
Distribution
Dynamic distnbution

Microsoft 365




Answer Area

Group1:  Migfosoft 365 o

Group2: = Security 4

B 87

Windows 11 7/34 X #& T Microsoft 365 E5 TRV 1) T 3 UhH Y ET, TR TDHT /34 X(&_ Microsoft Defender for Endpoint [Z4 7 R— RSN TWLVET,
TNAZADEREERBEDAR U FI—J LLERTIDBENHY FT  AEFEATLIEEINTL £ 5572

A MRV E

B. X274 R—X54 Ui

C. MEXNZRMEHE~y T

D. R Y A&

EfE: (EfEERTELET)

Eﬁ:ﬁ: 88
RORIZKRITLI—H—%EL Microsoft 365 E5 T+ FHABHY FET,
_ Microsoft 365 role
'Cloud application administrator
Application administrator

Application developer
None

RDORIZERT &K 512, 2—H—IZ(F Microsoft Store for Business D A—LAE|Y BTohFET,

Useplicropoit Role
User1 None
User2 Basic Purchaser
User3 Purchaser
User4 Device Guard signer

E 2R XM+ Microsoft Store D T34 R—k X FFPIC7 TV EZEMTEIDRFEDLI—HF—TIN, Fl TFAR—F XA THLTTVEA VR F—LTELZDEEDI—H—TIH, BET SHI(E, BIZEHEE T#E
YA ToavERRLTILEED,
FECELLERIEICTI Ry M ESAET,


https://www.jpnshiken.com/q/68799-6423104/

Add apps to the private store:

= Microsoft

Install apps from the private store:

User3 only

User2 and User3 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only
User1, User2, User3, and User4

1EfiZ: —
13 \. M .
— icrosoft
Add apps to the private store: v
Userdonly _
User2 and User3 only |

User1 and User3 only
User1, User2-and User3 only
Wser1, User2, User3, and User4

Install apps fromithe private store:

v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and Userd only _ _
User1, User2, User3, and User4 '

Explanation:




Add apps to the private store: v
User3 only

User2 and User3 only

User1 and 3 %&?

User1, Use and Userd 6Afy oft
User1 User2, User3, and User4

Install apps from the private store: i v

User3 only

User2 and User3 only

User1 and User3 only
User2, User3 and User4 only

llcart llear? llecar®l andl lcard

Reference:
https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business
https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store

B : 89
Microsoft 365 E5 TR 9 ) T avua BB TY,
RORIZFT T—HBEMLE (DLP) KY S—E BT HFETT,

Name E VT Apply 16 location

DLP1 Exchange email

DLP2 SharePoint sifes
DLP3 OneDrnive 8g¢ounts

RYS—ZEIZDLP L—ILEERT HRENHY FT,
EEEOEHE T 7ML ERFOFHEYR— TR O—FENTIMNEET HICIE BEBRETEI G T avEBIRL TS,
FELCERTBEUVICT RS Y FOEELSHY FT,



Sender is condition: ‘ DLP1 mi” - ’

DLP2 Gily,

7~ |DLP3only
\ _ %% DLP2 and DLP3 only
DLP1, DLP2, and DLP3

o & File'extension is condition: [ DLP1, DLP2, and DLP3

DLP1 only
DLP2 only
DLP3 only

° DLP2 and DLP3 only
B\ ricrosoft

0 DLP2 only
. DLP3 only
GO DLP2 and DLP3 only
DLP1, DLP2, and DLP3

NS
F@nsm is condition: | DLP1, DLP2, and DLP3 b

DLP1 only

o DLP2 only
. Q DLP3 only
\ DLP2 and DLP3 only _ _ _

B DLP1, DLP2Z, and DLP3

Explanation:



Sender Exandition

F i E‘:t[éﬂ‘_in:-r'i 15 condition:
- P B

BRE: 90

HEHRIE Microsoft Entra IDansidential Threat Protection (ATP) Z &9 % Microsoft 365 E5 T X4 1) T3 v & ZHAFTY,
Azure ATP TN EZERT S2LENHY T,

EDV—ILEFEIRNETLLEOIMN?
AtxaT4ELaVTSAT7UOREBEVA—

B. Microsoft Defender %2 !) 74 22—

C. Microsoft 365 Bt > 42 —

D. Microsoft Entra IDandian Threat Protection 7R— % JL
E.O5OR7T)EFa)T14R—4%2)

Ff:D (A LEHKT D)

Reference:

https://docs.microsoft.com/en-us/defender-for-identity/what-is
https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

B R 91
RORIZET T S5— FEEDT Microsoft 365 TR 2 Yy T avmpyET,
Name | Severity Status Comment Category
Alert1 Medium Active Comment! | Threat management
Alert2 Low Resolved Comment2 | Other

To5—hrDEDQDTONT A EEEBTEETH?

A RT—RZXADH

B.AT—32RXREAAVMDH

C.RT—RRELEEREDH

D.AT—R2RXR EXE AV FDOH

E.XAT—2R EXE AV ATTY

Eff:B(OAVRERKT D)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365- worldwide#limitations

AEIEMS-102J 5 XIPNTest.comiZ2t S MS-102JRERIZAH T 5 2 L IZRIZIIBET ! JPNTest.comlFT S RIFTMS-102JHERRIEE IR L £ 9, JPNTest.com MS-102J5REREBE (XL SEH SN E LT,
CZTMS102JFEEDNDTAMI VS UEFIZANE T, BRERD 7 & £ X _https://www.jpntest.com/shiken/MS-102J-mondaishu 698f. 3 0%7r « A A > k #8l%4EI5|a— F: JPNshiken



https://www.jpnshiken.com/q/68799-6423107/
https://www.jpnshiken.com/q/68799-6423108/
https://www.jpntest.com/shiken/MS-102J-mondaishu
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BEEHDFRY bT—2I1Z1E_ contoso EWLNS RRIDA > T L = XD Active Directory KA A > H—EX (ADDS) FAAS UNEFEFNRTVET,
com, CD KA VIZIE RORICERTA—HF—MNEEFATLET,

Name In organizational unit (OU)

User1 oul

User2 oul
Microsoft Entra Connect Sync#% {# f L Tcontoso.com & R#i 9~ % Microsoft EntraT 7+ > F & S5 TY,

Microsoft Entra Connect Syncld  RIZTRT LS ITHERE SN TWET (B2 TE0 Uy LTLESLY,)

Domain and OU filtering

| Refresh Domains L

Contoso.com

Lo L& =00 D

ForggnsecCh il nnting
ot SEITOET L e

Coata

Microsoft EntraT 7+ > FIZIE ROKRIZTFKT LK SIZ Group1E WS LRINDY 5 FERITIL—THREFERTULET,

Members On-premises sync
User1 Enabled
User2 Disabled

FRIMOBFICLITDEEZTULVET,
* contoso.com Tl User1 ZOU2(Z#EILE T,

* Microsoft Entra 77> kT _User2 ZHIBRLFET,
* contoso.com T_0U1 IZ Comp1 EWVWSRARIDIAVEaL—2 7HOU F&EERKL, Compl DEREAZEFH L E T,
UTOERERIZDOVWT ELWMGEIX EWVZEBIRLTLKESWD, 25 THWMEEX DVWE 1 ZRBIRLTLEEL,

T EFEITIRA Y MBS hET,



if

Statements MNMircrracnFi Yes No

o N |

By 11 AM, User1 has become a member of Group1. O

f::.
At 11 AM, User2 is removed from contoso.cam, Q Q
At 11 AM, the Description property of Comp1 syncs to the Microsoft Entra tenant. O O

Statements

By 11 AM, User1 has become a member of Group.

At 11 AM, User?2 is removed from contoso.com.

At 11 AM, the Description property of Comp1 syncs to the Microsoft Entra tenant.

Explanation:

Statement

Answer

By 11 AM, User1 has become a member of Group1.

No

At 11 AM, User2 is removed from contoso.com.

No

At 11 AM, the description property of Comp1 syncs to the Microsoft Entra tenant.

No

Microsoft Entra Connect Sync OU filtering controls which on-premises objects appear in Microsoft Entra ID.

Microsoft states that when previously synchronized objects are later filtered out, those objects are deleted in Microsoft Entra ID. Since User1 is moved from synced OU1 to unsynced OUZ2, User1 is no longer in scope and
is removed from the active Microsoft Entra sync result, so User1 does not newly become/remain an active Group1 member by 11 AM. Microsoft also states that the sync scheduler runs every 30 minutes by default, so the
change can be processed before 11 AM.

User2 is cloud-only in Microsoft Entra ID because on-premises sync is disabled. Deleting that cloud object does not delete the separate on-premises AD DS user. Microsoft Entra Connect's normal direction is on-
premises AD DS to Microsoft Entra ID; writeback is limited to specific configured scenarios such as password writeback, not cloud deletion of users back into AD DS.

Comp1 also does not satisfy the statement. Microsoft documents that Windows domain-joined computer

/device synchronization includes only specific device attributes, such as displayName, objectGUID, operatingSystem, operatingSystemVersion, objectSID, and userCertificate. description is not listed as a synchronized
device attribute.

Eﬁ:ﬁ: 93
Fv kTJ—7%[ZlXcontoso.com & LY 5 Active Directory FA A UMEFENTVWET , SO RAS VIZIE RORIZCTTA TV FREENRTVET,

WHICrosoTt Int organizational unit
Type ou




il Microsotit

Statermients

LUser? willefpchrgfiodsoghe Microsolt Entra tenam

CGHp? wall synchronize to the Mictosoft Entra tenant

Userd wall syncheone to the Maorosolt Entra tenan

Statements

User2 will synchize 1o the Microsoft Entra tenant

Group® ¥l synchronize to the Microsoft Entra tenant
i -

L -
U583 will synchronize to the F-‘FJu- ft JM*E rO

Explanation:

User2 wall c@@ﬂm Mucrosoft Entra tenant
i it

C%&’&- synchronize 1o the Microsoft Entra tenant

| * H- i Egg@ﬁ:tmﬂ: to the Microsoft Entra tenant

Eﬁ:ﬂ: 94

HE-DEE 5 DOEHIZA T« REEZTWET,

=%t 121X Microsoft 365 T+ > kB Y FI,

EX T4 RAFO—HILEBEICL>TEREEINET,

Microsoft Intune BT 5FETT,

Intune TYYV—RZEETBHICIE  ROBHEH-IT V) 1—2 a3 EHRETIVLENHY ET,
A—AILEBEE TNETNDF T4 ARAD) YV —RDHEEBETELLENHYFET,
A—AILEBEMIDA T4 AD) YV —RZEETERVEIICTILENHYFET,
EEEOFHEIHRNRICNZZ2DELRAHY T,

HREFHICIFMEEHEIRETTH?

A TINAADATTV

B.Xa—74%4

C.HEmIRnI774L

D. & ET7 VR KR >—

Ef#: (EfEERTLET)

Reference:

https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

B 95
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ZERAE (MFA) OERAZEF@E L TULET,
RDBEAT—FAVRMIDWT ZFDRT— AV A true DIFEX [TV ZERLET, ZALUNDEEIE, VWZ 1 ZFBIRLET,
EELGEIRTBE=UIT1IRA Y FOMIELSHY £,

Answer Area

Statements «\ Yes No
Users will have 14 days to register for MFA after they “m GQﬁrst time. Q (
%

c ¥ 7
Users must use the Microsoft Aut | m to complete MFA.

P
After registering, Uimﬂmﬁft

Microsoft

Users will have 14 days to register for MFA after they'sign in for the first time.
Users must use the Microsoft Authenticator app to complete MFA.

After registering, users must use MFEA, forevery sign-in.

Explanation:
Answer Area
Statements 7~ ‘@v’::if‘% Yes No
= 0 B9
Users will have 14 days to register fﬂf; MEA a%ﬂgh‘@r?algn in for the first time.

t R
r " l"_ﬂ. {5,'. T
4 B i

Y, ;::?..
Users must use th rf ﬁ% enticator app to complete MFA.
e ? b{ﬁg 8 pp p

=5 o
] L — A -

.. K %8.{{ fﬁ. Twusers must use MFA for ev ign-i
- . ery sign-in.

EFEE]: 96



Site1 & LYS & RID SharePoint ¥4 k& &E Microsoft 365 E5 TRV 1) T 3 uhHY £9, Site! IZIX  RORIZTET 77 ILBEENTVET,

Name | Number of IP addresses in the file
File1 2
File2 5
RORITRTLI—HF—HUNET,
Name Role

User] Site awners for Site)

User? Site members for Sitel
 Adminl | SharePoint admins 2

B DLP L— L&A L TF— S BEMLE (OLP) KU S— %R L. 20R 1Y S —% Sitel (SBALET, DLP L—/Lix. ROFIZFT & 5 IcHREATONET

Edit rule

“ Conditions

Well apply this policy 1o content that matches these conditions

. Content contains

Any of these

Defaunt

Sensitive info types

i IM.I"J ® 5

P Adaress High conhdence

Add

T Agd condition

Exceptions

Actions

Use actions 1o protect coptent wheh the conditions are met

"WW the content in Microsoft 365 locations

. Restrict access or encrypt the content in Microsoft 365 locations

@) Block users from recening email or a<cessing shared SharePomt, OneDrive, and Teams files

By default users are blocked from sendmg Teama chats and channegl mesiages that contain the

type of confent you ré proafectimg Bul you can choose wha 1§ blocked from réfénang amails or

accetimg hiles shared trom SharePoint, Onalrve, and Teams
L Block everyone
L] Block only people outsde Yyour organizaton, |

L ) Slock only people who were given access to the content thiowgh the “Anyone with the

Ik optn




ROEXIZDOWT ELWEEIE RV ZERL, 25 THEWMESE DOWAJZERLET T ELWERIEICTI RSV MFEENEFT,

Answer Area
Statements Yes No
Wy Bcah Bpn Filel
Admond ca e || '-.J‘,‘,-',
1E fiZ:
Answer Area
Statements Ll 2
| in open File2 | |
ol Bcdh Bpen Filg O
— -

Explanation:

User1 can open File2: No

User2 can open File1: Yes

Admin1 can open File2: Yes

User1 can open File2: No

The DLP policy specifies that if a file contains 3 or more IP addresses, access to that content should be restricted. File2 contains 5 IP addresses, which exceeds the threshold set by the DLP policy. Therefore, User1, who

is a site owner, will not be able to access File2 because it matches the conditions set in the DLP rule to block access.

User2 can open File1: Yes
File1 contains only 2 IP addresses, which is below the threshold of 3 set by the DLP policy. Since the DLP policy does not apply to files with fewer than 3 IP addresses, User2, who is a site member, can access File1

without any restrictions.

Admin1 can open File2: Yes
Admin1 is part of the SharePoint admins group, which typically has elevated privileges. Despite the DLP rule, SharePoint admins are generally not restricted by the same DLP rules that apply to regular users. Therefore,

Admin1 can access File2.

B 97

&1 f=[EMicrosoft 365MH TRY 1)y T a3 vEHEHLTY,

FTRTOHI—H—D A —)LIEMicrosoft Exchange OnlinelZRESINTWVET,

UsertE WS BRTDA—HF—DA—JLRY I X T ProjectXE WS BEEEZELIRTDA—INAYE—CDIE—Z2RETIVLELNHY T,
FIRAAMEITARETLLOIN?

A. Microsoft Purview A > TS5 A4 7V R R—R2 L IRILESRIL KR O—FERLET,

B. Microsoft Defender XDR b A vt — FL—RZRIBLET,



C.Exchange BBt A —M5A—/)L7O—)L—)LEERLET,
D. Microsoft Defender for Cloud Apps o 79 T4 ET 4 R O—ZFERLET,
IFfR: (EMZRTLETD)

EFI:IE]: 98

100 &® Windows 10 7/34 X # &3 Microsoft 365 7+ > kA Y £9, 7/34 X[ Microsoft Endpoint Manager A L TEBINE T,

ASR1 & ASR2 L LZ\S &M 2 DOMEXT LR MEEHEIE (ASR) /R —ZFERT 5 FETI, ASR1 (&, Microsoft Defender Application Guard D#ERKIZER S FEF, ASR2 IE, Microsoft Defender SmartScreen D&
[CERAEINET,

BRYD—IZIEEDASR TOT 7ML 34 TEFERTHILELNHY FITHMN?EET HICIE AEBEETHEYGA TS 3 0EBIRL TS,

FEELGERTBEVITTIRSA Y FOMIELSHY T,

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

Microsef

Device control

Exploit protection

Application control

App and browser isolation
Attack surface reduction rules

ASR1:

Device control

Exploit protection
Application control

‘App and browser isolation |
Attack surface reduction rules

‘Device control

App and browser isolation
: 1ﬁt k surface reduction rules



https://www.jpnshiken.com/q/68799-6423114/

Explanation:

ASR1: v

Device control

Exploit protection
Application control

App and browser 1solation
Attack surface reduction rules

ASRZ2: v

Device control

Expioit protection

Application control

App and browser isolation
Attack sUrfaceredlction rules
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy

B RE: 99
Devicel & LV5 &EIMD Windows 10 T/34f R &  RDFEIZRT Microsoft T R RA > b Ix—V ¥ — K1) O—FE L Microsoft 365 77> kM HY ET,
Name Type Blogk ¢ n of potentially

obfuscated scripts (js/vbs/ps)
Attack surface

Policy1 reduction (ASR) Agidit-mode
Microsoft Defepdef
ATP Baseline
Device‘eonfiguration

profile

Policy2 Disable

Policy3 Not configured

R O—DEEDHTY,
CEREGL

. Policy3 ME&E D #

. Policy2M % & M &

EfE: C (A FEEET )

OO0 w>

EH: 100

Microsoft 365 H 7RV 1) T a3 V& EHLTT,

BET—ANEFA—IN AVvE—VTHEINLIDZ IOV I T 5T —32EXL (DLP) R >—HH 5,

BET—2ZBUBTFA N A yvtE—ONNBREELARZEEORAICEEINSGEE, A v E—UMNRZEBICOAREINGEVESICR) O—2ERTIMLENHYFET,
fAIZEBET I2BLELNHY EFITH?

A. R — JL—I)LDHFIst

B. R S—IL—ILDEHE

C.DLP 7RY) > —DizFR

D. RUL—IL—ILDTH 3>


https://www.jpnshiken.com/q/68799-6423116/

Eff:B(aAVRERKT D)

B 101
BEHIT LUTORIZRIT T/ AEEL Microsoft 365 E5E HTRH 1) T aviaEBEELTY,
Platform Count
Windows 10 50
Android 50
Linux 50

Windows 10 T/N\Af R TDHT T— bDEELFEZIC M) A—SNBZIA OO T U MA—LBHIIL—IILERET IRELAHYET . COV)a—a i EBFEEZR/IRICHNZAZDLENHY T,
FIHEDIMEITRETLELIAN?

A. Microsoft 365 Bt A4 —M5 A —ILAERIZH>TWStEXFa T4 0IL—TE#ERLET,

B. Microsoft Defender XDR iR— & LDV  T/INA R FIL—TH#ELET,

C. Microsoft Endpoint Manager It 2 —Mb TN/ AATIT) #ERLET,

D. Microsoft Entra ID Bt 2 —n 5 BT /NA RTIL—T#ERLET,

Ffe:B(a*AV FEEKRT D)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?
view=0365-worldwide

B R: 102
Microsoft 365 E5 T+ > M H Y £,
HESANLE BEBEISNILORIZTRT ESITER SN TWEST . (BEBESRILE2TEI YUY LET,)

Review your settings and finish

Name

Display name

= = J

Description for users

d


https://www.jpnshiken.com/q/68799-6423117/
https://www.jpnshiken.com/q/68799-6423118/

ENSIUVILY |

Scope
File. Emaill

Encryption

Content marking
Watermagk®WVatermark
Header Header
Auto-labeling

Group settings

Site settings

Auto-labeling for database columns

! J [_.. )
INONe
BEISANILAFHFR) O—DORIZRTESIZ BESRNILFHFR) O—AHYET, (BEISRILFFRYS—142TE#0 )y LET,)

Auto-labeling policy




Policy name

Description
Label in simulation

Info to label

\ o]
|JI AYalalf=l
i ] | F | 4

Apply to content in these locations
Ex@hange ema

Rules for auto-applying this label

i 3
A RLWL 1cl | Fli=

Mode

Comment
A RORISRTALVE—F Y FEECEFA—LEEELET,



Type File Includes IP address
Mail body Not No
applicable
Attachment | File1.docx | Yes . Mic 1
Attachment | File2xml | Yes -

RODEXITDOVWT, ELWMEEE FIMZERLTSESVD, E5THRVMERIEX DOVZ IEBRLTSESL,
AR ELVWEBRIEICTRAV A EESIET,

Statemahés crosoft Yes No

Sensitivity1 i1s applied to the email: @)
A watermark is addedto File1.docx. O

A header is added to File2.xmi. ®)

1E fiz:
Statsére SOt

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header i1s added to File2.xml.

Explanation:
Statements Yes No
Y .

o | OV g Microsoft
Sensitivity1 is applied to the email. b )
A watermark is addedto File1.docx. O e
A header is added to File2.xml. @) O

Reference:



https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365- worldwide

B f: 103
ENRAIL TR REERAICER SN I-T/N( REEE Microsoft 365 TF > bHBHY ET, T/ RIFRORITRT & 5 ICHEREATHET,
I:Iemﬂ | Macrs _ :
Device2 | Windows 10 Pro for Workstations
M; | Windows 10 Enterprise
Deviced i_l'«.:"‘
Devices | Ancrod

T84 2D VPN 77-&7(’&’5;)]( 'd'%’)%E'C'd'
WHEBGERER) O—ORIMULENL BVNTTH?
A.3

B.4

C.5

D. 1

EfE: (EEZRTLET)

B[HE: 104
RORIZRTLI—HF—FEL Microsoft 365 TR 2 Yy FToavhpyEd,

C
Department

IT engineening TEChneoan

E e ] Lemaod SxeCuTive

Finance Manager

;ﬁcﬁ%ﬂ &Qﬂ‘ Microsof

Adming can nesel the pasoword of Liser3

Statements

Adminl can reget ﬁ'le‘m'ihswﬂrd of User 1

M;iiﬁ‘l CAn reset the password of User2

oV LG FOS @ F e

Explanation:
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AnTwer Area

Statements Yes No
pas@vorhat [ L
X 1%t an reset the password of Uiser? &
A C 1
_-.'1_. I i reset :-:..i AT 1 oof Loy J!J
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FCOMERX RLCIFVAZRTT S EOHBED—BTT, COV) —XDOEZMEICIE RREIN-BEZH -ITARUEOH LI MBOEBENEFNTVET MEEY MIEL>TE BHOERLHLHZEL HN
X, EENLZMEELHY FET,

CDEIVVAVDOEMICEZTSE EBILROSTRET LS LEETEEFFA, TD-H Ao DERMIIETEEEICIERRTEINELA,

BEEHDORY FT—4(Z1E_ contoso.com EWLVSBRIDA > T L I X Active Directory KA A4 UREFENTNET , CO KA VIZIE  RORISRTA—F—HREFTAhTNET,

Name UPN suffix
User1 | Contoso.com
User2 | Fabrikam.com

KIZRT &K 512, KA A Uldcontoso.comé LS L RTDMicrosoft EntraT+ > b ERBIEShFET (KE2TEV ) v LTLEEL,)




PROVISION FROIW ACT IVE BIRECT ORY
9 Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Syng Enabled

USER SIGN-IN

Federatioh Disabled 0 domains
Seamless single sign-on Enabled 1 domain
F 'i“'.‘- ”" Jf]}] ixa‘h'\r" C Jil. |-"I|H| Enabl"Ed 2 agents

aA—H—2huser2@fabrikam.com& LTHA 4 > L& S5 & L=, Microsoft Entra IDANDEFREEIZRELE L=,

User2h3Microsoft Entra IDD 1) Y —RIZT7 VA TESH LR T IVLELHYET,

fi#iRE A > T L = XDActive Directory KA A > h 5 User2®UPNY 7 1 w49 X &@contoso.com(ZERELET,

HiET-lFa—H—2(zxf L user2@contoso.com& LTAY A V3 5L 58RLET,

NIFEEREZERLTNESEEZRSATLEIMN?

A. [FLy

B. LMMZ

EfR: (EffZzRTLET)

The on-premises Active Directory domain is named contoso.com. You can enable users to sign on using a different UPN (different domain), by adding the domain to Microsoft 365 as a custom domain. Alternatively, you
can configure the user account to use the existing domain (contoso.com).
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NA T K Microsoft Entra 77+ > k) oo Stz Azure Y TR U T avbiHyUET,

FTRTOHOI—H—IE_ Microsoft Entra Connect D ER%E Z{#H L T, Active Directory KA 4 > H—EX (ADDS) o T+ > FZREBILET,
ZILITH—ER /IR T—FK vy ~ (SSPR) #XEET5FETYT,
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A—H—DNRRT—FZ) Y bERRFERETHEEIC NRT—FANADDS EREATHZ L 2HRET HILENHYFET,

EDTI L avEIREICETTILENHYFIM? BZRDICE BUNEGTIVLVavEELWVERICF ST LET , &7 2aV@F 1 HEHERATSIEL BHREERATSLII LY, FoKFERALANVIELTEE
T, AVTUVERTT BDICE RAVEATREN—Z FSvITTEN RV O—IILTEIRENHIHEENHY FT,

FELCERTBEUVICTRS Y FOBELHY FT,
Actions

Answer Area

From the Microsoft Entra admin center,
configure on-premises integration password

=. M i er&gﬂsﬁtﬂ the Microsoft Entra

writeback.

e e e Step 2:
From the Microsoft Entra admin center,
configure the authentication methods for

| S5PR.

S . - Step 3:

From the Microsoft Entra admin center,
configure the registration settings for SSPR.

Select Group writeback in Microsoft Entra
| Connect.

Select Password writeback in Microsoft Entra
Connect.

1E fiz:
Actions

Step 1: Validate permissions for the Microsoft Entra

From the Microsoft Entra admin center,
Connect account,

configure on-premises integration password

[ writeback.

= J

L

Step 2: ;' From the Microsoft Entra admin center,

From the Microsoft Entra admin center,
Pcanﬁgure the authentication methods for
LE.SPR.

B A N —

W | S—

F_Fmrn the Microsoft Entra admin center, _
anﬁgure the registration settings for SSPR. |1

1‘ Select G_rﬂl:p writeback in Microsoft Entra
L‘COI‘II'PEG.

-
|
I
I

e e el

| Select Password writeback in Microsoft Entra |

|| Connect. i
i

!] {1

Explanation:

configure on-premises integration password

I writeback.

Step 3: | Select Password writeback in Microsoft Entra
Connect.




AcCtions AnNswer Area

From the Microsoft Entra admin cenféf \Wi = PPy L. §- Step' 1 Validate permissions for the Microsoft Entra
configure on-premises integration passward L Y I € )" %, i B Connect account.
writeback. . .

: _ — Step 2: | From the Microsoft Entra admin center,
From the Microsoft Entra admin center, configure on-premises integration password
configure the authentication methods for writeback.
SSPR.

Step 3: | Select Password writeback in Microsoft Entra

From the Microsoft Entra admin center, Connect.

configure the registration settings for SSPR.

Select Group writeback in Microsoft Entra
Connect.

Select Password writeback in Microsoft Entra
Connect.
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Microsoft Defender for Cloud Apps Z {9 % Microsoft 365 E5 H TRV ) T a v &H>TWET,

IR YT avRADAI—YY—EREIEIT—EAANDT I CRHFAEERTIZUESNETITIVHABREEINZEEICEF AN TI—hEERT IR O—FERT I2DELNHY FT,
fAIZHEITNIEEINTL L SM?EETSICIE, BAEEETEU G T a vEBERLTLEZSD,

FEELGERT BEVITTRASA Y FOMIELDHY T,

Fibter type
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Policy type

Filter type

;‘[-ak_llﬂ e . -'.--..--|..-- *

| [Permission hevel !

Explanation:
Answer Arca

W [P . . |
MIICEOSOTL

B f: 108
Site1 & L3 £ B0 Microsoft SharePoint Online ¥4 k Z &% Microsoft 365 E5 77+ > A% Y 3, Sitel [T RDORICRKT I 7AINEFENTUVET,

Name Number of IP addresses in the file
File1.docx 1 - GV

File2.txt 2.\

File3.xlsx B
Sensitivity! & V3 BRTDMES AL E  ROBRER OB NIL K S—EERLET,
% Bil: AutoLabel

BHENERA T %5 ~N)L: Sensitivity1

SharePoint Online &4 F®JL—)JL: Rule1-SPO

IRNIVEERY BB EEIRL FJ: Site
Rule1-SPO [ERD & S ITHBRESNTVET,




Edit rule = Microsoft

Name *
Rule1-SPO
Description

| Rule1 description

Conditions

We'll apply this policy to content that matches these conditions.

-+ Content contains sensitive info types ®
(Defaut L WS | [Alofthese | @
Sensitive info types

IP Address Accuracy | 85 |to | 100 |instance count 2 to Any | @
Add
Create group

+ Add condition

EXN ciee

RDERT—FADFRZDOWT ZFDORAT— A A true DFSIX [TV Z2RBIRLET, FNLUNDEEIT, VWZ 1 ZRBIRLET,
EELCBIRT BEUIC1 RS FOMENHY FT,

Statements | | Micro Qg;-,ft

Sensitivity1 is applied to File1.docx. '®)
Sensitivity1 is applied to File2.txt. O

Sensitivity1 is applied to File3.xlsx.




Statements

Sensitivity1 is applied to File1.docx.

Sensitivity1 is applied to File2.txt.

Sensitivity1 is applied to File3.xlIsx.

Explanation:

Statements

Sensitivity1 is applied to File1.docx.

Sensitivity1 is applied to Flie2.txt.

Sensitivity1 is applied to File3.xisx. J MicrO%oft

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide
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Microsoft 365 E5 73+ > kM HYET,

A—HY—PRINDIT7EECEFA—N AVvE—CFRELELLEICEEEICEBMINSLSICTIRENHYET , V) a—2 3 VT RMFIEDRAZFERT ILELAHY FT,

EDEEDR) O—FEHT 2RENHY FTIN?E, R—F—Z KT BIZIETED Microsoft 365 AV TS5A TR 22 —DREHDADETTMEIET HICIE EZEETEYGA T a oEBRLTESL,
FEELGERT BETITTIRASA Y FOMIELHY T,

Microsoft

e ardlaree
LaSutihy AdiFereitr §108

Crgara ataen Configua atecn
L orrrursaton O ormpliaind e Adrmen




Explanation:

e Microsoft

ol hor: (A 9
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RDORIZTRT T IL—TEEL Microsoft 365 T+ > bhHY £,

Type
Distribution
Mail-enabled security
SECUtityosoft
FLL Windows 10 EFX a2y T 4 R—=XS54Y AT 7AILEERTEFETT,
EQTNL—TI2T7R 774 NLEEYETH I ENTEETH?

A TIL—F3DH
B.JIW—T1¢,0L—T30HF
C.ON—=T2&L5IL—T3DH
D.7IL—T 1, FIL—T2, 5 IL—T3
EfR: (EEERRLET)

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide
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A—Y— 1R EGZ /=T TNA REERTELLIICTEIRENHYFET, ES5TNIEEWTIMN?
A. Microsoft Entra ID ¥t 42 —m5 Userl ITY 59 K TNNA REBEDRIZEYLHTET,

B. Microsoft Entra ID Bt 2 —M5 A—H—EDHRKRT/NNA ABDOREEXERLET,

C.Intune BBt 2 —M5 _Userl TN\ RAEHFIR—vy—& LTEMLET,

D. Intune EE 2 —m o EHFFHERZERLET,

IEfE: (EfEZRRLET)

References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager
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FCOBERIE BALIF A ERT—EOBERO—EHTT, COV)—XDBREMICIE BESN-BEZERTELAEEOH I MEDOBRRNAEENTUVET, —BOEBEME Y FMIIFEHDOELWVERENEEN
BIEENHYFETHA MOBER Y FIIXELWMERENZWNEELAHY 9,

ZDEIIAVOEMICEET 5L FTOERICRDZEIETEELA,. ZDEH, CNODEMIELE 2 —ERAICIERTEINELA,
Windows 10 ZEfTLTW5aYEa—32—HmHYET,

ED/I—T 320 Windows 10 BSf VA F—ILENTWELEHERTIDLENHY FT,

RRK. BRETTVID [BHEEFH ZEBRLET BEHFERERTT 5-HDX2T 1,

CNIZEEZEEERLTOETH?

A. XLy

B. LMV &R

IEfiE: (EfZ R LFET)

Eﬁ:ﬁ: 113
Site1 & LV3 & RID Microsoft SharePoint Online 4 k2 &€ Microsoft 365 4 JRX 9 1) T auhH Y ET, Sitel ITIFRDRD I 7AILHEHY ET,

adcreames Ir the e
Bt odors |

Fidub |2
b L L i

el

Site1 A—H—IZlE ROKRICRIO—ILAEYLBTOLhET,

i ihk
Liagy? T e

el aind |

ROBIZFT & 512, Policyl &LV5 F—4 LRRHLE (DLP) RY S — %R LET,

. Trooe 1he wizmaton o ot

" s o palicy

B O

. Py pribeam

R O—1ZBRALERIC, A—H—1 £2—HF—2ITRREN[T7MLORFINL DT, BERETEN G T a vERRLET,
AR ELWERIEICTI ARSIV PR EESNET,
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Ty A

1E fiz:

i A

|

Explanation:

AR A
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FCOBMBE RLCSFTVAERTTH—EOMEND—HTT, OV —XDEMBIZIE RBRRESN-BEZH-ITAREOHIMBOBENSENTVET HELY MI&k>TIE BHOEELHIHEELHN
X, EEAZWNEELHY FET,

CDEYLIVDEMICEZET SE ENOROTHAET A EFITEFEHA, ZDEH CALDEMFETE@RICIERTINELA,

BFELDRY FT—2IZ1F_ Active Directory KA A4 UAAEFEhTLNET,

Microsoft Entra7 4> k& T 704 LET,

BDEEEMN, KA A > &FMicrosoft Entra IDERIEAIT A LS ICERELET,

HBEBEAZOUVADIVED L—F—TF Ho > FHMicrosoft Entra IDERHAS N TWVEWI EAFIBALZE L=, ZRMODA—HF—TFH OV FITRTEEICRBHAIATLET,
Microsoft Entra Connect HealthZ##E2 L1 2 A T RTODA—F—T7HO Y FORENEEIZET LT = &MY FELT:,

10D 1—F—F h™o > kHMicrosoft Entra IDERIEASN TS L 2 HRT I2HELHY ET,

iR Microsoft Entra Connect Sync i 74 LA Y VTR EEZERELET,

CNIFEREER LTS EEZADTLEIM?

A [Ty

B. LMMVR

IEfE: (EffERTLET)

BR: 115

BRICEAREMNZDEXEMOHY FT , XEIIARBHTHEASATLET,

B¢t [EMicrosoft 3657+ > FEEAL ZEXRFIZERIT H5FEL,

XERDLI—F—DHEERIBANERAIND L SI12F BIZIE Microsoft 365V ) 12— a3 U EHBRTILRENHY FT,
HEBRKICIZMZEDIRETLLIMN?

A. Microsoft Entra &£t &7 € X

B. Microsoft Entra ID /XX 77— K{g#
C. Microsoft Intune /A1 R¥EKTO 774 JL
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D. Microsoft Intune T/NX\A RaAVTSA T AR o—
EfR:A (24 FEERT D)
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&1 1= 1EMicrosoft 365 ESH T R4 1) T 3 > % ZHIE T Microsoft Defender for Cloud Apps#{#H L TLVET,

HEEH TRV T avDTF7 I T4 ETARTEZHRELTVET,

FUTLIRRY RT—IDORETEHZANY MHABEEMIC BB | ELTHEINDSESICTILENHY FT,

BRI EHFHETRETLLEIN?

AEELGEERRE

B.IP7 RLR &R &

C.IP7 FL REH

D. ZHIDfF LN =15Fr

FfE:C(AAV FEHKT D)

The correct answer is C. an IP address range . In Microsoft Defender for Cloud Apps, IP address ranges are used to identify known network locations, such as physical offices, datacenters, VPN egress addresses, and
administrative networks. Microsoft states that IP address ranges let you tag, categorize, and customize how logs and alerts are displayed and investigated. Each IP range can be assigned to a preset IP category, such as
Administrative , Corporate , VPN , or other categories, so events from those |IP addresses are categorized automatically in the Activity log.

This directly matches the requirement: events originating from the on-premises network must be categorized automatically as Administrative . To do that, you create an IP address range for the on-premises public IP
addresses and assign the range the Administrative category. Defender for Cloud Apps then uses that categorization when displaying and filtering activity log events. Microsoft also confirms that IP address category can

be manually overridden by using IP address ranges.
A named location is a Microsoft Entra Conditional Access construct, not the Defender for Cloud Apps activity-log categorization mechanism. An indicator for IP addresses is used for threat indicators in security tooling, not

for activity-log categorization. A critical asset classification is unrelated to IP-based event categorization.

B/ 117

Microsoft 365 E5 H TRV ) T avuE BB TY,

Microsoft Defender R—Z L TT7 T — FZERLEERDHODLVWEFA—IL A vtE—UZFFABELTVET,
BFA—I AvE—CDAY T —FHREL A vt—I% Microsoft [TEE L THEREZZITAIVENRDY £9,
ED2ODEHEFEEFERATAILENHYFIMN? @ETLHICIE, BAEEETHEHUGEREEZERIRL TS,
FEELWLBIRSEICTI RSV FAMEShET,

FES Paraeducator Position

i 'T:ikuar.tmn| [@En}all preview I

Timeline Analysis | [Attachment [ |UHL ,l i51mllar emmlsi

~ Export Jitems| ' Search | £ Customize columns

Event types Result Threats

|| Original delivery Junk"Email folder - Delvered tojunk  Spam
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FES Paraeducator Position _ M I Cros Df't

| Timeline [~ Anaiysis |)[ Atactmert | [URL[Simbaf emats|

| g
;i Expori ditems [ Search | 2 Customize columns

Eventtypes Result Threats

| | Original delivery Junk Emanl folder - Delvered to unk  Spam

Explanation:
1. Analysis 2. Take Action
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Microsoft intune Z{#ER3 % Microsoft 365 E5 TRV ) T 3 v ZHE->TWET HITRI Y T aVIZE RORICRTIVY—ZANEFEFNRTVET,

Name | Type | Member of
User1 User Group1

Devicel | Device | Group2
User1 (& Devicel DFFEE T,
RDOERIZFRT & 512, Microsoft 365 Apps Windows 10 LAIFED 7 1) MFEFEF Intune [ZEBML EF T,
AERIZC, 7FVDOTTOA AL FOEREHERLET,

_“M Assignment | Microsoft Office | Day of |

= &m. app toinstall | creation |

App1 Yes Group1 - Wofd Monday
Reguired

App2 Yes ~ ] 'Gtoup? - Excel Tuesday
Required

App3 Yes Group1 - PowerPoint Wednesday
Availlable

RDERAT—FAVKMIDWT FORTF—FAY Fhtrue DBEIX[IEZWV] ZEBIRLET, TNLUSNDBEF, WA 1 ZEIRLET,

Word is installed on Device1.

App3 is displayed inthe Company Portal.

Eﬁb installed on Device 1.

@ Microsoft




Answer Area

Statements Yes

o8 B
(3]

Word is installed on Dewcel, ¢ | .

App3 is displayéd.in the Company Portal ¢ i
_ s
Excel isunstzlled on Devicel |
Explanation:
Statements Yes N
g
Word is installed on Devicel °
APp3 IS displayed in the Company Ponal .
Excel is installed on Devicel .
B: 119

&7 f=[EMicrosoft 365MH TRY Y T a vEHHLTT,

App1& LS ARTDF L LWMIicrosoft Entra I DT V23— TS A X7 T r—2a V&R LET Appl1 #FRATHICIE, A——ICLAR— FEEEQO—IILZENY L TEHILENHYET,

LR—FEABEZEO—ILZEY BT ApplIZ7 IV ERTBICIE EDFIA TDTIL—TEZFERITNIEELNTTHI?

A A N—2y THEIY BT TL S Microsoft 365 V' )L—7

B. Bl 1 —H— A /\—3 vy TE D Microsoft 365 4 )L—F

C.AVN=29THEYETOENzEF2 T IL—T

D. IR —H— A N—2y TEHE D >EXAVTATIL—T

EfR: (EffZzRTLET)

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Microsoft Entra ID and open in the Roles and Administrators list for that app. Select the new custom
role and complete the user or group assignment. The assignees can manage users and group access only for the specific app.

Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Microsoft Entra ID Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.

Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only administer the group rather than adding users to each resource
individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management services, such as Intune.
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Security groups can be configured for dynamic membership in Microsoft Entra ID, allowing group members or devices to be added or removed automatically based on user attributes such as department, location, or title;
or device attributes such as operating system version.

Security groups can be added to a team.

Microsoft 365 Groups can 't be members of security groups.

Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group email and shared workspace for conversations, files, and
calendar events, Stream, and a Planner.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps

https://learn.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?

https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

Eﬁ:ﬁ: 120
Microsoft 365 47XV 1) T a & HEFEHLTY,
ROBIZRT KSIZ. F5— b RY—FERLET.

Policy1

‘5’ Edit policy 8] Delete policy

Status Q On

Name your alert

Description Severity
&
Category Policy contains tags

Create alert settings

Conditions Aggregation

£ ¥
t hilal 1 3 F i & bl Sl ad awra~nata



F“L.lf"ll'h‘, B F IS FWHE YWY Y Wi 2 =" L

F‘HH-’ F&ﬂl'ﬁu

Scope Threshold
All users o @ 20
Severity
Ty ® Low
S-tywudpluu "{_f; e
Recipients Daily notification limit
User1@sk220912cutloock.onmicrosoft 100

L0om

o Microsoft

Oy TE9Y AZ1—FALT RHISREATOSERICESVTERT— AV FEERSEHIEAEDRREZZBRLEY, T ELVBEREEZEAETN 1R, 2 bOfEENHY ET,

Answer Area

Policy1 will tngger an alert if malware is detected in N
[answer choice]. SharePoint or m&v
Exchange mﬁgeinﬁ .

B SharePount or OneDrive only

\ N W Exthange Online, SharePoint, or OneDrive

= Micrasnft mwm




Policy1 will tngger an alert if malwaisis ﬂetéCM ] C ro S O ft

[answer choice). _SharePoint or OneDrive only Bt
| Exchange Online only
! SharePoiptonly
ShiarePaintOr OneDrnive only
¥ehange Ohlifie SRaréPGift , of OneDrive

The maximum number of email.meSsages that Policy1

will genérate per day is [answer choice). ‘ 5 v ||
L

12
120
100
Explanation:
I e ¢:~ s
. S .
P mivlicrosoft
Policy1 will tngger an alert if malware is detected in =~ /™%«
[answer choicl] Lmﬁﬂlﬂl or OneDnve only v
The maximum number of email messages, lhﬂl P’bhrﬂ
will generate per da ,; 's janswe choice]. 5 i
B 121

Microsoft 365 H 7R 9 ) T a v HHLTY,

2y b7 —21551.40.15.024 D IP 7 FLRAZERMZFERALEY,

Exchange Online BIF(XHKE 2y FI7—2 EDaYEa1—42—h5 Rolel EWSERTOO—ILEERLELT:,
EENRRZEALCEEEDRAEZHET SBENHY FT,

EBEOJRECEHEDTITAETAEREL EDTA—ILETIANRY VTS ERENRHY FITHEEZTSHICIE, EEBRETEYGA T a v EBIRL TS,

FELSERTSE-UITT RA v FOEEAHY £,



N
Exchange mailbox activities
Site administration activities
Show results for all activities
- | Role administration activities

Activities to search for:

Item

User

Detai

"Iﬂ ﬂd racnft

=]

m Microsoft
Activities to search for: v
Exchange mailbox activities
Site administration activities.

Field to filter by:

|IP address

Explanation:

Activitiss 10 S&4roh Rt v
Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities
Field to filter by: ! |V
Item

User

Detail

IP address

BRI EMS-102J B (LJPNTest.comiZ2it S MS-102JRERICEKT B 2 LITRICII B ET ! JPNTest.com(T S RHMS-102J:8ERRELE #1214t L £ 9, JPNTest.com MS-102JRERFIBEE (T SEHFShE L=,
CZTCMS102JBBENDT A CI VS VEFIZANE T, BRFRD 7 & £ X _ https://www.jpntest.com/shiken/MS-102J-mondaishu 5988 3 0%7 « A Ao > + #HF#4EI51a— F: JPNshiken|
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RORIZTRT FIL—TEEL Microsoft 365 T+ > bhdhp Y FT,

Type
Microsoft 365
Distribution

| Group3 Mail-enabled security
Group4: \VI|cSeaufnty

Compliance! E WS ABDIAVTSA TR RY O—EEHTHFETT,
ROBUZFE-TIVN—TEBETILENHYFT,

FAVTSAT ORI ERBMDZEHEE LTEMTEET
*AVTSATUORNCBIYETEHIENTEET

E&EYBICIE BETY 7 TEINGA T a vEERL TS,
FEELWVEBRIEICTRI Y MAMEESNET,

I s
Can be added to Compliance1 as recipients ﬁfm ' M ICIrO SOft v
of noncompliance notifications: Group 1 and Group4 only |

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

| Group
| Group2

Can be assigned to Compliance1: | v
Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4




Can be added to Compliance?t as ’M?W
of noncompliance notifications:

v

Group1 and Groupd only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

— —

Can be assigned to Compliance1: | v

[Group1 and Group4 only
Group3 and Group4 only

— — e — e e e Ve

Group1, Group2, Group3, and Group4

Explanation:

Can be added to Compliance1 as recipients

v
of noncompliance notifications:

£%
Group1 and Group4 only
Group3arid Group4 only
Graup1, Group2 and Group3 only
G“[aﬁht Group3, and Group4 only
¢ .|Group1, Group2, Group3, and Group4

Can be assigned to Compliance1: _ _ R | v

[Group1 and Group4 only
Group3 and Group4 only
Group1, Group2 and Group3 only

-7 e

Group3, and Group4
https://www.itpromentor.com/devices-or-users-when-to-target-which-policy-type-in-microsoft-endpoint-manager-intune/

Reference:

B 123
Microsoft Entra ID ProtectionM@FIZ A4 T A A —)LEZHHIZLET,
RORIZRITI—H—ZFERLET,



Name Role
Admin1 Security reader

Admin2 User administrator

Admin3 Security administrator

Admin4 Compliance administrator

EQL1—H—INEEADFTA TR MA—ILZBFNICZELEFTN?
A. Admin2_Admin3_  Admin4 ) #

B. Admin1_Admin2_  Admin3_ & & (*Admin4

C. Admin2 & Admin3® #

D. EEE3IDH

E. Admin1& Admin3D &

Eff:E(QAVMEHRRKRT D)

By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the recipients list.

B 124

Group1& Group2& WA 522D J )L—FE#ETMicrosoft 365 ESH TRV ) T a3 v EMALTWET  UTOEHFimf-9 T —FBK[HLL(DLP)EKR = #EK T 5FETT,
CTN—=T1DAVN—E IOy b h—FBENEFNEIFX 1AV FERETELRVKSICTILELRHY FT,

* Group2 M * > 73—I%  Microsoft Purview Information Protection IC&k > THREIE L THEEEINTZ F X2 AV FEHRBETELVKSIICTILELHY FT,

*Y)a—2a EEBEOFNERNDRICMZIBLENHY FT

JIW—TZEIZDLP R O—Z T 2MELHY F7,

ZETN—TDEDLP R — L—JLICEDFHZEEMT HLELNHY FIH? BETDHICIE, AFEETEUGA T a v EERLTLLEZSY,
EEELWLEIRSCEICTI ARSIV FAMEShET,
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-
Select Document name contains words or phrases.
Select Document pm
Set Content EG info types.
rts to Sensitivity labels.
v

e“a Select Document name contains works or phrases.
s Q(\ Select ocument property Is,

Set Content contains to Sensitive info types.
Set Content contains to Sensitivity labels.

=. Migrosoft

Select Document name cmtam words or phrases.

Select Document plﬁplmhs
| Set Content carEIngﬁ'Sensmve info types.

T

ISet Wﬁdﬂlﬂlm to Sensitivity labels.

o

Grouiﬂ g
_ N elect Document name contains works or phrases.

] Select Uocument property Is.
| Set Content contains to Sensitive info types.
|jSEt Content contains to Sensitivity labels.

T — T — — — T — T —

Explanation:

m Microsot}
Groupl: ' Set Cofitent contains to Sensitive info types.

Groupd™,_Set Content contains to Sensitivity labels.
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Microsoft 365 47XV 1) T a3 aHEFELTY,

contoso.com E WS RRID K AL VZEEBMLET,

FASVEHERELELS ETHE R A—)LE admin@contoso.com IZEETHESITKOLNFET,
FASVDRBILZFERATEA—IL 7 RLREEETHIHENHYFET,

HETIEMETHEIREN?

A.FALVDONS La—KREZEBELET,

B. FAL 2D DNS Y—2[CTXT La—FZEMLET,

C. RASMU LIRS —MB FALVOEREEFEREZEELET,

D. Microsoft 365 Bt >4 —h 5 Microsoft 365 TR Y 1) T avDEeAhREEELZLEELET,
IEfg: (EfZRTLET)

BE: 126
Microsoft 365 ES 77> kDHY £,
ROBIZRTT7S—EBEHY ET,

View alerts M . f't
"] Severity Alert name Statun Tags Category Actraty count Last occurmence
mE . fa A v
. * L

FAOYTRE DY AZa—%#FRALT RITREATOSERICESVTERT— AV M EERSEHEEDERRZERLET,
FELCERTSFE-UICT RS Y FOEELSHY FT,

ek lagat ine] OfF Festheed oridy
v tigatmg o Degrmassed only
meesligating, Resobeed of Diurregsed

change Status to Devirnided ondy

change Stalus 1o Dvirmeiied o Active only

change Statud b0 Dvfreasd o inveihigating ondy
change Statun o Droreised, Inveeshigaling, o Actree

Answeer Arca |_| M iC ro SOft For Alertl, you can chinge Stams 1o

Irverstigating Of Retoleed ondy
e lialg of il oy
I iTigating Aepobied of DRirreiied

change Status (o Depmeined only
change Statun 10 Dvurmpus? of & Trve only

l'.lhl"\ljﬂ' Statun to Lvarmeiaec oF 1‘5'\-'!!-"?-“-"-; oy
-rm=|r Cratur fo D I'|m1||J.|1:I\.j o A iree
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Explanation:
Anzwer Arco

B 127

v k7 —21Z(% Contoso & LY &HID Active Directory 74 LA FMNEFEFNTWET, T,

Microsoft 365 47XV 1) T a & HEFEHL T,

NAT—F Ny a@fiZzERTSTA LY PRV 2 —2 3 0 %FRETEHFETT,

Microsoft 365 &I+t >4 —hH 5 _contoso.com KA A4 VEMNEFICHRIISNELT-,

HEENfzT4 LI PRV 12— a3V RICIRIEZEBTIOIDRENHY ET,

FITMRMETARETL &£ 557

A. Active Directory KA A > L{E5ERE®ED 5 contoso.com Z UPN Y74 v RELTEMLET,

B. Microsoft 365 Bt > 42 —M 5 Contoso ZHEELET , O—HIL KA A V&,

C. [Active Directory 1—H—& AV Ea—2—] Do T RTOI—YF—DUPNY T4 v I REEBLET,
D. contoso.com M/8XT 1)y DNS V—ohs FHILWA—)IL THVRFzoPoy— (MX) La—FKZEBMLET,
IEfE: (EfgZx R LFET)
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Y— FN—T 1 DZEFRID (MFA) B8 ZFEHAT % Microsoft 365 TRV 1) T avhHyUEd,

Microsoft Secure Score R L TWDH L ZFIZ, TRTODA—YF—IIX L TCZERDPIANLEANILE O TSI EZHRT H HESHIZRA VAR FESRTUWEWZ EADHLMY E LT,
HRKRS Y FEITRTHERICBTILENHYFET V) a—2aVEEBEOFEZHE/NMBICMZA2BENHY FT,

Al RETL £ 5M?

A HREEORT—RIREZERBLET,

B. Microsoft Defender for Identity ¥ >4 — % BRI L E 3,

C.7T—432 ARV RAEEWRELET,

D. R JEERLET,

IEf#: (EfEzERTLET)
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HEH (L contoso.onmicrosoft.com & Y3 & HID Microsoft Entra ID (Microsoft Entra ID) 77+ > k1) >4 Stz Microsoft 365 TRV ) T 3 o2 HFHH T,
User1 & LS ZBITD 1 —H—(X_ Microsoft OneDrivelZ KX a1 A > FE2BRELET,

User1MOneDrive7 h 7Y FONBEEFRHREATREBIZT OILELNHYET,

eDiscovery?lR—JL FIZIEEDURLEFRATARETI N ?EETSICIE AERMTEU LA TS a vEERL TS,

FCEfE LIRS Y EAMEShFET,
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httpSZ/’/ Y Y
onedrive.live.com/ User1
contoso.onmicrosoft.com/ LY Sites/User
contoso.sharepoint.com/ ¥ poa:-d | contoso_onmicrosoft_com/User1
contoso-my.sharepoint.com/ || personal/User1_contoso_onmicrosoft_com
1E fi#:
https:// v v
onedrive.live.com/ User1
contoso.onmicrosoft.com/ Sites/User1
contoso.sharepoint.com/ . j&-y - _| kcontoso_onmicrosoft_com/Userl
contoso-my.sharepaint.com/ ">V [ personal/UserT_contoso_onmicrosoft_com "'
Explanation:
https:// v v
onedrive.live.com/ User1
contoso.onmicrosoft.com/ Sites/User1
contoso.sharepaimtcom/ ¢ contoso_onmicrosoft_com/User1
contoso-my.sharep cinticomp’ > personal/User1_contoso_onmicrosoft_com
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-ediscovery-holds
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XKE, I—AY/NR TOT7DLI—H—%EE Microsoft 365 E5 H TRV ) T a vy ET,
Microsoft Entra ID Protection #{#H L E Y,
RETFTRAI Y TAVISRANSOF ¥ VDNDZEBALTWET, IRTOVDIY—N—([FKEIZREShTWET,
A—H—E5 v T kv T & VDI A5 Microsoft 365 [THERELET,
—ED VDl A—H =D& S A oA 2 JRINELT=HIZ Microsoft 365 ~DH A o4 oRTAY I INTNSEEVWSHENHY FT,
VDI —H—HER >TMicrosoft "\DH A1 VA4 ETA VY SNDAREMEZ RO TRHENHY FT,

365. V1) a—> 3 TIE IDREZFRALTVDIREMNSDY A VA UHNRESNDLSICTEHIBHELAHY T,

A FEMETIERR) O—

B. BIEHIEMNE

C. Microsoft 365 [ 17 ExpressRoute
D. EfE T Z 515

EfR: (EfEZzRTLET)
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Eﬁ:ﬁ: 131

BEHDARY FT—2I1Z1F_ contoso.local E VNS EZRIDA > T L I ADM Active Directory KA A4 UNEENTVET . CORASVIZIESEDRAM av bO—5—"HY ET,

&1t [EMicrosoft 365% B A L _ contoso.onmicrosoft& L5 & BiDMicrosoft EntraT3+ > &R L E T,

&,

HlEt=1E A s\ —H—s/3\—[ZMicrosoft Entra Connect Syncx 4 Y X b—JLL NNRARIIL—BIHEZERET BHFETT,

NARN—FBEIDERELZFHBEL TS0, TO-ODRELZEHBT 2LENHY FT,

RITITRESDDITHEENTIN? TN ENDERIT BREO—EEZRLTLET,

LIRS FAMESNET,

A FAAL 2 brO—5—D0RAT—Cz 0 bEA VA M—LLLET

B. Microsoft Entra Bt 2 —h LR A EEZRELET,

C. Active Director N5, FA A DV EEREBERIZCUPN Y 4 v O XZFEBMLET

D.&1—HY—TF7hIOUrDA—LT FLRABHZEZEERELET,

E. Microsoft Entra Bt 4 —M 5 HRAZLKRAALAVZEEBMLET,

F.&1—Y—T7ho o tDa—4H4—0JF 2% EBLET,

IEfE: (EfEZRRLET)

Deploy Microsoft Entra ID Pass-through Authentication

Step 1: Check the prerequisites

Ensure that the following prerequisites are in place.

In the Entra admin center

1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Microsoft Entra tenant. This way, you can manage the configuration of your tenant should your on- premises
services fail or become unavailable.

(E) 2. Add one or more custom domain names to your Microsoft Entra tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

1. Identify a server running Windows Server 2016 or later to run Microsoft Entra Connect Sync. If not enabled already, enable TLS 1.2 on the server. Add the server to the same Active Directory forest as the users whose
passwords you need to validate. It should be noted that installation of Pass-Through Authentication agent on Windows Server Core versions is not supported.

2. Install the latest version of Microsoft Entra Connect Sync on the server identified in the preceding step. If you already have Microsoft Entra Connect Sync running, ensure that the version is supported.

3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents. These additional servers are needed to ensure the high
availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose passwords you need to validate.

4. Etc.

(B) Step 2: Enable the feature

Enable Pass-through Authentication through Microsoft Entra Connect Sync.

If you ' re installing Microsoft Entra Connect Sync for the first time, choose the custom installation path. At the User sign-in page, choose Pass-through Authentication as the Sign On method. On successful completion, a
Pass-through Authentication Agent is installed on the same server as Microsoft Entra Connect Sync. In addition, the Pass-through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix

Not D. Modify the email address attribute for each user account.

Not F. Modify the User logon name for each user account.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta-quick-start
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Ry FRERY b
Microsoft 365 4+ 7R 4 1) T a & HEHL T,
RORIZFET 74w 0T ER) O—FBRALET,

FOYTEY Y AZa—%2FALT I3 74 v 7ICRTENTVSBERICEIVTERT— AV M ERERSEIREDRRKEERLET,

FEIELWVMERIEICT RS Y F?ﬁfﬁ'—i-'éhiﬁ'

swer Area namang:rQSlQ ;ftﬂ( Q

To ensure that malicious email i

[ Enable demains to protect

vt}u must modify the [answer chuice: sett Add trusted senders and domams

Phishing email threshold

i E @ Enable users to protect

To minimize disrupting users that frequently exchange legitimaté e wnth the CEO of a |

v

NSV er choice] setting.

partner company, you must configure Add trusted senders and domains

o’ Enable intelligence for impersonation protection
" Enable spoof intelligence
1E fi#:
Answer Area | = )
To ensure that malicious email impersonating the CEO of a partner company is blocked, | Mlﬁresef:tv_‘
you must modify the [answer choice] setting d S8Nters and domains i

nable domains to protect

"Enable users to protect
Phlﬁhi" g emailrthreshold ™

To minimize disrupting users that frequently exchmﬁmmaﬂ with the CEOof a | ; - = N =)

partner company, y [answer choice] setting. A d q trust &8 senilis and dkinaibs :

-
1

— o, e o w a w o

Enable spoof intelligence




Answer Area

To ensure that malicious email impersonating the CEO of a partner company is blocked, v
you must modify the [answer choice] setting. | AdH thusted senders and domains

Enable domains to protect
Enable users to protect
Phishing/email threshuld

To minimize disrupting users that frequently exchange legitimate email with the CEO of a ' a4’
partner company, you riust configure the [answer choice] setting.

Add trusted senders and domains
Enable intelligence for impersonation protection
Enable spoof intelligence

Box 1: Enable users to protect

Anti-phishing policies in Defender for Office 365 also have impersonation settings where you can specify individual sender email addresses or sender domains that will receive impersonation protection.

User impersonation protection

User impersonation protection prevents specific internal or external email addresses from being impersonated as message senders. For example, you receive an email message from the Vice President of your company
asking you to send her some internal company information. Would you do it? Many people would send the reply without thinking.

You can use protected users to add internal and external sender email addresses to protect from impersonation. This list of senders that are protected from user impersonation is different from the list of recipients that the
policy applies to (all recipients for the default policy; specific recipients as configured in the Users, groups, and domains setting in the Common policy settings section).

When you add internal or external email addresses to the Users to protect list, messages from those senders are subject to impersonation protection checks. The message is checked for impersonation if the message is
sent to a recipient that the policy applies to (all recipients for the default policy; Users, groups, and domains recipients in custom policies). If impersonation is detected in the sender ' s email address, the action for
impersonated users is applied to the message.

Box 2: Add trusted senders and domains

Trusted senders and domains

Trusted senders and domain are exceptions to the impersonation protection settings. Messages from the specified senders and sender domains are never classified as impersonation-based attacks by the policy. In other
words, the action for protected senders, protected domains, or mailbox intelligence protection aren 't applied to these trusted senders or sender domains. The maximum limit for these lists is 1024 entries.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-phishing-policies-about

B 133

Microsoft 365 X9 ) T 3 o BHHTT,
BARATEFERATEIFETHY THNAREYITLIDITDA M) IRERMBTELLEHRTILENHYET,
HETIEMETHEZREN?

A R—MREZERLET,

B.TY RRA YV b HEBHICLET,

C. &7 /314 X T Microsoft 365 v F D —V#EHET A FEETLET,
D.¥HET VX EB/MICLET,

IEfE: (EfZ R LFET)

Bi: 134

Ry FRAKRy +
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RORIZET I—HF—FE Microsoft 365 TR 2y T avhpyET,
Name Type . CDepartmen
| Gupport
\\\"SupportCore

Merber~ IT support

BAR—FIEWSEBENEFENDITRTOHADST A N A—F—2ELCHWNAL—F— JIL—TZBRETI2HELHY T,
SEBRHNELEDESICETINEINTTIMN @EZETAICE BED) 7TEULGA T a vEFERLTLLES N,
FEELMEIRZEICIRA Y BT ESHET,

Answer Area

(user.userType [ ~ [w] | | v
0 -eq "Guest” -contains "Support”
-in "Guest® -in "Support”
ne Y -match "Support”

-startsWith "Sup”

Answer Area

(user.userType | v ) and .{ﬁsef'idEpartment f ' I'"
T _, 1\ ' -contains “Support” |

-1\ -in "Support”
-ne "Guest” 2 e b i -match "Support”

“notmatch PRI = MICros Qkkswe s

Explanation:

Answer Area

(user.userType T e LT ) and (user.department [-_ SE S e _[;
A - -contains "Support”
-in "Guest” in "Sy .

-ne "Guest” O U:ll M | lﬂﬁm
-notmatch "Member” | “=stai p

[Ss—t ]

Box 1: -eq " Guest "
Dynamic membership rules for groups in Microsoft Entra ID

Supported expression operators
The following table lists all the supported operators and their syntax for a single expression. Operators can be used with or without the hyphen (-) prefix. The Contains operator does partial string matches but not item in a

collection matches.



* Equals

-eq

* Contains

-contains

* Etc.

Box 2: -contains " Support "
Incorrect:

*-in

If you want to compare the value of a user attribute against multiple values, you can use the -in or -notln operators.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

Eﬁ:ﬁ: 135
Microsoft Intune Z{#H 9 % Microsoft 365 E5 TR0 1) T avhhbyErd,
RORIZTRT LS, Intune ITEFINTWST NI RDBHYFET,

Name Member of Scope (Tags)
Device1 | Windows 10 | Group1, Group3 | Tag1
Device2 | Android Group?2 Tag2

RORITRT TNARABRTOT7AILEERLET,
Name | Platform Assignments: tags
Included groups X¢

Profile1| Windows 10 | Group1 _Gfoup3 Tag1, Tag2
and later J

Profile2 | Android All devices, . (" | Group2 Tag1, Tag2
Enterprise R\ 2l

Profile3 | Android Ggqqpé;..bfbupB Group3 Tag1
Enterprise _ o\ %

Profile4 | Windows 10\ Group3 None Default
and later y

ETNARCFEDTOT7AILNERENFETN? BES HICE, AFERETEY G T a vEERL TSN,
AR ELVWEBRIEICTRAY A EESIET,



Device1:

'No profiles
Profile1 only
Profile4 only
Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

Device2:
'No profiles
Profile1 only™
Profiie2 only
Profile3 only

Profile1 and.Profile2 only
Profile2 MEEFM!) 1

1E fiz:

Device1:

No profiles
Profile1 only
Profiledonly =
'Profile1 and Profile4 only ;"'
e4 only

— — —— — ———_ —__—

Proflle1 Profile1, and Pu;ﬁi_!l
N 7 A

Device2:

No profilests *
_Profile, ﬁr?‘y

Prnﬁlei**ﬂnl 5
1Pr0fllé3 unl 1

Profile1 and' Pri 111;-:-2 only
Profile2 and Pfafited\dnlyrosoft

Explanation:



Device1:

iNo profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

DeviceZ:

No profiles

Profile1 only

Profile2 only

Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

B f: 136

HE =D (E Microsoft 365 E5 TRV 1) T a UEFHE>TLET,

HRBADLI—HF—IREBET—2 ZIRVET,

BFA N AYE—DORFa A MIEORAENTNAN—Y OO ZFERALT ARBAOI—F—DRETHEVAIREYEDH S Web A FMZIT IV ERTE5DEHCRENHY FES MMOBHAOLI—HF—%ZHIEL T
FEYFEEA,

DE=IERZET o EHN?

A JVTUOIYNKEINDEVWSIEHEF DT —FIBKRMLE DLP) R O—Z ML ET,

B. &2y RY—DIO—NILEEFZERELET,

C.aAVTUIYNEFENIEHEH DT —2BKML (DLP) RY o —%#ERLET,

D.#LLWREGY VY RYS—ZEBLET,

IEf#: (EffZzRnLET)

Use the Microsoft Defender XDR portal to create Safe Links policies

In the Microsoft Defender XDR portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Safe Links in the Policies section. Or, to go directly to the Safe Links page, use
https://security.microsoft.com/safelinksv2.

1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

2. On the Name your policy page, configure the following settings:

Name: Enter a unique, descriptive name for the policy.

Description: Enter an optional description for the policy.

3. When you ' re finished on the Name your policy page, select Next.

4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*- > Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic distribution groups aren ' t supported).
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The specified Microsoft 365 Groups.

Domains: All recipients in the specified accepted domains in your organization.

Etc.

Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links-policies-configure

AEEMS-102J 5 XIPNTest.comi2ft S MS-102JRERIZAH T B2 L IZRIZIIBET ! JPNTest.comlFT S HEFTMS-102J HERRIEE IR L £ 9, JPNTest.com MS-102J5RERfBEE (XL SEH SN E LT,
CZTMS102JFEEDNDTAMI VS UEFIZANE T, BERD 7 2 £ X _ https://www.jpntest.com/shiken/MS-102J-mondaishu 698/, 3 0%7 « A A > k #5874 EI5|a— F: JPNshiken
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Microsoft 365 E5 TRV 1) T 3 &HEHEHTT,
LD Microsoft Secure Score [F, RDERRENTWAT I aVaHELFET,

Microsoft Secure Score

Recommended actions Histo Metrics & trend
Rank Recommended action Scofe impact  Points achieved status
Require multifactor authentication for administrative roles
Ensure all users can complete multifactor aathentication

Create Safe Links policies for email messages
4 Enable policy to Block legacy authentication
Turn on Safe Attachments in block mode
Ensure that intelligence for impersonation protection is enabled
Move me ssages that are detected as impersonated users i,,-_. maskiaax ntelligence

Enable impersonated domain protection Ri:E 5

BF A= A ytE—CICHLT[REGY VIDER] R O—%FBRL [RT—FREVRY]|TRT—ERR]Z[VRIRRFANONE L] ICEELES , 79230 TS5 VDEE,
COEREELF217 RATICEDLSBEEBESZEFTH?
A RS 2 MRS


https://www.jpntest.com/shiken/MS-102J-mondaishu

B. 17R4 > M&h0

C.9 RA > MEd

D. 97R4 > MiEHD
E.Zh okl

EfR: (EffZzRTLET)

B: 138
Ry FRARY b
£t TIX Microsoft Defender for Endpoint Z{#F L T L &E 3", Microsoft Defender for Endpoint 21 RO RIZTRT TNA R TIL—THhEFEATLET,

Rank Device group ~ ' Members

1 Group1 Tag Equals,demo”And 05 In Windows 18

2 Group?2 Tag Equals Hemo

3 Group3 Domaif, EBquals adatum.com

4 Group4 Domain Equals adatum. Mindows 10
Last | Ungrouped devices (default)y™| ‘Not applicable R

RDEIZTRT &SI, computer! & ULVNSZRID T Y E 2 —4 —% Microsoft Defender for Endpoint [CAVR—FLET,
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Microsoft

Settings » Endpoints !iq-m

computerl

Device summary

Risk level ()

None

Device details

Domain

adatum.com

0s

Windows 10 64-bit
Version 21H2
Build 19044.2130

FAYTEDY AZa—%FRALT BRAT— AV M ERTIIRZORRKZERLETS,
AR ELVWERIEICTRAY AT ESIET,



Answer Area

Computer1 will be a me .EMMerO S Oft | w

Groug§ anly

- «W“}%ﬁﬂl}f
B -.'-‘-.'f":- b :ﬂr % B‘Irf-,o uﬂp 3“3 I"ld Gruup.q Omy

"\ OV ™ Ungrouped devices

i L
i B -

If you add the tag demo to Computerd, I;f;e computer will be a member of [answer choice]. ; MEN
3N Group1 only

Group1 and Group2 only

Group1, GroupZ, Group3, and Group4

Ungrouped dewvices

Answer Area

Computer1 will be a member of [answer choice].

Il Group3 and Group4 only

— e e e me e s e mes

Ungrouped devices

G
eg“:}ﬁi:ﬁ choice].
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et ComiptiteM will be a member of [answer choice]. ,

Group3 only

Group4 only

Group3 and Group4 only
Ungrouped devices

If you add the tag demo to Computer1, the computer will be.a member of [answer choice],
Group1 only
Group1 and Group2 only

Group1, Group?2, Group3, and Group4
Ungrouped devices

Box 1: Group3 and Group4 only

Computer1 has no Demo Tag.

Computer1 is in the adatum domain and OS is Windows 10.
Box 2: Group1, Group2, Group3 and Group4
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£4tI21E Microsoft 365 E5 47XV 1) T avhbhbyYETd,

D Fy FT—9 EDOT /N4 X % Microsoft Defender for Endpoint IZ4 > R— K LE 3,

Microsoft Defender R—A LT TNA R A R M2 A UR— FRENF VAR—FABEE B> TWS TN ADBRZHRRIN TSI EADHOMY FT
FUoR—RENF=TNA ABTNA RBEDE=DIZHRY b T—0FR—1) VI TERVWESICLELNGL BEERAETITN\A RIIRETEDLLSICTILENHY ET,
Microsoft Defender R— % JL CTIXfAI R T H2BELH Y FIHn?

A3y bD—YFEET 3T

B. ARG RN

C. T/\A RRH D4

D. &R

IFfg: (EffZRTLET)
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Userlt EWVSZRTIDI—H—FET Microsoft 365 E5 HTRH ) FoavhbyFEd,
ROEIZTT &L 512 Policyl EWNVSRBIDFEIER/NLXEARY O—ZFERLET,
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Protection settings

Message limits

SEt an eXternal me .'.:{J~ imit

>£1 an internal message lmit

Restric on pisted on users who reach the message limit

1 Rl i i y . P vil B §

Forwai 1IN0 Tuies

Automatic forwarding rules

Motifications

Policy1 % User1 [ZEIY 1 TET,

A—H— 1N 24 BREICEETEIEFA—IL A vE—CDRAEUINL DTITM?
A. 1030

B. 30

C. 1000

D. 720

R (ERERTLET)
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RDORIZRTLI—HF—%EL Microsoft 365 HTRXH ) T avhhblyFEd,
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Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device administrator
RORZRT LS BRAT—EAR—CDTAT7ALVERELET,
Settings

The enrollment status page appears dunng initial device setup. If enabled,
Jsers can see the installation progress of assigned apps and profiles.

show app and profile installation progress. Yes No
Show time limit error when installation takes 6"
longer than specified number of minutes.
Show custom message when time limit error Yes
occurs
Allow users to collect logs about instalattion Yes
errors.

Only show page to devices provisioned by

out-of-box experience (OOBE) Yes No

Block device use until all apps{@hd profiles. ar " Yes @O
installed ' Pf\f{ F& 55{3!1 i

K1) & —% Groupt [ZE|Y HTEI,
RORIZTKTTINA REBALET,

Name Platform
Devicel Windows 10
Device2 Android

RODEFERAT—FAVMIDVWT EDRXT— A A true DIHFEIEX[IEWL] ZBIRLFET, TS DEEE, DO EERLET,
FELCERT BFE-UICT RS Y FOEELSHY FT,



Statements

Yes No
If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show. O O
If User1 performs the initial device enrgliment for Device2, the Enroliment O O
Status Page will show. '
If User2 performs/the initial\device encoliment for.Device2, the Enroliment O O
Statiie Panea will ehnw
1E fi%:

Statements Yes No
If User1 performs the initial device enroliment for Device1, the Enrollment -
Status Page will show. QO O
If User1 performs the initial devicé.enioliment for Device2, the Enroliment '® Tol
Status Page will show. o
If User2 performs the inifial device enralimént-for Device2, the Enroliment O 'O,
Status Page will =how. S T e

Explanation:

Statements Yes No
If User1 performs the initial device enroliment for Devicel, the Enroliment
Status Page will show. ) O
If User1 performs the initial device enroliment for Device2, the Enrcliment e '®)
Status Page will show.
If User2 performs the initial device enroliment for Dmricéi_,_.ihé.Enrquqnt ' @ 0]

Status Page will show.
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroliment-status
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Microsoft 365 X5 1) TS 3 Uh&H Y _Microsoft Defender for Office 365 ZfERAL TLVE T,

Y= x )L IO TF YO TDYRIZEET S FEYIICOWTA—H—%HEFIT 50DV ) 12— a v EzHRTIDLENAHYVEST, A—F—E FBIRVERTITHEHOD)IA VT —BEHZTMAIBLEN
HYET,



Microsoft Defender R— 2 JL TIEAZFERAITNIE LTI HM?
A EEND

B. ¥ IaL—>avilliE

C.xvR—y

D. BB T vHh—

Eff:B(QAAV bEREKT D)
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BEHIE UTORICRTI—H—%235E Microsoft 365 E5 H TRV T a vETHAIATLET,

Userl Groups Administrator

User2 User Admiristrator

User3 Teams Administrator
A—HY—F TSy b EERTED1—H—& _ Microsoft 365 FIL— TR TEZLI—H—(FENTITH?EETAIZIF EBHRHTEYGA T a vEBIRLTLESLY,
ECEFEEICIRA Y RAMESHhET,

ANSwer Aréa

Cléddfedd Wser2 only v
User2 only
User1 and User2 only
User2 and User3 only
User1, User2, and User3

Microsoft 365 groups -
User1 only
User1 and User2 only
\User1 only User3 only

User1, User2, and User3
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ANSWer Area

Userland User2 only
User2iand User3 only

Userl, UserZ, and User3

NIECoS0oN 365 groups v
User1 only
User1 and User2 only

User1 only User3 only

- o o - — s ms e e

| User1, User2, and User3

Explanation:
Answer Area

B 144

Microsoft Intune & Microsoft Defender XDR WM& E M % Microsoft 365 TRV 1) T a & HFHLTY,
FTARTHI—HY—IL Windows 11 #E{TF 5 T/\A REFRBELTVET,

Microsoft Defender 7k— % JLH 5 _ Microsoft Secure Score DB FIEFHRA LTI RV EELHEFIED 1 DI, T Microsoft Office 7 T U4 — a VI 3F IO RADERFETOVHITEHIETT,
HERBHECHLLT X2l T4 RATEZSHIRELRHYFET,

fAIZgTRETL &L S5H?

ATV RKRAY MEHEB I VRE (EDR) R —%ERLET,

B.Office 7 7)) —> 3 DR O—FERLET,

C.Office VATV FDRELFF AV EERLET,

D. REXREEHE/ (ASR) R o—ZERLET,

IEfE: (EfEERTLET)
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&1 1=1EMicrosoft 365 ESEMH TR Y1) T avEaHEHEHTY,

A—H—5B5E A%k & L TPasskey(FID02)Z A3 3R KR) O —2FREIFT ZFETYT, BEFIC KPasskey(FID02)AFIDO Alliance * 2 T—A2H—ERXRZFAL TRIISN I L SIZTIRELAHYET , EOXEEH
T E2BHENHY ETMH?

A. X—HIFRDiE A

B.BHEDF—%FIRT S
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C. FREL Z5&%9 5
D. t/L DY —ERBREZHAIT S
FfR:C(IAVLERRT D)
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NEBAL—HF—EDI LYy b A— FEROEFEZHRET LT —FEXMLE DLP) R P—%TXFLTWET,
TARRIZ, A—HF—DNEFA—LEFFRALTHBL—Y—LI LDy b I—FERERFTEE LMY FELE:,
f=12 L, 2 —%—I& Microsoft SharePoint ZER LTI LYy b A—REREESC I 7AINVEHRET S LIETEFHA,
A—HF—DEFA—)LA SharePoint ZFERA LTI LIy b h—REREXETELRVKSIZTEILENHYET,
AIZHREITNIEENTL & 5,7

A.DLPR)>—DRAT—42 R

B.DLP 7/R1) — JL— LD &

C.DLP R o— L—IDaA—HY—F—/N\—F A F

D.DLP /R o —®D 5k

R (ERERTELET)
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Microsoft 365 77+ > khidH Y £,

Endpoint Protection 7/N\f AR T O 77 M ILEEE T S5FETT,
TJOJ74IVEFERLTEERTES Ty I+ —LIFENTIHA?
A 7>rkoqFr

B. CentOS Linux

C.i0S

D.742 k210

IEf#: (EffZzRnLET)

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure
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Usert EWVWSZRIDI—H—FEE Microsoft 365 E5 HTRH ) T avhbhlyFEd,

A—H—1E 1BHEYVDA—LEEHOLREEBATHEY HIRHIRIV T4 T4 URXAMIBERINATVWET , AP 1ZFHERRI>T 4 T4 VR OSBRI IBENHYET , EOLSTBHELRHYETH?
A. Microsoft Purview 78— 4 )L

B. Microsoft Entra ¥t > 4% —

C. Microsoft 365 EEt > 42 —

D. Exchange ¥t >4 —

E. Microsoft Defender 7k— % JL

R (ERERTELET)
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Y FHOBEHDOERRISEELTHERTELARENHYFET T, Y FHOLEDBARRLBEEZMRTELEVARELEHY FT,
CDEILAVOEMICEZLERIEI RAZEETEFFA, ZTDH, CNODEMIEILE 2 —ERAIZCRRTINEFTA,

Microsoft 365 E5 X5 1) T 3 Uhdh Y  Microsoft Defender for Office 365 ZfH L TLVET,

ARINL TA v F RIVIzT7HORETBHOICNTUVADENFR—RASAA VRETO I 7ML EERTIERBR) O—4FEETEILENHYET,
RRR BEDT )Yy b X2 UTao RYUL—ZFERLET,

NIFEEZH-LTOETH?

A. [Ty

B. LMVZ

R (ERERTELET)
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Microsoft 365 E5 TR 9 ) T avuaBEHBTY,

Microsoft Entr a ® 11—+ —& & O0—)LIZxt L T Privileged Identity Management (PIM) Z#T 2WENHY FT  HEI—Y—(E ROBEHZHELTLWIRELAHY ET,
CEIIA—Y—EEBEEO—I)LEVYIRITEET,

*CA—HY—EBEO—IILERET SRICITEHZRHELE T ILELHYFET

*A—HY—EEEOQO—IIWET I T« TILT B EZTICZERRI (MFA) ZERTIVLELHYFET, V) a1—>a T EEOFAZRMRICHNZZ2LELHY FT,

Answer Area
Always be able to request the User Administrator role: | =
Select Require approval to activatel
Set Allow permanent active agsignmient to Yes
set Allow permanent eligible@ssighment 1o Yes
st }il_v.:-*.-':jp A rpr.r:'n}._,_'l.r..-.qsm-_;,ﬂ:n*r; the User =
. . Administrator role: | v|
Select Require'jitification on activation
Selech Requiresticket information on activation
Set Requue yustfication on active assignment 1o Yes
Must reguire MFA when activating the Usey :
Administrator s e I_ v |
| Set On activation require to Azure MFA
Set On activation require to Microsoft Entra Conditional Access authentication context
56t Require Azure Multi-Factor Authentication on active assignment to Yes

1E fiz:


https://www.jpnshiken.com/q/68799-6423166/

\NEwWer Arga

s
e

el Reduire .IJ,:;_;!I.,'..LI! o attwvate,

Allow permanent active assignment 1o Yes

._.-,_.-.
A [
P

Allow TNt i-"'.__’]'!_'l & TS TN T 10 Ve~

Set On actvation require to Azure MFA

S5et Reguire Azure Multi-Factor Authentication on active assignment to Yes |

Explanation:

Always be able to request the User Administrator role: Setting " Allow permanent eligible assignment to Yes

" ensures that users can always request the User Administrator role when needed.

Must provide a reason when requesting the User Administrator role: Selecting " Require justification on activation " ensures that users must provide a reason each time they activate the User Administrator role, which
adds a layer of accountability and tracking.

Must require MFA when activating the User Administrator role: Setting " Require Azure Multi-Factor Authentication on active assignment to Yes " ensures that users must perform MFA to activate the User Administrator
role, enhancing security.
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BEHRORY FT—2I12IE A>T L 2 RDActive Directory KA 4 o H—EXADDS) F AL UREENTWVET , 2D FAA (21X 5008 DWindows 117 /84 AQEFR SN TLNET,

Sub1 & LS & RITDMicrosoft 3654 TRV 1) T2 3 & HEHEH T,

&7 1= Microsoft Entra Connect SyncE{#ER L T, KA 4 > %Sub1IZ) > 9 EhTLYBMicrosoft EntraT+ > b ERIISE B FETT,

A—HF—DFBAERDOEND LG  TNAADNLSUDNIZT IV ERTEL I LZHRBT HIVLELNHY FT,

AR EELOEEEZRNMRICHNZASELDTHEIFNEG SR,

BEEIFESITRETLLEIN?

A NRT—FENy P 1DORAZRELET,

B. SRR —BiEZHRELFT,

C.TNNARENAT) Y FEEALET,

D. TINA RETF U MIBMEEFET,

Ef:C(Q AV LEHKT D)

The correct answer is Hybrid join the devices. The devices already belong to an on-premises AD DS domain and run Windows 11, so the lowest-impact approach is to configure Microsoft Entra hybrid join. A Microsoft
Entra hybrid joined device remains joined to the on-premises AD DS domain while also being registered in Microsoft Entra ID, which is the correct identity state for existing domain-joined Windows devices that need cloud
access with single sign-on behavior. Microsoft's hybrid join guidance shows that Microsoft Entra Connect can be used to configure Microsoft Entra hybrid join through Configure device options, minimizing manual device-
by-device work.

Password hash synchronization and pass-through authentication are user sign-in methods; they do not by themselves join or register the Windows 11 devices to Microsoft Entra ID. They address how credentials are
validated, not whether the device has a cloud device identity for seamless access. Joining the devices directly to the tenant would mean Microsoft Entra joining them, which is more disruptive for existing AD DS domain-

joined devices. Microsoft Entra joined devices are joined only to Microsoft Entra ID, while hybrid joined devices are intended for organizations that still use on-premises AD DS.
Therefore, select C. Hybrid join the devices.
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Microsoft Purview 3> 754 7R IR—A L5 Policy 1 E WS BRIDRFARY) O—FERLET,
TRTOIA—F—DR)—ZE MY REHEZERBLEZYTELGVESICTILELHYFET,

Azure PowerShell A< Y RIZED LS IZTHERITNIXIWTTA?EEZT BICIE AEEETEY LA T avaB8IRL TSN,
S ELGERTBEVITTIRSA Y FOMIELSHY T,

Answer Area
wiat- R nlComolianc -, - x L wy ™ s
el T&temlc'“'bj REINCEPONC) et Potiont -RestrictiveRetention $true
| Set-Compliancelag
| Set-HoldComphiancePolicy Eonce
Set: mn[mtcel OnCy | -RestrictiveRetention
boRiopenmmetions -RetentionPolicyTaglinks
| Set-RetentionPolicyTag . _ ﬂ\ jiﬂ ?emg @ ?t

IEfiZ:
Answer Arca
set-RetentionComphancePolicy = -1dentity "Policylim WY1 strictiveRetention $true
Set-Comphancelag GG '
" ﬂ ) .
ikt < C" [
\ -lanl‘. ﬂmp'“"c oy —— -RestrictiveRetention
‘;m--ﬁetenzmn pz:w:,_ sp ; -RetentionRglicyTagLinks
L RetenbonPoley g = VIicrosost
Explanation:
Answer Area
Set-RetentionCompliancePolicy v -Identity "Policyl” -RestrictiveRetention ¥ Strue
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500 & M Windows 10 7/34 X #& T Microsoft 365 E5 TF > bAH Y £, T/34 X[ Microsoft intune [CEEFINTWVET,
IVRRA Y M EERLTN—FO7OREEHET HFETT,
IV RRAY b EYR— T BIZIE, T/84 A LT Windows NLR EZA2 Y VT E2BRTE2RENHY FT,

A.Windows 10 ¥ a) T4 R—XS4 > TAT 74 ILEERT S
B.avT7S47 VA R)—%HEHLET,
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C.HEIJOJ7AIEERLET,
D. T FRA YV R DR—RS5A4 VEIKLEMEZBALET,
IEfZg:C (A AV LEHKT D)
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Microsoft 365 E5 TR 49 1) T 3 UmdH Y  Microsoft Defender for Cloud Apps Z#{ERA L TWLVET,

Cloud Discovery IZ& > THRHE ESNFTRTOT7 TV DX ) T4 BEEEZETITHFETT,

BEEINT7T)EBHT3REAHYET VI ar—2a VTR EBRETZTIVDOUR I SORT7 TV AZOATIZRTREINEESICTIHELHY T7,
ARTITIVEZEEREELLTERLET,

B. & fZ7 0 X 77 VHIEHEZRBRALET,

C.ET7TVICHAREAL T 27%ERALET,

D. Cloud Discovery A F+v 73wy b LiR—hEERLET,

E.77UANFTUREHHICLET,

IEfg: (EfZRELET)
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Microsoft 365 E5 H TRV ) T avua BB TY,

Microsoft Teams * vt —UIZ L MBT—2DHBFZEHC DLP1 EWVSFTLWWT—HEKBALE (DLP) R —Z R LET, CORY O—ZRHHERMADL—F—CEALFT,
Userl &£ WS BAFBETPFADLI—F—MN _HEA UN—ZEL Teams FY RILTHBT—2E2HEBETEE AVITUMEELET,

Userl A Teams ZFEALT1I XM 1 DF vy bERIEITSTAR—F FYRILTRILAYE—DEEETDE A vE—CRFFEESYICTOVIEINET,
User! MR A U N\—Z B Teams FY RILTHBET -2 EHEBTELVELSICTIDLELNHY FT,

fAIZFRETL & 5M?

A.DLP1 DIGFIEREZwmELET,

B.Userl [CEIYH T4t REEBLET,

C.DLP1DRYL— L—ILERELET,

D. FYy ®rILEELF—LDBREEHRELET,

FfE:C(aAAV FEEKRT D)
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Ry FRAKRY b

Microsoft 365 E3 T X9 1) T 3 V& HEHLTY,

FTRTDLI—H—RMRIZKBLIaL—>ay FL—ZV 5 2BBTH5FETY,

EDESBY—v IV IO TFY)OIFEEMNL—ZVT ZVRARY I VANFRATETL L I3D, BETSICIE BEEEETEYGA T a vEBRLTLESL,
FE ELWLVBIRSEICTIRA U AR EShET,


https://www.jpnshiken.com/q/68799-6423170/
https://www.jpnshiken.com/q/68799-6423171/
https://www.jpnshiken.com/q/68799-6423172/

Answer Area ;
Microsoft

Social engineering technique: i =
Credential harvest E

Link to malware
Malware attachment

Training experience: st
Identity Theft
Mass Market Phishing
Web Phishing
1E fiZ:
Answer Area Micros @f“ﬁt
Social engineering technique: >

:} Credential harvestL E

Link to malware
Malware attachment

Training experience: v
Identity Theft
(Mass Market Phishing !
Web Phishing

Explanation:



Answer Area

Social engineering technique:

Credential harvest
Link to malware
Malware attachment

Training experience:

Identity Theft
Mass Market Phishing
_| Web Phishing

Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the ability to select ' ISA Phishing ' or ' Mass Market
Phishing ' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available:

Credential Harvest

Malware Attachment

Link to Malware

Etc.

Box 2: Mass Market Phishing

Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
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RORITIRT T34 REEL Microsoft 65 E5 TRV 1y T avhhlFET,
_H-H_ﬂ'lﬂ. -|-_Hlt-fun'n—
Devicel | Windows 11

Device | MacO5

Defender Update 2> kA—JL 7o TL—rEZFERALTIVRKRA U b 2FXFa ) T4 RU—FERTEFETT, EDTNA RIZKRY O—ZBRATEETH?
A. TINA R1ETINA R2D H

B. Devke1_ Device2 & & U Devke3

C. Devke1 & Device3 D&

D. 7/ R1DH

R (ERERTLET)

Eﬁ:ﬁ: 158
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Microsoft Defender for Office 365 Z{EH9 % Microsoft 365 E5 H TR 9 1) T 3 uhHYUET , RORIZRIRY O—RHY FEFT,

Name Type
pebolicyl .| Anti-phistihig
Policy2 | Asiti=spam
Policya \[’Anti-malware
Policyd | Safe Attachments

FTRTORYO—IE  BEDODHIBEFA—IN A VvE—VFEREITEETILIIEBEINTVET, AR I A RSN REHRFHRZ Y R—F T DR O—lEENTTH?
A RYS—1ERYS—20DH

B.KJL—2 ERYL—4DH

C.RYL—3,RYL—4nH

D.KYS— 1 BLUKRYS—3 D&

Efg: (EEETLET)

B : 159
Microsoft Defender XDR A& E N % Microsoft 365 4+ TRX Y1) T a3 v BEHELTY,

Microsoft Defender fIR— % JLH 5 RDFKIZRF Microsoft Secure Score DRETFT Va3 VEHELET,
Status Points achieved

s

diloesi) I ﬂipp‘-rhr- ﬂ-[:-l-i
Enable Conditional ABEEss pblfclds Yo'biocy = @ 4

T
legacy authentication - Ew"%%rm e

SLJ"\:#

Ensure user consent to gpps gﬁ:ﬁ'ﬂw To address 0/4
|

data on their behalf is n’ﬁ@
Create an app r:ilsr:-::very"'p?:riicﬁ_.r to identify new
and trending cloud apps in your org

RORIZFRT LS KETHILIVDRT—EREEHTHFETT.

To address 0/3

Recommended action =487 Status
Enable Conditional Access policies to block legacy
authentication
Ensure user consent to apps accessing gSpipapy data on Resolved through

their behalf is not allowed third party
Create an app discovery policy to dentify nevw.and

« | Planned
trending cloud apps in your ong El i'_'i El I = F e 5 e :F%

Fov7T— b X7 XAATIRERS 2 FEIMLETH?
A7

B.4

C.0

D. 13

E. 16

IEf: (EfgZRTLZEY)

l_
Risk accepted |
|
i
!

B[ME: 160
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Microsoft 365 E5 TR 49 1) T 30 HEHEHTT,

A—H—DA—ILRY T RADT YT 14 ET 1« BRI B1Z(% Microsoft Defender for Cloud Apps T A3HERHY FT, ESITNIEELTL & 5572
AT7I9T4ETe RYUS—FERLET,

B. A— /IRy Y REEATZEHMILET,

C.7UERKRYI—%FERLET,

D. Microsoft 365 AD 7 71) ax Y 2 #ERLET,

IEfE: (EfEZRnTLET)
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Userlt EWVSZRIDI—H—FET Microsoft 365 E5 HTRH ) FoavhbyEd,
«X(DIL/ Ry &3 3 S, HTRY )T avITFBE—DTIILI T 7RHRRY S—NHYFET,

| Default

general

Malware Detection Response

If malware is detected in an email attachment, the message will be quarantined and can
be released only by an admin.

Do you want to notify recipients if their messages are quarantined?

| >

» settings

® No
{) Yes and use the default notification text

() Yes and use custom notification text

*Custom notification text:

-|.".r#r‘:
W
=g )
o U
Y 8 B
Common Attachment Types Filter X
Turn on this feature to block attachment types that mayli!l-'mJ. our c:ur“ipn'ter
(® OFf : -
_) On - Emails with attachments of filtergd ‘ﬁ tjpe's W H'irqgg:r the Malware
Detection Response ‘recommemecﬂ. .
FILE TYPES
™

'l © | EW R 1


https://www.jpnshiken.com/q/68799-6423177/

Ad 5 or Notificatio
ends a message to the administrator of the undelivered message

W
> votify ad istrator about undelivered messages from internal sender

(i

it
L4
=
[
i

R100% ~
TEXERME2DDHRMFITIFAINEECEFA—IL AvE—UN Userl ITEESNET R HFIT74ILD 1 DAL FIZREELTWVET,
BF AN AvtE—VERATFAIEED LS ITNEBEINFETH?
ABADRRIT7ADEIBRENET , EF AL Avt—PERHIN FREBERIZAILDOLGVEFA—IL Ayt—D8 RIVVITREIBRENELZ, JEVWITHEFIAREEUEF AN AvE—UFRIT
RYFET,
B.EFA—I AvtE—VlERESh A vtE—DEEESNGVWERICGYFET,
C.HADKFITFAILNEIRENET EFA—IL Avt—CEREEES N Userl ETDTFRA M EELAvE—CDIE—¢E ROTHFAMEZETCHLVARM IO 7MILERELET,
RILDTTZITHIBREINE LT, |
D. YLD FICRERELEZRF 77 AIVIFHIBRENET , EF A —IL A vE—DiEREE S, Userl [FBRELTOWVEVWRT 77N ILDAHAEET A vE—CDaE—ZZITRYET,
EfE: (EfEZRRLET)
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection?
view=0365-worldwide#anti-malware-policies
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RORIZERIT X2 T4 JIL—T%EL Microsoft 365 E5 H TR Y T avhHyUEd,

Name Membership type Membership rule
Group1 Assigned Warapplicable
Groupé Dynamic {user ,department -eq "Finance™)
Group3 Dynamig {usee demr-tuent -eq'ﬂwﬂ-[}"}

YBITRY YT avIZE RORICRTA—HF—NEENFET,
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Name Department |Assigned group membership

User1 Finance Group

User?2 Technical Wone
G \idreOFt  [Groups

ROBEEFHIOEBAET VR R)—DBHYET,
* Assignments

o Users

Include: Group1

Exclude: Group2. Group3

o Target resources

Cloud apps

App1

Access controls

Grant

Block access

ROBEXIZTODWT ELWMEEIE KLV ZBRLTCESWD, £33 THEWMEGEF DOV JEERL TS,
EEELVBIRCEICTRA Y MR EShET,

Answer Area I_I

i Microsgif, "

User1 can sign in to App1.
Userd can sign in to App1.

User3 can sign in to App1.

Answer Area

Statements

User1 can signiin to App T

User2 can sign in to App1.

SR Microsoftosm.

Explanation:



Answer Area T q
'I::,':_ '@ | “ ) :} (\{.“ T
| -':.'z:‘ "B y-“‘.-_;.l A -"'-‘-'J A _v.'J' I ™
Statements Yes No
User1 can sign in toApp 1. .
User2 can sign in to App1. .
User3 can sign in to App1. 0
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Microsoft 365 E5 4 T R4 1) T 3 U % H¥5 T Microsoft Defender for Cloud Apps # ZFIATY , COHTRXH 1 T a w12l Windows 11 T/N\A RERET 51— —HAEFENLTLET,

TINARLEDY S ET7T) OERKRE ST SI21E, Cloud Discovery R+ v 7L a3y hLiR— b E&FERTIBENHY ET, LAR— FEERT BRNAZTNIEINTLESM?
A 7T7)BRER)O—FFERHLET,

B.79T4ET4 RUI—%ERLET,

C.I7AT7I+—ILETAXIAL R Z T4 vy AT EIVRKR—FLET,

D. ¥/34 XIZ Azure Monitor T—> x> b&EFJOA4 LET,

F#: (FEERTLET)

BE: 164
Admin1 £ WS RRIDL1—H—%E T Microsoft 365 E5 H TR 2 ) T avhbyUET,

HET-DE%E Branch EWSBRIOHLWISOF A7 RAE#EBRALET,

Admin1IZBranch1 Z EE 9 S1ERZ 5 HMEAHYET V) a—2aVIEUTOEHZH LI HENHY T,

* Admin1 [ Office MI5FTAHS Branch1 [CERE SN TWSA—HF—DHEEBTEILENHYET,

* Admin1 (& Branch1 AQ1—H—IZx L TOH NRAT—FDYEy b 1—HF -S4/ 2 XDER 1—V—RBHDERLXTADIDELHY FT,

Branch1 A—H—#EBEB 3 3IZIEAZFERAITNIEVLTET A, £z Admint [SIFEDO—LZEY LB TEIRLELHY FIH,  BET HICIE, EEEETEUGA T a vEERLTLESL,
FEELWLMBIRSEICTI RS Y M EShET,

Answer Area

An administrative unit
An administrative unit
A Microsoft 365 group
A security group

Role: JESSEAdwiggrator . . .4
iHe!.:s'é» Adrupistratad U | |

Password Administrator

User Administrator ______|
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Answer Area

Use: An administrative unit

] An administrative unit
A'Microsoft 365 group

v

A security group

Role: User Administrator v
Help Desk Administrator
assword Admynustratar _ _

User Administrator
Explanation:
Answer Area
Use An administrative unit ﬁ'rl:
.
Role:  User Administrator e
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FCOBMBE RLCSFTVAERTTH—EOMEDND—HTT, OV —XDEMBICIE RREIN-BEZH-ITAREOHIMBOBENSENTVET HELY MIk>TIE BROEELHIHEELHN
X, EEALZWNGELHY ET,

CDEYLIVOEMICEZET SE ENOROTHAET I LEFITEEHA, ZDEH CALDEMFETE@RICIERTINELA,

BELDRY FT—2IZ1F Active Directory KA 4 UAAEFEIATLET,

Microsoft Entra7T+ > & T 704 LET,

BOEBEEMN, KA A > %EMicrosoft Entra IDERIAT AL SITHELET,
BB AL(OU)AD10ED 11— —7F7 H o > khHMicrosoft Entra IDE RIS TWAEWIZ EAFIBALE L, ZOMDI—HF—TH IV FIFTRTERBIZRAHFSATLET,

Microsoft Entra Connect HealthZ##E2 L1 2 A T RTODA—F—T7hHO Y FORENEEIZET LT = &MY FELT:,
10D I—F—FH > khHMicrosoft Entra IDERIFI SN TS Z L EZERT HIDLELHY ET,

BRER BEL—LIT 4205 FHLWEERBIIL—IVEERLETS,

CNIFEEZERL TS EERLSTLEIN?

A. [FLy

B. L\ R

IEfE: (EfEERTLET)

The question states that "all the user account synchronizations completed successfully". Therefore, the synchronization rule is configured correctly. It is likely that the 10 user accounts are being excluded from the
synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering
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Microsoft 365 E5 TR 9 1) T 30 %EHTT,

A —H—5HY Windows 7 /34 X % Microsoft Entra ID TS MEEHIHEIZDH FID2 EX ) T4 F—DERZERTIEUMETT IR R O—2ERTI2RELHY £7,
R)O—FEDESITEEITNIELNTL £ 5H?EIET BICIE, EEEETEYGA T a vEBRLTLESL,

FEELWLVBIREIZFNAEFN 1 RS bOMIESHY TT,
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Target resources: Uiser Sgh i
Authentication context
plidud apps

Copdyons | Device platforms >
Segini-um gl

| User risk g MicrOSOf

Grant sccess g authenbCabon stréength st

| Require device to be marked as compliant
| Require multi-factor authentication

Target resources.  User actions st
Authenbcation context

Conditions:
e -.1\;#‘."

B W wl

L B

o W

i o A AT
2 =% R P= A User nsk

Grant access:  Require authentication strength

uire device to be ed as compliant
ntication

Explanation:

Microsoft

Target resources | User.aqh 8hd b -

Congifions: | Device plathomms -

Grant access: | Requare authentication strength

AHH7IMS-102J 584 [FJPNTest.comiZft . MS-102J5BR BT 5 Z £ITRIZIL B ET ! JPNTest.comlES RFTMS-102J5KERFIEE %124t L £9°, JPNTest.com MS-102JXBRRIREEIF L SEHENE LT,
CZTMS102JBBENDTACI VS VEFIZANE T, BHFRD 7 & £ X _ https://www.jpntest.com/shiken/MS-102J-mondaishu 598f8. 3 0%7 « A Ao > k#5742 EI510— F: JPNshiken|
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Ry FRAKRY b

Microsoft 365 E5 TRV 1) T 3 EHEHTT,

D REZRETIVNEAHYFET V) a—2avEIROBERZH-IVLENHY FT,
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FA—Y—-DERBFEBIRESIN AV TETHESAIEEZHAILET,

* BREHRARE

Shfza—Y—ICHESBE#RZRELET,

ESTNIEVNWTLESAM? EZTBHICIE BAZEIY 7 TEILEA T 3 oEBRL TSN,
EEELLGERIEICTI RS Y HJ\ﬁ%‘é«’rLi'd'

Answer Area

1E fiz:

To identify um'ers mW%&QfLﬁgure |

‘ E To enable self-remediation, select:

o

 —

oA registratlnn o Ilcy

Generate a temporary password

Require multi-factor authentication

Require password change

Answer Area

To identify when users have compromised credentials, cnnﬁg.

= Migrosoft

'|_.._'...‘.|_

EA,__[eg;_snatm policy

| A sign-in risk policy

L

A user risk policy ,

A multifactor authentication registration policy

o énéb_lé*ﬁelf-remediation, select: |

Generate a temporary password

Require multi-factor authentication

Explanation:

Require password change '




Answer Area

To identify when users have compromised credentials, configure: L rannbetvcsors e X v kg e e i ARE |
A registration policy
|ﬁa sign-in rnisk policy
| A user risk policy

[_A multifactor authenticatton r_eg_istration _poli;:_y |

1© enable self-remediation, select: _ : 5 : 7 s |
| Generate a temporary password
Require multi-factor authentication

B — e

Box 1: A user risk policy

Identify when a user ' s credentials are compromised and shared on the dark web.

User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has risky sign-in behavior, or their credentials have been
leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure user risk-based Conditional Access policies to enforce access controls based on user risk, including
requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators Reference:
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies#user-risk-based-conditional-access-policy
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EEIFADTATOI—H—5H Project! & Project2 RIZIEEICRITES L ZHRBIT IBENHYET,

NAOy b TAS) MIFEDRMBREEET ILENHY FITH?

| WAV & Y1

B. "\ARJL—FREEE — L L AT SSO

C.\RT—Fk Ny al@i#i&d—LLR% SSO

D./NXTJ— F/Nny P a[EH

IEfR: (EfEZRTLET)

Project1: During Project1, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.

Project2: After the successful completion of Project1, Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.
After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.
Fabrikam does NOT plan to implement identity federation.
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After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
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RDORIZRTLI—HF—FE L Microsoft 365 E5 TRV T avhpyEd,

Mailbox size
EMB
15 MB
25 MB
55 MB

Exchange &F * —JLIZF1TE N % Retention1 & L) &HEID Microsoft Office 365 fR¥EFI NILAHY £,

FTARTDA—)LRy Y XIZHEA S S Microsoft Exchange Online 7 4 T LRERY O—0HY £9, REFAR Y >—IZ(E_ Retention2 EWVS BRIDRBFIINEENTNET,
EQ1—H—MNEHDEF *—/LIZ Retention1 & Retention2 ZE|Y B TEHZ ENTEEITHRET AICIFT RBZBEETEY LA T avEBRIRLTLEEW,

. ELGERTBEVITTRSA Y FOMELSHY T,

JE8iSwhe cap assignRetention: v

Userd only .

User3 and-User4 only

User2, User3, and User4 only

[Usert User2, User3, and User4

-

Isers who can assign Retepfigh2: v
[User4 only
User3 and User4 only
User2, User3, and User4 only
User1. User? User3 and User4

L W

Users who can assign Retention1: 1= IVIICFOSOTT v

User4 only
User3 and User4 only

User?, User2, User3, and User4

Users who can assign Retenlion2: v
User4 only

User1, User2, User3, and User4

Explanation:



Users who &arn agﬁ}gh@eﬁﬁf@nﬁi v
User4 only
User3 and User4 only

[User2, User3, and User4 only
User1, User2, User3, and User4

Users who can assign Retention2: v
User4 only
User3 and User4 only
ser2, User3, and User4 only
User1, User2, User3, and User4

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-exchange?view=0365-worldwide
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AT AMOBRMBEGZB-ITLELNHY FT,

Microsoft Cloud App Security NS ERT 2B ELAH DT —F2 V—REOQYT ALY F—DRNMNULW L DTIMN?EET BICIE BEEETEYGA T a VEBIRLTLESL,
EELCEIRT BEUIC1RS Y bOMIENHY I,

Minimum number of data sources:

Microsoft

Minimum number of log collectors:




Minimum number of data sources: Y
1
oy
- J_ d
6
Minimum number of log collectors: [ ¥
3
6
Explanation:
Minimum number of data sources: v
1
3
6

Minimuyfh number of log collectors: [ v

@ S FS

References:
https://docs.microsoft.com/en-us/cloud-app-security/discovery-docker
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Microsoft 365 E5 TR 9 ) T avua BB TY,

EHRFETIERRE I RTOA—HF—DIRIDEVNWY A A VETAVITELSICEREINTHNET,
TARTOA—H—IETFURIZEY  BERFZEE (MFA) IZEHFINTLET,

A T4 TEMAOI—Y—IEEAFICSEIEFGEERITLET,

ATATEHMAOI—HF—MRITRIZHA VA D TERWNMEGETHE AI—V D EEEONALLICHEEZMRTEL L LEZERTILELAHYET,
AIZHRETNIEINTL & S5H?

A BT IL—T

B. MFA &K1 > —

C. &I+ E DG

D. /L 7H—EX /AXT—F 1yt v + (SSPR)

FfE:D (A bEHRKT D)

Self-remediation with self-service password reset


https://www.jpnshiken.com/q/68799-6423188/

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.
Reference:
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock
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HEE=ORRIZIEST MLETUN—=IZF T4 ADBBHY ET,

Microsoft 365 H 7RV 1) T a3 v &EHLTT,

2 BRI (MFA) @A 9 % Policyl EWS ZRIDERFET IR RYL—2ERTHFETT,
DT MLF T4 ADA—F—HBMFADNSBRNA SN TSI L ZHRT IVENHYET , ToN—F T4 RDI—HF—IZIEEIIMFADA N ZEZROHDILELNHY FT,
Policy1 IZIXfAIZ R ET AWEMNHY T3 H?

A. 7 MILE T 4 D5 DVPNEE#HT

B. ZRELDEE

C. IPEEBE MG LT bILA T 4 RIZTRE SN TS AR E 5T

D. EAKEICERE SN TS AR EI5FT

IEfE: (EfEERTLET)
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Microsoft 365 E5 TR ) T avhbh Y  FDHIZ useri@contoso.com & user2@contoso.com &LV5 2 ADA—H—E&  Site1 & LV5 Microsoft SharePoint 44 kRAEFENTWNET,
RORITRTEEL DLP L—ILEHFD DLP1 LWLV 3 &RIDT—2BXMLE (DLP) RY o—Z# R LET,

| Name Content contains User notifications | Priority |
i [

| Rule 4 or more IF addresses | Userlftcontoso.com | O

| Rule; 2 or more IP addresces | Usarl@contoso.com | 1

ule3 | 3 or more IP addresses | User2 @contoso.com

DLP1 % Site1 IZERASINET,
RORIZRT I7AILDBHY F9,

J74 )% Sitel [CaE—LET,
BE1—H—HAZTWMEZBENOBIENS SWVWTTAN? AETAICIE EEEHETEY LA T a vEBIRLTLESLY,
FE ELLSBIRSEICTI ARSI T EShET,
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Usert@contosa.com: @

o

O = O WA e b P o=

User2@contoso.com:

0
1
2
3
4
5
6
7
8

= Microsoft

Userl@contoso.com

4

i
P =

|
=1

R

UserZ@contoso.com:

Explanation:

User1@contoso.com: 2 notifications
User2@contoso.com: 1 notification
User1@contoso.com: 2 notifications



File3.pptx contains 4 IP addresses, which matches Rule1 (4 or more IP addresses), triggering a notification to User1.

File4.txt contains 6 IP addresses, which also matches Rule1, triggering another notification to User1.

Therefore, User1 receives 2 naotifications.

User2@contoso.com: 1 notification

File2.doc contains 3 IP addresses, which matches Rule3 (3 or more IP addresses), triggering a notification to User2. Therefore, User2 receives 1 natification.
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HIt=-DE1E(ZIE Microsoft E5 75> FAH Y £9,

213 ISO/IEC 27001:2013 MR D EH FFH - B TNIEHRY FHA,
RKUPOBREDIV T4 7 VR RELZTHHET 2RLELHYET,
fAZFEAENLDOTLLEIMN?

A. EFIHEHBER

B. [ERA/NFT X

CaAVISATUVARIFR—Tv—

D. 7T—42 X&'V TX I (DSR)

IEf#: (EffZzRLET)

Reference:
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001
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Microsoft 365 E5 TR 1) 7L a UhH Y  Microsoft Purview ZER L TWET HTRI ) T aVIZE RORIZRT TNA ADBNEENRTLET,

Platform

g -

f (e
. sTale
WINCONS |

miacO

TR TDT /314 XD Microsoft Defender for Endpoint [ZA >V AR— RSN TWET , TV FRA 2 b T—RBXHLE (T2 FRA Y FDLP) R S—%#RBET S FETT DLP R O—%2FRALTHRETEST/NA R E
nTIEh,

TN R, TINA R2, TN R3DH

CTINA RN, TINAR2, TINA R, TINA R4

LTI R TINA R3, TN RADH

TN R1DH

TN R1ETINA R2DH

EfR: (EffZzRTLET)

mooO W >
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Microsoft Intune [ZZ& 8% &t 7= 500 & ® Android T/31 R Z &% Microsoft 365 E5 77> k0 HY £9,

Y %—2 K Google Play 7 1) #F /34 RIZEBRT 121X Microsoft TV KR4V b 42—y —2FHETI2BERAHY I,

EDADDTHI LI VFEIEBIZETITIDRENHY FTIMNEZETRIZEX . 7I9LaVO)RAMALBEYNLETH O3 v ERIZEEBIZEBHL ELWVEFTERET,
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Actiuns

Create an app confi guratlon policy

Link the account to Intune

Create a Microsoft account

_C:onﬁgure a mobile device management
: (MDM} push certificate

@@

Add the app |

— e

Create a Google accourit |

Answer Area

5“ M icros(%ft

©

Assign the app
IEf#:
Actlons Answer Area
- I !‘:'::__::_':::-_-———--—T—I

Create an app confi guratlun policy

[ = R EF = BN P o B o B+ B P . B o = P P — T B

L e T ——

e R T — — — — R —

Confi igure a mobile device managemeﬁu

(MDM) push certificate q |
— == = — -#i -*-——-—-ﬂn—ﬁ-—-

H_HMH_HHHH_F_#‘-.!‘,-H—H

Add the app {

— e e m— — — L — — — — m—— —

Create a Google account :

Assign the app :

— e — T — — O — — — — — — — — ——

Explanation:

M o m—  m m m e e e e s s s e s e e e

‘ Link the accuuntﬂ: hittina | @
——“.bj‘f-r - —i--;. ——————————
: Add the app :I
i i e T i e i i it i | P |l d
R e S g 5 o o 5
=
[ nesgnveape = MiCro sqf't




Create a Google account

Link the account to Intune
= £ icrosof

Add the app

Assign the app

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-android-for-work#assign-a-managed-google-play-app-to-android-enterprise-fully-managed-devices
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adatum.com &ULVS KA A VR %EFERT S Microsoft 365 T RO ) T avhdHlEd,
Microsoft Entra ID TIX ¥ X FMEAFDHIEZ HENEEEO—/ILICEYLEToONA——DHFLT AN A—F—2BHFTESLLSITHELELL:,
used@adatum.corn & L5 A —H—[E_ contoso.com & LVS KA A U DHERL—H —% Microsoft Teams TOHEREXRICHEFTEL G2z HELTLET,
ROBHZEET-9 & 512 Microsoft Entra ID R LEET 2HENHY EFT,
* User1 A contoso.com 1—H—% Teams [CHBEFTER LA LET,
* contoso.com 1—H—NDH % Microsoft Entra 77+ > MMZIHF R FELTHEBETELLSIZLET,
* BRIMERRDORBINZHES
BEHICH L TRZTARENCEEZT SICIE, BEEHTHEYGEA TS a v EFERLET,

Ensure that Liser1 can imate the contoso com users 1o Teams

Assign the Guest Inviter 1% to User 1

Azsign the User Administraso rgle tSUger 1§

Assign the Teanps®ilminiSirator W0 User]

Add Uredd afs Qioun cWwnet to each team in Teams

Ensure that only the contoso.com wsers can be invited agguesly to

thye hicr guE Atre

From the Cross-tenant a::e-@s-elll-ngs. edit the Outhound access settngs,
From the External collaboration sethings, edit the Collaboration restrictions settings.

ME‘ET!‘ﬁIg@ lf.t adit the Guest user 3ccess restrichions settings




Answer Area

R A i
Micrasori
Assign the Guest Invitey Bl to User1. |

Rssign fhie Defdmistrator TolEto DséT

Assign the Teams Administrator role to User1

Add Usetl.asa aroup owner to each team in Teams.

Ensure that User1 can invite the contoso.com USERSIEG TEams

Ensure that only the contoso.com users can be imvited as quests to
the Microsoft Entra tenant o e

settings, edit the Outbound access settings.

From the Cross-tenant acc

Explanation:
Ensure that User1 can invite the contoso.com users to Teams: Assign the Guest Inviter role to User1 Assigning the Guest Inviter role ensures that User1 has the necessary permissions to invite external users, such as

those from contoso.com, to Microsoft Teams.
Ensure that only the contoso.com users can be invited as guests to the Microsoft Entra tenant: From the External collaboration settings, edit the Guest user access restrictions settings Modifying the Guest user access

restrictions settings under External collaboration ensures that only users from specific domains, like contoso.com, can be invited as guests to the Microsoft Entra tenant.
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Microsoft 365 H 7RV ) T a3 v EEHELTT,
Microsoft 365 Bt 4 —m 5 ROEIZTFRYT & 512 Microsoft 365 Apps KR LR— FZREET,

- 2 - .
Username . Last activation date (UTES WE&FQ r@%@’ﬁ;t s Choose columns
L || B

431B8D0OD1DOSDB77FDC4416
2F2747649D4150B686307383
659213COE1D99EAIA4ADSED Wednesday, August 3, 2022
FE185622F642B0381DB633EC

988D39ED225FCBOFF2A5684

LR— b RODEHZHE-LTWS EZHERTIVENHYFT,
[A—HF-B1 A, FEL T —DRBEORFHNRREINDIDBDELSHY FY,



% Microsoft Teams E/A )L 7 T DERAKREDRRINDIDELAHY FT,
INENOEHICH LT ZERTTILENHY FIHM?EEZTHICIE, BEBEETEY G T a vEBRLTZEL,
EELCERT BEVICTIRS Y bOMESHY FT,
Answer Area

The Username column must display the actual name of each user:

The membersip of the Reports Reader role
Usage of the Teams mobile w;- displayed: | Microsoft Teams in Org setting

Microsolt feams in Org settings

The columns in the report |
Tl'_l_:_e Teams license assigrlmen! '

Answer Area

The Username column must display the actual name of each user: Repons n Org__s,ﬂ;g

Microsoft Teams in Org settings

i te report
NSe assignment

Explanation:

Answer Area

The Usermname column must display the actual name of each ﬁ wmsemngs

Usage of the ];eams drsplayed Microsoft Teams in Org settings

crosoft
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&1 T=1EMicrosoft 365MH TR U ) FL 3 v HEHHTT,

ZDHYTRY ) T 3 >DMicrosoft Secure Scoreld60T  ERREIREL R T 7 IX75TT,

BETELVWTNA A oERT AR, A —F—ICZERZBIMFADFERZERT HIEHMET IR R O—2EBATIVENHY FT,

COBKRIERATICEDELE S LGHEEZEZHTLEIN?

A ZE2XOAT7IXETL ZERAIEGRIOTIEERLET,

B.XE&RXO7 LERAIRERIATALRLET,

C.EFxa7RAT7ELERARAITEIERSINFHA,

D. 22 Xa7MNLERL ERAREGLRAITMETLET,

EfE: (EfEZRRLET)

The correct exam selection is D. The Secure Score will increase, and the achievable score will decrease .

Microsoft Secure Score measures security posture, and Microsoft states that a higher score indicates that more recommended security actions have been taken. Microsoft also states that points are awarded for
configuring recommended security features, and Conditional Access/MFA-related controls are part of the Microsoft 365 security posture model.

When you implement a Conditional Access policy requiring MFA from untrusted devices, you are applying a control that strengthens identity protection. That increases the current Secure Score because the tenant has
completed or partially completed a recommended security action. The "achievable score" represents the remaining score opportunity available from your current licenses and risk posture. After you complete an
improvement action, the remaining achievable gap is reduced, so the achievable score decreases in the exam's scoring logic. Microsoft's Secure Score documentation confirms that completed actions grant points and
that Secure Score views include current score, current license score, planned score, and achievable score.
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H7xt=I&Microsoft 365 ESDH TRV 1) T a v HEHETY,

Microsoft Defender XDR /R—% L 5 | &1 Microsoft Secure Score ZHRTEET,
ZHDOWERT VO a UBARRENET,
REDIERICEONTT I VETAINR Y VI TEDLEHERTHDRENHYFET,
RAAEELIRETLLEIN?

A. (TERE

B.%%Y

C. hR & LRHEIL—IL

D. B tExayTaIL—7

Eff:A(Q AV LERKRT D)
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&1 1=1EMicrosoft 365 ESEMH TR Y1) T avEaHEHHTY,

A—H—X BED/ — bRV AVEREDRBTRI VY TA VISR S Fv(VDNY ) 2— 3 > OEAD 5Microsoft 365127V A TEET,
Microsoft Entra ID Protection Tl& HA4 A4 V)RR O—EBMTEET,

A—H—M5E VDIV a—23 UEFERALTULSEIZ, Microsoft 365D 7V LR ERHASER/EICTAOV I INLEVLSBENFELN TS,
fAIZZEITNEINTTM?

A. Microsoft Entra ID @77 > FHIBRERE

B. EfaTZ 515

B: Miprqgolt 365 gy K T2 BigHE

I (EfgZRTLZEY)
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There are two types of risk policies in Microsoft Entra ID (Microsoft Entra ID) Conditional Access you can set up to automate the response to risks and allow users to self-remediate when risk is detected:
Sign-in risk policy

User risk policy

Configured trusted network locations are used by Identity Protection in some risk detections to reduce false positives.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure-risk-policies
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
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Microsoft 365 E5S H TR 9 1) T a vxHHELETT , COYTRY YT a vz Windows 11 TNA RERAET 21— —NEFAhTLET,

T 734 X % Microsoft Defender for EndpointiZ#4 > R— K3 B3FETY, T/31 R ETBF L H—E X %4 L TDefender for EndpointIZ#&#t L 9,

Defender for Endpoint [ZH#t 9 DBEIC, T/N1 ADBHE SNz URL LERM IPEEZERAL TWS L 2HRBTILELNHYVFET, ES5TIIELWLTLELIM?
A ZEDQERKIA TE#FERALET,

B. T/\1 ADBEHEFEMILET,

C. 8Bt #EHEIA T&ERALET,

D. TINA R TIL—TE#ERLET,

Ef: (EREERLET)
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X1 TABEEERITICRRRZRETILENDHYFT, TORRREIEMEG4ZE-LTVETAERY FEA,
HBERIZIEAIZEHEIRETLLIMN?

A. Microsoft Microsoft Entra ID (Microsoft Entra ID) $$#ID& 2

B.¥440OY 7k I kS ID (Microsoft Entra ID) ID R

C. Microsoft Entra ID (Microsoft Entra ID) & {d& 7 X K1) & —

D. Microsoft Entra ID (Microsoft Entra ID) E25E /5%

IEfg: (EfZRELET)

References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-conditions#sign-in-risk states clearly that Sign-in risk
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Usert EWVSBZRIDI—H—FE T Microsoft 365 E5 HTRH ) T avhhyFd,

App1l EWVWSBRIDY T RR—XDT7 TVICEBRET VR R D—NBEHINTWET, Appl ICEEHAET VX 7T UHIEIBASATOET,
User1 A% App1 M EIRIF 2D % J 0w o 3 %1%, Microsoft Defender for Cloud Apps R 1) & —Z kT 2L ELAHY FT,

Aty aviRl)d—

B.79T4ET4R)>—
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C.OAuth 7 7Y iR1) o —
D. Cloud Discovery Z&#&H R > —
IEf#: (EfEZRTLET)
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HET=IE Labell & Label2 & LNS ARID 2 DDEESRNILEEL Microsoft 65 E5 TRV ) T3 Vv EFRBLTUVET,

DY TR ) T3 2IZlE, Microsoft Purview (24 iR—TF 1 4 &1tz Devicel & ULVS B RID Windows T/31 ANEFENTULVET , Devicel 121X RDORIZET 77 A ILBEENTUVET,

Name

Location

Sensitivity label

File1.docx

C:\Temp\

Label1

File2.docx

C:\Temp\Folder1\

Label2

File3.docx

C:\Temp\Folder2\

Label1

Policy1 & W\ S ARIDT—H2BXRBFLEDLP) R Y O—F R L LTOEREEITLNET,

B TNA R I RTOA—HY =L IL—T

CEEOVTIUVIIEEV VT A TIRLIRIVIDEENTUVET

*TOoa TNAREDTITAET1EETFIEHIRT D

*EIRl: 7Ry s

T—REBRFIEFENDS C\Temp\ DT 7 A ILINRABHNEZRELET,

UTOERRLBBIZDOVWT ELWMEEIE KWV ZEERLTLEESWVD, £S5 THEWMNMESIE DOWA JZEIRLTLZEW,
Statements

A user on Device1 can print Filel.doc.

A user on Device1 can priat FH&‘EM

A user on Devicel can print File3d.doc.

A user on Devicel can print File1.dooc
A user on Devicel can print Fle2.docx.

A user on Devicel can print File3.docx

Explanation:
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A user on Device1 can print File1.docx.

Yes

A user on Device1 can print File2.docx.

Yes

A user on Device1 can print File3.docx.

No

The DLP rule blocks printing only when the file is subject to Endpoint DLP enforcement and the content matches the configured condition: sensitivity label Label1. Microsoft Purview Endpoint DLP can enforce protective
actions on onboarded devices, and Microsoft lists Print as an auditable and restrictable endpoint activity for protected files.

The path exclusion is the deciding detail. Microsoft states that file path exclusions turn off DLP monitoring, alerts, and policy enforcement for files in excluded locations. For Windows file path syntax, a path ending with a
backslash, such as C:\Temp\, excludes only files directly under that specified folder. A path ending with * excludes files within subfolders, while a path without trailing \ or * excludes both the folder and all subfolders.
Therefore, File1.docx can be printed because it has Label1 but is directly under C:\Temp\, so DLP enforcement does not apply. File2.docx can be printed because it is in a subfolder and not excluded, but it has Label2, so
it does not match the Label1 blocking condition. File3.docx cannot be printed because it is in a subfolder, is not excluded by C:\Temp\, and has Label1, so the print action is blocked.
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Microsoft 365 E5 77+ > kM H Y FET,
BEODBEAT—3Z8TCHRTIT7AINAEZDEFA—IIINBOZEBICEESINGEE, BNEZTILELHYET,
ED2D2OR) D—%FRATEEFIMN TN TNOEREITELMBRRERLET,
EELCEIRT BEUIC1IRS Y bOMIENSHY 9,

A. Microsoft Cloud App Security 7 7 A JL 7R 1) o —

B. WEE IR KR o—

C. T—A XKML (DLP) R o —

D.@Ea>7S5A4AF7 VAR I—

E. ®RIFIRNILRY O—

R (ERERTELET)
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v k=121 contoso.com & WS BRINDA > T L 2 XD Active Directory KA A4 UAEENTWVWET , CDO KA AL VI RORIZRTIA—HF—DEENRTULET,

Name |  UPN suffix |

| |
FAA I, RIZRT & 512, contoso.com & LS & HFTD Microsoft Entra 73+ > MIRHiSnET, ((R2 TE0 U v o LET, ) User2 (&, usef2@fabfikam.com & L TH A >4 >3 % & EFIZ Microsoft Entra 7+ > b~
DFBFEICKE L FE T, User2 A Microsoft EntraID D) Y —RICT V2R TES L EHRT HILELHYFET,

fZiR%E: Microsoft Entra BBt 42 —h b HRABL KAA & LT <abrlkam.com #EBM L E£9, User2 [Z user2@fabrikam.com &£ LTHA VA VT BLSICERLET, CNTHEITER SN FEITHN?

A. LW VR

B. (LY

EfE: (EREETRLET)
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ROBIZTT LS, T4 vV TRRR)O—FBHLET,
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Managers

If the email t o . _ N f
meconsemsoommae V] 1CrOSOT
com =

MinamG@M365:289755
Except if the emad & sent W msmber of:
test Tww@M 36528058 onthcronoft com

On

Cuaranting the message

Oy T AZa—FRALT I3 74 Vv VICRTENTVABERICEOIVWTERAT— AV M EREHSESIREF I —V ZERLET,
AR ELWERIEITTI ARSIV PR EESIET,

if a message is identified as a domain impersonation, [answer choice]

the.message is delivered™l&he Inbox folder

{the message 1s moved ta the Deleted Items folder
' the messages is moved to the Junk Email folder
the message is NOT delivered

-

To reduce the likelihood of the impersanation poliey generating false I - |
posibves, conhigure [answer choice]. | Domain impersonation
Enable antispoofing protection

Viicrosoft




Answer Area
: AN
f a message is identified as a domain impersonation, [answer choice ki

i h i i
e piessage is delivered*t8&he Inbox folder

— o o e G e dm mme m— —

Q reqguce the likeiihood o1 the impersonauan Roity generating laise |

positives, confiqure [answer choice] ' Domain impersonation

Enable antispoohng protection

Explanation:

If a message is identified as a domain impersonation: the message is moved to the Junk Email folder According to the anti-phishing policy settings shown in the exhibit, messages identified as domain impersonation
should be moved to the Junk Email folder to reduce the risk of phishing attacks.

To reduce the likelihood of the impersonation policy generating false positives, configure: Mailbox intelligence Mailbox intelligence helps in reducing false positives by using machine learning and historical email patterns
to make better decisions about which emails are legitimate and which are not.
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Microsoft 365 77 > k & Linkedin £ R—IHY £,

Linkedin 3% 2 Z{# /A L T_ Linkedln R— T Hvi5 Microsoft 365 2T —2 &7 —h4 T3 5FETY,
Linkedin AR 36D T—RIEEZICTRETEEITHM?

A. Microsoft OneDrive for Business 7 # JLA —

B. Microsoft SharePoint Online K¥ a2 AY bk 5475 1)

C. Microsoft 365 * —JLRvy o X

D. Azure 771 )L

IEfE: (EfgZzRTLED)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin-data?view=0365-worldwide
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v FT—=9I12Z1EF > T L T XD Active Directory F A 4 UREENTULVET , Microsoft 365 TRV 1) T avEMBELTVET,
NRAZRN—RBEEEFERTE5TaA LY FUREAY Y2 —2a Vv EaRELET,

ROEIZFRT & 512 Microsoft Entra /SR T — K{FEEZHER L E T,
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Authentication methods | Password protection

Active Directory 1—H—HD D XA LEBIENRT—F YR MADIRRT—FEFERATESLZ ENNDAYET,
BIEINENART—FRTRTOI—Y =S L TELEIN TSI EEZHERTIVELDHY ET,
ETIREIDOT7ILIAVEENTEIN? TNTNDOERIIHERRO—BBERLTLET,

FE ELOLBIRIEISTRA Y FAMFEShET,

A RAAL > ar kA—5—M5 MicrosoftEntra 7 74—y JAXY ORI F3EFZA R M—ILLET,
B. Windows Server Active Directory MD/SR2 70— F{REHMI L E— FREFLTELET,

C. FAA4 Y o ba—F—Mm 5 Microsoft Entra Password Protection Proxy 4 X b—JLLE T,
D.3RTDKAA > ar rO—5—Mm 5 Microsoft Entra Password Protection DC T—2 x> b EA VA M—ILLET,
E. hABLEZBIE/NRT—FMS HRBL YR MDBFIZREFEELET,

F. Active Directory M5 BEED KA AV RYS—%2FEHBLET,

EfZ: B,C,D (24> FERET 2)
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HEHRIL Microsoft 365 Multi-Geo Z{#EHT % Microsoft 365 H TRV Y T a3 V& ZHRAFTYT, COY TRV ) T avICiE B b Multi-Geo ) —2 3 VIZRTFEINTLNVS Site1 & Site2 EWLNS BFHID 2 DD
Microsoft SharePoint Online 4 FMEENTWLVET,
Microsoft 365 /Xy U 7y T R O—%#EHT S5 FETT,
R1) o —ISite1 & Site2ZEML  FAMRLGEROGEIBEEZEET ILELNHYET,
ES3TNREEINTIN?EET HICIE, BEFECTEUGBRZZZBATLLES,
FEFE LIRS MAMESNET,

foldanGieO Tt

Back up sites that match specific filters.

Select each site individually.
Upload a list of the sites in.a C5V file.

Set the retention period to: o

& months
1 year

5 years
10 years
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To add the sites: >
Back up sites that match specific filters.

Select each site individually

A

' Upload a list of the sites in a CSV file.
e s

|
— o — e — = — ] — -

Set the retention period to: v
6 months
™ =
" year
5 years
10 years
Explanation:

To add the sites

Upload a list of the sites in a CSV file

Set the retention period to

1 year

The correct method for adding the sites is Upload a list of the sites in a CSV file. The key exam detail is Microsoft 365 Multi-Geo. Microsoft states that Microsoft 365 Backup supports backup of sites and user accounts
from both central and satellite Multi-Geo locations, but for Multi-Geo policy creation, sites or user accounts from all geos must be added by using the CSV file upload method. Microsoft also states that adding sites
through the site picker, search, or filter rules does not currently support Multi-Geo, and the Ul supports only sites in the tenant's central location.

The longest retention period is 1 year. Microsoft's Microsoft 365 Backup feature summary lists the retention period for OneDrive, SharePoint, and Exchange Online as 1 year. Since this question concerns SharePoint
Online sites, the applicable maximum retention period is one year, not five or ten years.

Therefore, select Upload a list of the sites in a CSV file and 1 year.
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v k=2 1Z1%, contoso.com & WS BRIDA > T L I XD Active Directory KA A UNEFEFNTWVET, FAAS VIZITUTAEENTET
1,000 & ® Windows 10 T/341 X,

10 BDT A b T34 R1Zxt L T Microsoft Defender for Endpoint M#E=:E (PoC) BRZETLE T,

*oR—F 4 >4 F O+ X[z Microsoft Defender for Endpoint BEED T —2 NAREIZRESND LS ITHERLET,
FTRTDHT /314 X% Microsoft Defender for Endpoint [CA > R— K3 3 FETY,

Microsoft Defender for Endpoint 7—4 #3— 0O v /N IZIREFT IBLENHYFET,

FITMEITARETL&LIH?

A T—YAR—RZHIBRLZET,

B. T—OAR—X =R LET,

CHLWOWTNAREFVR—KFLET,

D. TRAMTNAREFITR—FIZLET,

Ef#: (EfEZRTLET)

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine information

- Stored in a Log Analytics workspace.
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- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the workspace location.
Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-data-workspace
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RDOEIZ  Microsoft Defender XDR L R— kDA 2 —)LERLET,

Manage your report schedules here

Refresh

2 items . Sesfth
Schedule start date Schedule name Report type Fraquendy
Feb 8, 2025 1:00 AM Schedulet MaidFlowStatus
Feb 8, 2025 1:00 AM hedule: Tan Month

LR—FDRT V21— BREITE ST, LAR— FARIREGRYBEICEREND K ST HIRENHY FT,
BRI7D1—)VITEITSH BERERF, TNTNEDSLWIIEREIRETLLIN?EERTHEIGAF T a vEBERL TSN,
T EFEITIRA Y MBS hET,

HIWTT FITa
Schedule b
Daily
Weekly

Monthly

Schedule? ! E ‘i
Daily
Weekly

Monthly



Answer Area .
L
bchedule v
=il |
;!_Dg!l'_l,'_
Weekly
Monthly
Schedule2: | _ |
Daily ;
= = o
Weekly
Monthly
Explanation:
Answer Area
SCr e iai 'i...'
; schedube, Eal -
EL)"
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&7 f=[EMicrosoft 365 ESMH TR U ) T avuxbEBTY,

FIVT—23o0ADT7 I REERBEIUVRET 5100V ) 2a—L a3 VEHBETIBENHYET , ZOV 21— a VT UTOBRERZL-ITRLELAHY ET,
*F—R2HTYIZKQLEYR— M LET,

*LiR— b T—2 3G ELIERMRE LTS,

HBRICIEAZEHEIRETLLIN?

A T2 RRAY MR

B. Microsoft 365 {# FIKR 7247

C. Microsoft Defender XDR ®t ¥ 1) 74 LEKR— bk

D. Azure Monitor 7—4 J w4

Eff:D (AU RERKT D)
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FCOBERIE BALIF VA E R —EOBERO—ETT, COV)—XDBREMICIE BESN-BEZERTETLHAEEOH LI MEOBRRNEENTUVET, —BOEME Y FMIIFEHDELWVERENEEN
BIEENHY FITHA MOBER Y FMIIXELWMERENZWEELADY 9,

CDEYLIVOEMICEZET SE. TOERICRSZEIETEERA, ZDEH CALDERIILE 2 —EREICIERTINELA,

Usert EWVSEZRIDI—H—%E T Microsoft 365 E5 HTRH ) T avhhyFEd,

Userl AV TS5AF7UVR IFZ—Dv—FHEZERTEDLSICTHIRELNHYFET,

fi#;R % Microsoft 365 Bt 2 —M5 Userl [CAVTSA 7 UREEEOO—IILEZEYLTET,

CNIZEEEERLTOETH?

A. XLy
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B. L\ R

EfE: (EERTLET)

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security
/permissions-in-the-security-and-compliance-center.md
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EEH(EMicrosoft 365 E5SH TR Y 1) T 3 > & contoso.comé& LY ZHTIDMicrosoft EntraT+ > & HEHTY,

FTARTHDA—H—(L Windows MZEEHLF-a Vv E1—42—%FALTHY  contoso.com(ZHA L TEHY  BitLocker K5 1 JrES1k(BitLocker)IC &k > THREINTULVET,

HEEIE UTOERY E2ETT AAMIN1EVWS BRIOA——25ERT HFETT,

* BitLockerEl[{E ¥ — % &R~ LFT,

* contoso.com DA—H—DFRAGZFHEHRELET,

EHREmEET OIS AdMIn[CEEIZEYETEHIREAHY FT, FRRIAB/NMERDORACH S BELNHY FT, ED2DODFRINZEY LB TEIRNSTIMN?EAET SHICIE, BEEE THEHYGEREZERL TS,
¥ FfE L IT1RA Y NESBT

Answer Area

Devices

[ ] Cloud Device Administrator ()

[ ] Desktop Analytics Administrator ()

F’v‘r ﬂ f: roOsoO ﬂ“tl Intune Administrator ()

[ ] Printer Administrator ()

[ ] Printer Technician (i)

[] windows 365 Administrator ()

Global

[ ] Global Administrator (|

Identity

[ ] Application Administrator { )

| ] -#pplication Developér (i)

| ] Authentication Administrator ()

[ ] Cloud Application Administrator ()

|I I M anditinnal Arcace Adminictratar £ 80 I
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II I T TR PR AT BERT M DT PV DR DR EARAE Y I
S

[ ] Domain Name Administrator ()

[ ] ExternalIdentity Provider Administrator ()

[ ] Guestinviter ()

[ ] Helpdesk Administrator ()

[ ] Hybrid identity Administrator ()

[ ] License Administrator (1)

[ ] Password Administrator ()

Answer Area

Microsoft

Devices

Cloud Device Administrator ()

Desktop Analytics Administrator (i)

Intune Administrator ()

Printer Administrator ()

Printer Technician ()

Windows 365 Administrator (i)

Global

Global Administrator ()

Identity

Application Admifiistrator (i)




Explanation:

Application Developer (i)

Auithentication Administrator ()

Cloud Application Administrator (j )

Conditional Access Administrator (| )

Domain Name Administrator (|

External Identity Provider Administrator (| )

Guest Inviter ()

Hybrid Identity Administrator ()

P |

License Administrator (| )

Password Administrator (| )




Devices

| Cloud Device Administrator ()

Desktop Analytics Administrator ()

Intune Admenistrator

Printer Administrator

|| Printer Techaiciahg(

Wingdews ‘ﬂiﬁ_ﬁﬁhm:stmtor 0

y
il
)
|
|
1
i

e ——————el]

. -
|

__ Global Administrator

Application Administrator ()

Application Developer )

Authentication Administrator

Cloud Application Administrator

Conditional Access Administrator ()

Domain Name Administrator C

External identity Prowider Adnnistrator

Guest Inviter (U

Helpdesk Administrator |

Hybrid Identity Administrator

License Administrator

I I J M i C ro S (ﬁ?i;ismmd Administrator

AHI7EMS-102J B (LJPNTest.comiZ2it S MS-102JRERICAKT A 2 LIZRICII B ET ! JPNTest.com(T S RHTMS-102J58ERRRELE #1264t L £ J ., JPNTest.com MS-102JiRERRIBEE (T SEHShE L=,
CZTCMS102JBBENDT A CI VS VEFIZANE T, BRFRD 7 & £ X _ https://www.jpntest.com/shiken/MS-102J-mondaishu 598f8. 3 0%7 « A Ao > k#5174 EI513— F: JPNshiken|



https://www.jpntest.com/shiken/MS-102J-mondaishu

B5RS: 197
Microsoft 365 E5S HJRX9 1) T a3 & HEHBETY,
RORIZFT &SI BFAICERA SN S T—2BKRMHLE (DLP) R O—F#ERLTLET,

w4

B o e ema

[ | B Sk r

£ Onel &t
#: Teams chat and changll rijeage

&2 Microsoft Refender for Cloud Apps P

Powei Bl workse

RYL—DDIP JL—ILTHEATESLIEHEFENTTHA?
AaVTUoYREITY

B. #EEHMOIELE

C.¥—7J—F

D. &S NI

FfE:B(OA*  hEHKT D)
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Microsoft 365 E5 77+ > kM H Y FET,

BESNILEEERLET,

aA—H—Mh 5 Web A Microsoft Word T [BRE] R2 UAMERTERVERESATLET, BRERSZ > Word for Microsoft 365 THEATEET,
aA—H—H Web A Word #EHT 5L TICHMEEINILEBERATEDLERADTIVLENHY FET,
HE(FAETEIREMN?

A BEFISRNILFIFRY) O—FEKT 5

B. Azure Information Protection 5 Microsoft 365 A > 754 7R €2 —IZRyo—%aE—LET,
C.HEZESNILEARLET,

D. Microsoft SharePoint Online & & U OneDrive D 7 7 A LD ZEESRILEZEBEMIZLET,

IEfR: (EffZzRTLET)

BE® Ry —E 2 ERIAT BMicrosoft 3654 TR 5 U T4 3 L EBEBTT,
*IA498Y T RHASA

* Exchange Online

* Microsoft Teams
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* SharePoint Online,

& 751z Microsoft 365 Backup ZFA Lfz/\v I 7y TV ) a—2 a3 vEFHBEILTVWET,

E DMicrosoft 365 —ERZ/N\Y I TV ITTELh FHAATEGEROREHEEZHETILNENDY I,
fAIZ#EELFEIN?EET HICIE, BERTHEUGBIRREZZATL S,

FEBEICIRA Y FAMESINET,

Services: . P M

Exchanf;: > g iyOSOTL

SharePoint Online only

Exchange Online and SharePoint Online only

Microsoft Entra, Exchange Online, and SharePoint Online only

Exchange Online, SharePaint Online, and Teams only

Microsoft Entra, Exchange Online, SharePoint Online, and Teams
Retention period: v

6 months

1 year

5 years

10 years

Services:
Exchange Online only

Microsoft Entra, Exchange Online, and SharePoint Online only

Exchange Online, SharePaint.Online, and Teams only

Microsoft Entra, Exchange Online, SharePoint Online, and Teams

Retention period: i £
6 months
Tt vesn.]
Vg

S years
10 years

Explanation:
Services: Exchange Online and SharePoint Online only

Retention period: 1 year
The correct dropdown selection is Exchange Online and SharePoint Online only. Microsoft 365 Backup supports backup and recovery for OneDrive, SharePoint, and Exchange Online workloads. From the services listed

in this question, Exchange Online and SharePoint Online are the only supported services. Microsoft Entra is not a Microsoft 365 Backup workload because it is an identity and directory platform, not a content workload
protected by Microsoft 365 Backup. Microsoft Teams is also not selected as a separate backup service. Teams files are stored in SharePoint or OneDrive, but Microsoft 365 Backup does not list "Teams" as an
independent backup workload. Microsoft's backup policy documentation also separates backup policy configuration into SharePoint, Exchange, and OneDrive tabs, reinforcing that those are the protected workload
categories.



The longest available retention period is 1 year. Microsoft's Microsoft 365 Backup FAQ states that when backed-up OneDrive or Exchange content is removed from the backup policy or the user is deleted, the backup is
retained for one year from the date the backup was created. Therefore, among the given retention choices, the correct maximum is 1 year, not 5 or 10 years.
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v b7 —7%I1Z[% Active Directory KA A UMNEENTLET,

Microsoft Entra 77+ > FZREL E 9,

A DOEEEMD Microsoft Entra 73> FERIEAT AL ST R AL U HFHERT S MEREAG (OU) AD 10 BOL—H— 7HD 2 hH Microsoft Entra TF > FERIEIL TULWREWZ AN Y FT DT RTHLI—H— 7
Ao MIEBIZRHEELL,

Microsoft Entra Connect Health ##32 9 5 & TR THDAI—H— T7Ho U FOREPNEEICET L= ElbMY 9,
10 @D LI—H— 7HD 2 FH Microsoft Entra TF > FMZREIEAISNTWD Z L 2 ERTHIDLELAHY T,

fi# ;R 3K Microsoft Entra Connect 5\ 5 Microsoft Entra BE#IEHREZZERE LT,

CNITEEZEFEFERLTLETH?

A. LMVZR

B. XL

IEf#: (EfEZRTLET)
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Microsoft 365 7+ > FDH Y EFT,

Microsoft 365 X 1) T4 €22 —%2FALTTFU FRDA VT MNEBEBTBHFIETT,
Microsoft 365 ¥ !) 74 €22 —D[4A 0 T2 F] R—=TUITKRTREIN S Microsoft H—E R Y—XIEENTT H?
A. Microsoft Defender for Cloud #{#FRALEY,

B. Microsoft M1ERE

C.7R—ILT7—Y

D. ID A Microsoft Defender

IEfE (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts?view=0365-worldwide
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Intune TEEIZERZERTIDLENHYET , V) a—2a VIEEMEGEZREIZLTVWAIRENHY FT,

IR ETIDVENDY FTHI?2EL TOREEZEDTIL—TICEIY L THILENHY FITH?EET HICIE BAEBETHEYGA T 3 0EBIRLTLESL,
EELSGERTSE-UITTIRAS Y FOMELASHY EFT,


https://www.jpnshiken.com/q/68799-6423217/
https://www.jpnshiken.com/q/68799-6423218/

Configure: AN\ l v
Device configuration profiles Enrollment restrictions
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: ] M‘*’l
UserGroupT ..
UserGroup2 -

DeviceGroup 1 i .
DeviceGroup2 & Microsoft

1E fiz:

Configure: =— Microsoft ‘ v

— e — e m— — e —

Group: ] w

— e — e e

DévicEGioup1
DeviceGroup?2

Explanation:

Configure: E"_ Microsoft v

Device configuration profiles Enroliment restrictions
The mobile device management (M user scope
The mobile application mana 1€ AM) user scope

L
Ty

DeviceGroup1
DeviceGroup2

Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll
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B EHIL . Microsoft IntunelZ &% S 1-5008 DWindows T /31 X & & Microsoft 3654 T R4 1) T 3 V& CHAHRTY,



TNAADEHEMEEICET IHREFHREZHEI TEINNNERZIOVENHYFY , F- EEBEXZR/NIRICMNZA SV 2a—2a VAT IARENHY FT,

Microsoft Defender R—Z JLTIE, EDR) o— T TL— BRI RETIM?

A. IV FRA Y FMEEB L UVRE

B. 7/\A Rl

C. Microsoft Defender ™ 4 JL A %%

D. Windows t¥a )74 TVANYIT VR

Eff: A(Q AV FEEEKT D)

The correct policy template is Endpoint Detection and Response because vulnerability management recommendations require the devices to be onboarded to Microsoft Defender for Endpoint, where Defender
Vulnerability Management can assess the endpoint inventory, detected weaknesses, exposure, and security recommendations. Microsoft states that after Intune is integrated with Defender for Endpoint, Defender
Vulnerability Management identifies vulnerabilities on managed devices and allows security admins to review endpoint vulnerabilities and create remediation tasks.

For Intune-managed Windows devices, the lowest-administration deployment path is to use an endpoint security policy rather than manually deploying onboarding scripts or packages. Microsoft's Defender portal endpoint
security policy documentation states that when Defender for Endpoint is integrated with Intune, administrators use endpoint detection and response endpoint security policies to manage EDR settings and onboard
devices to Microsoft Defender for Endpoint. Microsoft's onboarding guidance also identifies deploying an endpoint detection and response policy with Intune as an onboarding deployment method.

Device Control manages removable/device access controls, Microsoft Defender Antivirus configures antivirus behavior, and Windows Security Experience controls end-user Windows Security app experience. None of
those templates is the direct onboarding mechanism needed for Defender Vulnerability Management recommendations. References/topics: Microsoft Defender for Endpoint onboarding, Intune endpoint security policies,
Endpoint Detection and Response policy, Defender Vulnerability Management recommendations.
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& 713 1= 1EMicrosoft 365 E5H TR 9 1) T 3 > % ZH AT Office 365 [TMicrosoft DefenderZ{#FH L TLVET,

HEIE T RTOLI—HF—ZBHE L RIFERGEL VS V—vILI VO T YU IFEERAVWAIHE I 2 L—2a VillEERELTULET,

DE2al—YarTR AREBLDT4 0T )V EREMBORELCTIVREEL AL AvE—CFEET AL IITTIRENHYET,

D2alb—YavEEDELSICEREINIELNTIMN?

A WRFLITY FA—H—EBMEERLET,

B. 7+ rRAO—FZERLET,

C.TFTUrIUTAVIR—DFERLET,

D. 7B—/n\)LR14O—FEFERLFET,

IEf#: (EffZzRLET)

The correct answer is Create a Tenant payload. In Microsoft Defender for Office 365 Attack simulation training, the payload is the simulated phishing email content presented to users. Microsoft defines a payload as the
link, QR code, or attachment in the simulated phishing email message. For the Credential Harvest technique, the payload is the phishing email that drives the user to interact with a simulated credential-capture scenario.
Microsoft also states that while Attack simulation training includes built-in payloads, administrators can create custom payloads that work better for their organization. Tenant payloads are the organization- created
payloads, so they are the correct choice when the email must contain organization-specific wording, branding, and a custom phishing link.

A Global payload is Microsoft-provided and generic, so it will not satisfy the requirement for company-based terminology and branding. Custom end-user notifications are used for training or notification messages after
simulation events, not for defining the phishing email itself. A tenant landing page controls the page shown after the user interacts with the phishing link; it does not define the email message content. Therefore, the
simulation must use a Tenant payload.
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RDORIZRTLI—H—%EL Microsoft 365 ES H TRV 1) T avhbyUEd,
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Name | Member of m
User1 Group1 User Istrator

User2 | Group? - -

L+

User3 | Group2A S| None
Userd | NoMi |\ i + fioba) fgministrator

Group! MEILTH—ER /RRT—FK Yty k (SSPR) ZHAMICLET, SSPROME—DZRFEAEELELTEFXFL) T DEMEHERLET,
SSPR #EATZEADEENI—HF —TITM?EL NRAT—FZUEY FFBRICEEF2Y T DERICEZSVENHIDEEDI—HF—TIMEET SHICE, BEEETEYGA T avEBIRLTESL,
FRELCERT B-UITT RA Y FOMBENHY FT,

= Microsoft .

that can use SSPR | User18erd and Userdonly
User).and User2 only

Usert, User2, and User3 only

wserl, User?, and User4 oniy
User1, User2, User3, and User4

Users that must answer security questions to | User1 and User2 only
reset their password: |User1 only

UserZ only

uUserl and Userd only

User1, User2, and User3 only

User1, User2, and User4 only

User1, User2, User3, and User4




IVIILWLI UOW I il Users that can use SSPR: Userl. User?. and Userd only v
User1 and User only

j User1. User?, and Userd only
USee]. Us@r X User3, and Userd ~

Users that must apswal secunty guestions to I Userl and Userl only w
reéset their password: |User1 only |
UserZ only
[User1, UserZ, and User3 only
User1, User2, and Userd only
User1, User2, User3, and Userd

Explanation:
Answer Area

Users that can use SSPR: « User1, User2, and User4 only I -
R AL sl
= IVIICTOSOTT
Users that must agswePsecurily questions 1o User1 and UserZ only ¥
reset their password:
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FCOBERMIEFE BLYF VA ERT—EOBERO—EHTT, 2OV —XADEZEMICIE BESN-BEZEZERTELMEROH I HMEDBRERASENTVET, —HOEBEM LY MIITEHOE L WVEBRENEEN
HBELRHYETH OBt Y FZIXELWMERENGZWVEEANHY FT,

CDEYLIVDEMICEZET SE. TOERICRSZEETEERA, ZDEH CACDERIILE 2 —EREICIEIRTINELEA,

Usert EWVWSERIND1I—H—FEE Microsoft 365 E5 HTRH ) T avhhlyFEd,

Userl AV TS5AF7UR IF—Dv—FHEZEFRTEALSICTHIRELRHYFET,

fZR % Microsoft 365 AV TS5A TV R U Z—m5 Userl ZaAVTS5AT7 VR IR —U v —HEE®RE S IL—TITEMLETS,

CNIFEEEZFERL TOETH?

A. [Ty

B. L VR

IEfR: (EffzRnLET)
Reference:

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security
/permissions-in-the-security-and-compliance-center.md
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ROBIZRT LS REFR) O—EERTSHTFETT,

Information governance > Create retention policy

iy v Review and finish

@ Locations It might take up to one day to apply this policy to the locations you selected.
Policy name

€ONtoso
@ Retention settings Edit

Description
Edit

@ Finish

Locations to apply the policy

Exchange email (All Recipients)
SharePoint sites (All Sites)
OneDnive accounts (All Accounts)
Microsoft 365 Groups (All Groups)

Edit

Retention settings

Delete items al end of retention penod
Delete items that are older than 7 years based on when they were created

Edit

A\ tems that are currently older than 7 years will be deleted after you tumn on this policy. This is especially important to note for locations scoped to “All
sources (for example, "All Teams chats) because all matching items in those locations a<ross your organization will be permanently deleted

" Micrgseft

FAYTEOU AZa—2FALT I3 74 vV CRTENTVAERICEODVTERT— AV M EREHSEHEAEDERREBRLET,
FEELVWERIEICTI ARSIV FBFEESIET,



Microsoft SharePoint ﬁ=5e Mﬂi}ﬁrpg S Oft — -

be [answer choice]. 7 recoverable for up to seven yea

Once the policy is creates@er choice]. | some data may be deleted immediately
data will be retained for a minimum of seven years
users will be prevented from permanently deleting email messages for seven years

Answer Area

Microsoft SharePoint files that are affected by the policy will

be [answer choice]. 7 recoverable for up to s

Once the policy is created

minimum of seven years |

m permanently deleting email messages for seven years

Explanation:



Answer Area

Microsoft SharePoint files that are affected by the policy will |

be [answer choice]. recoverable for up o sevmvears

deleted sevw%‘tgr they were created

retaingd forefily seven years from when they were created

Once the policy is created, [answer choipﬂ_“_ E‘gata may bE deleted |mmedlately

I be Braighd for.a minimymyof severfyedrs

IS8R Will be preventédifrom permariently, l:!elet[ﬂg email messages for seven years

Box 1: Deleted seven years after they were created.

From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.

Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until the end of the longest retention period for the item.
Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention label to all documents in that site. However, if some
documents in that site should be retained for 5 years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at the item level, use retention labels.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention
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Microsoft 365 E5 7+ > k& 5

T—A2RITETRALE (DLP) R > —%4ERL L T, 21— —5% Microsoft Teams ZFERAL THE RF 1 A NI —EHBFTERWVKSITLET,
ED 2 DDGFRIZKR) O—%#@AT I2BENHY FIMH?EET HIC1E, BAEEECTEYGIGEFHREERLET,

FELGERTBEVITTIRSA Y FOMIELSHY T,



Choose locations to ap% thepolieyycoft
. & q

. .

: .

- —30

L]
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Microsoft 365 E5 TRV 1) T 3 v HEHEHTT,

425 K 7 71 FBIZ Microsoft Defender #E&E L TWVET,

OAuth 7 71) R L —Z2ERTE S5 2 LRI IRLELHYFET,
fi#iR % Cloud Discovery R L £ 3,
CNIZBEEZEFFH-LTWETH?

A. LMIVZ

B. (LY

EfE:A (DAY REREET )
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Userl EW\SARIDI—H—%FEL Microsoft 365 E5 H TRV ) T avhHUErd , ROFZEZEFD Policy! EWSERID T4 vV IAER) O—FERLET,
*ROA—Y— TGIL—T AL EEDHET: Usert

* D4y A—)LDORE: 3 - kU KER

A—H—1 [ RORIZRITEFA—IL AvE—CFZELET,

Name Phishing confidence level (PCL)
Maill e

Medium

Mail3 Hig!

had very migh
EDrAyE—ONRT 49T A—ILTEM?
A. A—)L3E A —I)LADH

B. A—JL2 A —I)L3 A —I)LADH

C. A—JLADH

D. A—JL1 A —J)L2 A—)L3_ H*—)L4

IFfig: (EfiZ R LET)
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FCOMERX RLOFVAFRRTI—EOMEND—EHTYT, SOV —XDBMEICIE B RSN -BEZFH -ITAkEOH I MBOMENEENTVET BELY MIE>TIE EHOEELHDBEELHN
X EENGZNEEEHY FET,

ZDEIVIAVOEBEMICAETSE ENOROTHAZTAEETEELA . TOLH CALDERMFETEEICERRINELA,

&7 f=[EMicrosoft 365 ESMH TR U ) T avuxbEBTY,

SecAdmin1E WS ZHIDFHLWEF 1) T EEBETHO Y FEERLET,

SecAdmin1 A% Microsoft Teams_ SharePoint_ & & U} OneDrive 0 Office 365 Advanced Threat Protection (ATP) DEREERY L— ¢ BETER L LEZHERTIVLELHY FTI,
fZR% Microsoft Entra IDEHE+t >4 —M 5 SecAdminllzt X2y FT A EEEO—IILZEYLTET,

CNITEEZEFZERLTVWSEEZADTLLOIMN?

A. LMVR

B. (LY

EfR:B(aAY FERETB)

BB MS-102JEREE ZJPNTest.comiZ2 S MS-102JERERICAHK T B Z L IZRIZII B E T ! JPNTest.com(F S HFIFTMS-102J:REREIREE #1214 L £9, JPNTest.com MS-102J5EARIREE (XL SEH SN FEL -,
CZCTCMS102JBBENDTACI VS VEFIZANE T, BRFRD 7 & £ X _ https://www.jpntest.com/shiken/MS-102J-mondaishu 598f8. 3 0%7 « A Ao > k#5174 EI513— F: JPNshiken|
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Hit-DE1Z1E Microsoft 365 E5 T+ > kA Y FT,

aA—H—I& BEABRE®D Android T/34 R LB D Android T/ ROMAZFEALT TFHFY FRDO Y Y—RIZ7 VA LFET , 2D KR L —TI&, Microsoft Exchange Online A — LRy P RIZTF7 VX9 %I
X, TNAADBBLARALDAFLUTTHEZ ENBETT,

TNNAZADEBLRILEFEL VY—RAANDTNARADT I 2R EH#}T 5V ) 1—>a V2 HRETILENHYET,

BETINARBATDYV ) 12— a3 VIZFAZEOIZBENHY FTMEZSICE BYNLEaAVR—R UV FEELWTNAS RIS Y LET  FaAVR—RX U MI1RFERT S EE BHEFERT I Fo1-
KFERALGWIELTEFET OVTUVERTIBICIE RAVEITHEIN—Z RSV T TEN RV B—ILTELELNHIGELNHY FT,
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FEELSERTSE-UITT RA v FOEEASHY £,

SoIutIons ANSWer Area
An app configuration policy Company-owned devices: Solution
An app protection policy Parsonal devices: Solution

A compliance policy WWVIICIOS

A configuration profile

E#Z:
Solutions Answer Area

I‘An app configuration policy

—————p— — — — e e

Company-owned devices: A compliance policy

damn A wa f e g S Sl T L
Wh1l1¥IN I
:A" app protection polity : Personal devices: | An app protection policy
R |
' A compliance policy ﬁ
| L
[:::::::...::::_"'_—"']—'

Explanation:

Company-owned devices: A compliance policy

Personal devices:  An apppretection policy _

MICIrOsoOI1t
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Microsoft Endpoint Manager(Z (& #88 D T/ 1 ANBEHZREINTLET,
BERIE. UTORIZRT 1A—H—%EE Microsoft Entra ID (Microsoft Entra ID) 73> b ZEFFBE L TWLET,

| Name Member of

| Usert Group?
[User2 | Group?, Group2 |
i Users MNome

Endpoint Manager(Z& (5 T/84 R 2 A4 TOHIRIE, ROKRIZTKT LS IZEBREINET,



Priority | MName Allowed platform Assigned to
1 Policyl | Ancirosd, i0S, Windows (MDM) | None

2 Policy2 | Winadows (MDOM) Group

3 Policy3 | Androsd, 105 Group1
Default | All users | Androsd, Windows (MDM) All users

m:‘}jl\/licrosoft St o N

User? can envoll Windows dewces i Encpont Manager,
User@ eervenroll Android devices in Endpoint Manager

User3 can enoll K05 devices in Endpoint Manager

. [icrosoft

User? :mmgﬂ%m n Endpoint Manager,

Luﬂ!\wi'ﬁiudll.ﬁmm devices in Endpoint Manager

AU2E8 can envoll 105 deaces in Endpoint Manager

Explanation:
Answer Arca
Statements Yes Mo
Usar! can ervoll Windows devsgssan Endpoint Manager : .
.Eﬂ[ X Livee? ‘ean enrtll Andresd devices in Endpoant Manages -
. M lcrOSOft User3 can enroll 105 devices in Enopoint Manager i1
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Microsoft 36S E5 4+ 7RV 1) T a v &#HHESHTY,

RDOERIZRT & 512 Microsoft Defender for Endpoint 2T /8 AAA ViRk— KEhTWLWET,
Name Platform

Dievicel Windiows 11
Computer? | Windows 11
Deviced Android

RORIZRITTINAR TIL—TEEBLET,

Rank Hame Matching rule

’ Grl:lup'! lams Starts with
Dew

2 Groupd 05 In Windows 11

Last Uingrouped dewces {default] | Not appicable

IP7 RLR AV —3—[E RORICTRT LIICEREINET,



| WPaddmess | Action | =~ Scope |
127 107 161 5 Blowk i

Bk

| n ok UnassignedGroup
RDEXIZDODVWT ELWMEEIE EUMEERLTLEZEWD, Z5 THRWMEESEF DO JEBERLTLEEL,
FE EREESCEICIRSA Y N EBTEFET

Anteer Area

FfZ:
Argwer Area
Statements Yes Mo
it |
ba =]
=l
B
'|.'!.:"r':--'|n.-\f1.'f-'- L I__ -;
Explanation:
Answer Ared
Statements Yes Mo
e L]
10 L MRCTESS ¢ 10,15 Troe v
‘o b ¥ v 01 Whdsd Deiobéde ’
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Microsoft 365 77+ > kMH Y £,

Microsoft 365 ¥ 1) T4 €2 —%2FALTTFY FRDA VT NEBEBITHFIETT,

Microsoft 365 ¥ !) 74 €22 —D[A 0T F] R—=TUIZKRTREINS Microsoft H—E R Y—XIEENTTH?
A. Microsoft Cloud App Security

B. 7X—ILE FRIL

C.Azure Web 7 7 —>3 >y J7A4TF7 04—l

D.7X—IL T4 7xz5—

FfE:A (A LEERT D)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts?view=0365-worldwide
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100 & ® Windows 10 T/34 X # &% Microsoft 365 E5 77> kM H Y ET,

Windows 10 7/3f A DK EXIRFEAIR (ASR) L—ILZEEIL TS E LET,

ASR IL—ILZEEE— FTHEM L Log Analytics 7—9 AR—RXCEET—4ZINELFT,


https://www.jpnshiken.com/q/68799-6423232/

TINAREDT IO TAETAIZ—TBHASRIL—ILEZRDIFTEDLENHYET,

Kusto VTUEEDESICHTIHRENHY ETHMEET ST EERETENGEA T3 VEBRLTLEEL,
FELCERTHEUICT RS Y FOEELHY FT,

v

Alertinfo
DeviceEvents
D‘euic_e!r}fp,__ seafl

W | ActidoriPype startswith ‘ASR
lookup \“
project A
render

where
1E fiz:

R
7 IVIICIrOsO

Alertinfo

DeviceEvents

Devicelnfo

.
]

| W ActionType startswith ‘ASR/

lookup
project
render
where |
Explanation:

Alertinfo

DeviceEvents
Devicelnfo

| rm:,,,,;._! ,.ﬁCtiﬂﬂTYPE startswith ‘ASR'
looKup' “ =1 _\:

project  \V
render

where

Reference:

https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/demystifying-attack-surface-reduction-rules-part-3/ba-p/1360968
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FCOBRIE . RLCY T A ERT—ENBERO—TYT, COV)—XDEEMICIE BESN-BEZERTETIAREEOHLIHMEDBRENEENTVET, —BOERtE Y MIFEHDOE L WVERREASEN
HBELRHYETH MOER LY FMIIXELWMRRENLZWVEELNHY ET,

DV AaVOERICEETSE TOERICRSAZEIEITEEFRHA,  ZDEH CNODEBERIILE 2 —BEREICIERTINEFLA,

Y RIT—=2I1Z1FA > T L = XD Active Directory KA A4 UDBEFENTULNET, KA A 121, Windows Server 2019 2T D KA A AV FA—5—AREENTWNET, T4 LR MERAS VDBERELARILIE
Windows Server 2012 R2 T9,

K44 2IZ(E, Windows 10 2%E179 5 100 D Ea—%4—¢&  Windows Server 2012 R2 #1795 Serverl EWSZHID A /N — H—N—DNEFhTULET,

Serverl #EALT KA VEEEL Windows 10 ' )L—F R O—REEZERT HFETT,

Serverl [ZH)L—T K1) o—EBa>Y—)L (GPMC) %4 X b—J)LLET,

Server1 T Windows Update for Business D ¥ JL— 7 R O—REZHERT I2LENHY FT,

fRREK: 74 LR FO#EEL N JL%E Windows Server 2016 25| & LIFET , JIL—T KR O—BERATTL—FZ# Windows 10 AV E2a—42—D 6T RTORAS> a2 FA—5—0 Netlogon £FIZOE—LFE
7,

NIFEEZERL TLETHA?

A [Ty

B. LMVZ

EfE: (EfRERRLET)
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Microsoft 365 E5 TRV 1) T 30 &HEHTT,

TIL—TDEFMFITRY S—%EBRT IBLENHY FT,

EDR—FINEFERTEILELAHY FTHIEL RII—FEDEZRATOITIL—TISERAINAFTIN?EAET SIZE AEFEETEYGA T a v EBIRLTLES LY,
FEELGERT BECITTRASA Y FOMIELHY T,

Answer Area

rosoft @658edmin centel

The Micro-ort 305 admin center

Group types: | The MicrosOf 365 Defender portal
Theglithesoft Entra admin center
Ifie Microsoft Purview compliance portal

o

Group typegiiSecurity only bl
| Microsoft 365 only
Security and mail-enabled security only
Microsoft 365 and distnbution only
Microsoft 365, mail-enabled security, and distribution only
Security, Microsoft 365, mail-enabled secunty, and distribution

HE fiZ:
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Fek The Microsoft 365 ad
} The Microsoft 3&‘ aﬂ 1N center
Group types: | The Microsoff 65§5 Défender portal
The M sogt "Eftra admin center

&of‘t Purview cmmm portal o

e ————————— — ———————— —————— —————————

\Vi - -

% ¥ | Microsoft 365 only
] Security only
Security and mail-enabled security only
Microsoft 365 and distnbution only
Microsoft 365, mail-enabled securnty, and distribution only
Security, Microsoft 365, mail-enabled security, and distribution

Explanation:

'Microsoft

Portal: TheMicresoft 365 admin centet v

Group.types:, Security only
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FCOBERIE BALYF VA ERT—EOBRO—EHTT, COV)—XDRERICIE BESN-MEZH =T AEEOH I HMEBOBRRNSENTVET, —BOBMEY MIIFEHDOELWVERENEENDIG
EBABHYFIN OBt Y FMIIFELWERENZWNGELAHY £9,

CDEIVLaVOEBEMICEZET L TOERICRSDZEIETEFRHA, TDEH, CNODEMIELE 2 —ERAICIERTEINEEA,

Microsoft 365 E5 TR 4Y 1) T 3 v%EHTT,

SecAdmin1 EWSARIDFHLWWEF 1) T EBEDTHOY M EERLET,

SecAdmin1 A% Microsoft Defender for Office 365 ME&E & Microsoft Teams_ SharePoint DR O — % BB TE L L2 HRT HILENDH Y £9, £ L TOneDrive,
fi# ;R 5K Microsoft 365 B+t >4 —hH 5 SecAdmin1 [Z SharePoint EEEO—)LZEY X TET,

CNIFEEZERLTHETHN?

A. LMIVZ

B. &Ly

IEf: (EfgZRTLZEY)
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Microsoft 365 E5S TR 49 1) T 3 V& HEEHLTY,
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ROBEEHIORFINILEERLEFT,

X REHEIETETT

*REHRORMBAIET A TLDERBTY

FRNILKDEICERSN-RE, SRNILDNEIBRENGVESICTIBLENHYET RESANILORETAZERT ILENHY FITH?
A 74 TLEXRAIZRELEYT

B. 74 TLZMEERHFEELTY—I LFET

C.IER#La—F&LTY—YLET

D. 1—H—HHBIRLTH7A TLERBELET

Ef:C(AAVFERKT D)
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Microsoft 365 E5 4 JX 4 1) T 3 UhidH Y . FDHIZIX Microsoft Defender for Endpoint IZ4 > iR— KEhf=-T/34 AR EEN TULVE T, Microsoft Defender for Cloud Apps % Defender for Endpoint E#i& LE T, 8
Z30 BEICHRIV S FERASNZISOR 7TV ES—EREBETIBENHYET AEZTNIELLTL £ 55,

A. Cloud Discovery T5 €974 7 LiR— b E&ERKT S

B.AREF1UTABELR—FEERT S

C.EBAHM75— FEBMEERLET,

D. Cloud Discovery A F+v < aw b LiR— b EERLET,

IEfE: (EfZ R LFET)
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BERDODA VT LT ARy FT—4(21&, Active Directory K £ A > & Microsoft Endpoint Configuration Managertt 4 kW& ENTWVET,

HEHIL . Microsoft Intune % {# A9 HMicrosoft 365 E5H TR 4 1) T a v x CHAGRTT,

Microsoft Entra Connect SyncZ R L CTaA—HY—#4 Ty &S IL—TF T x5 b+ %Azure Directory(Microsoft Entra ID)ICEIH#I L ET A /AR T— KNy L2 DORIBITEDIZHE>TVET,
HE-EHERBEZEATSTFETY,

HEIEEEYR— F9 BIZ1E, Microsoft Entra Connect Syncé KA A V%R ETHILENHY FT,

E3TNELNVTEIN?EETDHICIE, EAEFETEUGERKREZZBATCZE,

FEEfE LIRS EAMESNET,

Answer Arca

'

F
x
z
A

Lonfgure !

Erabile device W

b AZure AD joir

ik

Enable password hash E,I'.'n"bflﬂz-.“.'l-:-"'

0 d na 2 » & i
Add an alternatiee UPN sufli

HETES 3 S&rCe ConnecTion poant
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Answer Arca

o conhgure Azure AD Connecl

Configure hybnd Azure AD join
Friahle dewice writehark

Enable password hash synchronization. |

To confiqure the domain
| I Py ) Add gn alternatrye UPN suffix. |
IVIICTOSO1 | Register a senvice connection point
Register a service pnncipal name (SPN)

Explanation:

TS conhguid Abure AL Corfect Friable pasoword hash oyncisromnarator
¥

o configure the domamt | Al an allermatse LU

B 223

&1 f=[EMicrosoft 365MH TRY 1)y T a3 vEHHLTY,

HET=1FApp1 EAPP2E WS BRID2DD T F) &r— 3 > #Microsoft Entra IDIZE & LF 9,

ApplICH#E T 21— —ICEZERFBIEMFA)VZLEE T HILENHY FI  MFAIXAPPI DA THETY, EF3TNIELNNTTM?
A. Microsoft Entra Bt > 2 —hb FHEMHGET7IVEX R O—FERLET,

B. Microsoft 365 Bt o2 —MbH ETLRIIREFZERLET,

C. Microsoft Entra €t V23 —NDI U3 —TFSA X 7T r—ay JLb— Ko aA—H—%EZ2EBRLET,

D. 2ERFBPIAND H—ERBRELEERLET,

Ef#E: (EfEZRTLET)

Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and define policies that react to sign in events and request
additional actions before a user is granted access to an application or service.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication

B[ 224
F SOV VaVIZR RALYFIA LEBICET S 1 2ULOEMEY FAEFEATOWET , FEMICE, BEICHT 2MBOBRENMRETENTVET BREN EESNE-BEZHE L TLANE S M EHIET
PRENHYET,

Yy FADOEHDY ) 12— 3 VHBEERRTEIAREI DY ET T, Yy FADED Y )2 —2a VL EZMRTELRVAREEEHY FT,
DI aAaVOERICEEZELE-EZE RAZEEITEFLA, ZDEH CNLOERELE a—ERICRRTINEFEA,

Microsoft 365 E5 4T R4 1) 3 3 A% Y  Microsoft Defender for Office 365 Z#{#A L TLVET,

AL T4 NIz T7HhoRETEEDIC NS UVAODBRNER—RASAVRETOT7AIILEZERATIERBR) O—2FRETIHENHYET,
RRE BERETVEy b X2 )Ta RYS—FHERLET,

CNIFBEEZH-LTHETHA?

A [Ty
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B. LM%
TR (EREHETLET)

BR: 225

&7 f=[Microsoft 365 ESMH TRH ) T aveEBEHTY,

UTOEHEFB-TICIE FHEFET IR RO —ZERTIRLENHYFET,

#HARY FI—08 YA VA 0T 51— 2ELERBIMMFAZFERT ILELNHYET,

A—Y—([F ERLIETNNA Ao A UM VT HEEIZRY #HRARY FT—I90DSYAS A U TEIDELH D,
RKEBLUAFTFENDODATA VI T RTOI—HF—IIHLTTAY I EInLGITnEEoi,
HAREARTFADI—F—DHH AndroidE5 K LIOST /NS ROEAN LY A VA U TEHEVNKSIZTTAV I TEILELHY FT,
MBI —HF—D#HH, Appl& L5 LHETDMicrosoft Entra IDT A —TF 54 X7 T =23 UICH A oA U TEDESITTIRENHYFET, TOMDTRTOI—F—IL ApplITH A VA4 O TELRNEK ST
PENHYFET,

ERITREEFHHFEZET IV ER R O—ORNEINLDTEM?

A.3

B. 4

C.5

D.6

E.7

F.8

Eff:B(aA U FEHEEKT D)

* Only users in the finance department must be able to sign in to an Microsoft Entra ID enterprise application named App1. All other users must be blocked from signing in to App1.
One Policy.

* Only users in the R & D department must be blocked from signing in from both Android and iOS devices.

One Policy.

* Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

One policy

* All users must be blocked from signing in from outside the United States and Canada.

Only users in the R & D department must be blocked from signing in from both Android One Policy Reference:
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access
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500 & ® Windows 10 7/31 X & Windows 10 A7 54 7 X R1) —% &L Microsoft 365 E5 TF > kB Y FT,
Y—FNR—TFT A DVAILARERY ) 2a—>a ETNARIZBRALET,

TINA ANEIE LTI —I SNTWB I EZHRTILELADY T,

AVTSATUVRRYO—TERTEHILELHD 3 DNXRFEIEENTTAIEEZT ZICIE, AEEHTHEYLREELRIRLET,
FEELGERT BEVITTIRASA Y FOMIELDHY T,
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Answer Area

Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data storage on device

Device Security
Firewall

Trusted Platform Module (TPM) &

Antivirus 1 Mot -:;r_|r':."|- ured

MI'I_SFWEFE .:H_h‘_“ _' Mot confiqured
Defender”™ . .
Microsoft Defender Antimalware
‘Microsoft Defender Antimalware minimum Not configured
Version

Microsoft Defender Antimalware security
intelligence up-do-date

Real-time protection

Answer Area

Windows 10 compliance policy
Windows 10 and later

Device Security
Firewall
Trusted Platform Module (TPM)

Ij-
(==

~ Defender P N
Microsoft Defender Antimalware Not configured

Microsoft Defender Antimalware minimum Not configured
version b :

Micmﬂﬁ?ﬂeﬁn&ér Antimalware security Not configured

Not configured

Explanation:



Windows 10 compliance policy
Windows 10 and later

_Encryption
Encryption of data storage on device

Device Security | 0 : e
Firewall Requi & ot configured

Trusted Platform Module (TPM)
m . m s - I T e —_—
Antspyware  © 4 \"  Requre |

- DEfendEr — - i : R = . - . - -
' Microsoft Defender Antima Not configured

uersigr! !

Not configured

Microsoft Defender A ¥
intelligence up-do-date

'Real-time protection = S Oﬁ:tcnnﬂgured

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows

A 7EMS-102J SR [LJPNTest.comiZ2it S h MS-102JRERICEKRT A 2 LITRICITI B ET ! JPNTest.com(T S R HMS-102J:8ERIRELE #1264t L £ J . JPNTest.com MS-102JRERFIEE T SEHShE L=,
CZTCMS102JBBENDTA CI VS VEFIZANE T, BFRD 7 & £ X _ https://www.jpntest.com/shiken/MS-102J-mondaishu 5988 3 0%7 « A Ao > k#5374 EI51a— K: JPNshiken|

B 227
RORIZRT T/NL REEL Microsoft 365 E5 T+ B Y ET,
Name Platform
Devicel MacO5
Crevices Windows 10 Pro
Deviced Windows 10 Enterprise
Deviced Ubuntu 1804 LTS

WENRMEEHIR (ASR) L—ILERET DFETT, EOT/NA AN ASRIIL—ILEHYR—FLETH?

AATNAZR1 TNNAR2. BELVT/INA R IDH
B. T/\ M X3 DH


https://www.jpntest.com/shiken/MS-102J-mondaishu

C.TNAR2ETNAAIDH

D. TINAR1N TNAR2 TNARBEIUVT/INIR 4

EfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?
view=0365-worldwide#requirements
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Microsoft 365 47X 49 1) T a & HEFEHLTY,

Microsoft Exchange Online 4—E XADE@NHEE L1158 BAADEFA—IL 7 FLRICEMZZITMA2VELAHY EFT , ESTNIEKNNTL &£ 557
A. Exchange BBt V2 —M oEREFERLET,

B. Microsoft 365 Bt 42 —h b HAEREDFRAZEHRLET,

C. Microsoft Outlook 7 S A 7V khBbZI{ERM LA IL—ILEEBRLET,

D. Microsoft 365 Bt V2 —hib H—EREEMHEREEZHNDRAEIIALAALET,

EfE: (EfERRLET)

B 229

HET-DRAIZIE I DDOERHEE 1 DOXHAAHY FT , XHEHARDF-DICEREIALTNET,

[E£L(&, Microsoft 365 77+ > +FZ2R&EL  SERDIAZRHFAT S FETYT,

TSU0F XA T4 RDA—F—ICH L TOHAZERZBIANERSIND L S(2F BHIZIE, Microsoft 365 V1) 2a— 3 VEHBT IHENHY FT,
HEZIZIMEEHEIRETLLIN?

A. Microsoft Entra &4t &7 0 X

B. Microsoft Intune /3 X TO 774U

C. Microsoft Intune T/NA R AV TSA TR KR —

D. Microsoft Entra /XX 7 — F{R&

IFfg: (EffZRTLET)

B 230
ROFRIZRT & 512, Microsoft Intune IZEEF I NIz 5 EDT /31 R EEL Microsoft 365 E5 T+ hAHY FT,
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Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10 S
Deviced 10S 12
Deviced I0S 14

FTRTDT/NARIZApp1 EVSIBRIDT TUDA VA R—ILENTWVET,

A—H—MNApp! Do T—2Z2E—LTHODT TVIZEEYRITEZ LEEZHCRELAHY ET,

Microsoft Endpoint Manager TR T 2 ERH DR O—IFENTTHh, T DELRR) O—OR/NMHIFWDOTTH EETSHICIE AEEEHTEYLGA T avEEIRLTLESY,
FEELWMLMEBIRCEICTIRA Y P EShET,

Policy to create in Microsoft Endpoint VI i Cros @H; v

Manager. An app configuration policy
An app protection policy
A conditional access policy
A device compliance policy
Minimum number of required policies. | v

WM =

1E fiz:



Policy to create in Microsoft Endpoint v

s [An app configuration policy
An app protection policy |
A conditional access policy
A device compliance policy
Minimum number of required policies: |r v

-

0 W M=

Microsoft

Explanation:

Policy to create in Microsoft Endpoint |

Manager: An app.configuration policy
An app protection policy

A conditional access policy
A device compliance policy

hﬂin \ber. quired policies: B 4
\jlagerYeja;

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy
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Microsoft 365 E5 TRV 1) T 3 %EHTT,

ROEBHZFiET-9 & 512 Microsoft 365 DEFHRELXERT IDLENHY T,

*A—H—1 LN —N1BICIOHUZEBADIEFA—IN AvE—CFFEETETLVLSICHELET,

*TFANNY D AICEDVTHED I 7MILOBREZEKLELET,

Microsoft Defender for Office 365 THEMT 2NENH D 2 DDBEAR) O—IFENTTHM? BET HICIE REEHETEULGEBRA) O—%FRLET,
FEELVDERIEICTIRA Y M ESIETS,



. |

Mlcrosoft

l:) Anti-phishing Protect uvers from phushing attacks. and configure safety TIPS On SUSPICIOUS Messages
e Anti-spam Srotect your organzation s email from spam. including what actions to take f 5pam i detected
& Anti-malware Protect your organzation's email from maiware inciuding what actions to take and tidy if malware 15 detected
i Safe Attachments Protect yout organaation from malioous content in ¢mail mmnu 1 OneDrrvt, and Teams
@  SafeLinks Protect your users from opening and shanng uquwcr*ﬁum
Tenant Allow/Block Lists - ‘ D

Email authentication

Settngs for Authenticated Receved Chamm (ARC) and DM wn your orgamzation

Qg, DKIM Add Domamkeys identfied Mal (DIOM) signatures 10 your domans 50 recipsents know that emad messages actually came from your users
e: Advanced delivery Manage cvernces for special system use cases

N4  Enhanced filtering Configure Exchange Onkine Protection (E0P) Scanning o work cormectly when your Somain's MX 1ecord doesnt route email to £0P firss
JE Quarantine policies Apply custom rules to quatantined messages by using default guaranting polioes or Creating your own

1EfiE:



FIWET MEd

Policies

Rules
Tenant Allow/Block Lists ragifs g o Ck BT

Email authentication settiogs Tl

Advanced delivery
Enhanced filtering

Quaranting policies ADE 1om futes 10 Gudtanhingd e 4 Tl F B g B Il RS i B BE

Explanation:

Limit a user named User 1 from sending more than 30 email messages per day: Anti-spam policy The anti-spam policy in Microsoft Defender for Office 365 allows you to configure outbound spam settings, including
limiting the number of email messages a user can send per day. This helps prevent spam and potential email abuse within the organization.

Prevent the delivery of a specific file based on the file hash: Safe Attachments policy The Safe Attachments policy in Microsoft Defender for Office 365 can be configured to block or quarantine emails with attachments
that match specific file hashes. This ensures that potentially malicious files are not delivered to users' inboxes.

B 232
Device1 & LS & RIM Windows 10 T/3f R &  RDFRIZRT Microsoft TV FiRA > b Ifx—T v — R —% &L Microsoft 365 7F+ > kAHY ET,
Block execution of potentially
obfuscated scripts (js/vbsips)
Policy1 Attack surface reduction | Audit mode

Name Type

(ASR)
[ Policy2 | Microsoft Defender ATP | Disable
Baseline
Policyd | Device configuration Not configured
profile

1) & —I&% Devicel IZEIY ¥ TOHNFET,
Devicel IZIZEDRY O—EEEMNBHINE T H?



. Policy2M £% & M &
CEREGL

. Policy1 ME&E D #H

. Policy3 ME&E D &
EfE: (ERERRLET)

OO0 w >

HRY: 233
BEHE UTORIZSRITI—H—%ZEL _ Microsoft 365 D/ T1) v FEREEZ CHAICHE>TWVET,
Name \/11 FSource £+ Last signin |
User1 Azure AD Yesterday
User2 | Active Directory Domain Services | Two days ago
(AD DS)
User3 | Active Directory Domain Services | Never
(AD DS)

Microsoft Entra Connect SynclZ(d L TDHREAH Y £9°,

NZADT—FnNy o[ : B3

INARIV—FREE : B

> T L 3 ADActive Directory & 32—y FEIDEGEAKDHON =B A2 Microsoft Entra IDZFH L TR TES1—F—2BTETILENHYET,
EDLI—H—ZRHEIRETLLIN?

A 77 L

B. AR 1EDH

C.1—¥—1,a—H—-20#

D.1—¥—1 1—4%¥—2 LU1—H—-3

IEfE: (EfEERTLET)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn™

B 234
Usert EWVWSBRIDI—H—& RORITTTEEEZSD Microsoft 365 E5 TR U ) T avhidHyEd,
Name | Role
Admin? Esxchange Admimstraior

Nalaalla L i i P e — =
M. ! Secunty Admunistrator

Admind | User Administratos

A—H—1h5  FEIFIZ1,000BDA—ILEEELE TAUEDA—LEENTOV I ENFEVSISBENHYELE UTOREZHERTILENHYET,
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Answer Ared

Agdmurstratorns ! i |’

Conhgure: | Admin2 only
Adminl and Arming oaly. : : |
Admind Admin3 only

Adminl, Admin2. and Admin3

C-Y i H ] F_lhl': hlm_‘;
Anli-makyvare
Advanced deliverny

Enhanced filtenng

IE f7:
i 1: |
Anti-riahware
(fdvanced delivery

Enhanced filtering
Explanation:
Answer Area

Administratorss | AdminZ only -
Configure: | Anti-spam b

B[ME: 235

v RD—=DI121EF > T L 2 XD Active Directory KA A > H—EX (ADDS) KAAL UHAEENTVET,
RAADEREIL /AR T— KRy aREANERIZHE > TLVSMicrosoft EntraTF+ > EOBH YU ET , 72 M RORIZRKTAI—H—DNEETNTUVET,

Name Source loca“ Authentication method
User1 On-premises Password hash
User2 On-premises Password hash
User3 On-premises Password hash
Userd On-premises FPassword hash
User5 Cloud Cloud-only

Userb Cloud Cloud-only

FTRTOHI—H—hHMicrosoft 365 R—Z ILEFRA L T/NNRT—REZEBRTELLIICTHILELAHYET V) a—2avEaXR MERMRICNZAZVERAHY £,
WE 73 Microsoft Entra ID Free 54 £ X & Microsoft Entra ID P1 54 £ XAD®R/NMRIEWNL DT M? BIZF TSI, BEEE TEUGA T a vEFERLTLEZSL
FEEELWLBIRSCEICTIRA Y FAMEShET,



Microsoft Entra ID Free: 1_—{:-1
i '

a
2
4
5
(7
&
8
MicresdthBritra 1D P1: s
4"\ o 0
L |
b,
o
4
5
b
g
1E fiz:
Microsoft Entra ID Free:
(2_ |

4

6

£

Microsoeft Entra 1D P1: ol

Explanation:
From the table in the question:

User1-User4 are On-premises (synced) with Password hash authentication.
User5-User6 are Cloud users (cloud-only).



Microsoft's licensing guidance for Self-Service Password Reset (SSPR) scenarios (which includes password change) states:

Cloud-only user password change (user knows their password and wants to change it) is available in Microsoft Entra ID Free.

Exact extract: "Cloud-only user password change ... Microsoft Entra ID Free" Hybrid user password change or reset with on-prem writeback (synced from on-prem using Entra Connect and writing the password back)
requires Microsoft Entra ID P1 or P2 (or Microsoft 365 Business Premium).

Exact extract: "Hybrid user password change or reset with on-prem writeback ... Microsoft Entra ID P1 or P2" Because User1-User4 are synced (hybrid) users and must change passwords using a Microsoft 365 portal
and keep passwords consistent with on-premises AD DS, they require password writeback, which requires P1 for those users.

Because User5-User6 are cloud-only users, they can change passwords with Entra ID Free.

Minimum licenses (cost-optimized)

Microsoft Entra ID P1 licenses: 4 (User1-User4)

Microsoft Entra ID Free licenses: 2 (User5-User6)

HIE: 236
tXa)T4EEF2TADBAVTSATUVREBEL VA —TRE BICRTIEIICIVTUY TVRAR—bEERLETS, (BRIZ2TEIIVYILET,)



SharePoint Content Export

4  Restart report = Download report ’ | B Delete
Status:
The export has compieted. You can start downloading the
results.

Items included from the search: n
All items, excluding ones that have unrecognized format, are &
encrypted, or weren't indexed for other reasons. e

Exchange content format: N
One PST file for each mailbox. 3

De-duplication for Exchange content: _
Not enabied.

SharePoint document versions: |
Included

Export files in a :nmprgs.'._?dﬁf(_z'ibped} folder:
Yes g 3

The export data was pupnred within region:
Default region .

Close

Ferdback

EAHHE SBNShETH?
A.10MB D XLSX 774 )L
B. SMBOMP37 71 )L
C.5KBMD RTF 7274 )L
D.80OMBPPTX 774 JL
EfR: (ERERTLET)
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Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don ' t contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint don ' t perform full-text indexing on these types of files.
These types of files are considered to be unsupported file types.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?

view=0365-worldwide

https://docs.microsoft.com/en-us/office 365/securitycompliance/export-a-content-search-report

Eﬁ:ﬁ: 237
RORIZERTI—HF—%ET Microsoft 365 HTRXH ) T avhhlyFET,
Name | Microsoft 365 admin | Microsoft Exchange Online |
role admin role |
User1 | Global Administrator Nong
[User2 | Exchange Administrator | Nome N
User3 | Service Support _: None
Admimistrator
| Userd | None | Orgamzatich epegement |

Exchange Online é’—ﬁﬁﬁ_bf DNS FAAS VDEFA—INEEEBTSHFETT,

EHEIEIDNS KA VEY TR YT avicEBmMLET,

DNS FAAS VDRT—ARRIE ey b Py THRETLTWEREAITT,

EDA—HF—MNDNS AL DY b7y TERTTEINEHBANT IBHENHYET, V) a—2aoTR RMIHEDRANZFERTILELAHY FT,
EDA—F—ZHBET ILELHY FTITH?

A 1—%—4
B. 1—H—2
C. 1—H—1
D. 1—%—3

IEf: (EfgZRTLET)

B [: 238

Microsoft 365 47XV 1) T a & HEFHLTY,

[N A —DEREI TV avEFERTHIESICER SN T—218KG1E (DLP) R O —Z KT 2 ELAHY FT,
R O—ILEDBRICERTEETMN?

A. SharePoint 41

B. A —I/LEXRHT D

C.OneDrive 7hH Y k

D. F—LDFv¥vy hEFYRIL AytE—

Eff:B(2AY FEHKT D)
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Microsoft Defender for Endpoint Z{EBE L £ 3,
RDFEIZRF Microsoft Defender for Endpoint T/84 X FIL—Thdhp Y 9,


https://www.jpnshiken.com/q/68799-6423254/
https://www.jpnshiken.com/q/68799-6423255/

Name Rarsk A _Olgwbery
Growp 1 Operating wyitem in Windows 10
Group? 2 Name Bnos with London
| Growp3 3 OHerating systern an Windows Server 2016 |
Ungrouped Last | Woe oppiicoble
machines (el nln: 2. ro

RORIZERT K S5(2, a2 E 1—4%—% Microsoft Defender for Endpoint IZ4 > R— K§ B5FETT,

o R p—

Group)
Group3
Ungrouped machmes

Server 1-London: —
Group

Groupd
Group3
Ungrowuped machanes
IEfiZ:
Answer Area ! :
= Microsof e m—
— {Goupl
Group2
Group3
Ungrouped machines
Server1-London: _
Group |
lGroup2 !
Ungrouped machines
Explanation:
Answer Area
Computeri-London:  Group! -
Serveri-london;  Group? -
Eﬁ:ﬁ: 240
RORIZKRITI—H—%EL Microsoft 365 E5 T+ FHAHY ET,
Name Member of
Usert UserGroup1
User2 UserGroup?
User3 UserGroup3

THYMIF RORISRT TS ANEENFET,



Name Owner | Installed apps Platform Microsoft Intune
Devicel Useri None Windows 10 | Enrolled
Device2 User2 App2 Android Mot enrolled
Device3 User3 Mone 105 Mot enrolled
RORIZRT T TIULHY ET,

Name Type
App1 105 store app
App2 Android store app
App3 Microsoft store app

Microsoft Endpoint Manager 2R L T2 —5—O7 7 # BB I S5FETT,
ROEXIZDOWT ELWMESIE RV ZEBRLTLCESWD, F53THWGAEIE DWE I EERL TS,
FE ELWLBIRSEICTI RS Y T EShET,

Statements No

App1 can be assigned as a required install for User3. O ®)

App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O O

App3 can be installed automatically for UserGroup1. ' M I AOS Qf@

Mpierossoft e e

App1 can be assigned as a required install for User3. O 10!
App2 can be uninstalled from Device2 by .using Microsoft Endpoint Manager. O 'O
App3 can be installed automatically for UserGroup1. Tol 0

Explanation:



Statements Yes No

App1 can be assigned as a required install for User3. O el
App2 can be uninstalied from DeviceZ by using Microsoft Endpoint Manager. O O
App3 can be installed automatically for UserGroup1. O O
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy
https://docs.microsoft.com/en-us/mem/intune/apps/apps-windows-10-app-deploy
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Hirt=1F Usert & VS BRID 1—HF—Z ST Microsoft 365 E5H TR Y ) T avEmMALTLET,

A—H—1E FASNTVSTIADA—ILEEBDOT I+ MIRZEATEY  HIRMEI VT4 T4 VR MIEREIATHET,
FIRXMERTI VT4 T4 )R MM oUser ZHIRT SRENHY FT,

fAlZEIRETLLEIMN?

A. Exchange €t >4 —

B. Microsoft Purview 3> 754 7R R—4 )L

C. Microsoft 365 EEt >4 —

D. Microsoft Defender XDR 7R— 4 JL

E. Microsoft Login EI 2t > 2 —

Eff:D (AU RERKT D)

Admins can remove user accounts from the Restricted entities page in the Microsoft Defender XDR portal or in Exchange Online PowerShell.
Remove a user from the Restricted entities page in the Microsoft Defender XDR portal In the Microsoft Defender XDR portal at https://security.microsoft.com, go to Email & collaboration > Review > Restricted entities. Or,
to go directly to the Restricted entities page, use https://security.microsoft.

com/restrictedentities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-users-portal-after-spam
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AIZESRETLLIMN EETAICE BZEIY 7 TEUGA T avEBIRLTLESL,
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Answer Area

Teams daily active users:

E Microsoft Sedure Score
| Adoptign Score
Setvice health

Usage reports

Recent Microsoft setviceissues:

Microsoft Secure Score
Adoption Score
Service health

== Micrivsafepons

EfiE:
Answer Areca

Teams daily active users: v

Microsoft Securé Score
| Adoption Score

Service hiéalth ' *

S

V{Usage reports |

Recent Microsoft service issues: A

Microsoft Secure Score

Adoption Score

| IR Service health |
o Microsoft e

Explanation:




Answer Area

Teams daily active users v
Microsaft Secure Score
Adopuon Score
Service health
| Usage reports

Recent Microsoft servicelissues: v
Microsoft Secure Score
Adoption Score
| Service health
Usage reports

Box 1: Usage reports

The daily active users in Microsoft Teams

Microsoft 365 Reports in the admin center - Microsoft Teams usage activity The brand-new Teams usage report gives you an overview of the usage activity in Teams, including the number of active users, channels and
messages so you can quickly see how many users across your organization are using Teams to communicate and collaborate. It also includes other Teams specific activities, such as the number of active guests,
meetings, and messages.

Box 2: Service Health

Recent Microsoft service issues

You can view the health of your Microsoft services, including Office on the web, Yammer, Microsoft Dynamics CRM, and mobile device management cloud services, on the Service health page in the Microsoft

365 admin center. If you are experiencing problems with a cloud service, you can check the service health to determine whether this is a known issue with a resolution in progress before you call support or spend time
troubleshooting.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/microsoft-teams-usage-activity

https://learn.microsoft.com/en-us/microsoft-365/enterprise/view-service-health
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Microsoft 365 E5 TR 49 1) T 3 V& HEEHLTY,

Mailbox1 EWS BARIDA—ILRY IR EFRALT BEDHIBEFA—IN AVvE—CERHITHFETT,
RDEHZEET-9 & 5 (2 Microsoft Defender for Office 365 2RI 2 HENHY T,

*BZIEA—JLH Mailbox1 TIAILA) VT ENTWENWI EFHREL TS,
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Answer Area
Policies

: , Anti-phishing

% Anti-spam

-
&

.
1 A Anti-malware

Safe Attachments

o

(o~ Safe Links

Rules

3>

Tenant Allow/Block Lists
Email authentication settings

DKIM

= Advanced delivery

Enhanced filtering

» Quarantine policies
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Answer Area
Policies Rules
AR = g o = AR S |
'+ ) Anti-phishing | () TenantAllow/Block Lists
| : 4
% Anti-spam C\ “Email authentication settings
{ A Anti-malware & DKIM
R . %, §. i | =
Il Safe Attachments | - Advanced delivery
L _.-i.. ______ R e |
(o Safe Links 4 Enhanced filtering
~J54- Quarantine policies

Explanation:

Safe Attachments policy: This policy allows you to specify how to handle email attachments that might contain malware. You can create a custom policy for Mailbox1 and set the action to Do not scan attachments.
This will ensure that incoming email is not filtered for Mailbox1. You can also enable the Redirect attachment option to send a copy of the original attachment to another mailbox for analysis1.

Anti-phishing policy: This policy helps you protect your organization from impersonation and spoofing attacks. You can create a default policy for all other mailboxes in the subscription and enable the following features:
Impersonation protection, Spoof intelligence, and Domain authentication. These features will help you detect and block emails that try to impersonate your users, domains, or trusted senders2.
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Microsoft 365 #EA LE T,
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&7 f=[EMicrosoft 365 ESMH TR U ) T a v BHEBTY,
WEDE—TVIDHREE X470V T bHHRT LIBRELLBRTIDLENHY FT,
fAIZESIRETLLIN?

A. Microsoft Secure Score
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contoso.com & L3 & RETD Microsoft Entra 73+ > kW HY RORICET LIITTFY FET I EADPEREINATUVET,

Direction Type Applies to Status

Inbound B2B collaboration External users and groups | All allowed
Inbound B2E collaboration Applications All allowed
Inbound B2B direct connect | External users and-groups | All blocked
Inhoundi ; A .B2B diregticonnect + WApplidations All blocked
Imbound’ ' | Trust séttings Nof applicable Disabled
Outbound | B2B cellaboration Users and groups All allowed
Outbound | B2B collaboration External applications All allowed
Qutbound | B2B direct connect | Users and groups All allowed
Outbound | B2B direct connect | External aoplications All allowed

&%t IEXFabrikam & Adatum Corporation& LY 52 DMD/\— b F—H#EEEA H Y £ 9, Fabrikam(EMicrosoft & 12¥E L TULVET,
fabrikam.com & ULVNS &EID 365 KA A UAHY T3, T—4 LlE adatum.com & LS5 ZEID Microsoft 365 KA A V& ->TWET,
fabrikam.com O T+ > FEI7 IV RIEZ UTORIZCREFT ESIZHRELET,
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Direction Type Applies to Status
Inbound B2B collaboration External users and groups | All blocked
Inbound B2B collaboration Applications All blocked
Inbound B2B direct connect | External users and groups | All allowed
Inbcund B2B direct connect | Applications All allowed
Inbound Trust settings Not applicable Disabled
Outbound | B2B collaboration Users and groups All blocked
Outbound | B2B collaboration External applications All blocked
Qutbound digect connect rs and groups All blocked
Outbound Mrnai applications All blocked

UTORERIZTDODVT ELWMERIE KL ZRBIRLTLKESWD, £S5 THWMMESE DOV ZERL TSN,

Statements

A user in contoso.com can send a3 guest invitation to a user that has an email address of
user1@fabrikam.com.

A user in contosc.com can send a guest invitation to a user that has an email address of
user1@adatum.com.

A user in contosc.com can accept a guest invitation from a user that has an email address of
user1@fabrikam.com.

smls

Mnl gnrg § Qf;\t:tat{on to a user that has an emailaddress of Q o)

userl @fabnkam com.

A user in contosc.com can send a guest invitation to a2 user that has an email address of o) O
user1@adatum.com.

A user in contoso.com can accept a guest invitation from a user that has an email address of Q 1O
user1@fabnkam.com.




Explanation:

Statement

Answer

A user in contoso.com can send a guest invitation to a user that has an email address of user1@fabrikam.com.

No

A user in contoso.com can send a guest invitation to a user that has an email address of user1@adatum.com.

Yes

A user in contoso.com can accept a guest invitation from a user that has an email address of user1@fabrikam.

com.

No

This question is testing B2B collaboration, not B2B direct connect. A guest invitation creates or uses a B2B collaboration guest relationship. Microsoft states that cross-tenant access settings determine both inbound
access by external users to your resources and outbound access by your users to external organizations.

Inbound access controls whether users from an external Microsoft Entra organization can access resources in your tenant, while outbound access controls whether your users can access resources in an external
organization. Microsoft also states that default cross-tenant access settings apply to all external organizations unless organization-specific settings exist.

For fabrikam.com, organization-specific settings override the default settings. Because Inbound B2B collaboration is All blocked, a Contoso user cannot invite a Fabrikam user as a guest into Contoso. Therefore, the first
statement is No. For adatum.com, no organization-specific blocking rule is shown, so the default tenant setting applies; B2B collaboration is enabled by default for external Microsoft Entra organizations, so the second
statement is Yes.

For the third statement, a Contoso user accepting an invitation from Fabrikam means the Contoso user is accessing Fabrikam as an external guest, which uses Outbound B2B collaboration from Contoso to Fabrikam.
Since outbound B2B collaboration for fabrikam.com is All blocked, the answer is No.
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RDL—HF—%EL Microsoft 365 E5 TR 2 YT avhpyET,

ZA A—F—1

UPN: user1@contoso.com

BF A—IL 7 KL R: usert@marketmg.contoso.com

MFA Z8AT—43 X: |

User1 A% usert@marketing.contoso.com MEFA—JL 7 FLAZFAL T Web £® Outlook [THA VA UL &S3ETBE I—F—FHA A OTEFEHA,
User1 A% usert@marketing.contoso.com Z{# A L T Web £® Outlook [TH A VA Vo TEBLEZHERTILELHY FT,

HE-FEZETEZREM?
A. MFA Z$%/R1) > —% Userl IZEIY 1 TET,
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B.Usert /AR —FZ#ty bLET,

C.Userl DREBEEFA—IL 7 RLRAZEBMLET,

D.User1 ® UPN #Z&E L3,

IEfE: (EfEZRRLET)

Microsoft's recommended best practices are to match UPN to primary SMTP address. This article addresses the small percentage of customers that cannot remediate UPN's to match.

Note: A UPN is an Internet-style login name for a user based on the Internet standard RFC 822. The UPN is shorter than a distinguished name and easier to remember. By convention, this should map to the user's
email name. The point of the UPN is to consolidate the email and logon namespaces so that the user only needs to remember a single name.

Configure the Microsoft Entra ID multifactor authentication registration policy Microsoft Entra ID (Microsoft Entra ID) Identity Protection helps you manage the roll-out of Microsoft Entra ID multifactor authentication (MFA)
registration by configuring a Conditional Access policy to require MFA registration no matter what modern authentication app you ' re signing in to.

Reference:

https://docs.microsoft.com/en-us/windows/win32/ad/naming-properties#userprincipalname

BM: 250
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A. Microsoft Entra Bt 42 —m 5 HRIIATAEEL ERBEREERLET,

B. Microsoft Entra Connect ™5 /SRR IL—BEEEZAMIZLET,

C. Microsoft Entra Connect M5 _/SAT— K Ny a1 R#ZEMIZLET,

D. Microsoft Entra B Bt 2 —M5 X2 ) T DEEEEZADICLET,
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Reference:

https://docs.microsoft.com/en-us/compliance/regulatory/gdpr-action-plan
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R % Microsoft 365 Bt 2 —h5 Userl AV TSATF7UR T—2EEHEO—ILEZE YN TET,
CNIZBEEZEEERLTOETH?

A. [FLy

B. L\ %

IEf: (EfEZRTLET)
Reference:

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security
/permissions-in-the-security-and-compliance-center.md
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A. DefaultFullAccessPolicy &R O—%ZEBLFET,
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You need to create a trusted location and a conditional access policy.
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A. Microsoft Defender for Cloud
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C. Azure Web Application Firewall

D. Microsoft Defender for Identity
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This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by www.contese.¢tm

Microsoft Defender SmartScreen
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This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by twitter.con

This Website Is Blocked By Your Organization

Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
Reference:

https://jadexstrategic.com/web-protection/
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Site1 & LY & i Microsoft SharePoint Online 4 k% &% Microsoft 365 E5H TRV ) T avhihply 9,
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Actions | Answer Area

Create a sensitivity label.

Create an auto-labeling policy.

Create a sensitive information type.

Wait 24 hours, and then turn on the poliey.

Publish the label.

Create a retention label.

Wait eight hours, and then turn on the policy.
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ACtTiONS Answer Area

e & -y
Create a sensitivity label. J, Create a sensitivity label.

— —— - — o= _— = = ——— — = — =

e e e e e e e e e s e e e e s e s S e O O

Wait eight hours, and then tufh on the policy.” = =

Explanation:

‘ Create a sensitivity label.

\ Publish the label.

| Create an auto—laﬁéiiqg—ipp_}{%ﬁ {1

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels ?view=0365-worldwide#what-label-policies-can-do
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365-worldwide
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Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios
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C.5

D. 10

IEfR: (EffzRnLET)

You are limited to five onmicrosoft.com domains in your Microsoft 365 environment, so make sure to check for spelling and to assess your need if you choose to create a new one.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq
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Name Member of
User1 Group1, Group2
User2 Group2, Group3
Usegd. . | Groupt, Group3

Microsoft T FRA > b YR —T v —[ZF RDOKRIZRT Office 7 T DRI S—FELHY T,
Name Priority | Applies to
Policy1 0 ¢ {Groupt
Policy2 ,J@fz'f“ Group?2

POlCY3,0"] 227 Wiic piaroup3
K S— Tl ROFISR T BENERASNET,

MName Cursor movement Clear cache on close
Faolicy1 Logical Disabled
Policy2 Mot configured Enabled
Policy3 pvisual - Enabled

RODBERAT—FAVMIDVWT EDRT— AU A true DIFEIL LWL ZBIRLFET, TN DFEEE, DR EEIRLET,
FELCERTSEUVICT RS Y FOEELHY FT,

Statements Yes No
User1 has their cache cleared on close. O O
User2 has Cursor movemient setto Visual. O ®)
User3 has Cursor movementdettovisndll O '®)

1E fiz:
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Statements

User1 has their cache cleared on close.

User2 has Cursor movement set to Visual

Us&‘shﬁﬁtﬁrﬂi‘g@ﬁn‘em set to Visual.
Explanation:
Statements Yes No
User1 has their cache cleared on close. O O
User2 has Cursor movement setto Visual. O o)
User3 has Cursor movement set tbr'iﬁsp@j c@soft [©

Reference:
https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service
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BPEHE UTORISRIAI—HF—ZEL Microsoft 365 E5 HTRH Y T avEaTHASATWET,

Role -
Global Administrator
Security Agrunistrator
Securily Operator
Security Reader
Application Administrator

=

Microsoft Defender for Endpoint #5=%& L E L 1=

Microsoft Defender XDR R—Z JLADT I R ZFIBET BIZ([F, O—ILR—XDT7 Y £ X #lfE) (RBAQ) #EMICT 2HELHY 9,

ED1—HY—HNRBACEZEMIZTZSH FHRBACAAMIZH o1& ED1—H—HMicrosoft Defender XDRIR—Z JLIZCTF UV A TEL SN BET AT RZEEHTEYLZA T a vEBIRLTLEEL,
o EfEEICIRA Y EAMESNET,



¥ and Admin2 only ,:_I

min1 anly
0 Adminl and Adming only

0 + Admin1, Admin2, and Admin5 only
Admini, Admind, Admin3, and AdminS only

Lisers that wall no access 1o the _
i Defender portat: |

N 0 Admind and Admin only
\Q Admin3, Admind, and Admin5 only
EfZ:

~=D M icrOSOft Users that can enable RBAC: || Adrman i and Admun2 only hd

Admun only

'rrmmﬁlm. ihd Rdfin5 only
admin, Admin2, Admin3, and Admin5 only
Usess thilwill nd Ionger have access 10 the
Microsoft 365 Defender portak | Admin3, Admind, and Admin5 only >
Admmn5 only
Admmn3 and Adming only

Admind and Admin$ nnIE

Explanation:

Users that can énable RBAC: Admini and Admin2 only -

3

Users that will no lapger have access 10 the
Microsofy365 Defender pontal  Admin3, Admind, and AdminS only b

M\ icrosoft
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AVISATUORBREEBLTICE EHMET IR R) O —2 BT IRENHY FT,

Exchange Online #9 5> K 77y & LTEMLET,

Policyl THERT 2WENHD 2 DDEBMBEIEENTTN?EET SHICIE AEFEHETEGA T3 vEBRLTLESL,
EELGERTBEVICTIRS Y FOEESHY FT,



0 O

D nfo

Coenfigure O
Mo

include Exclude }

Select the device state condition used to exclude
devices from palicy.

|: Device Hybrid Azure AD joined i ]

r | Device marked as compliant 6@

e —— — £ Sigr-in risk @
[Pa-hc_-,ﬂ | Not configured
A 4 Device platforms @
ignmen f L
i Bl 2L Mot configured
Users and grougs @
> i
0 users and groups selected R
Mot configured
ud apps @
b p o e
1 app included Client apps (preview) @
Mot configured
Conditions @ Y
conditions geietted Ir Device state {pueviewii
\Nir :
- - Not.configured
i ¥ L.
Access controls
tERt o,
i
Block access
Session
2

0 controls selected

Enable policy

1E fiz:



) 4 Conditions

0 o 0

0 controls selacted

Enable policy

win

* Name
: & gn-in risk @ >
| Policy1 ™ Not configured
I i,_:=":'-"" i':!“,f::. ms ﬂ
ignm : p
Assignments “ Mot configured
——————————— -
| Users and groups @ S |
| 0 users and groups selected | RN b
4 Mot configured
Cloud apps @ >
1 app included Client apps (preview) @ b
. Not configured ]
| Conditions @ S l
i 0 conditions selected l Defice State {previen )@
1 u . L :)
. T 8 Not configured
Access controls
::'Iu""llr 'ﬂ
D
Block access
Sewzion @
D

O o

Configure ©

-

Include Exclude

Select the device state condition used to exclude
devices from policy.

[ ] pes@@fybrd Azure AD joined @

]“_ Device marked as compliant ©

Explanation:
Suggested answer:



0 o

Confgure O

& _-.l
Not configured i

o i e Exclude

Assignments Mot configured

Lt ad roiod )

Select the devige 3tale gondition ued 10 euglude
T e e from polay
0 usiri and groups selected . ; —_— : . _
= &1 configur |L_| Dévicn iy e AD joined O |
. L] " b
3 i # 1 4
1 spp included e RECH (Dghera ] B ll:_ Lo s i ol Lomphant @

e e e e ot configuied %
¢ eritong
0 congitions selectedl ﬂ f oS B S
Mt configured

Access controls

Enable policy

References:https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

Topic 1, Contoso, LtdOverview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company has the employees and devices shown in the following table.
it _ R

£

[New York | 300 320 30 |ao0 &)
Contoso recently purchased a Microsoft 365 ES subscription.
Existing Environment

Requirement
The network contains an on-premises Active Directory forest named contoso.com. The forest contains the servers shown in the following table.

All servers run Windows Server 2016. All desktops and laptops are Windows 10 Enterprise and are joined to the domain.
The mobile devices of the users in the Montreal and Seattle offices run Android. The mobile devices of the users in the New York office run iOS.



The domain is synced to Microsoft Entra ID (Microsoft Entra ID) and includes the users shown in the following table.

The domain also includes a group named Group1.

Planned Changes

Contoso plans to implement the following changes:

*Implement Microsoft 365.

*Manage devices by using Microsoft Intune.

*Implement Microsoft Entra IDvanced Threat Protection (ATP).

*Every September, apply the latest feature updates to all Windows computers. Every March, apply the latest feature updates to the computers in the New York office only.
Technical Requirements

Contoso identifies the following technical requirements:

*When a Windows 10 device is joined to Microsoft Entra ID, the device must enroll in Intune automaticity.

*Dedicated support technicians must enroll all the Montreal office mobile devices in Intune.

*User1 must be able to enroll all the New York office mobile devices in Intune.

*Azure ATP sensors must be installed and must NOT use port mirroring.

*Whenever possible, the principle of least privilege must be used.

*A Microsoft Store for Business must be created.

Compliance Requirements

Contoso identifies the following compliance requirements:

*Ensure that the users in Group1 can only access Microsoft Exchange Online from devices that are enrolled in Intune and configured in accordance with the corporate policy.
*Configure Windows Information Protection (W1P) for the Windows 10 devices.
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Microsoft 365 H 7R Y ) T a v & HHLTY,

—ER DS ER L —H —HY Microsoft SharePoint 44 kDA —IZ7 VA LIzZ &MY FE LT,
SharePoint £E/R1) O—%ZB L T AN TOXEEHIELFET,

SharePoint £HR) O—MNFREBINIBEIE ENEZTILELHY FET,

fi#iRK: Security $ Compliance BBt 42— o BEEER) O —ZERLET,
CNIFEEEEFERL TLETH?

A. [Ty

B. LMVZ

FfZ:B(O AV LEHKT D)
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ROKRITRTEBEMZED Microsoft 365 TR T avhHyFET,
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Name Members
AU1 Group1, User2
AU2 Group2, User3, User4

GIW—TI2IE  RORICTRT A VN—DNEENET,

Name Members

Group1 | User1
Group?2 | User2, User4

A—H -2, RORITRIREDBYETONET,

User? None Not applicabie
User2 Password Admunistrator AU

User3 License Admigistgator Organization
Userd None iﬂm ICIO 5@% @pplicable

RDERAT—RAVMIDWT ZFDRAT—FAY A true DBEIF [TV ZERLET, TSN DBAF, DDWE ZBIRLET,

ERELCERT BT 1 Ra Y FOMENHY F7,
ANSWEr Area

User2 can reset the passworg of bser1.
F o Y % >

User2 can remm&pusmord of User4.

=ﬂ Mf{ }m 9( efres to User1

1E fiz:



Statements

User2 can reset the passworg of l.lsarT |
_ = U :__ 2 1

er2 canﬂ.re:i:{l{ft the Password of Userd. 1 O

Microso

W3f3 can assign licenses to User1. O

Explanation:
Answer Area
Statements Yes No
User2 can reset the password of User¥ L
UserdGarrreset the password of User4. .
] L]
M I C ro.gﬁf‘ltsmgn hcenses to User1, .
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Microsoft Entra ID (Microsoft Entra ID) TtFa!) T4 OBEEEZAICT HHEM VWA JIT7 > TLVS Microsoft 365 7+ b H Y FT,
THFUME UTORIZRTESIC 26DV TSA T UVAIR—V ¥ —IZ K BFEHAEZ T TLNET,

Name [ Score Status Ses t Your Mi ‘| Group | Product | Regulation
2. (TIPS e
actions
SP800 15444 | Incomplete | 72% 3 of 450 887 of 887 | Group1| Microsoft| NIST 800-
_completed completed 365 53

Data 14370 | Incomplete | 70% 3 of 489 835 of 835 | Group2| Microsoft| Data
Protection completed completed 365 Protection
Baseline Baseline

SPBOOFHMIZIF, L FORICSRIHERNEFNTUNET,




Improvement action Test status | Impact | Points achieved ~ Regulations <.
Establish a threat intelligence None +9 points [ 0/9 NIST 800-53, Data Protection
program Baseline
Establish and document a None +9 points | 0/9 NIST 800-53, Data Protection
configuration management program Baseline

HEEIFUTOREZRTLET,

T—RRERN—XSA VEHEIZDOWTIE, EBA VTV RTAOTSLDHEIL  DTAMRT—3R% BEERAHIICEBELTLIEELY,

IARTDA—H - L TEERFZBEIEMFA)ZERICL TS0,

UTOERBRICOVWT ELWMGEIE FRIMZRRLTSESD, 5 THRWMEEF DWWZ JZERLTLESY,

T EEEITIRA Y EAMEShET,

Statements Yes
Establish a threat intelligence program will appear as Implemented in O
the SP800 assessment.
The SP800 assessment score will increase by 54 points. O
\4f 3 NMicrvacm “f:‘f!"
The Data Protection Basehaé ScBIB Wil MarLGsK Eﬁ&éﬂ:}‘lht& Q
IF fiZ:
Statements Yes No
Establish a threat intelligence program will appear asimplemented in O :_9_J

the SP800 assessment.

The SP800 assessment sgore willincrease by 54 points.
IVIICFOSOJ i
The Data Protection Baseline score will increase by 9 points. e t O

Explanation:

Statements

Establish a threat intelligence program will appear as Implemented in
the SP800 assessment.

The SP800 assessment score will increase by 54 points.

The Data Protection Baﬂ&ﬁlg Georewinllindrase by 9 points.

No
@
@
@

Yes No

O Q

O Q

(@ O



Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worldwide#create-assessments
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwide#action-types-and-points
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H1t-DE%EZIE Microsoft 365 T+ > kAHY ET

Engineering E WS BRTIDTIL—TDAUN—THBIA—H—N _BHRDENAIL TNAREENSIL TINA XEE (MDM) [ZEFTEEDLIICTEFETT , TNAM R A4 TOFHIRIE, RORIZFT LS BRI E
ERS

Priority Mame Allowed platform Assigned to
i0s i5 Marketing
2 Androsd Androd Fnqinesnng
Detault Al users All platfiorms Al ymers
TN AGIRFRIEIRORDE S IZRESNTVET,
Priority : Name Device limit | Assigned to
| Engineenng 15 | Engineering
2 | West Region 3 | Enginesening
e I 0, Y] 2] LOGH KR

Device limit

Allowed plalform

Mi(:r

o n

Adlowwed plattorm

) Andeoid by
Microsoft s oonl’]

Explanation:
Answer Area

Device limit 15 b

R VI CTOS O

https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restriction-priority
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HEHIL Contoso.com & LVS L RiID Microsoft Entra ID (Microsoft Entra ID) T+ > F & EELTY,



Contoso IDA > X% > X FMMicrosoft DefenderZ4Em L £,
TTYRIIE UTORIZSRTA—F—HREENTUNVET,

toarme | [ Anure AD rode

oY —%HBAT BIZ1E DefenderDBREELEETILENHY FT,

fRREK A—H—4IZ IDE Y —DEEEICEA L TDefender#Z R4 5L S3ERLET,
NIFEBREERLTLSEEZADTLEIM?

A. [Ty

B. LMVZ

Eff: A(Q AV FEREEKT D)
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. COBMIE . RLY T I AEZRT—ENBERO—HTYT, COV)—XDEZEBEMICIE BESN-BEZH-IAEEOHIBEBDOBRAENEENTVLET, —BOEBER LY MIIFEHDIELWVERENAEENDIS
ERHYFETH OBt Y FZIXE L WMEREALZWSGELSHY FT,

DY AVOERICEETSE TOERICRSZEIETEEFRA, ZDEH CNLDEMIILE 2 —BE@EICIERTINEFLA,

v b7 —2 121X Active Directory KA A UMNEENTLET,

Microsoft Entra 73+ > FZEEBHEL F T,

ADOEEEL Microsoft Entra T+ > FERIEAT AL IIT R AL U E#ERLET,

FHEAL (OU) I 10 D —H— 7 Hh o2 A Microsoft Entra 77+ > FICEHiShTWWEWI EAHMY EL fMOTRTDIA—HF—THhO Y MIEEICRHSNEL:,
Microsoft Entra Connect Health Z#i29 45 & I RXTHOI—HF— 7HDU Y FORBMNEREIZET LI BN Y FET,

10 BDI—H— 7h2 H Microsoft Entra 77 > MR SN TWA I EZHRTILELAHY T,

fi#;R 5% Microsoft Entra Connect W 7 4 LAY VO REEEBLET,

CNIFEEEEFERL TLETH?

A. LMIVZ

B. &Ly

Eff: A(Q AV FEREKT D)

AXHIIEMS-102JR B ILJPNTest.comizfit T  MS-102J5RERIC &K T 5 2 & IZRICII B E T ! JPNTest.comlE S ZFHMS-102JKERRAREE #1214 L 9, JPNTest.com MS-102JiRERRIRBE T SEH I NFE L=,
CZTMS-102JBBENDTA I VS UEFIZANT T, BFMRO 7 ¥ £ X _ https://www.jpntest.com/shiken/MS-102J-mondaishu 698, 3 0%7r « A ho > + $#5H4EI5/3— F: JPNshiken|
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Site1 & Site2 & LVS &HID 2 DD Microsoft SharePoint Online 44 k&% Microsoft 365 E5 X5 ) T 3B Y ET,
RORICRTIXELHY T,
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MNumber of credit card
numbers in the document

Name

Document
Document?
Document3

Number of SWIFT codes
in'tha document

BIZRY &SI, EEMLDLP L—LZERD DLP1 £ WS &ARIDT—R4EKBALE (DLP) RY O—ZERLFT .

Sensitive info types

Credit Card Number i Low confidence
| e
SWIFT Code | Low confidence E

Group name "

e e —_—
| - =
e count | 1 [to| 5
[
o [ ' ‘ -
COU al2

Group operator

G

i 2
‘rk_"._i:._

| | Any of these T

Sensitive info types

Credit Card Number

' Create group

w




Create rule

~ Content contains

Group name " Group operator

All of these

r Hha 0 med e

Qroup Thas 15 DeCHUSE &m

Sensitive info types

"~ " i | .
Credit Card Number

L

Group operator

Any of these

Sensitive info types

o ¥ ir A Bhiir i
Credit Card Number

UTDEXIZDWT ELWMEEF KU ZFBIRLTLESWN, F5THWMEEIE WA ZBIRL TS,
EEELLMBIRSEICTIRA Y MOAMEShET,
Statements

DLP1 applies to Document1.

DLP1 applies to Document2.

DLP1 applies.ta.Document3.




Statements

DLP1 applies to Document1.

DLP1 applies to Document2.

DLP1 applies to Document3,

Explanation:

NO

No

Yes

In the Content contains condition, Microsoft Purview DLP lets you combine conditions using logical operators:
"Any of these" = logical OR

"All of these" = logical AND

From the exhibit, the rule is effectively:

Group1 (All of these / AND)

Credit Card Number: 1 to 5 instances

SWIFT Code: 1 to 2 instances

OR

Group2 (Any of these)

Credit Card Number: 10 to Any instances

So the rule matches if:

(Credit Card is 1-5 AND SWIFT is 1-2) OR (Credit Card is #10).

Evaluate each document against the rule

Document1: Credit Card = 3, SWIFT =3

Group1 requires SWIFT 1-2, but Document1 has 3 # Group1 = false

Group2 requires Credit Card #10, but Document1 has 3 # Group2 = false Result: DLP1 does NOT apply # No Document2: Credit Card = 7, SWIFT = 2 Group1 requires Credit Card 1-5, but Document2 has 7 # Group1 =
false Group2 requires Credit Card #10, but Document2 has 7 # Group2 = false Result: DLP1 does NOT apply # No Document3: Credit Card = 15, SWIFT = 0 Group2 requires Credit Card #10, and Document3 has 15 #
Group2 = true Result: DLP1 DOES apply # Yes
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Microsoft 365 77+ > khdH Y £,

Microsoft Intune [ZZ&$%9 %59 X T® Windows 10 T/3A R [Zxt L T, BitLocker 7 « X ¥ &1t (BitLocker) Z BEIMIICEH®NIZT HFETT,
fAZEFEZIENDTLELESIMN?

A. B R BB (ASR) R 1) & —

B. 7 JURERKR >—

C.TNARDAVTIZAT VAR —

D. T/\M AR TR T 74l
EfE:D(QAAV FEHKT D)
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Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices
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Ry FRAKRY +

&7 f=[XMicrosoft 365 ESMH TR U ) T avuxBHEBTY,

8 A 1HI[ZMicrosoft Entra ID Protection 5 LA TDHREZ SO LERZBIAEHR ) O —FHEBHLET,

FYET: I RTOI—H—

3> kB—JL: Microsoft Entra ID 2B RZBIADEFREWVAEICT S R L—D@ER: 7> 8 A3 HIZ Userl & User2 EWVSAFTD 2 ADA—H—%ERLET,
A—H—([FX RORIZTRT BFFZHH T Azure ZLERFEEE (MFA) AL TR ZTVET,

Userl&User2ld, LN DE TIZAzure MFADZ 2 T I AWENHY T IMN?2RETSICIE EZHTEYLGEA T a vEEIRLTLESLY,
E R EICIRA Y EAMESNET,

o

Userl: | ¥
August 6

August 17

August 19

September 3

September 5

o

 NKY mEMicrosoft
User2: l -

J

August 8
August 17
August 19
August 21
September 7

1E fiz:



August 6

August 17

[ August 19
September 3
September 5

August 8

August 17
| August 19
August 21

September 7 .
e Microsaft

Explanation:
Answer Area

Userl: | v
August 6

August 17 8\
August 19 c p
September 3 & .
September.,5 (7

- —

User2: | ﬁ@a L '.'

Abgust 8 = Microsoft
Algust 17

August 19

August 21

September 7

Box 1: August 19
Note: Security defaults will trigger a 14 day grace period for registration after a user ' s first login and security defaults being enabled. After 14 days users will be required to register for MFA and will not be able to skip.
Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period.

Identity Protection includes the registration policy that allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi-Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21
Reference:




https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
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RORIZRTLI—H—%EL Microsoft 365 ES H TR 2 1) T avhhbyUEd,

Member of

Groughl

Geilp 1, Graup2
Groupd

HIRJ) T avICIE RO 2 DDORINLFERRY O—AHY FEFT,
* Z81: AntiSpam1

“BEE: 0

*IhoDA—Y— FI—T KA EFEET S

o A—H—: 2—H—3

o JI—"T: FIL—T1

*IhobDA—H— TIL—T FrAALEBRNT S

o IN—T . FIIL—T2

* Ay —TDHIR

01HMD A vE—CHIRZE100I1ZERET S

* Z81: AntiSpam2

“EBERE: 1

*IhsDA—Y— FTIL—T FALEEDD

o 1—#H—: Userl o ¥ JL—7: Group2

*IhoDA—Y— FTI—T KA EBRNT S

o A—H—: 2—H—3

* Ay —TDFIR

o 1HD A vE—THIRE50(2ERET S

RODBEXIZTDODWT ELWMESE KUV ZEBIRLTLEZESWD, F53TRWMESE DOWA 1 ZBIRLTLEZELY,
FE ELWLEBIRZEICT RSV MG ESNET,



Answer Area

II + e o
Y Pyt S —— Aec N
User2 can send a Wﬂlsn Lbages per day. -
User3 can send a maximum of 100 email mesSages per day. " g
1E fi#:
Answer Areca
Statements _ Yes
User1 can send a maximum of 150 email messages_'pu' day. ) T
UserZ can send a maximum of 50 email meﬁages per day. ': -_ 1
User3 can send a maximum of 100 eMmail me#539€s per d . M Ic rosoft C
Explanation:

Statements

User1 can send a maximum of 150.émail messages per day.

User2 can send a maximumof 50 email messages per day.

W S ST
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Microsoft J65 EE 4+ TRV 1) T2 a v & EHHLTT,
Microsoft Defender for Endpoint % Microsoft Intune & LET,




T34 2D Intune 2Bk SN B & E(Z_Defender for Endpoint ICBEEIBIIZA VR— KENBESICTE2RENHY FT,
AR ARIBEEEZHMICLET,

CHIFBRBEFE L THETH?

A. [Ty

B. LM V%

EfE:A (DA LEEREKT D)

B[ 277

Microsoft T F R4/ >V b IRx—P v —ZFEALTEEINTLYS Windows 10 T/3f ANHY £9,
Microsoft Edge T ¥ ) TA REZRBAT ILELNHY FT,

Microsoft T FiRA > b IR—U ¥ — T ZERT HI2LELHY FTH?
A. 7 T)EBERY o—

B.77Y

C.TNAREH TR 74U

D. TNARADAVTZA4 T VAR KR ¥—

IEf#: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune
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Microsoft 365 7R 9 ) T 3 o EHFHH T,

Y TR 1) T3 oI2 onmicrosoft.com BT 4 I REFHDRAA VEEBMTE2UENHYET EBMLERASUIE A—F—DA—)LT7ELRELTEY L TRARETHIDELHY T,
HBITRH YT avIZgdhb I ENTES onmicrosoft.com KA A UDEREIFLN DTIH?

A. 10

B.5

C.2

D. 1

EfE:D(QAAV FEHKT D)
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RDORIZRT ID #EE Microsoft 365 E5H TRV ) FoavhbyET,

MName Type |

Shared1 E WS ZRIOEFA—ILRY I REEBLET,
Shared1 [TA U /IN—&, LTEMTES ID [FENTTH?
A 1—Y—1 JTIWL—T2 JIL—T3DOH
B.1—H—1&5)L—T3DH
C.A—H—1E5L—T10H
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D. 1 —%—1D#&
E.1—H—1¢&5L—T20H
Eff:E(QAY FNEHRKT D)

H: 280
Sitel & L3 £ /10 Microsoft SharePoint 44 k% &d Microsoft 365 E5 TRV ) T avhHYET A4 b RORIZSRT I7AILAEENRTNET,

Name | Number of IP addresses in the file
File1 2
Filez | 3

ROFIZRTZER DLP JL—)LZEFHFD DLP1 L W\ S ABIDT—R8KFELE (DLP) R —HY £,

Name Content contains Policy tip | If there is 2 match, stop | Priority
processing

Rule1 | 3 or more IP addresses | .Tipl NO 0

RulgZf 1 or more IP addresses=) ¥ip2 Yes 1

Rules | /ot Grote addesses | Tip3 No 2

DLP1 # Site1 IZERALET,
BIF7ANICIFEDR)— BV PRARREINFTMN?AET BICIE AEBEETEYGA T a vEBRRLTLEEL,

FELCERTSEUVICT RS Y FOEELHY FT,

=i M | Cros oft File1: 1 TIEE onli | ‘i

| Tip3 only |
| Tip2 and Tip3 |

File2: Tip1 and Tip2 only |
[ Tip1 only
Tip3 only
Tip1 and Tip2 only
' Tip1, Tip2, and Tip3

1F fiZ:
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Microsof

ile1:

Tip3 only
Tip2 and Tip3

Tipl and Tip2 only
Tip1 only

Tip1 and Tip2 only
[Tip1, Tip2, and Tip3~

Explanation:
= i - ?‘f |
] M IC ro So.ft B I::Ilﬂ{:'{{i_t:lj "If'. . 2 . |
" . a A8 File1: | Tip2 only -
e R0 BT
e
=Q\\™
T ”ﬁﬁ'*—'&% & File2: ' Tip1 and Tip2 only e
% I'l:'u!*"." e
15

B 281

Microsoft 365 E5 4T R4 1) T 3 UhdH Y  Microsoft Defender for Cloud Apps R L TWLWE T , ROEBEHJZiET=F Policyl EVWSABID I 7AIL R L—%RITE2LENHYET,
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New audit retentioniiblicy

MName =

Policy1

Discription

Record Types

AzureActiveDirectory ~

Acthvities

Added user, Deleted user, Reset user password, tnang_e}iuspr’mswnrd. Changed user license, ..(T) =

Users

Admint

Durationg
® 90 Days

& Months

1 Year

Priarity *
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Explanation:




User1 v

0 days
30 days
90 days
180 days
365 days

User2: v

0 days
30 days
90 days
180 days
365 days

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies ?view=0365-worldwide
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365-worldwide
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Explanation:



Box 1: Reports

View the Adoption Score of the company.

How to enable Adoption Score

To enable Adoption Score:

Sign in to the Microsoft 365 admin center as a Global Administrator and go to Reports > Adoption Score Select enable Adoption Score. It can take up to 24 hours for insights to become available.
Box 2: Support

Create a new service request to Microsoft.

Sign in to Microsoft 365 with your Microsoft 365 admin account, and select Support > New service request.

If you ' re in the admin center, select Support > New service request.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/adoption/adoption-score
https://support.microsoft.com/en-us/topic/contact-microsoft-office-support-fd6bb40e-75b7-6f43-d6f9-c13d10850e77
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