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https://docs.microsoft.com/en-us/microsoftteams/platform/resources/schema/manifest-
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A. https://login.microsoftonline.com/

B. https://contoso.com/contoso.onmicrosoft.com/app1
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In a single tenant application, sign-in requests are sent to the tenant's sign-in endpoint. For
example, for contoso.onmicrosoft.com the endpoint would be:
https://login.microsoftonline.com/contoso.onmicrosoft.com. Requests sent to a tenant's endpoint
can sign in users (or guests) in that tenant to applications in that tenant.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-convert-app-to-be-multi-
tenant
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Conditional Access in SharePoint Online can be configured to use an IP Address white list to
allow access.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
https://techcommunity.microsoft.com/t5/Microsoft-SharePoint-Blog/Conditional-Access-in-
SharePoint-Onlineand-OneDrive-for/ba-p/46678
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You need to create a team. You can create a team in the Microsoft Teams Admin Center or in the
Microsoft Teams app. However, to be able to specify the team owner when creating the team,
you need to use the Teams Admin Center.

. Go to the Microsoft Teams Admin Center.

. In the left navigation pane, expand the Teams section and select 'Manage Teams'.

. Click the '+ Add' link to add a new team.

. Give the team the name Project1.

. In the Team Owner field, remove your name which is there by default and add Lee Gu.

. Click the 'Create a team' button to create the team.

. In the teams list, select the Project1 team.

. Click on 'Channels'.

9. Click the '+ Add' link to add a new channel.

10. Give the channel the name Channel1.

11. Click the Apply button to create the channel.
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Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-protection
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-writeback

B 11

RDOERIZRT & 512 Microsoft IntunelZ3 2D T/ ANRZEFEINTLET,

INtuNeDTNA RAVTSA T VAR O—IF  RORITRT &S ITEBREINET,
UTDERAT—FAVMIDWT RAT—FAVMBRETHSGEIE KWV ZERLET . T
LSNDIEEIF, DOWAIFERLET,

EZAZTADOE LLERICIFIARS V FOBENHY T,

1E fi#:

Reference:
https://blogs.technet.microsoft.com/cbernier/2017/07/11/windows-10-intune-windows-bitlocker-
management-yes/
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This is not a permissions issue so you do not need to assign the Security Reader role.
The on-premises Active Directory domain is named contoso.com. User2 could sign on as
user2@contoso.com but you would first need to change the UPN of User2 to
user2@contoso.com.
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User2 must be able to view reports and schedule the email delivery of security and compliance
reports.

The Security Reader role can view reports but not schedule the email delivery of security and
compliance reports.

The Exchange Online Compliance Management role can schedule the email delivery of security
and compliance reports.

Reference:

https://docs.microsoft.com/en-us/exchange/permissions-exo/permissions-exo
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This solution meets all the requirements:

Users must be able to authenticate during business hours only. (This can be configured by using
Logon Hours in Active Directory. Pass-through authentication passes authentication to the on-
premise Active Directory) Authentication requests must be processed successfully if a single
server fails. (We have Authentication Agents running on three servers) When the password for an
on-premises user account expires, the new password must be enforced the next time the user
signs in. (This can be configured in Active Directory. Pass-through authentication passes
authentication to the on-premise Active Directory) Users who connect to Office 365 services from
domain-joined devices that are connected to the internal network must be signed in automatically.
(This goal is met by seamless SSO) Reference:
https://docs.microsoft.com/en-us/azure/security/azure-ad-choose-authn
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-
admin-roles
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You can have only one active Azure AD Connect server synchronizing accounts to a single Azure
Active Directory (Azure AD) tenant. You can have 'backup' Azure AD Connect servers, but these
must be running in 'staging' mode. Staging mode means the Azure AD Connect instance is not
actively synchronizing users but is ready to be bought online if the active Azure AD Connect
instance goes offline.

When you have multiple forests, all forests must be reachable by a single Azure AD Connect sync
server. The server must be joined to a domain. If necessary, to reach all forests, you can place
the server in a perimeter network (also known as DMZ, demilitarized zone, and screened subnet).
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies#multiple-
forests-single-azure-ad-tenant
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Reference:

https://github.com/OfficeDev/microsoft-teams-sample-task-module-nodejs
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When onboarding Windows Defender ATP for the first time, you can choose to store your data in
Microsoft Azure datacenters in the European Union, the United Kingdom, or the United States.
Once configured, you cannot change the location where your data is stored.

The only way to change the location is to offboard the test devices then onboard them again with
the new location.

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/data-
storage-privacy#do-i-have-the-flexibility-to-select-where-to-store-my-data
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Microsoft Azure Active Directory Privileged Identity Management requires an Azure AD Premium
P2 license. This license comes as part of the Microsoft 365 E5 license. Therefore, we need 50
Microsoft 365 E5 licenses for the IT group.
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Conditional Access requires the Azure AD Premium P1 license. This comes as part of the
Microsoft E3 license. Therefore, we need 200 Microsoft 365 E3 licenses for the Managers group.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-
management/subscription-requirements
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-reporting
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Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll
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The question states that only five of the synchronized users have usernames that use a UPN
suffix of onmicrosoft.com. Therefore the other 45 users have the correct UPN suffix. This tells us
that the adatum.com domain has already been added to Office 365 as a custom domain.

The forest is named adatum.local and uses adatum.com as a UPN suffix. User accounts in the
domain will have adatum.local as their default UPN suffix. To use adatum.com as the UPN suffix,
each user account will need to be configured to use adatum.com as the UPN suffix.
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Any synchronized user account that has adatum.local as a UPN suffix will be configured to use a
UPN suffix of onmicrosoft.com because adatum.local cannot be added to Office 365 as a custom
domain.

Therefore, the reason that the five synchronized users have usernames with a UPN suffix of
onmicrosoft.com is because their accounts were not configured to use the UPN suffix of
contoso.com.

Reference:
https://docs.microsoft.com/en-us/office365/enterprise/prepare-a-non-routable-domain-for-
directory-synchronization
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You need to create a threat management policy in the Security & Compliance admin center.
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User2 must be able to view reports and schedule the email delivery of security and compliance
reports.

The Security Reader role can view reports but not schedule the email delivery of security and
compliance reports.

The Help Desk role cannot schedule the email delivery of security and compliance reports.
Reference:

https://docs.microsoft.com/en-us/exchange/permissions-exo/permissions-exo
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Reference:
https://docs.microsoft.com/en-us/deployoffice/configuration-options-for-the-office-2016-
deployment-tool#updates-element
https://docs.microsoft.com/en-us/deployoffice/overview-of-update-channels-for-office-365-proplus
Topic 2, Contoso, Ltd

Existing Environment

The network contains an Active directory forest named contoso.com and a Microsoft Azure Active
Directory (Azure AD) tenant named contoso.onmicrosoft.com.

You recently configured the forest to sync to the Azure AD tenant.

You add and then verify adatum.com as an additional domain name.

All servers run Windows Server 2016.

All desktop computers and laptops run Windows 10 Enterprise and are joined to contoso.com.
All the mobile devices in the Montreal and Seattle offices run Android. All the mobile devices in
the New York office run iOS.

Contoso has the users shown in the following table.

Contoso has the groups shown in the following table.

Microsoft Office 365 licenses are assigned only to Group?2.

The network also contains external users from a vendor company who have Microsoft accounts
that use a suffix of @outlook.com.

Requirements

Planned Changes

Contoso plans to provide email addresses for all the users in the following domains:
East.adatum.com

Contoso.adatum.com
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Humongousinsurance.com

Technical Requirements

Contoso identifies the following technical requirements:

All new users must be assigned Office 365 licenses automatically.

The principle of least privilege must be used whenever possible.

Security Requirements

Contoso identifies the following security requirements:

User2 must be able to view reports and schedule the email delivery of security and compliance
reports.

The members of Group1 must be required to answer a security question before changing their
password.

User3 must be able to manage Office 365 connectors.

User4 must be able to reset User3 password.
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With a hybrid migration, you can migrate the mailboxes in small batches over a period of time
which will help to avoid saturating the bandwidth. With the migration wizard, you can configure a
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migration batch to start outside office hours which would minimize bandwidth usage during office
hours.

With a hybrid migration, you do not need to reconfigure Outlook to connect to the migrated
mailbox. Outlook will automatically detect the new mailbox location. This reduces administrative
effort.

Reference:

https://docs.microsoft.com/en-us/exchange/mailbox-migration/mailbox-migration
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/hnowto-sspr-deployment
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The Message center in the Microsoft 365 admin center is where you would go to view a list of the
features that were recently updated in the tenant. This is where Microsoft posts official messages
with information including new and changed features, planned maintenance, or other important
announcements.

Reference:
https://docs.microsoft.com/en-us/office365/admin/manage/message-center?view=0365-worldwide
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You can invite guest users to the directory, to a group, or to an application. After you invite a user
through any of these methods, the invited user's account is added to Azure Active Directory
(Azure AD), with a user type of Guest. The guest user must then redeem their invitation to access
resources. An invitation of a user does not expire.

The invitation will include a link to create a Microsoft account. The user can then authenticate
using their Microsoft account. In this question, the external vendor already has a Microsoft
account (user1@outlook.com) so he can authenticate using that.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/b2b/add-users-administrator
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Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/permissions-in-the-security-and-
compliance-center
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Reference:
https://docs.microsoft.com/en-us/microsoftteams/how-many-phone-numbers-can-you-get
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-password-hash-
synchronization
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A service request is a support ticket. Therefore, the View service requests option in the Microsoft
365 admin center displays a list of support tickets. It does not display a list of the features that
were recently updated in the tenant so this solution does not meet the goal.

To meet the goal, you need to use Message center in the Microsoft 365 admin center.
Reference:
https://docs.microsoft.com/en-us/office365/admin/manage/message-center?view=0365-worldwide
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The remember Multi-Factor Authentication feature for devices and browsers that are trusted by
the user is a free feature for all Multi-Factor Authentication users. Users can bypass subsequent
verifications for a specified number of days, after they've successfully signed-in to a device by
using Multi-Factor Authentication. The feature enhances usability by minimizing the number of
times a user has to perform two-step verification on the same device.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/nowto-mfa-mfasettings

B 44
Microsoft 365 Enterprise E5% X9 1y T avhiHpyET,
MBSO I—Y—IZH LT IRTDI TV RR—RADT7 TV 5r—2 3 U CELERFIEER
TELENHYFET,
DE=IERZET o2 EH?
AT7I9TAETAR)O—%FERLET,
B.#HLWFZTUEREERLET,

EHFETIOERARY O—ZERLET,
D. vy avhR)—%ERLET,
EfE:C(AAV FEHEKT D)
You can configure a conditional access policy that applies to the Finance department users. The
policy can be configured to 'Allow access' but with multi-factor authentication as a requirement.
The reference below explains how to create a conditional access policy that requires MFA for all
users. To apply the policy to finance users only, you would select Users and Group in the Include
section instead of All Users and then specify the finance department group.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-
access-policy-all-users-mfa
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Sending actionable messages via email is supported. You use actionable message cards.
Scenario:

Create an email workflow solution for expense claims. Users will submit their expense claims and
the system will email an approval request to their manager.

The expense claims solution must provide managers with claim information and the ability to
manage the claim by using Microsoft Outlook, Outlook on the web, or Outlook for iOS and
Android.

Reference:

https://docs.microsoft.com/en-us/outlook/actionable-messages/send-via-email
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Multi-factor authentication (MFA) is configured through conditional access policies.

Reference:

https://docs.microsoft.com/en-us/appcenter/general/configuring-aad-conditional-access

B 48

Microsoft3654 T X4 1) T avhiHhy £9,

App1&App2&E WS ZRTD2DD T F1) r— 3 > % AzureActive Directory Azure AD) [ZEERL F
ER

ApplIZ#EiR T 21— —MNESERZI MFAZREETHILZHERT IVLENHYET,
MFAIZApp1IZDHLETT,

DIE=IERZET o2 EHN?

A. Microsoft 365% iEt DRA—o RFORIMBREEERLET,

B. 2ERDBIMND H—EXBREEERLET,

C. Azure Active Dlrectory B A —DIVA—TS5A4XT7T)r— 3 L—khib 21—
H—REEHEHLET,

D. Azure Active DirectoryEEBtz o2 —h o FHMAFET IV AR O—ZERLET,

EfE:D (2 AL bEHEKT D)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-
access-policy-all-users-mfa
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Reference:

https://docs.microsoft.com/en-us/office/dev/add-ins/overview/office-add-ins
https://n8d.at/5-reasons-or-thoughts-on-fluent-ui-web
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This solution meets all the requirements:

Users must be able to authenticate during business hours only. (This can be configured by using
Logon Hours in Active Directory. Pass-through authentication passes authentication to the on-
premise Active Directory) Authentication requests must be processed successfully if a single
server fails. (We have Authentication Agents running on three servers) When the password for an
on-premises user account expires, the new password must be enforced the next time the user
signs in. (This can be configured in Active Directory. Pass-through authentication passes
authentication to the on-premise Active Directory) Users who connect to Office 365 services from
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domain-joined devices that are connected to the internal network must be signed in automatically.
(This goal is met by seamless SSO) Reference:
https://docs.microsoft.com/en-us/azure/security/azure-ad-choose-authn
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The first thing you need to do before you implement directory synchronization is to purchase a
custom domain name. This could be the domain name that you use in your on-premise Active
Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll
need to add the routable domain name as a UPN suffix in Active Directory.

Reference:

https://docs.microsoft.com/en-us/office 365/enterprise/set-up-directory-synchronization
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User2 must be able to view reports and schedule the email delivery of security and compliance
reports.

The Security Reader role can view reports.

The Compliance Management role can schedule the email delivery of security and compliance
reports.

Reference:

https://docs.microsoft.com/en-us/exchange/permissions-exo/permissions-exo
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B. Password administrator

C. User administrator

D. Compliance administrator

E. Reports reader

F. Security Reader
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Users in the Security Administrator, Security Reader, Global Reader, and Report Reader roles
can view the sign in details.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins
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User4 must be able to reset User3 password.

User3 is assigned the Customer Lockbox Access Approver role. Only global admins can reset the
passwords of people assigned to this role as it's considered a privileged role.

Reference:
https://techcommunity.microsoft.com/t5/Security-Privacy-and-Compliance/Customer-Lockbox-
Approver-Role-Now-Available/ba-p/223393
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Reference:

https://docs.microsoft.com/en-us/office365/securitycompliance/labels
https://docs.microsoft.com/en-us/office365/securitycompliance/disposition-reviews
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-spf-in-
office-365-to-help-prevent-spoofing?view=0365-worldwide#next-steps-after-you-set-up-spf-for-
office-365
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You need to assign Christie the 'Service Support Admin' role.

1. In the Microsoft 365 Admin Center, click 'Roles'.

2. Scroll down to the Service Support Admin role and click on the role name.

3. Click the 'Assigned Admins' link.

4. Click the 'Add' button.

5. Start typing the name Christie then select her account when it appears.

6. Click Save.

Reference:
https://docs.microsoft.com/en-US/azure/active-directory/users-groups-roles/directory-assign-
admin-roles
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You can invite guest users to the directory, to a group, or to an application. After you invite a user
through any of these methods, the invited user's account is added to Azure Active Directory
(Azure AD), with a user type of Guest. The guest user must then redeem their invitation to access
resources. An invitation of a user does not expire.

The invitation will include a link to create a Microsoft account. The user can then authenticate
using their Microsoft account. In this question, the vendors already have Microsoft accounts so

they can authenticate using them.

In this solution, we are creating guest account invitations by using the New-AzureADMSInvitation
cmdlet and specifying the -InvitedUserEmailAddress parameter.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/b2b/add-users-administrator
https://docs.microsoft.com/en-us/powershell/module/azuread/new-azureadmsinvitation?

view=azureadps-2.0 This is a case study. Case studies are not timed separately. You can use as
much exam time as you would like to complete each case. However, there may be additional
case studies and sections on this exam. You must manage your time to ensure that you are able

to complete all questions included on this exam in the time provided.
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To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answer and to make changes before you move to the next section of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking these
buttons displays information such as business requirements, existing environment, and problem
statements. When you are ready to answer a question, click the Question button to return to the
question.

Overview

Fabrikam, Inc. is an electronics company that produces consumer products. Fabrikam has 10,000
employees worldwide.

Fabrikam has a main office in London and branch offices in major cities in Europe, Asia, and the
United States.
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An app's score in Cloud Discovery is based on categories such as General, Security, Compliance

and Legal. Each category has several parameters. For example, the domain registration and

consumer popularity parameters are part of the General category. These parameters are known

as Score Metrics.

You can modify the default weights given to the Cloud Discovery score configuration. By default,

all the various parameters evaluated are given an equal weight. If there are certain parameters

that are more or less important to your organization, you can adjust the weight of each score

metric.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/discovered-app-queries
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On the Troubleshoot page, you can view how many agents are configured. If you click on the
agents link, you can view the status of each agent. Each agent will have a status of Active or
Inactive.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-pass-through-
authentication
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Reference:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-whats-new The exhibit
shows that the sensor is configure for Delayed update.

Given the rapid speed of ongoing Azure ATP development and release updates, you may decide
to define a subset group of your sensors as a delayed update ring, allowing for a gradual sensor
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update process. Azure ATP enables you to choose how your sensors are updated and set each
sensor as a Delayed update candidate.

Sensors not selected for delayed update are updated automatically, each time the Azure ATP
service is updated. Sensors set to Delayed update are updated on a delay of 72 hours, following
the official release of each service update.
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/sensor-update
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The Get-MsolUser cmdlet will tell you if a user is licensed for Microsoft 365 but it does not tell you
which licenses are assigned.

Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/get-msoluser?view=azureadps-1.0
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You need to configure the Password Expiration Policy.

1. Sign in to the Microsoft 365 Admin Center.

2. In the left navigation pane, expand the Settings section then select the Settings option.
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3. Click on Security and Privacy.

4. Select the Password Expiration Policy.

5. Ensure that the checkbox labelled "Set user passwords to expire after a number of days" is
ticked.

6. Enter 60 in the "Days before passwords expire" field.

7. Enter 10 in the "Days before a user is notified about expiration" field.

8. Click the 'Save changes' button.
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Hybrid OneDrive - Choosing this option will redirect on-premises My Sites/OneDrive for Business
sites to SharePoint Online OneDrive for Business in Office 365. Once the wizard completes, any
click of the OneDrive link from on-premises will redirect to OneDrive for Business in the cloud.
This meets the following requirement: OneDrive sites must redirect users to online content.
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Cloud hybrid search - Choosing this option creates a cloud Search service application in
SharePoint Server and connects the cloud Search service application to your Office 365 tenant.
This meets the following requirement: When users search for a document by using keywords, the
results must include online and on-premises results.

Reference:
https://docs.microsoft.com/en-us/sharepoint/hybrid/hybrid-picker-in-the-sharepoint-online-admin-
center
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The Message center in the Microsoft 365 admin center is where you would go to view a list of the
features that were recently updated in the tenant. This is where Microsoft posts official messages
with information including new and changed features, planned maintenance, or other important
announcements.

The messages displayed in the Message center can also be viewed by using the Office 365
Admin mobile app.

Reference:
https://docs.microsoft.com/en-us/office365/admin/manage/message-center?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/admin/admin-overview/admin-mobile-app?view=0365-
worldwide
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Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/user-
roles
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/rbac
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure
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servers directly.

Explanation:

Being a cloud service, Office 365 would be classed as an external host to the office computers.
All the offices connect to the Internet and resolve external host names by using the main office
connections. This means that all branch office computers perform DNS lookups and connect to
the Internet over the WAN link.

Each branch office will have a direct connection to the Internet so the quickest possible access to
Microsoft 365 services would be by using the direct Internet connections. However, the DNS
lookups would still go over the WAN links to main office. The solution to provide the quickest
possible access to Microsoft 365 services is to configure DNS name resolution so that the
computers use public DNS servers for external hosts. That way DNS lookups for Office 365 and
the connections to Office 365 will use the direct Internet connections.
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When you add a custom domain to Office 365, you need to verify that you own the domain. You
can do this by adding either an MX record or a TXT record to the DNS for that domain.
Reference:
https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns-records-at-
any-dns-hosting-provider?view=0365-worldwide
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-
admin-roles
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This is not a permissions issue.

The on-premises Active Directory domain is named contoso.com. To enable users to sign on
using a different UPN (different domain), you need to add the domain to Microsoft 365 as a
custom domain.
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After 30 days, Microsoft Office 365 ProPlus will go into reduced functionality mode. When this
happens, users will be able to open files but they won't be able to edit them.

As part of the installation process, Office 365 ProPlus communicates with the Office Licensing
Service and the Activation and Validation Service to obtain and activate a product key. Each day,
or each time the user logs on to their computer, the computer connects to the Activation and
Validation Service to verify the license status and extend the product key. As long as the
computer can connect to the Internet at least once every 30 days, Office remains fully functional.
If the computer goes offline for more than 30 days, Office enters reduced functionality mode until
the next time a connection can be made.

Reference:
https://docs.microsoft.com/en-us/deployoffice/overview-of-licensing-and-activation-in-office-365-
proplus
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The on-premises Active Directory domain is named contoso.com. To enable users to sign on
using a different UPN (different domain), you need to add the domain to Microsoft 365 as a
custom domain.
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Users in the Security Administrator, Security Reader, Global Reader, and Report Reader roles
can view the sign in details.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins
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Contoso plans to provide email addresses for all the users in the following domains:
East.adatum.com

Contoso.adatum.com

Humongousinsurance.com

To verify three domain names, you need to add three TXT records.

Reference:
https://docs.microsoft.com/en-us/office365/admin/setup/add-domain?view=0365-worldwide
Topic 3, Litware inc

General Overview

Litware, Inc. is a consulting company that has a main office in Montreal and a branch office in
Seattle.

Litware collaborates with a third-party company named ADatum Corporation.

Environment

On-Premises Environment

The network of Litware contains an Active Directory domain named litware.com. The domain
contains three organizational units (OUs) named LitwareAdmins, Montreal Users, and Seattle
Users and the users shown in the following table.

The domain contains 2,000 Windows 10 Pro devices and 100 servers that run Windows Server
2019.

Cloud environment

Litware has a pilot Microsoft 365 subscription that includes Microsoft Office 365 Enterprise E3
licenses and Azure Active Directory Premium Plan 2 licenses.

The subscription contains a verified DNS domain named litware.com.

Azure AD Connect is installed and has the following configurations:

Password hash synchronization is enabled.

Synchronization is enabled for the LitwareAdmins OU only.

Users are assigned the roles shown in the following table.

Self-service password reset (SSPR) is enabled.

The Azure Active Directory (Azure AD) tenant has Security defaults enabled.

Requirements

Planned Changes

Litware identifies the following issues:

Admin1 cannot create conditional access policies.

Admin4 receives an error when attempting to use SSPR.

Users access new Office 365 service and feature updates before the updates are reviewed by
Admin2.

Technical Requirements

Litware plans to implement the following changes:

Implement Microsoft Intune.

Implement Microsoft Teams.
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Implement Microsoft Defender for Office 365.

Ensure that users can install Office 365 apps on their device.

Convert all the Windows 10 Pro devices to Windows 10 Enterprise E5.

Configure Azure AD Connect to sync the Montreal Users OU and the Seattle Users OU.
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Device1 has the Configuration Manager client installed so you can manage Device1 by using
Configuration Manager.

To manage Device1 by using Microsoft Intune, the device has to be enrolled in Microsoft Intune.
In the Co-management Pilot configuration, you configure a Configuration Manager Device
Collection that determines which devices are auto-enrolled in Microsoft Intune. You need to add
Device1 to the Device Collection so that it auto-enrols in Microsoft Intune. You will then be able to
manage Device1 using Microsoft Intune.

Reference:

https://docs.microsoft.com/en-us/configmgr/comanage/how-to-enable
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/b2b/delegate-invitations
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/users-default-permissions
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This solution meets the following requirements:

Users must be able to authenticate during business hours only.
Authentication requests must be processed successfully if a single server fails.
When the password for an on-premises user account expires, the new password must be
enforced the next time the user signs in.
The following requirement is not met:

Users who connect to Office 365 services from domain-joined devices that are connected to the
internal network must be signed in automatically.
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To meet this requirement, you would need to configure seamless Single Sign-on (SSO)
Reference:
https://docs.microsoft.com/en-us/azure/security/azure-ad-choose-authn
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You need to configure the Password Expiration Policy.

1. Sign in to the Microsoft 365 Admin Center.



2. In the left navigation pane, expand the Settings section then select the Settings option.

3. Click on Security and Privacy.

4. Select the Password Expiration Policy.

5. Ensure that the checkbox labelled "Set user passwords to expire after a number of days" is
ticked.

6. Enter 180 in the "Days before passwords expire" field.

7. Click the 'Save changes' button.
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To run the SharePoint Hybrid Configuration Wizard, you need to provide credentials of a user (in
this case User2) of a Global Administrator account in Azure Active Directory.

Reference:

https://www.c-sharpcorner.com/article/sharepoint-2019-enable-hybrid-experience/
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To implement pass-through authentication, you need to install and configure Azure AD Connect.
The on-premise Active Directory domain is named contoso.local. Before you can configure Azure
AD Connect, you need to purchase a routable domain, for example, contoso.com.

You then need to add the domain contoso.com to Microsoft as a custom domain name.

The user accounts in the Active Directory domain need to be configured to use the domain name
contoso.com as a UPN suffix. You need to add contoso.com to the Active Directory first by using
Active Directory Domains and Trusts to add contoso.com add a UPN suffix. You can then
configure each account to use the new UPN suffix.

An Authentication Agent is required on a domain controller to perform the authentication when
pass-through authentication is used. When the custom domain and user accounts are configured,
you can install and configure Azure AD Connect. An Authentication Agent is installed when you
select the pass-through authentication option in the Azure AD Connect configuration or you can
install the Authentication Agent manually.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start
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You need to create a user account and assign a license to the account. You then To create the
user account and mailbox:

In the Microsoft 365 admin center, go to User management, and select Add user.

Enter the name Ben Smith in the First Name and Last Name fields.

Enter Ben.Smith in the username field and click Next.

Assign a Microsoft 365 license to the account.

Click Next.

Click Next again.

Click 'Finish adding'.
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/licensing-group-
advanced
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Impossible travel detection identifies two user activities (is a single or multiple sessions)
originating from geographically distant locations within a time period shorter than the time it would
have taken the user to travel from the first location to the second.

We need to modify the policy so that it applies to App1 only.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy
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Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification
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Reference:
https://docs.microsoft.com/en-us/exchange/mailbox-migration/migrating-imap-mailboxes/migrate-
g-suite-mailboxes
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-
access
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The Security & Compliance reports in the Microsoft 365 admin center are reports regarding
security and compliance for your Office 365 Services. For example, email usage reports, Data
Loss Prevention reports etc. They do not display a list of the features that were recently updated
in the tenant so this solution does not meet the goal.

To meet the goal, you need to use Message center in the Microsoft 365 admin center.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/download-existing-
reports
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The user is being blocked due to a 'risky sign-in'. This can be caused by the user logging in from
a device that hasn't been used to sign in before or from an unknown location.

Integration with Azure AD ldentity Protection allows Conditional Access policies to identify risky
sign-in behavior. Policies can then force users to perform password changes or multi-factor
authentication to reduce their risk level or be blocked from access until an administrator takes
manual action.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-express
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The Password protection settings allows you to specify a banned password list of phrases that
users cannot use as part of their passwords.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-
on-premisesoperations
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-
configure
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-
bad#custombanned-password-list
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By using a Provisioning, IT administrators can create a self-contained package that contains all of
the configuration, settings, and apps that need to be applied to a device.

Incorrect Answers:

C: With Windows Autopilot the user can set up pre-configure devices without the need consult
their IT administrator.

D: Use the In-Place Upgrade option when you want to keep all (or at least most) existing
applications.

Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-10-deployment-scenarios
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot
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Reference:
https://docs.microsoft.com/en-us/deployoffice/configuration-options-for-the-office-2016-
deployment-tool#updates-element
https://docs.microsoft.com/en-us/deployoffice/overview-of-update-channels-for-office-365-proplus
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Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-
atp/onboard-downlevel-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-
atp/configure-endpoints-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-
atp/configure-server-endpoints-windows-defender-advanced-threat-protection
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The email address that is used to verify that you own the domain is the email address listed with
the domain registrar for the registered contact for the domain.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/admin/setup/add-domain?view=0365-worldwide
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Reference:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/manage-mailboxes-using-
microsoft-365-or-office-365
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Reference:

https://docs.microsoft.com/en-us/outlook/actionable-messages/auto-invoke
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You need to create a threat management policy in the Security & Compliance admin center.
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With the sign-ins activity report in the Azure portal, you can get the information you need to
determine how your environment is doing.

The sign-ins report can provide you with information about the usage of managed applications
and user sign-in activities, which includes information about multi-factor authentication (MFA)
usage. The MFA data gives you insights into how MFA is working in your organization Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-reporting
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/nowto-mfa-mfasettings

B 123

UserlICEDB—)LZZIYHBTEHILELHYEITM?

A t¥xa) T4+ EESE

B. Ld— F&E

C.txalTq4)—4F—

D. BiEEHE

IEfR: (EffZzRTLET)

A user named User1 must be able to view all DLP reports from the Microsoft 365 admin center.
Users with the Security Reader role have global read-only access on security-related features,
including all information in Microsoft 365 security center, Azure Active Directory, Identity
Protection, Privileged Identity Management, as well as the ability to read Azure Active Directory
sign-in reports and audit logs, and in Office 365 Security & Compliance Center.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-
admin-roles
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