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The Get-MsolUser cmdlet will tell you if a user is licensed for Microsoft 365 but it does not tell you
which licenses are assigned.

Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/get-msoluser?view=azureadps-1.0

B 2

Microsoft 3654 T X4 1) T a3 UhHY £9,

XA TAEAVTSATUORDEREFRELTWET,

A—H—NRORICRT IRV ERTTEDL L EZHRBTIDLENHYET,

Y a—a i mIMFEDRAZHERTLIVELHY ET,
BA—HY—I2EDQO—ILZRYETEHILENHY FIHN?RETHICE EBELY 7 THEUGA
ToavEERLET,


https://www.jpnshiken.com/shiken/Microsoft.MS-100-JPN.v2021-08-13.q103.html
https://www.jpnshiken.com/q/9608-1041017/

FENETNADOELWERIZIEFIARS >V FOMELSHY £9,

EfiE:

Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/permissions-in-the-security-and-
compliance-center#mapping-of-role-groups-to-assigned-roles
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-

custom#configuring-federation-with-ad-fs
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You need to create a guest account for user1.

1. Go to the Azure Active Directory admin center.

2. Select Users.

3. Click the 'New guest user' link.

4. Select the 'Invite user' option.

5. Give the account a name (User1) and enter user1@fabrikam.com in the email address field.
6. Click the 'Invite' button.

References:
https://docs.microsoft.com/en-us/azure/active-directory/b2b/b2b-quickstart-add-guest-users-portal
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User2 must be able to view reports and schedule the email delivery of security and compliance
reports.

The Security Reader role can view reports.

The Compliance Management role can schedule the email delivery of security and compliance
reports.

Reference:

https://docs.microsoft.com/en-us/exchange/permissions-exo/permissions-exo
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You need to sign-in status for the account to 'Blocked'. Blocking doesn't stop the account from
receiving email and it doesn't delete any data.

1. On the home page of the Microsoft 365 admin center, type the user's name into the Search
box.

2. Select the Nestor Wilke account in the search results.

3. In the 'Sign-in status' section of the account properties, click the Edit link.

4. Select 'Block the user from signing in' and click the Save button.
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There's a 1:1 relationship between an Azure AD Connect sync server and an Azure AD tenant.
For each Azure AD tenant, you need one Azure AD Connect sync server installation.

Therefore, we need to deploy two servers that run Azure AD Connect for the two Azure AD
tenants.

Each user account can only be synchronized to one Azure AD tenant. Therefore, we need a way
of splitting the users between the two Azure AD tenants. Azure AD Connect offers three ways to
filter which users get synchronized to an Azure AD tenant. You can use domain-based filtering if
you have multiple domains in a forest, attribute-based filtering or OU-based filtering.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies#multiple-
azure-ad-tenants
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-
filtering
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-spf-in-
office-365-to-help-prevent-spoofing?view=0365-worldwide#next-steps-after-you-set-up-spf-for-
office-365
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The first thing you need to do before you implement directory synchronization is to purchase a
custom domain name. This could be the domain name that you use in your on-premise Active
Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll
need to add the routable domain name as a UPN suffix in Active Directory.

Reference:
https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization
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The first line gets all users from the Temp department that have a UsageLocation assigned and
stores them in the $NewStaff variable. You cannot use PowerShell to assign a license to a user
that does not have a Usagelocation configured.

The second line adds the licenses to each user in the $NewStaff variable.

Reference:
https://docs.microsoft.com/en-us/office365/enterprise/powershell/assign-licenses-to-user-
accounts-with-office-365-powershell
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Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies
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You can use the Internet Message Access Protocol (IMAP) to migrate user email from Gmail,
Exchange, Outlook.com, and other email systems that support IMAP migration. When you
migrate the user's email by using IMAP migration, only the items in the users' inbox or other mail
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folders are migrated. Contacts, calendar items, and tasks can't be migrated with IMAP, but they
can be by a user.

Reference:
https://docs.microsoft.com/en-us/exchange/mailbox-migration/mailbox-migration#migrate-email-
from-anotherimap-enabled-email-system
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Reference:

https://docs.microsoft.com/en-us/azure/security/azure-ad-choose-authn
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Reference:
https://docs.microsoft.com/en-us/exchange/mailbox-migration/migrating-imap-mailboxes/migrate-
g-suite-mailboxes
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Reference:
https://docs.microsoft.com/en-us/power-platform/admin/database-security#predefined-security-
roles
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You can use the Microsoft SharePoint Migration Tool to migrate files from a file server to
SharePoint Online.

The Microsoft SharePoint Migration Tool has a number of filters you can use to define which files
will be migrated. One filter setting is "Migrate files modified after". This setting will only migrate
files modified after the selected date.

The first phase of a migration is to perform a scan of the source files to create a manifest of the
files that will be migrated. You can use this manifest to identify all the files in Share1 that were
modified or created during the last 90 days.

References:

https://docs.microsoft.com/en-us/sharepointmigration/spmt-settings
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The first step is to configure Exchange Online to accept emails for the adatum.com domain. To do
this, we add the domain in Microsoft 365. When you add your domain to Microsoft 365, it's called
an accepted domain.

The next step is to tell Exchange Online what to do with those emails. You need to configure the
adatum.com domain as either an authoritative domain or an internal relay domain.

Authoritative domain means that the mailboxes for that domain are hosted in Office 365. In this
question, the mailboxes for the adatum.com domain are hosted on the third-party email system.
Therefore, we need to configure the adatum.com domain as an internal relay domain. For an
internal relay domain, Exchange Online will receive the email for the adatum.com domain and
then 'relay' (forward) the email on to the third-party email server.

References:
https://docs.microsoft.com/en-us/exchange/mail-flow-best-practices/manage-accepted-
domains/manage-accepted-domains
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/b2b/delegate-invitations
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/users-default-permissions
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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All your environments, except Trial environments (standard and subscription-based), are backed
up. System backups for production environments that have been created with a database and
have one or more Dynamics 365 applications installed are retained up to 28 days. System
backups for production environments which do not have Dynamics 365 applications deployed in
them will be retained for 7 days. System backups for sandbox environments will be retained for 7
days.

Reference:
https://docs.microsoft.com/en-us/power-platform/admin/backup-restore-environments
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You can use the Get-MsolUser cmdlet to generate a report that lists all the users who completed
the Azure MFA registration process. The full command would look like this:

Get-MsolUser -All | Where-Object {$_.StrongAuthenticationMethods.Count -eq 0} | Select-Object
-Property UserPrincipalName Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-reporting
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A. an export key

B. a password

C. a user certificate

D. a certification authority (CA) certificate

EfE: (EfEZRRLET)

When you export a report, the data is temporarily stored in a unique Azure Storage area in the
Microsoft cloud before it's downloaded to your local computer.

To download the report from the Azure Storage Area, you need an export key.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/export-a-content-search-report
Topic 2, Contoso, Ltd

Existing Environment

The network contains an Active directory forest named contoso.com and a Microsoft Azure Active
Directory (Azure AD) tenant named contoso.onmicrosoft.com.
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You recently configured the forest to sync to the Azure AD tenant.

You add and then verify adatum.com as an additional domain name.

All servers run Windows Server 2016.

All desktop computers and laptops run Windows 10 Enterprise and are joined to contoso.com.
All the mobile devices in the Montreal and Seattle offices run Android. All the mobile devices in
the New York office run iOS.

Contoso has the users shown in the following table.

Contoso has the groups shown in the following table.

Microsoft Office 365 licenses are assigned only to Group?2.

The network also contains external users from a vendor company who have Microsoft accounts
that use a suffix of @outlook.com.

Requirements

Planned Changes

Contoso plans to provide email addresses for all the users in the following domains:
East.adatum.com

Contoso.adatum.com

Humongousinsurance.com

Technical Requirements

Contoso identifies the following technical requirements:

All new users must be assigned Office 365 licenses automatically.

The principle of least privilege must be used whenever possible.

Security Requirements

Contoso identifies the following security requirements:

User2 must be able to view reports and schedule the email delivery of security and compliance
reports.

The members of Group1 must be required to answer a security question before changing their
password.

User3 must be able to manage Office 365 connectors.

User4 must be able to reset User3 password.
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Eff: (EfEZRTLET)

The Set-AzureADGroup cmdlet updates a group in Azure Active Directory (AD) but User2 and
Group2 are objects in Windows Server AD.
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This solution meets the requirements:

Users must be able to authenticate successfully to Microsoft 365 services if Active Directory

becomes unavailable. (this is because the authentication is performed by Azure Active Directory).

Users passwords must be 10 characters or more. (the Default Domain Policy in the on-premise

Active Directory can be configured to require the password length) Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-password-hash-

synchronization
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During Project1, some users will have mailboxes in Microsoft 365 and some users will have
mailboxes in Exchange on-premises. To enable users be able to exchange email messages
successfully during Project1 by using their current email address, we'll need to configure hybrid
Exchange.

To migrate mailboxes in a hybrid Exchange configuration, you use Exchange admin center
perform Remote move migrations.

Reference:

https://docs.microsoft.com/en-us/exchange/hybrid-deployment/move-mailboxes
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Members of your compliance team who will create retention labels need permissions to the
Security & Compliance Center. By default, your tenant admin has access to this location and can
give compliance officers and other people access to the Security & Compliance Center, without
giving them all of the permissions of a tenant admin. To do this, we recommend that you go to the
Permissions page of the Security & Compliance Center, edit the Compliance Administrator role
group, and add members to that role group.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/labels#permissions
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Reference:

https://support.office.com/en-gb/article/what-do-domain-statuses-mean-in-
office-365-3ecf1fef-3b31-497c-98bc-e57e2413b4e5
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Debra BergerPST7 7 A IL&E A ViR— hTE B2 L2 HETIHLELHYFET,

1E fiz:

Debra will need the Mailbox Import Export and Mail Recipients roles to be able to import PST
files. These roles cannot be assigned directly to a user account. The way to assign just those two
roles to a user is to create a new role group, assign the roles to the role group and add the user
as a member.

. Go to the Exchange admin center.

. Select Permissions.

. In the Admin roles section, click the plus (+) sign to create a new role.

. Give the role group a name such as PST Import.

. In the roles section, click the plus (+) sign.

. Select the Mailbox Import Export and Mail Recipients roles and click Add to add the roles.

. In the Members section, click the plus (+) sign.

. Select Debra Berger then click Add then Ok to add Debra as a member of the new role group.

© 00 NOoO O~ WODN -~

. Click the Save button to save the new role group.
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References:

https://docs.microsoft.com/en-us/sharepointmigration/spmt-settings
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-
policy#administrator-password-policy-differences
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Reference:

https://docs.microsoft.com/en-us/microsoftteams/set-up-guests
https://docs.microsoft.com/en-us/microsoftteams/communicate-with-users-from-other-
organizations
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Either one of the following three roles can review the list in Azure AD Identity Protection of users
flagged for risk:

Security Administrator

Global Administrator

Security Reader

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risky-sign-ins
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Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies
https://docs.microsoft.com/en-us/office 365/securitycompliance/what-the-sensitive-information-
types-look-for#international-classification-of-diseases-icd-9-cm
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The provisioning mode (manual or automatic) needs to be configured for an app before you can
enable self-service application access.

References:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-
access
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Multi-factor authentication (MFA) is configured through conditional access policies.

Reference:

https://docs.microsoft.com/en-us/appcenter/general/configuring-aad-conditional-access
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Reference:
https://docs.microsoft.com/en-us/sharepointmigration/how-to-use-the-sharepoint-migration-tool
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Reference:
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-
protection/create-wip-policy-using-intune-azure
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References:
https://support.microsoft.com/en-us/help/4026501/office-auditing-in-office-365-for-admins
https://docs.microsoft.com/en-us/powershell/module/exchange/mailboxes/set-mailbox?
view=exchange-ps
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Reference:
https://docs.microsoft.com/en-us/power-platform/admin/control-environment-creation

BE: 45
RETSONRO—RFENBFETEHFELESN, O—FLEL SHREI DI VICED I ENT
2FET, INICEHLHIDNDBIGEELDH Y  FHEEMII TR F2AKAOBEMSELSIMMEEA,


https://www.jpnshiken.com/q/9608-1041060/

[RANJRS ODNFIARTREIC TG o=  ENEV ) v I LTSHREI 2 aVIZ7IEALET, D
O aVTR, FATRET—EDERVERITLET  FEAEDHEEFT A TIRIEERLC
LOICHERATEFEIN, —EDOMEE O E—EREY 1T S EBDWebH o MIHBENT HHEEL L)
(X, EETLAIEETEHY FEA,

RAAT7V VT, FRTRRGNF=F2 RV DETHERICEDVTLET, 2FY 2RIV ZEEDL
JNZERT ENIEBEHYFCA FRVZERICEITIAE . EDFRIDI LYY FEEE
TEEY,

SARIFERICHERZEF SN TELT . CORRBRICKX TTTI2LEDHIEHDSKRLEHDIEE
AHYFET FIRERT T ADITRELGETEEZERTEES, L HEZEYICEEL
T HRESNEEERNICIARBELUVRBROMOIARTOEI VI VERTTEIIENTESELD
[C3ARENHYFT,

FHRHRDIRANIREZED ) ) LTHERZEZEETSHE, FRICRACENTELGSRBYFIDT
THEELEEEL,

RIZ[RNED )9O LTIRICEAFT,

Z RIEER

BEICIECT, RODTA VERBEREFERALET,

A—HY—RBEANTBIZE A A VRV I RICA—YILEEET, TOA—HF—RZ0) VY
LET,

NRAT=FZANTBIZIE SR T—=RDAAIRY Y RIZHh—VYILEEE, TD/INRT—F%ED
)y LET,

Microsoft 3651 —H—4% admin@LODSe878763.onmicrosoft.com

Microsoft 365/XX J— k m3t * We $ Z7 &xy

Microsoft 3657h— 2 LM T SHHF—[CEEIZO— KSR WMESIE, CTRL-KEZHR LT KR—42J)L
EHLWISOY—2JICEA—KRLET,

ROBERIE, TV =AW R—rDAHZBEHELTVET,

IRA VAR R 11440873
HBRADIRTOI—HF—HM60EZEICTNRT—FEEETEHELIICKROONEELIICTINE
NHYFET , V) a—>a T BEGEEDIOBRIIC/ANART—FEEET IMENHLHZ &
E1—HY—ICBHMTARENHYFT,

[%&3 5IZ1&, Microsoft 3657/R— &2 JLIZH A VA4V LET,

1E fiZ:

You need to configure the Password Expiration Policy.

1. Sign in to the Microsoft 365 Admin Center.

2. In the left navigation pane, expand the Settings section then select the Settings option.

3. Click on Security and Privacy.

4. Select the Password Expiration Policy.

5. Ensure that the checkbox labelled "Set user passwords to expire after a number of days" is
ticked.

6. Enter 60 in the "Days before passwords expire" field.

7. Enter 10 in the "Days before a user is notified about expiration" field.



8. Click the 'Save changes' button.
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References:

Explanation:

If SSPR (Self Service Password Reset) is enabled, you must select at least one of the following
options for the authentication methods. Sometimes you hear these options referred to as "gates."
Mobile app notification Mobile app code Email Mobile phone Office phone Security questions You
can specify the required authentication methods in the Password reset properties of the Azure AD
tenant. In this case, you should set the required authentication method to be 'Security questions'.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-sspr-howitworks
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To audit AD FS user authentication, you need to install Azure AD Connect Health for AD FS. The
agent should be installed on an AD FS server. After the installation, you need to register the
agent by running the Register-AzureADConnectHealthSyncAgent cmdlet.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-agent-install
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-adfs
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An on-premises web application named App1 must allow users to complete their expense reports
online.

Application Proxy is a feature of Azure AD that enables users to access on-premises web
applications from a remote client. Application Proxy includes both the Application Proxy service
which runs in the cloud, and the Application Proxy connector which runs on an on-premises
server. Azure AD, the Application Proxy service, and the Application Proxy connector work
together to securely pass the user sign-on token from Azure AD to the web application.

In this question, we need to add an enterprise application in Azure and configure a Microsoft AAD
Application Proxy connector to connect to the on-premises web application (App1).

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy#how-
application-proxy-works
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EfiZ:

1 - Sign in to the power platform admin center.

2 - Convert the Prod1 environment to a sandbox enviroment.

3 - Reset the Prod1 enviroment

4 - Convert the Prod1 enviroment to a production enviroment

Reference:

https://docs.microsoft.com/en-us/power-platform/admin/switch-environment
https://docs.microsoft.com/en-us/power-platform/admin/reset-environment
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The first step is to download and install the Azure AzCopy tool, which is the tool that you run in
Step 2 to upload PST files to Office 365. You also copy the SAS URL for your organization. This
URL is a combination of the network URL for the Azure Storage location in the Microsoft cloud for
your organization and a Shared Access Signature (SAS) key. This key provides you with the
necessary permissions to upload PST files to your Azure Storage location.
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Now you're ready to use the AzCopy.exe tool to upload PST files to Office 365. This tool uploads
and stores them in an Azure Storage location in the Microsoft cloud.

After the PST files have been uploaded to the Azure Storage location for your Office 365
organization, the next step is to create a comma-separated value (CSV) file that specifies which
user mailboxes the PST files will be imported to. You'll submit this CSV file when you create a
PST Import job.

Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/use-network-upload-to-import-pst-
files

B fE: 52

Microsoft 3654 7R 0 1) T 3 URHY FT, I XTHOI—H—IZ(E, Windows 10Z&ELT

L . Microsoft Office 365 ProPlusi 4 Y XA k—ILENTWBI SATF7 o bravEa—4—0nhHY
9,

HAEBFAD—EOI—F—IF A2 —F v FMIERETICREBEVTLET,
MREBADLI—H—IF, Office k¥ a4V FOBENELESNAIFETHRBA IS4 2IZTHIE
MTEFEIMN?

A. 10

B. 30

C.90

D. 120
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After 30 days, Microsoft Office 365 ProPlus will go into reduced functionality mode. When this
happens, users will be able to open files but they won't be able to edit them.

As part of the installation process, Office 365 ProPlus communicates with the Office Licensing
Service and the Activation and Validation Service to obtain and activate a product key. Each day,
or each time the user logs on to their computer, the computer connects to the Activation and
Validation Service to verify the license status and extend the product key. As long as the
computer can connect to the Internet at least once every 30 days, Office remains fully functional.
If the computer goes offline for more than 30 days, Office enters reduced functionality mode until
the next time a connection can be made.

Reference:
https://docs.microsoft.com/en-us/deployoffice/overview-of-licensing-and-activation-in-office-365-
proplus
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A. three alias (CNAME) record
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B. one text (TXT) record

C. one alias (CNAME) record

D. three text (TXT) record

Eff:D (AU RERKT D)

Contoso plans to provide email addresses for all the users in the following domains:
East.adatum.com

Contoso.adatum.com

Humongousinsurance.com

To verify three domain names, you need to add three TXT records.

Reference:
https://docs.microsoft.com/en-us/office365/admin/setup/add-domain?view=0365-worldwide
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https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy-add-on-
premisesapplication
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1E fiz:

You need to assign Christie the 'Service Support Admin' role.

1. In the Microsoft 365 Admin Center, click 'Roles'.

2. Scroll down to the Service Support Admin role and click on the role name.

3. Click the 'Assigned Admins' link.

4. Click the 'Add' button.

5. Start typing the name Christie then select her account when it appears.

6. Click Save.

References:
https://docs.microsoft.com/en-US/azure/active-directory/users-groups-roles/directory-assign-
admin-roles
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The setting "Admins and users in the guest inviter role can invite" is set to No. This means that no
one can create guest accounts because they cannot 'invite' guests. This setting needs to be
changed to Yes to ensure that guest users can be created in the tenant.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/b2b/delegate-invitations
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/users-default-permissions
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1E fiz:

You need to create a guest account for the external user.

1. Go to the Azure Active Directory admin center.

2. Select Users.

3. Click the 'New guest user' link.

4. Select the 'Invite user' option.

5. Give the account a name and enter fabrikamuser@fabrikam.com in the email address field.
6. Click the 'Invite' button.

References:
https://docs.microsoft.com/en-us/azure/active-directory/b2b/b2b-quickstart-add-guest-users-portal
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We can create a threat management policy to alert us when the sharing policy is changed.
Create a new Alert policy > under Category select Threat Management > under 'Activity is' scroll
down to the 'Site administration activities' and select 'Changed a sharing policy'.
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The Message center in the Microsoft 365 admin center is where you would go to view a list of the
features that were recently updated in the tenant. This is where Microsoft posts official messages
with information including new and changed features, planned maintenance, or other important
announcements.

The messages displayed in the Message center can also be viewed by using the Office 365
Admin mobile app.

Reference:
https://docs.microsoft.com/en-us/office365/admin/manage/message-center?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/admin/admin-overview/admin-mobile-app?view=0365-
worldwide
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Azure AD Pass-through Authentication. Provides a simple password validation for Azure AD
authentication services by using a software agent that runs on one or more on-premises servers.
The servers validate the users directly with your on-premises Active Directory, which ensures that
the password validation doesn't happen in the cloud.

Reference:

https://docs.microsoft.com/en-us/azure/security/fundamentals/choose-ad-authn
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Depending on what your organization's Office 365 subscription includes, the Dashboard in
Security & Compliance includes several widgets, such as Threat Management Summary, Threat
Protection Status, Global Weekly Threat Detections, Malware, etc. The Compliance admin center
in Microsoft 365 contains much of the same information but also includes additional entries
focusing on alerts, data insights.

The Monitoring and reports section from the Compliance admin center does not display a list of
the features that were recently updated in the tenant so this solution does not meet the goal.

To meet the goal, you need to use Message center in the Microsoft 365 admin center.
Reference:
https://docs.microsoft.com/en-us/office365/admin/manage/message-center?view=0365-worldwide
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The Password protection settings allows you to specify a banned password list of phrases that
users cannot use as part of their passwords.

References:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-
on-premisesoperations
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-
configure
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-
bad#custombanned-password-list
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Project1: During Project1, the mailboxes of 100 users in the sales department will be moved to
Microsoft 365.

Fabrikam does NOT plan to implement identity federation.

All users must be able to exchange email messages successfully during Project1 by using their
current email address.

During Project1, some users will have mailboxes in Microsoft 365 and some users will have
mailboxes in Exchange on-premises. To enable users to be able to exchange email messages
successfully during Project1 by using their current email address, we'll need to configure hybrid
Exchange.
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A new way to migrate mailboxes in a hybrid Exchange configuration is to use the Microsoft 365
data migration service. The data migration service can migrate Exchange, SharePoint and
OneDrive. Therefore, we need to start a data migration and click Exchange as the service to be
migrated.

Reference:

https://docs.microsoft.com/en-us/fasttrack/O365-data-migration
https://docs.microsoft.com/en-us/exchange/hybrid-deployment/move-mailboxes
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The question states that "all the user account synchronizations completed successfully".
Therefore, the synchronization rule is configured correctly. It is likely that the 10 user accounts
are being excluded from the synchronization cycle by a filtering rule.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-
filtering
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References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/licensing-group-
advanced
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Conditional Access in SharePoint Online can be configured to use an IP Address white list to
allow access.

References:
https://techcommunity.microsoft.com/t5/Microsoft-SharePoint-Blog/Conditional-Access-in-
SharePoint-Onlineand-OneDrive-for/ba-p/46678
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Anti-phishing protection is part of Office 365 Advanced Threat Protection (ATP). To prevent
phishing email messages from being delivered to your organization, you need to configure a
threat management policy.

ATP anti-phishing is only available in Advanced Threat Protection (ATP). ATP is included in
subscriptions, such as Microsoft 365 Enterprise, Microsoft 365 Business, Office 365 Enterprise
E5, Office 365 Education A5, etc.

Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/set-up-anti-phishing-policies
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The question states that "all the user account synchronizations completed successfully".
Therefore, the Azure AD credentials are configured correctly in Azure AD Connect. It is likely that
the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-
filtering
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Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/user-
roles
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/rbac
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You can invite guest users to the directory, to a group, or to an application. After you invite a user

through any of these methods, the invited user's account is added to Azure Active Directory

(Azure AD), with a user type of Guest. The guest user must then redeem their invitation to access

resources. An invitation of a user does not expire.

The invitation will include a link to create a Microsoft account. The user can then authenticate

using their Microsoft account. In this question, the external vendor already has a Microsoft

account (user1@outlook.com) so he can authenticate using that.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/b2b/add-users-administrator
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Depending on what your organization's Office 365 subscription includes, the Dashboard in
Security & Compliance includes several widgets, such as Threat Management Summary, Threat
Protection Status, Global Weekly Threat Detections, Malware, etc. It does not display a list of the
features that were recently updated in the tenant so this solution does not meet the goal.

To meet the goal, you need to use Message center in the Microsoft 365 admin center.
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/security-dashboard
https://docs.microsoft.com/en-us/office365/admin/manage/message-center?view=0365-worldwide
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-mfa-policy
https://docs.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-
factor-authentication?view=0365-worldwide
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-password-hash-
synchronization
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Device1 has the Configuration Manager client installed so you can manage Device1 by using
Configuration Manager.

To manage Device1 by using Microsoft Intune, the device has to be enrolled in Microsoft Intune.
In the Co-management Pilot configuration, you configure a Configuration Manager Device
Collection that determines which devices are auto-enrolled in Microsoft Intune. You need to add
Device1 to the Device Collection, not an Active Directory Group. Therefore, this solution does not
meet the requirements.

Reference:

https://docs.microsoft.com/en-us/configmgr/comanage/how-to-enable
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You need to create the group and assign a license to the group. Anyone who is added to the
group will automatically be assigned the license that is assigned to the group.

1. Go to the Azure Active Directory admin center.

2. Select the Azure Active Directory link then select Groups.

. Click the New Group link.

. Select 'Security' as the group type and enter 'Group2' for the group name.

. Click the Create button to create the group.

. Back in the Groups list, select Group2 to open the properties page for the group.

. Select 'Licenses'.

. Select the '+ Assignments' link.

9. Tick the box to select the license.

10. Click the Save button to save the changes.

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/licensing-groups-
assign
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You need to add gmail.com as a denied domain in the 'External collaboration settings'.

1. Go to the Azure Active Directory admin center.

2. Select Users then select 'User settings'.

3. Under External Users, select the 'Manage external collaboration settings'.

4. Under 'Collaboration restrictions', select the 'Deny invitations to the specified domains' option.
5. Under, Target Domains, type in the domain name 'gmail.com'’

6. Click the Save button at the top of the screen to save your changes.

References:

https://docs.microsoft.com/en-us/azure/active-directory/b2b/allow-deny-list
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Email address policies define the rules that create email addresses for recipients in your
Exchange organization whether this is Exchange on-premise or Exchange online.

You can configure email address policies using the graphical interface of the Exchange Admin
Center or by using PowerShell with the Set-EmailAddressPolicy cmdlet.

The Set-EmailAddressPolicy cmdlet is used to modify an email address policy. The Update-
EmailAddressPolicy cmdlet is used to apply an email address policy to users.

Reference:
https://docs.microsoft.com/en-us/exchange/email-addresses-and-address-books/email-address-
policies/email-address-policies?view=exchserver-2019
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When you configure conditions for a label, you can automatically assign a label to a document or
email. In this case, we would create a label to label all email messages that contain the word
ProjectX. We would then create a label policy to preserve a copy of all message that have the
label assigned.

Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification
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IEfiZ:

You need to create a guest account for the external user and assign the Application Developer
role. As the user's domain is an external domain, you will need to 'invite' the user. The external
user will need to accept the invitation to create the account.

. Go to the Azure Active Directory Admin Center.

. In the left navigation pane, select Users.

. Click on the '+ New Guest User' link.

. Ensure that the 'Invite user' option is selected.

. Enter dev@fabrikam.com in the email address field.

. In the Roles section, 'user' will be selected by default. Click on 'user' to open a list of roles.

. Select Application Developer in the list and click the 'Select' button to assign the role.

. Click the 'Invite' button to send the invitation.
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An app's score in Cloud Discovery is based on categories such as General, Security, Compliance
and Legal. Each category has several parameters. For example, the domain registration and
consumer popularity parameters are part of the General category. These parameters are known
as Score Metrics.

You can modify the default weights given to the Cloud Discovery score configuration. By default,
all the various parameters evaluated are given an equal weight. If there are certain parameters
that are more or less important to your organization, you can adjust the weight of each score
metric.

References:

https://docs.microsoft.com/en-us/cloud-app-security/discovered-app-queries
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-device-writeback
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A. https://login.microsoftonline.com/

B. https://contoso.com/contoso.onmicrosoft.com/app1

C. https://login.microsoftonline.com/contoso.onmicrosoft.com/

D. https://myapps.microsoft.com
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In a single tenant application, sign-in requests are sent to the tenant's sign-in endpoint. For
example, for contoso.onmicrosoft.com the endpoint would be:
https://login.microsoftonline.com/contoso.onmicrosoft.com. Requests sent to a tenant's endpoint
can sign in users (or guests) in that tenant to applications in that tenant.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-convert-app-to-be-multi-

tenant
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/b2b/delegate-invitations

Bf: 86

Y RID—=DI121E, RD2DODERIZIRT & 52 Microsoft Azure Active Directory Azure AD) [Z
B S t=4 > FL I AActive Directory KA 4 UMNEENTLET,

RDOBEIZRYT & 512 Active Directoryl“User1 & WL\ S BRI A—H—ZER LTI,
UTDERT—FAVMIDWT RT—FAVIDNETHSESIE KL EERLET, Th
LUSNDIEEIX, DWR ZBERLET,

FEENTNOELWNERICIFIARS > FOMBIESHY 7,
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-feature-

directory-extensions
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad
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References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/activity-logs-overview
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1E fiz:

You need to register App1 in Azure Active Directory.

. Go to the Azure Active Directory admin center.

. Select Azure Active Directory.

. Select 'App registrations'.

. Click the 'New registration' link.

. Enter the name App1.

. Click the Register button.

. To add the URL to App1, select App1 in the list of registered apps.

0o NOoO Ok~ WODN -

. In the properties page of App1, select Branding.

9. Enter the URL https://app1.contoso.com in the '"Home page URL' box.

10. Click Save to save the changes.

References:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
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Project1: During Project1, the mailboxes of 100 users in the sales department will be moved to
Microsoft 365.

Project2: After the successful completion of Project1, Microsoft Teams & Skype for Business will
be enabled in Microsoft 365 for the sales department users.

After the planned migration to Microsoft 365, all users must be signed in to on-premises and
cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their
mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to
authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable SSO to enable all users to be signed in to on-premises and cloud-based
applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/security/azure-ad-choose-authn

A ENHI7EMS-100-JPNRTRESR [LJPNTest.comizfit =41 MS-100-JPNELER ICEHR T H 2 & I12H%

[Z3ZHFE T ! JPNTest.comlES HZEHMS-100-JPNRERRIEE #1284 L F 9, JPNTest.com

MS-100-JPNERERRIREE XL SBE#H N FEF L=, T 2 TMS-100-JPNREIREBEDTRA TP Y

EFICANET, ZRIRD 7 Y £ X _ https://www.jpntest.com/shiken/MS-100-JPN-mondaishu
A31f,. 30%7r « R Ao > b #AI742EI5|a— F: JPNshiken

Eﬁ:ﬁ: 92

Project1 I ELZ 7O X ZEFEIL TLVET,

T2y bERABT AR ERT DLENHSHDNSLI— FEHRTIDLENHY FT,
EDDNSLO—FaHEDLETM?

A. KX+ A)

B. T4 1J7X CNAME)

C. "X F AAA)

D. A—=JLIZVRAFzoIv— KX)

IEfE: (EfEZRTLET)

B 93

v k=212l fabrikam.com & LY S & ETDActive Directory KA 4 UMEENTWET, KA
AVICIE RORICRI ATz bR EENET,

GI—TIZE RORITTRT A N—BNNET,

fabrikam.com & Microsoft Azure Active Director Azure AD) 77 > FDEIDOREAZFER L TLVE
v,


https://www.jpntest.com/shiken/MS-100-JPN-mondaishu
https://www.jpnshiken.com/q/9608-1041108/

[FAA 2> [OUT 4 )LE—]EEIZRT & 512, Azure AD ConnectT KA A 2/ OUT 4 JLE —E%
EEBHLET, (FAMU/IOUDTAWE—]2TEI VY I LET,)TAILE Y VTDRRICE
T & SI12_ Azure Connect T 4 LA —ZBRLET, [Fa4L2VHT12TH5#0 )y LE
9,) FENETNDOELLERIZIEIRS > FOMELHY 9,

IEfiF:

References:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-
filtering#group-based-filtering
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IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-
premises Active Directory environment in preparation for migration to Azure Active Directory.
IdFix is intended for the Active Directory administrators responsible for directory synchronization
with Azure Active Directory.

Reference:
https://docs.microsoft.com/en-us/office365/enterprise/prepare-directory-attributes-for-synch-with-
idfix

https://www.microsoft.com/en-gb/download/details.aspx?id=36832
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Group-based licensing currently does not support groups that contain other groups (nested
groups). If you apply a license to a nested group, only the immediate first-level user members of
the group have the licenses applied. Therefore, User2 will not be assigned a license.

When Azure AD assigns group licenses, any users without a specified usage location inherit the
location of the directory. Therefore, User3 will be assigned a license and his usage location will
be set to the location of the directory.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/licensing-groups-
assign
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/licensing-group-
advanced
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A. From your computer, run setup.exe /download downloadconfig.xml.

B. Create an XML download file.

C. From the Microsoft 365 admin center, deactivate the Office 365 licenses for all the users.

D. From each client computer, run setup.exe /configure installconfig.xml.

E. From the Microsoft 365 admin center, configure the Software download settings.
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You can use the Office Deployment Tool (ODT) to download the installation files for Office 365
ProPlus from a local source on your network instead of from the Office Content Delivery Network
(CDN).

The first step is to create the configuration file. You can download an XML template file and
modify that.
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The next step to install Office 365 ProPlus is to run the ODT executable in configure mode with a
reference to the configuration file you just saved. In the following example, the configuration file is
named installconfig.xml. setup.exe /configure installconfig.xml After running the command, you
should see the Office installation start.

To prevent the users from installing Office 365 ProPlus from the Internet, you need to configure
the Software download settings (disallow downloads) in the Microsoft 365 admin center.
Reference:
https://docs.microsoft.com/en-us/deployoffice/overview-of-the-office-2016-deployment-
tool#download-the-installation-files-for-office-365-proplus-from-a-local-source
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References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-
atp/onboard-downlevel-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-
atp/configure-endpoints-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-
atp/configure-server-endpoints-windows-defender-advanced-threat-protection
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Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add
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Reference:
https://docs.microsoft.com/en-us/sharepointmigration/migrating-content-to-onedrive-for-business
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Reference:

https://docs.microsoft.com/en-us/sharepoint/turn-external-sharing-on-or-off
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You need to configure the External Communications settings in the Skype for Business admin
center.

1. You need to go to the Skype for Business admin center. If you see a Skype for Business admin
center in the admin center list in the Microsoft portal, open it and skip to step 4.

2. If you don't see a Skype for Business admin center in the admin center list in the Microsoft
portal, open the Teams admin center.

3. In the Teams admin center, choose Skype > Legacy Portal.

4. In the Skype for Business admin center, select Organization.

5. Select External communications.

6. Untick the 'Let people use Skype for Business to communicate with Skype users outside your
organization' checkbox.

7. Click Save to save the changes.
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Reference:
https://docs.microsoft.com/en-us/office365/admin/setup/add-domain?view=0365-worldwide
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You need to add an exception. In the Advanced Settings of the DLP policy, you can add a rule to
configure the Conditions and Actions. There is also an 'Add Exception' button. This gives you
several options that you can select as the exception. One of the options is 'except when recipient
domain is'. You need to select that option and enter the domain name contoso.com.

Reference:

https://docs.microsoft.com/en-us/office 365/securitycompliance/data-loss-prevention-policies#how-
dlp-policies-work
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