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You can collect error events from the System log, third-party application logs stored as text files, and the average processor utilization from the computers by using Log Analytics. These are some of the types of data that
you can collect by using data sources such as Windows event logs, custom logs, and performance counters. You cannot collect failure events from the Security log or the list of processes and their execution times by
using Log Analytics. References: https://docs.microsoft.com/en-us/azure/azure-monitor/agents/data- sources-overview
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https://learn.microsoft.com/en-us/mem/intune/enroliment/windows-bulk-enroll

" Join new Windows devices to Microsoft Entra ID and Intune. To bulk enroll devices for your Microsoft Entra tenant, you create a provisioning package with the Windows Configuration Designer (WCD) app.
Applying the provisioning package to corporate-owned devices joins the devices to your Microsoft Entra tenant and enrolls them for Intune management. Once the package is applied, it's ready for your Microsoft Entra

users to sign in.
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Actions e . Answer Area
Microsoft

 From the Microsoft Endpoint Manager admin center, |
Create a trusted certificate configuration prohle

Obtain the root certificate,

From the Enterprise CA, configure certificate @
| managers. @

O

From the Mlcmsoﬁ Endpmnt Manager admln cenler
| cunhgure enrnllment restnctlnnﬁ

— - —

From the Micmsc-ft Endpmnt Manager adrnm center

' create a PKCS certificate configuration profile.

JI hcroseft-------- »

1 i E : l , o
[ : | | Obtain the root certificate,

cre_atg a trusted certificate configuration profile. | 1 gromthe Microsoft Endpoint Manager admin center :

, Fr;m the E-Ete:pr;;e_f_"ﬁ:,— cgnig;ezer-afizat; o "i @ create a trusted certificate configuration profile. @

| managers. _NANPESCS SIS DSl RSOSSN

;_Fm_m_thg Microsoft End_p-:;nr M;n%eTaEan c-e-nterl : From the Microsoft Endpoint Manager admin center, :

Iconflgure enrollment restrictions. § A configure enrollment restrictions. I
'f-"'—"-L“—"'-'-"—':-'ﬂ-"—‘:--I.“'E-“‘—-'-"—“rq R i s e e g S S e R e i |

me the Microsoft Endpoint Manager admin center, |
icreate a PKCS certificate configuration profile. _'

Explanation:



Obtain the root certificate.

From the Microsoft Endpoint Manager admin center,

create a trusted certificate configuration profile.

From the Microsoft Endpoint Manager admin center,
configure enroliment restrictions.

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-pfx-configure
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Ensure that only devices that have approved platforms

v

and versions can enroll in Endpoint Manager:

Android enroliment

Apple enroliment .

. Corporate device identifiers
. Device categories

Il M ICrOsS Oft Enruﬂment restrictions

Windows enroliment

Ensure that devices are added to Azure AD groups
based on a selection made by users during enroliment:

v

Android enroliment

Apple enroliment
Corporate device identifiers
Device categories
Enroliment restrlcl:mns
Windows enroliment

Ensure that only devices that have approved platforms
and versions can enroll in Endpoint Manager:

Ensure that devices are added taﬁmm AD groups
based on a selection madejymﬁs during enroliment:

m~ Microsoft

Explanation:

v

Android enroliment
Appleﬁenroltment

.H )

carpc rate device identifiers

vice > categories _

—

" | Enroliment restrictions |

Windows enroliment

v

Android enroliment

Apple enrullment

Device categori e'é !
Aroliment restrictions

Windows enroliment




Ensure that only devices that have approved platforms v
and versions can enroll in Endpoint Manager: Android enroliment

Apple enroliment

Corporate device identifiers
Device categories
Enroliment restrictions

Windows enroliment

Ensure that devices are addedto Azure AD groups

based on a selection made byusers during enroliment: ‘ )\ 4

Android enroliment

Apple enroliment

Corporate device identifiers
Device categories

N icr ﬁm restrictions
[ VIICT R} g"éznr-::lllrnent
Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-group-mapping
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Name | Member of Assigned license
Userl | Groupl Entérprisé Mobility + Security ES
User2 | Groupg Enterprise Mobiliggm Security E5.

IYill WAl
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Name Type
Device1 | Windows

Device2 | Android
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Answer Area

Statements

User1 can enroll Devicel in Intune by using automatic enmilmer'lt.

User1 can enroll Device2 in intune by using automaucqrmﬂment_ .iﬂ M i C r 0 S Of |

User2 can enroll Devicel in Intune by us._ir_gjfijhﬁ*tatic enroliment.

Answer Arca
Statements Yes

User1 can enroll Devicel in Intune by using automatic enroliment. |

User1 can enroll Device2 in Intune by Using automatic enrolfment. D LD

User2 can enroll *E'WWB?WTM D

Explanation:
Answer Arca

- s
e ='! Microsoft .

User1 can enroll Devicel in Intune by using automatic enroliment. @ %‘?@_% -
v eN.Ct
WMES
User1 can enroll Device2 in [ntune W{%@%& ment. ] -

E
User2 can enroll Devicel in I\ﬁ by using automatic enroliment. B .
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To ensure that only Android devices that use Android work profiles can enroll in Intune, you need to perform two configurations in the device enrollment restrictions. First, you need to set Android device administrator
Personally Owned to Block. This prevents users from enrolling personal Android devices that use device administrator mode. Second, you need to set Android Enterprise (work profile) to Allow. This allows users to enroll
corporate-owned or personal Android devices that use work profiles. References: https://docs.microsoft.

com/en-us/mem/intune/enrollment/enroliment-restrictions-set
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Access requirements

PIN for access Regquire
PIN type Numeng
Simple PIN Allow
Sedect minimum PIN length 6

Towch 1D instead of PIN for access (HOS Allow
B8+ /\Pad0s)

Overnide biometrics with PIN after
timaout
Timeout (minutes of mactnaty)

Face ID instead of PIN for access (105
11+/iPad0s)

PIN reset after number of days
Number of days

App PIN when device PIN is set *
Work or school account credentials for
CCess

Recheck the access requiremean 6
{minutes of mactl-.-:m

.'M1 o

Action
Max PIN attempts Reset PIN
Offline grace period Block access (minutes)
Offline grace period Wipe data (days)
Janlbroken/rooted devices Block access
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Answer Area

After 30 minutes of inactivity, a user will be promptedfor their [answer choice]. | PIN only o |
‘ dccount credentials only

Entenng the wrong PIN five times will [answer choice]. | block access v
block access

reset the app PIN
reset the device PIN
wipe company data

Answer Area

account credentials only

1 .:.-__':__- I::'_-.: -::_Ii A .
M I C r O S @ fltjﬁutes of inactivity, a user will be prompted ;p{ﬁ.{;h@l [answer choice]. | PIN only {E__l

4 [t
- -f'j

PIN and account credentials

1
e - il m T

P
f 3 B

block access

feset the app PIN |
al e reset The device PIN
'Y © LN wipe company data

m;{r@iﬁe wrong PIN five times will [answer choice]. . block access

Explanation:

Box 1 = PIN only

Box 2 = reset the PIN app

i0OS/iPadOS app protection policy settings - Microsoft Intune | Microsoft Learn https://learn.microsoft.com/en- us/mem/intune/apps/app-protection-policy-settings-ios
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Statements (
TB1 will download the :mage ﬁ;qh'i MDT3

DT1 will have a Keyboggdl_tjca!e of en-gb.

Statements
TB1 will download the image &oﬁgﬁi
DT1 will have a Keylg@&ﬁ ale of en!b

LT1 will downl& the image from MDT1.

Explanation:
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Actions

[l:rﬂ:tr 2 com piunw polrcr_ - . .
Il:reatta Cnndrhml Access pn:;lli:y o —— il

| Create an attack surlace reduction (ASR) policy.

| From Cnn'phancr palu:ru create a notification message template.

I From Tenant admin, create a custom notification.

e U e U [0 N —-.- P S .-.-_ *"’ Step 3:
ITFrom Compliance policies, create a notification message template. - \

P e e e R i A _—_Q
Emm Tmnt:dm:r; utah_eacum rmlincamn . - E

Explanation:
Actions Answer Area

Create a compliance policy. Step 1: | Create a compliance policy.

Create a Conditional Access policy.

Step 2: | From Compliance policies, create a notification message template,

Create an attack surface reduction (ASR) policy.

Step 3. Assign policy te Group1.

From Compliance policies, create a notification message template.

From Tenant admin, create a custom notification.
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This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must
manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information
such as business requirements, existing environment, and problem statements. When you are ready to answer a question, click the Question button to return to the question.

Existing Environment

Current Business Model

The Los Angeles office has 500 developers. The developers work flexible hours ranging from 11:00 to 22:00.

Litware has a Microsoft System Center 2012 R2 Configuration Manager deployment. During discovery, the company discovers a process where users are emailing bank account information of its customers to internal and
external recipients.

Current Environment

The network contains an Active Directory domain that is synced to Microsoft Azure Active Directory (Azure AD). The functional level of the forest and the domain is Windows Server 2012 R2. All domain controllers run
Windows Server 2012 R2.

Litware has the computers shown in the following table.

' Department Windows version Management [ Domain-joined
platform
' Marketing .1 [ Configuration ' Hybrid Azure AD-
Manager | joined
Research 10 E“n:ni_eur.nil-m_ AR Hybrid Azure AD-
| Manager | joined
HR 7.7 R Configuration Hybrid Azure AD-
| Manager joined
| Developers 10 0 FMicrosoft Intupe. | Azure AD-joined
Sales | 10 Microsoft [ntune | Azure AD-joined

The development department uses projects in Azure DevOps to build applications.

Most of the employees in the sales department are contractors. Each contractor is assigned a computer that runs Windows 10. At the end of each contract, the computer is assigned to different contractor. Currently, the
computers are re-provisioned manually by the IT department.

Problem Statements

Litware identifies the following issues on the network:

Employees in the Los Angeles office report slow Internet performance when updates are downloading. The employees also report that the updates frequently consume considerable resources when they are installed.
The Update settings are configured as shown in the Updates exhibit. (Click the Updates button.) Management suspects that the source code for the proprietary applications in Azure DevOps in being shared externally.
Re-provisioning the sales department computers is too time consuming.

Requirements

Business Goals

Litware plans to transition to co-management for all the company-owned Windows 10 computers. Whenever possible, Litware wants to minimize hardware and software costs.

Device Management Requirements

Litware identifies the following device management requirements:

Prevent the sales department employees from forwarding email that contains bank account information.

Ensure that Microsoft Edge Favorites are accessible from all computers to which the developers sign in.



Prevent employees in the research department from copying patented information from trusted applications to untrusted applications.
Technical Requirements

Litware identifies the following technical requirements for the planned deployment:

Re-provision the sales department computers by using Windows AutoPilot.

Ensure that the projects in Azure DevOps can be accessed from the corporate network only.

Ensure that users can sign in to the Azure AD-joined computers by using a PIN. The PIN must expire every

30 days.

Ensure that the company name and logo appears during the Out of Box Experience (OOBE) when using Windows AutoPilot.
Exhibits

Settings

b 4
Windows 10 and later
Update settings
Servicing channel @ | Semi-Annual Channel (Targeted) V '
* Microsoft product updates Block |
* Quality update deferral period (days) @ | 7
* Feature update deferral period (days) @ | 14
* Set feature update uninstall period 10 '
(2 - 60 days) e (2%
User experience settings
A“mﬂgﬁmw@ _ l'.l:“ Aut-:_:r install at maintenance time v
Active hours start 3§ AM
Active hours end @ . SPM

Delivery optimization download mode @ | Simple download mode with no peering vl

ﬁﬁﬁﬁ:ﬁ: 20



150 ED /N4 7)) v K Azure AD SIEH Windows T/34 R Z &L Microsoft 365 E5 H TR 5 ) T 3 UhRBHY ET, §RTHT /31 X[ Microsoft Intune IZEEF SN TWET ROBHZHE-T K512, T/A1 A TE
EORBEILZEBRT IBLENHYET,

A=y FBELUVA—AIL XY TV LMDV EA— 2D oDFIA—REHALET,

*EHATREEOEIEZ 50 ICHIBBRLET,

fAIZFESINRETLLIN?

ABRTOZ74)L

B. Windows Update for Business 7' /JL— 7 K1) O —E&FE

C. Microsoft E7Y—E7 v b7 —9 H—EX J)L—T KR L—E%%E

D. Windows 10 IR 7O 7 7 A LRADEHFY >4

IEfR: (EfEZERTLET)

A configuration profile is the correct answer because it allows you to configure Delivery Optimization settings for Windows devices in Intune. You can specify the download mode, bandwidth limit, caching options, and
more. A configuration profile is a template that contains one or more settings that you can apply to groups of devices. References:

Windows 10 Delivery Optimization settings for Intune - Microsoft Intune | Microsoft Learn Delivery Optimization settings in Microsoft Intune

B 21

Windows 10 #3247 L Windows AutoPilot #fFf L TSN TWda Ea— 32— H YU FT,

A—4H—(& Computerl ENSZRDIAVELI—F—TRDERIEZETLET,

TERY FT—IADVPNEHZEZERLET

App1 & L5 ZBID Microsoft Store 7 7 24 A F—JLLET

Wi-Fitky bT—0 ICHERLET

Computer1 T Windows AutoPilot J v FZE{TLE T,

A—HY—BH A oA 20F5E AVEL—FDKREBIEESKHYFITHN? BAETSICIE EAEEHTEUGA TS a0 EBIRLET,
FEEELWMLMEBIRSCEICTIRA Y I EShET,

The Wi-Fi connection will be:

Removed
Retained and the passphrase will be retained
Retained but the passphrase will be reset

App1 will be:

Reinstalled at sign-in
Removed
Retained

The VPN connection will be:

Removed
Retained and the credentials will be cached
Retained but the credentials will be reset
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1E fiz:

The Wi-Fi connection will be: S

App1 will be:
_Reinstalled at sign-in
" Removed
Retained
The VPN connection will be:
| Removed '

Retained and the credentials will be cached

Retained but the ";;“wg t.ms 0O f -ﬂ:

Explanation:

The Wi-Fi connection will ba:

Removed
Retained and the passphrase wl{!hg retained
Retained but the passphrase will be reset

App1 will be:

Reinstalled at sign-in

Retained

 tholpNeonesapaithe:

Removed
Retained and the credentials will be cached
Retained but the credentials will be reset

Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-reset

B 22

DS1 & LY5 & RETD Microsoft Deployment Toolkit (MDT) BRAXEZEBEE L TWVET DS IZIE {A—Hh—BNETILA} EWVWSEXDY T 74+ )LF—%FHD Windows 11 x64 & LS5 &R0 Out-of-Box Drivers 7 4+ JL & —
NEENTULET,

PP g FLIGER IO T 7ML EFERETIC AVEL2— 23— DA—D—¢EETILUI—HBTEITHILI—HDITRTDO RSAN—DBA VR —)LENDLIIC BHAZIRY O REZERTILENHYFET,
ESTHNIEVWTL LS EETBHICIE BEDY 7THEUGA TS a vEBRLTESY,



AR ELVWEBIRIEICTRAY AR ESIET,

Answer Area

Phase that you must modify ¢ Q’TM icrosof
inthe deployment task sequence: [|pstall

Preinstall
Validation

Task that you must use to specify 1 v
which folder contains the drivers: Gather

Inject Drivers
Set Task Sequence Variable
Validate

Answer Area

Phase that you must modify TM icrosof

in the deployment task sequence: _[ipstall _
I | Preinstall— ,

Validation

Task that you must use to specify
which folder contains the drivers:  [Gather

Inject Drivers

Validate

Explanation:
Preinstall
Set Task Sequence Variable

B 23

&H1E1=1EMicrosoft 365MH TR 1) T4 3 & H¥EH TI, Microsoft IntunelZ258DFH LWNVTNA REBFITBAFETT . HLLWTNA RADZRIFEMERET ALELAHY I,
LUTD3DDBEMAATDI5 ENE2DOHRATEFIN? EREINENTLEHEELERLCVET 5 EfELITIRA Y FAMEShET,

A. SMS

B. A—)L

C. &

D. 7vyia

E. Microsoft Teams * vt —



IEfE: (EfgZRTLET)

Eﬁ:ﬁ: 24

Azure AD TF > MZREIT B4 > T L 2 XD Active Directory KA A U HY FT,

T+ MZIE Windows 10 #E73 a0 Ea—42—AEFNTWET aVE1—F—I1F/\14 T v K Azure AD (B L TE Y  Microsoft Intune IZZEF SN TULVET, 32 E 1 —4—_E®D Microsoft Office 225E (&,
GW—TR)—ATPxH + (GPO) ZERALTHERRIhET,

GPO % Intune IZBITT HENHY T,

ED3DDT7Ia HBEIZETIAIVRELAHYFEIMNMNBZTDHICE 72232 VRAMOEUGTI L3 ERZEREBICEHL ELWVEFTIHERET,

Actions Answer Area
Assign the policy.

Create a compliance policy

Set a scope tag to the policy.

mport an ADMX file

Create a configuration profile.

Configure the Administrative Templates sekiin_-,;]-s A

Assign the profile

EfiZ:
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= Mitrosoft

Create a configuration profile.

Explanation:

Actions Answer Area

; Assign the policy. 1 | Create a conﬁqurl‘tim profile, !
Create a compliance policy. 'zﬁ I Configure'the Administrative Templates settings. i A
! Set a scope taqg to the policy. | ‘ Assign the profile. ! v
]‘_ Ir?pcirt an ADMX _ﬁle._ S 0 f t

Eﬁ:ﬁ: 25

75 = [EMicrosoft 365MH TR Y1) T3 &AL TEH Y  Microsoft Intune SuiteZfER L TLVET,

Microsoft Cloud PKIZERA L TEFA—ILA v E—LDE R LB ESR—F T B3FETT M ETARETLLOIN?
A. T/\A{ R{EMSCEPSIERZE O 7 7 A ILEERRLE T,

B. )L— FEREER (CA) 2L ZF T,

C. TN\A REBRDIEHEEAHMBAETO I 7 ILEERLET,

D. TN\ARAVTSATVRRY) O—%#EHLET,

E. #1TREB (CA) ZHERLE T,

IEf#: (EfEzRTLET)

EFDT 26
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Microsoft Intune Z{# 9 % Microsoft 365 ES 4 TR Y1) T avhbhby £d,
ROFIZFRT LSBT TINHYET,

g Apps | All apps

I £ Search (Ctri+ /) ' + Add () Refresh 7 Fiter { Export Columns
(O Overview
£ Search by name or publisher
All
AR appe Name T Type o
8§ Monitor
dngid line-of-business app
By platform 405 line-of-business app
M Windows i0S line-of-business app
B 05/iPad0S Android store app
e macOs iOS store app
@ Android Home Screen Managed Google Play store app
Policy soft Authenticator Managed Google Play store app
BB App protection policies " OneDrive Android store app
E App configuration policies \ OneDrive 105 store app
Use the drop-down menus e answer choice that completes each statement based upon the information presented in the graphic.
]
——____ .Y e do )Y} i i
You can create configuration policies for [answer cholce) 105 -supported spps -
1
2
3
4+
¥ .',- 5
You can create conbgaration policwrs for HWWMMW -
m Microsoft
3
4

5



Yious Can Criate Confgur ation Dol for I'\@I Arvi ool supporied Jport

o0

Explanation:
Answer Area
You can create configuration policies for [answer choice] iO5S-supported apps. 4
You can create configuration policies for [answer choice] Android-supported apps. 3
BE: 27

RORIZTET & 512, &2 Microsoft Intune IZEF I N=-T /N1 ADBHY ET,

Devicel | Windows 10

Device2 | Android device administrator
Device3 | i0OS

Microsoft Endpoint Manager Tl& £ D% v kT —% % Location1 & WV\S ARIDEFRELTERLET,
FYyRIT=o0O75—2 30 R=RADAVTIFAT VR RYO—EFRATEDITNARETENTTH?

L TINA R2ETINA, R3DH

. TINA R2DH

TN R1ETINA R2DH

TN R1DH

TN R TINA R2. TN X3

Ef:E(QAVLEHEEKT D)

Intune supported operating systems

Intune supports devices running the following operating systems (OS):

m oo w >
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iOS

Android

Windows

macOS

Note: View the device compliance settings for the different device platforms:
Android device administrator

Android Enterprise

iOS

macOS

Windows Holographic for Business

Windows 8.1 and later

Windows 10/11

Reference: https://docs.microsoft.com/en-us/mem/intune/fundamentals/supported-devices-browsers
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

Eﬁ:ﬁ: 28
Microsoft 365 47X 1) T 3 UhH Y  Microsoft Intune ZERA L TLVET,
ROBIZRT KSHBIY RRA 2 MEREE (EPM) FEERER) O —DHY FT,

o Basics o Configuration settings TR pgs — = gy b i

~ Privilege Management Elevation Client Settings

nt

i

Elevation settings establish the default behaviors for the endpoint elevatiop cli

Endpoint Privilege Management 0 Enabled

Default elevation response | “NOb configured
Send elevation data for reporting ® Yes

EPM F#&IL—IL R O—FBEh T EEA,
FOYTED Y AZa—%2FALT I3 74 v 7ICRTENTVSBERICEIVTERT— AV M EERSEIREDRERKEERLET,
AR ELWERIEICTRAY AT ESIET,



el Qﬁ@ﬂjﬂflrmﬂpﬂ_‘
| be deriied:
Ly .-.- support approval.

Software installations wiimM:‘

require user I:{_ZII‘IFI‘HT'lijf:{_]-"'I

[Answer choice] will be reportedh L.Orly diagnostic data >

All diagnostic data and elevations
| No diagnostic data or elevations

'i".ln.ilI diagnostic gata
,

1E fiz:
Software installations will [answer choice]. require user confirmation.
be denied.
require support approval,
: [
[Answer chonr.e] wull
Explanation:

O

Software installations will [answer chaice{.} require usz{n ation.
&

<

[Answer choice] will be reportedw diagnostic da

2 MW\ icrosoft

B 29

Microsoft 365 ES 4 TRV 1) T 3 & HEHTT,

TRTOT/INA RAEEET B5I1Z(F_ Microsoft Intune #FAHALET,
EEIRAIZ Applexe E WS ZHID Win32 7 7 24T 20ENHY FT,



FITMEIARETL&LIH?

A. Microsoft Intune BBt 2 —hn 7 TUEBRAKR) O—%#ERLET,
B. App1 exe % Azure Blob Storage IZ7 v 70— KL %9,

C. Microsoft 365 Apps BBt V2 —h L BRABREERLET

D. App1.exe % INIUNEWIN Bt ZEE LT,
Eff:D(QAAV b ERKT D)

EFI:IE]: 30

v b7 —2 121X Active Directory KA AL UMNEENTWLET, FAAL VIZIZAdMINt EWVWSERTIDAI—HF—DAEENTVET , I RXTHIVE21—42—I[E Windows 10 ZEITL TWLVET,
a2 F a1—%—_LT Windows PowerShell ') E— FLIEZEMICLET,

Admin1 MOV Ea1—2—~D')E— bk PowerShell It # I TEL L #HRITIVENHYET , V) a1 -2 3 VTl RMEBORAZFERT ILELHY FT,

Admin1 ZEDTIL—TIEMT 2LELHY £ H?

AVE—FTRY by Ta—H—

B./\J—1—H%—

C. 7V ARMHIZIBEEREF

D. JE—+EEBI—H—

Eff: A(QAVRERKRT D)
Eﬁ:ﬁ: 31
RDFKRIZERT & 512 Microsoft IntunelZE R S TLYHWindows 11T /31 AA2EHY F£9,
Name BitLocker Drive Encryption (BitLocker) Member of
Devicel | Enabled GroupZ
Deviced | Disabled Group1
AVTSATURRY O—DHRFEIL RORIZTKT LS ICHEEREINET,
Policies Notifications Retifg€ noucmiplEoN devices Compliance settings

CNODREF  AVTFATUVAY—EANTNA REZNEBS ZHEZEBHALET , BTNMRE NS E HARATNARAIAVTSIAT AR O— 1 E LTEHEIL, ZM DTS RERICRBRENFET,
MaiiieViges with no compliance ® ) Not compliant
poligl assighed‘as (& '

Compliance status validity period 3
(days) (0 ot

BAMBIZ UTORIZRT & S5BAVTSATURRY O—F R LET,
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wWindows 10/11 compliance policy

Nindows 10 and later

° Actions for noncompliance 0 Assignments . Review + create

Summary

Basics

Name Compliance1
Descnption No Description
Platform Windows 10 and later

Profile type Windows 10/11 compliance policy
Compliance settings o :

Device Health O
BitLocker @

ﬂ-rs

Actions for nuncnmplian:e

::"\Q

Group Group Members () Filter Filter mode

Group1 1 devices, 0 users None None

Excluded groups

Group Group Members ()

Group2 1 devices, 0 users



)Nicompliance policy

Windows 10 and 13Tef

0 Actions for noncompliance o Amgnmdﬂm . Review + create

Summary

Basics

Compliancel

UTOERBRICDOVWT ELWMEEIE FMZRBRLTSEZSD, E5THEVWEEEF DOWAZEBRLTSESY,
T EEEITIRA Y EAMEShET,

Answer Area 0 N
ﬁhm Yes No
@
Devicel 5& iscompliant on August 4. O O

*
@mus is compliant on August 2. ® O

. . i i = -
. M I g@eiitﬂlud on August 6. ® g

IEfZ:
Answer Area
stemgry (0 o Mo
Devicel st:at qgant on August 4, O r.';
! status 1s compliant on August 2. :--:
.W}%rmﬁtm on August . o)
Explanation:
Answer Area

Sutmno«\ Yes No

Device1 5tat cqgﬂam on August 4. @

watus 15 compliant on August 2. . O
- >
M ICR Of 2 1s retired on August 6. O -

.
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Eﬁ:ﬁ: 32
RORICRT LS BT NAR AVN= T 24 TEERTDTIL—THHYET,
Name Syntax
Group1 (device.deviceOwnership -eq “Company”)
Group2 (device.deviceOwnership -eq “Personal”)

Microsoft 365 7 71) # BB L TWLVET,
RDORIZFRT &K 512, Microsoft Intune [CEEZRSNTWB TS ABHY FT,

Name Ownership Platform
LT1 Company Windows 10 Enterprise x64
LT2 Personal Windows 10 Enterprise x64
LT3 Company MacOS Big Sur

Microsoft Endpoint Manager &+t >4 —T_ RIZFRY & 512 Microsoft 365 7 71 77U R LET (B2 720 Vv o LET,)
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App Information Edit

Mame Microsoft 365 Apps for Windows 10
Description Microsoft 365 Apps for Windows 10

Publisher Microsoft

Category Productivity

Show this as a featured app in the Mo

Company Portal R
Information URL hitps://products office. comign-us/exg
Privacy URL hitps://privacy. microsoft comden !
Developer Microsoft -
Cwner Microsoft

MNotes

Logo [} Office s,
T ek

Architecture i

Update channel *

Remove other versions &g

Version to install “

Use shared computer activati Mo

Accept the Microsoft S5 LE s Mo

Teams on behﬂ o

Install backgrou ﬁ or Microsoft No

Search in Bing

Apps to be mAs part of the suite 1 language(s) selected

Assignments Edit
Group mode
. Required
(+) Included
Available for enrolled devices

RODEXIZDODVWT, ELWMGAEIE RNV ZBERLTCEEZVD, E5TRVGEEIF DOV IZRBRL TS,
AR ELWVERIEICTRAY AT ESNET,

Statements Yes No
LT1 will have Microsoft Office 365 installed 0O ®)
LT2 will have Microsoft Office 365 installed 0 ®

LT3 wil hé"ﬁfﬁMiﬁ Office(3@5 installed 0 0

1E fiz:



Statﬁﬂfﬂ'lt%* 0SSO ir Yes No

-

-N

LT1 will have Microsoft Office 365 installed ch : O
LT2 will have Microsoft Office 365 installed O EHO‘h :
LT3 will have Microsoft Office 365 installed 0 o}

Explanation:

Statements

LT1 will have Microsoft Office 365 installed

LT2 will have Microsoft Officé 365 installed

LT3 will have Micrﬁghﬁ Office 365 installed

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-office365
https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

EFI:IE]: 33

DS1 & L5 &HID Microsoft Deployment Toolkit (MDT) BEL£ENHY T,

Windows 11 4 * —% DS1 (24 i R—FLET,

Appl EWSERTIDT TV r— 3 VDETHEEA VA —5—D0HY ET,

AA—CERBETRZIRTDERY O—4F5 D RIZHLT AppI BNA VA P—ILENTWB I EZHERTILENHY FT,

EDIDDT7I L aVEIEBIZETTILENHYFETMN EETSHICE. 7I/2aY VAL BEYLTY a0 2RZEHICEEBL, ELWVEFTHENET,



ii L
1 '_ f‘hst’i?"}!h'l' :“ \ig*:

":a 13 i*ﬁ £
i ; i” 1,.']{!:

f’.’llk‘i*ﬁ’*‘ﬂ”. : gs.mni.
I i s b T e

:|'||'=_'L.‘“ﬂ‘-' 7 ‘.|"= s "
I i PR 'RE .i” Jediiaps et E

l A xs!u,'lw"f
EI,!té‘,t-'hi'il
! IEH'T"FI; y
?li;iiii}; P
itﬁmim,a}x u

FHHNIETNE

5I‘|

Explanation:

MDT is a tool that allows you to automate the deployment of Windows operating systems and applications.

To install an application for all the task sequences that deploy a Windows 11 image, you need to perform the following three actions in sequence:

Add App1 to DS1. You can use the Deployment Workbench to import the executable installer of App1 to a folder in your deployment share. This will create an application entry with a unique GUID that identifies App11.
Identify the GUID of App1. You can find the GUID of App1 by opening the application properties in the Deployment Workbench and looking at the Application GUID field1. You can copy the GUID to use it later.

Modify CustomSettings.ini. You can edit the CustomSettings.ini file in your deployment share to specify which applications to install for each task sequence. You can use the Applications property to list the GUIDs of the
applications you want to install, separated by commas1. For example, if you want to install App1 and another application with GUID {1234-5678-90AB-CDEF}, you can use this line:




Applications={GUID of App1},{1234-5678-90AB-CDEF}

These are the three actions you need to perform to ensure that App1 will be installed for all the task sequences that deploy the Windows 11 image from DS1. | hope this helps you. # If you want to learn more about MDT
and how to deploy applications with it, you can check out these resources:

Get started with the Microsoft Deployment Toolkit (MDT) (Windows 10)
How to deploy applications with the Microsoft Deployment Toolkit

Eﬁ:ﬁ: 34
v k7 —21Z(F adatum.com & ULVS & EID Active Directory KA AL > T—9 5 )IL—7T HEXUV Windows 10 #1793 5a Vv Ea—4—DEFNTVWET a1 —F—F RORIZTRIT LS BRI TLET,

Nare! VI[IICT CMemiber of ActiveWindows Defender
% « Firewall profile
Computer1 | Adatum.com Rowmiain

Computer2 | Adatum.com Domain

Computer3 | Workgroup. Public

Computed, Computed, & & U Computed DA—ALBEEET7 AU MIF RALA—HF—RBENRT—FHEHY FET,
FTEEH, Windows Defender 7 74 704+ —JLIE, ROBIZRT K S ITHEEINTLET,
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Adies MO 10 0TS atE P ough Wirdiows Detender Forwall
b g e et Sl app el et bl (g g
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f

|
 Sramifc el
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l
H:
0

E

Remote Access Auto Connection Manager
L Remote Access Connection Manager
Stopped Remotefccess Routing and Remote Access

Stopped RemoteRegistry Remote Registry

Stopped RetailDemo Retail Demo Service

Running RmSve Radio Management Service

Running RpcEptMapper RPC Endpoint Mapper

Stopped Rpclocator Remote Procedure Call (RPC) Locator
Running RpcSs Remote Procedure Call (RPC)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

- Microsoft .

From Computer2, you can use Disk Managemmt to

Frurn Com pu:rz Sh‘k& it Ihe registry of Computer! remotely.

3. you can use Performance Monitor to monitor the performance of Computer1.




Answer Area

Statements

From Computer2, you can use Disk Managemenatio manage COmputer1 remotely

From Computer2, you cap use Registyy Editor to edit the registry of Computer1 remotely.

From Eompxﬂr@ag use Performance Monitor to monitor the performance of Computeri

L | |- B
I_" Bq S r ] = rF_. B _ 9 1 _
\/I 1 "-" Y r C 11

Wy i S 98 ) |

s 4=

B S B

Explanation:
Ardwet Ar
abermeaty L] Pia

i Covypitin' 2, yied S s Dnakl Bnage-mantl b0 Ml COMMpEET] imnolely

Frgees Comrptidd. o e Beagistey Flbte £ e thee segeptry of Compater 1 remmately

o Copwrapriti= 8yt s e Pt Prwrriion st oSN N gl 00 v poprorvarss o 'l

et e i
IVIICTIOSs0O

F .
BE: 35

Azure Log Analytics 7—% A R—X % &1 Microsoft Azure Y TR 9 1) T 3 UhH YU ET,

Windows 10 %179 % Computer! E WS &FIDFHFLWLVAVE1—42—FEBELZET, Computer! (FT—2 T IL—TRIZHY T,
Log Analytics Z#{#EF L T Computer! Do DA N b E I T TEDLILEHRETIVELRHYET,

Computer! Tl AZFNIELLTL &£ 53H?

A.Azure AD [ZBmMLET,

B. Windows Defender 7 7 4 7O+ — L& T 5

C.ARVIEF IR YT avEERLET,

D. Azure Monitor T— x>V bEA VA R—ILLET,

Ffa:D(QAAV FEEKRT D)

https://learn.microsoft.com/en-us/azure/azure-monitor/agents/azure-monitor-agent-windows- client#prerequisites

EFI:IE]: 36

50 &® Windows 10 T/31 RZ &L Azure AD D/ Ty FEREAMNHY £, T RXTDHT /341 RIE Microsoft Intune [IZEEFZFSINTWNVET,
FIL—7T R O—EREMH Microsoft Intune 7R O —THEBRSIN-REEZLEZT I EDMY FET,

Microsoft Intune TR SNIZBRENTIL—T R O—BEEZLEZTEHLE2HERTILELHYET,

HETIEMETHEZREN?

A. Microsoft Intune EEBE 2 —h o BEBEATVITL—FDTNA R TAT7AILEERLET,

B.JIW—T R —EBITA 23— BEDRASAD RYI—DAVEL1—2—DERETEEZEBHRLET,

C. Microsoft Intune Bt 2 —h b HAREZL TNAR TOT7AILEERLET,

D. JIN—T RYL—EBITAE2—m5 BEDKASY R)—DA—F—EBREREEZERLET,

I (EfgZRRTLEY)
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EFDT 37
LEGHMD IV E2a— 2 —DEMEGEH-ITRELHY FT,
ED3DDT7IavxBEHBIZETIAIVELAHYFEIT M EZTDHIZIE 77232 VA o@BULTI L 3 o 2REEEBICEESL ELVWEFTIHERET,

Actions Answer Area

Configure the commercial ID on the LEG
department computers.

Create an Azure Machine Learning service
workspace.

Create an Azure Log Analytics workspa

the LEG department computers.

Add a solution to a workspace. _ M ic rosoft




Answer Area

Actions
| e e o S e T Sal ol SR mOw S |
| Configure the commercial ID on the LEG 1 |
| department computers. | Create an Azure Lng Analytics workspace. |
| b _ f
lm e e = e B MAICEFOSOT

Create an Azure Machine Learning service |  _ _ _ _ _
workspace. I

Create an Azure Log Analytics workspace. @ @

A == s s s E Es Es S E O S Em = s

Configure the commercial ID on the LEG @
department computers.

|
|
Install the Microsoft Monitoring Agent on I
the LEG department computers. :

P T T T T W W W T I W W

Explanation:

Create an Azure Log Analytics workspace.

Add a solution to a workspace.

Configure the commercial ID onthe LEG .,
department computers. T

Reference:
https://docs.microsoft.com/en-us/windows/deployment/update/windows-analytics-azure-portal

Eﬁ:ﬁ: 38

Windows 11 ZEfTL /NTU v Y 2y FIT—9 (28T 5 Client! EWSAFDIT—9 5 I—T avEa—4—mnhbYFET,

Client1 T PowerShell ) E— FNLEBZEMICT H2HLEAHY ET, V1) 12— 3 U TlE PowerShell ) E— FMLUIBEGNAO—HIL H TRy EMWSDAZFTANONELSIZTIHENHY T,
ED PowerShell AT Y FEETTLILELNHY FTH?

A. Enable-PSRemoting -Force



B. Set-NetFirewallRule -Name "WINRM-HTTP-In-TCP-PUBLIC" -RemoteAddress &
C. Set-PSSessionConfiguration -AccessMode A— 71 )L

D. Enable-PSRemoting -SkipNetworkProfileCheck

Eff:D (AU FEEEKT D)

B 39

Contoso.com & LN\ &RID Azure AD 73+ bAHY  TOTF 2 MZlE Used EVWVSEZRIDI—HF—MREFENTLET, Userl Da1—H— T1) > /3L4% (UPN) [& useri@contoso.com T9,
Client 1 & LV5 & RID Windows 11 T7/34 X % contoso.com [Z&MEEFET,

User1 % Client1 ® B—7# /L Administrators 7' JL—FI2EBINT 2 RENHY T,

ARV REEDESICETINELIVWTTM? EETSHICIE, BABFEEHETEYLGA T a3 oEERL TS,

FE ELWLEBIRSEICT ARSIV A EShET,

r"'-' =
‘,-—1 'r-.'\-‘" :::'_ ..-I-:u
Do | L

net localgroup Administrators /add " IL_:L_'_‘F\,"(;:::,; \userificontoso.com”
net accounts AzureAD

net user

Answer Area
net localgroup ¥ Adninistrators Jagd " .} CONTOSO \userlficontoso.com”
net accounts | AzureAD !
net localgroup CONTOSO
net user UPN |
o -
] 1 il iF :.:-’:r' F _-c-"r“ T 8
" 1 S i i _j:} 'Q:._.f.}'l -
Explanation:

net localgroup Administrators /add "AzureAD\user1@contoso.com"
This command will add the Azure AD user with the UPN of user1@contoso.com to the local Administrators group of the device1. You need to use the AzureAD prefix and double backslashes to specify the user's
domain2. You also need to enclose the user's name in quotation marks if it contains special characters like

@1.

You can run this command from an elevated command prompt on Client1, or remotely by using PowerShell or other tools1. You can also use the Intune Role Administrator role or the Additional local administrators on all
Azure AD joined devices setting to manage the local administrators group on Azure AD joined devices34.
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Microsoft 365 E5 R4 1) T2 32L& 100 EOEEBINTULVEL iPad T/ ANHY ET,

BEDIOST7YIT—reTNARIZERATAIBENHYET , 2—F—MNIOS DRFH/N—T I VEFETA VA M—ILTELVWLSICTIDLENHY T,

ETITRE2DO2DT7VVaVEENTIN? TNENDERIIHERRO—MBERLTLET,

FECELWMEBIRSEICTRA Y M EShET,

A. Intune R—4F )L Y4 FZEHAL T, 7/314 X% Microsoft Intune IZZEEFLE T,

B.aVISA47 AR —FERLET,

C. Apple Business Manager £/ L T, 7/31 X % Microsoft Intune IZ&#& L F 9,

D.IOS77UDTREY 3=y 7774 LEERLET,

E. 7N\A AR IO 71 ILEERLET,

IEfE: (EfEZRRLET)

To deploy a specific iOS update to the unmanaged iPad devices, you need to perform the following actions:

Enroll the devices in Microsoft Intune by using Apple Business Manager. Apple Business Manager is a service that allows you to enroll and manage iOS/iPadOS devices in bulk. You can use Apple Business Manager to
assign devices to Microsoft Intune and enroll them as supervised devices. Supervised devices are devices that have more management features and restrictions than unsupervised devices. You can also use Apple
Business Manager to create device groups and assign roles and permissions12.

Create a device configuration profile. A device configuration profile is a policy that you can create and assign in Microsoft Intune to configure settings on your devices. You can use a device configuration profile to manage
software updates for iOS/iPadOS supervised devices. You can choose to deploy the latest update or an older update, specify a schedule for the update installation, and delay the visibility of software updates on the
devices34.

The other options are not correct for this scenario because:

Enrolling the devices in Microsoft Intune by using the Intune Company Portal is not suitable for unmanaged devices. The Intune Company Portal is an app that users can download and install on their personal or
corporate-owned devices to enroll them in Microsoft Intune. However, this method requires user interaction and consent, and does not enroll the devices as supervised devices5.

Creating a compliance policy is not necessary for this scenario. A compliance policy is a policy that you can create and assign in Microsoft Intune to evaluate and enforce compliance settings on your devices. You can use
a compliance policy to check if the devices meet certain requirements, such as minimum OS version, encryption, or password settings. However, a compliance policy does not deploy or manage software updates on the
devices6.

Creating an iOS app provisioning profile is not relevant for this scenario. An iOS app provisioning profile is a file that contains information about the app and its distribution method. You can use an iOS app provisioning
profile to deploy custom or line-of-business apps to your iOS/iPadOS devices by using Microsoft Intune. However, an iOS app provisioning profile does not affect the software updates on the devices?.

References: What is Apple Business Manager?, Enroll iOS/iPadOS devices in Intune, Manage iOS/iPadOS software update policies in Intune, Software updates planning guide and scenarios for supervised iOS/iPadOS
devices in Microsoft Intune, Enroll your personal device in Intune, Device compliance policies in Microsoft Intune, Add an iOS app provisioning profile with Microsoft Intune
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RDRIZRT L—HF—%E L Azure Active Directory (Azure AD) 75+ > khHY ET,
Name | Member of

User1 Group

User2 Group?Z
RDOKRIZFRT & 512 Microsoft Intune [CEEFSINF=-T/N1 AHHY FI,
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Name Platform
IDewice1 Windo &;1‘0. g

Device2 ﬁnqm
Device31[iOS |
Intune A 5 _ Notification1 £ W3 BRINDHRE LB ZER L Groupt IZEELET,

UTOEXIZDNWT ELWMEEIE ROV ZEEIRLTLESW, F5THWNMESIE DDOWVE ZBIRLTLCES LY,
EEELWLBIRSEICTIRA Y MMTEShET,

Statements Yes No
User1 receives Notification1.on Device1. O O
User2 receives Notification1 on Device2. O O
USEI“HI‘E‘ME@ Nofifithtion1 on Device3. ® O

Statements .
x recewe*%lotlflcatlem aon Dewce1 "

ICIOSO
Jser2 recewes Notlf' cation1 on Device?2.

User1 recewes Notification1 on Device3.

Explanation:

Statements L‘C\ MicroeoftNo

User1 receives Notlflcatlon1 on Dewce1 O O
User2 receives Notlflcﬁtj”am on Device2. O O
User1 receives N,@tjﬁcatlom on Device3. B o

Reference:
https://docs.microsoft.com/en-us/mem/intune/remote-actions/custom-notifications
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Microsoft Intune & Intune T—42 DT 7N\ REFRALET,

T—3 DIT7NIRREFENTWVWET—REBLTNNAR ARV M) LIR—FEERT ARELNHY FT,

LR— hZERT BICIEAIZERAINIEENTTN?

A. Azure R—B )L 7 T)

B. TV RRA 2 bo#R

C.E¥AKR—2ILTTY

D. Microsoft Power Bl

IEf#: (EfEZRTmLET)

You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in Power Bl using the OData link. Intune provides
connection settings to your tenant so that you can view the following sample reports and charts related to:

Devices

Enroliment

App protection policy

Compliance policy

Device configuration profiles

Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your reporting client. Follow these instructions to use Power Bl
Desktop to connect and create your own reports.

Sign in to the Microsoft Endpoint Manager admin center.

Select Reports > Intune Data warehouse > Data warehouse.

Retrieve the custom feed URL from the reporting blade, for example:
https://fef.{yourtenant}.manage.microsoft.com/ReportingService/DataWarehouseFEService/dates?api- version=v1.0 Open Power Bl Desktop.
Choose File > Get Data. Select OData feed.

Choose Basic.

Type or paste the OData URL into the URL box.

Select OK.

If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must authorize with Azure Active Directory (Azure AD) using OAuth 2.0.
Select Organizational account.

Type your username and password.

Select Sign In.

Select Connect.

Select Load.

Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi

Eﬁ:ﬁ: 43
Microsoft 365 E5S TR 49 1) T 3 & HEEHHTY,


https://www.jpnshiken.com/q/69009-6470053/

BB Marketing] E WD BEAEFENDITRTOT NI REZETCEHTNAR TL—TE2ERTEIRLELNHBYET , EDTNA R AUN=V 9 T IL—ILEFERTNELINTTH?
A. (device.displayName -contains "'Marketing™)

B. (device.displayName -contains "Marketing")

C. (device.displayName -in "Marketing")

D. (device.displayName -in "'Marketing™)

Efg: (EfEZRELET)
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ED1—H—7H Deviceb # Intune [ZEEFZTEETH?

A 1—H—4La1—H—-20H

B.1—H¥—4,a—H—10DH

C.i—¥—1 a1—¥—2 a1—H¥—3 1—H%—4

D.i—4¥—4,1—4H%—52F 21— -20#

Eff:C(AAVRERKT D)

Topic 1, Case Study Contoso, Ltd.Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York.
Contoso has a Microsoft 365 E5 subscription.

Network Environment

The network contains an on-premises Active domain named Contoso.com. The domain contains the servers shown in the following table.

|

| _Name | Operating system Role

| DCY | Windows Server 2019 | Domain controller
Serverl | Windows Server 2016 _| Member server

| Server Windows Server 2019 | Member server

Contoso has a hybrid Azure Active Directory (Azure AD) tenant named Contoso.com.
Contoso has a Microsoft Store for Business instance.

Users and Groups

The Contoso.com tenant contains the users shown in the following table.

Name Azure AD role Microsoft Store for |  Member of
Business rale
User1 | Cloud device administrator | Bamc Purchaser GroupA

User2 | Azure AD joined device lgcal T Device Guard signer | GroupB
admunistrator
User 300 GlabaA eader L & - Purchaser GroupA, GroupB
| Userd cbal Administiatsr None Group1

All users are assigned a Microsoft Office 365 license and an Enterprise Mobility + Security E3 license.
Enterprise State Roaming is enabled for Group1 and GroupA.

Group and Group have a Membership type of Assign

Devices

Contoso has the Windows 10 devices shown in the following table.
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The Windows 10 devices are joined to Azure AD and enrolled in Microsoft intune.
The Windows 10 devices are configured as shown in the following table.

Name BitLocker Drive Encryption | Secure Boot | VPN connection
(BitLocker)
Devicel Yes No VPN1
Device2 Yes Yes VPN1, VPN3
Device3 No No VPN3
Deviced No B - None
Device5 Yes j Mol VITCT U b Ridhe.

All the Azure AD joined devices have an executable file named C:\AppA.exe and a folder named D:\Folder 1.
Microsoft Endpoint Manager Configuration
Microsoft Endpoint Manager has the compliance policies shown in the following table.
The Compliance policy settings are shown in the following exhibit.
These wettings configure the way 1he complhance terace tradthdevces. Each devce

evaluates these 35 2 “"Bualt-m Dewice Comphance Polcy™ yiiuch 15 reflected in devce
monilo ring

Mark ginices wath no Somphance pol Ly
Fgned &

Enharced panibreak Setecttn

The Automatic Enrolment settings have the following configurations:

* MDM user scope GroupA

* MAM user scope: GroupB

You have an Endpoint protection configuration profile that has the following Controlled folder access settings:
* Name: Protection1

* Folder protection: Enable

* List of apps that have access to protected folders: CV\AppA.exe

* List of additional folders that need to be protected: D:\Folderi1

* Assignments

Windows Autopilot Configuration



Create profile

v Basic v Out-of-box expenence BE v  Assignment o Review = create

SUMMAary

Basies

Qut-of-box experience (OOBE)

AV e o

Currently, there are no devices deployed by using Window Autopilot

The Intune connector tor Active Directory is installed on Server 1.

Planned Changes

Contoso plans to implement the following changes:

* Purchase a new Windows 10 device named Device6 and enroll the device in Intune.

* New computers will be deployed by using Windows Autopilot and will be hybrid Azure AO joined.
* Deploy a network boundary configuration profile that will have the following settings:

* Name Boundary 1

* Network boundary 192.168.1.0/24

* Scope tags: Tag 1

* Assignments;

* included groups: Group 1. Group2

* Deploy two VPN configuration profiles named Connection! and Connection that will have the following settings:
* Name: Connection 1



* Connection name: VPNI

* Connection type: L2TP

* Assignments:

* Included groups: Group1. Group2, GroupA

* Excluded groups: -

* Name: Connection

* Connection name: VPN2

* Connection type: IKEv2 i Assignments:

* included groups: GroupA

* Excluded groups: GroupB

* Purchase an app named App1 that is available in Microsoft Store for Business and to assign the app to all the users.
Technical Requirements

Contoso must meet the following technical requirements:
* Users in GroupA must be able to deploy new computers.
* Administrative effort must be minimized.

BfE: 45
Microsoft Intune Suite Z{EFf9 % Microsoft 365 47XV 1) T 3 v & HHELTYT,
Windows 11 T/31 X &4 512, Microsoft Intune ZFERALEY,

Bet] EWSBRIDFHLULVEKRY O— v FZ/ER L Windows 10 LIRRA®D 5 DO T/NA AERTO T 74 ILEEBMLET,
Policyl EWSBRIDTNAR AV TSATURR) —FEBRLET,
A—H—IZSet!t DT NARBHETAT7AIHMENY HTHNTWVDIHEE, EIZ Policyl £EIYBToNEKIICTIBENHYFET,
Az ZEITNIELNTL £ 557
A RJI—1DEIY HT
B. R —1D%E
C.Set1DEIY HT
D. Set1 Rk
EfR: (EffZzRTLET)

You can include the following management objects in a policy set:
Apps

App configuration policies

App protection policies

Device configuration profiles

Device compliance policies

Windows autopilot deployment profiles

Enroliment status page

Settings catalog policies
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RDRIZTRT &K 512 Microsoft Intune IZEEFZF SN TWDERTNA ANHY FET,
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Name | Platform | Encryption "Boot | Member of
Devicel | Windows 10 | Yes *e | No Group1
Device2 | Windows 10 l\%\“\ Yes Group2

' raroigott JNO Not applicable | Group3
Intune 21X RDRICTKT TNA R AVTSATIUORR)O—BNEENTNET,

Name | Platform Encryption Secure Boot
Policy! | Windows 10 | Not configuzad (| ot configured
Policy2 | Windows 10.. | sred | Required

Policy3 | Wind¢ ReqUIreG m Required
Policyd_| Android Not cr:#v’é'&?"lwmm
FAALR AV TSATUR R o—I2lE, RORICRTEY HTHBY T,
Name | Assigned to _
Policyl | Group¥
Policy2 | Gretp1, Gioupe |
Policy3 “Group3
Policy4® | Group3
ROBEXIZOVT, ELMBAIE L ERBRLTES L, 25 THNMBAE DNZIERRLTES L, 58 ELLBRTEC 1 KA Y M5 bhET,

Statements .
Device] s markeggs cmphent

| “Device2 IS.. marked as compliant.
1 IVY
Device3 is marked as comphar. M ICIrQS Of i




Answer Area

Statements Yes Na

- | I

Device1 is markedas complhant

m

Ca, Dévice2 is marked as compliant ' |

W
=

Device3 1s marked as compliant

Explanation:

Device1 is marked as compliant = No Device2 is marked as compliant = Yes Device3 is marked as compliant

=No

Device1 is marked as noncompliant because it does not meet the minimum OS version requirement of Policy1, which is 11.0.0. Device1 has an OS version of 10.0.0, which is lower than the required version1.

Device2 is marked as compliant because it meets all the requirements of Policy2, which are: minimum OS version of 10.0.0, password required, and encryption enabled. Device2 has an OS version of 11.0.0, a password
set, and encryption enabled1.

Device3 is marked as noncompliant because it does not meet the encryption requirement of Policy3, which is enabled. Device3 has encryption disabled1.

A7 MD-102-JPNFSIZELE (L JPNTest.comiZft £ MD-102-JPNERERIC&#F 5 = &£ IZRIZTH F T | JPNTest.comld s S ETMD-102-JPNRERFIRELE 124 L £ 9, JPNTest.com MD-102-JPNRERFARELE (L L 5 &
FEhE Ll 2 TMD-102-JPNEEED TR FIT VSV EFICANE T, RHFRO 7 Y £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu  #46F%_ 3 0 %7 4 2 1™ > k 4RIAEI5 0 — K

JPNshiken|
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Ty RI—=0I1ZFA4 > T L = XD Active Directory KA A UBEFENTULNET, KA A IZIE, Windows 10 #3E1T79 % Computer! & Computer? EWV5 2 EDaAVEa1—2—AEFENTNET,

Computer1 [Z Windows Admin Center 4 Y X b—JLLE T,

Windows Admin Center Z{#F L T_ Computer1 55 Computer2 2 SB35 ENH Y EFT,

Computed TIE A Z I RETL & 5HV7?

A. TrustedHosts ') X F#EHT 5

B. Enable-PSRemotinga ¥ > KL FE2ETLET

C. Microsoft Defender 7 7 4 7 4 —JL %4 L T Windows ') E— FEI (WinRM) A L £ 7,

D. 5{E Microsoft Defender 774 74 —JL JL—)LZEBMLET,

IEfR: (EffzRnLET)

To manage a remote computer from Windows Admin Center, you need to enable PowerShell remoting on the remote computer. You can do this by running the Enable-PSRemoting cmdlet, which configures the WinRM
service, creates a listener, and allows inbound firewall rules for PowerShell remoting. The other options are not sufficient or necessary for this task. References: Installation and configuration for Windows Remote
Management
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Microsoft 365 X5 ) T 3 UhHY  FDHIZ Userl EWLWVS A—HF—MNEFENTULET, User! [Z1E_ Windows 10/11 Enterprise E3 54 £V AMNEY BT LN TWET, T/ R EEET BIZ1E Microsoft Intune
Suite ZEA L ET  Userl [(ERDTNARET7HY T4 TLET,
* 3734 X1: Windows 11 Enterprise

* 574 ZX2: Windows 10 Enterprise

* 7734 X 3: Windows 11 Enterprise

Userl IEE SICRIBDTNARET I T4 TILTEETH?

A.2

B.3

C.7

D.8

EfE: (EREHRLES)

https://learn.microsoft.com/en-us/windows/deployment/windows-subscription-activation#licenses
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Windows 10 24794452 Ea2a—32—MN100EHYFET , H—N—lEHY FHA, TXTDHI 2 E a2—4—I& Microsoft Azure Active Directory (Azure AD) IZSML TWET,
AVELI—SDEHEBTEEIEFNEFNELRY —HOavE1—2EFHEFHFAICERIATLET,

Windows Update ##H 4 2LEAHYET, V) 12— aVIERODEBHZHEZLTLWAIRELHY FT,

BRIEPROEMMNCEETLIVNELHY ET,

A=Y b S T4 90 ERDRICMZADZBENHY FT,

JOR MERIMRIZHNZ ZHENHY T,

Windows Update ZED & S ITEBTNIEEIWTTHA? BEFT HICE, AEEETEY G T a VEBIRLTLESL,

FEELWEBIRIEICTIRA Y MBI EShET,

Windows Update technology touse:

\Windows Server Update Services (WSUS)
Microsoft Endpoint Configuration Manager
Windows Update for Business

Manage the configuration by using: [T

A Group Policy object (GPO)
Microsoft Endpoint Configuration Manager
Microsoft Intune

Manage the traffic by using:

Delivery Optimization
BranchCache

Peer cache
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Windows Update technology to use:

Manage the configuration by using:

Microsoft Endpoint Configuration Manager
Microsoft Intune

Manage the traffic by using:

|Delivery Optimization
i BranchCache

Explanation:

Box 1: Windows Server Update Services (WSUS)

Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft product updates. You can use WSUS to fully manage the distribution of updates that are released
through Microsoft Update to computers on your network.

Windows Server Update Services is a built-in server role that includes the following enhancements:

Can be added and removed by using the Server Manager

Includes Windows PowerShell cmdlets to manage the most important administrative tasks in WSUS Etc.

Box 2: A Group Policy object

In an Active Directory environment, you can use Group Policy to define how computers and users can interact with Windows Update to obtain automatic updates from Windows Server Update Services (WSUS).

Box 3: BranchCache

BranchCache is a bandwidth-optimization feature that has been available since the Windows Server 2008 R2 and Windows 7 operating systems. Each client has a cache and acts as an alternate source for content that
devices on its own network request. Windows Server Update Services (WSUS) and Microsoft Endpoint Manager can use BranchCache to optimize network bandwidth during update deployment, and it' s easy to
configure for either of them. BranchCache has two operating modes: Distributed Cache mode and Hosted Cache mode.

Reference: https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache
https://docs.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/4-configure-group-policy-settings-for-automatic-updates
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Microsoft IntunelZ & S hi-T /31 X EZ &L Microsoft 365 ESH TR 4 ) T3 U & HHH TI Microsoft IntuneBEEE U2 —THEX 1) T A R RV ZHERTIVENHYET . RYIAZITRETIMN?
A. Microsoft Defender for Endpoint FH® Intune %21 574 R—XSA VEEBHRLET,

B. Intune % Microsoft Defender for Endpoint &#& LE9,

C.ENAMILEBBHHaRIZRERELFET,

D. ServiceNowa o # #RELF I,

E. WEXZREEME/NMNASR)AKRY o —2EBEALET,

IEfg: (EfZRELET)
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Microsoft 36S X5 1) T 3 UhHY  Microsoft Intune ZFEALTHY  RORIZRII—HF—HULET,
Name | Member of
Userl | Group1i

User? | None
Userd | None

BIRY £ SI2, Sett EVWSERDR) O— wy FEERLET (H2TEV Y VI LET,)

Device management fort

Dewvice configuration profiles (1)

Name Platform Profile Type

ConfigurationProfilel Windows 10 and later Dewvice restnctions

Device complance polcws (1)

Name Platform Policy Type

ComphancePolicy? Wingdows 109nd later Windows 10 and later ¢o

mdAterdsoft

Windows autopiiot deployment profiles

NO results.

Enrciiment status pages

NO results.

Assignments Sdi

Included groups All Users
Exciuded groups Groupl

A—H =X RORIZFT ESIZ Intune IZT/NA RAEFZHFLTWET,



Name | Operating system User
Devicel | Windows 10 Usart
Device2 | Windows 11 User2
Device3 | Androld Userd

ROBFXIZDODVWT ELWMERIE RNV ZBRLTLCEESVD, E5TRVESIE DOV JZBBRL TS,
AR ELWERI LIRSV AT ESNET,

Answer Area i =

If User1 signs in to Devicel, Device1 will have both ConfigurationProfile1 and C {
CompliancePolicy1 assigned,

If Userd signs in 10 Deviced, Dewiced will have both ConfigurationProfile1 and

CampliancePolicy1 assigned.

If User3 signs in taDevice3, Deviced will have both ConfigurationProfile 1 and

ComplianceFolicy1 assigned.

IEfiZ:

HANEWET MIea

Statements | : Yes Mo

If User1 signs in to Devicel, Devicel will hayebpth ConligurationProfile and ' |
CompliancePalicy1 assigned.

If User2 signs in 1o Dewicdd, Di‘."l“ki"? weill have both ConfigurationProfile and |

CompliancePolie), a55igined. [[— : o

If User $isigas'in to Device3. Dawee ) *:—:HMLLE@:@.SI@’ﬁ 1 and Ic

ComplighcePolicy! assigned, =
Explanation:

= Microsoft sweme

if User1 signs in to Devicel, Devicel will have/B8th CanfifurationProfile1 and
CompliancePolicy1 assigned.

W User2 signs in 10 Davicel, Be@cd will have both ConfigurationProfile 1 and
CompliancePolith ‘Sssigngd.

If Usigy 38ighs I 1o Devicel, Deviced will have both ConfigurationProfile1 and
CompliaficePolicy1 assigned.
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v kD —2IZ1% Active Directory KA A4 UIMEENTUWLET , KA A 22X Windows 11 #3179 5 Computer! EWSLZRIDIVE 1 —F—NEENTLVET , Computer! T Windows ') E— FEE (WinRM) —E
AEBHICL ROEHREETTILENHYFET,

*WinRM 4—ERXDIFE A2 — b7y TOEEEZEBIHELET,

*EEDIPT7RFLANGDN) VIR MEZITAND YR FT—FERLET,

*WS-Management BIED 7 74 7o+ —ILBINEBMIZLEFT,

E®D PowerShell AT > FLy FEFERINIELNNTTH?

A. Enable-PSSessionConfiguration



B. #&f5-WSMan

C. Invoke-WSManAction

D. PSRemoting #&%1(Z9 %
Eff:D (AU FERKT D)
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&7 =1 Microsoft Intune Z& T Microsoft 365 E5 H TRV 1y T a3 VZMALTHY Admin1 EVWSEFDI—HF—NEFENTNET,
Admin1i& Microsoft Intune BB 2 —4FHAL TUTD R RV ZERTTILELHYET,
*IntuneZFEALT 7V ERY D —ZER L, A—F—ETNSA RIZBIYETET,

*Windows 3657 5 RKPCOJREY a2 IR O—FER BIYET SKEUVHIBRLET,

Admin1 [T EBELRREZENV L TEHIRELAHYVET , Va2 —2aVIEUTOEGEREZIDELAHYET,
R/MERDRAIIZRES Z &,

EHXBOFHER/NMRICINZ S,

HEFESITRETTM?

A. Admin1(24 5™ FPCEBEO—)LZEY L TET,

B. A& L Intune B—)LZEERL L, ZOBA—)L%F Admint [CEIYHTET,

C.Admin1 295 K PC ) —5—D&ENZENY L TET,

D. 1A% LD Microsoft Entra A—)LZ4ERL L, £D B —)L% Admin1 [CEIY B TET,

E. AAMIN1ISALTTFRIOFRL—2 —DRENZEY B TET,

IEfR: (EfEZERTLET)
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User1 & User2 A% Intune [CEERFTEST/N\A AORARBIW DOTIN? BET (21 AEFEHTEY G T a vEERLTESW
FE ELOLMBIRSEICI RS Y MTEShET,

User1 can enroll a maximum of: N
> devices

10 devices

15 devices

1,000 devices

An unlimited nuriber of devices

User2 can enroll amaximumof: NS
Edevices
0 devices
15 devices
1,000 degices ) ° ]
_Anunlimited number of devices
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User1 can enroll a maximum of: N/
,_5' devices _
10 devices |

15 devices

1,000 devices

An unlimited number of devices

Microsoft

User2 can enrollamaximum of:’ = — N1
5 devices
10devices
115 devices |
1,000 devices

~ An unlimited number of devices

Explanation:

User1 can enroll amaximum of:

15 devices

1,000 devices e
An unlimited number of devices

User2 can enroll amaximum of: '~ /]
5 devices

10 devices

15 devices |
1,000 devices

An unlimited number of devices

Eﬁ:ﬁ: 55
RDRIZERT TN REEL Microsoft 365 HTRAH ) T avhhyFET,

T /34 R % Microsoft Intune [C&$$H5FETT,
BT NA XD Intune IZEFEINR, AV TSATUR R —DFzvIAVIEEDLKSVDHEETETINETTMN? BET ST, EAEEHTEUGA T a vEERLET,
FE ELWLVBIRSEICTI RSV R EShET,



Devicel:

Every 15 minutes for one hour, and then every eight hours e
Every five minutes for 15 minutes, then every 15 minutes for twio HOwrs, and then every eight hours
Every three minutes for 15 minutes, then every 15 minutés fortwo hours, and then every eight hours

Device2:

Every 15 minutes for one haur, and then every eight hours
Every five mlm Mmlﬁm 5 minutes for two hours, and then every eight hours
Every three rlh.uuer. 13 minutes for two hours, and then every eight hours
1E fiz:
Device1: Y, Erip——

Every 15 minutes for one hour, and then every eight hours (1
Every five minutes for 15 minutes, then every 15 minutes for twe hours, and then every eight hours

Every five minutes for 15 mlnutes then every 15 minutes for two hours, and then every eight hours
Every three minutes for 15 minutes, then every 15 minutes for two hours, and then every eight hours

Explanation:
Box 1: Every three minutes for 15 minutes, then every 15 minutes for two hours, and then around every eight hours If devices recently enroll, then the compliance, non-compliance, and configuration check-in runs more

frequently. The check-ins are estimated at:
Windows 10: Every 3 minutes for 15 minutes, then every 15 minutes for 2 hours, and then around every 8 hours



Platform Frequency

105/1PadO5S Every 15 minutes for 1 hour, and then around every 8 hours

macOS Every 15 minutes for 1 hour, and then around every 8 bours

Angroid . P Every 3 minutes fdt 15 miniftes, then evepyt S'miinutes for 2 hours, and then around every
R N i ' ’ - . f )
.J-"-;.ul ,.'.r-"ll. - :I,F-:_: q:;ll;: ".-:_:;':" Iﬁ‘:-‘l :-1-_:} ;,h..u hnurﬂ

Windows 10/11 PCs enrolled as Every 3 minutes for 15 minutes, then every 15 minutes for 2 hours, and then around every

devices 8 hours

Windows 8.1 Every 5 minutes for 15 minutes, then every 15 minutes for 2 hours, and then around every

8 hours

Box 2: Every 15 minutes for one hour, and then every eight hours
iOS/iPadOS: Every 15 minutes for 1 hour, and then around every 8 hours
Reference: https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-troubleshoot

i?jglizt:ﬁ/w A %&E&E Microsoft 365 TRV ) T avhiHYET,
~ Name:o't I Type
Devicel Windows 10
Device2 10S
Device3 Android Enterprise

BHETEDI I 7—LIITFELEFARL—T AT DATLELREETLTWVWSTNA RDHFDRY FT—9 JY—RIZTIVRRATEDLIITTIRLELHY ET,

BTNARIZEDAVTSATUVRAR) V—BREEEBRATIVELHYFETI? BEZABICIE BUNLEREFELWVWTNASARICKRS YT LET  FREF 1B EHE FEFE2KFRSAGEVNVMEENHY EFT a0V
TUOVERTTDIZIE RAVEDRENN—E RSV T TN RV B—ILTEI2LELNHLIBEELNHYFET,

FE ELWLVBIRSEICTI ARSIV AR EShET,

Settings Answer Area =

NA; o~ e
Require BitLocker. \ ’fmleﬂ : WL seti
Prevent jailbroken devices from having corporate access. \

Device?2: ‘ Setling
Prevent rooted devices from having corporate access.

Devices: l Setting
Require Secure Boot to be enabled on the device.




Answer Area

Devicel: | Require BitLocker

Device2: E Pre;.r_e_nt Jaillbroken dewices from having corporate access.

1 Prevent rooted devices from having corporate access.

_— e — S — | |

:_Require Secure Boot to be enabled onithe ﬂe».rnce.

Explanation:

Box 1:

Device Compliance settings for Windows 10/11 in Intune

There are the different compliance settings you can configure on Windows devices in Intune. As part of your mobile device management (MDM) solution, use these settings to require BitLocker, set a minimum and
maximum operating system, set a risk level using Microsoft Defender for Endpoint, and more.

Note: Windows Health Attestation Service evaluation rules

Require BitLocker:

Windows BitLocker Drive Encryption encrypts all data stored on the Windows operating system volume.

BitLocker uses the Trusted Platform Module (TPM) to help protect the Windows operating system and user data. It also helps confirm that a computer isn ' t tampered with, even if its left unattended, lost, or stolen. If the
computer is equipped with a compatible TPM, BitLocker uses the TPM to lock the encryption keys that protect the data. As a result, the keys can 't be accessed until the TPM verifies the state of the computer.

Not configured (default) - This setting isn ' t evaluated for compliance or non-compliance.

Require - The device can protect data that ' s stored on the drive from unauthorized access when the system is off, or hibernates.

Box 2: Prevent jailbroken devices from having corporate access

Device Compliance settings for iOS/iPadOS in Intune

There are different compliance settings you can configure on iOS/iPadOS devices in Intune. As part of your mobile device management (MDM) solution, use these settings to require an email, mark rooted (jailbroken)
devices as not compliant, set an allowed threat level, set passwords to expire, and more.

Device Health

Jailbroken devices

Supported for iOS 8.0 and later

Not configured (default) - This setting isn ' t evaluated for compliance or non-compliance.

Block - Mark rooted (jailbroken) devices as not compliant.

Box 3: Prevent rooted devices from having corporate access.

Device compliance settings for Android Enterprise in Intune

There are different compliance settings you can configure on Android Enterprise devices in Intune. As part of your mobile device management (MDM) solution, use these settings to mark rooted devices as not compliant,
set an allowed threat level, enable Google Play Protect, and more.

Device Health - for Personally-Owned Work Profile

Rooted devices

Not configured (default) - This setting isn ' t evaluated for compliance or non-compliance.

Block - Mark rooted devices as not compliant.



Reference: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-android-for-work
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-ios

BRE: 57

Microsoft 365 E5 TR %) F< 3 & Windows 10 2E173 563 Ea1—4—NRN100E8HY ET,

Microsoft Office BBV —JL (ODT) Z & L T . Microsoft Office Professional Plus 2019 23> Ea—42 —IZEBHT 2REAH Y FT,
ODTDARBIARXR T7AINEERT DICIHAZFERATNIELNTTH?

A. Microsoft Intune Bt > 42—

B. Microsoft 365 EEt > 42 —

C. Microsoft Purview A >S54 7V R IR—4 L

D. Microsoft 365 7 7)) EBt > 42 —

I (EfgZRRLZEY)

B 58

1,000 D i0S T/8f A& EL Microsoft 365 4 TR ) T a oHY FT, T/34 RILRD & 5 (2 Microsoft Intune IZEER SN TULVET,

*Intune IR—HJL H A4 FZFERAL T 200 EDT/NA ANBEFEINTWET,

* Apple Automated Device Enroliment (ADE) R L T 800 BN T /N1 ANEEFRINTULET,

iOS/iPadOS 155 A4 VA F—ILT B LS IR EINT- K —1 EWVSEFID I0S/IPadOS V7 Dz 7E#HAR O—FERLFET,

Policyl TIZfAIBED iOS T/3f ADBEFHINFTH? £/, i0S/iPadOS 15.5 DAMNEEICA VR F—ILEND L SITTBICIE [AZBRT ILELAHY FTITH? BET HICIE BEEETE D GA TS a0 E#IRLTLC
&Ly,

EEELWLMEBIRSCEICTI ARSIV A EShET,

Answer Area RETAR . r
M ICI nggrﬁnerofdwicﬁi ”__H,QQ‘_ ! s
200 i
800
L1000

Configure a: ' Device restriction policy | ¥
Compliance policy
Conditional Access policy
Device restriction policy

|


https://www.jpnshiken.com/q/69009-6470068/

Explanation:

Policy 1 will update 800 iOS devices that are enrolled by using Apple Automated Device Enroliment (ADE). This is because ADE devices are supervised devices that support software update policies in Intune1. Devices
that are enrolled by using the Intune Company Portal are not supervised devices and do not support software update policies2.

To ensure that only iOS/iPadOS 15.5 is installed, you should configure a device restriction policy that restricts visibility of software updates. This will prevent users from manually updating the OS to a newer version than
the one you specified in Policy 11. You can use the Deployment Workbench to create and assign a device restriction profile to your ADE devices3.

B 59

500 & ® Android Enterprise 7/3f X & &3 Microsoft 365 TR o) T avhHhlY £9,
FTRTDT /A RIE Microsoft Intune [ZZEERESNTULET,

TN ZADChrome TSI TV I I—V ZBETIDLELHYET

A ZENIEENTL & 507

AERTOZ774)L

B.aYVIS5A4ATF7VRKR) I—

C.77V)R#ER) >—

D. 7 7K o—

EfE: C (AL hERRT )


https://www.jpnshiken.com/q/69009-6470070/

Eﬁ:ﬁ: 60

vy RT—412(E Azure AD 7+ > k ERIBIT B4 T L I D Active Directory KA 4 > #—E X (ADDS) KA 4 UAEERTWET,
Microsoft 365 47X 4 1) T a & HEEHELNDIGEE

Windows Autopilot Z{# /A L T#H L L) Windows T/51 RZEBHRIT S2FETT,

BATOD7AILEERT HDFETT,

EBENARDEHZHE-LTWE I EZHRATILEAHYET,

*TINARE BEDEESITICEBRLEC ADDS [2BMT Z2BELHY T,

* Y= T4 AL —F—ZIE BHETPIZSA VAT ECRRA(LOB) 7TIUNRA VR —=ILENTVWERERHY FT,
V) a1—2 3 TREBLEDFHER/MRICMZZ2LELNHY T,

BEHICH L THZIRETLEIMNM AETSICIE AZBETEYLEA T a vEERLTLESL,

FE ELLMBIRSEICIRA Y AMTEShET,

Answer Area

Devices must be joined to AD DS regardless of their current _Install the Intune congé
working location: | Deploy Always Qff g

. v
The marketing department users must h &p | Modify the Autopilot de e,
nstaged ' el Modify the Autopiiot deployment profile
. Create a Microsoft Intune app deployment.
1E fiz:

. — M ro S Of Create a device configuration profile in Intune.
Answer Area

Devices must be joined to AD D5 regardiess of their current |.s%liM4&L@SQ£$m | '®

working location: | y Always OpAPN.
Install the Intune co nector for Active Directory
| Medify u'_le-ﬁ.:jtapilot deployment profile.
| Eir the Co-management settings in Intune.

The marketing department users musthabe-an LOB app | Modi :
Qe R VRUTEClgln il Modify the Autopilot deployment profile

| Create a Microsoft Intune app deployment.
 Create a device configuration profile in Intune.

Explanation:



Answer Area

Devices must be joined to AD DS regardless of their current | install the Intune connector for Active Directory.
working location: ’

The marketing department users must have an LOB'apf "Modify the Autopilot deployment profile.

installed during the deplgymerit l ;
m Microsoft

BH: 61
Microsoft Intune Suite Z{Ef 3 % Microsoft 365 4 TR Y 1) T avh®HyEFF, T/34 REEET 521 Microsoft Intune Z{EFH L E 3, Azure AD IS L TLY% Windows T/ R (& Intune [(CEBIRIICEEZINE
T RODRIZRTTNAARHY ET,

Operating system

©&4-bit version of
Windows 10 Pro

TINA X% Windows 11 127y FHO L—FF2&EEZ L TLWET, I RTOT /N1 X[E Windows 11 E EHENRHY £5,

FTRTDA—H—FREETTIVr—2a F R RELENS T/84 XIZ Windows 11 Pro #RE 9 5= DERAZE E LT Windows Autopilot 4 VT L—R 7y T L— REFETI2LELAHY FT,
INENDOFEEFERLTT Y TIL—FTESTNAREENTIN? BET BHICE BEEETEYGA T avEBRLTEZSL,

FEELWLMBIRSEICTI RS Y RMIEShET,

M i C ro S 0 ft Windows Autopilot:*{ Device and Device3 only {le

— None of the devices
Devicel only

Device1 and Device3 only

Devicel, Devicel, and Device3

In-place upgrade: I Devicel and Device3 only = I
None of the devices
Devicel only

Dewvice1 and Device3 only

Devicel, Device2, and Device3




anpiog‘E@ﬁaQ{Etm, {'j]

g Mefi@of the devices
7N Tpavice1 only
el Devicel and Device3 only

“Deévice T, DéviceZ and Dévice3

In-place upgrade: [Dewcel and Device3 only '_J

MNone of the devices
Devicel only

Devicel, Devicel, and Device3

Explanation:

Windows Autopilot:  Devicel and Device3 only

In-place upgrade: Devicel and Device3 only

AFE7EMD-102-JPNEEE [XJPNTest.comizft S MD-102-JPNERERICEIK T 5 Z & ITRICI B F T ! JPNTest.com(E S &xHTMD-102-JPNAERRIEE #1248t L £9, JPNTest.com MD-102-JPNERERRIEE(EH 5 &
FENFE L, 22 TMD-102-JPNRIEEENDTA T VSV EFITANE T, BEFRO 7 4 £ R _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu  846f_ 3 09%7 4 2 A > k _HRAEE a— K;
JPNshiken|

B f: 62
N Ty K Azure AD T+ > bAHY FT,
ROEIZFT & 512, Windows Autopilot BT O 7 7 A ILZERLET,


https://www.jpntest.com/shiken/MD-102-JPN-mondaishu

Create profile

Windows PC

0 Basics o Out-of-box experience (OOBE)

Configure the out-of-box experience for your Autopilot devices

F e

Deployment mode * (1) User-Drven

Join to Azure AD as * () Azure AD joned

Microsoft Software License Terms () Show

Privacy sattings ()

0 The default value for dagnostic data Collection TasCh@ngedfof dewces running Windows 10, version 1903 and later, or Wingows 11

Hide change account options (1 | Show

Language (Region) () Operating system default

Automatically configure keyboard

Apply device name template ()

FOy A AZa—%#FRALT I35 74 v IICRRTENTVSBERICEODVWTERAT— M AV M ERERSESRE50EIRBEEZIRLET,
EE ELWLBIRSEIZIRA Y AMEEShET,



Answer Area

To apply the profile to a new computer, you must first

! R Jmn the device 10 Azure AB

enroll the device in Microsoft Intune

import a L5V hile into Windows Autopilot

When the Windows Autopilot profile is applied 10 &

, joined to Active Directory and registered in Azure AD v
computer, the computer will be [answer choice]. joined to Ane AD only
registered in Azure AD only
.- o Joined to Actye Directory only
- M I C joinad 1 A tve Directory and registered in Azure AD

SV hie mto Windows Autopilot

T
egisteredimAzure AD-only
Joined to Active Directory only

joined 1o Active Directory and registered in Azure AD

Explanation:

Answer Area

To apply the profile to a new computer,
you must first

foined to Active Directory and registered in Azure AD
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RDRIZERT T/INA REZEL Microsoft 365 E5 H TR 2 1) T avhbyUEd,

Name Platform | Join type
Devicel | Windows 11 | Microsoft Entra joined
Device2 | Windows 11 | Microsoft Entra registered
Deviced |i05 Microsoft Entra registered

Group1 & Group2 E WS AHID 2 DDEMTNA R JIL—T#ERT IBENHYEST , V) a—2a VIEROBR ZFH-ITHENHY ET,

* Group1 IZ(% Device1l & Device2 DHEEHDIDHENHY FT,

* Group2 I1Z1% Device1l & Device3 DAHEEHDIBHEMNHY FT,

BINWN—=TIZEDTNAR AVN=29 T —LERETIRENHY EFIM? BETHICIE EAETENLGEA T3 vEERLET G ELWLVBRIEICTI RS U G EShET,

Answer Area g

Groupl

! &a "AnireAD") or (device deviceQSType -ea “iPhone”)

Wpe™eq “iPhone) and (device.deviceOSType -&q “Windows™)
i pae-£q "iIPhone”) or (device.deviceOSType -eg "Windows®)

M Vi 8 iceirust Type -eq "AzureAD") or (device deviceOSType -2q "iPhone”)

GroupZ

(device deviceTrustType -
| (device displayName -eq ‘ﬂq e 1 ) and [device deplayiName -eq "Deviced”)
| @evReisplaytame = SR DRviTe TanTT (dRviTe dBvitROS TyTe R Windtws )

Groupd: [device de'n(e'lruvﬂq;;ghen ArzureAD") or (device deviceQ5Type -ea "iPhone”)
idmct de-.- cmﬁ‘f‘mﬁm nF'hunt ) and [device dwnceOSType &g "Windows")

Explanation:

Groupl: (device displayMName -ag "Desite 1) Bnd (device displayName -eq "Device2”) s

33

Groupd:  (device davidalani TYpe -eq “ArureAD") or [device deviceD5Type -'ﬂﬂ,ﬂm:]
R ficrosoft

Eﬁ:ﬂ: 64

Microsoft Intune [Z& 8N TLVS 500 &M macOS T/31 A E &L Microsoft 365 E5H TRV 1) T avhihly £,
Microsoft Defender for Endpoint 74 JLARHER 1) o —% macOS T/\A RIZERATEDLEZHRTIDLELNHYET V) a—2a TR EBEEEZR/NRICHNZZ2LELAHY ET,
HEFAETEIREN?

A. Microsoft Endpoint Manager Bt 42 —h 6 BEITO T 7 A ILEERLET,

B. Microsoft Endpoint Manager 2tz 2 —M6 X2 ) T4 R—XSA4 VEFERLET,
C. macOS T/31f X% Microsoft365 AV TS5AT7UVARA B —ZAVR—FKLZET,



D. macOS 7/34 X (< Defender for Endpoint %4 > X k—JLLE T,

IEfR: (EffzRnLET)

Just install, and use Defender for Endpoint on Mac.

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender- endpoint-mac
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RDRIZRT T/ AEEE Microsoft 365 TRV Y Foavhpyxd,

KT /A4 X T &IZ Microsoft Edge SR E T S2ELHY F£9,

fAIZFERINIEEINTLLI N, BZABICIE, BEUE Intune WEEZIELWT NS RIZKS YT LET, FEEEIE 1 B BHE, FLEF 0L FERASAGWNMEENHYFET , AT UOVERTTDHIZIE RAM UEDHE
N—F RS9 TTEIN RV O—)LTIBENHDIIGENHY FT,

AR ELVERIEICTI ARSI MG ESNET,

Intune Features Answer Area

App configuration policy

— Devicek{
Device compliance policy L
: -+ \Device2: Micr i
Device configuration prefile” — e oo
e Device3: |
Endpoint security policy
1E fi#:

Intune Features Answer Area

Device1. | DeviCe configuration profile

Device2:| App configuration policy

M , s
Device configuration profile [

— | Device3: | App configuration policy
Endpoint security policy I ‘ E‘sﬁ ii’” O Sﬂﬁj

Explanation:
Answer Area

—

OiceiDece confoiaion e

Device2~ App f:ﬁnﬁ guration policy

Device3: | App configuration policy

Windows: https://learn.microsoft.com/en-us/deployedge/configure-edge-with-intune#:~:text=You%20can%
20configure%20Microsoft%20Edge%20policies%20and%20settings%20by%20adding%20a%20device %
20configuration%20profile%20t0%20Microsoft%20Intune.


https://www.jpnshiken.com/q/69009-6470075/

Android: https://developer.android.com/work/managed-configurations
Apple: https://developer.apple.com/library/archive/samplecode/sc2279/Introduction/Intro.html

EFDT 66
Share 1 & L3 &RHID Microsoft Deployment Toolkit (MDT) BEXEMNH Y £9, ROKRIZRT & 512, Share! [Z Windows 10 4 A —UFEBMLULET,
Name | In WIM file Description

imagel | Installl.wim | Default Windows 10 Pro image from the

Windows 10 installation media

Image2 | Installl.wim | Default Windows 10/Enterprise image

from the Windows 10 installation media

Image3 | Installzwim | Default Windows 10 Pro for Workstations

image from the Windows 10 installation

| media

image4 | Custom1.witn'| Custom Windows 10 Enterprise image

| | without any additional applications

ImageS | Custom2. Custom W’rndows 10 Enterprise image
m MI @t‘l om applications

REIV)FATUNEARY) =l VATHERTERDAA—DE BEISATUONTYTIL—REBRY U= VRTERATEDA A—DRENTTH?
AR ELVWEBRIEICTRAV AT EESIET,

Answer Area .
: ' W
Standard Client Task Sequence:  Imagel, Im Vﬁnaqea, Imaged, and Image5 e
image3 only B

&
Standard Client Upgrade T, {%N:E' | Image1, Image2, Image3, and Image4 only @1
PAS Image3 only
~ Image3, Imaged, and Image5 only
- ‘:"%‘}e;‘% Image1, Image2, and Image3 only
%ﬁ %1% Image1, Image2, Image3, and Image4 only
’% Image1, ImageZ, Image3, Imaged, and Image5

1E fi#:



‘E -Fndard Client Task Sequence: _imagel, Image2, %@ Imaged, and Image5 v
|Image3 only
Microso

Le

aﬂd Image5 only

_._-_ gel, geE and Image3 only

Image 1, Image2, Image3, and Image4 only
Image3 only

@% | Image3, Image4. and Image5 only
#XQ Image1. Image2. and Image3 only

Standard Client Upgrade

Iimagel, iImageZ, Image3, and Imaged only

Explanation:

'Microsoft

Standard Client Task Sequence: _Imiagel, 'ima_gé_z, Image3, Imaged, and Image>

Standard Client Upgrade Jask Seguence: Image1, Image2, image3, and Image4 only

BRE: 67
v bJ—2I1Z1% contoso.com & LS &AM Active Directory FA S UMNEENTWLET, 2D FA A VIZIE Windows 11 ZFET4 5V E2a—F—DN 25 BEENTUNET,
Microsoft 365 47X 1) 7 a v HEELNDIEE

contoso.com L EH#iF % Azure AD TF+ > bABHY FT,

N Ty K Azure AD BME#ERTHE, — DAV E 21— —DEFRENRBIZE- TWS I EANDLMY FET,
AVELA—ANEEIZSMERT LI EEZHEBTILENDY £7,

BRI RETLLIM?

A TRTOAVE21—2 TWindowsh 79I 74 TibEh TS Z &

B.a Ea1—42—0O1—H¥—([IMicrosoft 365574 LU ANEYHTHhTWLWE I &

C.EZIOAVEaL—ANKRASM OV O—FLBIETES

D.aYVEA—FIIRFORET Y IT—REFEFATNSI L

FfE:C (AU LEHEKT D)

https://learn.microsoft.com/en-us/entra/identity/devices/hybrid-join-plan

B 68
RORIZRT TINAREEL Azure AD TF > B Y ET,


https://www.jpnshiken.com/q/69009-6470078/

Name | Operating system soft

Devicel | Windows 11 Pro -Q&h‘-ed

Device2 | Windows 11 Ps 3‘ Registered

Device3 | Windows ﬁ# Joined

Deviced Wincj?(‘% Pro Registered
\

YIROYT a3y 7O T4R=23VEFRALTTITAR—LTEDTNARIEENTTH?
A. TINA R1ETINA R3DFH

B. T/\M R1&ETINA R2DH

C. T\ 1 R1DH

D. 7/8 A1 TINA R2_ TINA A3, T/31 R4

Eff: A(DA 2V EHEEKRT D)

Eﬁ:ﬁ: 69

Microsoft Intune [ZZ& kS TLY% Windows 10 T/3f AN 100 EH Y £9,

A=y bPO—AIL Ry FT—7 LOBOIVE21—4—05 Windows BFHF 7OV SLEMBTEESICTNA REZEBRTIHELDY TT,
EDERERBELREEZERT IDLELHY FIH? - EDBED Intune 7TV ) FEERTIVENHY FITH? AETHICIE EEEETEGA T 3 vEBIRLET,
FEELWLVBIRIEICTI RS Y TS ShET,

Delivery Optimization Setting: | Bandwidth optimization
Bandwidth optimization type
Download mode
VPN peer caching

Intune object: | A configuration profile
A configuration profile
. ' App configuration policies

M . f-t Windows 10 and later quality updates
Ii I c ro S O Windows 10 and later update nngs

Delivery Optimization settingt | Bandwidth optimization type
Bandwidth optimization type
I Download mode
VPN peer caching

Intune object: | A configuration profile sl
A confhiguration profile

* Epp configuration policies

SN ICros Gt ioms e o e



https://www.jpnshiken.com/q/69009-6470079/

Explanation:

Delivery Optimization setting: B. Download mode Intune object: A configuration profile To configure the devices to retrieve Windows updates from the internet and from other computers on a local network, you need to
configure the Download mode setting in a Delivery Optimization device configuration profile. This setting specifies how the devices use Delivery Optimization to download updates. You can choose from several options,
such as HTTP only, LAN only, or Group. For example, you can set the Download mode to Group and specify a group ID for the devices to share updates among themselves and with other devices that have the same
group ID. You can also set the Download mode to Internet to allow the devices to download updates from Microsoft or other devices on the internet that use Delivery Optimization.

References: https://docs.microsoft.com/en-us/mem/intune/configuration/delivery-optimization-windows

BiE: 70

contoso.com & L3 £ B0 Microsoft Entra T3> kDB Y . ZDTF 2 MZIE Devicel &LV ARID Windows 11 T/84 R & Userl EWSZRIDI—HF—AEFENTULVET , User! & contoso.com [Z Devicel &8k L
F9,

contoso.com IZ%&4$% L1=% _Devicel THEBETE3#EEIIENTTH,

A. VT b T TEHOES

B.o U YA2F2 (SSO)ZFERALTIZV K JY—RIZERT S

C.\— K FZ 4 TDOES{LDaH

D.aVT7SA 7 VAR L—miER

Eff: (EfEZRTLET)

BR: 71

Microsoft 365 47XV 1) T a & HEFEHLTY,

FTRTOa Y Ea1—4%—I[% Microsoft Intune [ZEEF SN TLVET,

ROFITRT L5112, Windows 11 IRBZRETH-HDODECRRAEHNHY F£9,

Requirement Detail
Requirement Ensure that Microsoft Exchange Online
can be accessed from Known locations
only.
Requirement2 Lock a device that has a high Microsoft
I\ i crpRefenider for Endpoint risk score.

BEGZHBTICIAERET ILENHYFIN? BAET HICIE BEOENGA TS a2 a EERLET E ELLERIEIST RSV A ESIAETT,
nswer Area

Requirement!; A conditional access pohio b 4

A conditional access policy
Aldevice compliance policy
A device configuration profile

Requirement2: A device compliance policy v
A conditional access policy |

IA'device configuration profile


https://www.jpnshiken.com/q/69009-6470081/

1E fiz:

\nswer Area
Requirement?:_ A conditional access polic v
Af@vmgpgnggwancnjnmﬂw
Requirement2: A deWiee ¢ p"«,;;hi,f: p’[}di‘”_.&' P hv:
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To capture an image of a reference computer and make it ready for deployment to multiple computers, you need to run the sysprep command with the /generalize option. This option removes all unique system information
from the Windows installation, such as the computer name, security identifier (SID), and driver cache. The other commands are not used for this purpose. References: Sysprep (Generalize) a Windows installation
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Explanation:

Features Answer Area

N et et v
A device restriction policy Enforces comphliance: | An Intune connection

A secunty baseline _ _ . .
Prevents suspicious scripts:  An attack surface reduction (ASR) rule

An attack surface reduction (ASR) rule

An Intune connection

To enforce compliance for Defender for Endpoint by using Conditional Access, you need to configure an Intune connection in the Defender for Endpoint portal. This allows you to use Intune device compliance policies to
evaluate the health and compliance status of devices that are enrolled in Defender for Endpoint.

You can then use Conditional Access policies to block or allow access to cloud apps based on the device compliance status. References: https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-
defender-atp/conditional-access To prevent suspicious scripts from running on devices, you need to configure an attack surface reduction (ASR) rule in Intune. ASR rules are part of the endpoint protection settings that
you can apply to devices by using device configuration profiles. You can use the ASR rule "Block Office applications from creating child processes" to prevent Office applications from launching child processes such as

scripts or executables.



References: https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10#attack- surface-reduction-asr-rules
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To ensure that Profile1 applies to Device1 only, you need to modify the Applicability Rules in Profile1. You can use applicability rules to filter which devices receive a profile based on criteria such as device model,
manufacturer, or operating system version. You can create an applicability rule that matches Device1's properties and excludes Device2's properties. References: https://docs.microsoft.com/en-us/mem/intune
/configuration/device-profile-assign#applicability-rules
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This is an ASR rule which is part of Exploit Guard

Ref: https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-controlled-folders?
view=0365-worldwide#microsoft-intune

Ref: https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction- rules-deployment-implement?view=0365-worldwide
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You can check if an App Protection policy is assigned and verify if a device is enrolled in Intune. It's the only option that can confirm both on a single dashboard. You need to modify the columns but that's expected if
you're looking for a granular report such as this.

View the App protection status report

Sign in to the Microsoft Intune admin center.

Select Apps > Monitor > App protection status.

https://learn.microsoft.com/en-us/mem/intune/apps/app-protection-policies-monitor
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To deploy Microsoft 365 Apps for enterprise to Windows 10 devices that are enrolled in Intune, you need to add an app of type "Windows 10 app (Win32)" in the Microsoft Intune admin center and configure the app
settings. You can then assign the app to groups of users or devices. References: https://docs.microsoft.com/en- us/mem/intune/apps/apps-win32-app-management
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Actions

Run setup.exe and specify the /packeager Switch.

Download the Microsoft Office Deployment Tool (ODT) and run the self-extracting executable (.exe)
file.

Edit the XML configuration file
Run setup.exe and specify the /download Swilch.

Run setup.exe and specify the /configure swilch.

1E fi#:
Actions RO . L —
| . | Download the Microsoft Office Deployment Tool (ODT) and run the self-extracting executable (.exe)
_Run setup.exe and specify the /packeger switch. _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ | file
| Download the Microsoft Office Deployment Tool (ODT) and run the self-extracting executable (exe) | [Ee e S shous s @Rers S SRpe oRo e SR SRoes meo s oeorm S 1
{ file, | Edit the XML configuration file
______________________________________________________________________________________________ d
| Edit the XML configuration file B L R P b
e i et e ey et e e Run setup.exe and specify the /download switch,
| Run setup.exe and specify the /download switch. | C)j —————————————————————————————— |
,':__:::__::::::::::::::::::::::::: _______________________________ 1

Explanation:

1. Download ODT application

2. Create a configuration file (XML)

3. setup.exe /download to download the installation files

4. setup.exe /configure to deploy the application
https://learn.microsoft.com/en-us/deployoffice/deploy-microsoft-365-apps-local-source
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Endpoint analytics is a feature of Microsoft Intune that provides insights into the performance and health of devices. You can use endpoint analytics to review the startup times and restart frequencies of the devices, as
well as other metrics such as sign-in times, battery life, app reliability, and software inventory. References:
https://docs.microsoft.com/en-us/mem/analytics/overview
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You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in Power Bl using the OData link. Intune provides
connection settings to your tenant so that you can view the following sample reports and charts related to:
Devices

Enroliment

App protection policy

Compliance policy

Device configuration profiles
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Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your reporting client. Follow these instructions to use Power Bl
Desktop to connect and create your own reports.

Sign in to the Microsoft Endpoint Manager admin center.

Select Reports > Intune Data warehouse > Data warehouse.

Retrieve the custom feed URL from the reporting blade, for example:

https://fef.{yourtenant}.manage.microsoft.com/ReportingService/DataWarehouseFEService/dates?api- version=v1.0 Open Power Bl Desktop.

Choose File > Get Data. Select OData feed.

Choose Basic.

Type or paste the OData URL into the URL box.

Select OK.

If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must authorize with Azure Active Directory (Azure AD) using OAuth 2.0.
Select Organizational account.

Type your username and password.

Select Sign In.

Select Connect.

Select Load.

Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi
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Statements

A user on Devicel must get approval before the user can run Senptl.p%1 with elevated
privileges.

A user on Device2 must get approval befare the usergan ruf Script1.ps1 with elevated
privileges,

A user on Device3 must get approval before théuser can rufliSERERNEs 1 with elevated

= Microsoft




Statements

A user on Devicel must get approval before the user can run Scniptl ps ‘I@Qted
privileges.
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privileges. W . %
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Statements c}f{\. Yes No
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.Rlﬂ Ie Iﬂ%ﬂyfﬂre the user can run Script1.ps1 with elevated - O
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BitLocker Drive
Name Encryption
(BitLocker)
Device1 Enabled

Device2 Disabled
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Statements f .__f'fes No
On January 7, Device1 is markedascqmpﬁant o) o)
On Jr;'ﬁt}gr;g) %g}wfc21lsniark9das compliant. © O
On January 8, Devfﬁems marked as compliant. O o

Statements Yes

On January 7, Device1 is marked as.comipliant. O

On January 8, Device1 is.marked as compliant. O

Explanation:
Statements Yes No
On January 7, Device1 is marked as comphant. © o
On January 8, Device1 is marked as compliant. © O
On January 8, Device2 is marked as gempliant. (© O
= Microsoft

Box 1: No.

Policy1 and Policy2 apply to Group1 which Device1 is a member of. Device1 does not meet the firewall requirement in Policy2 so the device will immediately be marked as non-compliant.
Box 2: No

For the same reason as Box1.

Box 3: Yes

Policy1 and Policy2 apply to Group1. Device2 is not a member of Group1 so the policies don't apply.

The Scope (tags) have nothing to do with whether the policy is applied or not. The tags are used in RBAC.
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'ﬂlnﬂ::ul.uf'iﬂuﬁ

Maximum amount of time; Y480 bds -
YV $ W days
90 days
180 days

165 days

1F fiZ:

Answer Area

Use: Windows Configuration, Designer e
Intune Company Partal
Microsoft Deployment Toolkit (MDT)
§ Windows Conliguration Designer

Maximum amount of time: %, 180days s
30 days

T W®EdayE T T

Explanation:
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Use: | Windows Configurain Designer 1N | v

Maximum amount of time: 1180%dys  ~

%"‘Microsoft

Eiﬁﬂ:!93

Microsoft 365 4 7R Y ) T a v &EHLTT,

2 —4H—I[&, Microsoft 365 T/3f AEBIZEFINTWLEWNIOS TS REHEH>TWVET,

EIZR9 & 512 Microsoft Outlook 7 7Y D7 T RERY O—FERLET (A2 TEV VI LET,)

Dashboard > Chent apps - App protection policies > Create policy > Settings

Create policy X Settings

* Name

: Data protection
Policy1 Default settings configured

Description

3
ALCELS requerements

Default settings configured

Conchibonal Lagnch
Default settings configured
* Platform

[OS Loope (Tag

0 scope(s) selected

r"‘?‘+ 1o al |‘-.j-| l‘lF:*"a n
Yes
* App types @
Apps on unmanaged devices

=

1 app selected

Settings
Review configured settings

ROBHZEHI-TLIICR) O—ZBRTLILELHY ET,

ARLV—T 42T DATLDIN—2 3 U 12.0.0 RiEDIFE, A—H—H Outlook 7 T ZFEHTERWNKSIZLET,

Outlook 7 7Y IZ7 VAT BICIE, A—F—[CEHFONNRO—FOFERZERLET,

BEHIZHLTT TIRER) O—TRZERTIBHENHY ETIMN? @ETS(CIE AZFEHTHEDGEA TS a U0 EFERLTLESLY,



AR ELVWEBIRIEICTRAY AR ESIET,

Prevent the users from using Outlook if the

operating system version is less than 12.0.0:

Access requirements
Conditienal launch

Dala protection
Scope

Require the users to use an alphanumeric

passcode to access Qutlopk: ,
Access requirements

Conditional launch
Ba rotection
- ICrosoft

IEfiZ:
Prevent the users from using Outlook if the
operating system version is less than 12.0.0:

Require the users to M@aﬁamm’*&rfc "
yasscode to access Outlook:

Conditional launch

Data protection
Srone
Explanation:
Prevent the users from using Outlook if the & '
operating system version is less than 12.0.0: | f‘?‘???ﬁr_eﬂﬂ"_?“ﬁ s
@m protection
Scope
Require the users to use analphanumeric | w5
passcode to access Outlook: cces: ments.
Cnndmnnal launch
: Data protection
% Micrdseet

References:



https://docs.microsoft.com/en-us/intune/app-protection-policy-settings-ios

B 94

Microsoft Intune(Z&Fk =L T LV5 _ Device! & LY 5 B RITMDANdroid Enterprise5Se £ BB T/N1 AV Y £9,
Device! [CIETNA A TAT7AIHAEYETOENET,

HEf=E Android 7 7 —LD T 7DERT v TT— FFOTA)ZER L TDevice! DYV I h D77y I T— b4 BEBTBHFECTT, LML Devicel TIFFOTANFIRATELR W EMNHBALFE L=,
Devicel DYV I bz 77 v FTT— M, IntuneZFRLTCEEITINENHYET,
fAlZESRETLLOIMN?

A TNARERTOT 7ML

B.7 UK >—

C.7vIT—btYVy

D. TN\ARAVTSAT7 VAR ¥—

IFfE: (EMEZRTLETD)

BR: 95

&H1=1X, Group! EWSBZFTID Y IL—T &  Android 7L i0S #E1T9 5 500 EDE/NAIL T/AL XEEL Microsoft 365 E5 TR 1) T a3 VEMBELTUVET,
IR )T a3V LT 7IVRER) - EHHFETIECRAR) O—Z2 R T EIRELAHYET, V) 2a—2 a3 VIEUTOEHREH-ILENHY FT,
*ENAINWVIERIZRFESINTWSET -2 ZEELT 5,

*ENAIINTINA ADASBEA 754 AREICHE S F=HE . TNNA RITRFESNATWSET—2ZBEMICHIBRLE T,

*FITVRER) O—HDEY Y ToONA—F—DHINENSILTNAREFFRALTH IR T avIZ7IRTESLLSICLET,

*GIW—TNDHMERT BENAILTNA RIZDNWTIE, TNARAD0BEA 754 VIZH G E . TNA RIZRBESNATWSEET— 2 ZBBMICHIBKRLET,
BT RER) O—DR/MUEINLK DTIMN?EEZTSHICIE BERTEIGA T a vEBRLTLEEW,

EEE LIRS FOAMESNET,
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App protection policies:. ¥

v‘.\* Conditional Access policies: v
< T
Q& P
N\ -

.ﬁMicrosoft | \

1F fi%:
Answer Area
App protection policies: -
ek
5 )
‘3
: ‘JI
N ( 5
mi%ﬂ jgrosoft
1
2 |
13
4
Explanation:
Answer Area
\Ke“ MHPNM 1 3 -
r “s“ ﬂd'mana[ Access policies: 2
}p = Microsoft




Eﬁ:ﬁ: 96

Microsoft 365 H 7R 9 ) T 3 o #BHFHH T,

TXAVTADTIAHIL N ERMERDRRZENT IWEEZT L —T—ICRETIVENHYFT,
A—H—I2EDO—ILZEYETEIRENHY FIH?

A JO—N)LEBE

B. X4 &7V tAEHESE

C.txa )T+, EEE

D. Intune BEE

EffE: (EfEZRTLET)

To enable or disable security defaults in your directory, sign in to the Azure portal as a security administrator, Conditional Access administrator, or global administrator.
Note: Conditional Access Administrator

Users with this role have the ability to manage Azure Active Directory Conditional Access settings.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals- security-defaults

B i: 97

RORIZKTTINAREEL Azure AD TF 2 EDHY £,
Name | Operating system | /. e
Devicel | Windows 11 Pro Joined
Device2 | Windows 11 Pro Registered

Device3 | Windows 10 Pro Joined
Deviced | Windows 10 Pro Registered

Windows 11 Enterprise E5 SA R ZBALET,

IR ) T30 79TF4R—2 3 0%@FAEL T Windows 11 Enterprise [C7 v TH L— K TE3T/N\A R (X ENTIMN?
A TN R1DH

B. T/\f R1ET/INA R2DH

C. TINA RN TINAR2, TINA A3 BELUT /A R4

D. 7/3f R1& T/ R3DH

Eff:D(QAAV FEREKRT D)

Eﬁ:ﬁ: 98
£t TId Microsoft Defender for Endpoint Z{#FH L TLYZE 3", Microsoft Defender for Endpoint IZ[& RO RIZKT TNA R FJIL—THAEFEhTULVET,

P =W ot o

SL M0 3 g am e
I Wi | WO L

Groupi Tag Eouals demc And Of In W

Group2 Tag Eguals deso

Domsin Eguais sdatum.com and OF Irn Wi
Namg 2tarts with COMWWF

Ungrouped devices Not apphicable

default

ROEIZFRT & S512, a2 E 1—%—% Microsoft Defender for Endpoint 24 > R— K LET,


https://www.jpnshiken.com/q/69009-6470107/
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& Microsoft

E computerT

l Actions {j((\
Domain: adatum. ’
05 wmngﬁl- it (Build 17134)
Machap dresies )

Microsoft Defender for Endpoint #B DN RIFFRTITHN? BET 521, BESEHTHEY G T2 a o FERLTLESLY,
EE ELWLBIRSEIZIRA Y AT EShET,

*Micrasoft.

Groupd only
Geclipd ondy
Group 3 only
Groupd, Groupd, and Group only

f you add the tag cemo to Gemputer]. Computert will bea  Group! only i

et
Group? only
Gioup 1 and Group? only
Group1, Groupd, Groupd, Groupd, and GroupS

Computer will be a member obrIbfaPionly -

Group4 only
Group5 only
Group3, Groupd, and Group anly

If you add the tag demo 10 Computerl, Computer! willbe a  Group! only

Explanation:

il
Computer] gk & memoefer  Souplonly

If yous adidl th tag Gempone Caniputer] Somputert will be a  Group! ondy
memiber of:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide#manage-device-groups:~:text=\WWhen%20a%20device %20is%20matched%20t0%20more%
20than%200ne%20group%2C%20it%27s%20added%200nly%20t0%20the%20highest%20ranked%20group.

EFEE]: 99
Microsoft Intune Suite Z{#H9 % Microsoft 365 H TR 4 ) T 3 v HEHEL T,
TINA REEEI B(Z1E Microsoft Intune ZERA L F T,



Intune [Z&EF SN TS Devicel &LV ZRIM Windows 11 T/81 AM$H Y £, Devicel (£ 30 BREA 754 VIZiE->TWET,

Devicel % Intune NS E B ICHIBRT AUENHYET Y a1a—2a v TR TNNAADPBEF Vv IA U LEEEIC Intune I2&->TTOED aZ o ant=7 T ET—ANTRTEIREINDESICTIHELHY
T, A—HY—DBDA A=W LET7TY BAT—E2 LV OEMMBA VR =L LT FTIIXRETILENHYET,

fAlZESRETLLIN?

A BIRR72>ay

B. RHE7V 3y

C.IOILyYyYaRA—+T7HO3aY

D.A— k4B Y r) LY TO I3

EfE: (EREETRLET)

https://learn.microsoft.com/en-us/mem/intune/remote-actions/devices-wipe#delete-devices-from-the-intune- admin-center

B f: 100

Microsoft Intune Suite Z{EH3 % Microsoft 365 H TR ) T 3 o HELTT,

TIN REBHEI B(Z1E Microsoft Intune ZER L E I,

Windows Autopilot Z{#H L T Windows 11 ZT/31 XIZERALET,

Y R—+F IO 7IF BRANKRTEE RBLIETNAAM AN CRARN T ZNETELEVERELTVET,
TTAA A MRKBRLEBEIC. TTASM AN OJZNETEDLSICTILENHY FT,
AIZHRETNIELNTL L S5H?

A. BEERETE

B. T/\A RERTOT 71 I)L

C. Windows Autopilot BB 7B 771 )L

D. B kX T—H2 AR—L (ESP) 7R 74U

IFfig: (EfZ R LET)

B 101

Microsoft 365 7R 9 ) T 3 o #BHFHH T,

TRTHOI—H—IZ Microsoft 365 7 T AEBRE SN TLET,

RDEBEHZET-F & 312 Microsoft 365 7 T T 2HELNHY 9,

*WebView2 5 0324 LOBEIA VR F—ILEBMZLET,

A=Y —MNIT A — RNV I EREETELVELSICLET,

Microsoft 365 7 1) BBt VA —TCHERT 2DELHD 2 DORFEILENTIA? BAET SICIE EEEEHTHEYLGREEZEIRLET,
FEECELWMLMEBIRCEICTIRA Y A EShET,
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Home

Servicing

Monthly Ente

Customization

hat's New Management

Health

Apps Health

Security Update Status

OneDrive Sync

Service Health

Inventory

Learn More




Home

Servicing

Monthly Enterpns

Custnmizabo
i C&u ration

Health

Apps Health

Security Update Status
OneDrive Sync [ PREVIEW ]

Service Health

Inventory

Learn More

Setup

Explanation:



Home

M Servicing

Monthly Enterpiise

Customization

Device Confi§uration

Palicy Management

What's New Management
Health

Apps Health

Security Update Status

OneDrive Sync

Service Health
Inventory
Learn More

Setup

You can enable automatic installation in the same setting as where you prevent it from being installed automatically:

To prevent the automatic installation of WebView2 Runtime, sign in to the Microsoft 365 Apps admin center (https://config.office.com) with an admin account. Then, go to Customization > Device Configuration > Modern
Apps Settings. Select Microsoft Edge WebView2 and then clear the Enable automatic installation of WebView2 Runtime check box.

https://learn.microsoft.com/en-us/deployoffice/webview2-install

Prevent users from submitting feedback:

https://learn.microsoft.com/en-us/microsoft-365/admin/manage/manage-feedback-ms-org?view=0365- worldwide

B: 102

Microsoft 365 E5 TR 5 ) T avhbyYES I RY 1) T 3 »IZIE Microsoft Entra (250 L Microsoft Intune IZZ 8 SN T WD T/NA ANEFENTWET Userl EVVSRABDLI—HF—FERLET,
User1 A% Intune #{Ef L T BitLocker BIfE¥—%0—7T—2 3 U TCELHI L ZHBI IR ELNHY FT,

B % Microsoft Entra Bt 2 —h b ANILTTRIEEEDH®RE|H User! IZE|Y HTET,

CHNIFBEEEF L TOETH?

A. [ELy



B. L\VX
EfR: (EREERLET)

BE: 103
Microsoft Intune ZfEF L . 100 &® Windows 10 7/3\1 X # & T Microsoft 365 4 TRV Y T 3 UohHYFEST, TNNARTROT I 23 vEETTHICIE Intune T O I 7 A LEERT DELHY FET,

*HARRLRZ—FLAT7OFERRALET,

"O—HLEEETHYIY FOAFEEELET,
BTHLAVIZEENTOTFAN BT FoTL— FERATIBEAHY FTH? BET HI1E, BETENLGA TLa v ERBRLETE ELWEBIRSEIZ 1 KA Y MR BESNET,

Answer Area

Deploy a custom Start layout:oBevice restriction
Delivery optimization

Dewvice restnichion

Endpoint protection
Identity protection

Rename the local Administrator account:  Identity protection w
Delvery optimization

Device restriction

[

'\ s f Endpoint protection
Microsoftt e

1F f#:
Answer Area

Deploy a cusmn?;i@%n lay M Eu ,Qrs.oft v

LDelivery optimization_
Device restnichion
Endpoint protection

|dE_I"!'E_I_'E_j!f prn_te-ch»::_:n

Rename the local Administrator account:  Identity protection
Delivery optimization

Device restriction

e M e e s e

identity protection

Explanation:
Device Restrictions
Ref: https://www.anoopcnair.com/start-menu-taskbar-custom-layout-intune-cloudpc/#:~:text=%E2%80%9D %

20and%20select-,Device%20Restrictions,-.
Endpoint protection -> Local device security options -> Accounts -> Rename Admin Account Ref: https://www.tenable.com/audits/items/CIS_MS_InTune_for_Windows_10_ 2004 Level 1 _v1.0.1.audit:


https://www.jpnshiken.com/q/69009-6470113/

de2d07c913ec5c2b64b23e97adf74c64#:~:text=Note%20This%20recommendation%20can%20als0%20be%
20set%20using%20the%20Endpoint%20protection%20profile%20using%20Local%20device %20security%
20options/Accounts%20settings.

B: 104
RDERIZRT Windows 10 T/AL ANHY ET,

Operating system ] Edition

64 -bit version of Windows 10 | Home

32-bit version ob Windows 10 Pro

64 -t version ol Windows 10 Enterpnse

64-bit versian of Windows 12 nPro

[
ahhdg o d o J LA & S of

T /34 A% Windows 11 Enterprise IZ7 v 79 L—FKI B3FETY,

EDT /34 AT Windows 11 Enterprise ~DEEA > TL—RX 7y T L—REETTEETH?
A. T/N{ R3DH

. TINA RIETINA RADH

CTNAR2. TINA R BEUVT/INA R4DH

TN R TN R3 . BEUTINA R4DH

CFIRA R FINA R2. TN R3. BEUF A RADH

IEfR: (EffZzRTLET)

https://learn.microsoft.com/en-us/windows/deployment/upgrade/windows-upgrade-paths https://learn.

m o O W

microsoft.com/en-us/windows/deployment/upgrade/windows-edition-upgrades

Bf: 105

Appl ZEEALTEIYETEHIENTEHDEFEDI—HY—TTH?

A 1—5—-3DH

B.1—H¥—1,a1—H—30DH&

C.1—¥—1 a—H%—2 1—H4—3 1—H%—4

D.1—%—1, 1—%—-3 1—4H%—40#H

E.1—H¥—3La—H—40H

FfZ:B(aA AV FEEKRT D)

Reference:
https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business
https://docs.microsoft.com/en-us/microsoft-store/assign-apps-to-employees

B f: 106
contoso.com & LV ZRID Azure AD T+ FAHY FT,
Windows Autopilot Z{#H L T ROKIZRT Windows 10 T/31 REZERT A FETT,
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Name | Memory ™M
DEGIEEPT] 16 GB None
Device2 | 8GB~ | Version 1.2
D-:-wf,e‘iin 4GB Version 2.0

Windows Autopilot ECEBEE— FZFERA L TERTZE ST /N\SM RIEENTITH?

A TN R2DH

B. 7/\ 1 R3DH

C. TIN\A R2ETINA R3DH

D. TINAR1 TINAR2 TINMR 3

IEfR: (EfZzRTLET)

Windows Autopilot self-deploying mode requires devices that have a firmware-embedded activation key for Windows 10 Pro or Windows 11 Pro. This feature allows devices to automatically activate Windows Enterprise
edition using the subscription license assigned to the user. Device1 does not have a firmware- embedded activation key, so it cannot use self-deploying mode. Device2 and Device3 have firmware- embedded activation
keys for Windows 10 Pro, so they can use self-deploying mode. References: Windows Autopilot self-deploying mode (Public Preview), Deploy Windows Enterprise licenses

AXNEI7EMD-102-JPNEESE [XJPNTest.comiz2it T  MD-102-JPNEERIZ ST 5 Z L IZRIZII B F T ! JPNTest.comld S & FHTMD-102-JPNREREEE 12t L £ 9, JPNTest.com MD-102-JPNEEEEIREE (X H 5O &
HEhFEFLZ, ZZTMD102-JPNIEED TR FI VD UEFIZANT T, ®RFRD 7 ¥ £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu 8468, 3 0%7 « A H > > b 4RI E|5 | a0— F:
JPNshiken|

Eﬁ:ﬁ: 107
EEHDODRY FTD—4(Z1E_ contoso.com EWLVSBZRIDA > T L I X Active Directory KA A4 UREFENTNET , SO KA VIZIE  RORISRTA—F—AREFTATNET,
| Name | UPN suffix

Useir Contoso.com
F

| Fabrikam.com

HIZRT & 312, KAA vlkcontoso.comé LS ZRTMDMicrosoft EntraTF > FERBIESNET  ( RE2TEI U v LTLESLY,)

PROVISION FROM ACTIVE DIRECTORY

Il‘*:.‘-"n Microsoft Entra Connect sync

L=

USER SIGN-IN

S s s



https://www.jpnshiken.com/q/69009-6470117/
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a—H—2huser2@fabrikam.comé& LTHA 4 > L& 5 & LT=FE, Microsoft EntraTF > bA~ADEREEIZKEB L FE L 1=,

User2/h Microsoft Entra IDD ') YV —RIZTF7 Y A TES L ZHERTHILELNHYET,

fi#iRK A > T L T RMDActive Directory KA A4 b User2IZ B—A)LO5A U &#HAd 5 12— —1ERZE|Y ZTET, User2lTuser2@fabrikam.com& L THA A4 > F 5K SITHERLET,
INIFEEZEZERLTVSLERDTLLOIN?

A. [Ty

B. LMVZ

E#: (ERERERLET)

B f: 108

Microsoft 365 4 7RV ) T a v &EHLTT,

Microsoft Intune [CT/Nf REZ{ZRTHFETT UTOELZmI-THELHY T,

*AETEDERE/ N ILEESRFERNF (IME) 22T /N\1 RDEBEFODHEFHTLET,

*J{K1,0006DT /N4 ADEHFEEEEHYKR—

BEHFICHLTEDERBREZITOINETTLELON? BULGRELBEYLERICFI I LTLESVL, BEEF 1RFERAT LS LL EHEFERTLIZLE Fo(FERALGVWI LB TEFET , AVTUVERTT
BIZIE RAVEDREN—%F RS9 ITEN RV A—LTEBENHIBENHY FTT,

FEEELOMBIRSEICTIRA Y FMTEShET,

FINA R

Enroliment settings Answer Area

i1 CNAME Validation Only allow the enrolimeptaf delice®with a
= Specific IMEI |
it Corporate device identifiers ; r——

2 'Sl_.xp'nﬂ_r_i"_thetnrblimmt and management of
it Device enrollment managers - 1 ' up to 1,000 devices h

:: Device limit restriction

o % | s | - @
it Device platform restriction 19 | | M I C r@ S O Ft

Answer Area

Onily allow the enrcliment of devices with a

specific IMEL 22 Corporate device identifiers
:: Corporate dewvice identifiers J

S e e W e R i suppartthe @nrollment and management of
| i Desnce enroliment managers n up to 1,000 devices i Device enrollment managers

Microsoft

Explanation:
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Enroliment settings Answer Area

:: CNAME Validation Only allow the enroliment of deyices with a
spechic IMEl: Corporate device identifiers

it Carporate device identifiers

1"_-1.-[*::--:1-r= TI'I(_‘ l‘r'r(':'!"T':!"'ut and r'!'l.lll.'lqemf‘l'l'. (5]

it Device enrollment managers . up to 1,00058 Decalef rallo@ntimanage s ]

it Device limit restnction

:: Device platform restriction

B f: 109

Microsoft Intune Suite Z{#H9 % Microsoft 365 TR 4 1) T 3 v EHEL T,

Windows 11 T/31 X &4 512, Microsoft Intune ZFERALEY,
A—H—ICBETD—HEERTEHINRT—FLRARAEZEETOIVLENHY FT, EORIAAELEFERAINELINTITA?
A.FIOO2 EtXxa)T4 F—

B. Microsoft Z25E S~ X T L

C.TXFRAIrAytE—o

D. BFE@&E

EfE: (EREHRLES)

B 110

v bT7—2 121X Active Directory KA A4 > H—EX (ADDS) FAAL UREENTWNVET, FAA VIZIE Windows 10 #ETT DI 5472 AVEa—2—Hm 100 BEENTULET,
HE BHICEEHA VIR S OFvAHY FHA,

BttEAR )2 —L StV REBHZEL T Windows 11 SAEURZBALET,

AVEa—42—% Windows 11 [C7 Y T L—FTE2AEREHRTILENHYVET , V) a21—2 3V TREIAM VR AR MERDRICNZ DZBENHY ET,
HEEICIIMEEOHDHIRETTL LIH?

A. Windows #— /X1 A v k

B. 47XV 1)TLarnEME

C. Microsoft BV —IL¥ v k (MDT)

D. BT —>v—

TR (EREHTLET)

B 111

Active Directory IZ&0 L , Microsoft Intune IZ&#k S TLV5 Device! &LV B FID Windows 10 T/ ANHY FT,
Devicel [ IL—TF R > —¢& Intune AL TEEBIWFET,

Intune FBEMNTIL—T R S—BREELEZTTIHEIICTIRENHYFET,

fAIZHZETNIELNTL £ 507

A TIRARERTAT 7ML

B. T\ RAVTFAT VAR L—
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C.MDMEFalT4 R—=X354> TATF7A)L

D. JIL—T R)>—AT>xH bk (GPO)

IEf#E: (EfEZRTLET)

A device configuration profile is a collection of settings that can be applied to devices enrolled in Microsoft Intune. You can use device configuration profiles to manage Windows 10 devices that are joined to Active
Directory and enrolled in Intune. To ensure that the Intune settings override the Group Policy settings, you need to enable the policy CSP setting called MDMWinsOverGP in the device configuration profile. This setting
will give precedence to the MDM policy over any conflicting Group Policy settings. References: [Use policy CSP settings to create custom device configuration profiles]

B 112
Microsoft Intune ZERA L . RORIZFRT 1—HF—%E L Microsoft 365 H TRV ) T avhiHYFET,

- e

R ReR G Nicrosoft

BIZRY &2, Set! EWVSRRMDARY) O— £y FEERLFET (R 2 TE2I2V VI LET,)
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Device management it B .
m Microsoft

Device configuration profiles (1)

Name Platform Profile Type
ConfigurationProfile1 Windows 10 and later Device restrictions

Device compliance policies (1)

Name Platform Frofile Type
CompliancePolicy1 Windows 10 and later Windows 10 and later co...

Device enrolilment Edit

Windows autopilot deployment profiles

No results

Enroliment status pages

No results.

Assignments Cdit

Included groups All Users
Excluded groups Group1

RORIZET LS Intune ITTFNA REEHFLET,

UTDOEXIZDOWT ELWMESIF FUMZBERLTSESWD, E5THWMESEF DOWZ JEEBRLTLESY,
AR ELWERIEICTI ARSIV BT EESIET,



Answer Area

ShlBITIEI'ItE 'fes M(
fUser1 signs in to Device1, Device1 will have both
SonfigurationProfile1 and CompliancePolicy1 assigned

f User2 signs in to Device2, Device2 will have both
ZonfigurationProfile1 and CompliancePolicy? assigned.

fUser3 signs in to Device3, Device3 will have both o 0
~onfigurationProfile1 and CompliancePolicy1 assigned
1E fi%:

Answer Area

Statements Yes No
If User1 signs in to Device1, Device1 will have both =
ConfigurationProfile1 and CompliancePaolicy1 assigned e

If User2 signs in to Device2, Device2 will have both
ConfigurationProfile1 and CompliancePolicy1 assigned.

If User3 signs in to Device3, Device3 will have both o =
ConfigurationProfile1 and CompliancePaolicy1 assigned. s}

Explanation:
Answer Area

If User1 signs into Device1, Device1 will have both o @
ConfigurationProfile1 and CompliancePaolicy1 assigned

If User2 signs in to Device2, Device2 will have both @
ConfigurationProfile1 and CompliancePolicy1 assigned.

If User3 signs in to Device3, Device3 will have both o @
ConfigurationProfile1 and CompliancePolicy1 assigned.

B 113

Userl &£V BRTDL—H—& Appl EULVSBRTID Web 7 71 &L Microsoft 365 E5 H TR Y Y T a vhiHYET,
Appl ITRFTDBIERDAEZZITANDIDBELHY FT,

RDERTEZHD CAPolicyl EWVWSARIDEHHET VR R O—%2EKTHFETT,

* ERRE

°aA—H¥—F LT —% 00— K ID: User1

COSYRTTIERIETI a2 Appl

* 7 4 4 A

CER[. 7O ERFETOvYY

TFIVr—2 3o ADLAV—FRIMIV VIR MDAHAZETOY YT ILENHY FF,CAPolicyl [TIEBMT HFEHIEENTT H,
A TNAADT 4 I)LE—

B.TNA XTS5y bT+—LA



C.i—H%—1URY

D.YA A2V )RY

E. 23472 7T

EfE:E(QAVMERKT D)

you can use the client apps condition to block legacy authentication requests to App11. Legacy authentication is a term that refers to authentication protocols that do not support modern authentication features such as
multi-factor authentication or conditional access2. Examples of legacy authentication protocols include Basic Authentication, Digest Authentication, NTLM, and Kerberos2. To block legacy authentication requests, you
need to configure the client apps condition to include Other clients, which covers any client that uses legacy authentication protocols13. References: 1: Conditional Access: Block legacy authentication | Microsoft Learn
https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/block-legacy-authentication 2:

What is legacy authentication? | Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection

/conditional-access/legacy-authentication 3: Client apps condition in Azure Active Directory Conditional Access | Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/client- apps-
condition
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contoso.com & LN ZRIMD Azure AD T+ FABHY 9,

a—H—H Windows 11 T/34 X % contoso.com [ZE&NEE 5 & &2 O—AH)/)LD Administrators JIL— T ICBERICEMESNEWNE S ICTI2REAHY FT,

fAIZBZEITNIEELNTL £ 57

A. Windows #— k/Sq4 8w k

B. Windows D 7RE 3=y \yhr—

C.Azure AD DtEFa)T4DT74IL L

D. Azure AD D7 /3A4 RE&5E

EfE:A(QAV REHEKT D)

To ensure that users are not added automatically to the local Administrators group when they join their Windows 11 device to contoso.com, you should configure the Device settings in Azure AD. The Device settings allow
you to manage which users can join devices to Azure AD and whether they are added as local administrators or standard users. By default, users who join devices to Azure AD are added to the local Administrators group,
but you can change this setting to None or Selected1.

The other options are not relevant for this scenario because:

* Windows Autopilot is a service that allows you to pre-configure new devices and enroll them automatically to Azure AD and Microsoft Intune. It does not control the local administrator role of the users who join the
devices2.

* Provisioning packages for Windows are files that contain custom settings and policies that can be applied to Windows devices during the setup process. They do not affect the Azure AD join process or the local
administrator role of the users3.

* Security defaults in Azure AD are a set of basic identity security mechanisms that are enabled by default to protect your organization from common attacks. They do not include any settings related to device
management or local administrator role4.

References: Manage device identities using the Microsoft Entra admin center, Windows Autopilot, Provisioning packages for Windows 10, What are security defaults?
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Windows 11 B4 XU OB H & h % Microsoft Deployment Toolkit (MDT) Y ) 2a—> 3 vhbH Y FET,
MDT [ZIX  RORICRTARL—FT 4 UF SATFLAA=UNEENRTVET,
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Name Description
Image1.wim Custom-built Windows 11 image that has

preinstalled custom apps
Image?.wim Custom:- built Windows 11 image without apps
Install.wim Default Windows 11 imagl

Windows 10 ZE{TLTWAEHDA L E2—42—T Windows 11 DA VT L—R 7Y TI L—RFEETITEILENHYET,

BRAT—ORFNS FHILWARY O—H R D4 H—RERETET,

BRY = DRIFERTEIRY D= VA TFUTL—beARL—TF A4V VRTLAA—VERETIVRERHYET . VI a—2a TR EBEEEZR/INRICHZ Z2BENHY FT,
RIZHETIVHENHYEFTH? EETSHICIE, ABFEETEN LG T a0 EERLET,

FEELWLMBIRSEICTIRA Y M EShET,

Task sequence template:

Standard ClientTiask Sequence
Standard Client Replace Task Sequence
Standard Elient Upgrade Task Sequence |

“|Image2.wim
Install.wim

Task sequence template:
Standard Chent Task Sequence

Operating system Jmage:

Image1.wim
Image2.wim

e — ey

AT I BT ol o T ol otk =
allwmiCI OS50
d - T | TS’ e S 0 -

Explanation:
Box 1: Standard Client Upgrade Task Sequence
Use Template: Standard Client Upgrade Task Sequence

In-place upgrade is the preferred method to use when migrating from Windows 10 to a later release of Windows 10, and is also a preferred method for upgrading from Windows 7 or 8.1 if you do not plan to significantly

change the device ' s configuration or applications. MDT includes an in-place upgrade task sequence template that makes the process really simple.
Box 2: Install.wim



In-place upgrade differs from computer refresh in that you cannot use a custom image to perform the in-place upgrade. | Reference: https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/upgrade-
to-windows-
10-with-the-microsoft-deployment-toolkit
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HEFEDMicrosoft Entra 77+ > b ZI&, Devicel& LS BRID T /34 ANEENTULVET , DevicellEMicrosoft EntralZSmMiEH T,
Device1 M Microsoft Entra ID 754 Y UEH k—— > (PRT) #RFT D2DEHLH Y £9,Devicel TEITITAREFITY RIEAITTH?
ATty 3y

B.sc.exe 7 T1)IRRE=9 R T

C. klist tgt

D. dsregcBd /status

IFfE: (EfgZRTLET)
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Microsoft Intune ZEA L RORKRIZTT T34 XA EEE Microsoft 365 T+ tHY FT,
Name Platform
Devicel Windows 10
Device? macQs

Microsoft Intune TV FiRA U bk X2 ) T4 TIX TNARZEIZTT A RIBESIER) O—2BRTHIHELRHY FT,
BTFNARIZFEDBEILS A TEERTIRENHY ETH, £ BELF—%2EET 570X Intune DENO—)LA—RDT ¥+ R & (RBAQ O—)L) AT EHEAH Y EIH, BET 31213, BISHEETHE
PhAToavEmBIRLTLCES LY,

AR ELWEBRIEICTRAY AT ESNET,
Answer Area

e (R )
FieVault

Cryptsetup

Encrypting File System (EFS

BitLocker Drve Encryption (BitLocker)

s AR |

FieV ault

Cryptsétup

Encrypting File System (EFS)
BitLocker Dnve Encryption (BitLocker)

RBAC role

Help Desk Operator
Apphcation Manager
Intune Role Administrator
Pobcy and Profile Manager
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O 2T = e RS =)
FibeVault

Cryptsetup

Encrypting File System (EFS)

[ABlbcker D ERCryon (BERLGTKED 1

Deyite2;

'ﬂﬂwm_l —
Cryptsetup

Encrypting File System (EFS)
BetLocker Drive Encryption (BitLocker)

, REBAL role:
p Help Desk Operator

'Microsoft Frochperis e

intupe Bole Admipistrator,

Pokcy and Profile Manager |

Explanation:

FileVault

Cryptsemp

‘Encrypting File System (EFS)
BitLocker Drive Encry

FileVault A
Cryptsetup

Encrypnng File System (EFS)
kB:tLocku Drive Encryption (BitLocker)

h 4

?H;lp Desk Operator
Application Manager
lntune R.ole Adrmmstrator

Eﬁ:ﬁ: 118
BEHRDOR Y FT—2I1Z1& contoso.com & WS ZRIDA > T L T X Active Directory KA A4 UMNEFNTUVET, CO RAAS VIZIE RORISRT AI—HF—BNEFNLTUVET,



| Name [ UPN suffix

Userl Contoso.com

User2 | Fabnkam.com

KIZRT & 512, KA A Uldcontoso.comé LS L RTDMicrosoft EntraT+ > bERBIShZEFT (K2 TEH ) v o LTLEEL,)

PROVISION FROM ACTIVE DIRECTORY

‘5, Microsoft Entra Connect sync

e

USER SIGN-IN

a—H—2huser2@fabrikam.com& L THA >4 > L& 5 & L&, Microsoft Entra7 3+ > bA~ADFRREIZKRBLE L=,
User2hiMicrosoft Entra IDD 1) YV —RIZF7 VA TESH LR T IVLELHYET,

fRRK 7> T L 2 RMActive Directory K A 1 Ui  User2UPNY 7 ¢ w4 X & @contosoxomIZERE L E T,
Hit=lEa—H—212x L user2@contoso.com& LTAT A V3 5L 5 E8RLET,
INIFEEEZERLTVSLEERADSTLLOIN?

A. LMVZ

B. (LY

IFfE: (EfgZRTLET)
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Windows Autopilot BRI —EXZ#FER L TEHRINDIT/NAM RIETENTITH?
A TN R1DH

B. 7/31 R3DH

C. TI\A R1E TN R3DH

D. T/8 R1_ TN R2_ T/\( A3

EfE:C(AAV EHEREKT D)

Scenario: Windows Autopilot Configuration
Assignments

Included groups: Group1

Excluded groups: Group2

Device1 is member of Group1.

Device2 is member of Group1 and member of Group2.
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Device3 is member of Group1.

Group1 and Group2 have a Membership type of Assigned.

Exclusion takes precedence over inclusion in the following same group type scenarios.
Reference: https://learn.microsoft.com/en-us/mem/intune/apps/apps-inc-exl-assignments
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HEEF I Microsoft IntuneZ{EFHF S Microsoft 3654 TR 49 ) T a3 & CHARTY,

A—H—NMEANRT/NA X% Intune I(TEERT SIC BERDBEE (MFA) 2RO ND & IITTIRELRAHYFET , SOV 21— a Vi EBERER/IRICNZASZBENHY FT AEERTLIEELIVTLELEIN?
MR MEIEME/NMASR)R Y o —

TNARABRETO T 7ML

EBEMETORRAR) O—

CRREEAERY O—

IEfE: (EfEERTLET)

OO0 w >
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RDRIZTRT T/8M REZET Microsoft Entra 77+ > kDB Y ET,

| Name | Platform l Join type ] Ownership
rl‘"." '."ll I'rl'n.'I |1'|-".'-"‘ |: rv"l '-:."'-ll..‘l F"I'.r-'- '.t"'-J stered :T'H "|.1.
Device2 | Windows 10 | Microsoft Entra joined Corporate
| Deviced | Windows 11 | Microsoft Entra joined | Corporate
TTYRIE RORICRTITIL—THEENTET,
Name Members

Groupl Devicel, Device2, Device3

Group2 | Device3

BRZ7O0774IILORIZTRT & 512, Windows Autopilot BT O 7 7 A ILZERLET (BRATO 72742 TE0 v LET),
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Create profile Microsoft

Wandcoar P

0 Bancs Q Out-of-box expenence (O0BE) @ Asngnments ) Review + create

Summary

Basics

Name
Detcrptuon
Convert all targeted dences to Autopdot

Devce type

Autom atwcalty mnhqurr weyboard
Merotoft Software License Terms
'Prr.aqr wrttrngi

Hide change sccount optom
Assignments

Included groupt

Excluded groupn

ROBXIZDVWT ELWMEGEIE FMZEBRLTCESD, 25 TRVESEF DOVAJZBEIRLTSESY,

FEIELMEIRZEICIRA Y BT ESRET,
Answer Area .

.!Microso%d‘(\ - o

Device1 is registered for “plot O o

-

Devicel is r@r Autopilot O O
@ registered for Autopilot. O O
\6



Answer Area

Statements Yes No

+ Devicel is registered for Autopilat
DeviceZ is régistered tor Autopilot
Deviced is registered for Autopilot [ |

Explanation:

Statements

Devicel is registered for Autopilot

Devicel is registerad forAlltopilot

Device? is registerefliSh b pilot

A7 MD-102-JPNSREE (ZJPNTest.comiZ it 41 MD-102-JPNRER I &89 5 Z LITRITIIHET | JPNTest.comlZ S & HTMD-102-JPNRERFARESE # 124 L £9, JPNTest.com MD-102-JPNRERfIREE (XL S F
HichEFELz, ZZTMD-102-JPNEIEED TR FI VS UEFIZANT T, BFRD 7 Y £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu 8465, 3 0%7 « A A > b HHRIGEIF I a— F:

JPNshiken;
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RDORIZRI AT Y FHEED Microsoft 365 7+ khH Y ET,
Name 'l_'ip-a"\f‘iicr'USth
Adminl | User

Group1 | Microsoft 365.group
Group2 | Distribution group

Group3 | Mail-enabled security group
Groupd | Security group

Compliancel EWVWSBARIND AV TSA TR R —FERLTULET,

OAVTSATURT T, RENBHDEMSEZEL LTRETERF Iy FRERTT M,
A JIL—T3L T IL—TAaDH

B.JIW—T3 JIL—T4 BELUVEEE1DH

C.ON—T1 . FNL—T2 F)IL—T3DH

D. JIN—T1 . GNW—T2 . J)L—T3 FI—T40DH

E.OLN—T1 . JIL—2 G)IL—T3 JIL—T4 LUV EEET
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EfE:C(AAV FEHKRT D)

Reference:

https://www.ravenswoodtechnology.com/microsoft-intune-compliance-notifications/
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

Eﬁ:ﬁ: 123

SESNI-EEICE DT Boundaryl ZRZELFET,

192.168.1.0/24 M2y FT—VHRANBERIN TS T NS R([FENTTH?

A. TN R2DH

B. 7/\ 1 R3DH

C.TNNA R TNAR2. BEUVT/INA A5DH

D. TNWNARAN TNNAR2 TINARI, TNAR4DH

IEfE: (EfgZzRTLED)

Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/network-boundary-windows
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Windows AutoPilot @ OOBE E# &&= HENHYET,

Azure Active Directory 7L — FW BT 2BENH D 2 DOBREIFENTIN? BET HICIE BIERE CTHEHYGEREEERLET,
FE FELOLBIRSEICTIRA Y R EShFET,
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@ Overview

Getting started
Manage

Users

Groups

Organizational relationships

Roles and administrators

Enterprise applications

Devices

App registrations

App registrations (Preview)

Application proxy

Licenses

B \icrosof:

Azure AD Connect

Custom domain names

Mobility (MDM and MAM)

Password reset

Company branding

User settings

Properties

Notifications settings

1E fiz:

L



@ Overview

Getting started

Manage

Users

Groups

Organizational relationships

Roles and administrators

Enterprise applications

Devices

App registrations

App registrations (Preview)

Application proxy

Licenses

| LI

Azure AD Connect

Custom domain names

Mobility (MDM and MAM)

Password reset

__________ -
|

| Company branding

User settings

Properties

Notifications settings

Explanation:



Enterprise applications

Devices

App registrations

App registrations (Preview)

Application proxy

Licenses

Azure AD Connect
Custom domain names
Mobility (MDM and MAM)

Password reset

User settings

Properties

Netiﬁcatign§ ﬂ:f.gt(tjiglc%%

Reference:

https://blogs.msdn.microsoft.com/sgern/2018/10/11/intune-intune-and-autopilot-part-3-preparing-your-environment/
https://blogs.msdn.microsoft.com/sgern/2018/11/27/intune-intune-and-autopilot-part-4-enroll-your-first-device/

E Fl:ﬁ 1125
RDRIZTRT )V —RXEEL Microsoft Intune BREMNH Y £,
Name Type Platform
Comply1 | Device compliance policy Windows 10 and later
Comply2 | Device compliance policy I05fPad0s
CA1 Conditional Access policy Not applicable
Conf1 Device copfiguration profile | Windows 10 and later
Office1 | Office 8¢ k&l CI'O S O T Not applicable

Set1 EWLWSARDAKRY >— v bEIERK L, Complyl % Set1 [ZIEEMMLFET,
Set1 [CEEMTZES Y —RIEATIHN?

A. CA1. Conf1. & U Office 1 D&

B. ##12. CA1_Conf1. £ & U Office1

C. Comply2 & Confl M

D. Comply2® #

E. ConflD &
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Windows 10 %173 %2V Ea1—42—MN200EHY £9, a2 E 12 —4—I[F Microsoft Azure Active Directory (Azure AD) [ZZ0 L T & Y _ Microsoft Intune [CEEF SN TWET,
ROBHZE@mIzTES(C Intune TNA RER T O T 7 M ILEEBRT H2RELRHYET,

Microsoft Office 7 77— 3 UAF TAEREEHTIDEHEET,

A—H—DNFTIPREHTI 7ML ZEETLHLETAVILET,

IVRRAY MRETERTIDELNHD 2 DOBREFENTTHN? BEFT HICIE, AEEETEUGHREEERLET,

FEELWLMBIRSEICTI RS Y bMIEShET,

Answer Area

Endpoint protection

Windows 10 and later

v Basics @ Configuration settings

Microsoft Defender Application Guard

Microsoft Defender Firewall

Microsoft Defender SmartScreen

Windows Encryption

Microsoft Defender Exploit Guard

Wﬁ f}ﬂﬁfﬁu@%ﬂ%@un Control
VIITCT OOUT ¢

Microsoft Defender Credential Guard

Microsoft Defender Security Center

Local device security options

Xbox services
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Answer Area

Endpoint protection

Windows 10 and later

v Basics o Configuration settings

Microsoft Defender Application Guard

Microsoft Defender Firewall

Microsoft Defender SmariScreen

Windows Engryption

Microsoft Defender Application Control

Microsoft Defender Credential Guard

Microsoft Defender Security Center

Local device security options

Explanation:



Answer Area

Endpoint protection

and later

Windows 10

v Basics © Configuration settings

wv Microsoft Defender Application Guard

MicrfisbftDefendes el

Microsoft Defender SmartScreen

Windows Encryption

Microsoft Defender Exploit. Gland

Microsoft Defedde Appligation Control

Microsoft Defend@r Credential Guard

Microsoft Defender Security Center

Local device security options

Xbox services

References:
https://learn.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10#global-settings
https://learn.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10#microsoft-defender-exploit-guard
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Windows 11 Pro #7942 Ea1—42—2HYFET, a2V E1—%—I[L Azure AD IZ8 L  Microsoft Intune IZ&EF SN TWWET, a2 E1—42—% Windows 11 Enterprise IZ7 v T L— KT 3RERHY F
9, Intune TR ZEHT ABENHY £IH?

A. TINA REBFRY) V—

B.7TN\ARADY =T v TI—IL

C.TNARAVTSATUARR) I—

D. T/NA R TAT 74 )L

E#: (EREERLET)

Bf: 128

Microsoft Intune & Microsoft Defender for Endpoint A& E£4 % Microsoft 365 R4 1) T a & HEFEH T,

aA—H—I[& Windows 11 ZETT 5T NNA AEZMBELTVET,

Defender for Endpoint 5 &5 Intune ~DEHRZERLET,

TN XDV Intune IZEER SN D & T DT /314 XH Defender for Endpoint ICEEIMICA VA R— FENBD & SIZTE2BELAHYET FIZEBREL T EDR—F IV EZFERTIHENHY FTIHM? EET HICIE, BZHEEHT
BUHEA T avERIRLTKESD GE ELOBIRSEICTI RS Y kM EShET,
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l;‘1 2

Answer Area b, T | P
il i 4 -::I .r | I_ - |: = l_.:..--~.._I '3,-_ ./-_I__I .'i-l "

IVIICFOSOIl

I.a:l

i !

Configure: An endpoiffidetection and response (EDR) profile
An accaunt protection profile

An_endpoint detection and response (EDR) profile
Anioiboarding package for Microsoft Defender

in Bdrtal | Microsoft Intune admin center tad
Microsoft Defender portal
Microsoft Entra admin center

Microsoft Intune admin center

1E fiZ:
Answer Area
Configure: An endpoinfdet®¥ction and response (EDR) profile >
{ An account protection profile
An endpoint detection and response (EDR) profile
fﬁm ofboarding package for Microsoft Defender
In partai ll‘.-’:l.t-'usuf'_ Intune admin center - !
| Microsoft Defender portal
\ /N ; i Ngald < rgsoft Entra admin center
LVl A e Jicrusoft Intune admin center
Explanation:
Answer Area
Configure: An endpoint detectian andresponse (EDR) profile Bd
n Tl
In partal: . Microsoft Intune admin center Fl.l'ﬁ ICroSs J{ L
Eﬁ:ﬁ: 129
MKG B —S—DERZE/-ITLEADHYFET,
Az RETL&LIA?

A. MKG EF§0 21—+ —(Z Microsoft Store for Business DEEAZEO—/)LZE|Y B TEI,

B. Microsoft Store for Business /& App1 M APPX 2 7 A ILEXH>O—KLET,

C.App1ZE TS A R—FX FTIZEMT S

D. MKG £BF9 21—+ —IZ Microsoft Store for Business DEAFBAZO—IILEZE|Y HTET,

E. Microsoft Store for Business h 5> App1 ZEEB L ET

Ef#: (EfEZRTLET)

References:

https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store Enable the users in the MKG department to use App1.

The private store is a feature in Microsoft Store for Business and Education that organizations receive during the signup process. When admins add apps to the private store, all employees in the organization can view
and download the apps. Your private store is available as a tab in Microsoft Store app, and is usually named for your company or organization. Only apps with online licenses can be added to the private store.
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Reference:
https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store
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Microsoft 365 77 > k & NEREEEARERS (CA) AAH Y £,

ETENET/INA RIZ)L— k CASIBAZZEET 5(2(% Microsoft Intune ZFERT H2LENHY EFT,
EDRAALTD Intune R >—¢&TOT7A IV EFERTILENHY FITH? EETSICE, AEFEETEUGA T a v EERLET,
FEELWLBIRSEICTI RS Y M EShET,

Policy type: v

App configuration policy
App pro%edlon policy

policy
Configuration profile

Mi

Profile: 1A | v

Imported public key pair (PKCS) certificate

Public key pair (PKCS) certificate

Simple Certificate Enroliment Protocol (SCEP) certificate
Trusted certificate

1E fiz:



= Microsoft

App configuration policy
App protection policy
|Compliance policy
'|Configuration profile |

Profile:

Imported public key pair (PKCS) certificate
Publie_key pair (PKCS) certificate

Trusted certificate,

Explanation:

Box 1: Configuration profile

Create a trusted certificate profile.

Box 2: Trusted certificate

When using Intune to provision devices with certificates to access your corporate resources and network, use a trusted certificate profile to deploy the trusted root certificate to those devices. Trusted root certificates
establish a trust from the device to your root or intermediate (issuing) CA from which the other certificates are issued.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root
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BEFII UTORIZERTT/NM AZEEE Microsoft 365 E5 H TRV ) T a v HELTY,
LIV
Name  Platform Ins.ed%crn o W Ownership
Devicel = Android TI.. %ﬁéﬁ vortal Mot enrolled  Not applicable |
Device2 | iO5 #iAtune Company Portal | Enrolled Personal

TINA ZADApp1 EWVNSBRIDA VT LI RADOWeb7 T IZT7 U ERTES K S(2F BIZ1E Microsoft Tunnel for Mobile Application Management (MAM) %3 32ENHY FT,
BTNARTEDESBIFEZTOREZTTIHN?EEZTAICIE AERETEULGA T a oEBRL TSN,
ECEFEEICIRA Y EAMEShET,



L]
Devicel I . ) - ]

Enroll the device in Intune.

Install the Intune app.
Install the Microsoft Defender for Endpoint app.

Devick2 |
' Change the Device Ownership property.
Install Edge

Install the Microsoft Defender for Endpoint app.

EfiZ:

HH Microsofte: °]

Enroll the device in Intune.

Install the Intune anﬁ_\ S
rlnﬁall Mic@ der for Endpoint app.

[ p _Change the Device Ownership property.
\ lInstall Edge

Explanation:

W " Mirpsort

Devicel: __Fn;tﬂi_&:?mh Defender for Endpoint app.

Devidedh, “install Edge.

Eﬁ:ﬁ: 132
RDRIZRT Y IL—TEET Microsoft Entra 77+ > kDB Y ET,

Name | Members
Group1 | User1
Group2 | User?

Microsoft Intune [ RORIZRT EFRFHIR TEBINET,




Name MDM
Restriction1 | Allow
Restriction2 | Allow | Allow 10.0.22000

RORICRTTNA REHEALET,
Name Operating system

Devicel | Windows 11
Device2 | Windows 10

Device3 | Windows 11
DLTDEXIZDWT ELWMEEIE KUV ZBIRLTLKESW, 25 THEWNESIE DWE 1 EERLTLE S,
EEEELLMBIRZEICIRA Y FAMEShET,

— -.M|crosoftm N

User2 can enroll Devicel by using the Company Portal apps

User1 can enroll Device2 By using automatic enroliment O

User? can enroll Device3 by using the Company Portal app O

Statements

User2 can enroll Devicel by usmg@ioﬁw Portal app.

User1 can enroll Dewrg I.II'DI"I'IEIK enrollment

User1 can emw using the Company Portal app

Explanation:



n— I\/I lcrosofL .

User2 can enroll Dewce‘l by usm,g ttpf,nmm Fortal app. ®
User1 cap mfdi Béi_liciéz"bjr using automatic enroliment. - O
Us.i"rf.-'tan enroll Device3 by using the Company Portal app. U .

BMH: 133

EDTNAZANERL TSN ZFFE L TULVET,

ROBXIZDODVWT ELWMERIE RNV ZEBRLTLCEED, £S5 TRVESIE DOV JZBBRL TS,
AR ELWERIEITTI ARSIV PR EESNET,

Statements

Devicelis compliant .~ .~ O

Device3 is__cg_r__'qn'lﬁﬁt' O

Device4 is éc;mpliantll;ﬁ] Micro E)Oft

Statements =e¢ MicroNeft
Devicel is compliant 0 00«\ 3
“ I

Device3 isWnt

Device4 is compliant

Explanation:

O [

——t T
1O! |O
ollo| |



Statements

Devicel is compliant ‘ (@) ‘

Device3 is compliant ‘ O ‘ O

Device4 is compliant | ‘ O

Bf: 134
Microsoft Deployment Toolkit (MDT) BREXELAHY FT,

BRT—ORUFNS HILWARY O—H2VR D4 —FERE ZEEIVSATUORNTYTIL—FRERY) O—H2VRADARY =4 VR FUoTL—FERRLET,
ROBIZRT LSIT [0S DFBERI R—DITARL—TFT A4V DATFLAA=UNY R FIRTVEWI EALMYET,
New Task Sequence Wizard

m Selecl 0S

General Settings The following cperating system images are avalable tobe deployedwethtr .
T the one o use

:

Specly Product Key

OS Settings

Admn Password

Scmmany

Progress
Corfemation

X




Windows 11 DA > FTL—R 7y TITL—REEFTTIICIE  ARL—TFT 42T DRTLAA—DEBRTEDIDRELHYFET,
HE=FMZET HoEN?

A BREEXBOEH VA —FEETTH

B. W RALA A=V T 74 )LEAVR—bLET,

C.Y—RI7AILDEELGELY FEAVER—FLET,

D. RRAXBDERZEMICLET,

EfE:B(QA EHREKT D)

Bfi: 135

Microsoft Intune Suite Z{EA3 % Microsoft 365 H TR ) T 3 & HELTT,
Microsoft Intune Z{EfA L T, Windows T/\f RZERBLVEELET,
SHERDEZI—H—DTNNA AN 100EHY FT,

LRIDA—H—MNA VR =)L LIzT—2,T7 TV =23 &3 RTHIBRLT THAAREFHF LV AV —RATFICHEFATILENAHYET, V) a—2arTlE EBEEEZR/MRICHZ Z2BENHY £5,
HETIEMETEIREN?

A TNARATAVTL—RTYTITL—KEETLET,

B. /34 X T Windows Autopilot ® ) v kZETLET,

C.HLWERTO 7M1 ILETNARICEREALET,

D. 7/34 XIZ Windows 11 DY ) —> 4 VR b—LEETLET,

IEfR: (EfEZERTLET)

HR: 136
TNAREBEBRFF TV 1—2a EHRETILELRDY FT,
HRBHEICIIAIZEDIRETTHN? AFT HICE, AEEETEU G T a vEBERLTES,
EERECELVEIRIEICTIRA Y MAfTESNET,

For the Research department employees: | N/
An app configuration policy
An app protection policy

Azure information Protection
i0S app provisioning profiles

For the Sales department employees: : ' N/
An app configuration policy

An app protection policy
Azure information Protection
i0S app provisioning profiles
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https://www.jpnshiken.com/q/69009-6470146/

For the Research department employees: | . N/
ﬁn app configuration p-nh:y

“An app protection policy

Azure information Protection

iQS app provisioning profiles

For the Sales department employees: N/
An app configuration policy

| _An app protection policy _
NTA Amwlnhmﬁun Pmtectmn |

“ios app provisioning profiles

Explanation:

For the Research department employees: N/
" An app configuration policy

An app protection policy

Azure information Protection

i0S app provisioning profiles

For the Sales department employees:

An app configuration policy
An app protection policy
N o — L1 | Azureinformation Protection

=10 .| i0S app provisioning profiles

Reference:
https://github.com/MicrosoftDocs/IntuneDocs/blob/master/intune/app-protection-policy.md
https://docs.microsoft.com/en-us/azure/information-protection/configure-usage-rights#do-not-forward-option-for-emails
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Eﬁ:ﬁ: 137
Microsoft Intune Z#{EH9 5 Microsoft 365 E5 TRV 1) T avhHUERdT Y TRV T a VI RORICSETI—F—BNEENRTVET,

Member of
Groupl,; Group2

Group2

Group3
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Group2 & Group3 & Group1 M A Y /8—T9
FTRTOI1—H—I[F Microsoft Excel ZFEARALET,
Microsoft Endpoint Manager Bt 2 —MbH RORICET R O—FERRLET,

Name Type Default file format for Excel

Policyl Policies for OpenDocument Spreadsheet (*.ods)

Office apps

Palicy2 Policies for [ Excel Binary Workbook (*.xlsbh)
Office apps irvo c n{t

|
>
=
L
al

ROEIIZDVNT . ELWMBAIE U EBRLTLCEZIWL, 25 THWMBAIE DLR ZBIRLTESL,
EE ELISBIRSEICI RS Y bAMTEESRETS,
Statements Yes

When Userl saves a new spreadsheet, the .ods format:is used.

When User2 saves a new spreadsheet, the .xlsb format is used.

When User3 saves ammftiﬁbtgdff)rmat is used.

1E fiz:

SN rosoft o

When Userl saves a new spreadsheet, the .ods format is used.
When User2 saves a new spreadsheet, the .xlsb format is used. ; l

When User3 saves a new spreadsheet, the .xlsx format is used. |

L s

Explanation:
Box 1: Yes
User1 is member of Group1 and Group2.

No



Policy1 with priority O is assigned to Group1: default file format for Excel is.ods.
Policy2 with priority 1 is assigned to Group2: default file format for Excel is.xlIsb.
Note: Key points to remember about policy order

Policies are assigned an order of priority.

Devices receive the first applied policy only.

You can change the order of priority for policies.

Default policies are given the lowest order of priority.

Box 2: No

User2 is member of Group2.

Group2 and Group3 are members of Group1.

Box 3: No

User3 is member of Group3.

Group2 and Group3 are members of Group1.

Reference: https://learn.microsoft.com/en-us/microsoft-365/security/defender-business/mdb-policy-order

HER: 138
MDM BRIZCRERSNTWLWAMDM X)) T4 R—=XS54 2 FAT7AILBHYET (MDM 2 TZE20 )OI LET,)ASREBRICRERSINTWAASRIVKRKRSA U M Fa)T0 TAT7MULEHBYFET,
(ASR127&0 Vv LET,)

HoniBll BB noint security > MDM Security Baseline

Créate protile

Block Office applications from injecting Disable N/

code into other processes

Block Office applications from creating | Audit maogde o

executable content

Block all Office applications from creating | Audit mode b d

child processes
Block Win32 API calls from Office macro ()| Disable A

Block execution of potentially obfuscated Disable A

scnpts (js/vbs/ps)




Home > Endpoint security > ASR Endpoint SEC'L-I"

Edit profile B

A~ Attack Surface Reduction Rules

B\ icrosoft

Block credential stealing from the Winduwi[ Audit mode

local security authority subsystem
(Isass.exe) (O

Block Adobe Reader fromugf@ating child f Audit mode

processes (O

Block Office applications from injecting l Audit mode

code into other processes (1)

Block Office applications from creating [ Audit mode

v |

A4 ‘

executable content ()

Microsoft Intune 2B SN TS TN RICEHAD 7O I 7 A ILERBHTAIFETCT , TNA R LETUTDRELXZEDESICEBRT IO EHRTETLILELHY 9,

*Office 7 TV 77— 3 VICKHERTAREA VT UYDERETO VI TS

* Office 7 AM5DOWIN32 APIFUH LEZ TRV I 9 5

BE BEITETNARZEICO—HAILTEMZHE>TUVET,

TNA ZDMRBGREFFTEAM? BETSHICE, BEETY 7 TEUGA TS
AR ELWERSEITTI ARSIV MBFEESIET,

IUEBERLTLCEEL,



Answer Area

o . f .
L BlocMc!a prmg:r§59m c;;ating executdble content:  Audit mode v

Block
Disable
| Warn

Block Win32,API calls from Office macro:  Disable T T
Audit mode
Block

Warn

Block Office applications from creating executat E B

M Microsoft e(\*c’

E

8 | calls from Office macro: _Disable _ _ _ .
:[Audlt mode

Explanation:

lock Office App from creating executable content: Audit Mode

Both are set to Audit so that ' s what it will do.

Block Win32 API calls from the Office Macro: Audit

If you set the Baseline policy as Disable or Not Configured (same thing), and you have any other setting in the ASR, the ASR configuration will take over. That ' s how enterprise environments enforce granular controls of
policies that are enforced for a smaller subset of the employee population. The article below (Jan

27, 2024) outlines the scenario and provides comments about this. In theory this also makes sense. If the baseline policy is configured to do nothing, and the ASR policy is configured to Audit, Block or Warn, | should
think the ASR policy setting will take over the configuration.



BME: 139

RORIZTRT T/IN AEEL Microsoft 365 E5EHTRY ) Toavhiply £,

| Name | Operating system | Enrolled in Microsoft Intune
Devicol Windows 11 Yes

. Dewvice! . Windows 1( |
Devico 3 Androd g
Deviced | iUS [ Tég

ATIRTER WAL B &

FTRTDT /A XIZ Microsoft Edge B’1 VA F—ILENTWET,
Microsoft Intune & ¥+t > 2 —H 5 Microsoft
HR—FEINTNDETRTODT/\A XIZ Edgel 2 BRTHIDHELHY T,
EDT/NA RIZ Edgel #BRATNIEL LTI H?

A. TN R1DFH

TN R1ETINA R2DH

TINA R, TINA R2, TINA R3DH

CTINA R, TN R2, TINA RAD H

TNART, TINAR2, TINA R3 BXUVT/INA R4

Eff:B(QAA U FEHEKRT D)

This feature applies to:

* Windows 10 version 1809 and later

* Windows 11
https://learn.microsoft.com/en-us/mem/intune/protect/security-baselines-configure

m o O W

BH: 140

Microsoft INtuTT /N AR TO 77 A ILEERLTWVET
TO774 L THED OMA-URI SREEZEBRT 2DLELHY ET,
EDTOAIT7ANBATOTUoTL— 2ERTILELHY FTITH?
A. T/ ZDOHIBR (Windows 10 F—L)

B. EAIEHRRE

C. hRE L

D. 7/ ZDHIE

IEfR: (EfEZERTLET)

B 141

Group1 & Group2 &EWVS 2 DD X2 T4 JIL—THEL Microsoft 365 HTRU 1) T 3 Uh&H Y £, Microsoft 365 (& Microsoft Intune Suite #FERA L ET,
TINA A EEHEI B1Z(1X Microsoft Intune ZFERA L E I,

ROBHZFE-FTIZIEL, Intune TA—LZEY B TEHILENHY FT,

*TI—T 1 DA N—[& Intune DERBILEIY B TEEET ILENHYET,

*ION—=T2DrAN—F BREOTITVER) O —F1—HF—LTNRARIZEYETHILELNHYFET,

V) a—2 3 VIER/IMERDOERIICHS RELRHY FT,

ETN—TICEDRBNZENY BTHIRENHY FIHAN? EETHICIE BBFEGETEUGA TS a3 VEBRLTLESY,
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FECELLERILICT RSV I EShET,
answer Area m

|flne SefAge Administrator
' Help-Besk Operator
Ifitune Role Administrator

N ntune Service Adminustrator

N\  Policy and Profile Manager

»Group2: | Policy and Profile Manager ]}
i Help Desk Operator
| Intune Role Administrator
Intune Service Administrator
Policy and Profile Manager

Group1: l Intune Service Administrator _ 'J
LHelp Desk Operator _ _ _
| Intune Role Administrator |

Intune Service Administrator
Palicy and Profile Manager

Group2: | Policy and Profile Manager v
I

'

| Intune Role Administrator
Intune Service Administrator
i Pol'zv and Profile Manager

o MiCI’OS

Explanation:

To assign roles in Intune to meet the requirements, you should assign the following roles to each group:

Group1: Intune Role Administrator Group2: Help Desk Operator

The Intune Role Administrator role is the only Intune role that can manage custom Intune roles and add assignments for built-in Intune roles1. This role meets the requirement for Group1 to manage Intune roles and
assignments.

The Help Desk Operator role can perform remote tasks on users and devices, and can assign applications or policies to users or devices1. This role meets the requirement for Group2 to assign existing apps and policies
to users and devices.

B 142
Microsoft 365 47X 49 1) TS 3 A% Y _ Microsoft Intune Suite ZFERAL TWVET,



IR T a U2 RORISRTES(Z Intune ITEBEFREINTWLDE TN ANREFENRTNET,

|_Name | Platform Join type
Devicel Windows 10 Microsoft Entra joined

| Device2 | Windows 11. 5| Microsoft Entra registered |
| Device3 | i A% | Microsoft Entra registered |
| DedigSE |, r Microsoft Entra registered |

TINAR DI EYR—FTE3TNNARIEENTITH?
A. TINA R TINA R2, T/INA R3_ T/ R4

B. 7/ R1DH

C. T/\1 R2D#H

D. T/ R1&ETINA R2DH

FfR:B (24 hEEET D)

B H: 143

Microsoft 365 IR0 ) T aohHBYET YIRS TS 3 (2ld Windows 11 £3E1T L Microsoft Intune IZ&8 SN TLVS 1,000 B Ea—4—NEFENTULET,
ROA TS 3 VAERE>TNEIAVTSATUR R S—5HTEFETT,

*FNLRTEXFLT T— FEAMCTIRERHYET,

*FERARMTUUY RS RATUTCTHBABEN Y ET.
ED220AVTSATURBEERRT ILEAHY FTTH? @ETHICIE, BB CENLGRTEBRLET,

B ELEBIRZEICIRAY AR EESRES,

Answer Area

Windows 10/11 compliance policy

bt

P
=2

_:.?;lll 'ﬁl 1—, - F!f“ ll,-'.'.'_-r' 'Er‘—ﬁ g"’-ﬁ_‘h =:I:;=: ._.-:;.ﬂ
o |V J 1ICTOS0OI1 L
2 fasic O Compliance settings asndTh

v Custom Compliance

v Device Health

v Device Properties

v Configuration Manager Compliance

v System Security

v Microsoft Defender for Endpoint
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1E fiz:

Answer Area

Windows 10/11 cumplia.nce- policy

@ Basics 2] Compliance settings

+ Custom Compliance

Device Health

+ Device Properties

+ Configuration Managék Compliance

.
¢+ System Security

+ Microsoft Defender for Endpoint

Explanation:

Device health

https://learn.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status Microsoft Defender for Endpoint
https://learn.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows#microsoft-defender-for-endpoint

B 144

v kT —2121F Active Directory KA A UMNEFENTUVET, FA A VIZIE AdmInt EVSBRTDI—F—NEFATVET , IRXTHOIVE 21 —42—I[d Windows 10 ZEFTLTULET,
a2 Ea1—%—_LE T Windows PowerShell |J E— MLIEZHARIIZLET,

Admin1t A Ea—32—~®D!)E— k PowerShell R HITELH I L EHBIT AV ELNHYFET , VI a—2 3 VTR &/MEBORBZFERT IBENHY FT,

Admin1 ZEDTIIL—TITIEMT HRELHY FIH?

A./NJ)—1—H—

B.UE—FTRY by Ta1—H—

C.)E—FEEIL—H—

D. 7Vt AFIHXREREF

IEfF: (EffZRTLET)

Bf: 145

Microsoft Intune Suite Z{#H9 % Microsoft 365 4 TR 4 1) T 3 v EHEL T,

TN ADEBEE(ZIE Microsoft Intune ZEALE T, I RXRTOTNA RIEEALEZAM L V—=2IZHY FT,
BEF) T RY—FERL, ZDR) —FFTXTO Windows 7/31 RIZEIY BTET,
MA1THIC.EHVVT R)—F—RELELET,

FTRTDTNARIEFUSA2VDEETT,

R O—FEHICERLBWVGE TN RIERICEDBIZEFHFERITLETH?

A.12A1H
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B.12H6H

C.11H15H

D. 11A22H

IEfE: (EfgZRTLET)

Eﬁ:ﬁ: 146

HEHk(EMicrosoft 365 ESH TRV 1) T a3 o & ZHAFTY, T XTOWindowsT /31 X [EMicrosoft IntunelZ&EEFINTULET,
JE—MANLT 7T EITRTOTNARICERTIDENHYFET, V) a—2aVEEBEEZR/MRICHASEOTHITNIELGY FEA,
EDRATDTT)EBATRETLLIN?

A.7428Y 7 bk 365

B. EXA8F9(LOB)

C. Windows 7 7'!) (Win32)

D.74BYIFA+7

IEfE: (EfEZRRLET)

B 147

Microsoft 365 4+ TR 1) T avhhbyErd HTRY ) T3 IZd Windows 11 2FEFT L _ Microsoft Intune [Z&8E SN TS 500 BN AV E1— 2 —NEFNRTWET . BADEX 1Y TAEHTOT S LOEHR
ZEBTILEAHYET VY a—2avid ROBERZHE-IHENHY FT,
*RERIEDESO BHFIOTSLGTAN AVELI—4—DTIL—TIZEBHTEILELAHY FT,
*REBERIETRA MO 15 BRIZCEHF IOV S LHABBMICEREAINILELHY FT,

Microsoft Intune E¥Et > 2 — TR ZERT DRLELH Y FIH?

A TNAZRABR TR T 7ML

B. #EEEFH AR o —

C.Etxal)T4R—XS54Y

D.E#HY VYT

IEfR: (EfEZERTLET)

B 148

DS1 & LS &HiID Microsoft Deployment Toolkit (MDT) BEREXAEMNH Y 3,

Out-of-Box Drivers / — FCIEX SESFLGN—FD 7 ETILADFSAN—%EFL TV FT—EERKLET,
PWPREZFERALTN—FIz7 ETILDO 1 DHD K54 /1\—% 4 VX b—ILF BIZIE_ Inject Drivers MDT 2 XU &R T DWENH Y £,
FIMEITARETL &L IH?

A.OS NNy lr—oHAVR—FLET,

B. %R V=4 URICHKIEF RV E#EMLET,

C.ERITOI7AILEERLET,

D. #X%9 Y—4 U RIZ Gather # R #EBMLET,

IEfE: (EfEZ R LFET)

Eﬁ:ﬁ: 149
HEE-ODEHRICIIRDESBAVIZFA NS IFYLAHYET,
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* Microsoft 365 77+ > k

* Active Directory 7+ L X +

*IA4oAY 7Tk

* X —EEY—E X (KMS) —/\—

* Windows BRI —E X WDS) ¥—/\—

* Azure AD Premium 77+ > b+

R, Windows XT3 5#H LWV SA4TF7 Vb aVE2—2—% 100 BBALET,

Windows Autopilot ##FA LT HLWaYE1—4—h Azure AD IZEEIMIZSMT 3L S5IZT2RENHYFET,
AZEFESRETLLOIMBEETSICE EET)7TEUEA T IVEBERLET GEELWMEBIRIEICI RS AMESINET,

Answer Area
Managementtodl” ' - -
Microsoft Entra admirn center
Microsoft Intune admin center
Volume Activation Management Tool console
Windows Deployment Services console
Required information v

from each computer:  [Device serial number and hardware hash
MAC address and computer name
Volume License Key and computer name

1E fiZ:
ANSWer Area
Management tool: v
Microsoft Entra admin center,+
. |Microseft Intuneyadmin.center” !
Valume Activation Manageément Tool console
Windows Deployment Services console
Required information A 4

from each computer: 'l"

Device serial number and hardware hash

e e N .. |

MAC address and-compputer name
Volume License Key and computer name
Explanation:



Answer Area

Management tool: 4

Windows Deployment Services console

Required information v

from each computer:  fBevice serial number and hardwarehas
aadaress and computer name
Volume License Key and computer name

Ref: https://learn.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10 Ref: https://learn.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10#microsoft- defender-exploit-guard

B R: 150

Microsoft 365 E5 4 TRV 1) T2 3 U EHHFETT, TRTD T /34 X[& Microsoft Intune IZEFISNTUVET,

ZERDEE (MFA) 2B EF 5 Policy! E WS ZRIDEHFAET IR R —FERLET,

R O— 1 DBEERME LTIV SNETNA RICOHBEREINDESICTEIDENHYET , RUS—1DEDERTEEZERTILELHY TTH?
AFHETOTNAR TSy bT+—L4L

B. &' V—X

C.tvray

D. £HICEDVWTTNARE T4 ILE—TF B

E. 75V bk

IEfF: (EffZRTLET)

Eﬁ:ﬁ: 151
BEHKIE . LTORIZTRT &L 512 Microsoft IntunelZ &g SN =T /31 X ZEE Microsoft 365 TRXH ) T avERBLTNET,

Name  Platform

Devicel Windows
Device2  i0S
Device3 macOSs

TNARETUTO)E— MREEEFTTSFETT,

*OWEREINET B

*TINAZADMEZHFE

*YE—>HhAvVY

BTNARIEED& S E— MEEICHELTWETHA?REETDHICIE EERCTEUGA T a vEBERLTES,
R LIRS U EAMESNET,
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[!9:1 Microsoftt

If-ulle:t diagnostics only
Locate device only
Remote lock only

Collect diagnostics and Locate device only

Collect diagnostics only
Locate device only

' quleﬁﬂggliost‘ﬁ; and Lotate device only
‘Locate device and Remote lock only

Collect diagnostics, Locate device, and Remote lock

Device3:
Collect diagnostics only

Locate device only
Remote lock only
Collect diagnostics and Locate device only

Locate device and Remote lock only
collect diagnostics, Locate device, and Remote lock




Answer Area

Devicel: t - ]
Collect diagnostics only

Locate device only

Remfate lock r.'.-nly

Deviced:

Collect diagnostics only E“M i C ro S 6ft

Locate device only

Remote lock anly

L e T

Lucate device and Remote lock only |

e mm e e mee e e s s e

Eallect diagnostics, Locate device, and Remote lock

+qulec‘t diagnostics #nd Locate device only

Device3: »
Collect diagnostics only

Locate device only
Remote lock only

Collect diagnostics and Locate device only

1——-———————————

collect diagnostics, Locate device, and Remote lock

Explanation:

Dewvicel: Collect diagnastics, Locate device, and Remote lock

Devicel: Locate devige and Remote lock only

Dewviceds ]_I.Q:m device and Remote lock only

BE\licrosoft

A7 MD-102-JPNFI S5 (2 JPNTest.comiSht & 1 MD-102-JPNERERIC &89 2 = & [TRISH B EF | JPNTest.comlE4 BEMD-102-JPNERRISEE £124t L £ 9 JPNTest.com MD-102-JPNERERFIEE (T 5 &
HEhFLIz, ZZTMD-102-JPNIEED TR FI U UEFIZANT T, &RFRD 7 Y £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu #46f8,. 3 0%7 « A h > b Bl E5 I a— F:

JPNshiken|
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Bf: 152
Microsoft Intune Suite ZE&ELFE L 1=,
RORIZET LS Intune ITTFNA REZHELET,

Name Platform
Devicel Windows 11 B
| Device2 | Windows 10
Device3 ,'a.-n-;!.?-; d
|\DeaAesD 1L} J0S

T RS Y P ERR LTI TE 57/ 34 RO T+ — TV RFERTT 2
. TINA R1DH

TN R1ETINA R2DH

TN R TN R2. BEUT N RIDH

TN R, TN R2, TINA RAD H

TNARN TNAR2, TINAR3 BLUT /A R4

Eff: (EERELEY)

https://learn.microsoft.com/en-us/mem/analytics/overview#bkmk_prereq

m oo w>»

BM: 153

Microsoft 365 E5 4+ 7RV 1) T a v &#EHLTY,

TR TH Windows T /34 X[ Microsoft Intune [Z& xS TULVET,
FTRTDTNARIZYE—FANLT 7T EZRETIHENDHY FT,
V) a1a—L a3 VTREBEDFHEZR/NMRICMZZ2LENHY FT,
EDRATOT7 T zREATILELNHY FIH7?

A. EEFEXF (LOB)

B.¥v44-0Y7k 365

C. Windows 7 Z'1) (Win32)

D.¥4-B8YJ+rX+7

EfE: (EREETRLET)

B 154

Serverlt & WS RABIDY—/N\—& Windows 8.1 ZFET9 52 Ea—F—hHY F9, Servert (2L Microsoft Deployment Toolkit (MDT) M4 VX F—ILENTWLET,

MDT B « ¥ — K%ZERAL T Windows 8.1 A Ea1—4—% Windows 10 IZ7 v TS L— KT BFETT,

Server! ICERBAXBFZERT OBENHY FT,

Server! THZTSVLELNHY ETH? £/ MDT EFREFICEMT IDLENHIR/NMEDIVR—FRY MIAITTHM? BETSHICIE BZEHETEU LA T a v E2BRLET,
FE ELWLEBIRZEICT RSV EMFESNET,
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et (R TRV =, O O T S e

Import the Deployment Image Serviang and Management (DISM) PowerShell module.
Import the WindowsAutopilotintune Windows PowerShell module.

Install the Windows Assessment and Deployment Kit (Windows ADK).

Install the Windows Deployment Services server role.

Add to the MDT deployment share: [

Windows 10 image and package only
Windows 10.image and task sequence only
Windows 10 image only

Windows 10 image; task M{&Gﬁﬁ@m aﬁi

Import the Deployment Image Servicing and Management (DISM) PowerShell module.
Import the WindowsAutopilotintune Windows PowerShell module.

Add to the MDT deployment share:

Windows 10 image only
Windows 10 image, task sequence, and package

Explanation:

Box 1: Install the Windows Deployment Services role.

Install and initialize Windows Deployment Services (WDS)

On the server:

Open an elevated Windows PowerShell prompt and enter the following command:
Install-WindowsFeature -Name WDS -IncludeManagementTools



WDSUTIL /Verbose /Progress /Initialize-Server /Server:MDT01 /Remlnst: " D:\Remotelnstall " WDSUTIL /Set-Server /AnswerClients:All Box 2: Windows 10 image and task sequence only Create the reference image task
sequence In order to build and capture your Windows 10 reference image for deployment using MDT, you will create a task sequence.

Reference: https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/prepare-for-windows- deployment-with-mdt
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/create-a-windows-10-reference-image

Bf: 155

Microsoft Intune [CE RSN TS T/A1 ADEHEITRDELY TT,
*r94 2 K9 X10

*FrkrkoAq bk

*i0S

Microsoft Intune Bt 2 —T VPN JOJ7 A LEZERTELDIXEDTEED T /N4 R TIH?
A. Android & i0OS D&

B. Windows 10 M

C. Windows 10 # & U Android @ #

D. Windows 10 $ & U iOS D&

E. Windows 10_ Android_iOS

EfR: (ERERTLET)

BE: 156
Windows 11 %1793 % Computer! E WS ZRINDIALE1—F—ZEL Microsoft 365 E5 H TR S ) T 3 UhsHY £9, Computer? (& Microsoft Intune [ZBEF SN TLVET,
App1 EWSBRINDT 7)) % Computer! ICREAT A2DLENHY FT,App1 DA VA F—ILTIFEHRD I 7 A ILBMEREINET,

Appl Z/I\y T —UE T BICIEAMZEFERITNIEVNWTIMN £ EDT 7ML ERXEZFERLETHN? BETSHICIE, AEEETHEUGA T a vEERLET,

FE ELWLMEBIRSEICT ARSIV b EShET,
Answer Area

Use: v
Deployment Image Servicing and Management (DISM)
Microsoft Application Virtualization(App-W) Sequencer
Win32 Content Prep Tool

WindewsPackage Manager

File format: v
apk

appv
Antunewin

Jpa

1EfiE:
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Answer Area

Use: v
Depiﬂyment Image Sewicing and Management (DISM)

[Win32 C-::-ntent Prep Tool

TWindows Package Manager

File format: v
apk

LBRP.
&= MIclo

Explanation:

Answer Area

v

Deplnyment Image Senacing and Management (DISM)
palization (App-V) Sequencer

!I.f

" The Microsoft Win32 Content Prep Tool zips all files and subfolders when it creates the .intunewin file. Be sure to keep the Microsoft Win32 Content Prep Tool separate from the installer files and folders, so that you don
't include the tool or other unnecessary files and folders in your .intunewin file. "

BE: 157

Microsoft Intune ZFER L TEABT/NNA R EBET/NA XEFEET S Microsoft 365 7+ > bAH Y FET, 7+ ML, RORIZTRT & 512 3 ED Windows 10 T/3f ABNEENTULET,
Name Enabled OS Version Join Type Owner MDM Compliant

(@ LON-CL2 Yes Windows 10.0.17763.615  Azure AD registered  User?  Microsoft Intune Yes

C@ LON-CL4 Yes Windows 10.0.17763.107  Azure AD joined Userl  Microsoft Intune Yes

TN D Intune [(CBEIMICEFINTI=E, Intune EBTNA REEDESICTHELEFIM? BETSICE EEEHETEYAA T a V& ERLET,
EE ELWLBIRSEIZIRA Y AT EShET,



Identified by Intune as a personal device: .H v

(@)
L4 only
th LON-CL2 and LON-CL4

6 Neither LON-CL2 or LON-CL4
Identified by Intune as a ccrporate’%te: v

6 LON-CL2 only

LON-CL4 only
. Q Both LON-CL2 and LON-CL4
N Neither LON-CL2 or LON-CL4

Both LON-CL2 and LON-CL4
@ Neither LON-CL2 or LON-CL4

Identified by Intune as a corporate- e: v

Q LON-CL2 only
{\6
- M iC I‘OSORQ Both LON-CL2 and LON-CL4

Neither LON-CL2 or LON-CL4

Explanation:



Identified by Intune as a personal device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

Identified by Intune as a corporate device: v

LON-CLZ only |

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-join
https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-register

B f: 158

£2t (21 Windows 10 #%E473 % Computer! E NS ZRIDIAVE1—42—NHY ET,

HEINEDEF SHEFRB L1 —Y—ICk>TERASAFEL:,

Computer! ZBH AL ZD2VE2—32—%HLWVWI—F—(CEYHTEHFETT,

Windows Autopilot Z{#£F L T Computer! # BRI 2LENHY T3,

EDIDDT7I L aVEIEBIZETTILENHYFETMN EETSHICE. 7I/2a> VAL BEYLTY a0 2RZEHICEEBL, ELWVEFTHENET,
Actions _ Answer Area

—_— . e 53 ra

Uploadithe ety lJIlruj'fd.'(‘l'-J-ﬂ_ﬂ:._lﬁ'h..;l"i:;{-.'

Generate a CSV file that contains the computer information,

Generate a JSON file that contains the computer information

Resel the compuler @

O

Upload the file by running azcopy.exe.

1E fiz:



Explanation:

Answer Area

Generate a CSV file that contains
the computer information:

Upload the file by using Microsoft
Infume,

Wﬁhtruau

the computer,

B 159
RORITRTRET L U EEL Hyper-V KRR bAHY FET,

EDRAET S Iz Windows 11 4 VR h—)LTEETH?
A.VM3D &

B. VM1 & VM2 D&

C. VM1D#H

D. VM1_VM2_ VM3

E.VM2 & VM3 D&

EfR: (EREERLET)

BH: 160

Microsoft Intune [Z&$& S - 1,000 & D Windows 11 T/34 X Z&{ Microsoft 365 H TR 2 ) T auhbh Y Ed,
FTINAADBIOS N—2 3 VERIT 5EHICEARASNDIAVTSATURR) O —DREEZERL BRI ZFETT,

ED4DDT7Y L aAVEIRBICRITIAVLENHYFTI M EEST DX . 7YY

DA BYLT I L3 vEREERICBEHL ELWVEFTERET,
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Remew the compliance dashboam for resl.dts

i — — -

Create and asslgn a ccmpllance policy that has System Secunty settings mnﬁgwed

T ——— . e

lhe PowerShell script to intune.
Upload me ISDN file 10 Arure AD. @

Create and assign a custom compliance policy.
IEf:

- — O — — —— —

— — — a—--u--—-—--—-a-—-u-u—-

L — i — L — L (—_—_——_— L ————_— -

<reate and assign a custom comphance policy. :
Explanation:

Actions

Review the compliance dashboard for results.

Create and assign a compliance policy that has System Security settings configured.

Review the Conditional Access Insights and Reporting workbook for results.

Eﬁ:ﬁ: 161

Q0

~ (=]

0

L

Create a PowerShell discovery script and a JSON file.

Upload the PowerShell script to Intune.

Upload the JSON file to Azure AD.

L= ]l

Create and assign a custom compliance policy.

Azure AD TF > k& Azure AD 250 L  Microsoft Intune ZEA L TEE SN TLYS 100 &0 Windows 10 T/Nf ANHY FT,

T /34 X £ T Microsoft Defender 7 7 4 7 2+ —JL & Microsoft Defender 74 LA KR T HIVLELHYET V) 12— a VIIEBEEXEZR/IBRICNZS2BELAHY £,

ETIRE2DOT7V 23 VEENTEIN? TNTNOERIIERRO—EBERLTLET,
EE ELWVEIRZEICTI RSV M ESNET,

OO



A. Microsoft Defender 7 4 L AMEEERT BIZIFX TIL—T RUL— AT + (GPO) 4R L . Windows Defender 74 LA REZEFERLET,

B. Microsoft Defender 7 7 4 704 — /L& T BICIE TNAARERTOT 7M1 ILEER L, TNNA RDOHIRZEZEBRLET,

C. Microsoft Defender VA L AR ZERT DICIE, TNA RAEETOT7AILEERL, TV FiRA > MREBRTEZERLET,

D. Microsoft Defender D4 JLAXIEREERT BICIE, TNA RABERTA T 7 A ILEER L, T/N\1 ROFIRBZEEFERLLET,

E. Microsoft Defender 77 4 794+ — L& T BIZIF, TS ABHTOT 7M1 ILEERL T2 FRSA U FNREREEHEBHLET,

F. Microsoft Defender 7 7 4 794 —ILEZERTBHIZIFX FIL—T RKYUS—FTx4 bk (GPO) 24/ L X271 H5&{k &t t= Windows Defender 7 74 74— ILEZHEHRLET,

IEfZ: (EffZzRLET)

To configure Microsoft Defender Firewall and Microsoft Defender Antivirus on Azure AD joined devices that are managed by Intune, you need to create a device configuration profile and configure the Endpoint protection
settings. You can use this profile to configure various settings for firewall and antivirus protection on the devices. References: https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection- windows-10

BH: 162
RORIZRTAVTLIR Y—N—DHYFET,

Name i Description

DC1 Domain controller that runs Windows Server 2022
Server1 | Standalone server that runssWindows Server 2022

Server2 | Member server that.ndnsS"Windows Server 2022 and has
the Remote Access role installed

Server3 | Member serverthat runs Windows Server 2019
Server4 | Red Hat Entégprise Linux (RHEL) 8.4 server

Android 8 & U i0S T/31 RE &L Microsoft 365 E5 TRV ) T a3 UhHY £9, T XTHT /31 RIE Microsoft Intune #FHA L TEEINET,

Intune IZ Microsoft Tunnel &3 A3BHENHYET V) a1—>a3 TR BAVWTWSE 774794+ —IL IR— FOBER/NRICINZZ2VELRAHY £,

EDH—/\—[Z Tunnel Gateway Y —/\—# BB TEE 9 H, F£f= Microsoft Tunnel E#ixEHR— rFBI2IE H—NN—LETEDZER— L EHATILELAHY FTIH, BET S EEFEEHTED LA T aveE
BIRLTLEZEN,

FEELWMLMEBIRSCEICTI RSV I EShET,
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Server:

Ports:

1E fiz:

Serverl

Server2

Server3 | E¥Microsoft
Serverd :

TCP'443 only
UDP 443 only

TCP 1723 only

TCP 443 and UDP 443 only

TCP 443, TCP 1723, and UDP 443




Server: v

Serverl

Server?2

IServerd

Ports: IVIICTOSOwl

TCP 443 only
UDP 443 only

TCP 443 and UDP 443 only |
TCP 443, TCP 1723, and UDP 443

Explanation:

Box 1: Server4

Microsoft Tunnel is a VPN gateway solution for Microsoft Intune that runs in a container on Linux and allows access to on-premises resources from iOS/iPadOS and Android Enterprise devices using modern
authentication and Conditional Access.

Box 2: TCP 443 and UDP 443 only

Some traffic goes to your public facing IP address for the Tunnel. The VPN channel will use TCP, TLS, UDP, and DTLS over port 443.

By default, port 443 is used for both TCP and UDP, but this can be customized via the Intune Saerver Configuration - Server port setting. If changing the default port (443) ensure your inbound firewall rules are adjusted to
the custom port.

Incorrect:

TCP 1723 is not used.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-overview

BE: 163

Microsoft Intune Z&¢ Microsoft 365 47XV ) T 3 URHYET TR 1) T3 UIZIE, Intune [TEF I TS Windows 11 T/AA AMEFNTWET , H TR Y1) T 3 UIZ(E, Department Department2 &
& U Department3 EWLVS &RID 3 D2DFIL—THAEFENATLET,

Microsoft 365 7 7'1) % Windows 11 7/ RIZERAT ABLELAHYET V) 2a—2aVIERODEHZHEZLTLWAIRELAHY ET,



* Department1 & Department2 1 —+—|[Z[&_ Microsoft Project & Visio & {52 7% Microsoft 365 7 71 XA — bR SN EIDBENHY T,
* Department3 )1 —#H —I[Z(X_ Microsoft Project &L 5827 Microsoft 365 7 71) R4 — FARE SN EZLELAH Y FFH, Visio (FIREShFELEA,

*ZDMD T RTHI—H—IE_ Microsoft Project & 7= I Visio #& F A L\5TEL % Microsoft 365 7 71) A4 — FE2ZITMANENHY 9,
BT AERHDT IO A2 FORPEITNL DTITH?

A.3
B. 1
C.4
D. 2
FfR:A (A RERET D)

A 2HI7EMD-102-JPNEIESR (FJPNTest.comiZfit S MD-102-JPNERERICE18 T 4 Z & ITRITII B F T ! JPNTest.comlE S &#HHTMD-102-JPNREREIRESE Z 1R H#E L £ 9, JPNTest.com MD-102-JPNEXERfERESK L 5 &

HEnFELZ, ZZTMD-102-JPNIEED TR FI VD UEFIZANT T, ®RFRD 7 ¥ £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu #4681, 3 0%7 « A H 7 > b 4Bl E5 | a— F:
JPNshiken|
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