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Roles Answer Area

Global Administrator

Helpdesk Administrator

urity Administrator

User Administrator

EfiZ:

Answer Area
User1: || User Administrator

Explanation:

Roles Answer Area

Global Administrator User1: | User Administrator
Helpdesk Administrator
User2: | Helpdesk Administrator

Security Administrator

| User Administrator
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Microsoft 365 or Office 365 subscription comes with a set of admin roles that you can assign to
users in your organization using the Microsoft 365 admin center. Each admin role maps to common
business functions and gives people in your organization permissions to do specific tasks in the
admin centers1.

To ensure that User1 can create groups and manage users, you should assign the User
Administrator role to User1. This role allows User1 to create and manage all aspects of users and
groups, including resetting passwords for non-administrative users1.

To ensure that User2 can reset passwords for non-administrative users, you should assign the
Helpdesk Administrator role to User2. This role allows User2 to reset passwords, manage service
requests, and monitor service health for non-administrative users1.

EFET 2

Microsoft 365 77 > k & NERSEEARERS (CA) AAH Y £,

EEXRT/INA RIZ)L— b CAEIBAZE 2 EET 5I1Z1E, Microsoft Intune ZEHT 2ELHY F
ER

EDZATD Intune R >—¢E TR T 7AWV EFERTIZRENHY FTIMN?EET SICIE, BEE
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Policy type: )
App configuration policy
App protection policy
Compliance policy
Configuration profile
Profile: G e e 4

Imported public key pair (PKCS) certificate

Public key pair (PKCS) certificate

Simple Certificate Enroliment Protocol (SCEP) certificate
Trusted certificate

1F fiZ:



Policy tyiE n nc . r. =

App configuration policy
App protection policy
Compliance policy

'| Configuration profile ,

o W W W

Profile: | -

Impogted public key pair (PKCS) certificate
Public key pair (PKCS) certificate

Trusted certificate,

Explanation:

Box 1: Configuration profile

Create a trusted certificate profile.

Box 2: Trusted certificate

When using Intune to provision devices with certificates to access your corporate resources and
network, use a trusted certificate profile to deploy the trusted root certificate to those devices.
Trusted root certificates establish a trust from the device to your root or intermediate (issuing) CA
from which the other certificates are issued.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root

B 3

Microsoft 365 E5 TRV 1) T a v EHEHETT, §TDH Windows T /34 X (& Microsoft Intune
[CEHRINTLET,

Policyl EWS&ZRIDT 7T RER) O—F/ERK L Policyl 27 /\A XIZERTLHI2LENHY F

9, Policyl A L ClRIZRETETEITH?

A. Microsoft Outlook

B. Microsoft Teams

C. Microsoft OneDrive

D. Microsoft Edge

IEfR: (EffZzRTLET)

EFDT 4
Microsoft Intune #{EF3 % Microsoft 365 4T R4 ) T avhHyY 9,
Intune #fEMA L T Windows B 70V S LEZEEBTHFETYT,
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Explanation:
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v k7 —%5I1Z[% Active Directory KA A UMNEFENTULET,
KA A >IZld Windows 10 %179 % Computer 1 Compute2, Compute3, Compute4 & LV5 4 &

DAVEL—F—DNEFENTVWET RDT7I 3 VEETLET,

* Computer1 [ Windows Admin Center 4 > X k—JLL TCP 7R— k 80.443. £ & U 6516 ZHD

ZERIEZFEFAI T S & 512 Windows Defender 7 74 794 —ILEERLET,

* Computed Tl Enable-PS Remoting av > KL v FE2EITLET,

*2 Y Ea—A23TIE, Windows Defender7 7 4 7o+ —JLZ# L T Windows!) E— F &
WinRM) k524 v Z5FRILET,

* Computer4 T _winrm quickconfig A< > KEETLET,

Windows Admin Center 2 AL TCavEa—42—%2 U E— FTEETIDRENHY ET,
EDarvE1—%—H5 Windows Admin Center I TEEI N, T ENarvEari—42—%

Windows Admin Center ## AL CEETEFEIH BETHICF EEZFEETEY LA T av%E

BIRLTLLCIZE,

FECELLDERIEICTIRA Y M ESAET,

Answer Area Q‘

Connect from: 100

& omputer! and Computer anly
0 Computer] and Computer3 only
Q Computer!, Computer?, Computer 3, and Compeiterd
L J “
Q\ Computer! only
Computert and Computer? anly

. C 1and C 3 only
=. M |C ro&i l cx$1 cm:::?umc.:mmmmy
..1 i T ERITET A e s e

1E fi#:

Computer! only

Ep ﬂ %h EM Manage: lCn-lm:n.mz_rI Computer?, Computerd and Computerd ™~

Computer] and Computer? anly

Bvidrosoft .

1




Explanation:
Answer Area

Connegt fpm:  Computer1 only v

L_i MICI’OSE}ft "Manago: Computer1, ComputerZ, Computer3, and Computerd v
B 6
ROBEXIZTODWT ELWMESIE KLV ZBRLTCESWD, 253 THEWVGEE DOVA FERLT

(S,
TE IEL,L\JE?F\' EIT1 RSV AR EEShET,

~ Sthtements’ Yes No

Device1 is marked as g‘omlgagt@ﬁ% G| O

Device4 is W@g’a@ E:ﬁbr;wpllant O O
Device5 is marked as compliant. O O
IEfZ:
Statements Yes No
Device1 is marked as compliant. 0! O
Device4 is marked as compliant. @) ,'_Q__j
Devices is fatked @sccomitliant o! [o

Explanation:

VIICroso}t

Statements
Device1 is marked as compliant.
Device4 is marked as compliant.
Device5 is marked as compliant.
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e Plattarm
Devicel | Wingbas 10
DeviceZ {\AWAcows 11
Devided, | Android
Deveea | 105

TTVERER) O>—Z2BRATEDTNARFENTITM?

L TINA R2DH

TN R1ETINA R2DH

T INARIETINA RADH

T INA R2, TINA R3, TN RAD H

TN R, TINA R2, TINf AB_ T/31( R4

IEf#: (EfEERTLET)

The correct answer is D because app configuration policies can be applied to managed devices and
managed apps1. Managed devices are enrolled and managed by Intune, while managed apps are
integrated with Intune App SDK or wrapped using the Intune Wrapping Tool1. Device2, Device3, and
Device4 are either enrolled in Intune or have managed apps installed, so they can receive app
configuration policies2. Device1 is not enrolled in any MDM solution and does not have any
managed apps installed, so it cannot receive app configuration policies2. References: 1: App
configuration policies for Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview 2: Policy
sets - Microsoft Intune | Microsoft Learn https://learn.microsoft.com/en-
us/mem/intune/fundamentals/policy-sets
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BRE: 8
v b IT—2I121& Azure AD TF > FEREIT H4 > T L = XD Active Directory Domain Services
(ADDS) KA A UABEATVET, TF > FMIlF RORITFT1—F—AEETNTOET,

Name @ Member of | On-premises sync
User1 | Group1 Disabled
User2 | Group? | Enabled

Windows 10/11 Enterprise E5 5 4 2> X % Gtoup1 & Uset2 [CE|Y HTET,
RORIZETTNAREBBALET,

Name ﬂperating_srstem Joined to
Devicel | Windows 11 Pro Aczure AD

Device? | Windows 11-Fra AD DS

Devicel | \’u’ﬂ@'@ 10 Pro Azure AD

|
F ot Nl

ROBFEXIZDODVWT, ELWMEEIE RNV ZBRLTLCEED, £S5 TRVMESIE DOVAZRBIRLT
(&Y,
AR ELWERISEITTI ARSIV PR EESNET,
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Microsoft

If User signs in to Devicel, Device is upg"rﬂéfd to Windows 11 Enterprise automatically.

If User2 signs in to Deviced, Devitgdis, up.g raded to Windows 11 Enterprise automatically.

If User2 signs in to Device lDevice3 is upgraded to Windows 11 Enterprise automatically.

EfiE:
Answer Area

Statements

If User1 signs in to Devicel, Device1 is upgfadedito Windows 11 Enterprise automatically.

If User2 signs in to Device?, Deyice2lis.upgraded to Windows 11 Enterprise automatically

‘: ,g]”djsmz signs in to Devieed, Davice3 is upgraded to Windows 11 Enterprise automatically.
W u -

ITaldel % -
J\af ICIOS$ g L

Explanation:

AT AreE

Mierosoft | = e

U1 s i 1o Dewece |, DevaceT is upgraded 1o Windiows 11 Enterpemne sutomatally
f Ligerd dbgra 0 10 Desnced. Deviced n upgraded 1o Windows 11 Enterpiite sutomanically

| U sngrn in b0 Device ] Deiced s upgraded to Windows 17 Emterpriee sutomatcally
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Microsoft Intune & & Microsoft 365 47XV 1) T avhHByYFErd TRV )T avic

(X Intune [Z&8E SN TULVS Windows 11 TS ANEEFNRTWEST HITRS Y T a vz

(% . Department Department2 # & U Department3 & WS ZHID 3 DDTIL—THAEFENTULVET,
Microsoft 365 7 7'1) % Windows 11 7/31 RICEREHT ALEAHYET V)1 —2a VIERDE
HEHEZLTWLWAIRENHY FT,

* Department1 & Department2 01—+ —[Z(X_ Microsoft Project & Visio & 5E £ % Microsoft
365 7T RA— rORESNIBENHY FT,

* Department3 01—+ —I[Z(_ Microsoft Project & {5827 Microsoft 365 7 71) XA — AR
WMEINDZBENHY FTITH Visio [FRRESHFELA,

*Z DT RTOHOI—H—IL Microsoft Project E£7=1& Visio & F 72 LV5E2 % Microsoft 365 7 7
) R4 — FEZITRMABENHY FT,

T DRENHZDTTOA AL FORPMRIFZNL DTTH?

A. 4

B. 1

C.2

D.3

EfE: (EREETRLET)
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1A 18I, RORIZFKT & S12 Windows 10 T/84 X % Intune IZEEZLEFT,

BitLocker Drive MICTQSO

Name Encryption Firewall Member of
__|BitLocker)

Device1 Enabled Off Group
Device2 Disabled an Group?

1A4BIZ.RD2O2DFNARAVTSATUR KYS—EERKLET,
Zan R —1

75w b7 #4—1: Windows 10 LL[&

BitLockerm s E: hE

TINA RZEJEEHE LTI —Y: EEMAN S 5 Bk

RaA—T @) 251

AR —2

75w b7+ —L: Windows 10 LIF%

T7AT704+—IL: A

TNAREFERLE L TI—Y ELIC

Ra—T G45). 252

1 B 5 BIZ_Policy1 & Policy2 % Group1 [ZE|Y HTE T,
ROEXIZDWT ELWMEEE ROV ZEBRLTLLEZESWD, £S5 THEWMESIE DOWVA JZERLT

Sy,
B ELVBRIEICU RS Y FAREShET,

Statements Yes No
On January 7, Device1 is marked as compliant. O O
On January 8, Device1 is marked as compliant. O O
On January 8, DeviceZis mérked ascompliant. © O

1E fiz:



Statements Yes No
On January 7, Device1 is marked as comgliant. © s}
On Jar}ulg 8, Eﬁgurcm ig'marked as compliant. O Te)
On January 8, Device2 is marked as compliant. 1 O 0
Explanation:

Statements Yes

On January 7, Device1 is marked as complhant. O

On January 8, Device1 is marked as compliant. O

On January 8, DeviceZis marked as compliant. /O

Box 1: No.

Policy1 and Policy2 apply to Group1 which Device1 is a member of. Device1 does not meet the
firewall requirement in Policy2 so the device will immediately be marked as non-compliant.

Box 2: No

For the same reason as Box1.

Box 3: Yes

Policy1 and Policy2 apply to Group1. Device2 is not a member of Group1 so the policies don't apply.
The Scope (tags) have nothing to do with whether the policy is applied or not. The tags are used in
RBAC.
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Microsoft Intune Z{EF3 % Microsoft 365 E5 4+ TRV 1) T avhHhy£Ed, 045 T—42 % Log
Analytics [CZEET DK 512 Intune #HERE L FET, Intune ~DEERIZEKK L =T /81 RIZBEHET B4
R MEHRTIVELNHYFET MEZERTILELNHY FTH?

A. Intune /A4 X O%
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Contoso Help Desk & LVS J')L— T % &T contoso.com & LV5 Microsoft Entra 77> khSdH Y F
7,

Windows T /34 X/ contoso.com 2519 % 7= U< Contoso Help Desk A0 —H /LD
Administrators ' )L—FIZEBIMEN TS LRI IRENHY FT,

Al RETL &£ 5H?

A. contoso.com [Zxf L T Microsoft Entra O—A I EEEH/NRXRT—F Y )a— 32 (LAPS) #F
MIZLFET,

B. Contoso Help Desk IZ7 50 F T/\A AEBEDQDO—IILZEIYETET,

C. Microsoft Entra ST /34 D O—HJILEEEZE DR E|% Contoso Help Desk [ZE|Y B TET,
D. Enterprise State Roaming R E B L E T,

EfE:C(TA bZEHKT D)
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Microsoft Intune Z#{#F3 % Microsoft 365 ES TR 1) T3 vhhbyUEd,
TNARF ROKRICRT &SI Intune ITEFEINFET,

Nome! || Platférm. Enrolléd by using
Devicel | iOS Apple Autpmdted Device Enroliment (ADE)
Device2 | iPadOS Apple Rutomated Device Enroliment (ADE)
Device3 | iPadOS. .~ ¥he Company Portal app

TNARIE RORIZRTTIN—T DA IN—TT,

Name Members
Group1 Devicel, Device?, Device3

Group? | Devicel

ROEIZRT K512, JOS/IPadOS BFH IO T 7 A LEERLET,
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Create prnf' le

o Basics 0 Update policy settings o Assignments o Review « create

Summary

Profiel

Update policy settings

Upgdate to insta Ingtall $05/iPadCS Latest update
L4

chedule type Update outtsde of scheduled ime

T

el PO UTC 200

Teme window 2 S ‘h" g

oy * ! Wedneiday

Saturday

Assignmenty’

Included groups

Group Group Memberny

Group! 3 dences O usens

Excluded groups

Group Group Members

Group? 1 dences O usens

RODEXIZDODVWT, ELWMGEIE RNV ZBRLTLESWD, E5TREVGEIE DOVA1ZRIRLT
(S,
FEELVDERIEICTIRA Y T EESIET,

Answer Area
Statements Yes No

If an iOS update becomes available on Tuesday at 5 AM, the update is installed on Device1
automatically on Wednesday.

If an iPadOS update becomes available:on Thursday at 2 AM, the update is installed on

Device2 automatically on Thursday.
If an iPadQS mhﬂ at:vr f t! the update is installed on
Devitel aut BL U S‘ O

1E fiz:



Answer Area

Statements Yes No

If an iOS update becomes available on Tuesdaif at 5 AMIthe update is installed on Devicel
automatically on Wednesday.

If an iPadOS update becgmes dailable.on Thursday at 2 AM, the update is installed on
Device2 automaticallyoniThusday

If an iPadQS dpdate hecomes availableian Friday afj10 PN, the update is inffalled on 1 1
Devite Bautamaticdlly on Sunday.

Explanation:
Answer Area

Statements Yes No

If an i0S update becomes available on Tuesdayat S%M, the update is installed on Device1 L
automatically on Wednesday.

If an iPadOS update becomes available On Thursday at 2 AM., the update is installed on S =
Device2 automatically on Thurstdy.

If an iPadOS update becomesBailable on Friday atsi PM, the/Update i§ idstalfegion 0
Device3 automatically 66 Stnday.
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Microsoft 365 E5 H TR 9 ) T a v BB TY,

Y04y FEEZEHEAL T, Android Enterprise 7734 X % Microsoft Intune [Z&E 8T 2HENH Y
FY7,

FFAMETARETLLOIH?

A €04y FEFR—FILHLL O YFEREFERLET,

B. Microsoft Intune &I+ > 42 —H 5 _Managed Google Play 7ho > &)U LET,

C. Microsoft Intune Bt 42 —ho OV FEREERLET,

D. Microsoft Intune Xt 2 —mhb EHZRFIEFEELET,

TR (FEEERLET)
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Microsoft 365 H 7R 9 ) T a v &HHLTY,

Microsoft Intune IZT/\f R & &{FT HFETT UTDEHRZH I HENHY T,
*AETFEDEEE/ N IILEESRERNF (IMEl) 22T N\A ROBFDHFHATLET,
*J{ZK1,0006DT /N4 ADEHFLEEEEHYKR—

BEHITH L TEDEBRREZTONETTLLOIN? BULGREZEUNEEHICFS v I LT
SV, BEEX IEFERAT ALY EHEFEATLIIEL T FERALGAVWIELTEET,
AVTUVERTTBICE RS VEDDEN—E RSV TTEH50 RO EBENHHEE
n"HYFES,

FEELWLMBIRSEICTI RS Y bMIEShET,

TINA R
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Enrollment settings Answer Area

i1 CNAME Validatio Only allow the enrolimeiftef deviket with a

specific IMEI- [

Sl.p:,"m thewnrollment and management of

it Device enrollment managers up to 1,000 devices: |

it Device limit restrictior

1E fi#:
% .
Enroliment settings Answef Area
e ILWIE N et
| 1 CNANIE WS MY I Only allow the afroliment of devices with a
e 0 SR IMEI te e ide
uppart. the enrollm ta L ! € C
If 00 Device en 1! ANAG
Enroliment settings Answer Area
i1 CNAME Validatio OniWalloW the Snrdlmant chdbiceSwith a
cific IMEL: Corporate device identifiers
( rat evice ige
i Support-the enrollment and management of
ii De enrollm Inage to 1 dev Jevice enr en 168
Dev it
Device 1 Te t
BfE: 16

Windows 11 %179 4 500 BNV Ea—42—% &L Microsoft 365 H TRV ) T avhiH Y F
¥, aAVEa—2—I[L Azure AD IZ& L TH Y  Microsoft Intune IZE RSN TLVET,

3> E a1—%—_ T Microsoft Defender D/ ILAXEHXEEIT HFETT,

a—H—hHMicrosoft Defenderm 4 L AR K EZBEMTELVLSICTEILENHY FT,
HEFAZT o EMN?

A. Microsoft Intune BBt 23— tFXal) T4 R—XSA4AVEERLET,

B. Microsoft 365 Defender IR— & L5 R EABIEEFEDICLET,

C. Microsoft Intune BBt 2 —MH FTHo o MRER) O—F/ERLET,

D. Microsoft Intune BBt 2 —M5 TV FRA Y MEEELUVIEE (EDR) R o—FERK L F
ER

IEfZ: (EfgZxRTLED)

Tamper protection is a feature of Microsoft Defender Antivirus that prevents users or malicious
software from disabling or modifying the antivirus settings. Tamper protection can be enabled from
the Microsoft 365 Defender portal for devices that are Azure AD joined and enrolled in Microsoft
Intune. This will prevent users from turning off Microsoft Defender Antivirus or changing its
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configuration through Windows Security, PowerShell, Registry, or Group Policy. References: [Enable
tamper protection]

A #H7ZMD-102-JPNfERES [FJPNTest.comiZfit S MD-102-JPNERERIZER T 5 Z & IT&IC
5 FET ! JPNTest.comlE% &xFHMD-102-JPNA BRI RESE Z 1R fit L £ 9, JPNTest.com MD-102-
JPNERERRARBEIZE SEH I NFE L=, T2 TMD-102-JPNRIEENDTA IV U EFITAN
F9 ., RFRDT Y £ X _https://www.jpntest.com/shiken/MD-102-JPN-mondaishu 854§ 3 0 %

TARARAI b EHHEEISIa— F: JPNshiken)

Eﬁ:ﬁ: 17
Microsoft Intune Z &% Microsoft 365 H TR0 ) T 3o xHBEL T,
ROFRIZRT L SI2, Windows 11 #ETF 5 Ea—F—DHYFET,

Name Azure AD Intune BitLocker Drive Encryption | Firewall
status (BitLocker)
Computer1 Joined Enrolled Pisabled | Enabled
Computer? | Registered 4 Erfftdhed Enabled | Enabled
Computer3 | Registered 1{"Not enrolled | Emabled\ N1~ rcnft Disabled

_re—e

RORIZRTTIL—THHYET,

Name Members
Groupl | Computer, Computer2
Group2 Computer3

RORIZRTAVITZFATURARYO—EEBLTEVAETET,
Name Configuration |\/| | | Axtion fér noncompliance Assignment

Policyl | Require BitLocker to be | Mark devigesas moncompliant Group1
enabled on the device. | after 10.days.
Policy2 | Require firewall to be [\Matk'device as noncompliant Group2

on and monitoring } immediately.

FH OAVEaA—42—QDAVTIATURRT—RAREHRALET,

ROEXIZTDODWT ELWMESIE EWMFERLTLESWD, Z53THWEAF DDWWRFFERLT
{fE&ELy,

FEELWLBIRSEICTI RS Y T EShET,
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Statements

The compliange gtatus ahCdnplter Mgl grace period.

Th&samplisfcs status of Computer2 is Compliant.

™ .
The compliance status of Compiiier 11 h!&t?rpﬁlarﬂ N ;_9 f- ' [ ]
4 e’ B &

1E fiz:
Answer Area

Statements !es No

The compliance statug@hCamputer1 is In grace period, IL il

The mrnpllan.ce'm‘lus .ol Computer2 is Compliant. J

- -

The comfiliince status of Computer3 is Not compliant. I

Explanation:
Labun o L arminteghfille _.--h .. .
The ¢ pore L T -..i.i-..l_i"r— .1'.1.--.-I % i prrpdannt
' o - Lt oo 1 Mot tormplamnd
i\r 'Crosoft

ﬁﬁﬁ ﬁ:ﬁ :18
Microsoft 365 Business Standard 47X 1) 7 3 > & 100 &® Windows 10 Pro T/3f R #ff A
LTULET,

Microsoft 365 E5 4 TRV 1) T a v E#BALET,

Windows 10 Pro 7/%4 X % Windows 10 Enterprise IZ7 v 74 L— K3 3RENHY ET, V
Ja— a3 TR EEBOFNEHF/NRICHZZBEAHYFET,

EDT7 VT L—RAEEFERINELNTITH?

A. Windows #— k/84 O v +

B. Microsoft Deployment Toolkit (MDT) D5 4 k4% v FEEH

C.HIRVUTLavonEHMt

D. Windows 1 VX b—JL A T4 7EFERALIzA > TL—X 7Y TIL—F

EfE: (EfEZRRLET)

Subscription Activation is a feature that allows you to upgrade from Windows 10 Pro or Windows 11
Pro to Windows 10 Enterprise or Windows 11 Enterprise without needing a product key or
reinstallation. You just need to assign a subscription license (such as Microsoft 365 E5) to the user
in Azure AD, and then sign in to the device with that user account. The device will automatically
activate Windows Enterprise edition using the firmware-embedded activation key for Windows Pro
edition. This method minimizes administrative effort and simplifies the upgrade process. References:
Windows subscription activation, Deploy Windows Enterprise licenses
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BRE: 19

Server! £ WS ZRINDHY—/A—&  Windows 8.1 2FT73 a2 E1—4—mHY FI, Servert [
(X . Microsoft Deployment Toolkit (MDT) M4 Y X b—ILENTWLET,

MDT BB « ¥ — KZ{ERAL T Windows 8.1 3> Ea1—4—% Windows 10 IZ7 v T4 L—KF
5FETY,

Server! [CERFAXF LR T AMBENHY FT,

Server! TZT5WHELRHY FTIMN? £- MDT BRAXEFICEMT I2LELHLIR/INEDI Y
A=Y MEAITTA? BETSICIE, AFEHETHEUGA T a v E2ERLET,

AR ELWVEIRIEICTIRSA VY M ESNET,

On Server1:

Import the Deployment Image Servicing and Management (DISM) PowerShell module.
Import the WindowsAutopilotintune Windows PowerShell module.

Install the Windows Assessment and Deployment Kit (Windows ADK).

Install the Windows Deployment Services server role.

Add to the MDT deployment share:

Windows 10 image and package only

Windows 10 image and task sequence only
Windows 10 image only

Windows 10 image, task sequence, and package

On Server1} r

Impdrt the Deployment Image Servicing and Management (DISM) PowerShell module.
Import the WindowsAutopilotintune Windows PowerShell module.

Install the Windows Assessment and Déployment Kit (Windpws ADK).

.r Install the Windows Deployment Services server role. i

Add to the MDT deployment share:

Windows 10 image only
Windows 10 image, task sequence, and package

Explanation:

Box 1: Install the Windows Deployment Services role.

Install and initialize Windows Deployment Services (WDS)

On the server:

Open an elevated Windows PowerShell prompt and enter the following command:
Install-WindowsFeature -Name WDS -IncludeManagementTools

WDSUTIL /Verbose /Progress /Initialize-Server /Server:MDT01 /Remlnst:"D:\Remotelnstall”
WDSUTIL /Set-Server /AnswerClients:All Box 2: Windows 10 image and task sequence only Create
the reference image task sequence In order to build and capture your Windows 10 reference image
for deployment using MDT, you will create a task sequence.



Reference: https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/prepare-for-
windows- deployment-with-mdt
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/create-a-windows-10-
reference- image
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B. Microsoft Authenticate 7 7')
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D. Intune 7 71
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ﬁxDe\ncez Windows 11 Pro . .\ " T ML
i Device3 | Windows 11 P A% - Subscnptlon TREERINRER) GhEAE

'U'?ZO T3 VDT I T4 _A— 3 VEER LT Windows 11 Enterprise Iz EET%%T/\'f
AlEENTIM?

A. TN R3DH

B. T/ 1 R2& T /3L R3DH

C. TN\NA R1ETINA R2DH

D. 7/8 A1 TN A2, T/N A3

Ef:B(OA LEHEKT D)
https://learn.microsoft.com/en-us/windows/deployment/windows-subscription-
activation#subscription- activation-for-enterprise:~:text=For%20versions%200f%20Windows
%20newer%20than%20Windows%

2010%2C%20an%20upgrade %20t0%20Windows%2010%20would%20first%20be%20required%2C
%

20followed%20by%20upgrading%20t0%20the%20version%200f%20Windows%20Enterprise
%20newer%

20than%20Windows %2010
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Name Description
Image1.wim Custom-built Windows 11 image that has
preinstalled custom apps
Image2.wim Custom. buiit Windows 11 image without apps
Install.wim Default Windowvs }ﬁ‘l:irpgsg _ L
IVITCTUSUTL

Windows 10 ZEfTL TWAEHDI 2 E21—4—T Windows 11 DA > TL—R 7y TS5 L—FK
EETTOIDLENHYET,

BRAT—ORFIL HFLWEARY O—H5 R Q44— FEREET,
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Task sequence template:

Standard Client Task Sequence
Standard Client Replace Task Sequence
Standard Client Upgrade Task Sequence

Operating system image.

Image 1.wim
Image2.wim

Install.wim
1FfZ:

Task sequence template:

Standard Client Task Sequence
Standard Client Replace Task Sequence

Standard Client Upgrade Task Sequence’

Operating system image:

Image 1.wim
Image2.wim

Install.wim!

Explanation:

Box 1: Standard Client Upgrade Task Sequence

Use Template: Standard Client Upgrade Task Sequence

In-place upgrade is the preferred method to use when migrating from Windows 10 to a later release
of Windows 10, and is also a preferred method for upgrading from Windows 7 or 8.1 if you do not
plan to significantly change the device's configuration or applications. MDT includes an in-place
upgrade task sequence template that makes the process really simple.

Box 2: Install.wim

In-place upgrade differs from computer refresh in that you cannot use a custom image to perform the
in-place upgrade. | Reference: https://docs.microsoft.com/en-us/windows/deployment/deploy-
windows-mdt/upgrade-to-windows-

10-with-the-microsoft-deployment-toolkit
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Microsoft 365 E5 47X 4 1) 7 3> & Windows 11 2£473 53V Ea—4—%#fALTLE
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Microsoft 365 Apps for enterprise D WA A I A A&tz VR b—ILEERT IDLENHY T,
EDADDTHILaAVEIEBICETIILEAHY FIN? RAFSTHICEX, IAv LY FOYR
FAS@EY LGOI RLy FEEZERICEESL  ELWEFTHENET,



Acuons Answer Area
RUN setup.exe nd specify the /packeger SWitch

Download the Microsoft Office Deployment Tool (ODT) and run the self-extracting executable (exe)
file.

Edit the XML configuration file
Run setup.exe and specify the sdownlosd Swilich

Run setup. exe and specify the /ccigermsich.

©

EfiZ:

e NI e e e
Download the Microsoft Office Deployment Toal (ODT) and run the seif-extracting axecutable (exe)

Explanation:

1. Download ODT application

2. Create a configuration file (XML)

3. setup.exe /download to download the installation files

4. setup.exe /configure to deploy the application
https://learn.microsoft.com/en-us/deployoffice/deploy-microsoft-365-apps-local-source
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Change Delivery Optimization
download mode to:

Bypass mode

HTTP blended with internet peering

HTTP blended with peering behind same NAT
Simple download mode with no peering

lP‘:iMiGrlQ-S&ftto:

1E fiz:

Change Delivery Optimization \V4
Bypass mode

H'I“I'P blended with internet peering

HTTP blended with peering behind same NAT |
fimﬂeaowmuaﬂ' mode with no peering

download mode to:

Update Active Hours Start to:
[.] . 10AM | L
m - Microsoft [IfAMLE
N Crosort | Toem *
11 PM

Update Active Hours End to:

10 AM

11 AM

10 PM

~1TPM

Explanation:



Change Delivery Optimization
download mode to:

Bypass mode

HTTP blended with internet peering

HTTP blended with peering behind same NAT
Simple download mode with no peering

Update Active Hours Start to:

Update Active Hours End to:

Reference:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-delivery-optimization
https://2pintsoftware.com/delivery-optimization-dI-mode/
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Intune [C&EEFR SN TLVS Devicel & LVS ARID Windows 11 7/34 A &H Y E£9, Devicel (& 30 H
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Device1l # Intune NS EBICHIRT A2URENHYET YN a1—2arTIE TN ADVBEF Y
D42 LEEEIC Intune IZ&-2TTOEDaZ U FENE=7 TN ET—EANITRTHIBREINS K
SNIZFBIREAHYEST, A—F—DBA R =L LE7TY BAT—2 5LV OEM A1 VX
F—ILLE=7TUVRRETILENHYFET,

fAIZESINRETLLIN?

A HIRR7Ovay

B. RE7V 3y

C.OLYPaREZ—FrT7O3Y

D.A— kX4 BYy b)Y 7O IV

IEfE: (EffZzRLET)
https://learn.microsoft.com/en-us/mem/intune/remote-actions/devices-wipe#delete-devices-from-the-
intune- admin-center
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Microsoft Intune 47X 5 ) T 3 0% HFHHTI,
ROEIZTT & 512, Profile1 & ULY5 Z/TD Windows Autopilot BRI 7R 7 74 ILE/ERR L TLVE
v,

Create profile

v Basics 2 Qut-of-box expenence (OOBE)

Configure the out-of-box experience for your Autopilot devices

Deployment mode & User-Droven

%
* Join to Azure AD 23 @ Azure AD joined b
Microsoft Software License Terms @ e _ _ “
Important information about hiding license terms

Privacy settings @ gve

The default value for diagnostic data collection has changed for devices running Windows 10,
version 1903 and later. Learn more

Ap ce name template i " ; e
1V SO

FOywIADY AZa—%FALT 53749 IICRRTEINTVBRERICEDVTRERRAT—FA
VhETERSEARIBZORREEZEIRLET,
EE ELWLVBIRSEIZIRA Y AMIEShET,

s .
sl 1

v

Users who deploy a device Mﬁ%&gﬂfo{ﬂg?)
[answer choice]. T e R

are prevented from modifying any desktop settings
can create additional localusers on the device
can modify the desktop settings for all device users
can modify the-desktop settings only for themselves

Users can configure the [answer choice] during v
the deployment.

computer name
Cortana settings
keyboard layout

1F fiZ:



Users who deploy a device byiusing Profile1C T OSOT T v
[answer choice].

are prevented from modifying any desktop settings
can create additional local users on the device

can modify the desktop settings for all device users
can modify the desktop settings only for themselves

Users can configure the [answer choice] during ' v
the deployment.

computer name
Cortana settings

| keyboard layout |

Explanation:
Can modify the desktop settings only for themselves
Keyboard Layout
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Admini Lee

Group1 | Microsoft 365 group

GroupZ | Lismbltion groug

Group3 |'Mail-enabled secunty group
Group4 | Security group

Microsoft Intune BEEE L8 —T JApp1 &ELVS AT ﬁlJO) Microsoft 365 7 1) 7 71) #/ER L TLVE
T API ZEDA T MIBIYETHIEMNTEZTTA?

A.TIL—TF3ETL—T4DH

B. Admin1_Group3, Group4® #

C.ON—T1 . JIL—T3 JIL—T4DH

D. JIN—T1 . GNW—T2 . J)L—TF3 FIL—T4DOH

E. Admin1_Group1,_ Group2_ Group3_ Group4

IEfR: (EffzRnLET)

In the Microsoft Intune admin center, you can assign apps to users or devices. Users can be

assigned to apps by using user groups or individual user accounts. Devices can be assigned to apps
by using device groups. In this scenario, the objects shown in the table are as follows:

Admin1 is an individual user account that belongs to the Global administrators role group.

Group1 is a user group that contains 100 users.

Group2 is a device group that contains 50 devices.

Group3 is a user group that contains 200 users.

Group4 is a device group that contains 150 devices.

Since App1 is a Microsoft 365 Apps app, it can only be assigned to users, not devices. Therefore,
Group2 and Group4 are not valid objects for app assignment. Admin1 is also not a valid object for
app assignment, because individual user accounts can only be used for testing purposes, not for
production deployment.

Therefore, the only valid objects for app assignment are Group1 and Group3, which are user groups.
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Windows Autopilot BECBFE— FZERL THEBTEST/\SM R [EEATTA?

A. TN R2DH

B. 7/\1 R3D#H

C. TINA R2E TN R3DH

D. TIWNA RN FTINAR2, TINA R 3
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Windows Autopilot self-deploying mode requires devices that have a firmware-embedded activation
key for Windows 10 Pro or Windows 11 Pro. This feature allows devices to automatically activate
Windows Enterprise edition using the subscription license assigned to the user. Device1 does not
have a firmware- embedded activation key, so it cannot use self-deploying mode. Device2 and
Device3 have firmware- embedded activation keys for Windows 10 Pro, so they can use self-
deploying mode. References: Windows Autopilot self-deploying mode (Public Preview), Deploy
Windows Enterprise licenses
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Answer Area

Windows 11 devices managed by using Configuration Manager: Windows Autopilot o
Co-ufafagement |
Liserenrollment |
Windows Autopilot

Personal i0S devices: | Automated Device Enroliment (ADE) v I
Apple Configurator

Aulomated Device Enroliment (ADE)

I lals ,-tt'_a-d_r e:ghc-limen‘.
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Answer Area

Windows 11 devices rmignac

Personal 105 devices | Automated Device Enroliment (ADE) ud I
Apple Configurator |

Automated Device Enroliment (ADE)

| Efner s et e D -
| | User enroliment | |

L e o o o o o o wm

Explanation:
https://learn.microsoft.com/en-us/mem/configmgr/comanage/overview

for co-management
https://learn.microsoft.com/en-us/mem/intune/enroliment/ios-user-enroliment-supported-actions iOS

user enrollment for BYOD
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Self-deploying mode doesn't presently associate a user with the device (since no user ID or
password is specified as part of the process).

Ref: https://learn.microsoft.com/en-us/autopilot/self-deploying#:~:text=Self%2Ddeploying%20mode
%

20doesn%27t%20presently%20associate%20a%20user%20with%20the%20device %20(since
%20n0%
20user%201D%200r%20password%20is%20specified%20as%20part%200f%20the%20process).
Windows Autopilot user-driven mode

Ref: https://learn.microsoft.com/en-us/autopilot/user-driven#:~:text=Specify%20your%20e%2Dmail%
20address%20and%20password%20for%20your%20organization%20account.
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IEfE: (EfEERTLETD)

Eﬁ:ﬁ: 42
1,000 B® i0S T/3f RZE & Microsoft 365 TRV Y T avhhpUErd, T4 RERDELS
[Z Microsoft Intune IZ&fk S TULVET,

*Intune IR—AJL 4 FZFERALT 200 BDT/NA ANBEFEINATWETS,

* Apple Automated Device Enrollment (ADE) R L T 800 BN T /N1 ADXEHFINTUNET,
iOS/iPadOS 155 #A4 VR F—ILF B &S 1Tz KR >—1 L5 ERETID i0S/iPadOS v
ThDz7EHRY O —FERLET,

Policyl TIXRAIE® i0S T/ ADBNEFH INF T H? £1-_i0S/iPadOS 15.5 DHMNHEEIZA VR
F—LENBZLSITTBICIE AEZERTIDLENHY FIH? BETDHICIE, BEEETET LA
T aVEERLTLLEZEL,
ERIELVEBRIEICA RSV MG ESNET,

1Efig:

Explanation:
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Number of déglqes i

N
K

Configure a: | Device restriction policv

Microso,

Policy 1 will update 800 iOS devices that are enrolled by using Apple Automated Device Enroliment
(ADE). This is because ADE devices are supervised devices that support software update policies in
Intune1. Devices that are enrolled by using the Intune Company Portal are not supervised devices
and do not support software update policies2.

To ensure that only iOS/iPadOS 15.5 is installed, you should configure a device restriction policy
that restricts visibility of software updates. This will prevent users from manually updating the OS to
a newer version than the one you specified in Policy 11. You can use the Deployment Workbench to
create and assign a device restriction profile to your ADE devices3.
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Microsoft Intune IZEER SN TS T/31 REEL Microsoft 65 E5 TRV 1) T avhbhy E
9,

TNNARXVITYZEFERALT, TN\A RADKREICAT 57T FMaRERETHFETT, vV
)1—2 30 TRARMERDMRIZHNZ DZBENHY FET, FIMEIRETLLID,

A ZHBROWME) E—F 7O avEFERALET,

B. Intune Suite 7 KA V&AL E T,

C.TNAREIYVRRA Y ERWICAUR—FLET,

D. Intune Advanced Analytics 7 KA U ZBALE T,

EfR: (EffZzRTLET)
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Windows 10 7/34 R Z&E 3 5 (Z(% Microsoft Endpoint Manager Z{#A L E 3,
ROLKR—bEREBETDHLER—F V) a—2a R LTVET,
AVTSATUARRY O—DEE

TINA R EA—H—BEEDIEM

ENAILNTNARADT TV EFARL—FT 4 VTV RATLDIN—2 3 VDAR
HEHZIET—2 V—RET—ARMBEY—ILEZHET ILELAHY ET,
RIZ#HRLEIN?EETHICIE BEEIY 7 TEUNGEA T3 VEERL TS,
FEELWMBIRSEICTI RS Y bMTEShET,
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Data source: B v
Audit logs in Azure Active Directory (Azure AD)
Audit logs in Mlcrasommune

Azure Synapsé Analytlcs

The Mlmosoft Intune Data Warehouse

Data visualization tool: ﬁfgﬁﬁ
| Azure Data Studio
| < | Microsoft Power Bl

M iC o S‘Offhe Azure portal

Data source: E=Microsoft |w
Audit logs in Azure Active Directory (Azure AD)
Audit logs in Mlcmsoft Intune

The Mlcrosnﬂ Intune Data Warehouse |

B S ST,

Data visualizationtool: = " v
Azure Data Studio

o e T

The Azure portal

Explanation:

Data source: l v
) Audit logs in Azure Active Directory (Azure AD)
Micros oft Audit logs in Microsoft Intuney,

Azure Synapse Analytics
Inturie Data Warehouse

i

Data visualization tool "" !

Azure Data Studio
Microsoft Power Bl
The Azure portal

Reference:
https://docs.microsoft.com/en-us/mem/intune/developer/reports-nav-create-intune-reports
https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi



B 45

RDRIZRT T/INA REEL Microsoft 365 HTRXH ) T avhhyFET,

KT /N4 X T &IZ Microsoft Edge SR E T S2HELAHY F£9,

fAlzFEATNELIVTLE SN, BEZDICIE, BEU Intune WREXFIELWWT NS RICKS VI LE
T, EREEE 1 B BHE, FEFE K FRASAGWNMEENHYFET , AT UVERTT SHIC
F RAVEIDRENN—ZFZ RSV TT BN RV O—-ILTEILENHIGEELHY FT,
FEELWLMBIRSEICTI RS Y M EShET,

Intune Features Answer Area

App configuration policy

Device1l:
Device compliance policy

Device2:
Device configuration profile

. . ' Device3: | .

Endpoint security polity ICrOSott

1E fiz:

Intune Features  |\/| | C ' CAnsWér Area

- |

Devicel: | Device configuration profile

= Device2: configuration polic
i Device configuration profile j e ot i

Device3: | App configuration policy

Endpoint security policy

Explanation:

Answer Area

Device1: | Device configlration profile

Device?: | App configuration policy

Device3: | App configuration policy
B ¥ T

Windows: https://learn.microsoft.com/en-us/deployedge/configure-edge-with-intune#:~:text=You
%20can%



20configure%20Microsoft%20Edge%20policies%20and%20settings%20by%20adding%20a
%20device%

20configuration%20profile%20to%20Microsoft%20Intune.

Android: https://developer.android.com/work/managed-configurations

Apple: https://developer.apple.com/library/archive/samplecode/sc2279/Introduction/Intro.html
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Microsoft 365 ES HJRX49 1) T a3 vExHHELBTY,

ZANZ Marketing | E WS BEENEENZ TR TOTNA RAEZECHNTNNA R TIL—TEERT
BBERHYET  EDTNAR AVN—=29 T L—ILEFERATNIELNTTH?

A. (device.displayName -in "'Marketing™)

B. (device.displayName -contains "Marketing")

C. (device.displayName -contains "'Marketing™)

D. (device.displayName -in "Marketing")

Eff: (EfEZRTLET)

A3IH7EMD-102-JPNFERESK (FIJPNTest.comigfit v MD-102-JPNERERICEH8T 5 C & IT&IC
iIbEY ! JPNTest.comld 5 &x#TMD-102-JPNEHEREIREE 12t L £9, JPNTest.com MD-102-
JPNIRERRIRERILH SEH SNFE LTz, 2 TMD-102-JPNIREEND TR LIV U EFITAN
FT, ZFRD T U £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu  854f§, 3 0 %

TA4ANo2 b EHHLESIa— F: JPNshiken)
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Microsoft 365 E5 T X4 1) 7L 3 U hH Y  Microsoft Intune ZERA L TLET,

Windows 7/3 1 X% 50 BEALET,

Microsoft Entra 28I L TS T/54 XD Intune ~DBENZFEER LTI,

T34 X% Microsoft Entra [ZZMMEE 52X, FOECa=Z U Rybr—C%#FRT20END Y
FY,

TOES 3=V Nyr—CHERT BICIEAEERTNIELNTT D, Tz, —FEEEIC/\Y
T—CHFERATESIRABREIEENSSVWTT A, BETSCIE, AEEETEYGEA TS a3 o8
RLTLIEEEW,

FEECELWMLMEBIRSCEICTIRA Y A EShET,
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N DWET MO

i M | C rO S O fs . Windows Ccnﬂqura}ﬂi Besigner v

Intune Company Borgal
Microsoft Deployment Toolkit (MDT)

Windows Confyuration Designer

WindogsSetup
Maximum amount of timg; 4.4 'aa-:ys £
420 days

90 days
180 days
1365 days

1F fiZ:

Angwer Area

Use: Windows Confiquration Desiqner -
Intune Company Bortal
Microsoft Deploymént Toolkit (MDT)
Pl Windows Confguraton Designed

Maximum amount of smg: % 18(Famy: v
{ 30 days
> Wdne |

W oo [

: A R
;‘F Microsoft

Explanation:

Use:  Windows Cotifigusation Designer B~

Maximum amount of time: 4 A80Kd3ys  ~

= ‘Microsoft
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Microsoft 365 4 7R 1) 7L a v HHEHLTT, TXTHDT /A1 X T Windows 10 BAEITEINFE
ER

aA—H—AHY Windows Insider F7OJ S LIZTNA REZFTELRNKSICTEILENHY FI,
Microsoft Intune Bt 2 —h 5ETTE2UNELH D 2 DDBRIZFTIN? TRENDIEREILE
%Y 1)a— 37T,

FEELOMBIRSEICTI RS Y RMTEShET,

A. Windows 10 BIEDEF 1) T4 R—X S5/ >

B. 7 JURERAR o—

C. Windows 10 LIEDEH Y > 5

D. 7/\1 RHIRT/NA RERTOT 7ML



E. h AZALTNARERTOT7A)L
g (ERZRTLEY)
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FCOBRIE BLIFIVAZEZRRTLI—EDEMO—ETY, —EDERBICEETIhZTh EHLN
EEZEE-ITHEDOERRENAEENTVET Bty MIXo T ELWERRENERH S5
BLHNE ELVVERENGVEEEHY FT,

ZDEHVaVOBERIZEE LT, ZOEBEMICRAZEFITEERA, ZOREH . A 5NDERM
FLEa—E@EIZRTINEFA,

£ I1ZI1E EED Windows 10 T/34 X Z &1 contoso.com &LV ZRID Azure AD TF > CAH
YET,

# L Ly Windows 10 7/34 X % contoso.com [Z&MEEdE 1—H—(L 4D PIN ZERET S &
SITROOLENFET,

2 —4H—AY Windows 10 T/34 X % contoso.com [ZSMEHE B L E(Z 6 #HDPIN ZEHET HLS
[ZKRODAYVE—INREREINDLSICTEILENHY FT,

fiZ;R %R Microsoft Entra BBt 2 —mh o BIEAEEZHEBRLET,

CNIZBEEZEFFH-LTLWETH?

A. [

B. LMVZ

EfE:B(AAV FEHEKT D)

Eﬁ:ﬁ: 50

MKG B ——DERZHE-TRLELAHYFET,

fAZzgRETL&LIA?

A. MKG EBP M 21—+ —I[Z Microsoft Store for Business MEAZEO—I)LZE|Y B TET,

B. Microsoft Store for Business m 5 App1 D APPX 7 7 A ILESFHoO0—FKLET,

C.App1ZE TS5 A R—FrX FTIZEMT S

D. MKG £BF91—+ —IZ Microsoft Store for Business DEAFBABEO—IILEZE|Y L TET,

E. Microsoft Store for Business /5 Appl1 ZERELET

IEfE: (EfEZRRLET)

References:
https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store Enable the
users in the MKG department to use App1.

The private store is a feature in Microsoft Store for Business and Education that organizations
receive during the signup process. When admins add apps to the private store, all employees in the
organization can view and download the apps. Your private store is available as a tab in Microsoft
Store app, and is usually named for your company or organization. Only apps with online licenses
can be added to the private store.

Reference:
https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store
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HEEEZYR— P AELSCRIRZEBHT RIS AIZT7 Y TITL—FTHBENHY FIH7?
A AL DDREEEL NI

B. BT R—Tv—

C. kA4 arvitn—35

D. Windows Server Bt —E X (WSUS)

EfE:B(AAV FEHKT D)

References:

https://docs.microsoft.com/en-us/sccm/comanage/tutorial-co-manage-clients

Topic 3, Contoso Ltd, Case 2

Overview

Contoso, Ltd, is a consulting company that has a main office in Montreal and two branch offices in
Seattle and New York.

Contoso has the users and computers shown in the following table.

Location Users Laptops Diesktop Mobile devices
computers

Montreal 2,500 2 800 300 3,100

Seattle 1,000 _o Gy A 10U 200 1,500

New York 300 WVITICEG 30 400

The company has IT, human resources (HR), legal (LEG), marketing (MKG) and finance (FIN)
departments.

Contoso uses Microsoft Store for Business and recently purchased a Microsoft 365 subscription.
The company is opening a new branch office in Phoenix. Most of the users in the Phoenix office will
work from home.

Existing Environment

The network contains an Active Directory domain named contoso.com that is synced to Microsoft
Azure Active Directory (Azure AD).

All member servers run Windows Server 2016. All laptops and desktop computers run Windows 10
Enterprise.

The computers are managed by using Microsoft System Center Configuration Manager. The mobile
devices are managed by using Microsoft Intune.

The naming convention for the computers is the department acronym, followed by a hyphen, and
then four numbers, for example, FIN-6785. All the computers are joined to the on-premises Active
Directory domain.

Each department has an organization unit (OU) that contains a child OU named Computers. Each
computer account is in the Computers OU of its respective department.

Intune Configuration


https://www.jpnshiken.com/q/65214-5997865/

The domain has the users shown in the following table.

Name Role Member of
Userl Intune administrator GroupA
User2 None GroupB

User? is a device enrollment manager (DEM) in Intune.

The devices enrolled in Intune are shown in the following table.
MName Platform Encryption Member of
Devicel Android Disabled Groupl
Device2 108 Not applicable Group2, Group3
Device3 Android Disabled Groug2'Group3
Device4 108 Not applicable GEoupd,

The device compliance policies in Intune are configured.as shown iwthe following table.

Name Platform 'Require encryption | Assigned

Policvl Android Mot configured Yes

Policy2 10 Not applicable Yes
[Py i C1T O _g(iﬁs&md Require Yes

The devige Compliance policies have the assignments shown in the following table:

Name Include Exclude
Policyl Group3 None
Policy2 Group2 Group3
Policy3 Groupl Nene

The device limit restrictions in Intune are configured as shown in the following table.

Priority Name Device limit Assigned to
1 Restriction] 15 GroupB
2 Restriction? 10 GroupA
Default All users 5 All users

Requirements
Planned Changes

Contoso plans to implement the following changes:

Provide new computers to the Phoenix office users. The new computers have Windows 10 Pro
preinstalled and were purchased already.

Start using a free Microsoft Store for Business app named App1.
Implement co-management for the computers.

Technical Requirements:

Contoso must meet the following technical requirements:

Ensure that the users in a group named Group4 can only access Microsoft Exchange Online from

devices that are enrolled

in Intune.




Deploy Windows 10 Enterprise to the computers of the Phoenix office users by using Windows
Autopilot.

Monitor the computers in the LEG department by using Windows Analytics.

Create a provisioning package for new computers in the HR department.

Block iOS devices from sending diagnostic and usage telemetry data.

Use the principle of least privilege whenever possible.

Enable the users in the MKG department to use App1.

Pilot co-management for the IT department.

EFEE: 52
Phoenix # 74 X AV E1— 3 —DEMRZ#ET IVLENHY 9,
EFFREITARETL &5HV?

AZaVE2L—43—DON—F2xz7 IDIE#HR%E CSV 774 JLIZHH L, E PR XM IT Microsoft
Store DT/INA REENSL T 7AINET v TO—FLET,

B.a>Ea1—4—%—f%{t L Azure ;R"—4% JLD Azure Active Directory 7L—FMNBHEE U T4
(MDM 8 & U MAM) SREEZHEBRLET,

C.avEa—42—%—f&1k L Azure ;R—42 )LD Azure Active Directory 7 L— KW 5 T/34f RERTE
ZERBLET,

D.ZEOAVE1—2—D/\—Fox7 IDEHRZE XLSX T 7 4 JLIZHIE L Microsoft Store for
Business DT/\1 REENS T 7AILETYyITA—FLET,

IEf#: (EfEERTLET)

References:
https://docs.microsoft.com/en-us/microsoft-store/add-profile-to-devices#manage-autopilot-
deployment- profiles
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2 FA® Windows /34 X 100 82X LET,

TINA RERE(THE L THEIET BIZ1E Microsoft Deployment Toolkit (MDT) 2 RY 2L EAH
DEFT VI a—2a lE ROEHZH-LTWOIRENHYFT,
*A—Y—REENVITVITLEYS,
CEEERERNRICINZAET,

EDBRY =R TUoTL— 2 ERTIBELHY FTTH?
A. Litetouch OEM # XU L —4 VR
B.REVSAT U MEBREARIO— VR
CEEYSATUIMNIRII—H IR

D. Sysprep & ¥ v TF ¥

FfE:B(IAY FERET D)
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Microsoft Intune Z{EFR L 100 &® Windows 10 T/314 X # &4 Microsoft 365 T XU 1) T 3
UABYET, FTAARTROT IS 3 VEEFTT B, Intune R T O T 7 LEERT BBE
nHYET,
*HRABLRZ—MLAT7O MEREALET,
*O—QLVEBET OO FOBMEERELET,
BT aVICFEDTOTIFZFANEZIAT ToTL— b 2ERATIRLELNHY FIH? EET SIS
T EETENLEA T avEBIRLET E ELMERZEICTI RSV A5 ShET,

Answer Area

Deploy a custom Start layout: Device restriction

Pelivery optimization
Deawvice restriction

Endpoint protection
Identity protection

Renani@the |9cal Administrator account:  Identity protection
Delivery optimization
Device restriction
Endpoint protection
@ g =~ protection

1E fiz:
Answer Area

m a°® ;-,‘ 2

AYARE e - . ]
Deploy 8 ?u?terﬁfsta!jl‘mycﬁf?*fﬁeﬁte restriction v

Dewvice restriction

Endpoint protection
| Identity protection

Rename the 10cal Administrator account: | Identity protection

Device restriction

Identity protection

Explanation:

Device Restrictions

Ref: https://www.anoopcnair.com/start-menu-taskbar-custom-layout-intune-cloudpc/#:~:text=
%E2%80%9D %

20and%?20select-,Device%20Restrictions,-.

Endpoint protection -> Local device security options -> Accounts -> Rename Admin Account Ref:
https://www.tenable.com/audits/items/CIS_MS_InTune_for_Windows_10_2004_Level 1 _v1.0.1.audit:
de2d07c913ec5c2b64b23e97adf74c64#:~:text=Note%20This%20recommendation%20can%20also
%20be%
20set%20using%20the%20Endpoint%20protection%20profile%20using%20Local%20device
%20security%

20options/Accounts%20settings.
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Phoenix # 7 4 X AV EaA—42—DERHZEBT H5LELHYET,

FIMETARETL &£ 557

A. O Ea1—4—%—f%1k L Azure Active Directory EEBt 2 —MbEEY T4 (MDM & U
MAM) BREZHERLET,

B.£#aAYEa1—42—D/\—FOx7 IDE#HR%E CSV 774/ JLIZHE L Azure 7R— 4% )LD Microsoft
Intune FL— KOS 774 IILETyTA—FLET,

C.ZaAVEa1—43—D/N\—F7xz7 ID1E#HRZE XML 774 JLIZHHE L, EDRXMIT Microsoft
Store DT/NA RABRENL T 7AILETyIO—KLET,

D. £ EFa1—4—DL) 7IEEIEFEHREZ CSV 774 JLIZHHE L Azure R— 4% JLD Microsoft
Intune 7L— KW S 774 ILEF7yTA—KLET,

IEfE: (EfZRTLET)

Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/existing-devices
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Microsoft 365 E5 - JRX %4 1) < 3 & Windows 10 #E173 53 Ea2—4—N1008HY E
9,

Microsoft Office Ry —JL (ODT) Z{&£ A L T Microsoft Office Professional Plus 2019 %3 >
Ea—42—ICEETIDENHY FET,

ODT DARAIARX T7A4INEERT BICIFAEZERAINIELNTTHM?

A. Microsoft Purview A > 7754 7 VR iR—4 )L

B. Microsoft Intune EIEt > 2 —

C. Microsoft 365 ¥t 42 —

D. Microsoft 365 7 7 Bt > 4 —

R (ERERTLET)

BE: 57

Microsoft Intune [k SN TLYS 100 &® Windows 10 T/34 R &L Microsoft 365 E5 47 X
g)FoavhhyEd,

IVrRAY b EERTSFETT,

R=RSA A )Y I EERT DIRENHY ET,

FIMEITRETLLIHN?

A. Azure Monitor 7w 9 4R LET,

B.TYVKRKRA 2V IAWIZI0EDTNAREAVR—FLET,

C. Log Analytics 7—9 AR—RZEKLET,

D.R—XZA/ VEIRLEMEZEELET,

IEfZ: (EffZRTLET)

Onboarding from the Endpoint analytics portal is required for Intune managed devices.
Reference: https://docs.microsoft.com/en-us/mem/analytics/enroll-intune
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Microsoft 365 E5S HJRX49 1) T a3 vExHHELTY,

Microsoft Intune Z{EH L TTXT®O Windows 11 T/A/ REZEBLET,

Attack Surface Reduction Rules 707 7 A JLIZEDU\VT Profile1 & UL\ S B ETDBE X & 5B HIE
(ASR) R o—%#ER L . T RTDT /341 RIZ Profile! &Y BTET,

aA—H—Mmi5 Adobe Reader 7554 MOV ENTWDENSISTHENAHY FLT1=,
TS540oRTAv S ENTVEWI EE2HRETINENHY EFT,

fAlZgTRETL & 5M?

A TNARAVTSATUORRY)O—FERL TOR)—FFTRTOTNA RIZEIYHETE
9,

B. Profile1 ICRa—F 4 &#EMLET,

C. Profilel TIL—ILBRACEIZASR DA EERELET,

D. TV FiRA Y MEREER) D—ZEHL TORIS—ZIRTOTNARIZEIYHBTET,
Ef:C (DA LEHKT D)
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Microsoft 365 H 7R 9 ) T 3 0% BHHTT,

7TYRER) O—FFHLT Android TN/ R EDTET—2%RELET,

Android T/8f AMLEHKT 2T X TOLI—HF—H_ENSIL 7T)5r— 3 U EE (MAM) =45
R—br 27 T)DERT DGRICOARET —RICTIECRTELLSICTEIRLENHY F
ER

fAIZEEINIEELNTL L IH0?

A.7TIVERERY) O—

B. & FET7 VAR O —

C.TNARERTOT7AIL

D. TN\ RAVTSAT AR —

EfE:B(AAV FEHEKT D)
https://learn.microsoft.com/en-us/mem/intune/protect/app-based-conditional-access-intune#:~:
text=Microsoft%20Intune%20app%20protection%20policies%20work%20with%20Microsoft
%Z20Entra%
20Conditional%20Access%20to%20help%20protect%20your%20organizational%20data%200on
%20devices%

20your%20employees%20use.
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Microsoft 365 E5 4T X4 1) 7L 3 UhH Y  Microsoft Intune Suite ZEH L TLVET,
Intune AL TEBER VYT Ny 5—C%ETTE5FETT,
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B. IREEKBHROFZEEEBELET,

C. Windows 54 vV RREEZEHIZLFT,

D. 7Ot vy HY#M T Windows Wi T—2 2B LET,
EfE: (EfEERTLET)
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ROTRIZRT Y Y —RXEED Microsoft Intune BEIMNHY £9,

i T,
A5 L™ |

_Name | . UOR""  Platform |
Comply1 Windows 10 and later
Comply2 | Device compliance polity | 105 1IPad 05 l
CAl Conditional Access pblicy

Confl Device configuraliary profile | Windows 10 and later

Cficel COihice app policy Mot applicabile

Set1 EVWSAFIDRY) — vy FZEERL, Complyl & Set1 [ZEEMLET,
Set1 [CEBMTES Y V—RIEITTM?

A. CA1. Conf1. & & U Office 1 D&

B. ##12. CA1_Conf1. & U Office1

C. ConflO#&

D. Comply2d® #

E. Comply2 & Conf1 D&

IEfZ: (EffZzRLET)

BxNHI7EMD-102-JPNfEIRESE (X JPNTest.comizf S v  MD-102-JPNERER [C &89 5 Z & I2&IC
B FF ! JPNTest.comlE 4 &xFHMD-102-JPNERER R E L Z 11 L £ 9, JPNTest.com MD-102-
JPNEERIEE L SEHFENFE L, 2 TMD-102-JPNISEEND TR TV U EFITAN
9, ZIRD 7 U £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu  854f5 . 3 0 %
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Microsoft Intune Z{#EF3 % Microsoft 365 T3+ > kM HY ET,

Microsoft Intune B+ > 2 —h 5  BEREHD Windows 10 T/NA ADARZ— 7y T Ra7¢E7T
TUDEEER AT EERT E-HDR—RASA VEERT A EE5HBEILET,

R=RS5A VEERTB=DIZFERTEY—ILE R—RS54 VOERICHERT/INA ADTR/IE
ERETOIRLENHYET,
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Answer Area

WHCIOSOTt

Tool to use:

Workloads

Log Analytics
Endpoint analytics
Security baselines

Minimum number of devices: ¥

—

25

1E fiZ:
Answer Area Microso La

Tool to use: v
Workloads

Security baselines

Minimum number of devices: v

T
25

—

Explanation:

Endpoint Analytics

Minimum 10 devices

(Ref: https://learn.microsoft.com/en-us/mem/analytics/startup-performance#bkmk_report:~:text=The
%

20table%200nly%20lists%20processes%20that%20affect%20a%20minimum%20of
%2010%20devices%

20in%20your%20tenant.)



Eﬁ:ﬁ: 63
RORIZTRT I—H—%ET Azure Active Directory Premium 752 29 JR9 ) T avhibpy
E3 0

Name license
User1 rise Mobility + Security ES
User2 terprisé Mabilityf+ Security ES

Devicel
ROBEZFEALT, BBE/NMIL T/NA ZAEE (MDM) EENAIIL 7T H5—2 3 VEE (MAM)
DEFEEHALET,

MDM A—H— Xa—7: F)L—T 1

MAM 1—H— Xa—7: 5 )L—F 2

ROEXITDVT ELWMEEE KU ZERLTLCESWD, 25 THRWMEEIE DOWAJEERLT
FZEy,

AR ELVEBRIEICTI R Y ARG ESHhES

Explanation:



e 11T

Statements 'ml‘ I\g&ro 3 OfEes No

If User1 registers Device1 in contoso.com, Device1 is enrolled automat‘tﬂllyml osoft @ (@)

Intune.

If User1 joins Device1 to contoso.com, Device2 is epr ] ﬁt étﬂ% ticatly in Microsoft Intune. O O)

If User2 registers Device3 in contoso. g{%i m‘s enrolled automatically in Microsoft @ @
<@p® i

©

Reference: https://docs.microsoft.com/en-us/mem/intune/enroliment/android-enroll
https://powerautomate.microsoft.com/fr-fr/blog/mam-flow-mobile/

B 64
RDRIZRT TN AEET Microsoft 365 E5 H IRV T avhpyxd,
Name Platform Vi jeimgpe
Devicel | Windows 11 Migrasoft Entra registered
Device2 | Windows 11.\( Witrosoft Entra joined
.-]_H"." l':-'_l i .;h 1::11‘_1 d AN | T‘-.1l"‘{‘“> yft Fr1tm regist tered
Deviced | 105 Microsoft Entra registered

TRTDT /314 XA Microsoft Intune [ZF & & 41, Microsoft 365 Apps for enterprise 731 > X k—JL
SN TWLET , Microsoft 365 DY 57 K 7R1) — H—E X %FH L T Microsoft 365 Apps for
enterprise # EBTEST/N\M R T ENTTM?
TN R1ETINA R2DH
TN R, TN R2, TN R3DH
CTINA R, TINA R2, TN RAD H
CTNA RN, TINAR2, TINA R3 . BXUVT/NA R4
L TINA R1DH
IEfE: (EfgZRTLET)

moow >

B: 65

Microsoft Entra 77+ > khHY E£9,

Group1 EWVWS RHIDEITNA R FIL—TZEERLTLET,

Group1 [Z1&, Microsoft Entra [C& SN TLVY5 Windows T/3f ADHAMNEENET,

Group1 DENIA VIN—2 9y T IL—ILEED LS ITEBRINIELNTITN? BET BICIE, EEHESE
THEYLA T avERIRLTLES L,

FEELMBIRSEICTIRA Y RMTEShET,


https://www.jpnshiken.com/q/65214-5997878/

(device.deviceOSType -eq " Windows™) and [q_ev]ce.dwmeTlus_tType -eq  “"Workplace™
Vdevice.deviceCategory
| device.devi ceOwnership “ServerAD"”

device deviceTrustType “Workplace®

- IV CrO Sieyfponsoementyee

'Microsoft

(device.d@¥ice05Type -eq " Windows") and | devicedéviceTrustType 'J -eq "Workplace® )
device.deviceCategory m

device.deviceOwnership %“Sewemb'
L

“Workplace™

Explanation:
Bl \icrosoft

(device.device0SType —eqqdindows"} and g‘evnce_gﬂgyiq‘gfry_stlygte‘:‘]f" feq M"Workpiace" %))

Eﬁ:ﬁ: 66
NAT)y FAzure AD T+ DB YET,
ZKOEIZFRT & 512, Windows Autopilot BT O 7 7/ ILEZERLET,



Create profile

Windows F

0 Basics ° Out-of-box experience (OOBE)

Configure the out-of-box experience for your Autopilot devices

Deployment mode * () User-Driven v

Join to Azure AD as * [ Azure AD joned m

Microsoft Software License Terms () Show “
Privacy settings () Show

@ e detault value for dmanostic data collegtion g8 cHgha#a for devices running Windows 10, version 1903 and later, or Wingows 11

"“§1'l'3M‘iC€ r’o S O ft Operating system default v

Automatically configure keyboard ( No

KOy IADY AZa—%FALT IS 74 IICRRTINTVBRERICEDVTRERAT—FA
VhEERIEARBEOERFEEZEIRLET,

EECELVMEIRIEICTIRA Y MR EESNFET,
Answer Area

To apply the profile to @ new computer, you must first

[answer choice] _import a CS¥ fledhto Windows Autopilot et

| join the dewice to Azure AD
| enroif“the device in Microsoft Intune

import a CSV file into Windows Autopilot

When the Windows Autopilot profile is applied®o @ =
: . t AD v
i ks t joined to Azure AD only
N

registered in Azure AD only
pimed 1o Active Directogy gnly
-] joned to Ative Dvec o'y and registered in Azure AD




\NSWET Arca

To apply the profile to a new computer, you must first

ta CSV il nEyfn‘-.am-:s Autopilot v
‘mchoi“ . ..".’.'UPOF..@."-S.’.\".'...E.. -, e - - . .
t ! join the devig® (ouAZure AD
enroll the dewce in Microsoft Intune
W import a (SV file mto Windows Autopilot
When the Windows Autopilot profile is applied g 8 ™ =

joined to Active Directory and registered in Azure AD
I | joined to Azure AD only |
*reglsterechrrm ﬂi}{mhr

computer, the computer will be [answer choice}. -

jneg ﬁ v ‘h to vand registered in Azure AD

Explanation:

Answer Area

To apply the profile to a new computer, _
you must first pmthedeuo&lumeAD

When the Windows Autopilot profile is
apphed to a computer, the computer will be

EFDT 67

Office 365 Exchange Online [CEIY HToNFH LLWEHEMAET IR R S—DRETT,
Group4 DEMEBEHZHI=TLSIZKRY O—ZBETIDLELHY ET,
RYO—THERTIVDENDHD 2 DDHREIFENTTMN? BET HICIE, EEEETEYGEREZE

BRLFET,

AR ELVERIEICTIRSA Y MG ESNET,
New x Conditions 0 X Device state (preview) O %
At © info 0 nio
P:li:rA ! Configure @

Sign-in nisk i ] {

Not configured

Assignments |
Users and groups @ > Device platforms @ ) Include Exclude

0 users and groups selected i
i Not configured

Select the device state condition used to exclude

b L > devices from policy.
1 app included Locations @
>
- Device Hybrid Azure AD joined
Conditicns @ N Not configured ] Y J o
itions select
gooriione s ed D Device marked as compliant @
Chient apps (preview) @ >
Access controls Not configured
Grant @ S

Block Device state (preview) @
Ouk gebeny Not configured

EE,
; m Microsoft

0 controls selected




1E fiz:

New » Conditions L) X Device state (preview) 0O X
¥ o O nfo @ nio
PolicyA ° f Configure @
‘:,‘.\‘jn in nsk >
. ! Yes
R Not configured ' S o |
ssignments
| i I
| 0 e .n(.j » flertat > | Device platforms @ > include Exclude
users and groups selec .
Not configured
l > = 9 Select the device state condition used to exclude
Cloud 2pps @ 2 2
> devices from policy.
1 app included Locations @
. > =
Conditions @ g Not conflgured D Device Hybrid Azure AD joined @
122 [
0 conditions selected N ID Device marked as compliant @ |
Client agip@gew)® | = - -~ -]
Access controls Not configured
Grant @
Block > Device state (preview) @ . 5
el Not configured L I\ /I ir f
Sesson @ b LI OSO t
0 controls selected
Explanation:
New « Conditions Ll X Device state (preview) O X
el 9 info Q nitc
" N .
PalicyA =hil ‘o Configure @
" Not configured 2 m:]
sfgnments
Vet and groups @ 5 Disvice platforms: y Include | Exclude |
0 users and groups selected z
Mot configured
T 9 Select the device state condition used to exclude
g b devices from policy.
1 app included Locations @
: fi } '_|_J Bevice fybind Azure AD oaned @&
Conditicns @ 5 Not configured || Device j
0 conditions selected . : :D Devi { s complent ©
Chent apps @Ftue D } e RS e hie it Gk
Access controls Mot copfigured
ent
2 Dniice Sate [preview) @&
Block access siotuodhpured >
Sesson @ | _ﬁ E -
o ZE Microsoft

The Access controls are set to Block access

Aotz sonfrog

Biock acoeds

¥

We therefore need to exclude compliant devices.

From the scenario:

The policy needs to be applied to Group4 so we need to configure Users and Groups.

Ensure that the users in a group named Group4 can only access Microsoft Exchange Online from
devices that are enrolled in Intune.



Note: When a device enrolls in Intune, the device information is updated in Azure AD to include the
device compliance status. This compliance status is used by conditional access policies to block or
allow access to e- mail and other organization resources.

References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/conditions
https://docs.microsoft.com/en-us/intune/device-compliance-get-started

B 68

HLOASEHBMADIVE2—2— DR EHZEB-TRENHYFT,

TJoEDazZ vy Ryr—SEDESITBRITNELNTIMN? BET 5121, EERETEY
BAToarvaEBRLTEEY,

FEELVWERIEICTRAIY AT ESNFET,

Specify ComputerName as: N

“HR"+ RAND(4)
“HumanResources-"+ RAND(7777)
HR-2RAND:4%

HR-2777
HumanResources-%RAND:4%

Specify AccountOU as: N/
CN=Computers, CN=HR, DC=Contoso, DC=com
Computers/HumanResources/Contoso.com

Contoso.com/HR/Computers
OU=Computers, OU=HR, DC=Contoso, DC=com




Specify ComputerName as: : N/

“HR"+ RAND(4) ., ¢
"HumanResources-"+ RBAND(?777)

HR-277?
HumanResources-2%RAND:4%

Specify AccountOU as: N

CN=Computers, CN=HR, DC=Contoso, DC=com
Computers/HumanResources/Contoso.com

Explanation:

Specify ComputerName as: N/

“HR"+ RAND(4)
“HumanResources-"+ RAND(7777)
HR-%RAND:4%

HR-717?
HumanResources-%RAND:4%

Specify AccountOU as: N/

CM=Computers, CN=HR, DC=Contoso, DC=com
Computers/HumanResources/Contoso.com
Contoso.com/HR/Computers

; f%fﬂ%‘b’ﬁuzm DC=Contoso, DC=com

Reference:
https://docs.microsoft.com/en-us/windows/configuration/wcd/wcd-accounts

EFI:IE]: 69

Windows 10 Pro 2179 %aVE1—42—MN258HYFET,

Microsoft Intune Z{#H 9 % Microsoft 365 E5 TR0 1) T avhhbyErd,
ATL—RT7yvITTL—FKZEHALT, a>Ea1—4%—% Windows 11 Enterprise IZ7 v 74
L—FFEREAHYET V) a—2a TR EBEXRER/NMRICHZDZVELHY ET,
fAZEINEETL &IH7?

AYITRH5)TLarnEHME

B. Microsoft Deployment Toolkit (MDT) & Windows 11 Enterprise D7 74 )L b 4 A—2



C. Windows A — ks34 O k
D. Microsoft Configuration Manager & Windows 11 Enterprise @ A X2 Ly A A —3
Eff:C(QAY rEHRET D)

BfE: 70

Azure Log Analytics 7—4 A R—X #& ¢ Microsoft Azure Y TRV 1) T a3 vhH Y ET,
Windows 10 #3179 % Computer! E WS ZFTIDFH LWLV E1—42—FEB L £, Computer1
X7—9 0 L—TRIZHY ET,

Log Analytics Z#{# /A L T Computer! MDA RN b &IV T TELILEHERTIHELHY F
ER

Computer! Tl AZFNIELLTL £ 5H7?

A.Azure AD [28MLET,

B. Windows Defender 7 7 4 7O+ — L% H#HKT 5

C.ARNUIMG IR YT avEERLET,

D. Azure Monitor T—Y x>V &4 VA R—ILLET,

IEfE: (EfEZRRLET)
https://learn.microsoft.com/en-us/azure/azure-monitor/agents/azure-monitor-agent-windows-
client#prerequisites
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DS1 & LS &HID Microsoft Deployment Toolkit (MDT) BEREXAEMNH Y £,

Windows 11 4 * —2 % DS1 (24 Vi R—FLET,

Appl EWSERIDT TV r—2a VDETAIEA VA =5 —BH Y FET,
AA—DHEERTAIRTDARY O—H2VRICTHLTAppI BA VR F—ILENTWNDZ L%
RITLIBELBHYET,

ED3DDT7IavHIBEEIZETIAIVLELAHYFIN BEZTDHIZE 77232 VAL
BT I3 ERBZESICBHL, ELWVEFTHERET,

AATUIUTES AI'IS\NtI’ Area

l Madify a Windows 11 operatlng system senrng | Add Appl to DS1

| ‘ Igenftfy theGUID of App‘! ; ’ @

‘ Modify a selection profile.

. — i i’ —
‘Add App1 to DS1 @ [ 3 gMedify CustomSettmgs ini.

Identify the GUID of Apm {:’_1

Madify CustomSettmgs.:m.

1E fiZ:


https://www.jpnshiken.com/q/65214-5997883/
https://www.jpnshiken.com/q/65214-5997884/

Answer Area
1 ’ {Add Appitc to DS1

! { ;l Modify CLnstomSettigggji;{i.

|

| Modlfy CustomSet;mgs ini.

: jrn
""_‘""W‘HE#
Explanation:
Actions Ans r'/Area,
ol | U | Whtrosoft
I Maodify a Windows 11 operating system setting. L 1 ’ Jd App1 to DS1. I
Modify a selection profile. RTTTHIN : 2 lciéhufy R GOl of App1. |

i ERTEERAE S | )
MDT is a tool that allows you to automate the deployment of Windows operating systems and
applications.

To install an application for all the task sequences that deploy a Windows 11 image, you need to
perform the following three actions in sequence:

Add App1 to DS1. You can use the Deployment Workbench to import the executable installer of
App1 to a folder in your deployment share. This will create an application entry with a unique GUID
that identifies App11.

Identify the GUID of App1. You can find the GUID of App1 by opening the application properties in
the Deployment Workbench and looking at the Application GUID field1. You can copy the GUID to
use it later.

Modify CustomSettings.ini. You can edit the CustomSettings.ini file in your deployment share to
specify which applications to install for each task sequence. You can use the Applications property
to list the GUIDs of the applications you want to install, separated by commas1. For example, if you
want to install App1 and another application with GUID {1234-5678-90AB-CDEF}, you can use this
line:

Applications={GUID of App1},{1234-5678-90AB-CDEF}

These are the three actions you need to perform to ensure that App1 will be installed for all the task
sequences that deploy the Windows 11 image from DS1. | hope this helps you. # If you want to learn
more about MDT and how to deploy applications with it, you can check out these resources:

Get started with the Microsoft Deployment Toolkit (MDT) (Windows 10)

How to deploy applications with the Microsoft Deployment Toolkit

B 72

FTUTLIANDI VA —T 54 XEEBAMES (CA) ~D PFX SEEBAZ RV 2 2RI L S 1T S
1= Microsoft Intune 5 TR 9 1y T avhhpyFd,

2ABF— X7 (PKCS) fEBAZ 2 A L T Android T/84 XD BN Z8ZEEMT 5(21E, Intune Z1{E
BT 320ELAHY ET,

EDIDDT7HU L aVEIRBIZETTIIOBLELNHY FIMEBIETHICIE 7oar VR MMDL
WYIRTI o arEREEEICEEL ELWVEFTIHERET,



Actions D Answer Area

u Mieroso

Obtain the root certificate.

From the Microsoft Endpomt Manager admin center
create a trusted certificate configuration profile.

From the Enterprise CA, configure certificate

managers.
—_— — ==== -
From the Mlcrosoft Endpomt Magaggngdmm*‘tenter

L

configure enro!iment restnctrodg .l

O

: =
From the Mlcrosoft Endpoint Manager admin center

create a PKCS certificate configuration profile.

1E fi#:

acuons ANSWET Aread

| SN _ RN NN __ MW | __ . ___ . ] _ NN _ W _ BN TN _ NN _WN_ ) -___ .“"'__-".I l-l-l- T ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ I
Obtain the root certificate ) | } Obisin tha rest vertnicate I
__________________ I |
I q, 1

From the Microsoft Endpoint Manager admin center,; B30 SN0 S0 BT T MRS R SRR "
create a trusted certificate confrguratlon profrle 11 Fromd __Go t Endpoint Manage}_ééﬁ}iﬁéﬁﬁ( :

From the Enterpnse CA. conflgure certlhcate
managers. .
}rSmThEMTcE,sat Ena-pc;nt: ‘ﬁm centen : From the Microsoft Endpoint Manager admin center, :

on | | conligure enroliment restrictions. 1

trusted certificate configuration profile. 6

lcreate a PKCS certificate configuration prof:le.
Explanation:

Obtain the root certificate.

me the Microsoft Endpoint Wanager admin center,

| create a trusted cerfificate configuration profile,

From the Mi.crmu-l't Endpoint Manager admin center,
configure enrollment restrictions,

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-pfx-configure
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D:\MDTShare & LY5 /3R & # D Microsoft Deployment Toolkit (MDT) BREXEMNHY FT,

T— bk A A—DICHEE/NN Y D ZEMT Z2BHENHY FT,

ED3IDODT7I L avEIRBIZETIAVENHYFIMNBEETDHICE . TI/2ar JURA D
BUGTI a3 ZEZERICEHL ELWVEFTHENET,



Actions Answer Area

Copy the feature pack
to D:\MDTShare\Tools'x86.

Copy the feature pack
to D:\WMDTShare\Packages.

Modify the Windows PE properties @

of the deployment share. @

Modify the Generai properties

of the deployment share.

Update the deployment share IVl ICrOS Oft
1F fiZ:
Actions Answer Area

Copy the feature pack 1| Copyhe feature pack I

to D:IMDTShare(Tools86. | toD: HJ.'IDTSHEI reiToolsx86. |

e e e e e e s e e e Ll f e A o i
- uﬁyﬁﬁeerwapacr"' v B e e
""""""" of the deployment share. ‘ )

of the deplnymem share

L i e e

————————————1-:

Modify the General propertiés, ~| 1 ‘ Update the deployment share. | |
of the deployment share, |

Modify the Windows PE pmp-emej _____________

-.-...-.————..—.—-—.—..—_

|
n U:-damnedemwmertsmr& !Micm:;oft

Explanation:

Copy the feature pack
to D:\MDTShare\Tools'x86.

Modify the Windows PE properties
of the deployment share.

Update the deployment share.

Step 1: Copy the feature pack to D:\MDTShare\Tools\x86

Add a feature pack, DaRT 10 (part of MDOP 2015), to the boot images.

1. Copy the CAB files to the deployment share: MDTShare\Tools\x86

O



2. In the Deployment Workbench, right-click the MDTShare deployment share and select Properties.
Step 2: Modify the Windows PE properties of the deployment share

3. On the Windows PE tab, in the Platform drop-down list, make sure x86 is selected.

4. On the Features sub tab, select the Microsoft Diagnostics and Recovery Toolkit (DaRT) checkbox.
Step 3: Update the deployment share

Like the MDT Build Lab deployment share, the MDT Production deployment share needs to be
updated after it has been configured. This is the process during which the Windows PE boot images
are created.

Eﬁ:ﬁ: 74
RDRIZRT T/8M REZET Microsoft Entra 77+ > kDB Y ET,
| Name | Plattorm | Join type ] Ownership
Dewvicel Windows 11 Microsoft Entra registered | Persona
Device2 | Windows 10 | Microsoft Entra joined Lorparate
| Device3 | Windows 11 | Microsoft Entra jained Corporate

FH Y Rz RORIZFTIN—ThEEhES,

Name Members
Group1 Devicel, Device2, Device3
Group2 | Device3

EBRE7O0774I)ILORIZFRT & 512, Windows Autopilot BREE 7O 7 74 ILZ R LFET (BRE IO
274N E2TEDVVILET),

Create profile

O: 9

ROBEXIZDODVWT, ELWMERIE RNV ZBRLTLEEWL, £S5 TRVESIE DOVAZRBRLT
(EEEW,
AR ELWERSEITTI ARSIV FBFEESIET,



Answer Area

Statements Yes No

Devicel is registered for Autopilat

DeviceZR registéréd for Autopilot

Device3 is registered HltﬂﬁpM i c ro Soft

1E fi%:

Answer Area \ )
— == Microgoft
Devicel is registered for Adtepilot Q :-_-_-'
Device2 is registered for Autopilot : :-Jl
Deyice 3is registered for Autopilot r_ i:l

Explanation:

mo Microsort ‘o)

Statements

Devicel is registered for Auﬁﬂ

Dewice2 s !’E-glit%utﬂﬁllﬂt
Dewn C'E3- :red for Autopilot

BR: 75
RORIZETTNAZADBHYET,

Operating system Domain member
tWindows 11 Enterprise | No

Windows 10 Pro © Yes
Device3 Android No
| Deviced Mac OS X No

Microsoft Defender for Endpoint Z3£%9 5 FETY,

Microsoft Defender for Endpoint IZ4 >V iR— K TESTNA REBETIHENHY FT,
A& ETIRELHY EFITH?

A TN R1DH

B. 7/ R2D#H

C. TINA R1_ TINL R2DH

D. T/ A1 TN R2_ FINA R3DH



E. 7/N R1_ T/ R2_ T/ R3_T/N( R4

Eff:D (AU FEHEEKT D)

Here is the list of Windows versions. Win10 and Win11 supported. The sentence "(standalone or as
part of other Microsoft 365 plans)" excludes the domain needs.
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/minimum-requirements?
view=0365-worldwide

Here is the link for Android. No information about the specific version therefore it is supported.
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-
endpoint- android?view=0365-worldwide Here is the link for MacOS System requirements: 14
(Sonoma), 13 (Ventura), 12 (Monterey). MAC OS X is older therefore unsupported.
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-
endpoint- mac?view=0365-worldwide

BfE: 76

Windows 11 XT3 2BART/NA RIZE/NMJL T/ AEE (MDM) #RETLH20ELAHY F
T, YN 1—CaVEROEHZEE-LTLIRELAHY FT,

* Microsoft Intune 2B L TEABRTNA REZEBTEREEHELET,
FA—HF—PEADTNA AN T—FITO—LLRICTIVEATESLSICLET,
*A—HF—PNEATAO U FEFERALTOABEAT NS RITHLA AU TELELIICLET, T/31
A% Azure AD IZEEMT BICIE M EFERTNIEINTTH?

A. /N1 7 1) v K Microsoft Entra $&&

B. Microsoft Entra M& ML E L 1=

C. Microsoft Entra & §ki& &

IEfE: (EfEZRRLET)

To implement MDM for personal devices that run Windows 11, you should use Azure AD registered.
Azure AD registered devices are devices that are connected to your organization's resources using
a personal device and a personal account. You can manage these devices by using Microsoft Intune
and enable seamless access to company data. Users can only sign in to their personal devices by
using their personal account, not their organizational account. Azure AD registered devices support
Windows 10 or newer, iOS, Android, macOS, and Ubuntu 20.04/22.04 LTS1.

The other options are not suitable for this scenario because:

Hybrid Azure AD join is for corporate-owned and managed devices that are joined to both on-
premises Active Directory and Azure AD. Users can sign in to these devices by using their
organizational account that exists in both directories2.

AD joined is for devices that are joined only to on-premises Active Directory. These devices are not
managed by Microsoft Intune and do not have access to cloud resources3.

References: What are Azure AD registered devices?, What are hybrid Azure AD joined devices?,
What is an Active Directory domain join?
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B 77

Microsoft Intune Z &% Microsoft 365 H 7R T 3o xBEL T,

TERAED Android T/3 X 500 EHATELRICEEXNRET/NA R ELTEHEINTWVETS,
TINA RIZEET BICIE Appl EVWSRFIDT T ##mT 2RENHY FT,
ETITRE2DO772aVEENTIN? TRENDOERIIERED—HERLTVET,
FE ERIKATY,

A. Intune R—A )L A D5 Appl 84— KLET,

B. OEMConfig 7R 77 A ILEEB L E T,

C. Managed Google Play X k7h 5 Appl Z&RZELET,

D. App1 % Intune EEHAL 9,

EfE: (EfREERLET)

https://learn.microsoft.com/en-us/mem/intune/apps/apps-add-android-for-work

BRE: 78

&1 -D &4t Tl Microsoft Intune ZERA L TWLVET,

500 £ %#8 x5 Android X i0OS T/34 A Intune TF > FZEEF I TULET,

#F LU Intune R O—ZFRBHATHSFETT, T/31 RIZA VR F—)LENTLVS Android F7=I&
OS DNN—U 3 VIZIELT ER SR —HERINET,

Android £1z1LiI0S DIN—V 3 UIZEDWT RUL—BTNA REZ—F Y MITESLEHE
RITAEINELAHYET,

B ZEHETLILENHY FTH?

A. Azure AD TEIMIGEA VN—2y T IIL—ILEH DT IL—T

B. Intune ®T/N\A X AT TY)

C. Azure AD DT /31 RERTE

D. Intune DX T /31 R AIF

EfE:A(QAVRERKT D)
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Microsoft Intune % &E Microsoft 365 E5 H TRV ) T2 avEBELTYT, COY TRV )T 3
2IZIE Group! ] EWS T IL—THEENTULVET , Group (21 Intune [CTEEFRSIN TS T/ R
NEENTUVET,

Intune TYE—F ANILTE#EBHRLET,


https://www.jpntest.com/shiken/MD-102-JPN-mondaishu
https://www.jpnshiken.com/q/65214-5997891/
https://www.jpnshiken.com/q/65214-5997892/
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Requm! Secure Boot 10 be enabled on the device.

Explanation:
Box 1:
Device Compliance settings for Windows 10/11 in Intune
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There are the different compliance settings you can configure on Windows devices in Intune. As part
of your mobile device management (MDM) solution, use these settings to require BitLocker, set a
minimum and maximum operating system, set a risk level using Microsoft Defender for Endpoint,
and more.

Note: Windows Health Attestation Service evaluation rules

Require BitLocker:

Windows BitLocker Drive Encryption encrypts all data stored on the Windows operating system
volume.

BitLocker uses the Trusted Platform Module (TPM) to help protect the Windows operating system
and user data. It also helps confirm that a computer isn't tampered with, even if its left unattended,
lost, or stolen. If the computer is equipped with a compatible TPM, BitLocker uses the TPM to lock
the encryption keys that protect the data. As a result, the keys can't be accessed until the TPM
verifies the state of the computer.

Not configured (default) - This setting isn't evaluated for compliance or non-compliance.

Require - The device can protect data that's stored on the drive from unauthorized access when the
system is off, or hibernates.

Box 2: Prevent jailbroken devices from having corporate access

Device Compliance settings for iOS/iPadOS in Intune

There are different compliance settings you can configure on iOS/iPadOS devices in Intune. As part
of your mobile device management (MDM) solution, use these settings to require an email, mark
rooted (jailbroken) devices as not compliant, set an allowed threat level, set passwords to expire,
and more.

Device Health

Jailbroken devices

Supported for iOS 8.0 and later

Not configured (default) - This setting isn't evaluated for compliance or non-compliance.

Block - Mark rooted (jailbroken) devices as not compliant.

Box 3: Prevent rooted devices from having corporate access.

Device compliance settings for Android Enterprise in Intune

There are different compliance settings you can configure on Android Enterprise devices in Intune.
As part of your mobile device management (MDM) solution, use these settings to mark rooted
devices as not compliant, set an allowed threat level, enable Google Play Protect, and more.
Device Health - for Personally-Owned Work Profile

Rooted devices

Not configured (default) - This setting isn't evaluated for compliance or non-compliance.

Block - Mark rooted devices as not compliant.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-android-for-work
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-ios
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To deploy a specific iOS update to the unmanaged iPad devices, you need to perform the following
actions:

Enroll the devices in Microsoft Intune by using Apple Business Manager. Apple Business Manager is
a service that allows you to enroll and manage iOS/iPadOS devices in bulk. You can use Apple
Business Manager to assign devices to Microsoft Intune and enroll them as supervised devices.
Supervised devices are devices that have more management features and restrictions than
unsupervised devices. You can also use Apple Business Manager to create device groups and
assign roles and permissions12.

Create a device configuration profile. A device configuration profile is a policy that you can create
and assign in Microsoft Intune to configure settings on your devices. You can use a device
configuration profile to manage software updates for iOS/iPadOS supervised devices. You can
choose to deploy the latest update or an older update, specify a schedule for the update installation,
and delay the visibility of software updates on the devices34.

The other options are not correct for this scenario because:

Enrolling the devices in Microsoft Intune by using the Intune Company Portal is not suitable for
unmanaged devices. The Intune Company Portal is an app that users can download and install on
their personal or corporate-owned devices to enroll them in Microsoft Intune. However, this method
requires user interaction and consent, and does not enroll the devices as supervised devices5.
Creating a compliance policy is not necessary for this scenario. A compliance policy is a policy that
you can create and assign in Microsoft Intune to evaluate and enforce compliance settings on your
devices. You can use a compliance policy to check if the devices meet certain requirements, such as
minimum OS version, encryption, or password settings. However, a compliance policy does not
deploy or manage software updates on the devices6.

Creating an iOS app provisioning profile is not relevant for this scenario. An iOS app provisioning
profile is a file that contains information about the app and its distribution method. You can use an
iOS app provisioning profile to deploy custom or line-of-business apps to your iOS/iPadOS devices
by using Microsoft Intune. However, an iOS app provisioning profile does not affect the software
updates on the devices?.
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References: What is Apple Business Manager?, Enroll iOS/iPadOS devices in Intune, Manage
i0S/iPadOS software update policies in Intune, Software updates planning guide and scenarios for
supervised iOS/iPadOS devices in Microsoft Intune, Enroll your personal device in Intune, Device
compliance policies in Microsoft Intune, Add an iOS app provisioning profile with Microsoft Intune
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Reference:
https://blog.matrixpost.net/set-up-windows-autopilot-production-environment-part-2/
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https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-
manage- inorganization
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Device management =it | M i Cros Oft

Device configuration profiles (1)

Name Platform Profile Type
ConfigurationProfile1 Windows 10 and later Device restrictions

Device compliance policies (1)

Name Platform Profile Type
CompliancePolicy1 Windows 10 and later Windows 10 and later co...

Device enroliment =d!
Windows autopilot deployment profiles

No results

Enrollment status pages

No results.

Assignments "l

Included groups
Excluded groups
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Statements Y N
I g es ¢
= VIicrosoft '
FUser1 signs into Device1, Device1 will have both o o
ZonfigurationProfile1 and CnmpilanﬁePnFcﬂ assigned.
fUser2 signs in to Device2, “Device2 will have both 5 o
ZonfigurationProfile] and CompliancePolicy1 assigned.
fUser3 signs into Device3, Device3 will have both o
~onfigurationProfile1 and CompliancePolicy1 assigned.
IEfiZ:

Answer Area

Statements No
If User1 signs in to Device1, Device1 will have both
ConfigurationProfile1 and Compllam:ePnllcy1 asmgned

If User2 signs in td DeviceZ Device2 will have both MTC ros (ﬁ
ConfigurationProfile1 and CompliancePolicy1 assigned :

O 10,

If User3 signs into Device3, Device3 will have both
ConfigurationProfile1 and CompliancePolicy1 assigned.

Explanation:
Answer Area

Statements Yes No
If User1 signs in to Device1, Device1 will have both o @
ConfigurationProfile1 and CompliancePolicy1 assigned.
If User2 signs in to Device2,"Device2 will have both @ o
ConfigurationProfile1 and CompliancePolicy1 assigned.

If User3 signs in to Devic ve both
. O
Confi guratlonProﬁle‘] an 1 assigned.
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You can use the Power Bl Compliance app to load interactive, dynamically generated reports for
your Intune tenant. Additionally, you can load your tenant data in Power Bl using the OData link.
Intune provides connection settings to your tenant so that you can view the following sample reports
and charts related to:

Devices

Enroliment

App protection policy

Compliance policy

Device configuration profiles

Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the
Data Warehouse API that exposes the data model to your reporting client. Follow these instructions
to use Power Bl Desktop to connect and create your own reports.

Sign in to the Microsoft Endpoint Manager admin center.

Select Reports > Intune Data warehouse > Data warehouse.

Retrieve the custom feed URL from the reporting blade, for example:
https://fef.{yourtenant}.manage.microsoft.com/ReportingService/DataWarehouseFEService/dates?
api- version=v1.0 Open Power Bl Desktop.

Choose File > Get Data. Select OData feed.

Choose Basic.

Type or paste the OData URL into the URL box.

Select OK.

If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type
your credentials. To gain access to your data, you must authorize with Azure Active Directory (Azure
AD) using OAuth 2.0.

Select Organizational account.

Type your username and password.

Select Sign In.

Select Connect.

Select Load.

Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi
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A configuration profile is the correct answer because it allows you to configure Delivery Optimization
settings for Windows devices in Intune. You can specify the download mode, bandwidth limit,
caching options, and more. A configuration profile is a template that contains one or more settings
that you can apply to groups of devices. References:

Windows 10 Delivery Optimization settings for Intune - Microsoft Intune | Microsoft Learn Delivery
Optimization settings in Microsoft Intune
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you can use the client apps condition to block legacy authentication requests to App11. Legacy
authentication is a term that refers to authentication protocols that do not support modern
authentication features such as multi-factor authentication or conditional access2. Examples of
legacy authentication protocols include Basic Authentication, Digest Authentication, NTLM, and
Kerberos2. To block legacy authentication requests, you need to configure the client apps condition
to include Other clients, which covers any client that uses legacy authentication protocols13.
References: 1: Conditional Access: Block legacy authentication | Microsoft Learn
https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/block-legacy-
authentication 2:

What is legacy authentication? | Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-
protection

/conditional-access/legacy-authentication 3: Client apps condition in Azure Active Directory
Conditional Access | Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-
protection/conditional-access/client- apps-condition
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To configure Microsoft Defender Firewall and Microsoft Defender Antivirus on Azure AD joined
devices that are managed by Intune, you need to create a device configuration profile and configure
the Endpoint protection settings. You can use this profile to configure various settings for firewall and
antivirus protection on the devices. References: https://docs.microsoft.com/en-
us/mem/intune/protect/endpoint-protection- windows-10
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References:
https://docs.microsoft.com/en-us/intune/device-restrictions-configure
https://docs.microsoft.com/en-us/intune/device-restrictions-ios
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Actions Answer Area

it Assign the Cloud Device Administrator role to User1

¢ Enable Group1 to join devices to Microsoft Entra

i Instruct User1 to join Devicel to contoso.com

ii Add User1 as a device enrollment manager

| we - - ~
|32 Createa group named Group1 and add User1 to Group1

‘ i Configure the mobile device management (MDM) user scope

r - - - - - = -—7
| 1

| ES Instruct User1 to register Device1 in contoso.com

1E fi#:

ACONs Answer Area

Explanation:
Acuons ANnswer Area
it Assign the Cloud Device Administrator role to User1 1 t i Createéliggroup named Group1 and add User1 to Group1
i Enable Group1 to join devices to Microsoft Entra 2 | Conhgme the mobile device management (MDM) user scope
i3 Instruct User1 to join Device1 to contoso.com. 3 ! Instruct User1 to register Device1 in contoso.com
i Add User1 as a device enroliment manager !
- ‘
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Name

Restriction

Restriction2 10.0.22000
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Name | Operating system
Devicel | Windows 11
Device2 | Windows 10
Device3 | Windows 11
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Mieresoft “
User2 can enroll Device1 by using the Company, Portal app. ' B
User1 can enroll Device2 by usifigrautomatic enroliment
User1 can #nroll Device3 by using the Company Portal app
IEfiZ:
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User2 can enroll Devicel by using the Company Portal app. (@ :
. _
User1 can enroll Device2byiusihg automatic enroliment. 10,
User1 can enroll Devige 3'by using the Company Portal app :_ -;
Explanation:
Answer Area
User2 can enroll Dewcﬂ hy usrr].g thr(.umpany Maf app iy .
LHE:‘! tafi email Mcez by usini ﬁ'nauc enrollment. . &)

Microsoft

User‘l can enroll Device3 by usi Company Portal app. »
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AUTLIR Ry FT—5I1Z1F Active Directory KA A > H—EX (ADDS) FAAL UNEENT
WET,

VNet1 E WS BRIDRERY FT—9 28 Azure Y TRH ) T avhhyES, VNett (215
DOFRBILUNEENTEY AUTLIRA Ry FIT—YICEERINATVERA,

Microsoft Intune Suite Z{FEHJ % Microsoft 365 4 TR ) T a v HEHELTY,

Windows 365 Enterprise 54 £ XA #BEBALET,

Cloud PC #BRAT AMENHYET , VY a—2a VERODEHZRBIZLTVWIRLENHY FT,
*FRTODA—HY—IL FRGESWVDTEYITVRPCIZ7 IV ERTEZELRELHY FET,
*A—H—[X VNet! EDRETSVICEKGTEZTILENHY FT,

Windows 365 D 7RAEZ 3=V R D—Z2 EDLSITEAITNIELVTL &30, BFZBITIE,
BUHEA T aVEFELVWREICRS Y LET KA TaviE 1 E E#HE, £EFEFoKE
FALAWIEETEFET , AVTUOVERTIDICE RAVBIORENN—ZFZ RSV TT5h RY
A= ERELNHLIGZENHY FT,

FEELWLMBIRSEICTI RS Y bMIEShET,

Options Answer Arca

Azure network connection Join type:

Enterprise
Network:

Frontline

License type:
Microsoft Entra Hybrid Join

Microsoft Entra Join

Microsoft hosted network

Vo
1E fiZ:
Options Answer Area
| A e e © T rereserwrerprrpemm L
| Azure network connection Biitigs; i Wgro§ont Entra Hybrid Join |
Enterprise [ e e
_________ Network: | | AZure network connection I
________ 1 i S e e T D
Frontline |
—————————
_________ ense €. | Enterprise I
I.’.1:jrc:5f,"'?, Entra Hybrid Join I g W R e o g i
I Microsoft Entra Join !
L e i e, 1

Microsoft hosted network |
|

i il

Explanation:



bl b L IS FrUSE

lAzure network connection ‘ Join type: | Microsoft Entra Hybrid Join |

) S Oft . Network: | Azure network connection |

License type: | Enterprise |

["n".eras‘oﬁ Entra Hybrid Join ‘

[ Microsoft Entra Join ‘

I Microsoft hosted network ‘
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A—H 11— 20FEDORPLERTSFETT,

A—HY—([FEDTNA A THREDEHAEZFERATETEFIN? AET HICIE, EEEETEYGA T 3
VEERLTLEEEL,

FE ELWLVBIRSEICTIRA Y AR EShET,

Mo devices

Dewiced and Devices only

Dewice 1, Device2 and Deviced only

[Dewicel, Device2 Dewiced, Deviced, and Dewice3

: No devices. ' %
['i*vr?e-i‘d“'ld"bﬂkes only
Mh Déice2 and Device3 only

No devices

Dewced and DeviceS only

Devicel, Device? and Deviced only
Device1, Device2. Device3, Deviced, and DewiceS |

Explanation:



Userl: v

No devices
Device4 and Device5 only
Devicel, Device2 and Device3 only

Devicel, Device2, Device3, Deviced, and Device5

User2: v

No devices

Deviced and Device5 only

Devicel, Device2 and Device3 only

Devicel, Device /. Device3; Déviced, and DeviceS

Reference:
https://www.jeffgilb.com/managing-local-administrators-with-azure-ad-and-intune/
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Microsoft 365 47X 4 1) T a & HEFEHLTY,

Windows Autopilot Z{EH L T 25 &M Windows 11 TN/ A &# JOEC I =59 FB3FETY,
OOBE (Out-of-Box Experience) (R E KT 5 HELH Y ET,

Microsoft Intune Bt > 2 —THZ/ERT OBENHY FIH?

A BHERXT—2 X R—2 (ESP)

B. 7704 A7 774

C.aAVIZATUVRR)I—

D. PowerShell % ') 7 +

E. k702774

EfE:B(AA U FEHKRT D)
https://learn.microsoft.com/en-us/autopilot/profiles#:~:text=0On%20the%200ut%2Dof%2Dbox%
20experience%20(O0OBE)%20page%2C%20for%20Deployment%20mode%2C%20choose%20one
%200f%

20these%20two%200ptions%3A

B R: 100

Windows 10 #3417 L _Active Directory KA A (2B MLTWAaVEa2a—42—MN200E6HY F7,
B—F R S—%ERALT. $RTOI Y E1—4—T Windows 1) E— F &SI (WinRM) 2430
[ZTB2RENHYFET,

ETIREZIDOT7ILIAVEENTEIN? TNTNDOERIIERRO—EBERLTLET,


https://www.jpnshiken.com/q/65214-5997913/

FEELWMEIRSEICTIRA Y I EShET,

AVE—F IV T ERZHATIREEZRAMCLET,
B.WinRMIZ&KEJE— b —N—EEBZHATEIREZEMLFET,

C. Windows ') E— & (WS-Management) Y—E XD R A — r7 v TOEBEEZBHICHRELF
ER

D. Windows Defender 774 704+ —IL®D BEVE—F TRY by THINEHRT S IBRELEMD
[CLZET,

E.UE—FLPRMNIYB—ERDREZ— TV TDEELZEEICEET S

F. Windows Defender 7 7 A4 704 —IILZEBMLET: ZE) E— FEBHINEREFHATLET,
IEfR: (EfZzRTLET)

To enable WinRM on domain computers using Group Policy, you need to perform the following
actions:

Enable the Allow remote server management through WinRM setting under Computer Configuration
> Policies > Administrative Templates > Windows Components > Windows Remote Management
(WinRM) > WinRM Service. This setting allows you to specify the IP address ranges that can
connect to the WinRM service.

Set the Startup Type of the Windows Remote Management (WS-Management) service to Automatic
under Computer Configuration > Preferences > Control Panel Settings > Services. This setting
ensures that the WinRM service starts automatically on the computers.

Enable the Windows Defender Firewall: Allow inbound remote administration exception setting under
Computer Configuration > Policies > Security Settings > Windows Firewall and Advanced Security >
Windows Firewall and Advanced Security > Inbound Rules. This setting creates a firewall rule that
allows incoming TCP connections on port 5985 for WinRM. References: How to Enable WinRM via
Group Policy, Installation and configuration for Windows Remote Management
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10 & ? Android Enterprise 7/31 X Z &L Microsoft 365 E5 TR 49 ) T a3 ohpYET  &T
NARIZIITEEFMAOHEERTO I 74 ILHBH Y Microsoft Intune IZE RSN TLVET,

XFARY E—FRTE—DT7ITVEETTEIELIICTNAREERT DBLENHY FET,
TNARFRTOT7AILTEDERBREEZEET ILELNHY FIH7?

A. —f&

LAY —ETFTAIUb

AT LEFXA) T4

CTNAARAIVARYI VR

Ef: (EEEERLET)

To configure the devices to run a single app in kiosk mode, you need to modify the Device

OO0 w

experience settings in the device restrictions profile. You can specify the app package name and
activity name for the app that you want to run in kiosk mode. References:
https://docs.microsoft.com/en-us/mem/intune/configuration
/device-restrictions-android-for-work#device-experience
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Microsoft Intune [Z& & S vz Windows 11 T/34 R & &L Microsoft 365 47X 1) T a3 UhdH
YET,

BELGEXI)TA NYFRTNRARIZA VA R=ILENTWEINESIHZEANT BIZIE, T84
AT #FERATIDENHYET,

EDT—TINEZ—TY FMITRETLLIN?

A. VR T LIER

B. 77 1 JLIEHR

C.0SN—23Y

D. WindowsL X k1)

E. WindowsQfe

Ef:E(QAY FEHRKT D)
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Active Directory IZ& 50 L | Microsoft Intune [Z& & &4 TLV% Device! & LV5 &RID Windows 10 T
NAZADBHYET,

Devicel [FF)L—T 7R &—& Intune Z AL TEEINET,

Intune BEMNITI—T R O—BEELEZTTHLIICTIRENHY FT,
fAIZBZEITNIELNTL £ 572

A TNHRAREETOT 7))L

B.7TNARAVTSAT AR L—

C.MDMEF*alT4 R—=XJ4> TATF7AIL

D. JIL—THR)—ATxH + (GPO)

Eff: A(QA VU RERKRT D)

A device configuration profile is a collection of settings that can be applied to devices enrolled in
Microsoft Intune. You can use device configuration profiles to manage Windows 10 devices that are
joined to Active Directory and enrolled in Intune. To ensure that the Intune settings override the
Group Policy settings, you need to enable the policy CSP setting called MDMWinsOverGP in the
device configuration profile. This setting will give precedence to the MDM policy over any conflicting
Group Policy settings. References: [Use policy CSP settings to create custom device configuration
profiles]

BE: 104
RDORIZRTAI—H—%EL contoso.com & LYS ZHID Microsoft Entra 7+ > kAHY EFT,
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T+ > k2, Windows 11 #3E179 % Computer! EWSZRFINDRAA Y K70y J—95)L—F O
VEA—F—MNEFENTLET, Computer! [ZIE, RORITKRI A—AHIL A—HF—NEFNATLE
ER

Name Member i&

‘_Ef_l:.:_:_a'}___ ”"J""r"ﬁ‘i‘ ors
UserB SEeTS

UserC .. ice Owners
YspeR® T Users,
L WHTTEE o

Computer1 % contoso.com [ZSMEEEZLENHY FT,

EnO—AHJL 22— —hH Computer! % contoso.com IZBMEELNBEZTLELIMN, T ED1—
H—® Microsoft Entra EEHREFATETEI N BET S EAEEHTEY A T avE
BRLET,

FECELWDERI LT ‘IVf/ I~7’J\ﬁ’—:"-é«’rl,$'§'

Local users

| UserA or UserB only
| UserA or UserC only

UserA, UserB, or UserC anly
|UserA, UserB, User(,-or UserD

Credentials of _AdminhgrAdmin2 only | %
| Adrdin Ponly
FAdmin1 or Admin3 only
| Admin1, Admin2, or Admin3 only
| Admin1, Admin.?,_ Admi_nl or User1

1E fiz:

icrosoft

Local users

' ' Userk or UserB only
UserA or UserC only 7
UserA, UserB, or UserC 1_!!1_'_“? :

UserA, UserB, UserC'of UserD

Credentials of: Adm!m_u:s;hidrnmz only ol
Admm ¥ only
| Admin1 or Admin2 only
) "Admimt or Admin3 only — —
Adminl, Admind, or Admin3 only
(Admin1, Admin2, Admin3, or Userl

Explanation:



Local users UserA only v

Credentials of: ' Admin1 or'Admin2 only "I:&
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Microsoft Intune [C&$k SN TLVA 500 &M macOS T/314 R & &L Microsoft 365 E5 TR 1)
ToavhbVET,

Microsoft Defender for Endpoint 77 4 JLAXIER ) & —% macOS T/3f RIZHERATE S & #HER
TEOMBENAHYFET, V) a—2arTR EEEZZR/NMRICHNZSIDENHYFET,
fAIZzgRETL&LIH?

A. macOS T/34 X % Microsoft Purview 3> FS5 4 7R R—A JLIZA VR— K LET,

B. Microsoft Intune Bt 2 —M0b X1l T4 R—XSAVEERLET,

C. macOS T /34 X |Z Defender for Endpoint #4 X k—JLLE T,

D. Microsoft Intune BBt 42— oA TO T 7M1 ILEERLET,

EfR: (EffZzRTLET)

To apply Microsoft Defender for Endpoint antivirus policies to the macOS devices, you need to install
Defender for Endpoint on the devices. You can use Intune to deploy a script that installs Defender
for Endpoint on macOS devices. After installation, you can use Intune to create and assign antivirus
policies to the devices. References: https://docs.microsoft.com/en-us/windows/security/threat-
protection/microsoft- defender-atp/mac-install-with-intune
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Azure YT RH ) T3 EBELBTY,

TINA R 1 EVNSZBIDA Y TLIAD Windows 11 T/84 ANHY £3,

Azure Monitor Z{#H L T Devicel #8183 3FETY,

HTRY1) T3 UITDCRT EWVWSERIDT—2UNE/L—IL (DCR) ZERLET,

DCR1 ZICBEEMIFTHRETL & 5H?

A Azure 2y b T—0 F YV TFr¥—

B. 7/31 X1

C. Log Analytics 77— AR—X

D. EfiERA Ty b

IEfR: (EffzRnLET)

To monitor Device1 by using Azure Monitor, you should associate DCR1 with Device1. A data
collection rule (DCR) defines the data collection process in Azure Monitor, such as what data to
collect, how to transform it, and where to send it. A DCR can be associated with multiple virtual
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machines and specify different data sources, such as Azure Monitor Agent, custom logs, or Azure
Event Hubs1. To associate a DCR with a virtual machine, you need to install the Azure Monitor
Agent on the machine and then select the DCR from the list of available rules2. You can also use
Azure Policy to automatically install the agent and associate a DCR with any virtual machines or
virtual machine scale sets as they are created in your subscription3.

The other options are not correct for this scenario because:

Azure Network Watcher is a service that provides network performance monitoring and diagnostics
for Azure resources. It is not related to data collection rules or Azure Monitor4.

A Log Analytics workspace is a destination where you can send the data collected by a data
collection rule. It is not an entity that you can associate a DCR with5.

A Monitored Object is not a valid term in the context of Azure Monitor or data collection rules.
References: Data collection rules in Azure Monitor, Configure data collection for Azure Monitor
Agent, Use Azure Policy to install Azure Monitor Agent and associate with a DCR, What is Azure
Network Watcher?, Log Analytics workspaces in Azure Monitor

A3h897:MD-102-JPNRARESL [FJPNTest.comigfit &  MD-102-JPNELERICEHK T S Z L IT&IC
IIHFET ! JPNTest.comlE% &=FHMD-102-JPNEAERfEEE Z 1Rt L £ 9, JPNTest.com MD-102-
JPNRERRIREE L SEHSNFE L, 22 TMD-102-JPNEEEND TR IV VEFICAN
F9, BERD 7 Y £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu  854f§_, 3 0 %
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%t Tl Azure AD_ Microsoft 365_ Microsoft Intune  Azure Information Protection #3R%& L TLVE
T 21O tEXa1 T4 RYI—IZF ROKSICEREBEShTHET,

*BABRT/NA X% Intune IZEFTILEETHY FHA,

*A—H— (X TEDEFA—IN T—RIZF7YV AT AHHIZPIN Z2FERALTCRIATH2HELHY F

ER
*A—H—FEAD IOS H&L U Android TN RZFRLTEREDY TV F H—ERIZFTIERT
TFEY,

*A—H—REEDEF A —ILT—4 % Microsoft OneDrive for Business L4t DU 59 K X kL —
CH—ERICOE—TEHVWESIZTEIRHELAHY ET,

XaUT4 RYO—%2FRITZICEV)1—2a v EBRTILENHYET,
AZENEENTL & 5,7

A. Microsoft Purview 3> 754 7 VR iIR—E2 ILh b DT—42EBKHIE (DIP) R & —

B. Microsoft Intune BBt 22— DTN/ AR TOT7 714/l

C. Microsoft Intune Bt 2 —MoDT7 T RERY > —

D. Microsoft Purview 3> 7354 7R R—F2 IO DORER Y R H EBAKRY o —

FfE:C(aAAV LEEKRT D)
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Microsoft Intune Z&d; Microsoft 365 47X ) T 3By Ed IR T avicid &
E£ADTLIZEE S 1= Android Enterprise T/8f ANEENRTUNVET,

Profile1 E WS ARIDTNA RFIBTOT 7ML 34 T=H BB T I 7 IILEREATHFET
9, Profilel (&, DRATLEFDA VT FUOR D4 FIFEIYETET,

Profile1 DEHEEN A ZEBRT 2BELHY T H?

A. Bt

B. —fi%

C.TNAAIHVRARYIT VR

L]

D. EE.IﬁnX;E
IEf%: (EfEZRTLET)
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Windows AutoPilot D fii EH Z - RENHY FET,

Azure Active Directory 7L — FHO LR T A2LENH D 2 DDERTEIETENTTHN? BET BICIL,
EZERETHEYGEREEERLET,

/IE'\. ELWMERRIEICTI RS AT ESINET,

€ Overview

' Getting started

Manage

| & Users

| . Groups

. T e | T — —

85 Organizational rﬂlatH: nships

e e T NI —_— — —_—

as Roles and administrators

N E"nterpnﬁe apphcatzer‘s

Devices

B  App registrations

B App registrations (Preview)

£ Application proxy
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o Overview =.M]CTDEGft

ti' Getting started

Manage

s Users

4 Groups

RE Organizational relationships

[ % ROIEs and administrators

i Enterprise applications

B App registrations

B  App registrations (Preview)

£ Application proxy

Explanation:

@ Overview

t' Getting started

Manage

——
| & users _0O |
i Groups A\

v
[ 0: thlnmt relationships ‘
mﬁles and administrators ]

Ti Entgrpnsa applications ]

l B App registrations (Preview)

I B App registrations _I
|
|

| B! Application proxy
References:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-reset
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£ I1ZI1E  EED Windows 10 T/34 R Z &1 contoso.com &LV ZRID Azure AD TF > FAH

YFEI,
# L Ly Windows 10 7/34 X % contoso.com [Z&MEEDdE 1—H—(L4HDPIN ZERET S &
SITROBENFET,

a1 —H—H Windows 10 T/34 X % contoso.com [CESIMEE B EEIZ 6 HIDPIN #REIT HLD
[ZKRHDAVE—UHRREINDIEIITTILELHY FT,

fi# iR Microsoft Entra Bt 2 —M 5 BEIE/NMJL T/A4 XEE (MDM) 83 ZER L E
9, Microsoft Intune B 2 —hb TS AFERTA 774 ILEERLTEIYLETET,
CNIFEEZHEEZLTOETH?

A. LMVZR

B. (XL

EfE: (EEETLET)

B 11

Windows 11 Pro #3479 50 Ea—42—»5mHYUFF, a2 E1—4—I[F Azure AD IZSN

L . Microsoft Intune 2Bk SN TWWET, 3 Ea1—4%—% Windows 11 Enterprise [C7 v 75 L—
FI2mBENHY ET, Intune TRIZHERT D2DLENH Y I H?

A. TN REFERY) o—

B. T/N\A AR TAT 7ML

C.TNARADY)—2T v TIL—IL

D. TNNARAVT AT VAR ¥—

IEfF: (EffZRTLET)
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Microsoft Deployment Toolkit (MDT) M4 Y X b—JILEhTLVET,

LR E1—4%—ITWindows 11&Z 4 Y XA F—)ILLTHREIAALET

SROAVEL— DA A—CHFXFvTFr L TR A—CHBEBOIVE2a—F—ICREATE
5 LEHEETIVLENHBYFET,

AA—CFEF Y TFY T HRNIRTTHIATY FEFERTTA?

A. RERK

B. wpeinit

C. VAT LK

D. bcdedit

IEfZ: (EffZzRLET)

To capture an image of a reference computer and make it ready for deployment to multiple
computers, you need to run the sysprep command with the /generalize option. This option removes
all unique system information from the Windows installation, such as the computer name, security
identifier (SID), and driver cache. The other commands are not used for this purpose. References:
Sysprep (Generalize) a Windows installation
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Microsoft 365 H 7RV ) T a3 v HHHLTY,

TINA REEET B(Z1E Microsoft Intune Suite #ERALET,
ROEIZRT LS50S 7TV RER) O—DHYFET,

Access requirements

PIN for access

PIN type

Sstmple PIN

Select mwmumum PIN length

Touch 1D instead of PIN for access (1OS
8+ /iPadOs)

Overnde biometnics with PIN after
bmeout
Timecut (minutes of inactnaty)

Face |D instead of PIN for access (1OS
11+ /1PagdOs)

PIN reset after number of days
Number of days
App PIN when déwce PIN 5 set

Work or school account credentials for

access

Recheck the access requirements after
{munutes of inactivity)

Conditional launch

Setting Action

Max PIN attempts Reset PIN

Offline grace penod Block access (minutes)
Offline grace period Wipe data (days)

Jatlbroken/rooted devices Block access

KOy TE O AZa—%FRALT HICRENEBERICEDVTEXNEFSTH I EHEEDRERE
FBRINLET E ELWLVEBIRIIFAEFNIKRS D T,



Answer Area

After 30 minutes of inactivity, a user will be prompted for their [answer choice]. | PIN only 2 |
account credentials only J
PIN only
PIN and account credentials
Entering the wrong PIN five times will [answer choice]. I block access ¥, |

reset the app PIN

reset the device PIN

wipe compang*data
U"rl’v C rpv "z-r

i 1( NC N
After 30 minutes of inactivity, a user will be prcmptedw 1 'n[mrel' chotee] [PiNoniy=
account credentials only

PIN and account credentials

Entenngithe wrong PIN five times will [answer choice]. ! block access > ]
freset the app PIN |
TeSet The davice PIN
wipe company data

Explanation:

Box 1 = PIN only

Box 2 = reset the PIN app

iOS/iPadOS app protection policy settings - Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en- us/mem/intune/apps/app-protection-policy-settings-ios
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Microsoft Intune [CEEREN TS T /344 R E &L Microsoft 365 TRV 1) T avhhbyYET,
ROBHHERATHICIE T FRA b X2 )T0 RYUD—FERTIDELNHYET,
*macOS 2E179 53 Ea1—%4 TlE_ FileVault "ERZHE > TVWARREAHY T,

* Windows 10 #3179 %1 > E 2 —4 —TIld_ Microsoft Defender Credential Guard D& 27 >
TWARERHY ET,

* Windows 10 #2179 %3 > E 2 —4 —TI&_ Microsoft Defender 7 1) r—< 3 VHIEIN BRI
BOTWARENHY FT,

BEHFICHLTEDIVRFRA VM X2 ToBEZFERATILELNHYFEFITM? EET SIS
(&, BUGHEEZELWVEGICFS I LET, BMEEE 1 B BHE, FEFE-(ERSNE
WEENHY FET AT UVERTITBIZE RAVEDREN—F KRSy TTHMN RoO—)L
TEOLELNHIHZENHYFET,

Features Answer Area

‘ Account protection

Computers that run macOS must have FileVault enabled: ‘ ‘

} Attack surface reduction (ASR)

Computers thatqun Windows 10 must have Microsoft
‘ Defender Application Control enabled: ‘ ‘

1 T that run Windows 10 must have ’ ‘
} Endpoint detellioh and response(EDR)l' Mé[& efender Credential Guard enabled:

\ Disk encryption




1Efig:

Features Answer Area

r....-__.-.._—__.-._-.-T.-._...._.-.....-.__.-_.._—._.-__.‘I i v
k Account protection |

| i Wi R i - i R

—————————————— Computers that rin Windows 10 must have Microsoft
____________________ |1 Defender Application Control enabled:

———————————— Computers that run Windows 10 must have R ———— =
P ———— ; : | Account protection |
LEndpojm detection and response (EDR}| Microsoft Defender Credential Guard enabled: feut i

Explanation:
Answer Area

Computers that run macOS must have FileVaul enabled ' sk encryption

Computers thal nm Windows 10 must have Microsof
Delender Applcation Conirol enabled

Computers thal run Windows: 10 must have Account protection
Microsoft Defender Credential Guard enabled

Disk Encryption

Antack surface reducthon (ASR)

ASR - Ref https://learn.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy#:~:
text=Application%20control%20%2D%20Application,Constrained%20Language%20Mode.
Account Protection - Ref https://learn.microsoft.com/en-us/windows/security/identity-
protection/credential- guard/configure?tabs=intune#:~:text=You%20can%20also%20configure
%Z20Credential%20Guard%20by%
20using%20an%20account%20protection%20profile%20in%20endpoint%20security.
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Server! EWVSF VT LI R H——AHY MDT1 &LVS5 Microsoft Deployment Toolkit (MDT) B
AHEXBEZRRAFLTOWET MDTI ATIILFXR Y X FEAZYR— LTSI L ZHRT IVLE
NHY FEF, Server! ITfilE A4 VR F—ILFTNIEKTL £ 5H,

A. Windows Server B#H—E X (WSUS)

B. Windows B+ —E X (WDS)

C. T ILF/$R1O (MPIO)

D. WILFRA bRy A

Ef:B(aAVbERKT D)
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contoso.com & LY5 & EID Microsoft Entra 77> tAH Y £9,

Microsoft Intune ZFERAL TTNA RAEZEELET, B Intune BERIIEDIZHE->TULET,
A—H—m5lE, TN RDEBEFIZENSIL T/ RAEE (MDM) —/I\—DF7 FLAFANT
DENHDEVLIBENLHY FT,
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TNA ZADBFFHDOL—HF—DBEEEZHS T =0T, XD CNAME DNS KRR b& La— FEERT
5FETY,

EnterpriseEnrollment.contoso.com

EnterpriseRegistration.contoso.com

BHREKXRZ Intune Y—/N—IZ)FA LY FFBHICIE FHECNAME LO— FOTLEBE R A A 24

(FQDN) 21T S REAHY ET,
ZFQDN ZED &S ITEBHITNIELNTIH? BET HICE, BEEHTEDGA T 3 V&R

LTLEESW,
AR ELVWEBRIEICTRAY A EESIET,

EnterpriseEnrollment-s _manage.microsoft.com 2

cloud microsoft

manage. microsoit.oom

onmicrosbft.com
Mindows.net

Enterprisefegistration l windows.net "l
cloud microsoft
manage.microsoft com

onmicrosoft.com

m P p—

EnterpriseEnrcllment-s  manage.microsofticom
cloud microsoft

] managemicrosoftcom
onmiigrosoft.com
windows.net

Microsoft

EnterpriseRegistration l windows.net > |
Cloud.microsoft
manage.microsoft. com

onmicrosoft.com

[l windows net

Explanation:



' L.
EnterpriseEnrollment-s [ Jmanage.microsoft.c _ SO1 H:
EnterpriseRegistration  windows.netys, « \ -

%
|rr?f-‘ 1;,. .
AN
\~
* >
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Microsoft Intune A& EMN S Microsoft 365 ES H TR 4 1) T3 v aEHLTT,

YITRY YT avICiE, Intune IZEF I BEARMEOLEEARATO 7 74 )L %D Android
Enterprise T/8 ANEENTWNET , TRTD Android T/34 X[ Groupl EWNS T IL—TD »
VIN—TY,

Android T/ R IZRFDEF 1) T4 TANAZT—HNEWNEE, T2 F 21— —¢& Intune EEH
MEFA—N AVvE—CERIETEHLIICTINELHY FT, Microsoft Intune EEEZ 2 —M 5
EQT7I a3 vEIRBICETTILENHYETH BETHICIE BUETHI 3 EELVER
ICFSY I LFET &7 aViE 10 BHE, FEFE-ERALGVEEAHY FET, 0V
TUOVERTETDIZIE RAVEDRENN—E FS9TF 50, AU O—LTE2BLENHLIEENH
YEI,

FEELWLVBIRSCEICTIRA Y A EShET,

uuuuuu raEwWE ruEe

; Microsoft

Step 2:

| Create a compliance policy

Create a Conditional Access policy.

Create an attack surface reduction (ASR) policy
Step 3:

From Compliance policies, create a notification message template.

From Tenant admun, create a custom noftification.

T e T T T T R T e T T

e m = = = = = = = = = = = = = = = =

..u_..,_.._,__.._,..____‘__.,_u.‘_‘..__..._.

Explanation:

Actions - L € Answer Area
— . - = ﬁl
Cregtes con n\év@:!{t‘ (@ ) EIH"I_E Step 1: gEFete @lcompliance policy.

Create a Conditional Access policy.

Sep? | From Compliance policies, create a notification message template,
Create an attack surface reduction (ASR) policy.

Step 3: Assign policy to Group1.
From Compliance policies. create a notification message template

From Tenant admin, create a custom notification. —l
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Microsoft Intune #{EF3 % Microsoft 365 4T R4 ) T avhHlY 9,
Windows Autopilot Z{#H L T 25 &® Windows 11 T/A\f RZJOEL 3 =53 3FETY,
TNNAADTAED I =V HIZRODBEREFH-THENHY FT,
*FTINETOTFAIDERRADETRREERTLET,

*TINA A% Azure AD [2SIEEF T,
BEHEB/-TICE MAEZERT IVLENHY FETIN? BETHICIE BULGEELZELVEHICF
ST LET EREE A EBHE, EF-EFELKFERASNBNMEENHYET aVTUVE
RRTBDITIE  RAVBEDRENN—F RSy ITTEMN RIVA—ILT ELENHIEELNHYET,
FE ELOMBIRSEICTI RS Y RMTEShET,

Settings Answer Area

CNAME Validation Display the progress of app and prgfifédeployments:

‘Co-management Settings .
Join the devices to Azure AD:

Deployment Profiles

Enrollment notifications

| Enroliment Status Page

Settings Answer Area

| CNAME Validation l Display the progress of apfi and profile deployments: | Enroliment Status Page |

____________4

= _ __________ ] Join the devices to Azure AD: ! | Deployment Profiles !

D e

S —

Explanation:

“==Microsoft *==*=

CNAME v‘ahdanon Display the progress of app and profile deployments: | Enroliment Status Page

'Co-management Settings |
Join the devices to Azure AD: | Deployment Profiles

Deployment Profiles

Enroliment notifications

Enroliment Status Page

https://learn.microsoft.com/en-us/mem/intune/enroliment/windows-enroliment-status
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vy RI—412(E4 > F L 3 RO Active Directory KA A > #—E R (ADDS) KA A UHAEEAT
WET,
Microsoft Intune & FEHN AD DS KA A > &R % Microsoft 365 E5 TR U 1) T avhisHly)

FY,
Windows O—AJ)LEEBE/NZAT—F V1) 12— 3 > (Windows LAPS) A% Microsoft Entra ID THh
[CHE-2TWET,

IR )T aUIZF RORISRTHREL O—)LEHY FT,

Permission - )

| microsoft.directory/devicgtocal¢neddnt fals/password/read

microsoft.directory/dpwikafotadcreédential s/standard/read
microsoft . JdirsctaryjHdeévicelocalCredent jal s /standard/read

microsoft . difectory/deviceloc alCrede

Helpd:e-ﬁk Adm.ms:_[;;i%_a |
Security Readeg~ W\ "

L

RORIZRTTNNAZABNHYFET,

Eémdtrosof’omned to AD'DS

Device? Microsaft€ntra hybrid joined

e s e A W

Device3 MigrO20ft Entra joined

UTOEXIZDOWT ELWMERIF FLZBRLTLLESW, 25 THENGEIF DOVE 1 ZRRL

TLEEEW,
AR ELWERISEICTI ARSIV BT EESIET,
Answer Area

Statements ' Yes No

User1 can use Microsoft Entra to read the local adminiStiator password of Devicel,

User2 can use Microsoft Entra togeat] the focal administrator password of Device2

RO o f
User3 can use Hmf! a cIrCcI?}Q:S utramr password of Device3 @



Answer Area

Statements Yes No

ser1 can use Microsoft Entra to read the local administrator password of D«

Explanation:

Answer Area

Statements Yes No
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Windows 10 #%£179 4 1,000 BEOAVE1— 3 —2EBLTVWFET , IRXTOIVEa—42—I&
Microsoft Intune [Z&8F SN TULVET  Intune Z2FEAL T, AV EF1—48—DY—ERX FrRILHKRTE
ZEBLET,

AVEL—2DY—ERIREBZHERETIVLENHY FT,

fAlZ g RETL&LIN?

A VI LI T7EHFIL BHFI VI TLEOERRAKREERRLET,

B.VI7 bV 7EHFANLEEOTERRLET,

C.TNARER-TAT7AIUDL TNAADRT—EARERKLET,

D. FNRA R AVTISATUR NS TFNARAVTSAT7URERTLET,

FfE:A(QAV FEERT D)
https://learn.microsoft.com/en-us/mem/intune/protect/windows-update-reports#reports-for-update-
rings-for- windows-10-and-later-policy:~:text=IncompatibleServicingChannel
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Microsoft Intune & Microsoft Defender for Endpoint 53& E#41 % Microsoft 365 X9 1) T 3>
ZHEELTY,

aA—H—(d Windows 11 ZETTEH5TN\A AZMALTLET,

Defender for Endpoint 5 & Intune ~DEHRZERLET,

TN DY Intune IZEER SN D & T DT /314 XH Defender for Endpoint IZBEIMIIZA VAR— K&
NEESICTEIRDENHYFET AZHEEALT EOR—FILEFERTILENHY FTIH? BET
BIZIF, BEEECTEUGA T a vEBRLTCESV,FE ELWMERIEICT RS Y AR E
ShFET,


https://www.jpnshiken.com/q/65214-5997934/

Configure: An endpoint detection and résponse (EDR) profile
| An account pridtection profile
An endpaint getection and response (EDR) profile

|An dnbearding package for Microsoft Defender

Microsaft Intune admin center
Microsoft Defender portal
Microsoft Entra ad enter

1
Angwer Area || =
Microgoft
ot | e I.—'l.': endpoift detection and response (ECRY |:-".‘.-f'||- -
An acgount protection profile
Anendooint detection and recponse [EDR) prohle
Artafboarding package for Microsoft Defender
I ¥t Lh’-l: roaaft Intune admin center 'i
| Microsaft Defender portal
Microsoft Entra admin center
Microsoft Intune admin center
Explanation:

Viicrosort

s
o I % *
Configure: An 0:&11:;@\!&-“:-:-- and response (EDR) profile

i %
& = =
rral; il q&} ff Infune admin center >
%
-

A7 MD-102-JPNEIRES (FJPNTest.comizfit S MD-102-JPNERERIC &8T5 C & ITH&IC
IIBFET ! IPNTest.comlE4 &xFHMD-102-JPNEAEREIRESE Z 11t L £ 9, JPNTest.com MD-102-
JPNEEEEBEEEELE I BEHF INFEFL-, Z ZTMD-102-JPNEIREEDTRA FI VO U EFITAN
F9 ., RFRDT Y £ X _https://www.jpntest.com/shiken/MD-102-JPN-mondaishu 8548 3 0 %
TARARAIY b EHHEEISIa— F: JPNshiken)
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RDORIZERTTIL—TZEEL Microsoft 365 E5 H TR 2 1) T avhhbyUEd,

Descrlp@
Groupl Azure AD groupt‘hatcontalns a user named Userl
Group?2 Azure group that ¢ontains;iOQSidevices

i0OS T/34 AH 5D Microsoft Exchange Online ~D7 - X% 70w 49 % CAPolicyl £S5 4
AIOEBFET VR R O—ZEHM LFET, CAPolicyl % Group! ICEIY HTET,



https://www.jpntest.com/shiken/MD-102-JPN-mondaishu

User1 (£ i0S T/314 AM 5 Exchange Online [Z5| EfEEHMTET D &MY FT,

CAPolicyl DB HI SN TS I L EZHRETIVNELHY FT,

HE=IIRZT o2 EN?

A. 3 LUL\RIARK (TOU) #8BLFET,

B. CAPolicy1 % Group2 IZE|Y #TET,

C. CAPolicyl #B%h11Z9 %

D. CAPolicy1 IZEHZ#EMLTTNARETAILA YT LET,

EfR: (EffZzRTLET)

Common signals that Conditional Access can take in to account when making a policy decision
include the following signals:

* User or group membership

Policies can be targeted to specific users and groups giving administrators fine-grained control over
access.

* Device

Users with devices of specific platforms or marked with a specific state can be used when enforcing
Conditional Access policies.

Use filters for devices to target policies to specific devices like privileged access workstations.

* Etc.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview

Eﬁ:ﬁ: 123
contoso.com & WLVNS BHID Azure AD TF 2 bDAHY FET  RORIZKT TNA ADBHY ET,

Name Platform
Devicel | Winga#s44
Devige 2 Iivadows 10
Devicas' | 105
Deviced | Ubuntu Linu

Azure AD IZBIITEST/\A RXENTIT M, £i=_ contoso.com [TEEFTEE T/ RILENT
T BETHICIE BETHETGA T a2 awE&RLET E ELLVEIRSEICTI RSN
fT5EENnFET,

MIWET Mica

Azure AD joined: | Device1 and Device2 only :"j
Devicel only
Device1 and Device2 only

Device1 and Device3 only

Devicel, Device2, and Device3 only
Devicel, Device2, Device3, and Deviced

Registered in contoso.com: | Devicel and Device2 only i

Device2 and Device3 only

Device2 and Device4 only

Device2, Device3, and Deviced only
Devicel, Deviced, Device3, and Deviced


https://www.jpnshiken.com/q/65214-5997936/

—— =

M I C ro S szte AD joined: | Deyice1 and Device2 only ‘\;',:J
“Device1 only
Devicel and DeviceZ only

Devicel, Device2, and Device3 only
Devicel, Device2, Device3, and Deviced

Registered in contoso.com: | Devicel and Device2 only ¥ |
Devicel and Device2 only

Device2 and Device3 only

Device3 and Deviced only

Device2, Device3, and Deviced only
Devicel, Device, Device3, and Deviced

Explanation:

AZure AD joined: Devicel and Device2 only

Registered in contoso.com:  Devicel and Device2 only
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Microsoft Intune Z {9 % Microsoft 365 E5 4T R4 ) T avhdHy£d,
A—H—DERTELITNARZRODEHZH-TELEDICRIVLELHY T,
*HERIOI7AIILOFEREYR— 9 S Android T/31 X,

*i0S 16.0 LI #3E1T9 5 i0S T/A1 X,

EEFTLHLLENHD 2 DDFIRIFENTI M, BET HICIE, BEZEBETHREREZZBRLTLZELY,
FEELWLBIRSEICI RS Y AMTEShET,



Home > Devices > Enroll devices > All Users »

Edit restriction - X

‘ Platform settings ";' Review + save

Specify the platform configuration restricticns that must be met for a device to enroll Use compliance policies to restrict devices after enroliment. Define
versions as major.minor.build. Version restrictions only apply to devices enrolled with the Company Portal. Intune classifies devices as personally-owned by
default Additional action is required to classify devices as corporate-owned. Learn more.

Type

Android Enterprise (work

Manufacturer name here
profile) [ |
ﬁﬂdl’ﬁd device 2] I Manufacturer name here |l
administrator
: Allow min/max range: i
i05/iPadOs I ™o ] | Mie I Restriction not supporied
macOS Restriction not supported Alow Block Restriction not supported

Allow min/max range: Che
o e Restriction not supported

Windows (MDM) ©

Roview + save

1E f&:

FUEE & WEVIRES J CINUE UEVILED & AN URETy &

Edit restriction -~ %

O rattorm settings (Z) Review + save

Specily the platform configuration restrictions that must be met for 3 device 1o enroll Use compliance poloies to restrict devices after enroliment. Define
versions as majoraminor.build. Version restrictions only apply 1o devices snrclled with the Company Portal, Int ifies devices a3 perscnally-owned by
defaull Additional action is required to classify devices as corporate-cwned. Learn more.

Device manufacturer

[ Manufacturer name here !

[ Manufacturer name hade H

Reswriction not supported

Restriction not supported

Restriction not supported

= Microsoft

R [ o |

Explanation:



Answer Area hid
Edit restriction

o Platform settings

net for a device to enro se compliange poliies restrict devices after enroliment. Define
versions as major.minor.build. Version restrictions only apply to devices enrolied with the Compagif Fosal. \illune classifies devices

Type Platform versions Personally owned
AlSWw MR I8k range
Block \ Allow
@D o b i =
[ - Milow n max range
o Y - A e Chiow I
f amaddl, |
e —— (ATTow min/max ange:
Allow Block f— - ﬂl
A B ‘ |
Block
m a
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Microsoft 365 E5S T X9 1) T 3 V& HEHLTY,

IR TO Windows 7734 R [& Microsoft Intune [CEERSNTLET,
FTRTDTNARIZYE— b ALT 7TV EBRTIDENHY FT,
Y1) 1= 3V TREBLEDFHER/NMRICMZAZ2BENHY T,
EDRIATDOT7 T zREAT IHLELHY FIH7?

A. Windows 7 7'!) (Win32)

B.v44-0Y 7k 365

C.’A4/7B8YIJ+rRLT

D. £ %7 (LOB)

IEfE: (EfEERTLET)

BH: 126
Microsoft 365 TR H ) T 3o HHHTT,

RDORIZFRT &K 512 Microsoft Intune [CEEEFSINTWBT/NNA ABHY FT,

Intune ZFERALTEDTNARIZT T EBRATEETH?
A. TN R1DH

B. 7/\ X1, TINA X2, TINL R3DH

C. TIN\A R1ETINA R3DH

D. 7/8 A1 TINA R2_ TINA A3, T/31 R4

Device manufacturer
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E. T/ R1ETINAL R2DH
EfR: (EffZzRTLET)

B 127

Microsoft 365 47XV 1) T avHYEd Y TR 1) T 3 2I2lE, Windows 11 ZEST

L . Microsoft Intune IZ&8 SN TWLVS 500 BNV EFa—4—pRaFEhTWET . EADEXaY)

TABH IOV LORRAZERT IDLELHYET, V) a—23VE ROBHEEHL-ITLEN

HYUFET,

*CRERIEOES BHIOSSLETRA N AVELI—4—DFIL—TIZEHTILEAHY FT,
RERIETRA LD 15 BRICEFHF IOV S LHABBMICERAINILELHY FT,

Microsoft Intune E¥Et > 2 — TR ZERT DBELH Y FIH?

A. BEREREFTRY o —

B.E#H'Y YT

C.E¥xal)T4~"—R3/M4>Y

D. T/\A RERTOT 74 )L

IEfR: (EfEERTLET)
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v b7 —2% [ZlEcontoso.com & LY 5 Active Directory KA A UAHY ET , 2D KA A I

[&. Windows 10% %7 L TLV % Computer1 & Computer2E WV 525NV Ea—3—REFEFATL
F 9, Computer1 Tlnvoke-Commanda < > FLw FZ&ZE1TL  Computert(Zxf L TLY DHD
PowerShella <> FERTIHLENHYET , FTMEIRETLLIN?

A. Computed T_Computer! ) E— FEEIL—H— FIL—FIZEMLET,

B. Computer! T_HcK-PSSession A< > KLw FEEFTLET,

C. Active Directory i 5 EBtESNFaVEa2a— 43— T7HO  FOFFICSH L TEBEIN-RELE
BLET,

D. 51 &M< Enable-PSRemoting A< > KL w FEETLET,

IEf#: (EfEZERTLET)
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Microsoft 365 4 7R 1) 7 a v HEELTY,

TARTODAI—HY—IZH L TNRNRT—FLRRBIEEZANITEIDELHYET, V) a—2 3 VI[ER
DEHZFHE-ITVELHYFET,

*HRIFADI—F—ILENAMIL TNNA REFRATELRW O BOAEEFALTERIATL
U Linux TS AW SLREET S ELNHY FT,

*H—ERIZTIVERTBICE, BERHFADLI—S—INEFTEZZERA L CRILTILELHY F
ER

*EEEFOHFNERNRICHZZ2DENHY FT,

BEHMTIEIEDRIAEEFERTHIRELHY FIH? BMET HICIE, AEEHTEU G T3V
FERL TS,
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AR ELVWEBIRIEICTRAY AR ESIET,

Answer Area

Sales: l Windows Hello for Business
FIDOZ security keys
| Micrasaft Authenticator
[ Temparary Access Pass

Windows Hello for Business

Research: l___l_'e_-m;_:gqrnr_y_ Access Pass
FIDO2 security keys
Microsoft Authenticator

. P |0 moorary Access Pass
M I C ro S ' intfows Hello for Business

IF fiZ:
Answer Area
' Temporary Access Pass
Windows Hello for Business
Research: | Temparary Access Pass, v]
| FIDO2 security keys |
Microsoft Authenticator
Temporary Access Pass
| Windows Hello for Business
Explanation:
Answer Area
- |
Sales: o | v
secyrity ke
Microsoft Authenticator
empaorary Access Pass
Windows Hello for Business
Resea;aj‘t;;"} ; v
Microsoft Authenficator 050§
Temporary Access Pass
Windows Hello for Business
BHf: 130

Microsoft 365 47X 1) 7 avhhHy Fdhd(Z Userl LWVNS A—HF—REFENTLVET, User!
[Z1&. Windows 10/11 Enterprise E3 54 2V AMNEY B TOENTWET, T/NM A EEET BIC
(. Microsoft Intune Suite ZfER L E 9, Userl (ERDT/INA RET7H T4 TILLFET,

* 7734 X1: Windows 11 Enterprise

* 3 /N34 ZX2: Windows 10 Enterprise



* 3734 Z3: Windows 11 Enterprise

Userl (XS SICRIEDTNARETI T4 TILTEEFTH?
A.2

B.3

C.7

D.8

T (EREERLET)

https://learn.microsoft.com/en-us/windows/deployment/windows-subscription-activation#licenses
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v T —2I1ZF Active Directory KA A4 UDNEENTWLET, FA A 2IZIE Windows 11 #E1TT
5aA0E21—4—mN1,000 BEFNTNET,

TARTDAVE2L—F—DUE—F TRV by TREZERT IVENHYET V) a—3 Y
FRDBHFEFE-LTWIRLELAHY FT,

*OyTR—FORBORFEHLELET,

*A—H =Ry bT—0 ULARJLEBEE (NLA) 2 FERA L TR SN TS T EZHRALET,
TN—FTRY—BEHBIFTAE3—DEND2ON/ —REFEATIHENHY ETITMN? @ET SIS
X BETEIDLE/ —F @ ZBIRLFET EELIMEBIRIEICI RS Y AT EShET,

v Remote Desktop Session Host
Connections
Device and Resource Redirection
Lgensing
Printer Redlreﬂa_cm

I| I':-_-':'pl.*ﬂfih."'; .

RO Connection Broker

Re;;ole Session Environment E

Security

Session Time Limits

Temporary folders

< __| Remote Desktop Session Host
Connections

' Device and Resource Redirection }
caeng A T et el
Printer Redirection
PfolIl;-';_ \
RD Connection Broker

\ ‘Remote Session Environment

Securit !

| Session Time Limits

Temporary folders

Explanation:
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Device and Resource Re-direct
Security
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Microsoft Intune Suite Z{ER9 % Microsoft 365 4 TRV 1) T a EHBEFEHLTY,

Windows 11 F/3A4 X &3 % (2% Microsoft Intune ZFEA L E T,
A—H—ICBEBTD—HEERTEHINRT—FLRARIAEEETOIVLENHYFT, EORIAEE
FRINIEEINTITM?

A.FIOO2 txal) T4 F—

B. T¥+X A yt—:

C. EF@EE

D. Microsoft Z2EE > R T L

IEfE: (EfZRITLET)

BE: 133
Windows 10 #3247 L _ Active Directory KA AL VDA N—THDHAVE1—2—h 1,000 EHY
FY,

AVEa—3—hi5 Azure ~NDARNU S NI EXF Y TF T HRERHYET,
ESTNIEXVNWTLEOIMN EZETAICIE BETY 7TEULGA T OavEERLTLES Y,
SFE ELWLVBIRSCEICTIRA Y A EShET,

Azure service to provision: Log Analytics
An Azure Storage account
Azure Cosmos DB
Azure SOL Database

Action t9 perform on the computers:  Install the Azure Monitor Agent
Create a collector-inmiated subscnption
Install the Azure Monitor Agent
Enroll ipeNicrosoft Intune

'MICro&@§§ e

Azure Cos
LgD dtabase

Azure service to prowvision: Log Analytics
An Azure ?%p t

Action to peffmm on th w&lnstalt the Azure Monitor Agent

Create a collector-inthated subscnption

| Mic FB% Oft Register to Azure AD
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Explanation:

Answer Area
Azure service to provision: ¢ Log Analytics x
. | o - .,
ks NhicroanentTt
Action to perform on the computis  |Mstail SeAdire Monitor Agent "

BHR: 134

ED 31— —N Deviceb % Intune [CEEFZTEEITM?
A 1—H—4La—H—-20H

B.1—%—1 1—%—2 1—%¥—-3 1—%—4
C.1—H¥—4La1—H—10DH
D.i—H%—4,1—4%—52F 1—H¥-20#

IEfE: (EffZRELET)

Eﬁ:ﬁ: 135
MDM BRIZRRESNTWAMDM EFXxal) T4 R—XS54> FOT 74 ILHAHY T3, ((MDM] %
TJ%59)9 9 LET )ASREBRIZRREINTWAASRIVERKRA VX Tqa 7O T774
WO HYFET (ASRIZ2TEYV Uy LET,)

MDA ¢

Secu

Home Endpo

Create profile

Block Office applications from injecting Disable . N
S8 48 8 & 1 - e

code into other processes |

Block Office applications from creating | Audit mode v |

executable content

Block all Office applications from creating | Auddmode v

child processes

Block Win32 API calls from Officesacre , Disable A
Block execution of potentially oBfuscated | Disable v

scripts (js/vbs/ps)
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Home Endpoint security ASR Endpoint security

Edit profile

~ Attack Surface Reduction Rules

Block credential stealing from the Windows| Audit mode b
local security authority subsystem
(Isass.exe) (U

-
Block Adobe Reader fig il crBating it Audit mode W
processes () [
Block Office applications from injecting Audit mode ~

code into other processes |

Block Office applications from creating !I:dMi C ro SOft e

executable content

Microsoft Intune [CEER SN TWBTNA RIZCHAD IO T 7 IILERBHTHFETT, T/\ 1 XL
TUTDREEZEDLSICHERATI2NERTETILENHY ET,

*Office 7TV r—2 3 VICKBETAEI VT UOVYDEREZ IOV I TS

* Office 7 AMSDOWIn32 APIEUH LE JRv Y9 5

RE BFEERTNARSEIZO—ALTEMZH>TLET,

TINA ZADNBRMEREFIFTIMN? AETBICEFE EAET) 7 TEONLGEF T a vEERLTLE

AN
FEELWVEIRIEICT ARSI AT ESNET,
Answer Area
Block Office applications from creating executable content _Audit mode o
& &Y Audit mode
a ' Block
Microsoft | |Disabie
; - | Warn
_ EIG(E‘%E‘! API calls from Office macro:  Disable o
—— Audit mode
Block
Disable
Warn



Answer Area

Block Office applications from creating executable cqg W Audit mode

gil] Audit mode
G Block

Disable

Warn

®
B“%PI calls from Office macro: l__[_g;s_,gng_ N 2 bd

Audit mode |

®

SEMitrosoft
Explanation:

lock Office App from creating executable content: Audit Mode

Both are set to Audit so that's what it will do.

Block Win32 API calls from the Office Macro: Audit

If you set the Baseline policy as Disable or Not Configured (same thing), and you have any other
setting in the ASR, the ASR configuration will take over. That's how enterprise environments enforce
granular controls of policies that are enforced for a smaller subset of the employee population. The
article below (Jan 27, 2024) outlines the scenario and provides comments about this. In theory this
also makes sense. If the baseline policy is configured to do nothing, and the ASR policy is
configured to Audit, Block or Warn, | should think the ASR policy setting will take over the
configuration.

Bf: 136
ROKRITRTRET SV EEL Hyper-V RX FH Y FET,

A.VM1 & VM2 D&

B. VM1D &

C. VM3D &

D. VM2 & VM3 D&

E. VM1_VM2_ VM3
Eff: (EfRERELEY)
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A7 MD-102-JPNEIRES (FJPNTest.comizfit S MD-102-JPNERERIC &8 T 5 Z & ITH&IC
5 FET ! JPNTest.comlE% &xFHMD-102-JPNA BRI RESE Z 1Rt L £ 9, JPNTest.com MD-102-
JPNERERRARBEIZE SEH I NFE L=, T ZTMD-102-JPNRIEEDTA IV U EFITAN
F9 ., RFRDT Y £ X _https://www.jpntest.com/shiken/MD-102-JPN-mondaishu 854§ 3 0 %
TARAI b EHHEEISIa— F: JPNshiken)

EFHE]: 137
Microsoft Intune Z{EH9 % Microsoft 365 E5 TRV Yy T avhHbyYES TRV YT ay
[ZIE . RORICRTA—HF—MNEENTUVET,

Name Member of
Userl Groupl, Group2

User2 Group2
Userd, . {-Group3

Group2 & Group3 IE Group1 D * U /\—TF
FTRTOHOI—H—IL Microsoft Excel #FERALET,
Microsoft Endpoint Manager Bt >4 —m 5 ROKRIZTIRY O—FERLET,

Name Type Priority Assigned to Default file format for Excel
Policyl Policies for 0 Groupl OpenDocument Spreadsheet (*.ods)
Office apps
Policy2 Policies for Sy - | GroupZ. Excel Binary Workbook (*.xlsb)
officeapps | IVIIC[OSOTt

ROFXIZDOVWT, ELWMERIE FLEERL TSV, E5THWMEAIE DOAJZBRLT
S,
AR ELWVERIEICT RS U MM EESNET,

Statements

When Userl saves a new spreadsheet, the .ods format is used,

When User2 saves a new spreadsheet, the .xlsb format is used.

When User3 saves a new spreadsheet; the .xlsx format is used.

WilVeal LTkt s
vi i i &

LCIUOUI L
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1Efig:
Statements Yes No

When Userl saves a new spreadsheet, the .ods format is used.

When User2 saves a new spreadsheet, the .xIsb format is used.

When User3isaves a new spreadsheet, the .xlsx format is used.

Explanation:

Box 1: Yes

User1 is member of Group1 and Group?2.

Policy1 with priority O is assigned to Group1: default file format for Excel is.ods.
Policy2 with priority 1 is assigned to Group2: default file format for Excel is.xlIsb.
Note: Key points to remember about policy order

Policies are assigned an order of priority.

Devices receive the first applied policy only.

You can change the order of priority for policies.

Default policies are given the lowest order of priority.

Box 2: No

User2 is member of Group?2.

Group2 and Group3 are members of Group1.

Box 3: No

User3 is member of Group3.

Group2 and Group3 are members of Group1.

Reference: https://learn.microsoft.com/en-us/microsoft-365/security/defender-business/mdb-policy-
order
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Windows 11 %179 % Computer! L WS EZRIDAVE1—42—AHY FT,

Userl LWZ\WS521—H—X VE—F TR by TE#FEHAL T Computer! IZ¥ERET HFETT,
JE—F TR by TEGNHEIIN YA 2040 R—UNKRREINBHIZ Userlt DT84 AN
RSN TSI LEZHER I IVELHYFET,

Computer! Tl AZFNIELLTL £ 53H7?

A VE—F TRV My THEBRY—EXRZEBRLET,

B. *v bT7—% LANLEBEE (NLA) ZBRICLFET,

C.  HENR—RDREEZAVIZLET,

D. *y b=V FEREAFVIZLET,



Eff:B(OAVRERKT D)
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v kT —2I1Z(% Active Directory kA4 UMEFENTLET, FA A 221X Windows 10 ZE{TT
510803 VEA—42—MNEFNTVWET, MBBFAOI—F—HINhoDaVEa—42—%FEH
LET,

Windows 10 %179 % Computer! EWS RNV E1—42—AHY FT,

Computer1 M5  BAFEERFAM O > E 2 —4 —T Windows PowerShell av > FEETTEHR )T

F4ETITHFETT,
AN Ea—4—TarvEa—42—hm 5 PowerShell XY REETTESL I LR
BDBHENHY FT,

HMBHMADIVEA—2—TIEfAIZT_RETL £ 557

A. Windows PowerShell /5 _Enable-MMAgent A% > KL w FZEITLET,
B.O—AILITIL—TR)I—HmE UE—F )L T REHFATIREETEMLET,
C. Windows PowerShell /5 _ Enable-PSRemoting ¥ > KL v FEE{TLET,

D.O—AIL TIL—T R)—hb RV YT EOETEAMTEIREEZEDICLET,
EfE:C(AAV FEHEKT D)

Enable-PSRemoting is specifically designed to enable remote PowerShell access. This cmdlet
configures the necessary settings on the target computers to allow remote PowerShell connections.
The other options are not directly related to enabling remote PowerShell: Enable-MMAgent is used
for managing mobile devices. The

"Allow Remote Shell Access" group policy setting is primarily for enabling remote access for
command prompt (cmd.exe), not PowerShell. The "Turn on Script Execution" group policy setting
controls whether scripts can run locally on a computer, but it doesn't enable remote PowerShell
access. By running Enable- PSRemoting on the finance department computers, you'll ensure that
they are ready to receive and execute PowerShell commands from Computer1.

BH: 140

v kT —2I1Z(% Active Directory R AL UMEENTLET, FA A 2IZIE Admint EWLVS BRID
A—HF—NEEFNTVET, IRTOAYE21—%—(F Windows 10 ZEITLTLET,

32 F a1—%—_LT Windows PowerShell ') E— MLIEBEZEMICLET,

Admin1 AV Ea1—4—A~D') E— b PowerShell I F ML TER LR TIHEAHY E
T,V 1—2a TR MEBRDRAZFERT ILELHY ET,

Admin1 Z2EDTIL—TI2EBMT Z2RENSH Y £IH?

A./NJ)—1—H—

B.UE— TRV by Ta1—H—

C.UE—FEHI—Y—

D. 7V t AHIHXIZFEEF

EfR: (EffZzRTLET)
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BRI 141
Microsoft 365 H 7R 9 ) T 3 o #BHFHH T,
FTRTDOT/INA REEET BIZ(L, Microsoft Intune #FERALET,
A—4H—I[& Microsoft 7 T MNA VR b—)LENT=i0S T/ A FH->TLET,
A —+H—5" Microsoft Excel & T/8f RIZA VA R—ILENTWStOT7 TUBTT—2 28V E
Y aE— BYFMTTELROESICTEIRELRHYFET,
AZHREINIEENTITM?
A.IOS77Yn7FOE 3=y JazrA)
B. Microsoft Office 7 1) DR 1) L —
C. 7 7UBHRY >—
D. 77 RER) > —
IEfiE: (EfEZ R LFET)
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Microsoft Intune Z{#EF3 % Microsoft 365 4T R4 ) T avhHly 9,
Android Enterprise T/3f RIC7 T ZBHATE S LEHRETIVLELHYET,
FIFMEITARETLLOIN?

ABRITOD74ILEERLET,

B./\— b F— TNA REBREEEWRALET,

C.SIFAZaxV2ZEMLET,

D. EEXR Google Play 7 h™w > k% Intune I Y LET,

IEfZ:D (I AV LEHRKT D)

Eﬁ:ﬁ: 143
Usert EWVWSZRTIDI—H—FET Microsoft 365 H TRV Y T avhpyxrd TR T
A VITIE RDOKRIZFRT & 512 Microsoft Intune [CEEFRIN TS TNAS AREENTWNVET,

Name Platform ||| Memberiof | _ Gi' Description

Devicel | Windows 11 Groupl _ _ sk encryption is not configured.
Device2 | Windows 10 Groupaﬁzﬁ ‘Disk encryption is configured.
Device3 | Android Gr g@% Device local storage is not encrypted.

Microsoft Edge (&4 R THDT/NA XA THRATEET,
Intune IZIX  RDRICRKTTNA R AVTSATURAR)O—BHYET,

Name Platform Settirig\ °
Compliance1 | Windows 10 and Reguyme enéryption of
later - \gata Storage on device

Compliance2 L Android Enterprise Require encryption of
Mignd 8Ot | data storage on device
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AVTFAT VA RY O—BERF BISRT LS ICHBRENTVWEYT , (B2 T2V ) vILET,)
ROFEHFET VLR R) O—EERLET,

£33 Compliance policies | Compliance policy settings

e &
| ”Ms;]tr@*‘ Qﬁa;.- the compliance service treats devices. €ach device evaluates these as a
"BulitArt De/fceeon ce Policy”, which s reflected in device giStogng

Mark devices with no comphance policy

assigned as @D Sonpisn
%

Enhanced jailbreak detection © \..,_ ! Disabled

Compliance status validity papodi{dags) 30

* &AL AR —1
* RRE
od1—H¥—¢JII—T a—H—1
0959 K 7TYERIET Y L 3 : Office 365 SharePoint Online
* T R
ORBTINAAMNERLE LTIY—VENBELEFERT D
*R)—FBMT S AV
ROBEXIZTDODWT, ELWMEEIE FUDEBRLTCESIWL, Z5THEWMESIE WA JZRBIRLT
CESVGEE ELLBIRIEIST RSV rRAEZONET,
Answer Area o

= Microsoft

Statements Yes No

User1 can access Microsoft SharePoint Online from Device1 by using Miczgsoft Edge.
User1 can access Microsoft SharePoint Onlingfrom Dewice2 by using Microsoft Edge.

User1 can access Microsoft SharePoifit Online from Device3 by using Microsoft Edge.

EfiE:
Answer Area
Statements Yes No

User1 can access Microsoft SharePoint Online from Device1 by‘using Microsoft Edge. ) o !

: " 3 . I
User1 can access Microsoft SharePoint Online from Dewce2 by using Microsoft Edge. I

I

User1 can access Microsoft SharePoint Onlipé from Dewceitly ::smMoicﬁEEQ S Oft ) :_ ) !



Explanation:

m Microsoft

User! can access Microsoft SharePpint Online§f6in Deviced byaising Microsoft Edge.

Statements

User1 can access Migrosoft SharePoint Online from Device2 by using Microsoft Edge.

User1 canaccess Microsoft SharePoint Online from Device3 by using Microsoft Edge.

BH: 144
Microsoft 365 TR0 1) T 3 UhH Y  Microsoft Intune Z{ERA L TLVET,
ROBEIZFRT EIETY KRS v FMEREIE (EPM) ERBERY S—HYET,

@ easis @ Configuration settings pe t \ ent ; IVI icrOSOft

~ Privilege Management Elevation Client Settings

Elevation settings establish the default behaviors for the endpos éQ chent.

Endpoint Privilege Management Q Ena

Default elevation response gc;f;guled v 1

Send elevation data for repcrtu@ ‘ Yes v ‘

EPM F#&IL—IL R O—FEE SN TWWEHA,

FOwTA DY AZa—%FALT V5374 v VIZRRTINTVBIERICEODVTERAT— A
VhEERSESEEDERBEEERLET,

FEELLBIRSEICI RSV AT EShET,

Software installations will [anmﬁonceMe'qgrchforLtwn b ‘

‘ be denied.
require suppert approval. |
require use confirmation

[Answer choice] will be reported m diagnostic data - v|
| All diagnostic data and elevations

g No diagnostic data or elevations

Only diagnostic data

1E fiz:



Software installations will [answer choice]. _require user confirmation. bl
' be denied. '

[Answer choice] will be répagtéd, _th,r ég_a_ﬁnos;i_c__dq{eg
| All diagnostic data and elevations

]

Explanation:

N 1icrosoft

Softwaréinstallations will [answer choiceF require useg,.confirmation.

[Answer choice] will be reported. Oélyr‘diagnostic data
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Group1 E WS ARID T IL—TZEEL Microsoft 365 E5 H TR 1) T3 ondH Y ET, Groupl @
A UIN—T2IFPT/NA X% Microsoft Entra 77+ > FMZSMTES L SICTIRHELHY F

9, Microsoft Entra §It > 2 — T KT 2LENHY FTH?
AAIVA—TS54AXRF—+AO—32%

B. 7/ RE&E

C. HEnE

D. 1—H—&&%E

IEfiE: (EfZ R LFET)

B: 146
64 E v FR® Windows 10 Enterprise % 3£1T L , Microsoft Office 2019 /31 > X F—JLE N TLY
% _Devicel & LV5 &ZHID Windows 11 5T /81 AAH Y 3, ROKRIZRT Windows 11
Enterprise 41 * —ChHY F9,

Name | Platform - Description
Image1 x64 Custom Windows 11 image that has
Office 2021 installed

X6 | Défault Windows 11 image created by
% MV jaiftarsatt

Image2
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Devicel DAV TL—R 7Y T I L—FEETTDHEOITHERTEDA A—JIXENTTH?
A. EfRDH

B. EIf®10DH

C. Efg1 & E1g2

EfR: (ERERELET)

Eﬁ:ﬁ: 147

Microsoft Intune IZZEZEIN TS T /N1 ADIEHAITXRDEH Y TT,
*4 2 K2 X10

*Frkrkodq bk

*i0S

Microsoft Intune EEE+ > 2 —T VPN JOJ 7/ ILEERTESDIEXEDEFED T/N4 XA TETH?
A. Windows 10 3 & U Android M #*

B. Windows 10 $ & U i0OS D&

C. Windows 10_ Android_ iOS

D. Android & i0OS D&

E. Windows 10 )&

IEfF: (EffZRmLET)

B R 148

Device1 & Device2 EWLNS BZHID 2 DDT /A4 AEEL Microsoft 365 E5 HTRH ) T avhhH
YEI,

Microsoft Intune #fERA L TT/N\A RZEEBLET,

ROBBE@BTICIE, TNAR VI EZFERTIHELHY ET,

* T /N4 A LD Windows EJL FEERILET,

*TINAADC RSATIZTHNE—DFEETEINEINEFRIELET,
EEHICOVWTEDT—TILER—T Y MIT HRENHY EFITH? @ET HIT(E, BIZEE TEY
BATLavEBRLTESD,

FEELLMBIRSEICI RS Y RMTEShET,
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Windows build: OSVersion ol
Cpu

Systeminfo

WindowsService

Filelnfo >
DiskDrive

Microsodt,

1E fiz:
ANswer Area
M I C rO SQj’;‘iﬂm bgild‘ OSVersion b
o Cpu
Systeminfo
WindowsService
Folder: Filelnfo b
DiskDrive _
Memoryinfo |
Svsteminfo
Explanation:
Answer Area | M
icrosoft
Windows build: QOSVersion v
Folder; Filalnfo v
B H: 149

F IOV VaAVIZER ALY UAEMEEZHRSIIDULDOEREY FAEFATLET , BREM
(X FREICHT AHMEDBRREFRRLETS, ZORREKN, EOONEBEZFHLTLSEINES
MEFIETL T EZELY,

Ty FNOBEHOERRISELTERTELAREMENHY T, F-, £y PO EDRREK L MHE
FRRRTELVAEEELHY FT,

DY AaVOBERICEZELERE BRACEFTEFREAL, TN CALOERMIZLE 12—
EEAEICRTEINFEA,

contoso.com & LYS & HID Microsoft Entra T3> A ®H Y £,



Devicel & L5 &HIM Android T/8f A ZEALZET,
Device1 % contoso.com [Z&$kT A2HERHY T,

fi# iR 3K Microsoft Intune R—2JL YA b 7T #FRALET,
CHNIFBEEEF L THETH?

A. [T

B. LMVZ

IEf#: (EfEERTLET)

Eﬁ:ﬁ: 150

Microsoft INtuTT /N AR TR 77 A LEER L TWLET

TO7 74 THED OMA-URI REEZEBRT 2DLELHY ET,
ERTOTI7ANBATOTFoTL— 2ERTIBHELHY TITH?
A. EANTEHRIRE

B. h X432 LA

C. T/ 1 RDHFIBR

D. 7/31 ZDHIBE (Windows 10 F—L)

Ef:B (A FEHRKT D)

BES: 151

ROFIZRTA—HF—%EE Microsoft 365 E5H TR 1) T3 ‘/75?373 UEd,
Name Role

Admin1 | Application admin
Admin2 | Cloud application lddmnof
Admin3 | ©ffice apps admin
Admind | Security admin

Microsoft 365 7 7'!) &+ > 4 — T _Microsoft Office DD R AT A X #ERLET,

EEE A —M5 Office HAAIA X T7AILNEFD U O—RTELIDIEEDI—HF—TTH?
A. Admin1_Admin2_Admin3_ & & U Admin4

B. Admin1_  Admin2_ Admin3®) &

C. Admin3®M #

D. Admin3 & Admind M &

E. Admin1& Admin3D &

IEfE: (EfEZRTLED)

* Admin1

An application admin has full access to enterprise applications, applications registrations, and
application proxy settings.
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* Admin2

Mark your app as publisher verified.

In Azure AD this user must be a member of one of the following roles: Application Admin, Cloud
Application Admin, or Global Admin.

* Admin3

Office Apps admin - Assign the Office Apps admin role to users who need to do the following:

- Use the Office cloud policy service to create and manage cloud-based policies for Office

- Create and manage service requests

- Manage the What's New content that users see in their Office apps

- Monitor service health

Reference:

Office Apps admin - Assign the Office Apps admin role to users who need to do the following
https://docs.microsoft.com/en-us/azure/active-directory/develop/mark-app-as-publisher-verified

A3h897:MD-102-JPNRARESL [FJPNTest.comigfit =  MD-102-JPNELERICEHK T S Z L IT&RIC
IIHFET ! JPNTest.comlE% &=FHMD-102-JPNEAERfEEE Z 1Rt L £ 9, JPNTest.com MD-102-
JPNRERRIREE L SEHSNFE L, 22 TMD-102-JPNEEEND TR IV VEFICAN
F9, BERD 7 Y £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu  854f§_, 3 0 %
T4ANo2 b EHR4LESIa—F: JPNshiken)

BR: 152

£ Windows 10 #E{T9 4 Ea—42—0N200&EHY £9, 3> E 12 —42 —I[X Microsoft
Intune ZEALTEEINATWET, IWE. Windows BEF 7045 S AFEREDRELEZFEAETIC
Ao oO0—RFEINTWET  BIECKRBEILZFERTHICIE, AVE2—2—%HEBRT ILENHY F
9, Intune TRIZERT ALELNHY FIH?

A TNARAVTZAT VAR —

B. Windows 10 7y 77—k 1) 2%

C.TN\ARERTOIT74IL

D. 7 7 RER) > —

IEf#: (EfEZRTLET)

B f: 153

v kD —21Z1% Azure AD & REIEAT % contoso.com & LZNS ZRIDA > T L I XD Active
Directory KA A UHAEENTULET  User! EVWVSERTDI—H—IEX RORIZFET KA (2S5
LTWBTNA REFERALET,

Name Operating system

T Ta=l A Amiae 100 Des
avice wingdows 10 Prc

:‘IIE.PI:I-L_;: | :I"ill-r:c-l-:llli-lzl l] pr':.-
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Microsoft Entra §¥+t > 2 —T_Windows 11 Enterprise E5 54 2> X % User1 [CEIY HTET,
User! MRIZT WA RIZHA VA U LIz E SRV INERET DBLENLHYFET,
BTFNARZDVWTHAZHANT IVENHY TTH? @ET S, MEELTHEIGA T avE

FIRLTLCEES Y,
FECELWMEIRSEICTRA Y M EShET,
Answer Area M . f 't
Devicgls Wil acf.wategs \A;%O Emerprise W
Will activate as Windows 11 Enterpnse
Will not upgrade to Windows 11 Enterprise
Will péfform @ clean installation of Windows 11 Enterprise
[Wil'perform an in-place upgrade to Windows 11 Enterprise
Devicez: lWiH not upgrade to Windows 11 Enterprise » I
[ Will activate as Windows 11 Enterpnse [
Will not upgrade to Windows 11 Enterpnise
inII perform a clean installation of Windows 11 Enterprise
| Will perform an in-place upgrade to Windows 11 Enterprise |
1E fiz:
Answer Area

Wil activate as WindoWs W Bnterprise
Will activate as Windows 11 Enterpnse
Will not upgradeito Windows 11 Enterprise

Will p&tfopni®a clean installation of Windows 11 Enterprise
Lv.ﬁl_perform an in-place upgrade to Windows 11 Enterprise

Devicel:

Deviceg: !w-u not upgrade to Windows 11 Enterprise "!
| Will activate as Windows 11 Enterpnise
Will not upgrade to Windows 11 Enterpnse

] M i C r O S of -t | Will perform a clean installation of Windows 11 Enterprise

| Will perform an in-place upgrade to Windows 11 Enterpnse

Explanation:

Devicel: | Will.agtivate as Windows 11 Enterpnse

Daviced: " Will not upgrade to Windows 11 Enterprise

= Microsoit

Device 1:

Will activate as Windows 11 Enterprise. According to Deploy Windows Enterprise licenses, Windows
11 Enterprise E5 license is a subscription license that can be assigned to users who have a
supported and licensed version of Windows 10 Pro or Windows 11 Pro. Device 1 has Windows 11
Pro, so it meets the requirement.

When User1 signs in to Device 1 with their Azure AD account, the device will automatically activate
as Windows 11 Enterprise without changing the edition.

Will not activate as Windows 11 Enterprise. According to Deploy Windows Enterprise licenses,
Windows 11 Enterprise ES5 license is a subscription license that can be assigned to users who have
a supported and licensed version of Windows 10 Pro or Windows 11 Pro. Device 2 has Windows 10



Home, so it does not meet the requirement. When User1 signs in to Device 2 with their Azure AD
account, the device will not activate as Windows 11 Enterprise by subscription.

B 154

v kT —21Z1%, contoso.com & LY ZRID Active Directory KA A UMNEFENTWET , DK
A A 2121, Windows 10 #3479 % Computer! E WS ARFINDIAVE 21— —DNEFENTULET X
DRIZRTITIL—THRHY FET,

Name “Type |  location |
Group1 | Universal distribution group | Contoso.com
Group2 | Global security groug 7T Contoso.com
Group3 | Gieup . \ = Computer1
Group4 | Graup V11 | Computer?
Group4 [CEBMTESTIL—TIEENTTH?
A. TIL—20H

B. JIW—T1 J)IWL—T2 5)L—T3
C.OL—T1ET9L—T20H#

D. JIL—T2L5)L—T3DH

IFff: (EfZRTLET)

Bf: 155

Microsoft Intune Suite Z{#H9 % Microsoft 365 H TR 4 1) T 3 v EEHEL T,

TINA RZEEET BI1Z(% Microsoft Intune AL E I,

Intune TOEHEFIERINTHNET,

J—49 5 )IL—F1Z1E 100 B D Windows 11 T/84 ANHY £I,

TNNAREREDTANVY LR Ry T—2(2## L, 100 ED% L LY Windows T/34 X % Intune
[CEHFTIDENHBYFT,

fAIZESIRETLLIN?

A.JOoE a=vyd RNyir—2

B.JIL—TR)>—AT>xH b+ (GPO)

C. ENA LT/ 4 REE (MDM) B &%

D. T/\f RHERARY O —

IEfR: (EffzRnLET)
https://learn.microsoft.com/en-us/mem/intune/enroliment/windows-bulk-enroll

" Join new Windows devices to Microsoft Entra ID and Intune. To bulk enroll devices for your
Microsoft Entra tenant, you create a provisioning package with the Windows Configuration Designer
(WCD) app.

Applying the provisioning package to corporate-owned devices joins the devices to your Microsoft
Entra tenant and enrolls them for Intune management. Once the package is applied, it's ready for

your Microsoft Entra users to sign in.
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B ff: 156

ECDEIVIVIZE RLYFIALHEEEZHRS1DULEDBEMEY FAEFEFATLET, £EM
(X, RIS T AHMEDERRERRLET, TORREKN, EOONEBEEZH LTLEINES
MEHIETL TS,

Ty FROBEMOFERENDEELZBRTELHAREMENHY T, F-. £y FRDO EDERE L FHE
FRRRTELGUVATEELHY FT,

DY AVOERICEELEEE BRACEFITEFLA, ZDEH  CASOEBEMIELE 12—
EEHIZRREINFEA,

contoso.com & LY & EID Microsoft Entra 7+ > 3B Y ET,

Devicel & L5 &RIM Android T/84 A ZEALET,

Devicel # contoso.com [Z&T H2LENRHY FI,

f#R % Microsoft Authenticator 7 1) #FERALEY,

CNIZBEEZEFFH-LTWETH?

A. [Ty

B. LMVZ

IEfE: (EfEERTLET)

Eﬁ:ﬁ: 157

Microsoft Intune IZEE SN f= 100 EDT /N1 R EEL Microsoft 365 H TRV 1) T a3 UhHY &
ER

BETOLREET NS ROBESEEZHRT ILENHYFET,

fAIZESIRETLLIN?

A. T RS2 MO

B. Intune T—#& DT TF /DR

C.Azure E=4 —

D. 7/\ 1 REE

EfR: (EffZzRTLET)

Endpoint analytics within Microsoft Intune specifically provides insights into device performance and
health, including information about startup processes and restart frequency. It offers features like:
Startup performance: Analyzes boot and sign-in times, identifying slow devices and their specific
bottlenecks.

Restart frequency: Tracks how often devices restart overall and per model, helping identify unusual
occurrences.

Model performance: Compares boot and sign-in performance across different device models.

Eﬁ:ﬁ: 158

Microsoft Intune [ZZ g S TLV3 1,000 & Android T/81 X % & Microsoft 365 TR 4H 1) 7
AV BYFET ROEZXEEZESTT TIEHRAKR) O—FERLET,

*TINARZERAA T BEXNERT/NAR
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*TAT4—LEAT . ITRTOTA T4 —)LEAT

* 735w k7 4+—.L: Android Enterprise

ED2EDT7T)ER) O—ICHAEM TR ENTEFIA? EREICEEHY ) a—3 Y
MRRENFET,:F: EEOBIRSEICT1I RSV AR EShET,

A. Android Enterprise Y AT L 7S

B. Android 7 7'') A&

C.Web!) > %

D. Android R b7 77

E.¥v*—> K Google Play R k7 7 J)

EfR: (ERERELET)

A 2H7EMD-102-JPNfRESE [FJPNTest.comizZfit S 41 MD-102-JPNEHERIZEHET 5 Z & ITHRIC
B FT ! JPNTest.comlE 4 &x#TMD-102-JPNERERRIEE Z 12 L £ 9", JPNTest.com MD-102-
JPNHERMEERILEL SEHFINFELz, S TMD-102-JPNEEEDND TR FIT VDU EFITANL
T3, mIRD 7 Y £ X _ https://www.jpntest.com/shiken/MD-102-JPN-mondaishu  854f§ . 3 0 %
T4 AN b 3745510 — F: JPNshiken,
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