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Eﬁ:ﬁ: 1
RORICKTAVE2—4—HDHYFET,
Name Windows 10 edition Servicing channel
Computer1 | Windows 10 Education Semi-annual
Computer2 | Windows 10 Pro Semi-annual
Computer3 | Windows 10 Enterprise Semi-annual

20H2HERED EHT (T, BHAFARRRICAYREEBRALET,
AORET v TT— a4 VA M= ILEFTIT EAVE1—2—(Ffly ADY—EXZHR—
LEIHN?EETSHICIE, BEEGETEIGA T a v EBRLET,
T WEREEZNRTNARS Y FOMEELIHY FT,
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Computer1: v

6 months
12 months
18 months
30 months

m Microsoft
Computer2: v

6.months

112 months

18 months
30 months

Computer3: v

6 months

12 months
18 months

30 months

1E fi%:
Computer1: v

6 months
12 months

[T8 months |
30 months

Computer2: v

_ 6 _months
2Mictesef\ 1 K92 months
[ 18 months |
30 months

Computer3: v

6 months
12 months

I ".lg MDHEHS
months




Reference:
https://docs.microsoft.com/en-us/windows/deployment/update/get-started-updates-channels-tools
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v kT —7%IZActive Directory 7 # LA bAEFENTLVET, T4 LR MIZIE, contoso.com & LY
SARMDIL— bk KA A > &corp.contoso.com& WS BRIDF KA UHRAEENTILVET,
Windows 10% 3179 $Computert E WS ZFID IV Ea—42—hH Y FJ, Computer! (&
corp.contoso.com K A A U [ZSML TWVET,

Computer1(ZI&, Folder1 E WS BARID T A I F—WNEENTWET, Folder1DtEF¥2 1) 715
ETIE EveryonelZ /)Ly FA—ILDT I AHFAMNEIY BTENTULET,

Computer1 T _Folder1%Share1& L THE L Share1 DAY 79 & XAl #Users ¥ )L— 7
EYETET,

RODBEAT—RADRMIDWT RT— A Y DMtrueDISZEIX[EIWNVEFERLET, TN D
BEIE [WLWWWRIEERLET,

FENFNROELVERIIIARS D bOMEESHY T,

Statements Yes No
All the local users on Computer1 have Read aceess O C
to \\Computer1'Sharel.
All the users in the corp.contoso.cem domain have O C
Read access to \\Computerl'Sharel.
All the users in the contoso.com domam hme Read O C
access to \\Computer1'Sharel. '
1E fi#:

Statements

All the local users on Computerl have Read acce:ss
to \\Computer1'Sharel. °

All the users in the corp-contg_sp‘:&#ﬁ‘dbiﬁﬁin have
Read access to \\Computer JAShare1.

All the users in the.w&st.-:.-_-:ﬁm domain have Read
access to \\ComputerlSharel.

Reference:
https://www.techrepublic.com/article/learn-the-basic-differences-between-share-and-ntfs-
permissions/

Eﬁ:ﬁ: 3
Microsoft Azure Active Directory Azure AD) T+ > kB Y ET,



—&BD 1 —H—I(_ Windows hello for BusinessZERA L TZNDaEa—42—ITH A4 LFE
ER

A—H—UsertAFHLWVIVE2—42—ZBAL OV Ea—42—%Azure ADIZSMEEFE T,
UserMD YA o4 oA T avEBRLESETEHE BRICRENTWVWSEIS—AytE—UN
i'r‘c“hi‘d' [BR1Z2T&#0 ) 17 LFEY,)

TN R R—Tr—%HE, ?ATO)/\-F’?IT?&‘IEL(EJH’E?’%’) &’EEEE Libf:o
user1A’Windows Hello for BusinessDEER# FFEA L Ca Vv Ea— 32 —ITH 104 TESH I L
EHRTIBLENHY ET,

A ZTRED,

A UEFEXa7J—FEHAMLET,

B. RETPM RS A N"—%F L VR F—ILLET,

C.HRNMR RV HDASEBALET,

D. a2 Ea1—%—%Windows 10 Enterprisel7 v 745 L—KLET,

IFfi#: (EfiZ R LET)

BiE: 4
2y RIT—=DIZ  RORIZRT AT U FEEDActive Directory KA A UMEFENTULET,
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Type émggﬁ Mgmber of

Usert

User

' | Group1

User2

User

Group2

Group1

Global greup M

None

Group?2

Domairlocal group

None

Computer1

Camputer

Group1

Computer2

h&omputer

Group1

Computer 21X RORICSRTHBF I LI —MNEENRTVET,

o NTFS Share — Folder enumeration
permission pe mode
Share1 Group1:Write Group1: Full control | Access-based
Share2% Group2: Full control | Group2: Read Unrestncted
AVE2—3—E RORICRT Y FIT—VBRICHE>TWET,
Name iy Windows Defender Firewall
Discovery
Computert On Incoming conngdtons; Block all connections to apps that
are noton the list of allowed apps
" | Ancoming connections: Block all connections to apps that
wompiiees. |08 E\@g@%@lb list of allowed apps

RDBEAT—RAVMIDWT RATF— FA Y MDtrueDBE [TV EFEIRLET, TS D
BEIX [WWRIEERLET,
EEFNFNROELLDBRIZIARS > FOMENHY T,

Statements Yes No
Share1 is listed if User1 connects to WComputer from Computer2. O O
Share1 is listed if User2 connects to Womputer1 from Computer2. O O

Share2$ is listed if User2 connetis to \Computer1 fré C,omjlé;i 50 ft o

1E fiZ:

Statements Yes No
Share1 is listed if User1 connects to \Computer 1 from Computer2. |O O
Share1 is listed if User2 connects to WComputer1 from Computer2. © (@]

Share2$ is listed if User2 connects to W\Computer fffom C{mdﬁm O 'ﬁ' 1

BR: 5
Windows 10% 3179 5Computert E WS ZBIDT—V J)L—TaAVEa—2—RHY F
9, Computer 252D A—AINA—F =T ho 2 FNEENTLET, Computert IZH A A



VFBTRTODA—HY—[Z TR by TDESFE L Timagel jpge WS BRIDEENR TSN
I LEHRETIVLENHY FET,

HEIAETEIREMN?

A. Image1.jpgD &R ET AT kv TjpglcZEE L B %C )\ Windows \ system32\ 7 A+ JLF —I[Z
E—L%ET,

A—ANTLN—=TRY—I T3 —Do, TRV Y TEREEZERELET,

. Desktop.jpg & Eif8 % C )\ Users \ Default\ Desktop 7 # LA —IZaEF—LE T

ERETTUML EREEEEELET,

Eff: (EfEZRTLET)

O 0 W |

Bi: 6
v kT —2[ZActiveDirectory KA 4 UMNEFENTULNET, FA A UIZ(E Windows 10% 1T
BAVEL—A—hQEFNTVWET AVE1—F—[FX RORICTRT LS ICEBR I TLET,

Name Version Organizational unit (OU)
Computerl 1909 Devices/OUl
Computer2 1909 Devices/uU?2
Computer3 20H2 Devices/OU2

ROBRIZSRTREZRHFOGPOIE VS RKFDTIL—TRI)O—FT2x s b GPOIAHY F
a—o
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& Select the target Feature Update version O X

5] select the target Feature Update version [ Previous Sergng"l | = Se;ting
O Not Configured Comment:
@ Enabled
O Disabled
Supported on: [at |east Windows Server 2016 or Windows 10
Options: Help:

Microsott | |
FAA VEBEIIGPO1Z0OU2ICY VY LET,

RDERT—FAVBMZIDWT AT—FAY A trueDBEIE [[XFWNZRBIRLET, ThLSOD
BAF [LWWR]ZEBIRLET,
I WDERIZEFENENIRAS > FOEIELHY £9,



Statements Yes No

Computerl will install Windows 10, version 2004.
Computer2 will install Windows 10, version 2004,
Computer3 will'install Windows 10, version 2004,

1E fiz:

Statements Yes No

Computerl will install Windows 10, version 2004.

Computer2 will install Windows 10, version 2004.

Computer3 will install Windows 10, version 2004.

Reference:
https://support.microsoft.com/en-us/topic/feature-update-through-windows-10-version-20h2-
enablement-package-02d91e04-931e-f00d-090c-015467c49f6¢
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RETLUAO—REINDFETEHFLLLLEESN, O—FLEL SREI D aVICED I EMNT
FFET, CNICIEBAIIDDEZELHY  FHEFEIETEAD TR FEFRMNSZE LSINNMEEA,
[RAN]RE ODMERAREICGE >z ENE V)OI LTIREI a3 VIZ7OVEALET, 2D
O I VTR FATRETC—EDIRVEZERTLET  FEALDORKEET A TRELRL
KIICFIATEFET A, —EBDHEE QE—ELREY 4T, S EWebH 1 F~DBEIRLEEL: &) (FE
AT EFRARETY,

RAT7V T, SARTHRASN TS Z RV EETLEBERICEDVLTVET  EVMEZ I,
RRVEEDEIITERT HANIBBETEHY FEA FRIVEERICETTEHE TDFRY
DILIDY FEERBTEET,

SROBRBIEEMCEESNTVERA, CORBRTE BHROSHKREETITIVHELHDIIES
NHYFET EOIREETTIDICRHELRLEITOBBZERTEEY, f1Z L BT IN-HRERN
IZoRBLURBOMDIRTOEI LI VERTTESLSIC BEZEUICEET SHLEN
HYET,



FIRATRANREZVED )Y LTHEEZEETDE SRICREDIENTELRWNWI EITEEL
TLEELY,
A—H—ZENRT—F

K

QONTOSOVAdmInistrator
=2 -

ey

WEIZIHELCT ROOT A UEREBEREZFERALET,
NRAT—FREANTBICIE [NNRAT—FDAARY D RICHA—VILVEEE  TOIRNRT—FKEY
)y LET,

a1 —#H—% Contoso / Administrator

INX ) — | PasswOrd !

LUTORERIE, 77 =AY R—bDHEBRHELTVET,

ZRARE R 11145882



B Dashboard WELCOME TO SERVER MANAGER

i Local Server

OConfigure this local server

s All Servers
QUICK START
&5 AD DS . 2 Add roles and features
& DNS 3 Add other servers to manage
. ) 4 Create a server group
#% File and Storage Services b
WHAT'S NEW 5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Serverstotal 1
i§i ADDS 1| | & DNS 1
(1) Manageability ' (1) Manageability
WS\ licrosoft = -
S Services b Services
Performance Performance
BPA results
BPA results BPA results

“ File and ﬁtorage

—

g Local Server

Services

(1) Manageability (1) Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results
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B= All Servers 1

(1) Manageability
Events

Services
Performance
BPA results
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)

Client1

Microsoft

Clieni2

Client3

DC1

Finance 7' IL— 7D 1—H—(% T 7 4 JLZEClient1 \ FinancelZa E—TEHWEREL TLVE
ERS

FREZRRT DVENHYFET,

CDRARVERTTHICIE MBEBEFIDERFEHDODIVEL—F—ITH1 24V LFET,

IE fiZ:

Open File Explorer.

Browse and find the file or folder you want to have full access.

Right-click it, and select Properties.

Click the Security tab to access the NTFS permissions.

Click the Advanced button.

On the "Advanced Security Settings" page, you need to click the Change link, in the Owner's
field.

Click the Advanced button.



On the "Select User or Group" page, click the Find Now button.

From the search result, select your user account, and click OK.

On the "Select User or Group" page, click OK.

Click Apply.

Click OK.

Click OK again.

Click OK one more time to complete this task.

It's important to note that if you're taking ownership of a folder, you can check the Replace
ownership on subcontainers and object option in the Advanced Security Settings page to take
control of the subfolders inside of the folder.

Now you'll need to grant full access control to your account, to do this use the following steps:
Right-click the file or folder and select Properties.

Click the Security tab to access the NTFS permissions.

Click the Advanced button.

Under the Permissions tab, click Add.

Click Select a principal to add your user account.

On the "Select User or Group" page, click the Find Now button.

From the search result, select your user account, and click OK.

On the "Select User or Group" page, click OK.

On "Permission Entry", check the Full control option.

Click OK.

Click OK.

Click Apply.

Click OK.

Click OK to close the file or folder properties to complete the task.

You can now assign the necessary permissions to the Finance group.

If you right-click on a file or folder, choose Properties and click on the Security tab, we can now
try to edit some permissions. Go ahead and click the Edit button to get started.

At this point, there are a couple of things you can do. Firstly, you'll notice that the Allow column is
probably greyed out and can't be edited. This is because of the inheritance | was talking about
earlier. However, you can check items on the Deny column.

When you click the Add button, you have to type in the user name or group name into the box
and then click on Check Names to make sure it's correct. If you don't remember the user or group
name, click on the Advanced button and then just click Find Now. It will show you all the users
and groups.

Click OK and the user or group will be added to the access control list. Now you can check the
Allow column or Deny column.

Reference:
https://www.windowscentral.com/how-take-ownership-files-and-folders-windows-10
https://www.online-tech-tips.com/computer-tips/set-file-folder-permissions-windows/
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HEBEDVPNEZRZEBRT DY) 12— a aHETILENHYFET,
HRFBEHICIIFAIZEDHIDENHYEFIN?

A.VE—F+7OEREEIVY—IL

B. /IL—JR—EEI>Y—)L GPMC)

C.EEvr—ov—EELX Y+ CMAK)

D. Microsoft Intune

EfE:D(QAAV FEHEKT D)

Reference:
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/always-on-
vpn/deploy/vpn-deploy-client-vpn-connections#bkmk_ProfileXML

Topic 2, Contoso, Ltd

Existing environment

Contoso uses Microsoft 365.

The on-premises network contains an Active Directory domain named contoso.com. The domain
is synced to Microsoft Azure Active Directory (Azure AD).

All computers run Windows 10 Enterprise.

You have four computers named Computer1, Computer2, Computer3, and ComputerA.
ComputerA is in a workgroup on an isolated network segment and runs the Long Term Servicing
Channel version of Windows 10. ComputerA connects to a manufacturing system and is business
critical. All the other computers are joined to the domain and run the Semi-Annual Channel
version of Windows 10.

In the domain, you create four groups named Group1, Group2, Group3, and Group4.
Computer2 has the local Group Policy settings shown in the following table.

Policy Security Setting
Access this computer from the network Groupl
Deny access to this computer from the netwoik Group?2
Allow log on through Remote Desktop Servu.e:. Group3
Deny log on through Remote DesktopServices - Group4
&

The computers are updated by using Windows Update for Business.
The domain has the users shown in the following table.

. Name Member of

s ﬂrl' oSOl Domain Admins, Domain Users
User2 Administrators, Domain Users
User3 Account Operators, Domain Users
User4 Domain Users

UserS Domain Users, Guests

User6 Group2, Group3, Domain Users
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Computer1 has the local users shown in the following table.

Name Member of
Userl 1 Administrators
Userl2 Users
Userl3 Guests

Requirements

Planned Changes

Contoso plans to purchase computers preinstalled with Windows 10 Pro for all the San Diego
office users.

Technical Requirements

Contoso identifies the following technical requirements:

The computers in the San Diego office must be upgraded automatically to Windows 10 Enterprise
and must be joined to Azure AD the first time a user starts each new computer. End users must
not be required to accept the End User License Agreement (EULA).

Helpdesk users must be able to troubleshoot Group Policy object (GPO) processing on the
Windows 10 computers. The helpdesk users must be able to identify which Group Policies are
applied to the computers.

Users in the HR department must be able to view the list of files in a folder named D:\Reports on
Computer3.

ComputerA must be configured to have an Encrypting File System (EFS) recovery agent.
Quality update installations must be deferred as long as possible on ComputerA.

Users in the IT department must use dynamic look on their primary device.

User6 must be able to connect to Computer2 by using Remote Desktop.

The principle of least privilege must be used whenever possible.

Administrative effort must be minimized whenever possible.

Assigned access must be configured on Computer1.
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[RAN]RE UAMERAREICHE >z ENEV VY I LTIREI I VIZTOVEALET , 20D
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HYUFET,

FHRATRANIREZVE D)) LTHEEEEETSHE FRICRAZENTERVNILITEREL
TLIEELY,

A—H—HZHENRRXT—F

K

QONTOSOVAdmInistrator
=~ 2 -

ey

WHEICHELT RORTA UERBEREFERALET,
NRT—=REANTBIZE [NRAT—FDAARY I RICHA—VILEEE, TONRT—KREY
)y LET,

21—+ —% Contoso / Administrator
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WELCOME TO SERVER MANAGER

§ Local Server

s All Servers

i§ ADDS

& DNS

#% File and Storage Services b

BPA results

OConfigure this local server

QUICK START 2 Add roles and features
3 Add other servers to manage
4 Create a server group
WHAT'S NEW 5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Servers total: 1
igl ADDS 1 | | & DNS 1
(1) Manageability (%) Manageability
Events Events
Services Services
Performance ! l Performance
! BPA results | | BPA results
g, File and Storage - 1

Services

(1) Manageability
Events
Services
Performance

BPA results

(1) Manageability
Events

Services

Performance

e

Events
Services

Performance

BPA results

g Local Server

{ 5\1 Manageability
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BPA results

VIICY O S@EPp:oem

Tasks | | Computers

Client1

Microsoft

Client2

Client3

DCA1

Client1DWindowstRED B H A, BN —MRICHIARREICGE o= & EFIT15AMEHR IS L SIS
TELELHYET,

CDARVERTETBICE BELGIDFLFEHDOIVE2—F—ITHSA V12V LET,

IEfi:

Select the Start button, then select Settings > Update & Security > Windows Update.

Under Update settings, select Advanced options.

From the boxes under Choose when updates are installed, select the number of days you would
like to defer a feature update or a quality update.

Reference:

https://support.microsoft.com/en-us/help/4026834/windows-10-defer-feature-updates
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FCOBEREF RLOFVAFRRTI—EDERO—EHTY, D) —XDZERICIE IBES
hN-BE%ERTHAEEOHIHEEDY ) 2—avhEFRTVET, —HOEBE v ~IC
FEHDELWVERENHIBENHY TN MMOEBEME Y FZIXELVEBRENGZMGEEN
HYES,

ZDEIavOEBEMICEZEL-RIE, TOEMICRSAZLETEFRA, ZTOHRR. CNODE
BIZLEa—BE@EICRTINEEA,

Windows 105 E£T79 57— I)I—FarvEa—424—hAHYEI , aoEfa—F2—IZF RDOE
[ZRIB—ANLAI—F—ThOoOUREENTVET,

Name Member of
Administrator Adminisirators
Lsericrosorl Administrators
User2 Users
User3', Users

User1&User2M TR by TDERDHEERT DDENHY FT,

fRRE O—h)LavE1—4—KRYI—h5 aAVE1—E2—KRYI—DIT4ILE—FT 3y
BREETERLET,

NIFEEZERLTOEIN?

/- N AYAY-

B. (E LY

EfR: (EfEZRTLET)

EFHT 11
v kJ—2[ZActiveDirectory KA A4 UMEENTWET, FAAS VIZIX RORIZRTA—H—
MEEFNTWET,

Member of

Domain Admins

Backt.%p OPe ratnps

el _-1 "\...f ?..

KAA 2IZlE ComputertE WS ERIDIAVE 2 —2—MNEFTNTULET, Computert (2l RD
RIZSRTA—HF—HREENTNET,

Vliicrosoft

Administrators

Users

Computer! © RP1&E WS BRIDETTRA > bEERLET,
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Computer!l CRP1ZEXTES1—H—([XENTI M ?EET HICIE, EEBEHETEY AT
avEBRLET,
I WOVBRREIEFAZFNIRAS Y FOMELAHY T,

Can restore RP1 on Computﬁ;?vrl;ﬂe;i{\yu%%@unnmg

User3-only
U§erj1 and User3 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only

Can restore RP1 if Computer1 restarts by using Advanced startup:

User3 only
Userl and User3 only
User3 and User4 only
User1, User2, and User3 only
User1, User3, and User4 only

1E fZ:
Can restore RP1 on Computerl while Windows is running: |

Sy pis

User3 only

{User and User3 only |
User3 and User4 only

User1, User2, and User3 only
User1, User3, and User4 only

Usr ol
User1 and User3 only
) User3 and User4 only
1\/ Telgc= 1, User2, and User3 only
- | User1, User3, and User4 only

Reference:
https://ss64.com/nt/syntax-security _groups.html
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FCOBEME RLCYSFTUAZRTTSH—EOEMO—HTY, V) —XDELEMICIE EBEES
N-BEZERTHARMOHIMEDOY) 21— a3 UhAEFEATOET, —HOERt Y b
FEHDOELWVERENHAZENHY FIH MOEME Y FZIXE LWEREAGZVGZEN
HUFERT,

CDEIaVOEMICEAZL-ZRIE, ZOBEMICRAZLEITEEFRA, TOHER. CAoDE
BIEZLEa—BE@EICRRTINEEA,

Ty k7 —2% [Zcontoso.com & Ly S & ETDActive Directory KA 4 UMNEFENRTWET, KASL Y
[ZIE RORICTRTA—HF—DBEENRTULET,



Name Member of
User? Comain Users
Userd Domain Admins
Userd Server Operators
Windows 10%ETL T7—2 5 IL—FIZHSHComputert E WS LZRIDAVE1—42—AHY E
ER

Usert & LY 3 ARTMComputert @ A—AJLBEIL—HF AV E21—F—F FAS VIZSMS
. JOVT FARTREIN-5User2MEREREZFERALET,

Computer! D& I ZComputer33IZEEBTE S LRI HILENHY FT,

f#iR%E Computer! TUser3D &R IFEHRZFHA LTI,

CNIFERZERLTVEIHN?

A [ELy

B. LMV R

FfE:A (A EERT D)

Renaming a domain-joined computer will also rename the computer account in the domain. To do
this, you need domain administrator privileges.

User3 is a domain administrator.

Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-
directory-security-groups#bkmk-domainadmins
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FCOBEREF RLOFVAFRERTI—EOERO—ETT, VI —XDEERICIE IBES
N-BEZERTHAEMEOHIHEDOYV) 2—avhEFERTHET, —SBOE/RE v ~IZ
FEHDELVERENHIBENHY FIH MOEBEME Y FZIXELVEBRENGEGEEN
HYET,

CDEILaVOBEMICEAEZLE-RIE, TOEMICRSAZLIETEFRA, ZTORR. CNODE
BlELEa—BEEIZRRTESNEEA,

Windows 10%£173 57— 5 )IL—TavEa—42—hAHYEd avEa—4—[ZF ROK
[ZRIBA—ANLA—F—ThOU R EENTVET,

Name Member of
Administrator Administrators
3ert Administrators
User? Users
Userd\\ = Users

Usert&User2MT R by TOEEDHEER T ILENHY T,

AR O—hlLavEa—42—R) —ho6 1—H—FKR)—DIT4LE—FTay
BRLES,av> FTO2 T T _gpupdate.exe/ Target usera~v > KEE{TLET,
NFERZERLTHVEIN?

A. L UV

B. &Ly

EfE: (ERERELET)

Xa
it
N
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B 14
Windows 10% 3179 5 Computer1 E WS ZRID AV Ea1—42—hH Y £9, Computer1 T —2

JIL—TIZELTWET,

Computerl TRMAT Y REEITLET,

New-LocalUser -Name User1 -NoPassword

Add-LocalGroupMember User -Member User1

BROEEIIFMTIN?

A 1—H—IZEMOI—Y—ERIENY B TOENDET UserlldHA o4 o TEFEHA,
B. UserH 4 oA VEEICKRTEN NAT—FELTHSA VLIV TEET,
C.EBENI—H—DIRT—FEFETHETDHET UserllFH a4 o140 TEFEEA,
D. Userl ¥4 VA VEEIZRREIN ADY A 4 VRAITHICHLWLWAARD—FE8ET S
WENHYZFET,

Ef:D(OAV LEHREKT D)

Reference:
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.localaccounts/new-
localuser?

view=powershell-5.1

Eﬁ:ﬁ: 15

REISONRO—FEINBIETEEFELESW, A—FLEL SHREI DI VICED I EMNT
FFET, CNICEBAIMIDDEZELHY  FHEFEIETEAD TR FERMNSZE LSINNMERA,
[RANIRE UDMERTIREICE o e, ENEV ) v IO LTIREI D aVIZ7IERLET , D
O I VTR FATRIET—EDIRVEZETLET  FEALDORKEET A TRELRL
KIICFIATEFET A, —EBDHEE QE—ELREY 4T, S EWebH 1 F~ADBEIRLEEL: &) (X5
FtEAFARETT,

RATYIOTIE SRTHRBASN TS IRV EETLEHERICEDVLTVET  ENMEZANIL,
BRRADEEDESICERT HANIHETEHY FEA FRVZERICEITILHE EDERY
DLy bEEBTEET,

SHRDOEFMIEEMIZERESNTVWERA, CORBRTIE EROSREZTTIOILENHDHEE
NHYFET EIREETTIDICRELRLEITOBBZERATEEY, f1Z L BT SN-HHERN
[CoRBLVRBOMDIRTOEI S aVERTTESLSIC HRZEYICEET SHEN
HYUET,

FARHTRANRE U E ) v LTHEEZREETDHE FRICREIENTETLHRNI LITEEL
TLfZay,

A—H—ZENRT—FK


https://www.jpnshiken.com/q/38882-3142098/

QONTOSOVAdmMInistrator
=~ 2 -

ey

WEIZHELT ROOT A VEREBEREFERALET,
NAT—FZARATBICIE [NAT—FDODAARY I RIZA—YILEBE TO/INRT— K%Y
v LET,

21—+ —% Contoso / Administrator

INX ) — | PasswOrd !

LUTORBRIE, 7= AILYR—rDHEBRHELTVET,

SHRA VRA R 11145882

Wsp.cboard WELCOME TO SERVER MANAGER

§ Local Server . :
%) Configure this local server

B All Servers

i@ AD DS f: 2 Add roles and features

- 3 _ 3 Add other servers to manage
m LUNS

s _ Create a server group
#§ File and Storage Services b

WHAT'S NEW Connect this server to cloud services

Hide

LEARN MORE



ROLES AND SERVER GROUPS

Reles: 3 | Servergroups:1 | Servers total: 1
il ADDs i
| @ Manageability
Events
Services 0 ¢ Services
Performance e Performance
BPA results
BP&r BPA results
1) Manageability (1) Manageability '
Events Events
Services Services
Performance Performance
BPA results BPA results
1/23/2020 9:30 PM |
@ Manageability
Events
Services
Performance
BPA results
1/23/20209:30 PM




)

Client1

Yl et & =

Clieni2

Client3

DC1

Client1IZ4 > X F—)LENT=WebH—EXNTRX MMIFERINET,
A—HF—HHTTPZHEA L TWebH—ERICERTET RV EADMY FELT,
ClientI~DA /3 2 FHTTPEIGE 2RI T A ELH Y FE T,
CDARVERTETBIIE BEGIDFLFEHDIVE2—F—ITHSA 12V LET,
IF fi:

To create an inbound port rule

Open the Group Policy Management Console to Windows Defender Firewall with Advanced
Security.

In the navigation pane, click Inbound Rules.

Click Action, and then click New rule.

On the Rule Type page of the New Inbound Rule Wizard, click Custom, and then click Next.

On the Program page, click All programs, and then click Next.
On the Protocol and Ports page, select the protocol type that you want to allow. To restrict the

rule to a specified port number, you must select either TCP or UDP. Because this is an incoming



rule, you typically configure only the local port number. TCP port 80. When you have configured
the protocols and ports, click Next.

On the Scope page, you can specify that the rule applies only to network traffic to or from the IP
addresses entered on this page. Configure as appropriate for your design, and then click Next.
On the Action page, select Allow the connection, and then click Next.

On the Profile page, select the network location types to which this rule applies, and then click
Next.

On the Name page, type a name and description for your rule, and then click Finish.

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-
inbound-port-rule

https://en.wikipedia.org/wiki/List_of TCP_and_UDP_port_numbers
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IE fiZ:

On Client2, Press Windows+R

Type lusrmgr.msc

Right click Groups and click New Group.

Type in the Group name and a description.

Click Add to add members to this group. Specify the name of the user or group or computer to be
added.

Click Create and Close.
Press the Win + R keys to open Run, type secpol.msc into Run, and click/tap on OK to open

Local Security Policy.



Expand open Local Policies in the left pane of Local Security Policy, click/tap on User Rights
Assignment, and double click/tap on the Change the system time policy in the right pane.
Click/tap on the Add User or Group button.

Click/tap on the Object Types button.

Check all the boxes for Object types, and click/tap on the OK.

Click/tap on the Advanced button.

Click/tap on the Find Now button, select the name of the user or group

Click/tap on OK.

Click/tap on OK.

When finished, you can close Local Users and Groups.

Reference:

https://www.windows-active-directory.com/local-user-management.html
https://www.tenforums.com/tutorials/92910-allow-prevent-users-groups-change-time-windows-10-
a.html#option1
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https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/upgrade-to-
windows-10-with-the-microsoft-deployment-toolkit
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Create Custom View

Filter | XML

Logged: | Any time

Eventlevel: [ Critical M| Warning [ 7] Verbose
" Error N Information

@ Bylog Event logs: Application, Secunty, Setup . v |

() Bysource  Event sources:

-

Includes/Excludes Event IDs: Enter ID numbers nndfﬁ'-_lb{mgu separated by commas. To
exclude criteria, type a minus sign first. For examiple 1,3,5-99,-76

o —

< All Event IDs>

Task category:

Keywords:

e e

User: ¢, AllUssts>

S

Computer(s): | < AlComputers>
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Create Custom View

Filter | XML

Logged: Any time

Eventlevel: Wy Critical N Wamning [ ] Verbose

& Error | | Information

@ Bylog Event logs: Application, System, Forwarded Events _

() Bysource  Event sources: € k

ﬂm Enter ID numbers and/o »&umm by commas. To
nbs sign first. Farm

<All Event IDsp %
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Task category:

Keywords: & of 3 :

User: --c'AII Users>

Computer(s): <Al Computers>
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Statements Yes No

If a critical event is added to the system log.on Computer2, o 0O
the event will be visible in View1.
If a warning event is added to the Setup log on Computer1,

: I o O O
the event will be visible in View1.
If an information event.s.added to the application log on o

Computer?. the eventwill'be forwarded to Computer1
1Efig:

If a critical event is added to the system log onComputer2, o
the event will be visible in View1. ~ Y -

If a warning event is addeddo the setup log on Computer1,
the event will be visible in View1.

If an information evént is added to the application log on @
Computer2, the event will be forwarded to Computer1

O

ﬁﬁﬁﬁ:ﬁ: 21

T k7 —2% [fadatum.com & LY 5 & RITDActive Directory KA 4 > TH, KA A »IZ[E, Windows
81Z#EFTTH508NAVE1—2—IHEFENTVWET , OV E1—2—(Z1E Windows 10 & H it
HEDHBTRI by T7 IV r—aohO0—AIZA VA R—=ILENTWET,
AVEa1—42—%Windows 10IZ7 v T L— KT BRERHYET Y a—avidk O—h
WITA VR M= ENE=TRY by T7 TN =3 VERETIDLENHY FT,

R ATLAA—OIXR—T ¥ — Windows SIM)ZFRLTIHEE I 7AILEERLET,
WindowsEBRHY—EX WDS)ZERALT A VA =LA A=V FEBMLET, PXEZFERLT
FEAVEL—2—FEBEHLTHD A A—DFEA VR M—ILLET,
NIFEEZERLTOETM?

A. LMVZ

B. &Ly

R (ERERTLET)

Eﬁ:ﬁ: 22
UsereDEMEBEHZE-IENHY T,
ST AETHEREN?


https://www.jpnshiken.com/q/38882-3142105/

A. User6% K * 4 > MRemote Desktop Users¥ JL—J(ZEBMLFET,
B. User6 % Computer2®Administrators 7' JL— ZIZ:EBM L £,

C. User2 % Computer2dRemote Desktop Users ' JL— FIZBML E I,
D. KA A >DGroup2h HUser6ZHIBR LET,

IEfg: (EfEZRELET)

Eﬁ:ﬁ: 23
Windows 10% 32179 $Computert E WS ZBIDT—V JIL—TaAVEa—2—RHY F
9, Computer1[ZIE  RORIZRTI—HF—ThOo U rBHYFET,

Member of

User1 Users

User2 Guests

User3 Users, Administrators
User4 Users, Guests

Ad ministra&ur L Administrators

User3 Userd & & *AdministratorAAComputer1|ZH A4 VA4 U E X UVUH A V72 LET, Usert
EUser2(FComputertZH A o4 o LE=2 B Y FHA,

ComputertDRY O—DMEZE S TN a—T4 0T LTWET, EEHE L L TComputert|Z
YA 14 U LET,

R —D#EREY b RsoP) R+ v T4 VEMMCa VY —ILIZEMLET,
EDQ1—H—MNComputer[THA VA4 U TEEXFITM?

A. User1_User3_ $ &k UUser4d M

B. EEEDH

C. Use1_User2_User3_ User4 & & UFAdministrator

D. User3_ User4 & & U*Administrator® &

IEf#E: (EfEZRILET)

The Interactive logon: Number of previous logons to cache (in case domain controller is not
available) policy setting determines whether a user can log on to a Windows domain by using
cached account information. Logon information for domain accounts can be cached locally so
that, if a domain controller cannot be contacted on subsequent logons, a user can still log on.
Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-
settings/interactive-logon-number-of-previous-logons-to-cache-in-case-domain-controller-is-not-
available
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In the registry, add a default user name and a default password in the HKEY _LOCAL_MACHINE
\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon sbukey.

Reference:
https://support.microsoft.com/en-us/help/324737/how-to-turn-on-automatic-logon-in-windows
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Reference:
https://www.lifewire.com/how-to-force-windows-to-restart-in-safe-mode-2625163
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Microsoft Usert
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User12
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User4
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Statem®® \ Jicrosoft

User-a can modify files in the Data share.

User-b can delete files in the Data share.

User-c can read files in the Data share.

SHeTeTOME \ i crosoft e
User-a can modify files in the Data share. @ O
User-b can delete files in the Data share. O O
User-c can read files in the Data share. O O
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Statements Yes No

User1 can write to D:\Folder1\Report.docx. O O

Microsoft
User2 can write to D:\Folder1\Report.docx.

O
O

User3 can write to D:\Folder1\Report.docx. O @
IEfiZ:



Statements Yes

User1 can write to D:\Folder1\Report.docx. I§

User2 can write to D:\\Faelder1\Report.docx. O

User3 can writeto:D:\Folder1\Report.docx. O
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Windows 104 %E179 57— )L—TJa Ea—42—mMHYET,
INRT—RORIMREFRXFIZERET ILELNHY FT,
fAIZESIRETETMN?

A DATFLTONRTF A DIRT LIRE
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Windows 11 %179 % Computer! E WS EZRIDAVE1—42—"NHY FT,

Computer! DT 4 AVBEAFRBRL TS EVNSBHMARTEINET RO T7A4IL%
Computer! NS HIBRT 2HENHY T,

*READT TV

* KEFH®D Microsoft OneDrive a2 > F Y

* Microsoft Defender 74 LAREKDEETH NI 7ML

Y a—alE BEEXREZR/MRICHZLZLENAHY FT,

BRAATDIT7AINEBIBRT BICIE, EDOYV—ILEZFERTILELNHY FTTH? BEZBICIE, EL)
BY—ILEELWIZ7AIL BALTIZES YT LET , EY—ILIET1RILIMEATEEEA, RS
CHEIDREN—F RSy T TN AVTUVERTTBEHICRIVA—ILT ILELNHLEE
n"HYFET,

Tools File types

Cleanup recommendations

Uneised Bppst |

Disk Cleanup
Unused OneDrive content:

Disk Management

- Non-critical files for Microsoft Defender
Storage Sense | Antivirus:
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Tools File types
IC leanup recommendations | Ulsed apps: Tool
Disk Cleanu
Unused OneDrive content: |Cleanu1: recommendations ool I
Disk Management |

E Non-critical files for Microsoft Defender Tool

1Storage Sense [ l o _ o, Antivirus:
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Microsoft 365 EnterpriseE35 4 > A ##H >TWVET,

Windows10%3£1T79 5 Computert E WS ZRIDI VY Ea—F—RHYET,
AMDAVE1—2—DWebT 5 9H—ZFEAL T, Computert 7 7 A JLIZFT Y ERATESDZ &
EHERTIDLELHYET,

AIEERT 2BHELHYETM?

A. MicrosoftOneDrive T X% kv F7 71)

B. 774/ IYRTA—5—FTRY by T7TY)

C.HRET7JTHEZRHT S

D.ERETTUDTI+I LT T

IEfE: (EfZ R LFET)
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Windows 10%#3E1TL  ROKRITRT 1 —HF—%HF DComputer! £ WLNS RRIDT—V JI)IL—Ta >
Eoa—42—hHYFET,

Neme 05010 Member of
Administrator Administrators
Userl Administrators
User2 Users

Computert D A—H—7ho > FHlE UAC) (X RORIZFRT LS ICEBREINTWET,
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| Local Group Policy Editor - O X
File Action View Help
Policy - Security Settings N
. System settings Use Certificate Rules on Windows Executables for Software Restriction Policies Disabled
I u User Account Qontrol: Admin Approval Mode for the Built-in Administrator account Enabled
: E User A zm ‘m ications to prompt for elevation without using the secure desktop  Disabled
a User A 1B elevation prompt for administrators in Admin Approval Mode Prompt for consent
.. User Account Control: Behavior of the elevation prompt for standard users Prompt for credentials
. User Account Control: Detect application installations and prempt for elevation Enabled
.. User Account Control: Only elevate executables that are signed and validated Disabled
. User Account Control: Only elevate UlAccess applications that are installed in secure locations Enabled
.. User Account Control: Run all administrators in Admin Approval Mode Disabled
. User Account Control: Switch to the secure desktop when prompting for elevation Enabled
User Account Control: Virtualize file and registrv write failures to oer-user locations Enabled v

RDBEAT—RADVMIDWT RATF—FA Y MDtrueDBE [TV EFEIRLET, ThsD
BEIX [WWRIEERLET,
EEFNFNROE LLBRIZIARAS > FOMENHY T,

Statements Yes No
When Administrator opens a command prompt by using the Run
as administrator option, the user will be prompted. fof consent. O O
When Userl opens a command'prﬁmbt bv using the Run as O O
administrator option, the user-will be prompted for consent.
When User2 opens a command pro ' [;!:} n as Ol O
administrator option, the user will be prompted for credentials.
IEfi:

Statements

When Administrator opens a command prompt by using the Run
as administrator option, the user will be prompted for consent.

When Userl opens a command prempt by using the Run as
administrator option, the user will he prompted for consent.

When User2 opens a cmﬁv d prompt by using the Run as
administrator option, the == Il be prom or credentials.

Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/user-account-control/user-
account-control-security-policy-settings
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Windows 10% 32179 $Computer1 & NS BRI IV Ea—42—hHY £I, Computertl

(&, Folder1E WS RARID T A ILEF—IMEENTVET,

Folderl® 7 7 M LD AHEZRFDODLI—H—20JICRBT HIVENHYET,

ED2DDTIV L aVvERTTIVLELNHYETH?TNTNOEREE, V) a—arD—8%
~LTWET,

EENENDOELVERITIARAS > FOBEELSHY F9,
A.Folderl@D 7+ LA —BHEZEELFT,
B.FolderDEEL X1 T4 REEZEELET,

C.ON—TR)—ATT x4 kb GPO)M 5 Audit Sensitive Privilege UsesR EZH#ER L £,
D. JIW—TRYS—ATZxzH k GPOIIL BEEI7FAILIRATLEREEZERLET,
E.VUE—FS—N—FEY—JL RSAT)EZA VA —ILLET,

IEfE: (EffER T LET)

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-sensitive-
privilege-use
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Windows10% %179 5Computert E NS ZRTND IV E1—2—DHY FT,
Computer1(Z[& C AFolder1 E WS ZHID T+ ILF—DHYFET,
ROEHZHT-TBLENHYET,

Jon Ross&E WS ZRINDI—H—[Z_C \Folderl D7V L RAHFRI LRI AH¥EEFIRIELE T,
B/IMFEDQRAIDNHIBIN TS EZHRELET,

DE=IERZET o2 EH?

CDRRVERTTAICIE MBEGIDELFEHRDIVE2—E—ITHA 14V LET,
IEfiZ:

In Windows Explorer, right-click the C:\Folder1 folder, and then click Properties.

Click on the Security tab, and then click Edit.

In the Permissions dialog box, add Jon Ross.

Specify the Allow Modify permissions for the Jon Ross.

Click OK twice to close the Security dialog box.

Click OK twice to close the Properties dialog box.

Reference:
https://docs.microsoft.com/en-us/iis/web-hosting/configuring-servers-in-the-windows-web-
platform/configuring-share-and-ntfs-permissions
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Microsoft 7 71) r—< 3 > M {R#E1k (App-V)
EDQAVEL—IPHEEZYR—FLTLWEITA? EETHICIE BETY 7TEUGA TP 3
VEERLET,

FEENFADOELLERT 1 RS Y bOEELADY F5,

BitLocker: =

Computer1 only

Computer2 only

Computer3 only

Computer1 and Computer3 only
Computer2 and Computer3 only
Computer1, ComputerZ, and Computer3

Abr¥rosoflt v
Computer1 only
Computer2 only
Computer3 only
Computer1 and Computer3 only
Computer2 and Computer3 only
Computer1, Computer2, and Computer3

BitLocker:

Computer1 only

Computer2 only

Computer3 only

Computer1 and Computer3 only
Computer2 and Computer3 only
[ComputerT, ComputerZ; and Compufer3

App-V:
Computer1 only
‘Computer2 only
%nmputerB only
omputer1 and Computer3 only
Computer2 and Computer3 only
Computer1, Computer2, and Computer3

Reference:
https://www.microsoft.com/en-us/windowsforbusiness/compare
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FRETLoNO—FEINBIETHEHFELEIVN, B—FLEL SREI S aVITEDL I EMNT
EFET, CNICEBADIDNEIEENHY | FHEEEEEAEDOTX FERIMNGELSIMNFERA,
[RANREZ OAMERTIREICE o126  ENEV YV I LTSREI V3 VIZTIORALFET, CD
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FOICFIATEFTH, —HDHEE QE— LY T S EWebH 1 FADBEIEEL £) [XER



At EFRARETT,

RAT7YTIE, FARTHASNATWS IRV EETLEHBRICE SV TLWET , EWMEANIL,
ARV EEDESITERT HMNIBBTIEHY FRA  FRIVEERICETTSHE TDIRY
DILDyY FEERFRTEET,

SRDOEFRIEERNCHRESNTOELEA, CORBRTIE BROSREETTILENHDIEE
NHYET ESRERTTIDIMHELRETORBMEFERTEET, L BESA-HKEA
[CoRBLVERBROMDIRTOEI S aVERTTEALIIC KREIZEVICEET ABEN
HYUET,

FHRATRANIREZVE D)) LTHEEEEETSHE FRICRDZENTERVILITEREL
TLIEELY,

A—H—HZHENRRXT—F

K

QONTOSOVAdmInistrator
=2 -

ey

WEIZIHELCT RODT A UEREBEREZFERALET,
NRADT—FREANTBICIE [NNRAT—FDODAARY I RICHA—VILEEE  TOIRNRT—FK%EY
)y LET,

21—+ —% Contoso / Administrator

INX ) — kK PasswOrd !

UTOERIE. T —HILYR—FDHFEMELTULET,
SHRAVRE R 10921597



)

Client1

Yl et & =

Clieni2

Client3

DC1

Client2®C F 5 4 T MFolder1 & L5 BARID 7 #+ )L F—IZFilel.txt& WS BRID T 7 A L EERKT
SHENHYFET, Userl&EWLVSERTIDI—HF —HFilel IXDNBEHRABND C L ZHRT D
ENHYFET , Va2 —2arE UserM I 7 M ILEERETELVKIICTHILEAHY FY,
CDRAVZETTI HICIE Clien2lCH A A LT ERGTVaVEEITLET,

IF fi%:

After creating File1.txt in Folder1, right-click the file and select Properties.

Access the Security tab, click Disable inheritance

Click on Remove all inherited permissions from this object, click Apply, and select Yes in the
dialog box that appears.

Click OK

Back on the Security tab select Edit to change permissions.

Click Add, then enter User1 in the Enter the object names to select section.
Click Check Names, and then click OK.

Check only the Read box in the Allow column.



Click apply, Ok, and OK
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Windows10%#E179 5 Ea—3—hMHY FT,
MEEDEHIIBEMIZA VA P—ILEhET,

HEEDBEHZO—INVIITEILENHYET,

BEEDEFHFNA VR P—ILENTHLERARFAIBRIZA VR F—LEO—ILN\Y I TEEFITMN?E
. A=Y Y ERTTEHOITAZERTILENHY FIM?EET ST, BAZFEET
BYRA T avEBRLET,

I ODBRREZFAZFNIRAS > FOMENAHY T,

To roll back the feature update, use:

Go back to the previous version of Windows 10
Reset this PC option
Uninstall an update in Control Panel

The rollback can be performed up to:

7 days after

B SetErosoft

1F fiZ:

To roll back the feature update, use:

Go back to the pre\g)“version of Windows 10|

Reset this PC opti |
install in Control Panel

The rollback can be performe “@“ 2 :
‘9 7 days after

| 10 days after

— " Microsoft [daysafer

Reference:
https://www.howtogeek.com/235474/how-to-roll-back-builds-and-uninstall-updates-on-

windows-10/

Eﬁ:ﬁ' 41

- E19211EB’1H 10
1 192.168.10.15




Computer1 M5 192.168.10.15 [Z ping ZE1TT 5 & BERNFIA LTI LIz EADMNY FE
¥, Computer! M5 192.168.10.15 [CIEE(Z ping TE A L #HRT I2RENHY FI,
fRRE: O Ea—4—TIl& Windows Defender 774 74 —ILTHEIEICMPV6 k574975
FEFRILET,

NFEEZFH-LTVEIMN?

A. [Ty

B. LMVZ

IEfR: (EfEZRTLET)
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Windows10%#XE1T9 5T /\A R ZEELET,

1VADE—IILRA—H—[& FEHIENIRONTOWTEHBAERIBELES, E—ILR 21— —
X ZDSFRICIAMBELET,

RITH (L, X TDOWindowsUpdate BN E v A— RSB WK ST EIHENHY FT, V
)a—2 3V BFA—NEAVEI—FY FADT IV EREZHIFTEIBY FHA,

HlEt- I ETH2EMN?

RETTIDOT A D REREEAS ZICLET,

RETTIDRY RT—= A A=y RDD 3y M=V EGERERIERE LTHE
LET,

ERETTUDEHFEEXF )T A0S BHE—BELELET,

EETTIDRY bI—=D A VA=Y bDL T—AHBRERELET,

EfR: (EfEZzRTLET)

OO0OR®>
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v kD —2IZActiveDirectory FA A UIMEENTWET , FAAS VIZIF ROKRIZTKRT Y
Ea—42—hE&FENTWET,

Name Operating system
Computer? Windows 8.1 Enterprise
Computer2 | Windows 10 Pro
Computer3 | Windows 10 Profor Warkstation
EDa 2 E1—%—TWindows10 Enterprise~DA > T L—R7 v T L—KEERTTEZET
me
A. Computer3® #

B. Computed# & U'Computer3® #

C.:tED#H

D.StEENFET, it EEH, & & UComputer3

IEfE: (EffZRRLET)

Reference:
https://docs.microsoft.com/en-us/windows/deployment/upgrade/windows-10-upgrade-paths
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https://docs.microsoft.com/en-us/windows/deployment/upgrade/windows-10-edition-upgrades
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E BRI RLIFTVAERRTH —EOERO—EHTYT, V) —XDKERMICIE IBES
NE-BEEERTIA8EOHIHMEDY) 12— avhEFEATOET, —HOEMtE Y ~IC
FEHDOELWERELHDIEELHY FIH MOEME Y FZILE LWERELALZGEEN
HYUFET,

CDEVVIVOBEMICAZLEZRIE, TOBMICRAZLEXTEEFHA, TOHRE. CNEHNDE
MliEILEa—BEEICRRTEINEEA,

Windows 102 E79 57— 5 )—TJavEa1—4—mMHpYEFT a1 —2—[ZlF . ROE
[ZRIA—ALA—HF—ThOU MR EENRTNET,

Name Member of
Administrator Adminisirators
sert Adrmiinistrators
User? Users
Useray . Users

User1&User2MTRY by TOERDHEBRT HILENHY FT,

fRRE Usert&User2ZBM3 25 L WLNO—AILTIL—T#ERLET O—HIILTIL—TRY
—FATTzY b GPO)ZEERK L, GPOTTRY by TOBRMBEZEHALES a7 FJO
> 7 kT_gpupdate.exe / Forceav > REZETLET,

NIFERZERLTVEIN?

A. [FLy

B. L\ R

Eff: A(QA 2V FERKRT D)

Reference:
https://www.windowscentral.com/how-apply-local-group-policy-settings-specific-users-
windows-10
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Windows 10% 3179 ALON-CL1.Adatum.comé W53 A EFa1—4—hAHY EFT,

ARV PELZ—THE RDT4ILEEEHEDViewWl EWSBRIDD R LE 2 —FEBLET,
*1—+H— User1

*0Ek LV DT

AR AT DRT LA

*AEa1—4— LON-CL1

*4 X2 ~ID :10000-11000

YR RLAR I S5— B

ARV NELA—TZHE BRICSRINTWSARUEHRELET, BRIZ2TZVUvIL
F7,)
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{4] Event Properties - Event 10010, DistributedCOM

General Details

The server CortanaUl.AppXd4tad4d57t4wtdbnnmb8v2xtzym8cin8.mca did not register with
DCOM within the required timeout.

Log Name: System _

Source: DistributedCOM ' Cogged: 10/25/2018 10:48:41 AM
Event ID: 10010 _ Task Category: None

Level: Erras/ | \ ¥ ' Keywords: Classic

User: LON-CET\User1 Computer: LON-CL1.Adatum.com
OpCode: Info

More Information: Event Log Online Help

Copy ) [~ Close

AR FIViewlIZRRESNFFA,

AR FHVIeWNZRRENDZ LEZHERTIDLELNHY FT,

HET-F A ZT o EM?

A ZRIVATIVEEE T4 ILE—IZEMLET,

B.aVEaAa—43—TFho a4 AT == )L—TITEBMLET,
C.ARNVIMY TR )T avEERLET,

D. 74 LA —DaAVE1—32—BREEEELFT,

FfE:A (A LEERT D)

Reference:
https://www.techrepublic.com/article/how-to-use-custom-views-in-windows-10s-event-viewer/
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Windows 10 2479 52 Ea— 32— HYFET , ROBREHFETILELHYET,
*QAVE1—ADOER, A —Y—& _BXUSID

*A—HY—FhOU AR T A — T IL—T

ENDIATY FEERTTIDLELHY TTH?

A.ox)
B. 1 —%—##i1k
C. A

D. msinfo32
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IEfE: (EfgZRTLEY)
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Windows 10% 3179 5Computert E WS ZRTND AV E1—2—MH Y F£9, Computer 21T B
RICRENTWBEZFHEOKeyl EWSEFDOL PR M) F—DEFhTWET, [EBRIFT%

29Uy LET,)

B Registry Editor - O X
File Edit View Favortes Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Key1

v Ll F.l:ll‘l_'tpuh:l - - " 1| Name Type Data
" HKEY_CLASSES_ROOT ab)] (Default) REG_SZ 1
L‘“E:-CURTNT{:'SEIT a)Stiing]  REG_SZ Word1
v O e | wvaluel  REGLDWORD  0x00000001 (1)
HARDWARE
SAM
SECURITY i
W SOFTWARE
Classes
Clients
CVSM
DefaultUserEnvironn
Google
Intel
Keyl
Macromedia

< > < >
RODTFHFRXLEEDFilelregE WS> ARIDEHRI VMY (eq) 771U HYET,
WindowsLY X R I F 42 —/3—2 3 25.00

[HKEY LOCAL_MACHINE \ SOFTWARE \ Key1]

"String1" =-

@="2"

File1.regzComputer1 |24 ViR— b LIzIGEDEBZR/ET ILELHY FT,
AIZHANTRETIA?EET SHICE, BEEHETEYGA TS a v ERIRLET,

T EZNETADELLERIFNRS D FOMEELIHY FT,
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String1 will:

be deleted

have a value of -

have a value of Word1
have no value

Valuel will:

be deleted
have a value of 1
have a value of 2

hevehorvalaét

String1 will:

Valuet will:

be deleted

have a value of ~

have a value of Word1
have no value

be deleted

have a value of 1

have a value of 2
have no value




Reference:
https://www.computerhope.com/issues/ch000848.htm
https://www.computerperformance.co.uk/vista/reg-create/
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Windows 10 7§ AW DDAV E2— 2 —DEEE—FTHIE SN+ ILEF— TV &
RAEEMLET,

TSN TANT— T IO RRIZESDTEBEINDGARY NEHRT HILELNHYET,
EDARY N Ea—TF7— OJZRTTILENHY FTH?

A. Applications and Services\Microsoft\Windows\Windows Defender\Operational

B. Applications and Services\Microsoft\Windows\Known Folders\Operational

C. Windows\Security

IEfE: (EfEZRRLET)
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/evaluate-controlled-
folder-access
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Windows10%# 32173 5Computert E WS ZRINDAVE2a—4—"HY T I,

Computer! TT—FOJEEMTI2HELHY ET,

BRI ZET oREN?

A Ov>RF7OV 7 T _bedbootexeavwy REETL /NS A—2—%BELET,
B.XE7 7ML FBEBREEEHALET,
C.aYrA—INRILD[VATLDTOANTAIMND REF— Ty TEY AN DERTEEER
LEY,

D. VAT LEEMN T— FMEEEHERLET,

IFfE: (EMZRTLETD)

Reference:

https://www.windowscentral.com/how-enable-boot-log-windows-10

B R 50

70AD') E— b1 —HY—%E T Microsoft365TF > FHAHY FT,

)E— b A1—HF—([FSEIFELEHAMNSHEELET,

&b, &) E— b1 —Y—I[L_ Windows 10HomeZ X179 %/A—YFJ)LavEa1—4F—%EAL
EFLT-,

R/NMEDEBEXT IVEL—4F—DVPNEEZEHIMICER T IHELHY 9,
fAZEIRETTIHN?

A BALCEIT7AIL

B. 7I—TRYS—4T2xH ~ GPO)

C. Windows#— k/31 A k

D. 7OE a=vinvy—o
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EfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/windows/configuration/provisioning-packages/provisioning-
packages

B[R 51

Windows 10% 32179 %2060 a Y E1—42—0HY £,

FTRTOATMSLTRTDA R FEWindows 10EEFT9 SComputert & NS BTN I >
Ea—42—ICEETALIICTRTOaAVEL—F2—ZBRLET,

Computerl|ZH A A 0 5& MDA VELA—F—HoDEXF2)TAARVENERRTESE
FA MDAV E LA - LEEINIZMOTRTOARY FEHERTEET,

EXaUT4 4R B Computer [ZERE SND LR T ILELHYET,
HETIEMETEIREN?

A Z£a2FE1—4—T_wecutlac/q&EEITLET,

B.&Z£IAVEL—43—T Y MI—OHY—ERT7HADU AR AT —F—J)L—TIZE
mLZEY,

C.£aYEa1—4#—T _winrmqc-qZE{TLET,

D. Computer1 T, Computerl D7 h o> bEARY bOYG ) —F—FIL—TIZEMLET,
EfR: (EffZzRTLET)

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/use-windows-event-
forwarding-to-assistin-intrusion-detection
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Windows 10% 3179 $Computert E WS ZBIDT—V J)L—TaAVEa—2—BHYFET, XD
KIZRT &SI, 774N ITH R TA—5—h 50neDriveZFAZEET,

- v = | OneDrive B= O X
“ Home Share View G
— v ‘I & > OneDrive ol Search.OneDrive e

te modied T OF

3/19/2019 5:43 AM Text Document

o Quick access

, | File1 txt @
> ¢@ OneDrive | Fie2 txt O 3/19/2019 5:43 AM Text Document
Bl This PC | File3 bt @) 3/19/2019 5:43 AM  Text Document
B nikiicik Personal Vault ©) 10/18/2019 3:23 PM Shortcut
etwor F
4 tems == &

FAYTEOUAZa—FRALT V374 v 7ICRRENTLSBERICE DSV THEMICE
ETOEEDERKERERLFT,
I OEREERENIRS O FOEENHY £9,
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If Computer1 fails, which files will you be able v

to recover from Microsoft OneDrive? File2:&t only

File1:txt and File2.txt only
File2.txt and File3.txt only
File1.txt, File2.txt. and File3.txt

If the network adapter on Computer fails, which files \ v
will you be able to access on Computer1? File1.txt only
File1.txt and File2.txt only
Fife it and Eile3 txtionly
il 'txt File2'td, 'and File3.txt
1E fiZ:
If Computer1 fails, which files will you be able v
to recover from Microsoft OneDrive? File2.txt only |

File1.txt and File2.txt only
File2 txt and File3.txt only
ile1.txt, File2.txt, and File3.txt

If the network adapter on Computer1 fails, which files v

will you be able to access on Computer1? File1 bt only
File1.txt and File2.txt only
\ /IEle1-bet and-Fled.txt only
-ile 11X, File2 txt, and Filed txt
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A—H—[F Windows 10%ETT 51— —%H ->TWET , A —F—IL  ROREHFRIC
TORATEET,

*USBZ7ov¥a k347

* Microsoft OneDrive

* OneDrive for Business

2y b= HFIIIYTENE=REZ4 T

CRTLRESATOEA U Z)IN—FT 13

BRETITIUDNL I 7AIVERZEZFERL TNV I 7Y TZ2EBET ILELHYET,
J7MIVEREFERALTED2DODRESHMEERTEEIN? TN TNDOERETLILTMIRE
ZrLET,

FENENDOELLERIZIRS Y bOMENHY T,

A.USBT7S vy a k347

B.*y FI—OHEFIZIYTENI=KS4T

C. OneDrive

D. VATLRSATDEAVEYNR—TFT 43y

E. OneDrive for Business

FfR: (ERERTLET)
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EFHE]: 54

Windows 10% 3479 5Computert E WS BFTID AV E1—2—DHY FET,
Computer1 T, ROBIZRY & 5 VPN E R L F T,

Get-Vpnte 'r- .

ServerAddress
AllUserConnection
Guid

TunnelType
AuthenticationMethod
EncryptionLevel
LZtpIPsecAuth

UseWinlogonCredential

EapConfigXmlStream
ConnectionStatus
RememberCredential
SplitTunneling
DnsSuffix
IdleDisconnectSeconds

L !
PS C:\>

VPNl
vpn.contoso.com
False

{101ACSF]1 — 6269 -—
Automatic
{MsChapv2}
Optional
Certificate

False
Disconnected
True

True

0

TERY FT—VICEFE—DQIPYH TRy AEENTULET,

FAY AU A Za—2FRALT HISREATVSERICEODVTERT AV LE
I HEEDERERERRLET,

I ENTNOE LLDERIZIRAS D FOMBENHY FT,

J/PN1 can use protocols [answer choice] to.establish a VPN connegtion

[Answer choice] will be routed through the' VPN connection

1Efig:

PPTP,

PRTP and L2TP only
LZTP and SSTP only
L2TP, SSTP, and IKEV2 only

L2TP, SSTP, and IKEv?2

b4

Only traffic for the internet
Only traffic for the corporate network
Traffic the Internet and the comorate network

5T

VPN1 can use protocols [answer choice] to establish a VPN connection

PPTP and L2TP only |

L2TP and SSTP only
L2TP, SSTP, and IKEV2 only
PPTP, L2TP, SSTP, and IKEv2

[Answer choice] will be routed through the VPN connection.

v

{Only traffic for the internet

1Only frafli ¢ Tof thie torporate network

raffic the Internet and the corporate network

Eﬂﬁ:SS

Windows 10ProzEf79 42V Ea— 43— HYFET IV E1—F—I2[F ROKRITRT 21—




F—HEFLTOET,

Name " Microsoft Description
User1 Member of the local Administrators group
User2 Standard user
User3 Standard user

A—ALDTIN—TR)—FT2xH b GPO)#FEAL T, O—HJ/LDAdministrators 4 JL—
TOTRTDAUN—IZH LTIDDRETIN—TEERL T RTOIREEEF (X L THDERE
TIN—T BT IVENHYET,

HET-FAZT oEM?

A.runasaY U FZEFEALT &1 —Y—& L TGpeditmscZzfE £,

B.mMmcZEFEREZFAHE LTETL IN—TRI)S—F TPz FI T4 3—RFT v TA %2
BMLETS,

C. Gpeditmsc#User1& LTHE 200 EEARATYIL—FEEBMLET,

D.mmc%Usert& LTEITL X2 T4 TV L— RFyTA U F2EEMLET,
Eff:B(OAA Y FEREKRT D)

Add the Group Policy Object Editor snap-in twice. Select Browse > Users > Administrators when
you add the first snap-in and select Browse > Users > Non-Administrators when you add the
second snap-in.

Eﬁ:ﬁ: 56

Windows 11 #1795 20 8NV Ea1—2—nNHY FET,

OYVEa—42—T Windows 2 FiRy Y REBMZTEILENHYET,

OY U REEDESICETITAVLENHYEFTHI? @EZTHICIE EEZEIY 7 TEIYLEA TS 3
VEERLET,

EEFENFNAOELWMERIZ 1 RA > FOBEENSHY 5,

-FeatureName -All -Online

Add-AppxPackage “Containers-DisposableClientVM™

Add-WindowsCapability "HostGuardian”
Add-WindowsPackage “HypervisorPlatform”
Enable-WindowsOptionalFeature “VirtualMachinePlatform”
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Answer Area

-FeatureName -All -Online
Add-AppxPackage "Containers-DisposableClientVM”
Add-WindowsCapability "HostGuardian’
Add-WindowsPackage “HypervisorPlatform’
[Enable-WindowsOptionalFeature | "VirtualMachinePlatform"

Eﬁ:ﬁ: 57
ROy A DU AZ1—%FRALT 7374 Vv IIZRRTEINBERICEDVTERT—FAY
F4ET I HEZDERKZZEEIRLET,

I ENTNOE LLDERIIIRAS D FOMBENHY FT,



Microsoft Edge is configured by using [answer choice].

a Group PoIicy object (GPO)
Microsoft Intune
the Internet Explorer Administration (IEAK)

The computer.is [answer choice]. v
enrolled in Microsoft Intune

managed by using Microsoft System Center Configuration Manager
joined to an on-premises Active Directory domain

1E fiz:
Microsoft Edge is configured by using [answer choice]. - N Y
plorer Administration (IEAK)
The computer is [answer choice]. Y|
: enrolled in Microsoft Intune |
managed by using Microsoft System Center Configuration Manager
joined to an on-premises Active Directory domain
B fE: 58

Windows 10 {795 100 8DV Ea—2—"HYFET , a2 E1—4—IL Azure AD TF
> MIZSML  Microsoft Intune 2B RSN TWET , OV Ea—2 TBENIGRRICHY /T
w2y hI—DIZEEHEShTWET,

ROBHZEmE=ITAILT TRAOEBERITOV) 12— 3 VEHETINELNHY TT,
A—HY—0aAVEa2—4F—[CUE—MEHRELT, FS TN a2a—TFT1 VT ZETLET,
AVEL—43—DTARY by TE#dTHEL A—F—DavE1—F—IZEHKELET,
Y—ER NTA—I VANV — LR M)BRE BLUVARU L OT%)E—FTETR
LET,

EDY—ILEHRZRIBICEDIDLELNHY FIH?

AAVE—FTF7IVREIUR

B.41>Fa—>

C.O4vI 7 AR

D. Windows Bt > 42—

EfR: (EfEZzRTLET)

Eﬁ:ﬁ: 59
ComputerAD B EHEHR T HI-TWENHY FT,
BHEEDS b WEST HIRENHY FIM?

A. 14H

B. 105

C.5%

D. 180H
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E. 30H

IEfR: (EffZzRnLET)

Reference:
https://www.thewindowsclub.com/delay-defer-feature-updates-365-days-windows-10

EFDE]: 60
RDFKRIZRT 1—H—% & contoso.com& LY S A RTDMicrosoft Azure Active Directory Azure
AD)TF+ Y rDBHYET,

Namem 'VIICTOJOTT "\ TRole
Adminl (@contoso.com Security administrator

Admin2(@contoso.com Cloud device administrator
Userl @contoso.com None

Windows 10%3£179 %5Computerl E WS ZFIDAVE1—2—h"HYET,

Name Niember of
Adminl Network Configuration Operators
Admin2 Power Users
Userl Administrator |\/] icrosoft

User1ld user1 @ contoso.com# {#F L TComputer1ZAzure ADIZSMEEET,
ROERT— LAY MIDWT RAT— FA Y D trueDIHEE [TV EEIRLET, ThUSND
HEF [LWWRIEBRLET,

EENEFNROELLERIKIRAS O bOMELSHY T,

Statements %

Userl@contoso.com is a member of the local M O
Administrators group on Computer]l.

|_Admin]@contoso.com can configure thé firewall Q

d o Befendéon Computerl

* Admin2@contoso.com can mg.fa'!l software on O
Computerl. O
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Statements Yes NO

User1@contoso.com is a mgmbel Vi i KRS O Tt ‘O {3

Administrators group on Computer1.

Admin1@contoso.com can configure the firewall O @
and Windows Defender on Computerl1.

Admin2@contoso.com can install software on @ O

Computerl.

B 61

Windows 10%3E179 40 Ea—4—DEEHKEZE L TWVET,
BEOEHLEREOREHFZO—IINYITHIZIE BEFIBEZERT ILELAHY FT,
FIBIZIFMZEZEHEIRETIN?BEZT HICIE, BEEETE N GA TS a v E2BIRLET,
EEFNREFNROELLERITIARS O bOMENHY T,

To roll back feature updates: v
Recovery from the Settings app

Windows Update from the Settings app
Programs and Features from the Control Panel
Troubleshoot from the Settings app

To roll back quality updates: hd

Recovery from the Settings app

'Windows Update from the Settings app

]-.Hl f! I cr and Features from the Control Panel
oot from the Settings app

To roll back feature updates: v
ecovery ITom (he seltings app |

Windows Update from the Settings app

Programs and Features from the Control Panel

Troubleshoot from the Settings app

To roll back quality updates: v
ecoverv from the Settings app

indows Update from the Settings app
Programs and F eatures trom the Control Panel

M n Cr ot from the Settings app

Reference:
https://www.thewindowsclub.com/rollback-uninstall-windows-10-creators-update
https://www.dummies.com/computers/pcs/undo-windows-update/



AHI7EMD-100J[E & (FIPNTest.comigfit v MD-100JEHER (CE18 9 5 Z L ICIRICILB T
9 ! JPNTest.com(d 4 & FHTMD-100J5XExE AR 12 L £ 9, JPNTest.com MD-100J5X ER
BEFLIEHEINFEL, CCTMDA00JEEEDTRA FI VDU EFICANET T, &R
D7 Yt R _https://www.jpntest.com/shiken/MD-100J-mondaishu B79f, 3 0%r « A ho

k. 4 RI7% 512 — F: JPNshiken|

B 62

v b7 —2IZActiveDirectory A 4 UIMEFENTWET, FA A VIZIE Windows10%ETT 5
1,0006NDaVEa—2—DEFENTULET,
BEDEHEIVEL—FI—LEDTNARAFSAN—LDREOBEMOEBREDHEZHRRELEL
1=,

TRAMIVE2A—3—THEEHFOA VR M—ILETRX LT E2RELRHYFET,
TWN—TR)—FTPxH b GPO)ZERL THERT HLEMH HWindows UpdateZRE & &
nTIMN?

A BRI EHREEE

B. ¥Rt EHDE— T H— FZE/EUIZT D

C. R DEREFFH/N—D a3 VEEIRLET

D. BEIEHDAY D a—ILENzA VA F—=ILDRT D 1—)LEEET S

Ef#E: (EfEZRILET)

Reference:

https://docs.microsoft.com/en-us/windows/deployment/update/safeguard-opt-out

gﬁ:ﬁ: 63

Windows 10% 32179 %5 Computer1 E WS ZFTD/AT Y v o arvEa—42—nm%Y  Computert|Z
[XFoldert E WS BARID 7+ IILF—DEENTWVET,

UserlE WS BRIDI—H—I[Z _Folder DHERZER T AL T HIDENHY ET, V
)a1—2 3 TR KRIMEDHEDRAZFEATLILENHY FT,

EDNTFS7 Y AFa #User[ZE|Y BTEIRENHY FITH?

A.Z)larvrka—)L

B.£&E

C.EERH

D. A Y & T

IEfR: (EffZzRTLET)

Reference:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-
and-2008/cc732880%28v%3dws.10%29
http://www.mdmarra.com/2013/11/full-control-v-modify-why-you-should-be.html

o

4l 64
%Fj I~6'7—7l: Active Directory KA A4 UREFENTWET, FAAS VIZIE RORIZFTI—


https://www.jpntest.com/shiken/MD-100J-mondaishu
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P—MNEFEFLTUVET,

KA A 2(ZlE, Windows 10 %179 % Computer! E WS EFIDAVE 12— —DNEFNTULVE
¥, Computer! [ZIE, RDT U £ RHFA %D Folder! LEWSRFD 7+ ILF—DREFATLE
ERR

A—H— 2. EFAHEFES

Group1: §tAH Y ZEFm]

Group2: & % & 1]

Folder1 [ Share1$ & L THE SN FET, Share1$ [CITRDERELHY £9,

£8: 7))L a2 bA—)LEEHFH

T EAR—ZXDHIE: Hxh

ROERAT—RADMIDWT ZYTHEEE [TV ZBIRLET, ThUNDGZEIL LI
A EEERLET,

EEFENFNROELWERIE 1 RA > FOBEENSHY T,

Statements Yés No
User1 can list files in \Computer1\Share1$. O O
User2 can list files in WComputer1\Share1$. O @)
If User3 connects to \\Computer1 from File Explorer, Share1$ will be visible. @) @)

IEfi:

Statements AAS NO<O + Yes No
User1 can list files in WComputer1\Share1$. | O O
User2 can list files in WComputer1\Share1$. O O
If User3 connects to \\Computer1 from File Explorer, Share1$ will be visible. O O

Reference:

https://www.varonis.com/blog/ntfs-permissions-vs-share/
http://www.ntfs.com/ntfs-permissions-file-advanced.htm
https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-
enumeration-on-a-namespace

B f: 65

T COBERIF RLYFUAZRTTH—ENEMO—ATY, V) —XDEEMICIT EES
N-BRZERTIAHEEOH L HBDY ) 2a—2a vBNEFATVET, —HOEMtE Y kI
[FEHDELVERENHIGEELHY FTITA MOERME Y FMZIFELWVERESGZVGEES
HYFET,

SOtV VaIVOEMICEAELERIE, TNEMICRSAZEETEERA, TORKE, ChoDE
BIILEx—BEEICRTENFEEA,



Windows 10&#ETLTWHa v Ea—2—»"HYFET a2 E1—42—IZI&L D A\Scripts& LV S
ZHID I A ILE—NEFENTUET, D \ScriptsIZELr D DPowerShellR 2 1) 7 kA& FEH
TUWET,

RO T EADEF/INZA EIEEE T 1ZPowerShell R 9 1) T 2RI TER L EZHRT HIREN
HYZET, V) a—3vidPowerShellty v a VEITEHET A2REAHY T,

fiZik % PowerShellhs 5 $env:Path += ";d:\scripts". #E1T L £ 9,
CNIFEBRZERLTVLEIN?

A. [F

B. L\MZ

Ef#: (EfEERTLET)
Reference:

https://docs.microsoft.com/en-
us/powershell/module/microsoft.powershell.core/about/about_environment_variables?
view=powershell-7

B: 66

HIET-DEIZIE, Windows10EETT 5L DHDENSILTNSZABHYET,
RDBYUEFE=TEINITENAINTNA REZERT I2LELDY FT,

Windows Updateld, E/3 LT/ ADBWI-FIlZER L TWAIEEIZOAFT D A—RFTEET,
BFA—INEAUEI—F2Y FADT I RRIEEICARETRITRIERY FHA,

Bt (FAETEHE2REMN?

ABE7T)ERE [(BFHEELX1UTAIEBIRLET , RIT [77 T« TRHEIOERE]E:ER
LTHERLET,

B.ERE7ITVERE [RY FI—D &4 —2y NEERLFET RIC [EHRITOANTADE
BIZERL, L7 —3y FI—VERORERERIA T a o 2[A VIHKELET,
C.HRETZIIVEHE [RrY FT—0 A2 —Fy MNZBRLTHL [T—2ERAE]ZEIR
L.T—2#IBREHRELET,

D.RETTUERE [EFHEEXaTA)1EERLET, RIC, BEEOFREILEERL TERL

*9,
EfR: (EffZzRTLET)
Reference:

https://www.makeuseof.com/tag/5-ways-temporarily-turn-off-windows-update-windows-10/

Eﬁ:ﬁ: 67

v b7 —2IZActiveDirectory KA 4 UMEFENTWET, FA A 2IZIE Windows10%ETT %
Computert E WS ZFIDAVE 12— —NEFNTULET,

FAALDIZIE RORICRTA—H—NEENTLET,
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Name M@hg]ﬂ IC roso !%

Adminl Domain Admins, Groupl

Userl Greupl’

User2 Group?

Computer1[ZI& RDRIZTRT KSI1T4EDT) o 2—DmHYFET,

e [t [ e

Printerl Local printer Adminl Print: Group1l
Manage the-printer: Groupl
Printer2 Network printer Adminl lPru@Main Users

% W =2 Y Manage the printer: Domain Users

Printer3 Local printer b ), Print: Group1
1% © Manage the printer: Group1l

Printer4 Local?rinter Print: Domain Users
Manage the printer: Domain Users

aA—H—hComputerl [ZHA A 2T B E UserllFED T VB —%EHATEETHN?
A. Printer3d &

B. Printed_ Printer2_ Printer3_ & & U'Printer4

C. Printed, Printer3_ & & UPrinter4d &

D. ENRIiZE# . Printer2, & & UPrinter3M &

E. ENIRI$ & UPrinter3d &

Ef:B (242 FEEET D)

EFI:IE]: 68

FCOBEME RLCYSFTUAZRTTH5—EOEMO—FHTY, V) —XDELEMICIT EBEES
NE-BEEZERTIARMEOHIHMEDOY) 12— avhAEFEATOET, —HOEMtE Y ~IC
FEHBDELWVERENHLIBENHY M MMOEME Y FZIFIELOERENGZVZEN
HYUET,

CDEIaVOEMICEAZ LRI, ZOEBEMICRAZLEITEFEFRA, ZTOHR. CAoDE
BMliEILEa—BEEICRRTEINTEEA,

Windows 10#XE{TL TSV Ea—42—hAHYFET, a2 Ea1—2—IZ(F D \Scripts& LV 5
ZHID T A ILE—NEENTUET, D \ScriptsIZIELr D DPowerShellR 2 1) 7 kA& FEA
TWET,

A7) T rADi/SAEIEEE T IZPowerShellR 7 ') T 2 EITTEE LRI IHEMN
HYZFET, V) a—3vidPowerShellty v a VEITEET 2RELAHY T,

fBRE av RO T rh 5 set.exe PATHEXT =d \scriptsZ =T LE 3,
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CREEEEERLTLETA?
A. [Ty

B. L\LVZ

Ef: (EfRERTLET)

Eﬁ:ﬁ: 69

v kD —21Z1%, contoso.com & LY B EIMD Active Directory KA 4 UMEENTULVET, KA
4 >1Z1% , Windows 10 #3179 % Computer1 & Computer2 E WS &HID 2 5ENaAE1—
A—MNEENTVET, FAS VIZIE RORICTTI—HF—NEENRTVET,

i)
I

hEai

&mm@d@ﬁ g4 25 )—F A >\—yv7§xwﬁkfbiv

xméxT—rx/rkour'aété%A@mnqgﬁmuiﬁ-%mu%m%Am[uu
A ZEZBIRLET,
S ZNTHOE LOEIRE 1 KA > ~OMEENSHY £F,

B: 70
T COEBRIE RLYFIAERTTIZ—EOEMO—ETY, Y —XDREMIZIF EES
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NE-EEZERTIAEEOH I HEDY ) 12— avhABENTVET, —HOEMtE Y I
FEHDELWVERENHLIBENHY FIH MOEME Y FZIXIELOERENGZVDZEN
HYUET,
COEVVIVOBEMICEEL-ZRE TOEMICRSAZ LI TEFEFRA, ZTOHRE. ChoDE
MIZLE a—E@EIZRTINEEA,
Windows 10% 3179 %5Computerl E WS ZRID AV E1—2—HYFET,
Application1& WS BRTDH—ERXEX EIZTTT LS TR SN TLET,

Application1 (Local Computer) [we3m]

_-Ge:mal_ Log On | Recovery [ Dep-en-denuﬁ

Log on as:

Local System account

@ This account: Service1 , Emwﬁe

Password: TITTI Y

Corfim password:  ®®eseess

[ ok ][ Cancel |[ mopy |
aA—H—MhServicel 7Hho 2 FEERAL TComputer (ZTH A A4 L W DHhDT 74 ILEHI
BrLI=CENDHLMAYELT,
aA—4H—I[&, Application TEASNTWAIDEFEALT AV E2a—432—1DTARY by FIZH
A4 0FB2=DITH A A VTERNWI LEZRERTDIVELHYET, V) a—2 3 0TI,
H/PNEOFEDRAEZERT IMNENHY FT,
iR Computer1 T, Servicel[TH—ER1—H—¢ LTOOT AU DEFTDEMNZEYHTE
v,
NIFEEZERLTVETN?

A. [XLy

B. LMV

g (EfEzFRLET)
Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/deny-
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log-on-as-a-service

B 71

Windows10%E4T9 %3 Ea—42—0HY ET,
WindowsUpdateZZ i 0 /' & RRT S LELNHY FT,

HE=IERDIEZEIRETIN?

A 774)LTHRFTO—F—hhi5_C \Windows \ Logs \ WindowsUpdate 7 # JLF —[ZF8E) L .
BBLI7ZAIL, TN E— BEUVRIATERTTBH|ZBIRLET,

B. 5% 7 7') ®WindowsUpdateh 5, F#iA 7> a V&R LET,

C. /1Ry FEa—7h 5 WindowsUpdateClienti2EO /D 7O/ T 4 2EHLET,

D. Windows PowerShellh 5 | Get-WindowsUpdateLoga v > KL v FZ2ETLET,

Eff: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/powershell/module/windowsupdate/get-windowsupdatelog?
view=windowsserver2022-ps

B 72

E BRI RLOFVAERTTH5—EOERO—EHTT, V) —XDZERICIE IBES
NE-BEEERTAAREMEOHIHMEDY) 2 —2 a3 vhEFEATOET, —HOERt v M
FEHDOELWERREAHDIEELNHY FIH, MOEME Y FIZILE LWEREAZGEEN
HYUET,

CDEIaVOEBEMICEAZL-RIE, ZOEBEMICRSZLETEFRA, ZTOHR. CAoDE
BIELEa—E@EICRTINEEA,

Windows 10% %473 5Computert E WS ZHID AV E1—42—DHYFET , ZOaAVE1—42—
[SIETANLE—DBNEENTVET, 74T —ICEBBZT—2ADNEETNTVET,

T+ LA —DRBEHHSRY TNV —HND I 7MLV EERBELVEIRT 51— —%05IC
AT OIVENHYET,

BRE I+ WA —OTONTAHOEBREFERL O—DILTIL—TR) >—DEERY
UL EETALY NIY—ERTIOEREERLET,

NIFEEZERLTOETHN?

A. [T

B. L VR

EfZ: (EffZzRLET)
Reference:

https://www.netwrix.com/how_to_detect_who_changed_file_or_folder_owner.html

EFuﬁ: 73
Windows 10%E1TL RORIZFRT 2 —H—M LB Computerl EWNSZRIDT—0 JIL—Ta >

Ea—42—h"HYET,
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Name Member of

User1 Administrators
User?2 Users

ROAVTUoYEEDFielregt WS ZRID T 7AILAHY £T,

Windows Registry Editor Version 5.00

[HKEY CURRENT USER\S¥=stem\Keyl]

[HKEI_LDCALAMECHINE\S$§?;?mEF§H3{

User1&User23Filel.reg&a 2 LY w9 LIz L EITANE I DN ERFET 2RENHY FT,
AIZHETILENHYFEITH?BET LI BBZEHETEUGA T a v E2BRLET,
I WODBRREIZAZNIRS D FOMMENAHY £,

When User1 double-clicks File1.reg:/ ; nf+ v
& ﬁ%{%?gﬁg"@'i‘s ‘made to registry.

Only Key1 is added {o the registry.

Only Key2 is added to the registry.

Key1 and Key2 are added to the reqistry.

When User2 double-clicks File1.reg: v
No change is made to registry.

Only Key1 is added to the registry.

Only Key2 is added to the registry.

Key1 and Key?2 are added to the registry.

1E fi#:
When User1 double-clicks File1.reg: v

No change is made to registry.

Only Key1 is added to the registry.

Only Key2 is added te the registry.

Key1 and Key2 are added to the registry

TR

When User2 double:clicks File1.reg: = v

No change is made to registry.
Only Key1 is added to the registry. |

[OflyRey2is added todhe registry.
Jeyt'and Keifi dre’added to the registry. |

B 74
v b7 —21Z Active Directory KA A UMEFENTWET, FA A 2IZIE, Windows 10 #3E4T

9 % Computer1_  Computer2 Computer3 EWSZFID 3 ENAVE1—F—HNEFFENLTLE



. IN6NAVELA—F—[FRILARY 7=V LIZHY Ry bT—JIZEKEIATHET,
Computer1 ® Windows Defender 7 7 4 7 2 # —JLIZ[E  ROKRIZRT Y —/N\—[EiExRtE 2
TA4HRANHY FT,

Computer2 M Windows Defender 7 7 4 7 0 # —JUIZIE, RORKRIZRT Y —/\—flfiExmt X )
T4 RANBHY ET,

Computer3 @ Windows Defender 7 7 4 7+ —JLIZIE  ROKRIZRT Y —/\—fEEfHtz+a )
T4 RANBHY ET,

TRTOEREEXFL) T BAUBEDICGE>TEY a2V Ea1—42— (Kerberos VS) BEEAED
HEFEHAITDESICEBRIATOET,

ROERT—RADBMIDWT ZETIHEAE [TV ZBIRLET, TRUSDIZEEIE, LAY
Z] EEERLET,

FENFNDOELLERIT 1 RS > bOBELAHY FT,

Statements Yes No
If Computer1 initiates communication to Computer2, network traffic will be encrypted. O O

Computer2 can establish communications to Computer3.

If Computer3 initiates communication to Computer1, nefWork traffic will bé.enerypted. O O
IEfiZ:
Statements Yes No
If Compltert initiptesaomimunication to Computer2, network traffic will be encrypted. O O
Computer? can establish communications to Computer3. O O
If Computer3 initiates communication to-Computer1, network traffic will be encrypted. O—\
Bf: 75
Computer3TH LW IIL—TH#ERTES1—HF—XENTITM?
A. User31MD &

B. User1 & User32M &

C. Admin1# & UYUser31M #

D. Admin1_User31, & & U'User32m #
EfE:A(QA U REHEKRT D)

Reference:
https://ss64.com/nt/syntax-security groups.html

Eﬁ:ﬁ: 76
Windows 10% 3479 % Computer1 & Computer2 & LS ZRID2DODT—H H)L—TFarEa1—

A—hAHYEIT , AVEI—F—IZF RORIZRIO—AILtEXa)ToT) oI NILAEE
NTULEY,
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Name Type Computer
User1 User ComputerT
GroupA Group .\ ‘Computer1
GroupB | Gmup | computert
User2 \¥ User Computer2
GroupC Group Computer2

GroupAE K UGroupCD A UN—[ZHBZENTED XU T TI I NLIEENRTTMN?
BZ&9 52, BREEGETHEUGA T a v EBIRLET,
L UDEBIRIZERFNIRS > FOMELHY 9,

VIICrosoft

User1 only e
User1 and User2 only
User1 and GroupB only

User1, Userg,_G'rﬂupB, and GroupC

Uge_rz_rﬁﬁ-iy
User1 and User2 only
User1, User2, GroupA, and GroupB

1E fiZ:

GroupA: \
User1 only |
User1 and User2 only

“User1 and GroupB only
User1, User2, GroupB, and GroupC

Useonly =Microsoft
“UserT and User2 only

llcar1 llcar? farmiinA and Garanni

GroupC:




B389 7%MD-100J R REEE (X JPNTest.comizfit 41 MD-100JERERICEHK T H 2 L ITRICIB F
9 ! JPNTest.com(d 4 & FHTMD-100J5XExE AR 12 L £ 9, JPNTest.com MD-100J5X ER
BEFLIEHEINEL, CCTMD100JEEEDTA FIT VOV EFICANET , &R
D7 Yt R _https://www.jpntest.com/shiken/MD-100J-mondaishu B79f, 3 0%r « A ho

;. A7 EIS|a— F: JPNshiken|

B 77

Windows 11 %179 5% Client1 L WS ZRIND AV Ea—2—hHY £9, Client! TRDIEEH
EITLET,

* Hyper-V 28I LET,

*Windows 11 Pro X179 5RE<T S VU EERLEFT,

LRty a3y E—FEERALTVM IZEGET DRENHY FT R EITRETIMN?
A VM1 TYE—F TR Y TEZHHIZLET,

B.Client1 TYUE—hF TRY by TEHMZLET,

C.VM1 TUE—F TLRAVRERMIZLET,

D.Client1 TYE—F P RAVREZBHIZLET,

IEfE: (EfZ R LFET)

BfE: 78

Windows 10 {79 57— J)I—T avEa—42—hKHYFET,

ROBH®FEE-T LS, 2—F— F7Ho 2 M (UAC) 2T 2ELHY FT,
CHEDREKRERRDTHELSIC . O—NILDBEEET7HD U MIEIZTOV T IARREINS &
312LET,

HHEDRERBREBERITDZIRTOMER 7 TYICH LT, AHF—EE PK)ELF v I £k
LET,

EEFTLIDLENHD 2 DODORY D—EBEIFXENTTMN? BAZTHICIE BELY 7 CTHREZHER
Li?’o ,I %«‘rt%«‘rw)IE L UNERIE A z‘l'\’f > I~G)ﬁlﬁ1'§7f)\&’> Y&ET,

. !.Il-'AmurtCmtrol: Rm .lﬂ a:lmmisuatuu in Admm Anprw

E mmﬂmomm Only elevate UlAccess gggl:camns that are in
[i= er ol -.:
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1-' ' cnuntContml:On elevate executables t ata SigNE .l d valid e eee—— e 110 E——
852 wkcnuntContmi:Demcta plication mstallntt 15 ﬁt? for elevation d err

pt| rstandard users z Prompt for credentials.
arnpt foradrmmstutors lnAd.mm \proval Mode Promp fcrcomfmmn-w-
out usingithe e%ur : desktop ot Disshled

B :Ith inistrator.ac gl l“ll.l'h"‘l.rlﬂ"n‘t"—

= ;_:
=

BiE: 79

Windows 10% 3179 4158N AV Ea—42—hAHY FEFT , K2 Ea—2—IZlE_ Interface1dH
& Ulnterface2&E WS BRID2DODHY FT—I A U E3—T A ABHYET,

Interface 1 AMERATELGLNSESEZRE . XY FT—9 5714 v U Minterface1 ZEAT 5K 51
TELELAHYET,

HET- I ZETHEMN?

A. Set-NetlPInterface -InterfaceAlias Interface1 -InterfaceMetric 127 > FZETLE T,

B. Set-NetAdapterBinding -Name Interface2 -Enabled $ true -ComponentIlD ms_tcpip-
ThrottleLimit0a <> FEETLET,

C.AVA—T A RNZFFMIP7 FLRZERELFT,

D.ar rO—LURSA DIy D=V AL, TAONA S —DIEFEZEELET,

IEf#: (EfEZRTLET)

Reference:
https://tradingtechnologies.atlassian.net/wiki/spaces/KB/pages/27439127/How+to+Change
+Network+Adapter+Priorities+in+Windows+10
https://docs.microsoft.com/en-us/powershell/module/nettcpip/set-netipinterface?view=win10-ps

Eﬁ:ﬁ: 80

UserA& VS ZRITD 1—H—% & contoso.com & L5 & HTDAzure Active Directory Azure AD)
THUMRHYET,

Windows 10% 31T L _ contoso.comIZ£0 L TL\% Computer1 & Computer2& LVS &RID2E D0
VEaA—2—0HYFET,

UserAM!) E— TR kv TZ{EH L TComputer1H 5 Computer2| I TE= 5 Z & 2 fEERT

DMHENHYET,
EDIDDTI L aAVERITTIVELAHYEIN?ENETNDEREE V) a— a3 n—8%
LTLWFEY,

FEEINEFNOELWNERIFIKRA Y FOMEENHY T,
A.Computer1 C LR MY EZEELET,

B. Computer2 T LR MY EEELET,

C. Computer1 T _UserAD 7O/RT 4 2EHBLET,

D. Computerl © U E—FTRY by TEHHIZLET,
E. Computer2T UserAD 7ONT 4 #EBELF T,
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F.AYVE1—4—2T UE—-—FrTRY by TZEHILET,

G. Computer2 T _Everyone% JL— 7 %Remote Desktop Users¥ JL—FIZEBMLET,

H. Computer1 T _Everyone’ JL— 7 %Remote Desktop Users ¥ JL— 7 IZBML £ T,
IFfg: (EMZRTLETD)

Reference:
https://docs.microsoft.com/en-us/windows/client-management/connect-to-remote-aadj-pc

B 81

v b7 —2[ZActive Directory KA A UMEENTULVET, FA A UIZIE, Windows 10#E1TS
5108Q2VEa—43—NMEFEFNTVET, BB LMo Ea—2—ZFHALTL
9,

Windows 10% 3479 5Computert E WS ZFIDAVE1—2—DH Y FET,

Computer1h 5 BAFEERFID 3 > E 2 —4 —TWindows PowerShella v > K#ET45x4 1) 7
FERITITEHFETY,

Computer1m 5 BAFEERFI CTPowerShella <X > FEER{TTES L 2R T HIVLELAHY FT,
BRIV EL— 3 THEIRETTMN?

A O—ANLTL—TRYI—DE [VE—F LTI CREHATIIREEZEMLET,
B.O—ALTIL—TRIS—W5E [RV YT FOETEENTBIEREEZRTDICLET,

C. Windows PowerShellh 5 Enable-MMAgenta< > KLy FZ#EITLET,

D. Windows PowerShellh 5 _ Enable-PSRemotinga~¥ > KLy FEETLET,

Eff:D(QAA U FEREKRT D)

Reference:
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/enable-
psremoting?

view=powershell-6

Eﬁ:ﬁ: 82

Windows 10% 34T L _ Active Directory K4 4 (2SN L TLV52006NDaA Vv Ea—4—AHY E

ER

GIN—TR)O—%#FRALT ITRTOIAYE1—4—TWindows'!') E— FEE WinRM) ZE%
[T ORENHYET,

ED3DDTIVLaVvERTTIVENHYEITI? ZTNENDEREFT, V) 21— 300—8%
RLTWET,

EFENFADOE LLDERIFIARS Y FOBEIELHY F5,

A. Windows ) E— &I (WS-Management) ¥ —EXNDRAE— 7 v TOEBEEEHFHIZKELE
ER

B.Windows 7 74 7 A —ILEAMLET ZEVE—FEBOFNEREEFHTLET,
C.WInRMEZEIZL D) E— M —N—BEEZHATELEZH/HICLET,

D. Windows 7 7 A 74— ILZEMLFET : RIB)E— TR by TOBINEZEEHFALE
ER
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E.VE—FTIT IO ERZHATAREZAMICLET,
F.UE—FLPRABMYHB—ERODRI— 7y TOEEZEHIHELET,

IEf: (Ef2ZRTLET)

Reference:
https://support.auvik.com/hc/en-us/articles/204424994-How-to-enable-WinRM-with-domain-
controller-Group-Policy-for-WMI-monitoring

BR: 83

v kD —% [fadatum.com& LS & ETDActive Directory KA 4 > T, KA A (Z1E, Windows
81ZFEFTTH50E8NAVE1—F—AEFENTVWET , OV E1—42—(Z1E, Windows 10& H it
MDHBEZTRI by TF7T) =300 —ANIZTA VA P=ILENTWVET,
aOVEa1—4—%Windows 10127y T L— KT 20ELAHYET VYV )ar—avid a—h
WITA VR =L ENETRY by T7 TNV =3 VERETIVENHY FT,

fi#iR % Windows AutopilotZ R LT EBEIJOTJ 7ML ZERLET  EavE1—4—%—1%
L avEa—43—ZBEHLET,

NIFERZERLTLEIN?

A. [Ty

B. LMMYR

Ef: B (222 FEHKT D)

B: 84

v kT —2[ZActiveDirectory K A 4 UMEFENTUWET, FA A UIZIE, Windows10%ETT 5
1006DIVEa— 3 —MNEEFNTUVET,

ARB— b AZa—DLAT I I 7ANEERT HIREAHYET , V) a—2a vk ROE
BEm-IBENHYET,

WS DOHWDEET A TLHEH SContosoAppsE WS BRIDT T T IL—THhEFENRTULET,
Contoso7 7 [EA—H—DEENAV I TEILELHY FT,

A—H—NRE— FEEOHDEBREHRIIAATELILEHRALET,
EHEEZR/NRICINZAFET,

EDADDT UL a3V EIRBICETTAILENHYEFIMN?RETSHICE EY)Gav > FEav7
DEFOYR MhoRIZEBEFICEEL ELWVEFTEELET,

Actions Answer Areca

Deploy the start layout.
Modify the startLayoutCollection XML element.
Modify the pefaultLayoutOverride XML element.

Export the start layout to a file.

On a reference computer, customize the Start menu.

1EfZ:


https://www.jpnshiken.com/q/38882-3142166/
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Actions Answer Area

| Deploy the start Iayout. On a reference compliter, cistomize the Start menu.

- Export thestagt 1ayout to a file.
|Mod|fy the startLayoutCollection XML element. I R

' Modify the pefaultLayoutOverride XML element.

l Modify the pefaultLayoutOverride XML element.

]
|Deploy the start layout.

Export the start layout to a file.‘

{On a reference computer, customi== the ‘Start menu! ]: :

Reference:
https://docs.microsoft.com/en-us/windows/configuration/customize-and-export-start-layout

B: 85

FCOBEREI RLOFVAFRRTH5—EOERO—EHTT, D) —XDZERMICIE IBES
N-BEZ2ERTHAEEOHIMEDOY) 2 —2 a3 vhAEFEATOET, —HOEMt v b
FEHDOELWVERREAHIGZENHY FIH MOEME Y FZIXE LWVERESLGZMEGEN
HYUET,

CDEIaVOBEMICEAZLE-RIE, ZOEBEMICRSZLIETEFRA, ZOHER. CNoDE
BIZLEa—BEEICKRTINEEA,

Windows 10% 3179 % Computer1 & & U'Computer2& L\ S ZHID2END AV E1—2—0HY F
v,

&1 v Ea—42—00O—7A/LAdministrators ¥ JL— 72 & %admin@contoso.com & LY 5 ZHTD
Azure Active Directory Azure AD)A—H—7ho v hAHY ET,

admin@contoso.com# {# A L TComputer1IZH 4 >4 > LET,

ComputerliDA N> FE1—7 Z{ERA L TComputer2W A N FOJ[CHEHETED L #HRT
LENRHYFET,

fi#iR K Computer2T_ Windows Defender7 7 4 704+ —ILW6D ) E— rAM R FOJTEED
ZERAUNEEDICLES,

CNIFEBEEERLTLETHN?

A. [T

B. L\ %

Eff: (EfEZRTLET)
Reference:

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-
and-2008/cc766438(v=ws.11)?redirectedfrom=MSDN

B R: 86

Windows 10 520D LWS Y T by THARBRETT,

Sy by TR AL REBSY T by TE#ENE LSS T by TH#OVITBHY
J)a—L a3 UEHELET,

ED2DODTV LI VEHRICEDDIVBENHYEIN?ENTNDOEREIE, V)2 —32D—
HERLTWET,
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EENENDOELUVGERITIARAS Y FOBEELSHY F9,

A BET7I)LG BMOVIBREEZERLET,

B.ERE7 UMD AVv/EEOREEEELET,

C. Bluetooth#&xHH ZHxNIZLE T,

D.ERETTUDDL BEEDEALT Y MNEEEEBHRLET

E. AndroidT/\A RESY T ry TERFTYUTLET,

F.H4 44T 30m5 Windows hellofkEFERLET,

Ef#: BE(D AV hEHET D)
https://support.microsoft.com/en-us/help/4028111/windows-lock-your-windows-10-pc-
automatically-when-you-step-away-from

Eﬁ:ﬁ: 87

Windows 102 %£17¢ 53 vEFa—4—mHYET,

AVEL—ZDREEICEKBL RDIF—AyE—IUNRRENET, BOOTMGRA *A— U VK
BLTWEY, DRATLEEBTEEEAL,

DRATLIN—T 423 EBETILENHYET,

Windows[EI{EIRE WInRE)MN S ENIAY Y FERTTIRENHYEIMN?

A. fdisk.exe

B. chkdsk.exe

C. diskpart.exe

D. bcdboot.exe

IEf#E: (EfEZRTLET)

DiskPart, which has replaced fdisk, is a command-line utility that provides the ability to manage
disks, partitions or volumes in your computer running all versions of operating system since
Windows 2000.

Reference:

https://www.diskpart.com/windows-10/diskpart-windows-10-1203.html

Eﬁﬁ: 88

FCOBEREI RLOFVAERRTIHI—EOERO—EHTY, VI —XDZERICIE IBES
N-BEZERTHABEMEOHIHEDY ) 2 —avhEFATVET, —SBOE/BE v ~C
FEHDELVERENHIBENHY FIH MOBEME Y FZIXELWVEBRENZMEEN
HYET,

CDEIVaVOBEMICEAELE-RIE. TOEMICRSZLIETEFRA, TORR. CNODE
RIZLE a—E@EIZRRTINEEA,

Windows 10% 32179 bComputerl E WS ZRIDAVE 2 —42—hHY FT,

DAV E1—3—CHEFEFEHAIEEIZI B HIIZ, Computerl TWindowsEHZTA FLET,
BEERDTNARARSAN—LBRETIREREH QIS LEA VR —)LLET,

Computer1 M5 BF ZHIRRT 2ENHY T,

fRRE . BEEF® ORI T Eh 5 vmicgfe deletea~ > REEITLET,
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CHIFEEEERLTLNETA?
A. [y

B. LMV &R

Eff: (ERERTLET)

Eﬁ:ﬁ: 89

Windows 10% 31T L . Azure Active Directory Azure AD)IZ&MMLTW45aYEa—42—hHY
FY,

AV FA—LNRLERISIETHE ROBRIZRENTVEDIITI— A yE—UNRRINE
ER

©v Command Prompt

C:\>control.exe

Thes operatson has been cancelied due to restnctions in effect on this computer. Please
CoMact your system admenististor

o]

O RA—LIRIVIZT V) ERTEDIRENHY FET,
RZZEETILENHYETM?
A. PowerShellE{TR 1 > —
B.O—A/LYIL—TKR)—
C.E%ET7 TV
B B askin b £ B 5)
Reference:
https://windows10skill.com/this-operation-has-been-cancelled-due-to-restrictions-in-effect-on-this-
pc/

B[: 90

User1 & LS BRTD A —H—(Z1E_ Windows 10%3E1T9 5Computert E NS ARID IV E 21—
A—DHYFET,

UserllZ, Y E—FTRY by TZEFERLTVYMI & LS ZRTDMicrosoft AzurefR 18 < o (1R
LFET,

User1l&, /A— b F—HB~DVPNIZE#IRZER L F T,

VPNIEEMNREIL SN D & Userl [FVMIIZER TEE A, Usert VPN S EIRT 5 & 1—
P—FVMIIZEHRTEET,

VPNIZ#EE L T SR, Usert AVMIICHE R CE A C E 2 HERT HIRENHY FT,
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HE=FAZTT HREMN?

A JOXHREND VMIDIP7Z FLRAZNA/NRAY A MZEMLT, 7AF%#/N\( /R LFE

ER

B.VPN1O T OANRT 4 DS [VE— RV FNT—ITTIAINT— b4 % ERATBH]|F Y

DRV Y REXTICLET,

C.VMI~ADY E— FTRY by THEEOTONRT A4S UE— TR by THF— bz A
RD7— bz A)ZHEELET,

D.VPN1D 7ONRTF 4 D BT IAIN T — bz AT7 FLAZERLET,

IEfE: (EfEZRRLET)

Reference:

https://www.stevejenkins.com/blog/2010/01/using-the-local-default-gateway-with-a-windows-vpn-

connection/

Eﬁ:ﬁ: 91

Windows10% 32179 5Computert E N3 ZRTND AV E1—42—D"HY F£9,
BERKRAZ— 7y TEHERAL TComputerl ZBREEIL [T— bOJEEIRLET,
T—hrATT7A4INEEDTHILFITRESATVETAN?

A.C:\

B. C:\Windows

C. C:\Windows\debug

D. C:\Windows\Syscem32\LogFiles

IEf#: (EfEZERTLET)

Reference:

https://winaero.com/enable-boot-log-windows-10/

BXNHI7TEMD-100JfEREE [FIJPNTest.comigft St MD-100J5RBRICER T S LITRICIL B F
9 ! JPNTest.com(d 5 H&#TMD-100J:KERfEREE Z 1= fit L £ 9, JPNTest.com MD-100J3XER
BEFELIEHINFEL, CCTMDA00JEEEDTRA FI VDU EFITANET , &R
D7 Yt R _https://www.jpntest.com/shiken/MD-100J-mondaishu B79f, 3 0%r « A ho >

k. 4R17% 85|12 — F: JPNshiken|

B 92

Windows10%&%E1T9 $Computerl E WS ZFIDT—V JIL—TaAVEa—42—HmHY F

4 _Computer1 2520 A—AIILI1—HF—TFTHH Y FAEFERATVET,

Computerl(2H A oA T 5T RXRTHDLI—HF—IZ TAY by TDEZE L Timagel.jpgeLr>
BRAIDEBGIPRRINDLSICTTIBHENHYET,

HETIEMETEHEIREN?

ABETT)DE  BERBEEZERELET,

B.A—ALITIN—TR)—IT43—mM5 TR MY TEEZEELFET,

C. Image1.jpg® 4 il & Desktop.jpglZZ & L E{§ % C \ Windows \ system32 \ folderlZa E—L
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FY,
D. Image1.jpgM 4 &l & Desktop.jpgIZZ E L B8 % C \ Users \ Default \ Desktopfolder|Za E—

LEY,
EfR: (EffZzRTLET)
Reference:

https://www.top-password.com/blog/set-a-default-background-wallpaper-for-windows-10-desktop/

BMH: 93

v kT —2IZActiveDirectory KA 4 UREFFENTULVET, KA A UIZ(E Computer ! &LV5 4
BIDAYE1—2—NEFAhTLET, ZhiIWindows10ZE{T L E I, Computer1IZIZ kS5 R
TYRTSY R ITA—LED21—)L TPM)N—=U 3 12088HY T3,

FAALDIZIE I RTDYE—bY—N—FEY—)L RSAT) A VX b—ILENTLVHDC1&
WHSERID KA Oy FO—5—NEFENTLET,

BitLocker K 5 1 JHE&E1L BitLodcer) [EIf8NX 77— FI(XActiveDirectorylZRFESNFE T,
ComputertMA R L—TF 4 V5 VAT L KRS 4 JTBitLocker#B®IZLET,
AVE2A—3—DOVYI b0z T7T7vTT—F! TPMZEMIZLFET, BitLockerlZEIEE— FIC
AYVFET,

Computer1MBitLocker/SX D — K& EIET HLELHY FT,
EENRT—RFZRETHICIMEFERTILELNHYEFIH?

A. Disk Management

B. repair-bde with he -f parameter

C. manage-bde with the -unlock parameter

D. Active Directory Users and Computers

EfR:D (24 hEHET D)

Eﬁ:ﬁ: 94

;L va> Ea—4—[ZWindows10Enterprise® 4 > X k—JILLZET,
AVEL—R—THEFMICT I T4 TILT 2RENHY FET,
EDAT U FERTTIRELHYFIMN?

A. simgr / upk

B. Sec-RDLicenseConfiguration -Force

C. Sec-MsolLicense -AddLicense

D. simgr / ato

IFfig: (EfiZRTLET)

Reference:
https://docs.microsoft.com/en-us/windows/deployment/volume-activation/activate-using-key-
management-service-vamt

EFuﬁ: 95
Windows 10%EfTL  RORIZTRTI—H—" 1 SComputert E VNS ZRTD AV E 1 —2—HH
YFEI,
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Name Member of
Usert Users, Group1
User2 Administrators
Computer 21X RDORIZRT T ILET—MNEENTVET,
Name Path Permission Share permission

Folder D-\Eolderd Adminigtratnrs: Full control
Group1: Read

Folder2 E:\Folder2 Administrators: Full control None

Folder1 #Folder2I-#&8 L £ 9,

RDBEARAT—FRADMIDWT RT— A Y EDtrueDIHZEE [TV ZBIRLEFT, UMD
BEIX [WWRIEERLET,

L OERITENENIRS > FOELHY £,

Group1: Full control

Statements l CPOSOTL Yes No
User1 can connect to Folder1 by using a path of \Carputer1\Folder1 UNC. (@)

User1 can read the content in E:\Folder2\Foalder 1*when the user signs in to Computer1t. O

User2 can connect to Folder1 by using a'path of \Computer1\E$\Folder2\Folder1 UNC. O O

User1 can connect to Folder1 by using a path of WComputer1\Folder1 UNC. O
User1 can read the content in E:\Folder2\Folder1 when the user signs in to Computer1. O

User2 can connect to Folder1 by using a path of \Computer1\E$\Folder2\Folder1 UNC.[O]

BE: 96

Windows 10% 3179 5Computert E WS BRI AV E 12— —0HY FT,

Computerl DNEBUSB RS 4 TADTENV I TV TEETLET, USBRS A4 TE5FT7H A +
ICTHRELFET,

IHRTO—5—%FEAL TEADMicrosoft OneDrive 7 ho Y kS LN DHD T 7 A JLZEHI
BRL.OYEa—424—10ZHBEEIZLET,

T74IVEHIBRL TN L60REIC, REDCHETI 7/ ILERET ILENHYET,
fAIZFEIRETIMN?

A. OneDrive® Z#58

B. MTIFUSBRS A4 JDTEE/N\ VI Ty T

C.RET7JUTHDETR

IEfR: (EffzRnLET)

Reference:

https://support.office.com/en-us/article/restore-deleted-files-or-folders-in-
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onedrive-949ada80-0026-4db3-a953-c99083e6a84f

B 97

Windows 10% 34T L _ Active Directory KA 4 VD A IN—THBH1006Na >V Ea—2—hHY
FY,

AVE1—8—DNT+—T U ADERI(L Tech1&ETech2E LVS2ADHR— MXATEHIEL L
FY,

ROBEH/ZEE-TESCaAVE1— 42— 2T DIRENHYET,

*TechWT—2aLY 42—ty DCS)ZERBLIUVEETELLEHAELET,
*Tech2hDCSZRIIBE L UWELTESL L ZHRELEFT,

“BINFHEDRBZERLET,

BHEHMEBZEDTIL—TICTEMT ILENHY FTTH?EET SICIE, AEEHE TET G T
DavEERLET,

FEENEFNOELWNERIFIKRA Y FOMEENHY ET,

Tech1: v
Event Log Readers

Performance Log Users
Performance Monitor Users
Remote Management Users

Tech2: v
Event'Log Readers

Perdormance Log Users
Performance Monitor Users
Remote Management Users




fech1: v
Event Log Readers
Eerfunnance Log Users
erformance Monitor Users
{Remote Management Users

"ech2: v
Event Log Readers

Performance Log Users
Performance Monitor Users

Remote Manaaement Users |
Reference:

https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-
directory-security-groups

Eiﬁﬁ:98

Windows 10% %179 93V Ea—4—"HYFEI , avEa—42—ZFEMAL T, HHLLWindows
WEEZTAMLET,

Windows 100 JLE1—EI RETESREITRLLZITNA &L SICaVE2—32—% BT 50
ENHYET,

BETTIDEFHEELXA)TANOAEZRETILENHYEITN?

A. Windows Insider Program

B. Windows Update

C. ERIED&#E1L

D. AREER T

IEf#E: (EfEZRTLET)

Reference:

https://insider.windows.com/en-us/getting-started/

Egﬁﬁlgg
RDAVTUYEETReglregt WS EZFD I 7 ILHEHY £,

dindows RegistmgBditor Version 5.00
[HEE¥Y CLASSES ROOT\Dirsctcory\Background\shell\Notepad]

[HEEY_CLASSES ROOT\Directory\Background\shell\Notepad\command]
E="notepad.exs"

T7ANEAVR— b T HEEDESBEELHYETM?

A. command& WS BRIDF—TIEL, 7 7 4 )L MElEnotepad.exelZERESNFET,
B. A EIREVWSBARINDF—TIE, a7 Y FIEIX@ = "notepad.exe"IZERESNFET,
C.command & L3 ARIDF—D AHIA notepad.exelTERB INFET,
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EfE:A(DAY REHRET D)

B f: 100

Computer!E WS ZAFIDIAVEa—42—mHY FJ, Computer1(FWindows10ProxEfTLE T,
Computer1 Z{# A L TH L L’\WindowstégEZ T A FLE=WVELET,

FIATEEIZAE Y RE Windows10D FLEa—EIL FEZIET S & S5(ZComputer1 R T 5 1h
ENHYFET,

RETIUC[EHEEXFI)T A1 aVEREET,

AZHERTI2VENHY FITH?2EEZTAICIE. MBEHETEDLGA T avERIRLET

= Settings - O x

@ Home Windows Update

Find a setting You're up to date
Last checked: Today, 15:22

Update & Security

Check for updates

Q

Windows Update

z Feature update to Windows 10, version 1909

[

Delivery Optimization
The next version of Windows is available with new features and

security improvements. When you're ready for the update, select

T : ;
w  Windows Security "Download and install."
T Backup Download andsinstall
& Troubleshoot @ Pause updates for 7 days
Visit Advanced options to change the pause period
&, Recovery
G"(D Change active hours
© Activation & Currently 08:00 to 17:00
! ) ) View update history
& Find my de‘\ﬂce O See updates installed on your gevice
ft For developers 7~y Advanced options
R Additional update controls and settings
& Windows Insider Program

See what's new

Your device recently got the latest update with new features and
important security improvements.

Explore new features

1E fiz:
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Windows Update
You're up to date
Last checked: Today, 15:22

Check for updates

Update & Security

Q

Windows Update

Feature update to Windows 10, version 1909
Delivery Optimization
The next version of Windows 15 available with new features and
. . security improvements. When you're ready for the update, select
Windows Security “Download and install.”

Backup Download and install

Ji}
v
T
1z

.

&l =| || i

"Twrmam f .t @ Pause updates for 7 days
I C ro S O Visit Advanced options to change the pause period

Recovery
Change active hours

ivati 08: o017
Activation Currently 08:00 to 17:00

View update history
See updates installed on your device

Find my device

For developers Advanced options
Additional update controls and settings

Windows Insider Program

See what's new

Your device recently got the latest update with new features and
important security improvements.

Explore new features

Reference:
https://insider.windows.com/en-us/getting-started/
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F v kJ—%IZActiveDirectory KA 4 U EFENTWVET , TATHOI—H—IZ(EL, Windows8.1
FERITTHAVEL—F—HLBRERITINTVET,

Mia Hamm & WS RO 1 —H—Id Computert E WNVS KRN AV E1—42—%H->TWWET, K
54 THETA—< v bEFITWindows10D Y 1) —> 4 X k—JLEETTL T, Computer1 %
Windows10IZ7 v 79 L—KLZET,

MiaHamm® £% 7 ZWindows8.1h" 5 Windows 10125173 2 EAH Y 9,
ED2DODTULavERTITILENHY FIM?



I OBEREENENIRAS O FOEESAHY FT,

A. scanstate.exe#E1TL C \Users 7+ LA —ZHELET

B. loadstate.exeZ£{TL _C A Windows.old 7 # X —FEELE T
C.usmultils.exe#®E4TL C\Users 7+ /LA —F_ELET

D. scanstate.exeZ£1T7L _C \ Windows.old 7 # LA —%HEELET

E. loadstate.exe#®EfTL C \Users 7+ LA —FHELFT

F. usmultils.exeZ3%EfTL _C \ Windows.old 7 # ILZ—ZHELET
FfE:DE(QAVLEHKRT D)

D: As we have performed a clean installation of Windows 10 without formatting the drives,
User1's Windows 8.1 user profile will be located in the \Windows.old folder. Therefore, we need to
run scanstate.exe on the \Windows.old folder.

E: User1's Windows 10 profile will be in the C:\Users folder so we need to run loadstate.exe to
apply the changes in the C:\Users folder.

Reference:

https://docs.microsoft.com/en-us/windows/deployment/usmt/usmt-how-it-works
https://docs.microsoft.com/en-us/windows/deployment/usmt/usmt-common-migration-
scenarios#bkmk-fourpcrefresh

BfE: 102
Usert 7)) U3 —BADHY—RIN—TFT A B KRKSAN— Ny r—C%a320E1—F—D K5/ —
ARTFIZEMTEDESITTIRENAHYFET , V) a—2a TR /MNHEDRAIZFERAT
PLENHYET,
A—H—1Z#E0O—AIL TIL—TIZEBML 21— — 1 ZAFETITILENHY FITH? [
EIBHICIE RETEUNGA T avEERLET,
i%%h%h@ELu%ﬁﬁ1ﬁ4>h®ﬁﬁﬁ%Ui7°
roup: w

Administrators

Device Owners

Power Users

Backup Operators

Run: v
Add-PrnterDriver
Add-WindowsDriver
pnputil.exe
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prputil.exe

Bt Microsoft

B : 103
Windows 10 #E795a Ea—42—D"HYET,
RORIZERT LI, AVvE1—2—ICHT BB EZHRET 51— —HULET,

TEREHRCHBERRT DBEABYET, SOV Ya—2 3V TE, AVE1—4—0OF
Bk 2BMAERNRINZZBRENBY ET,
£IVE1—8—TAETZBEAHY FTH? BT HI0IE, BETY 7 THYGF T3>
EERLET,

E EREROE LLRRIE 1 KA > FOMNS Y 5.

FEEFI:E: 104



v kD —2%ZActiveDirectory KA f UMEENTWVWET, FAAL VICIE RORIZKT I—H—

NEENTULET,
Name | Member of

User1 Group1

User2 | Group2

Windows Server 2019%%E47 L Windows BRI —E X D& BN A VX k—JL S TLV%Serveri
EWVWSBRIDY—N—DHY FI, Server1|Z(E x86T— kA A — L3 DDWindows104 ~ R

F—ILAA—=DREFENTVET A VA=A A —DFZRORICRLEFET,

Name Architecture User permission
Image1 x64 Full control*Administrators, WDSServer
image2, . [ x64 . Full control: Administrators
IVIICTIOSOI1 | Read: Group1
Image3 x86 Full control: Administrators, WDSServer
Read: Group?2

64E v k/\— 3 > DWindows10& E#RIED 5 Computer! & L\ 5 ZRID T Ea—5 —ZHA

LET,

RDBEARAT—FRADMIDWT RT— A Y DtrueDIHFEE [TV ZEBIRLET, UMD

BRI [VWWR]EERLET,
I VEREERENIRS > FOEEAHY FT,

Statiammt; SOTT X \ Yes

User1 can install Image1 on Computer1 by using Windows De;::ﬁl:é'y'ment Services (WDS) O
User1 can install Image2 on Computer1 by -tﬁaing"Wiﬁdows Deployment Services (WDS) O

User2 can install Image3 on Gompufeﬂ by using Windows Deployment Services (WDS) O

No

O Q) O

1F fiZ:

Statements Yes

User1 can install Image1 on Computeri by using Windows Deplayment Services (WDS) O

User1 can install Image2 on Computer 1-by using Windows Deployment Services (WDS) O

O] [D O]z

User2 can install Image3 on Computer1 by using Windows Deployment Eﬁyh&stWﬂg}

Reference:

https://techdirectarchive.com/2020/09/14/error-0xc1510111-you-do-not-have-permissions-to-

mount-and-modify-this-image/
B R: 105

Windows 11 #3217 L Windows 4> KRy I AAE#IZHE->TWSHa v Ea—42—hHY FE




9, WARA L Windows > FRY Y REEIZ 7 A IVEERT SRENHYET , EDT 74 LY
BRFEFERATHILELNHY FTTH?

A. .ps

B. .wsb

C. json

D. .xml

IEf%: (Ef2ZRTLET)

B fE: 106

I COBBIE RLLFIVAZRTT S5 —EDERBO—ETY, V) —ADOFEMICIE B S
N-BEZERT AFREEDCHLIHMEDERRENEENTLET, —HOERBE Y MIFEHD
ELWERRLNHHEZENHY FITMN MOEME Y MZIXELWERENZWVGEAHY F
ERS

DLV aVOERMICEZELEZRE, TOEBERBICESAZLETEFEEA, TOHRE. ChoDE
BIELEa—BEREICRRTINEEA,

Windows10ZET L TW5aAVEa— 43— HYFET , IVE2a—F—IC@E T+ ILE—DEFN
TWET, T4 LNFICIEIEET—INEENTUOET,
EDL—HF—MNITHILE—DRNBEZHRARY  THILEF—RHDT7AIILEERE S VEIRT 55
ZOJICERBRTILENHYET,

FRERR JANE—DTANTADLEEREEZEHRL O—ALTIL—TRY) O—DEER
Vo EEREOERAZERLET,

NIFERZERLTVOEIN?

A. [y

B. LMV R

IEff: (EfEZRTmLET)

Files and folders are objects and are audited through object access, not though privilege use.
Reference:

https://www.netwrix.com/how_to_detect_ who_changed_file_or_folder_owner.html

BxNHI7TEMD-100JfEEE [FIJPNTest.comigft St MD-100J5RBRICER T HZ LITRICILB F
9 ! JPNTest.com(d 4 &x#HTMD-100J5XERERESE 12 L £ 9, JPNTest.com MD-100J5X ER
BEEFELIEHINFEFL, CCTMDA00JEEEDTRA FIT VDU EFICANT T, &R
D7 Yt R _https://www.jpntest.com/shiken/MD-100J-mondaishu B79f, 3 0%r « Ao

k. 4RI7%EI5|1a— F: JPNshiken|

Eﬁ:ﬁ: 107
X COEBRBIE RLYFIAERTT I —EOEMO—ETYT, P —XDOZEMICIX IEES
N-BE#ERIT HAREOHIHEDY ) 2a—avhEFAhTVWET, —EBOERIEY M


https://www.jpnshiken.com/q/38882-3142189/
https://www.jpnshiken.com/q/38882-3142190/
https://www.jpntest.com/shiken/MD-100J-mondaishu

FEHDELWVERENHLIBENHY FIH MOEME Y FIIXIELOERENGZVZEN
HUFET,
COEVVIVOBEMICAZLIZRIE, TOBMICRSAZEEXTEELA, TOHRE. CAoNDE
BIZLE a—E@EIZRTINEETA,
Windows10% 32179 5Computert E WS ZRIDa Y Ea—4—RHYET,
Application1 & WS BRID Y —ERIE BICRT LS ITEEINTWVET,

Application1 (Local Computer) [we3m]

| General | Log On | Recovery | Dependencies |

Log on as:

Local System account

@ This account: Service1 ; Euw&e

Password: SEERRERE

Confim password:  ®eessess

[ ok ][ cCancel |[ Aopy |
aA—H—MhServicel 7Hho 2 FZEFEHRAL TComputer (ZTH A A4 L W DHhDT 74 ILEHI
BrLIzC &MY FELT,
aA—H—(& Applicaton TERASINTWWSIDEFERALT AVE2—43—1DTRY by FIZH
A4 0FB=DITHA A VTERWI LZHERTHILELNHYET, V) a—2 3T,
=/PNEOFEDRAEZERT IMLENHY FT,
figiRk%k Computer1 T LocalSystem7ho v & LTHA VA 29 5K 5 IZApplication1 1R
L.V—ERIZSTRY by TEDOREBEEHFAT A FvIRYIRAEFUICLET, Servicel 7
Ao bEFHIBRLET,
NIFEEFZERLTOETHN?
A. [T
B. LMMYZR
EfR: (EfEZzRTLET)

https://docs.microsoft.com/en-us/windows/win32/services/localsystem-account
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HER3: 108

BEI7AILEFERALT HLWLWVIYE2L—42—[Z Windows 10 24 VX F—ILT B FETY,
CEITTANLNEERT IRELNHY FT,

CEITTAILNDERICIEEDY—ILEFERT IBENHY EFII?2ER TOY—ILIZBER T 7
ANEENTETMN? BETHICIE BETEUGA T3 VEBRLET,

S FNEFNROE LLGEIRIZ 1 R > FOMELAHY 9,

Tool to create the answer file: b

Windows PE (WinPE)

Windows Configuration Designeg ™y

Microsoft Deployment Toolkit (MOT)

Windows System Image Mapager (Windows SIM)
rrcﬁfc;}" }

File required by the tool: *Q&w -

W,
Bootwim L %)

IE‘E Wm

= Microsoft

Tool to create the answer file:

Windows PE (WinPE)
Windows Configuration Designer
Microsoft Deployment Toolkit (MDT)
indows System ImaEE Manager (Windows SIM)

File required by the tool:
Boot.wim

- Setupete
M|cr050

=5: 109
Windows 10 27453 Fa—4—m"HYET,
DNSOUSA7o b Xy ad ) 7THRLENHYET,

EDATR U FERITTIRENHY FITH?
A. ipconfig.exe

B. netstat.exe
C. arp.exe
D. nslookup.exe



IFfig: (EfZRTLET)

Bf: 110
Windows 10% 34T L _ adatum.com & LY S & HTMDActive Directory K A 4 I2&ML TS
Computerl! E VWS ZFIDIAVEaA—2—NHYFET,

ROBIZTRT L5112, Admint & LS B RIO 1 —F —hHComputer1 [ZH A >4 > L whoamia< >
FE=ETLET,

B Command Prompt

c:\Usershadminl>whoami /fuser fgroups /priv

USER INFORMATION

User Name 5ID

adatum’adminl  5-1-5-21-4534338-1127018997-2609994386-4602

GROUP INFORMATION

Group Name 7~ Type

Everyone Well-known group
BUILTIN\Users 4 %" alias
BUILTIN\Administrators = Alias
NT AUTHORITY\INTERACTIVE 3 | well-known group
CONSOLE LOGON well-known group
NT AUTHORITY\Authenticated Users well=known group
NT AUTHORITY\This Organization well-known group
LOCAL l ) % well-known group
ADATUM\Domain Admins, Grmip
Authentication authority asserted identity wWell-known group
ADATUM\Denied RODC. Password Replication Group Alias
Mandatory Label\Medium Mandatory Level Label

Privilege Mame L4 Description

—

seshutdownPrivilege Shut down the system
SeChangewutiﬁ[rPrivﬂege Bypass traverse checking
seUndockPrivi lege Remove computer from docking statio
SeIncreaseWorkingSetPrivilege Increase a process working set
SeTimeZonePrivilege Change the time zone

C:\Wsersadminl>

. _ Microsoft

FRYTE A a—%FERALT BRISRENTLABERICEDIVTERT— AV MERT
THEEDERKRERRLFT,

EFENREFNROELVERRIIIARAS Y FOBIELSHY ET .

On Computer], if Admin attempts to open Device h J
Manager, [answer choice]. Adminlillibe prompted for credentials
Adnfin} Will be prompted for consent
Adrunl will be denied access

Device Manager will open without a prompt

Y

On Computer], if Admin attempts to run the l:nmmmd’ 4
prompt as an administrator, [answer chojce], Admin] will be prompted for credentials
LR . Admin] will be prompted for consent
F‘ MlCI‘(’_}Si 1 will be denied access

Device Manager will open without a prompt

1E fiz:
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On Computerl, if Admin attempts to open Device b4
Mmagerr [answer choice]. Adminl will be PmmPtEd for credentials

Adminl will be prompted for consent
|Adminl will be denied access
(Device Manager will open without a prompt

Om Computerl, if Admin attempts to run the command

prompt as an administrator, [answer choice]. ¥

Adminl will be prompted for credentials
LY Adminl will be prompted for consent I
3 N ;e e AAdmiD kvill be denied access

. Deyige Manager will open without a prompt

B 111

AT oNO—REINBZFETEFLLESN, O—FLEL FREI D aVICEL I EMNT
TFET, NICEHAHINSIGEELHY  FREEIEIEAOTX FEEMLELSIMNERA,
[RAN]REZ ODMERAREICE >z ENE V) v I LTIHREI a7V EALEFET, D
U A T A TRETC—EDIRVERTLET  (FLAEDHEEES A TIRELREL
KOICHATEETH, —EBDOHEE Q E—LBEY TIT s48WebH 1 b ~ADBEIRES: &) (FE%
FFEREIEETT,

RAT7V T SRTHRAIN TSI FI RV EZRTLEBRICEDVTLET , EVMEANIE,
ARV EEDESITERT H2MNIBETIEHY FRA, FRIVEERICETTEHE TDIRY
DILTY FEER/RTEET,
SROBRIEEMCEESINTVERA, CORBRTE BHROSHREETIIVLELHDIES
NHYFET ESRERETTIDICHELETOBMEFERTEET, L BESA-HREA
CoRBLVHRBROMDIRTOEI S aVERTTEASLIIC FKHEZEYVICEET HMHEN

HYFET,
FRATRANREVEI )Y LTHEEZEETDE. SRICRDACENTERN I EITEEL
TLEEEWY,

A—H—ZEL/IXT—F



QONTOSOVAdmMInistrator
= 2GR -

WEIZHELT ROOT A VEREBEREFERALET,

NAT—FZARATBICIE [NAT—FDODAARY I RIZA—YILEBE TO/INRT— K%Y
v LET,

21—+ —% Contoso / Administrator

INX ) — | PasswOrd !

LUTORBRIE, 7= AILYR—rDHEBRHELTVET,

SRA VRA R 11145882

WELCOME TO SERVER MANAGER

E

# Local Server

-'--':\-. & .
& Configure this local server

fiz All Servers _
QUICK START
i AD DS Jid : 2 Add roles and features
2 DNS 3 Add other servers to manage
v i - 4 Create a server group
¥ File and Storage Services »
WHAT'S NEW 5 Connect this server to cloud services
Hide

LEARN MORE



ROLES AND SERVER GROUPS

Roles:3 | Server groups: 1 Servers total: 1
il ADDS 1 | | & DNS 1
)
@- Manageability @‘} Manageability
Events Events
Services | Services
Performance [ Performance
BPA results
M ICrOS of 't BPA results BPA results
‘W File and Storage 4 -
I"‘ Services m Local Server |

(1) Manageability
Events
Services
Performance

BPA results

(T Manageability
Events

ﬂ Services
Performance

BPA results

1/23/20209:30 PM

B2 All Servers 1

(’L Manageability

Events
Services
Performance

BPA results

1/23/20209:30 PM




)

Client1

Yl et & =

Clieni2

Client3

DC1

I TIZClient1Z ') E— FEERICEBLTULET,

Clienttd7 TN r—2a ARy AT LDCIHITARTDARY FEFEET IDHENHY F
ER

CDARVERTETBHICE BEGIDFLFEHDOIVE2—F—ITHSA 12V LET,

1E fiz:

Configuring the event source computer

1. Run the following command from an elevated privilege command prompt on the Windows
Server domain controller to configure Windows Remote Management:

winrm qc -q

2. Start group policy by running the following command:
%SYSTEMROOT%\System32\gpedit.msc

3. Under the Computer Configuration node, expand the Administrative Templates node, then

expand the Windows Components node, then select the Event Forwarding node.
4. Right-click the SubscriptionManager setting, and select Properties. Enable the



SubscriptionManager setting, and click the Show button to add a server address to the setting.
Add at least one setting that specifies the event collector computer. The SubscriptionManager
Properties window contains an Explain tab that describes the syntax for the setting.

5. After the SubscriptionManager setting has been added, run the following command to ensure
the policy is applied:

gpupdate /force

Configuring the event collector computer

1. Run the following command from an elevated privilege command prompt on the Windows
Server domain controller to configure Windows Remote Management:

winrm qc -q

2. Run the following command to configure the Event Collector service:

wecutil qc /q

3. Create a source initiated subscription. This can either be done programmatically, by using the
Event Viewer, or by using Wecutil.exe. If you use Wecutil.exe, you must create an event
subscription XML file and use the following command:

wecutil cs configurationFile.xml

Reference:

https://docs.microsoft.com/en-us/windows/win32/wec/setting-up-a-source-initiated-
subscription#forwarding-the-security-log

BR: 112

RODERT—RADVBMZIDWT AT— A Y DA trueDIFEIE [[FWNEBRLET, TS D
BEIE [WLWWR]IEERLET,

FEELWERIIZENRZENIRAS > FOMEELSHY T,

Statemients Yes No

When User1 attempts to open D:\Folder1\Report.docx, an event is
created in the security event log.

When User1 attempts to save changes to D:\Folder1\Report.docx, an
event is created in the security event log.

When User2 attempts to open D:\Folder1\Report.docx, an event is
created in the security event log.

1Efig:



* \uacemenss )t Yes  No

When Userl attempts to open D:\Folder1\Report. doucem O O
created in the security event log.

When User1 attempts to save ch WMOlderl\Report docx, an O | O

event is created in the;e

When User2 attempts n D:\Folder1\Report.docx, an event is O | ) }
created in the security event log. ]

Reference:
https://www.sciencedirect.com/topics/computer-science/security-event-log
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Windows 10 T/84 AAH Y £,
EEBHPIEEEBENOADNRTINDELSICTIVNELNHY FT,
HRETITIVDEDHREEEBRTIVENHY FITM?2FE - EEXEBEFITIEEEBMNEESINSE
FrlE? B& T 5ICE BET) 7 THEUGA T3 vEERLET,

EEFENFADOE LUGERIE 1 ‘Ivf > I~0)1ﬂﬁ1"§75\&> YETS,

1E#Z:
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