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EF:H: 1
RDFKRIZKRT 1—H—% &L contoso.com& LY S A RTDMicrosoft Azure Active Directory Azure

AD)TFH U rAHYFET,

Name!_m'[c' 0301l _ Role

Adminl(@contoso.com Security administrator

Admin2(@contoso.com Cloud device administrator
Userl (@contoso.com None

Windows 10% 3179 5Computert E WS ZHID AV E 2 —32—HY £,

Niember of
Network Configuration Operators
Power Users
Administrator \/licrosoft

User1l&, user1 @ contoso.comZ{#f L TComputer1ZAzure ADIZSMEEE T,
RDBEAT—RADVRMIDWT RATF—FA Y MDtrueDBEIFK[TWNEFEIRLET, ThsD
HEEIE [WLWWRIEERLET,

F FNFADOELWERIZIARS Y FOMENSHY F9,

Statements

Userl@contoso.com is a member of the lucn.] O
Administrators group on Computer]. .

_Adminl@contoso.com can configure &l: ﬁrewall O

‘e Fijadovi efendes on Computer

Admin2@contoso.com can m,stall software on O
Computer]. AN
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Statements

Userl@contoso.com is a member of the local
Administrators group on Computerl.

Adminl@contoso.com can configure the firewall
and Windows Defender on Computerl.

] @[]

.
®

Admin2@contoso.com can install software on
Computerl.

B 2

Windows 10% 34T L _ Active Directory KA A4 VD A IN—THBH1006DaAVEa—2—hHY
FY,

AVELI—F—DINT+—I U ADNERIE Tech1&Tech2E LN 32ADHR— FRTEMIEL L
FY,

ROBB{EE-TESCaVEL— 34— ¢BRTHIRENHYET,

*Tech1MT—2aL Y3 —ty bk DCO)ZMERBLUVEERTEL I LZHRALET,
*Tech2ADCSZERMIRE L WMFLLTESH L ZMHRALET,

*BRIMFEDRBIZFERLET,

BHMEZEDTIL—TITEMT Z2LENHYFTITH?BETSHICIE BEBEHETEUGA T
aVEERLET,

EEFNFNROELVERIIIARS D bOEESHY T,



v

Event Log Readers

Performance Log Users /! 1crosof
Performance Moniter. Users
Remote Managément Users

ﬂmww
7= LR
9'}.«

Event Log Readers
Performance Log Users
Performance Monitor Users
Remote Management Users

Tech1: v
Event Log Readers
Performance Log Useis | ;i ...+
Performance Monitor U's'eﬁréélﬁu‘m
Remote Managéfn’ent Users

Tech2: A\ v

Event Log Readers

Performance Log Users

Performance Monitor Users

Remote Management Users

Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-
directory-security-groups

EFI:IE]: 3

Fv kTJ—7% ZActiveDirectory KA 4 UREENTULVET , FA A UIZIE, Windows 10%E1TY
%Computer1_ Computer2 & & UComputer3& LVNS ARIDIEN IV E 21— —DNEFEFNTULE
T, AV0E2—4—ERELCLRY FT—2LIZHY 3y FT—UEGENHY FT,
Computer1®WindowsDefender Firewall[Z & RO RIZKRTH—/N\—REHFEO LX) T4 I)L—
ILHHY ET,



Endpoint 1

Endpoint 2

Authentication mode

Rule1

Any

Any

Require inbound and
request outbound

Computer2®WindowsDefender FirewalllZ [ RDFRIZRT H—N\—fEHREOEXF2 ) T4 I)L—

IWIRHYZFET,

Name | Endpoint 1 | Endpoint 2 | Authentication mode

Rule1 | Any Any Do not authenticate
Computer3®WindowsDefender FirewalllZ[& RO RITRT H—/N\—fEEHKEOEEF 1) T4 )L—
IWINHYFET,

Name | Endpoint 1 | Endpoint 2 | Authentication mode

Rule1 | Any Any Require inbound and

request outbound

TRTOEHREXFL) T IL—ILBERNIZLZY 32V E1—4— Kerberos VS)

AT 2&SCHAEINET,

RRE AT H ZfE

RODEFERAT—FA D MIDWT RAT—FA Y A trueDIHFEIE [[FWOZEBIRLET, TN LSO

HEEIX [VWWR]ZEERLET,

I UDBIRIEFAEFNIARS Y FO@EAHY =5,

Statements

If Computer1 initiates communication to Computer2, netwark téafficwill'be encrypted.
Computer2 can establish communicatians to Computer3.

If Computer3 initiates « »mimuhfatiénto (f.uhﬁliterl, network traffic will be encrypted.

Yes No
O O
O O
O O

Statements

SO

If Computer1 initiates communication to Computer2, network trafficwill be encrypted.

Computer2 can establish communications to Computer3.

If Computer3 initiates communication to Computer1, network traffic will be encrypted.

References:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-
authentication-request-rule

BiE: 4

Windows 10% 3179 5Computert E WS ZRTIDT—I J)L—TaVEa—2—RHY F
9, Computer1[Z[F RDORIZRTA—H—Fhoo bAHY FET,




Name Member of

Userl Admainistrators

User2 Users, Administrators
User3 BE M 1icrpUsems

Computerl (21X RORIZRT A—HILTIL—TR) O—nHY FT,

Setting

Value

SCORS,

ScriptAl

L
A= R
utdown script

ScnptA2

Logon scnipt

ScriptA3

Logoff script

ScriptAd

RDFEIZRT Local Computer \ Administrators7R ) —# R L ET,

Setting Value
Logon script ScriptB1
Logoff script ScriptB2
R D FIZRT Local Computer \ Non-Administrators7R 1) & —Z e L E T,
Setting Value
Logon script SenptCl1
Logoff script SenptC2

RDERAT—FAVRIDWT RT— A Y MDtrueDIFEIX[FWZRIRLET, ThLSND

BRI [WWA]ZZERLET,

Statements

Micro$oft

If User1 shuts down Computer1, script Scriptﬁl will ran. O

If User2 signs in to Computerl, scripts ScriptA3, ScriptB1, and

ScriptC1 will run.

O

If User3 signs out of Computerl, scripts ScriptC2 and ScriptA4 O

will run.

No

O

1E fiz:




Statements

If Userl shuts down Computer1, script ScriptA2 will run.

If User2 signs in to Computer1, scripts ScriptA3, ScriptB1, and
ScriptC1 will run.

If User3 signs out of Computeri, scripts ScriptC2 and SeriptA4 O
will run. '

Reference:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
vista/cc766291(v=ws.10)

Bf:5
Windows 10 E173 5L\ 2 DarEa1—42—hAHYET,
I RTO1—H—[ZMicrosoft OneDrive for Businessh4 > X k—JLENTWLET,
A—H—([TERICTRI by TI2T7 A LVEREFELET,
FTRTDIL—H—H0neDrive for Businessh b TRY by TLED T 7ML EFRETEEHI L%/
RTOIBELHY FT,
ED2DODT7I L aVERTTIMLENHYFEIN?TNETNOERIE V) a1—a D—8%
RTLTWET,
T EFNFRDELLERIFIARAS > FOMEENHY FT,
A. ADMX# &K TPADML 7 7 4 JL%C A Users \ PublicDesktop \ICa E—L &9
RETTVDONY I Ty T, RS54 TEEBMLET
. Windows D BX&N1 D 7 # )L Z—%OneDrivefREICH A LY FMIBET 5L S ITHEKT S
. ADMX$ & PADML 7 7 1 JL%ZC \ Windows \ PolicyDefinitions|Za E—L &9
T IAHILERET X AL F%OneDrivelREFERLET
Eff:C.D(QAAV FEHRKT D)
References:
https://docs.microsoft.com/en-us/onedrive/plan-onedrive-enterprise
https://docs.microsoft.com/en-us/onedrive/use-group-policy#KFMOptinNoWizard

mooO o

Eﬁ:ﬁ: 6
Windows 10&% 27952 EFa—4—haHYET,
RETTIUIL ROBRICREINATWAEHGEIONTAZRTLET,
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Network p&m icrosoft

(® Public

Your PC is hidden from other devices on the network and can’t be
used for pnnter and file sharing.

O rrivate

For a network you trust, such as at home orork: Your PC is
discoverable and can be used for printer and file sharing if you set
it up.

Configure firewall and security.séttings

Metered connection

if you have a limited:.data plan and want more control over data
usage, make this.connection a metered network. Some apps might

work differéntly to reduce data usage when you're connected to
this network.

Set as metered connection

C® on

Set 3 data imit to help control data usage on this network

FOy A A2 —%2FRALT HISREINTVAERICEODVTERT— AV MERET
THEEDERKERRLET,
I ZINTADELVDERIFIARS D FOMBELSHY FT,

To enable Windows Remote Management ¥

(WinRM), you must first [answer choice]. set the Network profile to Private

Tun winrm qc at the command prompt
/| turn off Metered connection

To ensure that Microsoft OneDrive syrics, you
must first [answer choice]. :

¥
set the Network profile to Private

.—|M| run winrm the command prompt
= connection




To enable Windows Rembte Management
(WinRM), vou muct'tirst' [answeér'choice].

run winrm qc at the command prompt
turn off Metered connection

To ensure that Microsoft OneDrive syties, vou v

ot hest Tasswer chajce], set the Network profile to Private

run winrm gc at the command prompt
[[turn off Metered connection

BM: 7

Windows 10% 3179 5 Computer1 & LN S ZREID 3 > E 2 —4 —TBitLocker F 5 4 JiEE1t
BitLocker) ZE#ZF HHELH Y FJ, Computer DIERITRD EEH Y T,

C \& WLV ARIN200 GBNTFSAKRY 2 —LMMDEFEEFNTVET

50GBOREIVBTT A RV AR—ZANEENTUVET

T—9 5 W—TDAN—TT

TPMMABERICGE>TUVETH

HE-IERDIEAZEIRETIHN?

A.VHDZ R LFT,

B. TPMZEMICLFET,

C. EMDARY 2 —LFEERLET,

D. Computer1% Azure Active Directory Azure AD) 77+ > MZSmEE%d,

IEfE: (EfEZRTLED)

Two partitions are required to run BitLocker because pre-startup authentication and system

integrity verification must occur on a separate partition from the encrypted operating system drive.

This configuration helps protect the operating system and the information in the encrypted drive.

Reference:

https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-

overview-and-requirements-faq

BfE: 8

Fv kTJ—7%[ZActive Directory FA A4 UMEENTWVET, KA A VIZIE, Windows 10%3E1T9
5Computerl EWVWVS RN AV E 21— —DNEENTVET, FAS VIZIE RORIZTKT 1—
F—REENTNET,

Mame |  Memberof

Usar? Grodip
|

Lieer? Group, Group2

AVELA—3—I2IE RORICRTITHEEIHILEF—DBNEFATUNET,
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| Mame | Path Access-based enumeration |
| Share1 | DAFolder! Disabled |

| Share? Cr\Folders Enabled

HETAHILFICF RORISRIERLHY FT,

MName | Security permission Sharing permission |
- . | Group1: Read Everpone: Read
Sharall
Groupd: Full control Group2: Full control
.. Everyone: Read '
Shared Groupd; Full contirol
| Groupd: Full control

RDBEAT—RAVFZIDWT RAT—FA Y MDtrueDBEFK[TWNEFEIRLET, ThsD
BEIF DWVZ ZBERLET,
EEFNFNOE LULDBERIZIARS > FOMENHY T,

Statements Yes No

When Usert connects tqA\Competert, Share1§ is visible
When Userdcomnectsne \\Computer 1\Share 15, the contents of Di\Folder! are accessible

When U'ser? connects to \\Computer 1\Share, the contents of Dr\Folder2 are accessible,

Statements

When User1 connects to\\Compdter1, Share1$ is visible.

When User2 coanecti to\\Computer 1\Share 18, the contents of Dr\Folder1 are accessible D

"'P‘Q"G:{‘;‘H'tt' Wlomputer 1\Share, the contents of D\Folder2 are accessible.

Eﬁ:ﬁ: 9
Windows10ZET LTSIV Ea—42—m208HYET , aVEa—2—FT7—9 5 IL—TIC
BLTWET,

FTARTOAVE21—F—TAIMIN1E VWS EFDO—DILI—HF—%ERTIBLELHY F9,
Admin1l&, Remote ManagementUsers 7 JL— T DA UIN—THIBENHY FT,
HE=FAZT o EMN?

A.Windowsf#ERTH A F—m5TRES I =i R\yr—CFERL £aVEa—42—TT0
ECazyvinyr—U%FTLET,

B. New-ADUsera < > KL v k &Set-AdGroupa v > KLy FEEFTTBHRAI ) T hEERLE

v,
C.O—ANaA—H—FI—TR)I—EBEEZELITIN—TRIL—4T 4 kb GPO) ek
LET,

D. New-MsolUsera < > KL v k &Add-ADComputerServiceAccounta <> KL w 2 E{T9 %
A9 )TREERLET,

Eff: A(QA 2V FEREKRT D)

References:
https://blogs.technet.microsoft.com/askpfeplat/2017/11/06/use-group-policy-preferences-to-
manage-the-local-administrator-group/
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B 10

RE<TUAO—FINDIFTTHEFBLESW, O—FLEL SHREIVavVICEL I ENTE
F9, NICEBINSEELHY  FEFHIEEED TR FREEMNGE LM EREA,
[RAN]RE OAMERAREICAE >z ENE VU I LTIREI O aVIZ7OVEALET, 20D
O I VTR FATRET—EDIRVEZETLET  [FLEAEDHEELS A TRELRL &
SICFIATEFTTA, —EOHEE O E— LY I+, s EWebH A F~ADFEEIBERELT &) (XERET L
TH[RETY,

RAT7V T ZARTHRAINTVWSI R RV EEZTLEBRICEDVLTVET MR IL,
RRDEEDESITERT ONEBETEDHY FEA, FRIVEZERBIZETTSE TDFIRID
JLIy b EERBTEET,

SROBERBIEEMIEESNTOVWERA, CORBRTE BHROIHREETITILELHIEZEN
HYET ETIREETITIDICHELGEITORBZERATEEY, f27Z L BT SN=FKREIRNIC
SHRBLUVRBOMDITRTOEYI Va3 VERTTETAHLIIC HEZEDICERET SLELDH
YET,

FHRRNTRANIREVED )y LTHEEEZEETHE FRICRAIENTELRNI LITEREL
TLfZEly,

A—H—FE/NRRT—F

K

CONTSOYAdMhiSTrator
[Password [

WHEIZIELT ROBTA VERBEREFEALET,



NRAD—FREANTBICIE [NRAT—FDAARY I RICHA—YVILEEE,  TONRRT—FK%EY
)y LET,

21—+ —% Contoso / Administrator

INRATJ— K PasswOrd !

UTOREHRIE, TV =hILYR—bDHEBHELTWET,

SHRA VAR R 11145882



WELCOME TO SERVER MANAGER

Local Serv i i
i Local Server € configure this local server
s All Servers

i AD DS O 2 Add roles and features

& DNS 3 Add other servers to manage

4 Create a server grou
#% File and Storage Services b group
5 Connect this server to cloud services

Hide

ROLES AND SERVER GROUPS
Roles:3 | Servergroups. 1 | Servers total: 1

il AD DS 1 | | 4= DNS

-
{

(1) Manageability (1) Manageability
Events Events
Services Services

Performance T ' Performance
BPA results { h .

A, '?"*"R!'F“!.hf?- | " "BPAresults

- File and Storage N . ._
L3 Egies 1 @ Local Server |

\j' Manageability “ Manageability

Events Events
Services EJ services
Performance Performance

BPA results BPA results

B= All Servers 1

(1) Manageability

1/23/20209:30 PM

Events
EJ services

Performance

BPA results

BENtierosoft




‘Tasks l Computers

Client1

Cliept2

Client3

DCA1

Client3m s FAS UIZHS oA L&D ELFzA—F—[E YA UDRRBRLIZERELFE
ER

MREZRRT DVENHYFET,

CDRRVERTITBAICE BEGIDFELFERODIVEL—F—ICTHA V4V LET,

IE fiF:

Use a local administrator account to log on to the computer.

Select Start, press and hold (or right-click) Computer > Properties.

Select Change settings next to the computer name.

On the Computer Name tab, select Change.

Under the Member of heading, select Workgroup, type a workgroup name, and then select OK.
When you are prompted to restart the computer, select OK.

On the Computer Name tab, select Change again.

Under the Member of heading, select Domain, and then type the domain name.

Select OK, and then type the credentials of the user who has permissions in the domain.
When you are prompted to restart the computer, select OK.

Restart the computer.

Reference:
https://support.microsoft.com/en-us/help/2771040/the-trust-relationship-between-this-workstation-
and-the-primary-domain

B 11



FCOBEME RLCYFTUAZRTTH—EOEMO—HTYT, PV —XDELEMICIT EBES
N-BEZERTSA8EMOHIBEDYV ) a—avhEFnT0ET, —SBOE/Rt Y kI
FEHBDELWVERENHLIBENHY ML MOEME Y FIIXIELOERENGZVDZEN
HYET,

CDEILaVOEBEMICEAZLE-RIE, ZOBEMICRSZLEITEFEFRA, ZOHER. CAoDE
BIZLE a—E@EIZRTINEETA,

Windows 10%3%£179 %5 Computerl E WS BRID Sy T by ThHY 9,

gEFEINIZH HHE . ComputertE Wireless1& NS BRIDWI-Fircy fT—2 IZEEICERKELE
£l

Computer1 BB EIHIICWireless1IZHEft LG WK S 1T HARELAHY FT,

fRRE A< K7O>J Fh 5 netsh wlan delete profile name = "Wireless1"#£1T L E 9,
NIFERZERLTHVEIN?

A. [T

B. L VR

IEf#: (EffZzRLET)
Reference:

https://lifehacker.com/remove-wi-fi-profiles-from-windows-8-1-from-the-command-1449954864

B 12

v kTJ—7%IZActive Directory F A 4 UMEFENTUVET, FAA VIZIE, Admin1 & LD ZHID
A—H—NEENTVWET, T RTOA Y Ea1—%—TWindows 10MET SN TLET,

3 Ea1—%—TWindows PowerShell!) E— FMLEZHIZLE T,

Admin1Aa Y E1—42—~®D!') E— FPowerSheliEfi 2 I TE 52 L 2HEIT ILELHY
FI .,V a—2a T REOHEDRAEZERAT IHLENHY FT,
EQTIL—TICAdmMIn1 ZEBMT H2RELHY FEITH?

A. 70 AFIEZEFNL—5—

B./\J—1—H%—

C.UE—FTRY by Ta—H—

D. JE— FEEI—H—

IEf#: (EffZzRnLET)

References:

https://4sysops.com/wiki/enable-powershell-remoting/

BRE: 13
2y RT—=VIZE  RORIZETET AV FBEERTVET,
N Domain controller Internet
connectivity connectivity
Segmenti Yes Yes
Segment? No Yes

Windows 10Z2%£4TL, RORICFRT LS TR EN a2 E2—45—DHYFT,
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Name | Sw &m Wn‘nlsskm Activj:’i[r)‘ ier:cﬁory Conrt:cted
Computer1 -?“_Share1 E:ﬁg} c:ne. Ful Yes Segmenti
Computer2 | Share2 E:ﬁt?; c:ne' P Yes Segment2
Computer3 | Share3 E:ﬁt?; c:ne: Ful No Segment1

Windows Defender7 7 4 7 24+ —JLIZIX RORIZKRT 774 IV ETY o2 —DEENHFAT A

F7T7)DIL—ILDHYET,

Computer Domain Private Public
Computer1 Allowed Not allowed Not allowed
Computer2 Allowed Allowed Not allowed
Computer3 Not applicable | Allowed Allowed

RODERAT—FA D FZDOWT RAT—FA Y AtrueDBEIT [IFWNZEERLET, TS D

BRI [VLWWA]ZRRLET,

I VEREERENIRS O FOBENHY £9,

Statements Yes No
You can access Share1 from Computer3. O O
You can access Share2 from Computer3= i, i . - @
You can access Share3 from Computer1. O O

1E fiz:
Statements

You can access Share1 from Computer3d, O

You can access Share2 from Computer3. O

You can access Share3 from Computert @ g i R

Eﬁ:ﬁ: 14

v kT —2IZActiveDirectory KA 4 UMEENTWLET , FA A (21X Windows10%E1TS 5

1,0006D IV E1—32—NEFELTLET,

FAALAVBELEUVA—AILDTIL—TR)—FT x4 kb GPO)#{FA L T MicrosoftEdge D &%

EZBBLET,

AVE1—F—IZEAINTINS T RXTOMicrosoftEdgerR ) O —BREZEL LR— FE2ERT

DBENHYFET,
HE=IEEET HREN?

A. PowerShellm 5, Gec-GPOavY > KLy FEEITLET,



B. PowerShellh 5, Gec-GPOReporca <> KL v FEEITLET,

C. Microsoft Edge/ 5 _ edge // policyZFZE £ 9,

D.[RE—HFAZa—mo [JIL—TRIV—FTPz Y bI T4 3—]EERLET

IEf#: (EffZzRnLET)

The Get-GPOReport cmdlet would generate a report for all domain group policy objects.

However, this would not display the settings that are applied by local group policy objects.

To display the settings applied by both domain and local GPOs, you would have to open Microsoft
Edge and enter edge://policy in the address bar.

BE: 15

v k7 —2IZActive DirectoryZ +# LR FHAEENTUVET , 7+ LR MIZIE contoso.com& LY
SARMDIL— b KA A > &corp.contoso.comE NI BRIDF KA UREENTNVET,
Windows 10% 3179 $Computer1 EWNS ZRID IV E2a—42—1H Y £J, Computer! (&
corp.contoso.com K A A U [2SML TWLWET,

Computer1(Z[& Folder1 E WS BRID 7 A ILF—NEENTULVET, FoldertDEFx ) T4 EKE
TIX EveryonelZZ)La >y FA—)LOT7 Y L REFRINE|IY B TENTLET,

Computer1 T _Folder1%Share1& L THAE L Share1DZEHAIY 79 2 A #FrIFUsers )L—T
[CEIYHTET,

RDBEAT—RADVFIDWT RAT—FA Y MDtrueDBEFK[TWNEEIRLET, TS D
BEIE [WWWR]IEEIRLET,

FEFNREFNROELVERITIARS O bOBESHY T,

Statements Yes No

All the local users on Computer1 have Read access O C
to \\Computer1'\Sharel.
All the users in the corp.contoso.coim domain have O C
Read access to \\Computer1'Sharel.
All the users in the contoso.com domain have Read O C
access to \\Computerl'Sharel.
IE f2:

Statements Yes No

All the local users on Computer] have Read access
to \\Computerl'Sharel.

$

All the users in the corp.contgso’com 'domain have
Read access to \\Computer 1*Share].

O

All the users in the cefitoso.com domain have Read
access to "\Computer1'\Sharel.

O
ol 0| ©
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References:
https://www.techrepublic.com/article/learn-the-basic-differences-between-share-and-ntfs-
permissions/

BE: 16

FCOBEME RLCSFHUAZRTTSH5—EQEMO—FHTYT, V) —XDEEMICIE IBES
N-BEZERTHIAEREOHSIHBEOV) 2a—L a3 UNEFEATHET, —HOEBEMtEY I
FEHDOELWVERENHAZENHY FIH MOEME Y FIXE LWFERREAGZWGZEN
HYET,

CDEIVaVOEMICEAZL-ZRIE, TOEBEMICRSZLEITEEFRA, TOHER,. ChoDE
BIXLEa—BREICRTINELA,

v kT —% [Zcontoso.com & LY S & RIDActive Directory KA 4 UHAAEENTVET, FAA VIC
. RORIZRTI—HF—DBEENTLET,

Name Member of
User? Domain Users
User3 Comain Admins
Userd Server Operators
Windows 102 ETL_ T7—2 5 IL—F1ZHSComputert E WS ZRINDAVEa—42—hAHY E

ERS

Usert & LV 3 ZRTDOComputert D A—AJLEEL—HF—HANaVEa—F—ZF FAM VIZEMEHE,
JOV T ERRRSINTIz5User2DBERBEREFERALET,

Computer1 D% ATZ Computer33ICEETELH L #HRT IDENHYET,

iR Computer1 TUser2MERIFHREZFERALET,

NIFERZEZERLTLEIN?

A. [FLy

B. LMMZ

IEfE: (EfEZRRLET)

Renaming a domain-joined computer will also rename the computer account in the domain. To do
this, you need domain administrator privileges.

User2 is a domain user, not an administrator. Use User3's credentials instead.

References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-
directory-security-groups

AxhE97%EMD-100J A REEE (FJPNTest.comizfit 41 MD-100JERERICEK T H Z L ITRITILBF
9 | JPNTest.com(d 4 &x#HTMD-100J5XBR ERESE 12 L £ 9, JPNTest.com MD-100J5 ER i &
KFEL5EHEINEL, CETMD100JBIEED TR I VOV EFITANE T , XFTRD
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7 7 X _https://www.jpntest.com/shiken/MD-100J-mondaishu 879f, 3 0%7 « R A >
k. Bl EI51a— F: JPNshiken)

B 17

HET-DEIZIE, WPA2-Enterprise &R 5T A VY LAT VARSIV BHYFET,
TANVYLRTIEARA D MEKT BHICIE, AVE2— 3 —2BRT IDLELHY FT,
A ZINETIMN?

A. WindowstER TH A F—TTRE a2 i R\vsr—CFERLET,
B./X\XT7L—X%#ERLFT,

C.EERAZZERLTA VR M—ILLET,

D. Efi v R — v —BEX Y b CMAK Y r—DHERBLET,

EfE: (EfEZRRLET)

References:
https://support.microsoft.com/en-za/help/17137/windows-setting-up-wireless-network

B f: 18

Computer1 & Computer2h 5 IE#E[ZpingTE dWindows10a v Ea—42—lEENRTEI A ?EEZT
HICIE, EEEECEYGA T a vEERLET,

L WVLEREIZENRFNIRS Y FOBEELDY T,

Computer1t: v

Computer2 only

Computer3 only

Computer2 and-Computer3
No Windows 10 computers

Computer?2: v

Computer1 only
Computer3 only

Computer1 and Computer3
No Windows 10 computers


https://www.jpntest.com/shiken/MD-100J-mondaishu
https://www.jpnshiken.com/q/12678-1147038/

Computeri:

Computer2 only
[Computer3 only

Computer2 and Computer3

No Windows 10 computers

Computer?2:

Computer1 only
Computer3 only
Computer1 and Computer3

| No Windows 10 cumEuters |

BRM: 19

Windows10% 32179 5Computert E WS ZRIDa VY Ea—4—RHYET,

Computer [F1E/MA 7 TL =z, TDEIZ 2DDHRET v TT—FE120RET7 v TT— LDV
J—RENF LT,

Microsoft Update h # B 45 DWebH 41 tHo FARLTWAEHFIOATSLES I A—FL
T.Computer [ R7ELZET,

Computer! & #H/3—2 3 > DOWindows10ZEITL ERICEHIN TSI L ZHRT IME
NHYFET , OV a—2arTE AVELI—2—DEHITWELEBEZR/IMEICINZ ZBE
nHYERT,

HETIEMETEIREN?

A BEOHBET Y TT—rEA VR —ILLTHh L REORET Y IT—FEA VR F—ILL
F9,

B. XD HEBET7YIT—rEA VR M—ILLTH L THADEETY TT—FEA VX b—LL
9,

C.REDHREEHZA VA L—ILLTH L REOHEEHRZA VA M—ILLET,

D. XIEEDHWREEHZA VA F—ILLTh o HWEEHRIZY Y —RASNEINTOREEHZA
YA M=ILLET,

EE I RXRTORBEBEBEDEFHZ) ) —REN-IEFTA A —ILLET,

IEfR: (EffzRnLET)

Reference:
https://docs.microsoft.com/en-us/windows/deployment/update/get-started-updates-channels-tools
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Windows 10527952 EFa—4—h"HYET,

AVEL—2DBEICKBL RDIS—AvE—IURRTEINET, BOOTMGRA A — U HVEE
BLTWEY, VRATLZREHTEEEAL,

DATLN—T 1423 VEBETIVLENHYET,


https://www.jpnshiken.com/q/12678-1147040/

Windows[E{EIRE WInRE)WN S EDIT Y FEEFTT HILENHYEFITMN?

A. fdisk.exe

B. chkdsk.exe

C. diskpart.exe

D. bcdboot.exe

IEf#: (EfEZRTLET)

DiskPart, which has replaced fdisk, is a command-line utility that provides the ability to manage
disks, partitions or volumes in your computer running all versions of operating system since
Windows 2000.

References:

https://www.diskpart.com/windows-10/diskpart-windows-10-1203.html
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Windows 102 ETL XD I 74 IILEEL Computerl E WVS ZRDIAVE1—2—MNHYET,
* C \Folder1 \ File1.bat

* C \Folder1 \ File1.exe

* C A\ Folder1\ File1.cmd

UserlE WS ZBRTDA—F—I[ZIE T RTDIT7AILICTHT HHAIMY EETHENY B TENE
9,

Computertld, BIZRT &I ITER SN TULVET,

EN wWindows Powershell — Cl b4

va 1 ue

“WProgram Files'\WindowsPowershell'\M. .

uments\windowsPowershel 1'"\Modules :C:

FOy A A a—%2FRALT HISREINTVABERICEODVTERT— AV MERET
T H5EIEDERREZZBRLET,
EEFNEFNOELLDERITIARS O FOMENHY T,


https://www.jpnshiken.com/q/12678-1147041/

When Userl open the command prompt, the v
prompt will open in the [answer choice] folder. | ¢ windows

C:\Users\User1
C:\Users\User1'AppData'Local
C:ProgramData '

If Userl runs C:\Folder1'Filel at the command v
prompt, [an§wer choice], an error will occur
Filel bat will run

Filel.cmd will run
Filel exe will run

IE f:
When Userl open the command prompt, the v
prompt will open in the [answer choice] folder. | -\ Windows
C:\Users\Userl
C:'Users\Userl'AppData‘Local
CProgramData

If Userl runs C:'Falder1'Filel at the command v
prompt. [answer choice]. an error will occur
Filel bat will fun
Filel et will run
Filel exe will run

References:
https://stackoverflow.com/questions/148968/windows-batch-files-bat-vs-cmd

Eﬁ:ﬁ: 22

FLWOWN—FDz7 T35y b IA—LEFERTSI YT by TE206BALELT,
T A FRETIL, Windows 10&5#H LWWS vy T by FICRELET,

—EDOSy T by TIIEEICELEIS—ZFZERLET,

FREDCERZHET S2LENLHY EFT,

fAIZESIRETIMN?

A EEtE=4—

B. 2RI IFx—Tv—

C. VAT LR

D./N\TA—IUARE=H—

IEf#: (EfEERTLET)

References:
https://lifehacker.com/how-to-troubleshoot-windows-10-with-reliability-monitor-1745624446
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v k7 —2% Zadatum.com & LY S & REiTDActive Directory KA 4 UAAEFENATLNET, KA A VIS
(% . Windows 10% 32179 5 Computer1$ & U'Computer2 & LN S ZRID2EDM AV E1—42 —HE
FNTWET,


https://www.jpnshiken.com/q/12678-1147043/

AL DICE RORISRTA—HF—TFTHO U FHAEERLTVET,
'[" '-l'l"'lMTUjH’[‘of

Domain Admins

-[\Domain Users
Domain Users

Computer2[ZIE  RORIZRT O—AILTIL—THREEALTLET,

Name Members
Groupl ADATUM\User2
ADATUM\User3
Group2 ADATUM\User2
Group3 ADATUM\User3
Administrators ADATUM\Domain Admins
ate ADATUM\User3
Remote Desktop Usera| | GroGplL

Computer2|CBAE S 51— —1EFIDEIY HTERORIZKTLET,

Policy Security Setting
Allow log on through Remote Desktop Services Administrators,
Remote Desktop
Users
Deny log on through Remote Desktop Service§ '  Group2 o
Deny log on locally I ' Oroug3™ 21 &

RDERAT—FAVRIDVWT RT— A Y HtrueDIFEIX[FWZRIRLET, TN LSND

BRI [WWAIZZERLET,
I ENETNOE LLDGERIIIRS D bOMBENHY FT,

Statements

Userl can establish a Remote Desktop se% r@@mterz.

User2 can establish i@rﬁ&@g}ktnp session to Computer2.

User3 can establish a Remote Desktop Mlﬁﬁm&ﬁtrz.

Yes No
O] O
S1llis,
O] O

1F fiZ:




Statements Yes No

User1 can establish a Remote Desktop seSsion to Computer2. | O

User2 can establish a Remote Degkiop session to Camiputer2.- (O | )

User3 can establish a Remiote Desktop session to Computer2. | OI O

References:

https://docs.microsoft.com/en-us/azure/devops/organizations/security/about-permissions?
view=azure-devops&tabs=preview-page%2Ccurrent-page

B 24

v kD —2IZActiveDirectory A 4 UMEENTWET, FA A UIZIE Windows10%ETTS 5
1008NDAVEL—3—REFENTULET,

ARA—=FAZa—DLATIO I 7AILNEERT EIDENHYET , V) a—>avid ROEH
Eml-dTWENHYET,

WS DOADETET A T LHEH SContosoAppsE NS BRIDT T T IL—ThHEFENTULET,
Contoso7 T [EA—H—DEEN OV I TEINENHY FT,

A—H—NRE— FEEOHDBREHRIIA XA TELILEEHRALET,
EEEEZR/NRICINZAET,

EDADDT YL aVEIREBICETTOIMLENHY FIN?EETHICEH BEY)GEaT FEO7
DEDYR M LEEFEEICEBHL ELVEFTREELET,

Actions Answer Area

Deploy the start layout.
Modify the startLayoutCollection XML element.

Modify the pefaultLayoutOverride XML element.

Expartithesstart layout to a file.

On a reference Eomputer, castomize the'Start menu.

EfiZ:



Actions Answer Area

| Deploy the start layout. || Depldy.the start layout.

| Modify the startLayoutCollection XML element. | On a reference computer, customize the Start menu.

| Modify the DefaultLayoutOvernide XML-glement. Export the start layout to a file.

Shaas!

[ Export the start layout to a file. Modify the pefaultLayoutOverride XML element.

}Dn a reference computer, customize the Start menu.

References:
https://docs.microsoft.com/en-us/windows/configuration/customize-and-export-start-layout

BH: 25
RE<TUOAO—FEINBIFETHEFBLESW, O—FKLELG SHREIVaVITELZENTE
FI, NIZEBINSEELHY  FEFHIEEEAD TR FREMNSE LI EREA,
[RANRZ UDMERAIREICGE oz ENEV UV I LTIHREI 2 aVIZ7IOERLET , 2D
O I VTR A TRETC—EDIRVEETLET  (FLEAEDHEEILS A TIRELRL &
SICHATEETH, —HOMEE QE—LBEY T S EWebH 1 FADBEIMEEEZ &) XRET L
FARETY,

RAT7V T FRTHAIN TSI Z RV EZRTLEBERICE DSV TLET , EMEZIANIE,
ARV EEDESITERT I2MNIMETIEHY FRA, FRIVEEREICEITTEIE . ZDIRID
Ly hEERTEET,

SHROBRBITENCHRESATOVERLA, CORBTIE BEROSIREZETTILELNHDIHEEN
HYUFET FIREXTIADICRELGEITOREEZERTEERY, ZL, EESA KRNI
SHRBLUVHBROMD TR TOEY L aVERTTEDLIIC BHEZEYICEET ILELD

YET,
FHRATRANIRZ D ZEI )Y LTEREXRETSHE, SRICRDACENTELRN I LEITTEREL
TLEEEW,

A—H—ZENRRT—F



K

CONTRSOYAdMniStrator
[Password [

WHEICHELT RORTA UERBREFERALET,

NRAT—FRZANTBICF [NNRT—FDAAIRY I RIZHA—VILEEE, TONRT— K%Y
Vv LET,

a1 —4—4% Contoso / Administrator

INRJ— | PasswOrd !

UTORE®HRIE, TV ALY R—bDAHEBEHELTWET,

SRAVAAZ R 11145882
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WELCOME TO SERVER MANAGER

o Configure this local server

CIUNCK START 2 Add roles and features
it i Add other servers to manage
4 Create a server group
WHAT'S HEW 5 Connect this server to cloud services
Hide
ROLES AND SERVER GROUPS
Reotes: 3 | Servergroups: 1 | Serversiclal 1

igi AD DS 1
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‘Tasks ‘ Computers |

Client1

Cliept2

Client3

DCA1

Active Directory K * 4 YIROBAEL L VFERDIT A TOI—H—H ClientI~DJE—FTRY
by THREEILTELLEHRIT IVENHYET, VY a—2avE S/MHEDRAZME
AT 5RENDHYFET,

CDRRVERTITBAICE BEGIDFELFERODIVEL—F—ICTHA V4V LET,

IE fiF:

Step 1. Add Remote Desktop Users to the Remote Desktop Users Group.

Open Server Manager.

From Tools menu, select Active Directory Users and Computers

Double click at your domain on the left and then select Builtin.

Open Remote Desktop Users on the right pane.

At Members tab, click Add.

Type the AD users that you want to give Remote access to the RDS Server and click OK.

After selecting the remote desktop users, click OK again to close the window.

Step 2. Allow the log on through remote desktop Services.

1. Open Group Policy Editor. To do that:

&

b. Type gpedit.msc and press Enter.

2. In Group Policy Editor navigate to: Computer Configuration > Windows Settings > Security
Settings > Local Policies > User Rights Assignment.

3. At the right Pane: double click at Allow log on through Remote Desktop Services.

4. Click Add User or Group.



5. Type remote and then click Check Names.

6. Select the Remote Desktop Users and click OK.

7. Click OK at 'Select users, computers...' window.

8. Finally click OK again and close Group Policy Editor.

Reference:
https://www.wintips.org/fix-to-sign-in-remotely-you-need-the-right-to-sign-in-through-remote-
desktop-services-server-2016/

B 26

ComputerATDEFSOEMEBEH EHET-TRELHY FT,

HET- I ZET o EMN?

A. certutilexeZETLTHS O—HILAVE1—2—DHAZER F7IZEIAEZZEMLET,
B. cipher.exeZE{TLTHh L A—HILAVE1—4—DIBAER FFPICGHEEFEMLET,
C.cipherexeZETL O—HILTIL—TR) O—[CEIAZZEMLET,

D. certuti.exeZE{TLTHh L BA—HILTIL—TRY O—(CFIAZZEMLET,

Ef#: (EfEZRTLET)

References:
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-
protection/create-and-verify-an-efs-dra-certificate
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Windows 10%3E{7945avEa—43—N2MHYFEI a2 —42—%FEAL T _#FH L L \Windows
WEEETAMLET,

Windows 100 FLE2—EJ FETESFLE TR ZITMAS LS ICAVEL— 2 —%BRT 52
ENHYET,

BETITIVOEHFHEEX L) TADLAERETILENHYEITMN?

A. Windows Insider Program

B. Windows Update

C. BfE D &1L

D. BFEM I+

IEfE: (EfEZRRLET)

Reference:

https://insider.windows.com/en-us/getting-started/

B ;28

T COERIEE RLYFIFZEZRET S —ENOERO—ETY, V) —XOEEMICF BEES
N-BREZERTIAEEOHIBMEOY ) 12— 3 VBAEENTOET, —HOERtE Y b
FEHBDIELWEREAHDIGEEAHY FTIHN MOER Y FZIXIE L DVMERENGZVZEN
HYET,


https://www.jpnshiken.com/q/12678-1147047/
https://www.jpnshiken.com/q/12678-1147048/

COEVIVOBEMICEEL-ZRE TOEBEMICRSAZ LI TEFEFRA, ZTORE. ChoDE
BIXLEa—BE@EICRRTINELA,

Windows 10Z#ZETLTWHaAVEa—32—hHYFET a2 E1—2—IZ[& D \Scripts& v
ZHID T A IILF—NEFENTUET, D \ScriptsIZIELr D DPowerShellR 2 1) 7 kA& FEQ
TWET,

RO ) T hADR/INZXZIREE T IZPowerShellR 9 1) T ERITTED L EHRT H2REN
HYZFET, V) a—3vidPowerShellty v a VEITEGET 2REAHY T,

iR % PowerShellh™ 5 $env:Path += ";d:\scripts". ZE{TLF 7,
NIFEEZERLTOVEIMN?

A. [EL

B. L\ %

Eff: (EfEZRTLET)
References:

https://docs.microsoft.com/en-
us/powershell/module/microsoft.powershell.core/about/about_environment_variables?
view=powershell-7

B 29

UserA& V3 & RITD 1 —H—% & contoso.com & L5 & HTDAzure Active Directory Azure AD)
TFHURRHBYETS,

Windows 10% 34T L _ contoso.com|Z£:n L T Y% Computer1 & Computer2 & L3 &ZRITD2E D 3
VEaA—2—HYET,

UserAMW ) E— kTR Y kv F&#{FEAL TComputer1h 5 Computer2| iR TE 52 & 2 HERT

BRERBYET,
EDIDDTH LA VvERATILENHYETA? TR ENOERE, V21— 3 o D—8%E
RALTLET,

EENTNOELVERITIARAS > FOBENHY FT,
A.Computer1 T LR R ZEBLET,
.Computer2T LR KMNYZERELET,
. Computer1 T_UserAD 7O/NRT 4 ZZEEHLET,
.Computer!1 ©_YE—FTRI by TZEMZLET,
.Computer2 T _UserAD 7 O/NT 4 #LEBLET,

AVE2—48—"2T YE—FrTRY by TZEHHIZLET,
. Computer2 T _Everyone% JL— 7% Remote Desktop Users 7' JL— 7 IZBML £,
. Computer1 T _Everyone’ JL— 7 #Remote Desktop Users¥ JL— 2B L E I,
R (ERERTELET)
Reference:
https://docs.microsoft.com/en-us/windows/client-management/connect-to-remote-aadj-pc

I oGmmOoOoOm
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https://www.jpnshiken.com/q/12678-1147049/
https://www.jpnshiken.com/q/12678-1147050/

E BRI RLIFVAERRTHI—EOERO—EHTYT, V) —XDKERMICIE IBES
NEBEEZERTIABEOHIHMEDOY) 12— avhEFEATOET, —HOEMtE Y ~IC
FEHDOELWEREAHDIEELNHY FIH MOEME Y FZILE LWEREALZMGEEN
HYUFET,

CDEILaVOEBEMICEAZLE-RIE, ZOBEMICRSZLEITEFEFRA, ZOHER. CAoDE
BIELEa—E@EICRTINEEA,

Windows 102 E79 57— 5 )—TJavEa—4—mMHpYFEF a1 —2—[ZIF . ROE
[ZRIA—ALA—F—ThOU MR EENRTVET,

Name Member of
Administrator Adminisirators
sert Administrators
Userd Users
User3i . Users

User1&User2M 7RI by TOERDHEZERT IVLELHY FT,

fiRRE Usert&User2Z B3 25 L WLNO—AILTIL—TE2ERLET O—HIILTIL—TRY
D—FTTxH b GPO)EEHRL GPOTTRY by TR TEZEBHRLEST a7 K70
> 7 FT_gpupdate.exe / Forceav¥ > FZE{TLET,

CNIFEBRZERLTVEIHN?

A. [Fy

B. L\

EffE: (EfEZERTLET)
References:

https://www.windowscentral.com/how-apply-local-group-policy-settings-specific-users-windows-10
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Windows10ZETLTWAaI Y Ea1—42—I24 VR F—JLTEHLWindows10DEH T OS5 L
DESTNYa—T4200%ToCTVET,

SoftwareDistribution 7 # LA —DABFHIBR L E£ 3,
WindowsUpdate/\w r— L DEL #HIBRT 2ENHYET,
EDTHIVFZHIRT DVENHYEITMN?

A. %systemroot%\system32\catroot2

B. %systemdrive%\recovery

C. %systemroot%\WinSxS

D. %systemdrive%\System Volume Information

Ef#E: (EfEZRTLET)

References:
https://tipsmake.com/how-to-delete-pending-updates-on-windows-10


https://www.jpnshiken.com/q/12678-1147051/
https://www.jpnshiken.com/q/12678-1147052/

BAXNHI7TEMD-100JfEREE [FIJPNTest.comigft St MD-100JERBRICER T S LITRICILB F
9 ! JPNTest.coml|d 5 &#MD-100J3KER EREE Z 1Rt L £ 9, JPNTest.com MD-100J58 & [l =&
KEFE5FHEINFELZ, CCTMD100JBEEEDTRA IO VEFICANET , XFTRD
7 9t X _https://www.jpntest.com/shiken/MD-100J-mondaishu 879f8l. 3 0%7r 4« R h ™ >

k. 4RI7%EI5|1a— F: JPNshiken)
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SHRICUE—FTRI MY TH— b4 RDF— LDz A/)DBHYET,

RDF— b,z A/ #BHATYE—FTRY by TH—EX RDS)ZFRALTT Y EATE SServert
EWVWSBRIDY—N—HYET,

T—br2zAEZNLTERTDICIEVE—FTRI VY TEGZRERTILENHY TT,
ENETEZERT IVLELHYETM?

A. BT

B. £ZH 5 THER

C. y—/\—5%;

D.A—AILTNAREYY—R

EfE: (ERERELET)

B 33

RETLUAO—REINDIETEFLLESWN, O—FLEL SREI D aVIZED ZENTE
F9, NICEHINDEELNHY FEEFHIEEEO TR FREEMNGE LI EREA,
[RA]RE ODMERAREICGE >z ENEV Vv LTIREI a3 VTPV EALET, 2D
O I VTR FATRET—EDIRVEZEFTLET [FLALEDHELSA TRELRL &
SICHATEEIN, —EOHEE QE— LY TIT, S EWeb Y 1 F~DFBENEREL &) (XERET L
RA[gETd,

RAT7V T, SARTHRASN TS ZI RV EZETLEHBERIZESDVTVET , ELMEZ I,
RBRRADHEDESITERT ONEBBETEHY FERA FRIVEZERBICETTAE TDFRID
JLOy b EERTEET,

SAROERBIEBEMIEESINTOVERA, CORBRTE BHROIHREETIILELHIHHZEN
HUFET  ETRZEZRETTIDIREBELETOREEERATEET, L BESNEFRAIC
SRBFLIVRBROMDIRTOEI L aVEFRTTELSLSIC BRZEUICEET SDELDH
Y&EI,

FHRRNATRANIREVED )y LTHEEEZEETHE FRICRAIENTELRVI LITERL
TLEEE0Y,

A—H—HE/NRRT—F
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CONTRSOYAdMniStrator
[Password [

WHEICHELT RORTA UERBREFERALET,

NRAT—FRZANTBICF [NNRT—FDAAIRY I RIZHA—VILEEE, TONRT— K%Y
Vv LET,

a1 —4—4% Contoso / Administrator

INRJ— | PasswOrd !

UTORE®HRIE, TV ALY R—bDAHEBEHELTWET,

SRAVAAZ R 11145882



WELCOME TO SERVER MIANAGER

#§ Local Server

OConfigure this local server

& Al Servers
QUICK START
i§ AD DS 2 Add roles and features
PR 3 Add other servers to manage
4 Createa sermrou' .
¥ File and Storage Services b —um M | (F FOS Oft
_mﬂm 5 Connect this!‘ﬂ'ver to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 3 | Servergroups: 1 Servers total: 1
i@l ADDS 1 | = DNS 1
(1) Manageability %) Manageability
Events Events
Services l Services
Performance l Performance
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|“ . File and Storage
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Events
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BPA results

H Computers I

Client1

‘ Tasks

Cliept2

Client3

DCA1

EEEEL ANV FE2L—TEERALTClient3DA A bASE ) E— FTRRTELGVERE
LTWWET,

EEENClent3DA R FAJICYE—FTT IV ERTELILEHRBTILENHYES,
DV')a—23aVTIEWindowsTZ 74 704+ —ILDAENGEETFEFTHAZ LZHRBT ILELDH
WZE9,

CDARVERTETBICIE BELGIDFLFEHDIVE2—F—ITHSA 21V LET,

;7

1. Go to Control Panel -> System and Security -> Windows Firewall.

2. Click on the Advanced settings link in the left-hand side.



- « T i » Control Panel + System and Secusty » Windows Feewall

fie [de Vs Tooks Melp

Hedp protect your PC wath Windows Firewall
C crtrgd P prpl Hore

Wendows Frowasl (an haefp @Fewe™® hackers of malsCstnsn 30d
Adgw #n WD o7 Teptre et of 8 retach
e cnaph mdow Fuew sl

§ e rtscstanannss [ @ piprrbnmonss
$ Turn dimdons Frensl on or
o Nt a b g home o work where you INCw and tryst the |
B Petoer defputs _
Wirdowy Freapll (tate On
* A~ i ed et
1.nc¢rn.m..? - LT T Bicx
Trewblethoot my netwca of o
Actre prooste networis i'
Mot stom tete Moty

M @St or pubic networts

3. Enable COM+ Network Access (DCOM-In).

- . T A

4. Enable all the rules in the Remote Event Log Management group.
'.., 5 : e o bbve L

it

Al
|
4

L

Reference:
https://www.zubairalexander.com/blog/unable-to-access-event-viewer-on-a-remote-computer/
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AVEL1—43—NNt—TJE—FTEEILIzEEFIC ENDA—F—HComputer3IZH A VA VU TE
FIM?

A. User31M &

B. User31# & UUser32M #

C. User31$ & UAdmin1 D &

D. User31_User 32_User33_ & & U'Admin1

E. User31_User32_ & &k UUser33M &

EfE: A(QA U REHEKRT D)

Only users with membership of the local Administrators group can log on to a computer in safe

mode. Admin1 cannot log in because Computer3 is not joined to the domain.
References:


https://www.jpnshiken.com/q/12678-1147055/

https://support.microsoft.com/en-us/windows/advanced-startup-options-including-safe-mode-
b90e7808-80b5-a291-d4b8-1a1af602b617
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A—H—[& Windows 10& X179 5 Ea—42—%H>TLWET, 1—HF—IF ROKREHIC
TORRATEET,

*USBZ7o5wv¥a k347

* Microsoft OneDrive

* OneDrive for Business

2y D= HBIIIV TSN ESA4 T

*CRTLRESATDEAUZ)IN—FT 43

RETTUDNG I 7AIVEBEREZFERL TNV I 7Y TZ2EBET IDLELAHYET,
J7AIVBEZFERALTED2ODRESMEBRTEEFIN? TN ENDOEREITLLGBERE
ZrLET,

EENENDELLERITIARAS > FOBEELSHY F9,

A Xy hI—OHFIZIYTEINF-RFZ4 T

B. OneDrive for Business

C. OneDrive

D.USB73 v a k347

E.ATLRSATOEAVZ)IN—T4 3>

EfR: (EffzRnLET)

Eﬁﬁ: 36

BHORMZERT OV 21— a3V EHETLIVNELADYET,
HRFHICIMESDHDIVENHY EFITMN?

A. Windows Server Update WWSUS)

B. Azure AutomationE#FHEE Y )1 —2 3>

C. Azure Log Analytics®a > TS5 A 7V RAEHY Ja— 3>

D. Azuret¥al)Tas 32—

IEfE: (EfEZERTLET)

References:
https://docs.microsoft.com/en-us/windows/deployment/update/update-compliance-monitor

Eﬁ:ﬁ: 37

Windows 10% {79 510060 AV Ea—42—hAHYFET , aVEa—42—E7—9 5 )L—TIC
BLTWET,

aAVEa—F—IE BEFREEOKES A 7 —Fy MEREHATLET,

FYIT— &390 0—FRT5EOICHESNEA V2 —3y FHEIEOEZFESTRENSD
YET,

AIERETI2VLELHYEITMN?

A. /R X kE— F®BranchCache


https://www.jpnshiken.com/q/12678-1147056/
https://www.jpnshiken.com/q/12678-1147057/

B. 8(* ¥ v ¥ 1 E— F®MBranchCache

C. BBfED&E1L

D.N\YO TSIV AT )oY MiREY—EX BITS)

EfE: (ERERTLET)

References:
https://support.microsoft.com/en-us/help/4468254/windows-update-delivery-optimization-faq

B 38

v b J—% [ZActiveDirectory KA A4 UIMEENTULET, FA A 2IZ(E, Windows10ZEEITT %
1,0008DAVEa—2—NEFEFNTVET,
BEDEHLEIVEL—F—LEDTNARARFSAN—LDORDOBEMOEREDMEZHKRLEL
=

TRAPIVE2A—3—THEEHFOA DR M—ILETRX T 2RELRHYET,
GUL—TR)—ATxH b GPO)EFERAL THERT 2EHLH SWindows UpdateZkE 1L &£
nTYM?

A BRI EHREEE

B. ¥Rt EHDE— T H— FZEZEMIZT S

C. IRDHEREEHF/N—U a3 VEFEIRLET

D. BEIEHDRTPa—ILENFZA VR F—ILDRT 21— I)LEEET D

EfE:B(QAAV FEHKT D)

Reference:

https://docs.microsoft.com/en-us/windows/deployment/update/safeguard-opt-out

B 39

HET-ORFICERLEXIUNHYET , A7 RAEWANY VO 2#FEALTHAEICERLET,
A3—2Y bADT IR F Kt EZBLCTRESNET,

TS5 UFF4 7 4 RIZIE Windows 105 ETT 5258N AV E1a—2—NNEFAhTWET OV
Ea—2—ICX EBETARVBEENFLEAEBWVNSILBN—FFSA TREENRTLET,
TS U0FFAT74ADAVE2— 23—y FI)—V LOETHhLEBHZIHOO—FLEWVELS
[T ORENHYET,

HET-FAZTT HoEM?

ABRET7 TS BEMKEILREZEELET,

B. *y FI—V ez EERIERE LTHERLET,

C.BranchCacheZ% /X F X vy a2 E—RFTCHEATEHILSICOAVE2L—2—%EBRLET,
D. ¥#iFvRIL =7y M) FrRILEFERTLILSICEHRZEALET,

IEfE: (EffZzRLET)

References:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache
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https://www.jpnshiken.com/q/12678-1147058/
https://www.jpnshiken.com/q/12678-1147059/
https://www.jpnshiken.com/q/12678-1147060/

FCOBMIE RLCIFVAZRTT S5 EDEBO—BTYT, V) —XOEEMICIE BES
NE-BEZERTHSAREOHAHBEOV) 2a—2 3 UNEFATHET, —HOERtEY FIZ
FEBDELVERENHDZENHY FIH MOE/BE Y MIIFELDEFERENGDZEN
HUFERT,

CDEIVVaVOBEMICAEL-RIE, TOEMICRAZLEFTEFRRA, TOHRR, ChoDE
BIXLEa—BE@EICRRTINELTA,

Windows 10% 3479 5Computert E WS ZHID AV E1—42—DHYFET , ZOaAVE1—42—
[CIETAHIVT—DEENTVET, T+ LT —ICERET—IHNEENRTLET,

T+ IWE—DRBERARY T LT —RNO I 7 A IVEERS L VHIKRT 51— —%20JI(C
RRTOILENHYFET,

BBRR JANFT—DTONRTADLEEREEEBHAL A—HALTIL—TR) O—DEEKRY
VW oEBEF TV MTOERERBRLET,

HNIFERZERLTLEIN?

A. [T

B. LMV

EfE:A(QA U REHREKT D)

References:

https://www.netwrix.com/how_to_detect_who_changed_file_or_folder_owner.html

Eﬁ:ﬁ: 41

ECOBREI BLSFIAFRRTH5—EZOEBO—EHTY, P —XDREMICIX IBES
N-BEZEERTHAREEOH I HEEDOY ) 2a—a UREFENRTVWET, —BOERtE Y ~IC
FEHDOELWVERRLHLIEZELNHY FIH OB Y FZILE LWOEREAGZGEGEN
HYFET,

SV aVOBERMICEZELEZZE, ZOEBERICESAZLETEFEFRA, TOHRE. ChoDE
BRIZLE a—E@EIZRTINEETA,

User1 & LV ARITD 1 —H—(E Windows 10% 3179 S Computert L NS ZRIDIVE1—5—
> TULVET, Computer1ld  contoso.com& LY S & BT Azure Active Directory Azure AD) 77
v RIZESMLTLET, Usertlld user! @ contoso.comZ A L T, contoso.comlZComputer1|Z
SmMLET,

Computer1(ZI&_ Folder1 E WS BARID T AL F—MNEENTUWVET, FolderllE K54 JCIZH
Y _Sharel& LTHASNTUET, SharellZld. ROEISRTIERAHY £7,

Group Share permission
Everyvone Full control
AzureAD \uzerl @eontozo.com | Owner

User2& LS BRID 1 —H—(Z(X Windows 10% 3179 5Computer2& WS &RV E 21—

A—MdH Y E£9, User2ld, user2 @ contoso.comZ A L TComputer2 % contoso.com(Z& &
Ysgr2(LShareI~NDT7 V LR ZH-AH ROTF—A vt —VZERITMYFY, O—Y—BF=[

IRAT—FARELL HY FERA, | User2hSharel TR TEA L2 HRIT ILENHY ET,
fiZiR%E Azure ADT User1&User2Z &L Group1 EWS BRID T IL—T#ERB L FEFF ., Groupt



https://www.jpnshiken.com/q/12678-1147061/

Change7 ¥ £ X %#Share1(Zftf5LET,
NIFEEZERLTOETMN?

A. [Ty

B. L VR

I (EfgxRRLZEY)
References:

https://docs.microsoft.com/en-us/azure/storagef/files/storage-files-active-directory-enable#assign-
access-permissions-to-an-identity

Eﬁ:ﬁ: 42
FYRIT—=DIZ ROKRIZRT AT Y FZEEDActive Directory FA A UIMEFENTULET,
Name Type
User1 User i
User2 User -~ O
Group1 Global gramp=* =
Group2 _ | Damain‘iocal group
Computert | f1354'1;“1?11.:ter
Computer2 Computerosott
Computer1[ZI&  RORICRTHEHEBIH LT —DNEFNATLET,
Siava NTFS e ek Folder enumeration
permission 2 mode
Share1 Group1:Write Group1: Full control | Access-based
Share2% Group?2: Full control | Group2:- Read Unrestncted

AVELA—3—E RORIZRT Y hIT—IOBREICHE>TULET,
E';a' Iqr

On

Windows Defender Firewall
Discovery

Incoming connections: Block all connections to apps that
are not an the list of allowed apps
Incoming connections: Block all connections to apps that
are noton the list of allowed apps

Computeri

Computer2

RDERAT— AV FMIDWVWT AT— A Y FAtrueDIBZEF[(TWVERBRLET, TR LUSND
BEE [VDOR]EERLES,
EENETROELNERIZIRS V FOBELSHY FT,

A A° e Yes Na
MicrS¢are
Share1 is listed if User1 connects to \Computer1 from Computer2. O O
Share1 is listed if User2 connects to \\Computer1 from Computer2. O O
Share2$ is listed if User2 connects to \\Computer1 from Computer2. O @)

1E fiz:


https://www.jpnshiken.com/q/12678-1147062/

Statements Yes No

e

Share1 is listed if User1 connects to \\Computer1 from-Computer2. |O O
Share1 is listed if User2 connects:to WComputer1 from Computer2. O S
Share2$ is listed if User2 connects to WComputer1 from Computer2. O Q
B 43

Windows 10% 3179 %5Computerl E WS ZRID AV E1—2—HYET,
EREICEBBREERT AL, 2——THI 2 bl UAC) BRI HRENHY F
ER

EDEBREEEETILENHY FIM?

A O—AlLi—HF—LFIL—TOEEBEETO/NT 4

B.aY bA—LIARILDA—YF—T Hho > MIHEERE
C.A—ANLIIL—TRY—ITA3—DEFaUT44T 3>
D.A—ALTIL—TRYI—IT 4 23—TOI—F—EFDEYHT

Eff:C(AAV MERKRT D)

References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/user-account-control/user-
account-control-security-policy-settings

B 44

Windows 10Home%%(47¢9 53V Ea—42—0HYFET,

AVE1—S#—%TE5EHR < Windows10EnterpriselZ7 v 75 L— K$ 2 EAHY T,
Y a—vaviFa—Y-REEZRETILENHYFT,
HEIERERAMEITRETIN?

A.scanscacea~Y Y RZETLET,

B. WindowsPro~n®D A > FL—R7 v 5 L—FE#EFTLET,

C. R¥TDEEET7 v I T—rEA VA M—ILLET,

D.sysprepa~Y > F&#EFTLET,

IEfE: (EfZRTLEY)

References:
https://docs.microsoft.com/en-us/windows/deployment/upgrade/windows-10-upgrade-paths

B 45

FFV5—2 300895y a =& EITApplication1 #BEE T H2DICHMN LB EERET S
WHENRHYFET,

Y= avIZRAEEDIRENRHY FTIMN?RETSHICIE EEEETETD LA T a
ZERLET,


https://www.jpnshiken.com/q/12678-1147064/
https://www.jpnshiken.com/q/12678-1147065/

I ZNTNOELWERIINIRS D FOBESHY FT,

o | 7
Tool to use: = H:FDSP',’JZ

Event Viewer
Performance Momréﬁ
Windows Mam&w Dlagnostlc

WIgdan’eﬁormance Analyzer

Task to perfﬂ;@:#‘(\“ v
Xe) Create a subscription

Attach a task to an event

Enable an event trace provider

Create an alert

Tool to use: =" Microsofity
Event Viewer

Performance Monitor

Windows Memory Diagnostic
Windows Performance Analyzer

Task to perform: - v
Create a subscription

Attach a task to an event
nable an event trace provider

n alert
Reference:

https://www.howto-connect.com/how-to-attach-a-task-to-this-event-in-event-viewer-in-
windows-10/

Eﬁ:ﬁ: 46
RORIZRKTAVEL—F—DHYFET,

Name Windows 10 editio~ |/ {10207l Servicing channel
Computer1 Windows 10 Pro Preview Build - Fast

Computer2 | Windows 10 Pro Semi-annual
Computer3 | Windows 10 Enterprise Long-term




Windows10D fE L BEEDEFHAICREAY DV Z2BE TSI L #FBELTUVET,
REEHTOTSLDA VA F—)LEZEHTE SR KEEE . Windows Updateh > DHEREE T 7
AT SLDA VA R—=LEYR—FLTWNEaAVE2—42—EENLSSVWTI A ?EZT SIS
(X EZEEECTEYLAA T a vEBRLET,

L WERIIZERENIRAS > FOMELSHY T,

Maximum number of days you can defer
installing quality updates: v

7 days
30 days
180 days
365 dafs) »
Computers that support installing feature

updates from Windows Update: v

Computer1 only

Computer2 only

 Computer3 only
| Computertand Computer2 only
Computer1, Computer2, and Computer3

IEfZ:
Maximum number of days you can defer
installing quality updates: ”
7 days
| 30 days |
T80 davs
365 days

Computers that support installing feature
updates from Windows Update: v
Computer1 only
Computer2 only
Computeg3. only
LCCT*‘ SUtetiland Computeraionly
cinoutert, Computer2. and Combputer3

Reference:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-configure-wufb

BEHHITEMD-100JfEREE (FJPNTest.comizft S MD-100JEHERICER T H 2 & ITKRICILBF
9 ! JPNTest.com|d 5 &#TMD-100J3KER [EREE Z 1Rt L £ 9, JPNTest.com MD-100J5XER fE1 =8
KELI5FHENFLZ, CZTMDN00JBEIREEDTA FT VOV EFICANES , RIFTRD
7 9t X _ https://www.jpntest.com/shiken/MD-100J-mondaishu 879f§, 3 0%r 4« R h >

k. 4RI7%EI5|a— F: JPNshiken|

Bi: 47
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FCOBEREF RLOFVAERRT I —EDERO—EHTY, V) —XDZERICIE IBES
N-BEZERTHAREMEOHIBEDOY) 2—avhEFERTVET, —SBOE/RE v ~IZ
FEHDELWVERENHIBENHY FIH MMOBEME Y FZIXIELVEBRENGEWGEEN
HYFET,

CDEILaVOERBICEIZELE-RIE. ZOEBRICRAZEIITEFEA, ZTOHER . CNLDE
BIZLE a—E@EIZRTINEETA,

Windows 10%3%£179 %5Computerl E WS ZFIDAVE1—2—h"HYET,

Application1 E WS BHTDH—E X ([F BRIZRT K5 ITHEREEINTULET,

Log on as:
“) Local System account

X
Alow service to interact with deskdop

@ This account: Serviced

Fassword: sesssEEN

Corfirn password:  ®eesesse

—"f —hiService1 7 H @f?‘lﬁﬁﬁﬂi L.WKD2HhDT 741 ILEHI
LizC bbby FELE,
2 —H—I[&, Application1 /& H \V5ID%EH AYEA—F—1DTRY by TITHA
AT BEDITHA A VTERNT E &EEEET%)Z\E#% YFEST,V)a—3arTlE &N
BROFEDCRANZFERT ARENHY T,
fi#iR %K Computer1 T Servicel[TH—ERXR1—H—¢ LTORTF U DETDENZEY L TE

ER
NFERZERLTOVEIN?
A. [FLy

B. L\VZ

IEfR: (EffzRnLET)
References:

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/deny-


https://www.jpnshiken.com/q/12678-1147068/

log-on-as-a-service

B 48

I COBEREI RLOFIVAZRRTS5—EOERO—ETT, D —XDEERICIL IBEES
NE-BEEZERTIHABEOHIHMEDOY) 12— avhEFEATOET, —HOEMtE Y ~IC
FEHOELWVERENHAHGZENHY FIHN MOEME Y FZIXE LWDEREAGZVGZEN
HUERT,

CDEILaVOEBEMICEAZLZZRIE, ZOEBEMICRSZLETEFEFRA, ZOHR. CAoDE
MIZLE a—E@EIZRTINEEA,

2y k7 —2% [Zcontoso.com & LY S & HETDActive Directory KA 4 UMEFENTWET, KA AL VI
X RORIZRTAI—H—MNEFENTULET,

Name Member of
User2 Domain Users
User3 Domain Admins
Userd Server Operators

Windows 10 ETL 7—2 5 IL—FIZHSHComputert E WS LZRIDAVE1—42—AHY E
ER

Usert & LV 5 ARTDComputert D A—AJJLEEL—HF—ANaAVE2—F—F FAS VIZEMEHE,
JOUTrARTEINI=5User2DEREREFERA LTI,

Computer! D& HTZComputer33IZERBTELH LR T IVLELHYET,

fi#iR%E Computer! TUserl DERIFHREHEALE T,

CNIFERZERLTVEIN?

A [FLy

B. LMV R

EfE:B(AAV FEHEHKT D)

Renaming a domain-joined computer will also rename the computer account in the domain. To do

this, you need domain administrator privileges.
User1 is a standard user.

References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-
directory-security-groups#bkmk-domainadmins
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H 715 T-DE 4+t TIX Microsoft Deployment Toolkit MDT) Z{$H L TWindows 10&#H L Lva >
Ea—4—ICEREALTWET,

£$(F1,00060FH LWVaAVELa—42—FBEBALET,

BT, OV Ea—4 —THyper-VESEENR BRI HG > TWS I L ZHRTOIDLENHY FT,
BEEXERT 5=OD2DODAEEEHEIEIMTIN? ETNETNOEREE V) a— a3 0—8%
RLTUWET,

EFNAFAOE LUDGERFIIARS Y FOBESHY FT,


https://www.jpnshiken.com/q/12678-1147069/

A JOEDazZV IRy r—CFBMT B3R —7 VAR Ty TEEMLET,

B. JIW—THR)—FTTzH b GPOD[AVEL1—F—DERIND 7T r—= 3 Ul
R)—ZHBERLET,

C. Unattend.xmlZ 7 A JLICHRA LRV FEEMLET,

D. WindowsBBH—E X WDS) ICHEREZELTEMLET,

E.dismexeZETT B2 RV —4T VARTY T#EBMLET,

Ef:AE(QAV FEREKT D)

References:

Provisioning package works with Windows Configuration Designer to provision win10 features
and runtime settings. WCD (provisioning Package) is GUI based while DISM is command line
based and dose same function. Unattend.xml / answer files are used with installation media. It
contains settings, definitions and values to use during Windows Setup. In an answer file, you
specify various setup options. These options include how to partition disks, where to find the
Windows image that will be installed, and which product key to apply.
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/create-a-windows-10-
reference-image

B E: 50

FCOBEME RLCSFHUAZRTTH5—EOEMO—FH T, V) —XDEEMICIE IBES
N-BEZERTHIAREMEOHDHBEDOV ) 2a—L a3 UNEFATHWET, —HOEBEMtEY I
FEHDOELWVERRABHLIEZELHY FIH, MOEME Y FZILE LWOEREASLZEEN
HYET,

DLV aVOBERICEZLEZZE, ZOBERBICRSZLETEFERA, TOHR. CNoDE
BIZLEa—BE@EICRTINEEA,

Windows 10%3E179 4Computerl E WS ZRIDAVE2—F2—H"HY FT,

Application1& WS ZRTDH—ERXE KIZTTFT LS IR SN TLET,


https://www.jpnshiken.com/q/12678-1147070/

Allow service to interact with deskiop

Service1

seRERRRR

aA—H—hServicel 7ho v F#FAL TComputer (ZTHA VA4 2L WL DHDT 74 ILEHI
BrLIE=CENDLMAYELT,

aA—H—I(& Applicaton1 TERAINTWAIDEFERALT AVE2—42—1DTRY by FI2HA
AT BEDITHA A VTELGNW L ZERT IBENHYFET, V) a—2 3 TR &M
BROFEDRNZFERT IVENHY FT,

fi#iR% Computer1 T_ServicellZA—AILOTF U DIEBFLI—HY—#EFZEY S TET,
NIFERZERLTHLEIN?

A. [FLy

B. LMV

Eff: A(QA U RERKT D)

References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/deny-
log-on-locally
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Windows 10 E{79 52 EFa1—42—MNUD2hHpYFEF, arvEla—42—F7—95)L—TIC
BLTWET,

A—H—Ha 2 E1—4%—TMicrosoft Store7 7)) ZHHETELH VLS IZTIRELRHY T,


https://www.jpnshiken.com/q/12678-1147071/

BEEZERT S-OD2DDARELAEIEIATIN? TN ENDEREE, V)1 —2 a3 D—8%
~LTWET,

FEENEFROELWNERRIFIKRA Y FOMEENHY T,

A O—ALTL—TR)—DEF1TAHRENS X2 )T4ATLavEEBRLET,
B.O—AILTIL—TR) O —DEBATUITL— Mo A MTEREEERLET,
C.O—ANITL—TRI)S—DEFa)T4HBEND VI LI THIBRY O —FEALFE
ERS

D. A—ALTIN—TR)—DEFa VT4 RENS  TITV7r—2a UFlHIR) o—&#EpL
9,

IEfR: (EffzRnLET)

References:
https://www.techrepublic.com/article/how-to-manage-your-organizations-microsoft-store-group-
policy/
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RE<TUAO—FINDIFTTHEFBLESW, O—FLEs SHREIVaVICEL I ENTE
F9, NICEHINSEELHY  HFEFREIEIEEO TR FREEMNGE LI EREA,
[RAN]RE ODMERAREICAE >z ENEV VYOI LTIREI I VIZTOVEALET , 20D
O I VTR FATRET—EDIRVZEZETLET  [FLEALEDHEEILS A TRELRL &
SICFATEETA, —EOHEE QE— LY FIT, s EWebH A F~ADFBEIBERELT &) (XERET L
THERETY,

RATV T, SARTHRASNTLWS IRV EEZTLEBERICEDVLTLET  EWLMEZIL,
RRADEEDESITERT ONEBETEHY FEA, FRIVEZERBICETTAHIE TDFIRID
JLIy bNEERBTEERT,

SROBERBIEEMIEESINTVWERA, CORBRTE BHROIREETITILELHIGEZEN
HYFET ETIREETTIDICHELGEITORBZERATEEY, f27Z L BT SN =FKRRNIC
SHRBLUVRBROMDIT R TOEI Va3 VERTTETAHALOIC HEZEDICEET ILELDH
UET,

FHRRNTRANIREVED )y LTHEEREZEETHE  FRICRAIENTELRVI LITERL
TLfZsly,

A—H—FE/NRRT—F
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K

CONTRSOYAdMniStrator
[Password [

WHEICHELT RORTA UERBREFERALET,

NRAT—FRZANTBICF [NNRT—FDAAIRY I RIZHA—VILEEE, TONRT— K%Y
Vv LET,

a1 —4—4% Contoso / Administrator

INRAJ— | PasswOrd !

UTORE®HRIE, TV ALY R—bDAHEBEHELTWET,

SRAVAA R 10921597



‘ Tasks | || Computers

E'J Microsoft Client3

DC1

Client3O BB 1—H—[CH L TOH A—F—DBTAT 7/ ILIT A NLET—DTIL—TR) o—&
EEFETIREALY FTELVKSICTEIRENHY FT,

SRRV ERTITBICIE BEGIDFELFERODOAVEL—F—ICTHA V4V LET,

IEfiZ:

1. Open the Administrator Group Local Group Policy Editor.

2. In the left pane, click on User Configuration, Administrative Templates, and Desktop.

file Action View Help
e« 2@O0=E8m
__" m(:nmpmtr_i‘éﬁw 1
# & Computer Configuration
| Software Settings :
: :; . "m' * 5;'”“?‘ | ] Prohibit User from manually redirecting Prokie Folders Er———
| Ll;tt C::wﬂm: - 7 Hide and disable all iterns on the desktop Mot configured
Software Settings Li Remove the Desldop Cleanup Wizard Mot configured
X Windows Settings 4] Hide Internet Explocericon on deskiop Mot configured
+ B Administrative Templates || & Remiove Compulericon on the desktop Mot configured
Contrel Panel {1 2 Remnove My Documents icon on the desktop Mot configured
|17 Hide Metwork Locations icon on desktop Not configured
1 Network 1 Remove Propertes from the Computer icon contied menu Mot configured
| Shared Folders 1| Remove Properties from the Documents icon contedt menu Mot configured
| Start Menu and Taskbar || I3 Do not add shares of recently opened documents to Network Locations Mot configured
7| System i, Remnove Recycle Bin icon from desktop Mot configured
| Windows Components Y, Extended }_‘ Standard I.."




3. In the right pane, right click on Prohibit User from Manually redirecting Profile Folders and click
on Properties.

4. To Prevent User Profile Folders Location Change

Select (dot) Enabled and click on OK.

— e

 Setting | Explain|

ﬁProlﬂ User from manually redirecting Profile Folders

Supported on: At least Microsoft Windows 2000
s Setting |_HE°‘_S§E.'9—]

(.
Hrewsm
I rp:_- VIOL)

| oK || Cancel || Apply

5. Close the Local Group Policy Editor window.
References:
https://www.vistax64.com/threads/user-profile-folders-prevent-or-allow-location-change.180719/
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Windows 10% 3479 5Computert E WS ZFIND IV E1—2—"H Y £9, Computer1 (T —%



TJIL—FIhYET,
Computer1[ZI& RORIZRT T+ ILF—DBEENTULET,

Name Permission
Folderl Full control to Everyone
Folder2 Fu].l control to Everyone
Folder3 t ¢ FO

Name
Userl Users
User2 Backup Operators, Users
User3 Cryptographic Operators, Users
User4 Administrators, Users

User1i&, C \Foldert E WS ZRID T A LA —IZH BFilel txtE VWS ZRD T 7ML ERBEHLLE
-d—

BROZEIMTEM?BETSHICIE AEEETEGA T a v E28RLET,
FEENEFNOELWNERIFIKRA Y FOMEENHY T,

Users who can move Filel.txt to C:\Folder2: h 4
Userl only

User1 and User2 only

‘Userl, User2, and User3 only
Userl, User2, User3, and User4

Users who can move Filel . txt to D:\Folder3: v

User1 only
Userl and User2 only

" Userl, User2, and User3 only
iw ICrOS0 ft Userl, User2. User3, and User4

1E fi#:
Users who can move Filel fxt to ﬁﬁ ?&l?ré Ny v
il SUL' fserl only
' Use;r Lmd User2 only
Users who can move Filel tttmﬁifgiaeﬂ \ 4
¢ \V” Userl only
Userl and User2 only
I Userl, User2, User3. and User4
References:

https://support.microsoft.com/en-za/help/310316/how-permissions-are-handled-when-you-copy-
and-move-files-and-folders
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Windows 10% 3179 5Computert E WS ZRIDT—V JIL—TaAVEa—2—RHY F
9, Computer1[Z (X RDORICTKRTA—H—FhOo U EAHY FT,

Hame Member of
[WET=5 ] Useys
User2 Gless
[FET i Users, Admunisiratons
Userd {
| ADiniSIrEorgil ta . | Adminisirators

User3 User4d & & *AdministratorASComputer1|ZH A4 VA4 U E X UVUH A V72 LET, Usert
EUser2[EComputer1(TH A A4 U LE=2ERHY FEA,

Computert DR —DEEHE ST a—T4 T LTWET, EEE L L TComputer(Z
A4 4 U LFET,

R —D#EREY b RsoP) R F v T4 VEMMCa VY —ILIZEBMLET,
EDQ1—H—MNComputerl[THA VA4 U TEFXFITHM?

A. User1_User3 # & UUser4d M

B. EEEDH

C. Use1_User2_ User3_ User4_ & & U*Administrator

D. User3_User4 & & *Administrator® &

IEf#E: (EfEZRTLET)

The Interactive logon: Number of previous logons to cache (in case domain controller is not
available) policy setting determines whether a user can log on to a Windows domain by using
cached account information. Logon information for domain accounts can be cached locally so
that, if a domain controller cannot be contacted on subsequent logons, a user can still log on.
References:

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-
settings/interactive-logon-number-of-previous-logons-to-cache-in-case-domain-controller-is-not-
available

B f: 55
Windows 10% 3179 %5Computerl E WS ZFTIDAVE1—2—BHYET,
Computer!1 T, ROKRITRT O—AILI—F—ZERLET,
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Member of

Users
Users, (Guests
Power Users,

Guest

Guests, Users,
Administrators

Users, Distributed
COM Users

BA1—H—PHALUFI9 LR ED3IDDI—HF—TOT7AIILNRBEINET M2 FNEN
DERIE V)a—2avD—8HERLTWET,

F FENEFNOELWLDERIZIRAS Y FOMIENHY T,

A.1—H—1

BEfE: 56

HFLLaYEa1—4—IZWindows10EnterpriseZ 4 > A k—ILLZET,
AVEL—32—TRRHINIZT I T4 TILTDBENHY FET,
EDRAT U FERTITILENHYEIHN?

A. simgr / upk

B. Sec-RDLicenseConfiguration -Force

C. Sec-MsolLicense -AddLicense

D. simgr/ ato

IEfE: (EfEZRTLEY)

References:
https://docs.microsoft.com/en-us/windows/deployment/volume-activation/activate-using-key-
management-service-vamt
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Windows10%& %E41T9 S Computer! E WS ARID AV Ea—2—m%H Y F9, Computer? (&


https://www.jpnshiken.com/q/12678-1147076/
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adatum.com & LY 5 FRITDActiveDirectory K A 4 IZEMLTWET, B A A 2IZIE, Groupl &
Group2&E WS ARID2DOD T IL—THREENTUVET,

Computer1 21X, RORIZTRT T 7 A ILDT Y £ RAEHFA % DC \Folder1 & LNS ZRID 7 4L
F—WNEENTVET,

Group /' '“'9FO" Permission

Administrators Full control

Group Read

CA\FoldeMZH£ETHIULENHYET, DY) 1—2 3 UTlE, Group2® * IN—NEERD
TRTDIF7ANICTIERTEDLSICTHIRENHYET,

HEzFMETEHEREN?

ATJ7ANLIVRTA—F—h XY RIT—DT7ANETHILFT—DORFEZFERALET,
Group2IZEH+ MY ERZEIYETET,

B. 774 ILIHVRTO—5—hb SELEFZFEALES, Group2llFHARY FERZEY
LTET,

C.avhA—LNARLIL HBEOHMEELZFERALES, RAMVORY FT—2T0OT74
WDITF7ANET) O 3—DRBEEZERLET,

D.av > K7A > 7 kT_nee share Share = C )\ Folderl / granc adacum \ group2%%£47L 23~
VRERAMYET,

Ffa:D(aAAV FEEKRT D)

Reference:

https://techgenix.com/net-share-command-30/
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Windows 10% 3179 5Computert E WS ZFTID IV E1—2—"H Y F£9, Computer1 (T —4
TIL—FIhYET,

Computer 21X RORIZFRTA—HILA—HF—NEFENTNET,

Name Member of
Userl Groupl, Group2
User2 Groupl

RORIZRT TV 2 REFAEHDOFolder1 LW BRID T+ LT —ZERLET,
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Principal Access aher 1. Applies to
Group?2 Deny Write None ! V-1 This-folder,
subfolders, and files
Groupl Allow Full control None This folder,
subfolders, and files
Administrators Allow Full control None Thus folder,
subfolders, and files

Folder1IZFile1.txt& NS BHID 7 7 A4 ILE/ER L . Group2IZFile1.txt~® Z)L.a > b O—/LIER

ZEFRILET,

RDEARAT— AV FIDWT AT— A Y MAtrueDFRIX[FWVEBIRLET, T LUSND

BEIT [LWWZ])EEIRLET,
EEFNEFADOE LLERIZIARS Y FOBEAHY £,
Statements

Userl can create a new file in Folder1l

User1 can save changes to Filel.txt

User2 can view m?w&aﬂelm

1F fiZ:

Yes

No

Statements

Userl can create a new file in Folder1l

User1 can save changes to Filel.txt

Yes

O

O]

User2 can view the content of F;ile]l\%i C E’“@@ ¢

O

O

References:

https://www.dell.com/support/article/za/en/zadhs1/sIn156352/understanding-file-and-folder-

permissions-in-windows?lang=en
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v bJ—%[ZActive Directory KA A4 UMEENTUWET, KA A (21X, Windows 10%#E1T9
ACompurterlE WS EZFIDAVE2a—2—MNEFNTLET,

FAALDIZIE RORISRT A—HF—DEFENTLET,

_Name | = Member of

| User] _L

kOIman Users
LISar .. r'":'-"' SN LISers r .JI."".I 3
e

=
OAVEa—42—IZF RORITETO—AHILI—F—HBNET,

Name | Member of

Lluior<4 Lsers

A \ (]
ISers. Admeiatralors

g L ersme—
FTRTOI—H—hMicrosoft7 ho > b EH->TWET,

Microsoft7 ho Y FEFERALTHA VA VT 5L ICHEBRETESDIE, EN2A—HF—TITHh? %
NENDOEREF YV a—Tarvn—EHERLTWET,

EENRFNROELVERIIIARS D bOEESHY T,

A 1—H%—3
B.1—#%¥—5
C.1—H¥—2
D. 1—H—4
E.1—H—1

TR (EREHETLET)
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RDAVTUYEELRegl.regt WS RFID T 7AILHEBHY EFT,
dindows RegistmgmBditor Version 5.00

[HEEY CLASSES ROOT\Directory\Background)shell\Notepad]

[HREY“CLRSSEE"RUCT\DiIE::Dry\EackgrD:nd\:hEllﬂNDthad\Ecmmanﬂ]
g="notepad. exe”

T7ANEAVR— T HEEDESBEELHYEITM?

A. command & LS ZRTD F—D A FiTHnotepad.exelTEBINFE T,

B. A EIRE LS ZFIDF—TILX, 27> MEIZ@ = "notepad.exe"IZEEESINFE T,
C.command& WS BRIDF—TIE, 77 4L MMElZnotepad.exelTHREINE T,
M C (24 FERET )

’EF:.E]: 61

FCOBEME RLCYSFTUAZRTTH5—EQEMO—FHTYT, ) —XOELEMICIE, BRS
N-BEZERT LAREMEOHIMBOBRENEEFNTLET, —HOERtE Y MIIFEHD
ELWVERENHDGEELHYFITH, MDEBRE Y FMIFELWERREALGTWEENHY FT,
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ZDEIaVOBEMICEAEZEL-RIE, TOEMICRSAZLETEFRA, TOHRR. CNODE
RIZLE a—E@EIZRRTINEETA,

v k7 —2IZActiveDirectory A 4 UMEFENTUVET, FA A 2IZIE, Windows8.1EE{TT
bComputertE WS ZRINDAVE2a—4—DNEFNTULET,

Computer1(ZI&, Windows10 - BN HZT7 TUNHY £,

Computer1 TWindows10D A > FL—RX 7 v T L— REETTE2HENHY FT,

iR Windows104 YR b—ILAT 4 7 %3y FID—oHEFIZOE—LFET, Computert £ED
Windows8. 1M 5 Ry F T — O HEFM Hsetup.exeFEITLET,
NIFERZEZERLTLEIN?

A. [Ty

B. LMMVR

EfR: (EfEZzRTLET)

A HI7EMD-100JfRESR [XIPNTest.comigift S MD-100JERXERICER T S Z LITRICILB F
9 ! JPNTest.com(d4 &x#HTMD-100J5tBx ERESE 124 L &£ 9, JPNTest.com MD-100J5 B i &
EFL5EHEINEFL, CCTMD100JBIBEDTRA I VOV EFICANT T, RFTRD
7 9t X _https://www.jpntest.com/shiken/MD-100J-mondaishu 879f, 3 0%7r 4« R A >

k. 4R850 — F: JPNshiken|

BHfE: 62

FCOBBE RLCIFIAZRTTS5—EDEBO—BTYT, V) —ADZEMICIE BES
h-BEEERTHARMEOHIMEDOY) 21— 3 VAEFEARTUHET, —HOEMtE Y ~IC
FEHBDE L VERREAHLZENHY FIHMN MOBERtE Y FIIELELWVEFRESGVGZED
HUFERT,

SOV aVOEMICEELE-RE TOEBEMICRSAZLFITERRA, TORE. ChoDE
MIZLEa—BE@EICRRTINELA,

T k7 —7% [Zcontoso.comé& LV S & RITDActive Directory KA A4 UMNEENTUWVET, KA A VIS
X, RORICRTI—HF—MNEENRTLET,

MName Member of
User?2 Domain Users
User3 Comain Admins
Userd Server Operators
Windows 10 ETL_ T7—2 5 IL—F12HSComputert E LN ZRINDAVE1—2—hAHY E

7,

Usert & LY 5 ZARTDComputert D A—AJLBEL—HF—HAaVE2a—F—F FAS VIISMEHE,
JOV T AR TREIN-5User2OEREREZFRALET,

Computer! D& HIZComputer33IZEBTE S LRI HILELNHY FT,

fi#iR % Computer1 TUser3MERIFEHREFALET,
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CNIFEBRZERLTVLEIHN?

A. [EL

B. LMMZ

IEfE: (EfEZRRLET)

Renaming a domain-joined computer will also rename the computer account in the domain. To do
this, you need domain administrator privileges.

User3 is a domain administrator.

References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-
directory-security-groups#bkmk-domainadmins
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Windows 10%3%£179 AComputer 1E NS BZRIDAVE2—4—NHY FT,

VATLREELF VIZLT PointlE WS BRIDETARA > MEERLET,
ROEBEZITVET,

* File1.txt, File2.dll_ File3.sys. & & UFiled.exe & NS ZFTDADD T 7 A LET RS kv FIZiBM
LET,

RDADDL PR M) F—FBMT 2EHRI )T EEITLET,

_Key1h >HKEY CURRENT USER

_Key2h 5HKEY CLASSES_ROOT

-Key3&#HKEY_LOCAL_MACHINE \ SYSTEMIZ

_Key4h >HKEY CURRENT _CONFIG

Point1=ExT LE Y,

HIRENE T 7AINEL PR M) X—F?2RET SHICE, BEEGETEYGA TS a3 Vo ERRL
F7,

FENEFNAOELVLVERIFIARS D bOMELNHY FT,
Removed files: Y
File2.dll only

File2.dll and File3.sys only

File2 dll, File3.sys. and File4 exe

Filel.txt, File2.dll, File3.svs, and File4.exe

Removed keys: v
Key1 only

Key1 and Key2 only

Key2, Key3, and Key4 only
Kevl. Kev2. Kev3. and Kev4
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File2.dll only
File2 dll and File3 svs only

ila

Filel.txt, File2 dll. File3.sys, and File4.exe

Removed keys: v
Keylonly

Keyl and Key2 only

[Kev2 Kev3. and Kevd onlv

evl, Key2, Kev3, and Kev4

References:
https://www.maketecheasier.com/what-system-restore-can-and-cannot-do-to-your-windows-
system/
https://superuser.com/questions/343112/what-does-windows-system-restore-exactly-back-up-
and-restore

B 64

MEZE S IN a—Ta VI T B REEDIVE2—2—ZYE—+a2 FA—ILT D
BERHYET,

DE— by a zRBT AICE REEICHMEZEETILELHYEIHN?
ABEDEF2)Ta3—F

B. #7771

C. Easy Connect!J 7 T X k

D./ARTJ—F

IEf#: (EfEZRTLET)

References:
https://support.microsoft.com/en-us/help/4027243/windows-10-solve-pc-problems-with-quick-
assist

Topic 2, Contoso, Ltd

Existing environment

Contoso uses Microsoft 365.

The on-premises network contains an Active Directory domain named contoso.com. The domain
is synced to Microsoft Azure Active Directory (Azure AD).

All computers run Windows 10 Enterprise.

You have four computers named Computer1, Computer2, Computer3, and Computer In the
domain, you create four groups named Group1, Group2, Group3, and Group4.

Computer2 has the local Group Policy settings shown in the following table.

Policy ' Security Setting
Access this computer from the network Groupl

Deny access to this computer from the netwoik Group2
Allow log on through Remote Desklop Serwces Group3

The computers are updated by using Windows Update for Business.
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The domain has the users shown in the following table.

Name Member of
Lisen Domain Admins, Domain Users
User?2 Administrators, Domain Users
User3 Account Operators, Domain Users
User4 Domain Users
User> Domain Users, Guests
User6 Group2, Group3, Domain Users

Computer1 has the local users shown in the following table.

Name Memiber of
Userl 1 Administrators
Userl2 Users
Userl3 Guests

Requirements

Planned Changes

Contoso plans to purchase computers preinstalled with Windows 10 Pro for all the San Diego
office users.

Technical Requirements

Contoso identifies the following technical requirements:

The computers in the San Diego office must be upgraded automatically to Windows 10 Enterprise
and must be joined to Azure AD the first time a user starts each new computer. End users must
not be required to accept the End User License Agreement (EULA).

Helpdesk users must be able to troubleshoot Group Policy object (GPO) processing on the
Windows 10 computers. The helpdesk users must be able to identify which Group Policies are
applied to the computers.

Users in the HR department must be able to view the list of files in a folder named D:\Reports on
Computer3.

ComputerA must be configured to have an Encrypting File System (EFS) recovery agent.
Quality update installations must be deferred as long as possible on ComputerA.

Users in the IT department must use dynamic look on their primary device.

User6 must be able to connect to Computer2 by using Remote Desktop.

The principle of least privilege must be used whenever possible.

Administrative effort must be minimized whenever possible.

Assigned access must be configured on Computer1.

EFHE]: 65



v k7 —2% [Zcontoso.com & LY S & HETDActive Directory KA 4 UMEFENTWET, KA AL VI
(% . Windows Server 2016 % 32179 % Servert & V3 ZHIDH—/\— &  Windows 10%E173 %
ComputertE WS ZRIDaAVE2a—42—DNEFNRTULET,

Server1IZlEBackup & WS BRIDE AN S ENTVET , TR TOI—H —HBackupTT—42 %
MAESETEET,

AEB®M13:001C ROFBEFFAT 5L SIZComputert T/Ny o 7w T &1ET Windows 7) 48
BRLET,

*INw 49 7 T4 \\ Server1 \ Backup

MMENYITYITLETN? A—AILTARY D) FSATDIVRTLAA—DEEHET -
DATLFHFEH, C)

R oa—)L: H23:00

KEEHD17T:00IZFERATE AN\ VI 7Y TORERET DLELHY T,
fAIZ#ANTA_RETTN?EET BHICIE, AEBETHENGA T3 VEERLET,

F FNFADOELWERIZIARS Y FOMENSHY F9,

Local Disk (D:) backups: \d
One backup that uses ZIP files

One backup thatwses a VHDX file
Three backup$ that use ZIP files
Three backups that use VHDX files

System image backups of-drive C: 4
One backup that uses ZIP files
One backup that uses a VHDX file

Thgee backups that use ZIP, files
Thifee backups-thatuse VHDX files

Local Disk (D:) backups: V|
One backup that uses ZIP hles

One backup that uses a VHDX file
| Three backups that use ZIP files |
Thrée backups that use VHDX files

System image backups of dfive C: Ll
One backup that uses ZIP files
One backup that uses a VHDX file

1 IV %Eﬁ_ﬁ EE%EE %%
ST Theles backups that use VHDX files I
References:

https://www.windowscentral.com/how-make-full-backup-
windows-10#create_system_image_windows10https://www.bleepingcomputer.com/tutorials/create-
system-image-in-windows-7-8/
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Windows 7% %173 % Computert E WS ZRINDAVE1—42—AHY E£I, Computert(ZIX, AR

BIARXRENE=ETOT7A4ILEHEDUser1E WS EFIOO—AILA—F—DHYFET,



AVEa2—43—1T K34 T%T7+—< v bEF(IWindows 10DV 1) —> A VA b—ILEEFT
LET,

User1 M E%TE ZWindows7H 5 Windows 1012179 2 ENH Y £ I,
ED2DODTHVLavERTTIVENHY EITM?2EEZTHICIE BULETI a3 FELL
A=Y MRSV T LET K70V aVIE A EBHE, FEFE-(ERALEWNMEELH
DEFT RS UETHREN—ZFSYTTHD, AT UOVERKTDICIERYO—LT HBEN
HHGEELHYET,

T EFNFRDELLERIFIRS > FOMEENHY FT,

Actions Answer Area

Run scanstate exe and specify the C:\Users First action:
subfolder.

Run loadstate exe and spemfv the C:\Users
subfolder.

Second action:

Run scanstate.exe and specify the C:

\“Windows.old subfolder.

Run loadstate exe and specify the C:
'‘Windows.old subfolder.

Run usmutils exe and specify the C:\Users
subfolder.

Run usmutils.exe and specify the C:
\Windows.old subfolder.

IEfig:

Actions Answer Area

Run scanstate exe and specify the C:\Users First action: | Run scanstate.exe and specify the C:\User
subfolder. subfolder.

Run loadstate exe and specify the C:\Users Second action: | Run loadstate exe and specify the C:\Users
subfolder. "| subfolder.

Run scanstate.exe and specify the C:
\Windows.old subfolder.

[Run loadstate exe and specify the C:
\Windows.old subfolder.

Run usmutils.exe and specify ﬁe C:\Users

‘Wmdov.s old subfolder

References:
https://docs.microsoft.com/en-us/windows/deployment/usmt/usmt-how-it-works
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T k7 —2% [adatum.com & LY 5 & RTDActive Directory KA 4 > TH, KA A 221X, Windows

81EETTH508NIVEL—F—MNEFENTVET, OV Ea—42—([Z1E_ Windows 10& Hift



MDHBTRAI by TT7 TV r—aohA—ANIZA VA R—=ILENTVET,
AVEa1—42—%Windows 10[27 v I L—FRTB3BELAHYET V)a—avid O—h
WIZA DR =L ENE=TRI by T7 IV =2 3 Vv RETLIRENDHY FT,

fi# iR Microsoft Deployment Toolkit MDT) R LT 2RV O— 4 VR EERLET TR D
EIZ BRIV —HUORERTLET,

FEEZERLTVETM?

A. [Ty

B. LMVZ

Efg: (EfEZRELEY)
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ECOEBIF RALYTUAFERRTZ2—EOEBRO—HTYT, V) —XOEEMICIE BES
h-BEEERTHAEEOHIHEEDY) 2—arvhEFRTVWET, —SBOE/MtE v kI
FEHDOELWVERRABHIEZELNHY FIH, MOEME Y FZILE LWEREASLZGEGEN
HYET,

CDEIVLavOBEMICEZELE-RIE, ZOEBEMICRSZLETEEFRA, ZOHER. CNODE
BlXLE a—BE@mEICRRTINFERTA,

Windows 10%3%£179 %5 Computerl E WS ZRID Ty T by THHY 3,

EFHNIZH H15E . Computert L Wireless1& LVNS BRIDWI-Firy kT —2 IZEEBMICERLE
v,

Computer! B EEIRIICWireless1 TR LB WK S IZT 2R ELRHY FT,

fRRER Wi-Fi7 4 72 —n 7 0/87 4« M5 _Link-Layer Topology Discovery Responder % &3 (<
LET,

NFERZERLTHVEIN?

A. [Ty

B. LMVZ

IFfE: (EfZRTLET)
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Windows10%# 32179 5 Computert E WS ZRIDIEa—4—MHY 3, Computerl (T —4
FGL—TICBLTWET,

Computer 21X RORIZFRTA—HILA—HF—NEENTUVET,

Name " \icroMember of
Administrator Administrators, Users
Userl Backup Operators, Users
User?2 Device Owners, Users
User3 Users

UsersZ JL—ZIZI& D A Folderlt E WS ZRID T+ LA —ICHTHIERT YV Rl HY ET,
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User3ld Folder1(ZFile1.docx& WS BRID 7 7 A ILEERRL F 9,
File1.docxDFTBEZM/TES1—HF—FENTITM?

A BEBEELI—H—1DH

B. EEZENDH

C.BEE 1—¥H¥—1 HLUPa1—H—-2

D. EEELI—HY—20H

Eff:B(OA U bERKT D)

Only a member of the Administrator's group can take ownership of a file or folder.
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Windows 1032179 5Computert E WS ZHID AV E1—2—DHY FT,

Computerl DNEBUSB RS 4 TADZEENY I 7V TE#ZETLET, USBFS A4 TE5F T7H A +

IRELET,

IHR7A—5—%FAL TEADMicrosoft OneDrive 7 1Y kHh S W DHAD T 74 ILEHI

BRL.OVEL— 43— 1D HBEEIZLET,

T7A4ILZFHIBRL THL60BEIC, REDCKEITI7AMILEERET IBENHYET,
fAIZFESIRETIMN?

A. OneDrive® Z#%8

B. M3 (FUSBF S 1 TDEENYIT VT

C.RET7JUTHDER

EfZ:B(IAV FEHEKT D)

References:

https://support.office.com/en-us/article/restore-deleted-files-or-folders-in-
onedrive-949ada80-0026-4db3-a953-c99083e6a84f
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FYRT—=DI2IE RORICTTET AV MDA EENRTULET,

Name IP address space | Covered by DHCP DU Svaiae &
address
Segmenti 172.16.0.0/24 Yes 172.16.0.58
Segment?2 192.166.1.0/24 No Not applicable

Windows10#£{79 % Ea—43—"MHY FET,
AVEL— 33—V RI—JA 23— 1 —RIT BTRADEIITEREINTWET,
ATEHY)w o LET,)

[ R]
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— R =
T Ty e

IF thes computer & used on more than one netwark, enter the alternate [P
settings below.

: Microsoft
Automatic private [P address
@) Liser configured
1P address: 172.16 . Qo0
Subnet mask: 255.255:285. 0
Default gateway: 93 16.0 . 1
Preferred DNS darlers © 172.16. 1 .100
Alternate BNS server:
Preferred WINS server:
Alternate WINS server:
[ validate settings, if changed, upon exit
=  p=—

AVE2A— =D AV MIEHRTIEEIC AVEL—F—DRY FT—Y LTEDIPF7 K
LAERET DRENHYET,

TTAVRIEICEDIPT FLRAZRET ARENHY TIMN?EET S, BIEMHEE THEY
BATavEBRLET,

T WVEREEZRZNARS Y FOMEELIHY £,

Segment1: [ v
172.16.0.10
17216058 .

Micro address thatstarts with 169.254

Segment2: \* v
172.16.0.10
172.16.0.58
An address that starts with 169.254
An address that starts with 192.168.1




Sagmentt: Microsoft | 4
172.16.0.10
172.16.0.58

An address that.starts with 169 254
Segment2: = | Vv
[172:16.0.10
172.16.0.58

An address that starts with 169.254
An address that starts with 192.168.1

B 72

Windows10%&R1T9 5 T/N\A RZEELET,

1VADE—IILRA—H—[& FEHIENIRONTWTEBASERIBEBLES, —IILR1—HF—
XZDFEARICERFEELET,

RITHIE, I RXRTOHOWindowsUpdateMF o O— KEhBEWESIZTE2HENHY ET, V
)a1a—2a I BFA—NESAE—2Y bADT I ERZWHIFTIEGY FHA,
HETIEAZET HZ2REN?

ABETTIDTHIV o BHREEZAZICLET,

B.REZIIDHXRY bI—D A8 —Fy b T—H2HIRERELFET,
C.RETTIDRY FIT—0 AV 3—y Mhb Ry bI—VEREREFEERE LT
ELEY,

D.RET7 TIVDEHEELFAVT AL EFEZ—FEFLLET,

EfE:D (A FEFRKRT B)

BHi: 73

EFCOBEMEI BLLFIAZRERTIH2—ECERO—EHTYT, DU —XDEEMICIE BEES
N-ERERZEFRTHU8EEOHIHEDY ) 12— a3 VvhAEFEATUHET, —HOEMtE Y ~IC
[FEBDIE L WERREAHIBEENHY FITHN MOBERtE Y FZILE L WVERESLZLIGEEN
HYFET,

eIV aVOEMICEZLERIE, TOEBERICRAZEEITEFERA, TORER. ChboDE
MliZLEa—BEEICRRTINEEA,

Windows 10 ET$ 5T /A RZEBLET,

1VADERFLI—H—H Sl CTHEELABE SN TWWSEHRICEELET, RFEI——(XZDI5
FrIZ3BERHELET,

RITH, TR TOWindowsEBEFHF TAT S LNF I UA—RENBEWKSICTE2RENHY EFT, V
J)a—3aVd BFA—INEAUE—RY ADT I ERZHIFTEBEY FHA,


https://www.jpnshiken.com/q/12678-1147093/

BREK . HRTFTTIDOThOUehL BEYREEAFZICLET,
NIFEEZERLTOEIN?

A. [Ty

B. L\ %

FfE:B(QAY FEREKRT D)

B 74
RETLoNO—FENZETEEFLLESN, A—FLEL SHREI S aVIZED I ENTE
FT, SNIZEEAIDLEZELHY  FEFEIEEADO TR FERMNSZELSIDNMERA,
[RAN]IREZ ODMERAREICGE >z ENE V) v I LTIHREI a3 VTPV EALET , 2D
U A T A TRETC—EDIRVEETLET  (FLAEDHELS A JIRELEL &
SIZHATETEIN, —EOBEE QE— LY 1T, S EWebH 1 F~DFBENEEEL &) (XERET L
RA[gETY,

RAT7V T SRTHRAIN TSI Z RV EZRTLEBRICEDSVDTLET , EVMEANIE,
ARV EEDESITERT ONEBBETEHY FEA, FRIVEZERBIZETTSE TDIRID
gLy NEERBTEET,
SROBRIEEMIEESNTOVERA, CORBRTE BHROSKREETITILELHHEEN
HUET  EIRERTITADICRELETORBEERATEET, L BESAFREAIC
FIRBFLUVRBROMDIRTOEI a3 VERTTESLSIC HRHZEUICEET ILELH
UET,

FSHRHTIRANREZ D E ) v LTHEEZEETDHE SRICRDIIENTELRNI LITEREL
TLEEELY,

A—HY—RENRRT—F


https://www.jpnshiken.com/q/12678-1147094/

CONTRSOYAdMniStrator
[Password [

WHEICHELT RORTA UERBREFERALET,

NRAT—FRZANTBICF [NNRT—FDAAIRY I RIZHA—VILEEE, TONRT— K%Y
Vv LET,

a1 —4—4% Contoso / Administrator

INRAJ— | PasswOrd !

UTORE®HRIE, TV ALY R—bDAHEBEHELTWET,

SRAVAAZ R 11145882

WELCOME TO SERVER MANAGER

#§ Local Server I ot 3 ;
&) Configure this local server

iz All Servers I oni

 QUICK START |
§ AD DS pandgzac e 28] > Add roles and features
2 DNS 3 Add other servers to manage
- -]

4 Create a server grou

#§ File and Storage Services b & P

WHAT'S NEW 5 Connect this server to cloud services

Hide

LEARN MORE



ROLES AND SERVER GROUPS

Roles:3 | Servergroups:1 | Servers total: 1
igi ADDS 1 | | o DNS |
(4} Manageability (1) Manage
Events
Services | s
Performance ‘Performance
BPA results
BP“* BPA results
3 File and Storage N .
Sevicis 1 @ Local Server 1
\ - S -
(1) Manageability (1) Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

1/23/2020 9:30 PM

- p
B= All Servers 1

@ Manageability
Events

Services
Performance

BPA results

BEN\ticrosoft




Computers

Client1

Cliept2

Client3

DCA1

3 TIClient1Z ) E— FMEERICEBLTLET,

Client1D7 TV r— a4 R bATHLDCIUITRTDA RN FEELET IUNENHY F
ER

CDBRVERETITBIZIE BEHIDFERIFEHDaIVE 21— —I2HA A4 LET,

1E fiz:

Configuring the event source computer

1. Run the following command from an elevated privilege command prompt on the Windows
Server domain controller to configure Windows Remote Management:

winrm qc -q

2. Start group policy by running the following command:
%SYSTEMROOT%\System32\gpedit.msc

3. Under the Computer Configuration node, expand the Administrative Templates node, then
expand the Windows Components node, then select the Event Forwarding node.

4. Right-click the SubscriptionManager setting, and select Properties. Enable the
SubscriptionManager setting, and click the Show button to add a server address to the setting.
Add at least one setting that specifies the event collector computer. The SubscriptionManager
Properties window contains an Explain tab that describes the syntax for the setting.

5. After the SubscriptionManager setting has been added, run the following command to ensure
the policy is applied:

gpupdate /force

Configuring the event collector computer



1. Run the following command from an elevated privilege command prompt on the Windows
Server domain controller to configure Windows Remote Management:

winrm qc -q

2. Run the following command to configure the Event Collector service:

wecutil qc /q

3. Create a source initiated subscription. This can either be done programmatically, by using the
Event Viewer, or by using Wecutil.exe. If you use Wecutil.exe, you must create an event
subscription XML file and use the following command:

wecutil cs configurationFile.xml

Reference:
https://docs.microsoft.com/en-us/windows/win32/wec/setting-up-a-source-initiated-
subscription#forwarding-the-security-log

BfE: 75
Windows 10%3%£179 %5Computerl E WS ZFIDAVE1—2—h"HYET,
Computer 21X RORIZRT T+ LT —NEEFNTNET,

BitLocker Drive Encryption
(BitLocker)

Name File system

C-\Folder1 NTFS Disabled
D:\Folder2 NIES Enabled
E:\Folder3 FAT32 PIsehAd crosott

F¥aA> k54 TS5 IZFolder1 Folder2 Folder3Z&& %9,

1R EICETTALIICT7AMILVEREZRBELTA L, J7MIVEREAVICLET,
RDERAT—FRAVKZIDWT RT— AV MHEDBEIE[IEIWVEZBRLET, TRUNDS
BlE [WWRIZBIRLET,

I EFNEFNROELWLVERIIIARS Y FOBEENSHY FT,

Statements Yes No
Folder1 is protected by File History. O O
Falderzls Egg_tgcted by File History. O O
Fnldefé i;;:).rfcm;cted by File History. O O

1E fiz:



Statements Yes

o

Folder1 is protected by File History.

Folder2 is protected by File History. | O

o] [o] [& &

Folder3 is protected by File History. O

BfE: 76

Windows 8.1%2 %179 %2 FEFa—4—~MHYUET,

Windows 10~DA > TL—RXT7 v T L—FE2EFTL&LIETHE TV EL—F—ERUVDE
EBZRICEERICKEBLET,

AVE2L—3—Oty b7y TRV ERTTDILENHYET,
EDQTANLFICATREENTLETMN?

A. \$Windows.~BT\Sources\Panther\

B. \Windows\Logs

C. \Windows\Temp

D. \$Windows.~BT\Inf

EfE:A(QA U REHEKRT D)

References:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/windows-setup-log-
files-and-eventlogs

AZHI7ZMD-100JfEESR (FIPNTest.comigfit St MD-100JGHBR [CEH_ T D LITKRICIL B F
9 ! JPNTest.com(d 5 & FTMD-100J5AEXERESE 12 L £ 9, JPNTest.com MD-100J5ER i rE
KIEFBL5FEHEINFEL-, CCTMD100JJBEIRERED TR IV U HEFITANTT , FRD
7 9t X _https://www.jpntest.com/shiken/MD-100J-mondaishu 879, 3 0%r « A h >

;. 4Rl EISIa— F: JPNshiken
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Microsoft 365 EnterpriseE35 4 > X & >TULVET,

Windows10% 32179 5Computert E WS ZRIDaAVEa—4—RHYET,
AMDaAVE1—2—DWebT 5 OH—%FAL T Computerl D7 7AIJLIZT IO ERTESLZ &
FHRTOIDLELNHYET,

fAIZBRT 2ELAHYEITMN?

A. MicrosoftOneDrive T X9 kv T7 1)

B.XXE7 7 THREXRLT S


https://www.jpnshiken.com/q/12678-1147097/
https://www.jpntest.com/shiken/MD-100J-mondaishu

C.O7ANITHORTA—F—FRY by TF7TY
D.EEE7TVDTI4IL LT TY
FfE:A(QA FEEKRT D)

BH: 78

AEHMAOI——DORMEHZH-ITBLELHYET,

D AReports 7 # LA —D ANBEHAL—F—ICEDERZEIV B THILELNHYFIN?BET S
[ZIE, BIEEE CEUGHERZZIRLET,

FE FNEFNOELOERIZIRS Y bOMEENHY T,

Permission Entry for Reports O X
Principal: ~ HR (CONTOSO\HR) Select a principal
Type: Allow v
Applies to: | This folder only v
Advanced permissions: Show basic permissions
[JFull control [[] Write attributes
[[] Traverse folder / execute file [] Writé extended attributes
[ List folder / read data D_DEE_{E subfolders and files
[JRead attributes [C]Delete
[[]Read extended attributes [C]Read permissions
[J Create files / write data [J Change permissions
[[] Create folders / append data [[] Take ownership
] Only apply these auditing settings to objects andfor containers within this container Clearall

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a conditicn

1Efig:


https://www.jpnshiken.com/q/12678-1147098/

Permission Entry for Reports

— h J"-ip':’ .il '
Principal:  HR (CONTOSO\HR) Select a principal

Type: Allow

Applies to: | This folder only

Advanced permissions: Show basic permissions
[CJFull control [[] Write attributes
[ Traverse folder / execute file [[] Write extended attributes
| List folder / read data | [T} Delete subfolders and files

[JRead attributes [] Delete

[JRead extended attributes [[]Read permissions
[[] Create files / write data [[] Change permissions
[[] Create folders / append data [[] Take ownership

] Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a conditicn

References:
https://www.online-tech-tips.com/computer-tips/set-file-folder-permissions-windows/

B 79
RORITRTAVEL—F—IHYET,
Name Windews 10 edition
Computer1 Windows 10 Pro
Computer? Windows 10 Pro Workstations

Computer3 Windows 10 Enterprise
COWEZHR—FLTWEaAVEL— 42— 5HBETIVLENHY ET,
BitLocker K5 1 JHEE1E BitLocker)

Microsoft? 1) r—< 3 > {R381k App-V)
EDAVEL—F—NIOHEEZYR—FLTWEITH?EET BHIC(E, BEEHETEYGL T
avERERLET,

F L VBEREZRENIRS  FOMEAH Y ET,




BitLocker:

Computer1 only
Computer2 only
Computer3 only

V11 cr@emputert and Computer3ohly

App-V:

1EfZ:
BitLocker:

Computer2 and Computer3 only
Computer1, ComputéerZ, and Computer3

Computert only

Computer2 only

Computer3 only

Computer1 and Computer3 only
Computer2 and Computer3 only
Computer1, Computer2, and Computer3

Microsoft
Computer1 only
Computer2 only
Computer3 only
Computer1 and Computer3 only
Computer2 and Computer3 only

Computer1, Computer2, and Computer3

App-V:

References:

Computer1 only

Computer2 only

Computer3 only

Computer1 and Computer3 only
Computer2 and Computer3 only
Comnuter1. Comnuter?2. and Combuter3

https://www.microsoft.com/en-us/windowsforbusiness/compare

Eﬁ:ﬁ: 80



FCOBEREI RLOFVAERERTI—EOERO—EHTY, VI —XDZERICIE IBES
N-BEZERTIARMEOHDHBEDOV ) 2a—L a3 UNEFATHET, —HOEBEMtEY I
FEHMDELWVERELNHAHZENHY FTIHN MOEME Y FMIKE LWVERENGZWVGZEDL
HYET,

DLV aVOBERICEZELEZZE, ZOBERBICERSZLETEFERA, TOHR. ChoDE
BIXLEa—BE@EICRRTINELTA,

User2& LS ZRTD A—H—(Z1E Windows 10%3E1T9 5Computer2&E WS ARIDIV Ea—
A—MWdH Y E£9, User2ld, user2 @ contoso.comz {# A L TComputer2 % contoso.com(Z& S
F7,

Computer1(ZI&, FolderltE WS BRID T+ ILF—MNEFNTULVET, FolderllZ K54 JCIZH

Y Shareté LTHEINTULVET, SharellZld ROKRIZTRIHERNHY £,

Group Share permission
Evervone Full control
AzureAD\userl [@contozo.com | Owner

User2& LVS & BTN 1 —H—(Z1&, Windows 10%#3E4T9 SComputer2& WS ZRTID IV Ea—
A—hmEH Y F£9, User2ld user2 @ contoso.com% & A L TComputer2 % contoso.com|Z& N &
FY,

User2[dShare1 "D 7 VLR EHAH RODIS—Avt—CFZITRMYEST, B—H—RF1E
INAT—KARELLHY FEA, | User2hSharel ITIER TS A L2 HERTHILENHY F9,
fRRK Computerl [TA—ANLA—HF—TFThOU FEERL B—ALThOY FEFERLT
Share1IZ#E#t3 5 &k 5 1TUser2IZ38RLET,

NIFEEZERLTOEIAN?

A. [T

B. LMVZ

EfE: (ERERELET)

B[ 81

FRETUNAO—FREINDIFETEFELESVN, O—FLEL SHREI D avVICED I ENTE
FY, CNICE AN LEZELHY  FHEFEIEEADO TR FEEMNSELSIDNMEEA,
[RANJRS UDMERRAIREIC TG oo  ENEV ) v I LTSHREI a3 VIZ7IEALET, D
O aVTRH, FATRET—EDIRVEERTLET  FEAEDHERT A TRIELRIL &
SICFIATEET A, —EBDOHEE O E—ELREY 4T, S EWebH 1 F~ADBEIRLEEL: &) (XEREFT L
AT,

RAAF7VVTE SRTHASNTVWA IRV ZETLERBRICEDVWTVWET , VA LI,
BRRVEEDESITERT ANIBBETEHY FEA FRVZERICETTEHE TDFRID
ILOy FEERTEEY,

SHROEFETENCEESATOVERA, CORBRTEH EROIREZTT T ILELNHLHHZEN
HYFET  BEIRERTTAIDIRELGEITORBZFERATEET, L EESN-FERNIC
FHRBLUVHBRDMD I RTOEY VaVvERTTEALIIC KEZHEYICEET OILELH
VZE9,


https://www.jpnshiken.com/q/12678-1147101/

FIRATRANREZVED ) LTHEEZEET DL TRICRDIIENTELRWNI LITEEL
TL =&y,
A—HF—ZELNRXJT—FK

K

CONTRSOYAdMniStrator
[Password [

DEICHELT RORTA UERBEREFERALET,

NRAT—FZANTBIZF [NNRT—FDAAIRY I RICHA—VILEEE, TONRT— K%Y
)y LET,

a1 —4—4% Contoso / Administrator

INX ) — K PasswOrd !

UTORE®HIE, TV hILYR—bDHEBHELTWET,

SRA VAAZ R 10921597



‘Tasks | ‘ Computers

Client1

Cliept2

Client3

DCA1

Client2 TGroup2& WS BRID T IL—TH#ERT HDLENHY £9, Group2d * U\—IE VAT
LR EERBTELIVELNHYET V) a—2avld /MFEDORRZFERATOILENHY F
ER

CDRARYVERTITHICIE BEFIDERFEHOIVE2—F—ITH1 24V LET,

1IEfiZ:

On Client2, Press Windows+R

Type lusrmgr.msc

Right click Groups and click New Group.

Type in the Group name and a description.

Click Add to add members to this group. Specify the name of the user or group or computer to be
added.

Click Create and Close.

Press the Win + R keys to open Run, type secpol.msc into Run, and click/tap on OK to open
Local Security Policy.

Expand open Local Policies in the left pane of Local Security Policy, click/tap on User Rights
Assignment, and double click/tap on the Change the system time policy in the right pane.
Click/tap on the Add User or Group button.

Click/tap on the Object Types button.

Check all the boxes for Object types, and click/tap on the OK.

Click/tap on the Advanced button.

Click/tap on the Find Now button, select the name of the user or group



Click/tap on OK.

Click/tap on OK.

When finished, you can close Local Users and Groups.

Reference:

https://www.windows-active-directory.com/local-user-management.html
https://www.tenforums.com/tutorials/92910-allow-prevent-users-groups-change-time-windows-10-
a.html#option1

Eﬁ:ﬁ: 82
v kJ—2[ZActiveDirectory KA A UMEENTWET, FAAS VIZIX RORIZFRT A—H—
MEENTWVET,

Name Member of
Userl Groupl

User? Groupl, Group?
User3 Group?

KA A 2(Zld Windows 102 3E173 b5Computerl E VNS ZRD AV E 12— —AEFENTLVE
9, Computer1ZIE RDT7 U 2RI ZHFDFoldert E WS ARID T+ ILF—DEENTLET,
User2 : E5iAH%IER

FI—T1: FEY F A

TJIL—T2 : TR

Folder1iZShare1 §&L THEEINFEF T, Sharel SOERITRDELY TT,

£8 J/)ar hbO—)LEHATS

T RAR—ZDFNZE . B

RDBEARAT—FAVMIDWT RT— A Y FDtrueDIFZEFX [TV ZEBRLET, TRLUND
BEIF [WWRIEBRLET,

L UDEIRIZENREFNIRS > FOMMELHY £9,

Statements »
s (V!
User1 can list files in \WComputer1\Share1$.
User2 can list files in W\Computer1\Share1S.

If User3 connects to \\Computer] fromFileé Explorer, Share1$ will be visible.

Statements Yos No
User1 can list files in WComputer1\Share1$. ) &)
User2 can list files in WComputer1\Share1$. O O
If User3 connects to “\Computer1 from File Explorer, Share1$ will be visible. O Q

References:



https://www.varonis.com/blog/ntfs-permissions-vs-share/
http://www.ntfs.com/ntfs-permissions-file-advanced.htm
https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-
enumeration-on-a-namespace

Eﬁ:ﬁ: 83

Windows 10#E{TL TSV E2—43—DRY FI—VEBGDO STV a—T4 20T %4>
TWET , AVE1—2—[IYEMIZRY FT—VICEBESATOEIN NEBY—ZADL5DRY
FO—O bS04 v FESLFET,

AVEa—RICTCP/IPRE Y EHBA VA LT ERENHYFET,
fAIZRITTEIRENHYFETN?

A. necsh intipreseca< > K

B. Resec-NetAdapcerAdvancedPropercya ¥ > KL v k

C.netcfg-da~v > K

D. Debug-NecworkControllera<> kL v k

IEfE: (EfgZERTLET)

Reference:

https://howtofix.guide/reset-tcp-ip/

Eﬁ:ﬁ: 84
RDFRIZRT & 312 Windows 105 ETT SH38NIVEL—2—DHYFET,
Name TPM version Operaing systemi |
Computerl None Windows 10 Enterprise
Computer2 2.0 Windows 10 Pro
Computer3 12 Windows 10 Enterprise

TRTDAVE 21— —IZCELUDRY a—LNHY FT, [BEIRFIEMDERIENBE]T IL—
TRYV—FREIE T RTOIAVEL—F—TEMH->TWET,

BitLocker K5 1 JHEE 1t BitLocker) #{#A L THEEILTE SR a—LlEFENTIHN?EZT D
[ZIE, EEEETEY LA TS a v EBIRLET,

T EFNFRDELLERIFIARAS > FOMEENHY FT,

You can encrypt volume C on: v
Computer] only

Computer2 only

Computer3 only

Computer] and Computer3 only
Computer2 and Computer3 only
Computerl . Computer2 and Computer3

¥6u can encrypt volume D-on v
Computer] only

Computer2 only

Computer3 only

Computerl and Computer3 only
Computer2 and Computer3 only
Computerl. Computer2 and Computer3

1Efig:


https://www.jpnshiken.com/q/12678-1147104/

You can encrypt volume Clon: | ¢ w
Computerl only
Computer2 only
Computer3 only

Computer2 and Computer3 only

Computerl, Computer2 and Computer3

You can encrypt volume D on: 7

‘Computer only
Computer2 only
Computer3 only

Computerl and Computer3 only
2 3.only

tComputer2 and Compnter
Computerl, Computer2 and Computer3 I

https://www.windowscentral.com/how-use-bitlocker-encryption-windows-10

References:

Bfi: 85

v bTJ7—%[ZActive Directory FA A4 UMEENTULET , KA A (21X, Windows 10%#E1T9
H5106MQAVEa—3—NEEFNRTVET,

Computert E WS ZHIDAD AV E2L—42—T ALV 2—D0FIRT (TR YT a ik
B LT Windows 100 Ea—42—hoA/ R rOJFRELET,

AR FATOREZYR—F 5L ICRBEZEHTILENHY FT,

ED2DDT7V 2 aVERTTIMLELNHYFEIN?TNETNOERIE V) a1—a D—8%
~LTWFET,

FFNEFNOELWEREIRS Y FOMESHY FT,

A. Computer1ZWindows 103 Y Ea—42—DA R rAJT Y —F—=F)L—TFIZEBMLET,

B. ComputeridA N> kO 5J ) —4—% )L—TFIZComputer1 ZBML E£7,

C.Windows 103 Y Ea1—4—T _Windows/A R kAL I 2 —DAE— 7y TOIEEEBEE
[CEELZFT,

D. Windows 103 > F 2 —%4 —TWindows ') E— F&¥E WinRM) ZE%IZT 3

E. Computer1 TWindows ') E— F&E¥# WinRM) ZE%123 3

IEfE: (EfgERTLET)

References:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-
and-2008/ cc748890(v=ws.11)
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Eﬁ:ﬁ: 86
RDRIZRKTYV—RIT7AILDBHYET,
Source . |\||crosofLecation

Custom Windows 10
image

Windows 10 language
pack DVD

Imagel.wimM5C A Mount&E WS BRID T AL EF—IZA A—DFII U MLET,
RVVEENFAA—=DIZTSVREBOEEN VI TEMT IBENHY FT,
AXVREEDESICETIARELAHY EFITMA?EEZTZICIE, AEFEHTEY G T3y
EIRLET,

F B OLEREZERZENIRAS O FOMMENHY FT,

BsiRoldert\image wim

E)

V¥ /Image: W /Add-Package /PackagePath:“E:\x64\langpacks\
Add-WindowsCapability “C-\Mount” MicgrgSeft-Windows-Client-Language-Pack_x64_fr-fr.cab”
Add-WindowsFeature “C:\Mount\Windows® | |
Dism.exe "C:\Windows' || <
Setup.exe ‘D-\Folder1Umage1 wim”

1E fiz:

W /Image: /hAdd-Rackage /PackagePath: “E:\x64\langpacks\
Add-WindowsCapability "G \Mount Migroseft—-Windows—-Client—-Language—Pack x64_ fr-fr.cab”
Add-WindowsFeature "C:\Mount\Windows”
Dism exe ] “C:\Windows"

Setup.exe ‘D:\Folder1image1.wim’

Reference:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-language-packs-
to-windows

B 87

BT oNO—REINBIZFETEFBLESN, O—FLEL SHREI SV avICEC I ENTE
FY, CNICEHEAIDLEELHY  FEEEIEEAD TR FEEMNSELSIDNMEREA,
[RANIRE UDMERTIREICE oo, ZNEV VI LTIREI D3 VIZ7IVERLET , D
O a VTR, FATRET—EDIRVEETLET  FEAEDHEERT A TRIELRL &
JICHATEETN, —HOMEE QE—LBEY 1T M EWebHr 4 b~DBEIMERES &) (XERET L
TARETY,

RAAF7VUTEF, FHRTHASNW TSI ER IV ERTLEBRICEDVDTVET , ENMEAZ 1T,
BRRADEEDESICTERT HANEHEETEHY FEHEA ZFRVEZERBICETIEE TDZFRID
QLo bEERTEET,

SHRDOEEIEEMCEESNTOERA, CORBRTIE BROSIRETET I IBLENHHIGEED
HYFET  BIRERTTADIRELGEITORBZFERATEET, L EESN-FHERIC
FHRBFLUVHRDOMD I RTOEY Va3 VERTTEALIIC KEZHEVICEET ILELH
YEI,
FHRHATIRANIREZVZI ) ) LTHEEEEETDHE, FRICRACENTELRN I LITERL
%z—ﬁg@(}&/ﬁxq— ~



K

CONTRSOYAdMniStrator
[Password [

WHEICHELT RORTA UERBREFERALET,

NRAT—FRZANTBIZF [NRT—FDAAIRY I RIZTHA—VILEEE, TONRT— K%Y
Vo LET,

a1 —4—4% Contoso / Administrator

INRTJ— | PasswOrd !

UTOREHRIE, TV hILYR—bDHEBHELTVWET,

SRAVAAZ R 11145882



WELCOME TO SERVER MANAGER

i Local Server

o Configure this local server
iz Al Servers
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Tasks Computers

Client1

Cliept2

Client3
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On Client1, log in as administrator.

Open command prompt and type:

gpresult /h CONTOSO\User1\C:\Folder1\Report.html
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h 4 h 4
Bootrec /FixMbr
Diskpart '‘RebuildBed
Sfe /ScanNow
roffbootdir
1E fiZ:
b 4
Bootrec FixMbr
Diskpart || RebuildBed
Sfe ‘ScanNow
offbootdir
References:

https://neosmart.net/wiki/bootmgr-is-missing/
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References:

https://support.microsoft.com/en-us/help/934307/description-of-the-windows-update-standalone-
installer-in-windows
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C. Windows Management ServiceDE2EIDIER Z[BECHREL T . V—EXRZRAIBLET,

D. Sec-Locationa~<¥ > KLy hEETLET,

IEfE: (EfEZRRLET)

References:
https://docs.microsoft.com/en-us/windows-server/manage/windows-admin-center/azure/manage-
azure-vms
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Computer1m 5 B 75 ERFI CPowerShella <Y > REEITTEBR L2 HRTHILELAHY FT,
HMBMADIVE2—3THZEIRETTMN?

A O—HALTL—TR) =5 [UE— I LT I EREHATIREEZEADICLET,
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C. Windows PowerShellA™ 5 Enable-MMAgenta <> KL w FE2EITLET,

D. Windows PowerShellh 5 Enable-PSRemotinga~¥ > KL w F&#ETLET,

IEfR: (EffZzRLET)

References:
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/enable-
psremoting?

view=powershell-6
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