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Eﬁ:ﬁ: 1
Windows 10 E1TL  ROKRICRT LI IR EINIzaVEa—42—DHYET,
BitLocker Drive BitLocker Drive
Name TPM Encryption Encryption enabled
enabled on drive C on drive D
Computer1 | No Yes Yes
Computer2 | Yes No Yes
Computer3 | Yes Yes No
BitLocker toGoZ {# FH L THSB1E S 1=USBDrive1& LN S &HIN ') L—/NTJLUSB KRS A4 THH
YET,

Computer1_ Computer2, & & U'Computer3 TUSBDrive1Z {3 5 Z & Z5HEIL TLVE T,
USBDrive1 TBitLocker® BEIA v VR ZAMICTEL IV EL— 3 —ZR/ET IV ENDHY F
ER

ENAVEL— 2 —ERETILENHYFEITHN?

A. Computer2# & U*Computer3® #

B. Computer3® &

C. Computer1# & U'Computer3® #

D. Computer1_ Computer2 $ & *Computer3

Eff:C (AU MEREKT D)

The BitLocker key is stored in the registry when you enable auto-unlock but only if the operating
system drive is encrypted with BitLocker. A TPM is not required.

B 2

HEEDVPNEREZERT SV ) 2a—2a e HBETILENHYET,
HEZHICEIAIZEHLIVRENHY FIMN?
AVE—F+F7OEREEIVY—IL

B. 7IL—TRYY—FEI>Y—)L GPMC)

C. v r— vy—EE+v b CMAK)

D. Microsoft Intune

EfR: (EREEELET)
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References:
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/always-on-
vpn/deploy/vpn-deploy-client-vpn-connections#bkmk_ProfileXML

gﬁ:ﬁ: 3

HLLaYEa1—4—IZWindows10EnterpriseZ 4 > XA k—ILLET,
AVEL—R—THEFHMICT I T4 TILTHRENHYET,
EDARV FERTTIRENHYEITMN?

A. simgr / upk

B. Sec-RDLicenseConfiguration -Force

C. Sec-MsolLicense -AddLicense

D. simgr / ato

EfE: (EfEZRRLET)

References:
https://docs.microsoft.com/en-us/windows/deployment/volume-activation/activate-using-key-
management-service-vamt

B 4

T k7 —2% [Ladatum.com & LY S FRiTDActive Directory KA 4 > TH, KA A 22X, Windows
81ZEFTTBH508N AV E1—4—MEFNTLWET, a2 E1—4—(Z1F, Windows 10 & H it
HEOHDZTARAI by T7 TV =308 —ANIZA VR =ILEATWET,
AVEa1—42—%Windows 10[C7 v 79I L—FRTB3RELAHYEST V) a—avid O—h
WITA VR M= ENE=TRY by T7 TN 5= a3 VEREBETIDLENHY FET,

R VATFLA A=V H—T ¥ — Windows SIM) ZFERALTHRBE I 7 ILEERLET,
WindowsEBRHY—EX WDS)ZERALT A VA =LA A=V FEBMLET, PXEZFERLT
FZAVEL—2—FBBLTHDE A A—DFESA VR M=)LLET,
NIFEEZERLTOETM?

A. [T

B. LMMYZR

R (EREHETLET)

Bf: 5

Windows 10% 3179 5Computert E WS ZFTID IV E1—2—0H Y F£9, Computer1 (T —4
TJL—TJIZELTWET,

Computerl TRMDaAXY > REEITLET,

New-LocalUser -Name User1 -NoPassword

Add-LocalGroupMember User -Member User1

BROEZEIIMTTI?

A 1—H—[CEMDI—HF—ERMNEIY B TONSET UserllFH a1 o4 U TEFELEA,

B. UserlWH 4 U4 VEEAIZRRIN NAT—FELTHSA 1V TEET,
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C.EBENI—HF—DNRRT—FEFETHRETSHET, UserllFH a4 o4 0 TEFERA,

D. UserAH A A VEEICRRSIN, ROV A oA VRTHICH LWWAART—FEERET S
WENHYFET,

EfR: (EffZzRTLET)

References:
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.localaccounts/new-
localuser?

view=powershell-5.1

EFI:IE]: 6
Ty k7 —2%[ZActive Directory KA 4 UMNEENTULVET, KA A (21, Windows 10%#E1T9
AComputertE WS ZRINDAVE2Aa—4—DNEFNTULET,
Computer1 A pingERIZIGE T S L ZHRT OIVENHY FT,
Computer1 TWindows Defender FirewallZ# ED & S ICHERT A2LELHY FTHh?EET SIC
X, BEEETEY G T a v EEIRLET,
EENENDOELVERITIARAS Y FOBEELSHY F9,
Rule to create: | N Oy Poll b 4
A server-to-server cofneciion secufityrule- © |
An authentication exemption connection security rule

An inbound rule
An outbound rule

Protocol type to allow: v
ICMPv4

IGMP

PGM

TCP

UDP

Rule to create: == NMicrosoft v

A server-to-server coninection security rule
An authentication exemption connection security rule

n inbound rule

An outbound rule

“N ' @ o B

Protocol type to allow: v

ICIMPv4
IGMP
PGM
TCP
UDP
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BRI 7

HET-ORFICERR EIUNHYET , A7 REWANY VO #FEALTHAEICERLET,
AVE—FY bADTIRE At ZB L TRBSNET,

TS5 UFA4 74 RIZIE Windows 10&E{TF 52580V Ea— 43 —MNEaFEFhTWWEST aV
Ea—42—ICFX EET A RVBEEBZEAEBWNVINSGN—F RS THREENTVET,
TS3UFF T4 RDAVEL—3—Nxy b=V LOEThoEHFEIVO—FLGEWLKS
[CTHRENHYFET,

HET-FAZET oEMN?

A.BRET7 TS BENMKEILREZEELET,

B. #v FI—V Rz ERERE LTEBRLET,

C.BranchCacheZhRX FEX v v 2 E—RFTEHERTHLSICaVE2—F—ZFBRELET,
D. #HF ¥Rl §—47 Y M) FYRILEZFERATALIICEFHFZHERLET,

IEfR: (EffzRnLET)

References:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache

B 8

Computer! TIX, h A2 LDBENRDON I+ — T UV RAERTELZEBRIT ILELAHYET , ED—
Y—TFhO U EFERATEETMN?

A. Admin1# & UUser11D &

B. Admin1) &

C. Admin1_User11_User12_ # & UUser13

D. Admin1_User11_ & & UUser12®m #

E. Admm1_User11_ & & UUser13M &

EfR: (EEEERLET)

ﬁﬁﬁﬁzﬁ: 9
FYRIT—DIZIE RORIZRT T A FHAEENATUVET,
Domain controller Internet
Name o i
connectivity connectivity
Segment1 Yes Yes
Segment? No Yes

Windows 10&%£4TL  ROKRICRT LI IR EN-aVEa—2—DHYFET,
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] Active Directory Connected
Namol S pesaq folies g ippormission joined to
Computert | Share1 E::g) ?ne. Full Yes Segment1
Computer2 | Share2 E:ﬁt?; clxne' P Yes Segment2
Computer3 | Share3 (E::st?; c:ne: Ful No Segment1

Windows Defender7 7 4 7 24+ —JLIZIX RORIZKRT 774 IV ETY o2 —DEENHFAT A
7TV DOL—LDBHY FT,

Computer Domain Private Public
Computer1 Allowed Not allowed Not allowed
Computer2 Allowed Allowed Not allowed
Computer3 Not applicable | Allowed Allowed

RDBEAT—RADVRMIDWT RAT—FAY MHtrueDIZBEF [TV ZBIRLET, FLLUND
BEIX [WWRIEBRLET,
L UOERIIZENREFNIRS > FOMEIELRDHY F3,

Statements Yes No

You can access Share1 from Computer3. O O
You can access Share2 from Computerd. GH icro EGCP{.

You can access Share3 from Computer1. O O
1E fiZ:

Statements R Yes No
You can access Share1 from CemputerS O

You can access ShareZﬁom Computer3. O

°c @4

You can access Share3 from Computert | O¢ rosofi

Eﬁ:ﬁ: 10
v kD —2IZActiveDirectory A A UMEENTWLET, FA A UIZIE Windows10%ETTT 5
1,0006EDaAVEL—3—DNEENTNET,



PARBADIVEL— 2RI F7AINIIRTA—F—DFY FT—VICRERINGENE ST
PILENHYET,

HE=IERZzT o EN?

Ay FD)—OHEZATICLET

B.xYy FhIT—V YR M—EXREEMT S

C. Modify the %systemroot%system32\drivers\etc\Network ile

D. AT ANA T —%ERAT 5L SICDNSEHERT S

EfE:A(QAV REHEKT D)

B 11

FCOEBEME RLCYFTUAZRTTS—EQEMO—FHTYT, V) —XDEEMICIE, BRS
N-BEZERT AFREEDCHLIHMEDERENEENTVET, —HOERBE Y MMIIFEHD
ELWMERENHDGEDNHY FI A MOERE Y FMIFELWMERENGMEELHY F
ERS

CDEIVVaVOEMICAELE-RIE, TOEMICRAZLEITEFRRA, TORR, ChoDE
BIXLEa—BEREIZKRRTINFERA,

Computert E NS ZRIND IV Ea—4—[ZWindows10xEBRELET,

Computer1(ZI&, C A Folder1 E WS BRID T A IILF—MNEENTUVET, Folderl[ZIZEE D F
Fa AU MREENTULET,

[UBIDN—2 3 V]2 T#FERLT Folderl D 7 7 A IV ERIETEL I L EHRT IVHELDH
VZE9,

fRIRR T 7MIEREAMICLT FolderlZ 77 A ILEEIZEMLET,
CNIFERZERLTVEIN?

A. [y

B. L VR

IEfR: (EfEZERTLET)

adding c:\Folder1 to File History WILL allow you to use the Previous Versions on that folder.
Assuming you are able to turn File History on in the first place.

Reference:

https://support.microsoft.com/en-za/help/17128/windows-8-file-history

Eﬁ:ﬁ: 12

v b7 —2IZActive Directory A 4 UMNEENTLVET, KA A UIZIE, WindowsEE1TT 5
1,0008DAVEa—2—NEFEFNATVET

10,
J27ANVIHIRTO=5—DF Yy bT—JIZHERHFADIVE2—2—ARRENLGEVELESIZT
PWENHYFET,

BRI ETINEN?

Ay FD—0BRHEZEATICLET

B. Modify the %systemroot%system32\drivers\etc\Network ile
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C.AETaONA F—%FERATHLSICDNSEHERT S
D. 2y FJ—4H YR F—ERZEMIZT S
Eff:A(Q AV LEREEKT D)

B 13
Windows 10%E{TL . RORIZRT A—H—%FH DComputert E WS ERTIDT—Y FIL—Ta Y
Ea—42—"HYET,

Name Member of
'Administrator Administrators
‘Userl Administrators

User2Microsoft | Users
Computert D A—H—7ho > FHlE UAC) (X ROBIZRT LS BRI TWET,

. Local Group Policy Editor e O X
File Action View Help
Policy - Security Settings o
L Systefh s¢ftings.Use Cartificate RUlgs on Windows Executables for Software Restriction Pelicies Disabled
" User Acdount GontrokAdin-Approval Mode for the Built-in Administrator account Enabled
. User Account Control: Allow UlAccess applications to prompt for elevation withoUt using the secure desktop  Disabled
User Account Control: Behavior of the elevation prompt for administfaters in Admin Approval Mode Prompt for consent
. User Account Control: Behavior of the elevation prompt for.standard users Prompt for credentials
. User Account Control: Detect application installations and prompt for elevation Enabled
__ User Account Control: Only elevate executables that aré signed and validated Disabled
__ User Account Control: Only elevate UlAccess applications that are installed in secure locations Enabled
. User Account Control: Run all administrators.in Admin Approval Mode Disabled
_. User Account Control: Switch to the secure desktop when prompting for elevation Enabled
User Account Control: Virtualize file'and registrv write failures to per-user locations Enabled v

RDBEAT—RAVFZDWT AT— FA Y A trueDIEEIE[IEWNEBIRLET, ThUsD
BEIT [WWWZ])EEIRLET,
S FENFROE LULERIZIARS Y FOMEEINHY T,
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Statements 9% Yes No

When Administrator opens a command prompt by using the Run

as administrator option, the user will be prompted for consent. O O
When User1 opens a command prompt by using the Run as O
administrator option, the user will be prompted for consent.

When User2 opens a command prompt by using the Run as O O
administrator option, the user will be prompted for credentials.
3

Statements Yes No

When Administrator opens a command prompt by using the Run

as administrator option, the user will be prompted for consent. Of O
When User1 opens a command prompt by using the Run as Ol O
administrator option, the user will be prompted for consent.

When User2 opens a command prompt by-using the Run as Ol O
administrator option, the user will be-prompted for credentials.
References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/user-account-control/user-
account-control-security-policy-settings

BH: 14

FCOBEME RLCYSFTUAZRTTSH5—EOEMO—HTYT, V) —XDEEMICIT IBEES
N-BEZERT SA8EMOHIBEDY ) 12— avhEFEFRTHET, —SBOE/R+E Y kI
FEHDELWVERELNHLIBENHY M MMOEME Y FZIFIELOERENGZVDZEN
HYUET,

COEVIVOBEMICEEL-ZRE TOEBEMICRSAZ LI TEFEFRA, ZTOHRE. ChoDE
BIZLEa—BE@EICRTINEREA,

Windows 10 XE{TLTWW5a Y Ea—42—hAHYFET , a2 Ea—F2—IZ(E D \Scripts& LV 5
ZHID T A ILE—NEENTUET, D \ScriptsIZIELr D DPowerShellR 2 1) 7 kA& FEQ
TWET,

A9 ) T rADip/ISAEIEEE T IZPowerShellR 7 ') T 2 ETTEEI LRI HIHEMN
HYEI. VY a1— 3 IiEPowerShellty o 3 VEITHET AREAHY T,

fRRE O RO T b set.exe PATHEXT =d Ascripts#=E{TLET,
NFEEZERLTVEITMN?



A LR
B. (£
Efg: (EREETLET)

BR: 15
Windows 10% 3479 5Computert E WS BRI AV E 21— —0HY FT,
Computer1[ZIX ROKRICRT 7+ ILF—DBEEFNTULET,

BitLocker Drive Encryption
(. (BitLocker)
C-\Foider1 NTFS . \/ (] Disabled

D:\Folder2 LINIR§ SV |E
E:\Folder3 FAT32 i crosofr

Name File system

K¥xa A2 bkS4 TS IZFolder1 Folder2 Folder3Z&&HET,
157 CEICEITITDEIICTFAIVBEZBHELThD , T7MIVBEEF VIZLET,
RODBEAT—FAVRMZIDWT RT— AV FHAEDGEIX[TWVZZBIRLET, ZTALUNDIG
BlIE [WWR]ZZRRLFET,

EFNAEFNROE LLGERRIIIRS >V FOBESHY FT,

Statements Yes No

Folder1 is protected by File History. O O

wFalder?2 is protected by File History. O
= LTSS i o %12

Folder3 is protected by File History. O @)

Statements Yes No

Folder1 is protected by File History. [O] O

= Microsof
Folder2 is protected by File History. @ O

Folder3 is protected by File History. O O]

B f: 16
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v kD —2IZActiveDirectory A 4 UMEENTWET, FA A (21X Windows10%E1TT 5
ComputertE WS ARIDIAVE2a—2—DEFENTULET , Computer ! oAV Ea—32—7h
DobE)EY FTELARENHYET, HEERADICAEIRETTM?

A. Windows Defender Firewallm™ 5 1) E— h—ERXREBEHFALET

B. RSAT H—/N\—I =¥ —DA T 3 UieeEEBMLET,

C. RSAT ActiveDirectory KA U H—EXBLUVBET A LY PIH—EXRY—ILDOF T3>
HREZFEMLET,

D. Windows Defender Firewallh 5  Windows!) E— FEIBZ I LE T

IEf#: (EfEZERTLET)

AZHI7TZMD-100JfE B (FIPNTest.comigfit St MD-100JGHBR (CEHK T H Z LITKRICILB F
9 ! JPNTest.com(I 5 &#HTMD-100JHER RS 1=t L 9, JPNTest.com MD-100Jz: Bk
BEFLIEHEINEL, CCTMDA00JEEEDTRA FI VDU EFICANET T, &R
D7 Yt R _https://www.jpntest.com/shiken/MD-100J-mondaishu B79f, 3 0%r « A ho

k. 4RI7% 35|12 — F: JPNshiken|

B 17

Windows 10% 3179 5Computert E WS ZFID AV E1—2—DHY FET,
Computer1 T, 771 ILVEBZA VICLET,

TJ7AIVERZERALT D \FoldertE VWS ZFID I AT —ERETIVLELNHYFET,
HETIEMETHEZREN?

ARET TN VAN)REEEBRLET

B.2Y bA—LIARILD I 7AIVEEND, FTA4 TOEIREEEEBHLET,
C.O7A4ILITHRTO—F—mi DAFolderZE KF¥a A b3 4 TS YIZEBMLET,
D. T RXR7O—5—Mm5 D \FolderMDtEFxa ) TAXEZERELET,

E#: (EREERLET)

Eﬁ:ﬁ: 18

v kT —%[ZActive Directory FA A4 UMEENTWVET , KA A (21X, Windows 10%#E1T9
5Computert E VWS EZRINDAVE2—F—DEFENTWVET, FAAS VICIE, RORITRT 21—
P—REENTNET,

Mame Member of |
Usar? Group

Lieer Group, Group?

AVE1—2—I2F RORIZRTHEE I LT —AEENTNET,

|__Name |  Path | Access-based enumeration |
Share1i CAFolder! Disabled
Share2 CevFolders2 Enabled

HEITAHILFIZIE ROKRIZRTHERLHY T,
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Name Security permission Sharing permissien
Group1: Read Everyone: Read
Sharet} Group2; Full control Groupd: Full control
. Everyone: Read
s Full
Share2 Group: Full control Group?: Full control

RDERAT—FAVRIDWT RT— A Y DtrueDIFEIK[FWVZBIRLET, ThLSND
HalEk DR IZERLET,
T ANTROE LVBRINKA Y FOMESNHY FT,
e B8 Microsoft
g Statements Yes No
When User? connects 1aA\Compgter1, Share1§ is visible o
When Userdcomnectsio \\Computer T\Share 1§, the contents of D:\Folder1 are accessible. |

When Us#r! gonnects to \\Computer1\ShareZ, the contents of D:\Folder? are accessible,

Yo

=111
= 8 B R
- L S
ai . ¥
When Liser w%#c@;r& |el:li 5 b
b T TN
L B

| " R A
m;*-&; ﬁ!\'{o«-ﬂ.p‘!h'nmue 15, e comtenits of DPFoloer] are scoeiubile D

O

Eﬁ:ﬁ: 19

Windows 10% 32179 5Computert E NS ZFTIDaAVEa1—42—nNHY £J, ComputertDIPF7 K
L X(£10.10.1.200T YT v b T X 1£255.255.255.0CF,

RORIZTRT ESIZ, Computert TTOFVREFERLET,



Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

Use a proxy server

@ on

Address N ¢
http://proxy.contoso.com 8080 " |

Use the proxy server except for addresses that start with the
following entries. Use semieo[ons () to separate entries.

_-._

m Don't use the proxy server for local (intranet) addresses

Save

FOy AU AZ1—%#FRALT HIZRENTHWAERICEODVTERT— AV METET
THEEDERFREERLET,
I FENFNDOE LLSERIZIRS Y FOMEENHY £,

Connection attemptS.tO . - ;- M i C I"O S Oft v

www.contoso.com will [answer choice].

bypass the proxy only when using Microsoft Edge
use the proxy only whe  usfag Microsoft Edge

P of all ) applications
&pro oy for'all applications

If Computerl attempts to %}J‘ ‘}“‘ | v

roxy will be bypassed. ©
proXy P https://store.microsoft.com

h f M ,th
[answer choice] from | dge t https://10.10.0.100
ftp://192.168.1.10




Connection attempts to — IVIICYOSOTT
YRR N - 8 | B
www.contoso.com will [answer choice].

v

[ () [ ]
i W et

=

bypass the p;;;xy only wi!'En_using Microsoft Edge
use the proxy only when using Microsoft Edge

bypass the proxy fortall applications

use the proxy for all applications

If Computerl attempts to connegt to B

[answer choice] from Migrgsoft Edge, the

https://10.10.0.100

proxy will be bypassed.

https://store.microsoft.com

ftp://192.168.1.10

References:
https://www.howtogeek.com/tips/how-to-set-your-proxy-settings-in-windows-8.1/

Eﬁ:ﬁ: 20

Windows 10% 32179 5Computert E NS ZEIDIAVE2—42—D0HYFET,
EREICERBREERT SELSIC, 2——THAY 2 Ml UAC) BRI HLENHY F
ER

EDBRELZLEETIRLENHYEITMN?

A O—A)lLa1—H—¢LTIL—TOEBETO/NT 1

B.aY rO—JLIARILDA—F—T HH > IR TE
C.O—ANLITL—TRI)S—IT43—DEFxa)T44Tay
D.A—AILTIL—TR)—I T4 3—TOI—HF—HEFDENY HT

IEf#: (EffZzRLET)

References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/user-account-control/user-
account-control-security-policy-settings

B 21

Windows10&ZET$ 5 TN\A RZEBELET,

MVADE—IILAI—F—(F FEEILRSATWTCEBEIGEHICBELET , £—IIL A1 —HF—
XZDEARICIERFEELET,

RITHIE, §RXTOWindowsUpdateNZ > O— KEShiBEWESIZTEIRERAHY FT, V
)a—2 a3V BFA—NESA A=Y FADT IV ERZHIFTIERY FHA,
HEFMETHENEN?

ABETTIDTHOIV o BHREEZAIICLET,

B.EREZITVDRY bI—0,A03—2y b T—H2HIBZERELET,
C.ERET7TITUDEFH LX) TAIMS BHE—HELELET,
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D.ERETTIDRY LT—=D,A 23—y RS vy FD—VEGEREFEHRE LT
ELET,
TR (EREHETRLET)

B 22

Windows 10% 3179 SComputert &E WS ZHID/NT Y vy arEa—4—mHY  Computert(Z
[ZFoldert E WS BRID T+ LT —HNEFENTLET,

Usert & LN ARTD L—H—(Z Folder DIERZER T HMEEZIRET ILENHYFET, V
)1—2 30T KRIMNEDHEDRAZFEATLILENHY FT,

EDNTFST7 U R #User ITE|Y B THRBHELAHY TIM?

A.Z)larra—J)L

B. %

C.EEA#H

D. EAH Y & E1T

Ef#E: (EfEZRTLET)

References:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-
and-2008/cc732880%28v%3dws.10%29
http://www.mdmarra.com/2013/11/full-control-v-modify-why-you-should-be.html

B 23

Windows 10217952 Ea—42—h"HYET,
EBRDINRT—RFEHETIDLENHY FET,

HEFMETEREN?

D18912E1457D5D1DDCBD40AB3BF70D5D

A. Windows PowerShellh 5 Set-LocalUsera < > FLw fZ#ZE1TL _ InputObject/\T A —42 —%
BELET,

B.SXE7 TUDL YA oA oFTLa v EzBRLET,

C.arbA—JLIRILML A—H—TFhoO U b REEZEBRLET,
D.O—ANLTIL—TR)—IT 43— THhHIU R —BEEZBRLET,
Ffe:B(a AV FEEKRT D)

B 24

RETLUAO—RFEINDFETEHFLLLLESN, O—FLEL SREI D aVICED I EMNT
EFFET, CNICIEIBIMIDDEZELHY  FHEFEIETEADO TR FERMNSZE LSIDNMEEA,
[RANJRE ODMERAREICGE >z ENEV VI LTIREI a3 VIZ7OVEALET , 2D
O I VTR A TRETC—EDIRVEZERTLET  FEALDOREET A TRELRL
KIICFIATEFET A, —EBDOHEE QE—ELREY 4T, S EWebH 1 F~DBEIRLEELR &) (XE%
AT EFRABETY,
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RAT7VTIE SARTHAIN TSI Z RV EZRTLEBRIZEDVDTLET , EVMEANIE,
RRADEEDESICTERT ONIEETEHY FHA FRIVEZERBICETTEHE TDFRY
DILYDY FEERBTEET,
SROBRIEEMCEESINTOVERA, CORBRTE BHROSHREZETITILELHDIES
NHYET ESRERTTAIDICHLELRETOBBZERATEEY, 1L BE I -HEERN
[CoRBIVHRBOMDIRTOEI S aVERTTESLIIC KHHEZEVICEET SHEN
HYFET,

FSHRHRTIRANREZ O E ) v LTHEEZZEETDHE SRICREIENTELRNI LITEREL
TLEEEY,

A—H—FHE/NRRXT—F

K

CONTLSOXYAdMNISTrator
[Password [

WHEIZIHELCT ROOT A UEREBEREZFERALET,
NRADT—FREANTBICIE [NNRAT—FDAARY D RICHA—VILVEEE, TOINRT—FKEY
Jw o LET,

21—+ —% Contoso / Administrator

INX ) — | PasswOrd !

UTOERIE, i R— DA ZEEHELTUHET,

SRARE R 10921597



{Tasks l H Computers I

Client1

| gm
\Glewn -
jpR=

Client3

':'g Microsoft

DC1

REAVE2—2ZEZHEHLI-L EFIZ Clent3ht—T7E— FTEBMNICER TS L 2MHRET
LENHYET RRAIVDETH Client3ZHRE LA TL S,
CDARVERTETBHICE BELGIDFLFEHDOIVE2—F—ITHSA V12V LET,

IEfi:

1. From Client3, open the System Configuration utility by pressing the Windows & R keys
simultaneously to display the Run box .

2. Type "msconfig" into the box, and then click OK.

Type the name of a program, folder, document, or Internet
resource, and Windows will open it-for you.

Cancel

3. In the "System Configuration" window, switch to the "Boot" tab.



4. Enable the "Safe Boot" check box, and then make sure the "Minimal" option below that is

selected. Click the "OK" button when you're done.
&) Sy Configuration
F 4

Startup Tools

I Windows 10 (C:\Windows) : Current OS; Default OS

8 N r J

Timeout:
(o GUI boot seconds
[JBoot log
Al | [JBase video
() Active Directory repair [[] 05 boot information [[JMake all boot settings
ONehxork permanent
oK Cancel Apply Help

5. You will be prompted to Restart or Exit without restart. Click Exit without restart.
Syst@ Configuiation

You may need to restart your computer to-apply these changes.
Before restarting, save any open filés and dose all programs.

Restart Exit without restart

Reference:
https://www.howtogeek.com/howto/windows-vista/force-windows-to-boot-into-safe-mode-without-
using-the-f8-key/

B: 25

Windows 10% 3179 S Computert E WS ZRID IV Ea—42—hH Y F£J, Computert|Z
[X.FoldertE WS ARID T A ILE—MNEENTULET,

Folderl® 7 7 A LD BEEEZHE D A—F—20JICRBBETILENHY FT,



ED2DODTHI L avERTTIVENHYETN? ZTAEFNDOERE, V)1 — 3 D—E%
RLTWLWET,

FENEFNOELLDGERIIIRS Y bOMMENHY T,

A.Foldert@ 7+ L5 —BHZEELEY,

B. FolderMDEER X1 ) T4 REEXZEEBLET,

C.OIN—TRYyL—*TS x4 k GPO)H 5 Audit Sensitive Privilege UsesX EZ#HER L ET,
D. JIWN—TRYS—FTPxH b GPOILI DL BEEI7FAILNIATLEEEERLET,
E.VE—FH—N—FBEY—)L RSAT)EA VX —ILLZET,

IEf%: (Ef2ZRTLEY)

References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-sensitive-
privilege-use

B 26

Microsoft Azure Active Directory Azure AD) T3> bAHY ET,

—&BD 1 —H—I_ Windows hello for BusinessZ#ERA L TZNDaEa—42—ITH A4 LFE
ER

A—H—UsertAFHLWVIVE2—42—ZBAL OV Ea—42—%Azure ADIZSMEEFE T,
UserMD YA o4 oA T avEBRLESETEHE BRICRESNTWEIS—AyE—UN
RRSINFET, BRIZITEVIVILET,)

EHEE L I

N4 R A= T — EBE . FRTDA— F P HEL < BET BT & EHE L,iL,to


https://www.jpnshiken.com/q/12586-1137174/

user1A’Windows Hello for BusinessDEERR# #FA LTIV Ea— 2 —ICH A1 120 TEH T L
ZHERTOIDLENHYFET,

=ANIAETED,

A. O Ea1—4—%Windows 10 EnterpriselZ7 v 749 L— KL%,

B.®NME R DASHEEALET,

C.RETPM KA /N\—%A4 A F—=ILLZET,

D.UEFEXa7J—rZEHIZLET,

E#:A QAL FERET D)

B 27

ComputerATDEFSOEMBH EH-TWELHY T,

DIE=IERZET o2 EH?

A. certutil.exeZETLTHS O—h)ILaAVE21—42—DFEHER F7ICEIAZEFEMLET,
B. cipherexeZE{TLTHhH O—AHINAVE1—2—DIAEX FFICGEREZEMLET,
C.cipherexeZE{TL O—AHILTIL—TRY) O—([CFGIBAEZEMLET T,

D. certutil.exeZZETLTHh B A—hHILTIIL—THR) O—(ZFEBAZ%EMLEFT,
Eff:D(QAA U FEREKRT D)

References:
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-
protection/create-and-verify-an-efs-dra-certificate

B 28

Windows10ZE1T9 5100602V Ea— 3 —ZEBRALET  FaVEa1a—2—ICFELF—
ftEWi-FisERA DY F9,

A—HY—DFETELI—FRY bT—VIZEBELAGVRY oV Ea—3 -t/ —EKiEE
RALGEWESICTIRBENHYET,

HE=FAZT HEMN?

A L —EROWI-FIDRDYIZEILS—Z2FAT AREZ[LGVICEELET

B. netsh wlan set hostednetwork mode = disallowa < > KZETLE T

C. LIS —EHEDWindowsICEDEREEEIED]|F v IRV IREFTICLET

D. Wi-Fifgft D[WindowsIZCC DR EBE I E D | F v IRV IR EFVICLET

g (EfEzRLET)

References:

https://support.microsoft.com/en-za/help/10739/windows-10-cellular-settings

BHi: 29

RETUNO—RFENDIETHEFLELEEVW, A—FLo IR aVITEL I ENT
EFET, CNICEBAMIDBBENHY | FHRERIEEAED TR FERINMSELSIMMERA,
[RANREZ UAMERAIREICE o126  ENEV Y YOI LTSREI V3 VIZTIORALFET, CD
TV AVTR SATRET—EDEIRVERTLEY  FEAEDHRERS A TREERL


https://www.jpnshiken.com/q/12586-1137175/
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KIICFIATEFET A, —EBDHEE QE—ELREY 4T, S EWebH 1 F~ADBEIRLEEL: &) (FEX
FtERTERETT,

RAT7YTIE SHRTHRASIN TSI Z RV EZRTLEBRIZEDVTLET , EVMEANIL,
BRRADEEDESICERT HANIEETEHY FEA FRVZERBICEITILHE EDERY
DILIDY FEERBTEET,

SROBRIEEMCEESNTOVERA, CORBRTE BHROSHKREETITIVLELHDIIES
NHYFET EIRERETTIDICRHELRLEITOBBZERATEEY, f7Z L BT SN-FHHERN
[CoRBLIVRBOMDIRTOEI a3 VERTTESLSIC KHRIZEVICEET SHEN
HYFET,

FHRRATRANIREVED )y LTHEEZEET HE, FRICRAIENTERNI LITERL
TLIEEELY,

A—H—HENRRT—F

K

CONTRSOYAdMniStrator
[Password [

DHEICHELT ROATA UERBREFERALET,

NRAD—FREANTBICIE [NRAT—FDAARY I RICHA—VIVEEE, TOIRNRT—FK%EY
v LET,

21—+ —% Contoso / Administrator

INX ) — kK PasswOrd !

UTOREHIE, TV hILYR—bDAHEBHELTVWET,
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WELCOME TO SERVER MANAGER

# Local Server

OConfigure this local server

s All Servers
QUICK START
igl AD DS 2 Add roles and features
& DNS 3 Add other servers to manage
: : 4 Create a server group
#% File and Storage Services b
5 Connect this server to cloud services
Hide
ROLES AND SERVER GROUPS
Roles:3 | Servergroups:1 | Serverstotal 1
igi AD DS 1 | | &% DNS 1

(1) Manageability (1) Manageability

Events Events
Services 0
Performance “ P nce
BPA results i e
e BPA results

1 g Local Server |

(1) Manageability (1) Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

1/23/20209:30 PM

E= All Servers 1

| i’f) Manageability
Events

Services

BDarfarmannaa



FSIIVIiINIGl e
BPA results

-,x.-li. ."\'(

‘ Tasks

l Computers

Client1

Cliept2

Client3

DCA1

Client1MDWindowstRED B H A, BN —MRICFI ARG o~ & EC15ARERH IS L SIS
TEAMENHYFT,

CDRARVERETTBICIE BERIDFEIIEHDODOVE 12— —I2HA A4V LET,

IEfiZ:

Select the Start button, then select Settings > Update & Security > Windows Update.

Under Update settings, select Advanced options.

From the boxes under Choose when updates are installed, select the number of days you would
like to defer a feature update or a quality update.

Reference:

https://support.microsoft.com/en-us/help/4026834/windows-10-defer-feature-updates

B R: 30

Windows 102 %£47¢ 32 E1—4—2HYET,

AVELI—2DRFIZKREL RADIS—HFvE—UARRRINET, BOOTMGRA * — O HH
BLTWEY, VATLZEHTEZTEAL,

DATLN—T 423 & BETILENHYET,

Windows[El#E1%E WInRE)h 5 EDAT Y REEFTITHIBENHY FTI M7



A. fdisk.exe
B. chkdsk.exe

C. diskpart.exe
D. becdboot.exe

EfE: (EfEZRRLET)

DiskPart, which has replaced fdisk, is a command-line utility that provides the ability to manage
disks, partitions or volumes in your computer running all versions of operating system since
Windows 2000.

References:

https://www.diskpart.com/windows-10/diskpart-windows-10-1203.htm|

B 31

FCOBEREI RLOFVAERRTH5—EOERO—ETT, D) —XDZERMICIE IBES
N-BEEZERTHAEEOHIBEDY ) 2 —arvhNEFRTVET, —HBOEMtE Y kI
FEHOELWVERRELHIHZENHY FIH, OB Y FZIXE LWERESGZMEGEN
HUET,

COEVIVOBEMICEAEL-ZRE TOBEMICRSAZLETEFEFRA, ZTOHE. ChoDE
BIZLEa—BEEICKRTINEEA,

2y k7 —2% [Zcontoso.com & Ly S & EIDActive Directory KA 4 UMNEFENRTWET, KAS Y
ZIE RORICRTA—HF—DMNEFELTLET,

Name Member of
User? Comain Users
Userd Domain Admins
Userd Server Operators
Windows 10%EfTL . 7—9 7 IL—TI2HSHComputert E LN ZRTD AV Ea—2—mHY F

ER

Usert & LY S ZBTDOComputert O B— A LB —HF—HAaVEa—F—F FAS VIZSMS
. 7RV T MR RTRENIz5Use2DEKBEREFALET,

Computer1 D% ATZ Computer33ICEETELHZ L MR T OIBENHYET,

f2R%E Computer! TUser2 M EWRIFHREZFEALET,

CNIFERZERLTOEIAN?

A. [Ty

B. L MR

Ef#: (EfEZRTLET)

Renaming a domain-joined computer will also rename the computer account in the domain. To do
this, you need domain administrator privileges.

User2 is a domain user, not an administrator. Use User3's credentials instead.

References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/access-control/active-
directory-security-groups
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B389 7%MD-100J R REEE (X JPNTest.comizfit 41 MD-100JERERICEHK T H 2 L ITRICIB F
9 ! JPNTest.com(d 4 & FHTMD-100J5XExE AR 12 L £ 9, JPNTest.com MD-100J5X ER
BEFLIEHEINEL, CCTMD100JEEEDTA FIT VOV EFICANET , &R
D7 Yt R _https://www.jpntest.com/shiken/MD-100J-mondaishu B79f, 3 0%r « A ho
b R4 EISIa— F: JPNshiken|

Eﬁ:ﬁ: 32
Windows 10% 32179 5Computerl E WS ZRIDAVE 1 —42—AH Y FF, Computert(Z(L, F
54 JClzDatab WS ERID T A IILE—MNEENTVET,

Data 7 # JL & ®MAdvanced Security SettingshBRIZR RSN TWET, BRIZ2ITE0 v
LEYT,)

Microsoft

N

Mame CA\Data
Cravrer Adrmanistrators{COMPUTER 1" Admemistrators) harge
Permissons Share Auditing Effective Access

For addtronal mformation, double-click » permizzion entry. To moddy » permnson entry, select ﬁ fqr. #nd chck Ed (4 svaslable)

Permason entnet

- o —

Type Frngspal Access _ !r”-_ﬂed_h Appives to
AL Atlow  Admunstrators (Bren-Man\A..  Full control o Nore Thes folder, subfolders and fries
BL Alow SYSTEM Full contrel & I 0 None This foldes. subfolders and files
BL ABow  Users (Bren-Man'\Users) Read & getite MNone Thes fodder, subloldery and files

“*
Add fevove VP Vi
[eeable inhertance

[ Replace all chald obyect permission entrses with snhentable permnssson entnes from the obpect

T
ROKRIZET LS C\Dataz EFLFE T,

Group or user Share permission
Administrators Change
Users Read
Userl Mirrnc a "-Chfmg@
User1l& UsersZ IL—TM A 2 IN—T
HE(CIE C\Data~nD 7))L FA—JLNTFS7 7 t § Al AV
id)g AT=F A MIDWT RT—FA2 FHtrueDIFZEIE l f’?%#ﬁb%‘? TS o

BRI [VWWA]ZEERLET,


https://www.jpntest.com/shiken/MD-100J-mondaishu

EENENDE LLERITIARS > FOMIENAHY £,
Statements Yes

oF

Userl can read and write files when counectedto | O
\\Computer1'Data.

O

User1 can read and write files in'C:'Data locally. O

Administrators canchiange the NTFS permissions O
of files and folders when connected to
\\Computerl'Data.

O

1Efi#:
Staements . . Yes
Userl can read anc vrite files Wheti connected to O
Computer]'Data.

Userl can read and write files i T:\Datalocally. O

O 10][o)k

Administrators can change the NTFS permissions O
of files and folders when connected to
‘Comouter1'Data.

B 33

v kJ—2IZActiveDirectory KA 4 UMNEFENTWVET, FA A 2IZIE, Groupt1 &LV ZHID
TJIL—THhEFENATLET,

FAALAVRHADITARTOIAVE 2—32—[EWindows102ETLE T KFavEa1—42—I2Fk, T
T4 FONTFS7 Y £ REFAIMNEKRTE S N1=C \ Documents& WS ZRID T A LT —HREENT
WET,

C \ Documents \ Templates& WS BRID T A LA —%KEaEa—2—ITEBMLET,
ROBBEE-TESICNTFST O RHFA BT I2LELAHY FT,
Templates 7 # LA —TNTFSEEZ ED L S TR T HABENHY TIMN?EETHICIE, EE
BETEULGA T aVEERLET,

L UDERIZENRENIRS > FOMELHY £9,



Inheritance: v

Enable inheritance.
Disable inheritance and remove permissions.
Disable inheritance and copy explicit permissions.

Permissions for domain users: ] _VT

. Allow.Read&Execute
Microsoft Deny Read&Execute

Allow Modify
Deny Modify

Permissions for Group1: \ v

Allow Read&Execute
Deny Read&Execute
Allow Modify
Denv Modifv

Inheritance: v

|Enable inheritance.
[Disable inheritance and remove permissions.
[Disable inheritance and copy explicit permissions.

Permissions for domain users:

Pdb 4
Py feeee— IMlicroso

Allow Modify
Deny Modify

Pemissions for Group1:

Allow Read&Execute
Deny Read&Execute
Allow Modify
Deny Modify

BHi: 34

I COBERBIX RLYFTIAEZRTT S —EOEMO—MTY, V) —XOFEMICIF, EES
N-BEZERTHREEOHIBEDY ) 2 —2arhEENRTVET, —BBOERtE Y M
FEHBDEL VERREAHLHZENHY FIHN MOBERtE Y FIIELELWFERESGGZED
HYFET,

SOV aVOEMICEELE-RE TOEMICRSAZ LI TEFRRA, TORE. ChoDE
BIXLEa—BEREICRRTINELTA,



Windows 10 X(4T9 5T /\A RE=EBLFT,

1VADFEFTL—F—" Sl CTHEBEARLNTWSBRICBELET, RE1—Y—XZF D5
FTIC3EMFELET,

RITH, TRTOWiIndowsEFH TAT S LAF U O— FENBVWKIIZTERHELHY FT,
Y)a1a—2 3V BFA—NEAUE—FY FADT I ERZWHITTIERY FEA,

BRER BT ITVDORY b IT—0EA 08—y kDD T—42FIRERELET,
CHNIFEEEZERLTOVETN?

A. [T

B. LMVZ

IEfi#: (EfiZ R LET)
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Windows 10% 3179 % Computer1 & Computer2& NS ZRID2ENAVE1—4—"HY FI,
NoDAVEL—32—FT7—0FIL—TIZBLTVWET,

Computer! TRDEHREEITLET,

*UserlE WS ZRIDLI—F—FERLET,

* User1%Remote Desktop Users% JL—FIZEMLFET,

Computer2 TRDEREEITLET,

*UserlE WS ZETDI—HF—%F/ER L Computerl THRELF3DERLA—HY—/XRT—F%
BELET,

*Share2& WS BRIDEFEEMR L UserliZShare2~AD 7 )La Y hA—)LF7 XA EHALE
v,

WE—FTRI My TEEMLET,

BROEZIIMTIN?EET HICIE, ABFEETENGA T a3 v E&ERLET,
EFNFADOELWERIZIARAS Y FOMENHY £9,

If User1 attempts toaccess Sha@2:fomy~ -~ /s + -SJ
Computer1, the user will {1 ViiIWIUVUD @ -i“i_ —4 3 v
X Access Share2 without'a prompt
Be prompted for credentials
Be denied dccess to Share2
If User1 attempts to sign into Remote Desktop %&\-\3‘\' : =

on Computer2 from Computer1, the user will:

1519q i to Remote Desktop without a prompt
Be prompted for credentials and be able to sign in as User1.
{Be propmpted for credentials and be prevented from signing in as User1.

. " *

Ca
If User1 attempts to access Share2 from - IV! ! g [ g !5 g 2 ! !i -
Computert, the user will ccess Share2 without a prompl

Be prompted for credentials
Be denied access ta Share?

If User1 attempts to sign in to Remote Desktop

on Computer2 from Computer1, the. user will b

[Slgn in to Remote Desktop without a prompt
|Be prompted for credentials and be able to sign in as User1
|Be propmpted for credentials and be prevented from signing in as User1.



https://www.jpnshiken.com/q/12586-1137183/

B: 36

E BRI RLIFVAERRTHI—EOERO—EHTYT, V) —XDKERMICIE IBES
NE-BEEZERTIIARMEOHIHMEDOY) 12— avhEFEATOET, —SOEMtE Y ~IC
FEHDOELWVERREAHDIEELNHY FIH MOEME Y FZILE LWERREAZGEEN
HYUET,

CDEIVVaAaVOEMICEIZLERIE, TOEBERICRAZLEIEITEFERA, TORER. ChoDE
MliEILEa—BEEICRRTEINATEEA,

Windows 102 E79 57— 5 )—TJavEa—4—MHYEST a1 —2—[ZlF . ROE
[CRITA—ALA—F—ThOU R EENRTVET,

Name Member of
Administrator Adminisirators
sert Administrators
Userd Users
User3i . Users

User1&User2MTRY by TOERDHEERT IHENHY ET,

AT O—h)LaAVEa1—4—R)o—ho aAVE1a—48—KR)—DITANE—F T3>
BREEERLET,

NIFEEZERLTOETN?

A. [Ty

B. LM VE

Efg: (EfgE =T LET)

B 37

Computer3TH LW IIL—TH#ERTES1—HF—XENTITM?
A. User31D &

B. User1 & User320 &

C. Admin1# & UUser31M #

D. Admin1_User31_ & & UUser32M &

E#: (ERERRLET)

B 38

FCOBEME RALCYSFTUAZRTTH5—EQEMO—FHTYT, V) —XDEEMICIE IBES
NE-BEZERTIAEEOH I HEDY ) 12— avhEFATVET, —HOBEME Y M
[FEBDELWVERRAHIBEENHY FIHN MOERtE Y FIIXELWVLERREALVDIZEN
HYUET,

SO IvOEMICEEL-ZE, ZOBMICRSDCLEIITEELA, TOHRE,. C50DE
BIZLEa—BE@EICRTINEEA,

Windows 10%3%E179 %5 Computerl E WS ZRID Ty T by THAHY 9,

BEEWIZH 535S Computert (L, Wireless1& LS BRIOWI-Firy kT—J [CEBIMICEHK L
Gomputer1 BN EBIHICWireless 1S LG WK S ICT D BENH Y FT,


https://www.jpnshiken.com/q/12586-1137185/
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fRE Y—E X2 Y —I)Lh 5 Link-Layer Topology Discovery Mappert—E X #ESIZ L &
v,

NIFEEEZERLTVETN?

A. [T

B. LMVZ

T (EREERLET)

Eﬁ:ﬂ: 39

FCOBEREF RLOFVAFRRTI—EDERO—EHTY, V) —XDZERICIE IBES
N-BEZERTHAREMEOHIHEDOY) 2—avhEFEFRTVET, —SBOE/RE v ~IZ
FEHDELWVERENHIBENHY TN MMOEBEME Y FZIXIELVERENGZVGEEN
HYET,

CDEIavOBEMICEAZL-RIE, ZOEBEMICRAZLETEFRA, ZOHRR. CNODE
BIZLE a—E@EIZRTINEETA,

Windows10%# 32173 5Computert E WS ZRINDAVE 1 —4—"HY T T,

Application1 E WS BHTDH—E X ([F BRIZRT K S ITHEREINTULNET,

Local Computen
|Gm LDD'DH.] Recovery | Dependencies |
Log on as:
) Local System account

Allow service to interact with desrdop

Servicet

EEEERBRW

SEN licrosof

aA—H—hServicel 7HHO 2 b EFERAL TComputer (ZTHA A4 2L W DHhDT 7414 ILEHI
BrLI=C &MY ELT,


https://www.jpnshiken.com/q/12586-1137187/

aA—4H—I[&, Application TEASNTWAIDEFEALT AV E2a—2—1DTARY by FIZH
AA20FBEDITHA AV TERWI EEZHRBTIVLENHYET, V) a— 3> TIlE,
H/PNEOFEDRAEZERT IMNENHY FT,

fi#iR % Computer1T_LocalSystem7ho > b & LTHA V4 >F B & 5 IZApplication1 Z &Rk
L.V—ERIZTRY by TEDOREBEEHFAT A FzvIRYIRAEFUICLET, Servicel 7
Aov hEHIBRLET,

CHNIFEEEERLTHVETN?

A. [Ty

B. LMVZ

EfE: (EfEERTLET)

https://docs.microsoft.com/en-us/windows/win32/services/localsystem-account

Eﬁ:ﬁ: 40
Windows 10%E179 4a Ea—42—MHYET,
BRETITULIL ROBRIZREATWAEGIONRTAERELET,

=

reye

Network prof lelVIicrosoft

(® Public

Your PC is hudden from other devices on the network and can't be
used for pnnter and file shanng.

O Private

For a network you trust, such as at home orwork: Your PC is
discoverable and can be used for printer and file sharing if you set
it up.

Configure firewall and security.séttings

Metered connection

if you have a limitedidata plan and want more control over data
usage, make this.connection a metered network. Some apps might
work differéntly to reduce data usage when you're connected to
this network.

Set as metered connection

C® on

lp control data usage on th

FOy RO A a—2FRALT HISREINTVAERICEODVTERT— AV MERET
T H5EIZEDERRKREZZBRLET,
FEFNEFNROELLDERITIARS O bOMENHY T,


https://www.jpnshiken.com/q/12586-1137188/

To enable Windows Remote Management v
{(WinRM). vou must first [answer choice]. saf the Network profile to Private

Tun winrm qc aft the command prompt
turn off Metered connection

To ensure that Microsoft OneDrive syrics, you v
must first [answer choice].

set the Network profile to Private
 + | run winrm ge-at the command prompt

WV i offNIStered connection

To enable Windows Remote Management v
(WinRM), vou must first [answer choice]. set the Network profile to Private

runwingm ge at the command prompt
turn'off Metered connection

To ensure that Microsoft OneBrive svncs, vou v
must first [answer choice].

set the Network profile to Private

1 'L A run winrm ge at the command prompt
IMIICrOsOl off Metered connection
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RE<TUAO—FEINBJIFETTHEFBLESW, O—FKLEL SHREIV D aVICEL I EMNT
TFET, CNICEFEIMDDEELHY  FEFEIETEAD TR FEREMNGELSINMMMERA,
[RANIRE ODMERAIREIC G oz, ZNEV VI LTIREI DI VIZT7IVERLET , D
U a T A TRETCT—EDFIRVEERTLET  [FLEAEDHREES A TIRELREL
KIICFIATEFET A, —EBDOHEE QE—ELBEY 4T, S EWebH 14 F~DBEIRLEEL: &) (X5
FtEARARETT,

RAT7V T ZARTHRAINTVWSI R RV EEZTLEBERICEDVLTVWET ELMEZINIL,
BRRADEEDEIICERT OINIHETEHY F A FRVEERBICEITTEHE TDERY
DILIY FEERBTEET,

SROBRBIEEMIEESINTVWERA, CORBRTE BROSIHREETIIVLELH LGS
NHYFET EIRERTTHIDIIBHELGETORMEFERATEET, L BEIN-RFERA
[CoRBLVEREBRDOMD IR TOEI S aVERTTEALIIC KEZEVICEET ABEN
HYET,

FHRRNTRANIREVEI I LTHEEEZEETHE FRICRAIENTELRNI LITEEL
TLEELY,

A—HY—FE/NRRT—F
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CONTRSOYAdMniStrator
[Password [

WHEICHELT RORTA UERBREFERALET,

NRAT—FRZANTBICF [NNRT—FDAAIRY I RIZHA—VILEEE, TONRT— K%Y
Vv LET,

a1 —4—4% Contoso / Administrator

INRAJ— | PasswOrd !

UTORE®HRIE, TV ALY R—bDAHEBEHELTWET,

SRAVAAZ R 11145882
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Client1

Cliept2

Client3

DCA1

Client1I24 > X b—)LENTF=WebH—ERXMNTRX MIFERAINFET,

A—HF—HHTTPZHEA L TWebY—ERICERTETHL I EADMY FELT,

ClientI~DA /3 2 FHTTPE R 2RI T 2 ELAH Y FE T,

CDRARVERETTBICIE BERIDFELIIEHDOVE 21— —I2THA 4V LET,

IEfiZ:

To create an inbound port rule

Open the Group Policy Management Console to Windows Defender Firewall with Advanced
Security.

In the navigation pane, click Inbound Rules.

Click Action, and then click New rule.

On the Rule Type page of the New Inbound Rule Wizard, click Custom, and then click Next.

On the Program page, click All programs, and then click Next.

On the Protocol and Ports page, select the protocol type that you want to allow. To restrict the
rule to a specified port number, you must select either TCP or UDP. Because this is an incoming
rule, you typically configure only the local port number. TCP port 80. When you have configured
the protocols and ports, click Next.

On the Scope page, you can specify that the rule applies only to network traffic to or from the IP
addresses entered on this page. Configure as appropriate for your design, and then click Next.
On the Action page, select Allow the connection, and then click Next.

On the Profile page, select the network location types to which this rule applies, and then click
Next.



On the Name page, type a name and description for your rule, and then click Finish.

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-
inbound-port-rule

https://en.wikipedia.org/wiki/List_of TCP_and_UDP_port_numbers
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F v k7—%IZActiveDirectory KA 4 U EENTWVET, FA A 2IZIE, Windows 105 3E1T9
%Computer1_Computer2_ & & U'Computer3& WS ZRINDIEDAVE1a—42—AEFEFNTLE
$,AVEa—3—ERLCLRY FT—V LIZHY Ry FT—VEEIHYET,
Computer1®WindowsDefender FirewalllZ[E RO RIZFRT H—/N\—fEGEOEF ) T4 )L—
IWINHYZFES,

Name | Endpoint 1 | Endpoint 2 | Authentication mode
Rule1l | Any Any Require inbound and
request outbound
Computer2®WindowsDefender FirewalllZ[& RO RIZR T H—/N\—fEEHKEOEEF1) T4 )L—
IWHYFET,

Name | Endpoint 1 | Endpoint 2 | Authentication mode
Rule1 | Any Any Do not authenticate
Computer3®WindowsDefender FirewalllZ[& RO RIZRT H—/N\—fEEHKEOEEF 1) T4 I)L—
IBHBYFET,

Name | Endpoint 1 | Endpoint 2 | Authentication mode
Rule1 | Any Any Require inbound and
request outbound
TRTOESGEEF L TaIL—ILEEMIZHY a2V E1—42— KerberosVS) FZRIEATDAH %
FERYTDEIITEBAREINET,

RODBEAT—RADVRZIDWT RT—FAY MDtrueDBEX [TV ZBIRLET, FLLUSND
BRI [VWWOA]ZEERLET,

I OBEREEAENIRA D FOEELAHY FT,

Statements Yes No
If Computer1 initiates communication to Computer2, netwark teafficwillFbe encrypted. O @
Computer2 can establish communicatians to Computer3. O O
If Computer3 initiate Jmmﬁh&hatiﬁn to Computer1, network traffic will be encrypted. Q Q

1Efig:



Statements Yes No

If Computer1 initiates communication to Computer2, network traffic will be encrypted. O @

Computer2 can establish communications to Computer3. O O

If Computer3 initiates communicationte Computert, network traffic will be encrypted. Q O
References:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-
authentication-request-rule
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User6 DT EH ZiE=-d ENHYET,
HEFMETLHENEN?

A. XA A >DGroup2h bUser6 IR LET,

B. User6 % K * 4 > MRemote Desktop UsersZ JL—FIZEMLET,
C. User6 % Computer2®Administrators 4/ JL— FIZBML E T,

D. User2 % Computer2d®Remote Desktop Users¥ JL— 12BN L £,
g (EfEZRELET)

B 44
ComputerAD BRI EBEH EHm-TRENHY T,
BHEEDS O VWERTIRENHYFEITM?

A. 148

B. 104

C.5%

D. 180H

E. 308

Eff:E(QAV MEHEEKT D)

References:
https://www.thewindowsclub.com/delay-defer-feature-updates-365-days-windows-10
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FCOBEREF RLOFVAFRRTHI—EDERO—EHTT, V) —XDZERICIE IBES
N-BEZ2ERTIAEEOHIHMEDOY) 12— 3 vhAESFEATOET, —HOEMt Y M
FEHDELWVERENHIBENHY TN MOEME Y FZIXIELVERENGZVGEEN
HYUET,

COEVIVOBEMICEAEZELZRIE TOBMICRSAZLETEFRA, ZTOHE. CNoDE
MIZLEa—E@EICRRINFEREA,

Windows 10% 32179 5Computert E NS ZFIDAVE2—4—"HYFET , ZNaAVE1—4—
[CIE AT —DREENTVWET, T+ I —ICEEET—EANEENTVET,


https://www.jpnshiken.com/q/12586-1137192/
https://www.jpnshiken.com/q/12586-1137193/

THILE—DRBEHRHRY THILE—HND I 7AILVEERBRIVEIRT 21— —%05IC
BT OIMVENHYET,

ERR JANT—DTONRTADOEERELZERL O—HILTIL—TR) —DEER)
VWO EEBETALY NI —ERTIOEREBRELET,

HIFBEZERLTVETMN?

A. [T

B. L VR

IEf#: (EffZzRnLET)
References:

https://www.netwrix.com/how_to_detect_who_changed_file_or_folder_owner.html

B 46

contoso.com & LS & RiIMAzure Active Directory Azure AD) T+ > kD&Y F£9,

Windows 10% 32179 5Computerl E VNS ZRIDT—I J)L—TaAEa—2—h"HYET,
Computer1%contoso.com|ZBMT Z2HEMRH Y £,

fAlZESRETIMN?

A d E1—4—NDEE

B. dsregcmd.exe

C.EETTY

D. netdom.exe

EfE: (EfEZRRLET)

You join a computer to a domain, including an Azure AD domain in the Settings panel in Windows
10, under System->About References:

https://aadguide.azurewebsites.net/aadjoin/

A AHI7EMD-100J 1 RE SR [LJPNTest.comigfit S MD-100J5RERICEH T 5 Z LICRICIIBF
9 ! JPNTest.comlE 5 =FHTMD-100J5RERHRESR Z 1214 L £ 9, JPNTest.com MD-100J5 E& 5
BEELIEHEINEFL, CCTMD100JEEEDTRA FI VDU EFICANET T, &I
D7 Yt R _ https://www.jpntest.com/shiken/MD-100J-mondaishu B79f, 3 0% « Ao >

k. 45R174EI5| o — F: JPNshiken|
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Windows 10% 3179 5Computerl E WS ZRID AV EL—2—BHYET,
Computer!1 T, ROKRITRT O—AILI—F—ZERLET,


https://www.jpnshiken.com/q/12586-1137194/
https://www.jpnshiken.com/q/12586-1137195/
https://www.jpntest.com/shiken/MD-100J-mondaishu

Member of

Users
Users, (Guests
Power Users,

Guest

Guests, Users,
Administrators

Users, Distributed
COM Users

BA1—H—PHALUFI9 LR ED3IDDI—HF—TOT7AIILNRBEINET M2 FNEN
DERIE V)a—2avD—8HERLTWET,

F FENEFNOELWLDERIZIRAS Y FOMIENHY T,

A.1—H—4
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v b7 —2%[ZActive Directory KA 4 UMNEENTULVET, KA A (21, Windows 10%#E1T9
% Computer1$ & U'Computer2&E LN S ARID2ED AV E 21— —DAEFENTLET,
Computer2W LA MY I T4 2 —%FERAL T, ComputerlDL SR MY ZERTIHENHY
FY,

ED2DDLPRMNYNA TEERTEFITMN? ETNETNOEREE, V) a—23>D—EERL
TWEY,

F FNEFNOELLERITIRS Y FOMBENHY T,

A. HKEY_CLASSES ROOT

B. HKEY_USERS

C. HKEY_LOCAL_MACHINE

D. HKEY_ _CURRENT_CONFIG

E. HKEY _CURRENT_USER

IEfR: (EfEZRTLET)


https://www.jpnshiken.com/q/12586-1137196/
https://www.jpnshiken.com/q/12586-1137197/
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Windows 10 E{TL TSV Ea—43F—DRy FIT—VEGEO S TN a—T4 0T %T>
TWET, AVEa2a—2—([IMEMIZRY FT—VIZEBESNTVEIN NV —AHLoD
2V NI—=D 37490 FHEEBELET,

AVEa—RICTCP/IPRE YV EBA VA M—ILT DBENHYET,
fAIZRITTEIRENHYFEITN?

A. necsh intipreseca< > F

B. Resec-NetAdapcerAdvancedPropercya < > KL w k

C.netcfg-da<vw > F

D. Debug-NecworkControllera< > kL v k

IEfE: (EfEERTLET)

Reference:

https://howtofix.guide/reset-tcp-ip/
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CLIENT1& WS &RTIMa Y E 2 —4% —([ZWindows10Prox 4 > A F—JLLE T,
CLIENTITIRTDA—HF—EDH—EXRDNEMCHE>TWS I LZHBTIVLENHY F
T, DY) a—2a Tl EBEZZRIMRICHIZSIBELHY FT,
fAIZESIRETIMN?

A JIL—TR)—EBTFUTL—F

B. T/\A AIYXR—T v —

C.ARYIFR—Tv—

D. JIL—T R —DEFE

Ffa:D(AAV FEEKRT D)

References:
https://docs.microsoft.com/en-us/windows/application-management/per-user-services-in-windows
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Windows 10%3EfTL Windows7 A AV 7Y ET7AA4 A2 & v b Windows ADK) A4
VA R=lLENTWAComputertE WS EZRIDAVEa—42—hAHY FET,

Computer (21X RDORIZTFT K54 ThHYET,

Letter Descrintion
C Operating system: =~ °
D Data drive
E DVD drive that contains the Wincows q00nstallation files

Windows10DEAGE T 7M1 ILEERT ARENHY FT,

HEEIERADICAETRETTMN?

R: Windows ¥ % X & 2 527K & Tnsenrwiinz MEndonsA 4 7 5 PERERIE Y, 5 1 JE
M5 [Install.wim]Z:Z#IRLE T,

C. Windows >V A T LA A =X f—Dr—h 5 [WindowsS * —PDER|FERL, K54 TE


https://www.jpnshiken.com/q/12586-1137198/
https://www.jpnshiken.com/q/12586-1137199/

M i5[Bootwim]Z&EIR L ET,

D. 774 )L T Y RXTO—5—h 5 BootwimZx K54 JEMDL K54 JDICaE—LET,
IEfE: (EfEZRRLET)

References:
https://www.windowscentral.com/how-create-unattended-media-do-automated-installation-
windows-10
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ECOBEREI BLLFIAZRERTIH2—ECERO—EHTYT, DU —XDEEMICIE BEES
N-BEZERTHEBEEOHIBBEDY) 2 —>avhNEFRTVET, —SBOE/RE v ~IZ
FEHDOELWVERRLHIEZELNHY FIH OB Y FZILE LWEREAGZMEGEN
HYET,

ZDEIaVOEMICEZLERIE, TOEBERICRAZEIEITEERA, TORER. ChoDE
BIZLE a—E@EIZRTINETA,

User2& VS BRITD 1 —H—(Z1E, Windows 10%#3E1T9 SComputer2& W5 ZRTID IV E 21—
A—nEH Y E£9, User2ld user2 @ contoso.comZ{#F L TComputer2 % contoso.com(Z& N &
TFT,

Computer1(ZI& Folder1 E WS BRID T A LT —NEENTULET, Folderll K54 JCIZH
) Share1é LTHEAEEINTULET, SharellZlF ROKRIZRTHERNHY £9,

Group Share permission
Evervone Full control
AzureAD'\userl @reontoso.com | Owner

User2& VS BRITD 1 —H—(Z1E, Windows 10%#3E1T9 SComputer2& W3 ZRTID IV E 21—
A—nEH Y F£9, User2ld user2 @ contoso.comZ & A L TComputer2 % contoso.com|Z& 0 &
TFT,

User2iZShare1 AN 7Vt R EHA RDIS— A vt—C2ZHMYET, B—HF—RF-(E
INRAT—FARELL HY EFRA, | User2hSharel ITHERTED L2 HRIT ILENHY FT,
fi#RE Computerl(TO—HILTIL—TEERKL Guest7 ho o bEJIIL—TI2EBMLET,
Share 1 "D IV—TEET7 IV REEZRFELET,

CHIZBEEZEFZERLTVWWETM?

A. [T

B. LMMVR

EfE: (EfREERLET)
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RETLoNO—FEINBIETHEHFELLESVW, B—FLEL SREI S aVITED I EMNT
EFET, CNITEBAINDBEENHY | FHERIEIE2AED TR FHRENMGELSIDNFERA,
[RAN]REZ OAMERRIREICE o126  ENEV YV I LTSREI V3 VIZTIORALFET, CD
O VIAVTR A TRIRT—EDIRVERITLEY  FLALEDHRERXS A TIRELRL
FOICHIATEETN, —ARDHAEE Q E—LBEY F1F 5MERWebH A F~DBEIMEED &) [F5R


https://www.jpnshiken.com/q/12586-1137200/
https://www.jpnshiken.com/q/12586-1137201/

it EFRARETY,

RAT7VTIE, FRTHASNATWS IRV EETLEHBRICE SV TLWET , ELMEANIL,
ARV HEEDESITERT H2MNIBBCTIEHY FRA  FRIVEERICETTSHE TDIRY
DILDyY FEER/RTEET,

SRDOEFRIEERNCHRESNTOVELEA, CORBRTIE BROSREET T ILELNHDIEE
NHYET ESRERTTIDICHELETORMEFERTEET, L BESN-HKEA
[CoRBEVRBROMDIRTOEI S aVERTTEALIIC KREIZEVICEET ABEN
HYUET,

FHRATRANIREVE D)) LTHEEEEETSHE FRICRDAZENTERVILITEREL
TLEELY,

A—H—HZHENRXT—F

K

CONTSOYAdMhiSTrator
[Password [

MHEICHELT ROPTA UERBREFERALET,

NAT—FZEAATBICIE [NNAT—FDAARY I RIZHA—VILEBE TODINRT— K%Y
)y LET,

1 —+—% Contoso / Administrator

INX ) — | PasswOrd !

UTOERIE, 79 =hILYHR— DA ZEEHHELTULET,

FSRA D RA R 11145882
| e WFICOMF TO SFRVFR MANAGFR
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l Tasks | || Computers

Client1

e <"

Client3

Microsoft

DC1

aA—H—MmMClient2I2H A >4 >3 %1=TZ_C A Scripts \ Configure.ps1WNEITENB L5125
WEIHYFET,

CDARDERTITBHIZIE BEGIDFELIIEHDOOVE2—F—IZTHA A4V LET,

IEfiZ:

Go to the Start menu, type "Task Scheduler" and select it from the search results.



Programs (1)
|::a':.}

[ schedule computer tasks to run automatically, |

=

Microso

- See more results

[ task scheduler

Task Scheduler can also be accessed in the Control Panel under Administrative Tools.

In the right side of the Task Scheduler menu, under Actions, select "Create Task."
RS

Task Scheduber (Lecal) -
Connect to Anather Computer..

] Create Basic Task...

L Create Task.. (—

Inport Task...
| Display All Runriing Tasks
[s] Ensble AN Tasks History
AT Service Account Configuration
View 1]
3 Refrech
ﬂ Help Nicroso
On the General tab, enter a name and description for the task you're creating. Check the box
"Run with highest privileges." Once you have filled out a name and description, click the
"Triggers" tab, and then click "New." In this menu, under "Begin the task:" select "At log on."
Choose which user you would like the task to run for at log on. For our purposes, Any user.
Configure any of the applicable advanced settings you would like.
After you are finished configuring the new trigger, click OK and then select the "Actions" tab. Click

"New" to make a new action.



(® Create Task

 General Trig.gﬂs: Actions .Conditionsl Settings
r
New Action -

When you create a

You must specify what action this task will perform.
Action

Action: |Start a program
Settings

Program/script:
C:EW|ndows‘n§y;t¢r1;3;?\_¢venm r.msci-

Add arguments (optional):

Start in (optional):

rosoft ek (cme

Choose "Start a progrém" under the Action menu and then click "Browse" to point to C:\Scripts
\Configure.ps1.

Click OK to exit out of the Actions menu. The "Conditions" and "Settings" tabs can be left alone.
Click OK on the Create Task menu, and you are finished.

Reference:
https://www.howtogeek.com/138159/how-to-enable-programs-and-custom-scripts-to-run-at-boot/
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Windows10ZETL TW5a Y Ea—4—m208HYFET , aVE2—32—ET7—0 5 L—TIC
BLTWET,

FTARTOAVE21—42—TAdMIN1 EWSEFTDO—H )L 1—F—%ERT I2RENHY FT,
Admin1(Z_ Remote ManagementUsers 7 JL—TD A IN—THIDELHY FT,
HiatzlEfizxd o N ?

A. WindowstEf 7TH A4 F—h o TRE 3=\ r—IU%ERL £V Ea—4—T70
ESazZ inNyr—C#FETLET,




B. New-ADUsera <> KL v k &Set-AdGroupa Y > KLy FE2EITT IRV T rEERLE
ERS

C.O—AWLaA—H—JNL—TRYS—BELZECTIL—TRI)—FTTxy + GPO)ZERK
LEd,

D. New-MsolUsera< > K L v k &Add-ADComputerServiceAccounta < > KL v FE#ET9 %
R TREERLET,

IEfR: (EfEZxRTLET)

References:
https://blogs.technet.microsoft.com/askpfeplat/2017/11/06/use-group-policy-preferences-to-
manage-the-local-administrator-group/
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Windows 10%E179 5L\ DDAV Ea—3—"mMHY FET,

IR TH1—HF—[|ZMicrosoft OneDrive for Businessh’4 VX k—J)LENTWVET,
A—Y—([FHEEICTRI by TI2T7AMLEREFLET,

FTRTOI—H—H0neDrive for BusinessM s 7RI by TED T 7/ IILERETES L&

RIDRENDYFET,
ED2DODTI L avaERTTIBENHYFIN?ENENOEREF V) a—arD—8z
TLTWWET,

FENTADOELWMERIZIARS Y FOMENSHY £9,

A. ADMX$ & UPADML 7 7 14 JL%C A Users \ PublicDesktop \IZa E—LE ¥
B.XET7TVDNY I 7T KA TZEEBMLET

C. WindowsDEX&NI D T # )L F—%O0neDriveiR EICH A LY MIBEIT S LS ITHKT S
D. ADMX# & T'ADML 7 7 4 JLZC A\ Windows \ PolicyDefinitions|Za E— L £ 9

E. 774 FERETFF¥21 4> b%OneDrivelZRFE#ERLET

IEfE: (EfEZRRLET)

References:

https://docs.microsoft.com/en-us/onedrive/plan-onedrive-enterprise
https://docs.microsoft.com/en-us/onedrive/use-group-policy#KFMOptinNoWizard

B: 56

Windows10%ET9 %3 Ea—4—0HYET,
AVELA—3—FZRBITHIEETEETIN . YA UM 20T B2 ELIETEEFHA,

YV Ea1—42—%WindowsEI{ERIE WIinRE) TEFT HI2LELAHY EFT,
HEIAETEREN?

AL dVEL—43—DERZVIVET . aVEL—32—DEREZEAN F8X—ZHLFT,
B.aVE1—4—0DERZ2YIVET avEF1—2—DEREAN _FI0ZHLET,
C.H4a4 A VEIETShiftF—ZBLAEN G [BEZVYYILET,

D. Alt + Ctrl + Delete #10#RE# L& (T E T,

FfE:C(OAAV bEHREKT D)


https://www.jpnshiken.com/q/12586-1137203/
https://www.jpnshiken.com/q/12586-1137204/
https://www.jpnshiken.com/q/12586-1137205/

References:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/windows-recovery-
environment--windows-re--technical-reference
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FCOBEME RLCYSFTUAERTTH—EOEMO—EHTYT, PV —XDEEMICIT EBES
NEBEEERTIABMEOHIHMEDOY) 12— avhEFEATOET, —HOERtE Y ~IC
FEHDELWVERENHLIBENHY FIH MOEME Y FZIXIELOERENGZVZEN
HYUFET,

CDEVVIVOBEMICAZLIZRIE TOBMICRDZLEEXTEEFHA, TOHRE. CNO6NDE
MliEILEa—BEEICRRTEINTEEA,

Usert & LS5 BRTD 1 —H—I[E Windows 10% 3479 SComputert E VWS ZRID AV E a1 —2—
¥ - TLyE I, Computert(d, contoso.com & LY 5 & EiIMAzure Active Directory Azure AD) 77
v MZHMLTWWEY, Userlld user! @ contoso.comZ{Ef L T, contoso.com|ZComputer1|Z
smMLET,

Computer1(ZI&_ Folder1 E WS BARID T AL F—MNEENTUWET, FolderllE F5 4 ICIZH
) Share1& LTHBESINET, SharellZld ROKRIRIHEENHY T,

Group Share permission
Evervone Full control
AzureAD'\userl @eontozo.com | Owner

User2& VS BRITD 1 —H—(Z1E, Windows 10%3E 179 SComputer2& W5 ZRTID IV E1—
2—hHY £, User2(d, user2 @ contoso.com% {# A L T Computer2 % contoso.com|Z& 0 &
TF7,

User2i&Share1 "D 7V E R ERAA# RDIF—AvE—TE2RTRYEST, O—F—RF=(&
INAT—RFAELL HYFEEA, | User2hSharel [T TE 5L 2RI IVELNHY FT,
iRk Azure ADT _User1 &User2# & Group1 EWS RRTID Y IIL—TEERL L ET, Groupt
DERT Yt A¥EZEFolder |25 LE T,

NIFERZEZERLTLEIN?

A. [EL

B. L\ %

Eff: (EfEZRTLET)
References:

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-
and-2008/cc754178(v%3dws.10)
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Windows 10%3%£179 AComputerl E WS ZRIDA Y E1—2—MbHYET,
Computert D F IL—TRY—FTTxH b GPOID LS TN a—T4 T ETHo>TVET,
gpresult / useruser! / vZE{TL T ROBICRTHAZZITRMY F7,


https://www.jpnshiken.com/q/12586-1137206/

LEER SETTINGS

Last b Group Pobcy wies applad 1171172018 of 8 20 07 AM

Guowgy Poboy was appleod from Y

i3 y Folecy siow ink hraahckd. 500 khys
= LTERT
<Local Compulor

LiaCal Giroup Poboy usor 1
Local Group Pobcy

The usar 5 a parl of the lolkreing secunty groups

High Mandalony Lovel

Admanesirales. group

HorfcTramnG g Lisors
NT AL HIHII1 NIERACTIVE
CONSOLE LOGON
T Y Avihantcatod [sods

FAy FEY A =a—%ERALT,

THORZEDRRZEERLEY,
T ENETADIELLERITIARS Y

[Answer choice] applied to
Userl

To configure GPO settings

HIZRENTVAERICEIVTERTF— AV RERT
FDMIENHY I,

v

One local GPO is

One domain GPO and one local GPO are
Two local GPOs are

Two domain GPQOs are

v

that affect only Userl, you
must first [answer choice]

R -
ﬂ"ﬁ..mﬁ

open the Local Group Policy Editor console
open theﬁroup Policy Management console
ﬁ_@d%l.ﬁr@up Policy Object Editor snap-in to a console




[Answer choice] applied to \/ (i, v
Userl -

One local GPQO is

One domain GPO and one local GPO are
Two local GPOS are

Two domainGPOs are

To configure GPO settings 2 v

that affect only User1, you

: 2 open the Local Group Policy Editor console
must first [answer choice] %

open the Group Policy Management console

add the Group Policy Object Editor snap-in to a console

References:
https://www.windowscentral.com/how-apply-local-group-policy-settings-specific-users-
windows-10

B E: 59

Windows 10%3£179 %206 a Y E1—2—0HY £,

FTRTOOATMSHTRTDA R +EWindows 10% 5179 %5 Computer1 &LV S ZRTD I >
Ex—432—IlEETHEICTRTOAVEL—F—ZFEBRHLET,

ComputerIZH A VA VT 5& MDA VE2—32—HhoDEFa1UTAARNVNERRTEE
FAMDIVELA—FDLEEINIZMOTRTOARY FEHERTEET,

X1 T4A4RY FHComputer [ZEREIND L ZHRT HILELHY ET,

HET- I ZET HEMN?

A £a2FE1—42—T_wecutlac/q&EETLET,

B.&IVE2L—4—T XY MI—VHY—EXT7HIVrEAR AT —F—F)L—TIZE
mL%EY,

C.£&aYFEa1—4#—T _winrmqc-qZE{TLET,

D. Computer1 T, Computerl D7 AV > bEARY bOG ) —F—FIL—TIZEMLET,
Ffa:D(aA AV FEEKRT D)

References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/use-windows-event-
forwarding-to-assistin-intrusion-detection

EFI:IE]: 60

Windows 10% 347 L . adatum.com & LY 5 & BiIDActive Directory KA 4 2S5 ML TS
Computerl!E WS ZFTDIAVEa—2—0HYFET,

ROBIZTRT &L 512, Admint & LS BRITO L —F —hHComputer1[ZH A >4 > L whoamia< >
FEERITLET,


https://www.jpnshiken.com/q/12586-1137208/

B Command Prampt
c:\Usershadminl>whoami fuser fgroups /priv

USER INFORMATION

User Name SID

adatumadminl

GROUP INFORMATION

Group Name

5-1-5-21-4534338-1127018997-2609994 386-4602

; T‘;I'DE

Everyone

BUILTIN\Users

BUILTIN\Administrators

NT AUTHORITY'\INTERACTIVE

CONSOLE LOGON i

NT AUTHORITY\Authenticated u;grs :

NT AUTHORITY\This Organ1zatiun L

LOCAL

ADATUM \Domain Admins.

Authentication authprity asserted identity
ADATUM\Denied RODC, Password Replication Group
Mandatory LahgTﬁHeﬂ1um Mandatory Level

Privilege Mame* Description

‘===
“Well-known group
- Alias

Alias
well-known
well-known
well-known
well-known group
wWell-known group
Grn%p

well-known group
Alias

Label

group
group
group

Shut down the

Seshutdaﬁnpr1v11;gg
5&ChangeNut1f¥Pr1v11ege
L

seUndockPrivi
seIncreaseworkingsetPrivilege
seTimeZonePrivi 1E§E

C:\Usershadminl>
- —

=i

Bypass traverse checking
ge Remove computer
Increase a process working set
Change the time zone

Microsoft

system

from docking statio

FOYTA DA Za—2FALT HICREINTVLABEHRICEDODVTERT—FAVRERET
T HEEZEDERKREZERLET,
FENETNOELWLVERIINIARS Y FOBELHY T,
OnC terl, if Admin att ts t Davi h J
Mma;frﬁu:mnﬂ cnaic:]_emp i e Admmk'mjfbe prompted for credentials
Ad.rruni will be prompted for consent
. |Adiunl will be denied access
_ >, ¥|Device Manager will open without a prompt
On Computer], if Admin attempts to run the command™ v
penupl axan Atminisicaior, [aeyyer “"““"] ' Adminl will be prompted for credentials
Adminl will be prompted for consent
Q M ICIrOSH 1 will be denied access
Device Manager will open without a prompt
1E fZ:
On Computerl, if Admin attempts to open Device 4

Manager, [answer choice].

On Computer1, if Admin attempts to run the command

prompt as an administrator, [answer choice].

WMicrosoft

Admin] will be prompted for credentials
Admin] will be prompted for consent
Adminl will be denied access

pe’wce Manager will open without a prompt

h 4

Admin1 will be prompted for credentials
IAdminl will be prompted for consent
Adminl will be denied access

Device Manager will onen without a nromnt




Eﬁ:ﬁ: 61

Windows10% 32179 5Computert E N3 ZRTND AV E1—42—D"H Y F£9,
BEELAA— 7y TEFERAL TCComputertZHBESIL [J— rFOSEBIRLET,
T—hrATIT7A4INEEDTHILFITRESATVETAN?

A.C:\

B. C:\Windows

C. C:\Windows\debug

D. C:\Windows\Syscem32\LogFiles

IEfR: (EfEZERTLET)

Reference:

https://winaero.com/enable-boot-log-windows-10/

AZHI7TZMD-100JfERESR (FIPNTest.comigfit St MD-100J5HBR ([CEHE T H Z LITKRICILB F
9 ! JPNTest.com(I 5 &#HHTMD-100JHER [ RESR 1=t L 9, JPNTest.com MD-100Jz: &
BEFLIEHEINFEFL, CCTMDA00JEEEDTRA FI VDU EFICANET T, &R
D7 Yt R _https://www.jpntest.com/shiken/MD-100J-mondaishu B79f, 3 0%r « A ho

k. 4RI7%EI5|1a— F: JPNshiken|

B E: 62

FCOBEME RLCYSFHUAZRTTH5—EDQEMO—FH T, V) —XDEEMIZIE IBES
N-BEZERTHABEMEOHIHBEDY) 2 —>avhEFATVET, —SOEBE Y ~C
FEHDOELWERRABHLIEELHY FIHN, MOEME Y FIZILE LWEREALZGEEN
HYET,

CDEIaVOEBEMICEAELE-RIE, TOEMICRSAZLIETEFRA, TORR. CNODE
BIZLEa—BE@EICRTINEEA,

User2& LS BRTD —H—(Z1E  Windows 103179 5Computer2&E WS ARIDI U Ea—
A—MdH Y E£9, User2ld, user2 @ contoso.comZ{# A L TComputer2 Zcontoso.com|Z& N &
TFET,

Computer1(ZI&, FolderltE WS BRID T+ ILF—MNEFNTULVET, FolderllZ K54 JCIZH
Y Sharel& LTHEINTWNET, SharellZld RORISRITHEBELSHY FT,

Group Share permission
Evervone Full control
AzureAD\userl [@contozo.com | Owner

User2& LVS3 A RITD 1 —H—(Z1&, Windows 10%#3E4T9 SComputer2& WS ZFTID IV Ea—
A—hmEH Y F9, User2ld user2 @ contoso.com% & A L TComputer2 % contoso.com|Z& N &
WsgrgtdShare I ~D7 V£ R EHA RDI5—* v t—UFZITRYEST, B—H—FF=(&
IRAT—FARELL HY ERA, | User2hSharel TR TEA L E2HRIT ILENHY ET,
f#RE Computerl |ICA—AILA—H—FhO U FEERL O—hALThO U FEFERLT



https://www.jpnshiken.com/q/12586-1137210/
https://www.jpntest.com/shiken/MD-100J-mondaishu

Share1|Z##td 5 & S ITUser2IZfE R L E T,
CHIFEEEERLTHVETM?

A. LMIVZ

B. &Ly

Eff: A(Q AV RERKRT D)

Eﬁ:ﬂ: 63

Computer1 & Computer2h 5 IE#[ZpingTE AWindows10a VY Ea—42—lEENTT A ?RET
BICIF EEEETEYGA T a v EERLET,

F I OLZBRRIEIZENAZENIRAS D FOMMENHY 7,

Computert: v

Computer2 only

Computer3 only

Computer2 and Computc?r?,k  ~ft
No Windows 10 computets O

Computer2: v

Computer1 only
Computer3 only

Computer1 and Computer3

No Windows 10 computers
1EfiZ:

Computer1: Microsoft ]

Computer2 only
|Computer3 only
Computer?2 and Computer3
No Windows 10 computers

Computer2: v

Computer1 only
Computer3 only
Computer1 and Computer3
[No Windows 10 computers



https://www.jpnshiken.com/q/12586-1137211/

Eﬁ:ﬁ: 64
RORIZRITAVEL—EF—HIHYET,

Name Windows 10 edition Servicingchannelit
Computer1 | Windows 10 Education Semi-annual
Computer2 | Windows 10 Pro Semi-annual
Computer3 | Windows 10 Enterprise Semi-annual

20H2HEREDEHT (L, B M FIAAREICH Y REBALET,

BDKEET v TT— hEA VR F—LEFIT FIVE21—2— 2y ADY—EREHR—
LETH?EET ZICIE, BEESTHEYGA T a vEBRLET,

A VDBRIEERENIRS Y FOEEAHY ET,

Computer1: \

6 months
12 months

18 months
30 months

Computer2: \

6.months

12 months
18 months
30 months

6 months
12 months
18 months

30 months
1Efig:



Computer1:

6 months
12 months
18 months
[30 months

Computer2:

6 months
12 months

|18 months |

30 months

Computer3:

6 months

12 months

18 months/icroso
30 months

Reference:
https://docs.microsoft.com/en-us/windows/deployment/update/get-started-updates-channels-tools

B 65

Windows 10% 3179 %5Computert E WS ZFTD AV E1—42—hHY F9, Computer1[ET—2
TL—TIZHYET,

Computer1 21X RORIZRT OA—AILI—HF—HREENLTLET,

Name Member of

Administrator Administrators, Users

User1 Users

User? Lsers

Computer (21X RORITRT T ILET—MEENTVET,
Name Path

Folder1 C:\Folder1

Folder2 D:\Folder2

Folder3 E:\Folder3




Users% JL—7IZI& Folder1 Folder2 8 & UFolder3I2®d 5 7/)Lay bA—ILDT Y & XA
nHYET,

User1lX EFS%{#MA L T Folder1 AMDFile1.docxd & UFile2.docx & WS BRID2DOD T 7 A L%
EEIELET,

EDA—HF—MNEI7ANEBIHTESTEIN?2BAETHICIE AEEHTEU LA T a0 %R
RLFET,

F FNFADOELWERIZIARAS Y FOMENSHY F9,

Users who can move File1.docx to Folder2: v

Userd only
User1 and Administrator only
User1, User2, and Administrator

Users who can move File2.docx to. Folder3: v

User1 only
\/| Usert-andAdministrator only
User1, User2, and Administrator

Users who can move File1 . docx to Folder2:

UserT.only
Liser1 and Administrator only

User1, User2, and Administrator

Users who can move File2 docx ta'Folder3: v
User1 only
Usar! and Administrator enly

11 Userd andAadministrator

Eﬁ:ﬁ: 66
Windows 10ProZ£17¢ 43V Ea—42—h"HYFET , A VE1—F—IZ X ROKRITRT 1—
H—NEFLTUVET,

Name BWn1ticrosoft Description
User1 Member of the local Administrators group
User2 Standard user
User3 Standard user

A—AILDTIL—TR)S—ATZ x4 b GPO)ZEFEAL T, O—AH/LOAdministrators 5 JL—
TDITRTDAVN—[ZH LTIDDRETIL—TZHEHEL TRTOIEEEEIZR L THDHRTE
TIWN—TZEET IDLELHYFET,

HEIAETHEREMN?

A.runasav 2 FZEFERALT £1—Y—& L TGpeditmscZRAEET,
B.mMmcEFERFAELTEITL IN—TRI—F Tz bI T4 8—RF v TA V%2



BMLES,

C. Gpeditmsc#User1& L THIE 200 EEATYIL—FEEBMLET,

D.mmc#%Userl& LTEFTL X2 T4 T T L— b RFy TS o H2EEMLET,
EffE:B(AA U FEHEKT D)

Add the Group Policy Object Editor snap-in twice. Select Browse > Users > Administrators when
you add the first snap-in and select Browse > Users > Non-Administrators when you add the
second snap-in.

B 67

Windows10ZEfTLTW5a Y Ea—42—0HYFT, a2 E 1—42—[FAzureActive

Directory Azure AD) T3 > FIZZ&i0L MicrosoftintunelZ&8x=NTLVET,
RDBEHEFB-IANTTRIVEBERTOYV ) 2—2 3 v EHRTIVLELNHY T,
EEEF 21— —DavE1—42—ICERELT 12— —%2E—FTXETILELHY
Y,

) E— MEGE, EBENRBTOIVLENHYET, A~V —FEEZRBITILENHYET,
A—H—LEBEOMAN, I—F—DAVE1—F—DEEZRTTCEIDHENHYFET,
EEEZ £ EF1—42—0OAdministrators S IL—T DA U=, LTT7 TV 5— a3 VEET
TEODENHIEREMADIENTETILENHYET,
EDY—IVEHEICEDHDIDLENHY FITH?

A JE—FTRY bYT

B.41>Fa—>

CUVE—F7VREVRA

D. VAV 7R

Eff: (EfEZRTLET)

References:
https://docs.microsoft.com/en-us/mem/intune/remote-actions/remote-assist-mobile-devices

ESEﬁ:GB
RDAVTUYEETReglregt WSEZRID T 74 ILHABHY T3,
Windows RegistmgyEditor Version 5.00

[HEEY CLASSES ROOT\Directory\Background\shell\Notepad]

[HREY CLASSES ROOT\Directory\Background\shell\Notepad\command]

="notepad.exs"

T7ANEAVR— T BELEEDESBEELHYETM?

A. command & WLV BRIDF—TIE, 77 4+ /L MMiElEnotepad.exel ZBRESNFET,
B. A ERE VS BRIDF—TIE, 37> FEIZ@ = "notepad.exe"[ZEREINFE T,

C.command& L5 ZRIDF—D &R notepad.exelCEB S NFE T,
iR (EEEERLET)


https://www.jpnshiken.com/q/12586-1137215/
https://www.jpnshiken.com/q/12586-1137216/
https://www.jpnshiken.com/q/12586-1137217/

BH: 69

Windows10%&ET9 5Computerl E WS ARIDT—V FIL—TaA Ea—42—h"HY F

4 _Computer1[ZIZ52D A—AIL1—HF—TFHH Y FAEFEFRATVET,

Computer2H A VA4 VT 23 RXRTOLI—HY—IZ TRI by TDERE L Timagel.jpgs L5
BRHIDEBIRREINDSGLIIZTIVLENHYET,

HETIEMETEHEIREN?

ABET7IT)DE BEREEEEELET,
B.A—ALTIN—TR)—IT 43— TR MY TEEZEELFET,

C. Image1.jpgM £ ’il #Desktop.jpgZZE L _ E{& % C \ Windows \ system32 \ folder[ca E—L
FY,

D. Image1.jpgM 4 Hil & Desktop.jpgIZE & L E{§ % C )\ Users \ Default \ DesktopfolderlZa E—
LEYT,

IEfig: (EfERELET)

References:
https://www.top-password.com/blog/set-a-default-background-wallpaper-for-windows-10-desktop/

BRE: 70

Microsoft 365 EnterpriseE3S 4 2 A &H>TWVET,
Windows10% 32179 5Computert E WS ZRIDaVEa—4—RHYET,
AMDAVEL—F—DWebT 5O —%FAL T, Computerl D7 7AIJLICT O EATESRZ &
ZHERTIOILENHYFET,

fAIZBRT 2BRELAHYEITM?

A BRET7T)THREZRIT S

B. 774V ITYRTA—F—TFTRY by TF7TY

C. MicrosoftOneDrive T X9 by TF7 71)
D.E{XETTUDTIAHIL LT T

Ef:C(OAV LEHRKT D)

ESFH-71

FRAEEOOAVEL— 4 —FERTHEV )1 —a VEREETINENDY T,
&ﬁf:liﬂ’é‘d’é/\%b\? BZETSICIE EEEETEYLGA T a vE&RLET,
EFNREFNOELVERITIARAS Y FOBELSHY T,

Tool to use; - b
| Microsoft Deplovment Teolkit (MDT)
[1‘. indows AutoPilot
l"ﬁ. indows Configuration Designer

W mdc-'-w Deployment Services (WDS)

File type to create | Y
{CAB

PPEG
W
v



https://www.jpnshiken.com/q/12586-1137218/
https://www.jpnshiken.com/q/12586-1137219/

Tool to use: Y
Microsoft Deployment Toolkit (MDT)
Windows AutoPilot.

Windows Configuration Designer

'MAGOWS Deployment Services

File type to create: Y
CAB
| PPKG
XML
References:

https://docs.microsoft.com/en-us/windows/configuration/provisioning-packages/provisioning-
install-icd

Eﬁ:ﬁ: 72

Windows 8.1 %1734 52 v Fa—4—MNHYUET,

Windows 10~DA > TL—XT7 v T L—FEEFTL&LIETHE TVEL—F—ERVDE
EERICEEHCEKBLET,
AVE2L—3—DOty b7y 7OV ERTTILENHYET,
EDQTHNLFIOTBREERTVETM?

A. \$Windows.~BT\Sources\Panther\

B. \Windows\Logs

C. \Windows\Temp

D. \$Windows.~BT\Inf

IEf#: (EffZzRLET)

References:
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/windows-setup-log-
files-and-eventlogs

B 73

RETLUAO—RFEINDFETEHFLLL SN, O—FLEL SREI D aVICED I EMNT
FFET, CNICIEIBAIMIDDEZELHY  FHEFEIETEADO TR FERMNSZE LSIDNMERA,

[RAN]RE ODMERAREICGE > FNE V)OI LTIREI a3 VIZ7OEALET, 2D
O I VTR FATRETC—EDIRVEZETLET  FEALDORKEET A TRELRL
KIICFIATEFET A, —EBDHEEE QE—ELREY 4T, S EWebH 1 F~DBEIFLEEL: &) (FEX
AT EFRARETY,

RAT7VTIE SHRTHAIN TSI Z RV EZRTLEBRIZEDSVDTLET , EVMEANIL,
ARV EEDESITERT H2MNIBETIEHY FRA  FRIVEERICETTEHE TDIRY


https://www.jpnshiken.com/q/12586-1137221/

DILIDY FEERBRTEET,

SROBRIEEMCEESNTVERA, CORBRTE BHROSHKREETITIRELHDIIES
NHYFET EOIRERETTIDICRHELRLEITOBBZERATEEY, f7Z L BT SN-HFHERN
IZoRBLURBOMDIRTOEI L3I VERTTESLSIC BEZEVICEET SHLEN
HYFET,

FHRATRANIREVED )y LTHEEREZEETSDE, FRICRAIENTELRNI LITERL
TLIEEELY,

A—H—HENRRT—F

K

CONTRSOYAdMniStrator
[Password [

DHEICHELT RORTA UERBEREFERALET,

NRAT—FRZANTBIZF [NNRT—FDAAIRY I RIZHA—VILEEE TONRT— K%Y
w9 LET,

a1 —4—4% Contoso / Administrator

INX ) — K PasswOrd !

UTOR®HIE, TV hILYR—bDAHEBHELTVET,

SRA VAAZ R 10921597



‘Tasks | ‘ Computers

Client1

Cliept2

Client3

DCA1

Client2dC F 5 4 T DFolder1 & LS ZRID 7 #+ LA —IZPrivate.txt& LN S ARID 7 7 1 ILEERK
TOABENHYET,

Private.txtZ BS54t L  Userl & L\ S BEID 1 —H —HPrivate txtD AV TF UV ERERTESH K5I
TEOLENHYET,

CDARVERTITBHICE BEGIDFLFEHDOVE2—F—ITHLA 12V LET,

1E fiz:

After creating Private.txt and saving it Folder1, right-click on the Private.txt, and select Properties
from the context menu.

On the General tab, click Advanced. Next, check the box "Encrypt contents to secure data" and
click OK.

A window will pop up asking you whether or not you want to encrypt the file and its parent folder.
Select the "Encrypt the file only" and click OK.

Private.txt will now show its file name in green color.

Right-click Private.txt and then select Properties.

Click Advanced on the General tab.

Click Details on the Advanced Attributes tab to open the User Access dialog box.

Click Add to open the Encrypting File System dialog box and then select User1.

Click OK to add User1 to the list of users who have access to the file.

Click OK until you've exited out of the dialog boxes.

Reference:
https://www.top-password.com/blog/password-protect-notepad-text-files-in-windows-10/



https://sourcedaddy.com/windows-7/how-to-grant-users-access-to-an-encrypted-file.html

Eﬁ:ﬁ: 74

Windows 10ProZ=®£{TLTWW%avEa—4—(HA V1V LET,

BEB#ZR 2VE21—4340E—TJF—FLRY NIV TEBMICESHTLHZLEZHRET HILE
nHYUERT,

BEESA T aVEBHTAICIE AE2ERTILENHYETM?

A. bootcfg

B. BCDEdit

C. Windows Y R T LA A —2 7 x—¥ v — Windows SIM)

D. bootrec

EfR: (EffzRnLET)

Reference:
https://www.lifewire.com/how-to-force-windows-to-restart-in-safe-mode-2625163

BfE: 75

RE<TUAO—FEINDIFETTHEFLBLESW, O—FLEL SHREI D aVICELC I ENT
TFET, CNICEFHAIIDDEELHY  FEEEIEEAD TR FEEMSE LI EREA,
[RAN]RE OAMERAREICAE > ENEV VY I LTIREI I VIZTOVRALET, 20D
O I VT, A TRETC—EDIRVEERETLET  (FLEALDOHEES A TRELRL
KIICFIATEFET A, —EBDHEEE QE—ELBEY 4T, S EWebH 1 F~DBEIRLEEL: &) (X5
FtEAFARETT,

RATV T, SARTHRASN TS IRV EEZTLEBERICEDVLTVET SR IL,
RRADEEDESITERT ONEBETESHY FEA, FRIVEZERBIZETTSE TDIRY
DYLOyY hEEBTEFET,

SROBRBIEEMIEESINTVERA, CORBRTE BHOIHREETIIVLELH LGS
NHYFET EIRERT T HIDIIBHELGETORMEERATEET, L BEIN-FHFERA
[ZSRBELUVRBROMDIRTOEI L aVERTTESLIIC HEZHEYICEET SHLEN
HYET,

FHRRNTRANIRE D ED )y LTHEEREZEETHE FIRICRLAIENTELRVI LITEREL
TSy,

A—H—FE/NRRT—F


https://www.jpnshiken.com/q/12586-1137223/

K

CONTRSOYAdMniStrator
[Password [

WHEICHELT RORTA UERBREFERALET,

NRAT—FRZANTBICF [NNRT—FDAAIRY I RIZHA—VILEEE, TONRT— K%Y
Vv LET,

a1 —4—4% Contoso / Administrator

INRAJ— | PasswOrd !

UTORE®HRIE, TV ALY R—bDAHEBEHELTWET,

SRAVAA R 10921597



‘TaSks | l Computers

Client1

Cliept2

Client3

DCA1

UsertE WS EZRTIDA—AILI—HF—HClient2AD ) E— FTRY by TEHKEEHILITES &
THRTIVENHYFT,

CDRARVERTITBHIZIE BEGIDFLIIEHDOOVE2—F—ITHA A4V LET,

IF fig:

Add User to Remote Desktop Users Group via Settings App

Open the Settings app on Client2 and go to System -> Remote Desktop. Click on the Select
users that can remotely access this PC link on the right side.

When the Remote Desktop Users dialog opens, click on Add.

Click on Advanced.

Click on Find Now and then select any user account you want to add to the "Remote Desktop
Users" group, and click OK.

Click OK and you're done.

Reference:
https://www.top-password.com/blog/add-user-to-remote-desktop-users-group-in-windows-10/

BR: 76
v kTJ—72IZActiveDirectory F A £ UNEENTWVET, FAA VICE RORICRT IV
Ea—4—"E8FLTWET,



Name Operating system
Computer? Windows 8.1 Enterprise
Computer2 | Windows 10 Pro
Computer3 | Windows 10 Profor Warkstation
EMa 2 E 1—%—TWindows10 Enterprise~DA > T L—R 7y T L—KERITTEFET
m?

A. Computer3®

B. Computed$ & U*Computer3d &

C.:tED#

D.itEShFET, 5B FEH, & & UComputer3

Eff:D (AU FERKT D)

References:
https://docs.microsoft.com/en-us/windows/deployment/upgrade/windows-10-upgrade-paths
https://docs.microsoft.com/en-us/windows/deployment/upgrade/windows-10-edition-upgrades

BAxNHI7EMD-100JfEEE [FJPNTest.comizft St MD-100JERBRICER T HZ LITRICIL B F
9 ! JPNTest.com(d 4 &x#HTMD-100J5XExE AR 12 L £ 9, JPNTest.com MD-100J5X ER
BREFL S FEHSINELZ, CCTMD100JIEEEDTA FI VD VEFITANE T, &FIR
D7 Yt R _https://www.jpntest.com/shiken/MD-100J-mondaishu B79f, 3 0%r « A ho >

k. 4BI7%EI5|1a— F: JPNshiken|

B 77

Windows 7% %179 5Computert E NS ZRIND IV E1—42—mHY £3F . Computer1 (2l hH R
AIARXEINT=TAT 74 ILEH DUserlE WS ERIOA—AILA—F—hLHY FT,
AVEaA—3R—1T FS4TZE2T4—< v T ITWindows 1009 ) —2 A VR b—)LEEST
LET,

User1 M % E ZWindows7H 5 Windows 1012179 2ENH Y £I,

ED2DDTI a3 VvERTTIVELNAHYFEITN?EZTHICIE BULGETI 3 EELL
B—y MRS T LET . &7 avid 18 E#HE FEEFESELFERLAEVEENH
VET RAVBTHREN—2 RS9I T5hN avTUOYERTTBICIEIRIO-IILT HLE
NHHEELRHY FT,

FEFNRFNROELVERIFIARS > bOMEESHY T,


https://www.jpnshiken.com/q/12586-1137225/
https://www.jpntest.com/shiken/MD-100J-mondaishu

Actions Answer Area

Run scanstate.exe and specify the C:\Users First action:
subfolder.
‘Run loadstate exe andspec:f’v the C-\Users
subfolder.

Run scanstate exe and specify the C:
\Windows.old subfolder.

Run loadstate exe and specify the C:
\Windows.old subfolder.

Run usmutils exe and specify the C:\Users
subfolder.

Second action:

Run usmutils.exe and specify the C:
‘Windows.old subfolder.

1E fiZ:
MicrEEB:

Run scanstate.exe and specify the €: Users First action: || Run scanstate exe and specify the C:\Users
subfolder. subfolder.

Run loadstate exe and specify the C:\Users Second action’ | Fu2 loadstate exe and specify the C:\Users
subfolder. subfolder,

Run scanstate exe and specify the C:
"Windows.old subfolder.

Pun loadstate exe and specify the C:
\Windows.old subfolder. -
Bun usmutils.exe and specify the C:\Users
subfolder.

Run usmutils.exe and specily the -
\Windows.old subfolder.

L

References:
https://docs.microsoft.com/en-us/windows/deployment/usmt/usmt-how-it-works

B 78

ECOBEREI BLCYFIAFRTT S —EFEDEBOD—EHTY, V) —XDXEMICIX IBES
NE-BEEZERTIAEEOH I HEDY ) 12— avhABENTVET, —HOEMtE Y MIC
FEHMDE L WMBRENHSEENHY FTIHN MMOEMEY FZIXELWVERENLZVEEN
HYET,

CDEIVVaAaVOEMICEZLERIE, TOEBERICRAZLEIEITEFERA, TOHER. ChoDE
MiZLEa—EREICRRTSNhERA,

Windows 1032174 5 T/\A RZBEELFET,

1VADERFA—H—H Sl CHERABR SN TWSGEFRICEBESLEST, RE1—Y—(FXZ D5
FTIC3BERFELET,

RITH, TRTOWindowsEFH TOT S LNF I O—RFENBVWESIZTEIRENHY ET,
V)a—2a3 Ik BFA—IWNEAVEI—FY ANDT I CAZWHIFTIHRY FHA,



R BT TVDEHFEEFL T4 0 BEFO—FELEZAVICLET,
NFERZERLTHEIHN?

A. [ELy

B. LMV R

Ef:A (DA LEHEKT D)

References:
https://www.makeuseof.com/tag/5-ways-temporarily-turn-off-windows-update-windows-10/

BiE: 79

Windows 10&#E# 02 v Eax—4—ICEBRALET , aVE2—42—X TR by TED—
Y—IZHBICR RIS —Y—IC&>THERAINET,

TV r—oa U BHBEEICF—X FRHMEZERLGVESITTIRENHYFET,
BRETTINLEDRELZEHT DREAHYEITMN?

A. £FRER

B. 754/ —

C.OH#—NhAT7IR b

D.27Lvy rE—F

IEfE: (EfEZRRLET)

Focus Assist will automatically hide incoming notifications, so they don't pop up and distract you
while you're playing a game, giving a presentation, or using a full-screen application.

Incorrect Answers:

A: Shared Experiences allow you to start a task on one device and finish it on another device.
D: Tablet mode makes Windows 10 more touch-friendly when using your device as a tablet.
References:
https://www.howtogeek.com/435349/how-to-disable-windows-10s-annoying-focus-assist-
notifications/

Eﬁ:ﬁ: 80

Windows 10% 3179 % Computer1 & Computer2 & L3 ZRID2DODT—H F)L—TFarEa—
A—hAHYFET aVE1—F—IZ@F RORIZRITO—HILEF2 )T T)UINILAEE
hTWET,


https://www.jpnshiken.com/q/12586-1137227/
https://www.jpnshiken.com/q/12586-1137228/

Name Type Computer
User1 User Computer1
GroupA Group Computer1 ~
GroupB Group Comiputerl
User2 User Computer2
GroupC Group Computer2

GroupAF K UGroupCD A UN—[ZHBZENTED XU TA TV INLITENRTTMN?

EEY 5IE, BEBEETEN G T a VvEERLET,
T WOLEREZENRENARS D FOMEESHY FT,

GroupA:

GroupC:

User1 only

User1 and User2 ony
User1 and GrougB only
User1, User2,(GroupB, and GroupC

EeE)

UserZ"bﬁly

Useir, and User2 only

User1.User2 GroupA. and GroupB



A 2 e _.;-,_‘{.-..’.
1} '-_,-'F_'}"«_-"' L

G ruu:pﬁ:

User1 only -

User1 and User2 only,~

User1 and GroupB.only

User1, User2/GroupB, and GroupC

¥

Usér2 only
User1 and User2 only
User1, User2, GroupA, and GroupB

Eﬁ:ﬁ: 81
Windows10DEFH TAT S LEA VR =)L TERVEED STV a—T 40T %ToTW
FY,

FIENIE L RESNEZVRATLIFAILICEHAELTWWS I EADMNYELT:,
WELEVRATLI7Z7AIVEERRT DRENHYET,

EDAT U FERITIT IMENHYEIN?

A. scanscace

B. sfc

C. chicdslc

D. chkncfs

IEf#: (EfEZRTLET)
References:

https://support.microsoft.com/en-us/topic/use-the-system-file-checker-tool-to-repair-missing-or-
corrupted-system-files-79aa86c¢cb-ca52-166a-92a3-966e85d4094e

B R: 82
Windows 10% 3479 5Computert E NS BRIDT—V F)IL—Fa o Ea—2—mMHY F
9, Computer|Z[E  RORIZRTIA—HF—TFThoU rBHYFET,

Name Member of

Userl Admimistrators

User2 Users, Administrators
User3 MicrdUssts

Computer1 (2l RORICRTOA—AILTIL—TRI)O—BHYFET,


https://www.jpnshiken.com/q/12586-1137230/

Setting Value
mup script, ScriptAl
gﬂﬁ?ﬂ'ﬂﬂﬂtﬁﬁm ScnptA2
Logon scnipt ScriptAs
Logoff script Scriptad

RDFEIZ7RF Local Computer \ Administrators/R!) > —Z e L E 3,
Setting Value

Logon script ScriptB1
Logoff script ScriptB2
RN FEIZRF Local Computer \ Non-Administrators7i 1) & —Z e L £ T,

Setting Value
Logon script SenptCl
Logoff script SenptC2
RODERAT—FRADFZDWT RAT— A Y MDAMtrueDBEIF[EWNZFRBIRLET, TNUSND
BEIE [VWRIZEERLET,

Statements MM\ /: spO ¥t L

If User1 shuts down Computer1, script Scriptﬁ;l will run. O

If User2 signs in to Computerl, scripts ScriptA3, ScriptB1, and -
ScriptC1 will run. O \..)
If User3 signs out of Computerl, scripts ScriptC2 and ScriptA4 ®) O
will run,

SRoe 0 soft

If Userl shuts down Computer1, script ScriptA2 willrun.

If User2 signs in to Computerl, scripts ScriptA3, ScriptB1, and
ScriptC1 will run.

If User3 signs out of Computeri, scripts ScriptC2 and ScriptA4
will run.

Reference:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
vista/cc766291(v=ws.10)

Eﬁ:ﬁ: 83
Windows 10% 31T L App1E WS RRIDT T r— 3 o &#H DComputert & LNS ZRETD D >



Ea—42—»50%HYFET,

App1D T Oy Y ERERICEHT ST — 22 WNETBHICE NT+—IVRE=ZF—%FEHT 50
ELhHYFET,

EQINTA—IVRF TV FEERTIVELRHYEITM?
A.7O+X

B. 70t yH—N/IAT+—T R

C. 7ot vH—IE#k

D. 7ot yy—

IEf#: (EffZzRnLET)

References:
https://www.cse.wustl.edu/~jain/cse567-06/ftp/os_monitors/index.html

B 84

Windows 10%# %179 %3 Ea— 42— HYET , aVEa—F—FT7—9JIL—TIZELTL
T, AVELI—FIE FREBICA A —FY bADT IV LR ERBTH-HICHERINET,
ROBEHZmI-TLIICAVEL— 3 —%ERTIVENHYET,

*EIZEEMICUsertE LTHA VAV LET,

A A UBEICAppl.exelE WO RRIDT TV r—La v HxEBBLET,
EEUER-TOIAEZERTILENHY FTITH?EETSHICIE AEFEHETET G T
LavEBBRLEY,

T EFNFRDELLERIFIARAS > FOEENHY FF,

Always sign in automatically as Userl: Y
Group Policy preferences
BCDEdit

Registry Editor

MSConfig

Start an application named App1l.exe at sign-in: Y
Group Policy preferences
BCDEdit

A Registry Editor

50T MSConfig



https://www.jpnshiken.com/q/12586-1137232/

Always sign in automatically as Userl: h 4
Group Policy preferences
BCDEdit

Registry Editor

MSConfig

Start an application named App1.exe at sign-in: 4
A Group Policy preferences
OT1 ‘BCDEGI!
Registry Editor
MSConfig

References:
http://lwww.itexpertmag.com/server/complete-manageability-at-no-extra-cost

Eﬁ:ﬁ: 85

v kD —2%IZActive Directory KA 4 UMEFENTULET, FA A 21X Windows 10%3E1T9
ACompurterlE WS EZFIDAVE2a—2—NEFEFNTULET,

FAALDIZIK RORIZSRT A—HF—DEFENTLET,

| Name | Member of |
| Usari | Domain Users
| UserZ | Damaan Users, Guests

 User3 Domain Users, Administrators

AVEA—3—IZE RORISRTA—ALI—HF—DUWET,
|_Name | Memberof |
iI'.t,l'.n'rvl i Lisers |

Llserd | Administrators
FTRTHOI—HF—HMicrosoft 7 ho v kZEH->TLET,
Microsoft7 ho Y FEFERALTHA VA VT B5ESITEETESDIE, ED22—H—TTH?
TRENOERE V) 21—23 0—8ERLTVET,
FENTADOELWERIZIARS Y FOMENHY £9,
A 1—H—2
B. 1—%—5
C. 1—H—1
D. 1—#H—3
E.1—%—4
IEf#: (EfEERTLET)

Eﬁ:ﬁ: 86

I COEBRIE RLYFIAERTTI—EOEMO—ETT, VY —XDREMICIF EES
N-BiEZE2ERTHAREEOH I HEEDY ) 22— a3 UREFENRTVWET, —HBOERtE Y ~IZ
[TEHOELWVERELAHDIGELHY TITHN MOERtE Y FIZIXIELWVERRAGZNEGEN


https://www.jpnshiken.com/q/12586-1137234/

HYFET,

CDEIVLavOBEMICEEZELE-RIE, TOEBEMICRAZLETEFRA, ZTOHRR. CNODE
BIZLE a—E@EIZRTINEETA,

Windows 10%3%£179 %5Computerl E WS ZRIDAVE1—2—h"HYET,

Application1 E WS BHTDH—E X ([F RIZRT K S ITHEREINTULNET,

Local Computen
[ General | Log On | Recovery | Dependencies|
Log on as:
) Local System account

Allow service to interact with desrdop

Servicet

EEEERBRW

SEN licrosof

aA—H—h'Servicel 7hH > b #FERAL TComputer (ZTHA A4 2L WK DHDT 74 ILEH|
BRLf-C &MY ELT,

aA—H—I(& Applicaton1 TERAINTWBSIDEFERALT AVE2—432—1DTRY by FI2H
A4 BEBDITH A A VTERVWI LEZHERTILELNHYET, V) 2—2 3T,
R/INEROFHEDRAZFERIT ILELHY FT,

fi#iR% Computer1 T_ServicellZA—A)ILAOST A U DEFI—F—HEFMZEYLBTET,
NIFEEFEEZERLTOEIN?

A. [FL

B. LMV

Eff: (EfEZERTLET)
References:

https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/deny-
log-on-locally


https://www.jpnshiken.com/q/12586-1137235/

B 87

FCOBEREI RLOFVAFRERTIHI—EOERO—EHTT, VI —XDEZERICIL IBES
N-BEZERT SO HIBEDY) 2 —SavhEFERTVET, —SBOE/RE Y ~IZ
FEHDELVERENHZIBENHY L MMOBEME Y FZIXELVEBRENGEGEEN
HYUET,

CDEIaVOBEMICEAZEL-RIE, TOEBEMICRSAZLETEFRA, TOHRR. CNODE
RIZLE a—E@EIZRRTINEEA,

Windows 10% 3479 5Computert E WS ZFID AV E1—2—DHY FET,

SOOI —HLEFHFEIATE S L 5129 HHIIZ, Computer! TWindowsEFHZT X L
FY,

BEBRDTNARARSAN—EBRETIRERH OIS LEA VA M—ILLET,
Computer! ™ 5 BH ZHIBR T S ENH Y F£9,

fRRE  BEEH®aYRFTOVT IS wusaexeadv Yy KEEFTL /uninstall/N5 A —
A—ZHEELET,

NIFERZERLTHVEIN?

A. [Ty

B. L VR

IEfR: (EffzRnLFET)
References:

https://support.microsoft.com/en-us/help/934307/description-of-the-windows-update-standalone-
installer-in-windows

EFEE: 88

Windows 10% 3479 5Computert E WS BFTID AV E1—2—DHY FET,
ComputertDA R FEa—7—mMB RDA N MMIBEER T 5N TULVYSAction1& LS ZETD
BRRUNBYFET,

04 D RT L

*tH# Kernel-General

*A R kD 16

ActionDEREELEET HVENHYFET,
MEEINETIM?

A.BRET T

B.ARJRTTa1—7

CARVIFEZL—T

D. L R T LR

Ef#: (EfEZRTLET)

An Event Viewer task is created and modified in Event Viewer.

References:
https://www.techrepublic.com/article/how-to-use-custom-views-in-windows-10s-event-viewer/


https://www.jpnshiken.com/q/12586-1137236/
https://www.jpnshiken.com/q/12586-1137237/

B 89

T COBRIF RLYFUAERRTZ2—ENEMO—ETY, VU —XDELBEMICIT EES
NE-BEZERT HAEEOHIHEDY ) 12— arvhREaFATHWET, —BOERIE Y kI
THEHDE L WERENHDHELHY TTHN OBt Y FZIXE LDBRENZDIGEN
HYET,

ZDEIVVAaVOEMICEZLERIE, ZOEBRICRAZEEITEFEFRA, TORER. ChboDE
BIZLE a—E@EIZRTINEETA,

Windows 10%X£173 57— 5 )IL—TavEa—42—hAHYET avEa1—4—[ZF ROK
[ZRTA—ALA—HY—FThOU EREENTVET,

Name Member of
Administrator Administrators
3ert Administrators
User? Users
Userd\\ = Users

Usert&User2M TR by TOEEDHEERT ILENHY T,

BRE O—h)LavEar—4—KR) =i 1—H—KRYS—DIANWE—F T avREE
BRLET,av> FTO2 T T _gpupdate.exe/ Target usera~v¥ > KEE{TLET,
NIFERZERLTOEIN?

A. [EL

B. LMVZ

EfE: (EfEERTLET)

BHf: 90
A—H—[& Windows 10%ET¢ 5V Ea—42—%F>TLWET, 1—F—I1F ROKREHIC
TORATEET,

*USBI7Swvsa ko470

* Microsoft OneDrive

* OneDrive for Business

2y hD—OHFIIIYTENF=RS54 7D
CORTLRSATDEAZT)IN—FT 43>

BRET TV I 7AIVEREFERL TNV I 7Y TEBRT H2BENHY T,
I77MIVEREFERALTED2ODDRESMEERTEEIN? TN TNDOEREITLILGMIRE
ZRLET,

EENEFNROE LVGERIFIARS > FOBEESHY F9,

A.USB75v>a k347

B.*ry b=V HFIZZYTEINF-KF4T
C.oRTLRZATDEAVFYN—F1>aY

D. OneDrive

E. OneDrive for Business

EfE:AB (DAY FEERT B)

Eﬁ:ﬁ: 91
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Windows 10%#32{TL  ROKITRT I —HF—ZEH DComputer! EWLNS KRN T—V J)IL—Ta >
Ea—42—50HYET,

Name Member of
User1 Administrators
User? Power Users, Users

User3 Backup Operators, Users
Ugerdnsott | Users

RD3DDLPRA M) T UFITKeyl EWS AFIDF—%EBMTH5FETYT,

* HKEY_CURRENT_CONFIG \ Software

*HKEY_LOCAL_MACHINES \ Software

*HKEY_CURRENT_USER \ Software

KeylZ BMTEDLI—HY—ZRET ILENHYFET,

IJ5U0F LT ERA—Y—ZHANTHIVENHY FTIMN?EET HICIE, MEFEETHEIA
FFoavEBERLET,

T ENTADELVDERIFNRS D FOMEESIHY £,

HKEY_CURRENT_CONFIG\Software: v
User1 only

User1 and User2 only

User1 and User3 only

User1, Useir2, User3, and User4

HKEY_LOCAL_MACHINE\Software: v
User1 only

User1 and User2 only

User1 and User3 only

Usert, User, Usef/ind bsetd
HKEY_CURRENT _USER\Software: 73 v
User1 only

User1 and User2 only

User1 and User3 only
User1, User2, User3, and User4




KEY_CURRENT_CONFIG\Software:

HKEY _LOCAL_MACHINE\Software:

HKEY CURRENT USER\Software:

| User? only

User1 and User2 only

User1 and User3 only

User1, User2 User3, and User4

N

User1 only

User1 and UserZ only
User1 and User3 only
User1, User2, User3, and User4

b

User1 only

|User1 and User2 only

Users and User3 only

Tenrd Tlaar) Tlaard Aand [ laard

AHI7ZMD-100J A& (FIPNTest.comiZfit S MD-100JHERIC BT 5 C L ITRICIBE
9 ! JPNTest.com(d 4 &x#HTMD-100J5XBx ERESE 12 L =9, JPNTest.com MD-100J5X ER
BEFEIEHINFEL, CCTMDA00JEEEDTRA I VDU EFITANE T, &FTIR
DT Y X https://www.jpntest.com/shiken/MD-100J-mondaishu 879f, 3 0%7r « A h™o >

k. #5817 E5 3 — F: JPNshiken)

Eﬁ:ﬁ: 92

ROBRICRT EKSIZEBESNF-aVEa—432—DHYFET,


https://www.jpntest.com/shiken/MD-100J-mondaishu

C:\Users\user-a>ipconfig /all

Windows IP Configuration

Primary Dns Suffix
IP Routing Enabled................cccccecenenneeeen.... NO
WINS Proxy Enabled.....................................NO

Ethemet adapter Ethemet:

Connection-specific DNS Suffix.......................
Descrption..............ccecovviieieiiiinenannnnnn...... Microsoft Hyper-V Network Adapter
Physical Address...........cccoceceeneeennneeats oo diaesnn. 00-15-5D-00-04-56
DHCPEnRabled.............ccccccvviivingee. B 2. YeS
AutoconfigurationEnabled............... ... ... Yes
Link-local IPv6 Address.................co................ Te80::5c1c:443f.c050:1e14%4(Preferred)
Autoconfiguration IPv4 Address......................: 169.254 30.20(Preferred)
SubnetMask.........ccoc. B M- --eccveniieneseennn: 299.255.0.0
Default Gateway.... 0o . 0. ... cciiaienia
DHCPWIAID........... Q2 D033711T
DHCPv6 Chent DUID : 00-01-00-01-23-62-12-AF-00-15-5D-00-04-56
LIS DOIVBTS .. .o m s nmmmsior s sis s var s e amsa mesvarme TOCUL DO T 1961

fec0.0:0:ffff.:2%1

fec0:0:0:ffff::3%1

NetBIOS over Tcpip

AVEa—F—IEfAICERTETETIMN?

AAVE—2Y P RRAMEECITRTOA—ANLAVE1—42—¢YE—FaVE1—4—
B.BEE)I 754 R—FP7 FLRIEE APIPA)ZEDEILARY hO—0 €T AV FEDD Y
Eai—42—0O#H

C.EXY rI—YADTRTOO—A)AVEL1—E—¢YE—FaAVE1—52—0DH

D. 7S5 RAARY FT—0IDh D7 FLREZHDELAY b= €T AV FEDMBDO Y
Ea—2—0D#&

EfR: (EEERRLET)

B fi: 93

bif-EEtOry FI—VEBETT,

EtLE, B—N\—IEEDIPV6T kL RIZpingBREFEEL TH—/N—~DRy FI—V T
BIBT7IVr—vavEFERAL 77Y5—av&En0—FLET,

A—H—@FT7 TV 5—2avERCIENTEFEA,
A—F—DAVE1—F—DSFHTPngBEREREL Y—N—PRELFEA, IVE1—4%


https://www.jpnshiken.com/q/12586-1137241/

MHPINgBREZEIETDE H—IN\—DNRELFET,
A—H—DaAVE21—2—MHpingBERMVEEET S LRI IVELHYET,
BEOREE LTEZ ONDDI(E, E¥DWindows Defender7 7 4 794+ —JLIL—ILTIT M ?
A 774)LET ) V2 —DEE NB-Datagram-In)

B.774)LET) a—DHEF £LI1—ERICMPV6Z{E)

C.774NLET U2 —DHE La—ERICMPv6-Out)

D. 774 L& T o2 —nHH KB-Datagram-Out)

EfE:C(AA U LEHREKT D)

EFHE]: 94
Windows 10% 3179 %5Computerl E WS BRID AV E1—2—HYET,
Computer1 T, ROBISRY & 3 ISVPNIEGEER L ET,

>:\> Get-VpnConnection

VEN1

r

verhddress
UserConnection : False
{101ACS] 6269 — 4745 - A3

TunnelType : Automat
AuthenticationMethod

vpn.contoso.com

EncryptionLevel

LZ2tpIPsecAuth
UseWinlogonCredential
EapConfigXmlStream
ConnectionStatus
RememberCredential
SplitTunneling
DnsSuffix
IdleDisconnectSeconss

TERY FT—YIZIFE—DIPH TRy FRAEENATNET,

FOy RO A a—2FRALT HISREINTVAERICEODVTERT— AV MERET
T HEZDEREEZIRLET,

FFENFADOELLERIZIARAS Y FOMEIAHY £9,

VPN1 can use protocols {answer cholce)to gstablish gy RN connection

PFLP and L2TP only

L2TP and SSTP only

L2TP, SSTP, and IKEvZ only
PPTP, L2TP, SSTP, and IKEv2

[Answer choice] will be routed through the VPN connection v
Only traffic for the internet

Only traffic for the corporate network

Traffic the Internet and the corporate network
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VPN1 can use protocols [answer choice] to establish a VPN connection. v
PETP and L2TP only [
L2TP and SSTP only

L2TP, SSTP, and IKEV2 only

PPTP, L2TP, SSTP, and IKEv2

[Answer choice] will be routed througli the VPN connection. v

[Only traffic for the internet

'Only traffic for the corporate network

Eﬁ:ﬁ: 95

User1 & WS BRTD —H—(Z1E, Windows 10%3E4T9 SComputert E WS RARTD IV Ea—
A—NHYET,

UserllZ, Y E—FTRY by TZEFERLTYMI & LS ZRTIDMicrosoft AzurefR 18 < o (1t
LE9,

Usertl&, /A— b F—HB~DVPNIEREERR L E T,

VPNIERAHEIL SN D & Userl (EVMIIZHERE TEE A, Userl VPN LU 5 & 1—

HF—EVMIIZERTEET,

VPNIZHfE L TL SR, Usert AVMIICHEE TE D C E BT HIREADHY FT,

HE=IIRZET o EHN?

A JOXVBENS VMIDIPT KLAZNA/NRRYXMEMLT, FAXFSENRARRLE

ER

B.VPN1O 7ANTAHS [VE—FRYMI—VTTIFNINT— b DA ZFERTB]F Y

DRV Y REXTIZLET,

C.VMIADYE—FTRY by TEGD TONRTa DD UE— TR by TS =Dz A
RD7— ko xA)ZHEELET,

D.VPN1DO TANT A DS BT IAIL M T— b4 7 RLREBRLET,

Ffa:B(a AV FEEKRT D)

References:

https://www.stevejenkins.com/blog/2010/01/using-the-local-default-gateway-with-a-windows-vpn-

connection/

BE: 96

ECOBREI BLSFIAFRRTS5—EZOEBO—EHTY, U —XDRXREMICIE, BRS
h-BE%ERTHREEOHIBEBDBAENEENTVET, —BOEBEMtE Y MMIIZEHD
ELWVERENSHDSZELNHY ETH, MmOEBEME Y FMIIFELWERRRENGWEELHY F
ER

CDEILavOEBEMICEAZELE-RIE, ZOEBEMICRSAZLIETEFRA, ZTOHRR. CNODE
BlELEa—BEEIZRRTESNEEA,

v kJ—2IZActiveDirectory KA 4 UMEFENTUVET, FA A 2IZ[E, Windows8.1EE{TT

AComputerlE VNS ZRINDaAVE1a—4—DNEFEFNRTULET,
Computer1(ZI&, Windows10 - B H 27 TUNHY £,
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Computer1 TWindows10D A > FJL—AT7 v 75 L— REEFTTEI2LENHYET,

fi#iR 3 Windows104 > X k—JL A T 1 7 ZMicrosoftDeployment Toolkit KIDT) ERIX A
E—LET 2RISR EEFHRLTHS Computerl TMDTERV 4« H— FZEITLET,
NFERZERLTHVEIN?

A. [Ty

B. L VR

IEfR: (EffZzRnLET)
Reference:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/upgrade-to-
windows-10-with-the-microsoft-deployment-toolkit

Eﬁzﬁ: 97
RDORIZRTY—RIT7ANLDHYET,

Source MlcrosolLecation
Custom Windows 10
image
Windows 10 language
pack DVD

Image1l.wimM5C A Mount&E WS BRID T A IV F—ITA A—DFEID U MLET,
RIVEENFAA—=DICTSVREBDEEN YV EZEMT ILENHYET,

ARV REEDESIZETITAIRELAHY EFITM?EEZT HICIE, FEHETHEYGA T3>
ZEIRLET,

F L WERIEZENTNIRS > FOBELAHY T,

iEalder1\image! wim

EX

V¥ /Image: W /Add-Package /PackagePath:“E:\x64\langpacks\
Add-WindowsCapability “C-\Mount” MicgrdSefit-Windows-Client-Language—-Pack x64_fr-fr.cab”
Add-WindowsFeature “C:\Mount\Windows® ||
Dism.exe “C:\Windows™ || <.

Setup.exe ‘D:\Folder1image1 wim”

1Efig:

W /Image: /Add-Package /PackagePath: “E:\x64\langpacks\
Add-WindowsCapability “C-\Mount” Microsoft-Windows—-Client-Language—Pack x64_fr-fr.cab”
Add-WindowsFeature “C:\Mount\Windows"
Dism.exe ] “C:\Windows"
Setup.exe "D:\Folder1image 1. wim”

Reference:

https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/add-language-packs-
to-windows
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