Microsoft.GH-200-JPN.v2026-09-02.q60

HERa— k- GH-200-JPN

HERB A GitHub Actions (GH-200 B A& :EkR)
BREER A — Microsoft

BEHEEDOH 60

N—23 v v2026-09-02

R—TNEE=E 110

MEEDOEES : 727

https://www.jpnshiken.com/shiken/Microsoft. GH-200-JPN.v2026-09-02.960.html

Eﬁ:ﬁ: 1

MAEEELT, V-2 70—NTDockera T F 70 2aveaEALTNEY , COT7IVaVEERBICRITIAEDICRELG LI
ATy M~

A a3 TREFLnUXIRIEIZCERET 2WENHY FT,

B. 7% ¥ 3 VIEGitHub Marketplace |2 AT A2 MHELAH Y £,

C.BBEhTW374 L 3avidDocker HUbTHRA FENTWBARENHY TI,

D. ¥ 3 JOETIREIL, Dockerf VX b—JLENf=LinuxI L U #BET DHENHY ET,

IEf: (EfZRTLET)

To run a Docker container action, the job's runs-on environment must be a Linux machine that has Docker installed.

Key Requirements

Linux OS Only: Docker container actions are only supported on Linux runners. They cannot run on Windows or macOS runners.
Docker Installed: The runner must have the Docker CLI and daemon installed and running to build and execute the action's container.
GitHub-Hosted Runners: If you use GitHub-hosted runners, you must specify an Ubuntu environment (e.g., runs-on: ubuntu-latest), as
these come pre-configured with Docker.

Self-Hosted Runners: For self-hosted runners, you must manually ensure the machine is running Linux and has Docker installed.
Reference:

https://docs.github.com/actions/sharing-automations/creating-actions/creating-a-docker- container-action
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You can use the GitHub API to trigger a webhook event called repository_dispatch when you want to trigger a workflow for activity that
happens outside of GitHub .

Reference:

https://docs.github.com/en/actions/reference/workflows-and-actions/events-that-trigger-workflows
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Workflow commands for GitHub Actions

You can use workflow commands when running shell commands in a workflow or in an action's code.

About workflow commands

Actions can communicate with the runner machine to set environment variables, output values used by other actions, add debug
messages to the output logs, and other tasks.

Most workflow commands use the echo command in a specific format, while others are invoked by writing to a file.

Reference:

https://docs.github.com/en/actions/reference/workflows-and-actions/workflow-commands
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[B] If you want your GitHub Enterprise Server instance to use third-party custom actions, you need to enable GitHub Connect.

[C] Most official GitHub-authored actions are automatically bundled with GitHub Enterprise Server, and are captured at a point in time
from GitHub Marketplace.

[F] Third-party actions can be manually synchronized to GitHub Enterprise Server (GHES) to be used in workflows without requiring an
internet connection to GitHub.com. This is done using the actions-sync tool to download actions from GitHub.com and transfer them to
the GHES instance.

This manual method provides an alternative to using GitHub Connect, offering stricter control over which actions are available on the
GHES instance.

Reference:

https://docs.github.com/en/enterprise-server@3.17/get-started/exploring-integrations/about- using-integrations
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https://docs.github.com/en/enterprise-server@3.17/admin/managing-github-actions-for-your- enterprise/managing-access-to-actions-
from-githubcom/about-using-actions-in-your-enterprise
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Using self-hosted runners in a workflow

To use self-hosted runners in a workflow, you can use labels or groups to specify the runner for a job.
Using default labels to route jobs

A self-hosted runner automatically receives certain labels when it is added to GitHub Actions.
These are used to indicate its operating system and hardware platform:

self-hosted: Default label applied to self-hosted runners.

linux, windows, or macOS: Applied depending on operating system.

x64, ARM, or ARM64: Applied depending on hardware architecture.

You can use your workflow's YAML to send jobs to a combination of these labels. In this example, a self-hosted runner that matches all
three labels will be eligible to run the job:

runs-on: [self-hosted, linux, ARM64]

self-hosted - Run this job on a self-hosted runner.

linux - Only use a Linux-based runner.

ARM®64 - Only use a runner based on ARM64 hardware.

Reference:
https://docs.github.com/en/actions/how-tos/manage-runners/self-hosted-runners/use-in-a- workflow
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Storing an action in its own repository makes it easier for the GitHub community to discover the action [B], narrows the scope [Not C] of
the code base for developers fixing issues and extending the action, and decouples the action's versioning from the versioning of other
application code
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[D].
Reference:
https://docs.github.com/en/actions/how-tos/create-and-publish-actions/manage-custom-actions
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To use a specific API key in your GitHub Actions workflow, you can store it as a Repository Secret and reference it using the secrets
context in your YAML file. This ensures the key is encrypted and masked in your workflow logs.

1. Store the API Key as a Secret

Navigate to your repository on GitHub.com.

Click Settings > Secrets and variables > Actions.

Select the Secrets tab and click New repository secret.

In the Name field, enter a descriptive identifier (e.g., MY_API_KEY).

Rules: Use only alphanumeric characters or underscores; cannot start with a number or GITHUB _.

In the Secret field, paste your API key value and click Add secret.

2. Reference the Secret in your YAML File

In your .github/workflows/your-workflow.yml file, access the secret using the syntax

${{ secrets. NAME_OF_SECRET }}. It is a best practice to map it to an environment variable within a specific step rather than echoing it
directly.

Example Workflow in yami:

name: Use API Key Example

on: [push]

jobs:

my-job:

runs-on: ubuntu-latest

steps:

- name: Run script with AP| Key

# Map the secret to an environment variable for the runner

env:

AP|_KEY: ${{ secrets.MY_API|_KEY }}

run: |

# Use the environment variable in your commands

curl -H "Authorization: Bearer $API_KEY" https://api.example.com

Reference:
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https://docs.github.com/actions/security-guides/using-secrets-in-github-actions
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Adding an action to your workflow

You can add an action to your workflow by referencing the action in your workflow file. The actions you use in your workflow can be
defined in:

[F] The same repository as your workflow file

[C] Any public repository

[B] A published Docker container image on Docker Hub

Note: Adding an action from the same repository [F]

If an action is defined in the same repository where your workflow file uses the action, you can reference the action with either the
{owner}/{repo}@{ref} or ./path/to/dir syntax in your workflow file.

Reference:

https://docs.github.com/en/actions/how-tos/write-workflows/choose-what-workflows-do/find-and- customize-actions
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Temporarily disabling a workflow can be useful in many scenarios. These are a few examples where disabling a workflow might be
helpful:

[B] A workflow error that produces too many or wrong requests, impacting external services negatively.
A workflow that is not critical and is consuming too many minutes on your account.
[D] A workflow that sends requests to a service that is down.
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Workflows on a forked repository that aren't needed (for example, scheduled workflows).
Reference:
https://docs.github.com/en/actions/how-tos/manage-workflow-runs/disable-and-enable-workflows
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To build a .NET application while securely handling a sensitive enterprise license on a GitHub- hosted Ubuntu runner, you should store
the Base64-encoded license as a GitHub Repository Secret.

Key Security Considerations

Ephemeral Runners: GitHub-hosted runners are wiped after every job, meaning the decoded license file is automatically deleted.

Log Redaction: GitHub attempts to redact any output that matches your secret value, but manual transformations (like decoding) should
still be handled carefully.

No Artifacts: Avoid using upload-artifact for any directories containing the decoded license, as artifacts can be downloaded by anyone
with repository access

1. Store the License as a Secret

First, encode your license file to Base64 locally to ensure it is stored as a single string without formatting issues:

# On your local machine (Linux/macQOS)

cat license.lic | base64 -w 0 > license_base64.txt

Then, add this string to your repository by navigating to Settings > Secrets and variables > Actions > New repository secret. Name it
ENTERPRISE_LICENSE_BASE®64.

2. Configure the GitHub Actions Workflow

Create a .yml file in .github/workflows/ that decodes the secret into a temporary file on the Ubuntu runner. GitHub automatically masks
the secret value in logs, ensuring it remains private.

name: Build .NET App with License

on:

push:

branches: [ "main" ]

jobs:

build:
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runs-on: ubuntu-latest # Use GitHub-hosted Ubuntu runner

steps:

- name: Checkout code

uses: actions/checkout@v4

- name: Setup .NET

uses: actions/setup-dotnet@v4

with:

dotnet-version: '8.0.x' # Specify your version

- name: Decode License

shell: bash

run: |

# Decode the secret into a file for the build process

echo "${{ secrets. ENTERPRISE_LICENSE_BASE®64 }}" | base64 --
decode > ./license.lic

# The runner is ephemeral; the file is destroyed when the job ends.
- name: Restore dependencies

run: dotnet restore

- name: Build Application

# Pass the license path if your build process requires it

run: dotnet build --configuration Release --no-restore /p:LicensePath=./license.lic
- name: Secure Cleanup (Optional)

if: always()

run: rm -f ./license.lic

Reference:
https://docs.github.com/actions/security-guides/using-secrets-in-github-actions
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Publishing Docker images

-
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The below workflow checks out the GitHub repository, uses the login-action to log in to the registry [B], and then uses the build-push-

action action to: build a Docker image based on your repository's Dockerfile [E]; push the image to Docker Hub [A], and apply a tag to

the image.
Note:
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# This workflow uses actions that are not certified by GitHub.

# They are provided by a third-party and are governed by

# separate terms of service, privacy policy, and support

# documentation.

# GitHub recommends pinning actions to a commit SHA.

# To get a newer version, you will need to update the SHA.

# You can also reference a tag or branch, but the action may change without warning.
Reference:
https://docs.github.com/en/actions/tutorials/publish-packages/publish-docker-images
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Using inputs and secrets in a reusable workflow

You can define inputs and secrets, which can be passed from the caller workflow and then used within the called workflow.

In the reusable workflow, use the inputs and secrets keywords to define inputs or secrets that will be passed from a caller workflow.

on:

workflow_call:

inputs:

config-path:

required: true

type: string

secrets:

personal_access_token:

required: true

Reference:

https://docs.github.com/en/enterprise-cloud@latest/actions/how-tos/reuse-automations/reuse- workflows
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GitHub Actions evaluates each step by the exit status of the process it runs. The runner marks a step successful when the command
finishes with an exit status of 0. If the command returns any other code then the step is marked as failed and the job may stop
depending on your workflow configuration.
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foo:
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- key: foo
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outputs:
foo:
description: Some value
outputs:
- key: foo
p. description: Some value
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To declare an output in a custom GitHub Action, you add an outputs block to your action.yml metadata file.
Here is the minimal yaml syntax:

outputs:

foo:

description: 'A description is required'

Use code with caution.

Note: The description field is mandatory in the metadata file, even if it is brief. To actually assign a value to this output during execution,
you would then use the following command in your script:

echo "charlemagne=your_value" >> $GITHUB_OUTPUT

Reference:

https://oneuptime.com/blog/post/2026-01-30-github-actions-action-outputs/view
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[A]

Implementing standards for reusable actions and workflows is the most effective way to reduce duplication and maintain consistency

across your GitHub organization.

Reusable Workflows (workflow_call)

Best for standardizing entire processes (e.g., a complete CI/CD pipeline).

Location: Defined in .github/workflows/ of a central repository.

Trigger: Use the on: workflow_call trigger to define inputs, secrets, and outputs.

Usage: Called from another workflow using the uses keyword (e.g.,

owner/repo/.github/workflows/ci.ymi@v1).

Benefit: They allow you to enforce security scans, build steps, and deployment gates across multiple repositories from a single source

[C]

Implementing a marketplace partition for internal GitHub Actions is a key strategy for scaling automation securely and efficiently across

a company. This centralized approach ensures that developers use vetted, high-quality automation while adhering to corporate

standards.

Strategic Implementation of Internal Reuse

To implement standards for automation reuse effectively, focus on these core components:

[C] Internal Actions Marketplace: Create a dedicated organization or specific repositories to host and display shared actions. This

"marketplace" acts as a curated directory of approved automations, preventing the use of unverified third-party actions from the public

marketplace.

Workflow Templates: Store standardized workflow templates in your organization's .github repository. These templates appear in the

"Actions" tab when a user creates a new workflow, ensuring consistency across different teams.

[A] Reusable Workflows: Design modular workflows that can be called by other repositories using the uses keyword. Unlike standard

actions, these can manage entire jobs and runners, making them ideal for standardizing complex CI/CD pipelines.

Internal Repository Sharing: Set repository visibility to Internal and configure Actions permissions to allow access from other repositories

in the organization or enterprise.

Reference:

https://www.incredibuild.com/blog/best-practices-to-create-reusable-workflows-on-github-actions

https://xebia.com/blog/setting-up-an-internal-github-actions-marketplace
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C. echo "::add-mask::Z #{ myVariable % true [ZERET 5"

D. echo "debug_message=Z#lmyVariable #truelZ5%XE 3 5" >> &GITHUB_OUTPUT
IFfig: (EfZRTLET)

Example: Setting a debug message

echo "::debug::Set the Octocat variable"

Reference:
https://docs.github.com/en/actions/reference/workflows-and-actions/workflow-commands
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Based on your configuration, the workflow will trigger in these three specific scenarios:

Issue Opened: When a brand-new issue is created.

Issue Edited: When the title or body of an existing issue is changed.

Comment Created: When someone adds a new comment to an issue or pull request.

Reference:

https://forgejo.org/docs/next/user/actions/reference
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To set a custom environment variable for a single workflow, you can define it using the env key in the workflow file.
Example:

env:

DAY_OF_WEEK: Monday

Note: The scope of a custom variable set by this method is limited to the element in which it is defined. You can define variables that are
scoped for:

The entire workflow, by using env at the top level of the workflow file.

The contents of a job within a workflow, by using jobs.<job_id>.env.

A specific step within a job, by using jobs.<job_id>.steps[*].env.

Reference:

https://docs.github.com/en/actions/how-tos/write-workflows/choose-what-workflows-do/use- variables
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Variables reference

Find information for supported variables, naming conventions, limits, and contexts in GitHub Actions workflows.
Variables include:

* GITHUB_REPOSITORY

The owner and repository name. For example, octocat/Hello-World

* Etc.

Reference:
https://docs.github.com/en/actions/reference/workflows-and-actions/variables
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Example: Using versioned actions

steps:

# Reference a specific commit

- uses: actions/checkout@8f4b7f84864484a7bf31766abe9204da3cbe65b3
*-> # Reference the major version of a release

- uses: actions/checkout@v4

# Reference a specific version

- uses: actions/checkout@v4.2.0

# Reference a branch

- uses: actions/checkout@main

Reference:
https://docs.github.com/en/actions/reference/workflows-and-actions/workflow-syntax
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The correct options are JavaScript entry file such as main.js or index.js, Action metadata file action.yml or action.yaml, and Container
action Dockerfile.

The Action metadata file action.yml or action.yaml is mandatory because it declares inputs and outputs and it instructs GitHub how to
run the action. Both JavaScript and container actions rely on this metadata to execute correctly.

For a JavaScript action the JavaScript entry file such as main.js or index.js is the script that the runner executes as directed by the
metadata. GitHub expects a committed distributable script, so the entry file must be present in the repository.

For a container action the Container action Dockerfile defines how to build the image and what command to run, which makes the
Dockerfile required for the action to work.
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The correct option is Set env in the workflow YAML because defining environment variables at the top level of a workflow makes them
available to every job and step in that single run.

In a workflow file you can declare a top level mapping for environment variables with key value pairs. This top level scope propagates
the values to all jobs and steps in the run and you can override them at job or step scope when necessary. This is the most direct way to
share non secret configuration across the entire workflow execution.
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[B] Use caching when you want to reuse files that don't change often between jobs or workflow runs, such as build dependencies from a
package management system.

[D] Use artifacts when you want to save files produced by a job to view after a workflow run has ended, such as built binaries or build
logs.

Reference:

https://docs.github.com/en/enterprise-server@3.16/actions/tutorials/store-and-share-data

B 24

NARBLTO D3 VEBRAETIRICEFF1 AV MEZEMT S LEOKRIVEZLGAREIAFATTIN? (BRERZEELEYJa—30%FRL
F9, 2 0BRLTLEEL,)

A EHED—- 270—0 readme.md #ER L E T,

B.7—0270—T772a aERATHLEFICETBFTEERLET,

C.77vavoiRAz1—H—IcHBLET,

D. 7023 0HlERLET,

IEfR: (EfEZRTLET)

B f: 25
=0 7R—%MRLEAFELET T YDERETRY T 74/ O GitHub REZEHE ENTI D,


https://www.jpnshiken.com/q/68990-6466317/
https://www.jpnshiken.com/q/68990-6466318/
https://www.jpnshiken.com/q/68990-6466319/

A. GITHUB_ACTOR

B. GitHuba1—#—

C. ENV_ACTOR

D. GITHUB_WORKFLOW_ACTOR

Eff: A(QAV bEHEEKT D)

GITHUB_ACTOR : The name of the person or app that initiated the workflow.
Reference:

https://graphite.dev/guides/github-actions-variables

GITHUB_ACTOR : The name of the person or app that initiated the workflow.
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The correct options are name: release-flow-42 and name: ${{ 'release-flow-42' }}. Both set the workflow name that appears in the
Actions interface and on the workflow page.

The plain static name key with a simple string sets the workflow name clearly and predictably. It is the most straightforward way to
define the workflow title.

The expression form with a single quoted string evaluates to the same literal value. GitHub Actions accepts a string result for the
workflow name, so this produces a valid name while keeping consistency with other places where expressions are used.
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[A] Some actions may require a GITHUB_TOKEN as an input to authenticate and perform specific tasks, such as creating issues,
commenting on pull requests, or interacting with the GitHub API. In such cases, you would need to explicitly pass the token to the
action.

[B] When making an authenticated GitHub API request, the GITHUB_TOKEN is required to authenticate the request. This token is
automatically provided by GitHub in the workflow, and it must be explicitly used when interacting with the GitHub API.

Note: You can use the GITHUB_TOKEN to make authenticated API calls. This example workflow creates an issue using the GitHub
REST API:
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Reference:
https://docs.github.com/en/actions/tutorials/authenticate-with-github_token
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The check_run event is triggered when a check (such as a code quality check) completes, including when the status of a check
changes. By adding this event as a trigger, you can initiate a follow-up workflow when the code quality integration finishes its checks.
Reference:

https://docs.github.com/en/actions/reference/workflows-and-actions/events-that-trigger-workflows
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Downloading workflow artifacts

You can download archived artifacts before they automatically expire.

Who can use this feature?

People who are signed into GitHub and have read access to a repository can download workflow artifacts.
Reference:
https://docs.github.com/en/actions/how-tos/manage-workflow-runs/download-workflow-artifacts
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In GitHub Actions, you can configure four primary types of environment protection rules to control how and when deployments proceed
to a specific environment.

These rules include:

[D] Required Reviewers: Specify up to six people or teams who must approve a deployment before it can proceed. Only one reviewer
from the list needs to approve to unlock the deployment.

[B] Wait Timer: Set a mandatory delay (from 0 to 43,200 minutes) that must pass after a job is triggered before it can run.

Deployment Branches and Tags: Restrict deployments to only occur from specific branches or those matching certain tag patterns (e.qg.,
main, release/*, or v¥).

Custom Deployment Protection Rules: Enable third-party systems or automated tools (via GitHub Apps) to gate deployments based on
external data, such as security scan results or ticket status.

Reference:

https://oneuptime.com/blog/post/2026-01-25-github-actions-environment-protection-rules/view
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Workflow syntax for GitHub Actions
Example: Running an inline Python script
steps:

- name: Display the path

shell: python

run: |

import os

print(os.environ['PATH'")

Reference:
https://docs.github.com/en/actions/reference/workflows-and-actions/workflow-syntax
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Local GitHub Actions refer to two concepts: custom actions developed within your own repository and the process of running any GitHub
Action locally on your machine for faster testing and debugging.

1. Local Actions (within your repository)

Definition:

These are custom actions that you define and store directly in your repository under the .github/actions/ directory. They are not publicly
shared, unlike actions from the GitHub Marketplace.

Purpose:

They are used for project-specific, repetitive tasks that you want to reuse within your workflows without publishing them globally.

How it works:

You can call these local actions in your workflow files as if they were standard published actions.

2. Running Actions Locally (on your development machine)

Note:

Pinned repositories

You can give users easy access to important or frequently used repositories, by choosing up to six repositories for public users and six
repositories for members of the organization. Once you pin repositories to your organization profile, the "Pinned" section is shown above
the

"Repositories" section of the profile page.

Reference:

https://dev.to/codenamegrant/supercharging-your-workflows-with-local-github-actions-2023
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/customizing- your-organizations-profile
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Example: Build your custom GitHub Action
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To build your action, run npm run bundle. This will compile the TypeScript code in the src/ directory and output the JavaScript code in
the dist/ directory. The exact command for bundle is defined in the package.json file.

Note: About custom actions

Actions are individual tasks that you can combine to create jobs and customize your workflow. Y Types of action You can build Docker
container, JavaScript, and composite actions.

Reference:

https://victoronsoftware.com/posts/typescript-github-action/
https://docs.github.com/en/actions/concepts/workflows-and-actions/custom-actions
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Managing custom actions

Choosing a location for your action

If you're developing an action for other people to use, we recommend keeping the action in its own repository instead of bundling it with
other application code. This allows you to version, track, and release the action just like any other software.

Creating a separate repository for each custom action allows you to manage the versioning independently for each action. This
approach provides flexibility, as each action can be updated, tested, and versioned separately, avoiding potential conflicts or
dependencies between different actions.

Reference:

https://docs.github.com/en/actions/how-tos/create-and-publish-actions/manage-custom-actions
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GitHub Actions automatically redacts secret values from workflow logs so if a command prints a secret the value is masked in the
output. This built in protection helps prevent accidental exposure of credentials during job execution and it applies without additional
configuration.
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workflow_ruéé Microsoft
inputs:
test_suite:

description: Test suite
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options:

- functional

C. - regression

on: = Microsoft
workflow dlspatch
inputs:
test_suite:

description:, Jé€st suite

type: choife"
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options:

- regression

D.
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Use workflow_dispatch as it used for manual trigger source (Ul button, CLI, or API).

Use B as it has the option functional.

Incorrect:

[Not D]

D has only the single option regression, it does not have the option functional which is displayed in the graphic.
[Not A, Not C]

Must use workflow_dispatch not workflow_run.
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Note:

In GitHub Actions, the primary difference is how the workflow is triggered: workflow_dispatch is for manual execution by a person, while
workflow_run is for automatic execution triggered by another workflow's activity.

Reference:

https://innosufiyan.hashnode.dev/understanding-workflow-dispatch-in-github-actions-a-beginners- guide
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Input parameters for the cache action

[C] key: Required The key created when saving a cache and the key used to search for a cache.

It can be any combination of variables, context values, static strings, and functions. Keys have a maximum length of 512 characters, and
keys longer than the maximum length will cause the action to fail.

[A] path: Required The path(s) on the runner to cache or restore.

Reference:

https://docs.github.com/en/actions/reference/workflows-and-actions/dependency-caching
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[C, F] Using custom labels to route jobs
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You can create custom labels and assign them to your self-hosted runners at any time. Custom labels let you send jobs to particular
types of self-hosted runners, based on how they're labeled.

[E] Using default labels to route jobs

A self-hosted runner automatically receives certain labels when it is added to GitHub Actions.

These are used to indicate its operating system and hardware platform:

self-hosted: Default label applied to self-hosted runners.

linux, windows, or macOS: Applied depending on operating system.

x64, ARM, or ARM64: Applied depending on hardware architecture.

You can use your workflow's YAML to send jobs to a combination of these labels. In this example, a self-hosted runner that matches all
three labels will be eligible to run the job:

runs-on: [self-hosted, linux, ARM64]

self-hosted - Run this job on a self-hosted runner.

linux - Only use a Linux-based runner.

ARMG4 - Only use a runner based on ARM64 hardware.

Reference:

https://docs.github.com/en/actions/how-tos/manage-runners/self-hosted-runners/use-in-a- workflow
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To set an error message in a GitHub Actions runner's output, you should use the command echo

“::error::Your error message" in your workflow's run step. This workflow command creates an error annotation that will appear in the
logs, and you can optionally include file and line number information, such as echo "::error file=app.js,line=5::Error message".
Reference:

https://docs.github.com/en/actions/reference/workflows-and-actions/workflow-commands
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Reusable workflows versus composite actions

Reusable workflows and composite actions both help you avoid duplicating workflow content.
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Whereas reusable workflows allow you to reuse an entire workflow, with multiple jobs and steps, composite actions combine multiple
steps that you can then run within a job step, just like any other action.

A composite action allows you to bundle multiple steps into a single reusable action within a workflow. It is composed of multiple run
steps or other actions and can be reused across workflows, making it the perfect choice for bundling a series of steps.

Reference:

https://docs.github.com/en/actions/concepts/workflows-and-actions/reusable-workflows
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To trigger a GitHub Actions workflow on both push and pull request events, use the on key with a list of the events:

on:

push:

branches: [ "main" ]

pull_request:

branches: [ "main" ]

Key Details:

Events: You can list multiple events under on. This setup ensures the workflow runs whenever code is pushed to main or when a PR is
opened/updated against main.

Activity Types: By default, pull_request triggers on opened, reopened, and synchronize (new commits to the PR).

Filtering: You can further refine these triggers by adding specific paths, tags, or different branches to avoid unnecessary runs Incorrect:
[Not A]

The push event is for the dev branch only.

[Not B]

Has only the push event.

[Not C]

Has only the push event.

Reference:

https://blog.devops.dev/automate-your-workflow-a-guide-to-ci-cd-with-github-actions-3f395d60ba69
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Use GITHUB_TOKEN for authentication in workflows

At the start of each workflow job, GitHub automatically creates a unique GITHUB_TOKEN secret to use in your workflow. You can use
the GITHUB_TOKEN to authenticate in the workflow job.

Reference:
https://docs.github.com/en/actions/tutorials/authenticate-with-github_token
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jobs:
build-app:
strategy:
matrix:
node-ver: [10, 12, 14]
steps:
- uses: actions/setup-nodegv3
with: .
A nnde%‘lﬁmrﬂﬁpﬁtrix.nnde-ver }}
jobs: .
build-app: = Microsoft
matrix-strategy: o~
node-ver: [10, 12, 14]_ v
steps: . '_'J'TV
- uses:.atfibhﬁ}setup*nude9v3
with:
B node-version: ${{ matrix-strategy.node-ver }}

jobs:
build-app:
matrix:

strategy: . (
node-ver: [1€,c12, 14]

steps:
- usest actions/setup-node@v3

MO B Microsof
node-version: ${{ matrix.node-ver }}

C.
}DDS H
build-app:
strategy:
matrix:
node-ver: [18, 42; 14]
steps:
- uses: dctions/setup-node@v3
with: T
D nodpa-rﬁlﬂlﬁg r?ﬁoﬁratew .node-ver })

IEfZ: (EfEZRTLET)

Use keywords strategy and matrix in that order.

Last line should be node-version: ${{ matrix.node-ver}}
Reference:
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https://docs.github.com/en/actions/how-tos/write-workflows/choose-what-workflows-do/run-job- variations
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The enterprise Actions policy is the centralized place where enterprise owners enforce which actions and reusable workflows are
permitted across all organizations in GitHub Enterprise Cloud. From this scope you can require that only actions and reusable workflows
hosted within the enterprise are allowed to run, and this policy flows down to organizations and repositories to ensure consistent
enforcement.
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The metadata file that defines the main entry point for a custom GitHub Action is action.yml (or action.yaml).

This file, located in the root directory of your action's repository, uses YAML syntax and includes a runs key that specifies how the action
is executed and which script is the main entry point.

Key fields in the action.yml file

name: The name of your action displayed in the GitHub Actions UlI.

description: A short description of the action.

runs: This required key specifies the execution environment and the main entry point.

For a JavaScript action, the runs field includes using (e.g., node20) and main (e.g., index.js) to define the runtime and the primary script
file.

For a Docker container action, the runs field includes using: 'docker' and image (e.g., 'Dockerfile') to point to the Docker build file or
image.

inputs: Optional parameters that allow users to pass data to your action.

outputs: Optional output parameters that the action can produce for use by subsequent steps in a workflow.

Reference:

https://docs.github.com/en/actions/reference/workflows-and-actions/metadata-syntax
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C. ${{depends.job1.output1}}

D. ${{job1.outputs.output1}}

IEfE: (EfEZRTLET)

To access the outputs in the dependent job, use the needs.<job_id>.outputs.<output_name> syntax. For example, the following job
accesses the output1 and output2 outputs defined in job1:

jobs:

# Assume job1 is defined as above

job2:

runs-on: ubuntu-latest

needs: job1

steps:

- env:

OUTPUT1: ${{needs.job1.outputs.output1}}

OUTPUT2: ${{needs.job1.outputs.output2}}

run: echo "SOUTPUT1 $SOUTPUT2"

Reference:
https://docs.github.com/en/actions/how-tos/write-workflows/choose-what-workflows-do/pass-job- outputs
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GitHub Actions allows you to configure environment protection rules, where you can require specific users or teams to approve the
deployment before the workflow proceeds to the next step.

This ensures that the required reviewers approve the workflow before any sensitive actions (such as deployment) occur.

Note: Managing environments for deployment

You can create environments and secure those environments with deployment protection rules. A job that references an environment
must follow any protection rules for the environment before running or accessing the environment's secrets.

Optionally, you can specify people or teams that must approve workflow jobs that use this environment.

Select Required reviewers.

Enter up to 6 people or teams. Only one of the required reviewers needs to approve the job for it to proceed.


https://www.jpnshiken.com/q/68990-6466341/
https://www.jpntest.com/shiken/GH-200-JPN-mondaishu
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Optionally, to prevent users from approving workflows runs that they triggered, select Prevent self-review.
Click Save protection rules.

Reference:

https://docs.github.com/en/actions/how-tos/deploy/configure-and-manage-deployments/manage- environments
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[E] To bypass GitHub's limit of 100 MB you can use Git Large File Storage (Git LFS). It stores references to your file in the repo by
creating a pointer file. However, the actual file is going to be stored at a different location.

[C] Configuring the retention period for GitHub Actions artifacts and logs in your organization You can configure the retention period for
GitHub Actions artifacts and logs in your organization.

By default, the artifacts and log files generated by workflows are retained for 90 days before they are automatically deleted. You can
adjust the retention period, depending on the type of repository:

For public repositories: you can change this retention period to anywhere between 1 day or 90 days.

For private repositories: you can change this retention period to anywhere between 1 day or 400 days.

When you customize the retention period, it only applies to new artifacts and log files, and does not retroactively apply to existing
objects. For managed repositories and organizations, the maximum retention period cannot exceed the limit set by the managing
organization or enterprise.

Reference:

https://gitprotect.io/blog/github-storage-limits/
https://docs.github.com/en/organizations/managing-organization-settings/configuring-the-retention-period-for-github-actions-artifacts-
and-logs-in-your-organization
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[F] Add a label for the custom software as required.

Note: Using labels with self-hosted runners

You can use labels to organize your self-hosted runners based on their characteristics.
Creating a custom label

You can create custom labels for runners at the repository and organization levels.

[C, not D] Linux is a default label and does not have to be created to be used.

Reference:
https://docs.github.com/en/actions/how-tos/manage-runners/self-hosted-runners/apply-labels
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[B] Setting a debug message

Prints a debug message to the log. You must create a secret named ACTIONS_STEP_DEBUG with the value true to see the debug
messages set by this command in the log.

::debug::{message}

Example: Setting a debug message

echo "::debug::Set the Octocat variable"

[D] Setting an output parameter

Sets a step's output parameter. Note that the step will need an id to be defined to later retrieve the output value.
echo "{name}={value}" >> "$GITHUB_OUTPUT"

Example of setting an output parameter

This example demonstrates how to set the SELECTED_COLOR output parameter and later retrieve it:
- name: Set color

id: color-selector

run: echo "SELECTED_COLOR=green" >> "$GITHUB_OUTPUT"

- name: Get color

env:

SELECTED_COLOR: ${{ steps.color-selector.outputs.SELECTED_ COLOR }}

run: echo "The selected color is $SELECTED COLOR"

Reference:

https://docs.github.com/en/actions/reference/workflows-and-actions/workflow-commands
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Manually running a workflow

When a workflow is configured to run on the workflow_dispatch event, you can run the workflow using the Actions tab on GitHub, GitHub
CLI, or the REST API.

Configuring a workflow to run manually

To run a workflow manually, the workflow must be configured to run on the workflow_dispatch event.
To trigger the workflow_dispatch event, your workflow must be in the default branch.

Reference:
https://docs.github.com/en/actions/how-tos/manage-workflow-runs/manually-run-a-workflow
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In GitHub Actions, environment variables can be defined at three different scopes: workflow, job, and step. Each scope determines the
visibility and lifetime of the environment variable across the workflow execution.

Variables defined at the workflow scope are available to all jobs and steps within the workflow.

Variables defined at the job scope are available to all steps within a specific job.

Variables defined at the step scope are only available to the step in which they are defined. They are declared within a step and are not
visible outside of that step.

Reference:

https://medium.com/@leroyleowdev/github-actions-ways-to-share-data-between-jobs-

4267ff9ac2ce
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To stop a GitHub Actions workflow while keeping its configuration file and execution history, you should disable the workflow rather than
deleting it. Disabling a workflow prevents it from being triggered by any event (like pushes or schedules) but leaves the YAML file in your
repository and preserves all previous run data on the GitHub Actions tab.

How to Disable a Workflow

You can disable a workflow through the GitHub Ul, the CLI, or by modifying the code itself:

Via GitHub Web Interface:

Go to your repository on GitHub.

Click the Actions tab.

In the left sidebar, select the specific workflow you want to stop.

Click the three dots (...) or the Enable/Disable dropdown menu and select Disable workflow.

Reference:

https://docs.github.com/actions/managing-workflow-runs/disabling-and-enabling-a-workflow
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Deleting a workflow run

You can delete a workflow run that has been completed, or is more than two weeks old.
Reference:
https://docs.github.com/en/enterprise-cloud@latest/actions/how-tos/manage-workflow- runs/delete-a-workflow-run
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The $GITHUB_ENV environment variable is used to set environment variables that persist across steps in a workflow job. By echoing
FOO=Dbar into $GITHUB_ENV, the variable FOO will be available in subsequent steps within the same job.

Variables set in GITHUB_ENV apply only to the current job.

Example:

echo "PR_NUMBER=$pr_number" >> $GITHUB_ENV

Reference:

https://github.com/orgs/community/discussions/56849
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Creating secrets for an organization

When creating a secret or variable in an organization, you can use a policy to limit access by repository. For example, you can grant
access to all repositories, or limit access to only private repositories or a specified list of repositories.

To specify that the secret should be available to selected repositories within the organization, use the --repos or -r flag.

gh secret set --org ORG_NAME SECRET_NAME --repos REPO-NAME-1, REPO-NAME-2 Note: REST API endpoints for GitHub
Actions Secrets Use the REST API to interact with secrets in GitHub Actions.

* Set selected repositories for an organization secret

Replaces all repositories for an organization secret when the visibility for repository access is set to selected. The visibility is set when
you Create or update an organization secret.

Request example

Put /orgs/{org}/actions/secrets/{secret_name}/repositories

Reference:

https://docs.github.com/en/actions/how-tos/write-workflows/choose-what-workflows-do/use- secrets
https://docs.github.com/en/rest/actions/secrets?apiVersion=2022-11-28#set-selected- repositories-for-an-organization-secret
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Incorrect:

[Not A] pull_request activitiy type labeled not specified.

pull_request_label is not a trigger.

[Not B] Specifies branches branches that has a name that starts with releases. We are only interested in the release branch.
branches:

- 'releases/*™

[Not C]

pull_request_review

Runs your workflow when a pull request review is submitted, edited, or dismissed. A pull request review is a group of pull request review
comments in addition to a body comment and a state.

Reference:

https://docs.github.com/en/actions/reference/workflows-and-actions/events-that-trigger-workflows
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runs.using for composite actions

Required: You must set this value to 'composite'.

Reference:
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Defining environment variables for a single workflow

To set a custom environment variable for a single workflow, you can define it using the env key in the workflow file. The scope of a
custom variable set by this method is limited to the element in which it is defined. You can define variables that are scoped for:
The entire workflow, by using env at the top level of the workflow file.

The contents of a job within a workflow, by using jobs.<job_id>.env.

A specific step within a job, by using jobs.<job_id>.steps[*].env.

Reference:

https://docs.github.com/en/actions/how-tos/write-workflows/choose-what-workflows-do/use- variables
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Testing out your JavaScript action in a workflow

You can test your action out in a workflow.

Public actions can be used by workflows in any repository. When an action is in a private repository, the repository settings dictate
whether the action is available only within the same repository or also to other repositories owned by the same user or organization.
Reference:

https://docs.github.com/en/actions/tutorials/create-actions/create-a-javascript-action
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