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Explanation:

Box 1:

To monitor threats by using sensors, you would use Azure Advanced Threat Protection (ATP).
Azure Advanced Threat Protection (ATP) is a cloud-based security solution that leverages your
on-premises Active Directory signals to identify, detect, and investigate advanced threats,
compromised identities, and malicious insider actions directed at your organization.

Sensors are software packages you install on your servers to upload information to Azure ATP.
Box 2:

To enforce MFA based on a condition, you would use Azure Active Directory Identity Protection.
Azure AD ldentity Protection helps you manage the roll-out of Azure Multi-Factor Authentication
(MFA) registration by configuring a Conditional Access policy to require MFA registration no
matter what modern authentication app you are signing in to.

References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/what-is-atp
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https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-
protection-configure-mfa-policy
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Azure Site Recovery helps ensure business continuity by keeping business apps and workloads

OO0 w >

running during outages. Site Recovery replicates workloads running on physical and virtual
machines (VMs) from a primary site to a secondary location.

References:

https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
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A. No change is needed

B. Deploy a VPN

C. pay to transfer all the website data to Azure

D. reduce the number of connections to the website
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The Basic support plan is free so is therefore the cheapest. The Developer support plan is the
cheapest paid-for support plan. The order of support plans in terms of cost ranging from the
cheapest to most expensive is: Basic, Developer, Standard, Professional Direct, Premier.
References:

https://azure.microsoft.com/en-gb/support/plans/
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Explanation:

Box 1: No

Azure firewall does not encrypt network traffic. It is used to block or allow traffic based on
source/destination IP address, source/destination ports and protocol.

Box 2: No

A network security group does not encrypt network traffic. It works in a similar way to a firewall in
that it is used to block or allow traffic based on source/destination IP address, source/destination
ports and protocol.

Box 3: No

The question is rather vague as it would depend on the configuration of the host on the Internet.
Windows Server does come with a VPN client and it also supports other encryption methods such
IPSec encryption or SSL/TLS so it could encrypt the traffic if the Internet host was configured to
require or accept the encryption. However, the VM could not encrypt the traffic to an Internet host
that is not configured to require the encryption.

References:
https://docs.microsoft.com/en-us/azure/security/azure-security-data-encryption-best-
practices#protect-data-in-transit

Eﬁﬁ: 9

T COEBRERILCYFIAZRTT S5 —EDEFO—&TY  EHDOEEMICIF, &LH S TL
HERZERTEZLARIEDHIBEFOBRENSENTUVET MO ADIE LWMEREZF -
TWaLwdhd LhabE, WS OMDEMtE Y MEEBDELNERRZHIONAL LAFEEA,
SOV AaVTERBICEZARLRIE, TNICRAZLEFTEFEA, TORBR, ChoDEMIEL
Ex—EEICKRTINEEA,

HET-OEHE ROKERD) V—REELAzurehr TRV ) T2 avaHF->TLET,

* Azure Active Directory Azure AD) D201—H—F7ho v k

* Azure ADD5DD Y IL—T

*10—f&[P7 FL X

2y RIT—=D422T7—Ax10

S DAzurea R FFHIRT HHELNHY T,

fRRSE . RERD I IL—TZAIBRLET, ChIFEEEZERLTOETMN?

A. [FLy

B. L\MZ

EfE: (EfEZRRLET)

You are not charged for Azure Active Directory Groups. Therefore, deleting unused groups will
not reduce your Azure costs.
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References:
https://docs.microsoft.com/en-us/azure/advisor/advisor-cost-recommendations#reduce-costs-by-
deleting-or-reconfiguring-idle-virtual-network-gateways
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The Standard, Professional Direct, and Premier support plans have technical support for
engineers via email and phone.

References:

https://azure.microsoft.com/en-gb/support/plans/
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The VNet will be marked as 'Non-compliant' when the policy is assigned. However, it will not be
deleted and will continue to function normally.

Azure Policy is a service in Azure that you use to create, assign, and manage policies. These
policies enforce different rules and effects over your resources, so those resources stay compliant
with your corporate standards and service level agreements.

If there are any existing resources that aren't compliant with a new policy assignment, they
appear under Non-compliant resources.

References:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
https://docs.microsoft.com/en-us/azure/governance/policy/assign-policy-portal
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PowerApps lets you quickly build business applications with little or no code. It is not used to
create Azure virtual machines. Therefore, this solution does not meet the goal.

PowerApps Portals allow organizations to create websites which can be shared with users
external to their organization either anonymously or through the login provider of their choice like
LinkedIn, Microsoft Account, other commercial login providers.

References:
https://powerapps.microsoft.com/en-us/blog/introducing-powerapps-portals-powerful-low-code-
websites-for-external-users/
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Azure Databricks is an Apache Spark-based analytics platform. The platform consists of several
components including 'MLib'. Mlib is a Machine Learning library consisting of common learning
algorithms and utilities, including classification, regression, clustering, collaborative filtering,
dimensionality reduction, as well as underlying optimization primitives.

References:
https://docs.microsoft.com/en-us/azure/azure-databricks/what-is-azure-databricks#apache-spark-
based-analytics-platform
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Explanation:

Box 1: No

Azure Active Directory (Azure AD) is a cloud-based service. It does not require domain controllers
on virtual machines.

Box 2: Yes

Azure Active Directory (Azure AD) is a centralized identity provider in the cloud. This is the
primary built-in authentication and authorization service to provide secure access to Azure
resources and Microsoft 365.
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Box 3: No

User accounts in Azure Active Directory can be assigned multiple licenses for different Azure or
Microsoft

365 services.
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https://blog.pragmaticworks.com/what-is-azure-advisor#:~:text=Microsoft%20defines%20Azure
%Z20Advisor%20as,solutions%20based%200n%20that%20data.
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Infrastructure as a service (laaS) is an instant computing infrastructure, provisioned and managed
over the internet. The laaS service provider manages the infrastructure, while you purchase,
install, configure, and manage your own software Incorrect Answers:

A: Software as a service (SaaS) allows users to connect to and use cloud-based apps over the
Internet. Common examples are email, calendaring, and office tools. In this scenario, you need to
run your own apps, and therefore require an infrastructure.

B:

Platform as a service (PaaS) is a complete development and deployment environment in the
cloud. PaaS includes infrastructure-servers, storage, and networking-but also middleware,
development tools, business intelligence (Bl) services, database management systems, and
more. PaaS is designed to support the complete web application lifecycle: building, testing,
deploying, managing, and updating.

References:

https://azure.microsoft.com/en-us/overview/what-is-iaas/
https://azure.microsoft.com/en-us/overview/what-is-saas/
https://azure.microsoft.com/en-us/overview/what-is-paas/
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https://www.thomasmaurer.ch/2019/01/azure-cloud-shell/
https://www.pcmag.com/encyclopedia/term/66542/android-laptop
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Budget alerts notify you when spending, based on usage or cost, reaches or exceeds the amount

defined in the alert condition of the budget. Cost Management budgets are created using the

Azure portal or the Azure Consumption API.

References:
https://docs.microsoft.com/en-us/azure/cost-management-billing/costs/cost-mgt-alerts-monitor-
usage-spending
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You would use the Azure Activity Log, not Azure Monitor to view which user turned off a specific
virtual machine during the last 14 days.

Activity logs are kept for 90 days. You can query for any range of dates, as long as the starting
date isn't more than 90 days in the past.

In this question, we would create a filter to display shutdown operations on the virtual machine in
the last 14 days.

References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-audit
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References:
https://docs.microsoft.com/en-us/learn/modules/intro-to-azure-government/2-what-is-azure-
government
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Explanation:

Box 1: Yes

There are different replication options available with a storage account. The 'minimum' replication
option is Locally Redundant Storage (LRS). With LRS, data is replicated synchronously three
times within the primary region.

Box 2: No

Data is not backed up automatically to another Azure Data Center although it can be depending
on the replication option configured for the account. Locally Redundant Storage (LRS) is the
default which maintains three copies of the data in the data center.

Geo-redundant storage (GRS) has cross-regional replication to protect against regional outages.
Data is replicated synchronously three times in the primary region, then replicated
asynchronously to the secondary region.

Box 3: No

The limits are much higher than that. The current storage limit is 2 PB for US and Europe, and
500 TB for all other regions (including the UK) with no limit on the number of files.

References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
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There are different payment options in Azure including pay-as-you-go (PAYG), Enterprise
Agreement (EA), and Microsoft Customer Agreement (MCA) accounts.

Your Azure costs are 'per subscription'. You are charged monthly for all resources in a
subscription. Therefore, to use different payment options per department, you will need to create
a separate subscription per department. You can create multiple subscriptions in a single Azure
Active Directory tenant.

Incorrect Answers:

A: A reservation is where you commit to a resource (for example a virtual machine) for one or
three years. This gives you a discounted price on the resource for the reservation period.
Reservations do not provide a way to use different payment options per department.

C: A resource group is a logical container for Azure resources. You can view the total cost of all
the resources in a resource group. However, resource groups do not provide a way to use
different payment options per department.

D: A container instance is an Azure resource used to run an application. Container instances do
not provide a way to use different payment options per department.

References:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/create-subscription

Eﬁ:ﬁ: 33
Azure Cloud ShellZ{#H L TAzure2 BEJ 2 HERH Y T,


https://www.jpntest.com/shiken/AZ-900-JPN-mondaishu
https://www.jpnshiken.com/q/7634-889538/

EDAzure R— AT A AV EERLFEFIN?EBZTSHICIE AEEEHTEDL T A 20 %8R
LET,
1E fiZ:

B 34

COEBERTIE, THRZDOTIFANEFMLTELLDE S I FHERT ILENHYET,
Azure')—2 a VITIE BEBERY FD—V 2FRALTEREIAEZIDULEDT—2 €52 —0E
EFNTLET,

Explanation: T#R{FTEDTF R FEHRLET , XHAELWEEF, BEREFRE | ZERLTLZS
W XHANELLKBWMEERIFX XZFELLTH-HDEZEERL TS,

AETELRE

B.3—AYNEEETAVNDDEDETEROMYFET

C. FbHRORWLARY FI)—VZFRALTERIATVSIDUEDT—2 22 —NEENT
WET

D.¥4 4/ 8Y 7 MIFERULNHIZETRONMNYET

Eff: A(QA U RERKRT D)

Eﬁ:ﬁ: 35

UTDERAT—FADVMIDWT ZDRT— AV MAELIMESIE UV ZFBIRLTLES
W, Z5THIFNIE, WWZFERLET,

EFENREFNRELVGERIFIARAS Y FOBIELSHY FT,

1E fi#:

B 36

FCOBEMEIRCYS T VA ZRTT HA—EDOEMO—ETY , EHDOEFEMICE, BE T
HEEFERTETAURMEDHIEHEDRRENEFNATVET MOANE LWMEREREZH-
TWEWLWAE LAKZVE, W OADEREY FMIBEHDIELWERREZFO>ML LOLERA,
CDEYIAVTERMIZEARZIEI, TNICRAZEIETEFEFRA, TOFER, ChoDERMIXL
Eax—EBEmEICRTINEFLA,

Azure BEEEE (L Azure') V — R E1ER T HPowerShell R 9 1) 7 +%ET3BH5FETT,

AT REETITAEHIHERATIIVE1— SR EHETIVE DY ET,

fER%E Chrome OS% =47 L _Azure Cloud ShellZ #3521 —4—m RS T +&2=E
TLES,

CHNIFEEEERLTLETN?

A. LMVR

B. &Ly

Eff: A(QA 2V FEREKT D)

Eﬁ:ﬁ: 37


https://www.jpnshiken.com/q/7634-889540/
https://www.jpnshiken.com/q/7634-889542/

UTDERT—FA DV MIDWT ZFDRT—FA DV MMBELWMESF KWV ZERLTLEES
W, Z3THMEINIE, LWWOEREERLETS,

FE ENETNIE LLERITIRS > FOMMENHY T,

EfiZ:

Explanation:

Box 1: Yes

Azure Monitor maximizes the availability and performance of your applications and services by
delivering a comprehensive solution for collecting, analyzing, and acting on telemetry from your
cloud and on-premises environments.

Box 2: Yes

Alerts in Azure Monitor proactively notify you of critical conditions and potentially attempt to take
corrective action.

Box 3: Yes

Azure Monitor uses Target Resource, which is the scope and signals available for alerting. A
target can be any Azure resource. Example targets: a virtual machine, a storage account, a virtual
machine scale set, a Log Analytics workspace, or an Application Insights resource.

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/overview
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

Eﬁﬁ: 38

UTDERT—FA DV MIDWT FORT—FA YV MMBIELWMESF KWV ZERLTLEES
W, ZITHRINIE, LWWEZEERLET,

FENENELOERIINKRS > FOBELAHY FT,

1E fiZ:

Explanation:

Box 1: Yes

You can use the same account to manage multiple subscriptions. You can create an additional
subscription for your account in the Azure portal. You may want an additional subscription to
avoid hitting subscription limits, to create separate environments for security, or to isolate data for
compliance reasons.

Box 2: No

You cannot merge two subscriptions into a single subscription. However, you can move some
Azure resources from one subscription to another. You can also transfer ownership of a
subscription and change the billing type for a subscription.

Box 3: Yes

A company can have multiple subscriptions and store resources in the different subscriptions.
However, a resource instance can exist in only one subscription.

References:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/create-subscription
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Many Azure resource have quote limits. The purpose of the quota limits is to help you control your
Azure costs. However, it is common to require an increase to the default quota.
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You can request a quota limit increase by opening a support request. In the support request,
select 'Service and subscription limits (quotas)' for the Issue type, select your subscription and the
service you want to increase the quota for. For this question, you would select 'SQL Database
Managed Instance' as the quote type.

References:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-managed-instance-resource-
limits#obtaining-a-larger-quota-for-sql-managed-instance
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Explanation:

Box 1: No

An Azure AD tenant can have multiple subscriptions but an Azure subscription can only be
associated with one Azure AD tenant.

Box 2: Yes

Box 3: No

If your subscription expires, you lose access to all the other resources associated with the
subscription. However, the Azure AD directory remains in Azure. You can associate and manage
the directory using a different Azure subscription.

References:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-
subscriptions-associated-directory
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Reference:

https://azure.microsoft.com/en-us/reservations/
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/b-series-burstable
https://blogs.technet.microsoft.com/uspartner_ts2team/2014/10/10/azure-virtual-machines-
stopping-versus-stopping-deallocating/
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You can create an Azure support request from the Help and Support blade in the Azure portal or
from the context menu of an Azure resource in the Support + Troubleshooting section.
References:
https://docs.microsoft.com/en-us/azure/azure-supportability/how-to-create-azure-support-request
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For products governed by the Modern Lifecycle Policy, Microsoft will provide a minimum of 12
months' notification prior to ending support if no successor product or service is offered-excluding
free services or preview releases.

References:

https://support.microsoft.com/en-us/help/30881/modern-lifecycle-policy
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You are charged for public IP addresses. Therefore, deleting unused public IP addresses will
reduce the Azure costs.

References:
https://docs.microsoft.com/en-us/azure/advisor/advisor-cost-recommendations#reduce-costs-by-
deleting-or-reconfiguring-idle-virtual-network-gateways
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Explanation:

References:
https://buildazure.com/2016/08/18/powershell-now-open-source-and-cross-platform-linux-macos-
windows/
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Explanation:

References:

https://azure.microsoft.com/en-us/services/sql-database/
https://docs.microsoft.com/en-us/azure/sql-data-warehouse/sql-data-warehouse-overview-what-is
https://docs.microsoft.com/bs-latn-ba/azure/hdinsight/hadoop/apache-hadoop-introduction
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References:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-vnet-plan-design-arm
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Explanation:

"Maximum Available Minutes" is the total accumulated minutes during a billing month .
"Downtime" is the total accumulated minutes that are part of Maximum Available Minutes where a
system is unavailable.

"Monthly Uptime Percentage" for a service is calculated as Maximum Available Minutes less
Downtime divided by Maximum Available Minutes x 100.

Monthly Uptime Percentage is represented by the following formula:
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Monthly Uptime % = (Maximum Available Minutes-Downtime) / Maximum Available Minutes x
100.

References:

https://azure.microsoft.com/en-au/support/legal/sla/cloud-services/v1_0/
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Explanation:

Box 1: No

A PaasS solution does not provide access to the operating system. The Azure Web Apps service
provides an environment for you to host your web applications. Behind the scenes, the web apps
are hosted on virtual machines running IIS. However, you have no direct access to the virtual
machine, the operating system or IIS.

Box 2: Yes

Box 3: Yes

A PaasS solution that hosts web apps in Azure does provide the ability to scale the platform
automatically. This is known as autoscaling. Behind the scenes, the web apps are hosted on
virtual machines running IIS. Autoscaling means adding more load balanced virtual machines to
host the web apps.

References:

https://azure.microsoft.com/en-gb/overview/what-is-paas/
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Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-add-change-azure-subscription-administrator
https://docs.microsoft.com/en-us/azure/billing/billing-upgrade-azure-subscription
https://docs.microsoft.com/en-us/azure/billing/billing-spending-limit
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https://support.microsoft.com/en-us/help/30881
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Azure customers with an Azure Enterprise Agreement (EA), Microsoft Customer Agreement
(MCA), or Microsoft Partner Agreement (MPA) can use Azure Cost Management.

Cost management is the process of effectively planning and controlling costs involved in your
business. Cost management tasks are normally performed by finance, management, and app
teams. Azure Cost Management + Billing helps organizations plan with cost in mind. It also helps
to analyze costs effectively and take action to optimize cloud spending.

References:

https://docs.microsoft.com/en-gb/azure/cost-management/overview-cost-mgt
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