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Actions Answer Area _

Configure a custom domain
name for the App Senvice app.

Run the Azure Migrate App
Containerization tool on Server1.

Create an Azure Private
DNS zone,

Manually create
an App Service plan.

Create and run a migration
task in Azure Migrate.

Create and run an assessment
task in Azure Migrate.
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Create and run an assessment
task in Azure Migrate.

Run the Azure Migrate App Marually create
~ontainenzation tool on Server1. an App Seivice plan.
Create an Azure Private Configure a custom domain
DNS zone. name for the App Service app.

Create and run a migration
task in Azure Migrate.

Explanation:

Reference:
https://learn.microsoft.com/en-us/azure/migrate/tutorial-modernize-asp-net-appservice-code
https://learn.microsoft.com/en-us/azure/app-service/app-service-web-tutorial-custom-domain
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Name Type =" Microsoft

Group1 Security Group - Domain Local
Group2 | Security,Group - Global

Group3 Security Group - Universal

Group4 Distribution Group - Domain Local
ADMT % L T, ¥ /L—F %fabrikam.comIZ#H1T 2 RENHY 7,
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Answer Area

Can be migrated: -
| Group3 only
Group1 and Group4 only
| Group2 and Group3 only
| Group1, Group2 and Group3 only
| Group1, Group2, Group3 and Group4

Can have slDHistory: v
Group3 only
Group1 and Group4 only
| Group2 and Group3 only
Group1, Group2 and Group3 only
Group1, Group2, Group3 and Group4

IEf%:
Answer Area
Can be migrated: v
Group3 only
Group1 and Group4 only
Group2 and Group3 only
Group1, Group2 and Group3 only
Group1, Group2, Group3 and Group4

Can have sIDHistory: v
' Group3 only

Group1 and Group4 only

Group2 and Group3 only

Group1, Group2 and Group3 only

Group1, Group2, Group3 and Group4

Explanation:

Box 1: Group2 and Group3 only

For ADMT migration between two Active Directory Domain Services (AD DS) forests, you can migrate Security Groups - Global [Group2] and Security Groups - Universal [Group3]; however,
"Security Groups - Domain Local" and "Distribution Groups - Domain Local" cannot be directly migrated between forests due to their scope limitations.

Security Group - Global [Group2]: These groups can be migrated because they can include members from any domain within the forest, making them suitable for transfer across forests.
Security Group - Universal [Group3] : Similar to global groups, universal groups can contain members from any domain within the forest and can be migrated.

Box 2: Group2 and Group3 only

[Group3]



Yes, a Universal Security Group can have the sIDHistory populated. sIDHistory is a property that is populated when an object is migrated from a different domain, allowing it to retain access to resources in
the source domain.

[Group2]
a Global Security Group can have the sIDHistory populated, and this is a common practice during Active Directory migrations to maintain access to resources in the source domain. By populating the

sIDHistory attribute with the group's original SID, the group can continue to access resources in the source domain even after it has been migrated to a new domain and assigned a new SID.
Reference:

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-identifiers
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Prefermed Owners

Select the preferred owners for this clustered role. U
to list them in order from most preferred at the

at the bottom.

L ]
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App1 Properties X

General Falover

Failover

Specify the number of times the Cluster service will attempt to restart or
fail over the clustered role in the specified penod.

¥ the clustered role faills more than the maximum in the specified period,

t will be left in the failed state.

Maximum failures in the specified B %h
period: ——
Period hours) BN 1l
Failback

Specify whether the clustered role wil automatically fail back to the
most prefemed owner (which is set on the General tab).

O Prevent failback
© Alow faback B Microsoft
@® Immediately
O Faibback between: 0 : and
0 * | hours
oK  Concel | | Aoy

App1DEERRY) O—FREE, BEARY O—|ORIZREATWET (BELGRYS—14TE7 Y9I LTLEEW,)



Name: App1 Properties X

General Dependencies Policies Advanced Policies

Clear the check box if you do not want a node to host this resource or this
clustered instance.

Possible Owners:

(] & Node1

B & Node2

£ & Node3

£ 3 Nodes

Basic resource health check interval

(®) Use standard time pesiod for the resource type

(O Use this time period fmmss): 00-05

ik

Thorough resource heakh check interval
(® Use standard time period for the resource type
(O Use this time period {mm ss). 01:00

dk

] &nﬁsmhawﬂeﬁmmm..Microsoft
be

Omndﬁopuoni&nmdmmmkumm
debugged or is likely to conflict with other resource type DLLs.

OK || Cancel || Aoy
LTOERERIZDVWT ELWMESIE KUV EBERLTLESWD, 25 THEWNESIE VWE 1 ZERLTLESLY,
EEEEICIRA Y RAMESINET,




Answer Area

Statements }-ﬂ Yes No
You can move App1 to Node4 manually. O O
If Node3 fails, App1 will fail over to Node2 automatically. O O
If App1 automatically fails over from Node3, App1 will fail back to Node3 automatically after O O

Node3 is repaired.
EfiZ:
Answer Area

Statements

You can move App1 to Node4 manually.

If Node3 fails, App1 will fail over to Node2 automatically.

If App1 automatically fails over from Node3, App1 will fail back to Node3 automatically after
Node3 is repaired.

Explanation:

Box 1: No

In the General settings for App1 we see only Node1 and Node?2 listed as Preferred Owners.

Note: Description

The Set-ClusterOwnerNode cmdlet specifies which nodes can own a resource in a failover cluster or specifies the order of preference among owner nodes for a clustered role, or resource group.
The settings that control the possible or preferred owners affect the way the cluster responds to the failure of a resource or a clustered role.
Box 2: No

In the Advanced Policies settings for App1 we the three Possible Owners: Node2, Node3, and Node4.

The cluster would fail over to Node4, the next node.

Box 3: No

The Preferred Owners are Node1 and Node2.

The failback will be to one of the Preferred Owners, not to Node3.

Reference:
https://learn.microsoft.com/en-us/troubleshoot/windows-server/high-availability/groups-fail-logic-three-more-cluster-node-members
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While recovering the files, after the script is downloaded successfully, you need to ensure that you have the right machine to execute this script. The VM at which you are thinking to execute the script,
should not have any of the following mentioned unsupported configurations.

Dynamic disks

You can't run the executable script on the VM with any of the following characteristics: Choose an

alternate machine

¢ Volumes that span multiple disks (spanned and striped volumes).

¢ Fault-tolerant volumes (mirrored and RAID=5 yolumes) on dynamic disks.

Windows Storage Spaces

You cannot run the downloagdedexecutable on the same backed-up VM if the backed up VM has
Windows Storage Spaces. Cheese anlalferndte madhind,

Option A is incorrect. The executable script can't be run on the VM with Volumes that span multiple disks (spanned and striped volumes).
Option B is incorrect. The executable script can't be run on the VM with fault-tolerant volumes (mirrored and RAID-5 volumes) on dynamic disks.
Option C is incorrect. The downloaded executable can't be run on the same backed-up VM if the backed-up VM has Windows Storage Spaces.
Option D is correct. the VM where you want to run the executable script should consist of none of the given features.

Reference:

https://docs.microsoft.com/en-us/azure/backup/backup-azure-restore-files-from-vm
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A. NTLMv2

B. ERi A+ —

C. KerberosV5
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https://www.jpnshiken.com/q/68954-6458422/
https://www.jpnshiken.com/q/68954-6458423/

Certificate form part of PKI (public key infrastructure), and are used for authentication and encryption purposes. Also, since they are workgroup based servers, NTLM and Kerberos cannot be suitable
answers because these protocols are domain-based. Lastly, a pre-shared key is used to authenticate 2 VPN Gateways.
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-authentication-request-rule
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Name Operating system
DCA1 Windows Server 2012 R2
DC2 Windows Server 2016
DC3 Windows Server 2016

Windows Server 202522173 2H LWWK A/ 2OV bO—5—%2 T A TEH L EHRT IVRENDY FT,
AR EEBELOEEEZRNRICHNZASELDTHEIFNEGE SR,
ED2ODITHELHARETLEIN? ENENDERF BREO—HERLTWET,

IR LIRS VU NEBTEET,

A.DC1_DC2_ & & UDC3%Windows Server 202527 v F5 L— KL%,

B.DC1ZHIBRLET,

C. 74 LR EE AL DHEEL NJL % Windows Server 2025 [Z5| & LIFE T,

D.DC2&DC3ZHIBRLETY,

E. 74 LR MERFAAL D DHEEL XJLE Windows Server 2016 [Z5|Z EITE T,

Eff:BE(IAY FEHKT D)

To add a Windows Server 2025 domain controller (DC) to a Windows Server 2012 R2 functional level domain, you must first upgrade all existing domain controllers to at least Windows Server
2016 [or remove DC1 - B], then raise the domain and forest functional levels to Windows Server

2016 [E], and finally, add the Server 2025 DC by installing the AD DS role and promoting it.

Reference:

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/active-directory-functional-levels
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Clustert % Server! (TR LU E L T — b3 B2 BEEDR— kT Kerberos REEZE AT % Hyper-V LT hZERAT I2HELHY 9,

Server! T Z 3 HENHY FTH?

A 7547 Y—/\—% Hyper-V LT H JO—h—ERICEMLET,

B. Hyper-V QFREND  [ZRIEBLUVEENDSA T XA T L—avEFNT B ZERLET,

C. ¥x a1l T 1h 5k - Windows Defender 7 74 724+ —IL5 Hyper-V L 7 1) A HTTPS ') X +— (TCP-In) L—ILEHBH®IZLFT,

D. & a1 1 7 1 A&k &= Windows Defender 7 7 4 7+ —JL 5 Hyper-V L7 H HTTP 1) X +— (TCP-In) L—ILZEMIZLET,

E#: (EREERLET)

https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/manage/set-up-hyper-v-replica
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BEHD R Y hT—4(Z1E Active Directory KA A U H—EX(ADDS) R A AL UMNEENTULET, 2D KA A 2IZ(&, Cluster! & Cluster2& LS B RTIND2DMDWindows Server7 T — LA —/N\N—9 S X2 —
(WSFC)f Y RA UV AMEENTWLET,

Cluster1lEHyper-VIREB<T L V& HRRA FLTWWET, Cluster2[ZIEE T A O —ILIEBR I TWWEEA,

ClusterltDRE<T S > D/IN— KT 4 XY 774 IL%#RT7ET % Storage Spaces Direct7 5 X 2 —%Cluster2I Z{Ef T 2 EAH Y 9,

Cluster2IZ[Z ED/RENZHREIT RETTMN?RETDHICIE BEERETEUGA TS a oEBRLTLEZE,

R EITIRA Y RAMEShET,

A RET Y

B.iSCSIZ—4 v bH—/—

C.Hyper-VL 7y hJn—h—

D. 774 LY —/\—

EfZ:CD(QAV FEHRKT D)

To use this Windows Server Failover Cluster (Cluster A) to store VM hard disk files for another cluster (Cluster B), you'll need to add the File Server role to Cluster A and then add the Hyper-V Replica
Broker role to it after installing the Hyper-V role on its nodes. Configure the File Server role on Cluster A to provide a shared network location (SMB share), then in Cluster B's Hyper-V Manager, enable
replication to Cluster A's Hyper-V Replica Broker, using the shared location for the initial replication.

Reference:

https://learn.microsoft.com/en-us/windows-server/virtualization/hyper-v/manage/set-up-hyper-v-replica
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Fabrikam#t &, Azure Active Directory(Azure AD)T 7+ > k & BIE#i 9 S Active Directory KA 4 > H—EX(ADDS)7#+ LR FZEFRBEL TWLVET, ZOADDST + LR kZIE, corp.fabrikam.com &
europe.fabrikam.com& WV 52DD KA A UNEFhTULET,

SHIAX T4 RADA VT LI RY—/\—

HIADA T 4 RIZIF RORIZTFT &L 512, Windows Server 2016 % ET3 34 TLIRY—N—HIHREBESNTHET,


https://www.jpnshiken.com/q/68954-6458426/

Name 1ype Lonrigurauon
V1 Physical Hyper-V host
V2 Physical Hyper-V host
APP1 Virtual machine | Application server
A\PP2 Virtual machine | Application server
APP3 Virtual machine | Application server
APP4 Virtual machine | Application server
JC1 Virtual machine | Domain controller
Archive Physical File server
JHCP1 Virtual machine | DHCP server
“ileserver1 | Virtual machine | File server
NEB1 Virtual machine | Web server
NEB2 Virtual/machine (, Web server
AAMTA TE i al v aallc . - AN i &

AL T 4 ADY—/3\—[FF R Tcorp.fabrikam.com KA A V(ZHY FTF,

SHIAA T4 RIZHITRTORET L UIE HVIEHV2ETHRZ FENTUWET, HVIEHV2IE, Cluster E WS BRID T T A LA —N—H2 522D/ — K TT,
WEB1&EWEB2(E, 1 VA3 —FRY b 27 A= 3 0 —EXRIS)Vz THA FEERALTVWET, 1 2 —F vy baA—H—I[E_https://www.fabrikam.com& WS URLZEFARAL TOz THA MIERELE
9,

SHTA T4 ADTARTHOI—HF—IL UNCHRRIZEHETBT7 TV r—>a v EETLET,

\\Fileserver1\Data,

NY)DA VT2 RY—/—

N DA T 4 RIZIE, Windows Server 2016 % 3479 S dc2.europe.fabrikam.com& L5 ZETDMEH—/\—hH Y _ europe.fabrikam.com AL VD RAAf a2 bA—5—E L THELTWET,
2YNIT—DA VTSRS IFY

DHTATAREN)F T4 ROTBAIZIE, TAhEFNRO—HILA V23— FEELBHYET, PHhTA T4 RENRNYF T4 RIE VPNIEGEFEHRA L THREICER I TWET,
CAIA T4 RADYSA4T7 2 a2 Ea—2IFIDHCPINGIPZ RLRAFRELET,

X2 )T4VRD

Fabrikam(d LTFDEF1 )T VRV EHELTUVET,

*—EDTHDY ML NTLMv1 _SMB1_ E4&7 LLDAPHZ ENREMDEWNTO Fa/LEFRALTADDSY V—XRIZEHKLET,

* 4 —/\—TIlIWindows Defender7 7 4 7+ —ILWNEMHE > TNVET , U—N\—BEEN T 74 7o+ —ILIL—ILZZEL BREEGZHTITIEENHYET,

=2

tXa) T4 EH

Fabrikamld, LTFDEF 1) T4 BEUHEZHBELTLET,

*H—/N\—EHEEAWindows Defender7 7 4 74— ILDIL—IILEZZETETHEVELSIITLET,

* BitLocker K 5 4 JHES{t(BitLockenZ#RA L T H—/N\—LDIRTOT—E2 T4 RV EHBHILLET,

*TH LR MAQY—N—IZE RRBEINET TV T5—2300HPNA VR M—LERIEETTELLIICILET,

*EETHRWITARILEFERTEZRAM O FA—5—~"DITRTOEREHET HODLKR— btV 12— 32 & LT Microsoft Sentinel #EALET,

T2 R¥BITEHE

FabrikamlEBAF DI R TOY—/N\—%BTTHFETHY BITEHLLTUTOREZEIFTVET,

DHhIF T 4 ADAPP1E K UAPP2{RIE~< L > %  Windows Server 2022% 5179 % Cluster2& LS ZRTDFT L L Hyper-VI = — LA —N\—U S X3 —IZBBL F T,

- Cluster2IZ(&_HV3EHVAE V52008 LUV — RAAEELET,



-ITRTORBID DT 7ML VS RAREIEFR) 2—LCSV)IZRESINET,

* Archive1% _ Windows Server 2022% £179 ACluster3E WS BRIDFH LW T T —ILA—N—YU SR Z—[ZBITLET,

- Cluster3[Z1&, Node1&Node2 & WS ZHID2DDYE ) — FAEENFT,

-Cluster3 LD 77 A IWEFIEX . TFIOTA TNV TE—FDITIIANA—N—9SRAEDREZHBNET,

* europe.fabrikam.com A 5 corp.fabrikam.com N R THLI—H— FTIL—T LUV ISAT72 raAVEL—2FRBITLET,
- #171% _ Active Directory#81TY—IL(ADMT)ZER L TEfTShE 9,

ADMT#{TFIEZEITT 51=61Z_ ADMTcomputer & LVS B RTD O > E 21— 4 Hicorp.fabrikam.com KA A V2T 704 SnFET,
A—HY—TFhoY MEBRFEDNNRT—RFE{RELET,

* F—4 HHF FFileserver1h 5 Windows Server 2022% 3179 AFileserver2E WS ABIDFHT L WS —N—[ZBITLET BITER . T3 HBIIBREDOUNCAREZFRA L TT7 IV LATEIBLENHY 7,
Azuref{TEHE

Fabrikam(&—&D 1) YV —X ZAzurelZBITT AL ZEBEILTHEY UTOBRITEHEHELTVWET,

*Subl EWVSRHIMD Azure Y TRV YT a3 vEERLET,

*Vnet1& WLV S RRIDAzurefREB Ry F7—0 ZERLET,

* ExpressRoute#{#AL T /XY ESHTDA T4 RZEVnetl [TEHELET,

* FRT DY —/\—I[ZMicrosoft Defender for servers® S 4 £V A &t 53 5%,

* APP3 & APP4Z&AzurelZ#1TLE T,

* www.fabrikam.com @ Web H4 k% WebApp1 & LY5 &R0 Azure App Service Web 7 7 IZBBITLE T,
*WEB1&:WEB2% 19 5,

DHCP#1TEtE

Fabrikam#t(&DHCP1%#DHCP2E WS #H L WU —/N—[ZEEFMZ LETETH Y  BITICEAT 2EHITILTOEE Y T,

* DHCP2AY  IRAEDHCPIM S R ARRERIP7 FLRERBLIP7 FLAFRETH I EEEEL TS,
*DHCP2TH—ERREMIZH 2 1=RIZ DHCP1A Y SA 7V MIH—ERZRHELANVWESIZLET,
BED)—RZHEFHUNBITINTNSIZ LEEZREREL TS,

FSvyo7rRrEoy JHERE

HEIE. AT I RBREBEADBITEEZYR— b3 51=HIC Cluster2®BAFETE L TWLVET,

Cluster2 LD T A R FX 1) TAEHZFH L TWS I LEZHRTILENHYFET,
ED&ESBIEBFTIEREEZETINIEEINVTLELOIMN?EZTBHICIE IEEVR M SITRTOREZEZRHICEEL, ELVWEFRICHRZEZ TS,
Actions Answer Area

Add a disk resource to the cluster.

Enable BitLocker on the volume.

Update the BitLockerProtectorinfo property of the yoiumé.
Create a Cluster Shared Volume (CSV).

Put the disk in maintenance mode.
1EfZ:



Actions [ r Area o
?@m cluster.

Create a Cluster Shared Volume (CSV).

Put the disk in maintenance mode.

Enable BitLocker on the volume.

Update the BttLackerProtectorlnfa property nf the 1vmlun'te

Explanation:

When using BitLocker with volumes designated for a cluster, the volume can be enabled with BitLocker before its addition to the cluster or when in the cluster. Put the resource into maintenance mode
before enabling BitLocker.

https://learn.microsoft.com/en-us/windows-server/failover-clustering/bitlocker-on-csv-in-ws-2022
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Description
Is a member of Group1
Has a.phone number of 111-111

Is in the Users container
dmup ¥ None
Organizational unit (OU) Is emp

CORASVIZIE RORICRT FAL OV FA—SBNEFENTUVET,

Name | Site
DC1 Sitel
DC2 Site2

YA MEYA R20BIZHA ) VI EREL, LTV S—2 a3 VREIRE202(1CRELET,
FRI10EF U4 MM EY A F2RDERD T ST,
EEEL, 1«J~'F0)§ELT§'? RIEZRITLET,

Time orm ,
10:05 AM S0 " T'Move User3'to OUL.
10:07 AM Remove User1 from Group]1.
10:10 AM Change the phone number of User2 to 222-222.
10:11 AM Change the phone number of User2 to 333-333.
10:12 AM Add User2 to Group1.
10:20 AM Delete QU1.
10:25 AM Change the phone number of User2 to 444-444.

FHI108F305, U4 M EY A F2RDEHEAEIBLEL:,




UTDRERIZDNWT ELWMEEIX KUV ZFFBRLTLESWD, Z5THWMGEIE WA (1 ZEIRL TS,
ECEEE LIRS EAMEShET,
Answer Area

Statements Yes No

At 11:30 AM, User1 and User2 are members of Groupl. O

At 11:30 AM, the phone number of User2 is 333-333. O

Vil fo o) .

N " : |
Statements BE \4icrosef
O O

At 11:30 AM, User1 and User2 are members of Group1.

At 11:30 AM, the phone number of User2 is 333-333. O

At 11:30 AM, User3 is deleted.

Explanation:

Box 1: No

User1 is removed from Group1 at 10.07.

This change will be replicated before 11.30 AM.
Box 2: No

At 10.11: Change the phone of User2 to 222-222.
At 10.12: Change the phone of User2 to 333-333.
At 10.25: Change the phone of User2 to 444-444.
The last change will be replicated before 11.30 AM.
Box 3: Yes

At 10.05: Move User3 to OU1.

At 10.20. Delete OU1.



User3 will be deleted when OU1 is deleted.
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BEERITAzure M TRV ) T a v H#THRAGTT, COYTRY ) T 3 UIZE, Windows ServerFE{TF AVM1EVM2E LS BRIND2DODRET L UAEFEATLNET,
UTDEHFET=-F(Z1E, Azure Network Watcher Z{ER I 2 BELAH Y T3,

F2YRT—DO S T749vIDRNETEIDEHSEFI)TAIL—ILERET S

VM1

VM2ITEESND /Ny FOEETHIEZFELET,

INETNDEHICH LT AEFERATRETLLOIN?EETHICIE BBEFETEUGA T a vEBRLTEZS,

F R EICIRA Y MAMESNET,

Answer Area
Identify security rules that prevent network traffic i{"- M 1(’ ros [‘F
from reaching VM1: I Tlow verify i
Connection troubleshoot
Mext hop
Packet capture
Traffic Analytics
Identify the source region of fackets sent to WVM2: v
IP flow verify
Connection froubleshoot
Mext hop
Packet capiure
Traffic Analytics
1Efi#:
Answer Area
Identify security rules that prevent network traffic v
from reaching VM1: 1P flow verify
Connection troubleshoot
Next hop
Packet capture
Traffic Analytics
Identify the source region of packets sent to VM2: v
licrosoft P flow verify
= I Connection troubleshoot
Mext hop
Packet capture
Traffic Analytics
Explanation:

Box 1: IP flow verify

To identify security rules blocking traffic to an Azure VM, use the IP flow verify feature within Network Watcher. This tool tests network connectivity by checking if a specific packet is allowed or denied and
specifies the security rule responsible for the action. You can access it from the Azure portal by searching for "Network Watcher" and selecting "IP flow verify" under Network diagnostic tools.

Box 2: Packet Capture



To identify the source region of packets to a VM using Azure Network Watcher, capture network traffic using Packet Capture, then analyze the captured .cap file with a tool like Wireshark or CapAnalysis,
and look for the origin IP address in the packet details. Alternatively, for flow-based analysis, you can enable Virtual Network flow logs, which logs traffic information to Azure Storage where you can analyze
source IPs and regions using visualization tools.

Reference:

https://learn.microsoft.com/en-us/azure/network-watcher/network-watcher-overview
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Web 77 EHRRAMLET,

Web 7 7'1) % Azure App Services Web 7 T IZH1TT 2 FETT , T—FR—REF V> TLIRDODEETT,
BTSN Web 77BN T—EAR—RIZTIVCRTELLEZHRTIDLENHY FET,

Azure THZHERT SLENHY £ H7?

A.Azure SQAL YT RA—Y R AV RA VR

B. A 7JLIRT—4E2 5—brozA

C. Azure sk~ v k7 —2
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https://docs.microsoft.com/en-us/azure/app-service/app-service-hybrid-connections
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Tools Answer Area . J

gy Microsoft

Azure Migrate Export App1 to a ZIP file: ! i
The Azure portal Create a container image with App1: : i
Web Deploy

Windows Admin Center

Windows Server Migration Tools

1E fiz:

Tools Answer Area

Export App1l to a ZIP file: Web Deploy

The Azure portal Create, ontée“agw : ure Migrate
®
. h\ak
ns

Windows Server Migration Tools i IVI i C ro S Oft

Windows Admin Center
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LS LS AIRWET Ared

‘rom the Azure portal, configure the Boot diagnostics
ettings for VM1 to use a custom storage account.

‘rom the Azure portal, open the Run command blade.

‘rom the Azure portal, open the Serial console blade of VM1. |

‘rom the Azure portal, enable just in time (JIT) VM accessto
M1.

'rom the Serial console, run ch -si 1 and sign in by using a
ocal account.

‘rom the Serial console, run cmd.

1E fiZ:

Actions | Answer Area
From the Azure portal, configure the Boot diagnostics
settings for VM1 to use a custom storage account.

From the Azure portal, open the Run command blade. | From the Azure portal, apen the Serial console blade of VM1.

| From the Serial console, run cmd.

—

From the Azure portal, enable just in time (T)MM dcc@sSt0 | 'From the Serial console, run ch -si 1and sign in by using a
vM1. /| local account.

Explanation:

For the last two items:

1. Connect to the serial console. If you successfully connect, the prompt is SAC>:

2. Enter cmd to create a channel that has a CMD instance.

3. Enter ch -si 1 or press the <esc>+<tab> shortcut keys to switch to the channel that's running the CMD instance.
4. Press Enter, and then enter sign-in credentials with administrative permissions.

5. After you've entered valid credentials, the CMD instance opens.

6. To start a PowerShell instance, enter PowerShell in the CMD instance, and then press Enter.
(https://learn.microsoft.com/en-us/troubleshoot/azure/virtual-machines/serial-console-windows)
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C. Azure BE%K

D. Windows Server Update Serveries (WSUS)

Eff:B(OAVRERKT D)

Cluster-Aware Updating advanced options and updating run profiles.

You can set the PreUpdateScript or PostUpdateScript the option.

Reference:
https://docs.microsoft.com/en-us/windows-server/failover-clustering/cluster-aware-updating-options
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Windows Server #E179 45 VM1 &£ VNS &AHID Azure RE<T S U HY £,
FLOEREHR(LOB) 7Y r—23 0% VM IZTTO/4F5FETT,
FIVr—23 0 FTOCREZERTESLZHBTILELHYET,
VM1 TRIZHERT 2RENH Y FITH?

A. Microsoft Defender Credential Guard

B. Microsoft Defender 7 7 —< 3> a>r ta—)L

C. Microsoft Defender SmartScreen

D. T/ RJOA hRE

IEfR: (EffZzRTLET)

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-exploit-protection?view=0365-worldwide
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BEHRDORY FT—21Z1E contoso.com & L3 A RID Active Directory KA A > H—EX (ADDS) KA UDBEFENTWNET, 2D KA A V2L, Sitel & Site2 EWNVSAFID 2 DDH A + & Windows
Server RT3 5 —N—HMEENTEY H—N\—DERIIRORIZRT ELYTT,

Name | In<te/[crocoft  Type
DC1 Sitel Domain controller

DC2 Site1 Domain controller

RODC1 | Site2 | Read:anly'domain controller (RODC) |
Server1 | Site1 Member server

Server? | Site? Member server

Server3 Member server

ZDRAA Iz, Server3ZF ST Group1 EWVWS ZHID YT IL—THAEFENTNET,
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RODCHIZIE, ROBIZRT/INRT— KL TN =23 R O—HEESNTVET,
RODC Properties 7 x

General Operating System Mesmber OF Detegation
Password Replcation Polcy L aer Managed By Dl

Tha s a Read-only Domain Controller (RODC). An RODC and

munnhh;::mb;.: can |Cr050ft
rephcated to the RODC.

Groups. usen and computen
MName

Accourt Operators

Agrwwtraton

Alowed RODC Password Rephcaton Group
Backup Operators :
Derved RODC Password Rephcation Group
Server Operston

FEREETT

Advanced M_—

[ ok ] coce | ooy e

contoso.comTIE RDOKRITRT LS IBADI—HF—ZFERHLET,

Namédosott  Member of
User1 | Domain Admins, Group1
User2 | Group1

User3 [VAccount Operators |
A—H =20 —N\N=212H/ /42 LFET,
LTDEERIZDVNT ELWMESIE KUV EERLTLESWD, 25 THEWESIE DWE 1 EERL TS,
S ERCE SRS FAMESNET




Statements Yes No
If User1 authenticates by using RODC1, the user’s credentialswill be stored on RODC1. O C
User?2 can sign in tq %WET3 if connectivity between Site1 and Site2 fails. O @)
yOTE
User3 can sign in to RODCY locally. O O
1E fi#:
Answer Area
Statements Yes No
If User1 authenticates by using RODC1, the user’s credentials will be stored on RODC1. O O
User2 can sign in to Server3 if connectivity between Site1 and Site2 fails. O O
User3 can sign in to RODC1 locally. A' | 10 I-(I O
Explanation:
Box 1: No

User1 is member of Domain admins and Group1.

The Password Replication Policy has Deny for Administrators, and Allow for Group1.
Deny takes precedence, and the User1's credentials are not stored.

Box 2: Yes

User2 is member of Group1.

The Password Replication Policy has Allow for Group1.

Group1 contains Server3.

Server3 is in Site2.

User2 can sign in as its password has been replicated to Site1.

Box 3: Yes

User3 is member of the Account Operators group.

The Password Replication Policy has Deny for Account Operators.

Note:

By default, members of the Account Operators group can log in locally to domain controllers. This is a built-in privilege of the group, along with other capabilities like creating and modifying most user and
group accounts.



Reference:
https://covertcorvus.com/posts/2023/exploring-the-privileges-of-active-directory-account-operators/
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Storage Spaces DirectiZ{RBEY L VU ERETE L LT HR T IRENHY ET,
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Actions
Create a failover cluster.

Create a Distributed File System (DFS) namespace.

Enable Storage Spaces Direct.

Create a volume.

Add a Scale-Out File Server for_ap_pliEatioh role.

Create a file share. M i C ro SOft

E#Z:
Actions Answer Area

Create a failover cluster.

=

Create a Distributed File System (DFS) namespace.

Add a Scale-Qut File Server

Create a file share. & MECFOSOH'.

Explanation:
https://docs.microsoft.com/en-us/system-center/vmm/s2d-hyper-converged?view=sc-vmm-2019
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& 73 f=[EMicrosoft SentinelZ A L TH—/N\—%ERIT 5 FETT,

Microsoft Sentinel TUUTDREEEEITT HEIBLENHY FT,

- Windows#riZ 4 Ny b T—42 2RV 2 FEBMLET,

- AVVTUONERN)A—ET BT LA TV HEERLET,
ED2DONREFHRAIARETTHN?EETSICIE AEHTEIDLHREZRIRL TSN
FCEfE LIRS EAMEShET,

Answer Area

Microsoft Defender

® Microsoft Sentinel -~
Search

Threat management "
Workbooks
Hunting
Notebooks
Threat mteiligence
MITRE ATT&CK
Content management ~
Content hub
Repositones
Community
Configuration -~
Tables
Data connectors
Analytics
Summary rules
Watchlist

Automation

o



Answer Area

3t Microsoft Defender

& Microsoft Sentinel ~

Search

Threat management £
Workbooks
Hunting >
MNotebooks

Threat intelligence

MITREAET&CK

Content'management ~

< v—

Content hub

Repositornes

Community
Configuration A

Tables

Data connectors
Analytics
Summary rules
Watchlist

Automation
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C. XF&IR

D. WindowsE¥t >4 —

E. BEEIEHE

EfE:C(AAV FEHEKT D)

In the Azure portal, you execute a test failover for Azure Site Recovery by navigating to your Recovery Services Vault, then to the Site Recovery section, and finally selecting either the Recovery Plans blade
to test a plan, or the Replicated Items blade to test a single virtual machine (VM). For a recovery plan, you select the plan name and then the Test Failover button, while for a single VM, you select the VM in
the Replicated Items list and then click the +Test Failover button.

Reference:

https://learn.microsoft.com/en-us/azure/site-recovery/azure-to-azure-tutorial-dr-drill
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CDEYLIVDEMICEZET 5L EMOROTHAET I LI TEEFHA, ZDEH CAODEMIFETE@RICIERTINELA,
Azure Migrate 4 > T LA xy bIJ—2(27784 LET,

AT LI RIZServert & LS BRIOMEH—/\—HH Y  Windows ServerD iZzEB L THEY UTOERIZHE>TWET,
*FAR—T 4 TV AT LT 4 RS 600GB

*JFT—A2T4 R 3TB

*NICF—=225 : B

*EEYTAY—ER A VR M—ILEH

*Windows 7 74 7o+ —JL : B®

* Microsoft Defender 7 1 JL A% 5E: B

Azure Migrate ZfFA L TServer1 T TE 5 LRI IVELHY ET,

R Serverl TNICF—X U ZEIICLET,

INIFEEZEZERLTVSLERDTLLOIN?

A. [Ty

B. LMVZ

EfE:A (242 FEERT D)

https://learn.microsoft.com/en-us/azure/migrate/migrate-support-matrix-physical-migration
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Name | File system
Volume1 | NTFS
Volume2 | ReFS
RORIZRT LSIC BEHBAR—X ZA LY MIT—2 R)2a—LZEMTEHFETT,
Name | File system
Volume3 | NTFS
Volume4 | ReFS
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ALY 70X DAX) ZERATESDIXEDRY 2a—LTETHM?

A. Volume3®M #

B. Volume4 M #

C. Volume1 & Volume3 M

D. Volume2 & Volume4 3 #

E. Volume3 & Volumed D&

FfE:A (AU LEERT D)

DAX can only be used on one volume and the volume has to be NTFS. You could configure DAX on Volume1 (although that would require reformatting the volume) or Volume3. However,
“Volume1 only' isn't an answer option so Volume3 is the correct answer. "Volume1 and Volume3' is incorrect because of the single volume limitation.
Reference:

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/persistent-memory-direct-access
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IEf#: (EffZzRnLET)

For a graceful, rolling, in-place upgrade from Windows Server 2022 to Windows Server 2025 in a failover cluster, you must pause and drain the server node by placing it into maintenance mode to migrate its
active clustered roles to other nodes before performing the operating system upgrade.

You can perform this action using Failover Cluster Manager by right-clicking the server node and selecting Pause > Drain Roles, or by using the Suspend-ClusterNode -Name <NodeName> - Drain
PowerShell cmdlet.

Steps for a Rolling OS Upgrade

1. Prepare the cluster: Ensure your cluster is healthy and all nodes are running the latest updates.

*-> 2. Pause and Drain a Node: In Failover Cluster Manager, right-click the node you want to upgrade and select Pause > Drain Roles. Alternatively, use the PowerShell command: Suspend- ClusterNode -
Name <NodeName> -Drain.

3. Verify Role Migration

4. Perform the Upgrade: Mount the Windows Server 2025 ISO image to the node and run the setup.exe file to begin the in-place upgrade.

5. Resume the Node: Once the upgrade is complete and the node has rebooted, you can resume the node and allow roles to fail back to it.

6. Repeat for Other Nodes: Repeat the process for each remaining node in the cluster, ensuring each upgrade is successful before moving on to the next.

7. Post-Upgrade Tasks: After all nodes are upgraded, update the cluster functional level and, if using Storage Spaces Direct, the storage pool version and VM configuration versions.

Reference:

https://learn.microsoft.com/en-us/windows-server/failover-clustering/cluster-operating-system-rolling-upgrade
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A. [EL
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Instead migrate sysvol from FRS to Distributed File System (DFS) Replication.

Note: Do | need to change SYSVOL replication from FRS to DFS? If your domain is built based on Windows server 2008 or Windows Server 2008 R2, you are already using DFS for SYSVOL replication. If
you originally migrated from Windows server 2003, it's more likely you are still using FRS. In that case, before migration, you need to change the SYSVOL replication method from FRS to DFS.

Reference:
https://www.rebeladmin.com/2021/09/step-by-step-guide-active-directory-migration-from-windows-server-2008-r2-to-windows-server-2022/
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a Microsoft Sentinel

Selected workspace: 'sentinel’

L Search o «
B Microsoft
> General

> Threat management
v Content management

| £y Content hub 9_06\

& Repositories (P,

& Comm
Ve
. worlrspace manager

\ (Preview)

§8 Data connectors

& Analytics
B watchiist

£3 Automation
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@ Microsoft Sentinel

Selected workspace: 'sentinel’
| © Search ]
> General

» Threat management

v Content management

@Qof
| S Remsntom&
\

orkspace manager
(Preview)

& Analytics

B Watchlist

{3 Automation

‘ £+ Settings

Explanation:

Box 1: Data Connectors

After you onboard Microsoft Sentinel into your workspace, use data connectors to start ingesting your data into Microsoft Sentinel. Microsoft Sentinel comes with many out of the box connectors for Microsoft
services, which integrate in real time Box 2: Content Hub Connect Microsoft Sentinel to other Microsoft services with a Windows agent-based data connector Reference:
https://learn.microsoft.com/en-us/azure/sentinel/connect-data-sources

https://learn.microsoft.com/en-us/azure/sentinel/connect-services-windows-based

https://learn.microsoft.com/en-us/azure/sentinel/sentinel-solutions-deploy

Eﬁ:ﬁ: 26



RDFRIZTT &L 512, Windows Server #1795 2 DD —/N\—DHY ET,
Name Location Domain/workgroup
Server1 | On-premises Domain

Server?2 | Azure virtual machine | Workgroup
R)1—LEDABZE Server! 5 Server2 [2aAE—93REBEAHYET V) a—TaviE ROBGFHE-ITVLELAHY ET,

FRTOD I 7AILAIE—SNTWS I LZHRELET,

EEEXZR/NRICINZFT,
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A RL—UBTYH—ER

B. Azure 7 7 1 JLEHA

C.Azure N\w o7y

D.AhL—2 LTUA

IEfE: (EfEZxRLET)

You also need the latest version of the Storage Migration Service extension, which is installed automatically by Windows Admin Center if Automatically update extensions is enabled in Settings >
Extensions. If migrating domain-joined source computers, you must install and run the Storage Migration Service on a server joined to the same domain or forest as the source computers.
https://docs.microsoft.com/en-us/windows-server/storage/storage-migration-service/migrate-data
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Name 1ype Lonrigurauon
V1 Physical Hyper-V host
V2 Physical Hyper-V host
APP1 Virtual machine | Application server
A\PP2 Virtual machine | Application server
APP3 Virtual machine | Application server
APP4 Virtual machine | Application server
JC1 Virtual machine | Domain controller
Archive Physical File server
JHCP1 Virtual machine | DHCP server
“ileserver1 | Virtual machine | File server
NEB1 Virtual machine | Web server
NEB2 Virtual/machine (, Web server
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AL T 4 ADY—/3\—[FF R Tcorp.fabrikam.com KA A V(ZHY FTF,

SHIAA T4 RIZHITRTORET L UIE HVIEHV2ETHRZ FENTUWET, HVIEHV2IE, Cluster E WS BRID T T A LA —N—H2 522D/ — K TT,
WEB1&EWEB2(E, 1 VA3 —FRY b 27 A= 3 0 —EXRIS)Vz THA FEERALTVWET, 1 2 —F vy baA—H—I[E_https://www.fabrikam.com& WS URLZEFARAL TOz THA MIERELE
9,

SHTA T4 ADTARTHOI—HF—IL UNCHRRIZEHETBT7 TV r—>a v EETLET,

\\Fileserver1\Data,

NY)DA VT2 RY—/—

N DA T 4 RIZIE, Windows Server 2016 % 3479 S dc2.europe.fabrikam.com& L5 ZETDMEH—/\—hH Y _ europe.fabrikam.com AL VD RAAf a2 bA—5—E L THELTWET,
2YNIT—DA VTSRS IFY

DHTATAREN)F T4 ROTBAIZIE, TAhEFNRO—HILA V23— FEELBHYET, PHhTA T4 RENRNYF T4 RIE VPNIEGEFEHRA L THREICER I TWET,
CAIA T4 RADYSA4T7 2 a2 Ea—2IFIDHCPINGIPZ RLRAFRELET,

X2 )T4VRD

Fabrikam(d LTFDEF1 )T VRV EHELTUVET,

*—EDTHDY ML NTLMv1 _SMB1_ E4&7 LLDAPHZ ENREMDEWNTO Fa/LEFRALTADDSY V—XRIZEHKLET,

* 4 —/\—TIlIWindows Defender7 7 4 7+ —ILWNEMHE > TNVET , U—N\—BEEN T 74 7o+ —ILIL—ILZZEL BREEGZHTITIEENHYET,

=2

tXa) T4 EH

Fabrikamld, LTFDEF 1) T4 BEUHEZHBELTLET,

*H—/N\—EHEEAWindows Defender7 7 4 74— ILDIL—IILEZZETETHEVELSIITLET,

* BitLocker K 5 4 JHES{t(BitLockenZ#RA L T H—/N\—LDIRTOT—E2 T4 RV EHBHILLET,

*TH LR MAQY—N—IZE RRBEINET TV T5—2300HPNA VR M—LERIEETTELLIICILET,

*EETHRWITARILEFERTEZRAM O FA—5—~"DITRTOEREHET HODLKR— btV 12— 32 & LT Microsoft Sentinel #EALET,

T2 R¥BITEHE

FabrikamlEBAF DI R TOY—/N\—%BTTHFETHY BITEHLLTUTOREZEIFTVET,

DHhIF T 4 ADAPP1E K UAPP2{RIE~< L > %  Windows Server 2022% 5179 % Cluster2& LS ZRTDFT L L Hyper-VI = — LA —N\—U S X3 —IZBBL F T,

- Cluster2IZ(&_HV3EHVAE V52008 LUV — RAAEELET,
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* Archive1% _ Windows Server 2022% £179 ACluster3E WS BRIDFH LW T T —ILA—N—YU SR Z—[ZBITLET,

- Cluster3[Z1&, Node1&Node2 & WS ZHID2DDYE ) — FAEENFT,

-Cluster3 LD 77 A IWEFIEX . TFIOTA TNV TE—FDITIIANA—N—9SRAEDREZHBNET,

* europe.fabrikam.com A 5 corp.fabrikam.com N R THLI—H— FTIL—T LUV ISAT72 raAVEL—2FRBITLET,
- #171% _ Active Directory#81TY—IL(ADMT)ZER L TEfTShE 9,

ADMT#{TFIEZEITT 51=61Z_ ADMTcomputer & LVS B RTD O > E 21— 4 Hicorp.fabrikam.com KA A V2T 704 SnFET,
A—HY—TFhoY MEBRFEDNNRT—RFE{RELET,

* F—4& #H %Fileserver1m & _ Windows Server 2022% 2179 %Fileserver2&E WS BRIDFH L WV —N—IZBITLET , BTER. T2 LB IEFOUNC/RRZFERALTT7 IV ERXATEZRELAHY FT,
Azuref{TEHE

FabrikamlE—&D 1) YV — XA ZAzurelZ#BT73 5 L ZETELTHEY UTOBITEHFRELTULWET,

*Subl EWVSRHIMD Azure Y TRV YT a3 vEERLET,

*Vnet1& WLV S RRIDAzurefREB Ry F7—0 ZERLET,

* ExpressRoute# AL T /X ELATDA T4 R EVnetl [TEHELET,

* F R T DY —s\—([ZMicrosoft Defender for serversD 514 2 XA &{H 59 5,

* APP3 & APP4Z&AzurelZ#ITLE T,

* www.fabrikam.com @ Web H4 k% WebApp1 & LY5 &R0 Azure App Service Web 7 7 IZBBITLE T,
*WEB1&:WEB2% 19 5,

DHCP#1TEtE

Fabrikam#t[ZDHCP1ZDHCP2& WS T L W —/N—[CEEMZ HFTETH Y BITICEHAIT SEZHIILUTOE S Y T,

* DHCP2M  IREDHCPIM L FIATARERIP7 FLAERULIP7 FLRFIRET HEFHEREL TLZELY,
*DHCP2TH—ERREMIZH 2 1=RIZ DHCP1A Y SA 7V MIH—ERZRHELANVWESIZLET,
BEDU—REZHEFHULBITINTNSIEEHERLTLZE,

& 73 1= [ Microsoft Sentinel DB A ZEHE L TLVET,

tXa )T EBEHREFFH-TICIE, EDR A TDMicrosoft Sentinel T —2 AR A HFHIRETIHN?

A ZBA>TY TR -TAXI

B. Azure Active Directory

C. Microsoft Defender for Cloud

D. Microsoft Defender for Identity

IEfF: (EffZRTLET)

https://docs.microsoft.com/en-us/defender-for-identity/cas-isp-legacy-protocols
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A. Windows Server 17V — L D#EEE

B.ISEER VYT rELUY—ILA—LH—EZR

C. Web Deploy

D. Docker Enterprise

FEfE:C(aAA U FEHKT D)

Azure Migrate, ASP.NET app containerization and migration to Azure App Service You can containerize ASP.NET applications and migrate them to Azure App Service by using the Azure Migrate App
Containerization tool.

Reference:

https://learn.microsoft.com/en-us/azure/migrate/tutorial-app-containerization-aspnet-app-service
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BEHIIAZUre Y TRV Y T av w2 EHLTT, ZFOH TR T2 a3 vIZiE Windows Server2E173 A2VM1E WS ZRIDRET S UAESEATLET,

Microsoft Defender for Servers Plan 2 # 8% LE T,

T7AIVEEHERFIMZEET ILELHY FT,

RN EELIRETLELEOIN?

A. Log Analytics 7 —9 A X—X

B. 754 R—FIV RS K

C.ARANL—=UF7HDOU R

D. T—#% & /L—JL(DCR)

IEf#: (EffZzRnLET)

To implement File Integrity Monitoring (FIM) for a Windows Server Azure VM with Microsoft Defender for Servers Plan 2, enable Defender for Servers Plan 2, then navigate to Defender for Cloud >
Environment settings > relevant subscription, toggle File Integrity Monitoring to "On" and select Edit configuration to choose a Log Analytics workspace or create a new Workspace. Next, configure
recommended and custom rules under the FIM settings by enabling them and selecting the desired change types for files and registries.

Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/file-integrity-monitoring-enable-defender-endpoint
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Ry FRRy BT S ERM

BEEHDFRY FT—2I1Z1E_ contoso.com & LVS BRTINDA > T L = XD Active Directory KA > H—EX (ADDS) KA UNEENTVET, CORAS VIZIE RORICRTTHO Y EHAEENATULE
7,

Name | Accoust type || Jncoiganizational unit (OU)
Admin1 | User OouU1

AdminZ2 | User o2
Server1 | Computeér Oou3
Server2 | Com puter OuU4

K * 4 1% BitLocker[@l{§ F— #Active Directory|ZRET A L S IR I TLET,
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Admin1&Admin2ld LTDEREZEITLET,
1. Admin1 [&_ Server! LD 2 —L C [Zxt L T BitLocker K5 4 JBEE1t (BitLocker) #E%ZLET,
2. Admin1(&Server1 Z0QU1IZEEIL E T,
3. Admin2 (X Server2 E® ') L—/NT )L K1) 2 —L E I2% L T BitLocker ZH®IZLFE T,
4. Admin2l& ) L—/\TJLRY) 2 —LEZServer2i 5Server1 [TEEIL 7R 2 —LDBA Y R LET,
& BitLocker[E € F—I&, £ DActive Directoryr 72 =9 F CTHRTEZFIN?EETHICIE, ABZERTHEY LA T a vEBIRLTLIESLY,
EEFE LIRS EAMESNET,
Answer Area

The BitLocker recovery key for volume C: _

Admin
contoso.com
Ou

Server1

TPM devices

The BitLocker recovery for key volume E: _

Admin2
contoso.com
OU4

Server1
Server2

TPM devices




Answer Area

The BitLocker recovery key for volume C: _

Admin1
contoso.com
OU1

ou3

Serverl

TPM devices

The BitLocker recovery for key volume E: _

Admin2
contoso.com
OuU4

Server1
Server2

TPM devices

Explanation:

Box 1: Server1

You can configure Group Policies in your domain so that when encrypting any drive with BitLocker, the computer will save the recovery key in its computer object account in AD (like storing a local computer
administrator password generated using LAPS).

Box 2: Server2

Reference:

http://woshub.com/store-bitlocker-recovery-keys-active-directory/
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CDEYVIaVDEMICEEZETSE ENOROTHETAIEFITEFRHA, ZTNEH CAODEMFESTE@RICIEIRTINTEEA,

ServerltE WS ZRIDA VT LI AY—I—hmH Y % Z TWindows Serverhig@ L TLVET,

Microsoft Sentinel 1 Y X2 VR & EHEHEHTY,
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Microsoft Sentinelh’Server1m 5 Windows 7 7 4 704 —ILODR T ZRETEL LS ICTIRLELHYFET,

fi# iR % Server11ZAzure Connected MachineT—< = > k & Azure Monitor Agent for Windows#hiE#%gex 4 VXA h—ILLE T,
INIFEEEZERLTVSEERADSTLLIN?

A. L\UVZR

B. &Ly

E#: (EREERLET)

AR AZ-801JRIREE (FIPNTest.comigfit S  AZ-801JERERICEHE T A T LITRICII B E T ! JPNTest.comlE S REHAZ-801JRERRIEE #1-HE L 9, JPNTest.com AZ-801JERERRAREEE (X £ 5 FHT
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BELHINIE EBLALWNMEELHY FET,

ZDEILaVDEBEMIZAZETSE ENLROTHZTEIEETEFERHA, FTOEH CALDERFETEEICERRTINEFEA,
Windows Serverm &£ 9 % Servert & LN S KRIDHY—/N\—NHY EFT,

Serverl LORESNTZ2TAHIILFADT—FEZEETEEDE BFEDT TV T—23 DA THAHIZ LEZHRTILELHYET,
fRRE 7TV ETSHFOaY rO—)Lh S FHICE DS RELZRELETT,

INIFEEZERLTVSLERDTLLOIN?

A. LMVZR

B. (&>

EfR:A (D4 FEEET D)
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HELDRY kT—2I1Z1E Active Directory KA 4 o —EX(ADDS)7# LR FMEENTULET,
Storage Spaces Directfi& 4 Y 7S A SV F ¥ B AT HANELHYFET V) a—2aVEUTOERZRZ-ITHLENHY EFT,
A—HRy b7 TV VI EFERT S,

-T—AtA—=T1)y T DCB)DLEREBBRLET,

EDQDVE—FEFALY FAEYTHIOEARDMA)RY FT—I R ZBATRETLLOIMN?

A. RoCEv2

B. InfiniBand

C. RoCEv1

D. iWARP

EfE: (EEERRLET)
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Windows Serverm &£ 9 % Servert & LN S KRIDH—/N\—DHY FT,

Server1 Tl BEEE— KTT 74 JL ®DApp Control for Business/h ') —ZB®IZLET,

App Control for BusinessZ{#H L T, Serverl |24 YA F—ILENTWBREEDY —FNR—FT 487 TN 5= a3 VDEFTHNHFRT SN TWDE L2 HERTILENHY T,
EDADDITEFIEBICETIARETLLOMN?RAZTBICIE TH) X A SBEULETHZEERBEHSE ELVEFICHARBEZ TS,

Actions Answer Area

Runthe set-CIPolicyVersion
and set-PCIPolicyIdInfo cmdlets.

Runthe Enable-0SConfigDriftControl
cmdlet.

Run the set-
0sConfigDesiredConfiguration cmdlet

From the Windows Defender App.Control
Policy Wizard, generate an XML file.

From Event Viewer, generate an EVTX file.

Run the New-CIPolicyy

and New-CIPolicyRule crn@fs - i\fl ! Cros Oft




ALCUUIS ANSWeEr Area

Runthe New-CIPolicy
and New-CIPolicyRule cmdiets.

Runthe Enable-0SConfigDriftControl From the Windows Defender App Control
cmdlet. Policy Wizard, generate an XML file.

Runthe set-CIPclicyVersion
and Sset-PCIPolicyIdInfo cmdlets.

Runthe set-
0sConfigDesiredConfiguration cmdlet.

From Event Viewer, generate an EVTX file

Explanation:

Reference:
https://learn.microsoft.com/en-us/windows/security/application-security/application-control/app-control-for-business/design/select-types-of-rules-to-create
https://learn.microsoft.com/en-us/windows/security/application-security/application-control/app-control-for-business/design/plan-appcontrol-management
https://learn.microsoft.com/en-us/windows-server/security/osconfig/osconfig-how-to-configure-app-control-for-business
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Host1 &Host2& LVS ARID2E DY —N\—DH Y EB 5 £ Windows ServerZE{TLTHEY  Hyper-VH—/I—DHREINA VR F—ILENTWET Host2lE L T A —N—EL LTERINTULET,
Host1[ZIZVM1&E WS BRIDRET S UAEENTLET,

VM1ZHost2[Z#E &Y 51-0I1Z _Hyper-VL 7)) hZERITZFETY,

VMID LT H % BESHELUNDIHFEDKREICETTESC LEHRTILENHYFET,

BEIEIEESITRETLELIN?

A. Host2 @ Hyper-V sxEM D NUMA RV U5 E#ERLET,

B.LFUT—SavEbE 4=k UhNYRAVFEERELET,

CVMIO7anT o BEIFzVvIRA D MERMILET,

D.LTV =3 vEMED4F—Fho LIVT— 3 VEEEERELET,

IEf#E: (EfEZRTmLET)

To restore a Hyper-V Replica VM to a specific state from the past eight hours, you configure additional recovery points during the Enable Replication wizard. The default only saves the latest recovery point,
but specifying more recovery points allows you to select an earlier point in time during a failover event, providing recovery to a specific past state.

How to Configure Recovery Points:

1. Access the Enable Replication Wizard: Right-click the virtual machine in Hyper-V Manager and select Replication > Configure Replication.

2. Select Additional Recovery Points: During the wizard, find the setting for recovery points and choose to store additional points to meet your desired recovery point objectives.

3. Maximum Recovery Points: You can store a maximum of 24 hourly points, which means you can restore to any point within the last 24 hours if configured.
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4. Complete the Wizard: Follow the remaining steps of the wizard to complete the configuration.
Reference:
https://learn.microsoft.com/en-us/windows-server/virtualization/hyper-v/manage/set-up-hyper-v-replica
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ServerlE WS ZRIDA Y TLIRAY—N—DHY  FDH—/ \—I[IWindows ServerFETLTEY SharelE WS BRIOEE I+ LT —NEFATLET,
Server2é WS ZRIDFH LIMEET S V&7 704 LET,
Share1%Server2[ZB 1T AMENHYFET V)2 —aVIEUTOERZRZ-ITHENHY FT,
- A—H—H \serverl\share1 M UNC /RRI[CF7 VR TER I xR L TS,
Y—N—1EELEEINFE LT,
BEEXEBOFHEZR/NIRIZHZS,
BITZRTIHICIIAZERIANESTIN?
A XRFL—UBITY—EXR
B. Windows Serverf&{T*Y—JL
C. Azure Migrate
D. 274 LY —/N\—1) Y—XI—T + (FSRM)
Eff: A(QA U FEREKRT D)
To keep the same UNC path after migrating a file share to a virtual machine (VM), use a Distributed File System (DFS) Namespace and a DNS record. Migrate the data to a new VM, set up a DFS
Namespace that points to the new VM, and create a DNS record for the old server name to resolve to the new VM's IP address. This approach provides a layer of abstraction, allowing you to point users to a
single, consistent UNC path while you update the underlying server infrastructure.
1. Prepare the New VM Environment
2. Migrate Data to the New VM
Use Storage Migration Service: This Microsoft tool can inventory your existing server's data and transfer it to the new VM, including permissions.
3. Implement DFS Namespace for Seamless Transition
4. Update DNS and Cutover
Reference:
https://learn.microsoft.com/en-us/azure/storage/files/storage-files-migration-overview
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ZEtHNIEL EENGEVEEEHY FT,

DLV aAaVOERICEZETLHE ENLROTEETLHILIETEFHA, ZDRH CNoDERIFEEE@EICEARTEINEEA,

Cluster!E WS ERID T T —ILA—N—V S XA HY ZTDYSREIRNTAppIEWSEFTIDT TV r—2arRNRA SR TWET,

App1DTANT A (I2HD FRI12TIE, FRIORIZRENATWET ( FRIZ2TEV )y LTLEEW,)
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App1 Properties

@ App1
Name:
ﬂnpp1

Preferred Owners
%ﬂhm%mhﬂisdmmm Use
to list them in order most preferred at the
at the bottom. EE;

o 9\0‘“@!0‘— :

Down

Node: Server2

=. MTWPT[ Cancel Apply

APPIDTT/RF 11285 D x—Nd—— )8 TIE, 72— A~ A—OBIERERTNET (D —AA— =18 TES Yy LTEEL,)




App1 Properties X

General Failover

Failover

Specify the number of times the Cluster service will attempt to restart or
fail over the clustered role in the specffied penod.

¥ the clustered more than the maximum in the specffied pernod,
' ﬂmﬂm state. -

Maximum failures in the specified 13 <

period: %)

Period (hours): R Y S

Faiback s+

ﬁuﬂ&Mmmmﬁwdmuuﬂmﬁﬁi&mwubﬂﬁﬂbﬂkmﬁw
most prefemred owner (whichiis set on the General tab).

O, Preverfalback
@ Immediately
() Failback between 0 =| and
0 > hours
OK Cancel Apply

Y—N—11FHHET vy T LE LT,

Server1 Z##28) L 1=[R(Z_ App1H'Server2 L T EfmERIT NS LS ICTHIRHELHY 9,
fRRE . —RRDD . BEMEE]J X FTServer2WBEEZ LEIF TS,
CHNIFEEZERLTWVSEERDSTLLEIN?

A. [ELy

B. L\ R

IEf#: (EfEZRTLET)

Instead, from the Failover settings, you select Prevent failback

Note: The Prevent failback setting will prevent the cluster failing back to Server1.

Preventing failback.
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A third potential setting is used after a resource's cluster node comes back online after a failover.

Under the Failover tab is the Failback setting with the default setting "prevent failback." When failback is configured, the virtual machine will return back to its original host when that host is again available. If
you want virtual machines to return to your known configuration after a host problem, this can be a good thing.

Reference:

https://www.computerweekly.com/tip/Configuring-cluster-failover-settings-for-Hyper-V-virtual-machines
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A2 7L 2 RIZ_Windows ServerFE173 %Serverl E WS ZHID T 7 A LY —N—HHYFET,

HETzIEAzure TRV ) T a3 0 EEEB T,

Server1ZI& Share1E WS BRID T 7 A ILEANEENTULET,

Share1#AzurefRf BB L VIZHRITT HRELHY T,

fAIZESIRNETLLIN?

A H—N—Ir—Dxr—

B.ArL—DLTUH

C. WindowsE¥Et > % —

D. Azure Migrate

EfE:D(QAAV FEHKRT D)

Azure Migrate isn't designed to migrate just a file share to an Azure File Share; it migrates entire servers (virtual machines) to Azure. For migrating an on-premises file share to an Azure VM, you can use
Azure Migrate to migrate the entire server that hosts the share, or you can use specialized tools like Azure Storage Mover, Robocopy, or AzCopy for direct data migration to an Azure file share.
Reference:

https://docs.azure.cn/en-us/migrate/common-questions-server-migration
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Ry FRARy MZBET HERM
EERDO IRy T —2 (2%, Active Directory KA A4 U H—EX(ADDS) F AL UDBNEENTWVET, D FA A VIZIE ROKRIZTKT & 512, Windows ServerzE{Td 52— /N\N—MNEFENTLET,

Name IP address
Server1 172.16.10.10
Server’? 172.16.20.50
Server3 17.2,16:30.80

Server (2l RORICRITEHEEX IV T4 IL—ILAREESATLET,

Name Endpoint 1 Endpoint 2 Authentication mode | Authentication
method
Rule11 | 172.16.10.0/24 | 172.16.20.50; | Require inbound and Computer

e = . outbound (NTLMv2)
ruled2] L1722 16800.10 172.16.0.0/16 | Request inbound and Computer
outbound (Kerberos V5)
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Server2[ZIE, RORICRTEHREF 12U T A IL—ILHBERESNTLET,

Authentication
Name | Endpoint 1 | Endpoint 2 m&mw sk
Rule31 | Any Any Request inbound and | Computer
outbound (Kerberos V5)
Rule32 | 172.16.30.80 | 172.16.10.10 | Require inbound and Computer
outbound (NTLMv2)

UTOEERIZTDVT  ELWMERIE KL ZRBIRLTLESWD, £S5 THEVMESE DOVE Z8RL TS,
T EEEITIRA Y EAMEShET,

Answer Area
Statements Yes
Server1 can communicate with Server2 successfully. O
Server2 can communicate with Server3 successfully. O
Server3 can communicate with Server2 successfully. O

\ . s i
Microsoftt

O

1F fiZ:



Statements Yes No

Server1 can communicate with Server2 successfully. @) O

Server2 can communicate with Server3 successfully. O O

Server3 can communicate with Server2 successfully. O @)
Explanation:

https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/best-practices-configuring
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BEHIIAZUre Y TRV Y T a v w2 EHLTT, ZFOH TR T2 a3 vI2iE Windows Server2E173 2VM1E WS ZRIDRET S UAESEATLET,
AUTLERRY FIT—Y EVMIEIDEEZHET 2HENHY FT,

E M Azure Network WatcherD R E ZERATNETT M ?

AEGNSILYa2a—TFa05

B.VPNO +Z TN a—TFa 2y

C.EHZEE=4—

D. IP7 O—#&:E

F#: (FEERTLET)
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UTORIZTRT U Y —XMBFEAREETT,
Name Type Description
VNet1 | Azure virtual network LA\s asuonet named
Subnet1
NSG1 | Network security group (NSG) Associated to Subnet1
VM1 Azure virtual machine Connected to Subnet1

Server1 | On-premises server that runs Windows Server | None

Server2 | On-premises server that runs Windows Sefvér ﬂ:ﬁ:gg:gawshdmm Center

BERDOAVTLUI ARy D=1 Y4 FEIVPNZFERAL TUNetl IS TLET,



https://www.jpnshiken.com/q/68954-6458458/

Y—N—DoREEFENRY FT—DI FZ T4 v IBVMIIZEIELEFEA,

Serverl M BVMIIZEE SN Y FT—V r S T4 vV DRNBEZHERTILENHY FT,
FIRMFAEIRETLLEOIN?

A. H—/"—1h 5 Windows 7 74 7+ —ILOATEBHIZLET,

B. WindowsE¥Et V2 —mio /N7y FEERILREEEZ AL EFT,
C.NSG1HhBNSG7O—aJ B MICLET,

D. Azure Network Watcher M 5/84 y b ¥ v TF v ZBMLET

IEfE: (EffER T LET)

Reference:

https://learn.microsoft.com/en-us/azure/network-watcher/nsg-flow-logs-overview
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NEENTVET,

Operating system of all + , :
I in B Domain functional level

contoso.com Windows Server 2016 Windows Server 2012 R2

Name

_east.contoso.com | Windows Server 2019 Windows Server 2016
east.contoso.com KX A4 M3 kAO—5—% Windows Server 2025 [24 > T L—RT7 v TH L—FT23RENHYFET, 2OV 21— avid EBEEZHR/NRICIMZZ2EDTHITAIERY FTEA,
FIRMFAZEIRETLLEOIN?

A. east.contoso.com O F X4 o U##EE L X)L % Windows Server 2025 25| & EITET,

B. contoso.com @ kXA A U HEE L X)L % Windows Server 2016 25| & EIFET,

C. 74+ LR FD#EE L X)L % Windows Server 2025 [Z5|E EIFE T,

D. A¥x—XZIRLFT,

Ef#E: (EfEZRILET)

The first step is to raise the forest functional level to Windows Server 2016, and then raise the domain functional level of the east.contoso.com domain to Windows Server 2016. Windows Server 2016 is the
most recent functional level, and it supports domain controllers running Windows Server 2025. You must have all domain controllers upgraded to the new operating system before you can raise the
functional level.

Upgrade steps

Before you begin

*-> 1. Raise the forest functional level to Windows Server 2016. This can be done using the Active Directory Domains and Trusts console.

2. Raise the domain functional level for east.contoso.com to Windows Server 2025.

Note:

Windows Server functional level interoperability

The following interoperability matrix summarizes which Windows Server versions you can run as domain controllers for each currently supported AD DS forest and domain functional level.
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Windows Server Windows Server 2025 Windows Server 2016 Windows Server 2012 R2
version (DC) functional level functional level functional level
Windows Server 2025 Supported Supported ¥ Not supported
Windows Server 2022 ¥ Not supported Supported Supported
Windows Server 2019 ¥ Not supported Supported Supported
Windows Server 2016 ¥ Not supported Supported Supported
Windows Server 2012 % Not suppofted © Mot supported Supported
R2 .
b,
Reference:

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/active-directory-functional-levels
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Windows Serverz =179 %Servert &Server2E WS ZRIDA U TL I RAY—N—028HY T T,

Server1[IVM1E WS BRRIDREBT O VERA LTS,

HEf=XAzure 7R ) T a v EBELBTY,

&7 1= 1%, Microsoft Azure Backup Server (MABS) R LT VM1 DN\ Y 7y TE2ERT HFETT,

U TLUIRAOMABSHY—N—%T IO/ FTERENHBYET V) a1—2aviE VMIEZTOEBRT— 2 2HEICERTTEDI L RIITHLOTRITAIERY FHA,
EDADDITEFIEBICETIARETLLOMN?EZTSICIE TH) X A SBEULETHZEERCBE ST ELVEFICHEREZ TS,



Actions Answer Area

From the Azure portal,
create a Backup vault

From the Azure portal,
create a Recaovery Services vault.

Install the Microsoft System Center
Data Protection Manager (DPM) 2
protection agent on Server1.

From the Azure portal, download 3
the vault credentials file to Senver2.

Install the software package
on Server2.

Install the Microsoft System Center Nicracoft
Data Protection Manager (DPM) Microsoftt
protection agent on VM1.

1E fiz:




Actions

From the Azure portal,
create a Backup vault.

From the Azure portal,
create a Recovery Senvices vault.

Fromthe Azure portal, download
the vault credentials file to Server2.

Install the software package
on Server?.

Install the Microsoft System Center
Data Protection Manager (DPM)
protection agent on Server1.

Install the Microsoft System Center
Data Protection Manager (DPM)
protection agent on VM1.

Explanation:
Reference:
https://learn.microsoft.com/en-us/azure/backup/backup-azure-microsoft-azure-backup
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Y ET—=9I12& AT L= RD Active Directory KA A > H—EX (ADDS) FAAS UMNEENTUVET, KA A VIZIE, Windows Server #E179 % VM1 KLU VM2 EWLVS GRID 2 DDRET S UM
BENTLET,

VM1 & VM2 2/ —R&ELTHERAT S Cluster! EVWSBARID I T — LA —N— IV SREZ—%2FEEKTEHFETT,
Cluster! W7 A—T 4 VT IP7 RLRAZERTESLEHERTDILELHYFET,
ED2DO0AVKR—FRVMEBATEIDLENHY FITH? TNTNDEMRIE BREO—MERLTUVET,
EELCEIRT BEUIC1IRS Y bOMIESHY T9,

A v T —9 BRI E (NLB)

B. VILFRA 2 b H—EXDEKE

C.xvy k7—4 avbO—5—0%E

D. RR b H—T 47> H—ERXDEE

E.V7 k7 O— K /A5 24— (SLB)

FfE:CE(IAV FEHRKT D)

https://learn.microsoft.com/en-us/windows-server/networking/sdn/manage/guest-clustering#example-load-balancer-configuration
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Workspace1 & LY 3 & il Microsoft Sentinel 7 —9 AR—X EZ &L Azurer TRV ) T a oL TY,

FTUTLIRDEREII UM ARY FHFIRE L Workspacel [ZERET ADENHYET WNETIA AR FDEFR/NRICHIZ Z2=HD T4 IV EFEZEETEDY )2 — a3 UNROLNET,
BEREIIVICA VR M= LTREFQAVR—RV MIENTIHN? ERIEZNETIh BREO—HERLTVET,

IR LITIRA YV RAMEShET,

A. Azure Connected Machine T—> = > b

B. Windows f Azure VM {KFBE®R T — = > MHLIRMEEE

C. Azure Monitort—2> = > k

D. Windows F Log Analytics VM #L5R4#E

E.ikHFEHEI—2z 0k

EfE: (EfEZRRLET)

A: The Azure Connected Machine agent enables you to manage your Windows and Linux machines hosted outside of Azure on your corporate network or other cloud providers.

C: Connect Microsoft Sentinel to other Microsoft services with a Windows agent-based data connector Connect Microsoft Sentinel to other Microsoft services by using a Windows agent-based connections.
Microsoft Sentinel uses the Azure foundation to provide built-in, service-to-service support for data ingestion from many Azure and Microsoft 365 services, Amazon Web Services, and various Windows
Server services. There are a few different methods through which these connections are made.

Reference:

https://learn.microsoft.com/en-us/azure/azure-arc/servers/agent-overview

https://learn.microsoft.com/en-us/azure/sentinel/connect-services-windows-based
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BEHEDR Y FT—7I121F Active Directory kA 4 4 —EX(ADDS) R A A UMEFENRTVET , SO R A VIZIF RORICTTH—N—DNEFERTVET,

Name Description
Node1 Node in a failover cluster named Clusteri
Node?2 Node in a failover cluster named Clusteri
Serverl Member server

TIANA—IN—=DFREZ) T Y—=)LIEHY—N—IZf VR b=ILENTWEEA,

S RE—xmT7 v TTF— MCAV)EEHIZTHFETT,

HEEHE—FTCAU 2ERETIOICT—ILA—N—DFRB ) TY—=)LEA VA —=LTEY—NN—¢ JE—FEHE—FRERETIEOICTI—INFA—N—YUSFRB)TIY—)LEA VR
F—LT BH—N—([FENTTN?EETBICIE EAERECTEUGA T a vEBERLTLES,

FCEfE LIRS EAMEShFET,
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Answer Area

Self-updating mode:

Node1 only

Serverionly

) Node1 and Node2 only
Microsoft  [Nodetand Serveri only
Node1, Node2, and Server1

Remote-updating mode: |

Node1 only

Server1 only

Node1 and Node?2 only
Node1 and Server1 only
Node1, Node2, and Server

Answar Area

Self-updating mode:

Node1 only

Server1 only ;
Node1 and Node2 only
Mode1-and Server1 only
Noded, Node2, and Server

Remote-updating mode: g Micr ‘.,]{m :
Node1 only

Serverl only

Node1 and Node2 only
Node1 and Serveri only
Mode1, Mode2, and Serveri

Explanation:
Box 1: Node1 and Node2 only.
To enable the self-updating mode for Cluster-Aware Updating (CAU), you must install the Failover Clustering Tools, which include the CAU tools, on each cluster node. This installation adds the necessary

components for CAU to function autonomously as a clustered role on the failover cluster itself.
Box 2: Server1 only

In remote-updating mode, the CAU tools are installed on a separate, remote computer that acts as the Update Coordinator. This remote computer then coordinates the updates for the cluster.
Reference:

https://learn.microsoft.com/en-us/windows-server/failover-clustering/cluster-aware-updating-requirements
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Ry FRARy MZBET SERM

BEHEDFRY FT—2I1Z1%_ Active Directory KA 4 U H—EX(ADDS) R A/ UBREENTWET, 2D KA A UIZIE, Windows Server&E1T9 5Server1 & WS BRID Y —/N—DFELET,

FAA DIZAdMIN1E WS ZRIOI—H—FEBMLET,

Admin1h’Server1 LIZT—2 2LV 23—ty bEERTELLSICTEHIRLELHYFET, 2OV a—2 3 VE H/MERDRAIZHKE S BELAHY FT,

Admin1ZEDEFa ) T4 TIL—TITEMTRETEIMN?2 F - Admin1(ET—2aAL 98—ty FEERTEHICAEZERATIARETTN?EETHICIE BAEFETEUNGA T a3 U EERLTES
Ly,

FEfE LIRS MAMEShFET,

Answer Area

Security group:

Administrators

Event Log Readeys, v{ |
Petformante Log'tsers
EQrfOrmance Monitor Users
Power Users

v

Performance Monitor
Resource Monitor
Server Manager
Windows Admin Center
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Answer Area

Security group: v

Administrators

Event Log Readers
Performance Log Users
Performance Monitor Users
Power Users

Use: v

Performance Monitor
Resource Monitor
Server Manager
Windows Admin Center

Explanation:

Box 1: Performance Log Users

To create Data Collector Sets on a server in an Active Directory domain, a user needs to be a member of the Performance Log Users security group. This group allows users to manage performance logs,
counters, and alerts locally on the server, and they can also be granted the user right to "Log on as a batch job," which is necessary for managing Data Collector Sets.
Box 2: Performance Monitor

1. On the Start screen, type Performance Monitor, and then press Enter.

2. In the console tree, expand Data Collector Sets, right-click User Defined > New, and then click Data Collector Set. The Create New Data Collector Set wizard appears.
3. Etc.

Reference:

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups#performance-log-users
https://docs.rackspace.com/docs/configure-active-directory-performance-monitoring
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H71-1& Contoso DEEET OS TARIET—ETARIETNTN A DT DOHIOHLLWM KT 2RENHY FF, VM OEREFICIE, TIHIL MDA T avEFEALET Y TRV YTV 3
VNIZEF—R—IL FABRESNTVERA RDA T3N3 oD T A R DESLIREZRIERICKRLTLSIDIEENATIMN?

ABADT 4RV FEELSATLELEA,

B.EAADT 4 RV IFH—N—AIESELZFEALTESIELESATHET,

C.ARL—TFTAVIVARTLTA R I —N—AIlESEEZERALTESEINTVET , T2 T4 AV EBEILEINhTOEEA,

D. T— 2T 4 RV Y —N—AIESELEFERALTESEINTVEST  ARL—T A VI VRATLATA RV EBELEEATLERA,

IEfE: (EfEZERTLET)

Most of the Azure managed disks get encrypted through Azure Storage encryption. It utilizes server-side encryption for protecting the saved data and helping you accomplish the compliance and security
allegiance of the organization. It automatically encrypts the data saved on managed disks at rest (data and OS disks) while persisting it to the cloud.

Option A is incorrect. Server-side encryption is enabled by default for new VHDs. With server- side encryption, Azure manages the keys and automatically decrypts data for any read operations without
impact on performance.

Option B is correct. All disks are encrypted using server-side encryption by default.

Option C is incorrect. Both OS and data disks are encrypted using server-side encryption.

Option D is incorrect. Both OS and data disks are encrypted using server-side encryption.
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Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/disk-encryption
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BERODA VT ARy bT—2I21& Active Directory FA 4 U H—EX(ADDS) FA AL UMEFENTWET, SO FA AL VIZIE App1 EVWSBRIDT TV r—2 3 KRR M9 BHServer1 & LVS ZHEID
Y—N—MNEENTWET, AppliLActive DirectoryZBEEZERA L E£ 9,

Microsoft EntraT 7 > FIZ(E Userlt&E WS ARIDA—H—NEFENTLET,

Microsoft Entra ConnectBI#iZ#EBHL /SAT—FRHZHZELET,

A—H—1ET7 TIVI~NDBIEIEKBK L E LT,

Usert M App1IZxt L TEREETE S L 2RI AMENH Y FT,

BEEIEESITRETLELIN?

A. Microsoft Entra Connect BI#iZ B %IIZ3 5121,

BlockCloudObjectTakeoverThroughHardMatch#£&E

B. Microsoft Entra Connect DRIEATIZ NRAT—FODEEZRLZEMICLET,

C.ADDSFAA UMB UserlEWVWSARDFHLWWI—HF—ThOY FEERLET,

D. Microsoft Entra Connect ®RIEATIL, VI by FE#ENIZLFET,

IEfE: (EfEZRRLET)

We assume the App works fine with other users, just that User1 has a problem.

The password of User1 might have changed in Microsoft Entra after the initial synchronization.

Note: Microsoft Entra Connect sync password writeback is a feature that synchronizes password changes made in Microsoft Entra ID (the cloud) back to your on-premises Active Directory Domain Services
(AD DS). When a user resets or changes their password using a cloud-based self-service password reset (SSPR) tool, the new password is written back to the on-premises directory, ensuring it's applied to
their local account and respecting on-premises password policies.

Reference:

https://learn.microsoft.com/en-us/entra/identity/hybrid/connect/how-to-connect-password-hash-synchronization
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BELHNE ERLALZWNMGEEHY FT,

CDEIL I DERBICEIEZETHE EIORSTHETSACEFTEXEHA, ZDEO  CNADOERIFETE@EICIIRRTINELA,
Azure Migrate 4 > LI R 3y kD=4 I1277A/4 LET,

AT I XIZServert &LV ZRIOWIEH —/N—H%H Y _Windows ServerB @B L THEY LUTOBRKIZHE>TULET,
*FARL—T 4 TV AT LT 4 RS 600GB

*JFT—HR2T4 R 3TB

*NICF—=25 &%

*EEUTAY—ER A VR M—ILiEH

*Windows 7 74 724+ —IJL : B

* Microsoft Defender 21 LA XK. B

Azure MigrateZ{#f L TServer1 BT CE 5 L2 HETIVLELHY FT,

fZiR%E Server1 TWindows Defender7 7 4 79+ —ILZEMIZLET,

NIFEEZER LTS EEASTLEIMN?
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. COBME . RBLCSHIAZRTTIS—EDERO—ETYT, —EDOERBICIEENEN  EOONF-BEFFH -TAREDOH I MBOMRRENSENTUVET Bt Y Mk > TIE, ELWEREKLE
HHHGEELHNIE ELVVBRENLGWMEELHY FT,

DY AVTERBIZEARIEI. ZOEI D IAVIZRAZEIEITEFHA,. ZD=H CNODERBIILE a—BE@EICRRTINEEA,
Windows Server #3179 % Server! E WS &ARIDA U TL IR Y—nR"—DHYFET,

Microsoft Sentinel 1 Y X% V AMNHY F£9,

Microsoft Sentinel [Z Windows 7 74 704 —I)L T—2 ARXV 2 #EBMLET,

Microsoft Sentinel A% Server1 /5 Windows 72 74 70 A —)L O ZRNETESLEHRTIVLELNHYFET,

fRRE: Server! TARU MY TR )T avEHHZLET,

CHIFBEEEF L THETH?

A. LWV R

B. (&>

IEfR: (EfEZERTLET)

Eﬁ:ﬁ: 52
Ry FRRY FMZET HERM
BEHRDOFRY bIT—0IZ1E A>T L = RDActive Directory KA A4 o H—EXADDS) KA A UNEENTWVET, CO RFAS VI RORICRT H—N—DEENTLET,

Name On network segment
Serveril 192.168.1.0/24
Server? 192.168.1.0/24
Serverd 192.168.5.0/24

KH—/\—[ZDL T Windows Defender7 7 A 7o+ —JLIXF R LT A2 b EDY—N—ROBEDAHZHATEHLIITEBEEINTNET,
Serverl[ZIX  UTOEFEXF L) T4 IL—ILHABRESNTLNET,
- & JL—IL1

| | % e A Y

Z . ZEEBCEIRMZLEE L S EEKICIEIBLEZERT S,
FEL A% o > E a1 —4 (Kerberos V5)

-JO74—)b: RAA Y FERR, A

Server2[Z(FEHR X1 T4 IIL—ILARESNTLWERA,
Server3IZIX UTDEFZEXF LU TAIIL—ILHBAERESNTUVET,
- 81 Rule3

- IL—IL A A T — N —f

-IVRRAU B

- IVRRAV M1 OaAVEa1—45:192.168:5.0/24

-IVRRA VP20 Ea—4% 192.168.1.0/24

-EH ZESLIUVEEERORIMETEKRT S
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FRELAE (O 2 E 2—%4 (Kerberos V5)

-7RT7 4= RAA Y FERR, OF

UTDHERIZDWT ELWMEEE KWV ZBRLTLLEZESWD, £S5 TLEWMEESIE DOVZ JZERLTLCESLY,
EEE LIRS FOAMESNET,

Answer Area

Statements

Server1 can initiate communicafiod'with Server2 successfully.

Server2 can iniiate'cérmmunication with Server3 successfully.

Server3 caf iniliaté commuynigalioh with Server1 successfully.

Answer Area
Statements MiggOsad
Server1 can initiate communication with Server2 successfully. © Q
Server? can initiate communication with Server3 successfully. © Q
Serverd can initiate communication with Server1 successfully. © Q
Explanation:
Box 1: Yes

Server1 and Server2 is in the same network segment.

The Server1 isolation connection security rule will allow communication between Server1 and Server2.

Server1 has request authentication for outbound connections.

Server2 has no connection security rules.

Note: Windows Defender Firewall is configured to allow only communication between servers on the same segment.

Box 2: Yes

Server2 and Server3 are in different network segments.

Server2 has no connection security rules.

Server3 has connection rule, where Computers in Endpoint cover the Server2 and server3 network segments.

The connection rule has request authentication for inbound and outbound connections.

Box 3: No

The Server1 isolation connection security rule will disallow communication between Server3 and Server1, Note: A Windows Defender Firewall isolation rule restricts communication and prevents it from
traversing between different network segments by design, as its primary function is to isolate computers by limiting connections based on credentials. Instead of allowing broad communication, isolation rules
are configured to enforce authentication and restrict connections only to other members of the same isolated domain or specified authentication exemptions.



Reference:
https://learn.microsoft.com/en-us/windows/security/operating-system-security/network-security/windows-firewall/rules
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Windows Server& 34T L  Hyper-VA—ILA A VX b—)LEN T 5 Server1 &Server2& WS ZRID2EDH—N—D"H Y ET,

Server1 & Server2fdl CHyper-VL 1) h BT S5 FETYT, CORERBMATIL SEAZER—XDPBIAEFERALET,

Hyper-VL 7'\ Z BEADATIREH ZRET IR ENHYFT,

BY—N—TEAITREI2ODIFEIIENTIN? TNETNDEREIT RRED—EHZEZRLTOLET,

LIRS Y FAMESNET,

A . BECERIIASEZERLET,

B. Hyper-V L 71 A HTTP ') XRF>— (TCP-In) 727 A 7 94— L L—ILZEBHIZLET,

C.Hyper-V L7 A HTTPS YR F— (TCP-In) 727 A 74 —JL IL—ILEBHIZLET,

D.EfTEH1—Y—REHEZA VR F—ILLET,

E.ETZEHaVEa—4AELZ A VA —ILLET,

Ef#E: (EfEZRTLET)

To allow replication between the primary and secondary servers, traffic must get through the Windows Firewall (or any other third-party firewalls). When you installed the Hyper-V role on the servers by
default exceptions for HTTP (80) and HTTPS (443) are created. If you're using these standard ports, you'll just need to enable the rules:

To enable the rules on a standalone host server:

Open Windows Firewall with Advance Security and click Inbound Rules.

To enable HTTP (Kerberos) authentication, right-click Hyper-V Replica HTTP Listener (TCP-In) > Enable Rule.

*-> To enable HTTPS certificate-based authentication, right-click Hyper-V Replica HTTPS Listener (TCP-In) > Enable Rule.

For Hyper-V Replica with certificate-based authentication, both the primary and replica Hyper-V servers need X.509 v3 certificates with Server and Client Authentication extended key usage (EKU), exported
private keys, and the host's FQDN in the subject name, installed in the local computer's Personal store. You also need network connectivity, enabled firewall rules for HTTPS, and the root certificate must be
trusted on both the primary and replica servers.

Reference:

https://learn.microsoft.com/en-us/windows-server/virtualization/hyper-v/manage/set-up-hyper-v-replica
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Serverl L THENDCOMA T Y FDOEFEHLT I2HENHY FET,

fAIZFEIRETLELEIMN?

A. Windows Defender Application Control (WDAC)

B. T/ X704 bk

C. RX— 7 7 il

IEfE: (EfEZzRTLED)

Windows Defender Application Control (WDAC) is a Microsoft security feature that creates a software-based security layer to prevent unauthorized and malicious code from running on Windows devices. It
functions as an application whitelisting solution, allowing administrators to define which applications and drivers are explicitly approved to execute, rather than relying on a default "trust all" model. By
enforcing these code integrity policies, WDAC significantly reduces the attack surface and mitigates risks from malware and untrusted software.

Reference:

https://learn.microsoft.com/en-us/windows-server/manage/windows-admin-center/use/manage-application-control-infrastructure
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-OU1 DY —N—[EF ALV EDHBIETETHILENHY ET,

smLELT:

GPO1E WS ARID T IL—THRY —F TP - FGPO)ZE/ERL L . GPO1%contoso.comIZl) 9 LET,

Windows Defender7 7 4 7 0+ —IL(BELGEX 1) T4 HEME)ZFEAL T GPOIIEREFXF LU TAIL—ILERET IDLELHY FT,
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Answer Area
Rule Type: v
Authentication exemption
Isolation
Tunnel
Requirements: v

Request authentication for inbound and outbound connections
Require authentication for inbound and outbound connections
Require authentication for inbound connections and request authentication for outbound connections

Authentication Method: -

Computer certificate
Computer (Kerberos V5)
Preshared key



Rule Type:

Authentication exemption
Isolation

Tunnel

Requirements:

Request authentication for inbound and outbound connections
Require authentication fas inbound and outbound connections
Require authentigation Torinbound connections and request authentication for outbound connections

Authentication Method: v
Computer certificate

Computer (Kerberos V5)
Preshared key

Explanation:

Rule type: Isolation

Isolation rules are used to enforce authentication for network traffic. (Authentication exemption rules are used to specify traffic that should be exempt from the authentication requirements. And Tunnel rules
are used to secure traffic between endpoints , typically used for VPN) Requirements: Require authentication for inbound and outbound connections This is being stressed in this certification, the difference
between required and requested.

Authentication Method: Computer (Kerberos V5)

This will ensure that only domain-joined computers (which use Kerberos for authentication) can communicate with the servers.
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FCOBERIE BLSFTVAZRRTH—EQOERO—EMTYT, V) —XDRERICIE EESN-BEZERTETIHEOY ) 2—2a hEFEFNATVLET MEEY MIX EHOEELHDIELDLH
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SOtV avOBERMICEETSE  TOEMICRAZEFTELLABYET , Z0H, ChoDEBIEILEa—BHRAICRRTEINFEEA,

Windows Server #XE179 % Servert £ WS BRI Y —/N\—DHY FT,

BEDT TV r—2arvDHH Serverl DIRET A LT —HNDT—FEEETEDLLSICTILENHY FT,

BRE [VAINREBBOBLEI NS 2onN—TAToavEBRLET,

NIFEEZEFHZLTVLWETM?

A. [Ty

B. L VR

Ef#E: (EfEZRTLET)

Tamper Protection in Windows Security helps prevent malicious apps from changing important Microsoft Defender Antivirus settings, including real-time protection and cloud-delivered protection.
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-controlled-folders?view=0365-worldwide

Eﬁ:ﬁ: 57


https://www.jpnshiken.com/q/68954-6458474/

BEREI LUTORISRTVY—REEL Azure ¥ TRV ) T2 avaBHELTY,

Name N i VP ~F+ ~_ Description
Serverl Virtual machine -None
storage Storage account < | Standard
storaqe2 Storage account | Premium block blob
storage3 Storage account Premium page blob
storage4 Storage account Premium file shares
Vault1 Recovery Services vault | None

Server1 [Zxf L T Azure Site Recovery 23 5 FE T,

ServerlDL T 7—S 3 VEBRETIVENHYFET VY a—aVIUTOEGFBE-ILELAHY EFT,

MBELGWBNREETEH5T7—VO0— KONV I Ty TE#HR—+F 5

AR MERNMRICHIZ S,

EDAML—CTF7hOUbEXvy Yy 2R ML—PLELTEREITNIELNTIMN?

A X +L—21

B.XL—2

C.XA+L—T3

D. X hL—o4

Eff:B(aA U EEEKT D)

For Azure Site Recovery with high-churn workloads, you must use a Premium Block Blob storage account [storage2 here] for the cache storage. This type of storage allows for higher data change rates (up
to \(100\) MB/s per VM), compared to the default Standard storage account used for normal churn workloads. When creating the storage account, select "Premium" with "block blobs" as the account type,
and disable soft delete for blobs.

Reference:

https://learn.microsoft.com/en-us/azure/site-recovery/concepts-azure-to-azure-high-churn-support
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HiTzIE, Servert E WS ARIDRE T U EELAzure Y TR Y ) T 3 v EHH>TWET,

Server1 AEEFHET . WindowsDEFH T, A2 E1a—F—DERZVISLHNTLESL, JEWSIAYE—UNRTRENET  Azure R— b F45 v FEZEIEL _ServerlDAEY Z U TERMAT HHREN
HYFET,

ServerlMb ED T 7AIILERFTThITLNTIM?

A. D:\Pagefile.sys

B. C:\Memory.dmp

C. C:\Windows\System32\Config\SYSTEM

D. C:\Windows\Memory.dmp

Eff:D(QAA U FEHEEKT D)

You need to include the MEMORY.DMP file from the virtual machine. This file is located in the Windows root directory (e.g., C:\Windows\MEMORY .DMP) of the affected OS disk To access and collect this
file when the virtual machine fails to start:

1. Take a Snapshot: Create a snapshot of the affected VM's OS disk for backup purposes.

2. Attach the Disk: Detach the OS disk from the broken VM and attach it to a functioning, temporary "recovery" VM as a data disk.

3. Locate the File: Remote desktop (RDP) into the recovery VM and navigate to the Windows folder of the attached disk (e.g., F:\\Windows).

4. Submit Ticket: Compress the MEMORY.DMP file and attach it to your Azure Support ticket for analysis.


https://www.jpnshiken.com/q/68954-6458475/
https://www.jpnshiken.com/q/68954-6458476/

Reference:
https://learn.microsoft.com/en-us/troubleshoot/azure/virtual-machines/windows/collect-os-memory-dump-file
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Ry FRRY FMZET HER

BEHEORY FI—2I1Z1F A>T L T ADActive Directory KA 4 o —EXADDS) KA A UMNEFNTUNET,
SORAL VI UTORICRTY—A—AREEATONET,

Name Domain joined

Serverl Yes

Server? Yes

Server3 Yes

Serverl|ZIE, H—/N\—DEIZTREN TS ESHEGEXF LU TAIL—ILBARESNTWET  (Server1 2 TEH v LTLIESLY,)

Connection Security Rules

Name  Enabled Profile Endpoint 1 Endpoint2 Authentication mode Authentication method Endpoint 1 port Endpoint2port  Protocol

HRulel Yes Domain  Any Any Require inbound and aqlboum ; Compu!?er (Kerberos V5)  Any Any TP
ICrOSOTl

Server2[ZIE KX Berver2 JIZRT KO BEREF LY T AIL—ILHBRESINTLET, ( Berver2j2 TE5 ) v LTLEELY,)

Connection Security Rules

Name  Enabled Profile Endpoint 1 Endpoint2 Authentication mode Authentication method Endpoint 1port Endpoint2 port  Protocol
i Rulel Yes Domain  Any Any Require inbound and outbound  Computer (Kerberos V5)  Any Any TCP

Server1(ZIE, Serverl DZEIL—IILHICREINTNBESIBZET7AT I+ —ILIL—ILBRESNTULET, (Servert DZEIL—ILETEI Y v LTLIESLY,)

Inbound Rules

Name Group Profile Enabled Action Program  Local Address Remote Address  Protocol
) File and Printer Sharing (Echo Request - ICMPv4-In) File and Printer Sharing Domain  Yes Allow  System Any Any ICMPv4
) File and Printer Sharing (Echo Request - ICMPV6-In) File and Printer Sharing Domain  Yes Allow  System Any Any ICMPVE
@ File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing Domain  Yes Allow  %Syste. Any Local subnet upP

) File and Printer Sharing (NB-Datagram-In) File and Printer Sharing Domain  Yes Allow  System Any Any uDP

@ File and Printer Sharing (NB-Name-In) File and Printer Sharing Domain  Yes Allow  System  Any Any uDP

€) File and Printer Sharing (NB-Session-In) File and Printer Sharing Domain  Yes Allow  System Any Any TCP

@ File and Printer Sharing (SMB-In) File and Printer Sharing Domain  Yes Allow  System  Any Any P

) File and Printer Sharing (Spooler Service - RPQ) File and Printer Sharing Domain  Yes Allow  %Syste. Any Any P

@ File and Printer Sharing (Spooler Service - RPC-EPMAP)  File and Printer Sharing Domain  Yes Allow  %Syste.  Any Any TCP



UTDERBRICDOVWT ELWMGEIE FRIMZRRLTSES D, 2 THRWMEEEF DWWZ I ZERLTLESY,

Answer Area

Statements Yes No
Server2 can ping Server1 successfully O O
Server2 can connect to a file share on Serverl. O O
Servers Canrconnect ta ¢ file share on Serveri. O O

1Efig:

Answer Area

Statements Yes No
Server2 can ping Server1 successfully. Q 0,
Server2 can connect to a file share on Server1, O O
Server3 can connect to a file share on Server1. O O

Explanation:

Box 1: Yes.

The inbound firewall rules on Server1 allow ICMP traffic for both ICMPv4 and ICMPV6 (the protocols used for ping). This means that Server2 should be able to ping Server1 successfully.
Box 2: Yes.

The inbound rules on Server1 allow SMB (Server Message Block) traffic, which is used for file sharing, so Server2 can connect to file shares on Server1.

Box 3: Yes.

The same inbound rules on Server1 that allow file sharing via SMB apply to Server3 as well, meaning Server3 should be able to connect to file shares on Server1.
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FCOBBE RLCSFTUAERTTH—EOMEDND—HTT, COV) —XDEMBIZIE RRESN-BEZH-ITAREOHIMBOBRENSENTVET  BHELY MI&k>TIE, BROERELH D
BELHNE ERLALZWNMGEEHY FT,

ZDEYVaVDEBERICAET S E ENLOROTHRZTEZIEETEEEHA, FTOEO ChAoDERFETEEICERTINEEA,

Azure Migrate 24> LI R R*y bI—H 127704 LET,

A2 7T LI RIZServer1 &£ LS ZRIDWIEH—/N—H$H Y  Windows ServerB BB L THEY UTOHERKIZHE>TULET,

*ARL—TF 4 VGV RTLT 4 XY 600GB



*F—8TF (R 3TB

*NICF—327 : BH

*EEYTAY—ER A VR M—ILEH
*Windows 7 74 74— : B

* Microsoft Defender 2 1 JLA*K: B

Azure MigrateZ A L TServer1 T TE 5 LR T IVELHY ET,
fi#iR % Server1 TMicrosoft Defender 4 JL AR ZEHIZLET,
NIFEBEEZER LTS EEASTLEIMN?

A. L VR

B. &L

Ff:A QA EHKT D)
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Ry FRARy MZBET HERM

&7 1= aadds.contoso.com & L3 £ HITMD Azure Active Directory KA A > H—E X (Azure ADDS) KA A U &EFHFH>TULET,
Vnetl &ULVS BRHID Azure IRy FT—o A% Y E£9, Vnet! [ZIE, Windows Server ZE1T9 5 VM1 & VM2 £LV5 2 DDRETS UNEENTULET, VM1 & VM2 (& aadds.contoso.com [Z5/nL T
WET,

Vnet2 E VS ZBRTOF L L Azure Ry FT—O #ERRLE T, Vnet2 ITVM3 EWVS RRIDFHTL WV —/I—ZEBMLET,
VM3 #%aadds.contoso.comlZHEf L LS ETHE FASUARDIDDLHNWEVNWSIS—A Vv E—UNRRTEINET,

VM3 #%aadds.contoso.com(ZiEfi TE 5 L 4RI IWENHY FT,

ES35TNIELNWTIN?RETSHICIE, BERTEUGERBREEZEATLEZEN,

EEFE LIRS MOAMESNET,

Answer Area

Network configuration: | o N

Add a subnet to Vnet1.

Add a subnet to Vnet2.

Add a private endpoint to VpetZ,

Configure virtual netwok peering between Vnet1 and Vnet2.

DN configuration: [

Add a custormn DNS server to Vnet1.

Add @ custom DNS server to Vnet?2.

Create an Azure private DNS zone named aadds.contoso.com.
Add a virtual network link to an existing Azure private DNS zone.



https://www.jpnshiken.com/q/68954-6458478/

Network configuration:

Add a subnet to Vnet1.

Add a subnet to Vnet2. _
Adda private endpoint to Vnet2.
re virtual network peering between Vnet1 and Vnet2.

DN configuration: |

Add a custom DNS server to Vnet1.

Add a custom DNS server to Vnet2.

Create an Azure private DNS zone named aadds.contoso.com.
|Add a virtual network link to an existing Azure private DNS zone.

Explanation:

Box 1: Configure virtual network peering between Vnet1 and Vnet2.

Connectivity issues for domain-join.

If the VM can't find the managed domain, there's usually a network connection or configuration issue. Review the following troubleshooting steps to locate and resolve the issue:

1. Ensure the VM is connected to the same, or a peered, virtual network as the managed domain.

If not, the VM can't find and connect to the domain in order to join.

If the VM isn't connected to the same virtual network, confirm that the virtual networking peering or VPN connection is Active or Connected to allow the traffic to flow correctly.

2. Try to ping the domain using the domain name of the managed domain, such as ping aaddscontoso.com.

* If the ping response fails, try to ping the IP addresses for the domain displayed on the overview page in the portal for your managed domain, such as ping 10.0.0.4.

* If you can successfully ping the IP address but not the domain, DNS may be incorrectly configured. Make sure that you've configured the managed domain DNS servers for the virtual network.

Box 2: Add a virtual network link to an existing Azure private DNS zone.

The private DNS zone already exists.

After you create a private DNS zone in Azure, you'll need to link a virtual network to it. Once linked, VMs hosted in that virtual network can access the private DNS zone. Every private DNS zone has a
collection of virtual network link child resources. Each one of these resources represents a connection to a virtual network. A virtual network can be linked to private DNS zone as a registration or as a
resolution virtual network.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory-domain-services/troubleshoot-domain-join

https://docs.microsoft.com/en-us/azure/dns/private-dns-virtual-network-links
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PERRDIREIZIE, Windows Server&XE1T79 5Serverl E VWS ZRID Y —N—FEL 2068DF 2V TLIRY—N—BHYFET,

Server1(ZI&Windows Admin CenterWBR SN TEY A 23—y MIERINLTWET,

HEt=lFAzure 7R 9 ) T avEBEBTY,

FUTULIRY—N—DEELERICAzure—E X ZFIBT 5(Z1E Windows Admin Center& Azure 2 #8932 HEAHY FT,

FIRDIAEITRETLELIAN?

A. Server1|ZMicrosoft Entra Connect Syncxz4 X b—JLLZE T,

B. Server1 m & Connect-AzAccount A< > KL FEETLET,

C. &Y R—L FH—/\—TAzure Arc=BRIZLET,

D. Server1! M5 Set-AzWebApp A< > KLy FEEITLET,

IEfE: (EfEZRRLET)

The correct and most practical first step is to run the Connect-AzAccount cmdlet from the Windows Admin Center server.

Before Windows Admin Center can use or deploy any Azure services (such as registering servers with Azure Arc), the gateway itself must be authenticated and connected to your Azure subscription.
Running the Connect-AzAccount cmdlet initiates the Azure sign-in process, allowing you to authenticate with your Microsoft credentials and establish a secure context between your local server and Azure.
Once this is complete, you can proceed to register Windows Admin Center with Azure and start onboarding your servers to Azure Arc.

Reference:

https://learn.microsoft.com/en-us/azure/azure-arc/servers/onboard-windows-admin-center
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Windows Server®#81¥E3" % Server1 & LS BRI Y —/N\—DHY T,

TCPAR— k52310 FEARALT7 I 2RT S Appl EWVWSBRIDHRELT TV EA VR M—=ILLET,

A—H—m5 ApplICT7 IV ERATELGVEDHRENFTEONTILNS,

App1hiServerl ETIREIL TS EZHELET,

A—H—DApplICF7 IV R TEELEZHRTIVLELRHYET, V) a— 3 2IE Serverl EOAPpIND T I CADHERBT IHENHY T,

Windows Defender7 7 4 7 4+ —IIL(BELGEX 1) T4 BEMEZ)TE EDL I LGERELTITOINETTIMN?

A nEEEREX 1T IL—ILEERLET,

B. EEIL—ILEERLET,

C.ZENL—IWEERLET,

D.IRAENDTAT7AILTR I RNTOZEETEHFALET,

EfE:C(AAV FEHEKT D)

To provide secure access to an app using Windows Defender Firewall with Advanced Security, open the tool, select Inbound Rules, create a New Rule, choose Port as the rule type, select TCP, enter the
app's specific port number in Specific local ports, choose to Allow the connection, and then select the appropriate network profiles. Finally, give the rule a descriptive name and click Finish to apply it.
Reference:

https://learn.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-allow-sql-server-access


https://www.jpntest.com/shiken/AZ-801J-mondaishu
https://www.jpnshiken.com/q/68954-6458480/
https://www.jpnshiken.com/q/68954-6458481/
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aA—#H—Userlé LUTORIZSRTYY—REELAzure TR ) T3 vz BHLTY,

Name Description
Vnet1 Virtual network
AppSvr1 | Virtual machine that is connected to Vnet1 and runs a legacy app

GW1 Virtual network gateway on VNet1 \Microc<

. s

aA—H—11&_ Windows 11D E){ES HComputer! E VNS EZRID AV ELA— 2 ZFBELTVET , A—F—1EEETHEZLTEY AppSVrIZ7 IV 2R T H=BDICCGWIANDRA > by —H 1 ~(P2S)fx
EHILET,
RORIZRT )Y —RETTAALET,

Name - VDéseription
Vnet2 Virtual network that is peered with VNet1
AppSvr2 | Virtual machine that is connected to Vnet2
A—H—1FAppSVRRIZT V) ERATEEEA,
User1BSAppSVR2IC7 VY ZRATES L HBT HIRENHY ET,
BEIFESITRETLEIN?
A.OYE1—421T VPNISA 7Y hEAH L O—RLTESA VR F—ILLET,
B./L—T 49 T—TNLEHERL, FDT—TILEVNet! EDGatewaySubnet| ZBSE R+ ITFE T,
C.a>Ea1—4%1T_Windows Defender7 7 4 7+ —ILDREEZLEELE T,
D.VNet2 [TH—EXITV RFRA U hZEEMLET,
IEf%: (EfgZRTLED)

https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing
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Ry FRRy MZET HERM
Windows Serverm &£ 9 % Servert & LN S KRIDH—/\—DHY FT,

Serverl LT _EAT YT L— FZEDL TCollectorSet1 E WS ZRIDT—H2aAL Y2 —ty FEERLET,
CollectorSet1 # A TDEBEH -3 K3 ITEAT I2LELHY FT,

AW TA—T RN —0OJF HILLWAJTLEEZTIVRENHYET,

EET 4 RYBENSOOMBRAEDBZAE NITA—IVRAADUEA—DOJREEFELTINENRHYET,
BEHICHLT, EDO&SIBRELZTINETTIN?EETHICIE, AEFTHEYGA TS 3 VEFIRL T3,
ECEEICIRA Y EAMEShET,
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Glder-pérfarMcieﬁth;% st be

overwritlen by new ones. The Configuration properties
'The Data Manager properties
\The Performance Counter properties

Performance counter logging must stop.if there
The Data Manager properties

The Performance Counter properties

Older performance counter logs must be e . .,
overwritten by new ones: The cﬂnfiguﬁi}m'Mé&{ OSO1
The Data Manager properties
‘The Performance Counter properties

Performance counter logging must stop if there
is less than 500 MB of free disk spacel | The Cnnfiguratign pruperties_
The Data Manager properties

The Performance Counter properties

Explanation:

Box 1: Performance Counter properties

In these properties on tab "File" you find option "Log mode" with following checkboxes: Overwrite, Append, Circular. Settings which you make in Data Manager tab will be applied only when some conditions
will be fulfilled (too big root dir, too many subfolders, too less free space on disk) Box 2: Data Manager Change the default settings when you configure a Data Collector Set on the Data Manager tab.

For example, change the Minimum free disk space or Maximum folders setting

https://docs.microsoft.com/en-us/troubleshoot/windows-server/performance/log-files-are-deleted
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AUTLEIRARY FT—VICE 22D TRY FHAEENTVET , ROKRITRT LS 12, TRy FZIE, Windows Server ZET 5 —/N\—NEFNATVET,

IP address
Serverl 192.168.1.10

Serverd 192.168.0.250
Server3 192.168.0.240
Serverd 192.168.0.10

Server4 IZIXRD IP #EREHAHY £,
1A1—HYR2Y b TETE A=y b
BEHEEAEDODNS Y T4 v IR .

IPv4 7 KLA,..........:192.168.0.10
IRy FYRY ..........:255.255255.0
TIANT—b+DxA ,........:192.168.0.1

Serverd Hhv 5  Server1 & Server2 [ZIEEIZ ping 2T TEE T, Server3 [Z ping #3179 5 & Request timed out [EEAHR ENFET
Server2 M5 _Server1 & Server3 [CIEEIZ ping #RITTEE T,
Server3 M EDN A UR—R Y DR T AMNEE T Request timed out IS EMNFEAE T ZaHEENH Y TITH?



IRy T RY
TIANNRT— oA
JAP7 FL R

.DNS H—/\—

Eff: A(Q AV FEREREKT D)

OO0 w >
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520M Azure [RFEEX L UhHY F9,

RETUDNBNTH—T R T—2 & Windows 1 RV~ O ZRETEIBENHYFET WESNT—RIE Azure R A L—D 7HhI U MIEFETIRENHYFET,
RETSUI@EA R RN—ILT EIBERHY ETH?

A. Azure Connected Machine T—> = > b

B. Azure Monitor T—> T > k

C.kEFHFBEI—>C vk

D. Telegraf T—Y x> k

E. Azure Diagnostics #L5E #ERE

IEfE: (EfEZRRLET)
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/diagnostics-extension-overview
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FSw 72k ray JRE
BEMDA VT ARy FT—4 (1% Active Directory KA A4 o H—EXADDS) KA A UMNEFENTWVET , SO R A VIZIF RORICRTH—N—DEFENLTULET,
Name Description

HV1 Runs Windows Server and has the Hyper-V role installed

F51 Runs Windows Server, has the File Server role installed. and hosis a
petabyte (PB) of archived data

HETf=XAzure TR 9 ) T a v EBHEBTY,

Azure Data Box Gateway#{#A L T FS1EDT—4% ZAzurelZ#B1T9 2 FETT,

Data Box Gateway{R B 7 /31 R # X ET HIDHENHY FT,
EDADDITEFIEBICETIARNETLLOMN?RZTBICE TH) X A LBEULETHZEERBEH ST ELVEFICHARBEZ TS,



https://www.jpnshiken.com/q/68954-6458484/
https://www.jpnshiken.com/q/68954-6458485/

Actions ““ﬂmé’r‘bsof t

Configure Hyper-V Replica on HV1.

Install the Azure File Sync agent
on FS1.

From the Azure portal, create
the Data Box Gateway resource.

Activate the Data Box Gateway -
virtual device on HV1,

From the Azure portal, create
a Storage Sync Service,

Download the virtual device image.

Create a virtual machine on HV1.

1E fi#:
Actions Answer Area
Configure Hyper-V Replica on HV1. From the Azure portal, create
the Data Box Gateway resource.
@B’ml the Azure File Sync agent y i
]:]' Nﬁl.&,ﬁ%oﬁ Download the virtual device image.

Create a virtual machine on HV1.

Activate the Data Box Gateway
virtual device on HV1.

From the Azure portal, create
a Storage Sync Senvice.

Explanation:
Reference:
https://learn.microsoft.com/en-us/azure/databox-gateway/data-box-gateway-deploy-provision-hyperv
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KSw 7o Rroy @

Cluster1 & L5 & ETDWindows Server 2019 Storage Spaces Directy? S A2 —h&%H Y £, Cluster1 [Z[X RET IV EEL4DD/ —FBHY £,

Cluster1 ZWindows Server 2022|124 > T L—RA 7 v T L— KT B3RENHYFET , OV a—2a T 7y TIL—FhiRETVUNEICFIATGETHSL L2 RIET HIDHELAHYET,
EDESBIEFTREZETINEIVTLESIN?EZETBICIE BEVR DS TRTOREZEZRBEL ELWVEFICHREZEZ TLEELLY,

Actions Answer Area

Remove the node from storage maintenance
mode.

Upgrade the node to Windows Server 2022.

Pause and drain the cluster node.

Place the node in storage maintenance
mode.

Resume the cluster node.

Efi#:
Actions Answer Area

Pause and drain the cluster node.

Place the node in storage maintenance
mode.

Upgrade the node to Windows Server 2022.

QO

Remove the node ffoh: <tofage ma
mode.

Resume the cluster node.

B[E: 70
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BELDORY FT—2I(Z1E, Active Directory KA A4 > H—EX(ADDS) F A4 U EENTULNET,
UTOEHFEI-TV)1a—2avEdRETILENHYET,

-FAMVEBEIIL—TDAVN—DUTOEREEFE DI ELEZRIALET,

FAS Y bA—=F—I2OHFY A 4 2 LTLEEL

- KerberosF4 v MMtE5EF 45y MTCT)DEMNIMEZRIELET

RAAL VEBEETIL—TD A N—[F1ERBIZHIBR I ET

EDIDDITEFIEBICETIRETLLOMN?EZTSICIE TEUR MO SBEYETHZEZRIBESE . ELVEFICHERBZ T I,

Actions Answer Area
['Ei?ééié a Dynamic Access Control central access policy. '

‘Configure the Kerberos Policy settings for the Default Domain
 Policy Group Policy Object (GPO).

Create a Dynamic Access Control claim type.

'Create an authentication policy.

'Assign the authentication policy $ilo to user and computer

‘accounts.

'Create an authentication policy silo. - l] C ro S Oft
IE fiF:
ALLIUTS ATIDWET Alred
Create a Dynamic Access Control central access policy. ' Create an authentication policy.
Configure the Kerberos Policy settings for the Default Domain | | Create an authenticati licy silo.

Policy Group Palicy Object (GPO).

R EPyRanyAccess Control claip bype. '""ﬁrﬁ&énﬁ&éﬁaﬁ'ﬁoﬁt_y'sifd'fﬁ'GéE'Fé'ha_Eﬁnﬁﬁﬂ%T
= MICrosoft” . \WeXE
jpn°

Explanation:
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/manage/how-to-configure-protected-accounts
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BERDO Ry FTJ—2(Z1&, Active Directory KA 4 o H—EX(ADDS) F A A UNEENTULET, 2D FA A V2l Servert &Server2& WS ZBHID2EDH—/IN—NEFEELET,

Server1l&Windows Server 2019%EfTL BHD T 2 —%HKRX F LTWET, Server2lEWindows Server& 4T L TWLVET,

2025 WADY—N—IZHIRIBE LUV FF a2 A Y FH—ERY—N—DFREDNAS VR F—)LENTWVET,

Serverl TRR FENTWS T U2 —%Server2IlZ#B 7T 2 ELNHY T BRREX EEBEEZH/IRICHZ 53D TRHITAIERY FHA,

EDESIEY—ILDEZFTTM?

A. HRIEEDH

B. WindowsEEt > 42 —ND &

C.H—N—TRx—Tv—LHRIBEDH

D. FIRIEE & Windows BBt > 4 —DH

E. y—N\—3xr—Tv—_ HRIEE, Windows EEt >4 —

Eff: A(QA 2V FEREEKT D)

* Print management - Yes

To migrate printers in an AD DS environment to a new server, you use the Print Management tool to export and import printer configurations, then update Group Policy to point clients to the new print server.
Note: In Active Directory (AD) Domain Services, Print Management refers to the centralized control and deployment of printers across a network, allowing administrators to manage printer objects, drivers,
and sharing settings from a single location using the Print Management console and Group Policy (GPO). This system enables administrators to add printers to Active Directory for easier discovery by users,
enforce printing policies, and distribute printers to users based on their organizational unit (OU) or other criteria.

* Windows Admin Center (WAC) - No

You can use Windows Admin Center (WAC) to manage the migration of printers hosted on one server to a second server by first adding the source and destination servers to WAC and then utilizing the
built-in Print Management functionality on the new server. While WAC acts as a centralized management tool, the actual printer data migration is typically performed using the print export/import utilities and
then updating Group Policy or login scripts to point users to the new server.

Reference:

https://learn.microsoft.com/en-us/troubleshoot/windows-server/printing/use-group-policy-to-control-ad-printer
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FCOBERIE BALIF VA ERT—EOERO—ETT, SOV —XDBRERICIE BESN-BEZERTETHAREEDOH LI HMBEBDBRRENAEENTUVET, —HOER Y MIIZBEHRDIE L LVE
REDEENDGELHYEFTH MOBR Y FZIXE L WMEREALZWGSELRHY FT,

CDEIVAVDEMICEZTSE FNEMICRSZEIEITEERA, ZDEH,  CNODEMIILE a—BE@EICERTINFEA,
Windows Server #3179 % Server! E WS RARIDA Y TLI A —N\—D0HY FT,

Microsoft Sentinel 1 Y X2 Y AMNHY ET,

Microsoft Sentinel [Z Windows 7 74 74 —I)L T—2 ARxU 2 #EBMLET,

Microsoft Sentinel A% Server1 /5 Windows 7 74 7oA —)L O ZRNETEDL L EZHRTILELNHYFET,

f#iRK: Log Analytics T—2 > b % Server! [24 VX b—J)LLET,

CNIZBEEEZERLTOETH?

A. [EL

B. LMVZ

R (EEEERLET)
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BEHRDORY FT—2I1Z1% Active Directory KA A4 U H—EX(ADDS) R A/ UMNEFNTNET, SO FAA VIZ[E DC1EDC2E VWS ARIN2DD KA Oy bA—F—¢ RORIZRTI—HF—HE

FATLET,
Name Member of
User Contoso\Enterprise Administrators
User2 Contoso\Backup Operators

HIAT=IZAD DSOETHIZETE L TLET,
DC2 IZxt LTHERD HAEREETTE ALY —[FENTIN?F - BEREETITSEHICA—F—FEDLSIGAT U FEETITIRLENHY FITM?EET HICE BEEGETEUGA T3>

ZERLTSESY,

EEEEICIRA VY RAMESINET,
Answer Area

Users: v

Contoso\User2 only

DC2\Administrator only Y od ©

Contoso\User1 and Contosg\User? only

Contoso\User1 and DC2\Administrator only
Contoso\User1, Contoso\User2, and DC2\Administrator

Use: v
authhost exe
dsamain.ese
dsmgmt.exe |
ntdsutil. exe e
1F f#:
Answer Area
Users: v
Contoso\User2 only
DC2\Administrator only

Contoso\User1 and Contoso\UserZ only
Contoso\User1 and DC2\Administrator only
Cortoso\User1, Contoso\User2, and DC2\Administrator

Use: v
authhost exe
dsamain.ese
dsmgmt. exe
ntdsutil.exe AL




Explanation:

Box 1: Contoso\User1 and DC2\Administrator only

* DC2 Administrator

A member of the Domain Administrators group can perform an authoritative restore on a domain controller in Active Directory Domain Services (AD DS). This process requires specific permissions, which
are granted by default to users in the Domain Admins group, allowing them to restore Active Directory data and then mark it as authoritative so it replicates to other domain controllers in the forest.

* User1 - Yes

User1 is an Enterprise Admin.

An authoritative restore requires elevated privileges and is typically executed by a member of the Domain Admins or Enterprise Admins group, or at minimum, a user with the necessary permissions in
Directory Services Restore Mode (DSRM).

* User2 - No

A member of the Backup Operators group in Active Directory can perform a restore of a domain controller, but they cannot perform an authoritative restore on their own.

Box 2: ntdsutil.exe

The command used to perform an authoritative restore of Active Directory is ntdsutil. You must first boot the domain controller into Directory Services Restore Mode (DSRM). Once in DSRM, you can launch
ntdsutil.exe from the command prompt, activate the AD instance, and then type authoritative restore to initiate the process.

Reference:

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/cc732211(v=ws.11)
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A. ASimFileEventLogs

B. MDC#&HFimA X2 k

C. ASimRegistryf X2 ~O %

D. TNNARLYRARJARY K

Eff:D (AU RERKT D)

To find file and registry changes in Microsoft Defender for Servers, query the DeviceRegistryEvents and DeviceFileEvents tables in the Microsoft 365 Defender portal or Microsoft Sentinel (if integrated).
These tables contain telemetry data collected by the Defender for Endpoint sensor, which captures detailed information on registry modifications and file system activities, Tables to query
DeviceRegistryEvents: Use this table to find information on registry changes. You can filter by registry keys, values, and event types (e.g., creation, deletion, modification).

DeviceFileEvents: Use this table to find information on file and folder changes. This includes actions like creation, deletion, modification, and renaming of files.

Reference:

https://learn.microsoft.com/en-us/defender-xdr/advanced-hunting-deviceregistryevents-table

BR: 75

BERIFAzZUre Y TR Y ) T2 a v ETHRAGTYT, COYTRY ) T3 VIZIE, Windows Server&E{TF 2VM1EVM2E NS ZRID2DDIRBEI S UAEFENTLNET,
VMATELEIS—AREL EBIZKBLELT,

IS—REBDAEVI DT I7ANERRTIDLENHY ET,

FIRMAMEITARETLLEIN?
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C.VM1LETAzure> Y 7)ILavV—I)LEETLET,

D.VM1DZE 7 — FEWEBICLET,
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Reference:
https://learn.microsoft.com/en-us/troubleshoot/azure/virtual-machines/windows/windows-stop-error-hardware-malfunction

Eﬁ:ﬁ: 76

{#1%t (X Storage Spaces DirectZFIFH L TLVET,

Storage Space DirectX b L—2 T— )L CHERATAEEGRA FL—VBEFHRTILENHY FT,
fAlZESIRETLLEIMN?

A. Get-StorageSubsystem A< > KL v k

B. 77 A LY —/N—1) Y—R T HR—T v (FSRM)

C.TARVER

D. 7x— /LA —N—IUFREIR—T¥

IFfi#: (EfiZ R LET)

https://learn.microsoft.com/en-us/azure-stack/hci/concepts/storage-spaces-direct-overview#manage-and-monitor
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IEfE: (EfEZRRLET)

Instead migrate sysvol from FRS to Distributed File System (DFS) Replication.

Note: Do | need to change SYSVOL replication from FRS to DFS? If your domain is built based on Windows server 2008 or Windows Server 2008 R2, you are already using DFS for SYSVOL replication. If
you originally migrated from Windows server 2003, it's more likely you are still using FRS. In that case, before migration, you need to change the SYSVOL replication method from FRS to DFS.


https://www.jpnshiken.com/q/68954-6458493/
https://www.jpnshiken.com/q/68954-6458494/
https://www.jpntest.com/shiken/AZ-801J-mondaishu
https://www.jpnshiken.com/q/68954-6458495/

Reference:
https://www.rebeladmin.com/2021/09/step-by-step-guide-active-directory-migration-from-windows-server-2008-r2-to-windows-server-2022/
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Actions Answer Area

Create VM1 and associate the disks of the virtual
machine with the disk encryption set.

Enable a system-assigned managed identity on
VM.

O ®
Create a disk encryption set and generate RSA keys. .

Assign the Virtual Machine Contributar role to the
system-assigned managed identity of VM1,

Grant Vaultl the managed identity permission for
the disk encryption set.

1F fiZ:



Actions Answer Area

Create a disk encryption set and generate RSA keys.

Enable a system-assigned managed identity on "
VM1.

Grant Vaultl the managed ide
the disk encryption set.

Create VM1 and associate the disks of the virtual

Assign the Virtual Machine Contributor role to the machine with the disk encryption set.
system-assigned managed identity of VM1.

Explanation:
https://learn.microsoft.com/en-us/azure/virtual-machines/disks-enable-host-based-encryption-portal?tabs=azure-powershell
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LIRS FAMESNET,

A. Web DeployY—ILEA VA F—ILLET,
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D. PowerShell) E— FMLEBEHMICLE T,

IEfi#: (EfiZ R LET)

[A] If the Microsoft Web Deployment tool isn't already installed on the machine running the App Containerization tool and the application server, install it.

[D] Enable PowerShell remoting on the application servers: sign in to the application server Reference:
https://learn.microsoft.com/en-us/azure/migrate/tutorial-app-containerization-aspnet-app-service
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A. Get-StoragefileServer A< > KL v k
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https://learn.microsoft.com/en-us/azure-stack/hci/concepts/storage-spaces-direct-overview#manage-and-monitor
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Name Iype Lonrigurauon
V1 Physical Hyper-V host
V2 Physical Hyper-V host
APP1 Virtual machine | Application server
\PP2 Virtual machine | Application server
A\PP3 Virtual machine | Application server
\PP4 Virtual machine | Application server
JC1 Virtual machine | Domain controller
Archive Physical File server
JHCP1 Virtual machine | DHCP server
-ileserver1 | Virtual machine | File server
NEB1 Virtual machine | Web server
NEB2 Virtudl/machine (, Web server
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Cmdlets Answer Area

e - - - S -

'Add-DhcpServerInDC | DHCP- |

!ﬂdd"DthSEPVEFv45CDpE

iExport-DhcpServer

—

iImport-DhcpServer

iRemove-DhcpServerInDC i

ERemove-DhcpServervdScope |

Efi#:
Cmdlets ‘ Answer Area

| DHCP1: IrExport*DhcpSer'ver'

!Add-DhcpServervdScope 'Remove-DhcpServerInDC

DHCP2: 'Eddiahc;;;r'verInDC

- IImport-DhcpServer

;Remove-Dh&pSevvﬂﬁvﬁgcdﬁé '

=

———

Explanation:
https://theitbros.com/how-to-migrate-dhcp-to-windows-server-2016/
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A. LINQ
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D. WQL
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Transformations are KQL queries included in a DCR that run against each record received. They allow you to modify incoming data before it's stored in Azure Monitor or sent to another destination. You may
filter unneeded data to reduce your ingestion costs, remove sensitive data that shouldn't be persisted in the Log Analytics workspace, or format data to ensure that it matches the schema of its destination.
Transformations also enable advanced scenarios such as sending data to multiple destinations or enriching data with additional information.

Incoming Data Transformation Transformed Data
XXXNHOONNK _. XX XXXX Yy
XXXHOOXKHAK > ' >
XXXKHIOKKKNX XX XXXX VY
MXKHOKKKNX XX XXXX Yy

KQL Query

= Filter records and columns

® Add calculated columns
¢ /= 1%~ Fopmat-data for destination

= Hide sensitive data
Reference:
https://learn.microsoft.com/en-us/azure/azure-monitor/data-collection/data-collection-rule-overview
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Specify the settings for public key policies from Security Settings extension of the Local Group Policy Editor to control Data protection, Encrypting File System, and BitLocker Drive Encryption in addition to
specific certificate paths and services settings.

Option A is incorrect. Account policies are defined over devices. They affect how user accounts can interact with the computer system or domain.

Option B is incorrect. These policies are applied to a computer and include policy settings for types like Audit policy and Users Rights Assignments.

Option C is incorrect. Here you need to specify the settings to configure various aspects of how networks are listed and shown on one device or on multiple devices.

Option D is correct. Public key policies are the right policies to configure for the given scenario.

Option E is incorrect. These policies are used to control which groups or users can run specific applications in your organization depending upon the unique identities of files.


https://www.jpnshiken.com/q/68954-6458500/
https://www.jpnshiken.com/q/68954-6458501/

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/security-policy-settings
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IEfE: (EfEZRERLET)

A Storage Spaces Direct (S2D) cluster with nested resiliency requires exactly two server nodes and is supported on Windows Server 2019 or later, and Azure Stack HCI, version 22H2 or later.
This configuration allows for the management of two data copies (or "nested") within the two nodes for data redundancy, but you cannot add a third node to such a cluster.

Nested resiliency is a capability of Storage Spaces Direct in Azure Local and Windows Server. It enables a two-server cluster to withstand multiple hardware failures at the same time without loss of storage
availability, so users, apps, and virtual machines continue to run without disruption.

Reference:

https://learn.microsoft.com/en-us/windows-server/storage/storage-spaces/nested-resiliency
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Actions Answ
Install the Active Directory Migrﬁw—fﬁm 0 t

Deploy an additional domain controller.

Raise the domain and forest functional level.

Upgrade DC3.

Migrate computer accounts by using the Active Directory |
Migration Tool (ADMT).
Upgrade DC1.

Create a custom AD DS partltlcn

Move the FSMO roles to DC2.
1E fi#:
Actions Answer Area
Install the Active Directory Migration Tool (ADMT). Move the FSMO roles to DC2.
Deploy an additional domain controller. Upgrade DC1.
Raise the domain and forest functional level.
Upgrade DC3.

‘Migrate computer accounts by using the Active Directory
Migration Tool (ADMT).

Create a cusﬁ@ps partition.

Explanation:
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/upgrade-domain-controllers
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Name | Performance Premium Redundancy
account type
storage1 | Standard Not applicable Geo-rédundant storage (GRS)

storage2 | Standard NGt applicable Zone-redundant storage (ZRS)
storage3 | Premium Bipglablobs Locally-redundant storage (LRS)
storaged | Premium Eile shahés | C E’“i;ﬁ_&@lﬁ'@edundant storage (LRS)

VMID T — FEMEAMICTHFETYT,

TJ— MO TERF YT a3y FORGFEMERETIVLENHYET,
EDRNL—CTF7hIV bEFERIRETTM?

A R kL—21

B.X hL—o2

C.AkL—o3

D. X kL—o4

IEf%: (Ef2ZRTLEY)

Boot diagnostics doesn't support premium storage accounts or zone redundant storage accounts.
If either of these are used for boot diagnostics users will receive an
StorageAccountTypeNotSupported error when starting the VM.
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Nawe oot Description

RGlI Resource group
VM1 Virtual machine
VNetl 1 Virtual network

Workspacel | Log Analytics workspace

Microsoft Defender for Servers=B®IZT 2LENHY ET,

Azure R—R LI ED 2 DD!') ) —X T Defender for Servers # B M TEFIN? ERIEITNETNTEELEHERERERLTVET,
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A. 1

B. RG1

C. VNet1

D. VM1

E. 77— AR—X1


https://www.jpnshiken.com/q/68954-6458504/

F. MG1
Ef:AE(QAY hERET D)

B E: 88

DSRG—HEBRY) 2 —L(CSV)DEELGHREDIDIZ R a—LEF UM VTRAE Y U LTEBETARENHYET ,CSVR) 2a—LDF US54 VEEEZRTTAOITFERATELY—ILIERD S5
EncTeme

A. chkdsk

B. fsutil

C.TA4ARY/IN—F

D. Diskmgmt.msc
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CSV enabls the users to scan and repair volumes with no downtime when utilizing tools like chkdsk, fsutil, and the Repair-Volume Windows PowerShell cmdlet.

Option A is correct. chkdsk can be used to perform online repair of CSV volumes.

Option B is correct. Fsutil can also be used to perform an online repair of CSV volumes.

Option C is incorrect. Diskpart tool is not used for CSV management.

Option D is incorrect. The Disk Management snap-in doesn't offer online repair functionality.

Option E is incorrect. Diskpart and diskmgmt.msc are not used for performing the online repair of CSV volumes.

Reference:

https://docs.microsoft.com/en-us/learn/modules/introduction-to-cluster-shared-volumes/2-determine-functionality-cluster-shared-volumes?ns-enroliment-type=LearningPath&ns- enroliment-
id=learn.wwl.implement-windows-server-high-availability
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Z2ET7IVT—23 0EHRAMTEVMI VM2, 8LV VM3 EWVSERID 3 DD Azure RET S UhHY £,
Azure Site Recovery DEZE#EHE L TLVET,

VM1 VM2, BLU VM3 BT IL—TELTITIz—INA—N—F B L EHRTIHELHY ET,

AIZHET HRENHY EFTH?

ATRAZEYT4—V—>

B. EIBETE

C. Aty b+

IEf#: (EffZzRnLET)

Using recovery plans, you can customize and sequence the failover and recovery of multi-tier applications running on multiple VMs.
https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
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Web H—/3— (IIS) H—N\—DEREIMNA VX F—ILENTLVSE VM1 £S5 BRID Azure RET L URHY £ VM1 L EELEBREHR (LOB) 7TV y—2avERAMLET,
SO EFI) T4 F—LBAHFLOWVEF LT R=RS5A/AVE VM IZERLEER 2—H—@F7 V5= a3 B LBV EVWSREZRIBLET,

X2 T4 R=XASAVUHARATRY FT7—Y DEELAFKELI-EBEDNET,

VM1 THRY kD —9 FL—REFETTEIDLELRHY EFT,

HETIEMETEHEIREN?

A.VM1 25 nescac #E{TLET,
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B.VM1 DI\ T+ —T 2R E=ZF—HMb , T—F2 aALI3—ty F&EERLET,

C. Azure portal M5 VM1 DEWBREFERLET,

D. Azure portal M> VM1 D/ T+ —I VAR EEEBRLET,

IEf#: (EfEEzRTLET)

Azure Files analysis

Includes all checks in the performance analysis, and captures a network trace and SMB counters.
https://docs.microsoft.com/en-us/troubleshoot/azure/virtual-machines/performance-diagnostics
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Windows Serverm &£ 9 % Servert & LV S KRIDH—/N\—NHY ET,

Serverl EIP7 KLABITRIBENBSYNAT Y hEX Y TFvTEIRENHYET,

192.168.0.100

CDARVFRZEEDLSICETTNELNVWTIN?RET HICIE, EEFCTEYGA T 3 VEBIRL TS,

FEfE LIRS FOAMESNFET,
Answer Afea N\ licrocoft

W | filter add\~i-192.168.0.100 —t | syn

MessageAnalyzer icmp
netmon tcp
pktmon udp

Answer Area

Iv filter addW#ECA02.160.0.100 -t

MessageAnalyzer
netmon -
pkimon =

Explanation:

Box 1: pktmon

Windows Server Windows commands, pktmon filter add

Pktmon filter add allows you to add a filter to control which packets are reported. For a packet to be reported, it must match all conditions specified in at least one filter. Up to 32 filters can be active at once.
Box 2: tcp

Reference:

https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/pktmon-filter-add
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1,000 A D 1—H—% &L Active Directory KA 4 U H—EX(ADDS)F A A V& HHLTY,

CHDRAAVIZIZ UTONRRT—FEHENHY FT,

INRT— FORINIFHRIE12XFTT,

NRAT— RIFOBRICEDEREIN N LILELHY FT,

INRT—RISBE#LIDIZTIRENHY FT,

XAV TAF—LDAVN—PN UTOEBEGEF T NNRART—FEFEAL TS LEZERITIVNELHY ET,
INRAT— FORINIFHIL16XFTT,

INRT— RIZ60RZICEMDEARISUINSZLELHY FT,

INRAT—RIZEHLLDIZTEIRELAHY FT,

DY) a—2aviF X2 TAF—LDAIUN—TEHENWLI—HF—~DEEEZHR/NRIZHNZZELEDTHITAIEESHLY,
ES3TNELINWTETN?RETDHICIE, AERTHEUGERBREEZZBATCLZEN,

o EF LIRSV EAMESNET,

Implement:
| Fine-grained password policies
The Kerberos Policy policy group
The Password Policy policy group
| WMI filters.op a Group Policy Object (GPO)

By using: *

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Users and Computers
Group Policy Object Editor
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Answer Area

Implement v
IFine-grained password policies
The Kerberos Policy policy group
lThe Password Policy policy group
| WM filters on a Group Policy Object (GPO)

By using: _ b
lActive Directory Administrative Center
Active Directory Domains and Trusts
| Active Directory Users and Computers
LGroup Policy Object Editor

Explanation:
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/adac/fine-grained-password-policies
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v bJ—2I1Z1% contoso.com & LS5 &R Active Directory KA A > H—E X (ADDS) KA A UHNEFENTULVET, Contoso.com [Z[E, Server! .contoso.com & LN RBID A /N\— H—/I—MWNEFH
TWEY,

server1.contoso.com @ FQDN Zf#RTCEEH A,

Windows Defender 7 74 704 —ILME LK EREINTHEY  H—/N\—DIP 7 FLAZFERL T serveri.contoso.com ICIEFIZ ping TESZ & ZERELET,

serveri.contoso.com O DNS LO— FWEFEHET S L ZRIAMT HILELHY ET,

EDAT IV FERTTIRENHY FITH?

A. FL—XR

B. ipconfig

C./RREVY

D. nslookup

EfE:D(QAAV FEHKRT D)

How to check DNS records of a domain

Checking DNS records using the command line

The most efficient way to check DNS records of the domain is to use a terminal with the command nslookup. This command will run on almost all operating systems (Windows, Linux, and macOS). The
command nslookup shows all DNS records of the domain and below will be provided various nslookup command for the different DNS record types to check using the command line.

Reference:

https://www.hostens.com/knowledgebase/how-to-check-dns-records-of-a-domain/
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ROFRIZRTY—/N\—%EL_ Windows Server 2022 ) E— b TRY by TH—EXEBRRENHY FT,

NVIETOSOT1L
Name ROC role

Server1 | RD Session host

Server2 | RD Virtualization host
Server3 | RD Connection Broker
Server4 | RD Web Access server

Server5 | RD Gateway server

JE—FTARY by TH—EXDEBR%ZWindows Server 2025IZ7 v 745 L— K$T 3 RENHY FT,

BTy T I L—REREY—N—[FENTITHN?

A. H—/\—1

B. —/\—2

C. 4—/\—3

D. 4—/\—4

E. H—/\—5

EfR: (EffZzRTLET)

The first Remote Desktop Service to upgrade is the RD Connection Broker servers. This is because they are the central component that manages and directs user connections, and upgrading them first is
critical for the success of the deployment upgrade.

Why upgrade the RD Connection Broker first

Central role: The Connection Broker directs incoming user connections to the appropriate session host, and must be updated to point to the new, upgraded infrastructure.
Deployment management: A successful upgrade of the entire deployment depends on the Connection Broker being updated to manage the new servers and session collections.
Important for migration: Upgrading the RD Connection Broker is listed as the "first and most important step" in the process of migrating the deployment to a new version.
Reference:

https://learn.microsoft.com/en-us/windows-server/remote/remote-desktop-services/upgrade-to-rds
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{&1¢t (X Storage Spaces DirectZFIFH L TLVET,
Storage Space DirectX b L—2 T— )L CTHERAABEGRA FL—VBEEHRTIVLENHY FT,

fAIZEINETLLIN?

A. Get-StorageFileServer A< > KL v k
B. Windows& ¥t > 2 —
C.TA4RVERE

D. R T LR

FfE:B (A bERERT D)
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Cluster1 & L5 ZRTOWindows Server7 T — /LA —/N—9 3R 2 —HHY 757 RERY—N—& RORITRT/ —FHEFRATLET,
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Name Windows Server role - Assigned vote

Node1 | File Server, DFS Namespacej'Seh.rer 1
Node2 | DFS Namespace Servegy 1
Node3 | Fil er, DFS Namaﬁpaces Server 1
Node4 Fili% ICI’DSUIT 0

ClusterIZIX U TORIZTRTREIAHY £9,

Name Cluster role
FS1 File Server for general use
DFS1 DFS Namespace Server

Clustert DERIZLLTD EH Y TY,

PS C:\>» Get-ClusterFaultDomain

Mame Type ParentName Chlldrenﬂamus Location

T P e ______......._t_h___

Sitel Site guédﬂ Node2}

Site2 Site ﬁNudeE, Noded}
Nodel Node s:*uf'¢

Node2 Hode%&atel

Node? Hode Sitel

Hoded Node Site2

UTORERIZDOVWT ELWMEEIX EWVZEBRLTLESWD, Z5THEWNMEEIE DDWE JZBIRL TS,
ECEFE LIRS ROAMESHET,

Answer Area

Statements
If FS1 runs on Node3, and Node3 fails, F51 thl fail o%ﬁded automatically. O

If DFS1 runs on Node2, and Node?2 fail Ej | fali over to Node3 automatically. QO

O

If Site2 fails, DFS1 will remai Q .

S Microsoft




Answer Area

Statements Yes No

If FS1 runs on Node3, and Node3 fails, FS1 will fail overto Noded4 automatically.

T DRST Ans anNode2, and Made? failsDFES T'will fail over to Node3 automatically. )

If Site2 fails, DFS1 will remam available,

Explanation:

Box 1: Yes

We see: Site1 {Node1, Node2} and Site1 {Node3, Node4}

Yes, Node3 and Node4 are in the same site.

Note: Use Get-ClusterFaultDomain to see the current fault domain topology. This lists all nodes in the cluster, plus any chassis, racks, or sites you have created.

Box 2: No

No, Node2 and Node3 are in different sites.

Box 3: Yes

Note: A failover cluster is a group of independent computers that work together to increase the availability and scalability of clustered roles (formerly called clustered applications and services).
The clustered servers (called nodes) are connected by physical cables and by software. If one or more of the cluster nodes fail, other nodes begin to provide service (a process known as failover).
In addition, the clustered roles are proactively monitored to verify that they are working properly. If they are not working, they are restarted or moved to another node.

Reference:

https://learn.microsoft.com/en-us/windows-server/failover-clustering/fault-domains
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VM1 & LS ZHEIDAzureRE< S UnH Y  ZDRE T S > TIEWindows ServerhEifE L TLVE T,
VMIETUTDRRY ETTI2RLENHYET,

- Windows Defender 2 7 4 704 —ILEZHRELTIE—FTRY by TEHAT S

27EHANY |

RETLAVY—ILDORTERET DEMERELETT,
ED2ONREFXHRIARETTM?RETAICIE EABHMTRYUTEIREETBIRLTLES L,
R EICIRA Y FAMESINET,



nVM1 L

Virtual machine

|_ 2 Search (Ctrl+/)

- til Metrics

& Diagnostic settings

& Logs

B3 Connection monitor (classic)

@ Wworkbooks

Automation

Support + troubleshooting

Resource health

Boot diagnostics

Performance diagnostics

VM Inspector (Preview)

Reset password

Redeploy + reapply

Serial console

Connection troubleshoot

v g |=llvl<llals e @

New Support Request




Answer Area

VM1 » «

Virtual machine

£ Search (Ctrl+/)

fisdl Metrics

. W Diagnostic settings

P Logs

B2 Connection monitor {classic)

& workbooks

Automation

is Tasks tprwiew_]

3| it template

L o

Support + troubleshooting

| % Resource health

& Boot diagnostics

%, Performance diagnostics

'\! VM Inspector (Preview)

| Resst password

| » Redeploy + reapply
B serial console _|

B Connection troubleshoot

@ New Support Request
Microsoft
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BEHDF v b7 —2 (2[F, Active Directory F 4 1 »#—EZ(ADDS) K X A UHEFATLET, SO F A1 VIZIE, Windows Server 20192 E{TT 5 KA VAV PA—S—HEFLTEY  UTOX
[SRT &S ICHEASNTLET,

Name FSMO role
o licrosoft RPC emulator,
DC2 RID master
DC3 < \Domain naming master
DC4 I\ Schema master
DC5 Infrastructure master




adprep /domainprepcommand %173 5 FETT,
AYY RDETIZE  ED ALy bO—S5—HAFAFETHILENHYETITM?

A. DC1
B. DC2
C.DC3
D. DC4
EfE:D(QAA U FEHKT D)

AD DS installation prerequisite validation

The AD DS installation wizard checks that the following prerequisites are met before the installation begins. This provides you with a chance to correct issues that can potentially block installation.
For example, Adprep-related prerequisites include:

Adprep credential verification: If adprep needs to be run, the installation wizard verifies that the user has sufficient rights to execute the required Adprep operations.

*-> Schema master availability check: If the installation wizard determines that adprep /forestprep needs to be run, it verifies that the schema master is online and fails otherwise.

Infrastructure master availability check: If the installation wizard determines that adprep

/domainprep needs to be run, it verifies that the infrastructure master is online and fails otherwise.

Reference:

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/what-s-new-in-active-directory-domain-services-installation-and-removal

B fE: 99

BEBRDOFUTLIRFY FT—45I1Z1% Active Directory KA 4 U H—EX(ADDS) KA A UREFENTWLET , 2D KA A UIZIE, Windows ServerZzXE1T L Azure ArchAE 2% > TLV S H—/3—AHN00
BEFEFNTLET,

HEt=lFAzure 7R ) T a v EBEBTY,

FAMVADEIAVELA—F—ICA VR M= )LENTWVWESA—ALEBET AV FONRT— FZEHMICERTTILENHYET , COVa—2aViE UTOEHZEHLIBLELNHYFET,
*INAT—FIEI30BZLICEEMICERE SN SILENAHYET,

EEXBIR/NDRICMZ G ITIEGE S,

fAIZFEINRETLEIMN?

A. Azure R1) o —

B. \XTJ—REFEEXF T2V FPSO)

C. WindowsA—HJJLEEEF /AR T— KV 1) 2—2 3 > (Windows LAPS)

D. JIL—TEEBHY—EXT7HI > F(gMSA)

Ef#: (EfEZRTLET)

To automatically manage and rotate the built-in local administrator passwords with minimal administrative effort, you should use Windows Local Administrator Password Solution (LAPS)- specifically
Windows LAPS integrated with Active Directory.

Windows LAPS is natively built into modern Windows Server operating systems. It automatically manages, rotates, and backs up the password of the local administrator account to your Active Directory
domain at your specified interval (such as every 30 days).

Automation: It automatically enforces password age rotation policies (e.g., exactly 30 days) without manual intervention.

Minimal Effort: It requires no additional agent installation on your Azure Arc-enabled servers because the LAPS client is natively integrated into Windows Server.

Security: Passwords are encrypted and securely stored in your on-premises Active Directory attributes, restricted by Access Control Lists (ACLS).

Reference:

https://hartiga.de/tools/windows-laps/
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FAUTLIR Ry bIT—H & Azure RERY FT—98HY FT,

AUTLEIR Ry bT—=005 Azure REFR Y b T—U~DH A il VPN G ZHIL LFETH EESEREICUBINET,
Azure V5 IPsec FURILETNY TS ERENHY FT,

E® Azure VPN Gateway M0 Y &R T 2LENHY £ H?

A. GatewayDiagnosticLog

B. RouteDiagnosticLog

C. IKEDiagnosticLog

D. TunnelDiagnosticLog

IEf#: (EfEZRTLET)

TunnelDiagnosticLog Contains tunnel state change events. Tunnel connect/disconnect events have a summarized reason for the state change if applicable.
https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-diagnostics
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Cluster1 & LY 5 &R Storage Spaces Directy S X2 —hHY KR 2 —LDEIYETERYSIEEYR—FLTWLET,
R 1a—LxERL, Z0EY B TCHEEZHEET SRENHY FT,

PowerShell A9 ) T hH# ED LS IZER I B EIRETITMN?RAET ST, ABEHTEULA T a3 UoEERL TS0,
o EFE LIRS EAMESNET,

ANswer Area

$list = - : _ | 7 -Type StorageScaleUnit | Sort FriendlyName

Get-DiskStorageNodeView
Get-PhysicalDiskStorageNodeView
Get-StorageFaultDomain

New-Volume -FriendlyName “volumel” =Size 100GB V¥ S1ist[0,1,2,3]
-DiskNumber
-PhysicalDiskRedundancy
-StorageFaultDomainsToUse
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Answer Area

Slist = -Type StorageScaleUnit | Sort FriendlyName
v yp g b4

Get-DiskStorageNodeView
Get-PhysicalDiskStorageNodeView
Get-StorageFaultDomain

New-Volume -FriendlyName “wolumel” -Size 100GB YiS1list[0,1,2,3]
-DiskNumber

-PhysicalDiskRedundancy
-StorageFaultDomainsToUse

Explanation:

Box 1: Get-StorageFaultDomain

Delimit the allocation of volumes in Storage Spaces Direct

Create a volume and delimit its allocation

To create a three-way mirror volume and delimit its allocation:

1. First assign the servers in your cluster to the variable $Servers:

$Servers = Get-StorageFaultDomain -Type StorageScaleUnit | Sort FriendlyName Box 2: -StorageFaultDomainsToUse
2. Specify which servers to use with the new -StorageFaultDomainsToUse parameter and by indexing into $Servers. For example, to delimit the allocation to the first, second, third, and fourth servers
(indices 0, 1, 2, and 3):

New-Volume -FriendlyName "MyVolume" -Size 100GB -StorageFaultDomainsToUse

$Servers[0,1,2,3]

Reference:

https://learn.microsoft.com/en-us/windows-server/storage/storage-spaces/delimit-volume-allocation
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Microsoft Sentinel ®7 704 & 100 8D Azure Arc ieA Y TLU IR Y—nN—DHYET, TTH Azure Arc i) V—RIE RLY V=R TIL—TI2HY FET,
H—/\—% Microsoft Sentinel IZA Y R— FFHIBELAHY FT , V) a—>avik EBEXEEZRDRICHZ SZBHENHYET,

H—/3—% Microsoft Sentinel [IZA Y HR— R 5ICIE MEZFATLILELNHY FTH?

A. Azure BBt

B. Azure K1) & —

C. Azure (RFE< L U ¥iiRHEHEE

D. Microsoft Defender for Cloud

Ef#E: (EfEZRTRLET)

You can use Azure Policy to audit settings in the operating system of an Azure Arc-enabled server, if a setting is not compliant you can also trigger a remediation task (deploylfNotExists).
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/hybrid/server/best-practices/arc-policies-mma
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! OS disk BitLocker Drive Encryption
Name Operating system size (GB) (BitLocker)
Server1 | Windows Server 2022 1,000 | Yes
Server?2 | Windows Server 2019 2,000, .No
Server3 | Windows Server 2016 4 000 No

Azure Y TRV YT a3 vEHEELTT,

H—/\—FAzure F2HARB T L U IZHBITT HFETT , Azure MigrateZEH L TAzurelZBITTE S —nN—lTENRTT A ?

A. H—N\—1DH

B. —/\—20D

C. Server1 & Server2 M #

D. Server2 & Server3 M

E. Server1_Server2 # & U Server3

EfE:D(QAAV FEHKT D)

* Server1 - No

Azure Migrate does not support the direct upgrade of OS volumes that are encrypted with BitLocker; you must disable BitLocker on the OS volume before you can replicate and migrate the machine to
Azure.

* All listed operating systems are supported.

Azure Migrate supports migrating the following Windows Server operating systems to Azure Generation 2 (UEFI-based) virtual machines: Windows Server 2012 R2, 2016, 2019, 2022, and

2025. Older versions like Windows Server 2012 can also be migrated but require an upgrade to a newer version to function as a Generation 2 VM.

* All listed OS disk size are supported.

Azure generation 2 VMs do not have a minimum OS disk size, but a common default is 127 GiB, and the smallest possible disk size for any OS disk is 127 GiB. The OS disk can be expanded up to 4 TiB (or
4095 GiB).

Reference:

https://learn.microsoft.com/en-us/azure/migrate/migrate-support-matrix-physical-migration
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BEAOUMNEENTVET, FASVIXIBIRINY I Ty TENET,

OUTDHERBILEERITI AMENHYET,
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https://www.jpnshiken.com/q/68954-6458521/

Actions Answer Area

Restart Server1 in Directory
Services Restore Mode (DSRM).

From Server1, run ntdsutil.exe
and mark OU1 as authoritative.

Restart Server1.

Restore the system state.

Restart Server1 in safe mode.

From Server2, run ntdsutil.exe
and mark OU1 as authoritative.

Actions Answer Area

Restart Server1 in Directory
Sermvices Restore Mode (DSRM).

Restore the system state.

From Server!, inntdsutil . exe
and mark QU1 as authoritative.

Restart Server1.

Restart Server1 in safe mode.

From Server?, inntdsutil.exe

and mark OU1 as authoritative. E] M ich S'th

Explanation:

Reference:
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/cc732211(v=ws.11)
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277V ALtE, CHTIZEKE N)ICKEFHODEESHTT,

BREDIRE

FATOTATAAVISANSYF ¥

Fabrikam#t &, Azure Active Directory(Azure AD)7 7+ > k & EIE#i9 b Active Directory KA 4 > H—EX(ADDS)7#+ LR FZEFRBEL TWLVET, ZDADDST + LR kZIE, corp.fabrikam.com&
europe.fabrikam.com& LN 52DD KA A URNEFATULET,

DHAIF T4 ADA VT LI RY—/N—

HIADA T 4 RIZIF RORIZTFRT & 512, Windows Server 2016 % ET73 54V TLIRY—N—HAHREBESNTHET,

Name Iype Lonriguravion
V1 Physical Hyper-V host
HV2 Physical Hyper-V host
APP1 Virtual machine | Application server
APP2 Virtual machine | Application server
\PP3 Virtual machine | Application server
\PP4 Virtual machine | Application server
DC1 Virtual machine | Domain controller
Archive1 Physical File server
JHCP1 Virtual machine | DHCP server
“ileserver1 | Virtual machine | File server
NEB1 Virtual machine | Web server
NEB2 Virtual/machine [y Web server
AAMTA HElNal ccaakic. R AN i e '

LHhIdF T 4 RDY—3\—[LFT X Tcorp.fabrikam.com KA A UIZHY ET,

DHIFA T4 RIZHDBITARTORBI D VIE HVIEHV2ETHRRA FENTWWET HVIEHV2(E ClusterlE WS EZRID Tz AIINA—IN—DUF5RAEZD/ —FKFTYH,

WEB1&WEB2(E, £ Y2 —%w A T+ A—L 3 UH—ER(IS)Y = THA FEERLTVET, 1 V2 —*% v b1—4—(&_ https://www.fabrikam.com& NS URLEFERA LT = T4 MoEsELE
£l

SHATA T A RADTRTODLI—H—IE UNCARRIZEHETEZT7 TV r—oa vEaEETLET,

\\Fileserver1\Data,

NYDFX TSI AY—/\—

N DA 7 4 RIZIE, Windows Server 2016 %3479 Sdc2.europe.fabrikam.com & LY 3 ZRIDYEY—/A—H &% Y _europe.fabrikam.com KA AL VD FAAL OV PA—5—& L THBEL TULVET,
2YRNIT—DA TSRV FY

DATATARENF T4 RAOMPRIZIE, ZNENA—AILA 2 F3—y MEEIHYET , A TA T4 REN)F T4 X VPNEIRZFA L THEICERSATOET,

DHIF T4 RADYSAT7 AV EaA—2IEDHCPIMGIP7 RLAZWMIFLET,

Xxa)T4VRD

FabrikamlE L TFTDEF a2 T4 VR FEHELTULET,

*—EOFAY Y FE NTLMv1, SMB1, B % LLDAPH EDRLMDENTO FaLEHEALTADDSY Y—RICERLET,

* H—/N—TI[IWindows Defender7 7 4 7 0+ —ILHBEHIZG > TWET , H—N—BEBEN I 74704+ —ILIL—ILZEEL BRGERZHAITLIEELHY FT,

2

X UT14EH



FabrikamlZ , LTFTDEF 1) T4 BUHFHBELTHET,

*H—N\—EEEMNWindows Defender7 74 70+ —ILDIL—)LEEETELRWVLIICLET,

* BitLocker K 5 4 JRES{t(BitLockenZFRA L T H—/N\—LDITRTODT—E2 T4 RV EHBEILLET,

*TH LA MRDY—N—ZIE RBEINE=TITIVS—230DHNA VA M—=ILEEIEIRITTESLLSICLET,
*HETHEVWITARILEFERTSFAM AV FA—F— DT RTOEREHFET 5-ODLER—FY) 21— 32 & LT Microsoft Sentinel ZEALFET,
T2 R¥BITEE

Fabrikam(ZBAFED TR TO Y —/N—%BTITHFETHY BITEHLLTUTORZEIFTVET,

DATA T 4 ROAPP1E K VAPP2{RIE Y & > %  Windows Server 2022% 3479 5 Cluster2& LS BRIDHFT L L Hyper-V I = —)LA—/N—9 SR 2 —IZHBHLFET,
- Cluster2IZ1&  HV3E HVAE LN 520DFH LUV — EAaEhET,

CFRTOREIL VT 7AILIE IS RAEFRY 21— LCSV)ZRESNET,

* Archive1% _Windows Server 2022% £179 ACluster3E WS BRIDFH LW T 2 —ILA—N—IU SR Z—[ZBITLFET,

- Cluster3[Z1&, Node1&Node2 & WS ZHID2DDYE ) — FAEENFET,

-Cluster3 LD 77 A IWEFIEX . TFIOTATINYVTE—FD I ANA—N—9SRAEDFREZHBNET,

* europe.fabrikam.com A 5 corp.fabrikam.com N R THAI—H— JTIL—T HLUVISA TV FaAVEL—2FBITLET,
- #4171 Active Directory#4T Y —IJL(ADMT) R L TEfTSNE T,

ADMT#1TFIBEZEEITT 571=6IZ_ ADMTcomputer& LY S B RITMD O > E 21— 4 Hicorp.fabrikam.com KA A V2T 704 SnFET,
A—HY—TFho2 MEBRFEDNRRT—RFEFRELET,

* F—4& #H %Fileserver1 M 5 _ Windows Server 2022% 2179 bFileserver2&E WS BRIDFH L WV —NR—IZBITLET , BTER. T2 LB IEGFOUNC/RRZFERALTT7 VLR TEIZREAHY FT,
AzurefS{TETE

FabrikamlEZ—&D 1) YV —RXA ZAzurelZ#BT7 5 L ZETELTHEY UTOBITEHERELTULWET,

*Subl EWVSRHIMD Azure Y TRV Y T a3 vEERLET,

*Vnet1& WVS ARIDAzurefREB Ry F7—0 ZERLET,

* ExpressRoute#{#AL T /XY ESHTDA T« RZEVnetl [TEHLET,

* R T DY —/\—[ZMicrosoft Defender for servers >4 £ X &t 59 5%,

* APP3 & APP4Z&AzurelZ#ITLE T,

* www.fabrikam.com @ Web ¥4 k% WebApp1 & LY5 &R0 Azure App Service Web 7 7 IZBBITLE T,
*WEB1&WEB2%BELET 3,

DHCP#1TEtE

Fabrikam#t[ZDHCP1ZDHCP2& WS T L WS —/N—[CEEMZ HFTETH Y BITICEHAIT SEZHIILUTOE S Y T,

* DHCP2AY  IREDHCPIM S R ARRERIP7 FLRERBLIP7 FLAFRETH I EEEEL T,
*DHCP2TH—ERDREMIZH 51=RIZ DHCP1AY SA TV MIH—ERZRHE LAWK SIZLET,
BEDU—REZHEFHULBITINTNSIEEHERLTLZEL,

TUTL I RBEAOBTHEEZXIET S5-I, T—4HEOBTEHEILTLET,
BIOTEERTIBICEAZzERAIANESTIN?

AR ML—DBTH—ER

B. Microsoft 7 7 A/ JLY—/N\—8iTY—ILF v k

C. 774 )WY —nN—1)Y—XT 31—+ (FSRM)

D. Windows Server¥&1T'Y— /L

EfE: (EfEERTLET)
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https://docs.microsoft.com/en-us/windows-server/storage/storage-migration-service/migrate-data
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BERODAVTLUI AR Y FT—2I2I& Active Directory FA 4 U H—EX(ADDS) FA A UMEENTWET, 2D FA A UIZIE, Windows Serverz321T9 %Server1 & L\ S BRIDH—/N\—mHY F
9, Server1(Z[FWebH—/N\—(IIS)DZEEID A VX b—ILEINTEY ApplE WS ZFTIDWeb7 T 75— 3 0 FKRRX FLTWET, App1IEWindowsFREEZFERA L F T,

HET=FAzure 3 TR ) T avEBELBTY,

&1 t=1XApp1ZEAzure App ServicelZ#1T3 5 FETY,

App1H3App Service TWindowsiREEEHR— L TWS Z L ZHRT HIDENH Y FT,

B EREITNETIN?

A.COMB L UCOM+a Y R—x> b+

B.R—kNNA 2T 42T

C. Microsoft EntraT>+ > b &DT 4« LY 1) EIHA

D. HTTPS/NA VT 4 > &£ SSL

EfE:C(AAV FEHEKT D)

Migrate your .NET web app or service to Azure App Service

Authentication

Azure App Service supports anonymous authentication by default and Forms authentication when intended. Windows authentication can be used by integrating with Azure Active Directory and ADFS only.
Note: Hybrid identity is accomplished through provisioning and synchronization. Provisioning is the process of creating an object based on certain conditions, keeping the object up to date and deleting the
object when conditions are no longer met. Synchronization is responsible for making sure identity information for your on-premises users and groups is matching the cloud.

Reference:

https://learn.microsoft.com/en-us/dotnet/azure/migration/app-service

https://learn.microsoft.com/en-us/entra/identity/hybrid/whatis-hybrid-identity
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Fabrikam#t|& Azure Active Directory(Azure AD)7 7+ > + & RI#i9 S Active Directory KA 4 o H—EX(ADDS) 74 LR FZEMABLTWVET, ZCDAD DST#+ LR MIZIE, corp.fabrikam.com &
europe.fabrikam.com& WV 52DD KA A UAAEENRTLET,

SHIAA T4 RADA VT UL I RY—/N—

SHIDA T 4 RIZIE. ROFITFRT & 512, Windows Server 20165 E7F 34 > TL I RY—NR—ABBEATNET,
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Name 1ype Lonrigurauon
V1 Physical Hyper-V host
V2 Physical Hyper-V host
APP1 Virtual machine | Application server
A\PP2 Virtual machine | Application server
APP3 Virtual machine | Application server
APP4 Virtual machine | Application server
JC1 Virtual machine | Domain controller
Archive Physical File server
JHCP1 Virtual machine | DHCP server
“ileserver1 | Virtual machine | File server
NEB1 Virtual machine | Web server
NEB2 Virtual/machine (, Web server
AAMTA TE i al v aallc . - AN i &

AL T 4 ADY—/3\—[FF R Tcorp.fabrikam.com KA A V(ZHY FTF,

SHIAA T4 RIZHITRTORET L UIE HVIEHV2ETHRZ FENTUWET, HVIEHV2IE, Cluster E WS BRID T T A LA —N—H2 522D/ — K TT,
WEB1&EWEB2(E, 1 VA3 —FRY b 27 A= 3 0 —EXRIS)Vz THA FEERALTVWET, 1 2 —F vy baA—H—I[E_https://www.fabrikam.com& WS URLZEFARAL TOz THA MIERELE
9,

SHTA T4 ADTARTHOI—HF—IL UNCHRRIZEHETBT7 TV r—>a v EETLET,

\\Fileserver1\Data,

NY)DA VT2 RY—/—

N DA T 4 RIZIE, Windows Server 2016 % 3479 S dc2.europe.fabrikam.com& L5 ZETDMEH—/\—hH Y _ europe.fabrikam.com AL VD RAAf a2 bA—5—E L THELTWET,
2YNIT—DA VTSRS IFY

DHTATAREN)F T4 ROTBAIZIE, TAhEFNRO—HILA V23— FEELBHYET, PHhTA T4 RENRNYF T4 RIE VPNIEGEFEHRA L THREICER I TWET,
CAIA T4 RADYSA4T7 2 a2 Ea—2IFIDHCPINGIPZ RLRAFRELET,

X2 )T4VRD

Fabrikam(d LTFDEF1 )T VRV EHELTUVET,

*—EDTHDY ML NTLMv1 _SMB1_ E4&7 LLDAPHZ ENREMDEWNTO Fa/LEFRALTADDSY V—XRIZEHKLET,

* 4 —/\—TIlIWindows Defender7 7 4 7+ —ILWNEMHE > TNVET , U—N\—BEEN T 74 7o+ —ILIL—ILZZEL BREEGZHTITIEENHYET,

=2

tXa) T4 EH

Fabrikamld, LTFDEF 1) T4 BEUHEZHBELTLET,

*H—/N\—EHEEAWindows Defender7 7 4 74— ILDIL—IILEZZETETHEVELSIITLET,

* BitLocker K 5 4 JHES{t(BitLockenZ#RA L T H—/N\—LDIRTOT—E2 T4 RV EHBHILLET,

*TH LR MAQY—N—IZE RRBEINET TV T5—2300HPNA VR M—LERIEETTELLIICILET,

*EETHRWITARILEFERTEZRAM O FA—5—~"DITRTOEREHET HODLKR— btV 12— 32 & LT Microsoft Sentinel #EALET,

T2 R¥BITEHE

FabrikamlEBAF DI R TOY—/N\—%BTTHFETHY BITEHLLTUTOREZEIFTVET,

DHhIF T 4 ADAPP1E K UAPP2{RIE~< L > %  Windows Server 2022% 5179 % Cluster2& LS ZRTDFT L L Hyper-VI = — LA —N\—U S X3 —IZBBL F T,

- Cluster2IZ(&_HV3EHVAE V52008 LUV — RAAEELET,



-ITRTORBID DT 7ML VS RAREIEFR) 2—LCSV)IZRESINET,

* Archive1% _ Windows Server 2022% £179 ACluster3E WS BRIDFH LW T T —ILA—N—YU SR Z—[ZBITLET,

- Cluster3[Z1&, Node1&Node2 & WS ZHID2DDYE ) — FAEENFT,

-Cluster3ED 77 A IWEEBIEX . TIOT4 TNy TE—RDITANFA—N—U S A ZDOEENZHNET,

* europe.fabrikam.com A 5 corp.fabrikam.com ~ TR THI—H— JIL—T ELXUVI A7 baVEa—32#BITLET,
- #171% _ Active Directory#81TY—IL(ADMT)ZER L TEfTShE 9,

ADMTH#1TFIEZEITT 51=HIZ_ADMTcomputer& LN ZHID 3 > E 21— 42 Hlcorp.fabrikam.com KA A IZF 7O snEd,
A—HY—TFhoY MEBRFEDNNRT—RFE{RELET,

* F—4& #H %Fileserver1m & _ Windows Server 2022% 2179 %Fileserver2&E WS BRIDFH L WV —N—IZBITLET , BTER. T2 LB IEFOUNC/RRZFERALTT7 IV ERXATEZRELAHY FT,
Azuret&1TETE

FabrikamlE—&D 1) YV — XA ZAzurelZ#BT73 5 L ZETELTHEY UTOBITEHFRELTULWET,

*Sub1 EWVSRRIMD Azure Y TRV ) T a3 VEERLET,

*Vnet1& WLV S RRIDAzurefREB Ry F7—0 ZERLET,

* ExpressRoute#{#AL T /XY ESHTDA T4 RZEVnetl [TEHELET,

* FRT DY —/\—I[ZMicrosoft Defender for servers® S 4 £V A &t 53 5%,

* APP3 & APP4Z&AzurelZ#1TLE T,

* www.fabrikam.com @ Web H4 k% WebApp1 & LY5 &R0 Azure App Service Web 7 7 IZBBITLE T,
*WEB1&:WEB2% 19 5,

DHCP#1TEtE

Fabrikam#t[ZDHCP1%#DHCP2L WS #H L WH—N—[CTEZEMZ SEETHY BITICEAT 2ZHIEILUTDESY T,

* DHCP2AY  IRAEDHCPIM S R ARRERIP7 FLRERBLIP7 FLAFRETH I EEEEL TS,
*DHCP2TH—ERREMIZH 2 1=RIZ DHCP1A Y SA 7V MIH—ERZRHELANVWESIZLET,
BED)—RZHEFHUNBITINTNSIZ LEEZREREL TS,

Ry FRRy MZETSERM

AzurefB1TEtEI Y R— 9 51812 www.fabrikam.com™ = TH 4 FOBITEHELTLET,

WebAppl[ZED K SITHREITNIXEINTIMN?EEZTSICIE BAERTEYEGEA T a VEBIRLTLESY,

o EfE LIRS EAMESNET,

To enable WebApp1 to handle requests for the website: LY v
[Ada A ADndondnrbad
Cicate.a deployment slot.
_' t'_.‘_re-at'e a private endpoint.

To point client connections to WebAppi:

Add HTTP redirect rules on WEB1 and WEB2.
Implement Azure Front Door.

Implement Azure Traffic Manager.

Modify a DNS record.




To enable WebApp1 to handle requests for the website:

' Add & custom domain name.
Create'a deployment slot.
rCreate a private endpoint.

To point client connections to WebAppi:

Add HTTP redirect rules on WEB1 and WEB2.
Implément Azure Front Door.
Implement Aztire T raffic pvia S
‘Modifja 1Sirdcérat | YOt

Explanation:

Box 1: Add a custom domain name

To migrate www.fabrikam.com website to an Azure App Service web app, you need to add Fabrikam.com as a custom domain in Azure. This will make the domain name available to use in the web app.
Box 2: Modify a DNS record

You need to change the DNS record for www.fabrikam.com to point to the Azure web app. HTTP redirect rules won't work because WEB1 and WEB2 will be decommissioned.

Reference:

https://docs.microsoft.com/en-us/azure/app-service/app-service-web-tutorial-custom-domain?tabs=a%2Cazurecli
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BEBRDFRY bT—2I1Z1E contoso.com & LVS B ETD Active Directory KA A > H—EX (ADDS) FAAS UNEFNRTWVET, 2D KA A 2IE, Windows Server 2025 #1795 KA (> ar bA—
T—EFERALTHEBESLELE,

WREBLT7 TV H#TTIAA4FTBHBFETT, cOT7 FTUIZIE, IB/NA—2 3 >DWindows ServerZE{TdF 5 KA/ oy hA—5—NURETT,

contoso.com® KA A4 > bA—5—& LTHEATE SHWindows Server®imzE G LWA—2 3 UIEATT M ?

A. Windows Server 2016

B. Windows Server 2019

C. Windows Server 2022

D. Windows Server 2025

IFfi#: (EfiZ R LET)

The oldest version of Windows Server that you can use for a domain controller in an AD DS domain with a Windows Server 2025 domain controller is Windows Server 2016. This is because the forest
functional level must be at least Windows Server 2016 before you can add a Windows Server 2025 domain controller to the domain.

Reference:

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/active-directory-functional-levels
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Windows Server 2019 #3£179 % Server1 & ULVS5 &RiID Hyper-V 7/RR kAH Y E£3, Server! [E VM1 EWVWSZFIDRET S VZRAMLTEY VM1 IZIZRDERERAHY F5,
-EEIP7 FL X:192.168.10.15

-EE/N—T32:8.0

- Ry T —2: VNetl

- A1

Windows Server 2025%£179 % Server2 & LS &HiDHyper-ViRRA F&ETF 7O LET,
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Hyper-VY %*—2 v —Z R L T, ServerimMbVM1ZEZ T Y XR— kL Server2lcVM1&E 4 ViR— b3 5 FETY,

VM1%Server2|Z4 ViR— b 5B VMID EDBRENRESINET N

A RERY FTD—9 EIP7 FLRADH

B. RERy bT—U LERDH

C.IP7 FLREEEN—D3VDH

D.IP7 FLR HBE/N\N—2 3> BLUEKOHA

E.RERY F7—9 IP7 LR BE/N—Y 30 BLUHERK

IEf#E: (EfEZRTLET)

When you export and import a virtual machine (VM) in Hyper-V, the virtual network configuration is preserved, but the specific IP address must be reconfigured, the Generation is preserved, and the
configuration version depends on the target host's compatibility, as the new host may create a newer version of the VM configuration file. The export includes the VM's identity and configuration, while the
import process allows you to reconfigure network and other settings to match the new host's environment.

Reference:

https://learn.microsoft.com/en-us/windows-server/virtualization/hyper-v/deploy/export-and-import-virtual-machines
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Fabrikam#t (&, Azure Active Directory(Azure AD)T 7+ > ~ & RIEA9 % Active Directory KA 4 U H—EX(ADDS) 74 LA FZEFBELTWLEYT, COADDST #+ LR RZIL, corp.fabrikam.com &
europe.fabrikam.com& WV 52DD KA A URNEFhTULET,

SHIX T4 RDF2UTL I RY—/\—

SHIADF T 4 RIZIE  ROKRIZFRT &L 512, Windows Server 2016 FE1T73 24 TL I AP —/N—DRE SN TVET,

Name 1ype Lonriguration
V1 Physical Hyper-V host
HV2 Physical Hyper-V host
APP1 Virtual machine | Application server
A\PP2 Virtual machine | Application server
APP3 Virtual machine | Application server
\PP4 Virtual machine | Application server
2C1 Virtual machine | Domain controller
Archive Physical File server
JHCP1 Virtual machine | DHCP server
“ileserver1 | Virtual machine | File server
NEB1 Virtual machine | Web server
NEB2 Virtual/machine ([, Web server
AAMSA TIE N al s aalle . | — AN i &

AL T 4 ADY—/ 3 —[FF R Tcorp.fabrikam.com KA A VIZH Y FTF,
SHIAA T4 RIZHBTRTORET S UIE HVIEHV2ETHRR R &N TULVET, HVIEHV2IE, Clusterl E WS BRID T T4 LA —N—2S5SRED/ — RTT,


https://www.jpnshiken.com/q/68954-6458527/

WEB1EWEB2(E, A Y2 —Fy b VT4 A= a3 vH—ER(IS)Y z TH4 FEBRLTVET, 4 V4 —Ry b1—H—I[L_ https://www.fabrikam.com& LWSURLEER L TY = 44 MIHEHELE
ER

SNTAX T4 ADITRTDLI—HF—(X UNCRRIZEHTZT7TI5—2 3 v E2ETLET,

\\Fileserver1\Data,

NYDATLIRY—/N—

N DA 7 4 RIZIE, Windows Server 2016 %34T Sdc2.europe.fabrikam.com & LY 5 B RIDYEY—/A—H &% Y _europe.fabrikam.com KA AL VD FAL OV PA—F5—& L THBEL TULVET,
2YRNIT—DA TSR VFY

DATATARENF T4 RAOMPKRIZIE, ZNENOA—AILA 23—y MEEIHYE T, SHTA T4 REN)F T4 X VPNERRZFA L THEICERSATOET,
SHIAX T4 ADISA 7 a2V E1—2IEDHCPIMLIP7 FLRAZERBLET,

tXal)T4IVRY

FabrikamlE L TFTDEF a2V T4 VR EHELTULWET,

*—EDTHhD FE NTLMv1 SMB1,  E& 7% LLDAPH ENREMHDENTA Fa)LEZERALTADDSY V—RIZEHKLET,

* H—/\—TI[IWindows Defender7 7 4 7 0+ —ILHBBEHIZ G > TWET , H—N—EEBEN I 7470+ —ILIL—ILZEEL BRGERZHAITLIEELHY FT,

i

X2 UT14EH

Fabrikam(d LLTFDEF1) T BEHZRHELTLET,

*H—/N\—EHEEHAWindows Defender7 74 704 —ILDIL—ILEHEETETHELKSIICTLET,

* BitLocker K5 4 JH5-S1t(BitLockenZ R L T . H—/N\—LEDITRTODT—E2 T4 RV ZBELLET,

* DA LR MHADY—N—ZIE RBEINE=TITVr—2a30DBBA VA M—ILERIEIETTEDLLSICLET,

CRETHEWITARILEFERTSIRAM O FA—F5— DT RTOEREHET S5-HODLKR—FY1) a—2 32 & LT Microsoft Sentinel #EALET,
AT 2 RBITEE

Fabrikam(ZBAFED TR TO Y —N—BTITHHETHY BITEHLLTUTORZEIFTVWETS,

DATA T 4 ROAPP1E K UVAPP2{RIE Y 2 > %  Windows Server 2022% 3479 5 Cluster2& LS BRTIDHFT L L Hyper-V I = —)LA—/N—9 SR 2 —IZBELFET,

- Cluster2[Zl& HV3EHVAE WS 2DDFH LN — FREFENF T,

-TRTOEBIS VT 7ANIE VS RAEIEFR) 2a—LCSV)IZRFESIAET,

* Archive1% _ Windows Server 2022% 32179 4Cluster3&E WS ZHIDFH LW I = — LA —N—V SR 2 —Z8BITLET,

- Cluster3IZ[&, Node1&Node2& WS BRID2DDYE/ — FREFENFET,

-Cluster3ED 77 A IWEBIEX . TIOT4TINNYTE—RFDIT AN —N—U SR EOEENZHNET,

* europe.fabrikam.com A 5 corp.fabrikam.com N FRTHDLI—H— FIL—T LUV ISAT7U raVEL—2#BITLET,

- #4171 Active Directory#4T Y —IJL(ADMT) R L TEfTSNE T,

ADMTHITFIEZEITT 51=HIZ_ADMTcomputer& LN ZHID 3 > E 21— 42 Hlcorp.fabrikam.com KA A IZF 7O snEd,
A—HF—TFHO Y MIBEDIRRT—FEREFLET,

* F— A& #5 %Fileserver1m S _Windows Server 2022 % 2479 AFileserver2& WV S ZRTDH L WY —N— BT LET, BITE T— I HEBEBEEFEOUNCAAREFERALTT7 Y LR TEIAREAHY T,
Azure®1TETE

FabrikamlEZ—& D 1)V —RX ZAzurelZ#1T9 5 L ZEEILTH Y UTOBITEHEZHELTULET,

*Sub1l EWVSRARID Azure Y TR T3 U HERRLET,

*Vnet1& VS ARIDAzurefREB Ry b7 —0 ZERLET,

* ExpressRoute AL T /N & hTDH T4 AEVnetl[THEKELET,

* F R TDOHY—/\—(["Microsoft Defender for serversD 54 2 XA & {59 5,



* APP3EAPP4 % AzurelZ#1TLE T,
* www.fabrikam.com @ Web 4 k% WebApp1 & ULV &R0 Azure App Service Web 7 T IZ81TLE T,
*WEB1&:WEB2% 19 5,

DHCP#4TETE

Fabrikam#t[EDHCP1ZDHCP2& WS L WS —N—[CEEMZ SFETHY . BITICHAT HIEHRIIUTOES Y T,

* DHCP2h\, BI#EDHCP 1A\ & FIAATEELIP7 RLRERLIPY RLREZBET T EE#RBLTIES LY,
*DHCP2TH—ERMREMIZH 2 1=RIE DHCP1AY SA 7V MIH—ERZRHE LAWK SIZLET,
BED)—RZHEFHNBITINTVNSZ LEREREL TS,

Ry FRRy MBI SHERM

AzurefBB1TEtEIZ Y 7/R— b9 571-HIZ_APP3EAPPADBITEETEIL TWVET,

BITEEITT DHIIC, Cluster1 EAzure TRIZ I RETTMN?EZETAICIE EERTEUGA T a vEBIRLTEZE W
EEFE LIRS FOAMESNET,

On Cluster1: ,

Configure Azure Network Adapter”,

Create a Point-to-Site (P25) VPN tonnection to Vnet1.
Import the Azure Migrate appliance.

Install the Azure File Syng agent.

Install the Windows Sepver Migration Tools.

o

nAZLIre: ' v
Create a psemium block blobs Azure Storage account.
Create a private endpoint.

Create a VPN gateway.
Create an Azure Migrate project.

EfiZ:
On Cluster1: %

Configure Azure Network Adapter.

Create a Point-to-Site (P2S) VPN connection to Vnet1.
\Import the Azure Migrate appliance.

[Install the Azure File Sync agent.

Install the Windows Server Migration Tools.

In Azure: v

Create a premium block blobs Azure Storage account.
Create a private endpoint.

Create a VPN gateway.

Create an Azure Migrate project.

Explanation:
https://docs.microsoft.com/en-us/azure/migrate/tutorial-discover-hyper-v

B 111

T COMERF RS I ERTT 52— EOBMED—MTY, COV)—XDEMAEIZIE, RARENF-BEZE-IAREEDOHIMEOEENSENTVET HELY MIL o TR EHROERELH D
ZELHNE, ERHBLENMEELHY FT,

DLV VaVvOERICEETSE BOLROTRBFIHACERFTEERA, ZDLH, ChoDERMIFETEARICERTEINFEA,



Azure Migrate 4 > LI R 2y D=4 I12770/4 LET,

AT I RIZServert &LV ZHIDYIEY—/N—H%H Y  Windows ServerB i@ L TEY LUTOEBRIZHE>TULET,
*ARL—T 4 VGV RATLT 4 XY 600GB

*T—H2T 4Ry 3TB

*NICF—3 25 &%

*EEUTAY—ER A VR M—ILEH

*Windows 7 74 724 —JL : B%)

* Microsoft Defender 7 1 JLARK: B

Azure MigrateZ A L TServer1 BT CTE S LR T INELHY ET,
fiRiREK ServerlDT—R2 T4 RV EHEIMNLET,
NIFEBREERLTLSEEZADTLEIM?

A. LMV

B. &Ly

E#: (EREERLET)
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Ry FRRy MZBET S ER

BEKIE. Vault! EVWSERTID Azure ¥F—a VT FH—%EL Azure Y TRV ) T30 EHEL T,

Azure Disk Encryption #7704 LET,

Azure Disk EncryptionZH7R— b3 5 & S (TVault1 2R L F T,

Azure Disk Encryption 7—7 4 7 7% b % Vaultl [CEZADHICHEBSIETES L ZRRTHIVLELAHYFEFT V) 12— a ERELRNILOEBSIEFREBETIHNENHY T,
COAXVFZEEDESICETINELINWTIN?EETHICIE BBFETEIGA T a3 vEBRLTCEZSN,

o EfELICIRA  AMESHhET,

Answer Area
82" keyvault v
certificate
key
secret
create ——name artifactl —--vault-name vaultl --kty W —-size 409¢
EC
EC-HSM
RSA
RSA-HSM
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Answer Area
az keyvault v
certificate
|key
secret
create —-name artifactly=-vault-name waultl --kty W --size 4096
EC
EC-HSM
RSA
RSA-HSM
Explanation:
Box 1: key

Create and configure a key vault for Azure Disk Encryption on a Windows VM Set up a key encryption key (KEK) If you want to use a key encryption key (KEK) for an additional layer of security for
encryption keys, add a KEK to your key vault. When a key encryption key is specified, Azure Disk Encryption uses that key to wrap the encryption secrets before writing to Key Vault.
Use the Azure CLI az keyvault key create command to generate a new KEK and store it in your key vault.

az keyvault key create --name "myKEK" --vault-name "<your-unique-keyvault-name>" --kty RSA -

-size 4096

Box 2: RSA-HSM

For 4096-bit encryption choose RSA-HSM.

For maximum key security: Always use an HSM (like EC-HSM or RSA-HSM) to protect your keys, regardless of the algorithm you choose.

Reference:

https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

https://learn.microsoft.com/en-us/azure/key-vault/keys/about-keys
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To get Windows failed logon events (Event ID 4625) into your Microsoft Sentinel workspace, ensure you've configured a Azure Monitor Agent (AMA) data collection rule or a Windows Security Events data
connector to send security logs to the SecurityEvent table. Verify that the Azure Arc-enabled server or Azure VM is sending data to the correct Log Analytics workspace by checking its configuration and
validating the data in the SecurityEvent table using the query SecurityEvent | where EventID == 4625.

Reference:

https://learn.microsoft.com/en-us/azure/azure-monitor/reference/queries/securityevent
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Options

Add additional accounts.

Remaove the built-in administrator
account.

Remove all accounts except
for the built-in administrator account

Allow access to this computer
from the network
Allow log on as a balch job
Allow log on as a service
Allow log on locally
Allow log on through Remote Desktop
Services user rights

Deny access to this computer
from the network
Deny log on as a batch job
Deny log on as a service
Deny log on locally
Deny log on through Remote
Desktop Services user rights

Answer Area

For the Domain Admins group:

User rights:

SR Xicrosoft




Create a token object
Create global objects
Enable computer and user objects
to be trusted for delegation
Manage auditing and security log
Replace a process level token

EfiZ:
Options

Add additional accounts.

Remove all accounts except
for the built-in administrator account

Allow access to this computer
from the network
Allow log on as a batch job
Allow log on as a service
Allow log on locally
Allow log on through Remote Deskiop
Services user rights

Answer Area

For the Domain Admins group:

User rights:

Microsoft

Remove the buili-in administrator
account.

Deny access to this computer
from the network
Deny log on as a batch job
Deny log on as a service
Deny log on locally
Deny log on through Remote
Desktop Services user rights




Create a token object
Create global objects
Enable computer and user objects
to be trusted for delegation
Manage auditing and secunty log
Replace a process level token

Explanation:

Box 1: Remove the built-in administrator account

Note: The built-in Administrator account in an Active Directory forest can perform forest recovery operations, even if it's removed from the Domain Admins group, because membership in the domain's
default Built-in Administrators group grants the necessary privileges, not the Domain Admins group. Forest recovery requires a specific user account with extensive privileges, and the built-in Administrator
account is inherently a member of the domain's built-in Administrators group, giving it a high level of control over directory objects and permissions required for recovery.

Box 2: Deny access to this computer from the network

Dedicated Admin Accounts:

Do not use the Domain Admins group for everyday tasks like email or web browsing. Instead, create separate, dedicated accounts for administrative tasks.

Separate Duties:

Ensure that users with Domain Admins privileges do not also perform functions that require them to log in to member servers or workstations.

Note:

To maximize security for the Domain Admins group, implement a Tiered Administration model using dedicated admin accounts [Box 1: Remove the built-in administrator account], leverage Secure
Administrative Workstations (SAWs), and configure Group Policy Objects (GPOs) to deny remote access for members of Domain Admins from member servers and workstations.

Additionally, disable the Domain Admins group from logging on locally to member servers and workstations [Box 2], enable robust auditing, and monitor for any compromise or membership changes to the
group.

Reference:

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/appendix-f--securing-domain-admins-groups-in-active-directory
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Cluster1 & LY 5 &R Storage Spaces Directy S X2 —hHY DI R Z—IZFEHD/ — FHREFEFNTUVET,

B/ —FIZEBEINMTWAN—FRTARIDI7—LOzTT7vTT—BHYET,

7y 7 T— FRICFilelxmlE WS BRIDFE T 7 A IILEERLET,

Clusterl®/ — KADI77—LozT77v7T—FOEBRZEMELT IHEAHYEIT , 2OV a— 30 Clusterl THRRA SN TWWETD—90—FDE I3 A4 LEZF/MRIZIMZ 31D THITFAE
BmYFEEA,

PowerShella X > RIZED K S IZETTNIEINVWTTN?EETBICIE EERETEUGA T a vEBIRLTLLES,

EE LIRS MOAMESNET,



Answer Area

$filel = \\clusterl\updates\filel.xml

fcluster = |v Clusterl ~ ~ Y
Get-StorageEnclosureVen gur[mrj« ,ﬁ’,$ r.'ﬁ;, J& S0

Get-Storage Flm'rwarel

Scluster | |v —Name

Bet-Stnrage HE&HI‘ISEIUHQ “System.Storage.SupportedComponents.Document”™
Set- Storagmder L —Value $£il F.
Set-StorageSetting CrosoO t

fi#:

Answer Area

$filel = \\clusterl\updates\filel.xml

Scluster =

“System.Storage.SupportedComponents.Document”
-Value §$filel

Set-StorageProvider
Set-StorageSetting

Explanation:

Box 1: Get-StorageSubSystem

To get the roll-out of the new firmware started in this Storage Spaces Direct cluster, simply upload the .xml to the cluster DB:
$SpacesDirect = Get-StorageSubSystem Clus*

$CurrentDoc = $SpacesDirect | Get-StorageHealthSetting -Name
"System.Storage.SupportedComponents.Document”

$CurrentDoc.Value | Out-File <Path>

Box 2: Set-StorageHealthSetting

[Continued..]

Edit the file in your favorite editor, such as Visual Studio Code or Notepad, then save it.
$NewDoc = Get-Content <Path> | Out-String

$SpacesDirect | Set-StorageHealthSetting -Name
"System.Storage.SupportedComponents.Document" -Value $NewDoc

Reference:

https://learn.microsoft.com/en-us/windows-server/storage/update-firmware
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W&,

Name Operating system of | Domain functional level
all domain controllers
contoso.com Windows Server 2016 Windows Server 2012 R2
east.contoso.com | WindowsSeiver 2019 Windows Server 2016

Admin1 E WS ARTIOI—HF—ZERLET,

Admin1 A% Windows Server 2022 2179 25 LWNK A A > O bO—5—% east.contoso.com FAA VIZEMTELZLEEZHERTILELAHYET, V) a1a—>a VER/MNFEORAIZK S BRELSH
VE7,

Admin1 ZEDQTIIL—TIZEMT 2BENHY FTH?

A .EAST\F A A VEBEEDH

B. CONTOSO\Enterprise EIEEDH

C.CONTOSO/RF—V BEEELS LUV EAST\F A A VEBEHE

D. CONTOSO\Enterprise Admins & & Uf CONTOSO/Schema Admins

Ef#: (EfEZRTmLET)

A WS2022 DC can be installed in a FL 2008 and above without have to prepare de forest. Also is not required to runadprep. And, in this case the minimum to install a 2022DC in a 2012R2 FL would be
Domain Admin of the respective domain, so East/Domain Admin.

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/upgrade-domain-controllers
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B. 7— N2k

C.EEERE
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An Azure Virtual Machine "Server serial log" refers to the kernel messages and boot status information collected by Boot Diagnostics, which provides a snapshot of the VM's state during boot-up. It includes
kernel messages and periodic screenshots to help troubleshoot issues when a VM is inaccessible over the network or through standard remote connections. Accessing these logs is possible via the Azure
Serial Console, a text-based interface that connects to the VM's COM1 port, enabling administrators to perform emergency actions and troubleshoot problems without network connectivity.

Reference:

https://learn.microsoft.com/en-us/troubleshoot/azure/virtual-machines/windows/serial-console-overview
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H1E1-1% Windows Serverh\izEi3- 52008 DYPEH —N\—ZFELTLET,
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Azure Migrate 2B L TH—/N\—DRHERZTOILELHYET,

IEH —/\—F T _ED3DNDIE EFIZETIARNETLESIN?EZT ST 1 R H 5 g t]) 75 458 A ZEHRICFEEN S B IF LWMERICHAREZ TS
Actions

Download and extract the Azure Migrate installer script ZIP file.

Download and extract the Azure Migrate Appliance VHD file.

Run AzureMirgrateInstaller.psl.

Import a virtual machine.

Configure the appi tanceM pligr ft
with Azure Mlgrhte ?em

1F fiZ:
AcCtions Answer Hl’ﬁ ]

_____ %lc rwglwf%lpt ZIP file.

Download and extract the Azure Migrate Appliance VHD file. ‘ |Run ,muremrgratexnstaner.psL

‘ .._-_‘ - - . -
N -E_anflgure the appliance and register the appliance
| |with Azure Migrate.

Import a virtual machine.

Explanation:
https://docs.microsoft.com/en-us/azure/migrate/tutorial-discover-physical
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HoTWET,
KA 4 >RIZ_ Windows ServerZ %179 %Servert & NS ZRIDY—/N\—% T F0O4 LET, Server! TCredential GuardZ E®NZLET,
Server1hiCredential GuardDFIEDHR ELE LT NK S ITT HIBENHY FT,
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A. dism #3147 L _/Disable-Feature # & U /FeatureName:lsolatedUserMode /A5 A —4 —%iEELE T,



B. IREIER—ZADtEF21) T4 %HHZT B TIN—TR)—BREEZEMLET,
C. Device Guard$ & U'Credential Guard®D/\— Ko = 7#{H Y —IILEEITLE T,
E#: (ERESRTLET)
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277 ALtIE DATCERKE N)IZKIEEZHODRESIHTY,
BFDIRE
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Fabrikam#t (& Azure Active Directory(Azure AD) T3 > ~ & RIH#A9 % Active Directory KA 4 U —EX(ADDS)7# LA FZEFBELTWLEYT, ZCOADDS T+ LR RZIL, corp.fabrikam.com &
europe.fabrikam.com& WV 52DD KA A URNEFATULET,

SHIX T4 RADA VT LI RY—/\—

SHIADF T 4 RIZIF ROKRIZTFKT & 512, Windows Server 2016 % E173 54V TLIRAY—N—HAHREBESNTHET,

Name 1ype Lonriguration
V1 Physical Hyper-V host

HV2 Physical Hyper-V host
APP1 Virtual machine | Application server
APP2 Virtual machine | Application server
\PP3 Virtual machine | Application server
\PP4 Virtual machine | Application server
JC1 Virtual machine | Domain controller
Archive1 Physical File server

JHCP1 Virtual machine | DHCP server
“ileserver1 | Virtual machine | File server

NEB1 Virtual machine | Web server

NEB2 Virtual/machine ([, Web server

A A A L g o 1o TP [FRPPRSIENSERY (8. S P —— AN e i il

HhIF T 4 RDY—/\—[XF X Tcorp.fabrikam.com KA A »(ZHY FT,

DHIAAX T4 RIZHBATARTORBEI D UIE HVIEHV2ETHRR FENTWLWET HVIEHV2(E ClustertE WS BRTID T A ILA—IN—U S5 RAD/ —KTT,

WEB1EWEB2(E A V3 —RY b VT A =23 0H—EXRIS)D . THA FEERALTWET 42—y bA—H—I[L_https://www.fabrikam.com& WS URLEFERA L TO z TH 4 MIEHKELFE
9,

SHTA T4 RADITRTODA—HF—IL UNCHRRIZEHETZ7 T I5r— 3 v E2ETLET,

\\Fileserver1\Data,

NYDFX TSI RAY—/\—

N DA T 4« RIZIE, Windows Server 2016 % 32179 $dc2.europe.fabrikam.com & LS ZRIDYEH—/\—D&H Y _ europe.fabrikam.com FA A VD AL a2 bA—5—E L THELTULET,
2YNIT—DA VTSRS IF ¥

AT TAREN)F T4 ROERRAICIEF, TNENA—HIILA DV E—Fy MEEDAHY ET, VHhITF T4 RENV AT AL VPNERZERA L THEICEKGESIATULET,

CHIAAX T4 RADY SATFT 2 baAVEa1—2IEDHCPIMGIPZ FLRAZRBLET,
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EH
X UT4EHR

FabrikamlZ L TFTOtEFa1) T ERFHELTULET,

*H—/N\—EHEEHAWindows Defender7 74 7 74— ILDIL—ILEFRETCETHEWLKSIICTLET,

* BitLocker K 5  JHES{t(BitLockenZHEHA L T H—/N\—LDITRTODT—E2 T4 RV EHBEILLET,

*TFH LR MAQY—N—IZIE RRBEINT TV T5—2300HPA VR M—LERIEETTELLSICILET,
*RETHVWTALILEFERTIRAAA A PO—F— DT RTOEREFET 5ODLKR— Y1) 12— 32 & LT, Microsoft Sentinel ZEALFT,
T2 R¥BITEE

Fabrikam(ZBAFED T R TO Y —/N—%2BTI HFETHY BITEHLLTUTORZEIFTVET,

DHhIX T 4 RDAPP1E &K UVAPP2{RIE < o > %  Windows Server 2022% 3179 % Cluster2 & LN S ZRTIDFT L L Hyper-VI T — LA —N—9 S X2 —IZBEL T,
- Cluster2IZI& HV3EHVAE WS 2DDFH LN — FRNEFENFET,

-TRTOFEBIS VT 7ANIE I SRAIEFR) 2a—L(CSV)IZRFESINET,

* Archive1% _Windows Server 2022%3£179 ACluster3E WS BRIDFH LW T 2 — LA —N—IU SR Z—[ZBITLET,

- Cluster3[Z1&, Node1&Node2 & WL\ S ZHID2DDYE ) — FAEENFT,

-Cluster3BED 77 A IWEEFIEZ . TIO T4 TNV TE—RD Iz ANA—IN—U S RIDEENFHINVET,

* europe.fabrikam.com H 5 corp.fabrikam.com ~ TR THI—H— JIL—T ELXUVISA 7o baVEa—32#BITLET,
- #8171 | Active Directory#81TY—IJL(ADMT)ZER L TEfTShFE 9,

ADMT#B1TFIEZETT H1=61Z_  ADMTcomputer& LN S B RTD O > E 12— 4 Hicorp.fabrikam.com KA A vIZF 704 ShZET,
A—H—FHho FEBREDNRT—F#FRELET,

* F—4& #H %Fileserver1m & _ Windows Server 2022% 32179 4Fileserver2&E WS BRIDFH L WV —N—IZBITLET , BITER. T2 EHIEFEOUNC/RRAZFERALTT7 IV ERATERERAHY FT,
AzurefB {TETE

FabrikamlZ—E D ) Y —RA EAzurelZfB1Td 5 EZEEILTHY UTOBITEFZHEHELTLET,

*Subl EWVSARID Azure Y TR ) T a3 o HERLET,

*Vnet1 &LV BRTDAzurefRBERy b —0 R LET,

* ExpressRoute R LT /N L hTDA T4 A EVnet [THEKELET,

* R TOHY—/3—I[ZMicrosoft Defender for serversW S A4 £t R &t 53 5,

* APP3&APP4ZEAzurelZ#B1TLE T,

* www.fabrikam.com @ Web H 4 k% WebApp1 & LY5 BT Azure App Service Web 7 7 21T LE T,
*WEB1&EWEB2%BEIET 5,

DHCP#1T5tE

Fabrikam#t(ZDHCP1ZDHCP2&E WS FHL WY —N—ICEEHMZ L ETHY  BITICEIT HIEHELUTOELYTY,
*DHCP2AY IRTEDHCPIM LM AAGELIP7Z FLAERUIP7Z FLRZRETH I EZEHRL TS,
*DHCP2TH—ERREMIZH 21=RIE DHCP1AY SA 72 MIH—ERZRHELAENVWESIZLET,
BED)—RZHEFHINBITINTVNSZ LEREREL TS,

TUoTLIRBREADBITEHEZYHR— T 562 Archive 1 DFBITEETEIL TLET,

Cluster3D/ — FE LV I TR I DERENIZHERIPT FLADTR/NMIUINNS DTEIM?

A.2

B.3



C.4

D.5
Ef:B(O AV FEHKT D)

One IP for each of the two nodes in the cluster and one IP for the cluster virtual IP (VIP).
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ROKRIZERT Azure F— AV TFHF—%2EC Azure IRV ) T avhihly£9,

'.“?a"n"la-.'_ 1’510 Location Resource group
Vault1 East US RG1

Vault2 Central US RG1

Vault3 EastUs RG2
Vault4 Central US RG2

LUTOEBOREY S VEERLET,

* ZHIVM1

*1)Y—RJI)L—T: RG1

*Azure ') —2 3 U KEERE

*FRLU—F 4 25 LR T L Windows Server

VM1 T Azure Disk Encryption Z BT 2HEAHY FI VM1 DEBILF—Z2RETEEF—arTFH—FERTIHN?
A. Vault1D #

B. Vault1 &7=I& Vault2 &

C. Vault1 & f=[&Vault3d &

D. Vault1_Vault2_ Vault3_ FE7f-[1& Vault4

Ef: (ERERRLET)

Vault1 and Vault2 are in the same region as VM1.

Note: When using Azure Disk Encryption (ADE), the Azure Key Vault that stores the encryption keys must be in the same Azure region and same Microsoft Entra tenant as the virtual machine (VM) to be
encrypted. This is a requirement for ADE to control and manage the encryption keys for the VM's disks.

Reference:

https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault
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HiEt=IEHyper-VL T HZFR LT REIX I UVEISRI—ANL Y SR 2[RI BFETT,
ESTAELWTIA?EBZTSICE, AEHTHEYGERFEEZRBATLES,
R EICIRA Y EAMESNET,
Cluster role to create on Cluster2: v
Disti buted Transaction’Coordinator (DTC)
Generic Script
'Hyper-V Replica Broker
Virtual machine

Replication target name to specify: v

Cluster2 |

‘The name of a node on Cluster2

The name of each virtual machine

'The name of the Hyper-V Replica Broker

Efi#:
Cluster role to create on Cluster2: _ v

\Di '-iBEtét_:lana__qs-_ _fnﬁ Coordinator (DTC)
Generic Script
Hyper-V Repli€a Broker
Virtuakrmachine

Replication target name to specify: *
'Cluster2
The name of a node on Cluster2
'The name of each virtual machine
‘The name of the Hyper-V Replica Broker

Explanation:

https://docs.microsoft.com/en-us/virtualization/community/team-blog/2012/20120327-why-is-the-hyper-v-replica-broker-required
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Actions VI ICr Ahéwék Area

Create a private endpoint
to Azure Key Vault

Create an Azure key vault,

On VM1, install BitLocker
Drive Encryption (BitLocker).

Run Add-AzReyVaultEey.

Configure the pemmission model
for Azure Key Vault,

Run set-AzvMDiskEncryption
Extension.

1F fiZ:
ALUUIS ANSwWer Area

Create a private endpoint
to Azure Key Vault.

1 Creafe an Azure key vault.
On VM1, install BitLocker :
Brive Encryption (BitLocker),
! SULL | @ Run Add-AzKeyVaultKey,

3 Run set-2zVMDiskEncryption
Configure the permission model Extension.
for Azure Key Vault.

Explanation:

To secure a Windows VM disk with Azure Disk Encryption using a KEK, first, create or select an Azure Key Vault. Then, create a Key Encryption Key (KEK) within that Key Vault, ensuring it's an RSA key.
Finally, enable Azure Disk Encryption on the VM, specifying the Key Vault and the KEK to use for protecting the encryption keys, which will also trigger the installation of the ADE VM extension to manage
the encryption process.

Step 1: Create an Azure Key Vault

Create or Select an Azure Key Vault

Step 2: Run Add-AzKeyVaultKey

Generate a Key Encryption Key (KEK)

The Add-AzKeyVaultKey cmdlet creates a key in a key vault in Azure Key Vault, or imports a key into a key vault.
Step 3: Run Set-AzVMDiskEncryption Extension



Enable Azure Disk Encryption on the VM.

The Set-AzVMDiskEncryptionExtension cmdlet enables encryption on a running infrastructure as a service (IaaS) virtual machine in Azure. It enables encryption by installing the disk encryption extension on
the virtual machine.

Reference:

https://learn.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-overview

https://learn.microsoft.com/en-us/powershell/module/az.keyvault/add-azkeyvaultkey

https://learn.microsoft.com/en-us/powershell/module/az.compute/set-azvmdiskencryptionextension
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to list them in order from most preferred at the tog
at the bottom. i

HAFS MR O —ERTE L, AR O— ORISR LS ITHEEIhET,



File Server \\HAFS) Properties X

General Dependencies Polices Advanced Policies

Clear the check box ¥ you do not want a node to host this resource or this
Clustered instance.

Possble Owners.

psoft
Node3

@ Use standard time penod fot the resource type
O Use this time penod 4nm ss): 00.05 5

8

] Run this resource in a separate Resource Montor

Choose this option ¥ the associated resource type DLL needs to be
debugged or is likely to conflict with other resource type DLLs.

OK Cancel | | Aoy
UTFOERAIZONT, ELLMEAR U EBRLTEED, 23 THRMBAE DO EBRLTESL,
o EREEISTRA Y FAMBEhET,

If you select Move, and then Best Possible MHAP&VJIIM to Node3.

Q

If you stop and start Cluster1, HAFS wﬂminé’nﬁhne on Nodel.

hd then Node2, HAFS fl move to Node2.

ICrOSOTt




Answer Area

Statements Yes No
If you select Move, and then Best Possible Node, HAFS will move 1o Nodel., @ O
If you stop and start Cluster1, HAFS will come online on Node1l. O O
If you select Move, Select Node, and then Node2, HAFS will move to Node2. O @
Explanation:
Box 1: Yes

HAFS will move from Node1 to Node3 if we test failover for the cluster.

Note: Test failover.

Test failover of the clustered resource to validate cluster functionality.

Take the following steps:

1. Connect to one of the SQL Server cluster nodes by using RDP.

2. Open Failover Cluster Manager. Select Roles. Notice which node owns the SQL Server FCI role.

3. Right-click the SQL Server FCI role.

4. Select Move, and then select Best Possible Node.

5. Failover Cluster Manager shows the role, and its resources go offline. The resources then move and come back online in the other node.
Box 2: Yes

Node1 is the preferred owner.

Box 3: No

Node2 is not a possible owner of the cluster.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/failover-cluster-instance-vnn-azure-load-balancer-configure
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Contoso, Ltd.I&X 7 FILIZCAKZBE O VEIREEY M)A —NLICKEZH DAESH T,
BFEDREE

Active DirectoryIz 1%
Contosottld, 7> F L = XMActive Directory F A 4 >+ —E X(AD DS) F £ 1 > (contoso.com)ZfiE L TH Y . T hlFAzure Active Directory(Azure AD)TF > FERIBILTWVET, COADDS KA A UIC
X RDORIZFT EAA AV FA—F—NEENTVET,



Name | Operating system Orcration master role
DC1 Windows Server 2012 | RID master, schema master

R2
DC2 Windows Server 201 6. LRDC emulator, infrastructure master
DC3 Windows Server 2076 | Domain naming master

Contosold&if  AzureDH T RH ) T avw#EALL-,
T+ LR FO#EE L AN JLIE Windows Server 2012 R2 T, KA A4 U O#EE L N)LIX Windows Server 2012 T, 7 4 L X kTl Active Directory CHFENEIZHE>TLNET,
contoso.com F A A4 VIZIE UTFORISRT I —HF—DHBEENTUVET,

Name | Organizational unit (CU)/Container:l. Member of
Userl | OU1 il ‘Group?2, Group4
User2 Users Group?2
User3 OU1 Group3, Group4
Admin1 | OU1 Domain Admins

contoso.com KA A UIZ[E RORIZKTTIL—TR)O—FTo x4y MGPOLBHY ET,
Name Minimum password length| Linked to
Default Domain Policy | 8 contoso.com
GPO1 10 OU1

contoso.com KA A UIZ(E  ROKRIZKT/INRT—RZREA TP 9 MPSOMHY FT,
Name | Precedence | Minimum password length | Directly applies to
PSO1 |10 9 Group?2

PSO2 | 20 11 Group4
Y—NN—A VISR IF¥
contoso.com KA A UIZ(& LLTFTDRIZTKT & 512, Windows Server 2022%ETL TWA Y —N—DEFENTULNET,

Name Description

Server1| Contains a shared named Share1
ServerZ | None

Server3 | None

Serverd | Has Remote Desktop enabled

Windows 7 7 A4 7 7+ —IL(EEREX 1) T M E)EFERAT A ET, Y—N—CERORISRT LT HEEH{ET LU T IL—ILAERESNET,




‘ﬂlﬁ 1| Endpoint1| Endpoint2 Authentication mode

ServerT rf}) >OIT Any Request inbound and outbound

Server2 Any Any Require inbound and request
-1, | outtiolnd

Server3 Any 3% ﬂ’éAmi 117 Require inbound and outbound

DC1 Any 2° i Any Request inbound and outbound

DC2 Any Any Request inbound and outbound

necl A Arnv Rernect inhninind and nnthainind

H—N—4CEEFKEXF 1) TAL—ILDBBRESATUVERA,

Serverd MK TE

Serverd[Z[E, ULTFDRIZTRT & 5B 1—H—HERICBEAT 2H8NGITN—TKRY O—R/REMBERSATVET,

Mg N Security Setting
Access this computer from the network Group1, Administrators, Backup Operators, Everyone, Users

Deny access to this computer from the network | Group4
Allow log on through Remote Desktop Services | Group2, Administrators, Remote Desktop Users
Deny log on through Remote Desktop Services | Group3

ServerdDT 4 RV BRI, UTORIZTT EBY T,



" Disk Management

File Action View Help
&= HEm »= U B
= Disk 0 | ———| | ———
Basic System Reserved (C)
127.00 GB 100 MB NTFS 126. 39 GB NTFS 523 MB
Online Healthy (System, Act | Healthy (Boot, Page File, Crash Dump, Primary Partition) Healthy (Recovery Partition)
== Disk 1 L _____________________= 8k |
Basic Data (D:)
:jz?l-_m GB 127,00 GB NTFS
o Healthy (Primary Partition)
= Disk 2 ______ . 9es _____________________________|
Basic Data (E:)
g?-_m GB 127. 00 GB ReFS
nline Healthy (Prirary Rartition)
= Disk 3 R 2,
Basic Data (F:)
127.00 GB 127. 00 GB ReFS
Online

B Unallocated [l Primary partition

Healthy (Primary Partition)

REIEAVITISZRA NI IF v
contoso.com KA A UIZ(& ROKRIZFKT Hyper-VI z—ILA—IN—9 SR E2—DHY FT,

Name | Number of nodés | \Number ef virtual machines
Cluster1 | 6 18
Cluster2 | 4 12
Cluster3 | 2 6
AT

Contosoftld UTOHEHMEBHEZHELFE LT,

* Windows Server 2022 n\#5E1 L TL % DC4 L WS AFIDFH LWV —N—Z RFAS/ Va0 FO—5—[IBBIEET,
* Cluster2 m» 5 Azure Recovery Services A V5 —IfRB<T U ERLET,

*FRTOKRAA A FOA—F—DINTHF—I VAT 55— bZAzureT—BEELET,



* User1h¥Active Directory®d CHFEMN LA TV ) P EERTEEHIEEHRLTLZELY,
*Share1 % Server2 IZBITLET, cNICIE  TRTOEES LV IHILEDT IV ERHFANEENET,
* Serverd & IR THFT—4 ZAzure Recovery ServicesDaA T+ —I[ZN\v o7y TLET,
*Hyper-VL 7 A ZFEALT VSR —3HRNDRETL VZHRELETT,

* Serverd [Z BitLocker K35 A JHEE 1L (BitLocker) #RE L FT,

ATRERRR Y  R/MERDRAIZBERAL TS &Y,

HIEf=IELCluster2DZXMEHZFFM L TLVET,

4 VR b—=ILF R EAzure Site Recovery 7O/ F—DHw\/NIFILN DTIM?

A.1

B. 4

C.12

D. 16

IEf#: (EfEZRTLET)

Use one Azure Site Recovery Provider on each node, which in this case is four.

During Site Recovery deployment, you gather Hyper-V hosts and clusters into Hyper-V sites. You install the Azure Site Recovery Provider and Recovery Services agent on each standalone Hyper-V host, or
on each Hyper-V cluster node.

Note:

* Replicate the virtual machines from Cluster2 to an Azure Recovery Services vault.

* Cluster2 is a Hyper-V failover cluster with 4 nodes, and 12 virtual machines.

Reference:

https://docs.microsoft.com/en-us/azure/site-recovery/hyper-v-azure-architecture
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v kD —2I1Z1% Active Directory KA A > H—EX (ADDS> RAAL V) DEFENTUNET, D KA A VIZIE, 20 @ Active Directory 4 FMEENTWVWET , T RTHOA—HF—FE(L hRY A M5
ETSNFT,

A—H—%JIL—TITEMLET,

TN—TDEEN)E—F YA FODERASY Y bA=FIZRRTIABLNI EDMY F LT,

TI—TOEBIMUD FAA> 22 FA—FITRRINEINESIHEHANT IDLENHY FT,

AIZEIRESTIMN?

A. Microsoft Y R— b E L UEIET R F2 2 b

B. 7741 L7)5—3 0 H—EX(FRS) RT—42 R Ea—7—

C. Active Directory LT ) r—2 3> XT—2 X Y—)L

D. Active Directory 44 k&H—EX

IEfR: (EfZzRTLET)

The Active Directory Replication Status Tool (ADREPLSTATUS) analyzes the replication status for domain controllers in an Active Directory domain or forest.
The Active Directory Replication Status Tool (ADREPLSTATUS) analyzes the replication status for domain controllers in an Active Directory domain or forest.
ADREPLSTATUS displays data in a format that is similar to REPADMIN /SHOWREPL * /CSV imported into Excel but with significant enhancements.
Specific capabilities for this tool include:

- Expose Active Directory replication errors occurring in a domain or forest

- Prioritize errors that need to be resolved in order to avoid the creation of lingering objects in Active Directory forests
- Help administrators and support professionals resolve replication errors by linking to Active Directory replication troubleshooting content on Microsoft TechNet


https://www.jpnshiken.com/q/68954-6458543/
https://www.jpnshiken.com/q/68954-6458544/

- Allow replication data to be exported to source or destination domain administrators or support professionals for offline analysis Reference:
https://www.microsoft.com/en-us/download/details.aspx

HR: 127
Ry FRARy FMZEAT HERM
BEHOHR Y FT—2(Z1F, Active Directory K A 4 9 —EXR(ADDS) 74 LR FHREENRTVET, SO T4 LR MMIF, ROKRISRT KA UAEFEATULET,

Name Domain controller ig;gm“ratinn
fabrikam.com DC1 " | PDC emulator
DC2 Infrastructure master
DC3 Read-only domain controller
(RODC)
eu.fabrikam.com | DC4 PDC emulator
DC5 Infrastructure master
DC6 Read-only domain controller
(RODC)

Microsoft Defender for Identityz 4 —%#FEE L TWET,
oY —FRINBD RFAA a2 FOA—=F—I2A VR =T BIBENHY FT, V) 2— 3 v Defender for IdentityNE A D KA A UIZHFE2TRTDEF1) T4 VARV ERBTESELSI129 5
BELAHYET,
MEREITRETLLIN?EET SIS, AEWMTEIGBIRKREEATLLZE,
EERELICIRA Y MAMBESINET,
Jomain controllers thatwequire the SENsors: v

N1 Cro et ony

DC2 and DCS5 only

DC1 DC.Z DC4, aﬂd DCS onty
All the ctamatn tontrollers in the forest

o — . -

Authentication information that must be . € \ Vv v

provided during the sensor installatienz, % “An AD DS group managed service account (gMSA)
A cloud-only user from Azure Active Directory (Azure AD)
The access key generated by the Microsoft Defender for Identity portal




Domain controllers that require the sensors: »

DC1 and DC4 only
DC2 and DC5 only
DC1, DC2, DC4, and DC5 oﬁfy?

All the domain controllers in the forest

Authentication informatian that must be v

provided d“""gt y'sor mstailatmn * n AD DS group managed service account (gMSA)
i cloud-only user from Azure Active Directory (Azure AD)
The access key generated by the Microsoft Defender for Identity portal

Explanation:

Every domain controller in the environment should be covered by a Defender for Identity sensor or standalone sensor.
https://docs.microsoft.com/en-us/defender-for-identity/technical-fag#deployment
https://docs.microsoft.com/en-us/defender-for-identity/install-step4
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AR MATONRTA—T VRN I V- EDERT— 2 ZRET 5101 WindowsEEIT L TLAEBEFDRE T S UICAzure MR EREZ BINT SR EAHY EFT UTOLEDIT U FL Y FEfE
RALFEITM?

A. Get-AzVMDiagnosticsExtension

B. Set-AzVMDiagnosticsExtension

C. install-AzVMDiagnosticsExtension

D. Add-AzVMDiagnosticsExtension

IEfR: (EffzRnLET)

The Set-AzVMDiagnosticsExtension cmdlet is used to add the Azure Diagnostics extension to an existing VM.

Syntax:

roversall IVIICrOosoft

$vm_resourcegroup = “"myvmresourcegroup"
$vm_name = "myvm"
$diagnosticsconfig path = "DiagnosticsPubConfig.xml"

Set-AzvMDiagnosticsExtension -ResourceGroupName $vm resourcegroup
-VMName $vm_name ~
-DiagnosticsConfigurationPath $diagnosticsconfig path

Option A is incorrect. Get-AzVMDiagnosticsExtension command is used to get the current settings after the diagnostics extension is enabled on the virtual machine.
Option B is correct. Set-AzVMDiagnosticsExtension cmdlet is used to add the Azure Diagnostics extension to an existing VM.

Option C is incorrect. Install-Az\VMDiagnosticsExtension is not a valid cmdlet.

Option D is incorrect. Add-AzVMDiagnosticsExtension is not the right cmdlet.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/diagnostics-windows
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JE—F TR by T3y KRR MDREHY—EREETT S Servert EWVWSEZRIDH—NN—DHY FET, Serverl [ZIX5DDHRBL T TV r—3oNA VA M=ILENTWNET,
Server! [SH A VA v Ba1—H—IF Y—N—pSENEWELET, #RY THh—T v —IE_ Server! DFH CPU HEHEMN 90% £BZTNDIEERLTVET, Serverl DHRAL FTYr—ay
NBELZ Ay HREZHELTWSEEDNET,

Serverl Mo/N T+ —I VAR ZEZWNET B2E=DIZ NITA—IX VA EZLA—TT—R2 ALY8—ty + 2RI HFETT,

527 TNV r—2avDENENNMERTEH) YV —REXRTTIVENHYFET,

T—R aALIB— 1y FMIEBMTEA TP MEIERTTM?

A Jotyy—

B. 7Ot vHiE#R

C. 7ot Xx

D. 7Ot vyHD/IN\NT+—I R

IFfi#: (EffZ R LET)
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Ry FRARy MZBET SERM
UTDERICRTY—N—F SFEAWN=EITET,
Name Ssystem ) < (| Configuration Install option
Server1 File senver Server Core

Server2 | Windows Server 2025 File-server Server Core

Domain Server with Desktop
controller Experience

Server3 | Windows Server 2016

J 74 ILEEF %EServerth 5Server2(Z#1TT A2 FETY,
RAPL—UBITY—ERERML—UBITH—ERNREEEZT O/ T530ELNHY FT,

BAVR—FR U MIEDH—N—I2A VR = LT NEEINTTNA?EEZTZICIE AERTEIDGA T a vERBIRLTLES N,
R LIRS Y EAMESAET,


https://www.jpnshiken.com/q/68954-6458547/

Storage Migration Service: |

Server2
Server3

Storage Migration Service extension: |

Server1 only

Server2 only

Server1 and Server2 only
Server1, Server2 and Server3

== Microsoft

& Microsoft
Storage Migration Service: | ¥ |
Server1

Senel2) |
Gerver3

Storage Migration Servicé extension:

Server1 only

Server2 only

Server1 and Server2 only
Server1, Server2 and Server3

Explanation:
Box 1: Server2



Only Server2 meets the requirements.

Requirements

To use Storage Migration Service, you need the following:

* An orchestrator server running Windows Server 2019 or Windows Server 2022 to manage the migration If you're migrating only a few servers and one of the servers is running Windows Server 2019 or
Windows Server 2022, you can use that as the orchestrator. If you're migrating more servers, we recommend using a separate orchestrator server.

* A PC or server running the latest Windows Admin Center to run the Storage Migration Service user interface, along with the latest Storage Migration Service tool (extension) available from the feed. The
Windows Admin Center must be at least version 2103. [Box 2]

* Etc

Box 2: Server1, Server2, and Server3

Note:

* When you install Windows Server using the setup wizard, you can choose between Server Core or Server with Desktop Experience install options. With Server Core, the standard graphical user interface
(the Desktop Experience) is not installed; you manage the server from the command line using PowerShell, the Server Configuration tool (SConfig), or by remote methods. Server with Desktop Experience
installs the standard graphical user interface and all tools, including client experience features.

* Windows Admin Center is a lightweight, browser-based GUI platform and toolset for IT Admins to manage Windows Server and Windows 10. It's the evolution of familiar in-box administrative tools, such as
Server Manager and Microsoft Management Console (MMC) into a modernized, simplified, integrated, and secure experience.

Reference:

https://learn.microsoft.com/en-us/windows-server/storage/storage-migration-service/overview

https://learn.microsoft.com/en-us/windows-server/get-started/install-options-server-core-desktop-experience
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FSwI7rRray &

EEHE VM1 EVWSRRIDRBIT L UEEL Azure TR YY) T a v EfRABELTLET, VM1 (X Azure Marketplace @ Windows Server 4 A —CZEHAL THERSATWVET,
VM1Z/\y 97w TF 51=HIZAzure BackupZ T A2MENHYET . 2OV 12— a3 VIFA ML—PaXR MERMRICHIZDZHENH Y 9,
ED3DDITEFIEBICERTIRNETLLOMN?RAEZTSICIE TH) X A SEUETHZEERBE ST ELVEFICHEREFEZ TS,

Actions Answer Area

Configure a backup policy for VM1
and perform a backup.

Install the Azure VM agent on VM1,

Set Storage replication type
to Geo-redundant

From the Azure portal, create
a Recovery Services vault.

Ffor the Azure poftdl, create
a backup vault

Set Storage replication type
to Locally-redundant.




Actions Answer Area

From the Azure portal, create
a Recovery Services vault.

Set Storage replication type

Install the Azure VM agent on VM1. io Locally-redundant.

Set SI_UF&QE replication type Configure a backup policy for VM1
to Geo-redundant. and perform a backup.

From the Azure portal, create
a backup vault.

Explanation:

Step 1: From the Azure portal, create a Recovery Services vault.

Back up Azure VMs in a Recovery Services vault

Create a Recovery Services vault

A Recovery Services vault is a management entity that stores recovery points that are created over time, and it provides an interface to perform backup-related operations. These operations include taking
on-demand backups, performing restores, and creating backup policies.

Step 2: Set Storage replicate type to locally-redundant

By default, vaults use geo-redundant storage (GRS).

If the vault is your primary backup mechanism, we recommend you use GRS.

*->You can use locally redundant storage (LRS) for a cheaper option.

Zone-redundant storage (ZRS) replicates your data in availability zones, guaranteeing data residency and resiliency in the same region.
Step 3: Configure a backup policy for VM1 and perform a backup.

Apply a backup policy

Trigger the initial backup

The initial backup will run in accordance with the schedule, but you can also run it immediately.

Reference:

https://learn.microsoft.com/en-us/azure/backup/backup-azure-arm-vms-prepare
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Ry ARy MMZET S ERM
Cluster1 & LV & RIDHyper-V I = —)LA—/N\—0 5 X2 —h % Y £9, Cluster1Z1E, Windows Server&FE1T9 2VM1E WS ZRIDRET S UONEFENTULET, VM1IZIE, Service1 & LY 5 & RTDWindows

Y—ERANEENTUVET,
Service Il BNEEZ#K C L1=5EIZ Cluster BN EIR 7V L 3 VEETT AL IICTTEILENHYET,



ESTNEENWTIMN?EEZTSICIE, AZHMTEYLBIREFEATLREEL,
o EE LIRSV EAMEShET,
Answer Area

Configure monitoring for VM1 by using: v
Failover Cluster Manager
Hyper-V Manager

Performance Monitor

Windows Admin Center

For Service1, set the Recovery settings to: v
' C4 Restart the Computer
Restart the Service
Run a Program
Take No Action

EfiE:
Answer Area

Configure monitoring for VM1 by using: »
Failover Cluster Manager
Hyper-V-Manager

Performance Monitor

Windows Admin Center

For ServiCed;set the-Recovery settings to: v
Restart the Computer

Restart the Service

Run a Program

Take No Action

Explanation:
Box 1: Failover Cluster Manager.
Since VM1 is part of a failover cluster, you would configure the monitoring for the VM through Failover Cluster Manager. This tool allows you to configure health checks and service monitoring for VMs in a

clustered environment.
Box 2: Restart the Service.

To ensure that the cluster can take recovery actions when Service1 fails, setting the recovery action to Restart the Service is appropriate. This ensures that the service is restarted automatically if it stops or
crashes.
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EERDO IRy FT—2(Z1%, Active Directory KA A4 U H—EX(ADDS) R AL UBNEENTWVET, SO FAAS VIZIE RORICTRTH—N—DNEENTUHET,

Name | Operating system ____Installed
Server1 | Windows Server IS web app named App1
Server2 | Windows Server Docker Enterprise Edition
Server3 | Windows Server Windows AdminCepter,

App1%Server2_E MDocker{ * —IZBITT HRELHY T,
ED3DDTEZIEEICETIRNETLLON?EETHICE TR O oBEULGITHZEEHCBIHSE ELVEFICERZEZ TS ZEL,



Actions

From Server2, install the Web Server (lIS)
role.

From Server1, install the Microsoft
Web Deployment Tool.

From Server2, run the Add-AppPackage

-~ \kﬁt\ _______ G | .Mlcrosof .

From Windows Admin Center, i I
the Containers extensi ﬂ

a container imag

From Server1, export an application
package.

From Server1, run the Move-AppPackage
cmdlet.




Actions Answer Area

From Server2, install the Web Server (IIS) From Server1, install the Microsoft
role. Web Deployment Tool.

From Server1, export an application
package.

From Server2, run the Add-AppPackage P Frgm WII'IE’,OM Admm_ Center, install
B = | the£ontainers extension and create
cmdlet. L _ U B ; :
1. "l acontainer image.

From Server1, run the Move-AppPackage
cmdlet.

Explanation:

How to Extract a Web App from IS to Create a New Container Image

Step 1: From Server1, install the Microsoft Web Deployment tool.

Web Deploy: Can be used to export the application from IIS. Web Deploy makes the process of exporting an 1IS web site way simpler than doing it manually. Plus, you can reconfigure some parameters like
Database Connection in the process.

Step 2: From Server1, export an application package.

Step 3: From Windows Admin Center, install the Containers extension and create a container image.

In order to run a container you need to create a Docker image and have it ready in your local Docker image repository.

Windows Admin Center: The updated Containers extension now supports Web Deploy ZIP files as a source for new container images. With WAC you can point to a ZIP file from Web Deploy and WAC will

do the hard work for you!
Reference:



https://techcommunity.microsoft.com/blog/itopstalkblog/journey-of-an-app-how-to-extract-a-web-app-from-iis-to-create-a-new-container-im/1590189
https://learn.microsoft.com/en-us/iis/publish/using-web-deploy/export-a-package-through-iis-manager?WT.mc_id=modinfra-8309-abartolo
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ClustertE WS BRID T T —ILA—/IN—9U SR 2—hHY FDHIZServert &Server2 & LVS ZRIMD2DDWindows Server/ — KMWEENTLVE T, Cluster1 X &R A OHyper-VIRFEET L U EHRA LT
WET,

Windows ServerZ=1T L T %Server3& NS BRID A /Y —/N—NHY FF,

Cluster1 L TY S X2 IEEH(CUA)ZEZE L Server3TCUAZ BB T S L3I T ARELNHYET , ZOV)a—>avid EBEEXEZR/NRICNZ SO TRITNIEGRY FHA,
Server3IZIEfAIE A VR F—ILTRETITM?

A KRR NH—T 4 T7 oY —ERY—N\—D%E|

B. Windows &t >4 —

C. 7x— /LA —N—9 S X528EMLY—/\—1RE

D. Windows Server Update Services #—/\—®D & Z|

EfE: (EfEZRRLET)

To manage Hyper-V failover cluster updates, you can install the Windows Server Update Services (WSUS) server role on a server and configure Cluster-Aware Updating (CAU) to use it as a management
point. You will first need to install the Failover Clustering feature and its tools, then install the WSUS server role, and finally configure CAU in its self-updating mode to coordinate the process of patching the
cluster nodes and Hyper-V virtual machines with minimal downtime.

Reference:

https://learn.microsoft.com/en-us/windows-server/failover-clustering/cluster-aware-updating
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Serverl E WS BRIDA Y TL 2 RY—nN—H"HY DY —/ \—[IWindows ServerFETLTHEY  RORITRTHEE I+ LIBNEENTVET,

Name Type
Sharel SMB
Share2 NFS

Sub1 EWVSAHID Azure TRV ) T a3 oY  ZDH(Z Mover! & LVS EZREITD Azure Storage Mover 1)V —R & RDRICRKTRA L= THI U EDREENRTULET,

Name Kind Performance | Hierarchical namespace
storage1 | FileStorage | Premium Not applicable
storage2 | StorageV2 | Standard Enabled
ARL=U7 A0 ML RORICSET VY —ABNEERLTVET,
Name Storage account Type
azshare1l | storage1 File share
azshare2 | storagée2 File share
azcont1 storage?2 Blob container

UTOHERIZTDODVT ELWMERIE KL ZRBIRLTLESWD, £S5 THWMMESE DOVE JZERL TSN,
I E LIRS Y RAIMEEShET,


https://www.jpnshiken.com/q/68954-6458552/

Answer Area

Statements Yes No
Share1 can be migrated to azsharel by using MoverT. O O
Share2 can be migrated to azshare2 by using Moverl. O a
Share2 can be migrated to azcont1 by using Mover1. 16 )

IEfi:

Answer Area

Statements Yes No
Share1 can be migrated to azsharel by using Mover1. O O
Share2 can be migrated to azshare2 by using Mover1. O O
Share2 can be migrated to azcont1 by using Mover1. O O

Explanation:

Box 1: Yes

Share1 is a SMB share.

azshare1 is a File share in a Premium FileStorage account.

An SMB source, and an (SMB) file share as target is supported.

Box 2: Yes

Share2 is an NFS share.

Azshare?2 is a File share in a standard StorageV2 account.

An Azure Storage Mover can move an on-premises NFS share to a standard StorageV2 account's file share, as Azure Storage Mover supports migrating from NFS sources to Azure Files targets.
Box 3: Yes

An NFS shares can be moved to a Blob container with Hierarhcical namespace enabled.

Supported sources and targets

The current Azure Storage Mover release supports full-fidelity migrations for specific source- target pair combinations. Always utilize the latest agent version to benefit from these supported sources and
destinations:



Source
protocol

S3 (Preview)

SMB 2.x and 3.x
mount

SMB 2.x and 3.x
mount

NFS 3 and 4
mount

NFS 3 and 4
mount

Reference:

Target

Azure Blob storage
container

Azure file share
(SMB)

Azure blob
storage container

Azure blob
storage container
Azure ﬁlé':hhﬁl'eﬂ
WNesaqf VIR

Comments

AWS (Amazon Web Services) S3 buckets with Glagier or Glacier Deep Archive storage
classes can’'t be migrated.

SMB 1.x sources and NFS Azuredile shares are currently not supported.

Containers with Flatnamespace (FNS) and Hierarchical Namespace Service (HNS) feature
enabled are supported and the ADLS Gen2 REST API set is used for migration.

Containers with Flatnamespace (FNS) and Hierarchical Namespace Service (HNS) feature
enabled are supported and the ADLS GenZ2 REST API set is used for migration.

https://learn.microsoft.com/en-us/azure/storage/files/migrate-files-storage-mover
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Contoso, Ltd.I&X 7 FILIZCAKZBE O VEIREEY M)A —NICKEZH DAESH T,

BEFEORE
Active DirectoryIR 15

Contosott(& # > 7L = XMActive Directory K * 4 >H—E X (AD DS) K 4 A > (contoso.com)ZfiE L THE Y . ZhldAzure Active Directory(Azure AD)TF+ > FEREAIL TWVET, TDADDS KA A >(C

[F ROERIZRT KAV hO—S—HEEATVET,

Name | Operating system Crcration master role
DC1 Windows Server 2012 | RID master, schema master

R2
DC2 Windows Server 2016 | PDC emulator, infrastructure master
DC3 | Windows Server 2016 | Domain namina master

Contosold &L AzureDH TRV 1) T a v HEEALT:,

T4+ LR FO#EE L AN JLIE Windows Server 2012 R2 T, KA A U DO#EE L NJLIX Windows Server 2012 T, 7 4 L X k Tl Active Directory CHFENEIZHE>TWLET,

contoso.com R A A UIZIE UTFORIZRT I—HF—NEENRTVET,



Name | Organizational unit (CU)/Container:l. Member of
Userl | OU1 il ‘Group?2, Group4
User2 Users Group?2
User3 OU1 Group3, Group4
Admin1 | OU1 Domain Admins

contoso.com KA A U2 RORIZKTTIL—TR)O—FTo x4y MGPOLBHY ET,
Name Minimum password length| Linked to
Default Domain Policy | 8 contoso.com
GPO1 10 OU1

contoso.com KA A U2 ROKRIZKT/INRT—KRZREA TPV MPSOMHY FT,
Name | Precedence | Minimum password length | Directly applies to
PSO1 |10 9 Group?2

PSO2 | 20 11 Group4
Yb—NN—A VISR IF¥
contoso.com KA A UIZ(& LLTFTDRIZTRT & 512, Windows Server 2022%ETL TWA Y —N—DEFEFNTULNET,

Name Description

Server1| Contains a shared named Share1
ServerZ | None

Server3 | None

Serverd | Has Remote Desktop enabled

Windows 7 7 A4 7 74 —IL(EEREX 1) T BN E)EFERAIT A ET, Y—N—CERORISRT LT HEEH{ET LU T A IL—ILAERESNET,

‘Name _ .| Endpoint1| Endpoint2 Authentication mode
samert V' Any <~ " Y Any Request inbound and outbound
Server2 Any Any Require inbound and request

outbound
Server3 Any Any Require inbound and outbound
DC1 Any Any Request inbound and outbound
DC2 Any Any Request inbound and outbound
N Anv An Rennect inhniinAd and anthaiind
P—N—4IZEEREEX 1) TAIIL—ILRRESNTVEEA,
Server4 DX E

Serverd[ZIE, UTDRIZRT & 530 1—H—HERICET 2FM LT IL—TR) O—RENERESNTNET,



ic)11Crosol Security Setting

Access this computer from the network Group1, Administrators, Backup Operators, Everyone, Users

Deny access to this computer from the network | Group4
Allow log on through Remote Desktop Services | Group2, Administrators, Remote Desktop Users
Deny log on through Remote Desktop Services

ServerdD T 4 AV ERKIE U TORIZTT EHY T,

we Disk Management

File Action View Help

& mMHEMm =V =
]
= Disk 0 | | ——

Basic System Reserved (C)
127.00 GB 100 MB NTFS 126. 39 GB NTFS 523 MB
Online Healthy (System, Act | Healthy (Boot, Page File, Crash Dump, Primary Partition) Healthy (Recovery Partition)

= Disk 1 . U B

Basic Data (D:)

127.00 GB 127. 00 GB NTFS

Online Healthy (Primary Partition)

= Disk 2 __________ 99 |
Basic Data (E:)

127.00 GB 127. 00 GB ReFS

Online Healthy (Prirhary Partition]

= Disk 3 | e e T e e e e

Basic Data (F:)
g'-?l-_m ab 127. 00 GB ReFS
odes Healthy (Primary Partition)

B Unallocated | Primary partition

.". F

| " e
Y [ I &
o | L | o
- omw m— e —

l:_'::l__
"

- -
4]
-

N
O

RIS TSRSV F v
contoso.com KA 4 V(ZIE ROKRIZTKI HyperVI T —ILA—NN—OU SR E—HKHYFET,



Name | Number of nodés ' Number of virtual machines
Cluster1 | 6 18

Cluster?2 | 4 12

Cluster3 | 2 6

HATEH

Contosoftld UTOHEHMEBHZHELE LT,

* Windows Server 2022 n\#5#1 L TL % DC4 L WVS AFIDFH LWV —N—Z RAS/ VY FO—5—[IBEBIEET,
* Cluster2 » 5 Azure Recovery Services A>T —IfRB<T U EERLET,

*FRTOKRAA A FA—F—DINTHF—IX VAT 55— hZAzureT—BEHELET,

* User1hActive DirectoryD CHFENSLA TP T FEETTEHEEHREL TS,

*Share1 # Server2 IZBITLET, CNIZIE . TRTOEES IV IHILEDT I ERERAIDNEENET,

* Server4 & 3 RTDT—4 ZAzure Recovery ServicesD AV TF—IZNv O 7y T LET,

*Hyper-VL 7 hZFERALT VSR —3HDRETL U ZRELFT,

* Server4 |Z BitLocker K5 4 JREE1t (BitLocker) &L F 9,

AlREG R Y /MERRDRBIZ@EA L T &L,

Ry ARy FMZEATHERM

Userl EAAMIN1 DB ER/IMNVIZAT— RRIEVWK DTEA?BET ST, AEFETEULGA T a vEBRLTEZS W
F R LIRS Y FAMESINET,

Adm|n1




User1: »

8
9
10
17
12
Admint; o
8
9
10
11
12
Explanation:
Box 1: 9
When multiple PSOs apply to a user, the PSO with the highest precedence (lowest precedence number) applies which in this case is PSO1.
Box 2: 8

There are no PSOs applied to Admin1 so the password policy from the Default Domain GPO applies. The Minimum password length setting in GPO1 would only apply to local user accounts on computers in
OU1. It does not apply to domain user accounts.

A%87%AZ-801JRSIREE (FIPNTest.comiBfit S h AZ-801JEHERIC AT A Z L IZ&RICII B E T ! JPNTest.comld S ZFTAZ-801JRERFEIBE 121 L £97, JPNTest.com AZ-801JERERRAREEE (X1 S E#H
SNFEL-, T CAZBOIEBENDTA IV VEFICANET , RIFMD T U £ X _ https://www.jpntest.com/shiken/AZ-801J-mondaishu 297, 3 0% « AA D > k Al EI5| 00— F:
JPNshiken|
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Windows Server ZE{79 9 —/N\—AHYET H—N—F EHREX 2T RAUZFEALTIRTOBEEIN I T4 vV ERBBILETHLIICEBREINTLET,
Server1 M RLAY FT—Y EDaVEa—2—moEEINBEIEIAh TV tracert AT Y RIZIKRBETEAZLEHBIT HIRLENHYET,

&2 F 4 Mgk &tz Windows Defender 774 7 04— ISR EZ T RETITH?

A.IPsec SREMD IPsec DT 74 FZEERLET,

B.¥RTOTAT7AI)LIZx LTICMPV4 70O b LEREZHFAIT A LWVAREZL 7o NI FRAIZHERLET,
C.TS53AR—TAT7ANDITF7AT IA—ILDREFA TICERELET,

D. IPsec SREM 5 IPsec R EHEBLET,

EfE:D(QAAV REHEKT D)

IPSec exemptions change Exempt ICMP from IPSec to Yes. Use this setting to prevent ICMP (Ping and Tracert) messages from being authenticated, encrypted, or both. Keeping ICMP messages
unprotected allows you to perform basic network troubleshooting when IPSec cannot be successfully negotiated.

HR: 138
Ry FRRY FMZET HERM
VM1 & LS BRIDFE 1R AzurefRE8~< o A H Y Windows ServerMEFT 4 Active Directory KA A4 (2SS ML TWET,


https://www.jpntest.com/shiken/AZ-801J-mondaishu
https://www.jpnshiken.com/q/68954-6458555/

VM1®D7R1) 2 —LCTBitLocker K5 4 Ji&E 1k (BitLockenZEMIZT HFETT,

VM 1@ BitLocker[al#8 F—AYActive Directory|ZRIFSIN TS Z L #HERT IDLENHYET,
RDCHEEITARETIL—TR) O—B/EEENTIN?EABZHTRATIREEZRIRL TS,
E IEﬁqa_c‘:k KAV EAMESHhFET,

UﬁNlawmtunlockat | Not configured
L;Nl'owSun.:mBootfnn valldaunn L PRI B T Notconfigued

= Reguire additional authentication at startup .
| = Require addrtional authentication at startup (Windows Server 2008 and Wirudum 3

i Disallow standard users from changing the PIN or password

[(z= Allow devices compliant with InstantGo or HSTI to opt out of pr&"_"' B SRR H S RN | Not configured
| iz Enable use of BitLocker authentication requiring preboot keybna | Not configured
h_, Allow enhanced PINs for startup o = | Not configured

== | Configure minimum PIN length for startup . ¥ _ __mH| Not configured
[;._Cnn_ﬁg_ure use of hardware-based encryption fer@perating s stem_c[qves . Not configured
| z=. Enforce drive muIEﬁél-;hf;ﬁe an operating mgrives o - Not configured
| 2= Configure use of passwords for operatinJ SPstE vdrives . Not configured
|.z=. Choose how BitLocker- protected ofgratip S System drives Erl_hge recovered D | Notconfigured

Not configured

= Cnnﬁgure TPM platfnrm | pEnfi
Erui_lle 1Wmdc:m U: sta. Wlndum EErver .EDDB Wlndnm 7, Wlnduws Server Eﬂﬂﬁ RZ}_ Not configured

[z Configure TPM platform vali

|i=] Configure TPM plat_fnn'n 'U'dll ._“ pro-!-:-l;;,?ar native LIEFI firmware cnnilguratluns - [ | Not configured
[[= Configure pre-boot recovery message and URL ] Neot configured
- Reset platform validation data after B:ﬂ'é:éuer recavery . e | Not configured
[._‘—;E_mhanmd Boot C::mflé_u-l:atmn Data vahidation nrcflle - - S - | Net configured

1E fiz:



Answer Area
Setting

Ilﬁ; Allow network unlock at startup

= Allow Secure Boot for integrity validation

= Regquire additional authentication at startup

[ _ Require addritional authentication at startup Mmdaws Server ZI'.'[H and “ﬁndom Vista)

:z Disallow standard users from changing the PIN or password
[ == Al!ow devices compliant wvaith InstantGo or HSH tn c:pt uut of pre—bout PIN

[ iz Enable use of BitLocker authentication requmnq prebont keybcard input on slates

= Allow enhanced PINs for startup ) i it ==

e, A - —— - g - - ———
— e — e g—

<
et s =N = A = A

- ——— A e A A S e TR Ew o m

[ = Cnnfgure minimum PIN Ipﬁg}h fnr *‘;rartup

[ == Configure use of hardware-based. eferyption fer aperating system drives

T Enforce drive enaryption tge @n Bpdfating System drives

2z Configure use of passwards fgF operating system drnives

|*=="| Choose how E:thdr.auﬂted operating System drives can be recovered |
iz Configure TPM piatform validation profile for BIOS- based firmware cnnitguratmns

[ iz Configure TPM platiorm validaticn D"..}fIlE' Windows Vista, Wmdcn.ﬁ Server 2008, Windows 7. Wmdﬂ\w SewEf 2008 R2) |

e —

:=. Configure TPM platfcrm validation profile for native UEFI fzmw.rare ::mhgurdtmna

1= Cﬂnflgure pre-boot recnw-n_; message and URL

I=| Use 2 enhanced Boot Cor*flgaratmr L)d*a validation profile

[ = Reset platform uallddnnn data after duta:ucxer recovery
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Microsoft Defender for Cloud WEICHE > TS Azure TRV ) T a ohHYET,

Windows Server #%E179 % Azure [RE<T S UN 50 E8HY T,

RETUTHREESN-EX21) T4 THRXTOA A Defender for Cloud IZERiE SN B K ST RRENHY I,
RS TEDILEHEZENZT HILELHY FTITH?

A. T2 U DT ET

B. Microsoft {kFBEFRIT—> > b
C. Azure VM F® Log Analytics T—
D. 7X FERT—Y TV b

IEfF: (EffZRTNLET)

https://docs.microsoft.com/en-us/azure/defender-for-cloud/deploy-vulnerability-assessment-vm

oI b
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FCOBERIE ALY FTIAERTT S
nE, EBAZEVBLDEHY ET,
SOtV avOBERMICEETSE FTDEMICRACEFTELLLLBYET , Z0OH, ChoDEBIFILEa—BHRICKRRTEINFEEA,
Appl EWVWSERINT TV —2 3 %HKRRA RT3 Cluster! EWSEBID Tz —ILA—N"— ISR E—LHYET,

—EDER®D

e e e —

State

Not configured
Not configured

| Not configured

Naot configured
Not configured

soft

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Not configured
MNot confiqured

—#TY, V) —AOEEMICIE BEESN-BREEERTEIREDOY ) 2—YarvhEFENTVET B Y MIF BEROEBLHLLDLH
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App1 Properties @ [General] # 71&_ General B RICRENTWET (2R 2 TE0 UV I LET,)

App1 Properties X
General Failover
ﬁ :1 App1
llhplﬂ
Prefered Owners
Select the preferred owners for this clustered role. Use nm
to list them in order from rrmtpteferredalthetoptg
at the bottom. ;:f"f" Ay
. "f}—‘%ﬁ% .
(] Serverl /ANl
[ ] Server2
Priority: Medium
Status Running
Node Server2
|l

Appl Z7ANRT 4D [Zz—ILA—nN—]12TI&, 71—)1/71'—/\—0)ETLT$#’L'CL\$T (ZzANF—NR=12TEI2) VI LET,)



App1 Properties X

General Failover

Failover

Specify the number of times the Cluster service will attempt to restart or
fail over the clustered role in the specffied penod.

I the clustered more than the maximum in the specified period,
me state. period

Maximum failures in the specified 3 %1wf

Period (hours): Y T.::

Speciy whether the clusteredole Will automaticaly fail back to the
rmdaﬂmmhmna@ﬁ&@%ﬂmmwﬁﬁmﬂum,

O, Preyerifalback
-{j}éﬁ%ﬁm*
@) Imaedieh
(O Failback between 0 * and
0 > hours
OK || Cance Apply

Server! KA FHAET vy FEAD U LFET,

Server! ZEE L1=& =12 Appl MBI EHEE Server2 TEITESNZESIZTEIRERHY FT,
fRRE: —HREREN D Server2 ZLICHEBLET,

HNIFEEZFE-LTVEIMN?

A. [T

B. LMV &R

EfE:B(QAY EHEKT D)

Server1 and Server2 are both unticked so the order they are listed in has no effect on whether the cluster will fail back.
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EERITAzUure Y IRV ) T3 oHTHAPTYT, COYTRY Y T3 2IZE Windows ServerFE1T9 2VM1E WS RRIDRBET L UNEFENTNET VMIUIZIE N1EWSERIORY FT—9 4
VE—TIARADEYETORTVET,

VMILDA —H 3y h7HA TRIEENCE>TVET,

THETRA—EFMTBICE, Azure R— 2 )LEFERT HILELNHYFET,

R—E LD ZRATRETTAN?

A. VM1 DIERERE

B.VM1D/IRAT—FEEZ) LY T 5

C. NN DIPHERLERE

D. NM DML E

E. VM1 DR E

EfE:E(QAV MERKT D)

Using Azure Portal to Enable a Disabled Network Adapter (Indirectly)

1. Enable Boot Diagnostics:

Go to the Azure portal and select your virtual machine.

In the Help section, select Boot diagnostics.

Go to the Settings tab.

Ensure boot diagnostics is enabled with a managed or custom storage account.

2. Access Command Prompt using Boot Diagnostics:

Select the "Screenshot" option in the Boot Diagnostics view to see the current screen of the VM.

If the network adapter is disabled, you will see a command prompt.

If the VM is at the login screen, you may need to use a solution with the Azure portal to generate a new password to log in to the VM.
3. Enable the Adapter:

In the Command Prompt, type the following command: netsh interface set interface "Ethernet" admin=enable.

The Ethernet is the default name for the adapter in Windows; if your adapter has a different name, you will need to use that name.
4. Check and Verify:

After executing the command, you can use netsh interface show interface to verify that the adapter is enabled.

You should then be able to access the VM and verify the network adapter is active.

Reference:

https://www.youtube.com/watch?v=q3lJ1k7FnyU
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Type Description
Virtual machine Runs Windows Sérver 2022
Network interface | Network interface of VM1
Public IP address Public /P address assigned to NIC1
Disk Managed disk attached to VM1
Virtual network Virtual network that contains a subnet
:Flned Subnet1 te-which NICT is
c'!'t

ri |.-'

a«c .. ‘hc.}’:‘! hll s:"t.' L

Sub1T[Microsoft Defender for Serversb“ﬁ?)]l:ti S2TWEYT, HEIISUDIDEREREO—ILZEIYETOENATLET,
VMIZH LT O¥ R MM V2 ALUITNARDYMT7 V2R EEETLILENHY FT,

FIHEDIMEIRETLELEIAN?

ARy bRI—9EFX2)T4TIL—TNSG)ZHERLET,

B. Microsoft Defender for Cloud Tt ¥ T s5&ibZEMIZLET,

C.Sub1t A —4+—O—)LZEYIITXFLET,

D.77V—>aveFxa) T4 0IL—TEERLET,

IEf#: (EfiZzRLET)

JIT requires an NSG to be configured or a Firewall configuration (or both).
https://learn.microsoft.com/en-us/azure/defender-for-cloud/just-in-time-access-usage
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Windows Server #3217 L  Web H—/3— (IIS) H—/\—DREINA VX b—JILEINTULVS Server! EWS ZFIDH—/A—hH Y F£9, Servert [Z[F, WebApp1 & LVS &HTD ASP.NET Core Web 7 7'1)
=23 e FOT7TI)V—23 DV —RT7AILNRA RSN TNVET,
Server1lZDocker Enterprise EditonZ 4 > X k—JLLE T,
Azure Container Registry m\ 5 Azure App Service @ Web 7 71) [Z WebApp1 #7704 TESZ LZHRTIDLELHY ET,
EDIDDTEZIEFBICETIARETLLOMN?EZTHICIE TEUR S BEYGTHZEZRIBESE  ELVEFICHERBZTLEIN,
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Actions Answer Area

Runthe docker pull
command.

Create a Dockerfile.

Runthe docker run '
QL aw

command. .

Create an Azure Resource

Manager (ARM) template.

Run the docker push
command.

®Microsoft

Actions

Runthe docker pull

Runthe docker run (\
command. @ -
Runthe docker build
command.
] pﬁ%

Runthe docker push
Create an %ure Resource command.

Manager (ARM) template.

Explanation:

Reference:
https://learn.microsoft.com/en-us/azure/container-apps/tutorial-code-to-cloud
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AUTULIR 3y FIT—9 & Azure VPN 5— b = A4 DREIZH 4 R VPN 3% Y E£ 9, Site-to-Site VPN TIE BGP NEZHIZIHE > TULVET,

Subnet1 EWSAFIDH TRy FEEL Vnet! EULVSRRID Azure REFy FT—UhH Y £9, Subnet! 121 Servert EWVSBFIDHREIT L UNEENTULNET,
FAUTLULIR 3y bT—9 D5 Server! [THEETEET,

Vnetl M7 FLRAZEM %R LET, Subnet2 E WV ZFIDY TRy % Vnet! [TIEMLET, Subnet2 (FILET FLRZEMEFFERA L EI, Server2 £ WLVS ZRID Azure [RFE< T > % Subnet2 IZF 704
LFET,

AUTULIR 3y bT—9D 5 Server2 [T TEEH A, Server! [X Server2 [ZEHZETEET,

FUOTLIR Ry RT—U M5 Subnet2 [T TEEH I LEZHRBTILELHY F9,

HEFMETLHETNEN?

A TJ5A4R—Fk TV RRASA2 L% Subnet2 [CEBMLET,

B. 7> 7L IR Ry bT—4 & Vnetl DREIZ Site-to-Site VPN BN LET,

C.Subnet2 N~ A—H—FBIL—rEFEOII—F T—TILEEMLET,

D.AVTILIR N—E—DI—T 1 VI EREBHFLET,

Ffa:D(QA AV FEEKRT D)
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Windows Server 2025 Standard&j4E L . Hyper-VO—)LA A VA b—ILENTWE Y —N—%HEHBTT,

H—/\—%Windows Server 2025 DatacenterlZ7 v 79 L— KT 2ERHYET VI a—2aViEF O34 LEZR/IMRICHZSEDTRHITAIEREY FHA,
fAIZENENNTTN?

A. dism.exe

B.tzv b7 v J.exe

C. simgc.vbs

D. convert.exe

IEfE: (EfEZRRLET)

DISM, which stands for Deployment Image Servicing and Management, is a command-line tool for managing and servicing Windows images. It can be used to install, uninstall, and update Windows
features, drivers, and packages, and to repair corrupted system files on both offline and running Windows operating systems.

You can use the dism.exe command to upgrade Windows Server 2025 Standard to Datacenter edition with minimal downtime by running the command to set the new edition. However, this is for the
operating system edition, not for the Hyper-V role itself, which is installed as a feature.

To upgrade from Windows Server 2025 Standard to Datacenter:

Open PowerShell as an administrator: on your server.

Verify your current edition: by running:

DISM /online /Get-CurrentEdition

Check that Datacenter is a valid target edition: by running:

DISM /online /Get-TargetEditions

Perform the upgrade: by running the following command with your product key:

DISM /online /Set-Edition:ServerDatacenter /ProductKey:<YourProductKey> /AcceptEula Restart the server: when prompted to complete the upgrade.

Important considerations:

Backup: Before you begin, back up your server's data, applications, and system state.

BYRATaMEUGHiT AT X ATEB AN HREAIRFIRR FEL RS dBR N E NS SL EA RN SIETe MRHTRGIFHEEI 6 1S S HERNNG RIS 1A R B I XBPY Yo &RtGusing either DISM or PowerShell. The

Datacenter edition includes the Hyper-V role with advanced features like Storage Spaces Direct and Shielded VMs.
Reference:


https://www.jpnshiken.com/q/68954-6458562/
https://www.jpnshiken.com/q/68954-6458563/

https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/what-is-dism
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BEHEDFRY bT—2I1Z1%_ Active Directory KA 4 U H—EX(ADDS) R A/ UBREENTWET, 2D FA A D DHERE L N )LIEWindows Server 2012 R2TY

AR S—DHAOZERLTY VI TEIRENHYET,

FIRAMAMEITARETLLIN?

A. FXA A U DO#EEL X)L % Windows Server 2025 (25| & EIFE 3,

B. ZBREAR) O—DY A OEERLET,

C. KA AL U D#EEL NJL%E Windows Server 2016 25| & EITET,

D. BEERYY O—ZERLEFT,

Eff: (EfEZRTLET)

The correct action to take as a good first step is to create an authentication policy.

An authentication policy silo cannot enforce restrictions on its own; it requires an authentication policy to define the actual rules (such as controlling which hosts an account can sign on from).
Therefore, creating the authentication policy is the foundational step before putting accounts into a silo and linking them.

Incorrect:

[Not A, Not C]

Raise the domain functional level to Windows Server 2016 or 2025: This is unnecessary and introduces massive infrastructure overhead. Raising the functional level would require you to first upgrade or
replace every single domain controller in your network to that corresponding operating system version, which is a complex migration path rather than a simple first step.

[Not B]

Create an authentication policy silo: While you will eventually create the silo, doing so without an associated authentication policy means the silo has no security restrictions or rules to enforce.
Reference:

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/how-to-configure-protected-accounts
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EERDIREIZ(X Windows Serverd iZE L TS 42 T L I AY—I—H508HY 9,

Microsoft Sentinel 7—49 AR—XEZ &L Azure TR Y 1) T a v & EHHTY,

Microsoft SentinelZ{#fH L TH—/\—%EHTB5FETT,

Azure R—4% JLH 5 Microsoft Sentinel TULTDREEZEITTHIHLELHY F£7,

- WindowsEzif A R hT—AR ARV 2 FEBMLET,
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Microsoft Sentinel
Selected workspace 'sentinel

£

Search L«

Threat management

E=h
—

Incidents

al Workbooks

O

Hunting

Motebooks

w" Entity behavior

&) Threat intelligence

%

MITRE ATT&CK (Preview),

Content management

A

Content hub (Preview)

e

& Repositories (Preview)

& Community

Configuration

Ei :-Mr.aggﬁpace manager (Preview)

882 Data connectors

&  Analytics

Watchlist

{5 Automation

£+ Settings




Microsoft Sentinel

Selected workspace ‘sentinel’
i M@'Mﬁ | «

Threat management

& Incidents

@l Workbooks

© Hunting

Notebooks

+* Entity behavior

&) Threat intelligence

@ MITRE ATT&CK (Preview)

Content'management

£9 Content hub (Preview)

& Repositories (Preview)

& Community

Configuration

o% Workspace manager (Preview)

| B8 Data connectors

& Analytics

B Watchlist



£5 Automation

£+ Settings

Explanation:

Box 1: Data connectors

Ad the Windows Forwarded Events data connector.

To add the Windows Forwarded Events data connector to Microsoft Sentinel, navigate to Configuration > Data connectors, select the Windows Security Events via AMA connector, open the connector page,
and follow the instructions to create a Data Collection Rule (DCR) that targets the desired servers and event logs using the Azure Monitor Agent (AMA).

Box 2: Automation

Create a playbook that has an incident trigger.

To create a Microsoft Sentinel playbook with an incident trigger, navigate to the Automation page in the Defender or Azure portal, select Create > Playbook with incident trigger, and then follow the wizard to
provide basic information, establish connections (using the default managed identity), review the settings, and create the playbook. After creation, the playbook opens in the Logic Apps designer, where you
can define the automation workflow.

Home > Microsoft Sentinel

¢+ Microsoft Sentinel | Automation

Selected workspace: ‘Contoso’

lf’ Search {3 + create ~ | (O Refresh Y Enable () Disable [8] Delete 27 Guides & Feedback <@ API Connections

General Automation rule

_:J 19 w P

Overview (Preview) Playbook with incident trigger o~ 2bidd n_&s - En@ i Q!M - Content hub

Logs ﬂEa_gbnnknthaIeﬂtngw :" “l"l v,w m.% gk;_-:p -

News & guides Wf bﬁﬁfﬂith"int 'Iaybn{:ks Playbook templates (Preview)

' Search Bﬁhki:ll'aj‘*ﬁ ook

[ #SEEFEh Status : All Trigger kind : All Subscription : All Resource group : All

Threat management
& Incidents D Name TL Status Ty Plan Ty Ttigm Suhscnptmn T “F r(;tmemuma- group T4
. - i§
@ Workbooks |:| LogdjindicatorProcessor () Enabled Consumptioh 4] Contoso
Reference:
https://learn.microsoft.com/en-us/azure/sentinel/automation/create-playbooks
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Server1, Server2 & & UServer3 EIZER SN T=# L LMREET S UV F R TAzure Migrate THRIFARIBETH S Z L ZHRT OIDLELNH Y FT,
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A. Migrate1 T #&HY—XZEMLET,

B. Migrate 1 TEHE &N TLV5 DNS H—/\—_L[Z GlobalName YV —V &#ERLET,

C.Migrate1 T, AV E1—42 TS0 —H—ERDEHZ A T% BEFIICKRELET,

D. Migrate1hABEASN TSRy kD —% EICWINSY—N\—ZEBELET,

EfE: (EfEZRRLET)

https://learn.microsoft.com/en-us/azure/migrate/tutorial-discover-hyper-v In Step 2: Provide Hyper-V host/cluster details, select Add discovery source to specify the Hyper- V host/cluster IP address/FQDN
and the friendly name for credentials to connect to the host/cluster.
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Appl EWSERTIDT T —2 3 0%HRA T 5 Cluster! EWSERID T T —ILA—N— I SRE—LHYFET,

App1 Properties @ [General] # 7% General B RIZRESNTWET, (&R 42 TE0 Uy LET,)

App1 Properties X

General Faidover

MName:
lApp1

Prefemred Owners

Select the preferred owners for this clustered role. Use the buttons
to list them in order from most preferred at the top to least preférred
at the bottom.

(] Server?
|| Server2

Priorty: Medium

Status: Running
Node: Server?

| OK || Cancel
App1 7AONFAD [Tz —IVA—N—=]2TE Tz —IA—N—DEBRIZRENTWET ([(ZzAILA—1N—]42TZEH5 1)y LET,)
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App1 Properties

General Failover
Failover

Specify the number of times the Cluster service will attempt to restart or
fail over the clustered role in the specffied period.

B\ oft
¥ the Clustered role falls mars than the maimum in BREEAMUGLQES
t will be left in the failed state.

Maximum failures in the specified |3
period:
Perod (hours): 6 .
- -

Specify whether the. iste: _ﬂéﬁ:mmfai back to the
most prefemediownen (which is set on the General tab).

—
-

'O Prevent faiback
@ Alow faiback -
® Immediately

(O Failback between

Server! K FHAET vy FEAD U LET,

Server! ZEE L1=& =12 Appl MBI EHEE Server2 TEITESNZESITTEIRERHY FT,
RE [Tz— LA —N—=]REMD [F—ILNY I EHIET D] EERLET,
HNFEEZFH-LTVEIMN?

A. [FLy
B. L\ %
Eff: A(QAVRERKT D)

The Prevent failback setting will prevent the cluster failing back to Server1.
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