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Vnet1 & Vnet2 LWV ERID 2 DD Azure RERY FI—O0HYFET,

KA ¥ b4 b (P2S) IKEv2 VPN Z{#F L T Vnetl [Z##59 % Client1 &1V 5 &ETD Windows 10 7/314 RABY £F,
Vnet! & Vnet2 DREICREFRY hD—9 E7 YT ERELET Vnetl F5— b A bSUDy bEHFTLET , Vnet2 (FUE—F ¥— b4 2FERATEET,
Client1 A% Vnet2 LBIETEHWZ EADMYET,

Client1 AAVnet2 L BIETESZLEZHRTILENHYFET,

fRRE: Vnetl DS — b9 T4 TBGP ZHBMIZLET,

NIFEEZFEEZLTOLWEIAN?

A. LMV

B. &L

EfE: (EfEERLET)

Eﬁ:ﬁ: 2
Clustert & LVNS &ARIDHyper-VIZ z—I)LA—I\—0 SR 2—hHY  FDOHIZNode1 ENode2& NS BARID2DND / — K& Host1& LVS ARIDHyper-VIRR EAAEFENRTULNET,
UfF@ﬁLz \—d—ﬁ:u\? //ﬁ‘*']ﬁﬁ_l é—d—o

=

| Name | Average host CPU usage |V _"" O
| ¥iM1 “‘{,‘l
[vmz | ;{)“r.-,_ .

Cluster1 D/ VY —EREZUTOREIZRLET,
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Cluster1. Adatum.com Properties X

General Resource Types Balancer COuster Permissions

£ Enable Automatic Balancing of Vitual Machines

() Aways load balance

Aggressiveness

O Hgh
B Micgasat

O Low

ok |/ Cocet || Aol

UTOERBRIZDOVWT ELWMEEIE FIMZRBRLTSES D, E5THRWMESEF DOWZ JZERLTLESY,
T EEEITIRA Y FAMEShET,

@ MicCrosoft

If you add a new Hyper-V node to Cluster1, a virtual mach:ng WIH mlgrate automatically to
the new node. )

Within one hour of running the cnmmanda a wrthai l‘nathme from Node1 will migrate to
Node2 automatically. ;

If VM6 is deployed to Node1, cm:,af ﬂ'le mﬂstmg virtual machines will migrate to Node2
automatically. o

1E fiz:
Answer Area

s DE\1icrosoft ‘5\

If you add a new Hyper-V node to Cluster, a virtual machlrw m&e automatically to

)
g

s
1O

ol
)
0

the new node.

Within one hour of running the :ammand“%{hme from Nodel will migrate to O T D_I

MNode2 automatically.

automatically.

If VM6 is deployed to Nndev“e existing virtual machines will migrate to Noded O | R.“'



Explanation:

Answer Area

Statements . | W ﬁ g rG S @{:t

If you add a new Hyper-V node to Cluster1, a virtual maching/will migrate automatically to
the new node.

Within one hour of running the command$) awirtual méchine from Node1 will migrate to
Node2 automatically.

If VM6 is deployed to Nagde]lone of the existing virtual machines will migrate to Node2
automatically
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Windows Server 2025 Standard %217 L  Hyper-V A— /LM A > X k—)L & I f=H—/\—% Windows Server 2025 Datacenter IZ7 Y 79 L— KT B3RERHYET, OV ) 12— 3V TREI VAL LEHR/IMRIC
MZSBENHYET AEEITITNELNTLEIN?

A. dism.exe

B. conwert.exe

C. setup.exe

D. slagr.vbs

R (ERERTLET)

B 4

% FJ—%IZ1%_ Active Directory K4 4 > #—E X (ADDS) KA 1 UMEERTWET, K44 VIZlE. Server! EWSEHDTY Y b H—N—AREERTWET, TRTHOT Y V4 —IF GPO1 £ WS &ZFTDS
W—=TRJI—FTPzH + (GPO) 2FERALTCA—Y—ICERAINFET,

Server2 L WS ZRIDFH LWV —N—ZEEALET,

Server! #RELETILENHYFET Y a—2avE ROBHREE-ITRENHY ET,

Printer Migration Wizard #ERL T H£H T >4 —% Server2 IZBITLET,

aA—HY—hH Server2 DT VA —EFERALTWVWS I LEHRELET,

A—H—DEI A LERNRICHZET,

IEFIZKTTEIDLELNDHD 4 DODF7I L aVIEENTIM BZDICIX . THOLaVOUR IO EYETI L3 Vv HFRIEEEHICHEEL ELWVEFTHEREYS,

Actions Answer Area

Decommission Server1. _ _ _ M E C ﬂ”@ S @wﬁﬂﬁ,

tmpoft”t-he pr-inters'nn Server2.

Deploy Windows Server Hybrid Cloud Print.

Export the printers on Server1.

Update the service principal name (SPN) of each printer.
Modify GPO1. = .
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= e V-

n_@;[I___ o et e e W 1 | BxportNgeYprinters on:Server.
(Import the printerson Server2. |

Answer A

L e

—

| Deploy Windows Server Hybrid Cloud Print. (Y .
Export the printerson Serverl. % |

ch.pfpter._ |

El;pdate the service prin_cipal_ name {S;P_N] of ea

@_gg_i___iy_ GPO1.

Explanation:

Export the printers on Server1.

— e e ——— —e e B

Import the printers on Server2.

Modify GPO1.

s i

Decommission Serveri.

Reference:
https://docs.microsoft.com/en-us/archive/blogs/canitpro/step-by-step-migrating-print-servers-from-windows-server-2008-to-windows-server-2012
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Azure Migrate 4 > LI X Ry D=4 127704 LET,

Windows Server #3217 L . RDEREHFD Server! EWSEZFDA U TL I AOYEH—IN—HLHY FT,
ARL—F 409 VRTFL T4R%Y 600 GB

T—32T4A%Y 3TB

NICF—3 2T B%

EEYTAH—EX : BE

Windows 2 74 70 #4—JL: B%h

Microsoft Defender > 4 JL A X5k B%h

Azure Migrate Z{EH L T Server! #B{TTEEH L HEIT IMNENHYET,
fi#iR 3k Server! T Windows 77 A4 7 A —ILEEMICLET,
HNFEEZFE-LTVEIMN?

A. LMIVZ

B. (LY

IEfR: (EffZzRTLET)

B 6
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2 kT —2%1Z Active Directory KA A4 > H—EX (ADDS) FAAS UDNEFENTWLNS TRTD KA 2 A 2/8—I[Z[&, Windows Server #%E179 5 Server! £ WS ZRIDY—/N\—ZERI 5 KAA 2T UEFI b—%
> hMERL E M= Microsoft Defender Credential Guard A3# Y &9, Server1 T Credential Guard Z#&%1(Z L £, Server1 A% Credential Guard DFIREDORRELGE DI ENRBLZN L EZHRTILENHY £9, RIZAH
ZIRETIMN?

A [REERR—XDEF1) T4 ZHNNTB]IIL—T R —BEEZENLET,

B. Device Guard & & U Credential Guard /\— K = 7#{H Y —IILEZEITLET,

C. dism #3417 L _/Disable-Feature # & U /FeatureName:IsolatedUserMode /X5 * —42 — % EELE T,

EfE:A(QA U REHEKRT D)

Eﬁ:ﬁ: 7

AUTULITRRY FJ—45I121& Active Directory KA AL U H—EX (ADDS) KA UAEENTULET, 2D KA A (2l Windows Server RT3 5 5 BN H—N—REFEATWET  F= Fy tT—VIC
(X, Windows Server #E{T§ 5 28N T—9 JIL—TH—N—3LEFNTVET,

AUN—HY—N—T—=0 G V—T H—N\—ROEH{EFX1) T4 L—ILERETILENHYFET,

EDRMAEZZFERT ILELHY FTITH?

A O E1—4S5IRE

B. 1—# — (Kerberos V5)

C. Y Ea—%4 (Kerberos V5)

D. Y Ea1—%— (NTLMv2)

Ef:A (A LEHKT D)

B 8

AppSrv1 & AppSrv2 £ LVSZHID 2 DDOWYIEH—/N— & Server! EWVWS BRIDRBEDY—N—NHYFET, INTOY—/\—I[& Windows Server #EITLET, Server! DHMNA VB2 —F%y TV EXATEET,
Azure Site Recovery Z{#H L T, AppSrvl & AppSrv2 # Azure IZL Y5 — T B3FETT,

WMELOVR—R 2 % AppSrvl AppSrv2 & U Server! IZTTOA T 2HEAHY T,

EDaAVR— YV V2ERTIDENHY EFITHI?EZSICE EYNLEIVR—R FEFEYBY—N—IZFS Y I LET KoV R—F O MI 1 EULEFERATLIED Fo<KFRALEVWIEFTEEFT RT Y
BMOREN—Z RSV TTEN AVTUYERTTAEHICRIO—ILT EIRLENHLIEZENHYET,

FEFNFNROELERIE 1 RA > FOMEEADY £,

Components Answer Area
The Azure Connected Machine agent

. - To AppSrv1 and AppSrve:
An Azure Site Recovery configuration server PP P!

The Azure Site Recovery Mobility Service To Server1:

The Microsoft Azure Recovery Services (MARS) agent
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Components Answer Area

e ity Servi |
________________________ To AppStvi andAppS2: The Azuré'Site Recovery Mobility Service |

i _ _ .
T T o : To Server1: IAn Azure Site Recovery configuration server

Explanation:

| IRE. . --.."‘l' ~ % »
To AppSvi and Appsrvz: IIERE YREeSiteRetgwcry Mobility Service

ite 1 i -
To Serveri: An Azure5ite Recovery configuration server

Reference:
https://docs.microsoft.com/en-us/azure/site-recovery/physical-azure-architecture
https://docs.microsoft.com /en-us/azure/site-recovery/physical-azure-set-up-source

BE: 9
v bT7—2I1Z1% contoso.com & L5 Active Director/Domain Services (AD DS) FA A4 UBREENTWNVET , ZD KA A UICIL, Site1 & Site2 &LVD 2 DDH A k& Windows Server 2T 5 —/\—MNEENT
BY RORDEIITEEENTVET,

Name  In site Trie
D1 Sitel Domain controller

DC2 Sitel Domain controller
RODC1  Site? y.domain controller (RODC)

Serverl  Sitel Member server
Server?  Sitel Member server
Serverd  Site2 Member server

KA A Izl Serverd Z& T Groupl EWVWSEZHIDT IIL—THREFThTNET,
RODC1 I21E . ROBIZFRT /KR T— K LT Ur—o a3y RYUS—AHYET,




RODCT Properties ? W
Gereral Cperating Syitem Mpmbeer OF Delegaton
Paszword Replication Policy Location Maruaged By Dudn

Thes i & Fedd-only Domain Controlled (RODC). A RODC slores users and
compubers passwords acoondng to the poiicy below . Unly pasewornds Tor
accounts thal & in the Alow groups and nat in the Deny groups can be
rephcated to the RODC

Grougs. when ond comoulen

M Samireg | 'ﬁ ( J
Ancourt ODoersion Dherry

Fdmretraton Crtetig

Blowad RODC Password Repleaton Groug Siow

Bacoup Operators Dy

Dersed RODC Password FeplesionOooup  Dery

Group 1 Bl

Server Operaton Dy

Advanoed Add

cates by using RODCT, the user's cred ed on RODCI.

n sign in 1o Servers il cons Aty between Site1 and Site? (aiks.

User3 can ssgnion 10 ocally.

Statements

Explanation:



If User1 authenticales iy l OO, thewsers eledentials will be stored on RODC1.

User? can sign in 1o Servecd il :q'.ﬂ'"n.ff_'i'mb_.r between Sitel and Site? fails,

Userd can sagn m Bk

B 10
Windows Server #3179 % Azure [REE<T> UM 100 8HY ET,

Azure Monitor T—2 Y FEFRAL T EERETL VD7 TUSr—2 30 OJADARY 101035 DEEFZEMRT HFETT,

Log Analytics TR T B1=OIZA N2 FOFIARTRETH D LR T HIREAHYEIT, COV ) 21— 3 U TIE Azure [TREFSNDAARY FOBREZR/IMRICHIZ ZVBENHY FT,
ES5TNIEVNTLLEOIMN? EETHICIE BEI)7TEUGA T avEERLTLESY,

FRELWLVERIEICH RSV bHMESHET,

A Log Analytics custom log
A Log Analytics scope configuration

. A Data Coilection Rule (DCR)
el /11 insights

Filter the logs by using a:

KOL gquery
WOL query
XPath query

Creates

A Log Analytics custom log
A Log Analytics scope configuration

IA Data Collection Rule (DCR) _!
VM insights

Filter the logs by using a:

KQL Gu;er*,- ;
WQL query
XPath query _

Explanation:
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Windows Server %179 5% 100 DA > L I X H—/\—[Z Azure Monitor T— x> b2 T A4 T3 FETT,
I—CxVbEA VR TEHEZIZ EDNTA—F—%ETLIDLENHY FETH?

A Azure Y—ERX T RLDISA4F7RIDE—D LY k

B.Azure A AL—Y 7HAD Y CDARIET VR F—

C. Azure SQL T—432 R—X DIE#HEX T

D. Azure Log Analytics 7—9 AR—ZX M ID & F—

Ffa:D (A FEEKRT D)

Reference:

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/configure-azure-monitor

B 12

Web H—/\— (IIS) H—/N—DEEINA VR F—ILENTULD VM1 EWLVS AFID Azure RET O UAHY £, VM1 [, EELEHEHK (LOB) 7 IV y—a v ERAMLET,
DX T4 F—LOBFLOWEXF2IU T4 R—XASA40FZ VM ICEBRALEZ, A—Y—EX7 TV 5r—2a 0hRELBEVWEVWSHEZRIBLET,
tXa) T4 R—XAFAUNRRATHRY FT—V OEEIFRELI-EBhbhET,

VM1 THRY FT—9 FL—REEFTTIBEIHYET,

DIE=IERZET o EH?

A.VM1 H 5 nescac #RITLET,

B.VM1 DI T+ —I 2R EZZ—MNH, T—2 ALV 8—ty FEERLET,

C. Azure portal i 5 VM1 QOEMEREEZHER L FET,

D. Azure portal ™5 VM1 DN T+ — VD RAZHBREZERLET,

IEfE: (EfEERTLET)

Reference:

https://docs.microsoft.com/en-us/troubleshoot/azure/virtual-machines/performance-diagnostics

BM: 13

v k7 —21Z1&, contoso.com & LY & RID Active Directory KA A > H—EX (ADDS) FA A UDNEFENTULET, FAA UIZIF0UT &S ARTOMEBES (OU) AEFENTULET, 0UT [CIEHEEDOFLNT—2
A— RFEETTHIH—N—DNEFThTLET,

ROBEHZEm-diEEtxa) T4 L—IILEEMTSFETY,

*OU1 DY —/IN—[E FAL UIZBMLTWB Y —N—DoDEHROHAEZITANZLELAHY FT

*OU1 DY —N—[F FALUIZEMLTWE Y —N—LDHBIETEIDLELNHYET, GPO1 LEWVWSEFIDTIL—T RYS—FTTxH bk (GPO) ##ER L GP0O1 % contoso.com [ZY) o LET,

¥ a1 T 4 H5EIE Sz Windows Defender 774 7o+ —ILEFER LT GPO1 TEHRtEXa1) T4 L—ILZEBRTI2LELAHY FT,

LW=ILIEEDESITEETNIXEIWVTL £ 5M? BETBHICIE BAEBEBETEY G T a VEBERLTESL,
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FELCERT SFE-UICT RS Y FOEELHY FT,

Rule Type:

Tunnel .
Authentication exemption

icfrequest authentication for outbound connections H

Rie TP 1 BB\ icroseft

Authentication exemplio
Isolation

L

Requirements: lB!:‘ﬂ*:‘!!?_*!!.l_hﬂr_i_t_is_ﬂl!?ﬂ_fﬁ.‘.'!b@!iF"FJ_EQ E 5 and request authentication for outbound connections %

| Request authentication for in tbound connections {

| Re nd outbound connections _ e
onnechions

connections and request authentnalon for outbound «

— e m— e g e OO O aREETTETE T

Authentication Method:
i
Empitcr
| Preshared Ke
Explanation:
Answer Area

=
V‘«}.

. M 1 t
RideTyoe | Tmne - .. Icrg)}%?{

¥
&Zéar;i request authentication for outbound connections s

Requirements: | Require authentication fo
o

X 1
\ - 1
- i

Authentication Method: {omputﬁ)%}ﬁ? 24

B 14

AUTUIR Ry FT—5I12(F Active Directory KA A > H—EX (ADDS) FA AL UNEFRTNET,

KA 4 »IZ(E, Windows Server #2473 % Server1_Server2_ Server3_Serverd £S5 4 EDH—N—REFIAhTVET,
RORICTRITEHREF 2T L—ILEZERLET,



Server ] hod

Request authentication for inbou ﬁ\.
i and outbound cu-nngr.tu m&} uht

Request authap E 'nt;ound
Sorver? mn require authentication | Default

rbd connectinns
P.Eq'l,ure authentication for inbound and
outhound connections

Serverd IZIFEHREXF ) T4 IL—ILITERINTULEEA,
BHEtX1U T4 L—ILEEARAL-% Serverl & Server2 [IEDY—/N\—LBEEZEILTETEITHIN? @AETHICIE AEEETENLGA T a oEEIRLTLESY,
FEELWLVBIRSCEICTIRA Y FAMEShET,

2 Mieroseft- =

Server2 only

comz and Server3 only

5&\1!2 Smri and Strv!rd

' nen mmunication can be established with: l_ = ____‘_'_]

| No other server
[Sewer3 only
| Sesver1 and Server3 only
| Server1, Server3, and Serverd

Serverd Default

.mrMnLGIS@ Q5w — — 53

| Server2 only |

 Server2, Server3, and Serverd

From Server2, communication can be established with: v |

Server1 and Server3 only
| Server1, Server3, and Serverd

Explanation:



"Vl T aTar =T & =

AT 1% 1 0
y | S bt Nt

From Serverl, commibmicabonoan Be BstabNshEd with

Ercifl e on mnuhication can be established wi

B 15

Windows Server 2022 #2179 5% Served EWSH—/N\—HAHY NIE3 /—FDTz—ILA—/N— IS5 XEZ—D—ER T, Server!t % Windows Server 2025 [T 7 v T L— KT H2EAHYFET, DY) a—
DAVTIRH ISRE—DEIEA LEZRZMRICIMNZAZBENHYET , FITMREIRETLLIMN?

A.Serverl #—FE1lEL T7—oBO—FZHHLET,

B. 7V SRAA—DHEELNILEBHLET,

C.USRA—%:ATSA4VICLET,

D. 7 S A& —H 5 Server! #HIBRLET,

IR (EfEZRELET)

BfE: 16

520M Azure RE<T S UNHY FT,

REISUNBINTH—I R T—2 L Windows 1 RV~ O ZIRETEINELAHYET WESNET—REX Azure A L= THD U MIREETHIRENHY FT,
REISUICAEA VR N—ILT ZBERHY FTH?

A. Azure Connected Machine T—_ = > k

B. Azure Monitor T—> x> k

C. kFHERI—>z Uk

D. Telegraf T—Y x> k

E. Azure Diagnostics #L5E #RE

IEf#: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/diagnostics-extension-overview

AR AZ-801JREIREE [XJPNTest.comizit S AZ-801JEHERIC BT H 2 LIZRIZII B FE T ! JPNTest.comlI S HmITAZ-801JA BRI REE 12 L £ 9, JPNTest.com AZ-801JEHEREIRESEITH S EFSNFEF L=,
CZTCAZBOIJEEEDND TR FI VD UEFICANT T, BHROD 7 Y £ X _ https://www.jpntest.com/shiken/AZ-801J-mondaishu 297f8. 3 0%r « A ho > + $514%E|I5|a— F: JPNshiken|

B 17

FUTULIRRY FT—4I(Z1E_ Active Directory KA A 3 —EX (ADDS) RAAS UNEFENTULET, 2D F A A 2IZ(F, Windows Server #E4TL OU1 & WS #AEGL (OU) IZET % Server! £ LVS3H—/N\—A
BEENTUVET,

OUT [ZY) > &h  ROFKIZRT Windows Defender SmartScreen FREFHDIIN—T RUL—F4T2 x4y + (GPO)AHY £,
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Setting Value
Configure Windows Defender SmartScreen Warn and prevent bypass
Configure App install Control Allow apps from Store only

RORIZRT T TIBRHYET,

Name Installation source
App1 | Microsoft store
App2 | Network share
App3 | USB key

Served [T VR b—)LTEZT7 T IFATTH?
A. App1 & App3 D #H

B. App1, App2, & & U'App3

C. App1 &App2®D &

D. App1D#

EfR: (EfERELET)

Eﬁ:ﬂ: 18

Azure Y TR9 ) T 3 0EBHELBTT,

VM1 E WS BRIDREY L U #KERED Azure ) —2 a7 704 L, aTAM Y — R T Azure Site Recovery 2R3 52 & #5EIL TLVET,
VM1 LEDT 4 RV ERBRY )=V ZBBETHIBENHYET V)2 —2aVEROBEHZH -ILENHY FT,

*VM1 Qe ERKIELET,

* D=V —NN—BLXV Tz —INYIEBERIZVMI DT SAR—KIP7RLRAZHEFELET,

AIZHEITNEEINTLELSN? EETBHICIE, AFEHETENLGEA T a3 vEERLTLLESVF ELGERT BEUITT RS Y FOMELHY 7,

Microsott _o

Disk configuration | Lone 'E‘IFLJIIH Storage [LRS) Premivim S50
g vihdant storage (LRS) Prembum S50
Lo redundant Storage (£HS) Premium 550
ol

+ z EJ sdundant Sworage (ZRS) 55D
Virtzal network I:.UH‘-:IQI“ Ome wirtual network and two subnets

One wvirtual network and one subnot

Qfﬂ Oné wirtual nestwrark and o subnets
e

Iwio virtual nerssorks and teo subnets
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Disk configuration: ] Zone redundant Storage (ZRS) Premium S50
| ocally-redundant storage (L RS) Premium SSD
' Zone redundant Storage (£RS) Premium SSD

Zonesredundant Storage (ZRS) SSD

Virtual network tﬂnfiguml!ﬂn ' One virtual network and two subners

One virtual network and one subnoet

M i C ro S Oft 1 One virtual network and two subnets

Explanation:

m Microseft

Disk configuration: = Zone mdundant Storage (ZRS) Premium S50

Virtual network configutation. * Cine virtual network and two subners

gﬁ:ﬁ: 19

3/ —FDI7z—NVA—N—IS5R3—DHYET,

95 R —HIEEH (CAU) DEFTEHIC, BRIRV Y T EBERR VY TR EETTIRENHYET, VU a—2avE EEEEZRNRICMAIDENHYFT,
fAIZESNETIMN?

A RTa—)LENF=2 XY

B. Azure BH%

C. Windows Server Update Serveries (WSUS)

D.ET7B 774l

IEfE: (EfEZRTLED)

B 20

2T L2 XADHyper-ViEX k Berver 1153&% Y £9 . Serverl [CIZRET Y VMIIDAEENTWET, KAA 125 L TLVE L\Hyper-VH—/\— Server2 (X)) E— A —2 3 VIZRR FENTWLET, Hyper-V0L
TY)AEFEALTYMIZ Berver2)ICL TS5 —2 303 BFETY, Berverl |TTLT S —2a VBRI ARERAHYET, EORMAEZFFRTESEIMN?

A 7)o X

B. EAIEWE

C.NTLM

D. fEERE

IEfR: (EffZzRTLET)

Eﬁ:ﬁ: 21
v b7 —2%Z(FActive Directory KA 4 4 —E X ADDS) KA UNREENTWNET, 2D KA A >IZIE, Windows ServerZ3E179 %Server!t &£Server2E W 328D Y —/IN—REFENTNVET,
Serverl T_Server2 his 4 N> F#H1§3 5 Subscription! E WS AR S TRV YT a3 oFERLET VT 7 4L —E&E Subscription!) £, RORIZRT &S ICERINTULET,
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Query Filter X

Filter 0L
L Any time
=€J:ﬂ-icrgmft. o A

[ Emer @ Information

© Bylog Eventlogt  [Agphcation Security, Setup -
() By source  Event sources [

Includes/Exciudes Event IDs: Enter ID numbers and/of ID ranges separated by commas. To
exclude critena, type a minus sign first. For eample 1,35-99,-76

‘Alhtftlm: B
Task category: | -
Keywords: |' v
S <Al Users>

Compaterisl AN Computers>

! ok ] Cancel

UTOEXIZDOWT, ELWMERIF R ZRBRLTLLEEVD, E53TRVESEF DA ZRRLTLEEY,
AR ELVWEBRIEICTRAV FAMESIET,

Answer Area 2
— icroseft
Critical events created in the System log on Sew“'e \G- lew, O
-
W&
Warning events created in th“‘ rver] are visible in View1. 0
Informatios & the Application log on Server2 are forwarded 1o Server1.
IEfZ:

&



Answer Area

Statements Yes No
: U~
rtical evants createc ine System 104 erver? are visgiBble in Viewl |
S
- -
,.‘.-.'| N e s reagtm N "'._\t|||_", M0 st Lt 1 A\F& Wi . -I-.|"'|'r. | _:
e aved it lee .'..i'l_' icanor 10N i & are forwarded to 54
Explanation:
Answer Area
Statements Yes No
rit events created in the System log ervardare isioie in View .
vl ] Vi .
| vk I £ lpt \ ) [ ]
Eﬁ:ﬁ: 22

Windows Server #E1T L Hyper-V H—/\—®DREINA VX b—JLEINTLVS Server! EWVWSZRIDHY—N—DHY ET,
Azure Migrate 7 754 7V A& VM1 &£ LTA VR— b LET,

VM1 % Azure Migrate [CZ$53 2LENHY ET,

Azure Migrate CTlRIZ 3 2ENHYEITHI? FEREF V) 21— 3 D—8ZERLTWET,
FENTROELLGERIEZ I RS > FOMELAHY F£9,

A Jo ) bEERLET,

B. {TY—ILZEEBMLET,

C.FHMiiYy—IILZEMLET,

D. 7Bz b F—F4AMKLFET,

E. Azure Migrate f YA b—5— XV YT LD ZIP 774 LEFHDoO0—RLET,

IEfR: (EffzRnLET)

Reference:

https://docs.microsoft.com/en-us/azure/migrate/how-to-set-up-appliance-hyper-v

ﬁifﬁ:ﬁ: 23

BEMFAzZUre Y TRV ) T3 vEBELTT , TOHTRHY ) T a3 w2l Windows ServerFE1T3 3VM1E WS ZHIDRET S UNEFENTULET,
VMID Y D=0 A4 23— 1 —RE ARL—TFT A VI RATLTERNZGEODTNET,

Azure 7NV —ILEFERLT Ry FI—V A3 =Tz ARZEANTEIRENHYFT,


https://www.jpnshiken.com/q/68795-6422337/

CRARVFZEDLSIITETINEIVWTI N ?EHET ST EAERMTEUGAH T a vEBRL TSN,
T EF LIRS Y B ShET,

Answer Area

| d ¥ set intepface name="Ethernet” admin=enabled
ipconfig.exe Add
netsh.exe bridge
WinMgmt.exe interface
wmic.exe lan
netio
IE fi:
Answer Area
| z) ¥ set @nteFface name="Ethernet” admin=enabled
ipconfig.exe Add
Fnatch o
Cnetsiere ey
i |
WinMgmt.exe | interface
wmic.exe lan
ﬁej'tlﬂ -
Explanation:
Answer Area
netsh.exe ¥ interface ¥ get interface name="Ethernet” admin=enabled

B 24

Windows Server #3173 5% Served E WS EZRIDA UV TLI R H—N—HLHYFET Azure 5 TR ) T arhdhply) £9,Azure Backup ZEHL T Serverl D7 7AILE T HILE—% Azure TNV O Ty T 5
FETT NV I TV IT2RETLIHEEEET ILELNHY FET RIEFEZERT DICIEMEZERTILENHY FTH?

A. Microsoft Azure Recovery Services (MARS) T—o T > +

B. Recovery Services V73—

C.N\yIT7vToa—

D. Windows Server /Xy 9 7 v 7

EfE:D (DA FEHREKT D)

B 25

3DM/—F%&DL Cluster! EWVWSRRID T T—ILA—N— ISR E3—10NHYFET,

File1 & File2 £V 2 DD I 7ML H—iN\— U S X2 —D%E|% Cluster! (BT BFETT, Filel (X AADRETI7Z7AIL H—N\—ZFRALFET File2 X . 7IUr—> 30 T—2DRENRT—ILT D+
T7ANY—NR—ZFALFET,

DS5AT Y MEGRZRIFICMIETES Filel £ File2 D/ —FOZRARBI? AETHICIE BED) 7TEUGA T avEERLET,

EENFADOELLERIZ I RS Y FOBEESHY 9,


https://www.jpnshiken.com/q/68795-6422339/

Explanation:



File1: 3
1
2 ‘ .'!_"J'i_‘llfl osoft
3%
File2:™ y
2
3

https://docs.microsoft.com/en-us/windows-server/failover-clustering/sofs-overview

Reference:

B 26

Azure Active Directory (Azure AD) T+ > b ERIEAT 54 > J L = XD Active Directory Domain Services (ADDS) FA A U HY ET,

ADDS FAA UIZIE DC1 EVWSABID RALY AV FA—F—HAEENTWVET DC1ICIEFA 2V E3—2y F TV EADHY FTHA,

AUTLERA—HF—DIRT—FK X2 ) T4 #BETIVENHYFET, V) a1—2aviE ROBEGHEEHLZITLENHBYET,

A—HY—hIBHDOMEEE/SRT— REFRATELZWLWELSICLET,

A—HF—NNRT—RIZEHEBZFEATELGVELIITLET,

HEIEAE T EREN?BEZRDICIE BULGEBREELVWEI—7 Y MIRSy I LET, RBRIE 1 BFELFEBEFERATLILE FoKFERALAVWI LI TEFT RAVEDREN—ZFZ Ky I 50, 0
TUOVERTTDHEHITAIO—ILT E2BENHIBEENHY EFT,

L ENTROELLGERIEZ 1 RS > FOELAHY F£9,

Configurations Answer Area
'Configure Azure AD Identity Protection.

. - OnDC1:
Configure Azure AD Password Protection.

g - : — n'amember server:
Install the Azure AD Pass-through Authentication Agent. oo sernve

Install the Azure AD Password Protection DC agent. ' In Azure:

=

Install the Azure AD Password Plﬁtﬂﬂlﬂn pr iGe, .
TAtcrésoft

‘?_’t—'q-‘-'lL"'"l:




Configurations Answer Area

' Cnnflgure Azure AD Identtty Protection. !
I . .
————————————————— ——— _--I On DC1: Install the Azure AD Password Protection DC agent.

e S e e e e T e N e e e e S e S e O S e B,

e v e wm | mmwme mmmmew w— www vmwn e wwem e e wmm e

Explanation:

onDcy: Install the Azure AD F_Eaj_ﬁ}iord Protection DC agent.

e —l

Install the Azum AD Passwurd Protection proxy service.

On a member server:

(TR _ﬁ
in Azure: Cf’nf'ﬂwe “Azure AD Password Protection.
Mic rasof't

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto -password-ban-bad-on-premises-deploy

EFDT 27
F v k7 —%IZ[FActive Directory F A 4 3 —EX ADDS) FAAS UDBEENTVET, ZD RAAS VIZIE RORIZERTH—N—DBEENTLET,

1y

MNoade in a faillovér cluster named Cluster

MNode in a. f&ilover cluster named Cluster
Membeér server

TJ1—ILA—NN— SR Y= )LIEFH—NR—IZA VR F—LENRhTWEEA,

95 R —xEH (CAU) ZERIZTHFETT,

HEEHE—FTCAU ZEETHICIE EDH—N—2T =A==V FRB) T IY—)LEA VR —=ILTERELRHBYETH, Fh VE—FEFE—FERETZICIE, EDY—IN—I2T 2 —ILA—/\—
DIRAN) G I—IEA VA M—=ILTE2RENHY FIH, BETDHICIE, AEFEHETENLGA T 3 oEERLTLEZEL,

FE ELWLBIRSEICTI RSV FOAMEShET,



Explanation:

Answer Area

EFnﬁ: 28

Self-updating mode:

only
1 onlv
G ode1 and Node2 only

(\ . Node1 and Server1 only
Node1, Node2, and Server1

Wrcte-updatmg mode: *
6 Node1 only l

Serveri only

\Q“ Node1 and Node2 only
BB\ CELEART., |

s Micresaft.

0 @ Node1 and Server1 only
Node1, Node2, and Serveri

@nate—updatmg mode:
6 Node1 only

Q : Node1 and Node2 only
\ Node1 and Server1 only
Node1, Node2, and Serverl

=™ Microsoft O~

Setf-upaar@&ie Node1 and Node2 only

wanng mode:  Server1 only



ZRET7IVr—230FHRAMTBEVMI VM2, ELUV VM3 EWVSEZRID 3 DD Azure [RET S UhHY £9,
Azure Site Recovery DEEZFHEIL TLVET,

VM1 VM2 BEUP VM3 BN IL—TELTI = F—NR—F 25 L 2HRETIDENHYET,

fAIZEBET H2LENHY FITH?

ATRAZE)Ta4—T—>

B. {EIBETE

C.AlAMtY b+

EfR: (EfZzRTLET)

Reference:

https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-overview

Eﬁ:ﬁ: 29

Windows Server #3179 % Served & Server2 £ V3 2 DDAV TL IR H—nN—hHY FF, Servert [EVM1 EWSREITSVERRAMLTWET,

Azure Y TRH YT a3 0&EHEBTT,

Microsoft Azure Backup Server (MABS) ZER LT VM1 1y I 7 v T$TBH5FETT,

AT RAOMABSH—N—%2EBHRTI2VELAHYET V) a—L a3 VTR VMIEZTDOBE T —F EHEICEXTTELIVNELAHY ET,
EDADDTIavxBHBIZETTIRELAHYFIN BZTDICIE BULETIIavEzTroary YR MhoEZEEBICEHL ELWVEFICIHERET,

ACTIONS ANSWer Area
: From the Azure portal, create a Backup vauit (
nstall the Microsoft System Center Data Protectiofr™anager (DPM
protection agent on Serverl.

From the Azure portal, create a Recovery Services vault
From the Azure portal download the vault credentials file to
Server?.

Install the software package on ServerZ,

Install the Microsoft System Center Data Protection Mangger
(DPM) protection agent on VM1

1Efig:


https://www.jpnshiken.com/q/68795-6422343/

it From the Azure portal, create a Backup vault.

= Install the Microsoft System Center Data Protection Manager (DPM)
" protection agent on Serverl.

: From the Azure portal, create a Recovery Services vault.

. From the Azure portal, download the vault credentials file tc g

ii Install the software package on Server2.

.. Install the Microsoft System Center Data ot
** (DPM) protection agent on VM.

Explanation:
Actions

it From the Azure portal, create a Backup vault.

. Install the Microsoft System Center Data Protection Manager (DPM)

the software package on Server2,

.; Install the Microsoft System Center Data Protection Manager
" (DPM) protection agent on VM1.

* protection agent on Serverl. |

1 |&
%\ . %rom the Azure portal, download the vault credentials file to
"')?:; ®(™ Server2.

i Install the software package on Server2.

.. Install the Microsoft System Center Data Protection Manager
* (DPM) protection agent on VM1,

Eﬁ:ﬁ: 30

Windows Server #3179 % Server 1_Server2_Server 3 &£1V5 3 DD Hyper-V /k X F2H Y  Server! [ VM1 EWSRET S VU ERRA FLTWVET,

Hyper-V L7 h&#B#MIZLTVMT Z Server2 [CL T r— L LTV —2 3 VEEFE 30 MICEELET,
LIV r—2 3 %R L VM1 D2 BFBDL T hEERT HRELRHY FT,

ED Hyper-VRR FTLITYy—2a Vv EBRTEEIN, F FRATEIRNLIV =2 a VvEERENSSVWTYEA, BET SHICE, BEEETEYGA T a vEBRL TS,

AR ELWERIEICTI ARSIV FOMESIET,



m- Micrasoft,

|Server1 only AL\
Server2only 7 L ¢

servers only_y

S l.of Server2 only
"3'5{3l"w*ér1. Server2, or Server3

130 seconds
|5 minutes
|15 minutes

Repjicatep atency

‘Server3 only
|Seryerfior Sefves2 only
'Server1, Server2, or Server3

R&Blkfﬂtiﬁn ﬁ‘equenq: !
130 seconds
-

5 minutes

15 minutes

Explanation:
Answer Area

Hype; -V h?sts' ve;GQm 1 -
@“‘%? 2inut&s -
WI’OS O




B 31
Windows Server #£179 % VM1 £0V5 Azure [REI L UNRHBY ET VM1 TUTDRRY EZETTHILENHYET,

*YE—F TR by THEGEZHRIT S & S(Z Windows Defender 7 7 A4 7o+ —ILEEBRLET,

RETLY aAVY—ILDOOTERET HIGFEERLET,
ED2ONHREFFRAIRETLLOIMN?EAETHICIE BB FTHEFERLTCESWV, F I WMBEBIRIEICTIRAS U VEBTEET,



mn Migrozeft , .

Virtual machine

| £ search (Ctrl+))

i Metrics

® Diagnostic settings q

® Logs

E& Connection menitor (classic)

a Workbooks

Automation

o g Q‘
i.e Tasks (previe
2

roubleshooting

esource health

Boot diagnostics

Performance diagnostics

VM Inspector (Preview)

Reset password

Redeploy + reapply

Serial console q

Connection troubleshoot

New Support Request




1Efig:

T ISTETT ST

VM1 2 =

Virtual machine

| P Search (Ctrl+/)

fil Metrics
[ﬂ Diagnostic settings ‘
@ Logs

E& Connection monitor (classic)

& Workbooks

Automation o
is Tasks {pr%’
. Expo@

& oubleshooting

ource health

a‘ Boot diagnostics
% Performance diagnostics

c K2 VM Inspector (Preview)

¥ Reset password

¢

2 Redeploy + reapply

| TVF
.. M I C rOSOft I F Serial console q

BB Connection troubleshoot

—ﬁ New Support Request

Explanation:



mn Migrozeft , .

Virtual machine

| £ search (Ctrl+))

i Metrics

® Diagnostic settings q

® Logs

E& Connection menitor (classic)

a Workbooks

Automation

o g Q‘
i.e Tasks (previe
2

roubleshooting

esource health

Boot diagnostics

Performance diagnostics

VM Inspector (Preview)

Reset password

Redeploy + reapply

Serial console q

Connection troubleshoot

New Support Request




57 AZ-801JFIEELE (L UPNTest.comiZlt & h _ AZ-801JHERIC #8595 = £ I2BI=L B E T | JPNTest.comlZs BITAZ-801JAERMIEE #1244t L =9, JPNTest.com AZ-801JRERFIEEE S SEH S hE LT,
CZCAZB0NJEEEDND TR FIT VD UEFICANE T, RO 7 Y £ X _ https://www.jpntest.com/shiken/AZ-801J-mondaishu R97f5. 3 0% « A Ao > + #5314 %E|I5|2— F: JPNshiken|

B 32

v k7 —2%Z(XActive Directory KA 4 4 —E X ADDS) RAAL UNREENTWVWET , SO R AL UIZIE Group1EWVWSI T IL—T & RORIZERT A VN—H—N—BNEFNLTWVET,
Name Operating system Printer Port (LPT1)

Serverl | Windows Server 2019 | Enabled

Server2 | Windows Server 2025 | Enabled

Server! IZIF, RORITRT T U2 —NEFNTUVET,

Name Connected to _I_ PeTmIsSiOA S pAhT
Printer1 | LPT1: Printer Port ~ O} Eloupt
Printer2 | Local Port: Portl. \l A\ A&’ Group
Printer3 | 192.15890X%*Standard TCP/IP Port | Group!
Printerd | File: Print to File Group

FRIEEZFEARAL T, F 42 —% Server! i > Server2 IZFITLET,
BITENE=EDT)UEADRNT7AIVICHIRITE JIL—T 1 DA VN—[FEDBITEINETY VRICHRBITEEZTA,, BETBHICIE BEEEHETEYGA T avEEIRLTLES Y,

JUISWET Ared

Print to file: y -
Printer1 only

Printer4 anly

Printerg and Printer3 only

Printer1, Printer2, and Printerd only

Printer1, Printer2, Printer3, and Printerd

Grouptmembers an print to v
‘No printers
Printer! only
p Printerd only
1 Printer2 and Printer3 only

Printer1, Printer2, and Printerd only
|Printer1, Printer2 Printer3, Printerd

1E fiz:


https://www.jpntest.com/shiken/AZ-801J-mondaishu

Print to file:

I Printert only _

Printer2 and Printer3 only
Printer1, Printer2, and Printerd only
Printer1, Printer2, Printer3, and Printerd

Groupifhembers¢an print to
.Nu printers
Printer1 only
Printerd only
Printer2 and Printer3 only

= Printert, Printer2 and-Printerd-ondy 1
Printer1, Printer2 Printer3, Printerd

I
1

Explanation:
N Microsoft
Printyoile: | Printerd only {b v ]
Group! paemibers can print to:  Printer1, Printer2, Printer3, and Printerd v
Eﬁ:ﬁ: 33
F COBMEI AL FIAZRTTH5—EDERO—TY, V) —XOEERBICIE FEESN-BEEZERLTETIRBEOV )2 —2avhEFEATOET  BELY FMIE EROEBLHLELEDL HNIE, EFEH
BLELDLHYFET,

CDEILaVOEMICEZET L TOERICRSCLIETELGLKBYET , 20O CNoDERIILEa—BEREIZKRTEINELA,
Windows Server #2179 % Server! £ WS AR —/I\—DNHY FT,

BEDT T Ir— 3 DHM Serverl DIRETAHILAE—HNDT—REEBTEDESICTEI2RELAHYET,

BRE: F7T)ETSOF—arbO—iLhn ITHVRTOA MREZREZHERLET,

CHNIFEEZEFH-LTLETHN?

A. [FLy

B. L VR

IEfE: (EffZzRLET)
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-controlled-folders?
view=0365-worldwide

B 34

Windows Server #ZE179 5 VM1 L VNS &AFID Azure RE<T S U HY £,
2 L OVEBER (LOB) 7 FUr—LavE VM IZF704F3FETT,
FIVr—23 0 F O REEBTESLEZHRBTILELAHYET,
VM1 TRIZEBRT H2ENHY FIH?


https://www.jpnshiken.com/q/68795-6422348/

A. Microsoft Defender Credential Guard

B. Microsoft Defender 7 71— 3> a>r ta—)

C. Microsoft Defender SmartScreen

D. T/ X704 MMRE

IEf#: (EffZzRLET)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-exploit-protection?
view=0365-worldwide

BfE: 35

Microsoft Sentinel D EEAZFTEI L TLVE T,

LX) TFABEHREFH=TICIE, EDR A TD Microsoft Sentinel T—4 ARV 2 EFRITILENHY FTH?
ABBAVT) O VR -TAXI

B. Azure Active Directory

C. Microsoft Defender for Cloud

D. Microsoft Defender for |dentity

IEfE: (EfEZRRLET)

Reference:

https://docs.microsoft.com/en-us/defender-for-identity/cas-isp-legacy-protocols

B: 36

Windows Server 2022 #3%E1TL Contoso E WS T—9 FIL—T DA U /IN\—T#H5 Host1 & Host2 £LNS 2 BEDH—/N—DHY £F, mADY—/N—I[Z Hyper-V H—/N\— O—JLHA VA b—)LENTHY /N—F
D7 ERERIER—TY,

Host1 [CIZ 3 BDRET L UNAEENTVET B —/N\—X BEWAN ) U #FHALTEKRINSBERNOY A MIEESNTWET,
KEFEBY)2—2300EHIC REYVUVERA M DMORA M2 ICERT IBENHYFET,
ETITAREIDDT7I72aVEENTIN? TAENDERIIERED—HERLTVET,

EEELWLMEBIRSCEICTIRA Y A EShET,

A GERAER—X DR EFEAL TCP HISAZEFMICLET,

. Kerberos SBiI 4R L TCP HlstZHEMIZLET,

BB D Hyper-V LY S—2a v #FHIZLET,

.Host1 & Host2 DS54 7 R4 L—>ava EEMILET,

.Host1 #L U Hh H—N—¢,LTHTIZLET,

Host2 #L 7 h H—N\—&LTEBIZLET,

IEf#: (EfEZRTLET)

mmoOO W

BHi: 37

BERIFAzZUre TRV ) T a v THARTYT, COY TR Y T 3 vIZE, Windows Server£E{TT HVMIE WS ZRTDRBI L UAEFENTOET  VMIUZIE NIE WS RFIDORY FT—V 4208 —T 14
ARENYHTONATWET,

VMIED A —H %y b7 H TR IEEHICHE>TOET,

TETR—AMT BITIE Azure R— 2 L EZERTILELHYFET,


https://www.jpnshiken.com/q/68795-6422349/
https://www.jpnshiken.com/q/68795-6422350/
https://www.jpnshiken.com/q/68795-6422351/

R—F LA ZFIRATRETTMN?

A. VM1DZERERE

B. NI1DIPH#ERERE
C.VM1D/IXRJ—REZREF )Y FLET
D. NILD 2 E% TE

E. VM1 DR ERE

IEfE: (EfExRTLET)

B 38

BEHRDFRY bT—2I1Z1% Active Directory KA 4 U H—EX(ADDS) R A A/ UMEFENTWNVET, 2D KA A 22X, Windows Server 2025% X179 %5Serverl E WS BRIDY—/N—NEFNTVET , T RXRTDO R A A
>y kAO—5—[EWindows Server 20192 T L TWWET D KA A VIZIEX UserlE WS ZRIDI—H—HEFEELET,

User1MServerlz RAA QY FA—S—[CHEBTELH I L ZHRIT OVENHY T, BRRIF/NMEBEDORAIZH S WBENHY FT,

UserlEEDTIL—TICHBITRETL &L HIHM?

AT I—TS54AXEEBEDH

B. FAA VEBELRAXT—IEEEDH

C. KA UEBE I U3—T54 XEBE RAX—VEEE

D. FAA VEBEDH

IFfR: (EMZRTLETD)

EFI:IE]: 39

7y R 7—%I21F Active Directory K44 & #—E R (ADDS) K 1 UHEEFATNET, K41 VISlE, 0UT &0\ 5 ARIDMAEES (OU) & User! &L\ 3 BRIDI—F—HEFATLET,

Clustert &UL\5 &HID HyperV 7 1 —)LA—n~— 4 SR8 —%2BHT5FETY,

Clusterl 7 h9 > FEERIFEL User! M Cluster! 57 7O TERELSICTARENHYET, OV a—2avid RIMEEDOEAIZHES REAHY FT,

Cluster! IR LT, EDTHY L aVERTL Userl ICEDE S GHEREMN ST ILEAHYFIMN? METHICE MEFEHETHEYNGA T a vEERLTKESV R ELWEBRIEICT RS 2 bAMESIAET,

Answer Area

I

AFHBA" |r 4 .
Create a new user account named Cluster1, amd then difable the account

Create a new computer account.named Cluster?, and then disable the account
Create a new computerac court named Clustert

w |
|

:.ﬁlic:-wed 1o authenticate

Create all child objects
Full control



https://www.jpnshiken.com/q/68795-6422352/
https://www.jpnshiken.com/q/68795-6422353/

B i . .
B

':i.\'l.' _.l.lllr::l -_! - ‘i}. f-:- r '?:_ .-[i.- :ﬂ.a
iviy L ! bt ? S’ 0 B

Create a new user account named Cluster], and then disable the account.

Permissions
Allowed 1o authenticate

Create all child objects

Explanation:

Action: Create a new computer account namegiGlustesl

Permissions: Full control

g
n

. ] {?.
% '\. ._"'H l:_.'l F'- ::!. _c_:'" I{f‘n‘]'t
f | |. II"'I-_,. | I:I!.._,J.l‘r -\..:-" "I..._,.uy

Eﬁ:ﬂ: 40

FCOBRMIE . RALCYFT A ZRTRTH2—EDEBERO—BTYT, V) —XOEZEBEMICIE BBESN-BEEZERTETIHEDOY )2 —2arvREFEFATOET BEEY X BHROEENH DI LD HNIE, EFEH
BTWHEDEHY FET,

CDEILaVOEBEMICEZET 5L TOERICRDZEIETELGLKBYET , 20O CNoDERIILEa—BREIZKRTINELA,

Windows Server #3%£179 % Serverl E WS ARIDH—/I\—DHY FT,

BEDT7 TV —3 > DA Server!l DIRET A+ VI —HNADT—FEERTEDLIICTIRLELAHYET,

BRE [VAINREBBOL] T, 74— 7O ADFIEEERLET,

CHIFBEEEFH:-LTHWETN?

A. [T

B. L VR

EfR: (EffZzRTLET)
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-controlled-folders?
view=0365-worldwide

Eﬁ:ﬁ: 41

BHORETLVERA T SH4F 2 TL I RO Hyper-V BEEAH Y £F, Azure Y TR Y1) T 3 IZIE Project! &UV5 Azure Migrate 7R =9 FAEFENTULVET , Project! ZFEA L TIRE< > > % Azure (258
T95FETY,

REATEB LTS TXTOHyper-VIRR FERET L U EZRET IDELAHYET , V) a—L a VIEEBEEZR/NRICHAZBENHY ET , FTMEIARETLLIMN?

A Azure 2y hJD—9 7FETE—%T70/4LFET,


https://www.jpnshiken.com/q/68795-6422355/

B. 77547 R%%85%9 5%
C.TSAR—FrIURRA U EERLET,
D. 7O z) bX—%4ERKT S

EfR:D (A FERET D)

gﬁ:ﬁ: 42

Windows ServerZE1T L TWAH—N\—H2E#HY F3,

System Insights#{FAL T BEOCV AT LAIZEAT 21EHREZINETHFETT,
B=TFAIFERATE S System InsightsD T 7+ JL MEEEIZWLNC DHY FEFFT M2
A.5

B.6

C.3

D.4

Ef#:D (242 hEHKT D)

Eﬁ:ﬁ: 43

Cluster2 QT EHZ5FM L TLVET,

4R M=ILT BRHELSH S Azure Site Recovery TA/NA F—DE/PMEULN L DTIM?
A. 12

B.1

C.4

D. 16

EfE:C(aAAU FEHKT D)

ﬁifﬁ:ﬁ: 44
MG1 EWSEBSIL—THHY  COFIL—TIZIESubl ELVS Azure YT RS Y T3 UREENRTLET, Subl [ZIF RDORIZFET U Y —ANREENTONET,

Nemne | Description

s ¢ } vmvac s

tual netw

Microsoft Defender for Servers # BT H2LENH Y FI,

Azure R—A )L ED 2 DD ') Y —RIZxt LT Defender for Servers B TEEITH, TNEFNDOERIEIELHEY ) a—LavERLET,
FE ELOLBIRSEICIRA Y RAMEShET,

A. Sub1

B. Workspace1

C. MG1

D. RG1

E. VM1

F. VNet1
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Ef:AB(QAY FERKT D)

HfE: 45

RORIZRT IV ZRAZ—HFARY) 12— L (CSV) &Y Cluster! &LV BRID Windows Server 2022 7 = —)LA—1N— U S X2 —mHY FT,
Mame Owner

____ ‘:IZ:JI:-“_E

Cluster1 @3 X T®/ — FIZ BitLocker K354 JH&ES 1t (BitLocker) B’ X b—J)LENTUWVET,

Volume1 T BitLocker ZE%11Z3 %I1Z(%_ PowerShell Z{#HAJ 2ENHY T3,

AV REEDIEFETEITTIVLENHY FITI?ZZSICE BUHIATUREZELWVWBEFICRS Y I LET AVTUVERTTBICIE, RAVEIDOREN—2 RS9 TTE3N RIVA—ILTEILELRHIEELD
YET,

FEELWLBIRSEICTI RS Y M EShET,
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Commands

Enable-BitLocker -MountPolnt “"C:\\ClusterStorage\\Volumel" -
RecoveryPasswordProtector

Get-Clustersharadvolume -Neme "Volumel™ | Resume-ClusterResource

ew
Ll

Get-ClusterSharedvVolume -Name “Volumel” | Suspend-ClusterResource

Ew
EEE

Get-ClusterSharedVolume "Volumel™ | Set-ClusterPasrameter -Mame

.. BitLockerProtectorlnfo -Value

" "SKeyProtectorlD.keyprotectorid:SKeyProtectorlD.RecoveryPassword"” -
Create

Get-ClustersharedvVolume -Name “Volumel® | Suspnnﬁ-ﬂui_‘*‘-ruﬁrm.. ree
P 1

1l
B .
[ ek

.1_-. |

rStorage\ \Volumel” -

nable-BitLocker -MountPoint 'cfﬁ.&:ﬁg
ecoveryPasswordProtector L

SkeyProtectorID = (Get-BitlockerVolume -MountPoint
"€:\\LlusterStorsge\\Volunel").KeyProtector

t-ClusterSharedvolume “volumel™ | Set-ClusterParameter -lisme
itLockerProtectorInfo -Value
$KeyProtectorID. keyprotectorid: $KeyProtectorlD.RecoveryPassword”™ -

Microsoft

Ereate
Get-ClusterSharedVolume -Name "Volumel™ | Resume-ClusterResource ..
I

1E fiz:



Commands

e p—— W--.--.'.--._-.-.--_-_——__-_—_—_—_-—_—-|

-Clustershar -hame “Volumel™ | Suspend-ClusterResource |

Enable-BitLocker -MountPolint “C:\\ClusterStorage\\voll =
AecoveryPasswordProtectar . EH 1
: |

P o o S e S S s

-
I nable-Bltlocker -MountPodnt “C:\\ClusterStorage\\Wolumel™ - I
1
|

ecaveryPasswordProtector

-—— - — _-_— e e = = = =
Get-ClusterSha 1 * | Set-ClusterParamester -Hame |
Get-ClusterSharedVolume "Volumel® | Set-ClusterParameter -Name :: BitlockerProtg€torl ue
.. BitLockerProvectorinfe -Value rotectorid: fkeyProtectorID.RecoveryPastmord” - 1
o “SKeyFrotectorlD. Keyprotectorid: feyProtectorID.RecoveryPassword” - |
_— - - S E— S - - S S . e e
__________________ — — —— — — — — — — — — — — — — I

nable-Bitlocker -MountPolnt “C:\\ClusterStor
RecoveryPasswordProtector
)

fKeyProtectorlD = (Get-Bitlockervol . tPoint
i \ClusterStorage’ \Volumel™ ) .KeyP ctor

Cet-ClusterSharedvolume “Volueel” | Set-ClusterParameter -lame
BitLockerProtectorInfo -Value

|
$KeyProtectorID. keyprotectorid: $eyProtectorID. RecoveryPassword™ - I
reate

Jeet-Clustersharedvolumz -Name “Volumel™ | Resume-ClusterResource

Explanation:



Commands Answer Area

Enable-BitLotker -MountPolnt "C:\\ClusterStorage\'\Volumel™ Step 1 pet-ClusterSharedVolume -Name “Volumel™ | Suspend-ClusterResource
«s RecoveryPasswordProtector

Step 2: Enable-BirlBcksp -MBuntPoint “C:\\ClusterStorage\\Volumel® -
rc:a'.-er-,'!’usshc!'-:I:P-'n'..t:mr

Ger-Clustersharaedvolume -Name "volumel®™ | Resume-ClusterResource

SieyProtectorlD = (Get-SitlockervVolume -MountPoint
v \llusterStorage\\Volumel™ ) .KeyProtector

Get-ClusterSharedVolume -Name “Volumel™ | Suspend-ClusterRessurcd

:Eq.-t-cluueﬁhar:dvnlum: "Volumel®™ | Set-ClusterParameter -liame
BltLsckerProtectorInfe -Value

SKeyProtectorID. keyprotectorid: SKkeyProtectorID. RecoveryPassward™ -
Kreate

Get-ClusterSharedVolume “Volumel” Set-ClusterParametocrgsiNome

«+ BitLockerProtectorinfo -Waluse

" "SKeyProtectoriD.keyprotectorid: $kéyPgatéctorlD. RetoveryPassword” I
Craghs Step 5 ret-ilu;tersharedvuh.se Name “Volumel™ | Resume-Clusterflesource

Micr

B 46
v T —%51Z1F, Windows Server 2012 R2 7+ LR FH I U F A A U#EEL N )L EFFD Active Directory KA A > H—EX (ADDS) KAA UAEENTWVET SO RAA VIZIE RORIZRT KA av bk
A—S—MNEFENTLET,

Operating systerr
Witllows Sebvaern 2072 R2
Windows Server 2016
Windows Senver 2016

Windows Server 2025 T 5LV ALY OV FA—F5—ZFBHATED L ZHBIHILENHYET V) a—2 a3 T EBEDFNER/NMRICIMZA Z2BELAHYET,
RITIRE2DDTI2aVFENRTIN, ENENDEREIHREDO—BERLTLET,

FE FELOLVBIRSEICTI ARSIV FAMEShET,

A. T+ LR MERAASL DDREEL AN JLE Windows Server 2025 IZEIFET,

B.DC2 & DC3 #HIkLET,

C.DC1 #HIBRLET,

D. 7+ LA REFAAL VDHEEL N L% Windows Server 2016 [CEITET,

E.DC1_DC2_ 8 & U CO % Windows Server 2025 27 v 79 L— KL%,

IFfE: (EfgE R LET)

AME7AZ-801JR B (FJPNTest.comiZ2it &  AZ-801JRERICAH T 5 2 LIZRIZIIBET ! JPNTest.com(d S HEFTAZ-801JKERFIEE #1214t L £ J, JPNTest.com AZ-801JRERRIREE XL SEHSnFE LT,
CZTCAZSOJEREEDNTA CI VS VEFICANET , BFRD T 2 £ X _https://www.jpntest.com/shiken/AZ-801J-mondaishu 297f5. 3 0%7r « AA > + #5814 EI5Ia— F: JPNshiken
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B 47

RO ERED Cluster! EWNVSBRIDT T—ILA—"— IS5RA—RHYET,

J/—F#:6

DA—F L BNV A—F L

BEfR 774 ILEH BNER

DA —FLEHFLEAORIKICEENRET LAEENH S/ — FORKEIT?

A.1

B. 2

C.3

D.4

E.5

IEf#: (EfEZRTmLET)

Note this question is asking about nodes failing 'simultaneously’, not nodes failing one after the other.

With six nodes and one witness, there are seven votes. To maintain quorum there needs to be four votes available (four votes is the majority of seven). This means that a minimum of three nodes plus the witness need
to remain online for the cluster to function. Therefore, the maximum number of simultaneous failures is three.
Reference:

https://docs.microsoft.com/en-us/windows-server/storage/storage-spaces/understand-quorum

B 48

Windows Server #XE{79 5 —/N\—0HY FT,

ROEXF21)TAHRETEANTLILELHY ET,

*aAT Bk

*EBOT U LMEEEST S (WIASLR)

EREEZAMICT BICIE, EDO Windows EFx ) T4 A IILEZFERTILELAHY FTITH? BFTHICIE BAEEETEDGA TS a vEBRLTILEZS,
FEEELWLEIRSCEICTI ARSIV FAMEShET,

Answer Area E%Q

k
€ 1501 AT 1.4
':I.

App & browser control

| Device security

Firewall & network protection
Virus & threat protection

orce randomization forfimages (Mandatory ASLR): I |
| App and browser control [
Device security
Firewall & network protection

Virus & threat protection
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Core isolation;

all’ & network protection
| Virus & threat protection

Force randamizatibnforimages (Mandatory ASLR):

Device security
Firewall & network protection
| Virus & threat protection

Explanation:
Answer Area 0 -
= Microsoft
Corgisalation: = Device security g
Force randomization for images, (Mandatory ASLR):  App & browser control b
B fE: 49
RDRIZTT Azure F— AV TFH—%EL Azure Y TRV )T a3 vhhbyUFET,

Name
Vaultl | East US|
| Central /b

Vault3
Vaultd Central US

UTOEBRORETL VEERLET,

* ZRVM1

*1)Yy—X 45 )L—T: RG1

*Azure ') — 3 v KEEER

*FRU—TF 4 U5 RF L Windows Server
VM1 T Azure Disk Encryption ZE%ZF 2HEARHY EFI VM1 OESIEF—2RETEEXF—a0TFH—EENTIH?
A. Vault1 F£ = [EVault3D #

B. Vault1 Vault2_ Vault3_ F =& Vault4

C. Vault1 &

D. Vault1 E£7=1& Vault2 ®#

Efg: (EREETLET)

B E: 50
v k7 —%1Z[FActive Directory F A 4 B —EX ADDS) FAAS UDREFENTUVET, ZD RAAS VIZIE RORITRTH—N—DBEENTLET,
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Name  Operating system Installed

Serverl  Windows Server 15 web app named App1

Server2  Windows Server Docker Enterprise Edition
Serverd  Windows Server Windows Admin Center

App1 % Server2 £® Docker £ A —TIZBITTH2HENHY FT,
EDIONTY IV EIREBICERTTILENHYFIAN?BET SIS, 7I/LIVDUR D LBENGET I3 VEREBRRICEHY L, IEEICHEET,

Explanation:

Eﬁ:ﬁ: 51

F v kT7—7%IZActive Directory FA 4 > —EX ADDS) FAAS UHNEENTVET , R A FSNBENEZH OREBHEAR—IFAAN LY VISR I—RHEATIVLENHYET , VSRI—ICBRATES/ —FDOR
KEIIWNLDODTTM?

A. 16

B. 32



C.12
D.2
E.4

R (ERERTLET)

B 52
v kD —2IZIXActive Directory KA A4 o H—EX ADDS) 74 LA MMREENTWVWET, 74 LA MIE RORIZSTKT RAAS UDBNEFENTULET,

Name Domain controller ﬁnﬁgumtiun
fabrikam.com DC1 PDC emuiator|\ /]

DC2 Infrastructure master
DC3 Read-only domain controller

(RODCQ)

eu.fabrikam.com | DC4 PDC emulator

DCS Infrastructure master

DCB Read-only domain controller
RODC

Microsoft Defender for Identity 5 —&RELTWVET,
RIROBD A b O—F—ICE oY —FA VX LT EIREAHYET, V) a— 3 > TIE, Defender for Identity NlAD KA L UIZHFETRTDEF1) T4 YRIEBRHETEDESICT HLEN
HYFET,
MERETILENHYFTIA? BAET ST BAZED Y 7TEULGA T a vEERLTES Y,
FEELWVERIEICTRI Y MAMEShET,
Jomain controllers that require the sepsers: ) . v
| £Y
= Mierasofi
_ DC2 and DC5 only
DC1, DC2, DC4, and'DC5 only
All the domaim controllers in the forest

Authentication information that must be B 5

provided during the sensor installation: Af AD DS group managed service account (gMSA)
A-loud-only user from Azure Active Directory (Azure AD)
The access key generated by the Microsoft Defender for Identity portal
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Domain controllers that require the sensors: v
DC1 and DC4 only 3

~ : DC2 and DC5 onl A
M I C iﬂ@ S Ofi DC1, DC2, DC4, arl:if[}'fii L 1 R

IL“J’ih.ll the domain_cnntralers_in the forest

s ™ g Y N R s — — — — T — — — - M |

Authentication information that must be
provided during the sensor installation: /An.AD DS group managed service account (QMSA)

Explanation:

Domain controllers that require the sensors:

DC1 and DC4 only

DC2 and DCS5 only

DC1, DC2, DC4, and DCS5 only

All the domain controllers in the forest

Authentication information that must be
provided during the sensor installation:

An AD DS group managed service account (gMSA)
I M Ag --‘, & 1 Azure Active Directory (Azure AD) _
Ac ey-gene by the Microsoft Defender for Identity portal

Reference:
https://docs.microsoft.co m/en-us/defender-for-identity/technical-fag#deployment
https://docs.microsoft.com/en-u s/defender-for-identity/install-step4

gﬁ:ﬁ: 53

XAV TABREB IO T7AT704—IDEF2) T4 VAV ZBELTLET,
VRV ZERBT H-OICMZBHT 2RENHY FIH?

ATL—TR)—#4T>xH k (GPO)

B. Microsoft Defender for Cloud TO@EILE R v b7 —5 D@1k

C.Sub1 DFRy kT7—% X2 T4 JI)L—T (NSG)

D. Azure Firewall 781) & —

IEfE: (EfEZRRLET)

Firewall rules configured in a Group Policy Object cannot be modified by local server administrators.
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-inbound-port-rule

Eﬁ:ﬁ: 54
Windows Server #3E1T79 5 VM1 & VS AHID Azure [RET L URHY FT,
VM1 EDARL—TFT 42T DRTLERY FT—9 Ry ZZLICHEETEST Ry NIV BREEITEEEA,


https://www.jpnshiken.com/q/68795-6422368/

MEEO I Yy aVvERILTIVRELAHYET,
MZEFEZIENDLDTLESIN?

A 7RA—=ILNNRTF 47+

B.>U7Z/Larvy—i
C.O¥RMUAALUIT)VM TSI ER

IFfg: (EZRTLETD)

B 55
BHED/ —F%EEL Cluster! EWVWVS RRIDFEEEBRAR—R FA LI N ISR EI—DBHYET,
B/ —FIZEBINMTVWAN—FRTARIDI7—LIDTTHEBEHRINTLET,
BHRAIZ FileLxm1 EWS BRIDER 7 7 1 ILEERLET,
Clusterl®/ — FADI77—L9xz 77y 7T—bOO—ILT7I BT EILEAHYET ., COYVYa1—2 320 Clusterl THRRA FENRTWET—9O0—FDEF I3 A LER/IMRICIIZ ZHENHY £,
PowerShell AR Y FEEDKSIZETITNIELWTETA? @ET BHICIE REEETEULGA T a oEFEIRLTLESN,
FEELWMBIRSEICTI RSV FAMEShET,

Answer Area

$filel = \\clusterl\updates\filel.xml

luster = v | Cluskem
M I C O S @flt&geEmiowrevendedtd .

Get-StorageFirmwarelnformation

| Get-StorageSubSystem

M

$cluster | i A N Al ‘, -Name “System.Storage.SupportedComponents.Document™ -Value $filel

Set-StorageHealthSetting

Set-StorageFrovider
| Get-StmageSemng I

$filel = \\clusterllupdates\filel.xml M M i c rOS Oft

$cluster =  Clusterl

Get-StoragetnclosureVendorData

‘3ﬁ£§f§ €;£3¥¥1

l_Ge‘r-StnragESuhS

fcluster | L ﬁ . Mame “System.Storage.Supportediomponents.Document® -Value $filel

Explanation:


https://www.jpnshiken.com/q/68795-6422369/

B 56

INAT—F Ny aREIFERA L T Azure Active Directory (Azure AD) 77+ > k ERIEAT 54 > F L = XD Active Directory Domain Services (AD DS) KA A UHY FT,
Microsoft 365 4+ TRV 1y T avhhpl £9,

FTRTDTINARIFNA Ty K Azure AD IZSMLTLET,

A—H—I[EL Microsoft 365 7 T U — a3 VIZT7 I RRTBEZICNRRT—RFEFHTANTEILELHDERELTWET,

A —4H—5HY Microsoft 365 B & U Azure H—ERIZT IV ERT B EZITIRRT—RFOAANEZROONZEHEBSTRELAHY £,
DIE=IERZET o EH?

A. Azure AD T, Microsoft Office 365 7 77— 3 VDERHFET IR R O—ZBRELET,

B.ADDS FAALVMDDNS V—>T BEHEHLI—FEERLET,

C. Azure AD Connect ™ U IL B4 A4 > (SSO) ZE®ZLET,

D. Azure AD Connect i 5 /SRR IL—REEERLFT,

IEfE: (EfEZRRLET)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

B[ 57

Azure Recovery Services AV TFH—%#&L Azure Y TR T2 avhHyUET,

Windows Server #7954 > TL I AOYBH—N\—DHY FT,

Y—N—%&EH Azure TNV I TV TTEILELRHYFET,

IEHICRITTIDENHD 3 D2DTILaAVIEIENTIMEZEZBICIKX 7O avO) RO LEYETI L 3 EEEEHICHEEL ELWVEFTHERET,


https://www.jpnshiken.com/q/68795-6422371/

Actions Answer Area

On Server1.ing
Machine agen

Schedule a backup.

On Server1, install and register the Azure Site
Recovery Moblllty service agent. .

Download the Vault Credentials file,<,
L0100
Install and register the Microgof
Services (MARS) agent.

Create a recovery plan.

1E fiz:
Actions

| On Server1, install and register the Azure Connected || pownload tk %
| Machine agent.

"_Sﬁeduie a backu;; -
|

Explanation:

Download the Vault Crﬁnﬁ;&@gﬂft

Install and register the Mlqm@i‘mzure Recovery
Services (MARS) agenty\'

Schedule a baéﬁﬂp

Reference:

https://docs.mi crosoft.com/en-us/azure/backup/tutorial-backup-windows-server-to-azure



EFI:IE]: 58

Windows Server 273 34V TLIRAY—N—HRE0EHYET Azure Y TR ) T2 3 UIZIE_ Windows Server {79 2 RET I UNB0EBEETNTULET,
Y—N—FLFRETSDOVNWT NN THEATRELG T « XY BEN 10% REDHZEIZ ~') H—Eh 5 Azure Monitor 7 5 — F & 1ERT AENH Y FET,
FITMRMETARETL &£ 557

A 75— FIL—ILEERT S

B. &Y —/\—I[Z Azure Monitor T— x> bEA VA M—=ILLET,

C. &Y —/\—T System Insights ZB%IZLET,

D. Log Analytics 7—7 AR—RZEML, T—C 0 FVEEREZERLET,

FfE:A(IAD bEFHEKT D)

https://learn.microsoft.com/en-us/answers/questions/165893/help-to-set-up-azure-alert-for-disk-space-alert- wh.html

BfM: 59

Vault 1 &EWVS BRID Azure ¥— VT F—%EL Azure TRV ) T3 UvhHYFET,

Azure Disk Encryption #7704 LET,

Azure Disk Encryption ZH7/R— b3 5 & 51 Vault R LE T,

Azure Disk Encryption BE#AS Vault 1 [CEZFRAFNSRINCESIETESCLEZHRTIOILELNHYFET,
VD)1= avEEEULNILOESIEERET IMBENHY FT,

ARV RZEEDESICHETITNIELNTTMN? BETSICE, BAZEEHTEYN G T a VvEERLTLESL,
R ELWVMEIRIEICTIRA Y RAMESNET,

ar keyvault create --name anpifactl --vault-name vaultl --kty
certificate
EC-H5M
RSA
RSA-HSM

az keyvault cregie. --pame artifactl --vault-name vaultl --

certificate

Explanation:


https://www.jpnshiken.com/q/68795-6422373/

EFI:IE]: 60

FCOBERIE BALIF VA E R —EOBERO—ETT, COV)—XDBEMICIE BESN-BEZERTETLAEEOH LI MEDOBRRNEENTUVET, —BOEMEY FMIIFEHDOELWVERRENEEN
HBELRHYETH MOERtE Y FZIXELWMERENGZWVEANHY FT,

CDEYLIVOEMICEZET SE. TOERICRSZEIEITEEFRA, ZDEH CALDERIILE 2 —EREICIEIRTINELEA,
Windows Server #3179 % Server! E WS RARIDA Y TLI XA Y—N—D0HY FT,

Microsoft Sentinel £ Y XA &2 Y ZAAHY £,

Microsoft Sentinel [Z Windows 7 74 704 —JL T—42 AR A &EBMLET,

Microsoft Sentinel A% Server1 H 5 Windows 7 744 74+ —J)L OV #IRETEDL L ZHRTIDLENHY FT,

fi#iR % Server1 % Microsoft Defender for Endpoint [CA > /R— K LET,

CNIFEEEEFERL TLETH?

A. [Ty

B. LMVZ

FfZ:B(aAAV FEEKRT D)

Eﬁ:ﬁ: 61

Azure B ITEHEI # Y 7R— b9 B 1=6IZ_ www.fabrikam.com Web 44 FD#4TEHE L TLVET,

WebAppl #ED K S ITHRRT HLENHYFIMN? EETHICIE BEI) 7 TEULGA T avE28RLET,
FEEFNEFNDOELLERIT 1 RS Y bOEELAHY T,

To enable WebApp1 to handle requests for the website: 5 o

Add a gltom domhdin hamél) O |
Create &'deployment slot.
Create a private endpoint.

To point client connections to WebApp1: ”

Add HTTP redirect rules on WEB1 and WEB2.
Implement Azure Front Door.

Implement Azure Traffic Manager.
Modify a DNS record.
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O enable WebApp1 to handle requests tor the website: -

— — — — S — —— . ——i—

Create a deploymient slot.
Create@'pfivate endpoint.

To point client connections.to WebApp1: v

Add HTTP redirect rules on WEB1 and WEB2.
_Impiement Azyre Front Door.

: Madifv a DNS record .

Explanation:

Box 1: Add a custom domain name

To migrate www.fabrikam.com website to an Azure App Service web app, you need to add Fabrikam.com as a custom domain in Azure. This will make the domain name available to use in the web app.
Box 2: Modify a DNS record

You need to change the DNS record for www.fabrikam.com to point to the Azure web app.

HTTP redirect rules won't work because WEB1 and WEB2 will be decommissioned.

Reference:

https://docs.microsoft.com/en-us/azure/app-service/app-service-web-tutorial-custom-domain?tabs=a%

2Cazurecli

AME7AZ-801JR B (FJPNTest.comiZfit &  AZ-801JRERIZCAH T 5 2 LIZRIZII B ET ! JPNTest.com(d S HEFTAZ-801JERFIEE #1214t L £ J, JPNTest.com AZ-801JRERRIREE XL SEHSnFEL -,
CZCAZSONJREIREEDNTA CI VS VEFICANET , BFFRD T 2 £ X _https://www.jpntest.com/shiken/AZ-801J-mondaishu 297f5. 3 0% 7 « AA > + #5814 EI5Ia— F: JPNshiken

Eﬁ:ﬁ: 62
ROTIZRT & 312 Windows Server #E179 5 2 DY —/N\—hLHY FI,
Name | Location i Demain/workgroup

| Domain
Wiorkgroup

Server! | On-premises
| - =
Server? | Azure virtual maching

R)a1—LEDABZE Server! ihi5 Server2 [2aAE—9 3REBEAHYET V) a—TaviE ROBEGEB-ITLELAHY ET,
FRFO I 74 ILAIE—SN TS EEZHELET,

EHEEZR/RICINZAFET,

fAlZESRETTM?

A Azure N\ o7y T

B. Azure 7 7 4 JLEIHA

C.RArL—Y LTUA

D. R hL—UBITH—ER

EfE: (EfREERLET)


https://www.jpntest.com/shiken/AZ-801J-mondaishu
https://www.jpnshiken.com/q/68795-6422377/

EFHE]: 63

. COBMIE RLCSFHIAZRTTS2—EDBERDO—EHTT, V) —XDEZEBEMICIE BESN-BEEZERTETIHEDOY )2 —2arvNEEFRTHET BELY MIEX BHROEENH DI LD HNIE, EFEH
BWDEHYFET,

CDEVIVOEMICEET SE. TDERICRDZLIETELGCRYFET , Z0H CNoDEMIILEa—EBEEICKRTINEFLEA,

v bJ—2I1Z1% contoso.com & LN BARIDE— K A A > ® Active Directory Domain Services (ADDS) 74 LA DB EENTULVET, 74 LR FDOHEEL NJLIE Windows Server 2012 R2 T3, 3 RXRTO A > O
>~ b O—5—I[& Windows Server 2012 R2 21T LE Y,

Sysvol &, 774 LT r—arH—EX (FRS) ZEHALTLTUS—RLET,

BEDO ALY OV bO—F5—% Windows Server 2022 #ET3 5FH LW FAAS 2 OV FO—F—ICEEMADHFETYT,

Windows Server 2022 #R{TTFARID KA AL a2 FO—F5—%BMTEE L E2ERTHILELDHYET,

fRREFE.PDCTXaL—4—%7v T L—FLET,

CHNIFEEZFH-LTVEIN?

A. [T

B. LMVZ

IEfE: (EfEZERTLET)

Eﬁ:ﬁ: 64

VM1EVM2E WS 2D0DRBIT L U EELAzure S TRV ) T2 a o iH Y £9, VM1IEWindows Serverz 347 L . VM2I&Ubuntu Linux#3E{1TL £ 9, VM InsightsZE A L TVM1 L VM2 ERT 2 ENHY ET, 2D
Y )a—aE UTOEREBL-IDBENHY FT,

VM1 DA EYFRAEZERTELILEHALET,

*VM2 TY Y THREEZERITL TS L ZHRALET,

Y )a—2a3 TR BEREIDUVICBERI—D 0 FOBER/IMBICIIZ Z2ENHYET,

EHRETIVIIMEBERI—Dz D MEENTIA? BET BT BEEEETEYGA T a oEBIRLTLIESLY,

EEELWMEIRSCEICTI ARSIV FAMEShET,

Answer Area

Vi1 | . ; : ¢ (] L : b _.
| The Azure Connected Machirie agent only |
iThe Azure Monitor Agent only

The Azure Monitor Agent and Dependency agent only
The Azure Monitor Agent, Depgndene¢y agent, and Azure Connected Machine agent

The Azure Linux VNZAgent only

The Azure MonitarAgent only

The Azure Maniter Agent and Dependency agent only

The Azuve Monitor Agent, Dependency agent, and Azure Linux VM Agent
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VM1 [ - I
I,.,Tlmna- Azure Eonn&cted Maﬂmm&- Pgem only
_IThse Azure Monitor Agent only

The Azure Monitor Agent and Dependenr:y agent only
The Azure Monitor Agent, Depgndenty agent, and Azure Connected Machine agent
VM2: : )

——

—_— e = = e e

e e N el n e

The Azure Munltnr Agent and Qly
TheAzure Monitor Agent, Depertﬂﬁw amM :izﬁ ‘rﬁ@mrft

Explanation:
Answer Area > - ‘
~0\\ m Microsoft
VM1: | The Azure Monitor Agent oplyy . i : YA v
VM2:  The Rzur@MBnitonadieht only =
gﬁ:ﬁ: 65

Windows Server 34T L Hyper-V H—/N\—®DO&ZH A VR k=)L ENTL VS Server1 Server2 Server3 & WS EZFID 3 DY —/N—D"HY FT,

Hyper-V RIS VKRR FFBNANR—aVN—V R HSRE—%6RTHFETY,

REHAR—X ZA LY MIRET DV ERMTEL L ERADT IDENHY FT,

IEHFICETTIDELHD I DTV IVIEENTETM BZABICIX . TV aVOURMNOEYLET I L a v #RIEEEICHEEL ELWVEFTERET,
Actions | Answer Area

Create a failover cluster. “ M i Cros Oft

Create a Distributed File System (DFS) namespace.

Enable Storage Spaces Direct.

Create a volume.
Add a Scale-Out File Server farapﬂhcétlon rt}le

Create a file share.

1F fiZ:



Actions ' Answer Area

-Create f Tdv_ér cluster. " 4
MSE et

| Create a

—-—"'FH_I- R R R R R R R R R T R R i

"Enable Storage Spaces Direct.

|
B TR M e PR B LT T ._j |

r_-__T-_-_-___-___-__ﬂ-_-___'ﬂ-'__T'—-"—- ---------------------
| Create a volume. - |

- rr———— s Create a volume. I
\Add a Scale-Out File Serverfor application role. F Uy —— 4

i Create a file share. l

Explanation:

|Create a failover cluster. ‘fff'

|Enable Storage Spaces Qﬁect

|Createavc-lurne '5- Fvn(_ c_}sn,,fh

Reference:
https://docs.microsoft.com/en-us/system-center/vmm/s2d-hyper-converged?view=sc-vmm-2019

EFI:IE]: 66

AU TLUIAD Hyper-V KRR A2 D2HY  ZhZh Server! & Served Server 1 T B IP 7 FLRZFERTHRETS Y VM1 R FETWWEST VM1 (&L Hyper-V LT AZFERAL T Server2 [IZL T ir—
fEhZxET,

VM1 D7 z—)VA—N— TR EETTEFETT,

TJx— VA —N—RAD T z—)LA—/I—TCP/IP BRELHRBERA Vv FEERT IBHENHY T,

TJI—)IA—N—TCP/IP REIZECTEBAT HILENHY EFI D, T REXRA VFIXECTERT HILELHY TITH,

BEZ&THICIE BET) 7THEUGA T a vEBRLTLESL,

FE ELWLBIRSEICTI RSV POAMEShET,

UMb Seryveh by,
VM1 on Server2 gnly

VM1 on ServerT-and VM1 on Server2 only

- VM1 arvServer1 only

VM7 on Server2 only

VM1 on Server1 and VM1 on Server2 only



VM1 on Server1 only

VM1 on Serveril.and VM1 on Server2 only

VM1.on Server1 only
VM1 on Server2 only

Explanation:

Fallover TCPAP settings: BURARE TR Sasarae il

LEIREIRT et VA1 on Server] and VM1 on Server2 onb

B 67

Vnetl & Vnet2 LWV ERID 2 DD Azure RERY FI—O0BHYFET,

RA > bxtH4 bk (P2S) IKEV2 VPN Z{ER L T Vnet! [Z#E#Ht9 5 Client1 & V5 & FTD Windows 10 T/31 XA H Y £,
Vnet1 & Vnet2 DREICRERY hT—9 EFV VI H#EELET Vnetl I5— DA bSUP0y bEHFALET Vnet2 (X E—F Y=z #FRATEET,
Client1 /¥ Vnet2 L BIETET RV &MY FT,

Client1 A Vnet2 L BIETED LA HERTILENHYET,

fRREK: Vnetl DT — bz A DYV A XELYKELESKUIZEELET,

CHIFBEEEFH:-LTHWETM?

A. LMVR

B. (LY

Ff:A(QAVFEERT D)

B 68

Cluster! EWVNSRBIDI TR FA—H0%HY  ZDHIZ Server! & Server2 &LV RARID 2 DDY—N—MNEFENTLVET, Cluster! TIE Storage Spaces Direct MEIZ7% > TLVET, Cluster1 [Z[E Volumel & LS ZHID
RETARIMNHY hIF2TBD3VA IS S5—ERIZE->TLET,

Volume! ASEHRIZHE 2 TWA I EICRDEFET,

Cluster1®%&/ — FIZ #TLULN2TBOMEBT A RV FHEHELET,

Volume1DH A XZEOTBENHY FEFT, V) a—2aVEREHZHFTIOILENHY FET,

RDYTREEDESICERSENIXTLINVTL £ 50 ? AIEFTEYGERKRZZATLLIZEL,

FEfE LIRS MAMESNET,
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Answer Area

B\ icrosoft

Add-PhysicalDisk - alDisks (Get-Disk | Where-Object IsOffline -eq $False) - StoragePaolF igne

Add-PhysicalDisk -PhysicalDisks (Get-PhysicalDisk -CanPool $False -FriendlyName
Add-PhysiealDisk -PhysicalDisks (Get-PhysicalDisk -CanPool $True Fne :

Resize-Volume -FiTeSystemLa ﬁ “\!

218
418
IEfig:
Answer Area @
Add-PhysicalDisk -PhysicalDisks (Get-Disk | Where-Object IsOffline -eq $False) PoolFriendlyName Cluster?

Add- Phxslsali_ﬁﬁk P_hﬁ-czFDLsks_tht ‘PhysicalDisk -CanPool $False _F @e:u-s_tor_ag;gpqﬂliﬁeﬂdhwzms 52D |
me "-2) -StoragePoolFriendlyName 52D

-vﬂ |cifb"soft

Explanation:

Answer Area

FMicrosoft N

Add-PhysicalDisk -PhysicalDisks (Get-PhysicalDisk -CanPool iTrue Fnené“ Ggqmnendlyh!ame s2D*
Resize-Volume -FileSystemLabel Volume1 -Size BS“\

\D
B f: 69

FUoTLUIRADOBITEIEZEYR— T 51=8HIZ_ Archivel DFITEETEIL TLWET,
Cluster3 M/ —F &,V T RA—DRENZWHER IP 7 FLRADETR/NMIILN DTTH?
A.2

B.3

C.4

D.5

IEfi#: (EffZ R LET)

One IP for each of the two nodes in the cluster and one IP for the cluster virtual IP (VIP).
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BiE: 70

AU TLIRD Hyper-VRR A2 D2HY  FhEh Served & Server2 TH, Server! IZIE VM1 & VM2 £V 2 DDRBEI S UMEFENTLVET, Server2 (21X VM21_VM22 VM23 &LV5 3 DDRET L UNEE
NTWET,

Azure YT RH ) T3 EBEBTY,

Azure Site Recovery #ffR L T I RXTORETS V% Azure ITL TS — T B5FETT,

Microsoft Azure Site Recovery 7ANA Z—%F VU ITLER A VISR S FXICTITIAATEILENHYET,
AR M=ILTEIRENHZTANA T—DRIMNEIEINL DTTM?

A.5

B. 1

C.2

D.7

IEfE: (EfZRTLEY)

Eﬁ:ﬁ: 71

Windows Server #3£179 % 100 50 Azure RET U0 HY £9, RE~ L (&, Microsoft Defender for Cloud [ZA > R— kS TULVET,
Microsoft Defender for Cloud AR UICx LT "RET L D TEMIHEOTWAIILD I TRE" 75— FeERT HEEIE. RETS U #BEMICO Yy FEO VT EIRERHYET,
Microsoft Defender for Cloud TlZfaZ#FERAT 2LENH Y FTH?

Aoy 7T

B.O—07JwvYy

C.E¥xalTq R)I—

D. #Ein® Ry D —5 51k

FfE:A(QAV LEERT D)

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/managing-and-responding-alerts

BH: 72

Active Directory CHFEMEZNIZA > TLVS Active Directory KA A > H—EX (ADDS) 74 LA MR HYFET, ZDT A+ LR MIIE Usert ENWS2—HF—DNEFEELET,
Usert MER>THIBRENE L T=,

Active Directory @ Z#HFaM 5 Userl 283 2ELAHY FT,

fAIZFEIREETL &L IN?

A. Active Directory 1—H—¢,a v Ea1—42—

B. Active Directory 44 k&H—E X

C. Active Directory It > 42 —

D. Active Directory K * A > &{E%ERI 1R

EfE:C(AAVRERERKT D)

Eﬁ:ﬁ: 73

Azure Migrate 4 > LI R 2y bD—H 127704 LET,

Windows Server 1T L . ROERE D Server! EWSEZFDA U TL I AOYMEBEH—N—HHY FT,
*FARL—TFT 4P VAT L T4 XY 600GB
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*7T—42 T4AY 3TB

*NICF—229: B#

XEEYTa4HY—ERX: BE

*Windows 7 74 74+ —IL: BN

* Microsoft Defender ™7 4 JL AR K: B

Azure Migrate Z{# A L T Server! T TCE 5 LRI IVELHYFET,
fiRiRK: Serverl DT—R T4 RV ZEEMLET,
NFERZFHZLTHVEIN?

A. [

B. LM VR

EfE: (EfRERRLET)

B 74

Azure Migrate 4 > L Z R Ry D=9 127704 LET,

Windows Server #3E4TL RDOERZ1FD Server! L VWS ZBIDFA U TL I ROYMBY—N—DHYFET,
ARLV—F 425 VAT T42R%Y 600 GB

T—R2T4AY 3TB

NICF—= 25 8%

EEUTA4H—ERXR : BH

Windows Z 7 A4 724 —JL: B

Microsoft Defender > 1 JL XXt %K: BH®h

Azure Migrate Z{#A L T Server! 2T TES5 LRI ILELHYET,
f#iR % Server1 T Microsoft Defender VA LA R EZEMIZLET,
NFERZEFHZLTHVEIN?

A. L\UVZ

B. &Ly

FfE:A (A FEERT D)

BfE: 75

Share1 ORMERZH/-TVELHY FT,

fAIZESNETIMN?

A X FL—CRBITH—ER

B. 774 H—/\— 1JY—R I H—T ¥ — (FSRM)

C.H—N—IFx—Tyv—

D.XrL—2 LTUA

IEf#E: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/windows-server/storage/storage-migration-service/overview

ﬁﬁﬁ:ﬁ: 76
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v bJ—2I1Z1% Active Directory FA A > H—EX (ADDS> FAAS V) BNEENTWNET, 2D KA A UIZIE, 20 D Active Directory 4 N EFNTUVET, IRTOI—H—BEH(E FRY A FALEFTINFE
9,

A—H—FSI—FIEMLET,

TGV—TDEEN)E—F YA FD KA AV FA=FIIRRTINGEVNI LMY F LT,
GIW—TOEBMID KA T2V FA—FITRREINDIDNESHEHNTI2HELHY ET,
fAIZFEIRETIMN?

A. Microsoft Y R— FrE L UERIETRXF 2 k

B. 774 LFYr—L3Y H—ER (FRS) RF—4R E1—7—

C. Active Directory L 7)) — 3> RAT7—42 X Y—)L

D. Active Directory 44 k &H—E X

IEf#: (EfEERTLET)

A7 AZ-801JFIREL IZJPNTest.comiBfit Eh  AZ-801JKER I ST B 2 L ISRICII B ET | JPNTest.coml: S REHHAZ-801JRERRIEE #1214 L £ 3. JPNTest.com AZ-801JRERFIREL X SEH INE L 1=,
CZCAZSONJFEREEDNTA CI VS VEFICANES , RO T 2 £ X _https://www.jpntest.com/shiken/AZ-801J-mondaishu 297f5. 3 0% 7 « AA > + #5814 EI5Ia— F: JPNshiken

B 77
A2 T—Rt2A—[Z Cluster! £WLN3LEID Hyper-V 7 2 —I)LA—/I"\— 95X E2—h&HY £, Cluster! [l Hyper-V H—/I\—DEREINA VXA F—=ILENTWE 2 DD/ —FKNEENTLET, Clustert (& 10
BOSTRAMREYVERAMLET,

KEEIBY A FIZ Cluster2 EWSEZRINDY T RE—MHY FT, Cluster2 [Z[_ Hyper-V H—/N\—DEREINA VA F—=ILENTWNSE 22D/ —FAEENTWNET,

Hyper-V L 71 h Z#{EA L T Clustert i 5 Cluster2 [C{REY LV E#L TV S— T BFETT,

HiatzlEfzx 3 2REN?RZTHICIE EET) 7TEUGEA T a vEERLET,
FEENFADOELWERIZ 1 RS Y FOBEENSHY £F,

Cluster role to créate an gluster2: -

‘Distributed Transaction Coordinator (DTC)
Generic Script

Hyper-V Replica Braker

Virtual machine

Replication target name to spetcify: v

Cluster2

The name of a node on Cluster2

The name of each virtual machine

The name of the Hyper-V Replica Broker
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Cluster role to create on Cluster2: -

Distributed Transaction Coordinator (DTC)
_Generic Script~? _ _ _
« Hyper-\_Replica Broker |

Virtual. machine

\eplication target name to specify: v

Cluster?
L ool The name of a node on Cluster2
) & 1 (hemeinie of each virtual machine

I'The name of the Hvoer-V Replica Broker !
Explanation:

Cluster role to create on Cluster2:

Distributed Transaction Coordinator (DTC)
Generic Script

Hyper-V Replica Broker, |

\._fi_r_t L_ra_l r_nachi_ne

Replication target ﬁéfﬁé'to'_specif‘,’:

Cluster2

The name of a node on Cluster2

The name of each virtual machine

The name of the Hyper-V Replica Broker

Reference:
https://docs.microsoft.com/en-us/virtualization/community/team-blo g/2012/20120327-why-is-the-hyper-v-re plica-broker-required

BRE: 78

AU TLIRAM2/ — KinA /83— /83— KWindows Server7 £ — LA —/\—4 5 X2 — WSFC) Cluster! ;Y ET Azure TR 9 1) T3V ZMBLTWET , ClusterlIZH 59 REEREER T Z2LENH Y
F9, EDH A TDAzure StorageZFRAITNIXENTL LS M?

A F*a1—

B.7—7JIL

C.774)L

D. o7

EfE: (EfRERRLET)

B 79

HERRDIREIZIE, Windows Serverh i L TW54 > TL I RY—N—1508HY £7,
Microsoft Sentinel 7—49 AR—X &E &L Azure Y TRV 1) T av&#H5ELTY,

H 711z IEMicrosoft SentinelZ A L TH—/N\—%EBERITL5FETT,

Microsoft Sentinel TUUTDIREEEZETT HILENHY FT,

*WindowsEniE A Ny b 7F—2 RV 2 ZEMLET,
CAUVTUREN)A—ETETLA TV EERLET,
ED2ONHREFFATARETTH?EET ST AEFHCTHEIDLREEEIRLTLESLY,
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T EB LIRS Y MBS hET,



[NI2WEI MITa

‘3 Microsoft Defender

_—
—_—

@® Microsoft Sentinel %
Search
Threat management N
Workbooks
Riconineds SRR, R, WS

Notebooks

~ Threat intelligence

MITRE ATT&CK
Content management N

Content hub

Repositories
Community
Configuration A
Tables
— Data connectors u

m Microsoft Analytic
'S'ui'-n_m-ar}"r-uleé

Watchlist



v

Automation




Answer Area

2t Microsoft Defender

@® Microsoft Sentinel A
Search

Threat management A~

Workbooks

Hunting

Notebooks

Threat in

. : - :
wet:
“\ tent management e
Contenthub

Community
Configuration ~
. Tables :
| Analytics ' B

Summary rules

Watcﬁlist

— . Automation i ]
=" Micro Soft

EFI:E: 80



Windows Server 2016 ZZE{TL IS AEZIIZHE > TS Server! EWSIF U TL I RY—nN—hHY F£9, Servert 21X Appl £S5 ASPNET3S 7 TUMREENTWWET Azure Y TRV )T avhhbyYET,
App1 % Azure App Service IZ#179 % [Z[d, Azure Migrate App Containerization V—J)LZERT H5HELNHYET , OV ) 12— 3 VTR EBEXREZHR/IRICINZ Z2ENH Y £, Azure Migrate App
Containerization WV —JL#{EHR3 HilZ_ Serverl TETTIAVLELRH D2 DDTFTI L avIEFENTITH, FNEFNDERIT V) a1a—2 a3 DO—8HERLTWET, F:

ERZEIC1RSAY FAMESHET,

A Web BEEEY—ILEZA VR M—ILLET,

B.ISOYE—FEBZHEMLET,

C. PowerShell ) E— FLEBEHHICLE T,

D. .NET Framework 4.8 4 A F—JLLE T,

IEfE: (EfEERTLET)

Eﬁ:ﬁ: 81

5200 Azure [REI LU BHYET NIT+r—I VR T—2FZNETH-HDOERD Azure Storage 7H I > b3 H Y ET UREL=T—4 % Azure Storage 7Hho » MZEEEZETHIVELAHY T KBTI VI
fAlZA4 VR =T BRELHY FTITH?

A. Azure Diagnostics 3R RE

B. Azure Monitor T—> x> b

C. i kFHRI—>z Uk

D. Telegraf T—> x> k

E. Azure Connected Machine T—> x> k

EfE:B(OA  FEHKT D)

B : 82
A—H— Userlj& RORITRT ) VY—REELAzure b TR YT avhbyUFET,

Descrip;i;;n

Virtual network

Virtual machine that s connected e V-"i."r.;-t:: P = | C

runs a legacy app

[ Virtual network gateway on VNet1
O

A—H—I[Zl&, Windows 11HB)¥EF % Computed]E WS BARTID AV EAa—2BHYFET, A—F—1LEBETHEEL AppSVrIZT IR T BHIZTCGWIANDKRA ¥ bY—H A MP2SHERERILLET,

RORKIZRT YV —RETITAALET,

Name Description
VNet2 Virtual network that is peered with VNet1

AppSvr2 | Virtual machine that is connected to VNet2

—t

A—H—1FAppSVRRIZT VLA TEEEA,

User1 D AppSVr2IC7 Y E R TE B L #HRT HIVENHYET,
HEFESIITRETLELEIMN?

A VNet2 [CTH—ERXRIVKRRA U FZEEBMLET,

B. /L—bT—JIZEERL FDT—TILEVNet! £DGatewaySubnetl ZBSEF ITFE T,
B: 3 Y E3=%1%, ViNBWE Dferdde e 7z Bl aifeshsim UeE 7,
Eff: (EfEZRTLET)
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B 83

FCOBMIE . RALCYHIAZRTTS5—EDBEMO—TYT, V) —XDEZEBEMICIE BESN-BEEZERTETIHEDOY )2 —2arvREFEFATOET BELY X BHROEENH DI DL HNIE, EFEH
BWHDEHY FET,

CDEILaVOEBEMICEZET 5L TOERICRDCZEEFETELGLKBYET , 20O CNODERIEILEa—BEREICRTINELA,

Windows Server #3179 % Serverl E WS ZRIDH—/IN—DHY FT,

BEDT T)r—a DA Server! DRETHILF—HNDT—FEZERTEDLLSITTIHENHY FT,

RERR [VANWREERDBLE]I NS 2oR—TOTI 3 VvEBRELET,

ChIZBEZFEF-LTWETHI?

A. [EL

B. L\ %

Eff: (EfEZRTLET)
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-controlled-folders?
view=0365-worldwide

Eﬁ:ﬁ: 84
Y RT—=DI121F, ROKRIZTKTH—/A—%E L Active Directory KA A > H—E X (ADDS) KA UAEENTULVET,
Name Operating system Installed
Serveri Windows Server 2019 L-‘l_‘:;l Server role
SEITVE VY I ETVET S 1S ".,.",J:[']f,_':f.: - -5.:;‘. &1 T‘m'!;il‘-_".':l':_'” _.-_-”:-!‘_;_
Server2 | WiBdo 1l be piercd§%.. b Windows Server Migration Tools

Server1 &Server2ld kA 4 YRATDHCPY—/\—& L TEB SN TULEYT , DHCPY —/\—D&EEIZServer1 M 5 Server2[2 1T SWEAHY FT, EDSDODT7 VL a VZIEBIZETI ALENHYFIN?EET S
SIE. 723V R o@EYRT I3 EREZEIYTICBBL ELVWRFTHEREZEZ TS ZE,
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Actions Answer Area

it From Server1, run the stop-Service cmdlet.

i Copy the Dhcp.mdb file to Server2. m
i1 From Server1, run the Export-SmigServersetting cmdiet, co
8 Ke ‘ \ e

Copy the Svrmig.mig file to Server2.

2t From Server2, run the Import-sSmigServ

From ServerZ, run the start-Service cmdlet.

| 3 From Server2, run the Add-windowsFeature cmdil

o Microsoft

From Server1, run the Stop-Service cmdlet.

1!5 Copy the Dhcp.mdb file to Server2.

i From Serverl, run the Export-SmigServerSetting cmdiet.

! CopytheSvrmigmig filetoServerz2. @ | =@ ———==============x B

From Server2. run the Add-windowsfeaturecmdiet. = J al®RY - TS oo = o= =mommeme=aem==—

$ From Server2, run the Import-SmigServersSetting cmdiet.

—-

i From Server2, run the start-Service cmdiet.

‘“

Explanation:



Actions Answer Area

|3 Copy the Dhep.mdb file to Server2. f. Copyathe Svrmig.mig file to Server2.

[
[ i From Serverl, run the stop-service cmdlet. it From SererTiiun the export-SmigServersetting crdlet.
|
L

it From Server2, run the add-windowsFeature Cmdiet

it From ServerZ, run the Import-SmigServersSetting cmdlet.

[ | A i

I ,i”r-i -Service cmdiet
| i
| B ™

B 85
Windows Server 2019 #3217 L _ Hyper-V 4 —/A—D&REIHNA VX =)L EN TS Serverl EWVWSZRIDH—NN—MHY FET,
Serverl (& UTORIZRIRETS VERRAMLTULET,

MName Configuration version (™ Generation

VM1 L0 1
VM2 Ll % 8.0 1
VM3 AN 90 2
Wivid F 5.0 .='Il:"""|'""- P Y 3

Windows Server 2025 #%£17 L Hyper-V H—/\—®D®&EIN A VR b—)LEN TS Server2 E VWS BZRDFH LW —N—2T7 704 LET , RET L VERMADY—N—IIHHEEILENHY FT, Server2 (T4
ViR— b TEBRBET I VIFENATTMN?

A. VM1 EVM3D &

B. VM1 VM2_ VM3_ VM4

C. VM3 &

D. VM3 &VMAD

E. VM1_VM2. VM3M &

IEfF: (EfEZRTLEY)

Eﬁ:ﬁ: 86

HE-DERTEHRBEHERAR—X T/ LY FEFHRALTWET,

HREREAR— F4 LY FOREE T CHEAMRGREBHEZRTTILELNAHYET,
fAlZzESRETIMN?

A SR T LIERK

B. 774 H—/I— 1JY—X I R—T ¥ — (FSRM)

C. Get-ScorageFileServer A< > kL v k

D. 7x— A —N— YV SRI—IFRX—T¥r—

Eff:D (AU RERKT D)

If Failover Cluster Manager, select the Storage Space Direct storage pool. The information displayed in the main window includes the free space and used space.

EFI:IE]: 87
Appl EVWVSZBRTIDO Web 7 T EHRA T BATLIRISWeb H—N\—AHYET Appl #2320 TFH—IZBITL FDAVTFH—% Azure TEFTTBFETT RDFRIVEZETTHIHENHY T,
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*Appl # ZIP Z7 A LICT Y RAKR— K LFET,
*FINr—=2 3 VICEDTNTaAVTFI— A A—DEERLET,
Y a—2avE EEEREZRNRICNASGLENHYET,

I Azure Migrate

| The Azure portal Edport Appl taa 2IP file: |

|’iﬂ.ﬁeb Deploy

Create a container image with App1:

| Windows Admin Center

Windows Server Migration Tools . ] Ni i { r O 5 Q f?..

Tﬁ;., Mge T T T T 7T =l : VJ
e ] ¢ :_%croao%p

| Web Depioy ] r| ﬁ& E Create 2 container image with App1: | Web Deploy I

Export App1 to a ZIP file: | AZure Migrate

[Windows Admin Center j W
E===e======m ]
ll""“_d*“fsie“f’ Migration Tools  _ | . .&%
Explanation:
Azure Migrate
Web deploy
Eﬁ:ﬁ: 88
v k=2 1Z1%, contoso.com & LY5 Active Directory KA A > H—E X (ADDS) RAS UMEENTWVET , CDORAAS VIZIE RORISERTH—N—REEFNTWNET,
Name Description |
Runs Windows Server 2019 apd hiosts an ASP.NET website on
Serverl . :
| Internet informatiqn Sénvices (IIS) named Sitel
Server? Runs WindawsServer 2025 anglhas the Web Server (lIS) role
installed = Microsoft

Site1ZServer 1M 5Server2IZ# T3 2 ENHYET V) a2 -3 VIIUTOEHZB-ITLELAHY FT,

*BATICHAM SR ER/RICIIAE T,

CEBEFOFNERDRICINZET,

EDIDDT7I L aVEIEBIZETTILELNHYFETHN? BETHICIE BUETIavEzBAAO) R ML RIEEBICHBEL ELWEFICHRET,



ICroso

-

it On Server?. run smigdeploy.exe

: On Server1, run msdeploy and specify the -verb:sync parameter.

it On Server. install the Windows Server Migration Tools, £

i On Server1, install the Web Deployment Tool

2 On Serverl, run net start msdepsve.

it On Server2, run msdeploy and specify the -verb: sync parameter.

——

i On Server?, run saligdeploy . exe

# On Serverl, run msdeploy and specify the -vert:sync parameter.

# On Server2 install the Windows Server Migration Tools,

PEE On Server1, install the Web Deployment Tool

LN

IEE On Serverl, run net start msdepsve.

it OnServerd, un msdeploy and specily the -verb: sync parameter,

Explanation:
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JE—F TR by Ty P30 KA MDBREIY—ERXFEEITT S Server! EWVWSLZRIDY—/N\—DHY FEF , Server! [ZIX 5 DDHRBL T TIr—avhA A M—=ILEhTWWET,
Serverl [THA VA T 31—H—[F H—N—DEBNERELET 2RI IR—T ¥ —I, Server! DT CPU FHAEMN 90% ZBA TSI EEZRLTWET Serverl DAREZ L F7TUr—avh@gEz 7o
TYHBREEHELTWSEBRDNET,

Serverl MH/INT A —I VR ZWNET 2E=DIZ NITA—I VR EZA—TT—X2 aALY484— 1y 2RI HFETT,

5207 TV T—2 3 DENETNNMERT IV Y —RERTTIDLENHY FT,

T—H2 aALV48— 1ty MIEBMTEATOH FIENTTH?

A JOtyHy—

B. 7O+t X

C. 7O+ v HiE#R

D. 7Oty HDNT+—I R

IFfE: (Ef2ZRTLET)
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v kD —2I121%, contoso.com & LY5 Active Directory KA A > H—E X (ADDS) FAAS UMEENTWVET, 2D KA A UIZIE, Windows Server 2016 #ET9 D R ALY OV FPA—F—NEENTULET,
nwtraders.com EWSEFLIWVADDS 74 LR FEHBELET, 2D T+ LR MZIE Windows Server 2025 2E1T3 5 KA/ av rO—5—MNEFENFET,

contoso.com M 5 nwtraders.com ~DERMH L BITEEITITLAFETT,
ROTHVIVERTLET,

* contoso.com M 1—#H—% nwiraders.com [Z#4T L _ sIDHistory Z&%1ICLE T,
* contoso.com & nwtraders.com DB ABD T4 LA MEBEZHILET,

* nwtraders.com |Z Active Directory #47Y—JL (ADMT) 4 > X b—JLLFT,

Answer Area
Slatements™ Yes No
The permissions for the resources in contoso.comuniust be updated to allow migrated users
ACCess
figrated users can signinto n d MDY Using password for contoso.com
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1EfiE:
Answer Area

| .':"\ . | .. - T{"‘-. .."r I:I :ti !.I' :-I .‘.I ™~ L.-

Statements IV ISl el i & Yes No
The permissions for the resources in contoso.com midst be updated to allow migrated users | |
access. 5
Migrated users can sign in to nwtraders.cambyusing their password for contoso.com. | I

I_ -
Contoso.com must contain a sefvépthat runs Windows Server 2025 to migrate user profiles I
by using ADMT e

Explanation:

Answer Area

Statements

The permissions for the rescurces in contoso.com must’De updaled to allcw migrated users
access.

'-‘-;ra!e: users can signn to nwiraders.com by I..Sil'"-; their passworg for contosc.com

£3

sl_l_';da{,‘%SErE D25 to migrate user profiles
I 192

nin
w
B I.'\.
e W E e’ B B

ust Eur!flg* E-Er_;_grl;:f'__r\g
G Al vIiiC I (

AT

B 91

Windows Server X173 34> TL IR H—/I—MN500EHY FT,

Workspace1 & LV5 & HID Log Analytics 7—9 AR—RE&EL Azure Y TRV T avhihyxErd,
Azure Monitor @ VM Insights #ERA L TA YT LI R H—N—%BEHRIT BFETT,

TUoTL—b RV YT LEFERALT Y—/1\—% Azure Arc IZA U R—FF BREAHYFET, V) a1—2aVIEUTOEHZHB ZLTVWIRELHY FT,
*BRIMEBORANIZHE>TL S,

CEBEFOFNERDRICINZAET,

FIMEITARETL £ 557

A. Log Analytics ¥—Z#4%m LE T,

B. Log Analytics 7—2 AR—X ID #4H>0—RKLET,

C.ON—TEEBEH—ERX T7HDI2 bk (GMSA) #ERLET,

D. Microsoft Entra +¥—EX 7)) oo/ LEERLET,

EffE: (EfEZRTLET)
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HE-DEMTIEREEHAR—X T/ LI FEFERLTVWET,

RIBHBAR—X 4 LY FOREE T TEAARGREEZRRT ILENHY FT,
fAIZEIARESTIMN?

A. Get-StorageSubsystem <> kL v k

B. T4 XU DEE

C. Windows E¥t >4 —

D. 774I)L H—/N— 1JY—R THx—L ¥ — (FSRM)

EfE: (EfEZRRLET)
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VM1 & WLVS BEID Azure [RET VA HY FT,

VM1 IZT7 T r—2a a4 R M—)LL RETDUVEBESLET,

BERER, BEICKKMLELE:, BESL CEVGEET/NA REERT 50 BRLEZEET NS RITEBA T TERALTLESWL, JEVWSIIFT— A vE—ORRRENFT BED LS I a2 —T1 0%
THCUE VM DS —BHRBI D VITARL—TFT A VT SVRATLATARYEFTITSAVTIYIV LT ERENHYET,
Azure CLITEDAT Y FERITIIRLENHY EFITH?

A. az vm repair create

B.azvm J— FEMZEBRIZT S

C.azvm ¥+ 7F ¥

D.azvm T 14 R D%k

EfE:A(IAD bEFHEKT D)

Reference:

https://docs.microsoft.com/en-us/cli/azure/vm/repair?view=azure-cli-latest
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v kT —2%IZIXActive Directory KA A4 > H—EX ADDS) AL UREENTWET, 2D KA A (2l Servert EServer2E VNS5 2DDH—/IN\—NEEFNTULET,
Server1 [& Windows Server 2019 #E4TL #EH#D T >4 —%HKRX FLTULVET, Server2 (& Windows Server 2025 #ET L TWET WADY—N—IZHRIE LV FFa A2 b H—ER H—N—DEEHRA VR
F—ILENTULET,

Serverl! THRR FEINTWBE T U2 —% Server2 ITBITT HIRELHYFET , SOV a—>avid EBEXZRNBRICNZSILELAHY FT,
ED&ESBY—IEFERTEETH?

A. Windows Admin Center M &

B. y—N\—vx—Tv—_ HRIOEE, LUV Windows EEL 72—

C.H—N—IRx—Trv—LHRIBEDH

D. ENRIEHE & Windows Admin Center D&

E. NRIEEDH

Eff:D (AU FEEEKT D)
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Windows Server X179 2 —N\—DHUFT H—N\—E ERttXa ) T+ RANEZFERALTIRTOBEER NS T4 v I ZRBELTHE S IR S TUVET,
Serverl M BLARY FI—V LD Ea—F—DoHRINEEEIN TR tracet ATV FIZRETEDI L ZHRIT IVENHY FET,

X2 T 4 HM5&{k Sht= Windows Defender 7 7 4 7 I+ — LD LA 2T RETIHN?

A.IPsec EREM D IPsec DT I+ L EERLET,
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B.¥RTOTAT7AI)LIZ LTICMPV4 70O FaLEREZHFAIT A LWVAREZL 7o NI FRBIZHERLET,

C.TSAR—FTOTF7ANDIFAT 24— ILDREEA TIZEELET,

D. IPsec SXEH 5 IPsec R EERLET,
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Topic 2, Contoso, Ltd

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on th is exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about
the scen ario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you
cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information
such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is i dentical to the information displayed on the subsequent
tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a manufacturing company that has a main office in Seattle and branch offices in Los Angeles and Montreal.

Existing Environment

Active Directory Environment

Contoso has an on-premises Active Directory Domain Services (AD DS) domain named contoso.com that syncs with an Azure Active Directory (Azure AD) tenant. The AD DS do main contains the domain controllers
shown in the following table.

MName Operating system Operation master role
D1 Windows Server 2012 RIT: master. schema master
R2
D2 | Windows Server 2016 | PDC emulatos, infrastructure master
3 Windows Server 2016 DHMMAIn marming master

Contoso recently purchased an Azure subscription.
The functional level of the forest is Windows Server 2012 R2. The functional level of the domain is Windows Server 2012. The forest ha s the Active Directory Recycle Bin enabled.
The contoso.com domain contains the users shown in the following table.

Mame | Organizational unit (OU)/Container Member of
Usert o Groun?, Groupd
Li=ard Usars Group2
Usagd 2 Groupd, Groupd
Adrmini | OU Domain Admins

The contoso.com domain has the Group Policy Objects (GPOs) shown in the following table.

Mame [ Minimum password length | Linked to
| Defauilt Dormain Policy [ 8 P ., | eantoso.com
e -contoso.cony domairm has th

rd Se ttings Objects (PSOs) shown in the following table.

Mame | Precedence  Minimum password length | Directly applies to
PO [ 10 9 Groups
PS02 | 20 " Growpd

Server Infrastructure
The contoso.com domain contains servers that run Windows Server 2022 as shown in the following table.
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Mame Deseription

_SEr_'.ng-H_ Contsins 3 share named Share |
Servers | None

Serverd | None

Serverd | Has Remate Desktop enabled

By using Windows Firewall with Advanced Security, the servers have isolation connection security rules configured as shown in the following table.

Name Endpoint 1 | Endpoint2 Authentication mode
Serverl Ay fny Request inbownd and cutbaund
Server2 | Any Ay Require inbgupeland requess

o L g DO
Serverd Ay Ay Reguire inbound and outbound
e Ay Any requast inbound and outhound
| DC2 Aoy Any, Request inbound and cutbound
DL e i s Reguest inbound and outbound

Server4 has no connection security rules.
Server4 Configurations

Server4 has the effective Group Policy settings for user rights as shown in the following table.
Policy Security Setting

Access thiz computer from the network Group1, Administratars, Backup Operators. Everyone, Users
Deny access 10 this computer from the network | Groupd :
Allcw log on through Remote Desktop Services | Growpd, Administrators, Remote Deskiop Users

Deny log on through Remota Desktop Senices Group3

Serv er4 has the disk configurations shown in the following exhibit.

= I 7“: _F"' : e J-l\. £
= Dux smmmaement W | | (Y S MT 1

LS. 3
s Lo A

File Acmen View Help

im i q.ml = =
. =y 1 x = ) as. : 1
[=r e et e e e W e == =]
Syptern Kevereed L]
100 MB NTFS 126.39 GB NTFS 323 MB
Healthy (Syuteen, Act  Haalhy [Boot, Page File. Cravh Dusmp, Prirusg Paciiicn Hwalthy (Recooery Paftdion)

-~

Dats (0:)
12700 GR NTFS

Healihy (Frarary Batitan

Diats (EJ
127,00 OB ReFS
Healthy (Pramary Fetitwonl

Dt (7
12700 GE Pk S
Healthy (Premary Patibon

B vrallccsted [l Fromary pamton

Virtualization Infrastructure
The contoso.com domain has the Hvoer-V failover clusters shown in the following table.

Wame | Number of nodes = Mumber of virtusl machines
Cluster] | & |18
Clustess | 4 12
Clusterd | 2 5

Technical Requirements

Contoso identifies the following technical requirements:

* Promote a new server named DC4 that runs to Windows Server 2022 to a domain controller.
* Replicate the virtual machines from Cluster2 to an Azure Recovery Services vault.

* Centrally manage performance alerts in Azure for all the domain controllers.



* Ensure that User1 can recover objects from the Active Directory Recycle Bin.
* Migrate Share1 to Server2, including all the share and folder permissions.

* Back up Server4 and all data to an Azure Recovery Services vault.

* Use Hyper-V Replica to protect the virtual machines in Cluster3.

* Implement BitLocker Drive Encryption (BitLocker) on Server4.

* Whenever possible, use the principle of least privilege.

BH: 96

Server 1 £ LNS &RID 3 DDH—/N—hH Y £, Windows Server #E1T9 54 —/\— & Serverd, —/\—[Z[d_Hyper-V H—/\— O— kA VX F—)LENTHY Clustert &ULNSBRIDEEIEEBAR—X Deed ¥
FRAB—THEREINLTVET,

Cluster1 [&_ Windows Admin Center 1’1/ X F—LEN TS VM1 L WVWS BHIDRETL VERAMLET,

Windows Admin Center #FRAL T, §RXTODH—N—¢EISRA—FEBEBLET,

Azure B ITRX9 ) T a v EBALET,

RDIZEL, Azure Monitor TEFA—IL 75— BT HIRENHY FT,

*10 7ET 80% #HBA 5T 4 AV BREFMAE

*OSRE VATLARN N AYDERBETS5—

*10 HfET95% 2BA S AT ERAE

DB 5 2T 5 BRI,

*10 2T 85 % B A % CPU fEMZE,

*PSRE—DHLPHN—R F—EREE

Y )a—2arTR RPMEOEEBEEXZFERITILENHY FT,

HE=IERZT o EHN?

A. Windows Admin Center Av & _ Azure Monitor 2R L 2 S A2 —tx4A 2 R—KLZET,

B. Azure portal 55 _ Azure Monitor Z#&R L _ Azure Arc 2 L T Cluster1 #4 > R—FLZET,

C. Azure Monitor 4R L _ Server1_Server2 & & U Server3 IZ Microsoft Monitoring Agent #F &) T4 XA —ILLET,

IEfZ: (EfEZRTLET)

Topic 1, Fabrikam inc

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide mor e information about

the scenario that is described in the case study. Each question is independent of the other questions in this case study.
At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you

cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pa ne to explore the content of the case study before you answer the questions. Clicking these buttons displays information
such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that th e information displayed is identical to the information displayed on the subsequent
tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Fabrikam, Inc. is a manufacturing company that has a main off ice in Chicago and a branch office in Paris.
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Existing Environment

Identity Infrastructure

Fabrikam has an Active Directory Domain Services (AD DS) forest that syncs with an Azure Active Directory (Azure AD) tenant. The AD DS forest contains two domains named corp.fabrikam.com and europe.
fabrikam.com.

Chicago Office On-Premises Servers

The office in Chicago contains on-premises servers that run Windows Server 2016 as shown in the following table.

Name | Type Configuration
Fvt Physical Hyper-¥ host

2 | PRvysacal et -V st

AFF1 | Wirtual maching | Application Serves

ARRD | Wirtual machine Apphcation serwer
AFP3 | Wirkual machine AppCaton sErver
aFedy | Wirtial machine AEPLCAtIon Sarwr

D . Wirtual machine Dofrian oo o] ey

Archive! | Phvysaial il Sevysd

DR | Wit e DV ECP i

Fileserver1 | Virtuad maching Filz semver
LB | It sl madhine Wik s
R/ | Wirtial machine ‘Wah repges

AADCT | Wirtual machine Byre AD Conrsect

All the servers in the Chicago office are in the corp .fabrikam.com domain.

All the virtual machines in the Chicago office are hosted on HV1 and HV2. HV1 and HV2 are nodes in a failover cluster named Cluster1.

WEB1 and WEB2 run an Internet Information Services (IIS) website. Internet users connect to the website by using a URL of https://www.fabrikam.com.
All the users in the Chicago office run an application that connects to a UNC path of \\Fileserver1\Data.

Paris On-Premises Servers

The office in Paris contains a physical server named dc2.europe.fabri kam.com that runs Windows Server

2016 and is a domain controller for the europe.fabrikam.com domain.

Network Infrastructure

The networks in both the Chicago and Paris offices have local internet connections. The Chicago and Paris offices are connected by using VPN connections.
The client computers in the Chicago office get IP addresses from DHCP1.

Security Risks

Fabrikam identifies the following security risks:

* Some accounts connect to AD DS resources by using insecure protocols such as NTLMv1, SMB1, and unsigned LDAP.

* Servers have Windows Defender Firewall enabled. Server administrators sometimes modify firewall rules and allow risky connections.

Requirements

Security Requirements

Fabrikam identifies the following security requirements:

* Prevent server administrators from configuring Windows Defender Firewalls rules.
* Encrypt all the data disks on the servers by using BitLocker Drive Encryption (BitLocker).

* Ensure that only authorized applications can be installed or run on the servers in the fores t.

* Implement Microsoft Sentinel as a reporting solution to identify all connections to the domain controllers that use insecure protocols.

On-Premises Migration Plan

Fabrikam plans to migrate all the existing servers and identifies the following migratio n requirements:

* Move the APP1 and APP2 virtual machines in the Chicago office to a new Hyper-V failover cluster named Cluster2 that will run Windows Server 2022.
* Cluster2 will contain two new nodes named HV3 and HV4.

* All virtual machine files will be stor ed on a Cluster Shared Volume (CSV).

Migrate Archive1 to a new failover cluster named Cluster3 that will run Windows Server 2022.



* Cluster3 will contain two physical nodes named Node1 and Node2.

* The file shares on Cluster3 will be a failover cluster role in active-passive mode.

Migrate all users, groups, and client computers from europe.fabrikam.com to corp.fabrikam.com.

* The migration will be performed by using the Active Directory Migration Tool (ADMT).

* A computer named ADMTcomputer will be deployed to the corp.fabrikam.com domain to run ADMT migration procedures.
* User accounts will retain their existing password.

Migrate the data share from Fileserver1 to a new server named Fileserver2 that will run Windows Server
2022. After the migration, the data share m ust be accessible by using the existing UNC path.

Azure Migration Plan

Fabrikam plans to migrate some resources to Azure and identifies the following migration requirements:
* Create an Azure subscription named Sub1.

* Create an Azure virtual network named Vnet1.

* Use ExpressRoute to connect the Paris and Chicago offices to Vnet1.

* License all servers for Microsoft Defender for servers.

* Migrate APP3 and APP4 to Azure.

* Migrate the www.fabrikam.com website to an Azure App Service web app named WebApp1.

* Decommiss ion WEB1 and WEB2.

DHCP Migration Plan

Fabrikam plans to replace DHCP1 with a new server named DHCP2 and identifies the following migration requirements:
* Ensure that DHCP2 provides the same IP addresses that are currently available from DHCP1.

* Prevent DHCP1 from servicing clients once services are enabled on DHCP2.

* Ensure that the existing leases and reservations are migrated.
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Azure Y TRH 1) T3 uhHBYET, COHTRY 1T a3 I2lE, Workspacel & LS5 &RID Log Analytics 7—49 ARX—X & Windows Server #3£179 5 100 BDRET S UAEENATLNET,
Microsoft Defender for Servers 75 > 2 #H#ICL RE<T S 2 LD Windows 774 ILE LR MY DEEFERT 5 & 512 Defender for Servers R LFET,
BRESNFETD7AILNELDRAMN)DERZI TS EIRENHYEST  EDT—TLEVIT)TNIEINTTM?

A. ASimFileEventLogs

B. MDCH#&HFimA X2 k

C.TNARLIRARJARY K

D. ASimRegistryf X2 kA5

EfE: (EfEERTELET)
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Vnet1 & Vnet2 LWV ERID 2 DD Azure RERY FI—ODBHYFET,

RA 2 bxty A b+ (P2S) IKEV2 VPN Z{EA L T Vnet! (2t S 4 Client! &LV ZHID Windows 10 T/ ANHY FT,

Vnet1 & Vnet2 ORICRERY bD7—9 EF7V T EFRELET Vnetl (5 — b+ A FSUDY FEHFRALET Vne (R E—F SF— Dz A EFERATEET,
Client1 A% Vnet2 LBIETEHWZ EADMYET,

Client! n¥Vnet2 LBIETES L ZHRTIRLENHYFT,

RRER VPN U SA 7 bMERESA D A—RFLTHBA VYA M—=ILLET,

ChIZBEZEFFH-LTWETM?
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B. InfiniBand

C. RoCEv2

D. RoCEv1
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Windows Server %179 % Server1 £ W\S ZRIDH—/N\—MHY ET,

BEDT7 TV r— 3 DHM Serverl DRETAHILEI—HNDT—RFEERBTEDEIITTINELRAHYET,
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A. [Ty

B. LMMYR

Ef:B(IAY FERET D)
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7 —% 2 )L— 7T Windows Server #3179 % 10 BEDOH—N\—LHY FT,

H—N—RBOITRTORY bT—9 bZ T4 v I ERBBILTDEIICH—N—Z@BRTILENHYFET, V) a—2a K AgELGRY RE2THRIFAEGY FEA,
ERtxa) T RATERT ARENHLRBIAAETENTITA?

A. NTLMv2

B: bambergsin

D. OV Ea1—%iIAE

IEf#: (EffZzRLET)

Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-authentication-request-rule
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mesl prefered ownee Sl i et on the General tab)

(3 Brevert falback
& o faithach
LAR
faloack between and
- bhan

Cance Bl
Server! MFPHELT vy FEFDOULET,
Server! ##2E L= & &2 _Appl MBI EHE Server2 TEITENBKSICTTIHENHY T,
fRIRER: App1 7 2R 2 — O— LOEEHRINORAEERZEOLET,
CHIFEEEFH:-LTVWETA?
A. [Ty
B. LMVZ
EfE: (EfEERTLET)

The Maximum failures setting is used to determine when the cluster determines that a node is offline. It does not affect whether a cluster will fail back when a node comes online.

BME: 103
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Windows Server #2179 % Server! EWSABIDA Y TL IR H—N\—DHY FIF_ Azure Backup #FARAL T H—N—1LDIT7AMILDF VTRV R NI TV TE2RTTI2HELRHY FTT,
IEFICETTOIDENBHL5D2DT77aVEENTETMNM BZADICIE . TIP3 OURMWOBEYLGET I3 &FAICHBEL ELWEFTHERET,

Explanation:

B 104

957 REERZ[ERT 5 Cluster1 &ULV\S &HID Hyper-V 7 T — LA —N\— 95 X2 =% Y F£9, Cluster1 [&_Windows Server #XE179 5 VM1 L WS ERIDRET O UF#HRAMLET,
VM1 @ Servicel EWVWSBRIDH—EXRICEEARELEHEE VM1 ZRI0/ —RICBBMIZCD 2 —ILA—N—FE3RERHY FT,

Cluster! & VM1 T Z 2 ENHY FITHAM? BETBHICIE EETY 7TEUGA T a vEBERLET,

EENFADOELVERIZ 1 RA Y FOEENHY =5,



ChHerh %J iMicrosoft -
Modify the settings of the VM1 cluster.role.

Configure monitoring of the VM1 tluster role.
‘Change the startup priority-of the VM1 cluster role.

VM1: \ 2l 5

Configure the'Startup Type of Service1.
Configure the Recovery settings of Service1.
Configure the Startup and Recovery settings.
Install and configure the Azure Monitor agent.

Cluster1:
Mod:fy the settlngs of the VM1 cluster role.

Change the startup prlorlty of the VM1 duster role.

—— e —

| -\Microsoft

-,._-..."._-...-r

_Conﬂgure the Startup and Recovery settmgs
Install and configure the Azure Monitor agent.

Explanation:



Cluster1: v

Modify the settings of the VM1 cluster role.
‘Configure monitoring of the VM1 cluster role.
Change the startup priority of the VM1 cluster role.

-.—.l;\.-.a-.-—n-u-.-l—r

Conflgu re: the Startup Type of Service1.
‘Configure the Recovery settings of Service1. |

COl'l__glJ Startup RECOVEW settmgs

Install a ure Monitor agent.
ﬁﬁﬁﬁ:ﬁ: 105
INA 18— 2 /N— KR TStorage Spaces Direct? S X2 —%FRALTWET, 2D 5 XH2—IL Windows Server 2022%£179 532N/ — KTHER I TWET, £ 208 DHyper-VIRET L U ERX FLTWL
F9,

H#—/3—%Windows Server 202527 v 75 L— K 2REAHY ET, Y a—L a VIEUTOEGEH T HENHY T,

BT oDFI 34 LERIMMRIZINZ S,

EEEBOFHMER/MRICINZ 5,

£/ —RIZHLT, EQ4DDBEEIEBICEFIRETLLIANA?ALETBITE BEYR M SBEYRBEEESHICBHSE  ELVBERICERBZ TSI,

Actions Answer Area

i Perform a clean install of Windows Server 2025

i Evict the node from the cluster,

«« Manually move the virtual machines to another
~ node.

.. Run the suspend-ClusterNode -Drain
" emdlet.

.. Place the server in storage maintenafice, |
 mode.

. Perform an in-place upgfade to Windows
" Server 2025.

=
.- Disable storage maintenance mod@and
" resume the node

1F fiZ:

crosoft

[ N ]




Actions .l 2 Answer
----------- — — — — —_— 1
it Perform a clean install of Wlndu.lwr 2025, «= Run the suspend-ClusterNode -Drain :

cmdlet.

_— e e o mm e e me e e e e e e e e e e e e

i Evict the node from the cluster. -
= =Sy N=E =S = I
I
I

«: Manually move the virtual machines to another

: m 3 I
node. ode

- Run the suspend-ClusterNode -Drain
© cmdlet.

R e e B T

* Server 2025,

Place th.e SEMver in 5tcrage maintenanr_’_e | .l i = St S

"~ mode. ! | _ ;
d .. Disable storage maintenance mode and I

| H
. 3 resume the n ;
Perform an in-place upgrade to Windows I TR (he ecle :

Fetverddes, @00 o | ESRESEEse S e e e e e
Disable storage maintenance mode and
I”" resume the node

|
| ‘ == PerférmT an in-place upgrade to Windows
I

Answer Area

Perform a clean install of Windows Server 2025. : Rin the Suspend-ClusterNode -Drain
T cmdlet.

Evict the node from the cluster.

Place the server in storage maintenance

Manually move the virtual machines to another " mode.
node.

Perform an in-place upgrade to Windows
Server 2025.

i Disable storage maintenance mode and

Eﬁ:ﬁ: 106

VM1 & WV &RID Azure [RE< S UNHY ET, VM1 Tld Process1 EWVWSZRIDTOAERADYISvyia B TRAMIZHE->TLET,

VM1 @ processl.exe MY 5w a LizHE BMiEIIREII DDA 0T J7ANCT I RTIDENHY T, BMENMREI D VICTIVRRATELRVWLSICTILELHY ET,
BiEICAADT IVt RAZRET ILELHY FTIH?

A Azure 774 ILEH

B. Azure Log Analytics 7—%9 AR—X

C. Azure Blob Storage 2 > 77+ —

D.YR—U R TARY

EfE: (EfERRLET)
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Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/diagnostics-extension-overview

AEN7AZ-801JR B (FJPNTest.comiZ2it &  AZ-801JRERIZCAH T 5 2 LIZRIZII B ET ! JPNTest.com(d S HEFTAZ-801JKERRIEE #1214t L £ J, JPNTest.com AZ-801JRERRIREE XL SEHnFE LT,
CZCAZSONJEREEDNTA CI VS VEFICANET , BFHRD T 2 £ X _https://www.jpntest.com/shiken/AZ-801J-mondaishu 297f5. 3 0% 7 « AA > + #5814 EI5|a— F: JPNshiken

BH: 107

AT LI RIREEBIZIE, Windows ServerzE1T9 59 —/N\—Hm208HY D5 ED1E(EServer1 &LV ZRITY , Server1[ZIEWindows Admin CenteriNBRI SN THY A V2 —F v MIEHKRIATLET,
HiEt=lTAzure b TR 9 ) T avEEHEHBTY,

FUTLIRY—N—DEELERICAzure—E X Z#FIHAT S(Z1F Windows Admin Center& Azure 2 #8932 EAHY FT,

FIRAMAMEITRETLLIN?

A. Server1[ZMicrosoft Entra Connect Syncx 4 > A F—JILLE T,

B. Server1 /5 Connect-AzAceount A< > KLy FEEITLET,

C.&Y*—L K H—/\—T Azure Arc ZBRIIZLET,

D. Server! M5 Set-AzWebApp A% > KLy FEEITLET,

IEfE: (EffZRELET)

B : 108

AT LI RD Hyper-V 7R X + Server 1 B Y £9,Server 1 [2IE VM1 EWVWSARIDRBIT L UREENTNVET, UE— FDBFRIZARR LS TS, FAA 2IZSH L TULEL Hyper-V H—/3\— Server2 1'd% Y
F9  Hyper-V LT AZFEHALTVMI %2 Server2 LT — I BFETYT , Serverl TLTINS—2a VBRI A2RENDYET, EORAAEZFEHATEETN?

A F)ILROX

B. NTLM
C. ERT AT i
D. FEEAE

TR (EREHETLET)

B f5: 109
VM1 & VM2 EWNSZRID 2 DD Azure [REET S UhH Y £33, VM1 (X8 B Azure Recovery Services AV TFH—IZN\w Y7y TEan Ny o7y T30 BEREESLET,
C:\Data\Important.docx & WS BRIDERD T 74 I)LE VM1 H o VM2 IZERT HABEAHYFET , V) a—>arvd EBEXZRINRICHNZASGBLELNHY FET,

EFIZEITTIULENHD 4 DDT7 I aVIEENTINMNBEZDICIE. 792 a D) A M LBYARTI L3 v EEEREEICEESL ELWEFTHERNET,
Actions Answer Area

Unmount the disks.

Download the file recovery script for VM1.
Copy the file by using Azure Storage Explorer.
Copy the file by using_ File Explnre-r.

Restore the file by Using Windows Senvér Backup,

R B o i s e S

_______ r £ === -~

Run the file recovefy script orf VN2
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1E fiz:

ACTIONS Hns’ﬂﬂr Area

T —— | 6
I T I
Mﬂﬂf_‘{f_usmgﬂfurﬁtﬁyhplﬂf&f :};1: T T Sy Tl oy B 4
Cngmﬁﬁﬁj'mﬁxﬁa_r?_ B __"___:“j] [Cop\,f the file by using File Explorer. I

Explanation:

Download the file recovery sﬁ'ﬁf@@ﬂﬁﬂf't
Run the file recovery script en VM2.

Copy the file by using-File Explorer.

Unmount the disks.

Reference:
https://docs.microsoft.com/en-us/azure/backup/backup-a zure-restore-files-from-vm
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EEHRDORY FT—2I1Z1& Active Directory KA 4 U H—EX(ADDS)7# LA MREENTWVWET , CD T+ LR MZIE UsertE WS ZRIDI—F—DEFEELEFT RODC1EVWSRRDFZAMYERA KA/ Ok
O—5—(RODC)&#F 704 LET,

UsertARODC1DA—AIIEBETHA L ZHBT ILENHY T, BRRIF/MERDRAIIZHK S BELAHY FT MEFRATAIEIONTLLEOIN?

A O—hlLa—v—-¢5)IL—7

B. VAT LK

C. ntdsutil.exe

D. Active Directory 44 k &H—E X

R (ERERTELET)

B 111
RDRIZRT VY —REESLA T L I AD Active Directory KA A4 > H—EX (ADDS) KA/ UhRHYET,
Name ICraypO it Description
User? User Is a member of Group1
User2 | User | Hasaphone number of 111-111
User3 User I51n the Users container
Group1 | Group None
ou1 Organizational unit (OU) | Is empty

FAALVIZIX RORICRT KAA A bA—F5—AEFENTNET,
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Site1 & Site2 DREICH A ~ UV EBREL LTV r—> a3 VHRE 20 RITERELET,
FRI10BFIC HA M1 &V A 2 DROEKEARKLET,
EBEL RORICRI TV VI VERTLET,

Time Performed on Description
10:05 AM | DC1 Move User3 to QU1. Qﬁ\
10:07 AM | DC2 Remove User1 from .
10:10 AM | DC1 e mber of User2 to 222-222.
10:11 AM | DC1 nge' one number of User2 to 333-333.

10:12 A

10; —-' 1NI1Crasa

FRI10BF 30 IS YA b1 &EHA b2 OFDEGENMETEINET,
RDERAT—FAVMIDVWT ZEDRT— AU A true DIFEIE[IEWL] ZBIRLFET, TS DEEF, DO EERLET,
FELWVEREIENENHADMIEAHY FY

ange the phone number of User2 to 444-444,

Answer Area

1L IV
Statements . IVI I C .‘ | " ‘ Yes No

At 11:30 AM, User1 and uwrgcn:s of Group1. O
e
A; 1%“&¥ne number of User2 is 333-333.

i
3@ At 11:30 AM, User3 is deleted. O )

1E fiZ:

Statements

At 11:30 AM, User1 and.User2 are members of Group1.

At 11:30 AM, the phone number of User2 is 333-333.

& B hierosoft

Explanation:



Statements

At 11:30 AM, U5e:1 and _U-'-@"i_:_-.are_ member‘s of G;aupl

_At 1130 AM ‘the phone number of User2 is 333-333.

| At 1.1.-30 AM, User3 is deleted. e M | C ro S@ft
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Windows Server #3E179 % VM1 &L\ &N Azure [REI L UnHY £,
TARYD IS5S—DEH VM1 EQARL—F 4 05 SRATFLIEETEEEA,
IS—%fRTDIBDENHY FT,

Azure Cloud Shell TIEEBIZETT 2HENHD 4 D20AX Y RIFENTIAM? ZZBIZIF ATV FOUR A LEYZITY REEZEREICEHL ELWVERTERET,
Actions i Answer Area

ar extension add =g M ic rOSOft oo\\ .
e ™ @
| C

ar va repair run

az va repair restore 9
<M
ol

laz ve disk I | R e e N o - - -
B e e !
r : | I
LiE\i"ll"E[lill" create T B . el o R T T e e e B O s B
__________________________________________ '1

“=PAierosoft---:

i — i — — — — — — — — — o — — o — -

Explanation:



Actions Answer Area

az extension add 1 az vm disk

2 az vm repair create
1

4| az vm repair restore

Q0

| @
3 aZ Vm repair run |
|

B 113

Windows Server %179 5 200 B DYEBH—N—ZEEBLTLET,

H—/\—% Azure IZHB1TT B FETT,

Azure Migrate ZFARA L TH—N\—DRBREZEFEIT LILELHY FT,

WIBH —N\—TIEBICRTTIRENDHD 3 D2DT7ILaVIEENTIMNMZEZBICIX . 7H2a D) A A LBEULRTYI L a3 v ERBEEICHBEL, ELWVEFTERET,

Actions
Download and extract the Azure

RuUn AzureMirgratelInstaller.psl.

Import a virtual machine.




Actions Answer Area

a o e mme mm ommw e e e mee me e e mme e e s e e mme e mme e s

|Download and extract the Azure Migrate installer scri

t ZIP file. Download and extract the Azure Migrate installer script ZIP file.

- |

B e e s
'FRL.II'I AzureMirgrateInstaller.psl

fmmmmmmmm e mm e m e m— e — -
i —w——n—w— ol
(Import a virtual machine. Configure the appliance.and reglster the appliance
e = = === = <with Azure Migrate. R A s e
!Cnnffgure the appltance and register the appliance (=== == = A Adi A ECAlIYid &

Explanation:

Download and extract the Azure Migrate installer script ZIP file.

RUN AzureMirgrateInstaller.psl |

Cunf:gure the apphance and reglster thE-.ﬂBp“@JJEE ~ £+
with Azure Migrate. VIILTOSOTL |

'| A RS
Reference:
https://docs.microsoft.com/e n-us/azure/migrate/tutorial-discover-physical
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Windows Server #%E179 5% Serverl EWS AV TL IR H—N—mNHY FF, Server! IZIFEHD 77 ILEAREENATHEY IP 7 KL R 192.168.10.12 T,
Azure B TR9 1) T2 a EBELTY,

Storage Migration Service L T, Serverl @7 7 A LEF % Azure RET S VICBTTAIREAHYET, SOV 21— 3 TR AUTLIROI—H—H 1921681012 D IP 7 FLRAZFEAL T, BT
NEIT7ANEBICTIRATELLSICTIRENHY FT,

V) a—2aVITIEAEEDHEIRETTHN?

A.Azure T34 R—k 12y

B. Azure 754 R— Lk DNS V—V

C.Azure Ry kO —49 E7UY

D. Azure 5%y T —7

Ff:D (A LEHEKT D)

Bf: 115

aadds.contoso.com & L3 £ Hi10 Azure Active Directory Domain Services (Azure ADDS) KA A UhHY F£9,

Vnet1 & ULV BHITD Azure RSy FD—0 DB Y F£9, Vnet1 [Z1E, Windows Server #E179 5 VM1 & VM2 EWVSARID 2 DDREI S UREENTLVET , VMI & VM2 [d aadds.contoso.com [2E0L TLVE
ER

Vnet2 & WLVS ZHETOHF L LY Azure RERY bD—9 ZERLET VM3 EWVS BARIDFT L WP —/\—% Vnet2 ITEMLFET,
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VM3 % aadds.contoso.com [ZEMEIE LI ETEHE FASUNROALLHENEWVNWSIIS— A VvE—UARTKTEINET,
VM3 #% aadds.contoso.com [CEMTE S L ZHRT HIRLENHYFT,

Network configuration I - I

Add a subnet to Vnetl,
Add a subnet to Vnet?2,
Add a private endpoin

Véﬂ ﬁhcmen Vnet! and Vnet2

= 4

ons ngh\ 5
ﬂ Add a custom DNS server to Vnet!

o
p Add a custom DNG server 1o Vnetd
. . e ure private DNS zone named aadds contoso.com
i' I c ro S irfal network link 10 an existing Azure private ONS zone.

m Microsoft

| Add a subnet to Vieg
AT a TObTR IS Ve
Add a private erdpaint to Vinetd
Configure Mrtusl network peenng between Ynetl and Vnet?

DNS configuration: & 3
A s custom DNE server to Vet 1.

Audd & custom DNG server 1o Vnetd

Créate an Azure private DM zone named aadds contoso.com
Add a wirtual network link 1o an exasting Azwre prnivate DNS zone,

Explanation:

Answer Arca

Network configuration: Add a subnet te-Vnetl,

DNS configuration’, Add awirtual network link to an existing Azure pnvate DNS zone.

= Microsoft

BHf: 116

Microsoft Defender for Cloud A>TV Azure Y TRV ) T3 vhiHYET,

Windows Server 23179 % Azure [RIEE<T UM S50 E8HY ET,

RETUTHRESN-EX2) T4 TH9RXTOA A Defender for Cloud IZERiE SN B K ST ABENHY T3,
<L TEDILEHEZENZT ILELHY FTITH?

A. T U D5

B. Microsoft {kFBEHIT— T > b

C. Azure VM F® Log Analytics T—> x> k

D. ¥R FMERLI—U TV b
EfR: (EREERLET)
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Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/deploy-vulnerability-assessment-vm

B 117

Cluster1 & L5 & 810 Windows Server 2022 FSE2IBIAR—X A LI b VS A2—D0HY FET Cluster! IZIE RETSUEEL 4 D0/ —FRHYET,

Cluster! A* 5 Windows Server 2025 ~DA > TL—R 7y 7T L—REEFTTIBENHYET YN a1—2a VTR 7y T L—FRIZERBEI D UNBICFRAURTHIZ EFRIITIDLENHY T,
EDIEFTT I arvEETTNAEEINVTTMM BIZETBIICIE TRTOT7IL30ETIIaY JRAMALEZEZEICEHL ELWVEFICTHERET,

: Resume the cluster node.

Pause and drain the cluster node,

Place the node in storage maintenance mode.

Upgrade the node to Windows Server 2025.

Remove the node from storage maintenance m

Pause and drain the cluster node,

Place the node in storage maintenance mode.

: Upgrade the node to Windows Server 2025.

: Remove the node from storage maintengncg spdes

Explanation:



Actions

=

Resume the cluster node. £ Pause and drain the cluster node,

:: Place the node in storage maintenance mode.

i Upgrade the node to Windows Server 2025

i¥ Remove the node from storage maintenance mode.

Bf: 118

Windows Server #3317 L  Hyper-V —/N\—®D&REINA VX b—)ILEN TS Serverl EWSRRIDA LV TLIR H—nN—D0HYFET,
Azure Y TR ) T a3 onHYET,

Azure Backup Z{#fH L T Server1 # Azure IZN\Y 9 7 v TFBFETT,

Microsoft Azure Backup Server (MABS) Z BT 2L EAH S 2 DD Azure Backup T2 a VIFENTIM? FNEFNDERIE L HBREFZIRRTLET,
FENTROELUVGERIZ A RS > FOELAHY 9,

A R7 AR)L 1) HNY

B.774ILETHILE

C. VR T LiKEE

D. Hyper-V {RE< < >

Ef:AC(OA b )

Reference:

https://docs.microsoft.com/en-us/azure/backup/backup-mabs-system-state-and-bmr

Eﬁﬁﬁ:ﬁ: 119

FUTLIR Ry bIT—5 & Azure [REFY bT—0DHY FT,

AUTLEIR Ry bT—=Uh5 Azure REFR Y b T—U~DHY A Ml VPN B ZHIL L FEFTH EREI/EEICUBINET,
Azure B 55 IPsec b RILETNY T T ERBENHY FT,

E®D Azure VPN Gateway 207 MR T 2ELH Y £IHn?

A. GatewayDiagnosticLog

B. RouteDiagnosticLog

C. IKEDiagnosticLog

D. TunnelDiagnosticLog

EfE:D(QAAV FEHEKT D)

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-diagnostics
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Eﬁ:ﬁ: 120
v FJ—2I1Z1%, contos.com & LNS A 2 T L = XD Active Directory Domain Services (ADDS) FA A UMEENTWET, FAAL VIZIX RORIZCRTTHO U EDBEFATNNET,

Mame | Account type | In organizational unit {OU)
Adminl | User o
Adrming | User ouz
Server! | Computer ou3
Server2 | Computer  [OU4

K A 4 > (% Active Directory | BitLocker R F—% &I 5K SICEBRE SN TWVET,

* Admin1 [&_Server1t @R 2 —L C 2%t L T BitLocker K5 4 Jr&E 1t (BitLocker) ZBMIZLE T,

* Admin1 (& Server1 & OU1 [Z#881 L F 3,

* Admin2 (& Server2 M) L—/\T )L R1) 2 —L E O BitLocker 4 IZLET,

*Admin2 (&) L—/\TJ)L K1) 2 —L E % Server2 i1 > Server! IZFEIL R a—LDOv Y #EBRLET,

% BitLocker EIfE ¥ —%FERATE 5 Active Directory 7 72 =0 MEENTIAM? BETHICIE EET) 7 TCEUGA T a VEERLET,
EEFENFNAOELWMERIIEETT,

Answer Area

see the answer below in image.
Explanation:
Answer as:

B 121

Windows Server 2179 % 2 2D Azure [REET U HY £,

BT VERA NI BRI I—ILA—N— S5 REA—FBTHFETT,

DIRB—WNy 50 FERELTERAT S Azure A L=V PHDO U F BT ARENHYFET , VI a—2aVEEEAZERETILENHY FT,
A= F7HOUMIEEDIA TOREEERBRT I2LENHY £TH?

A.Y—2URER kL— (ZRS)

B.O—ALTER kL— (LRS)

C.geo KX FL— (GRS)

D.geo V—UTTEXR kL—2 (GZRS)

A%807%AZ-801JEIREE (FIPNTest.comigfit S h  AZ-801JEHERIZ AT A Z & Z&RICII B E T ! JPNTest.comld S EFTAZ-801JREREIEE 1R L £97, JPNTest.com AZ-801JERERRIRESE (XL SEHSNFEL T,
CZCAZB0NJEEENDTARA CI VD UEFICANE T, RO 7 Y £ X _ https://www.jpntest.com/shiken/AZ-801J-mondaishu 297f5. 3 0% « A ho > + #5314 EI5|a— F: JPNshiken|
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B 122
RODERT—FADFZDOWT ZATHEEIE [TV ZERLET, LA OBEEX [LWWNR] ZERLET,
I FNFNADOE LLERIE 1 Ra Y FOEEIHY F5,

Statements 0@ Yes No

User1 can sign in to Server4 by gz\ Mmote Desktop. O O
User2 can sign in to Serve ﬁ\d ing Remote Desktop. O O

User3 can sign in t@%ﬂl by using ﬁanotgﬂ&&f‘c@ SOf'b O

1E fiz:

Statements ' Yes No

User1 can sign in to Server4 by using-Remote Desktop. Q) R :

User2 can sign in to Serverd by.using Remote Dgsktop. lr-C; | O
User3 can sign in to Servér4 by using Remote DEEHDM ICl r(?S

Explanation:

Statements Yes No

O

ol .
User1 can ﬁﬁﬂﬁ@%ﬁwem by using Remote Desktop.

User2 can sign in to Server4 by using Remote Desktop. O Q

O
o

User3 can sign in to Server4 by using Remote Desktop.

EFDE]: 123

Server! £ W3 &BINDA > TL I R H—/3\— & Microsoft Sentinel 1 VA2 VU ANHY £,

Sever1 H 5 Windows Defender 7 74 724+ —JL 4 X2 F%IW&E L Microsoft Sentinel AL TARY K T—2 20T H5FETT,
Serverl Il &F A4 VR F—ILT DRELHY A VREZVRABIZEDERZIRBETIVENHY FT I BZITHIZEF EEFETY 7TEYEA T avERRLET,

T Azure Slorage siiount and the siorage s0Counl aciess key
The Asuie Log Analyti worlapade I ang he workipece iy
The Lsornsn® Sentires -nitanc s nams snd AfSues AD creden®uai




Pl -

he LCronait adil e e onaey ey (MARD) spem

Tt Arure wibscrpiemn 10 ard (he Mromof Seviped raerme

| : E—-‘-&': scigueil and The slofage slcopil moess ey
e HCTOSOTE .

Explanation:
Argwer Area
rensl (e dguee Morsicr gt .
o Microsoft
B 124

v k=2 121%, Active Directory FA A > H—EX (ADDS) A/ UHNEFENTUVET, FA AL VIZIE Cluster! EWSEFID Tz —ILA—N— I SREI—DBEENTLET,
Windows Admin Center (WAC) AL T VSR FZ—TY SR FZ—REBH (CAU) ZHERHT 2LELHY T,
IBEIZEITT IDENHD I DDT I aVIEENTIMN BZBICKX . TILavOURLEYLETY a3 wxRZEEEBICEEL ELWVEFTHENES,

Bctions Answer Area
Enabie Cred5sp.

Add Clustar! to WAC

Add the Cluster-Aware Lipdating rofe. @ @

Add a group managed sernce account {ghSA) | @ ui—.] ) @
— === =

PrT— s Microsoft

IF fi%:
Actions Answaer Aren
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