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One ExpressRoute Standard circuit
One ExpressRoute Premium circuit
Two ExpressRoute Standard circuits
Two ExpressRoute Premium cifcuss

Three ExpressRoute Standard circuils
- = -._.;I: = I: 1 { P ul

of the ErGw1AZ SKU
One E:pressﬂﬂuré qatdﬁay of the ErGw1AZ SKU
One ExpressRoute gateway of the High performance SKU
Two ExpressRoute gateways of the ErGw1AZ SKU
Two ExpressRoute gateways of the High performance SKU

. . < Three ExpressRoute gateways of the ErGw1AZ SKU
. I C r O S 0 Three ExpressRoute gateways of the High performance SKU

m Microsof

One ExprassRoute Standard circuit
One ExpressRoute Premium cirout
Two ExpressRoute Standard circuins

IJ*E’.EEWEWLWFW Shreuits,

Minimum number of Expressbute cirguits |\ Thiee ExpressRipute Standard circuits

Minimur fiUmber of ExpressAaute gateways:  [One ExpressRoute gateway of the ErGw1AZ SKU
. One ExpressRoute gateway of the ErGw1AZ SKU
One ExpressRoute gateway of the High performance SKLU
Two ExpressRoute gateways of the ErGwiAZ SKU
Two ExpressRoute gateways of the High performance SKU
Three ExpressRoute gateways of the ErGwl AZ SKLU
Three ExpressRoute gateways of the High performance SKU

Explanation:



= Microsoft

Minimum number of ExpressRoute circuits:  Three ExpressRgute Sandfard circuits i
Minimum number of ExpressRoute gatéways, Ome ExpressRoute gateway of the ErGw1AZ SKU bl
B3
RORIZCRIHREIT L VEEL Azure TR ) ToavhbyEd,
Name Connected to
VM1 Vnet1/Subnet1
VM2, .. .| Vnet1/Subnet2
T IVIMaI R ASUIT L

Subnet1 & Subnet2 [ RDEERBZFHEDNSGT1 EVWSERDFRY FT—0 X2 T4 JIL—T (NSG) [TBEEMITOENTWVET,
* {85 100
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*FEE A ML—D

*ToOavEE

ROBEEFEIDTSAR—FIVRRAVMEERLET,

* AR T oA R— M

* 1)y — X DFEEE: Microsoft.Storage/storageAccounts

*1)Y—X: X kL—1

*B—4y kST 1Y —X: blob

Ry kT —2%: Vnet1

*HIRy b ITRy M

UTDEXIZTOWT BZHTDHEEIE R ZBRLTLKESVD, Z5THWMESIE DOWVA JZERLTLESL,
AR ELWVERIEICTIARSA VY EAMESNET,

i virerosoft ¢,V

From VM2, you can create a container in storagel , *

From VM1, you can upload data to a blcb.étnrage container in storagel

From VM2, you can upload data to a blob storage container in storagel




1Efig:

Statements \Y Yes
From VM2, you can create a container in storagel O O J'
% 3 o~
From VM1, you can upload data to a hlobstarage container in storagel -OJ O
From VM2, you can upload data t6'a blob storage container in storagel O O

Explanation:

Yes, Yes, Yes

NSG rules applied to the subnet hosting the private endpoint are not applied to the private endpoint.So the NSG1 doesn't limit storage access from either VM1 or VM2. https://docs.microsoft.com/en-
us/azure/storage

/common/storage-private-endpoints#network-security-group-rules-for-subnets-with-private-endpoints
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RORICERTH TRy FEECAzureffBxRy FO—OhHY FT,
___Name | P address space
AzureFi rewallSubnet 192.168.1.0/24
Subnet2 192.168.2.0/24

Azure 7 7 4 79 4+ —JL % AzureFirewallSubnetlZ7F 704 LE 3, Subnet2M S 77 A 794 —ILENLTIRTODNS T4 v O ZFIL—TFT4 20 LET,
Subnet2 EDF R TDHRR kHihttps //*.contoso.comIZH D5V ERH A MZT IV R TEL I LEZHRTIDLENHYFET,

BT I AETEZREMN?

A TD7AT79A—ILER)O—T Ry FT—IIIL—LEERLET,

B.#*Y hI7—9tFa)T 45— NSG) #/Emk L NSG#% Subnet2|ZBEEF (TFE T,

C.I7ATI4+—IUR)I—T 7TV r—2aV)L—ILEERLET,

D. 274724+ —ILiR>—T DNATIL—ILEZHERLET,

EfR: (ERERRLET)
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Appl EWSBRTD Web 7 TUERR ML KROS5 BEREHEODAVTLIAD Web H—I\—DHY £,

*IP7 FL X 131.107.50.60

* FQDN server1.contoso.com

Azure Y TR YT a3 &EHELTT,

Azure Front Door A L T App1 22T ARELAHY FT V) a—C a3 VIEUTOERZHE L TWEIRENHYET,
*A B =3y b 2—H—H appl.contoso.com M FQDN Z#{FEHA L T Appl TR TESH L #HEALET,

*H—/\— 1 % Azure 12817 L 1=15&I1Z_ Front Door DRI BELERZR/IEICHIZ E T,
RRRICIEAZEDIRETTMN? BAZFTHICIE BET) 7THEYLGA T avEBRLTLESL,
EEELWLEBIRSCEICTI ARSIV EAMEShET,
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Answer Area

Set the DNS record for appl.contoso.com to lﬁ(NﬂMt record of app1-<GUID> 201, azurefd net - }
VAn A record of 131.107.50.60

A CNAME record of server] contaso com

A CNAME jecoird of app Y- <GUID> 201 azureld nat

From the Front Door profile, set the grighn Bost name Lo ADD 1. contosg. coim =
| 131.107.50.60

EfiE:

M| 1
R8T T %ﬂ{ fjp;;?'l <GUID > 200 arurefd net

An Agrecord of 131,107 50,60
A CNAME record of server 1 contoso.com

From the Front Door profile, set U Qogen host name 1 app 1 contoso com
131,107 5060

B

=3

== =
seiver 1. oontioso com

Explanation:
Answer Area i -
w Microsoft
Set the DNS record for appl.canteso.com 1@ YA CNAMEYecord of app1-<GUID > 201 .azurefd.net i
From the Front Daofprafiie, setihe ofgih host name to.  app1.contoso.com b
BHi: 6
BRT

IRy FM-1C1008DREYL VU ETITALMTEFETT, CNHDRET S UICIFNTY v IIP7 FLRFEIYHETONFERA, CNoDRET I UL Y—FIA—T 4 HKRR 3 5R CAPI%E
FUELET HRETI UK, COAPIIX LTI &7 Y 10,000 U LDOFEUE LEITS5FETT,

SNATR— rEED Y R ZR/MRICHZ ZBENHYFET, V) 21— a VEEEBEEZR/NRICMASZLENHY FT,

IEfi:

See the Explanation below for step by step instructions.

Explanation:

To minimize the risk of SNAT port exhaustion for your 100 virtual machines in subnet4-1, while ensuring minimal administrative effort, you can use an Azure NAT Gateway. This service provides
scalable and resilient outbound connectivity for virtual networks, dynamically allocating SNAT ports to avoid exhaustion.

* Navigate to the Azure Portal.

* Search for "NAT gateways" and select it.

* Click on "Create".

* Enter the following details:

* Subscription: Select your subscription.

* Resource Group: Select an existing resource group or create a new one.

* Name: Enter a name for the NAT gateway (e.g., NATGateway-Subnet4-1).

* Region: Select the region where your virtual network is located.



* Click on "Next: Outbound IP".

* Choose whether to use existing public IP addresses or create new ones.

* If creating new ones, click on "Add new" and configure the new public IP addresses.

* Click on "Next: Subnet".

* Click on "Associate subnet".

* Select the virtual network that contains subnet4-1.

* Select subnet4-1 from the list of subnets.

* Click on "OK".

* Review your settings to ensure everything is correct.

* Click on "Review + create" and then "Create".

* Azure NAT Gateway: This service provides outbound connectivity for virtual networks, dynamically allocating SNAT ports across all VM instances within a subnet. This dynamic allocation helps
prevent SNAT port exhaustion, especially in scenarios with high outbound connection volumes12.

* Dynamic SNAT Port Allocation: Unlike static allocation methods, NAT Gateway dynamically allocates SNAT ports based on demand, ensuring efficient use of available ports and reducing the risk of
exhaustion2.

Step-by-Step SolutionStep 1: Create a NAT GatewayStep 2: Configure Outbound IP AddressesStep 3:

Associate the NAT Gateway with Subnet4-1Step 4: Review and CreateExplanationBy following these steps, you can ensure that your 100 virtual machines in subnet4-1 can make the necessary API
calls without running into SNAT port exhaustion, all while minimizing administrative effort.
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RORIZRTNY—REZEC Azure Y TR Y T avhipyExrd,

Name Type |V | U Description.
| VWANT | Azure Virtual WAN Standard Virtual WAN

Hub1 Azure Virtual WAN hub | Hub for VWANT

ViNet Virtual network Coonésted tdH Hub

VMNet2 Virtual network Sarhected to Hub1
VNet3 Virtual netwark Peered with VNet2

NVA1 Virtual machine Hosts a routing appliance deployed to
ViNet2

NVA1 & Hub1 DRSIIZCBGP E7 Y V5 %I LET,

BGPE7 Y T %#EHAL T, Hub1EBHTVYNetl EVNet3EID S0Py MEREERZETIMLENHYFET, VY a—>avFaX MER/DRICMZASZBHENHY T,
ES5TNIEVNTLLEOIMN? EETHICIE BEI) 7 TEULGA T avEERLTLESY,

FE ELWLVBIRSEICTIRA Y FAMEShET,



On Hub1, propagate routes from connections to VNet1 and VNet2 to:

On VNét3 dmplement: | Userdefined routes

Arure Route Server on a dedicn“
Azure VPN Gateway on a dedica

On Hub1, propagate routes from connections to VNet1 and VNet2 to: | # om routdg fable Wudd¥ccSciate the rg pith the same custom rg ah
A cusigfiiroute AbI and associate the routes with the defaultRouteTable

sl om rowle lable and associate the routes with the same custom route table

'.1 dafsultRouteTable and associate the routes with the defaultRouteTable

User-defined routes "']
Azure R S@Er on » de-dicated subnet

Azure ateway n Adgdisates
User-cle | ot

Explanation:

)
o N @4 m route table and associate the routes with the same custom route table

. User-defined routes
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RORIZRT VY —REET Azure Y TRV YT avhbyET,
MName Description
App1 Web app
FD1 Azure Front Door Premium profile that has an endpoint and an ongin group

ROBHUEHE-T L3IV a—2a v EERTILENHY FT,
*AppNZIETSAR— IV RRA VL EBIY L TEHIRENHY FET

A UB—2Y EDDS Appl ADT I ERIEFD1 BHETIL—T 1 VI T 23REAHY EFT,
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A LST490F)EALY bTBDEFa)T4FR)O—

B.L—rEEDLEZETV a2 EHEDIL—IL

C. Azure Private Link Y—E X ZH#IZF541) OV
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B.IP7 FLAAND S T74v0%&TAVITEHREIL—IL

C.IPFRLAAD S 74 v 0 %&T0OYvITHEEIL—I

D.77U—23y XaT4 JL—TADrS 7499 %&TOVITEIZESIVEEDIL—IL,
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C. BRIEHRDH
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RDORIZRT VY —REZEC Azure Y TRV YT avnipyExrd,

Name Type Description
Azure SQL Managed instance
Managed Instance connected to Vet
Microscft Entra Domain connected to
Domain Services Viet2

SQLMIT

CoONtoso.Ccom

ViNet1 Virtual nebwork

ﬁ,'l"\l‘?:._ 'l'-'”'-lui: J’iE“’I’OTk
storagel Stor@de s Folin 1

RODFVATEH 2y bT—=0 +Z3 T4 v I N Azure Ny I R—2 2y FIT—OBBATL—T1 07 ENDEIITTILENHYET,
*SQIMUMBRA RL—UIAD ST 140y

*VNet2 ED FA AL oSN —IN—DMBRXL—21ADRZI T4V

Y1) a—v a3 TRERARMERMRICMADZBEAHY ET,

EVFTUATIHAZHRET DVENHY FITHA? BAET HICIE BEBETEI G T a vEBIRL TS,

AR ELWERIEICTRAY FAMESIET,
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- 5 M i gar\:lrgn% QLE;‘:K} storagel:

; #_Meinaged Instance link

A service endpoint policy

Traffic from domain joined serversiorniVNet2 to storagel: | A service endpoint policy
'\« A private endpoint
A service endpoint policy
Microsoft Entra Private Access

Traffic from SQLMIT to $lnraﬂQ private endpoint

hdangged InstapceJink
@@

A service endpoint policy

A senvice endpcqnt polcy

Traffic from SOLMI] pefstorage: | A private endpoint

Traffic from domain joined seeverson Yhlet2 1o storage:
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BHRESEE-TELSIZP2S VPN 28T H2HELAHY FT,

ESTNIEVWVWTL LS EETBHICIKE BELY 7THEUGA TS a vEBRLTESY,
FE ELWLEIRZEICTI RSV EAMESNET,
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For VPNGWH1, set Tunnel type to:

OpenVPN 55?% J
SSTP t$

":l ;. .
For proseware com, s an app reqistration,
enfigure an enterprise application.

R Create an app registration

o~ H} ision a user-assigned managed identity.
5 ”“
Q Microsoft
3\

1E fiz:



Answer Area

For VPNGW1, set Tunnel type to

OpenVPN (S5t

SSTP (85Lh
For proseware.com "_:rlql;t;an ARR reqistration, -
q ise application

w ALCBnfi

W R S G, S

B Micrgsoft

Explanation:

For VPNGW1, set Tunnel type to:g IKGw@ V1

L Fot ;.Il_ﬂﬂ-mre'ccm Create an app reqistration. ....-.t M . -
i icrosoft
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RDRIZKRT ) Y —REEL Azure Front Door DEBZEHE L TLVET,
Name Type

ASPI3 App Service plan

Webapp93.azurewebsites.net App Service

FD93.azurefd net Front Door

a—H—I[d_https://www.fabrikarn.com @ URL Z{#F L T Front Door ##H T App Service [C#E L FT,

www.fabfikam.com DR FEDFEAEEMBLET,

www.fabrikam.com ® DNS La— R L iEBAE % Azure IZ7 Yy JA—F3 3RERHYET , ESTRIELVWTL LS N ?EETHICIE BEI) 7 CHEUGERKRZERL TS0,
EfEIE1 |mTY,

= Microsoft... G-
. d the certificate to: ] A secret ifNjiative Key Vault ﬂ}
ervices (AD C5)

| A cgg_ﬁta_;@ in Active Directory Certific
nmstﬁm rule in Azure Web Application Firewall (WAF)
#p Sierprise application in Azure AD

Set the DNS reg.u_rﬂ:gr:éi]. to: | FD93 azurefd.net

=

| fabrikam com
FD93 azurefd. net
Webapp93.azurewebsites.net




A certificate in

o ..M|crosg.f.tm.m PRI

Explanation:
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FECELMERSEICIRAV D MESHET,
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Appl EWSERIDT TV EEL Azure Y TR ) T auhHBY 9, Appl (X ROKRIZRT Azure App Service 1 VAR VATHRA RSN TWVET,

East US
East US
North-Europe
North Europe

ROBEMH % T-F 12X, Azure Traffic Manager ZRE 3 2 HENH Y £I,

*Appl S 74w 01% & Azure ') —2 3 VAN App Service 1 VA B VRITHZHIZE|Y U TEHIRENHY T,

*AI—B DS D Appl FS T4 wE AI—B YN Y=23 00 Appl A YRR VRITIL—T 4 VT T ERBERHYET,
*JERDSD Appl FS T4 UL KEEER Azure ) =23 2D Appl A VRE VRICIWV—T 4 VT T ERRERHY ET,

Answer Area

Minimum number of Tratfic Manager profiles required: 2 i

T
2

13
4

Routing method for the traffic in each region:  Performance »

Gﬁ raphic

Priority

Microsoft e

Cim

Answer Area

Minimum number of Traffic Manager profiles required: 2

Routing method for the traffic in each region:  Performance
Geographic

p{".‘!’ f{ Hmance

Priority

Microsoft

Explanation:



Answer Area = VHEIDS

Mifimum number of Traffic Manager profiles required: 2 v

Routing method for the traffic in each region:  Performance -
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FD1M o DEFDHAHZEFAIT D& 52, APPGWI-WAFPolicy AR R LIL—ILERET ABEAHYET Va1 — 2L a VEHEINTVWSIERZ Y R— T OLENHY TS,
EDTIFRIATEIYFEREZBIRT DLELHY T H?

A. XF5|& 1) T X kCookie

B. XF3 &YV IRMAYE—

C.IP7 F L X &RemoteAddr

D. ¥ E & RemoteAddr

IFfig: (EfZ R LET)

BRE: 18

FCOBEREF RLOFVAERERTI—EDOERO—EHTY, V) —XDZFERBICIE, BREN-BEEERTIABEMOHIBBDBRENEEFNTVET, —HOEBEME Y MMIIFEHRDIEL
WMRBRENHDIGELHY FTTH OBt Y FZIXE LWMERELSLZWVSGELSHY FT,

DV aVOBERICEZELEZZE, ZOBEMICRSAZLEETEERA ,  TORBRE. CNoDEMIELEA—EB@AICRTINEFHA,

Azure Web Application Firewall WAF) BNE#IZiE > TWBAzure7 T r—av5— bz A hAHY FT,

b4 v O ET TV r—2a 05— I TADURLICERET L5177 TV r—2 37— b A &BRLET,

URLIZZV 2R L &S5 ETHE HTTPABI S —mRELFET BV EZRTLT RODIS—FRHRALET,
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URLD 7 TS =23 o5 — b0z A N LTT IV ERURETHDI I LEHRETIDHELHY FT,
fRRK 137.135.10.24ZSLWAFRY S—BHN VI IR bAY T —FERLET,
NIEEVYFIZEVETHM?

A [T

B. LM\ Z

R (ERERTLET)

EFnﬁ: 19
FUoTLIRADYA W3 D2HYET, &Y A LY —FK/S—FT 4D VPN TS AHBFESNTWVET,

VWAN1 & L5 &RITD Azure {R3E WAN 3% Y  Hub1 EWV5/1\THH Y F9, Hubl (E H 4 FE VPN ERZERALT 320XV TLIRA YA DS 2 DITHEBKLET,
Hub1 ZERAL T . 3HFEB DY A FEMD 2 DOY A NIRRT IBELNHYET,

EDQ 420753 vEIRBICETT 2BEAHYETH? BETBICR EUET IS avEFIL a0 YR M SESERICBB L, ELVIEFCERET,
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Answer Area

Actions . I
Download the UPluﬁguratlnn ﬁie L&m tﬁ;" t

In a Hub1, create a VPN gateway

In a Hub1, create a VPN site

S0

In a Hub1, create a connection to the VPN site

Configure the VPN device
EfiZ:

Actions . ‘ ] = Answer Area
%I‘GFQ‘S‘O& T R . 5 T |
Download N configuration file from VWAN1 : : In a Hub1, create'a VPN site

-

Configure the VPN device Configure the VPN device

Explanation:

In a Hub1, create a VPN sile

In & Hub1, create a connection to the VPN site

Download the VPN configuration file from VWAN1T

Configure the VPN device

Reference:
https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-site-to-site-portal

&: 20
ROFKIZRT Azure RERY b= 0HYET,



Name Subnet Subnet Peered with

address space
Vnetl | Subnetl-1 10.1.1.0/24 Vnet3
Vnet2 | Subnet2-1' BEEN , }.10.2.1.0/24 Vnet3

Vnet3 | AzureFirewallSut ét T.&*fE“f%{fJ " Vnet1, Vnet2
Azure Firewall % Vnet3 [CT 704 LET,
Subnet1-1M 5Subnet2-1~D S T4 VI M IT7A T 04— ILERBTEELIICTIVLENHYET , EDLILGERENDETIMN?
A. Subnet1-1& Subnet2-1I1ZERE R} (T 5tz )L— b T—T L

B. AzureFitewallSubnet [CEAESTIF o fz)l— b T—TIL

C.Azure 754 ~_R— kK DNS V—>

D.Vnet1 & Vnet2 O EF7Y 52y

IEf#E: (EfEZRTLET)

Eﬁ:ﬁ: 21

VNetGwy1l E WS ZRTDRERY hT—9 F—Fr x4 &L Azure TRV ) T2 arh®H Y £9,VNetGwyl D/8T 1w o IP 7 FLRIE20.25.32.214 TH,
VNetGWy1DAJLR FTO—TEH TYTZRENRHYET,

URIZEDESICETINIELWTIN? @ T BICIE, AZEETEY LA TS a vEEIRLTLESLY,

FEELOMBIRSEICTIRA Y RAMEShET,

T Microsoft
bl + /r202532.214; 80 ¥ /healthprobe
Ll
Cr— i
snmp BO&1

Answer Area

" MTA'F * 4202532214 _8( *  healthprobe
- N .-.._.,.uﬁ-ﬁi.'l |
L 9 LA aoa1
Explanation:
Answer Area L\@
https * 202532214 80 * /healthprobe
Eﬁ:ﬁ: 22

Site1 EWSLRIDAVTLIR Ry MNITI—=ORBYET,

Azurer TR 1) T a oIZlE storage1E WS A RL—UF AU FEVNetl E VWS RERY FT—INEENTULET, VNet1IZ(X_ Subnetl EWLVNSH TRy AEENTLVET , storage1 D TS
AR—FI Y RFRA 2 FIESubnetl 2R SN TH Y  SitelldH 4 FE(S2S)VPNZEER L TVNetl [IZHEHFE SN TULVET,

Y bI—9 X)) T 4 JIL—T (NSG) #EH L T, Site1 N 5> storage! ~DT7 I LA ZHIEHTE2HENHY T,

FIMEITARETLLOIN?

A.)L— bk T—7J /L% Subnet! IZBSEFFI+ET,
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B. Subnet1 IZH Ty FEEZXHERLET,

C.NAT &#— b7 = 1 % Subnet! [ZBEEFITFET,

D. Subnet! EQ TS5 A R—Fr TV RRA D bDRY bT—9 RYS—ZBRLET,
IEf#: (EfEZRTLET)
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VNet1 EWSBRTDIRERY FT—0F%EL Azure Y TRV )T 3 ohH Y ET, VNett 21X, Subnet! EVWSBZRFIDH TRy FAEENRTLET,

Subnet1 [CTSAR—F TV KRRA 2 MZEMTBFETT,

A—HY—FEDI—rEFALT, 754 R—k TV KRS b& Azure Private Link Y—ERBID C S 74 v I EIL—T A VI TEDLEHRTIVELRHYET,
Subnet! THEMIZAZEFTNETL &£ 557

A2y bD—9 RYS—ZFZFMILET,

B.ZE#AMILFET,

CH—EXIVFRAYMEERLET,

D.#Z#M Azure O— K NS oY —%7J0E 3= S LET,

Ffa:B(aAAVFEEKRT D)
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VMScaleSet1 M5 VMScaleSet2 ~D rS 74 v I #HBTAUNENHYFET V=2 aVIdEERY FT—0DEHRZHIZLTVWAIRERHY 7,
WEBEHLARALNSGIIL—ILE NSG EY B TORNMIIINK DTETAN? BB T BICIT EEEEHTEYLAA T avEB8IRLTLESNY,

FE ELWLVBIRSEICIRA U MAIMEShET,

Minimum number of custom NSG rules: 1
2
3
4
5

Minimum number.of NSG assignments: 1
2
3 &
5

dDIL—IL
1F fiZ:
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Minimum number of custom NSG rules: 1
o
L-% l
...3
4
B _
Minimum number of NSG assignments: 'LT q[
2
3
4
5
Explanation:
Minimum number of custom NSG rules: 1
2
3
4
5
Minimum number of NSG assignments: HV"LI osSg T
2
3
4
5

Box 2: One NSG

The minimum requirement is one NSG. You could attach the NSG to VMScaleSet1 and restrict outbound traffic, or you could attach the NSG to VMScaleSet2 and restrict inbound traffic. Either way
you would need two custom NSG rules.

Box 1: Two custom rules

With the NSG attached to VMScaleSet2, you would need to create a custom rule blocking all traffic from VMScaleSet1. Then you would need to create another custom rule with a higher priority than
the first rule that allows traffic on port 443.

The default rules in the NSG will allow all other traffic to VMScaleSet2.
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VNet1 EWSIRERY FT—9%ET Azure Y TR ) T3 0B Y £9, VNett [Z[E Subnet! EWZVSH TRy EAEFENATLIET, Subnet! [Z_AppGw1 & LY5 Azure Application Gateway v2
AVRBVRETTIAALALET NSGT EWSRY FT—Y X2 ) T4 JIL—T (NSG) Z4EaL L  NSG1 % Subnet1 ITU > LET,

AppGw1 M VNet! o REENE ST v I DAZETARTSEIICTEIBLELHYFET, COV ) a—2 3 Uik AppGwl DEEE~NDEEZR/IMRICHZ ZWBENHY £9,
NSG1IZZEBMT RETL & 5H?

A BEEABTIRTDA VEA—FY ST v 9 ZETAVITEZEIL—IL

B. BEE4096TIRTDA U E—R Yy bS5 T70v0Z%TOYITBHEEIL—IL

C. BEEI0TIRTDA UV A—2y b5 T4 9927090 FTB52EIL—I

D. BEE100TTRTDA U EA— Y b S T74 90 % TRV T HEEIL—IL

EfE: (EfERRLET)
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S (ZIFAzZure b TR 2 ) T3 ohHhy  FIIZIEVNett E VWS RER Y FT—49 EvGW1E V3 Azure VPNS — bz A MNEFENTULET, £4I1Z(XWindows 117 /84 RZFRAET 51— —N
50 ALVET,

A—H—BVNetl ED U Y —RIZT IV EZRATEDLIITT EIRELAHYFET , V) a—2aVIEUTOERERB-ITHLELHYET,

* 1—H— A VGWI ADHA > bY—H A + (P2S) VPN I EHTI TE 5 L EHELET,

* A —H—HY Microsoft Entra BE4&IERDAHZFERAL TR TEL L ERALET . 21— F—DTNNAXATEDZATO RV RILEBRL EQOVPN I SA T2 FEEBRT DIRENHY FIH7? [
ZEIBICIE BEEECHEYGA T a3 v ERIRLET,

EERECELVEIRIEICTIRA Y MAMESINET,

Answer Area

q

IKEv2

IKEv2 and SSTP
OpenVPN

{SSTR

Azure VPN Client
Native VPN client
OpenVPN Client 2.x
OpenVPN Client3 x
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Tunnel type: [_ = _ 'J
| IKEv2
|IKEv2 and SSTP
"OpenvPN |
(S5TP
VPN client: | -]

— e e

Mative VPN client
| OpenVPN Client 2.x

=. M i c rosof%pen\ﬂ’hl Client 3.x

Explanation:
Answer Area

Tunnﬁ@&ﬂ‘ﬂ

- Ke“ .
s“\ VPN client:  Azure VPN Client

=.Micrdﬁﬁt
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RODOFXIZRT Azure [RERY FIT—00HYET,

East US
UK West
East US
UK West

RDRIZTRT Azure ) Y—ABHY F£9,



Type Location

Virtual machine : East US
Virtual machine & Y RG2 UK West
East US
East US
UK West

Azure Network Watcher DiEfEE=—F—%FHAL T, )V —AHEOFHBEMZHEETIHLENDHY 7,
BT 2BENHIEHEE=F2 —DR/INRIIATIM?

A.5

B. 2

C.3

D. 1

E.4

R (ERERTLET)
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Ry FT—0Z2EL Azure Y TR ) ToavhHhyFEd,

Azure VPN — b = A LO0EDH 1 FEIVPNIERHRZT TOATEH5FETT V) a—2a VEUTOEREBH-TRELHY FT,
*Azure T—R VA —ICEENEELZIEETH Y4 FE VPN BRGNS I ESHREFARETH LI L #HRALET,
*ARMERDPRICHNZET,

EDT—broxA SKU ZEET HRENHY EFITH?

A. VpnGw4AZ

B. VpnGw2AZ

C. VpnGwlAZ

D. VpnGwSAZ

Ef#: (EfEZRTLET)
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LB1 £ WS ARTDNEER Azure O— K NS o9 —1HY 2 D207V FIVFIP7RLANHYET LBIDNYI IR T—ILIZIE VM1 LUV VM2 EWLVSEFTD 2 DD Azure RFE< &
UIMNEENRTWVWET,

RORIZSRKTESIZ LB1 TIL—ILEHERT I2BENHY FT,

Frontend IP Destination

address

65.52.0.1 IP address«ef the NIC of VM1 and VM2
65.52.0.2 - | IP addpess of the NIC of VM1 and VM2
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FNENDIIL—ILIZH L TRIZTRETL £ 5H7?
A J2O0—F4 U0 IP#EHILET,

B. v a kM BIITRELET,
C.Ey a kit EAMIZELET,

D. 7O0—FT 4 V5 IPE#HEMZLET,

IEf#: (Ef2ZRTLET)
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VNet1, VNet2 VNet3 VNetd & NS LZHID 4 DOFEERY FT—2 &L Azure Y TRV Y Foa vV ET,
REXRY FI7—9 E7VIEFERLT NI 7UR RR—Y rROCZERTSFETT,

VNet1Z/N\Txy D=9 L LTHBRTAVRENHYET , VI a—2aviEUTOERZH-ITRLELNHY FET,
*RAR—VEOEBIIN—T 1 T R—FLET,

*Fy kD=9 ZWV—Ty bEHEKRIELET,

VY )a—23VIZFAEEDHEIRETIH?

A.Azure VPN 5— kA

B.Azure 27 A 74—l

C. Azure JL— k H—/\—

D. Azure 754 R—k Yoy

EfR: (EERELETD)
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Vnetl E VWS ZRIDRERY D —0 F&ET Azure Y TRH ) T aohHBYET, Vnetl IZIE /24 D IPv4A 7 RLRAZERAHY 9,

Vnet1! ZHMET DRELAHYET , SOV a—2 3 U TlE FERAELGY TRy FOBERKIETILENHY FT,

ERTED IPVA S TRy FORKEIIVWLK DTETD, F2 . TRy FTEITFERATES IP7 FLRADFIEW DTT L BETSICIE, BZFEETEUGA T a v EERLTLLEZEW,
FEELWLVBIRSEICTI RSV AMESIhET,

Answer Area

w | Sl Lalresses: | 7 @
1

IPvd subnets: 128 v
16
32
64
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ANISWET Aarca

Usable IP addresses: | 7 @ ';

3
e

IPv4 subnets: 128 v
16

Explanation:

Answer Aref /1 ~ v~

Usable IP addresses:

IPvd subnets:

AMHIEEAZ-T00JEIRESE [LJPNTest.comiglit S  AZ-700JRERICEK T B 2 & ITRICII B ET ! JPNTest.comlE S ExEFAZ-T00J A ERRIREE 124 L £ 9, JPNTest.com AZ-700JiRERRAIRESE (X £
SE#HINFEFL:, CZTAZT00JMEEND TR FI VD UHEFIZANTE T, ®RFRD 7 Y £ X _ https://www.jpntest.com/shiken/AZ-700J-mondaishu  #08f5, 3 0% « A ho > + AL E|5|
a— F: JPNshiken|
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Admin1 EVWVSARIDI—H—E RG1 EWVWSERTID)Y—R TIL—TEEL Azure Y TR U T avhHyFEd,

RG1 [Z[& NW1 & LS & EID Azure Network Watcher 1 Y AR VAMEENTULET,

Admin1 ANW1 20y Y TELZEEZERTHILELAHYET , OV 12— a3 T HIMFEDODRAEZFERT I HELAHY T,
Admin1 [CEDHRENZEIY B THIRLELHY FIH?

A1—HY—TF7HEXEEE

B. *v bTJ—Y HEkE

C. ERaEmE

D. )V—XR R —DERE

TR (EREHTLET)
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AUTLIRRy FT—2I(21&, Windows Server 2022 #3179 5 DNS1 E WS H—/N—MNEENTUVET,DNS1 [XDNS H—/N\—D#H%EIZHFS IP 7 FLRIEX10.1.01 T, *v bT—2 (21,
LZHIfRRIC DNS1 2EAT SV Ea—42—HNEFhTHET,
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RORIZRT VY —REEC Azure Y TR ) T avhbyET,
Answer Area

DMNST: - J
Confiqure forwarding to 10,1.0.K
Confiqure forwarding 10,1001 08.00

EI. : M ic ro S Oft Conligure forwarding th 168.03.129.1¢

Create a secandanyigohe for private fabrikam.com,
| Creat@a&tull zone for private.fabrikam.com.

onNsZe[ S ) B 1¥)
Configure forwarding to 10.1.0.1.

Lontigure lorwarding to 10.100.0.1

Configure forwarding to 168.63.129.16.

Create a secondary zone for private.fabrikam.com.
Create 3 stub zone for private.fabrikam.com.

Configure forwarding to 10.1.0.1.
Configure forwarding 1o 10.100.0.1
yure forwarding to 16868025 11
reate a secondaryirone for ot fabikam.com
GiegeabdbrTofie Rorprivate.fabrikam.com.

anfi ure torwanding to 168.63.129.16

3 y Fone for private fgegkam.com,
P&

Explanation:

—5 VIicrosoft

DMNST: | Configqure fonwarding1a,168.63.129.16

pns2: | Configuhe fgrwarding 10 10.100.0.1.
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RORITRT K IIZ KERE Azure ) —2 3 VIC3 DOEERY FT7—0 280 Azure REZETEIL TWET,
Name Description
Vnet1 Hub virtual network for shared services
Vnet2 Virtuzal machines for the IT department
Vnet3 Virtual machines for the research department

H4 FE VPN X Vnet! Z2HOA L TLIR 2y hI—H(EBELET,

TARTOERERY bT—V LOREII NIV TLUIR Xy bI)—Y LBIETEDLIICTEY ) a—L a3 vEHRETIVLENHYET , VY a—2 3 v TEHIARMER/DRIZHZ Z2BENH
Y&EI,

Vnet2 & Vnet3 IZIE & H#1H L FTH?

A L—kT—T)



B. VNet [l VPN %
C.E7UVY

D. H—EXIT Y KRA 2+
IEfE: (EffERTLET)
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VNet1 EWSREBRY FT—9F%ET Azure Y TR ) T3 ohHY ET, VNet! (X IP 7 FL RZER 192.168.0.0/24 #{FHA L EF, VNet1 |2 Azure IRFE~< L > & Azure Bastion # 7 7R/ 9§ 5
FETYT,

VNet! D IPH T4y MERZHRET ZREAHYEST, SOV 21— a VTR EBIDVICEIYSTHREGIP 7 FRLADKEZRRET ILELNHYET , EOXSTEBREHEINETL &
SM?EETDHICE BETY 7 TENGF T a vEERLTEEY,

FEELMEBRSEICTIRAV EDAMESHET,
Answer Area

Bit mask for the larger wirtual machine subnet:

M

MaximUm number of IP addresses avallable 182 v
for assignment to the virtual machines: | 177

251

1F fiZ:

ANsSwWer Area

IMUGCEOSQLL anCne ubne
Makianim number of IP addresses available 182 v
for assignment to the virtual machines: _| 177
™

Explanation:
Answer Area

Bit mask for the l&rgefvirtual machine subnet: /26 v

Maximium number of IP addresses available M ICI QSO{I

for assignment to the virtual machines
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PRDNS1#%HubVNet& SpokeVNetIZEHEIMICERAT 502, EDIP7 FLAZERZENY B THAINERETHALELAHYET VI a—2avE BRERXY FT—JI2DO0WTHZHEET HSLEN

HYETH?2EVNS — BB EHZRB-ITRELNHYFT BETHICE EED) 7Ho@UEERBEZERL TS0, F B OERRFIMIDIZOEFIRS U MIEShFET,
Answer Area

HubVNet /24 = b
No-address space reiuured
725
/28
SpokeViet: /25 w
No address space required
/24
Ll .
Micros OP
IEfig:
Answer Area
HubVNet 2t " -
th address space reiuired
P~ lkai
w = /25
o ?“-._ A I “l‘-: 4 .”28
E pokeVNet: /25 v
No address space required
,.-._f"' "'1‘;;\-;."- /24
ON oo I ——
Explanation:
Answer Area
HubVNet: © /24 v
l MICTDSth SpokeVNet: /25 v
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FUTUIR 2y bT—5I12(F Server 1 £S5 ARID DNS H—N—MREFNTWVET,
RORIZRT VY —REZEC Azure Y TR YT avnipyExrd,

Mame i Type | Description
VMetl | Virtual network | Mane

Carinected to VNet1
VM1 Virtual maching | Connected to storage] by using a
private endpoint

IR Mdicrosoft e e




FUTULIR A2y FIT—D1E Y4 FE (S2S) VPN Z{EAL T VNet! 2SN ET,

Server1historage 1MDDNSEZ ZfERTESH L Z R T IMENHY FT , V) a—2aV[FaR M BEERZR/NRICNZ ABENHY FT,
fAlZfESREETL&LIH?

A.Azure /XT1) w9 DNS Jy—>

B.DNSH—EX%/HRRX ¥ 5 Azure RFE< > >

C.Azure 754 ~R—FDNS V—V

D. Azure DNS 754 R—k 1) Y )L/N—

EfE:D (I AL bEHEKT D)
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AbL—=—22ADT7 V2 RZRET IBENAHYFET , VY )a—2avIE PaaSHy hIT— VBB LEDRREHBZH-IRLELNHYFET,

EDEBAEEFERITNELNTTAM?

A H—EXIT U RKRAS 2k

B. 754 R—FIVRERAIVE

C.Azure 27470 4+—IL

D. EL %H

Ef#: (EfEZRTLET)

Topic 2, Contoso Case Study 2

Overview

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections
on this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab. note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Existing Environment:

Azure Network Infrastructure

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com.

The Azure subscription contains the virtual networks shown in the following table.
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Vnet1 contains a virtual network gateway named GW1.
Azure Virtual Machines
The Azure subscription contains virtual machines that run Windows Server 2019 as shown in the following table.

IREER AN AN TgdE

The NSGs are associated to the network interfaces on the virtual machines. Each NSG has one custom security rule that allows RDP connections from the internet. The firewall on each virtual
machine allows ICMP traffic.

An application security group named ASG1 is associated to the network interface of VM1.

Azure Private DNS Zones

The Azure subscription contains the Azure private DNS zones shown in the following table.

| r:‘ m‘ J -Elf I I
Other Azure Resources
The Azure subscription contains additional resources as shown in the following table.

Requirements:

Virtual Network Requirements

Contoso has the following virtual networks requirements:

* Create a virtual network named Vnet6 in West US that will contain the following resources and configurations:



Two container groups that connect to Vnet6

Three virtual machines that connect to Vnet6

Allow VPN connections to be established to Vnet6

Allow the resources in Vnet6 to access KeyVault1, DB1, and Vnet1 over the Microsoft backbone network

* The virtual machines in Vnet4 and Vnet5 must be able to communicate over the Microsoft backbone network.

* A virtual machine named VM-Analyze will be deployed to Subnet1. VM-Analyze must inspect the outbound network traffic from Subnet2 to the internet.
Network Security Requirements

Contoso has the following network security requirements:

* Configure Azure Active Directory (Azure AD) authentication for Point-to-Site (P2S) VPN users.

* Enable NSG flow logs for NSG3 and NSG4.

* Create an NSG named NSG10 that will be associated to Vnet1/Subnet1 and will have the custom inbound security rules shown in the following table.

| Port | Protocc Ji ey

3389 TCP 10.1.00/16 | Any

Any ICMP 10.10.0.0/16 | VirtualNetwork
* Create an NSG named NSG11 that will be associated to Vnet1/Subnet2 and will have the custom outbound security rules shown in the following table.
-: ... 3 I T .J:I. -. T3 .“...._.“. I;:-; $g iy ; rll . __ -.-.‘. T EsTED
200 3389 | TCP 10.1 {] 0/16
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VM1 EWVWSREBT IV E Vnetl EVWSREBRY FT—0%ET Azure Y TRV 1) T3 UhH Y E9, Vnet! IZ1E, Subnet1, Subnet2 GatewaySubnet &LV5 3 DDH TRy AEENTUE
9, VM1 (L Subnet 1 [CEEiSNTLET,

FYRT—=D S T4 IDIL—T 4 VT ERBEETTEHVM2 LVWSEFTOFHLIMEEY L VERBHEATHFETT,

VM1 ML VB =Y FADTRTD RS T4 vIN VM2 ZRALTIL—T 4 I SNBES52FT2RENHY FT,

ES3TNEVVTLLEIMN? BETAHICE EETY 7 THEIGA T avEERLTIEEY,

FEELWLBIRSCEICTIRA Y FAMEShET,

\NSWerT Area
CepiN S Y. | Subnet] .
GatewaySubnet
| Subnet2
Create a custom route table'and associate the table with:  Subnet! e
Gatewaysubnet
SubnetZ
IE f7:
£
Answer Arga
Deplay VM 10 | sypnet

ateway ‘SUﬂﬂft

Subnet?

e & custamrroute table and assodate the table withe | Subneti b
 Gatewayaubnet

-..-I._H!:I_E... ..- ! :



Explanation:

Answer Area | -
E *Microsoft
Deploy VM2 to: | Subnet? T
Create a custom route table and associate the table wath: | Subnet? »
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RORIZRT VY —REZEC Azure Y TR YT avnipyExrd,

Type = § Desciption 1V
Arure App Service app Accessed by usln{'ﬁ!‘l‘RL EI‘ [ha g appi.contoso.com/

F L S y I AW e
Azure Front Door Premium ":‘:W;W"ﬂ J.i._ _5-'5 ? .M!':\Dlr‘lt for App1

profile A

aontesocom: | Ae b mis s Y oilalhs'a DNS CNAME record for App1 that resolves o an FGDN of
: 2 ¥ U % % [*0p1.azurewebsites net

N S

aA—H—H Appl ICEEEREL TS S LAY FT,

UTDEHZHE-IHENDHY FT:

CEEEITSAR—FIVRRA VN EFERALTOH Appl ITT IV ERTHIRBENHY ET,

*Appl ADFTARTOI—H—EHKIEFD1 #RALTIL—T 1 VI ShBIBELHY T,

*Appl ~NDIEFGDFT I A LERDMRICHZ 2RENHY ET,

IBFIZETT EIDENHD I D2DT7IavIEENTIMN BETHICK BUNETILavewT7ooary VDA MO RIEFEBICEHL ELWVEFICERETS,
AE EFDERBOIEFIEHHY T, EFEOBRBEOVWINAMAZEBERLTH BRIEIEMFEIAFET,

Actions | Area
7 1crosoft

Change the DNS record of
it appl.contoso.com ta resolve to the FQDN of 1
FD1.

For fd1.contoso.com, create a DNS A record
it that resolves to the |P address of the private
endpaint.

For appl.contoso.com, create a DNS A
it record that resclves to the IP address of the
private endpoint

In the settings of FD1, configure the
it origin group to enable the Azure
Private Link service.

in the settings of Applpapprove a
3 pending private endpoint
connection.

.. Inthe settings of App1, create a
™ private endpoint.




Actions Answer Area

— o — e —— — — — mw — — et — I

d t In the settings of FD1, configure the |

i1 origin group to enable the Azure |
Private Link service.

Change the DNS r of
it appl.contoso.com to resolve to the FQDN of

For fd1.contoso.com, create a DINS A record In the settings of App1, approve a
i that resolves to the IP address of the private | 21 v £

|
.s |

: i = pending pnvatgendpoint
endpoint : Sorvuat I

In the settings of App]1, create a
| " private endpoint.

For app1.contoso.com, create a DNS A

i1 record that resolves to the IP address of the
private endpoint.

In the settings of $1 rm
3 origin group to En
Private Link 5emce

In the settings of App1, approve a
i1 pending private endpoint
connection.

| .. Inthe settings of App1, create a |
|~ private endpoint,

Explanation:

Actions Answer Area

Change the DNS record of In the semmi of FD1, configure the
i appl.oontoso.com to resolve to the FQDN of i DFII_;]l L 16 enable the Azure

FDA. F!fr-m Ll'ﬁh Service.

For fd1.contoso.com, create a DNS Arecord | |1/, . B In the settings of App1, approve a

i that resolves to the IP address of the ;:rmrale N E pending private endpoint
endpaint et % ; connection.

i

For appl.contoso.com, crmé‘%i}ﬁ A s« Inthe settings of App1, create a
record that resolves 1o t&ﬁ,&ﬂérﬂss of the " private endpoint.
ate endpoint.

icrosoft
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NSG1 E WS ARIDRY hT—Y X2 ) T4 FUL—ThHYFET,
NSG1 Dy bT—% X2 )T« JI—T (NSG) 78— AT BT ILENHYET, V) a—CaVIERERY D—2HR—FLTVWIRELRHY FT,
RAIAZERITNELINTTH?

A ZBEOARAV2Azure A kL= 7hO U+

B. Azure Log Analytics 7—%9 ARXR—X
C.7L=7L7JROvyY BLOBAzure A hL—L 7HDO U b



D.B4#NDNAVI AzZure A AL— FAHD U K
IEf#: (EfEZRTLEY)
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Site1 EWSZRDA VT LR Ry bFIT—908HYET,

VNet1 & WS BRIDRERY fT—25 & storage1 EVWSARIDRA ML= THOU REETL Azure TR Y ToavhHy 9,
Site1 & VNet! (2. 4 FF (S2S) VPN A L TIEESATOET,

S2SVPN AL T YA FHOY—N—DBR L —VICERTELIILEHRTIVELNHYFET V21— 3 VTR EEOFHERNMRICNZ ZLELHY T,
VNet! [CRIZERRT DENH Y TIH?

A.Y—EXIVFRA2

B. 754 R—+rI U FRAVF

C. Azure Private Link —E X

D.Azure 77U —av 5—bkozA

Eff:B(aA U FEHEEKT D)

Eﬁ:ﬁ: 43
Vnet1 & Vnet2 EWZNS ARID 2 DDRERY FI—0 &L Azure Y TRV YT avipUEd,
fabrikam.com &ULVN5/8T 1)y DNS V=2 &R LET, cOY—2IE /NTU Y DNS V—UDEIZERT LS 1T SN TULET,


https://www.jpnshiken.com/q/68875-6441725/
https://www.jpnshiken.com/q/68875-6441726/

fabrikam.com &WLV5 TS5 A R—KDNS V=B HYET , DYV —2IE, T53A4AR—EDNS V—2DRISRENT WD K S ITHEBRRIATLET,
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AR ELWEBIRSEITTIRA Y FOIMESHhET,



1Efig:

b e JNERHEEN

Explanation:

Box 1: Yes

DNS queries from the internet use the public DNS zone. In the public DNS zone, www.fabrikam.com is a CNAME record that resolves to appservice1.fabrikam.com which resolves to 131.107.1.1.
Box 2: No

DNS queries from the internet use the public DNS zone. There is no DNS record for server1.fabrikam.com in the public DNS zone.
Box 3: No

The private DNS zone is linked to VNet1, not VNet2. Therefore, resources in VNet2 cannot query the private DNS zone.

Eﬁ:ﬁ: 44
RORICRT VIR TIL—TEEC Azure TR ) T aonhbyEd,
Name Location
RG1 East US

RG2 UK West




RORICRIRERY bT—IODBHBYET,
Vnetl [ZIE VM1 & VM2 £V 2 DDRBEI S UNEFNRTULET , Vnet2 ITIE VM3 & VM4 £ WVS 2 DDRET D UDNEFEFNTVET , RORICET SIS, TIHILFDIL—ILDAHEED
Y RIT—=0 X2 UT 4 JIL—T (NSG) ’HY FT,

OS50 Associated to
Nsg1 Sb1
Nsg2 Network interface of VM2
Nsg3 Network interface of VM3
Nsg4 Shd

RDORIZRT Azure A— K NS UH—nHY ET,
group pool machine

Lb1 RG1 East US | Public | Vinetl VM1 Protocol:
TCP
Port: B0
Backend
port: 80
Lb2 RG2 West US | Internal | Vnet2 VM3 Protocol:
TCP
Port:
1433
Backend
port:
1433

For each of the following statements, select Yes if the statement is true. Otherwise, select No

NOTE: Each correct selection is worth one point.
knswer Area

Statements Yes No
VM2 can be added to the backend pool of Lb2

VM4 can access M3 via port 1433 By Using the frontend address of Lb2.

B VTG e oot

1F fiZ:



Statements
VM2 can be added to the backend pool of Lb2.

VM4 can access VM3 via port 14331/ usibg the. fefitend address of Lb2.

VM1 can be accﬁmma'p@& 80 from IH.W the frontend address o -Fb

Explanation:
Answer Area . | T| =
— m Migtgsoft .
VM2 can be added to the backend pool of Lb2 { .
VWM can access VW3 via port 1433 by usingithefrentend address of Lb2, R
VM1 can be accessedgaipofl 80 from the internet by using the frontend address of Lb1 C 18
BEfE: 45

cloud.liwareinc.com DA RIRRERETIHELAHYET V) a—SaviERry b ITI—0BRZFE-LTWERENHYET,
ESTNENNTLEIMN? BETAHICIE BEDY 7THEUGEA TS 3 EBRLTLLIEZS,
EE ELWLBIRSEICIRA Y MBS ET,

To implement automatic DNS name registration in I\ {I f -t
cloud.litwareinc.com: | . |C rOQO

Create virtual network: lmk's : 1.
Configure conditional forwarding |
Create an SOA record in cloud litwareinc.com

To implement name resolution of the cloud.litwareinccom . =
DNS records from the on-premises locations: | | Y

| Enable the Azure Firewall DNS proxy =
Create SR‘U recnrds in cloud.litwa remc com

Deploy an Azure virtual machine configured as a DNS server to Vnet1




To mplementauiematicmmmﬂpft O — v

create_vinuammnrkjjnks |
Configure conditional forwarding
Crea‘-te an SOA record in cloud. Imvare:nc com

To implement name resolution of the cloud.litwareinc.com ) _
DNS records from the on-premises locations: A 4

Enable the Azure Firewall DNS proxy

_CrEﬂte.SEW records in cloudlitwareinccom _ . . _ _ _ _ _ _ |
Deplny an Azure virtual machine configured as a DNS server to Vnet1

Explanation:

To implement automatic DNS name registratiqn-’lﬁ M i C r 0 S th

cloud.litwareinc.com: v

Create virtual ne werk inks | |
Cnnflgure conditional fnrwardlng
| Create.an S0A record in cloud.litwareinc.com

— .

To implement name resolution of the cloud.litwareinc.com ey
DNS records from the on-premises locations: v |

Enable the Azure Firewall DNS proxy ‘
| Create SRV records in cloud.litwareinc.com
L‘Hepby an Azure virtual rmchlne conﬁgured asa BN&sewerto "Jneﬁ)

Reference:
https://docs.microsoft.com/en-us/azure/dns/private-dns-autoregistration
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-name-resolution-for-vms-and-role- instances
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T N
: : E 1*——@—5 y- -1-+<l ° >1-
L m
e Site-to site ven  VNET
Datacenter VPN \Eatewav
-_Bi-dir_e;:ﬂ-;na_l VHet;eer-il.'l-,.g. /

with gateway transit
enabled

. b . e :

FAYTE A a—2FRALT BISRENTLSBERICEIVTEXETHEIEHBERKREBRL T LSV, FE ERF1DITOEIRSA U MTY,

MIDWED Aca

VM1 can communicate with [answer choice] [the on-premises

=.I\/Iicrosoft

tacenter and VM2 only &]

_
L. LA "
pr-A il L | the on-premises datacenter, VM1, and VM3 & |
% a1 | Sl VM1 only
\v VM1 and VM3 only

the on-premises datacenter and VM3 anly

the on-premises datacented, VM1, and VM3

=. MT@T"BS’U‘H’ choicel [iheon-

1E fiz:

ram e s

™

ptﬂﬂ_ﬂamemﬂ and VM2 only

{2208 VM3 only
B the on premises datacenter and VMZ only

(\A%° | the on-premises datacenter, VM1, and VM3 o
VM1 only
VM1 and VM3 only
_the on-premises datacenter and VM3 only _

the on-premises datacenter, VM1, and VM3

Explanation:



VM1 can communicate with [answer choice] the Onh-premises datacenter and VM2 only
, INE

VM2 can communicate with [angwegBhaice]l.  the on-premises datacenter, VM1, and VM

o

BB AZ-T00JEREE (XIJPNTest.comigit S AZ-T00JEHER[C BT 5 Z L ITRITII B F T ! JPNTest.comlI S mITAZ-TO00JAER I REER 1214 L £ 9, JPNTest.com AZ-700J5t B FEIRESE (S £
SE#HEINFL:, CZTAZT00JEEND TR I VD UEFIZANTE T, ®RFRD 7 Y £ X _ https://www.jpntest.com/shiken/AZ-700J-mondaishu  #08f5. 3 0% « A ho > + A2 E|5]
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RORIZRT VY —RZEC Azure Y TRV YT avhipyExrd,
Name Type Description
Vet Virtual network Contains a subnet named Subnet]
Subnet | Virual subnet Part of VMetl
MSG1 Metwork security group (NSG) | Linked to Subnet!
ASGT Application security group Mot linked

IO IUIZIE Appl EWVWSTTVZERAMT S 3 DDREIIUNEENTWET Appl ICIESFTP 7R FaLLZEFERALT7 IV EALET,
NSG1 M5 ASG1 ~MDZ{E SFTP #HE TS Rule2 E VWS RRDZELFU T4 L—ILEERLET,

ZIESFTPIEMMNASGIZHEA L TEEINTWS I LZHRETIVELNHYET , VI a—2a VIEBEBEEEXZR/PMRICINZZ2BELHY FT,
fAIZgTRETL & SH?

A.ASGI hZo O—JILDEIYHTHEEELET,

B. & RETIoME Ry b T—U A48 —T 2 —XAEASGIZEEMTET,

C. Subnet! Mh5H TRy FEEFZERLET,

D.NSG1 m 5 Rule2 DELIEMNZERELEFT,

EfR:B (A FEFKKT D)

B 48

RORIZRFTIL—b T—TILEIL—FrEZEL Azure Y TR Y T3 oh”HBY ET,
Route table name Route name Prefix Destination
RT1 Default Route 0.0.0.0/0 VirtualNetworkGateway
RT2 Default Route 0.0.0.0/0 Internet

IR )T aVIZIE RORITRTH TRy bHAEFERTVET,


https://www.jpntest.com/shiken/AZ-700J-mondaishu
https://www.jpnshiken.com/q/68875-6441731/

Name Prefix table Virtual network
Subnet1 10.10.1.0/24 Vnet1
Subnet2 10.10.2.0/24 T2 Vnet1
GatewaySubnet 10.10.80124,. ~ _|cNone Vnet1
IR YT avZiF RORICRTRET D UNEFATLET,
Name _ IP'addréss
VM1 1410.10.1.5
VM2 e 110.10.2.5

FO—HIL Ry I~'7—'5 T—hr2zA~DYA b VPN EELHY FT,
UTDEXIZOVWT ZETHHEEIE FIMZRRLTSESD, 5 THRWMEEEF DWWZ ZEBRLTLESY,
AR ELVWERIEICTRAV EAMESIET,

Statements

Traffic from VM2 to the internet is routed through the
connection >

Statements Yes No
5
Traffic from VM2 to the internet is routed through the New-York Site- tn S”teVPN O O
connection

Traffic from VM1 to VM2 is routed through the New-York S:te-tofsm WN cmM L-C I@ S 0@

Traffic from VM1 to the internet is.routed through the New-York Site-to-Site VPN
connection

Explanation:



Statements ! g

Traffic from VM2 to the internet is routed through the New-Y0rk Site-to-Site VPN
connection

Traffic from VM1 to VM2 is routed through the New-York Site-to-Site VPN connection

Traffic from VM1 to the internet is routed through the New-York Site-to-Site VPN
connection

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview
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2RX6

IRy F32[CTTAAINZTRTORR b R LEFHHM/NRTY v IIP7 FLREFERALTAVE =3y MIBERTELLSICTEIRLEAHYET , SOV a2a—23 TR TRy FMIKRR
FEEMT HEDEBEEXZZR/NRICHIZSIDENHY FT,

1E fiZ:

See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for ensuring that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address:

* To use the same static public IP address for multiple hosts, you need to create a NAT gateway and associate it with subnet3-2. A NAT gateway is a resource that performs network address
translation (NAT) for outbound traffic from a subnet1. It allows you to use a single public IP address for multiple private IP addresses?2.

* To create a NAT gateway, you need to go to the Azure portal and select Create a resource. Search for NAT gateway, select NAT gateway, then select Create3.
* On the Create a NAT gateway page, enter or select the following information and accept the defaults for the remaining settings:

* Subscription: Select your subscription name

* Resource group: Select your resource group

* Name: Type a unique name for your NAT gateway

* Region: Select the same region as your virtual network

* Public IP address: Select Create new and type a name for your public IP address. Select Standard as the SKU and Static as the assignment method4.

* Select Review + create and then select Create to create your NAT gateway3.

* To associate the NAT gateway with subnet3-2, you need to go to the Virtual networks service in the Azure portal and select your virtual network.

* On the Virtual network page, select Subnets under Settings, and then select subnet3-2 from the list.

* On the Edit subnet page, under NAT gateway, select your NAT gateway from the drop-down list. Then select Save.

&: 50
RORIZRIHERY FT—D0ZE0 Azure Y TRV ) T avhiby E9,



MName Subnet Peered with
VMetl | Subnet1l, Subnetl2 ViNet2
Viet2 | Subnet2 ViNat1

BIRY YT avITE RORISRTEEI S UNEEATVET,
Name | Connected to | Availability set

VM1 | Subnet11 AST
VM2 | Subnet11 A
VM3 | Subnetl2 None
VM4 | Subnet2i None

ROBERZEEFEDOLB1 EWSKZROO—FK NS —%#ERLET,
*SKU: R—r vy

* 24 T RER

*H J R k: Subnetl2

*RER Y FT—%5 VNetl

UTD&EBRIZTDOWT EELWMESIE KWV ZBRLTLKESIWD, Z5THEWMESIE DWA 1 FZERLTCESWD, 5F : L WOERBEF1DICSOEIRTY,

Answer Area B =
.L,M icrosoft Ao

LE1 can balance requests between W.@ g &

LB1 can u%bﬁm VM2 and VM3,

@can balance requests between VM3 and Vivi4,

N I\/I (gsoft

LE1 can balance requests b-e

LB1 can balar“%&&e« VM2 and VM3,

\vﬁlan{e requests between VM3 and VW4,

Explanation:



Statements -I\ I
g Mierosef

LE1T can balance requests between VM l‘m@yg
- il ™

R 108 B0 °
1 g M M3, ) L
LB can mw&nﬂwﬁnv 2 and VM3
s W W .n._.:'-l -]

b

| ?-tﬂﬁ can balance requests between VM3 and V4. : .

B 51
LUTDEXIZDWT ELWMEEIE FULVZBIRLTLKESWD, Z5 THEWESIE DWE 1 EEIRL TS,
FECELMEIRSEICIRAV EDMESHET,

Statements

Currently, VMS can resolve names in zone2.contoso.com.

VM4 has an automatic registration.in zonel.contoso.com.

You can link zone2.contoso.com to Vnet3 and enable auto regigtrations - -
OoUu can linK zoneZ.contoso.com 1o vnels ana ena EEI'EgIMITtrOSOft

Statements Yes No

==

Currently, VM5 can resolve names in zone2.contoso.com. 1O

VM4 has an automatic registration in zonel.contoso.com. H ' M |r_.,c:i_‘:0 S Oft

You can link zone2.contoso.com to Vnet3 and enable auto registration. '

Explanation:



Statements Yes No

Currently, VM5 can resolve names in zone2.coritoso.com.
VM4 has an automatic registration inzonel.contoso.com.

You can link zone2.contoso.com.to.Vnet3 and enable auto registration.

Box 1: No

Zone2.contoso.com is not linked to any virtual networks. Therefore, no VMs are able to resolve names in the zone.
Box 2: Yes

VM4 is in VNet3. Zone1.contoso.com has a link to VNet3 and auto-registration is enabled on the link.

Box3: No
VNet3 is linked to zone1.contoso.com and auto-registration is enabled on the link. A virtual network can only have one registration zone. You can link zone2.contoso.com to VNet3 but you won't be

able to enable auto- registration on the link.
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FCOBRIE . RLCYH A ERT—ENBERO—TYT, COV)—XDEZEBEMICIE BESN-BEEERTETIHAEEOHIHBBDBRENEEFNTVET, —BOERE Y MIITEHDIE
LWMBRRAEENDEELHY EFTH MOBERtE Y FZIEIELWVERRENGEWMEENHYET,

CDEVIVOBEMICEET DL TDERICRDZLIETELGCRY CALDERIELEa—EEIZRRINGLSGEY FET,

AFD1 & LV5 &AM Azure Front Door Premium 7R 7 7 A JLE WAF1 EULVS RRID Azure Web 77— 3y D74 T704—I)L (WAF) R O—FE8 Azure Y TRV )T a3 vbiH U E
¥, AFD1 [ WAF1 [ZBEEfHF SR TULET,

AFD1 ~ADZIEV IV IR D L— L HIREERTIDHENHY T,

fRRER: WAF1 OEBIL—ILEBRLET,

NIFEEEZEBRLTLETHA?

A. L VT

B. (LY

IEfE: (EfEERTLET)

Eﬁ:ﬁ: 53
A— KNS U —ORERIZAzure A— KNS U H—ARRFTEINTNET,


https://www.jpnshiken.com/q/68875-6441736/
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ETTDIDENHBI2ODT7ILaVIEENTIN? ETNEFNDOERIE BREO—EZEZRLTWET,

VBRI ZENENIRAS Y FOMELAHY £9,

A VMSSIIZHRY FD—9U A4 23— A REEMLET,

B.NLRATO—T%#EHELET,

C.VMSS1D&E A UN—IZNTY 9 JIP7 FLRZEEBMLET,

D. B ABUL—ILEEBMLET,

IEfZ: (EffZzRLET)

Reference:

https://docs.microsoft.com/en-us/azure/load-balancer/quickstart-load-balancer-standard-public-portal ?tabs=option-1-create-load-balancer-standard
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Frontend1& WS ARTIDE—NO 70O LI 2 K &Policyl & WS ARIDAzZureWeb7 T 5r—2 30774 74— WAF) KR > —%$#DAzure FrontDoor{ X2 U XH&%H Y £, Policylld,
String1 |22~ YA —%D 1)~ T X + #https://www.contoso.com/redirect1(Z') 54 L4 + LEJ, PolicylldFrontend1IZBAE T 5 TULVET,

EBMOYEA LY FREEZEBRITIVELAHY EI, String2) 22Ny F—ZHDFrontend1~AD ') ¥ TR k& https //www.contoso.com/redirect2(Z!) 54 LY +FF 2ENHY FT,

ETTEIRENHZI3IDDT I avIEENTIN? FNFNOERT BREO—HERLTVET,

L WERIIERENIRAS Y FOBELSHY T,

AL ARZLIL—ILEERLET,

B. B E (T ZERLET,

C.RUS—#ERLET,

D.72AVFIVFRRMEERLET,

E.RJS—1IARZLIL—ILEEMLET,

F.EBIL—ILERELET,

EffE: (EfEZRTLET)

B[: 55

AFD1 & LVS5 &R0 Azure Front Door Premium B 77 A JLE WAF1 E WS ZRID Azure Web 7 T r—2 3y J7 A7 94—IL (WAF) R O—Z &L Azure Y TRV YT avhhbyzxE
¥, AFD1 (£ WAF1 [ZEERIF S hTLET,

AFD1 ADZEV VIR DL — MHIREZRET ILENHY FT,

R AFD1 DJIL—IL £y FZIL—I)ILZEMLET,

CHNIFBEBZEFLTOETH?

A. [T

B. LMMR

Ef: A(Q AV RERKRT D)

Eﬁ:ﬁ: 56

Azure YT RH ) T a0 EBEBTT , COY TR ) T avICIE UTOERD Azure 77— 3 F— b4 DBEENRTUVET,
* 2RI AppGW1

*TATRRAUA—EK V2

*BEIRT—1) U B


https://www.jpnshiken.com/q/68875-6441737/
https://www.jpnshiken.com/q/68875-6441738/
https://www.jpnshiken.com/q/68875-6441739/

Usert £ WV BRIDA—H—FERLET,

User1 7\ AppGW1 DEBEZEETED L SICTRIREAHYET , OV 21— a v TR RIMEBRORAZERT 2LENHYET,
Userl [CIZEDO—LZEY B THEBRENHY TIH, Tf= AppCWI IFEDBICERTEFEI N EETSICIE ABFEETEYLGA T a vEERLTLESL,
FE ELLVBIRSEICTIRA Y FAMEShET,

Role: | !
' Cloud Dewce Admlmstratnr

Network GG or
I]h
F\?'ﬁ* ;mCHs Administrator
P

dg%‘:ﬁ; %*ﬁners [

-

‘iﬁﬁ% - _
.ﬁﬁﬁ* | | ' Standard only
: | -
' WAF only
||WAF V2 only
Standard and WAF only

HD M ic rosglgtffm’ and WAF V2

Role:l
| Cloud e Administrator

\ ‘Standard and WAF only |
Standard, WAF, and WAF V2 |

Explanation:



Answer Area
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2R 4

Ry bD—9 ETEBIRENREITINZIEE UNET3 ORMEBEEN T I — FERETHELSICTHIRELNHYFET,
1IEfi:

See the Explanation below for step by step instructions.

Explanation:

To ensure that the owner of VNET3 receives an alert whenever an administrative operation is performed on the virtual network, you can set up an Activity Log Alert in Azure Monitor. Here's how you
can do it:

Step-by-Step Solution

Step 1: Create an Activity Log Alert

* Navigate to the Azure Portal.

* Search for "Monitor" and select it.

* In the Monitor blade, select "Alerts" from the left-hand menu.

* Click on "New alert rule".

Step 2: Configure the Alert Rule

* Select the Scope:

* Click on "Select resource".

* Choose "Virtual Network" as the resource type.

* Select VNETS3 from the list of virtual networks.

* Define the Condition:

* Click on "Add condition".

* In the "Signal type" dropdown, select "Activity Log".

* Choose "Administrative" as the category.

* Select the specific operations you want to monitor (e.g., Microsoft.Network/virtualNetworks
/write for any write operations on the virtual network).

* Set the Alert Details:

* Enter a name for the alert rule (e.g., VNET3 Admin Operations Alert).

* Provide a description if needed.

* Configure the Action Group:

* Click on "Add action group".

* Enter a name for the action group.

* Select the action type (e.g., Email/SMS/Push/Voice).

* Enter the details of the recipient (e.g., the email address of the owner of VNET3).
* Review and Create:

* Review the alert rule settings.



* Click on "Create alert rule”.

Explanation:

* Activity Log Alerts: These alerts notify you when specific operations are performed on your Azure resources. By setting up an alert for administrative operations, you ensure that any changes to
VNETS3 are promptly reported.

* Action Groups: These define the actions to take when an alert is triggered. You can configure notifications via email, SMS, or other methods to ensure the owner of VNET3 is informed immediately.
* Administrative Operations: Monitoring these operations helps in tracking changes and maintaining the security and integrity of your virtual network.

By following these steps, you can ensure that the owner of VNET3 receives timely alerts for any administrative operations performed on the virtual network, helping to maintain oversight and security.
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212 IEWebH—ERDA VR EZ VAPMMEHY FT KA VRAFZ VD RIFERLBAzure ) =P a Vv THRA RENRTHEY NIV VI IV ERRA DV ENLTT I ERTEET,
S DOBEAREEMATIE Appl EWVWST7 TS —Sa v ZERBRLTHWET 109 &I Appl FZ U RRA U FDOY R MEFERL FIRTRLERIIOIY KRS MIEHELET,
Azure Traffic Manager ##BRA LTIV RFRA VDY R FE2EEBT SFETT,

DNS ¥+ v 1 DEE%EK/IRIZHNZ % Traffic Manager 7O 7 7 A ILEZERT HILENHY T,

IZH{RETIVHENHY FTTH? BETHICIE, EEEETEYUGA T3 VEFERLTLEZSL,

SFEELLBIRSCEICTIRA Y RAMEShET,
Answer Arca

Traffic Manager algorithm:

Endpoint type:

¥ Microsoft

Traffic Manager -'l_l.gnilthrn:
I gzt

Explanation:



Traffic Manager algorithm:
IVIICTOUSUI L Geographic
Multivalue
Priority
Subnet
Endpoint type: . 4

Azure endpoint
External endpoint
Nested endpoint

Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-endpoint-types
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RDBRACADT I 2R ERET S AppGW1 E VNS ERID Azure 7 T r—>a vy F— bz A48 HYFET,

* www.adatum.com

* www.contoso.com

* www.fabrikam.com

AppGW1 [Z[F, RDOKITRT Y RF—mHY ET,
| Name | FrontendIPaddress | Type |  Hostname |

| Public ] Muiti site www.contoso.com | |
L ‘Public 4 Multi site www.fabrikam.com |

| Uisten3 | Public | _Mutti site www.adatum.com |

ROKIZTRT ESIZ, AppGW1T1 D Azure Web 7 T r—> 3> T7A4 T4+ —IL (WAF) R O—ZFERLET,




: -r!.lm.:;J::I: i .--_;;:-“ e e I
_,F ,.E:f":f:’;dfniﬂ%l lﬂ!mrrtf f;fffﬂi“l“ ME!Ii“""ﬂim

ol I MM!FMIHI nmuuum |
=

UTDEXIZDOWT, ELWMEEIF FRUMZRBIRL TSN, 25 THRWMESEF DOWR JZBIRLTSESY,
AR ELVERIEICTRAV EAMESIET,

1E fiz:

Explanation:

Statements B . M C I’GéOft No

From 131.107.10.15, you can access nGs ‘com

From 131.107.10.15, you ﬁg\&%wwfabnkam com

From 131.107.10. 15\9 u can access www.adatum.com

Reference:
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/per-site-policies
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2RI

YITRY M2ACT7AT04+—ILVEBATEFETT, 7747 74— ILDIPF7 FLRIE10.1.24TT,

YTy M-1DBIPT FLREE192.168.10.024~D bS53 7 4 v I M B TRy FM2ATBASINE I 7AT7 04— ILERBHAL T —T 14 0T ENEEL3ITTHIRENHYFEST ZOY ) a— 3y
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See the Explanation below for step by step instructions.

* To deploy a firewall to subnetl-2, you need to create a network virtual appliance (NVA) in the same virtual network as subnetl-2. An NVA is a virtual machine that performs network functions, such as
firewall, routing, or load balancing1.

* To create an NVA, you need to create a virtual machine in the Azure portal and select an image that has the firewall software installed. You can choose from the Azure Marketplace or upload your
own image2.

* To assign the IP address of 10.1.2.4 to the NVA, you need to create a static private IP address for the network interface of the virtual machine. You can do this in the IP configurations settings of the
network interface3.

* To ensure that traffic from subnetl-1 to the IP address range of 192.168.10.0/24 is routed through the NVA, you need to create a user-defined route (UDR) table and associate it with subnetl-1. A
UDR table allows you to override the default routing behavior of Azure and specify custom routes for your subnets4.

* To create a UDR table, you need to go to the Route tables service in the Azure portal and select + Create. You can give a name and a resource group for the route table5.

* To create a custom route, you need to select Routes in the route table and select + Add. You can enter the following information for the route5:

* Destination: 192.168.10.0/24

* Next hop type: Virtual appliance

* Next hop address: 10.1.2.4

* To associate the route table with subnetl-1, you need to select Subnets in the route table and select + Associate. You can select the virtual network and subnet that you want to associate with the
route table5.
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See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for ensuring that hosts on VNET2 can access hosts on both VNET1 and VNET3, but hosts on VNET1 and VNET3 cannot communicate through VNET2:
* To connect different virtual networks in Azure, you need to use virtual network peering. Virtual network peering allows you to create low-latency, high-bandwidth connections between virtual
networks without using gateways or the internet1.

* To create a virtual network peering, you need to go to the Azure portal and select your virtual network. Then select Peerings under Settings and select + Add2.

* On the Add peering page, enter or select the following information:

* Name: Type a unique name for the peering from the source virtual network to the destination virtual network.

* Virtual network deployment model: Select Resource manager.

* Subscription: Select the subscription that contains the destination virtual network.

* Virtual network: Select the destination virtual network from the list or enter its resource ID.



* Name of the peering from [destination virtual network] to [source virtual network]: Type a unique name for the peering from the destination virtual network to the source virtual network.

* Configure virtual network access settings: Select Enabled to allow resources in both virtual networks to communicate with each other.

* Allow forwarded traffic: Select Disabled to prevent traffic that originates from outside either of the peered virtual networks from being forwarded through either of them.

* Allow gateway transit: Select Disabled to prevent either of the peered virtual networks from using a gateway in the other virtual network.

* Use remote gateways: Select Disabled to prevent either of the peered virtual networks from using a gateway in the other virtual network as a transit point to another network.

* Select Add to create the peering?2.

* Repeat the previous steps to create peerings between VNET2 and VNET1, and between VNET2 and VNETS3. This will allow hosts on VNET2 to access hosts on both VNET1 and VNET3.

* To prevent hosts on VNET1 and VNET3 from communicating through VNET2, you need to use network security groups (NSGs) to filter traffic between subnets. NSGs are rules that allow or deny
inbound or outbound traffic based on source or destination IP address, port, or protocol3.

* To create an NSG, you need to go to the Azure portal and select Create a resource. Search for network security group and select Network security group. Then select Create4.

* On the Create a network security group page, enter or select the following information:

* Subscription: Select your subscription name.

* Resource group: Select your resource group name.

* Name: Type a unique name for your NSG.

* Region: Select the same region as your virtual networks.

* Select Review + create and then select Create to create your NSG4.

* To add rules to your NSG, you need to go to the Network security groups service in the Azure portal and select your NSG. Then select Inbound security rules or Outbound security rules under
Settings and select + Add4.

* On the Add inbound security rule page or Add outbound security rule page, enter or select the following information:

* Source or Destination: Select CIDR block.

* Source CIDR blocks or Destination CIDR blocks: Enter the IP address range of the source or destination subnet that you want to filter. For example, 10.0.1.0/24 for VNET1 subnet 1, 10.0.2.0
/24 for VNET2 subnet 1, and 10.0.3.0/24 for VNET3 subnet 1.

* Protocol: Select Any to apply the rule to any protocol.

* Action: Select Deny to block traffic from or to the source or destination subnet.

* Priority: Enter a number between 100 and 4096 that indicates the order of evaluation for this rule.

Lower numbers have higher priority than higher numbers.

* Name: Type a unique name for your rule.

* Select Add to create your rule4.

* Repeat the previous steps to create inbound and outbound rules for your NSG that deny traffic between VNET1 and VNET3 subnets. For example, you can create an inbound rule that denies traffic
from

10.0.1.0/24 (VNET1 subnet 1) to 10.0.3.0/24 (VNET3 subnet 1), and an outbound rule that denies traffic from 10.0.3.0/24 (VNET3 subnet 1) to 10.0.1.0/24 (VNET1 subnet 1).

* To associate your NSG with a subnet, you need to go to the Virtual networks service in the Azure portal and select your virtual network. Then select Subnets under Settings and select the subnet
that you want to associate with your NSG5.

* On the Edit subnet page, under Network security group, select your NSG from the drop-down list. Then select Save5.

* Repeat the previous steps to associate your NSG with the subnets in VNET1 and VNET3 that you want to isolate from each other.
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https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource
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Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager-profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager
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See the Explanation below for step by step instructions.
Explanation:




To achieve the task of ensuring that virtual machines on VNET1 and VNET2 are included automatically in a DNS zone named contoso.azure, and that they can resolve the names of the virtual
machines on either virtual network, you can follow these steps:

Step-by-Step Solution

Step 1: Create a Private DNS Zone

* Navigate to the Azure Portal.

* Search for "Private DNS zones" in the search bar and select it.

* Click on "Create".

* Enter the DNS zone name as contoso.azure.

* Select the appropriate subscription and resource group.

* Click on "Review + create" and then "Create".

Step 2: Link VNET1 and VNET2 to the DNS Zone

* Go to the newly created DNS zone (contoso.azure).

* Select "Virtual network links" from the left-hand menu.

* Click on "Add".

* Enter a name for the link (e.g., VNET1-link).

* Select the subscription and virtual network (VNET1).

* Enable auto-registration to ensure that VMs are automatically registered in the DNS zone.

* Click on "OK".

* Repeat the process for VNET2.

Step 3: Configure DNS Settings for VNET1 and VNET2

* Navigate to VNET1 in the Azure Portal.

* Select "DNS servers" under the "Settings" section.

* Ensure that the DNS server is set to "Default (Azure-provided)".

* Repeat the process for VNET2.

Step 4: Verify Name Resolution

* Deploy a virtual machine in VNET1 and another in VNET2.

* Connect to the virtual machines using Remote Desktop Protocol (RDP) or Secure Shell (SSH).

* Test name resolution by pinging the VM in VNETZ2 from the VM in VNET1 using its hostname (e.

g., ping <VM-name>.contoso.azure).

Explanation:

* Private DNS Zone: This allows you to manage and resolve domain names in a private network without exposing them to the public internet.
* Virtual Network Links: Linking VNET1 and VNET2 to the DNS zone ensures that VMs in these networks can register their DNS records automatically.
* Auto-registration: This feature automatically registers the DNS records of VMs in the linked virtual networks, simplifying management.

* DNS Settings: Using Azure-provided DNS ensures that the VMs can resolve each other's names without additional configuration.

By following these steps, you ensure that virtual machines on VNET1 and VNET2 are included automatically in the DNS zone contoso.azure and can resolve each other's names seamlessly.
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See the Explanation below for step by step instructions.

Explanation:

To ensure that only hosts on VNET1 can access the slcnage42150372 storage account and that access occurs over the Azure backbone network, you can use Azure Private Endpoints. This method
secures the connection by assigning a private IP address from your virtual network to the storage account, ensuring that traffic does not traverse the public internet.

Step-by-Step Solution

Step 1: Create a Private Endpoint for the Storage Account

* Navigate to the Azure Portal.

* Search for "Storage accounts" and select the slcnage42150372 storage account.

* In the storage account blade, select "Networking" under the "Security + networking" section.

* Under "Private endpoint connections", click on "Add private endpoint".

* Enter the following details:

* Name: Enter a name for the private endpoint (e.g., PrivateEndpoint-VNET1).

* Region: Select the same region as your virtual network (VNET1).

* Click on "Next: Resource".

Step 2: Configure the Resource

* Select "Target sub-resource": Choose the storage service you want to connect to (e.

g., blob, file, queue, table).

* Click on "Next: Virtual network".

Step 3: Select the Virtual Network and Subnet

* Select the virtual network: Choose VNET1.

* Select the subnet: Choose the appropriate subnet within VNET1.

* Click on "Next: Configuration”.

Step 4: Configure DNS Integration (Optional)

* Configure DNS settings if needed to ensure proper name resolution within your virtual network.

* Click on "Next: Tags", add any tags if necessary, and then click on "Review + create".

* Review your settings and click on "Create".

Step 5: Restrict Public Network Access

* Navigate back to the storage account.

* Select "Networking" under the "Security + networking" section.

* Under "Firewalls and virtual networks", select "Selected networks".

* Ensure that only VNET1 is listed under the virtual networks section.

* Click on "Save".

Explanation:

* Private Endpoints: These provide secure connectivity to Azure services by assigning a private IP address from your VNet to the service, ensuring that traffic stays within the Azure backbone
network12.

* Firewall and Virtual Networks: Configuring the storage account to allow access only from selected networks (VNET1) ensures that no other network can access the storage account3.
By following these steps, you can ensure that only hosts on VNET1 can access the slcnage42150372 storage account, and that all access occurs over the secure Azure backbone network.
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See the Explanation below for step by step instructions.
Explanation:

To archive all the metrics of VNET1 to an existing storage account, you can use Azure Monitor's diagnostic settings. Here's how you can do it:
Step-by-Step Solution

Step 1: Navigate to VNET1 in the Azure Portal

* Open the Azure Portal.

* Search for "Virtual networks" and select VNET1 from the list.

Step 2: Configure Diagnostic Settings

* In the VNET1 blade, select "Diagnostic settings" under the "Monitoring" section.

* Click on "Add diagnostic setting".

Step 3: Set Up the Diagnostic Setting

* Enter a name for the diagnostic setting (e.g., VNET1-Metrics-Archive).

* Select the metrics you want to archive. You can choose from various metrics like TotalBytesReceived, TotalBytesSent, etc.
* Under "Destination details", select "Archive to a storage account".



* Choose the existing storage account where you want to archive the metrics.

* Configure the retention period if needed.

Step 4: Save the Configuration

* Review your settings to ensure everything is correct.

* Click on "Save" to apply the diagnostic setting.

Explanation:

* Diagnostic Settings: These allow you to collect and route metrics and logs from your Azure resources to various destinations, including storage accounts, Log Analytics workspaces, and Event
Hubs.

* Metrics: Metrics provide numerical data about the performance and health of your resources. Archiving these metrics helps in long-term analysis and compliance.

* Storage Account: Using an existing storage account ensures that the metrics are stored securely and can be accessed for future analysis.

By following these steps, you can ensure that all the metrics of VNET1 are archived to your existing storage account, enabling you to monitor and analyze the performance and health of your virtual
network over time.
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FUTLIRRY FT—JIZIE VPN FNNA RABREENTUVET,

RERY hT—H ERERY FT—H F— 924 EET Azure Y TR Y T3 vhhbyUEd,

HRELEESIERY) O—%2FH D94 L VPN EHZ2ERT 2RENHY FT,

PowerShell RV ) 7% EDKSITETINIEINTETMN? BIZT ST, BEEETEUGA T 3 VEBRLTLLEZSY,
FE ELLVBIRSEICTIRA Y FAMEShET,

~IkeEncryption AES256 -IkelntegripmiHAREs-olCroup DHSrowpis -IpsecEncryption AES2SE
isgleconds 14300 -SADGRAT 1zl 1ok, Tad 010000
New-AzipsecTrafficSelectorPolicy
MNew- AzServiceEndpointPolicy
New-AzVpnClhientipsec Policy

I.‘\.-_".-. AT e R S TN "'l ams $Connsctionlé -Resourcebrouphame SRGI1 -VirtualNstuorkGatewsyl $wnetlge

Mew- ArViruaslHul
Mew-AzVirtualNetworkGateway

New-AZVirualNetworkGatewayMNatRule

igal -ConnectionType IPsec -IpsecPoliclies Spolicy -Sheredkey “AZureAlblCl”




Answer Area

Mew-AzipsecPoli ~IkeEncryption AE5256 -Ikelntegrity SHA3EL -DhGroup DHGroup2d -IpsecEncryption AES256

imeSeconds 14480 -S;Dn!nSi:!lliinh-,'teu 182400000
New-AzipsecTrafficSelectorPolicy
New-AzServiceEndpointPolicy
New-AzVpnClientlpsecPolicy

lNElﬂ.-i‘h‘-."'u’lr.’u.a'lMEW.G['-IG&:E\‘J&}{GHFHI:{JT\ "I -Mame §Connectionlé -ResourceGroupName RRG1 -VirtwalMetuorkGatewayl Svnetlgu
New-AzVirtualHub
m

Honl -ConnectionType IPséc -IpsecPolicies Spolicy -Sharediey 'AzureAlb2C3’
v Arirty votkGate

AW et T LN L O o8
o New AcVirtualldetvoor ik Gatew Fy_onnecton
New-AzVirtualNetworkGatewayNatRule

Explanation:
B
e = Vjordsoft
$policy = MNew-AzipsecPolicy ¥ -IkeEncryption AESZS6 -Ikeln¥egrity SHA3B4 -DhGroup DHGroupld -IpsecEncryption AES256
-IpsecIntegrity SHA2SE -PfsGroup Mone -SALLfeTimeSeconds 14408 fE lataSizedilobyres 122400000
'\J:’.".#--:'LZ"."IT'lL:.liNEh‘.'l:rkﬁ.]w‘.‘.'a}{ﬂllr!mum T Name §Connectionlé -Resourcedrouplame SRGL -VirtualhetworkGatewayl Svnetlgu
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NYCNet& SFONetfEl DR EZRET DD ELAHYFET , V) 2a—a VIEEREHZHEZLTVWARELNHYFET , ESTNIXLIWVWTLLOIMN?EETDHICIE, BETY 7 TEUGERBRZERL
TLEEW,E : EfE1DIZDEIRA Y T,
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Answer Area

For HubVNet, onfiqure a user-defined route (UDR). el
Configure a user-defined route (UDR)
Deploy an Azure Route Server.
Implement an Azure Virtual Network'Manager connectivity configuration.

For VPNGW1

Change the:ASN-aumber

Change the ASN number

Configuire active-active mode. | M . f
Resize the SKU. gu ICFOSO t

S Vicrosoft

For HubVMet

For VPNGW1T

EFDT 78
VM1 & LVS &RID Azure [REET S UAH Y £9,
Azure Network Watcher R LT VM1 DI RTORY bT—9 bS5 7490 X v TFvTIRELRHBYFET , Fv ITFv LT —FEEDBFAICEZT AL ENTEEFIN?

A.VM1DHDAFV2/ R

B.AAV2EER M- THIUMDH

C.VMIDAHD T 7AILD AT LR

D. 7Ry %Y BLOB JLETF7LRNL—U THIY FDH

E.RANBAVEZEEXR N —D T7hOoETAYY BLOB FLEF7LTHIY FDOHF
EfE:A(QAV REHEKT D)
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RORIZTRINT ) v IIPVAT7 FLRAZETCAzure TR0 ) T avhibyExd,
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ROBEEHDBIEVWSIEZRNDO— FNS U —% BT E5FETT,

*% I LB1

“I5FT - KEFEER

BT INTYwsH

*SKU : 2%

LBITHERTES/XTY) v IIPVA7 FLRIZENTT M ?

A. IP1E & UIP3DH

B. IP3(D#&

C. IP3B & UIPSOH

D. IP20D) &

E.IP1_IP2, IP3, IP4, &K UIP5

F.IP1_IP3_IP4 . 5L TU1P5DH

EfE:C(AAV FEHEKT D)

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-public-ip-address This is because "Load balancer and the public IP address SKU must match when you use them with public IP
addresses" https://docs.microsoft.com/en-us/azure/load-balancer/skus Standard SKU Load Balancer routes traffic within and across regions, and to Availability Zones for high resiliency.
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RDORIZTRT Azure) V—IANHY FET,

SR ' , g O storage (RA-GRS)
Ivnet1 | Virtualnetwork, | East US | Contains one subnet

HY—ERXIVRKRA VM EFERHLT VnettOH TRy bADT I A ERMT 5K S(storage1 R LET,

H—EXIVRRA U FEFERLT R7Y VT ENT=Azure!) — 3 U Dstorage 1 DEA MY BRI Y KRS/ U MIEHETEE L 2RI IVNENHY FT,
HEIERADICAZEZTRETTHM?

A.storage1 ER7 Y oG EnfzAzure!) —2 a2 Tz — LA —N—LZET,

B.OY—ERIY RRA Y bEERLET,

C.storage1D I 7 A 7 A —IILEREZEBRLET,

D.R7 Y vy ENht=Azure) =2 3 VIZRBERY =0 #ERLET,

Ff:C(OAAV FEREKT D)
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VNet1 EWVS BRIDRERY FT—0F%&L Azure Y TRV YT avhiplFET,
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VNet1 [Z_ AppGw1 & L5 &RITD Azure Application Gateway v2 f XA VR ETTOA T EBELNHY T3, AppGwl IZIE 1 DDEKRYRF—EL 2 DDTILFHA ~ URFT—HDEEFNFET, C
NoD) RAF—IZIX VNetl DA T IV ELATEEXT,
AppGw1 [CTIAEZIP 7 RLADRPMKIEWN DTIMN? BET ST BFEETEUGA T a v EERLTKESV G ELWMERIEITTI RS bAIMESHET,

Answer Area

1F f#:
Answer Area
addresses: 2 -
3
Pul G ! il b r
Explanation:
Answer Area
Pavahe [P addresses: 2 v
P | F AOdresse i
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FAUOTLERA RV ET—=OMNID2HYET,

Basic AzurefRBEWANZ &L Azure TRV U T aoiH YU ET , CORBWANIZIZ 1DDRENT E RIL—TF v HV1GbpsIZHIR SN RBRY hT—O 55— DA DAEENTLET,
FAUTULIR 3y FT—D1& Y4 FE (S2S) VPN $#E# = H L TRE WAN IZEHELET,

REWAND R )L—T < b %#3CGbpsICALEEIZRELAHYET, VI a—2avEEBEEZRNRICINZDIDLELAHY FT,

Al RETL & 5IH?

A EBNMORENTEERLET,

B. fx*8 WAN # Standard SKU [Z7 v FH9 L — KL%,

C.Azure TRH 1T a3 VIZVPNF— b4 #EBMLET,

D.#— kx4 R5—)L A=y FOEEEOLET,

Ffa:D(AAV FEEKRT D)
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F ORI BALIF VA ERT—EOERO—ETT, SOV —XDBRERICIE EESN-BEZERTETHAHEEDOH LI HMBDBRRENAEENTUVET, —HOER Y MMIIZBEHDIE
LWMBRENEENZHELHY FTHN MOERtE Y MIIZELWERREALVMEELHY FT,

CDEVIVOBERMICEET SE. TDERICRDZLIETELGCRY CALSDERIEILEa—BEREIZRRINGLLGEY FET,

AFD1 & UL\S &R0 Azure Front Door Premium 707 7 A JLE WAF1 E NS LRID Azure Web 7 T 45— 32 T7A4T794—IL (WAF) R >—%2EL Azure 5 TRV ) Foavhipyx
¥+, AFD1 (& WAF1 [CEBER AT UET,

AFD1 ADZEY VTR DO L— LIREERT I2HELNHY FT,

fERE: WAF1 DR S—BEEZEELEFT,

INIFEEEZERLTLETHA?

A. L \UVZR

B. &L

EfE: A (DAY FERET D)
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AUTLIR Fy FT—5I1Z[F contoso & LS &HID Active Directory KA 4 > H—EX (ADDS) FAA UAAEENTLET,

NERZEBAMERS (CA) ##5D com T,

Azure Y TR YT a3 v&EHELTT,

AppGwy1l EWLWSBRTID Azure 7 T r—2 3o 5F— b zA4 %7704 L ROTI L3 VERTLET,

*HTTP URF—%#BLET,

=T AT L—LFE) A F—IZEEMITET,

FASIZEMLTWSO Y E a—42—Mm 5 contoso.com ~DEKRIZK UL CTHERIEZETT 5L 512 AppGwyl T 2HELHY ET,

EDADDTI LI VEIEBIZETTILELNHYFETHI? EETDICIE BUETIavETITay UA D LEZEHICEBL, ELWVEFRICIHENET,

Actions Answer Arca
From AppGwy1, create a routing rule
From AppGwwyl, create a frontend IP configuration @
From AppGwy1, create an S5L profile @

From an on-premises Ccampuier upload a certificate to AppGwyl, '
. =——rca - e .

Q0

From AppGwy1, edd 2HTTP b ehdy and ﬁédﬁﬁ;:t[}ﬁ:l&;ﬁhgn © the 550 profile.

1F fiZ:

Answer Area

E_Fr-::."r. an on-premises comparter, upload a certificate to AppGwyl. _-i
- — e e [ = L
Sar o i

Explanation:
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Actions

From AppGwyl, créate a routmg nule

i From AppGwyl. creaté a franfene IR configuration

@ 2| | FroonppGwll. create.an'SSE profile @
P s = 8 -
@ 3+ Fram an on-premises computer, upkoad a certificate to AppGwy 1., @
L
4| | From AppGwy!, add an HTTP listener and associate the listener 10 the S50 profile,
p I n * " . {ﬁj

Answer Arca
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Vnet1 &ULVS Azure RBERY FT7—0 0% Y . ZDOHI(Z Subnet1
(2. NATgatewayl &ULVS NAT ¥— bz A/ EERLET,

& Subnet2 EWVS 2 DDHTHRY FAHYFET, ELLDY TRy MILFEBIIUNEFNTLET, ROBICET L5



Home » NAT gateways

Create network address translation (NAT) gateway
0 Vahidatwon passed

Basics OutboundIP Subnet Tags  Review + create

Basics

Subscription Subscnption

Resource group RG1

MName MATgateway)
swMicrosoft . XR&
E. Akl ity !ﬂqﬁ Y

Idle timeout [manutes) 4

Outbound IP

Public IP address MNone

Public IP prefix (New) NATgateway ! -prefix (28)

Subnets

virtual network Vet

Subnets Mone

Tags

Mone

FAYTE O AZa—2FRALT BISRENTLSBERICEIVTEXETER S EHERKREBRL T LSV, FE ERF1DITOEIRSA U MTY,



Answer Area

NATgateway1 can be linked to [a choictl Wanky \&
- only GatewaySubnet

only Subnet1 or Subnet2
both Subnet1 and Subnet2

o\
e\ '
“& 1is assigned [answer choice]. | 0 IP addresses

-
% 1 IP address
® 2 IP addresses
16 IP addresses
28 IP addresses
1E fiZ:
Answer Area
NATgateway1 can be linked to [a . | only Vnet1 v |
only GatewaySubnet Jn
only Subnet1 or Subnet2
0 @ both Subnet1 and Subnet2
RV~
“ L 1 is assigned [answer choice]. | 0 IP addresses
1 IP address
2 IP addresses
16 IP addresses
28 IP addresses
Explanation:
Answer Area .
NATgateway1 can bew grmur choice]. only Vnet1 v
‘*e
“ ay1 is assigned [a ice]. 0 IP addresses D
= m Microsoft
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KERE Azure ) —2a VT Azure 7 TN T—2 a0 T— MDA ERETEFETT, CDT7 IV r—23 0 5F—brIOzATIE Web 7T UH5—23 2 2747 24+—)L (WAF) BNEHIZHY
F9,

HESOT7 IV =23 — b0z AI2) VY TEDZR) O—FERT IRLENHY FET, ZOKRY o—IF 131.107.150.0/24 DEED IP 7 FLAMNLDERZ IOV I TILENHY FET, C
DERYERTITBEHDICT TV r—23v5F— b4 2TREDaIZ VIR ERIHY FHA,

1E fiz:

See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for creating a policy that can be linked to the planned application gateway and block connections from IP addresses in the 131.107.150.0/24 range:

* To create a policy, you need to go to the Azure portal and select Create a resource. Search for WAF, select Web Application Firewall, then select Create1.

* On the Create a WAF policy page, Basics tab, enter or select the following information and accept the defaults for the remaining settings:

* Policy for: Regional WAF (Application Gateway)

* Subscription: Select your subscription name

* Resource group: Select your resource group

* Policy name: Type a unique name for your WAF policy

* On the Custom rules tab, select Add a rule to create a custom rule that blocks connections from IP addresses in the 131.107.150.0/24 range2. Enter or select the following information for the custom
rule:

* Rule name: Type a unique name for your custom rule

* Priority: Type a number that indicates the order of evaluation for this rule

* Rule type: Select Match rule

* Match variable: Select RemoteAddr

* Operator: Select IPMatch

* Match values: Type 131.107.150.0/24

* Action: Select Block

* On the Review + create tab, review your settings and select Create to create your WAF policy1.

* To link your policy to the planned application gateway, you need to go to the Application Gateway service in the Azure portal and select your application gateway3.

* On the Web application firewall tab, select your WAF policy from the drop-down list and select Save

EFDT 87
RORIZRT VY —REZEC Azure Y TR Y T avipyExrd,

Az-.lreAppSerwce TV - u# =" |

Azure Applicatio [ inglt SL centificate, tﬁa'ﬁz;lari a; .
2 wﬁlﬁ lsuﬁ?&?ﬁnhﬁﬁqﬂ.jﬁiwsm com |

T—roxzA1

http://app1.contoso.com ® URL ZfERA L T App1 ~D7 VXA ZRHELFET,
App2 EWVWSZRIOH LWLV Web 7T #ERLET,
BEDFHER/MNRICHIZ BIZ1F, Gatewayl R T ILENHY FT,
Gateway1 TIXAZ/ET DILELH Y £TH?

A YRFT—ENYI T RT—)L

B.N\YYIVRT—)LENL—T a5



C.URF—E¢,IL—TFT 42T IL—)L
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RORIZRT VY —RZEZEC Azure Y TRV YT avnipyExd,
[ Name | A; £+ Description
Gatéay ! | NAT gatewdy | Unconfigured
NIC1 Network A network interface with a statically
interface assigned public IP address;named PIP1
PIP1 Public IP A Basic SKU public IP address
address
VNet1 Virtual Cantams asubnet named Subnet1
network
Subnetl | Virtual Part of VNet1
subnet
VM1 Virtual Connected to Subnet1 via NIC1
machine

T—boz 4129 THy MICEEHITEREAHYES , COVY) 21—
JE%I‘%?‘T?’ZDZ\E#&% 327V avIFENTYN BETSHICF BUGETILavETIvar VAN LEE

YIaVTRER VMIDT I8 A4 LERIMRICNMZ SZBENHY FT,
ZHEBICHREL, ELWVEFICERETS,

Acﬂoru

Start UM‘E

Change the I(U 'rc-

Shut down VM1,

| Disassociate PIP1 from NIC1

| pns
| Change Assignment to Dynamic fﬂ}

| Associate PIP1 to NIC1.

ws VECTOSOft

Answer Area

9,

e _cOm ®

1E fiz:
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Explanation:

Actions Amf‘
Change the PiP1 SKU to Standard. 6 iate PIP1 from NICT.
C

Start VM1

hange Ass:gnmem to Dynamlc for PIPI @
Shut ﬁnﬁn VM1, : 3 Associate PIP1 to NIC1.
‘_4\6 e Microsoft ®
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FUTUIR X2y FT—H TIE 10.1.0.0 ~ 10.1.255.255 D IP 7 KL REEIMERSNE T,

RDBEZRZFZETH LW Azure REXR Y bT7—9 V) a—2a v EBRATHFETT,

*VNet1&E WS ZRIDRERY kT—4

*VNetl £V TLIR Ry bT—UHOY A M (S2S) VPN i

*VNet1 @ GatewaySubnet {L— FAR—XDFRERY hT—9U 45—k A & LTHEMA) VNet1 & GatewaySubnet [CE|Y BTEH TRy hYRVEHBTIHENHYET VY- a3 VIEUT
DEHZH-IRENHYFT,

*VNet! CTHERATIEELZ IP 7 FLADEERKRIELET,

* GatewaySubnet CHIATRIRERZIP7 FLADEZR/IRIZHNZ 5

VNet1 & GatewaySubnet [CE|Y HTAH7 FLAERIEENTIAN? BET B2, EEEETHEYGA T a vEBIRLTLESL,

FE FELOLVBIRISEICTI ARSIV FAMEShET,



Answer Area

| ‘ .\'.rrisen 10,000
— o\ . 10.0.0.0/16 v
D M IC rOSOft - 10.0.0.0/8
10.0.0.0/16
110.0.0.0/24
10.0.00/27
GatewaySubnet: l 10.0.0.0/27 ']
10.000/16
10.00.0/24
10.0.0.0/29
1E fi#:
w8\ i crosoft
J VNet1l: 10.0.0.0/16 v
10.0.0.0/8
i
": 10000728 —
110.00.0/27
GatewaySubnet: l 10.0.0.0/27 - I
10.0.0.0/186
110.0.00/24
' 100.00/29

Explanation:
O

VNetl: 10.0.0.0/16

GatewaySubnet: 10.0.0.0/27

BEN\icrosoft

Eﬁ:ﬁ: 20

ASG1 [ZE D NSG THERTEFIM T EDRBIL U XY FI—9 A3 —T A4 RIZASG1 ZEEMIFTHZENTEETH?
& DX BAETY 7 THEYGA TS 3 0EBIRL TS,

EERECELLNEIRIEICTIRA Y MAMESNE T,



only
NSG5 only
i NSG4, and NSGS5 only
SG1, NSG2, NSG3, NSG4, and NSG5

VM2 only

VM2 and VMS only

VM2, VM4, and VM5 only
VM2, VM3, VM4, and VM5

NSGs:

NGS1 only
NEGT andg NSIGE only

NSG1, NSG2, and NSG5 only
NSG1, NSG2, NSG4, and NSGS5 only
NSG1, NSG2, NSG3, NSG4, and NSG5

Virtwal machines:

and VM5 only
VM4, and VM5 only

Lt
m Micros

Explanation:
NGS1 only
VM2, VM3, VM4 and VM5
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TRy F-3D507EDHRRA FENBTESLZHRIT IRLENHYET,
IEfi:

See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for ensuring that subnet4-3 can accommodate 507 hosts:

* To determine the subnet size that can accommodate 507 hosts, you need to use the formula: number of hosts = 2*(32 - n) - 2, where n is the number of bits in the subnet mask1. You need to find
the value of n that satisfies this equation for 507 hosts.

* To solve this equation, you can use trial and error or a binary search method. For example, you can start with n = 24, which is the default subnet mask for Class C networks. Then, plug in the value
of n into the formula and see if it is too big or too small for 507 hosts.

* If you try n = 24, you get number of hosts = 22(32 - 24) - 2 = 254, which is too small. You need to increase the value of n to get a larger number of hosts.

* If you try n = 25, you get number of hosts = 24(32 - 25) - 2 = 510, which is just enough to accommodate 507 hosts. You can stop here or try a smaller value of n to see if it still works.



* If you try n = 26, you get number of hosts = 2*(32 - 26) - 2 = 254, which is too small again. You need to decrease the value of n to get a larger number of hosts.

* Therefore, the smallest value of n that can accommodate 507 hosts is n = 25. This means that the subnet mask for subnet4-3 should be /25 or 255.255.255.128 in dot-decimal notation1.
* To change the subnet mask for subnet4-3, you need to go to the Azure portal and select your virtual network. Then select Subnets under Settings and select subnet4-3 from the list2.

* On the Edit subnet page, under Address range (CIDR block), change the value from /24 to /25. Then select Save2.
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BEE=OEHIZIEE DDA T4 ABRHBYET KA T4 RIZIE T7AT 94— TNAREOA—=HIL A V2 =2y bERLAHY EFT 47 14 R (FY— F/8—F 4D SD-WAN [ZHEHELET,

Vnetl EWS BRIDIRERY FT—0ZET Azure YT RY ) T auhHlY £9, Vnet! [Z1E, Gatewayl E VNS BRIDFREARY FT—9 F—rDzAREEFNTVWET B84 T4 R(EF YA
VPN ##: % H L T Gateway1 [Z#E#ELET,

H— F/8\—F 14 D SD-WAN % Azure Virtual WAN [CEZEMZ ZMELAHYET V) a—2 a3 VITIIAZEHLIDLELHY ETH?

A. Gateway1 ZHIBE L E T,

B. Azure Traffic Manager 7O 7 7 A ILEZER L E T,

C. 77 AT 94— FTHRARTHLWKRA D b Y— H A k (P2S) VPN EEEER LET,

D. Gatewayl T7 9 T4 JF VT4 E—FEZHHIZLFET,

EfR: (EfEZzRTLET)
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FUTULIRRY FT—4I1Z1&, Subnet! & Subnet2 £S5 2 DDH TRy kMHY FETF, Subnet2 [ZIE VM1 & VM2 ELVS 2 DDRET S U EED Hyper-V iRRA kM EFENTULET VM1 &
VM2 (& Subnet2 [CHEfi SN TWLVET,

VNet1 &LV BRID Azure RER Y k=0 0% Y £ ZIZ(E GatewaySubnet & VSubnet! & WS ARID Y TRy FAEENTULVET , VNett (I, B4 FE (S2S) VPN iz ERALTAH Y TL =
ARy bI)—=YICEREINTVET,

VM1 % VNet1 IZ8B1TL VM1 OBXFED IP 7 FLRAZ#F T H5FETT, VM2 (X Subnet2 [ZF&RY £,

BIOPETLELSVMI B VM2 L BETELLSICREZEABT HIDLENHYET,

EDS5D20T7 0 arxBHBIZETTHIRELAHYEFIMN BIZTBICIE. 7723 Q)R MOEUGETI L 3 EEZEEBICEHL  ELWVEFICIHENET,
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| Extend the IP address space of VNet1 to include the IP
‘ address range uf Subnet1.

To VNet1, add a subnet named VSubnet2 that uses the
same address range as Subnet1.

mwﬁwl

[

' Tr.l "queﬂ add a subnet named '-.I"Subnet.! that uses the
| same address sS range as Subnetl. ¥

' Deploy an Azure virtual machine that runs Wm
 Server Azure Edition and has tweé Nlﬂ‘wm::l 1o
VSubnet! and VSubnet2. '

- = ;
Install U‘xe Hﬂ,rper V server rale in the Azure virtual
| machine,

| Create external Hyper-V virtual switches.

Extend the IP address space of VNet1 to include the IP | I
I address range of Subnet2. |

- R A N L Ay S s T e e DI % L, A R o op M SR Sl el MR SR AL Le B B SR TR R E.
| To VNet1, add a subnet named \.-'Subnetz that uses the | i 1

—I—-n_l—m————l—n-r-nl—n-—l

|
T T R R R T R sameaddreasrangeasSubnetE. d

{ that runs Windows
R ‘ ' S ': nd has two NICs connected 1o LV

etl, add a suhnet named VSubnet2 that uses tHg -ﬂﬂd VSubnet2.
L same address range as SubnetZ. .

e ——— e —— —— —1'— .._ "

address range of Subnet1,

lExterndthe!Paddress space of VNet! to include the IP J I

Install the Hyper-V server role in the Azure virtual

I Deploy an Azure virtual machi

I

I 3 ' machine. :

I| Server Azure Edition and has two I ::::::::::::::::::;::'
| Vubnett and VSubnet2. _ " _ _ _ _ _ | '
I:“" e et Create external Hyper-V virtual switches. | I
Install the Hyper-V server role in the Azure virtual I - ! I
lmechine. __ _ _ _ _ _ _ _ _ _ _ e

ICreate external Hype'f-"h‘ virtual swntches |
Explanation:
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Extend the IP address space of YNet1 to include the IP 1 Extend the IP address space of VNet1 1o include the IP
address range of Subnet. address range of Subnet2.
To VNet1, add a subnet named VSubnet2 that uses the | | To VNett, add & subnet named VSubnet2 that uses the

same address range as Subnet1, | same addess range as Subnet2.

@ s "Deploy an Azure virtual machine that runs Windows @
@ 31 | Server Azure Edition and has two NICs connected to @

V5ubnet1 and VSubnet2.

Install the Hyper-V server role in the Azure virtual
machine.

ﬁ . Mi G:Emmﬂv virtual switches.

Eﬁ:ﬁ: 94

Azure REERY FT—VRADH TRy FDIP 7 FLRIBEZFE L TLET,
IRV FADIP 7 FLRAZREET D) —RADFEFEIEENTT H?
A.REO— KNS 59—

B.ANL—=UF7HOVU R

C.H—EXIVKRRS

D. UY—EXI Y RRA 2 kiR O —

IEfF: (EffZRTLET)

Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview
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DNS Y —>% Azure THRA FF5ENH Y ET,

IBFIZEITTIDENHD I D2DT7IavIEENTIMA BETHICKX BUNETHILa0EzT7ooar VA MO REEFEBIZEBEHL ELWVEFRICERET,
Actions Answer Area

Modify the SOA records for the domain. E rb S O ft

identify the IP addresses of the name servers.

LLL
e

it Create a public DNS zone.

i |dentify the FQDNs of the name servers:

:i Modify the NS records for the domain.
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L TVTPr

3 Modify the SOA records for the dormh.

Explanation:

Answer Area

e e ——————————— e e ——————————— —q—p——-ll— -..|.--,|.—,u.— _
i Modify the SOA records for 1'!1{' domain J f.tﬂ‘b.;{} iBlic DNS zone

Lo B = _ ] ...
i ldentity the IP addresses of the name servers = = Y AR TT 5 iz ldentify the FODNs of the name servers.

2 BNt o
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Vnet2&Vnet3 &89 2 ELAHYET , VI a—2avE BERY FIT—V BB LECRRBEREH-TRELHY FT,
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FE FELOLVBIRZEICTI ARSIV FAMEShET,

A Vnet2 8L U Vnet3 WS DEF7T) VI T F—rozA bSUDy bEHATEIEERLET,

B.Vnetl o MET7 Y VI T BEEINE= S T4 v I EHATHEERLET,

C.Vnetl MoDETFY VI T [HF—boxzA bSUDY FEHAIT B ZEIRLET,

D.Vnet2 5& U Vnet3 o DEF7Z ) UG T [VE— M= bz A %#FHTH] ZEIRLET,

E.Vnetl W DET7 YUY T [UE—FSY— bz A #FRT DB #EIRLET,

FfR: (EBERTLEY)
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FUOTUIR Ry FI—DI28ET 5 Vnetl ELVSLRID Azure RERY FI—OD0HYFET,
BLOB X k L—C #&T storageaccount! & WLNS ARID Azure A kL—2 ZhO U BB Y ET,
BLOBR FL—YDTFAR—KRIU RRA Y FEBRETHIDENHYET V) a—2 a3V EUTOEREZHE LTV AIRENHYFET,
*FRTDA VT VIR A—HF—RTS5AR—F TV RFKRA 2 &N LT storageaccount! [(CF IV LR TESZELEZHRALET,
* storageaccount! ~DT7 I L AN ENENNKSICLET,
EDADDT7I L 3avEIRBIZETTILENAHY FIMN BETDHICE BUNGETIavET7I3y YA M OREZFEFHICHBEL, ELWEFICHENET,
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Actions Answer Area

Install the DNS server role and configure the forwarding
of blob.core.windows.net to 168.63.129.16

Configure on-premises DNS servers to forward

blob.core. windows.net to the virtual machine Th
Configure a private endpoint on storageaccount1 y
and disable public access to the account @ @

Configure on-premises DNS server to forward
blob.core.window 10.168.63.129.16

Deploy a virtual m;ﬁﬁefﬂam f t

EfiE:
Actions Answer Area

Install the DNS server role and configure the forwarding
of blob.core.windows.net to 168.63.129.16

Configure on-premises DNS servers to forward
blob.core windows.net to the virtual machine

Configure a private endpoint on storageaccount1 ;
nd disable public access to the account Install the DNS server role and configure the forwarding
of blob.core.windows.net to 168.63.129.16

Configure on-premises DNS servers to forward
blob.core windows.net to the virtual machine

Explanation:

Configure a private end ol b/ §iéragéaccount

and disable public access to the account

Deploy a virtual machine to a;ubnet in Vnet1

Install the DNS sewgp-:_{qjé"‘iénd configure the forwarding
of biob.mre.windo.wﬁnb! to 168.63.129.16

Configure un-”ﬁﬁhﬁ DNS servers to forward
blob.core.windows.net to the virtual machine

168.63.129.16 is the IP address of Azure DNS which hosts Azure Private DNS zones. It is only accessible from within a VNet which is why we need to forward on-prem DNS requests to the VM
running DNS in the VNet. The VM will then forward the request to Azure DNS for the IP of the storage account private endpoint.

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-private-endpoints
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*VnetlE WS BRTDRERY FT—2

*Vnet1MSubnet1 E LN BRIDH TRy k

* Subnet1[Z#EfE T AVM1E LVS ZRTDRET L >

* storage1, storage2& WS BRIDIDDR CL—UF7HO U b ELXUVR L—T3

VM1historage1IZ7 9 A TEEH L EZHRTIVELAHYET, VMIFHMDR FL—CFAI D MIT IO RRATERVKSICTI2RELAHY T,
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TH r|| r1 Tor J'IH"'"‘?HTF Wirjimmlﬂ'f ¥
< D e

er of users | Connection T

i T Point-to-Site (P25) VPN
Azure Virtual WAN T7OA4TBHBFETT,

Virtual WAN Basic & Virtual WAN Standard Z5Ffi L TLVET,
YA FTHEATESHRE WAN OB ENTTAN? BIETHICE BERBETEUGA T a vEERLTEZSN,
FE ELWLVBIRSEICTI ARSIV FAMESAFET,

' _ Site3 only | 'n
l'] b ||5ite2 and Site3 only
Bl | |sitel. Site2, and Site3

;;":h“h

Sitel and Site3 only
Site2 and Site3 only
| |Site1. Site2, and Site3

#q '*:, reuat wAN stanciac:
il Sitel only
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Explanation:

Virtual WAN Basic:

Site2 only

Site3 only

Site2 and Site3 only
Site1, Site2, and Site3.

Virtual WAN Standard: | _ &9 " v
Sitel only
” ﬁg@fﬁ Sitel and Site3 only
Site2 and Site3 only
Sitel, Site2, and Site3
Reference:

https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
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TUTUIR 3Ty hT—9 & VNetl EWVSBRID Azure REFRY FT—90HY £5,

Azure Extended Network #ZRET HANEAHYFET V) a—2aVIEaRXR MEHDMRICIIZSZ2BENHY T,
VNet1 IZT 7 OA4§5RETSUODERE Azure TisERY FT— Y BT DOITERTEIY—IILIEENTTHN? BZT SICIE BEEETEYDGA T a v EBRL TS,
FEELWLBIRSEICIRA Y AMEShET,



Answer Area

w,,,dn@,EMIs;thﬁ "

Windows Server 2019 Datacepter with Containers

Windows Server 702

Z Datacenter: Azure Edition
. o
Win er 1020 TRatacenter Server Core

ows Admin Center v

o The Azure portal
%? The Routing and Remote Access service
; Server Manager

Windows Admin Center

Mj Virtual machine: Windows Server 2022Datacenter. Azure Edition
Windows Server 2019 Datacenter with Containers

Windows Server I‘qraLF-ntF Azure Edition

Windows Admin Center
The Azure portal

The Routing and Remote Access service

server Manager
Windows Admin Center

Explanation:

= Microsoft

Virtual machine: | Windows™Server 2022 Datacenter. Azure Edition

Teok Windows Admin Center
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IRy M2 ICEBOREBY L VEEATHFETT,

YTy M2 DTRTDAzUurerdRR kA Y TRy MM-2LEDHRR FOTCPAR— F5585ICHEMTELE VK S ICTEIMBELAHYFET , OV a—avE EBEXZR/NMRICHZASILENHY F
ER

IEfiZ:

See the Explanation below for step by step instructions.

Explanation:

To prevent all Azure hosts outside of subnet1-2 from connecting to TCP port 5585 on hosts within subnet1-2, you can use a Network Security Group (NSG). This solution is straightforward and
minimizes administrative effort.



Step-by-Step Solution

Step 1: Create a Network Security Group (NSG)

* Navigate to the Azure Portal.

* Search for "Network security groups" and select it.

* Click on "Create".

* Enter the following details:

* Subscription: Select your subscription.

* Resource Group: Select an existing resource group or create a new one.

* Name: Enter a name for the NSG (e.g., NSG-Subnet1-2).

* Region: Select the region where your virtual network is located.

* Click on "Review + create" and then "Create".

Step 2: Create an Inbound Security Rule

* Navigate to the newly created NSG.

* Select "Inbound security rules" from the left-hand menu.

* Click on "Add" to create a new rule.

* Enter the following details:

* Source: Select Service Tag.

* Source Service Tag: Select VirtualNetwork.

* Source port ranges: Leave as *.

* Destination: Select IP Addresses.

* Destination IP addresses/CIDR ranges: Enter the IP range of subnet1-2 (e.g., 10.1.2.0/24).

* Destination port ranges: Enter 5585.

* Protocol: Select TCP.

* Action: Select Deny.

* Priority: Enter a priority value (e.g., 100).

* Name: Enter a name for the rule (e.g., Deny-TCP-5585).

* Click on "Add" to create the rule.

Step 3: Associate the NSG with Subnet1-2

* Navigate to the virtual network that contains subnet1-2.

* Select "Subnets" from the left-hand menu.

* Select subnet1-2 from the list of subnets.

* Click on "Network security group".

* Select the NSG you created (NSG-Subnet1-2).

* Click on "Save".

Explanation:

* Network Security Group (NSG): NSGs are used to filter network traffic to and from Azure resources in an Azure virtual network. They contain security rules that allow or deny inbound and outbound
traffic based on source and destination IP addresses, port, and protocol1.

* Inbound Security Rule: By creating a rule that denies traffic on TCP port 5585 from any source outside of subnet1-2, you ensure that only hosts within subnet1-2 can connect to this port.
* Association with Subnet: Associating the NSG with subnet1-2 ensures that the security rules are applied to all resources within this subnet.
By following these steps, you can effectively prevent all Azure hosts outside of subnet1-2 from connecting to TCP port 5585 on hosts within subnet1-2, while minimizing administrative effort.
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There is no virtual network peering between VM4's VNet (VNet3) and VM5's VNet (VNet4). To enable the VMs to communicate over the Microsoft backbone network a VNet peering is required
between VNet3 and VNet4.

Topic 3, Proseware. Inc

Overview

Existing Environment

Proseware. Inc. is a financial services company that has a main office in New York City and a branch office in San Francisco.
Hybrid Environment

Proseware has an on-premises Active Directory Domain Services (AD DS) forest named corp.proseware.com that syncs with a Microsoft Entra tenant named proseware.com.
Proseware has an Azure subscription that is linked to proseware.com.

Proseware has an internal certification authority (CA).

Network infrashtructure

The offices contain the resources shown in the following table.

NYCNet connects to Azure by using an ExptessRoute circuit.

SFONet connects to Azure by using a Site to-Site (S2S) VPN.

The Azure subscriotion contains the virtual networks and subnets shown in the followina table.

"R A P i

Name Type | Wocation | IlLTUS gescription

East US
HubVNet Virtual network Azure 10.0 GOW20 peered to
| region l Eﬂkg‘x’h‘et

East US B address space of
SpokeVNet | Virtual network Azure J0.0.16.0/20 peered to

region HubVNet

Active-passive resiliency, in
\firtual net the Gene 2, VonGw3
VPNGW1 Virtual network } BdbviNet the Ge 1-:-rarnorl1. P ‘:.-_t}r Gw3
gateway I | SKU that has the default

HubVNet | Used for private endpoints

ASN connected to SFONet

| SUBNET-PE_| Subnet
SUBNET

aBisete | Subnet HubVNet | Used for jump hosts
JUMPHOSTS |

Contains an Azure
Subnet SpokeVNet application gateway named
APPGW1

SUBNET
APPGW1

The subscription contains four virtual machines named VM1, VM2, VM3, and VM4. VM1 and VM2 host an app named App1.
VM3 and VM4 host a web app named App2 that is accessed by using a FQDN of app2.proseware.com. Users access app2.proseware.com by using HTTP or HTTPS.


https://www.jpnshiken.com/q/68875-6441788/

VM1, VM2, and VM4 are connected to SpokeVNet
The subscription contains Application Gateway resources shown in the following table.

Name T'_-,rpe | Location I "_.-_De_s.gr'!pt'[gq

n the AzufBED AbWitalonir et AFy2 sk
Applical r
APPGW SpokeVNet | Terminatés B11PS connections to a backend

thalMnmins VM and VM4

NAFPalicy Firewa [od B

WAF) polis ™
The subscription contains'an Azure Front Door Standard profile named FD1. FD1 contains a single origin group that targets APPGW1 by using the default endpoint name.

HubVNet connects to NYCNet by using an ExpressRoute gateway named ERGW1.

The subscription contains an Azure Private DNS zone named DNSZonel in the East US region. DNSZonel hosts a namespace of azure.piosewaie.com and is linked to HubVNet The subscription
contains a Standard Azure load balancer named LBS1 in the East US region. LBS1 contains a backend pool that hosts VM1 and VM2.

Planned Changes

Proseware plans to implement the following changes:

* Deploy an Azure Private DNS Resolver named PRDNSI to HubVNet and link PRDNS1 to SpokeVNet.

* Create a DNS forwarding ruleset named DNSRS1 and associate DNSRS1 with PRDNSI

* Deploy Azure Virtual Network Manager and implement the following rules:

o Allow inbound connections on TCP port 3389 from the on-premises networks to SUSNET-JUMPHOSTS. o Block inbound connections on TCP poit 80 from the internet to SpokeVNet.
* Ensure that Azure Virtual Network Manager rules take precedence over conflicting NSG rules.

* Deploy two network virtual appliances (NVAs) named NVA1 and NVA2 to HubVNet.

* Deploy a gateway load balancer named L8GW1 to HubVNet.

* Configure LBGW1 to inspect traffic on TCP ports 443, 1433, and 1434 from LBS1 by using NVA1 and NVA2.

* Ensure that all the traffic to App2 is processed by using FD1.

Connectivity Requirements

Proseware identifies the following connectivity requirements:

* Minimize the complexity of the Azure Virtual Network Manager deployment.

* Route traffic between NYCNet and SFONet via the ExpressRoute circuit and the S2S VPN

* Ensure that remote users on Windows 11 devices can connect to HubVNet by using a Point-to-Site (P2S) VP and their proseware.com credentials.

Security Requirements

Proseware identifies the following general requirements:

* Minimize the IP address space required to deploy platform-managed resources to the virtual networks.

* From SpokeVNet, resolve name resolution requests for the azure.proseware.com namespace and the corp.

proseware.com namespace by using PRDNS1.

* Whenever possible, minimize administrative effort.
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~ Name | Type | Additionalsettings
r 3 --nﬁnwuntﬂmrhppSewme
or IP: www.contoso.com
Extemal endpom@ FQDN : 131.107.10.15
Target e Profilel

Proﬂle2(-:JJl]’C%éI/ FRA > H:l:):h'CT?b\”
A. Endpoint1# & UEndpoint4 D #

B. Endpoint1_Endpoint2  Endpoint3_ & & (*Endpoint4
C. Endpoint1® &

D. Endpoint3®M #

E. Endpoint2# & "Endpoint3®M #
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Name Type Description
VBeR 4 - ituak-network None
'if‘.f:g THES %nﬁﬁéfr’nachine Connected to Vnet1
VM2 Virtual machine Connected to Vnet1
SQL1 Azure SQL Database Internet accessible

IR YT arvAD) Y —RIZTIERT BIZIE ExpressRoute B ERE T IHENHYET , YV a1a—2 3 0TI AT LIR Ry bT—2H ExpressRoute BlI#E % {#FH L T Azure 1)
Y—RIZEBRTEDLELIICTTIRENHY FT,
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FEELWLBIRSEICTI RSV FOAMEShET,


https://www.jpnshiken.com/q/68875-6441790/
https://www.jpntest.com/shiken/AZ-700J-mondaishu

Private peering v
Microsoft peering

Public peering
Virtual network peering

Connection to SQL1: Microsoft i

Private peering
Public peering
| Virtual network peering

Connection to Vnetl:  Private peering
Microsoft peering

Virtual network peerning

Connection to SQL1T: Microsoft r

Private peering
Public peering
Virtual network peenng

Explanation:
Answer Area
Connection 10 Vnetl:  Private peering | o]
A Connection to SQL1: [Microsoft peering 2
S Microsoft
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RORITRT YA FEELF VT LIR Ry FIT—IDHYFET,

Ste [ e Adghess sRace | Firewall private 1P | Firewallpublic P address |
Paris T [172.16.0.0/22 17216.0.1 131.107.50.60 |
Amsterdam [172.16.1.0/24 1721811 131.107.70.80 |
Berlin 172.1620/28 _ (\A721621 131.107.90.100 |

BYA MEIITF7AT 94— ILENLTAUE—FY FIEHINTOWET, IXTOH A MEISD-WANIZESH SN TWET, &Y 4 FMIBGPEFERHALTIL— FA2EEITHILSITERShTLVET,
Gateway 1 L WS BHIDHRERY FT—9 H— bz AREENS Vnet! EVSEFDRERY FT—9FET Azure Y TRV YT avhhbyFET,
T—FrOTADRICRINTVWSAEBRZFEALT O—AL Ry b I—9 — b4 %R LET (T— b4 2TF0 )9O LET),



Home Local metwork gateways

Create local network gateway

ﬂ Vahdation pasted

Basics Advanced Review + create

Summary

Name
Subscniption
Resource group
Regwon

Endpoint

IP address
Address Space(s)

LocalNetworkGateway
Subscnption

RGY

East US

iF address
131.107.50.60
172.16.0.0/16

oo Microsoft

BEBRICTIBAT, Y1 ME 82S) EREERLET, BERI2TEV UV ILET)
Lreate jocai network gateway

e Vakdation passed

Basics Advanced Review + create

Summary
= Microsoft
Name LocalNetworkGateway!
Subscnption Subscnptioni
Resource group RGI
Region East US
Endpoint IP address
IP address 131.107.50.60
Address Space(s) 172.16.0.0/16




ROEXIZDOVWT ELWMEEE FWVZERBRL, £S5 THEWNEEEF DOWZ I ZBRLET,
AR ELWEBRIEICTRAV MAMESIET,

.. =™ Microsoft

Users in the Barlin site can connect 1O résources in "n.-'nel 1f§s§yﬂd!

o1 & 3
To create a direct Site-to-Site \onner*noﬂfq hi éﬁ;ﬁh site an additional Local Netwark

Gateway is required, X\
= ":':-

To enable users in the Paris site twmnnan to Vnetl, the IP address of
LocalNetworkGateway1 must o é@aﬁgeﬂ 10 172.16.0.1

1E fi#:
ANSWET Area
Statements Yes No
o ‘
Users in the Berlin site can connect to resources in Vnet 1 #iaVENT 10, @
i ot
Ml(:rrgs thrre connectiongtothe Berlin site an additional Local Network ) I 3
Gateway is required. -
To enable users in the Paris sita.to connect to Vnetl, the IP address of Tol
LocalNetworkGateway 1 mastlhechanged to 172.16.0.1 K il
Explanation:

Statements

Users in the Berlin site can connect to resources in Vnat 1 wia VPN

To create a direct Site-to-Site connection to the Berlin site an additional Local Network

Gateway is required.

To enable users in the Parissite to cﬁ!tﬂ\M'e{f 'dwsfoft
LocalNetworkGateway 1 must be cha AL
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AzurelRBB< V& TS RAthERAzure ) =2 a VICT TOA TESH L ZHRTIVENHYFET , V) a—23 TEH, I3 0RFH) =23 0DRET UM IPT KL REEH10.5.1.01240
FYRT—OETAVMIBRESNTWAILEEHRTIDLENHYET,

IEfiZ:

See the Explanation below for step by step instructions.

Explanation:

To deploy Azure virtual machines to the France Central region and ensure they are in a network segment with an IP address range of 10.5.1.0/24, follow these steps:

Step-by-Step Solution



Step 1: Create a Virtual Network in France Central

* Navigate to the Azure Portal.

* Search for "Virtual networks" in the search bar and select it.

* Click on "Create".

* Enter the following details:

* Subscription: Select your subscription.

* Resource Group: Select an existing resource group or create a new one.

* Name: Enter a name for the virtual network (e.g., VNet-FranceCentral).

* Region: Select France Central.

* Click on "Next: IP Addresses".

Step 2: Configure the Address Space and Subnet

* In the IP Addresses tab, enter the address space as 10.5.1.0/24.

* Click on "Add subnet".

* Enter the following details:

* Subnet name: Enter a name for the subnet (e.g., Subnet-1).

* Subnet address range: Enter 10.5.1.0/24.

* Click on "Add".

* Click on "Review + create" and then "Create".

Step 3: Deploy Virtual Machines to the Virtual Network

* Navigate to the Azure Portal.

* Search for "Virtual machines" in the search bar and select it.

* Click on "Create" and then "Azure virtual machine".

* Enter the following details:

* Subscription: Select your subscription.

* Resource Group: Select the same resource group used for the virtual network.

* Virtual machine name: Enter a name for the VM.

* Region: Select France Central.

* Image: Select the desired OS image.

* Size: Select the appropriate VM size.

* Click on "Next: Disks", configure the disks as needed, and then click on "Next: Networking".

* In the Networking tab, select the virtual network (VNet-FranceCentral) and subnet (Subnet-1) created earlier.
* Complete the remaining configuration steps and click on "Review + create" and then "Create".

Explanation:

* Virtual Network: A virtual network in Azure allows you to create a logically isolated network that can host your Azure resources.
* Address Space: The address space 10.5.1.0/24 ensures that the VMs are in a specific network segment.

* Subnet: Subnets allow you to segment the virtual network into smaller, manageable sections.

* Region: Deploying the virtual network and VMs in the France Central region ensures that the resources are physically located in that region.
By following these steps, you can ensure that your Azure virtual machines in the France Central region are deployed within the specified IP address range of 10.5.1.0/24.
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BE—QIP7FLADNLDEL— DY I IR ETAYY TS WAF L—ILEERT HFETT,
IW—ILDREHE LEMEEYFET SI2IE, Log Analytics IZ9 TV T H2BHELAHY ET,

Log Analytics TY T 2E{TT 2MENH DI T—ITIIEENTTH?

A AGWI 74 F72+—/)LAY

B.¥a!)Tq&H

C. AzureDiagnostics

D. AZFWThreatInte1

Ef:C(AAVFERKT D)
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RORIZRT VY —REZEC Azure Y TR Y T avniHyEd,

NSG1 #{#MA L T storage1! ~DT7 IV LR #HlHT 2BENHY FT , N ZHERTILELHY £TH7?
A Y—EXIV KRRV K

B. Azure Private Link +—E X

C.TS3AR— I VRKRAV bRy bT—9 KR I—

D. 77— avexal)Ta49NL—7T

Eff: (EfEZRTLET)
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Azure TR ) T a3 & ERBETT , COY TR )T a3 UIClE Appl1EApp2E WVS32DDT T KRR T 22D0DFRETI A —I)Lty b PLS1&LYS Azure Private Link b —E X Z L
TLB1&E WS AzureA— KNS U —REaFEATLET,

PLS1 (X LB1 Z{ERH L TCP Proxy V2 [ZEZH > TWET,PLST X App1 ADT7 I RADHEIRELET,

RDTIVLaAVEETTILENHYFET,

*Appl & App2 ~"DT7 UV RERHFEELET,

*HR—FEINDZTSAR—F TV RSV MERORZEOLET,

App2 NDT7 ) R ZRBET BICIIMEZEET ILELHY FI D, F- Y R— FSNEIEROHRZIECTICEMAEZERTT ILENHY FITH BETHICIE, BBFEHETEUGA T 3 U EER
LTI,

FEELWLBIRSEICTIRA Y FOAMEShET,
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= Microsoft..

Azure Load Balancer inbound NAT rules
Azure Load Balancer inbe viinid NAT rules

T':P Proxy
uu' ancer frontend IP configuration

| Azure Load Balancer inbound NAT rules

lp ﬂsnlk TCP Proxy V2 v ;

The Private Link service NAT configuration

1F fiZ:

ITE luni l"-ﬂ neer inbound NAT rules

“ut ﬂad Balﬂncér frantend e cc:-nrgula'llcn

Supp%n“‘m TCP Proxy V2 a2l

| Azure Load Balancer inbound NAT rules

i\ T
\ The Private Link service NAT configuration

Explanation:

t.ﬂiﬁ%
@Jﬂna@ﬁr inbound MAT rules

i %Eﬁc% TCP Proxy V2
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*58% D FQDN [ESWT RS T4 v EHRILET,
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ANsSwWer Area

Allow traffic based on the FQDN of the destinat

GO

-

QO
\Q & Microsoft

1E fiz:
Answer Area

“%TCP traffic based on the source: |

Network only
Network or DNAT only
Application or DNAT only
Network or application only
Network, application, or DNAT

Network only v
Application only

Network or DNAT only
Application or DNAT only
Network or application only
Network, application. or DNAT

Network or DNAT only

=. M i c ro S Oft Allow traffic based on the FQDN of the destinati —r —
ooch : Network only

“ u TCP traffic based on the source:

W

Explanation:

Application ar DNAT only
Network or application only
Network, application, or DNAT

Network only v
Application only

Network or DNAT only
Application or DNAT only
Network or application only
Network, application. or DNAT




DN of the destination:  Application only

TCP traffic based on the source:  Network only
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SHETFLRATIVELEAY RUIZA T4 RERBZATVWET Azure TRV Y T3 VERELTEY WA T REEH A FREIVPNIEHG ZEH L TAzurel 2R L TLVET,
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B T4 RERTY DAzure!) —2 3 VITHE#H T 5121, ExpressRoute[BlfR #RE T H2MEHNH Y £9, ExpressRoute B ER SND & TLRATILEI LA T4 ADF 2 TLIRAVEa—4—
(%, ExpressRouteB#EZ A L T2 —I3— 9 F T4 RDF VT LI RY—N—[EHKTETEHLSIZHYET,

E D ExpressRoute & 7L 3 VEFERATIELLNTTH?

A. ExpressRoute O—# )L

B. ExpressRoute 7 7 X k73R

C.IVRTLARIL—FFALLY +

D. ExpressRoute ¥ O —/\JL 1) —F

EfE:D(QAAV FEHEKT D)

Reference:

https://docs.microsoft.com/en-us/azure/expressroute/expressroute-global-reach
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I COBBIFE RLCLFIVAZRTT S —EDEBO—ETYT, V) —XDEFEMICIE BROSN-BIEEZERT SAREMEDHIBBDFRENEENTVET, —BOEME Y MIFEHDEL
WMBRRDHDIGEELHY FTTH MOERtE Y FMIILELWVERRALZWNEGELHY FT,

CDEVIVOBEMICRAEZELZRIE, TOBMICRSZLETEFRA, ZTOHBE. CNoDEBEMIELEa—ERAICKRTIINEEA,

Vnet1 & Vnet2& WS BRID2DDAzurefRf8 xRy kD —o B Y ET,

RA 2 bYy—HA kb P2S)IKEV2VPNZ{E L TVnet1IZ##;t 9 S Client1 & LY 5 B RTOWindows10T7 /34 ANH Y £9,

Vnet1 EVnet2DEIZRERY FI—O ET7 ) VI FZFRELEFT, VnetllZX — bz S0Py bEHFAILET, Vnet2lZ)E— S — bz A 2FRATEET,
Client1hVne2 L BIETEHWN LMY ELT,

Client1hVnet2 L BIETE D L2 HRTIVLELNHY FET,

FRIRER VPN SA TV MR E A oA—FLTEBA VR M—ILLET,

CNFEFRZERLTVEIHN?

A [FLy

B. LMMZ

EfE: (EfEZRRLET)

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology.

Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing
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RORIZTRT Azure 5 TRV ) T avibly F9,

Contains resources.in

: Virtual network
Azurepegion

Mame i Microsoft Entra ID tenant

fabrikam.col } Europe North, West US _SIUNES, oty ~ c ~F

FERERY FT—2I12I X RNTVY I IPF7RLADNEYVETONFAVE—Ry b 7O RXARELG ) YV —AN 20 HEENTLET,

)V —R=RET DIZIE Azure DDoS 1y I —V REEERET IV ENHYFT, V21— a3 v TRIARMENMRICHZASDEAHY FT,
BATHIRLENHSHDDoS *y FIT—VRETSVORNMUT NS DTITHM?

A1
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Vnetl & LVNS ZHID Azure Ry FT—0MHY  F 221 Subnet! & Subnet2 E WS EZRID 2 DDHY TRy FNEFENTUVET,
NATgateway! DEIZREIN TS NAT S— koA HBHYFET,

- NATgateway1
$ | gAeway \

Pt H
Delete ! Refresh

- Essentials JSON View

Resource group (change) RG1

Morth Europe (Zone 1)

Subscription (change) : Subscription

Subscription ID

: 489f2hht-se7y-987v-g571-463hw3679512

Virtual network

Vinetl
Subnets i |
Public IP addresses ;0
Public IP prefixes 1

Tags (change)

VM1 ORISR LS BRET S UBRHY FT,

Click here to add tags


https://www.jpnshiken.com/q/68875-6441802/

VM1 2

Virtual macrine

b % Connect P start Q' Restar W Stop :-ﬁ-: Capture [l Delete b Refresh
~ Essentials
Resource group (change) Dparating system
RG1 Windows
Status . Size
Running Standard B1s (1 vcpus, 1 GiB memory)
Location ; Public IP address

MNorth Europe (Zone 2)

Subscription (change) : Virtual network/subnet
Subscription Vnet1/Subnet
Subscription 1D DNS name

489f2hht-se7y-987v-g571~ 453hw36?9512
Avatlabtllty Zone

= -.' IVI icrosoft

Click here to a

Subnet1 [, Subnet1 0)(:, T ELIITBEEINTUVET,



Subnet1

Vnet

Name
Subnet1

Subnet address range * ()
10.100.1.0/24

10.100.1.0 — 10.100.1.255 (251 + 5 Azure reserved addresses)

I:] Add IPv6 address space (O

NAT gateway D

NATgateway a4

Network security group

None A
Route table
RouteTable1l i

SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your
virtual network over service endpoints, Learn more

Services ()

Microsoft.Storage v
Service Status
Microsoft.Storage Succeeded ‘ﬁ"
Service endpoint policies

0 selected Vv

SUBNET DELEGATION

Delegate subnets 0 a service (
A4L

;Lj ,; Eéj IEH ﬂ' N

m—-|§~;,'

==
T
-

None




UTDEXIZOVWT ZET A5 RIMZRRLTCES D, 2 THRWMEEEF DWWZ I ZERLTLESY,
AR ELWEBRIEICTRAV MAMESIET,

Statements Yes No
VM1 can communicate outbound by using NATgatewayl O O
The virtual machines in Subnet2 communicate'outbound by using NATgatcwayl O O
All the virtual machines that use NATgatéwayl to connect to the internet use the same O O
public IP address
Efi#:
Statements I sYrcntt Yes No
- . a4 % - | ol S b wa | L= !__. — I
VM1 can communicate outbound by using NATgatewayl O 1C).
| PR
The virtual machines in Subnet2 communicate outbound by using NATgateway1l ‘L I O
: ; ; |
All the virtual machines that use NATgateway1 to connect to the internet use the same O FO |
public IP address -
Explanation:
Statements Yes No
VM1 can communicate outbound by using NATgateway1 O O
The virtual machines in Subnet2 communicate ocutbound by using NATgatewayl o O
All the virtual machines that use NATgatewﬁl to cdnnéct ta the.interpetiuse the same O o
public IP address viILITVOUIT L
Box 1: No

VM1 is in Zone2 whereas the NAT Gateway is in Zone1. The VM would need to be in the same zone as the NAT Gateway to be able to use it. Therefore, VM1 cannot use the NAT gateway.
Box 2: Yes

NATgateway1 is configured in the settings for Subnet2.

Box 3: No

The NAT gateway does not have a single public IP address, it has an IP prefix which means more than one IP address. The VMs the use the NAT Gateway can use different public IP addresses
contained within the IP prefix.

Reference:



https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource
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Vnet2&Vnet3IZT 74 L MIL— R ERETABENHYFET, Va1 —2aVEEERY FT—VDEREZHEZLTVWARENHY FT,
T4 MIL—FEERTDICIEAZEZERTNIEEINTTH?

AIL—FrT4ILE—

B. BGP/JL— kXt

C. Vnet1 ® GatewaySubnet [CEIY HETonf-a—HF—F&H/L— k

D. Vnet2 £ & U Vnet3 0 GatewaySubnet IZE|Y ¥ Tonf-1—F—F&E/IL— k

IEf#: (EffZzRLET)

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview
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SHDOKRE EAzureRBEB Ry D —V DREICH A FEVPNERZHEILITETEFEA,

IPsec U RIILEHALTELGWVWREZ STV a—Ta VI LERHYET,

EDZWMOTEHERTILENHYEITH?

A. IKEDiagnosticLog

B. GatewayDiagnosticLog

C. TunnelDiagnosticLog

D. RouteDiagnosticLog

FfE:A (A EERT D)

Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-diagnostics IKEDiagnosticLog = The IKEDiagnosticLog table offers verbose debug logging for IKE/IPsec. This is very
useful to review when troubleshooting disconnections, or failure to connect VPN scenarios.

GatewayDiagnosticLog = Configuration changes are audited in the GatewayDiagnosticLog table.

TunnelDiagnosticLog = The TunnelDiagnosticLog table is very useful to inspect the historical connectivity statuses of the tunnel.
RouteDiagnosticLog = The RouteDiagnosticLog table traces the activity for statically modified routes or routes received via BGP.
P2SDiagnosticLog = The last available table for VPN diagnostics is P2SDiagnosticLog. This table traces the activity for Point to Site.
https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-diagnostics
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A. Azure B#0O0— KNS Y —
B.Azure F5 74 v I%—Pv—
C.Azure 7 7)) H5—Sav 5F—brozA

D. 5L X%
IEfR: (EffZzRnLET)
Reference:

https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/dmz/nva-ha?tabs=cli
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RORIZRT VY —REZEC Azure Y TR YT avnipyEd,

Name Type Location iption
VNet1 Virtual East US Contains a amed Subnet

network

storage1l | Storage East US

v mad access geo-redundant
account Larage (RA-GRS) redundancy

Hosts a database named SQLDB1

sqll

Y—EXI Y RFRA 2 FZEFERLT, storagel & sqt ADT7 IV 2RAEHIRTILENHYEST, V) a—2avIEUTOEGEZFH -TRHELAHY ET,
* Subnet1 AN 5SQIDB1I~ADT7 Y X EEAI T 5

*HR—FENTWBD)Y—AANDT IR EHRT 5O HY—EX TV FRRA VR —FFRELET,

* Subnet! M5 RFIZHE>TULVS Azure ') —2 3 VIAD storage! H & U storage! DRAMYBRL T WADT I RAFHALET,

ERT DDERHDIY—ERXRIVFRRA U MES—ERXR IV RRAD bR D—DRDFENL DOTTM? AET HICE, BAEEETEUGA T a vEERLTLESL,
FEELWMLMEIRSCEICTIRA Y FAMEShET,

Service endpoints: 2

Service endpoint policies:

| } Nllcroso?
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Answer Area o“

o Service endpoints: 2 i
|1

™ er—

Service endpoint policies: _1 b

1L IVE [2
O s Microsoft|;

Explanation:

icrosoft
Service endpoints:

Service endpoint policies:
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RORIZRT VY —REEC Azure Y TR ) T avhhyYET,

Type " Description

Has arr[Pedddress space of
1 L)
VMl rEnar 192.15810.0/23

T
Virtual network : [:;; :ggl 3 E?E;ESS ot

_ — %% | Hasan P aad.&m
Virtual network O 10.0.0.0/20 i{: I'CI'Si
Virtual network BE#ring | Peered between ViNet1 and VNet2
Virtual netwgrk peering | Peered between ViNet2 and Viet1

BREAY FT—2I121F 20 5DHRE<TOVE IP7 RLRAERMN 24 DY TRy FRAEENET,

Azure Bastion B LT A V23— Y W SREBIVVICTIELRTELLEEFHETINENDY £9,

EBRTA2VENHIEEY IRy FORNMIE BREEYITRY FTHR—FEIWBZR/NDIP 7 FLRAZEREENLS SWTTHA? BIZT HICE BAEFEETEY G T a v EBIRL TS,
FEEELOMBIRSEICTIRA Y FAMEShET,

Bastiamdubnsts 3

K

IF adcress space: | 26
f24
125




Answer Area

Explanation:
Answer Area
Bastion subn 3 v
P address space: | /26 bl
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I COBERBIE RLFTIAERTTH5—EQEMO—ETY, P —XDBEMICIE, BROSNF-BEZERT HAEEOHIMEBOBRRNEFENTVET, —HOBEME Y MIIXEHDOEL
WMBRRDHDIGEGENHY FTH OBt Y FMIILELWVERRAGZWNEGELHY FT,

SOV avOBERICEEL-ZE, TOBMICRAZLETEFRA, TORE, CAhoDEMEFILEA—EBERICRRINERA,

Vnet1 & Vnet2& W3 BRID2DDAzurefRBxry hIO—IhHY FT,

RA 2 bYy—HA b P2S)IKEV2VPNZ{E R L TVnet1IZ##; 9 S Client1 & LY 3 ZRTOWindows10T7 /34 ANH Y £9,

Vnet1 EVnet2DE IZRERY FT—OET7 ) UG HFRELET, VnetllZF— bz A bSO PY FEHFALET, Vnet2lFY E— S5 — b/ ZFEATEET,
Client1AVnet2 & BIETER W &MY EL:,

Client1Vnet2E BIETER L2 BRI HILELADY FT,

fRE VnetlDS — o x4 TBGPEZAMIZLET,

CNIFEBRZERLTVLEIHN?

A. [Ty

B. L\MZ

IEfE: (EfEZRRLET)

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology.

Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing
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VM1 & WLVS BEID Azure [RET S UBHY FT,

Azure Network Watcher Z R LT VM1 DI RTDORY hT—9 rS 7499 %X ¥ TF v T HRELHYET,
XX TF VX EDBRICEZTADIENTEETH?

A.BLOB X L—TDH

B.VM1 DHD T 7 A ILINR

C.TITLIF7LARIL—CT7THIY MDH
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D.BLOBR FL—SETFLIFLRML—S FHYIY FOH

E.VM1 ®#®D BLOB X kL—UE 77 4L 18R

F.BLOBR FL— VM1 LD T 7 AL SR _BEUTLIFLRARL—S FHYY R
EfR: (EEERRLET)

Eﬁ:ﬁ: 127
Hub1 & WS ZFID/NTEEL VWANT &LV 5 ZHITD Azure Virtual WAN 2E%E9 5FETT,
VWAN1 [Z[E RORICTTHRERY bT—IDBEENET,

Name | IP address space Description
VNet1 | 10.1.00/24 Connected directly tofHUb1 by using a

e _ connection named €onn1
='- Mi Cro SOft Connected directly to Hub1 by using a
UNet2 | 10200724 connection fiamed Conn2 and hosting a Network
s Virtual Appliance (NVA) named NVAZ2 that has an
IB.address of 10.2.0.5
Connected to VNet2 by using a virtual network
peering named Peering

VNet3 | 10.2.3.0/24

VNet1 [CEHESNI=/R X FAY VNet3 [T EN-RA FEBIETEA I LZHBIT IBENHYFET,
VWANT DIL—T 4 2T T—TILEEDESICHETNEEINTTN? BETHICE BERETEUGA T a vEBERL TS,
AR ELWVERIEICTRAV MAMESIET,

Default route table: | From destination 102801810 next hop

From destinabion 1020016 1o next hop Connd
| From destinat_wpdﬂ“i.?.ﬂ.-’éd to next hop 10.2.0.5

- : M | C ro S th lFrem u:!eszungti-ui’: eastusconn to next hop 10.2.0.0/16

Route table for Connl;  From destindticn 10.2.0.0/16 to next hop Connd
From destination 10.2.0.0/16 1o next hop Conng
From destination 10.2.3.0/24 1o next hop 10.2.0.5
\From destination eastusconn to next hop 10.2.0.0/16

Default route table:

From destinatiqﬁ;‘[ 3:273.0/24 to next hop 10.2.0.5
| From destinatioty astusconn to next hop 10.2.0.0/16

Route table for Connl: _From gestipation 102 0.0/16 tanext hop Conng
| From Jestination 10.2.0.0/16 10 next hop Conng

b i 2
o o™, [¥rom destination eastusconn to next hop 10.2.0.0/16

Explanation:
Answer Area

= Mi Croso f_EJefaurt route table: medesia,‘njg@ ‘!ﬁ.ﬂ ﬂ_ﬂﬁ 6to ﬂéﬂ hop Conn2

Route table for ?.".ﬂl__lf'lhﬁ" YFrem destination 10.2.0.0/16 to next hop Conn2
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1DDH T3y bEFEDVnett &EWVS BRIDAzurefRBRy FT7—008HY EF, Vnetl(FFAI—0O v/ \DAzure!) =2 avIiHY £T,

App1& LS & REiTDAzureAppService7 7 1) #F3—0 v /)= 3227704 LET,

ApplIZVnet1D )V —ZAADT7 VA ZR M T IBENHYET, V) a—2avEIaR M ERMRICHZDBENHY FT,

HEIERNMEITRETIN?

A TSAR—F) O EERLET,

B.#LW IRy FEERLET,

C.NATH— kA %R LET,

D. 77— bz A 4Ty FEERL RERY FI—0 57—z A ZRBREALET,

Eff:D (AU RERKT D)

Virtual network integration depends on a dedicated subnet.

https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration#regional-virtual-network-integration For outgoing traffic from Web App to vnet, it will go through Internet, so the cost not
the minimum.

The connection between the Private Endpoint and the Web App uses a secure Private Link. Private Endpoint is only used for incoming flows to your Web App. Outgoing flows will not use this Private
Endpoint, but you can inject outgoing flows to your network in a different subnet through the VNet integration feature.
https://docs.microsoft.com/en-us/azure/app-service/networking/private-endpoint#conceptual-overview

BfE: 129
RORITRTEERY bT—0ZETCAzure TRV ) T avhhyYFET,

.

| vnet1 | RG1 M us

| vnet2 | RG1 U L0 et Central US

‘Vnet3 | RG2 c\'\\* . Central US
Lo

VnetS 3 East US
KEFEEDAzure') —2 3 VT AF1EWVWS BRTIDAzZUre 7 7 4 794 —ILERGIZEBAT A EE5TEILTULVET,
AF1ZBEATESREBRY FT—V X ENTTM?

A. Vnet1DH

B. Vnet1 Vnet2 & & UWVnetdDH

C. Vnet1$ & UVnetd D H

D. Vnet1_Vnet2, Vnet3 & & UVnetd

E. Vnet1$ & UVnet2d &
IEf#: (EfEZERTLET)

BH: 130

Azure [RERY FT—D EFVTLIRDT—R2EU2—DHYET,

TRt a8—¢ERBRy b=V DEIZH A ME VPN R EZRETHILENHY FT,

ED2DDY) V—REERTIBENHYFEITH? EREIZTAETNAY)2—2a30D—8HEZRLTVWET E: EfEBIRISILITIRSA U MERTEET,
A O—ALRYy cD—=9F—b0xA
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B. kXY bIT—0HF—FroxA
C.1—H¥—F&ZD/IL—k

D.Azure 7 7 —av H—koxA
EAVILIRDT—E5—broxA

F.Azure Web 7 74— 3> 774 7 24—I)L (WAF)
G.Azure 774724+ —I)L

Eff: AB (I AV REHEKT D)

B 131
FTUTLEIR Ry bT—=ODBHYET,

VNet! WS BRIDRERY FT—VEEL Azure B TRV )T arhHlFT, VNett (&, Hub1 &LV ZFTD Azure Virtual WAN N T ITHEfE SN TULVET,

Hub1 AL T AV TLI X Ry FT—9 & VNet! BIDEREBENCTILENHYET,

IRRICKITIT ORENHD 3 D2DT7 I/ aVEENTID BETBICE BNGETIa2ET70ay YA MY LEEEEICBEH L ELWEFICERFET,

Actions

Create a User VPN configuration
Connect the VPN site 10 Hub?

Create a virtual WAN hub named Hub?
Create 3 VPN site

Connect the VPN site to Hubt

Configure a Site-to-5ite (525) VPN gateway

Answer Area

O,
©

1E fiZ:
Actions Answer Area
e e e e e e Ve e e e e e e B e e, s e [ = o e e e mm omm wm mm wm wm wm lE mmlen w m em e w m  w  w
ICreate a User VPN |:<_1r1f|g.n.:!|:_'.ir'. Create a2 VPN site
e e e T e e Tl e e I L e e e e el T P e o o e = e = = -
LomecttheYPNselote. @~~~ = 00000 SRR Ry e ;
e T T e il iR | Connect the VPN sité to Hub

i - — e - - — LY o — — e . - C— — e e — s e — el - - [T e — ——- .
» VDA b

Create a VPN site

i P — S

| Connect the VPN site to HEBIE

e —_— e e e e e

Explanation:

OO
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Actions Answer Area

Create a User VPN configuration 1 Crgate a VPIN'SIe

Connect the VPN site 1o Hub2 g0 Cannect the VPN site to Hubl.

Create a virtual WAN hub named Hub. @ T Configure a Site-to-Site (S25) VPN gateway

Microsoft

BEl: 132
RODRIZRT VY —REZET Azure Y TR ) T avhbyET,

Name | Type i ____ Description |
Contains a subnet

named Subnetl

Has read-access geo-
feplichted storage (RA
GRS) redundancy to the
paired region

Hag rea Cess geo r
amheariy HGEQSO T
GHS) redundancy to the

| _ paired region _
VM1 ___ | Virtual machine | East US Connected to Subnet]

ViMetl Virtual network

storagel | Storage account

storage2 | Storage account East US

ROBEEHFEIODV—ERXR I VRKRSA b RYS—FERLET,
*EEY TRy MY TRy b1

* 4— E X : Microsoft.Storage

“EE E—ThoU b

*YYy—x: A kL—TA1

VM1 [ZED) V—RIZT IV EATEETH?

A KERER Azure ) —2 3 D storagel & RT7IZHE-2TWS)—U 3oL T A

B. KEHEES Azure ') — 3 > D storagel & storage2 EXURT7D)—T 3oL TYh
C. KEHE} Azure ') — 3 > storage1 & storage2 D&

D. KEZRER Azure ') — < 3 > D storage1 D&

EfE: (EfREERLET)
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FCOBERE RLOFVAFRRTHI—EDOERO—ETY, D —XDEFERBICIE, BREN-BEEERTHAIEMOHIMBDBRENEEFNTVET, —HOEBEME Y MMIIFEHRDIEL
WMRBREAHDIGELHY FTTH OBt Y FZILE LWMERELLZWSGELRHY FT,

COEVVIVOBERMICAZLZRIE, TOBMICRAZ LI TEFHA, ZTOHRE. CNODEMIEILE 2 —BEEICKRTINELEA,

Azure Web Application Firewall WAF) BN E#Zi > TWSAzure7 T 5r—a v — bz A AHY FT,

bS04 ETT)Vr—3 08— b I ADURLICERET B L SICT7 T r—2 35—z A #ERLET,
URLIZZVERL&S5ETHE HTTPABI S —HELFET AT EZRTLT RODIZ—FRHRALFET,
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]

URLD 7 TS =23 o5 — b0z A N LTT IV ERURETHDI I LEHRETIDHELHY FT,
iR JL—IL KH920300DWAFL—ILEESIZLEF T,

HNIFBEFERLTOEIMN?

A. L\VE

B. (L

FfR: (EBERTLEY)

B 134

Vnet1 &ULVS5 Azure RER Y FT—0H8HY FW1 &S Azure 774704 —ILE 150 EDRET S V&KX FLTULET, Vnetl (& contoso.com EWLVS TS5 A R—KDNS V=22 U9 &
NTWET, TRTORET S VD4R contoso.com Y—UIZEFINTVET,

Vnet1 (X ExpressRoute #fFALTCA VY ITLIRDT—2 202 —ICEHKELET,

A>T L 2 XD DNS H—/\—5H contoso.com V—2HDERIERRTEDL L EZHRTIVENHY F9,
ETIRE2DOT7I23VEENTETD, TNETNDERIIBRED—EBERLTLET,
FEELWMEIRSEICTI ARSIV EAMEShET,

AFTVTLUIRODNS H—NN—T FWIDT7AVRI VR IP7RLRZET 74 T7—4F—%BRLET,
B. 7> 7L I RODNSH—/A—T_Azure\i2#t§ ADNSH—ER&i5T T+ T— 4 —EHBRLET,
168.63.129.16.

C.Vnet1 M DNS H—N\—REZLELET,

D. FW1 MBA DNS 7OXx S #HMLET,

E.FW1 DIHZEE HRXZLDNS H—N\—%EBRHLET,

FfR:AD (DA hERET )

Reference:
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https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-dns#on-premises-workloads-using-a-dns- forwarder
https://azure.microsoft.com/en-gb/blog/new-enhanced-dns-features-in-azure-firewall-now-generally-available/

Bf5: 135
RORISRTY V—ADHY FT,
Name | Type D’ES{HPM an“. c]r.f"
Group1 Microsoft Entra grou £ E':;.‘
Group M woft Entra 'E'-' ¥ M ¥
-.r C LA e D _I.'I § I3 I. O F.._"]- [ q - 25 =1
".'-'i,'!-t.','lf.-
N i '-] - \ .'\1 aalew .:":IF-'F:"‘HT: F il "';r ‘;
connechions

Microsoft Entra &t 2 —Mmni5 Azure VPN 7 TV 5—2 a3 0% T 3—TJS5AX 7T r—a e LTEERLET,

P2S VPN#E#i 2 [EMicrosoft Entrai2isE = BEMICT A2 ELRHY ET Va1 —2a VIEUTOEREZH-ITRENHY FT,

* Group1 M * 2 /IN—DHH VPNGW1T ~D VPN EREHILI TSI EaHRELET,

* Group2 M * 2 A—D#H VPNGW2 ~0 VPN U TE 3 - LA LET,

EDIEFTTI L avERTITNELINVTTMNM BEIZETBIICIE TRTOT7IL3vETIIIY JRAMILEZEEHEICEHL ELWVEFICTHERET,

Actions Answer Area
From the | f tra adn te JI5t Tal o
AL } 'I-':'P - | ( indg as 3 |
Al
1 e M 3 L Ta a | cente id a sCope » 1
From the NMcrosott Entra admin center. add a client appo to Appl
L i
£
h
i Y & F i ng e coni L
things 1 GW ind VPNGV i '



Answer Area

= i iy : | From the Microsoft Entra admin centag, register two apps named
From the Microsoft Entra admin center, register two apps named ] |3 App1 and App2. Assign Group and assign Group? to
i pr‘l and App2 Assign Group1 to App1 and assign Group?2 to . App2

a— '_-- . i o% :‘ﬁ admin center, add a scope to App1 and

B Viicrosoft="

&pﬂ_

From the Miciosoft Entra admin center, add a client app to App1

I .. From the Microsoft Entra admin center -a..ll:l a client ap - and n'hpp

. From the Azure portal, mnﬁqu'e the Point-to fuqmahon
" settings for VPNGW1 and VPNGW2

Explanation:
Actions \‘Q
G a tefitwo apps named
Appe. Assign Group1 to App1 and assign Group2 to
rom the Microsoft Entra admin center, add a scope to Appl and
" App2
* o - - = - — - =
3 | From the Microsoft Entra admin center, add a chent app to Appl
" and App2
a 4 |u From the Azure portal, configure the Point-to-site configuration
™ settings for VPNGW1 and VPNGW?2
B E: 136

HMEICET7TU ST ENht=-VNetl &£ VNet2 £0V5 2 DD Azure RERY FT7—O0HYFET, VNetl [ Web H—/N—ZEL 10 5EDHREBT I UEFRAMLET VNet2 [T, T—EFR—X H—/\—

FEUL5BDRETVUVERRMNLET,

ROBEH®ZEE-T X1 T4 V) a—2 a3 BRI IVELRADY T,
T—AR—RY—/IN\—HBWebPF—N\—D L DEHRDAEZZITANSG L EZRIELET

*WebY —/IN—NTF—AR—RY—N—|ZOHEHRERIIBTEDLSICLET

*FRTDRAY R T—=Y X2 T 4 JIL—T (NSG) B S THy FMZDHEEMITON TSI EEHERALET,

*FI)r—o3vtXa)F4OL—TEFERLTYY2a—>avEERETS

WMEBERT7I) =23 X714 TIL—TORMUENL DTEH?

A.8

B.4

C.1

D. 2

EfE:D(QAAV FEHKT D)
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AR AZ-T00JRIREE (FIPNTest.comigfit S  AZ-T00JERERICEHKT B 2 L ICRICILI B E T ! JPNTest.comlZ S REHAZ-T00JRERRIREE #1244 L 9, JPNTest.com AZ-700JAERREIREE 1T £
SEHEINFLE, CZTAZ-T00JEENDTRA MI VD UEFIZANT T, BRFRD 7 ¥ £ X _ https://www.jpntest.com/shiken/AZ-700J-mondaishu  #08f5 . 3 0 %7 « A ho >+ H R4 E|5|
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B 137
RORIZRTAVTLIR Ry b IT—O0HYET,

IP address space

Azuret TR 1) T2 3 I2I&  VWANTE VS AzurefRBEWAN EVNet1 E WS RBER Y FD—IDAEENTWOET VWANIE AV TLIRFY FT—0 EVNetlIZT)L A w2 FRA D THEBK S
NTOWET, VWANTDIRENTIL—T 4 VT REIZAS/IRATT,

VNet1 55 10.6115IZ 374 v EIL—T4 VT T2RENHYFET,

EDNAMNEREINETH?

A. Branch3~ MExpressRoute&#i

B. Branch2~ M VPN#E#i

C. Branch1~®MDVPN##

D. Branch2~MExpressRoute#& 5

IEfF: (EffZRTLET)

B 138

P2SVPN A—H—Dry b T—9 X2 T+ BHZH-T L IICCWI Z2BRTHIVELHYET,
GW1 DRA > hY—H A MERBRETIEED FoRIL 24 TEBIRT DZDBELHY £9H7?
A. IKEv2 & OpenVPN (SSL)

B. IKEv2

C.IKEv2 & SSTP (SSL)

D. OpenVPN (SSL)

E. SSTP (SSL)

EfE:D(QAAV REHEKT D)

Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant

=f9: 139
Vnet6 DRy FI—V BHEFRELTULET,
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ERT DRBENHDIYTHRY FEH—ERXR IV FRA Y FORMUTINLKDTEAN? BE TSI BEBECTEUGA T 3 vEBRL TS,
AR ELVWERIEICTRAV MAMESIET,

Answer Area 1) IR
N Rerosoft
T u -~
Subnets: 0 -
'y I';’ .
"_':"E:.l.." : ; i
o Uhg Service endpoints: 0 -
1E fZ:
2,4
B 140
RORIZRT VY —REZEC Azure Y TR YT avhipyExrd,
Name Type Description
PW1 Azure Firewall Has a network intrusion detection and prevention system
Premium (IDPS) enableg
HP1 Azure Virtual All outbound traffic from HP1 to the subscription's
Desktop host pool resources route through FW1
SERVEr] n | A'wtual machine HOS1s an application named Appl
gt T hide ke Vv d T T None ~ i 3

HP1 M 1—4—IZ_https://app1 .comoso.com &LV URL Z{#HA L T Appl ICHEE&HELET,

FW1 E£® IDPS A HP1 5 Server! ~ADERICH T2 X1 T4 BHZHAINTEELEHBITILELNHYET,
EFITRE2DODTI 3 VEENTTD, TNTNDERIIBRRO—IMERLTLET,

FE ELWLVBIRSEICTIRA Y FAMEShET,

A . H—N—EIAEZEZ KV1 T4 vik—FLET,

B.FWIDEBA VT TV REAMIZLET,

C.HP1IZ7 U= 3y FI—TZEMLET,

D. t¥al) T4 CREINRERY FT—0Z FWTIZEMLET,

E.FW1 D TLS EZAMICLET,

IEfE: (EffERTLET)

BRI 141

HEEOEHEFEMIA=IW ST L NRJIZHF T4 REBATVWET EA T4 ZADNLDEE NS T4 v IIE BEDNTY Y IIP7T RLAMNGREESNTVET,

Azure Web 7 7 r— 3> 747 24— (WAF) BNE®IIZEH > TULVS FD1 &£ LV5 Azure Front Door £ Y A% U X EERL L E T, Policy! &LV5 WAF 7R —%H#ER L Rule1 £S5 L—IL%E
HELEFIT Ruel [, EVRMIA—ILDF T4 ADSRIESNSI T T4 v IIZR/HLT 100 UV TR MOL—MIRRZEALET,

BAITAADNLREEINBZ LS T4 IIZH LT 1009 TR FOL— L HIRZERT A2UHENHY 9,

fAiZzgRETL&LOIH?

A.Rulel OFHZEELFT,

B. EMDBEEST%& 2 DERLFET,

C.Rule1 DIL—JL 34 TE=EBELET,
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D.Rulet ®L— +HIRLEMEZZEELEFT,

Ef#: (EfEZRTLET)

https://techcommunity.microsoft.com/t5/azure-network-security-blog/rate-limiting-feature-for-azure-waf-on- application-gateway-now/ba-p/3934957#:~:text=Rate %20limiting%20is%20configured
%20using,and%20a%

20group%20by%20variable.
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BRI 4

10.1.1.0/24 QFE D IP 7 K L X & storage34280945.pnvatelinicblob.core.windows.net & L5 & HTZ{EA L T, storage34280945 A b L—2 7 HO Y hADBBMNAIGETHA L R T IME
AHYET,

1E fiz:

See the Explanation below for step by step instructions.

Explanation:

Here are the steps and explanations for ensuring that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24 range and the name stor-
age34280945.pnvatelinicblob.core.

windows.net:

* To allow access from a specific IP address range, you need to configure the Azure Storage firewall and virtual network settings for your storage account. You can do this in the Azure portal by
selecting your storage account and then selecting Networking under Settings1.

* On the Networking page, select Firewalls and virtual networks, and then select Selected networks under Allow access from1. This will block all access to your storage account except from the
networks or resources that you specify.

* Under Firewall, select Add rule, and then enter 10.1.1.0/24 as the IP address or range. You can also enter an optional rule name and description1. This will allow access from any IP address in the
10.1.1.0

/24 range.

* Select Save to apply your changes1.

* To map a custom domain name to your storage account, you need to create a CNAME record with your domain provider that points to your storage account endpoint2. A CNAME record is a type of
DNS record that maps a source domain name to a destination domain name.

* Sign in to your domain registrar's website, and then go to the page for managing DNS settings2.

* Create a CNAME record with the following information2:

* Source domain name: stor-age34280945.pnvatelinicblob.core.windows.net

* Destination domain name: stor-age34280945.pnvatelinicblob.core.windows.net

* Save your changes and wait for the DNS propagation to take effect2.

* To register the custom domain name with Azure, you need to go back to the Azure portal and select your storage account. Then select Custom domain under Blob service2.

* On the Custom domain page, enter stor-age34280945.pnvatelinicblob.core.windows.net as the custom domain name and select Save2.

BER: 143

BHOREBIL Y AT—IL 2y FEEHD Azure O— R NS U —%EL Azure Y TRV Y T3 ohBHYET O— K NSUH—X AT—IL Y FEITrS 70 v E0BLET,
A—RNSUH—RITrS 7409 DETENET 51=8IZ_Azure Front Door T 7AAF5FETT,

EDFront Door SKUE#ERKT 5M  ZFLTA— KNS U —AD RS T4 v I DIL—T 4 VT IA%FRT IV EHEET ILENHYET VY a—2avEaXR Mem/MRICHIZAZBENHY F
9,

MZHTETILELRAHYFEFIAA?EZTTAICIEI EEDY 7THEYLEA T aoEERLTLESLY,
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FEELMEIRZEICIRA Y EOMESHET,
Answer Area

Lo ][

Mhcrosoft

KU, “Premium v

Classic

Standard

Use: Azure Private Link w

Azure Private Link
Azure Route Server
A service endpoint

1F fiZ:

"E®Microsoft

Standard

Azure Private Link v
Azure Private Link
Azure Route Server
A service endpoint

Use:

Explanation:

Answer Area

Premium

B 144

KETEE Azure J—2 a VIZEBOERBET D UNEEND Azure TRV ) T avhiply £,

S T4 v RHEERATLILENHY TS,

ERTRENYY—RIE2DHBYVET , TNTNADOEREEY ) 12— a3 D—HERLTWET 2 DFBRLTLLLEEW,)F EREOEIRSEICT ARSIV EAMEShET,
A. Azure Monitor 79— J w4

B. Log Analytics 7—9 ARX—X

CRrL—=UT7HOU

C. Azure Sentinel 7—%9 AR—X

D. Azure Monitor 7—4 IR&EI/L—IL

IEfR: (EfZzRTLET)

Reference:
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https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics A storage acccount is used to store network security group flow logs.
A Log Analytics workspace is used by Traffic Analytics to store the aggregated and indexed data that is then used to generate the analytics.
https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics#enable-flow-log-settings
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LBGWIDEAGBEFMNTHIDELAHYET , V) a—L aVFHBEINEERTEZ Y R— T I2LELAHY ET,
RRRICIEAZEDIRETTMN? BAZETHICIE BET) 7THEUGA T a vEBRLTLESL,
EEELWLNEIRIEICTIRA Y RAMESNET,

Answer Area

Minimum required number of load inIdrl:,nr‘:__J uiTes v -
1
3
-'.'.t'mfuju't' LEGW tosefdrence LES1 by modifying the Frontend IP conhquration v

Backend pools

@l “rontend P confiquration
| L0nd batad iy et

7.
1F f#:
Answer Area S,
H“ .
Minimum required number of load bREaR Pl 5 v &
1
]
{ -:H'l‘.:u_].J ¢ LBGW to referenc e LBS T by "1-'1:i-|','|".x_] the Frantend IP confiquration i

Backend pools

| Frontend IP confi
Load h.!lar‘.rlm_] rules

Explanation:
Answer Area [
A1CTOS O
Minimum required nurmiis oad balancing.dleg | 2 ~

Configure LBGW1 to refey@pck LBST By modifying the:  Frontend IP configuration b
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Azure 7T =230 F— b0z A4 hHYFET,

NP IR T=VNERESNDZEV VIR MDD HTTP AV A —NETDR— FZHIRT IESBMAIL—IWNEERTIDENHY T,
BREEZEDELSITEBAEINELINTIN? @EITB(CE REEETEY LGS T a Vv EEIRLTLCESLY,

FE ELWLEBIRZEICT RS EOAMESKET,



Answer Area

Common header. *_J_'i_-f_a_r_w_a_r_qﬁﬂ_-fgr_____ L%
‘Via

-orwarded-For

2 B . ‘-ﬁjﬁ?‘- | -
~ 11K &\ 8 = TA-Forwarded-Host
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Explanation:

Common headerr X-Forwarded-For

Header value: client_port
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A. Azure Active Directory Azure AD)DIT A —TS5A4A X7 T r—ay

B. Active Directory Certificate Services (AD CS)

C. Azure Key Vault



D. Azure Application Gateway
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Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain-https

BB AZ-T00JEREE (XJPNTest.comigit S AZ-TO0JFHER[C BT H 2 L ITRIZTII B F T ! JPNTest.comlI S mITAZ-TO00JAER I REE 1214 L £ 9, JPNTest.com AZ-700J5t B EIRESE (S £
SEHINFLE-, CZTAZT00JBBEDTA NI VO VEFICANE T, RO 7 9 £ X _ https://www.jpntest.com/shiken/AZ-700J-mondaishu 808f5 . 3 0% 4« A h > kb $FAIZEIS|

a— F: JPNshiken|



https://www.jpnshiken.com/q/68875-6441833/
https://www.jpntest.com/shiken/AZ-700J-mondaishu

