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Virtual network integration depends on a dedicated subnet.
https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration#regional-
virtual-network-integration For outgoing traffic from Web App to vnet, it will go through
Internet, so the cost not the minimum.

The connection between the Private Endpoint and the Web App uses a secure Private
Link. Private Endpoint is only used for incoming flows to your Web App. Outgoing flows will
not use this Private Endpoint, but you can inject outgoing flows to your network in a
different subnet through the VNet integration feature.
https://docs.microsoft.com/en-us/azure/app-service/networking/private-
endpoint#conceptual-overview
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https://docs.microsoft.com/en-us/azure/application-gateway/rewrite-http-headers-
url#limitations
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https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview
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https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
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Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

B9

Vnetd £ & UVnetS [T 2 REY L D DORER Y FIT—V Bl ZHm-9 O ZEE
TEOMBENHYFIMN?

A T53A4R—FT U RFRA b

B.RERY kT—0ETILYT

C.TSAR—F) OB —ER

D.IL—T42TJT—TL

E. H—EXIT YV FRRA b

IEf#: (EfEERTLET)

There is no virtual network peering between VM4's VNet (VNet3) and VM5's VNet (VNet4).
To enable the VMs to communicate over the Microsoft backbone network a VNet peering
is required between VNet3 and VNet4.
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Reference:
https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet
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https://docs.microsoft.com/en-us/azure/vpn-gateway/bgp-howto
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Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/create-ssl-
portal#configuration-tab
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Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview
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Only static IPv4 addresses in the Standard SKU are supported. IPv6 doesn't support NAT.
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-overview
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Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/point-to-site-about
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Reference:
https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain-https


https://www.jpnshiken.com/q/36541-2952464/
https://www.jpnshiken.com/q/36541-2952465/
https://www.jpnshiken.com/q/36541-2952466/

B 23

I COBERBIX ALY IAEZRRT S —EOEMO—TY, V) —XDOZEMICIE,
MARSN-BREERT HAREOHIBBEBDFERRNEENTVET, —HOEMtE Y
FZIFEHDELVEREAHLIEENHY FTIMN MOERtE Y FIIFELDEEREN
BWEENHY ET,

SOtV avOERICEEL-RE, ZOEMICRACZLETEFEA, TORE.
LOEBEMEILEA—EBEEAEICRRINELA,

Azure Web Application Firewall WAF) MBI > TWVBDAzure7 7 r— 3 45—+
DIANBHYET,

bS04 9O ETFTTIG—2 30— b O TADURLICERET B LSIC7TIy— 3y
T—bOzAZBRLET,

URLIZZV AL &S5¢ETHE HTTPA3IS—ARAELFTT ZHOJTERRLT XD
IS—%RLFET,

URLZ TN —2 35— b0z A N LTT IV ERARETHSZ L ZHRET HIBLEN
HYFET,

fRIRZR 13713510242 8L VTR Ay F—[Txt LTWAFRY O—BNZER L F
ERS

NFERZERLTVEIN?

A. [Ty

B. L MR

EfR: (EffZzRTLET)

The parameter here should be RemoteAddr not Request header.
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/custom-waf-rules-
overview#match-variable-required
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Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-
diagnostics IKEDiagnosticLog = The IKEDiagnosticLog table offers verbose debug logging
for IKE/IPsec. This is very useful to review when troubleshooting disconnections, or failure
to connect VPN scenarios.
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GatewayDiagnosticLog = Configuration changes are audited in the GatewayDiagnosticLog
table.

TunnelDiagnosticLog = The TunnelDiagnosticLog table is very useful to inspect the
historical connectivity statuses of the tunnel.

RouteDiagnosticLog = The RouteDiagnosticLog table traces the activity for statically
modified routes or routes received via BGP.

P2SDiagnosticLog = The last available table for VPN diagnostics is P2SDiagnosticLog.
This table traces the activity for Point to Site.
https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-
diagnostics
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Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-nested-profiles
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Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager-
profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager
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3

1 - Create a public load balancer in the Standard SKU

2 - Create a backend pool that contains VMScaleSet1

3 - Create an outbound rule

Reference:

https://docs.microsoft.com/en-us/azure/load-balancer/skus
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-outbound-
connections#outboundrules
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3

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-
services#services-that-can-be-deployed-into-a-virtual-network
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IEfiZ:

1 - In Subscription1, accept the private endpoint connection request.

2 - Enable virtual network peering between Vnet1 and Vnet2.

3 - Deploy an Azure Standard Load Balancer in front of the application server.

4 - In Subsription1, create a private link service and attach the service to the frontend IP
configuration of the load balancer.
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EfiZ:

1 - Modify the address space of Vnet1

2 - Deploy a VPN gateway

3 - Configure a Point-to-Site (P2S) VPN

Reference:

https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-
vnet#gateway-required-vnet-integration
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1E fiz:

1 - Set the subnet mask of GatwaysSubnet to/27.

2 - Assign a user defined route to GatewaySubnet.

3 - Create a VPN gateway by using the Basic SKU.

Topic 1, Litware. Inc

Existing Environment:

Hybrid Environment

The on-prernises network contains an Active Directory forest named litwareinc.com that
syncs to an Azure Active Directory (Azure AD) tenant named litwareinc.com by using
Azure AD Connect.

All the offices connect to a virtual network named Vnetl by using a Site-to-Site VPN
connection.

Azure Environment

Litware has an Azure subscription named Sub1 that is linked to the litwareinc.com Azure
AD tenant. Sub1 contains resources in the East US Azure region as shown in the following
table.

There is bidirectional peering between Vnet1 and Vnet2. There is bidirectional peering
between Vnet1 and Vnet3. Currently, Vnet2 and Vnet3 cannot communicate directly.
Requirements:

Business Requirements

Litware wants to minimize costs whenever possible, as long as all other requirements are
met.

Virtual Networking Requirements

Litware identifies the following virtual networking requirements:

* Direct the default route of 0.0.0.0/0 on Vnet2 and Vnet3 to the Boston datacenter over an
ExpressRoute circuit.

* Ensure that the records in the cloud.litwareinc.com zone can be resolved from the on-
premises locations.

* Automatically register the DNS names of Azure virtual machines to the
cloud.litwareinc.com zone.

* Minimize the size of the subnets allocated to platform-managed services.

* Allow traffic from VMScaleSet1 to VMScaleSet2 on the TCP port 443 only.

Hybrid Networking Requirements

Litware identifies the following hybrid networking requirements:

* Users must be able to connect to Vnet1 by using a Point-to-Site (P2S) VPN when
working remotely. Connections must be authenticated by Azure AD.



* Latency of the traffic between the Boston datacenter and all the virtual networks must be
minimized.

* The Boston datacenter must connect to the Azure virtual networks by using an
ExpressRoute FastPath connection.

* Traffic between Vnet2 and Vnet3 must be routed through Vnet1.

PaaS Networking Requirements

Litware identifies the following networking requirements for platform as a service (PaaS):
* The storage1 account must be accessible from all on-premises locations without
exposing the public endpoint of storage1.

* The storage2 account must be accessible from Vnet2 and Vnet3 without exposing the
public endpoint of storage2.
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D. Azure Traffic Manager
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Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-
overview
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B. Azure Traffic Manager

C. Azure Application Gateway

D.AzureZRA 2+ K7
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Reference:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/dmz/nva-ha?
tabs=cli
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