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Instead use a management group.

Management groups in Microsoft Azure solve the problem of needing to impose governance policy on more than one Azure subscription simultaneously.
Reference:
https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-managementgroups/
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Name | App Service plan |

P
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BHETELIY—FN\—T A HENSHRF L SSLEIAEZHEALET,
HARZ L SSLEBAZEAEIY LU THEMTESZT7TVIEENTT H?
A. App1_ App2. App3. & & U Apps

B. App4 D

C. App3 & Appd D

D. App2, App3. & & UAppd D #
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' Name Type i Description ]

+

A Cosmas DE'account containing a
Azure Cosmos DB _ | database

| Rt :1
e account | Hamed CosmosDB1 that serves as a
| N a b | back-end tier of the application
| A w nfigured & 8 th
WebApp1 Azure web apg | A web app configured to serve as the

| 'mniadie ier of the application

A—H—(F Azure AD A—H— F7ho U bEFERALTHEIEL VY —X =Y U %FFEHALTCosmosDB 7HO Y M7V R LET,
CosmosDB1 & WebApp1 IZREINLFZRVERETHILELHY T,
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= Microsoft
CosmosDB1i. [ v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create dalabase users and generate resource tokens.

v

_WebApp1: v

I e . e e e S e S e S s S e S e A e e e e, S e . s A

Create database users and generate resource tokens.

Explanation:

CosmosDB1: | v

Authenticate Azure AD users and-generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users te resource tokens.

v

S ori -
: Authenticate'Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.

Create database users and generate resource tokens.

CosmosDB1: Create database users and generate resource tokens.
Azure Cosmos DB resource tokens provide a safe mechanism for allowing clients to read, write, and delete specific resources in an Azure Cosmos DB account according to the granted permissions.
WebApp1: Authenticate Azure AD users and relay resource tokens



A typical approach to requesting, generating, and delivering resource tokens to a mobile application is to use a resource token broker. The following diagram shows a high-level overview of how the sample application

uses a resource token broker to manage access to the document database data:

Azure App Service

Facebook

2. OAuth authentication
flow

e

B

{amarin.Forms App 1. Login to Facebook
via Azure App Service —

Document Databas

W .
3. Auth & |1§ = >
[ Facebookiacess 4%1: .
get the us ouree token
5 "

=

5. Access user’s data
using resource token

References:
https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication
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Open alerts Active alerts

© Search by.1_{z‘r. P, name. or affecte... Subscription == All Status == Active, ."“pm X

Severty == Low, Medium, High
e | Nngroupmg S &
[:] Severity T, Alert name T} Hﬁ:u\* g ! A:ti\gty start time (... Ty MITRE ATT&...  Status T}

D Medium © Suspicious authentication 01/29/24, 05:11 PM " Pre-attack  Active

[] | Medium RGY 12/02/23. 11:39 PM " Pre-attack  Active
(] | Medium RGY 12/02/23, 11:18 PM "$ Pre-attack  Active
D Medium 0 Suspicious authentication activity e RVVI RGY 12/01/23, 12:44 PM "5 Pre-attack Resolved

R Rl R

.. L]
| M Imgﬂ'ﬁ:" alert that was triggered at _the alert will no lopg@
.' MAo Dismissed. [answer choice]. | the alert activifyFsta

n. Active,In Progr r Dismissed b
can be changed to Active only

can be changed to Active or Dismissed only
can be changed to Active, In Progress, or Dismissed

1E fi#:



If you Cl"li‘lf'll.:IE the status of the alert that was :riggered at _the alert will nadonger be visible v
05:11 PM to Dismissed. [answer choice]. | the alert dctivity start time will change
Lthe alerbseverity will changetolow  _ _ _ _ _
I ihalért will no longer be visible
[the status of all four alerts will change

The status of the alert that was triggered at.]2:44 PM [answer  can be changed to Active, In Progress, or Dismissed B
choice]. |can be changed to Active only

j can be changed to Active or Dismissed only
a - i
= VHCros

‘calbgichanged to Active, Tn Progress, or Dismissed I
e | Dk mﬁ'}]a 7] [H-Piﬁgrﬁg'ﬁr msr'm,ss—edﬁn!? e e

cannot be changed

Explanation:

Microsoft

If you chi@fige the status of the alert that was triggered at  thé& gl'ért_-w-i'll no longer be visible
05:11 PM to Dismissed. [answer choice].

The status of the alert that was triggered at 12:44 P [answer can be changed to Active, In Progress. or Dismissed
choice].
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RDWER EDAzure Key VaultZ R L £ 9,

*#HI Vaults

“Hig - KEFEED
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EDKey VaultixE#ERT DRENH Y EFITH?

A. Access policies

B. Secrets

C. Keys

D. Locks

IEfR: (EffZzRnLET)
References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault
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Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled
User? Group1 Disabled
User3 Group1 Disabled

RDERTE 5D Azure AD Identity Protection 44 >4 > YR R —%ERLTERLET,
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When User1 signs in from an anonymous IP address, | v
the user will:

Be blocked
Be prompted for MFA
Sign in by using a username and password only

A — - — e—

When User2 signs in from an unfamiliar location, | ’ v

the user will: Be blocked
Be prompted for MFA
Sign in by using a username and password only

When User3 signs in from‘an infected device, ‘ v

the user will: Be blocked
-

M ‘ﬁ' C E’QQ g@;ﬂa 1.| Be prompted for MFA

4
L Sign in by using a username and password only




When User1 signs in from an anonymous IP address, |

v

the user will:

Be blocked

o — e —

Be prompted for MFA |

When User2 signs in from an unfamiliar location,

the user will "p “sh \k

When User3 signs in from an infected device,

the user will: .
'Mi ICI

“ﬁg‘n In by using a username and password only

O v
e_d |
Be prompted for MFA
Sign in by using a username and password only
v

Be blocked 1

— e — —

r MFA | -
a username and password only

Explanation:



When User1 signs in from an anonymous IP address, v

the user will:

Be blocked _~

Be prompted for MFA

Sign indy Using a username and password only
When User2 signs in from an unfamiliar location, % v
the user will: 85 blocked

Be prompted for MFA

Sign in by using a username and password only
When User3 signs in from an infected device, v
the user will: % Be blocked

' Beprompted for MFA

Sigh If by using a username and password only

References:

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection- policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
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DDoS Protection types Answer Area

[, iy r T, it T e | 1
D5 infrastructure protectio Provagaccess to DDeS rapid respense
- = T $UppOrt gur ng acthve attacks:

[DDeS 1P Protection

(1 = ' -1 i . :‘J :: - ; r
DDoS Network Protect on rotect Basie SKU pub asdresses

= NMrerosoft
oo aotss to DDeS rapid resporse
suppart gurng scthee altacis:

Protect Sasic SKU pubic P sogresses: | DDasS 1P Protection

Explanation:

DDoS Protection types Answer Area gy j _.
1 . g a: OT ﬂ‘
ej; D:g e Pesporse

| DDeS infrastructure protecton
; suppon during dctive attacks: [ DDoS Netweork Protectan

|_n_—1.
": o '1-.-"7-"

[DDes 17 Protection

[t 5 Srotec i 4 Jbi e |F ag : | DD = B -
DDoS MNetwork Protection retect Basic SKU pub sgdréessés: | DDoS 1P Prowsctio
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see the task answer with step by step below:

* Create an Azure Resource Manager service principal. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to specify a name and a role for the service principal, such as
Contributor.

* Grant permission to the service principal to access the secrets in the key vault. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to assign the Key Vault Secrets User role to the
service principal at the scope of the key vault or individual secrets.

* Enable template deployment for the key vault. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to set the enabledForTemplateDeployment property of the key vault to true.



* Reference the secrets in the template by using their resource ID. You can use the listSecrets function to get the resource ID of a secret in the key vault. You need to specify the name of the key vault and the name of
the secret as parameters.

* Deploy the template by using Azure PowerShell, Azure CLI, or REST API. You can use the New- AzResourceGroupDeployment cmdlet, the az deployment group create command, or the Deployments - Create Or
Update REST API to do this. You need to provide the template file or URI and any required parameters. You also need to provide the credentials of the service principal.
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Azure 1—H —4: Userl -28681041@ExamUsers.com

Azure /XX J— k: GpOAe4@IDg

Azure portal N T 5 IO —[CEEICHEAFAENTWMESIE CTRL-K ZHLT HLWI SO — F TIZR—F2ILEBHRAAHLET,
ROEWRIE, TI=HIL HR—rDAHAZEEHIELTVWET,

FIRAVRA R 28681041

22X 10

28681041.onmicrosoft.com & WLV AETDFT LN Azure AD T4 LY ) EZERT ARBELNHYET HTLWLVT a4 LT FJIZIE, usert@28681041.onmicrosoft.com E WS BARIDFH L WNIA—HF—HAEENTNIBHEN
HYFET,

Efi#:

Check below steps in explanation for Task.

Explanation:

To create a new Azure AD directory named 2868104 1.onmicrosoft.com that contains a new user named user1@28681041.onmicrosoft.com, you can follow these steps:
* In the Azure portal, search for and select Azure Active Directory.

* In the left pane, select Domains.

* Select Add domain.

* In the Add a custom domain pane, enter the following information:

* Domain name: Enter the domain name you want to use. For example, 2868104 1.onmicrosoft.com.
* Add domain: Select Add domain.

* In the left pane, select Users.

* Select New user.

* In the New user pane, enter the following information:

* User name: Enter the user name you want to use. For example, user1@28681041.onmicrosoft.
com.

* Name: Enter the name of the user.

* Password: Enter a password for the user.

* Groups: Select the groups you want the user to be a member of.

* Select Create.

You can find more information on these topics in the following Microsoft documentation:

* Add a custom domain name to Azure Active Directory

* Create a new user in your organization - Azure Active Directory
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see the task answer with step by step below:

* Configure the firewall settings for the SQL server. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to add a firewall rule that allows inbound traffic from the IP address range of
the Subnet0 subnet. You also need to disable the option to allow Azure services and resources to access this server.

* Configure the network settings for the SQL server. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to enable service endpoints for SQL Server on the Subnet0 subnet.

You also need to add a virtual network rule that links the SQL server to the Subnet0 subnet.

* Configure the connection settings for the SQL server. You can use SQL Server Management Studio or Transact-SQL to do this. You need to enable remote server connections and specify a TCP port for listening.
You also need to configure SQL Server Authentication or Azure Active Directory Authentication for connecting to the SQL server.
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-lifetime
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Name IP address space Peered with
Vnetl 10. 100716 Vnet2
Vnet2 W20.0/16 Vnatl, Vnet3

=

Vnet3 \ 10.3.0.0/16 Vnet2

IR )T avITE RORICRTH TRy EREFERTLET,
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Name

Subnet1-1

4 _ﬂ- -5 &le
- \:I{H"T“ﬂﬂ4

Subnet1-2

10.1.2.0/24

AzureFirewallSubnet

10.1.3.0/24

Subnetz-1

10.2.1.0/24

Subnet3-1

10.3.1.0/24

HITRO )T avITE RORIZRTIL— EAEFENRTVET,

Rt1 Subnet1-1 0.0.0.0/0 Virtual appliance | 10.1.34
Rt2 Subneti-2 10.1.1.0/24 Virtual appliance | 10.1.34
Rt3 Subnet2-1 10.1.1.0724 Virtual appliance | 10.1.34
Rt4 Subnet3-1 10.2.1.0/24 Virtual appliance | 10.1.34

DLTODEERIZDODVWT ELWMESIF KUV EERLTLESWD, Z5THEWESIE WA 1 ZERL TS0, 53 - I UCGEIRRIF1IDIZDOE1ATY,
Answer Area

Statements Yes No
Traffic from Subnet1-1 to Subnet 1-2 is routed through Fwa. 0

Traffic from Subnet2-1 10 Subnet 1-1 is'routed through Fw1.

= I. Mcirm oﬁternﬂ is routed through Fw1.

Statements

Traffic from Subnet1-1 to Subnet 1-2 is rout

*
Traffic from Subnet2-1 ta Subn\ .
) et the internet is routed through Fw1.

Explanation:



ANSWEr Area

Statements Yes No
Traffic from Subnet1-1 to Subnet 1-2 is routed thuoughgEwd. o

Traffic from Subnet2-1 taStBnet 151 $routed through Fw1 ¢
Traffig frlem Subnet3-1 to the internet is routed through Fw1 ¢
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*ERINEZ URL ARIZEDWT, 2a—H—FEREH—/N— T—ILITL—T1 VT LET,

V) a—=2 3 VICIEEEDIBENH Y FIH?

A BEEE

B.Azure 77— av 5—roxA

C.Azure F35 7499 IRx—Tv—

D. #ZE D 3%
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FCOBEREF RLOFIVAERRTI—EDOERO—ETY, V) —XDZERICIE, BB SN-BELXTERTIREREOHIBEDOV) 12— aroBNEENTLET, —HBOERtE Y MIIFERDIE L OEREK
NHHGEELHNIL ELWVVBRENGWNVGELHY FT,

ZDEIAVDEBEMIZAETSE NREZIENTEFERHA,  TOHEE CAoDEBFILE 2 —BERIZRTEIAFEA,

Sub1& WS ZRIDAzUure TR ) T3 oh”HBY ET,

RG1EWSERIDY Y—ARTIIL—TIZSal&E WS BRIDAzure A kL— 7 ho U RABY ET,

A—H—,TTVT—2 30 WODDEETIVERESR SAS) L RESNETI AR O—FFHAL T Blob—EXRESaAD T 7ML —ERIZTIEALET,
MERDHZWIA—F—Nrile—E X Eblob—EXDEAICT I A LIz &MY £T,

SAIANDITRTDT IV ERAEZRYETHELHY £,

fRIRER 7O RRX—FZHERLET,

NIFEEZTERLTOETN?

A. [

B. L\ %

IFfig: (EfZRTLET)

To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier.


https://www.jpnshiken.com/q/68811-6426688/
https://www.jpnshiken.com/q/68811-6426689/

Changing the signed identifier breaks the associations between any existing signatures and the stored access policy. Deleting or renaming the stored access policy immediately effects all of the shared access
signatures associated with it.
References:

https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy
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storage1 & L) S & HEIDAzureStorage 7 10 > b & VM1E WS ZRTDAzureRB< L U H Y FET, VMIZIET LI 7 LSSDY R —Y FT A RIBHYFET,
VM1t L TAzureDiskEncryptionZ BT 2 LENHY £,

ED3DDT7 UL aVEIEEBICETIAILENHYEFIN?RBZITHICE BUNGETILavETILavDOYRX MO EIZEZICEH L ELWVEFTERELET,

Actions Answer Area

Run the Set-AzVMDiskEncryptionExtension cmdlet.

Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment.

Set the Key Vault access policy to Enable access to Azure
Disk Encryption for volume encryption.

Generate a key vault certificate.

Create an Azure key vault.

COHfigure storage 'j-:_;:l.li_-!' ;

1E fiz:



Actions

Run the Set-AzVMDi=kEncryptionExtBHE: on L dredtelan Azute key vault.

i|Set the Key Vault access palicy to Enable access to Azure
I|Disk Encryptiofi Tor volume encryption.

ISet the Key Vault access policy to Enable access to Azure RUnithe Ses~AzVMDiskEncryptionExtension cmdlet.
'Disk Encryption for volume encryption.

Generate a key vault certificate.

Create an Azure key vault.

Configure storage1 to use a customer-managed key.

Explanation:
Graphical user interface, text, application Description automatically generated

Create an AzUrk K¢y yaylt o f

Set the Key Vault access policy to Enable access to Azure
Disk Encryption for volume encryption.

Run the set-AzVMDigkEncryptionExtension cmdlet.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

AEN7EAZ-500JF B (FJPNTest.comiZ2it &  AZ-500JRERICEHT 5 2 LIZRIZIIB ET ! JPNTest.com(F S HEFTAZ-500J K ERRIREE #1214t L £ 9, JPNTest.com AZ-500JRERRAIREE XL SEHSEL
=, CCTAZ500JBENDTA IV VEFIZANE T, BHFRD 7 & £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520 3 0%7 « A Ao > + #5314 EI513— K: JPNshiken|
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Microsoft Defender for Cloud B9 % Azure Y TR ) T a3 ohHYET,

AWST1 E VWS ERTIDTIVY DT H—ERX (AWS) 7Ho Y EhH Y  Defender for Cloud IZHEfi SN TLVET,

AWS DERMBEX 21U TADRR N TSV T4 RAEHEICERT I2VENHYET V) a1a—2 a3 VTR EBFNHERNMRICNMZIDLELAHY FT,
Defender for Cloud TlXfAIZ 9 X E T H?

A BHAADOAVTSATORBEFEYLTET,

B. #L LWEER@ =R LF T,

CHLLWARS LIZELZERLET,
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D. A RAHDFMEEIYHTET,
IEfE: (Ef2ZRTLEY)
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Name | Description
App1 Azure App Seivice app in a Premium plan
SOLY Arure SOL managed instar
loraget | Azure Stomid dctount
P-:Jw *. I_'._f.r_._.‘._‘._”. y function in a Consumption plan

App1 (FBA%1 . SQL1 B L UVR FL—U 1 ZEHLET,

TSAR—F TV RKRA Y bEFERLT, Appl, Function1 SQL1, & U storage1 BN b5 T4 v I #RETIRENHY FT,
Appl [EFTZAR—F TV RRA U FEFERALTEDY Y —REBIETEETH?

A BE1D#H

B. SQL1D#H

C.SQL1ER FL—D1DH

D. A FL—U1DH

E. X FL—21E8EHIDH

F. A FL—21_SQL1, & & U B

R (ERERELET)
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Windows Server2019% %2179 54 > TL I XY —N—>D0M0EHY EFT,
H—/\—[ZAzureSecurityCenterfiFBHER F v V& RETH L HFEBELTWET,
RN —N—IfilZA VR b—LT HRELHYFEITMN?

A. AzureSentinelD ¥ ) T4 ARV bT—2aRY 2

B. Microsoft Endpoint ConfigurationManagery? 54 7 > k

C. AzureArcxt it H—7\—ConnectedMachineT—> = > b

D. TV KR4 > FIT—2 x> FEDMicrosoft Defender

EfR: (EffZzRTLET)

Reference:

https://docs.microsoft.com/en-us/azure/azure-arc/servers/agent-overview
https://docs.microsoft.com/en-us/azure/security-center/deploy-vulnerability-assessment-vm
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SQL1& LS & RiTDAzure SQL Databaser—/A—0H Y £9,

SQL1MAdvanced Threat ProtectionZB#IZL T IR TOEBEBREY2 1 T2¢BRHETBHFETT,
Advanced Threat Protection(ZBE & LTEDTI L avERELETHM?

A. A user updates more than 50 percent of the records in a table.


https://www.jpnshiken.com/q/68811-6426691/
https://www.jpnshiken.com/q/68811-6426692/
https://www.jpnshiken.com/q/68811-6426693/

B. A user attempts to sign as select * from table1.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.

IEfE: (EfEZRTLET)

Advanced Threat Protection can detect potential SQL injections: This alert is triggered when an active exploit happens against an identified application vulnerability to SQL injection. This means the attacker is trying to
inject malicious SQL statements using the vulnerable application code or stored procedures.

References:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview
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1008 DRET > > & &H  Azure Security CenterStandardBMERIZ%E > TWNSAzureH TRV Y T avhH Y ET,
EREI VDB UER T Y U ERTTHEEZFHBELTVET,

Azure Resource Manager7 > FL— b EFEAL T BHERF ¥ F—HRBEZRET I VICT IO T ILELAHY T,
RET L UADHREEDRAZ BT AICIE, O— FTED2DODEEEET IVENHYFIN? TN TNOERIE BREDO—EBERLTUVET,
F L WERIEZENRTNIRS > FOBELAHY T,

A To547)EBX—

B. 7—%9 AX—XID

C. Azure Active Directory Azure AD)ID

D. KeyVautEEBRX FL—U7ho Y FF—

E.DATLIZCE2TEIYEToN-EEXRID

F.A—H—HEY ETHLEERRID

IFfiR: (EfiZRTLET)
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User2APIMEZEETE L L2 HRTIRENHYFET,

B ZITRETTN?

A User2I2 O— N\ LEBEO—IILFEYHTET,

B. contoso.comMD BRI HEE R LET,

C. contoso.comDIDEF 17 RAT7EERLFET,

D. User2MZEHRFBIE MFA) ZEBMIZLEFT,

EfR: (EffZzRTLET)

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a directory.
Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting- started

Topic 3, Fabrikam inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.


https://www.jpnshiken.com/q/68811-6426694/
https://www.jpnshiken.com/q/68811-6426695/
https://www.jpnshiken.com/q/68811-6426696/

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about
the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you
cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays
information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on
the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.
Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.

The network contains an on-premises Active Directory domain named Fabrikam.com. The domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud sync syncs only OU1.
The Azure resources hierarchy is shown in the following exhibit.
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Subscription1
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The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.



Name Type D;r:::::ly- Role Delegated to
Userl User Yes User None
gy Ui iis User‘Af:cess Tenant Root

-acO £4 Admrﬁlstrator Group
Admin “U5r | No SECU.HW MG1
administrator
Admin3 User No Contributor Subscriptionl
Admin4 User No Owner RG1
Groupl Group No Not applicable | None
Azure AD contains the resources shown in the following table.
Name Type . Setting

Usersin the finance department
must use multi-factor authentication
(MFA) when accessing Microsoft
SharePoint Online

CAPolicyl Conditional access policy

Sentinell Azure Sentinel workspace | Not applicable
B s [ = f. = = |
SecPoll Miﬁmﬁa - Sr:::l }:,?; :Dn iguration for virtua

Subscription1 Resources
Subscription1 contains the virtual networks shown in the following table.

Nar e/ /{7050 5ubnet Location [ .~ Peer
VNET1 Subnetl, Subnet?2 | West US VIMET2, VINET3
VNET2 Subnet1 Central US| VNET1, VNET3
VNET3 Subnet1 West US VNET1, VNET2

Subscription1 contains the network security groups (NSGs) shown in the following table.

Location

West US

Central US p
West US™ Mjicrosoifk

Subscription1 contains the virtual machines shown in the following table.




Name Operating system Location- . | Cerninected tor Associated NSG
VM1 ;"g'l’g"ws SR WestUS ' L VNET1/subnetl | None
VM2 CentOS-based 8.2 | West US VNET1/Subnet2 NSG2
VM3 E’fgows Server | contalUS | VNET2/Subnetl | NSG3

Ubuntu Server
VM4 18.04 LTS West US VNET3/Subnetl NSG4
Subscription1 contains the Azure key vaults shown in the following table.

Name Location Pricing tier Private endpoint
KeyVaultl West US Standard VNET1/Subnetl
KeyVault2 Central US Premium None

VNET1/Subnetl,
KeyVault3 East US Premium VYNET2/Subnetl,
VNET3/SUbnetl

Subscription1 contains a storage account named storage1 in the West US Azure region.
Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:

* Create two application security groups as shown in the following table.

Name Location
ASG1 West US
ASG2 Central US

* Associate the network interface of VM1 to ASG1.

* Deploy SecPol1 by using Azure Security Center.

* Deploy a third-party app named App1. A version of App1 exists for all available operating systems.
* Create a resource group named RG2.

* Sync OU2 to Azure AD.

* Add User1 to Group1.

Technical Requirements

Fabrikam identifies the following technical requirements:

* The finance department users must reauthenticate after three hours when they access SharePoint Online.
* Storage1 must be encrypted by using customer-managed keys and automatic key rotation.

* From Sentinel1, you must ensure that the following notebooks can be launched:

* Entity Explorer - Account

* Entity Explorer - Windows Host

* Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.



App1 must use a secure connection string stored in KeyVault1.
KeyVault1 traffic must NOT travel over the internet.

B 23

ContosoAPI1 & L3 & 10D Azure APl Management f VXA VR EZEE Azure Y TRV YT avhidpyxd,
ContosoAPI1 2%t LT SSL 3.0 H7/Rh— F 2R T H2LELNHY FT,

Azure R—Z L TRAICAZTRETL L IH?

A. [FIBAZE] M SEIBAEZEML FET,

B. 7R LI +BEEAL AV I IR JOraLERIRLET,

C. &L NS MEELANILEERELET,

D.API A5 APl 245 %BMLET,

FfZ:B(a AV FEEKRT D)

B 24
F—arvTF—IIHLTCEEINE-EREZEELET,
AKVI Ny o7y TH#EDXF— AV TFH—ITERTEETH?
A. AKV2_AKV3_ AKV4_ $ & TPAKV5

B. AKV2_AKV3_  AKV4D &

C. AKV4D H

D. AKV3 & AKVAD #

E. AKV4 &£ AKVED &

FfE: (EREHETLET)

Eﬁ:ﬁ: 25
contl1 EVWSEZRIDBLOB VT FH—%&EL Azure Y TRV ) T a3 uhHBYET, Contl IZIX  RODERICRKITTIER RY—BHYFET,

>1Ored access policies

identifier Start time Expity time Permissions

FRY AL AZa—%#FALT HISRINTVAERICEDIVTERAT— M AV M EERSEI2EE0ORIREFEIRLET,


https://www.jpnshiken.com/q/68811-6426697/
https://www.jpnshiken.com/q/68811-6426698/

The maximum number of additional stored access policies that you can add

to cont1 is [answer choice].
1

@
The maximum number of additional inwg\s;tcrage policies that

cont1 is [answer choice].

The maximum number of additional stored a8 "%:"‘.‘: Mlimﬂﬁ
1o contl is [answer ¢ -
| L'

e
@@m s

*
The maximum number of additional i b@ﬁomge policies that

ﬂ %%& o cont1 is [answer choice).
2

Explanation:



The maumum number of addibonal s1eEd Sccasenichfiedtiia) fof 3 3oa
to cont 1 15 (answer choice]

The maximum number of additonal immikstabie bicb st MBOE POHCIes har
YOU C30 300 10 contl i Imﬂ m“l

Eﬁ:ﬁ: 26

RORIZRT VY —RZEC Azure Y TRV YT avnipyExd,
| Name | = Type
_storagel | Storage account

KeyVaultl | Azure key vault

WA LIZF—ZBBMICTBERT 5L S(cstorage1 ZHEHT HALEAHYFT , ENDAT U Ly FERITINELNTIN?
A. Add-AsKeyVaultmanageStorageAccount

B. Add-A:StorogcAccountmanagementPolicyAction

C.Set-AJR bL—CT7hD Y FEBKRY O—

D. -A=StorageAccount ZXE LT

IEfE: (EfEZRRLET)

Eﬁ:ﬁ: 27

LAW1 & LS & RiTDAzure Log Analytics 7 —9 AR—RXEELSub1& LS ARIDAzure Y TRV ) T a3 vhHYET,

Windows Server 2012 R2# & U*Windows Server 2016 %3£1T79 2100 NDF > TL S RY—N—HmH Y FF, H—/"—IEZLAWIZEHKE LET, LAWIE ERShizY—n\—DotXa1 ) T BEED/NRT+—I 2R A
DB —FWETHEIITERHSINTWET,

LAWNZE > TIRESNI=T—R2ICEDNTT 53— b BT IREAHYVET, V) a—2a VEROBEHEFH LTV IRELAHY FT,
*FI—RL—VET A A2 aVEYR— T EIBENHYET,

TI3— bDERICHNSFERZR/NRICHIZSZDEAHY T,

*FI—bBHE, 77— b ERESNFEZTIT—ERLIT 73— bPERESNEEIC—ELETERSNABENHY ET

FRRLELT,

TI—hML—ILZERT D ESITERT HESDREBF>IENTIN?

A. Log

B. Log (Saved Query)

C. Metric

D. Activity Log

Eff:C(AA U MEREKT D)

Metric alerts in Azure Monitor provide a way to get notified when one of your metrics cross a threshold.

Metric alerts work on a range of multi-dimensional platform metrics, custom metrics, Application Insights standard and custom metrics.

Note: Signals are emitted by the target resource and can be of several types. Metric, Activity log, Application Insights, and Log.

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-metric
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SIRDERY

RROT

Homepage-AGW & LyS & RITD Azure Application Gateway Z 4t L BN BEDH DI ERICOVWTHREBEIN TSI I LZ BT LINENHY FT,
IEfig:

see the task answer with step by step below:

* Enable Web Application Firewall (WAF) for the application gateway. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select a WAF policy and a WAF mode for the
application gateway. You can choose a predefined policy or create a custom policy with your own rules and exclusions.

* Configure WAF policy settings. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select the managed rulesets and rule groups that you want to enable or disable for the WAF
policy. You can also configure custom rules to match specific patterns or conditions and take actions such as blocking or logging requests.

* Monitor WAF logs. You can use different types of logs in Azure to manage and troubleshoot the application gateway and the WAF policy. You can access some of these logs through the portal, such as metrics and
health probes. You can also export the logs to Azure Storage, Event Hubs, or Log Analytics and view them in different tools, such as Azure Monitor, Excel, or Power Bl.

EF:H: 29
RORICRIHET LU EELAzure TR YT a3 viHhyUET,
i Associated
M” Te }M{m Connected to network sccurity
group (NSG)
VA1 West LIS VMNET 1 /S0bnet MNorwe
VA2 West US VMNET I Subnet2 | NSG2
VA3 Central US VNETSSubnet NSG3
VA4 [ WestUS === I VNEV3I/Subnetl |NSGS 2000

VNET1 VNET2 8 L UVNET3IZMEIZET Y V5 ENET RDTFTH a3 VvEEFTLET,
K EFEERIHITASG1 EASG2E WS ZRID2DODT FYr—>avtexa ) T4 L—TEERLET,
VMIDFR Y hI—9 4 8 —T A REASGIZEMLUETS,

1E fiz:

see the answer below in explanation.
Explanation:

Answer as below.

Answer Arca

ASGI VRAZ, WAL, and VR only -
ASG2 VAT VL and VRS only e

i i
ol gl el i

IVIICTOS0OT L
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Microsoft Entra 73+ > DHY £,
HEBR D %2 LY Microsoft Entra —#H —#A% Microsoft Entra ID TH—E X Y UV NILEFERTELRWKSIZTE2RENH Y 9,



A 1I—H—FEITL—FhL 1—HF—DBT7TUr—2 3 02FBTEEINESME [LWLR]ICERELET,
B.[7O/XT4] TL— K> Azure V)Y —ADT I ERAEEZ [LWWA]IZHELET,

C.[7anT 4] TL—Fh L [EXxa)T4DTIAILEDERNE] Z (XL ITHRELET,

D. [1—H—&F] T L— KM 5 _[Microsoft Entra ID BEEER—FIILADT IR ZHBRT D] Z [IFWLV] ITHRELEFT,
IFfR: (EfZRTLET)
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RORIZFRT Azure F— a VT F—DHYET,
Name | Locatin ubscription name
KV1 West US Subscription1
KV2 West US | Subseniptiont
KV3 East S\ S | Subscription1
KV4 West US Subscription2
KV5 East US Subscription?2

KV1 [ZI&, Secret! EWVWSEZFIDI—I Ly b& Keyl EVWSBRDEBEXMRAML— 7HAVY FOF—DBNRESAFET,
Secretl & Keyl Z/1\w o 7y TLET,

BNV Ty TEEDF— AV TFHF—ICEXTEEFIN? BAETHICIE, EEEETEYGA T a3 VEBRL TS,
FEELVDERIEICIRA Y M ESAET,

A rane b e
You can restore tk're Selcretbadkup to:

KV1 only

KV1 and KV2 only

KV1, KV2 andK\3'only

KV1, KV2.and KV4 only

K1) KV2, KV3, KV4, and KV5

You can restore the Key1.backup to:

KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5



https://www.jpnshiken.com/q/68811-6426704/

You can restore the Secret1 backup to:

KV1 only

|, %2 and kv only
KV1, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to:

Microsoft KV1 only

K’ﬂ KV2 and KV4 only
KV1, KV2, KV3, KV4, and KV5

Explanation:
You can restore the Secret] : L4 | v
Witd e o -
KV1 and KV2 only
KV1, KV2 and KV3 only
KV1, KV2:and Kv4 only
KV1,.KV2, KV3, KV4, and KV5

You can restore the Key1 backup to: I v
KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5

The backups can only be restored to key vaults in the same subscription and same geography. You can restore to a different region in the same geography.
https://docs.microsoft.com/en-us/azure/key-vault/general/backup?tabs=azure-cli
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KEFREAzure!) —2 3 IZDB1E WLV Azure SQLT— 4 R—RX EFE L Azure b TRV Y T2 a B Y ET RORICRTRACL—VTFTHO U FEERLET,
Name | Location | Performance | Premium account type
storagel | East US Standard Not applicable
storage2 | East US Premium Block blobs
storage3 | East US Premium File shares
storage4 | East US 2 | Stapdard Notlopplicable

DB1 DEEZAMITHFETY,

DB1 MEERKXE LTHEATEDZR ML= 7HYY MEERTTM?
AXRL—U1 RARL—D2 A FL—U30H

B.ARL—L28EX FL—U300H
C.ARAML—UIERL—VADH

D.AFL—C1DH

FfE: (EEZRTLEY)

B 33

WAF1 23 L CRHEISN-EBZRETILEADHYFT,
V) 1= a3 VIEEOFHER/NMRICINZSZLELNH D
fAIZgTRETL &L S5H?

A. AR LIL—)LEEBMLET,

B. Bot Manager 1.1 JL—JL v FEEBLET,

C.Azure EEEM DRS #ZHELZY,

D. Azure R —#ERRLE T,

E#: (EEERTLET)

B 34
ROBRIZIRT Azure) V—ADERBELAH Y £,
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(«2)

Tenant Root Group

v

"

Mlanagement{?umum ManagementGroup2

Subscription1 Subscription2
’ - 1
RG1
RG2 RG3
.
VM2

RG1,RG2 & URG3IEY V=R T IL—TTY,
RG2IZIF VMT1E WS RRIDRET S UNEENTUVET,
RORIZRT A—F—I2  RER—ZADT U £ Xl RBAC)DRENZEIYLTET,

Rols > Added to resource
Contributor Tenant Root Group
Virtual Machine
Contributor

Virtual Machine
Administrator Login

Subscription2

RG2

RDBARAT—FA DV FIDWT RAT— A Y MAtUeDHE I [FVEERLET, TAUNDBEE [LWWR]EERLET,
E I VDEREENRETNARS 2 FOEBELNHY £7,

Statements Yes No
User1 can deploy virtual machines to RG1. O O
User2 can delete VM2. a O O

I P
User3 can reset the password of the built-in Administratdi"a’cmMI WZD§ Oft O



Statements 00

&+
User1 can deploy virtual machines to RG1. e(‘
&

User2 can delete VM2. X\\

User3 can reset the password ofitf iIt-in Administrator acco VM2, O

Explanation:

Statements o Microsoft

User1 can deploy virtual machines to RG1. (o]

User2 can delete VM2. (e

User3 can reset the password of the built-in Administrator account of VM2. O

Eﬁ:ﬁ: 35
RDORIZRT VY —REETAzure TR0 ) FoavhbyET,

e —

storagel Storage account
Vaultl Azure Key vault
Vault2 Azure Key vault

RORICTRITHEY U EZREATSFETT,



Nanje /| ' CTOSC £3 Role

VM1 «  Storage Blob Data Reader for storagel
«  Key Vault Reader for Vaultl

VM2 « Storage Blob Data Reader for storagel
«  Key Vault Readerfor Vaultl

VM3 « Storage Blob Data Reader for storagel
« ey Vault Reader for Vaultl
*'Key Vault Reader for Vault2

VM4 * Storage Blob Data Reader for storagel
« Key Vault Reader for Vaultl
=  Key Vault Reader for Vault2

EEMNRIDERBETIVICEAYHATEIBENHYET , V) a1a—2a3VE ROBBEEH -LTVLWIBELHYFET,
EREY L VITRELRREERVAEATET,

B/IMVEFEORAIZERALEY,

HEGEEMRIDORE/NRIINSDOTTMN?

A. 1

B. 2

C.3

D.4

IEfE: (EfEZRRLET)

We have two different sets of required permissions. VM1 and VM2 have the same permission requirements.

VM3 and VM4 have the same permission requirements.

A user-assigned managed identity can be assigned to one or many resources. By using user-assigned managed identities, we can create just two managed identities: one with the permission requirements for VM1
and VM2 and the other with the permission requirements for VM3 and VM4.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
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SUATRE  RDTSY b TH+—LDYF7 FR—=ZAD) V—REFEALTVET,

* T X—IL

*7TVU 9T H—ER (AWS)

*Google 75 K 75 v k7+—L (GCP)

Microsoft Defender for Cloud #R%3 5FETT,

Defender for Cloud 2L TV TFT—¢ R ML—URETEDL TS Y LI+ —LIEENTIMN? BET SICIE EEEEHTEUGA T a vEBIRL TS,
FEELOMBIRSEICTIRA Y FMTEShET,
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m Microsoft “°"*a;7§"i Aaune WS and GCP @

[ Azure only

| Azure and AWS only
| Azure m:l SeP onl

% “\ Storage: Azure only =

| Azure only

"XQQ | Azure and AWS only

E Agure and GCP only

Azure, AWS, and GCP

1F fiZ:

Contain Azure, AWS, and GCP v
| Azure only

BEMicrosoft  o0.C0" ZEEL
% AL resannns

Storage: rﬂ.zu_r_@nlx WRSCRRe—Sg .

. “ T O oo 3
‘ | Azure and AWS only

| Azure and GCP only

Azure, AWS, and GCP

Explanation:

ﬁniﬁomw dﬁylcrosoft

e
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KeyVault! &WLNS BHID Azure ¥— AV TF—& RORICSRITRET D VZEZETC Azure Y TR Y )T a by ET,

Name Private |P address Public IP address Connected to
Vi1 10.7.04 51,144,245 152 WMET 1 /Default

V2 10.8.04 104.45.9.227 WMET2/Default

K1) 2 —LEEE1E KeyVault! RE (2%t L T Azure Disk Encryption #B®ICLE T,
KeyVault! [ERDBEIZRT &S IS TUVET,



Heae X

Allow access from: __) All netwiorks (@) Selected networks
@ Configure network access control for your key vault. Learmn More

Virtual networks: @ + Add existing virtual networks + Add new virtual network
VIRTUAL NETWORK SUBNET RESOURCE GROUP mn%pu
LA
it
VNET1 default . o l:l:ll:. a '['-'.:‘; "Lﬁ:l II.!';: wan
- " | P . B . :=.-_'\_,"'-' e

. o W RN
i * Ly L I:', | . :T._"". ",':_'_ L W,
Firewall: & 1 alflt=A

AR N

L

IPV4 ADDRESS OR CIDR

IPv2 address or CIDR

Exception:

Allow trusted Microsoft mw:ce“mf ~
e . !:J:hﬁlgj;‘t«au only. In order to access this key vault, the trusted

carvira mit alen ha niven avnlicit narmiccinne in tha Arre<c nnlirios cartinn
UTOEXIZTDODWT EELWMESIE KWV FERLTLESWVD, 25 THEWNMESIE DDOWZ JZERLTLEZEN
FECELMBIRSEICTIRA Y BT ESHET,
Answer Area

Statements Yes No

=. Nﬁﬂ&bfﬁgﬁﬁ manage the keys and secrets'stared in KeyVaultl, O

From VM2, users can manage the keys and secrets stored in KeyVaultl,  ©

VM2 can use KeyVault1 for Azure Disk Encryption. &)

e

From VM1, users can manage the keys anWrs stored |“m .

L J
From VM2, users can manage t nd secrets stored i!ey\!dulﬂ.

VM2 can use Key\l'afumﬁ re Disk Encryption.
L]




Explanation:

= = Micros Oftsmemems Yes No

From VM1, users can manage the keys and secrets 56@ mulﬂ. -

\' A
From VM2, users -:fl) “@hé’i nd secrets stored in KeyVault1, -

VM2 can use !{e}aulﬂ for Azure Disk Encryption. Ll

Eﬁ:ﬁ: 38
Azure AD TF 2 RIZU VI SN RORICRTRET D UONEENS Azure TR ) T avhHy ET,

i L Re
Name | Connected to Emm Public IP address

VM1 | VNET1/Subnet1 | 10.1.1.55% 20.224.219.170
VM2 | VNET1/Subnet2 | 100,25 20.224.219.230
VM3 | VNET2/Subnetl [530.11.1.5 40.122.155.212

RERY FT—=9DH TRy FZIX  RORIZRTH—ER IV RRA VDB HYET,

Subnet Service endpoint
VNET1/Subnet1 | Microsoft.Storage
VNET1/Subnet2 | MicrosoftKeyVault
VNETZ/Subnetl | Microsoft.Storage, Microsoft.KeyVault

RORIZRT VY —REERLET,

Name Type
storage Azure Storage account
Vault1 Azure Key Vault

UTORERIZTDVT ELWMEEIE KL ZRRLTLKESWD, E5THENMESEF DA JZBRLTCESN, F

HUOBIREF1DIZDE1E T,

Answer Area

Statements 90
Connections from VM1 to storage1 always useéoﬁ W.T1.5.
w

Connections from VM2 to V. \s IP address 20.224.219.230.

Autrﬁnticatio:‘w the “ﬂ useMrichFfQ ﬁﬂitmj 22.155212.

1F fiZ:



Answer Area

Statements Yes No

Connections from VM1 to storage1 always use |R.adress 10.1.1.5. : oL ®
i i

Connections from VM2 to Vault1 dm.{ Use 1P address 20.224.219.230, O

M I chﬁerfmtmto H)é""téﬁant uses either IP address 10.11.1.5 or 40.122.155.212. 3 f- !

Explanation:

B Mi ft
R ICrosott
Connections from YM1 to storagel a:-«aygiié._ll.é:;iﬁ:ﬂ; 10105

Statements

Connections from VM2 to "-"e'luif.'.'.-q_m_i‘-th;t‘ IP addiess 20.224.219.230

Authentication from Vi@ t_g:-_'é'ﬂ tenant uses either IP address 10.11.1.5 or 40.122 155212

B 39
RORIZRT VY —REZEC Azure Y TR YT avnipyExrd,
Name Type

VM1 Virtual machine
VINet1 Virtual network
| AFW1 Azure firewall

VM1 DS KETEE Azure ) —Ca VDA ML= ZFHIURAD RS T4 9O DHEHATEHESICAFW 2R TILEAHYET, V) a—>ar TR EBEEZZR/NRICHZ 2BENSHY F9,
AIZHREITNIEENTL & 5,7

A.SNATT 54 R—KIP7 K L RX&H

B.*y k7= )L—JL

C.DNAT/L—JL

D. 774 —>aviL—iL

IEfE: (EfEZRTLET)

BfE: 40
TGW—T1ETN—=T20 A N\—2y TEFATEA? MET HI2E, MEBETEN G T2 a3 VvERBRLTEZL,
AR ELVWEBIRIEICTRA U A ESIET,
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Group1: v

No members

Only User2 s Microsoff

Only User2 and Usera

User1, UserZ, User3, and User4
Group2: v

No members h

Only User3

Only User1 and User3
User1, User2, User3, and User4

Group1:

No members

Only User2 (\ "
DnI)LUSﬁ'IZ and u$em

'User1, User;." \ User3, and User4'

Micm’s {b members
Only User3

User1 User2, User3, and User4

Explanation:
Box 1: User1, User2, User3, User4

Contains "ON" is true for Montreal (User1), MONTREAL (User2), London (User 3), and Ontario (User4) as string and regex operations are not case sensitive.
Box 2: User1, User2, User3, User4

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

BHiE: 4
BEHKIE UTORICRTO—RNS oY —2EFTAzure TRV 1) T2 a & E5HHTT,



':;.E,H'rd.;::l NI':' ~%
Standard | IP addres-
Gateway j BiC ‘
Gatewayl-- IP addressil

PLINK1E WS BRIDTSAR— L) VO —EREERTI2HENHY FT,
PLiNk1 RIZERTEAA0— KNS —EENRTTM?

A.LB1O#

B.LB1&LB3

C.LB2#

D.LB2&LB4

E.LB1 & [ B2

Ff:E(QAV FEHERT D)

hluceracattd

Eﬁ:ﬁ: 42
ROFTIZTRT AzurefRBBE< o UohHY F9,

Name | Operating system

'Windows Server 2008 R2 Service Pack 1 (SP1) | Running

' Windows Server 2012R2 Running

' Windows Server.2016 Stopped

| Ubuntu Server 3804 {78 | C ¢ 7 Running

EDRBTUTEHEEZHMNCTERTFIN?

A.VM2E &K VM3 D A

B. VM2 VM3 & & UVMADH

C. VM1 VM2 & & BVML4D #

D. VM1_VM2_VM3_ & &k UVM4

E. VM1, VM2 & & UKVM3D#H

IEfR: (EffZzRnLET)

References:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=%2Fazure%
2Fautomation%2Ftoc.json

Eﬁ:ﬁ: 43
RDOKXIZTRT Azure Firewall 1R O—hEFEND Azure Y TR ) T aohibyYEd,

MName Type
Policy 1 Standard

Policy2 | Prermium

IR TLavIZE RORITRT I7A T 04— ILBEENRTNET,


https://www.jpnshiken.com/q/68811-6426715/
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MName Tier Policy
W Premium | Policy2
P2 Premium | Policy?

IRV TLavITE RORIZRTHERRY FT—ONEFENRTVET,

MName Firewall
VMNetl P

Viet2 | FW2

WMetd | MNone

LUTNDEXIZDLNT, ELWEAE FLMZRBRLTLSES D, 5 THRWMEEEF DWVZ JZERLTLESY,
AR ELVWERIEICTRAY AT ESNET,

e
"

Statements Q‘Q:P

!"‘ .‘:‘
You can use UIRL filtering on the network nules for WiNet1 -ﬁ\x\

You can use an inUrusion depection and pnl.--'-:ﬂ'rlg w ) 1o manitor malioious

actily an Viveld %’Q&
if you configure peering s g %4 3. encrypied o und waffic from ViNerd
will ke inspected == : c r 0 S O

- mMicrasoft.
i |
You can use URL filtering on the network rules for VNet1 J | C |
l_ -
You can use an intrusion detection and.greventionsystém (TOPS) 1o monitor malicious )
actvity on ViNet2 L -
If you configure peeringib@ween Vet and VNetd, encrypted outbound traffic from VNet3 Mo |
will be inspected g —
Explanation:
Answer Area m’
Staternents @ Yes No
You can wuse URL filtenng on the network rules for YNetl {}@ W
You can use an minesion detection and Preveniion system l@ﬂﬁﬂ‘-ﬂﬂltﬂt malicipus -
actnity on Vhetd
It you configure peenng between Vet and ypted outbound tralfic from ViNet3 »
will be inspacted, @ g
. |:_ - N
] M ‘U 0S Oft
Eﬁ:ﬁ: 44

Azure TR ) T avhihpy £,
S1 AppH—ER TS5 U EFHT %5Contoso1812& LS &RTDAzure Web7 71 2R L E T,
Contoso1812MIP7 K L X ##§3 www.contoso.com®DNSL a— FZER LET,



a2 —+H—A https://www.contoso.com URLZ{#EH L TContoso1812IZ7 VLA TE B L2 HRT HIHELRHY T,
ED2DODTILaVvERTTIRENHYFEIN?TNETNOERE, V) a1—2avD—BERLTLET,
EENEFNOELVERIZIARS > bOMENHY T,

A. Contoso1812M L A T LE|Y B THEERRIDEA VIZLET,

B. Contoso1812IZ7/K R & #EBMLET,

C. Contoso1812MApp Service 75 V& A5 —ILT7 IO FLET,

D. Contoso1812[CEBBARX Oy FFEBMLEFT,

E. Contoso1812MApp Service 75 V& A —ILT7 v TLET,

F. PFXZ 7 4 JL%Contoso1812IZ7 v 7A— K¥ 3

IEfE: (EfgZRTLED)

B: You can configure Azure DNS to host a custom domain for your web apps. For example, you can create an Azure web app and have your users access it using either www.contoso.com or contoso.com as a fully
qualified domain name (FQDN). To do this, you have to create three records:

A root "A" record pointing to contoso.com

A root "TXT" record for verification

A "CNAME" record for the www name that points to the A record

F: To use HTTPS, you need to upload a PFX file to the Azure Web App. The PFX file will contain the SSL certificate required for HTTPS.
References: https://docs.microsoft.com/en-us/azure/dns/dns-web-sites-custom- Domain

B 45

SIZIE Sub1E WS BRTIDAzZUre Y TR 1) T 3 oidp Y ET, Sub1IZIE, Azure Application Insights % {9 2 WebApp1 & LYS & RiTDAzUre Web7 7 MNEENTULVET, WebApp1 Tlk, 1 —H—I[LOAuth
200547 b= Ly FEFERALTCRIAT IBENHYET,

KU ORAKE L, Web AppI~DI—F— 5T v I EIIaL— b RERIS VTV LI VERATIILFRATYIWebTR 7 TUEERT B FETT,
WebT R FHAEATETTED L LEZHRETIDLENHYET,

B ZIANETTN?

A. Microsoft Visual StudioT_.webtest 7 7 A LEZEBLE T,

B. .webtest 7 7 1 JL ZApplication InsightsIZ7 v 70— KLZEY,

C.WebT R F7 1) #Azure ADIZEER L ET,

D. 7554 %&WebTR 7 TYIBMLET,

IEfE: (EfEZRTLET)

https://docs.microsoft.com/en-us/azure/azure-monitor/app/availability-multistep

B: 46

Azure Active Directory Azure AD) T+ > L& IL— FEBITIL—THHY ET,

10DAzure Y TRV Y T avEERL IR YT avEIL—FEBYTIL—TITEMLET,
IL— BB IIL—TIZMEShDAzure TIL—T ) U b EEFERT 2RENHY F9,
HEERADAETRETTHN?

A. AzurelR) S—FEEZIIL— FEBIIL—TIZEMLET,

B.)L— FEBYIIL—TDRER—ADT7 It AHH RBAC) DREIDEIY LB TEEELFET,
C.1—H—HEYLTHLIDEMERLET,

D. H—EXTY I MNILEERLET,


https://www.jpnshiken.com/q/68811-6426718/
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IEfE: (EfEZRRLET)
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

AN AZ-500J I8 L (FJPNTest.comiZ2fit S AZ-500JRERIC ST B &ITHITILIBET ! JPNTest.comlES R HTAZ-500J 5 ERFAREE #1246t L £ 9, JPNTest.com AZ-500JAERRIEE L H SEH S hFEL
=, T CTAZ-500JfSREENTA FI VO VEFITANET , RO 7 2 £ X _https://www.jpntest.com/shiken/AZ-500J-mondaishu 520/, 3 0%7r « AA > k #8744 EI5Ia— F: JPNshiken

B 47
WebApp1 & LS &HiIMD Azure App Services Web 7 1) & Vault! & LV3 ZHID Azure Key Vault 288 Azure Y TR 1) T avhhy I, Vault! IZIF ROKRIRIEEAELAH Y £9,

_Name | Contenttype | |

Cert1 | PKCS #12

Egrid PKCS-#12

ere3

Certd | PEM

-

WebApp1 IZ TLS #XE%E 3 5FETY,

WebApp1 [CEERREZEMT H2DELH Y ET,
Vault! ® E DEEAZEF WebApp1 [TEMTEETH?
A. SEFAZE1 REFAE2 REFAE3. GIAE4

B. Cert3 & Certd O #H

C. Cert1 & Cert2d &

D. Cert1 & Cert3 &

IEf#: (EfEERTLET)

Eﬁ:ﬁ: 48
sqlsrvl & LVS ZRITD Azure SQL H—/3—& DB1 E VS ARIMD Azure SQL T—AR—RZET Azure Y TR I ) T a uhdh Y 9, sqlsrvl (X Microsoft Entra B2 EED A AICER S TLNET,
RDERIZRT Microsoft Entra ID WH Y E£T,

Name | Type Destription . o ' Role for DB1
User? User None db_owner
User? s | Member of Groupd None |
Lisers Liser | Member of Gradgp? None

Groupl | Group | User2 andeGfetp?2 are members | db_owner
Group2 | Group | Memb@.df GroupT None |

EDA—H—HDB1 DROA—THEERBFREMERTETETHN?
A 1—H¥—1 1—H—2 a1—H—3

B. 1—H—10D#&

C.i—H%—1,a—H¥—20#

IEfE: (EfZRmLFET)
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B 49

Appl £ WLNSBRFTD Azure Web 7 T &L Azure B TR ) T arhidHy£9,

Appl DEHRFET IR R O—2BRITHFETT , V) 12— aVEROBHEB LTV LIRELHY ET,

*Windows T/8f A 5D Appl ~DT I ADHEHALET,

*EPE LTI INTWVWEBTNA RDHMN APl IZTT I EATESESIZLET,

EDEBMET IV ERR) D —BEEZEBRAITARESTLLIN? BULEREEZBEULEGICRS I LTLESN, RREF B BHE, FEF 0 FERSNGVWEENHYET 20T UVERTT HICIE,
RAVEBDREN—F RSV ITTEN RIVA—ILTELELRHIGEENDHY FT,

FEEELOMBIRSEICTIRA Y bMIEShET,

Policy settings | : o Microset

i Cloud apps or actions Only allgw accessito App1 from Windows devices: |

i Conditions

18 Onlgaéllow devices that are marked as compliant to

| Grant access App1:

|_Sessicm

1E fig:
Policy settings .
Only allow access to App1 from Windows devices: ] Conditions N J
Only allow devices that are marked as compliant to | -
access App1: | Conditions r

T
= '--Mag:msaﬁ

Explanation:

Polly sstinot Migo.@oft"*"““'

l Cloud apps ar actions

Only allow access to Appl from Windows devices: | Conditions

| Conditions :
Onlyaliow devices that are marked as compliant to

access App1: | Conditions

lGrant

['Ses.'sul:in

B E: 50

— BT — o 0— FRAOWE/ — K 7—JL Pooll & #EZEHEDELNT—- O0— KRADEM/ — K 7—JL Pool2]% &4 Azure Kubernetes Service(AKS)Y S A4 —%2 T JOA4 T 2UENHYFEFT &/ —FT—L
FH TRy FMZBY L TEHEILENHY PodDIP7 FLRIIZDH Txy FHASEHEEIYYSTONET, OV a—2a v FED/ —FT—ILEHYR— L BEGEEZEEZZR/NIRICHZZVELAHY FT,

B/ —FT=LIZIE EDRATOH TRy FEEIYLBTEIRETTN?EETBHICIE BULEY TRy FEAATEELWN/ —FT—LICRS YT LTLESW, &Y TRy 24 T 1E EHE, F£lEEFo71<
FRALEWNMEEAHYFET , AVTUYERTTDICIE RAVBEDREN—ZFFS9IF 50 RV O—ILTEBLENHLIEENHY ET,

o E LIRSV EAMEShET,



— | et NJiCrosoft

An Azure Cnntamer Ne'twnrl-:mg Interface (CNI) subnet — Pool: |

An Azure Cﬂntamer Nemarkmg Inte.-rface I[CNH Dverlay SUbHEt Pool2: |

:: A delegated subnet

i A kubenet subnet

E f“szrE.CE”E"'frﬂe.t_‘”?.rkfgh.!"ffﬁfcf.[Ewﬁif.b'ft_ TR ‘ P‘:"“” !] MAghngﬂTﬂ; Networking Interface (CNI) subnet }
. L]
——————————————————————— | :. 7] = i " .
r An Azure Cantamer Nemarkmg Interface [CNI] Dverlay subnet -':J.-___.. P —
P O R R RS SRS TAS 15 "“___'_' :‘F‘- :[,\l; P&n F- An Azure Container Networking Interface (CNI) subnet l
A delegated :
1_ S . —— - Sl P ' . I
hhhhhhh - o e PN =
I| i A kubenet sub § I C ré_S 0 t = |
Explanation:
s | remn BREACrosOft
it An Azure Container Networking Interface (CNI) subnet | Pooll: A re q‘:gnta”"er Networking Interface (CNI) subnet J
_ : e i j : i . sk . ~
e 1 5 . ) p : | ®
it An Azure Container Networking Interface (CNI) Qverlay subnet |
i 9 _:I _}’ i Pool2: ‘An Azure Container Networking Interface (CNI) subnet |
i A delegated subnet | )
it A kubenet subnet I

Eﬁ:ﬁ: 51

User1 & LS ZRITD 1—H— & ConRegl & LS &RiIMAzure Container RegistryF & Azure Y TR ) T avhidh Y 9,

ContReg1DIaA VT UYDEBEEAEMILET,

User1MContReg1 CIEFETE DA A —VEERTEA L EZHEBTHAILENHYET YV a—2avid mMFEDRBEZFRTLILENHY ET,
UserIZEIY B TAHABELNHH2DODERENETENTIN? TN ETNDOERIEIY ) a—2a 0 D—EERLTVWET,
EENFNROELVERICIINRS > FOMIELHY F£9,

A. AcrQuarantineReader

B. Contributor

C. AcrPush

D. AcrimageSigner



E. AcrQuarantineWriter

IEf#: (EfEZRTLET)

References:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-roles

B 52
Azure Key VaultZ e 3 B2 EAH Y FT, 2DV 12— 3 U TlE Key Vaulth SHIBR SN TPy F290BERETILENHY T,

ARV REEDESICRTIARENHYEITH?EETHICFE EETY 7 THEIGA T a v EBRLET,
T ZENTNOELWERICIHIARS D FOEESHY FT,

New-AzureRmKeyVault -VaultName ‘KeyVaultl’ =ResourceGroupName ‘RG1l’

-Location ‘East US’ v Iv
_EnabledForDeployment -Confirm

-EnablePurgeProtection -DefaultProfile
Tag -EnableSoftDelete

.. I\/Iicr _SKU

L .
New-AzureRmKeyVault -VaultName ‘KeyVaultil’ Mﬁ@g@ﬁe ‘RG1’
-Location ‘East US’ —Hl v? 1 I v
| I;_Egelb_legF_oLﬁgfﬁo_frl_le_njt_ | |-Confirm |
-EnablePurgeProtection _ , | |-DefaultProfile_
-Tag -EnableSoftDelete
-SKU

Explanation:
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New-AzureRmKeyVault -VaultName ‘KeyVaultl’ -ResourceGroupName ‘RG1’

- : ! r ! a8
Location ‘East US iv B 4

-EnabledForDeployment -Confirm
-EnablePurgeProtection -DefaultProfile

Ja -Tag -EnableSoftDelete
-SKU

Box 1: -EnablePurgeProtection

If specified, protection against immediate deletion is enabled for this vault; requires soft delete to be enabled as well.

Box 2: -EnableSoftDelete

Specifies that the soft-delete functionality is enabled for this key vault. When soft-delete is enabled, for a grace period, you can recover this key vault and its contents after it is deleted.
References:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

B R 53

Microsoft Entra 73> M2 > &Ntz Azure Y TRV 1) T a iy ET, 775 2 bIE Microsoft Entra ID Protection R L TWLWET,
2,000 AQ1—H—"EY £1—H—[Z Microsoft EntraIDP2 54 U AAEY BTN TWET,
RRELE-ERERZFERALTWNST—o 00— K ID A& SIN=15E1Z_ Azure Monitor AL TC7S5— FE5ERT HFETT,
AEEN=7I—bEYR— T BHICIE BHMBREETERT IDENHYET, V) 2a—2 a3 VFEBEEZR/DMRICHNZZBENHY FT,
RO ATI)—ZRETREN ZLT

AJFESICEETNEINTTMN? BETHICIE BAET) 7TEUGA T a vEBRLTLIEZSLY,

EEELWLEBIRSCEICTI ARSIV R EShET,

Answer Area

Log category JServicePrincipalRiskEvents
RisSkySericePrincipals
Riskylsers

ServicePrincipalRiskEvents

UserRiskEvents

estination: | A Log Analytics workspace v |

%ﬁ An Azure event hub

A Log Analytics workspace

A storage account

1Efig:



Log catdB8R/, SarvicePrincipalRiskEvents
RiskyServicePrincipals
Risodlsers
Sy PrincipalRiskEvent:

I i W™ ghgl 5 1]
MserRiskEvents

Destination: | A Log Analytics workspace
|An Azure event hub

RO\ icrosoft Fewem

Explanation:
Answer Area
Log eategery:  ServicePrincipalRiskEvents Ee
Lestination: A Log Analytics workspace -
g Mic rosoft
Eﬁ:ﬁ: 54
RORIZRT VY —REET Azure 480z 9 TRV Y T avhpyEd,
Name Typa ("

Group1 | Security groyp &~
_Group2 | Microsofi365 group
5| APpS TOSPARpaegistration

Mi1 \Liger-assigned managed identity
RORIZCRTI—HF—DUET,

Name = Bescnpsdal ¢
User1 o Member of Groupi and Group?2

» Assigned Owgelrole for App1 and MI1
User2 » Memberof'\Group1 and Group2

» Assigneéd Owner role for App1 and M1

SQL! ELVS ARTD Azure SQL YR —U K 4 VAR U R E4ERK L Microsoft Entra DA DRI EZHMICLET,
User! & User2 @A A SQL1 M Microsoft Entra EEE &L L THRESN TS L E2HERTILELHY T,
fi# iR 5% Group2 % SQL1 M Microsoft Entra &I & & LTRELE T,

ChIZEEZ®/EZLTVWETN?

A. [Ty

B. LMVZ

EfE: (EfREERLET)
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Eﬁ:ﬁ: 55
ROKRIZRY ) YV —ZAHEEN S Subscriptiont &S BHID Azure ¥ TRV Y T2 avhiHyFY,

Name |11 Type source group
cont Container instance (' RG1

i

VNETT | Virtual network g, RG1

App1 App Service.ap RG1
VM1 Virtual ine RG1

User1 User ﬁ*@%ﬁ Not applicable

XKD JSON 774 JLZEERE L T, Subscription1 IZH X% L RBAC O—JLEZERLET,
L
"Name": "Rolel",

"IsCustom”: true,
"Description”: "Rolel description”,
"Actions": [
"*/Read",
"Microsoft.Compute/*"
1,
"NotActions": [],
"DataActions”: [],
"NotDataActions": [ ]y
"AssignableScopes": [
"/subscriptions/923a419a-4358-@8fb bdad-.bB8af43ddéc92/resourceGroups/RG1"
; ] | ICFOSO
RG1 @ User1 [Z Role1 ZEIY 1 TET,

UTOEXIZDOWT ELWMESIE R ZBRLTLKESVD, ZE5THENMGEEF DOVA I ZEBRLTESL,
AR ELVWERIEICTRAV AT ESIET,

Statements

User1 can add VM1 to VNET1.
User1 can start and stop App1.

User1jgan ﬁﬁ&t{@&gﬁp cont1.




Statements

User1 can add VM1.to VNETT.

User1 caf start and stop App1.

User1 can start and stop cont1.

Explanation:
Text Description automatically generated

Statements " Yes' " No
User1 can add VM1 to VNET1. O O
User1 can start and stop App1. O O

User1 can start and stop cont1. O O

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider- operations#microsoftcompute

B : 56

FCOBEREF RLOFVAFRERTIHI—EDERO—EHTY, V) —XDFERICIE, BRONF-BEXERTHREEOHIMEBDBRENEENTVET, —BOER LY MIIFEHDIELWERRLH S5
EHRBHYFIN MOBERE Y FZIXELWERENBWNGELHY F7,

CDEIVaVOEBEMICAZ LRI, ZOBEMICRS2ZLETEEFRA, ZTORBR, CAoDERIILEa—BEREIZRTIINERA,

Sub1E WS ZRTIDAzUre Y TRV ) T3 ohhHYET,

RG1EWS RN Y—RTII—TIZsalEWLWVS BRIDAzUre A fL—SF7hO U ROBBY £,

A—HY—=,T7TVT—2 30k WO DHET7IVERESL SAS) ERBFESNEZTIVERRY O—ZFERAL T, salDblob—ERXRET7AIILY—ERIZTIVEALET,
A I TWENWI—HY =T 7 ILY—EXR EblobY—ERDOWAIZT IR LIz EnhMAY FELTZ,

SAINDIRTDT I EREZRYBETRHELAHY FT,

RRER AZure A hL—CTF7HO U RDT7 O ERF—4BERLET,

NIFERZERLTHVEIN?

A [T

B. LMVZ

Eff:A(Q AV FEREEKRT D)

Generating new storage account keys will invalidate all SAS's that were based on the previous keys.
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EFDT 57
RDRIZRTLI—HF—%E T Microsoft Entra 77+ > kDB Y ET,

7
MName Member of Multi- authentication (MFA) status
User1 Group1, Group2 | Enabléd..
LUBR ) 1 GrouBle DAQN

RDERTE % ¥ D Microsoft Entra Identity Protection 444 >4 > YRS R o—#ER L TEALET,

*E Y HT: Group1 & H, Group2 Zxr<

XEH A4 URI LR BUE

*TORR: 7O EREHT ZERDBIANDE

2 —4H—5HY Microsoft Entra ID IZ2H A A T B EZICRAMNEBI M EEET IRELHY ET,
FEA1—Y—([CO\WTHZHANT IVENHY FITH? BETHICIE BBEEGETEU G TS 3 vEBRLTESY,

FELGERT BUIC1 RS Y bOBEENHY £,
ANSWEr Area

-
& B
9,

»

Be prompted for MFA 2,4

o W .
When User1 signs in from an anonymous IP address, ﬁ\e user will:
-

Be blocked

Be prompted for MFA

Sign in by using a username and password only

¢ % i

Q4 %
When User2 signs in fro nun
Q&-n,_ Y

1 K3 . .
familiar location, the user will:
i

BN\ /i cra@dtt

mn VICrgf

EfiE:
Answer Area

When User1 signs in from an anonymous IP address, the user will: _Badn

' Be prompted for MFA
| Sign in by using a username and password only

Be blocked

kel cOp

When User2 s

o

nfamiliar location, the user will:

| IVF =
n Micros®

ed for MFA,

Explanation:

'Sign in by using a username and password only




Answer Area

When User1 signs in from an annny ou eQ the user will:  Be prompted for MFA

When User?2 signs in from \'niiiar loc n, j \ blocked
gns i rop Ny miar tocabnglgeer s Offgolock

EFDT 58
RORIZRTVY—R TIL—TEEL Sub1 EWVSKZRID Azure Y TR ) T aohiHByYEd,
Name | Location

RG1 West US
RG2 East US
RDOEIZRT & 57 Azure Policy EEZERLE T,
{
“mode~: “all-,
“policyRule™: {
=¥~z {
“myOF=: |
{
=field™: “locstion-,

“rnotfquals~: “[resourcelroun().location]”

“Ffiela™: “name”
“ngtlontibg = et ]~
1
1
¥
=then™: {
“effect™: “aeny"~
}
Y.
“paramseters™: {}

=§:'H’Micr050ft
R —% Sub1 ITE|Y HTET,
RORIZRKT VY —REERT HFETT,

}

MName Type Location Resource
IPobject1 | Public IP address East US RG2
obji Resgurce group West US Not applicabie
QBI3 Virtual network West US RG1

UTOEXIZDOWT ELWMESIE R ZBRLTLKESV, 5 THENMGEEF DOVA JZERLTESD,
AR ELWVERIEICTRAV AT ESIET,

—3 M&cmso&

You can creale

You é*& bj1

va\crene OBJ3.




Answer Area
.. Mickosoft y(\ w
You can create I1Po o I |
You Ke F
‘ 2,
e p“s J can create OBJ3. I |
\ E el
Explanatlon
Statements Yes Ne
You can create |Pobject Y, .- M - -
m Microsoft
You can create obj1. i -
You can create OBJ3. C -
Eﬁ:ﬁ: 59

VMT1E WS BRIDRBT L U EETAzure TRV 1) T2 ava2E8HHTY,
VMIDFY b T—9 4 03— 24 RITBEEMRFFONFNSGTIE WS BRIDRY FD—0EF 2T 4 TIL—TNSG)AHY ROBITRT &S ITEEEINTET,

Toln;;mmhbm 1 Port 1, Protocol r.. m Te rogﬂamfft Action 1,

300 A rop 3389 TCP Any Any © Allow
65000 AllowVnetinBound Ay Ay aw VirtualNetwork o Alloew
65001 AllowAzurelpadBalancerl - Any Ay “ e reloadBatancer Ay O miow

65500 DenyAllinBound Any

y ) \“e Any Any © Deny
~ Outbound Security Rules s“
65000 AliowVnetOutBo “ VirtualNetworlk VirtuaiNetwork O sliow

85001 AllowinternetOutBold Any Army Intermat o Allow

65500 DenyAllOutBound Any Any N Any © Deny

VMATIES v R b 28 4 LUITIVMT & 2 ZADESIH>TEY L TFOERIZHE>TOET,
« & A — b 3389, 22

R KEFMHEEE 3FHE
*EHRI SN BREETIP7 FLR: §RRT



JITIL—ILZEBHICL SSHZEFERL TVMIIZERLET,
UTORERICONWT ELWMGEIF EW ZE £S5 THEVMGERIE DOWZ IEERLTSESY,
I E LIRS Y RAIMEEShET,

Semerts MR\ trosoft

The RDP rule has prnonty over the NSG rule created by JI'I**—' {

If you disconnect from VM1 within the three-hour i@ gnge. you must reactivate the JIT
rule to reconnect to VM1

The 5SH connection to VM1 disconnects-atilomatically after three hours

1F fi%:
Answer Area
Statements Yes No
==': 4y
The RDP rule has pnonty over the NSG rule created by JIT I ¢ i
If you disconnect from VM1 within the three-houg ilneiangelyol must reactivate the JIT ;“ HI
rule to reconnect to VM1 &
The SSH connection to VM1 disepnfiests alitomatically after three hours ' 1 O
.—,i " — —
m Microsoft
Explanation:

Microsoft

The RDP rule has prionty over the N5G rule created by JIT. /5, 4

If you disconnect from VM1 within the three-how tmﬁi‘m;’ you must reactivate the JIT

rule to reconnect to Y1

The SSH connection 1o VM1 disconnects mw\fﬁnﬁy after three hiours
¢ %

e 3

B: 60

v k7 —2I121% contoso.com& LS BRIDA > T L = ADActiveDirectory A 4 UMEENTWET, FAAS VIZIE UserlE WS BRIDI—F—NEENRTVET,

contoso.com & LY 5 & BT AzureActive Directory Azure AD) TF > M2 U ENTWBSAzurer TRV ) T3 uhHY £9, TF 2 Ml storagel & LS BARTDAzureStorage 7 h o> kBEENTUVET,
Storage1IZ(&_ share1& WS ZRIDAzure 7 7 1 LEENEFTAhTNET,

WE, FASVETTU MEIMESIATLWELRA,

UserM KA A U ERIERZEAL TsharellZ7 V9 ERATEL L 2HRTIHELADHY T,



EDIDDT YL AVEIRBICRTIALENHYFIN?BAETSHICE BILGTHILavET7IaVvDI A MMLEE

Actions

Answer Area

Create a private link to storagel.

'Enable Active Directory Domain Services

(AD DS) authentlgatlon on storagel.

Implement Azure AD Connect.

1E fi#:
Actions

Create a private link to storagel.

Enable Active Directory Domain Services

(AD DS) authentication on storagel.

N N R R " "

Implement Azure AD Connect.

Create a service endpoint to storagel. |

Explanation:

I Enable Active Directory Domain Services
: (AD DS) authentication on storagel.

ZHEFICHEL, ELWEFTRELET,



Implement Azure AD Connect,

Enable Active Directory Domain Services
(AD Ds) authent_ic_ation on storagel.

Assign share-level permissions for sharel.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

BHi: 61
HET=F ROKRIZTFKT A T« R%EHD Contoso, Ltd. E VNS EHTENTULET,
Name IP address space
Boston 180.15.10.0/24
Seattle 132.32.15.0/24

Contoso #t(Z[& contoso.com & LVS Azure Active Directory (Azure AD) TF > kD% Y F9, contoso.com DT R T D 1—H—[F Azure Multi-Factor Authentication (MFA) MEZNIZHE>TWET, TF > MZIE XD
RIZSRTA—HF—REERTVET,

Name | 'Userdevice Last sign-in |, During last sign-in, user selected
g Don’t ask again for 14 days

Userl Devicel Junel *.% Yes
User2 Device2 June 3 %, Mo

contoso.com NEEFRHJEIL . RORIZRT K5 ICHEREINTLNET,



multi-factor authentitations oft

users  service settings

app passowrds (tearm more)

@ Allow users to create app paswords to sign in to non-browser apps
Do not allow users to create app passwords to sign in to non-browser apps

tru Sted |p5 (learn more)

Skip multi-factor authentication for requests from federated users onmyintranet
Skip multi-factor authentication for requests from following range ofIP address subnets

— —

1180.15.10.0/24

—_— =

verification options (s more)

Methods available to users:
call to phane
Text message to phone
Motification through mobile app
Verification code from maobile app or hardware token

remember multi-factor authentication (eam more)

Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60); = 14

UTOEXIZDOWT ELWMERIF R ZBRLTLLESWD, Z5THRNMESEF DOVE 1 ZBRLTLZED,
AR ELWEBIRIEICTRA Y A EESIET,



Statements Yes No

When Userl signs in to Devicel from the Seattle office

on June 10, the user will be prompted for MFA. O O
When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA. O @,
When User1 signs in to to a new device from the Seattle
office on June 7, the user will be promptec for MFA, i 9 O
IF fi:
Statements Yes No
When Userl signs in to Devicel from the Seattle office )
ondune 10 theser will be prompted for-MFA. O LQ |
When User2 signs in to Device2 from the Boston office e
on June 5, the userwillbe prompted for MFA. ‘HQ | @,
When Userl signs in to to a new device from the Seattle -~ -,
office on June 7, the user will be prompted for MFA. IWQ | O
Ez(plgn:e\tion:
Statements Yes HNeo
ven Lser? sige ) to Device! igm [ el oMice on June 10 the user will b -
st for Mk
When (g Rigls B B Device? from the Boston office une 5 the user will be L]
plfrigreddor Mra
st'*'l't Lser? signs m to a new dowice om the Seatthe office on lune T, the user will by L

1o for MEA

BB 7EAZ-500JF B (FJPNTest.comiZ2it &  AZ-500JRERICEAHT 5 LIZRIZIIB ET ! JPNTest.com(T S HEFTAZ-500J:KERFTEE #1214t L £ 9, JPNTest.com AZ-500JRERRAIREE L SEHSNFEL
=, CCTAZB500JBENDTA IV VEFIZANE T, BHFRD 7 & £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520f. 3 0%7 « A Ao > + #5174 EI513— K: JPNshiken|

BE: 62

KDY )—REEOAzure TR ) T a3 ohiHYET,

MicrosoftAND 7 7 A 794+ —ILY T bz 7 EZETL RETIUNSA VA=Y MITRTDT IOV RS D49 I EN—TAVTFTE3XRY NITI—ORBT7ITSA4T72UR WVA)TRTORBIZHLT
A1 2 TULYBNVA Azure SecurityCenteriZ#EBND 7 7 A4 7oA —ILIL—ILEEEBT BHR ) T FZET AzureB#~ o > AzureSentinel 7 — 9 AR—X

EDRETI Y


https://www.jpntest.com/shiken/AZ-500J-mondaishu

REILoDEX1)TA U3 —TEBEEDEWVWT S —rHAEREIN S E Azure Sentinel TA VT2 FBERESN NVAD T 7 A T IO+ —ILIL—ILEEBRT H=HDRY ) T LB EINE LS IZTHHEN
HYUFET,

B ERHI-T-0OICAzureSentinelZ ED K S IR T IVENHY FITM?2BZZABICIE BUEIAVR—FR U FEELVWEHIZFS I LET  Fa0R—FR O ME 1EERT S L BHEFERT 2L E,
FolKFEALGWVWIEDLTEFT AT UOVYERTIDICE DEN—ZFZRAVETRSIVITEN RV B—)LT ERELHDIGEENHYFET,

F L WEBREIZENRFNIKRS Y FOBEELDY T,

Components Answer Area
A data connector for Security Center %S
Enable alert notifications from Securiyr:"'*' Component
A data connector for the firewall software Pt
_ _ z:-':.':;égreﬁf@-ﬁh incident: Component
A playbook S N
Imtlatefa s&;ﬁ;tomnhgurethe firewall rule: Component
A rule 4. %
. Y
A Security Events connector e D
A workbook ﬁ Ycntt
r ’ i t ||| I“'I.:'-'—' '-{:(I L -:':':: i}l _d'.-'-l [ L :‘_'l
EfiZ:
Components Answer Ama o
A data connector for Security Center | \/| | i Vi€
______________ | 1bie fh_,J[ nafific h,ﬂﬁﬂ,m Mrﬂ? ﬂenter A data connector for Security Center
1 A data connector for the firewall software -:
Lo e o o o i o e Create an ingid e
______________ ent
| A playbook : h=
:,_; _"_I ———————————————————————— " Initfte a'script tolconfigure the firewall rule: A playbook
ruie i
I L

Explanation:

Enable alert notifications from Security Center: AT COnAg I STty Lenter

. Avule
Create an incident;

Initiate a script to configure theWallt{u#Ie : p!ffb;?i C
LY, i_ ,;

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center
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Sub1E WS BRIDAzZUrer TR ) T arvhH Y £9, Subl(ZlE, Subnett E VNS ZRIDIDDH TRy FEELVNetl E VWS RZRIDFRBERY T —IREENTUNVET,

Subnet1 DY —ERI Y KR4 > FEERLET,

Subnet1(Z[&_ Ubuntu Server 18.04%E179 VM1 & LS ZRIDAzurelR8E<v S UNEFENTULET,

Dockera > T+ —&VMIIZT 7O T 50EAHYET AT FIEX Y—ERXIT Y FRA > b%FERL TAzure Storage!) V—RX &EAzure SQLT—AR—RIZT7 VA TEEIDLELNHYET,
AT7T)r—23 X2 ) T4 0ML—TERYbEI—0 X2 T4 —T NSG)ZERLET,

B. docker-compose.ym 7 7/ LEZRELF T,

C.aAvTFRxybI—OA4 23— R CNDTSTA420&A R —=ILLFET,

IEf#: (EffZzRLET)

The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine.

The plug-in supports both Linux and Windows platform.

The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual machine, attaching them to the virtual network, and connecting them directly to other containers and virtual network
resources. The plug-in doesn't rely on overlay networks, or routes, for connectivity, and provides the same performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:

___ Existing vitual network
<ln - . ’I
1

Azure B

Containers
!
-

S

Internet

Service Endpoints

Azure Services

References:


https://www.jpnshiken.com/q/68811-6426737/

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

EFDT 64
Azure TR YT avEEEBELTY,
RORICRIHRETS U EZERISZFETY,

Size Operating system _
DC4ads_v5 | Windows Server 2022 Datacenter Bzure Edition

D2ads v5 | Windows Server 2022-§tandard
ECdads v5 | Windows Sepver 2019 Datacenter
D2ads v5 Debiapr

EC4ads v5 | JUbuntiServer

D{4“ hﬂgi%égﬂw Servet

HMERREITOVELTERTESARET D VEARL—FT AU SRATLERETILENAHY FITH?
ED Windows R & ED Linux RET S U EBAT HILENH Y T H?

Windows: VM1 onl v
c’o C EM?. only

VM1 and VM2 only

e(\ “ VM1 and VM3 only

VM1, VM2 and VM3

‘\\ Linux: VM4, VMS and VM6 v
&5 VMS only
° Q(\ VM6 only

VM4 and VM6 only
and VM6 onl

1E fi#:

Answer Area .‘ .

. F‘\% M1 and VM3 only
WV T v ana v

'f_"‘%,?i : Linu VM4 VMS and VM6 =)
’ﬁﬁt—g}kﬁ VM5 only .

[ ]
\}/
‘i » VMG only
VM4 and VM6 only




Explanation:

Windows: VM1 only

MIETOSOTT™=-asse

Eﬁ:ﬁ: 65
ROFKITRT ) Y —RXEEL Subscription1 & WLVS ZHIDAzurer TR ) T3 ohHYET,
Name Type . Category
Initiative1 Initiative definition Seeurity Center
Initiative2 Initiative definition My Custom Category
Palicy1 Policy definition Security Center
Policy21CT ) Policy definition My Custom Category

Azure Security CenterZ {8 L T, Subscription1 [TBMTESA T FITER) O—HBETIBENHY FT,
AIZR"ETIRLENHYFEITN?

A. Policy1 & Policy2®

B.1=Y7F 710 H

CAZSTFITIEAZSTFIT20H

D.A=CTFFII A=T7FIT2 RIID—1 LUK —2

EfR: (EffzRnLET)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/custom-security-policies

EFDE]: 66
RERY D=0 E2E8LAzure TRV ) T30 HYFET RERY FT—VI2E RORITRIF TRy bHAEFERLTLET,

gruup (NSG)
assuclatgd té%a virtual subnet

Subnet1 Yes
Subnet2 No

TRV ) T aVIZE RORISRIEET D UNEFERTVET,



https://www.jpnshiken.com/q/68811-6426739/

Has an Nsm metwnrk Connected

adaptor of the virtual machine to
No Subnet1

No Subnet?2
No Subnetl
Subnet2

FTRTORBEI I VIZHLTO YR MM U ALUITIVM T O EREZEMIZLET,
JTIZK>TRESNTVLWLIRETDUVERETOILELNHYFET,
EDHRBIL U EHNT I2RENHY EFTH?

A. VM4 D #

B. VM1 &VM3D #

C. VM1 VM3 VM4DH

D. VM1_VM2_VM3_ VM4

IEfE: (EfEZRRLET)

An NSG needs to be enabled, either at the VM level or the subnet level.
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time

Eﬁ:ﬁ: 67

SHRDERY

2RI

A4 23—y i VNET1\subnetd ~D#E#EA TCP R— b 7777 BATOAHF A SN TWS I L ZHRBTIVENHYFET, Va1 —2a v TR BETIAAINTWVWE I Y —RDAZFERATILELHY F
ER

1EfiZ:

see the task answer with step by step below

Explanation:

You need to configure the Network Security Group that is associated with subnetO.

1. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select VNET1. Alternatively, browse to Virtual Networks in the left navigation pane.

2. In the properties of VNET1, click on Subnets. This will display the subnets in VNET1 and the Network Security Group associated to each subnet. Note the name of the Network Security Group associated to
SubnetO.

3. Type Network Security Groups into the search box and select the Network Security Group associated with SubnetO.

. In the properties of the Network Security Group, click on Inbound Security Rules.

. Click the Add button to add a new rule.

. In the Source field, select Service Tag.

. In the Source Service Tag field, select Internet.

. Leave the Source port ranges and Destination field as the default values (* and All).

. In the Destination port ranges field, enter 7777.

0.Change the Protocol to TCP.

= © 0 N O O &


https://www.jpnshiken.com/q/68811-6426740/

11.Leave the Action option as Allow.

12.Change the Priority to 100.

13.Change the Name from the default Port_8080 to something more descriptive such as Allow_TCP_7777 _from_Internet. The name cannot contain spaces.
14.Click the Add button to save the new rule.

EFHE]: 68

Microsoft Defender for Cloud Y % Azure Y TR 5 1y T avhib i Ed,
FIVY 9T H—EX(AWS)7HoY b EEELTT,

AWS 7 it5 > k% Defender for Cloud (2B A2EAHY I,
FTMRMETARETL & 557

AAWS 7HOU L EXa)T4 NTE#EBEMLET,

B. Azure portal N5 AWS TR —TSA X 7T r— 3 %&EBMLET,
C. Defender for Cloud ™5 £Fa T4 V) a—T a3 VEBEEZREERLET,
D. Defender for Cloud M5  IRIBEREEHERLE T,

EfR: (EfEZRTLET)

Eﬁ:ﬁ: 69
VNet1 E WS RRIDRBERY FT—9FEL Azure TR0 ) T avhHYET, VNett [SIE RORICRI TRy FHAEENTUNVET,

Name IP address space

supnetd

IR T avIZE RORIZCRTRET D UNEENLTNET,
Name Connected [E” .

VM1 subned

Ve Guhinet:

VM2 Subnet3

VM3 [Z[E R— bk 8080 THHE YA VT BHY—EANEFTFATLET,
VM1 TlE ROREIZTRT KIS, ¥ AR VEALUTIVM TR EZERLET,


https://www.jpnshiken.com/q/68811-6426742/

JIT VM access configuration

VM1

+ Add 5] save X Discard e(\\s

®
Configure the ports for which the just-in-time V %be apphcable

Home > Just-in-time VM access >
o ..MI%{\OSOft

Port Protocol Allowed so @ IP range Time range (hours)
)

3389 Any CJDR\Q 10.10.0.0/24,192.168.10.0/24 3 hours

8080 Any Per request N/A 5 hours

UTOEXIZDOWT, ELWMMESIE R ZBRLTLKESVD, E5TEWNMGEEF DOVA JZBIRLTSZEL,
AR ELWEIRISEITTIRSI Y P EESIET,

AITSWET MIEd
Stements oﬂ' Mlcrosoft No
You can establish a Remote Desktop mnnechun ‘h"lﬂ, VM3 for a maximum of three
howrs.
You can establish a Remote Dw*::n from VM2 to VM1 after requesting access, O 0
You can erstahlus @ top connection from YM3 to VM1 without requesting O o
BCCOLS.

IEfiZ:

Answer Area

Statements

You can establish a Remote Desktop connection frﬁlm b VM3 f
hours.

You can estabhsh a ogh %M rom VM2 to VM1 after requesting access.
.. M ' c m&q Remote Desktop connection from VM3 to VM1 without requesting

Hol

e

Explanatlon:




'Microsoft

You can establish a Remote Desktop connection fraf¥WM1 1o VM3 Tor a maximum of three
hours,

You can establish a Remote Desktap connection from VM2 to VM1 after requesting access.

You can establisha Remete Desktop connection from VM3 to VM1 without requesting

ACCess,

BRE: 70

Microsoft Defender for Cloud ##H3 % Azure Y TRV 1) T avhH Y ET,

Defender for Cloud Z{#F L T, Azure CIS 1.4,0 122X T SRFINDERNEHER T IVLELAHYFET VI a—2a Vi EBERERIRICNZZBLENHY T,
RN ETRETITMN?

A. Out of the box standard ® 1 DZEMIZLET,

B. hRALA=ZVTFFITHEEMLET,

C.Azure CIS14.0 2 #=FHTEMLET,

D. Azure /R >—%E|Y HTET,

IEfE: (EfgZRnTLEY)

B 71

Azure TR 1) T2 3203w FIZRG1IEWS KRN Y—RTIL—THNEFENTULET  RGIIZ(, storage1 EWVNVSIBRIDA CL—DTFThHO U EAEERTULET,
RG1#XO—7 &3 BRole1&Role2E WS BRID2DDH AR LAzureO— b HY F£F,

Role1DERIE  RDISONO— RIZTTRENTWLVET,

"permisslons™: |
g
L
“sctions™; |

"Microsoft. itorade/ storafedccoentss listievisaction” .,

1.

“motActions®: [],

“dataactions™: [],

“motDatadetions™: []

} X L
T n -
_ Rt
! ' -
-..l'-.'- 1 ..':.
The permissions for Role2 are shown irihe follofing 150N code
tREF Byt
i N
“permizgionz™: [ = L L ®
g " o '-"-': !
- Micrgsan:
L % Neections®: [
b B “Microsoft . Storage /storagedccounty flistleys faction™,
“Microsoft.Storage/storagesccounts/ListhccountSas/action”,
“Microsoft.Storage/storagedccount i/ resd”

“notactions™: ],
“datadctions™: [1.
“notDeteabetions™: []

H


https://www.jpnshiken.com/q/68811-6426744/

.....

Microsoft = No

User] can read data in storagel eﬁ\,ﬁ.

.
.
i r L

User2 can read data in storage).s i
. N %
L ¥

User3 can restore rcrigeﬂ,gm Em:un in Azure Backup

&5

1E fi#:
[ 3 -
i & Microseft
User1 can réad data m storage) |
-
1
Uiser? can read data n ftorage) O
User3 can restore storaged-fipm a backup in Azure Backup ‘
Explanation:

Statements

Userl can read data in storage

User2 can read data in storage®, -

User3 can restore storage from a backupin flzuse Biciu@. | b
= Microsoft

B 72

Azure Y TR YT a3 EEHELTT,

AzSQLT1 EWVSARTID Azure SQL R A—TU F A VRA VR ETIOA4TBHFETT,

AzSQL1 DEEEIEY ) 12— a Vv EHREIT IHRENHY FT,

V) a—2avIRODERER/-IBELHYET,

FT—AR—R IO UNF—DOTOED I =Y TADEEL. BLUESEDOBEEEETTERVKSIICTILELAHY FT,
*TF—AR—_ZREEENEEILESN-T 22T L—VTFRCHRETEAVESICTIRENHY T,
HEZICIIAEEDHIRETLLSH?

A.TLS

B. Azure T4 RV BEE 1L

C. BIZHS 1t

D. BEEEX—%#FEAL-EBMNT—21ES1t (TDE)

E. Microsoft EIB X —%{F A L =& BN E T—2 151k (TDE)

EfE: (EREETRLET)

ﬁﬁﬁﬁ:ﬁ: 73
D)) —REELAzure b TRV ) TFoavhipy £,


https://www.jpnshiken.com/q/68811-6426746/

* Subnet1$ & USubnet2E NS BRTID2DDH TRy hEELVNET1E WS ARIDRESRY tT7—5
*TS5AR—KP7 KLADHEHS _ Subnet![ZHEHKET 2VMI1E WS KRIDREYL Y,
AR —=2Y EHBVMIANDY E— b TR by THEREBITELLSICTEILENHYET,

IRFEICRITT DRENHDIDDT I AV FENTIN?EESTHICE BUNETI2avET7I0aV DA MNOEEIY7IZBE L, ELWVEFTHESRET,
- Answer Area

Actions M .
mt Micr
Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewall,
1Efig:

|. ' . Answer Area

CTOSOTT pcalccnnnsiasin

________________ - Create a new subnet. ]

Create a network rule collection. ] Deploy Azure Firewall. '

Create a NAT rule collection.
_________________ Create a NAT rule collection.

Create a new subnet.

Actions

Deploy Azure Application Gateway.

I Deploy Azure Firewall.

Explanation:

Create a new subnet.

S TCTOS O
Ueploy Azure Firewall.

Create a NAT rule collection.

Eﬁ:ﬁ: 74



ROKRIZTRT AzurelREBRy FO—0HhBHYFET,

Name Location Subnet Peered network
VNET1 East US Subnetl VINET2
VNET2 West US Subnet?, Subnet3 | VNET1
VNET4 East US Subnet4 None

RORIZTT AzurelREI S A HYFT,

lication Network saaﬂﬁ.h ) I S Public IP

Sl s::fl':ny group group (NSG) - ?hmﬁ: address
VM1 ASG1 NSG1 ' Subnetl No
VM2 ASG2 NSG1 Subnet? No
VM3 ASG2 HNSG1 Subnet3 Yes
VM4 ASG4 NSG1 Subnetd Yes

TRTDREIL VDI 7A T 24— ILIE pinghbS T4 v ZFHRILET,
NSG1E RDEBRIZTT ESIZER I TNET,
AR EEXaAYTaIL—IL

Priority Name Protocol Source Destination Action

110 a Allow_RDP Any Any o Allow

Any

130 Rulel Any ¥ ASG1 Any = Allow

140 Rule2 Any 7 ASGZ Any e Allow

Rule3 9 ASG4 o Allow -

=5 Microsoft

65000  AllowVnetinBound

Any Any

Any Any o Deny

VirtualMetwork VirtualNetwork o Allow

65001  AllowAzurelLoadBalan.. AzureLoadBalancer Any o Allow

65500 DenyAllinBound Any @ Deny

ToORNODUREXI)TaI)L—)L

Port Protocol
Any ANy

Name
AllowVnetOutBound

Source

VirtualMetivork VirtualNetwork = Allow -

AllowinternetQutBou,.. Any Internet = Allow -

Ay Any
Any ANy Any Ay

DenyAlloutBound o Deny

RDERAT—FAVMZIDWT ATF—FAY A rueDFEIE [[FWVNZRBIRLET, TALSNDOBEIX [LWWWA]ZEIRLET,
I UDBRIIFAEFNIARS Y FOMEAHY 5,



Statements Yes No
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully

n‘
VM3 can be accessed by l.smg Rehlote Desktop from the internet.
1E fi%:

Statements Yes No
VM1 can ping VM3 successfully. 101

VM2 can ping VM4 successfully.

VM3 can be accessed by using Remote Desktop from the internet.

Explanation:

Statements
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

VM3 can be acdedsad -bi_-.uji__iq@'-ﬁemme Desktop from the internet. |

Box 1: Yes

VM1 and VM3 are on peered VNets. The firewall rules with a source of ASG1 and ASG2 allow 'any' traffic on 'any' protocol so pings are allowed between VM1 and VM3.

Box 2: No

VM2 and VM4 are on separate VNets and the VNets are not peered. Therefore, the pings would have to go over the Internet. VM4 does have a public IP and the firewall allows pings. However, for VM2 to be able to
ping VM4, VM2 would also need a public IP address. In Azure, pings don't go out through the default gateway as they would in a physical network. For an Azure VM to ping external IPs, the VM must have a public IP
address assigned to it.

Box 3: Yes

VM3 has a public IP address and the firewall allows traffic on port 3389.

BRE: 75

contoso.com & LY 5 £ EifDAzure Active Directory Azure AD) 73 > MZEEEF T 5TV SHSub1&E WS ZRTIDAzUre Y TRV 1) T2 3 UhiHY 9,
Admin1&E WS ZETDEBEIL ROIDIZF IV ERTEET,

*Openl DR EDI—HF—FTHH 2 k

*Hotmaill 7 Ao > k

* contoso.comDF7 h > k

* fabrikam.com & L3 B RTDAzure ADTFH 2 FDT7THO Y b

Azure7 HH Y rtE U2 —%FERAL T Sub1OFRAEEZAIMNIZEET SFETY,

SUb1DFBIEZFZEETESAT AoV MEEATT M

A. contoso.com only



B. contoso.com, fabrikam.com, and Hotmail only

C. contoso.com and fabrikam.com only

D. contoso.com, fabrikam.com, Hotmail, and OpenID-enabled user account

IEfE: (EfEZRTLET)

When you transfer billing ownership of your subscription to an account in another Azure AD tenant, you can move the subscription to the new account's tenant. If you do so, all users, groups, or service principals who
had role based access (RBAC) to manage subscriptions and its resources lose their access. Only the user in the new account who accepts your transfer request will have access to manage the resources.
Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transferring-subscription-to-anaccount-in-another-azure-ad-tenant

Eﬁ:ﬁ: 76

Contoso.com & VS &HID Microsoft Entra 77+ > FE LU RG1 E WS EFIDY) Y—X JIL—T (2 9 ShTULVS Subscription1 &£ WS ZHID Azure TR YT avhHyUEd,
contoso.com [Z Role1 EWS BARIDAREZ L O—)LZERLET,

HERRZ{EIZ Rolel ZERATZADIEEZTTH?

A. contoso.com. RG1. & & U Subscription1

B. contoso.com & RG1 D&

C.contoso.com EHTRY YT 321 DHF

D. contoso.com M #

IEfE: (EfEZRTLET)

BB AZ-500JE REE [XJPNTest.comigit S AZ-500JFHER[C ST H Z L ITRITII B F T ! JPNTest.comlI S mFTAZ-500J BRI REE 12 L £ 9, JPNTest.com AZ-500J5t 58 EIEE L H S BEFH S NFEL
=, 2T Z CTAZ-500JfSREENDTA FI VO VEFITANET , RO 7 2 £ X _https://www.jpntest.com/shiken/AZ-500J-mondaishu 520f5. 3 0%7r « Ah > k #5814 EI5|a— F: JPNshiken

B 77

AzureIRENHY FT,

ISO2700 1424 IZER L TV WAzurel B E T —V O— FEHETLIVENHY FT AEFEIRETIMN?
A. Azure Sentinel

B. Azure Active Directory (Azure AD) Identity Protection

C. Azure Security Center

D. Azure Advanced Threat Protection (ATP)

IEfE: (EfEZRRLET)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

BMH: 78

A—H—NVMOIZT7 IV R TEL L EZHRTIVENHYET, V) a—23av@ETI3Y b I+ —LREEHZEH LTV IRENHYET,
HEIAMETINEN?

A.VMOZ%Subnet1IZ#EILF T,


https://www.jpnshiken.com/q/68811-6426749/
https://www.jpnshiken.com/q/68811-6426750/
https://www.jpntest.com/shiken/AZ-500J-mondaishu
https://www.jpnshiken.com/q/68811-6426751/

B. 774704 —)LT 2V EIT—=D S T4 9T T4NE)TIL—ILEERLET,
C. RT1#%#AzureFirewallSubnetlZE|Y #TFET,

D. 774794 —ILT DNATIL—ILZHERLET,

FfR: (EMERTELET)

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-dnat

B 79
£$t1Z(% Subscription1 & WLVS &RID Azure Y TR 9 ) T 3 A% Y £9, Subscription! [, RORIZRT 1—H—% S Azure Active Directory 773 > MMZBEER TN TWVET,

Name |g MicrosRole
Userl Global administrator
User2 Billing administrator
User3 Owner
User4 Account Admin

L#EFFHLVLREEICFTERSIND,

£ %t Subscription1 OFFEEZEET SWHENHY T,

EDI—HY—HLEEEZEETE EOV—ILEFERTIVENHY FTTHM? BET HICIE, EEEETEU LA T a vEERL TS,
FE ELWLVBIRISEICTI RSV AR EShET,

User: v
Userl
User2
User3
User4
Tool: ' Micros Wt

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

EfiZ:


https://www.jpnshiken.com/q/68811-6426752/

User: v
o

1 Userl |

Tool: S ‘ -

e . R

_ Azure Cloud Shell M 'C!DSDf’t
Azure PowerShell
Azure Security Center

Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer
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Sub2MVM1 VM2 L UVM3ID X1 T4 ZFMLTULVET,

UTDERT—FA U KMIDWT AT—FAVMAETHAEEEF IV EZRBIRLET, TNUNDOBEIE, WA ZRIRLET,
FEFENFNROELLBRIZIFIARS > FOMBIELHY 9,

|
—tl\Y lcrosoft .

From the Intemet, you can connect to the web server on VM. byllising HTTP.

From the Internet, you £an Connect 10 the welb sepveran VM2 by using HTTP,

From the Intermet, yourcan connect to the web server on VM3 by using HTTP,




eVl iCrosoft .

.
From the Internet, you can connect to the web sedier o WM by using HTTP,

L

From the Internet, you cangonnect tathe web server on VM2 by using HTTP.

From the Internet, You tan connect to the web senver on VM3 by using HTTR.

Explanation:

Microsoft e

From the Internet, you can connect to the web server aniViM1 by using HTTP. O

From the Internet, you can connect to-the Web server on VM2 by using HTTP. ()

From the Internet, you can connect to the web server on VM3 by using HTTP. O

B 81
RORIZRTVY—REEC Azure B TRH Y ToavhidhyEd,
Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity | RG1 West US

HIRY ) T avid RORIZTKRTI—H—%EL Azure Active Directory (Azure AD) TF > M2 Vo EhTWET,

'Name | Usage location
User1 | United States
User2 | Germanyosof




RORITRTITI—TEERLET,

Type
Security Dynamic User
Microsoft 365 Dynamic User

Group1 & Group2 M A IN—2y T IL—)ILIX  ROREIZFRT LS ITEBRINTLVET,
Dynamic membership rules - X

Ll Save X Discard ¢’ Got feedback?

Configure Rules Validate Rules (Preview)

You can use the rule builder or rule syntax text box to create o edit'a dynamic

“_'m:em &L’!QLSG . more

And/Or Property Qperator Value
accountEnabled Equals true
Or ~ usagekocation ~  Equals « US v

-+ Add expressi@p %¥ Get custom extension prapertie*so

Rule syntax ¢ Edit

(user.accountEnabled -eq true) or (user.usagelocation - eq "US")

UTOEXIZDOWT ELWMERIF R ZBRLTLLESWD, Z5THNMESEF DOVE 1 ZBRLTLZE,
AR ELWEBRIEICTRAY A ESIET,

Statemerts\/| | Yes No
User1 is a member of Group1 * Sroup2. @) O
User2 is a member of G@pﬁ only. O O

Managed1 is a me@?ﬁof Group1 and Group?2. O O



Statements Yes No
User1 is a member of Group1 and Group2. '_Q_: O
User2 is a member of Group2 only. Q, '_O_:
Managed1 is a member of Group1 and Group?2. O :_O_:
Explanation:
Text Description automatically generated
Statements Yes No
User1 is a member of Group1 and Group?2. O O
User2 is a member of Group2 only. O O

Managed1 is@in >mber bf Group1 and Group?2. O O

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

B R 82

AUTULIR 3y bT—2IZ1% Active Directory KA A > H—EX (ADDS) KA V& RORIZRT TINA ADEENTULET,
Usert EWSERTIDRIEASNIz2—F—ZFEL/\1 T 1) v K Microsoft Entra 7+ > bHDHY E£9,

RDFXIZTRT Azure Files EEFEL Azure Y TRV ) T a3 vhhbYET,

fERIZIX, storage! &L U storage2 TR L—Y 7740 T—4 SMB £#EHBERBORIINE|IY BT NET,

Share! DX 1) T4 REF ROEICTT LIITHEREINTNVET,



Secufity Microsoft x

Frotocol l.rmng;.

Azure Files exposes setungs that ket you togghe the SME protocel to be more compatible of
moTe secure. depending OnN your orgamnzation's Requirements. Restncting thete settings may
prirvent some chients from being able 1o connect. Learm moe

Profile
| Custom A |
SME protocol vernoni SME channsél encryplion
[[] sme2n ! None
[] sme 30 I aes-r2s-cem
| ELCESR B ass28-6om
i aes-256-6om
Authentication mechansms KarDeros tcket encryplion
B e B cemac
B <ervercs B aesase o
. For mane mformpton on wppon foi protocal witings n thent 1B on Afindoes
and GME o g &

he Security settings for Share2 a’ n u@wn in the following exhibit
Security \ X
Frotocol settngs

% that let you toggle the SME protécol to be mote compatible or
g 0N yOuT Srganation’s reguinements. Restnicting these settings may
ts from being able to connect. Learn maong

AZure Fil

Profi
| Custom v ]
ShE protocol versions SME channed encryption
] sme 21 | Nons
(] sm230 B 2ss-28-com
i sves B a:s28-Gom

B acs2s6om
Authentication mechanmms Kerberos ticket encryplion
[ vz B rca-smac

B <eteros B ass-2s6



UTOEXIZDOWT ELWMESIE R ZEBRLTLESVD, 5 THEWNMGS(E DOVA JZERLTESL,

AR ELWEIRISEITTIRA Y FBFEESIET,

Answer Area = ] I" e "

Statements L U - OSOft Yes
User1 can mount sharel to Server2 by prov ul@ age access key

?{%‘] their Microsoft Entra identity

1 by using their AD DS identity,

User? can mount share?
il

Usert can mount share1 ‘i'fwu‘

1E#E:
Angwer Area
Staterments _In No
e can mount dhare? 10 Seneed? by piovid T SO Age HCCEEE Ky L _I
LizerT can mount shane? ta D], DERIng ther Microsoft Entra adentity |____J
i AT 'u.‘ & o) T AT I ¥ DR igentity I_ 1
~ g e rE L Ot e
4
—
Explanation:
Answer Area
Statements Yeag
User1 can mount share1 10 Serveré by providing,a Stofége access key, -
Usar1 can mount share1 to Devicel by lising their Microsoft Entra identity &
i e L]
User1 can rnuvafIhE!Z‘*M‘ILCrtjeSl@ﬁtm v
LY
Eﬁ:ﬁ: 83

contoso.com & L\ 5 & &M AzureActive Directory Azure AD) 77+ > bDHY 9

contoso.CoOmDEZ R E BT HIDLELHYET , VI a—2a vk ROBBFFHL-ILELHY FT,
“logZ2FMRHFELET,

*KustoV TYEREZFERALTRIZ9 TS S

CBEEEREZR/MBRICAET,

AJIEECICRET IRENHYEITMN?

A. Azure LogAnalytics 77— A R—X

B. Azure4f N> kT

No

No



C. AzureStorage 7 ho > k
Ef: A (A EHKT D)

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries

Eﬁ:ﬁ: 84
RORIZRIHMET LU EELAzure TR YT a3 vnihpyUET,

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

Azure Security Centeri s> BB TOEYa= 54 UI2LET,
RORISRIRETSVEZEBBEALET,

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS
Microsoft Monitoring AgentlZ EDRBIT O VT4 VR F—ILENTWVETM?
A. VM3D #

B. VM1$ & VM3 D #

C. VM3E & UVMAD #

D. VM1 _VM2_VM3_ & &k UVM4

IEfR: (EffZzRTLET)

When automatic provisioning is enabled, Security Center provisions the Microsoft Monitoring Agent on all supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and 18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803.
References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-faq

Eﬁ:ﬁ: 85
RORIZERTTIL—THEEL Azure AD T+ rDHYET,
Name Type Contains members
Group1 | Security Yes

Group2 | Microsoft 365 | No
RORIZRTKSIC TL—TI2S5A4 2V REFENYHTET,

Group Licensé

Group1 | Azure Active Dirégtory Premium
P2

Group2 | Office 365%5

Group3 | AzupeActive Directory Premium
RE 1



https://www.jpnshiken.com/q/68811-6426757/
https://www.jpnshiken.com/q/68811-6426758/

58 1B8IZ, Group1 #HIBRLET , JIL—T2L5)IL—T3,
RDERAT—FAVKIDWT FORT—RAY A true DIFEIF [TV ZRBIRLET, ThLSDBEIE, WZ ZRIRLET,

FEELCERT BFL-UITT RS Y FOMEELHY FT .

Answer Area
Statements Yes No
On May 3, you can restore Group1.
On May 15, you can restore Group2.
M ICrOSO ‘Ft On June 3, you can restore Group3. D
EfiZ:
Answer Area

Statements _ Yes No

On May 3, you gan reftordiGrotp?. | 10 4 )

M ic FO S Oft Y 1. Oh May 15, you can restore Group?. :__ :
o On June 3, you can restore Group3. !r 5 ]
Explanation:
ANSWET Area

Statements Yes No
On May 3, you can restore Group1. ®

M I Cros O.F .t On May 15, you can restore Group2. ®
On June 3, you can restore Group3. ®

Eﬁ:ﬂ: 86
AzFWL & LV5 &M Azure Firewall Standard DA Y A2 VR EEL Azure TRV ) T a o HBI5E AZFW1 TROMEEEERTESNEINEHER T ILENHYET,

*TLSA VAR Y3y
*BEAUTIOIUR



* 2y b I—H BARES & UL R T L (IDPS)
HiEfzIEREES ENTEETHN?

ATLS A VRRES 3y BREAVTYSI VR BEUIDPS
B.EBA T AL IDPS OH

C.TLSA VAR 32 & IDPS DOH

D.TLS A VAR 3 DH

E.BBA TV I VADH

IEfE: (EfgERTLFET)

Eﬁ:ﬁ: 87
Azure Y TR YT aohBHBYEFT TRV YT aVICH RORIZSRTH TRy FEEL VNetl EVWSEFTIDRERY FTO—IDBEFNhTNET,

Mame

Subnet?
Subnet2
Subnet3
Subretd

IR )T aVITE RORICRITERT TINEFERTLET,

o Description

ses the Azure Functions Premium plan and has virtua

network integration with YiNet1/Subnet1

Uses an App Service plan in the Basic pricisd Ber and has

virtual network intggedon it biem Slibner?

25V 53’?‘9""‘-‘\5‘5“5 PRrue@phah in the Premium pricing tier and
il \"l.-h“.r';"l".'l.hl etwork integration with ViNet1/Subnet3

Uses an App Service plan in the Isolated pricing tier and is

depioyed 10 Wiet 1/Subnetd

Appd

NSG1 #ERALTHIHSINDEZTTVDEERSI T4 v I FENTITH?
A. App3 & Appd D H

B. App2. App3. Appd D #H

C. App1., App2, App3. App4

D. App4 D &

IEfR: (EffzRnLET)

Eﬁ:ﬁ: 88
RORIZRKTRACL—D THOUREEL Azure Y TRV Y T3 ohHBYET,

Name | Performance | Premium account type Redundancy Sub-resource
= = Locally=cetd Umclar o :
storagel | Standard Not apphicable % VA =4 v wo Azure Files shares
stohgeddl H5)

Locally-redundant

storage (LRS)
ARL=SF7A 0 MDE—Fy b TYY—RITHLTTSAR—bI U RRA UV FEERTEIRELNHYET, VY 2a—2a VTR TIAR—FIVRRA UV FEFERLTIRTOE =Sy b T Y—XIC
TFOERATZELLIICTEIRENHY FT,

EARL—=U THIY MERT DBENHDTIAR—F TV RRA Y FORNMIENSDOTEN, BET HICIF, BEBETENGAF T3 VEBERL TS,

FEELWVERIEICTRAY AT ESNFET,

storages | Premium Page blobs Threé EGIHiFH*"a,-_r-,qy_i t



https://www.jpnshiken.com/q/68811-6426760/
https://www.jpnshiken.com/q/68811-6426761/

Answer Area

storage !
Mi
storageZ: |1 -
2
3
B
g8
S
IF fi%:
ANSWeEr Area
storagel:
storaged:
Microso#t
Explanation:

Answer Area

storage

storage’:

B 89

contos02023 E WS ZRIDRA FL—U FHOU R EET Azure Y TRV YT avdhHhUET RDEZRIVERTTILELAHY FT,

*SMB M L1z ID R—ZXDBEEMNEHIZHE>TWSI I L E#HRLET,

* 2023 FIZDHF1—H—[Z contoso2023 ~DTF7 IV R EZHALET,

ED2DODHREZFEATIVLENHY FITMEEZTHICE BET) 7THYLGEHREZBRL TS, F ELWMERIEICT RS Y FOEEAHY FT,



Answer Area

= contoso2023 #
mm—

L ] e

I £ Dugacts 3nd 1mbe piaslen

I'.' Dty mgraton

ll} Misgrpazdt Dyhpeaiar for {load ]

Chats rrusnsgement

lf (ot gl alcm

I B [Cats prodect-bs




AncwerArea

contoso2023

5, %
3

Explanation:
A screenshot of a computer Description automatically generated
Requirement: Verify that identity-based authentication over SMB is enabled Go there to configure Identity-based authentication (Active Directory) for Azure file shares.

Ref: https://learn.microsoft.com/en-us/azure/storage/files/storage-files-active-directory-overview
2. Share access signature
Requirement: Only grant users access to contoso2023 in the year 2023

B RE: 90

FCOBEREI RLOFIVAZRRTI—EDERO—EHTY, V) —XDZERICIE, BB SN-BELXTERTIAEEOHIHBEDOV) 12— arvBNEENRTVET, —HBOERtE Y MIIFERDIE L OEREK
NHHGEELHNIE ELVVBRENGWNVGELHY FET,

CDEVVIVOERMICEET 5L ZTDERICRDIZELEIETEERA, TOHR, CASDERIILEa—BEREICRRTINELA,

Azure Active Directory Azure AD)D/\A T v RERAHY £7,

R kT —% LIZAzure HDInsight? S A2 —MHY ET,



427 L 2 RDActive DirectoryEH&IEHREZFRAL T 1 —H—NISRA =R LTCHRIETESEELSICTBHFETT,
AEENZBEAEZYR— T ALIICIRIREEBRTILENHY ET,

R Azure AD7 T r—S 30X #EBEALET,

CNFERZERLTOEIN?

A. [FLy

B. L MR

EfR: (EffzRTLET)

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.
Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:
Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.
Configure forwarding between the custom DNS server and your on-premises DNS server.

Reference:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

Eﬁ:ﬁ: 91
contoso.com & L3 & B0 Azure Active Directory (Azure AD) T3+ > kWb Y & ZI1Z(F Group1, Group2,  Group3 £ W3 3 DDtEFXFa) T4 JIL—TE RORICRTA—HF—HMNEFNLTLET,

Ro'oVIGtOE0TT | Member of
Application administrator Groupl

Application developer Group?2
Cloud apphlieation administrator Group3

GIW—TF3ETI—T2M A 2 IN\—T7,

contoso.com T RDFREEZFHED Appl EWVWSBRIDIVA—TSAX 7TV r—2a 0 EB8HELET,
*FREE A —H—1

*A—H—LHI—T FIIL—T2

ROEIZTTESIZ Appl DTANRT A EZHERLET,



https://www.jpnshiken.com/q/68811-6426764/

H Save X Discard @ Delete © Got feedback

Enabled for users to sign-in? e | Yes | No
Name"* o Appl
Homepage URL e |

Logo e
AP
Select a file =
Application ID e + 75082794 3617-4347-ac6d-88cida564072
Object ID o 49268b6c-2f57-4c0f-2028-F6d635¢e655

User assignment required? e Yes | No

Visible to users o ' Yes | No
Notes e
m Microsoft

UTDOEXIZDWNT, IEL,L\iﬁAld: FLMZRBIRL TS, 5 THRWMEE(E E\L\KJ;&J_:]:R LTSy,
FECELWMEBIRIEICT RSV IR EESRET,

statements/| | CrOSGR:

)
User1 has Appl listed on his pps portal.

User2 has Appl listed OQI\% r My Apps portal.
User3 has Appldi ﬁon her My Apps portal.




/l1c rStateérhents Yes No

I
|

Userl has Appl listed on his My Apps portal. [ )
User2 has Appl listed on her My Apps portal. 10!

User3 has App1 listed on her My Apps portal. Ie)

Explanation:
Text Description automatically generated

Statements Yes No

Userl has Appl listed on his My Apps portal. | ©

User2 has Appl listed on her My Apps portal. | ©

User3 as Appilisted on her My Apps portal. | O

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

BB AZ-500JF B (FJPNTest.comiZ2 it &  AZ-500JRERICEHT 5 2 LIZRIZII B ET ! JPNTest.com(F S HEFTAZ-500J K ERRIREE #1214t L £ 9, JPNTest.com AZ-500JRERRAIREE XL SEHFSEL
=, CCTAZ500JBENDTA I VS VEFIZANE T, BHFRD 7 & £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520 3 0%7 « A Ao > + #5314 EI513— K: JPNshiken|

Eﬁ:ﬁ: 92

Subscription1 & WLNS &ARID Azure TRV ) T3 ohHBY OB TR TLavITIERGI EWVWS ) Y—XR JT)L—T & Userl LW A—HF—NEFENTULET, User! IZIE RG1 DFIEFEO—ILAEYBTS
nNTWET,

ROEIZTFT ESIZ RG22 EWVWSKZRFDY Y—R JI)L—TZEEL Blueprint! & LV5 ARITD Azure Blueprints EEZZERR LE T,


https://www.jpntest.com/shiken/AZ-500J-mondaishu

Edit blueprint

Basics  Artifacts

Add artifacts to the bluepnint. Add resource groups to organize where the artifacts should be deployed and assigned:

NAME ARTIFACT TYPE

v ? Subscription

o Add artifact..

v(¥¥) RG2 Resource group

O Userl {Userl@skZOOﬁZBout[ook.onm:crosoft com) : Tag Contributor Role assignment

+ e VIICrosoft

RDERTE ZHEH L T, Blueprint1 % Subscription1 IZEIY ¥ TEY,

Oy DY ET: HAMYER

*EENRID: DATLEIYHST

UTODEXIZOWT ELWMEEIE EUOMFERLTLESWD, 23 THWMEAF DDWR IEBRLTLESL,

AR ELWERISEITTI ARSIV FBFESIET,

Statements - /1 !CYOSO“H Yes No
A locking mode of Read Only will be assigned to RG1. )

Userl can add tags to RG2.

You can remove Userl from the Tag Contributor role for RG2.
IF fi2:

PARAMETERS

2 out of 2 parameters populated

1 out of 1 parameters populated



Statements Yes No
A locking mode of Read Only will be assigned to RG1. :_ |

Userl can add tags to RG2. 10| >

w5
=S . " ) '5“.'5"
You can remove Userl from the T4 Mﬂmi%tﬁr&%@ fér RG2.

Explanation:
Graphical user interface, text, application Description automatically generated

Statements

A locking mode of Read Only will be a,ssigned to RGL.

Userl can add tags to RG2.

You can remove UséxI{fiom the Tag Contributor oVdGED S aft kel

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
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RORIZTRT LT KERE2) —2 3 VI22DDAzurelRBBT L Uoidh Y £9,
Name Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 Ubuntu 16.04-DAILY-LTS Lds Standard

Azure Key VaultZz T 704 L THERLET,

VM1$ & VM2 TAzure Disk EncryptionZBMICTESH L Z2HERT OIDLELHY FET,
ERETUTHEZERTAMLENHYFIN?ERETSHICE EETY 7 TEUNGA T a VEERLET,
FFNFADOELWERIZIEIARS V FOMIESHY 5,



IVIHHLEUSUIL

VM1: | v

The operating system version
The tier
The type
VM2 B 4
The.operating system version
The tier
The type
1E fZ:
VM]';}. rosoft | v
|The operating system vérsion
|The tier
The type
VM2: [ S S | v
The operating system version |
The tier
The type
Explanation:
VM1: The Tier

The Tier needs to be upgraded to standard.

Disk Encryption for Windows and Linux laaS VMs is in General Availability in all Azure public regions and Azure Government regions for Standard VMs and VMs with Azure Premium Storage.
VM2: the operating system

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2- capabilities

Eﬁ:ﬁ: 94
F OEME RLREEZERT VK OMDERBICEENTVWET L I XTOERICIIMFOBRENHYET , Va2 —2a hBERER-LTVSNESHEZHERLET,



HE-OE# (21 weylandindustries.com& WLV S ZBRIDE— KA A U & DActiveDirectory 74+ LR AH Y £9, £1- B CLAIDAzure Active Directory Azure AD) T+ bEHY FT,
ActiveDirectory & AzureADTF > D& EIEH LE L=, Azure ADConnectz 7T 7AA T 5FETT,

MEDETIE NRT—FR) =1 —HF—n5F O OFIBEMN, Azure ADTFH 2 MIREISNDA—HF—THO U MIEEEZE5Z DELGY—N\—OHPEIFEINDLSITTIRHELNHY FT,
ERE NAZRW—GBRENRT— Ny D amZFERAL-Y—LLASSODERZHEHLET,

VI )a—2aVIEBBEERLTULWETM?

A. [T

B. LMMYR

IEfE: (EfZRmLFET)

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
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RG1 EWLVSEZHIDY Y—RX TIL—TIZ 15 8D Azure RET L UNHY ET,

TRTOERET L UONE—DT7 TV r—2 3 v EETLET,

RSN TWEWT T Tr—2a 0oz 7HMRET D UTETINIDEH SRENHY FET,

DE=IIRZET o EHN?

A. Azure Active Directory (Azure AD) ID REZHERLE T,

B. Microsoft Defender for Cloud W5 7R T774 7 77U r— 3> arv bA—LEEBRELET,

C.Azure R >—% RGI [TERHALET,

D.RGIIZYY—R Oy &##ERALET,

IEf#: (EfEZRTLET)

Microsoft Defender for Cloud helps you prevent, detect, and respond to threats. Defender for Cloud gives you increased visibility into, and control over, the security of your Azure resources. It provides integrated
security monitoring and policy management across your Azure subscriptions. It helps detect threats that might otherwise go unnoticed, and works with a broad ecosystem of security solutions.
Defender for Cloud helps you optimize and monitor the security of your virtual machines by:

* Providing security recommendations for the virtual machines. Example recommendations include:

apply system updates, configure ACLs endpoints, enable antimalware, enable network security groups, and apply disk encryption.

* Monitoring the state of your virtual machines.

https://learn.microsoft.com/en-us/azure/security/fundamentals/virtual-machines-overview
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Azure Key VaultZ & Azure TR 9 ) T a v BELBTY,

FLOF—DEDELGIRKAYRETEET IVLENHYET . OV a—2a ik EBEEEZR/IBICHIZ LD TRITAIEGY T A,
fAIZESINETLLIN?

A. Azure TIL—T 1Y Uk

B.¥—a 7 +-—070/T4«

C. Azure /N~ —E 21—

D. Azure Policy

FfE:D(AAVREHRRT D)
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BRI BLSFIAFRTTS5—EFEDEMO—HTY, VU —ADRXEMICIE, BEIN-BEEZERT HAEEDOH I HBEDY )2 —2avhEFENTVET, —BOERME Y MMIIXEHRDIE L LMERE


https://www.jpnshiken.com/q/68811-6426768/
https://www.jpnshiken.com/q/68811-6426769/
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RHdHEELHNIE ELWMERRENEMEELHYFET,

CDEYLIVOERMICEET 5L, TNERICRSZEIETEERA, TOHRE, CALGDERIILE 2 —BEREICRRTINELA,

Sub1E W3 ZRIDAzure S TR 5 ) Foauhdhp Y £9, SubliZid, Windows Server 2016 % E473 3VM1E WS ZRIDAzurefRE8<T L UREENTNVET,

Azure Disk EncryptionZ{EH L TVM1T 4 R Y BBt T H2HELRHY T,

IBFEICETT IDENHD3DDT I avFENTIN?EZTBHICE BULETILavETIDIVOIRMGEZIY ZIZCHEEL ELWVEFICHENET,

Actions

Configure secrets for the Azure key vault.
Create an Arure key vault,

Run Ser=-AzurefmsStarageAcsount.

Configure access policies for theAzure key vault,

Run Set-AzureRmVabiskEncryptionExtension. :!]m M i C ro S Oft

Explanation:

= VIIcrosofrt
Create aft Azure key vault.

W

Configure access policias forthe-Azure key vault.

LR

Run Set-AzureRmVmDiskEncryptionExtension.

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks
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Userl EWWSERTINDI—H—%EL Azure AD BNE®IIZH Y E LT,



Appl EWSKARIDT TYZEEALET,

Userl [ Azure AD 7 74— 3y 70X %FEAL T Appl 20T 2RELHY FT,
Userl ICEDEEIZEIY B TEHIRETITH?

ATy K IDEEE

B.UVSORT7TI)r— 3 DER

C.77Ur—>a ElE

D. Cloud App Security BI2#&

IEfiE: (EfEZ R LFET)

B f: 99
FUTLIRADT—E U2 —ICHEREN, RORICSRT VY —ADBNEEND Azure TRV Y T avhbyEd,
Name= 1™ I\ /11 - r ) § () T Pescription
storage A staragé account
storage? A storage account ~
KeyVaultl | An Azure key vault
VNet1 A virtual network containing a'single subnet that has five
virtual machines connected
VNet2 A virtual network containing a single subnet that has three
virtual machines connected

VNet1 & VNet2 DRy bT—9 H—EX TV RRA U FEBAT IVENHBYET, Va1 —2aVEUTOEREZRB-ITRENHYET,

*VNet1 DY T3y MMIEHGT HIRET S & Microsoft /Ny I R—>2 =y kT —- Z{FEAL T storage1_ storage2, 5 & U Azure AD IT7 VR T HBELHYET,
*VNet2 DY Ty MK T HRE < S UI1E Microsoft /Xy I iRh—>2 3y bTJ—9 ZEHL T storage1 &Y KeyVault! IZTT7 IR T EHELHY T,
*(RAE< S Uld VNetl & VNet2 BEID@EIEIZ Microsoft /Ny I R—> %y FD—H 2 FERITILENHY ET,

BERELRY FT—VI12IEWK DDV —ER TV RRA 2V FEEBRT IDBENHY EIH? BETS(CIE EZEEEHTEYLGA T aoEBIRLTLIESLY,
FEEELWMLMEIRCEICTIRA Y A EShET,


https://www.jpnshiken.com/q/68811-6426772/

e E® Microsoft

1E fi#:

Answer Area

5
10
VNet2: | 2 v |
1
=. Microsoft L

Explanation:



Answer Area -
CFM icrosoft
VNetl: 1

e
\* VNet2: 2

i
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RODOBEIZERT K312, sk2311 EWVVD BFID Azure F— IV TFHF—IEREINTUVET



! sk2311 | Properties # - %

Key vault

O et =" Microsoft

Name sk2311

Sku (Pricing tier) Standard

Location eastus

Vault URI https://sk2311.vault.azu E
Resource ID /subscription 54-beae-..
Subscniption ID -4b54-beae-17fd819d4873 Y

st

&
Subscription Name 5“\ | Visual Studio Enterprise Subscription B
Directory | “

58640735-7190-4615-b220-0020615b75de [

Directory Default Directory D

Soft-delete Soft delete has been enabled on this key vault

Days to retain deleted vaults |:_ N o a E 5 i

Purge protection @ Disable purge protection (allow key vault and
objects to be purged during retention
period)

O Enable purge protection (enforce a
mandatory retention penod for deleted
vaults and vault obgects)

Sk2311 IZIFRDRICTIEHENEENTVET,

Mame -
Itermi Key Y (}_"& 3
ltem?2 Secrel 4\
Policyl | AcgefSipolicy

. R’

sk2311 T RDA RV FDIBFICRELEFT,
*TATLUFBIBRENET,
*IEB2ERY O—1FHIBRENFE L,



UTOEXIZDOWT ELWMESIE R ZEBRLTLKESWD, Z5THEWMESE DOVA JZERLTCESL,
FEELVWVERIEICTRAY AT ESNET,

m Migfosoft

You can recover Policy1.

You can add a new key named Item1,

You can recover ItemZ2.

1E fiz:

AIYWET AIEa

Stateaw Yes No
*fo“n irc«et Policy1. ) [C

WS i g
S

S You can add a new key named Item1.

- I\/IYQ% oft my

You can recover ltem2, 10

Explanation:
Answer Area .I :
. M I c ro Saglfnt Yes No
You ganrecover Policy1. ( .
You can add a new key named Item1, -
You can recover Item?2. - 3
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RORIZRTNY—REZEC Azure Y TR Y T avhipyErd,

Azgre Covras DS siecunt
Wil MaEr R

T s ]

WoAum febad

MDA AOJC Ty Brdud (NEG

VM1 & VM2 (ZEB 54 VNETT [2HE# L NSG1 2RI AL S ICHEREIhTVET,
VM1 & VM2 DHM DB IZ7 IV EARATEDLSICTHRENHYET,

AT RETLLIN?

A7FTV5—=arwxal)Tqa JL—T#ERLET,

B.NSG1 DBFE Y—EXR 2T EZHEIIL—ILEEBRLET,



C.DB1 #VNETI D oDT7 IV ERADHZEHEAT HLIITEELET,
D.VNET1DIP 7 FLAREFEHZDB1 DI 7470+ —ILEREIZEBMLET,
IFfR: (EMZRTLETD)

Bf: 102

BT EGZ@E-TICIE BT T &RETHILENHYET,
EEIZEHIRETTTIIEENTTM?

A. Fa2 &L Fa3m #

B. Fa1_Fa2_Fa3

C.Fal1&Fa2m

D. Fa1&Fa3m#&

g (EfEZRELET)
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RORIZET VY —REEL Azure Y TR ) T avhbhyYET,
L}
ype Reg group
SQL1 Arure SO database East US RG1
Analytics1 Azure Log Analytics weorkSpace East US RG1
Analytics Azure Log Analytics workspace East US RGZ
Analytics3 Azure Log Apalytics workspace West Europe | RG1

RORIZERT Azure A hL— ZHAD Y FEERLET,

Resource Storage Access tier
Ar negon group account type (default)
Storagel | East US RG1 Blob Ntoolrncnt it
General
Storage?l East US RGZ2 purpose V1 Not applicable
General
Storage3 West Europe {hRG1 purpose V2 Hot

SQL1 NEEZERIT HIVLELAHYFET,
EEO)DREFEXELTHEATESRRNL—2 7HD Y FE Log Analytics 7—9 AR—R[EENTIMN? BET A EZEETED LA T 3 oEBRL TS0,
FEELWMBIRSEICTI RS Y RMTEShET,

Answer Area

A E..a

Microsodft

Storage accounts that can be used as the audit log,J%terageT only

destnationg J5toragel cnly
Storagel and Storage? only
Storagel, Storagel. and Storage3

Log Analytics workspaces that can be ufed a5the audit log |analytics? only

destination: JAnalytics? and Analytics2 only
Analytics 1 and Analytics3 only
Analytics 1, Analytics2, and Analytics3

1E fiz:


https://www.jpnshiken.com/q/68811-6426775/
https://www.jpnshiken.com/q/68811-6426776/

Microsoft

Storage accounts that can be used as the audit log_|Steragel only
destmauml_ SmraEr. 1:|I1|:.'

Storagel and Storage2 only
Storagel. Storage2, and Storage3

Log Analytics workspaces that.can be used as the audit log [Analytics1 only
destination: |Analytics1 and Analytics2 only
Janalytics) and Analdicsi ooly —

ﬁmawu:il. Anawicsz. and Aﬂalr‘litss |

Storage accounts that can be usec : =
as the audit log destmﬁqn Norsset oty

Storage2 only

Storagel 6 ge2 only
Kﬁ"ﬁ , and Storage3

Explanation:

Log Analytics wor ﬂ?
as t@ destination:

Analyticslonly

Analytics1 and Analytics2 only
Analytics1 and Analytics3 only
Analytics1, Analytics2, and Analytics3
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VM1 EWS BRTIDRET S VEEL Azure Y TR Y T3 uhpyYET,

VM1 oA/ R b EINET S DCR1 EWVS KRN T—FIREI/L—IL (DCR) #ER L TLET,
ID AY 4798 DA R FDANRESINEZ L SIZTEIBHENHY FT,

DCR1 Tl ZFERATIELNTTH?

A. XPath T )

B.T-SQLY T 1)

C. PowerShell x4 1) 7 ~

D.KQLZ T 1)

FfR: (EBERTLEY)

Eﬁ:ﬁ: 105
RORIZERT VY —REZECAzure TR L) FoavhbyEd,


https://www.jpnshiken.com/q/68811-6426778/

Name . Type
VM1 Virtual machine
VNET1 Virtual network
storage1 Storage account
Vault1 Kel

HITRH ) T3 TAzureDefenderz EMIZT HFETT,

Azure Defenderz AL TIHRETEZEDH U V—RFENTIM?
A.VM1_VNET1_storage1, & & UfVault1

B. VM1, VNET1_ & & Ustorage1 D &

C. VM1 _storagel & & U'Vault1 D&

D. VM1 & AVNET1D #

E. VM1 & storage1®D &

IEffE: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-defender

&EH: 106
Azure Y TRH YT avaEELTY,
RDRIZRTIL—ILERD Azure Firewall R —ZFERLET,

Application rule collectigny ;
NAT rule collactiop( \ .

| Netwode il ddtlection
NAT 1€ collection

Network rule collection

L=V EDIEFTRET ZLENHYEFIT N BETHICE, I RTOIL—ILZIL—ILD) R Mo EZEEHICHEEL ELWVEFICERET,

D| Microsoft



https://www.jpnshiken.com/q/68811-6426779/

Explanation:

The rules should be processed in the following order:

* Rule1: This is a network rule collection with the lowest priority (100). It allows any protocol and port from any source to any destination.

* Rule2: This is a NAT rule collection with the second lowest priority (200). It translates the source IP address of VM1 to a public IP address when it accesses the internet.

* Rule3: This is an application rule collection with the third lowest priority (300). It allows HTTP and HTTPS traffic from any source to any destination.

* Rule4: This is an application rule collection with the fourth lowest priority (400). It blocks HTTP and HTTPS traffic from any source to www.contoso.com.

* Ruleb5: This is a network rule collection with the highest priority (500). It blocks ICMP traffic from any source to any destination.

The rules are processed from the lowest priority to the highest priority. If a rule matches the traffic, it is applied and no further rules are evaluated. If no rule matches the traffic, it is denied by default.

A1 AZ-500J I REEE [LJPNTest.comigfit S  AZ-500J:RERICEHR T B 2 L IZRICII B E T ! JPNTest.comlE S HHAZ-500JRERRIEE #1821 L 9, JPNTest.com AZ-500J5RERRARBE (T £ SEEFShEL
f=, 2 Z CTAZ-500JfSRBENDTA CI VO VEFICANET , RO 7 2 £ X _https://www.jpntest.com/shiken/AZ-500J-mondaishu 520/, 3 0%7 « AAh > k #3814 EI51a— F: JPNshiken
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Azure Y7 RH ) T avhHyY £T,

Role1 & Role2 EWSARID 2 DDHRE L O—)LEERT BHFETT,

ARBZL A—=)UE RDERIV ZETT AEDITERASNET,

*Rolel DA VN—IE 7TV r—arwxa)T4 JIL—T4EEBLET,

% Role2M * > /\—H Azure BastionZ BE L £9,

AARRAL O—)VIZKHERZEMT E2LENHY FT,

ZFEO—IZEDYY—R TANA T —%FRATIVLENHYFTTM? ZFABICIE BUGYY—X TANRAF—ZFZELWVA—LICTRSIY I LFET KV Y—R TANAF—E 1 BLEFERT S EE Fof <&
ALEWCELTEFT RAVEBIOREN—ZF RS9 T THN aAVTUOYERTRTDEHIZRIO—ILTEIBHELHIGEENHY TI
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Resource Providers

Microsoft. Compute

Microsoft. Netwaork

Microsoft. Security

Microsoft.Solutions j M ic ro S Oft

EfiE:
Resource Providers Answer Area

]

Role1: | Microsoft.Network {:
B i o Role2: || Microsoft.Network |
I| Microsoft.Solutions I i M I C I'O S Oft |
Explanation:
HesQurce Froviaers ANSWer Area
Microsoft Compute

Microsoft. Network
Rolet: | Microsoft.Network

Microsaft.Security

Microsoft.Solutions ‘_-a_ M IC I’OSth

Role2: | Microsoft Network

BE: 108

SHRDARY

WEIZIECLT ROBTA VERBERZEZERALET,

A—HY—BEZANTBICE [VA AV RV I RICHA—YILEBESE TOLI—H—RKEI ) VI LET,

INRAT—FREAALET, RRT—FZ#ADLTLKESVWRYIRIZA—YILEEE TONRRT—FE9 )9O LET,

Azure 1 —H—4: Userl -28681041@ExamUsers.com

Azure /XX 7 — |: GpOAe4@IDg

Azure portal AT SO —[ZEEIZHEAFARAFENGZMEAKX CTRLK ZBLT HLWISHY— 2 JIZHR—2 I EBHFAHAHFLET,
ROERIE. TI7ZHIHR—rDAZEZEHMUELTVET,

FRARE R 28681041

RRY T

VM1 EWS GRIDREI L VDX T4 BITDL TRTDEELRRT—2%2 Azure A A L—D FHI Y MIRETEIDENHYET , CDFRIETET T BIZIE Azure portal ITHA A4 2V LET,
1E fiz:



Check below steps in explanation for Task

Explanation:

To collect all the audit failure data from the security log of a virtual machine named VM1 to an Azure Storage account, you can follow these steps:
In the Azure portal, search for and select the virtual machine named VM1.
In the left pane, select Diagnostic settings.

Select Add diagnostic setting.

In the Add diagnostic setting pane, enter the following information:

Name: Enter a name for the diagnostic setting.

Destination: Select Storage account.

Storage account: Select the storage account you want to use.

Logs: Select Windows Event Logs.

Categories: Select Security.

Event types: Select Audit Failure.

Select Save.
BHE: 109
RORISRTRET L EELSUb1E VS ARIDAZUre Y TRV Y T a3 ohHYET,
Name Resource group
VM1 RG1
VM2 RG2
VM3 | RG1
VM4 RG2

ARBEINA—H—DT7IERAFERTHIET RGIDEEIS VDU E— TR by TR—EPEHALTWE L ZHRBTIBLENHY ET,

fAIZBRETIRENHYFEITN?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. an application security group

C. Azure Active Directory (Azure AD) conditional access

D. justin time (JIT) VM access

Ef#: (EfEZRTLET)

Just-in-time (JIT) virtual machine (VM) access can be used to lock down inbound traffic to your Azure VMs, reducing exposure to attacks while providing easy access to connect to VMs when needed.

Note: When just-in-time is enabled, Security Center locks down inbound traffic to your Azure VMs by creating an NSG rule. You select the ports on the VM to which inbound traffic will be locked down. These ports are
controlled by the just-in-time solution.

When a user requests access to a VM, Security Center checks that the user has Role-Based Access Control (RBAC) permissions that permit them to successfully request access to a VM. If the request is approved,
Security Center automatically configures the Network Security Groups (NSGs) and Azure Firewall to allow inbound traffic to the selected ports and requested source IP addresses or ranges, for the amount of time that
was specified. After the time has expired, Security Center restores the NSGs to their previous states. Those connections that are already established are not being interrupted, however.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time

Eﬁ:ﬁ: 110
1006 DIRE~T L v EF&HAzureSecurityCentZ S Azure TR ) T avhb Y £9  BERBBLAEDIZHE>TULET,
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FRET VDIRBUERFT Y Vv ERITITDHEZHBELTVET,

Azure Resource Manager7 > 7L — b &#EAL T MHEER X v F—kEEXZRET I VICTIOMTIRENHY ET,
BT OADILREEEDERAZEEFET HICIE, O—FTED2DODEEEET ILENHYFIN? TN TIOERIL BREDO—EBERLTULET,
I ODEBRIZENRENIRS > FOffELAHY £,

A 1—H—HIEEIDZEIYETE

B. KeyVaultEEBRX FL—U7h oY FF—

C. Azure Active Directory Azure AD)ID

D. VAT LIZE>TEIYETONEYR—T FID

E. 7542 ) {Fx—

F.7—9 XAX—XID

EfE: (EREETRLET)

https://docs.microsoft.com/en-us/azure/azure-arc/servers/onboard-service-principal

B 111

AzureXx—a VT F—EAZUre A L= 7OV bEEDAzUure Y TR Y T2 auhdHl 9, Key VaultlZlZ BBEEEDF—DEFEFNRTVWET R ML—UF7HD Y FE Key VaultiZH#IEN TLWSBEEED
F—ZFERATAILIICEBRENTULET,

ROY—EREFERAL TAzurelZT—42 #8352 FETT,

* Azure Files

* Azure Blob storage

* Azure Log Analytics

* Azure Table storage

* Azure Queue storage

Which two services data encryption by using the keys stored in the key vault? Each correct answer present a complete solution.
NOTE: Each correct selection is worth one point.

A. Queue storage

B. Table storage

C. Azure Files

D. Blob storage

IEf#: (EfEZRTLET)

https://docs.microsoft.com/en-us/azure/storage/common/account-encryption-key-create?tabs=portal

B 112

Azure ActiveDirectory L2 7 LTS U1TFH U MY v Eht=Azure TR ) T3 onidb Y ET,
Azure Active Directory Azure AD) IDIREFFREFT L LFFTELTVET,

A—HY—JRIR) =LA VA V)RR O—ERBBTESCLEHRTIVLELNHY FT,
HET-ERAEZEZIRETTMN?

A. TRTOI—H—HIZAzure ActiveDirectory 7L S 7 LTS 254 2 A #EBALET,

B. 3 R T O 1—4—%Azure Multi-Factor Authentication MFA) [CZ&§kLFET,

C. AzureADDtEFa T+ DEEEBEAEMIZLET,

D. Azure SecurityCenter #1428 EIC7 v TV L—FLET,


https://www.jpnshiken.com/q/68811-6426784/
https://www.jpnshiken.com/q/68811-6426785/

EfE: (EfEZRRLET)
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

BM: 113

WebApp1& LYS ZETDAzure Web7 T NH Y FT,

SEBAZEA#WebApplIc7y FO—KLET,

WebApp1D7 7)) A— M LEIBREICT IV ERATESLSICT HIRENHY FT,
DI ZETH2EN?

A 1—H5—FY B TOEEXNRIDEWebApp1ITEMLET,

B. 7 71 3R ZWebApp1#mIZEM L F T,

C. WebApp1 DL AT LEIY B THEERRIDEAMILET,

D. WebApp1MDTLS / SSL/NA VT 4 V5 &R LET,

IEfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssi-certificate-in-code
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Azure YT RH YT a3 UIZIXF RG1T EWVWSARIDYY—R TIL—THNEFENTULET RGT IZIE storage! EWSBFDA ML—2 FHADO Y EREENRTUVET,
Role1&Role2& WVNS ARID2DNDHAE LAzureA— L HY  FNHIFRGIZRI—TENTWLET,

Role1DIEMRIZ. LIFDJSONT— RIS RENTLET,

"permissiOmsSE I\ fl 1~
| L

"actions": [
"Microsoft.5torage/storagedccountsilistkeys action”,
"Microsoft.Storage/storageAccaupts,/ListAccountSas/action”,
“Microsoft.Storage/stopagelctounts/read"”

"notActions” ]
“"dataActidnst (],
"notDatadctions™: []

Role2DERIE, LLFDISONOI— RIZTRENTULET,

Name Role
User Role1
User2 Role?
User3 Rolel, Role2

UTOEERIZTDODVT  ELWMEEIE KL ZRBIRLTLKESWD, £S5 THEVMESE DOVE jZEBRLTLES Y,
T EEEITIRA Y EAMEShET,
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Statements .
Userl can read data in storage1 A W ol B "~
A "-}'l. {f :-ﬁ:_;"'.l 'ijj%l l"js ®

|
Userd can read data in sto Q“e. 4# I.;
rﬂ?'\. :I'L "'

| I L -ﬂh ‘.’-'rr}t;ruﬂ'
% | M?rcrrmbsftm a backup in Azure Backup.

1E fiz:

Statements

User1 can read data in storagel. _ M I c ro f |

User2 can read data in storagel

User3 can restoréstorage 1 from a backup in Azure Backup.

Explanation:

Statements

User1 can read data in storagel. C

User2 can read data in storagel

User3 can restore storagel from a backup in Azure Backup.

BH: 115

EHHETIOERRR)O—ERELTWET,

RS —ZHE L TEET BIZIE, BEFEDAzure Active Directory Azure AD)D Y AT AR REJ R LRILEZTHET 2BERHY £I,

RDYVARGAR D) R LRILEHBRNT IBRENHYET,

RELEEREREF DI —Y—

*JEHRB ISR~ DB LA AT EE

*RBHRTITAETABRHBPTFRLAMGYHAS A UT B

JROARY RZEIZEDLRLEHBANT I2LENHYFEFTHI?BZZBICE BULBLARLEELWRIAARY MIRFS YT LET , ELANLF E EHE, FEFE2 L ERASNFEFRA, AT UVERTT
BICIE RAVEITHREIN—2 RS9 IT 0 RV O—ILTEZBENHIGENHY T,

FFENFADOELVERIZIFIARS > FOMIENHY 9,



Levels Answer Area

High

Impossible travel to atypicailocations:

| —
Low Users with leaked credentials: :- | MIC‘

Medium | Sign ins from IP addresses with suspicious activity ‘

Microsoft

Levels Answer Area

Impossible travel to atypical locations: Medium

Users with leaked credentials: :Ti-_'l'-l'i'éh_ _ ]}

_MEEELI[HJ Sign ins fram IP addresses with suspicious activity: EEUFH |

Explanation:

Medium

High

Medium

Refer https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risk-events#sign- ins-from-ip-addresses-with-suspicious-activity

EFDE]: 116

SOV IAVIZIE BLOFUAEBEEHZRSI1DULDERIEY FAEENATVWET  REMIE BEICHT 2 MENHBREREZRTLET, TORREN EOONE-BEZH LTSI ESI I ZHIBTLTL
f2&0y,

ty FNDEBDOBRRNAEEEZBRTESAHENDYET T Y FROEDERAKEMEZ R TETHVLAREEE DY FT,

DIV IVDEBERBICERIEZ LRI . RAZEIFTEFRA, ZOEH CNODEBEMIFLEa—EEICRRTEINERTA,

RORIZRT VY —REZEC Azure Y TR YT avnipyExrd,

Name Type
Group1 | Security group
Group2 | Microsoft 385-group
App1 App registration
MITEE (| 1585 assigned managed identity

ROEIZFT 1—H—hNET




Description

Member of Group1 andGroup2

Assigned Owner réde for App1 2Nt

[ vy Iunr P, 1 me e 3
Member of Grolip1 and GroupZ

SQL1 £ WS ZHID Azure SQL Y1 —T K 4 VR A U A %#ERL L  Microsoft Entra D& DRI FHHIZLE T,
User1 & User2 @A A SQL1 @ Microsoft Entra EEEH L L THRESN TS LZHRT ILELNHYFET,
i R%: MM % SQL1 M Microsoft Entra & & L THRELET,

CHIXBBEF-LTHETH?

A. [T

B. LMMVZR

EfE: (EfEERTLET)

B: 117

Azure Container Registry IZ##: 9 % Azure Kubernetes Service (AKS) 7 SR 2 —hH Y FT,

Azure Container Registry 23t L TEREET BICIX AKS ¥V SR A —DEFER SN —ERX TU NV EFERTILENHY T,
fAIZERT 2ENHY £ H?

A. Azure AD J')L—TF

B. REIDEY LT

C. Azure AD 1 —H—

D. Azure Key Vault ®—%2 L v k

Ffa:B(aAV FEEKRT D)

B 118

FUTUVIRY—IN—THRR FEINTWLBEWeb7 TUDHY ROURLEZFRALTT7IEALET,

https://www.contoso.com, Web7 7'1) ZAzurelZ#4T9 5 L #5BIL TWLWET Sl EHESFERALET
https://www.contoso.com, AzureWeb7 7'!) THTTPSZAMIZT SLELAHY FT, HATIERDIfAEZTRETIHN?
AFTUTUIRY—N—DONFRABEIIRR—FL FDHEZPTODTI7AILE LTRELET,

B. A T LI RAY—N—DoMEZERETHI AR—bLL TripleDESZEAL THEILEN-PFX7 74 IILELTHEEZEELET,
C.AHUILIRY—N—DoMAREEIIAR—FL CERT7AILELTRELET,

D. AV TLIRY—N—DOMERFET I A/R— b L AES256% AL THESILSNIPFXT7 7/ ILE LTHERELET,
IFff: (EZRTLET)

https://docs.microsoft.com/en-us/azure/app-service/configure-ssi-certificate#private-certificate-requirements

EFHE]: 119

Ht-OEttEHE Azure TR 2 ) T3 vEEHLELT,
BESIN2—H—HAzureADIFIEIDEIE PIM) #EETEL I L ZHRIT HIVENHY FT,
A—H—IZEY ETEHIRLELNHLIEBNIRDS>BENTTM?

A JOo—nN)LEEEDRE,
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B.tXa1! T4 EEEDKRE,

C. \RATJ— FEEEDRE,

D.aVISA4 7 U AEBEDERE,

EfE:A(QA U REHEHEKT D)

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a directory.
Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com Reference:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

Eﬁ:ﬁ: 120

AzureStorage 7 A7V rDEFXF ) TABED STV a—T 4 VT ETHo>TVET,

AML—=C7A0 0 FOEHATZBNILET MO EMB I HICEMEERTILENHYETN?
A. the Security & Compliance admin center

B. SQL query editor in Azure

C. File Explorer in Windows

D. AzCopy
IEfR: (EffZzRnLET)
References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure%2fstorage %
2fblobs%2ftoc.json

B 121
Sub1 &WVS Azure YT RY 1T 3 uhH Y contoso.com & LS5 Azure Active Directory (Azure AD) T3 > FMZBEEM TN TWET, SOTF 2 FMMIF RORICRTA—HF—NEFENLTVET,

Roie

Global adminisiraton

SEcurity administrator

L ity read
ot Jeeurily reader

Useqd jEoEpse adminigirator

e

%‘1—";—(:(31 Azure AD Premium P2 S 4 2V ANE|IY HTENET,

Azure AD ldentity Protection @74 >/ R— K &R EFETEILE T,

Azure AD Identity Protection 4 VA R— KL 21— —%EBEL KR —ZFZBRTETLHDEFXENDI—HF—TIHN? BETBHICIT AEEETEYLA T avEB8IRLTLES N,
I ERCEITIRS VY MES
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Answer Area

Microsoft

Users who can onboard Azure AD Identity Protection: |useri only

Usert and User2 only

Userl, User 2. and User3 only

Userl, User 2 User3, and User 4 only

Users who can remediate users and configure policies: |User! and User2 only

User! and User3 only

User1, User 2. and User3 only
Userl, User 2 User3, and User 4

IEf#:
Answer Arca —| S v

Mic rﬁg@fbf’ft

o

J.';%
Users who can onboard Azure AD identity Br Q%cn Userl anty
i I’ 2 AR
. N Userl and User only
* o - F
Userl, User 2, and User3 onty
User], User 2 Userd, and User 4 only

Ny
-&\\?‘? %
Users who can remediate L@ﬁn?%cmﬂgure policies: Jusert and UserZ only )

F s Usert andDserd only —
b W Userl, User 2. and User3 anly

N 2 R
* B 1 User] User 2 Userd and User 4

Explanation:

Users who can onbaard Azure AD Identity Protegtjon: ' : v
§ Microsoft |wmsmmm

Userl and User2 only

User1,User2, and User3 only

Userl,User2, User3, and User4 only

Jsers who can remediate users and configure policies: v
User1 and User2 only

Userl and User3 only

Userl, User2, and User3 only

Userl. User2. User3. and User4

BB AZ-500JF B (FJPNTest.comiZ2it &  AZ-500JRERICAHT 5 LIZRIZIIB ET ! JPNTest.com(F S HEFTAZ-500J K ERRTEE #1214t L £ 9, JPNTest.com AZ-500JRERFAIREE XL SEHSNFEL
=, CCTAZB500JBENDTACI VS VEFIZANE T, BHFRD 7 & £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520 3 0%7 « A Ao > + #5314 EI513— K: JPNshiken|

B 122
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Azure Active Directory Azure AD)D/\A T v FHERAHY £9, Azure ADIRRFEZEHR— T 5 & 3 IZ#ER S I fzAzure SQL Databasef Y X2 VAN HY £,
T—AR—ZFREX T —EIN—RA VR VAT L # LN DActive Directory7 ho > b2 ERLTRIATIHENHY T3,

FAF & HMicrosoft SQL Server Management StudioZ A L TA VR AV RICEMTED L EZHRTIVENHYFET , Y a—2a v RATOCT FER/DRICINZ Z2BELHY F9,
EDRIAAEZZHEDLEI N

A. Active Directory - Password

B. Active Directory - Universal with MFA support

C. SQL Server Authentication

D. Active Directory - Integrated

IEfR: (EfEZERTLET)

References:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-aad-authentication-configure

B 123
Azure ¥— a2 TF—MHYET,
ROBUEFE=TIZF  F—avTF—~DEBT7 IV REZZETILELADY FET,
*Userl WS A—H—I2 F— aVTF—DEELTIERAR) O—%H{BETHHERZFESLET,
*User2 EWSA—H—I[2 F— aVTFHF—HNOIRAEZEMS L VHIBRT 5#ERZHELET,
=/MERORAZFERALET,
%-‘L H—(Z 77-|2Z1‘E’éill D] é'C%)l (FAZEFEAITNIELNTTN? BET DT, EEEETEYGA TS a3 VEERL TS,

A key vault access policy

Azure Information Protection

Azure Policy A\
Managed identities for Azure resources
RBAC \ N\

A keywault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC
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== Microsoft

User1:

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources

RBAC

User2: v

A key vault access policy !

Azure Information Protection

Azure Policy

Managed identities for Azure resources

RBAC

Explanation:

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources

RBAC

v

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources

RBAC BN A: oo £t

User1: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity to:
* set Key Vault access policies

* create, read, update, and delete key vaults



* set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using RBAC, you can segregate duties within your team and grant only the amount of access
to users that they need to perform their jobs.

User2: A key vault access policy

A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access policies grant permissions separately to keys, secrets, and certificates.

References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

B 124
Azure Y TR 1) TS 3 VIZIX storagel storage2, storage3 EWLNS BZHID 3 DDA FL—L 7HD Y b Analytics1, Analytics2_ Analytics3 & LV3 B HID 3 DM Log Analytics 7—9 AR—RX &Y
EventHub1_ EventHub2 EventHub3 & LN &ZRHID 3 DM Azure 1 R b WINEENTUVET,

Microsoft Entra ID DIF& I RORIZRITEMREFERLFET,

e e = TS A [ B o e e
Name Log [ Storage account Sim ! Event hub

[ Setting1 | AuditLogs. storage .iun_a_l':‘a:ﬂ Nong

L vEting | e B e | S By § oy

- : SenacePningipalSigninlogs i A

| Setting2 | 1o edidentitvSianinloas L tdone Analytics? MNons

! 4 e Ll L s el L

| Setting3 | SigninLogs | Storage2 None EventHub1

I 1 —— -
. ‘f>_|._'l,'.|r'||=]-'| " .-'-..l;ll_‘.!._g:lg',_ _F'l-.-.-_:.HEI.n' - & None I Analytics3 .E“"'lu'.'-hb?:_:.
| 5.{'1.'.1";-\_..15 | Moninteractiwel) \-'rs]ﬂ.-' _-, ¥ Nong EventHub3

UTOREBIZDONT ELWMEEIE KL ZRBIRLTL S, £S5 THWMESIF DOV JZBERL T EZEN, T - B WOERERIE1DISOEIRTY,

... == Microsoft

You can create additional Microsoft Entra diagnostic setings

Answer Area

You can configure retention for locatons wherg, Setting4 stores logs.

You can configure Setting?2 todmave Amalytics1 and Analytics2 as destinations

1E fiz:

Statements

You can create additional Microsoft Entra diagnostic séltings

You can configure retention for locations wheré Sétting4 stores logs

4 L
£y o
i sy oo SN OO SOF

Explanation:



Answer Area

Statements Yes
Y i eat id al Microsoft Entra diagnost f L
Y an configure reter for locatipnswherg Sett 14 stores logs L

You can conhqure SettingZ @ have"®nalytics1 and Analyticsd as destination

BRE: 125
Azure Active Directory (Azure AD) T3+ > kDB Y ET,
BlfgSNf=A T xH FEIRODEDEEY T,

Name Type | \iDeletedion
Group1 Security group April 5, 2020
Group?2 Office 365 group April 5, 2020
Usert User March 25, 2020
Userd User Apnl 30, 2020

2020 £ 5 A 4 BIZ_Azure Active Directory EEt U2 —%#FHL T HIRSN=4TP Y FOETEHRAFET,
ED2DO20F T bEBRTEFITD, TNTNOERIEIELELMREERLET,
FEELOMBIRSEICTIRA Y RMIEShET,

A JIL—T1

B. JIL—72

C.1—%—2

D. 1—H—1

EfR: (EffZzRRLET)

Deleted users and deleted Office 365 groups are available for restore for 30 days.

You cannot restore a deleted security group.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted

BE: 126

SQLdb1 IZxt L CEHBEI SN - ERZRET IMLELHYET,
ETITRE2DO772aVEENTID, TNTNDERIIBRED—EBBERLTVET,
FE ELOMBIRSEICTI RS Y MTEShET,

A. SQLServer1 ® Microsoft Entra Z2sF # &R L E T,

B.SQLdb1 D7z FL—arv 9547 D EERLET,
C.aAVvISATURR)I—FHERLET,

D. SQLdb1 MDaA—H—F|Y LTI +~—P K ID #8ERLET,

E. & ET7IO R R)—FERLET,

IEfiE: (EfZ R LFET)

No
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B 127

share1 & LV &80 Azure Files £ & User! E WS RRDLI—HF—%2EL Azure Y TR 4 ) T avhtHyY£d,ID R—XDFBEEIE, sharel 123t L THEREINET,
User1 [ SMB Z{# A L T Windows 10 T/51 AM 5 share1 [P ERALELESELET,

BERZRFET 51812 Azure Files BMERT S F—0 D OEBET ENTT A

A. OAuth 20

B. JSON Web Token (JWT)

C. Kerberos

D. SAML

EfE: (EREERLET)

https://learn.microsoft.com/en-us/azure/storage/files/storage-files-identity-auth-active-directory-domain-service-enable?tabs=azure-portal

B 128

4DDAzureSQLY +r—Y FA VR A VR EETAzure S TRV ) T 3 ohH Y ET,

SQLA VPV Va3 VRBIZIHT BAIIR—D R VR AV ADMHENEZFMT 2HENHY T,
HETERAMAETRETIHN?

A. AzureSentinel 7 —9 AR—X E#EHK LFET,

B.2EGT—2tEXa)T14&%HBHMLET,

C.SQLANILRF T vH YY) 2a—3 32 %AzureMonitor[Z:EML FF,

D. Azure Advanced Threat Protection ATP) 4 R 2 VR &R L ET,

E#: (EEERTLET)

B: 129

MicrosoftSentinelZ BB L TLVE T,

YB—FN—TFT4DEFX1UT4V)a—La vERBRAICEGTDAVENADYET HY—FKNN\—F 14DV a2—> 3 Id Common Event Format CEREEEXD A v tE—D) #XELE T,
Y a—2aVITEEHILENHY FTH?EEZTAICIE AEIY 7 TEULA T aoEBERLTLESL,

L WERITERENIRAS Y FOMELSHY T,

Deplay:

Forward events to Migrosoft Sentipel by using:

1E fiz:

See the answer below at Explanation.
Explanation:

Answer is as image below.
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Answer Area

Deploy: A Windows sérver and a Windows Event Forwarding subscription

Forward events to Microsoft Sentinel by using: “An Azure Log Analytics agent i

B f: 130

Azure A FL—CF A0 DX TABEEZ S TN a—T4 0T LTVET,

AML—CF7AD 0 bOBMOTEZBRILET,

PHOJERGET HICEAEFERTILENHYFITH?

A. Azure Storage Explorer

B. SQL query editor in Azure

C. File Explorer in Windows

D. Azure Security Center

EfE:A(QAVREHKT D)

If you want to download the metrics for long-term storage or to analyze them locally, you must use a tool or write some code to read the tables. You must download the minute metrics for analysis. The tables do not
appear if you list all the tables in your storage account, but you can access them directly by name. Many storage-browsing tools are aware of these tables and enable you to view them directly (see Azure Storage
Client Tools for a list of available tools).

ccount. All of the tools outlined in the following table are free.
Azure Sturagg client tool Suppurted Block Blob PagE Blob | ﬁppEﬂd Blob | Tables QHEHEE Files

platforms
AZiire portal Web Yes Yes Yes Yes Yes Yes
Az Storage Explorer "|Windows, OSX |Yes N~ Vs Yes Yes Yes Yes
Microsoft Visual Studio  |Windows Yes' Yes Yes Yes Yes No

Cloud Explorer

References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-metrics ?toc=%2fazure%2fstorage %
2fblobs%2ftoc.json

https://docs.microsoft.com/en-us/azure/storage/common/storage-explorers
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Active Directory K A A > —E X ADDS) K A A > L B#IT 5AzureActiveDirectory 73> bAH Y £9,

T+ NEF—ET7AINEETAZUe I 7A IILVEBEERT HFETT,

Azure 7 7 A IVEBEHARND IANEF—IZT IV RAHFAZEN YL THEOICHERATESIDRA FFIXENTI N ?EETHICIF BAZEIY 7 TEYLEA T a vEBRLTLES,
F I OBERIEENENIRS > FOEESHY T,
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Azure files share:

Foldersgrrthe fleshare;

IEfi:
See the answer below at Explanation.
Explanation:

Answer is as image below.
Answer Area

\Viitd de}

Azure files share:  AD OS@n ' v

Folders in the file share).. AD DS and Azure AD 4

Eﬁ:ﬁ: 132
RORITRT LT RGIEVWS KDY V—RT )L—T & 1—H—%EE Subscription1 &EWLVNS ZHIDAzUurer TR ) T3 obhHBYET,
Name User principal name (UPN) Type

Userl Userl@outlook.com Guest
User?2 UserZ2@outlook.com Guest
RDBRYERITLET,

User1(ZSubscription1® 4y k7—- a3  F)JEa—4—O0—)LZEYHTET,

User2IZRG1Da Y hYEa—42—0O—)LZEYLHTET,

Subscription1 ERG1IZ RDKRY) O—EREENYETET , EZTAAEREF ONET7THI U b EHY TR )T avhoHIRT 2LENHY FT,
RYS—BYHBTOALTSA 7 o RIKEIEFITETM?

A. Subscription1 ~D R > —F| Y B TOEMKETIFEERTHY RGI~ADRY —EIY B TOEMNKREITENTT,

B. Subscription1~®D R —&|Y B TOERKEBIEERTHY RGI~NDRY —E|Y BTOENKEITIEENTT,

C.HADRY —E|Y B TOEIIKEETENTT,

D.AADKRYS—ENYHTHILT54T7 U RKEIEFEERTT,

EfE:D (DA EHREKT D)

B 133

AVTFTF—IkENE=z7TIr—2a 0 A VRAA VD RADHFLWVWR FL—2 7THDY FFERKT S Function1 & WLVS ZHITD Azure BB EERET H5FETT,
Function1 [CRA L—CTFHO 0 FEERT S5-I BRR/IMNBEDIERZFETILELAHYET, V) a—2a VIEEBEXER/IRICNZSLENHY FT,
ES3TNIENNWTLESN? EZETBHICIE BEEDY 7TEUGEA T a vEBERLTLESL,

FE ELWLMBIRSEICTI RS Y T EShET,
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Assign role fo: . v
B l iAlarg'p §c§o§n! ; G
A system- assngned mﬁgi identity

A user account

A user- ass&gﬁnanaged identity

ole assignment to create: EF N v
% i role assignment

lassic administrator role assignment
Custom role-based access control (RBAC) role assignment

Assign role to:

Role assignment to create:

'Custom role- based access control (RBAC) role assignment :

Explanation:



Assign role to: \ 4

A group account
A system-assigned managed identity
A user account

A user-assigned-managed identity

ole assignment to create: v

Buiit-in role assignment

Classic administrator role assignment

Custom role-based access control (RBAC) role assignment
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/howto-assign- access-portal

B: 134

FCOBEMIE RLCIFIVAZRTT S5 —EDEBO—BTYT, V) —XOBZEMICIE RBEIN-BEEZERT HAHREOHLIHBDOV ) 2—a UAEFENATVET, —HOEME Y FIIFERDIE L LEERE
NHHGEELHNIE ELWVVBRENLGIMEELHY FT,

SOOI IVOEMICEET SE TOERICRDCLIEITEELA, TOHRE, CNODERIELEa—BEREICRTINELA,

Azure Active Directory AzureAD) D/\A T 1) v REEBLHY 7,

R k7 —% EIZAzure HDInsighty? S X4 —hp Y £3°,

> 7L 2 RDActive Directory B IEHREFAL T, A ——NI SR A —ICH L TCRIATEDLSICTHFETT,

HEINRBIEYR— M ALIICRIEEEBRT IDLENHY FT,

BRREAVIVERT—EAT— b4 EAVTULIRARYy FI—VICEBRALET,

_NIFBEZERLTHWETN?
A. [Ty

B. L\ R

IEfE: (EfEERTLET)

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:
Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server.

References:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

Eﬁ:ﬁ: 135
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RORIZRIHERY b= FET Azure TRV ) T avnhbyEd,

Name | Subnet | Subnet-associated network | Peered with
security group (NSG)

VMNetl | Subnetl | NSG1 ViNet2

VNet2 | Subnet2 | NSG2 Vileth Micrdsoft

NSG1 & NSG2 IZEBLLEHETIAILMDIL—ILDHEHLET,
HITRIY T a VTl RORICERTRET D UNEENTLET,

Name | Connected to
VM1 Subnet
VM2 Subnet?
HITRY )T avITlE, ROKRISTET Web 7 TUNEENTUNET,
Name VI (Desteiption
WebApp1 | Uses an App Service plan in.the Premium pricing tier and
has virtual network integration with VNet1
WebApp2 | Uses an App Service plan in the Isolated pricing tier and
is deployed to Subnet2

UTFOEXIZOWT ELWMESIEX R ZBRLTLKESVD, ZE5TENMGEEF DOWA I ZERLTESY,

AR ELWRERIRIEITTI RS PFEESIET .

Answer Area

m.;le IC rc%@@t

We bApp1 can conn

Q)
ﬁtc&;l%ﬁ inbound traffic to WebApp1.
~ &

i‘@ %}‘\ “%3, @"Wﬁbﬁ.ppz can connect to VM1,

ﬁ‘ﬂ



Answer Area

Statements Yes No

WebApp1 can connect to VM2, o

NSG lcontrols inbound traffic to WebApp1. _ '

WebApp2 can connect to VM1. r i :
Explanation:
Answer Area
Statements Yes No
WebApp1 can connect to VM2, @ 3
NSGlcontrols inbound traffic to WebApp1. O
WebApp2 can connect to VM1. (o ®
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VNet1 E WS BRIDRBEARY FT—DZFEL Azure TR ) T avhBYET TRV 1T 3 I2iE Appl £ ULVSLRID Azure App Service Web 7 T MEFENTWET,
Azure Web 7 7 ) r— 3> T 74T 24+—)L (WAF) R1) —%3$FD AFD1 & LV5 &RID Azure Front Door 7R 7 74 LA HY F9,

Appl "DITRTDZIELS T4V IDNAFDI ZNLTIANZ) T EINBESICTEIDENHYET,

A2 RETL & 5M?

A.VNet! ISHLT Ry FT—4 %2 T4 FIL—TF (NSG) L—ILEHRLET,

B. App1 DIHFE KRBy FI—O#MEEEDICLET,

C.App1 IZH LT HTTPAY S — T4 LA —BEEZBRLET,

D. Microsoft Entra 7 U — 3> 7AX LV EBRLET,

Ff:C(AAVLEERT D)
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BEE71AZ-500J I REEE (FJPNTest.comigfit Tt  AZ-500J:RERICEHET B Z L IZRICII B E T ! JPNTest.comld S &xFHTAZ-500J A EREIREE -t L £ 9, JPNTest.com AZ-500JRERRIREE (XL SEHINFEL
=, T TAZ-500JBIBEENDTAMI VS VEFIZANT T, BFRDO 7 2 £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520, 3 0%7 « A o > b+ #34EI5|a— F: JPNshiken|
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Contoso.com & WL\S &BID /N1 T 1) v K Microsoft Entra T3> bAHY  Z (2l Uset! EWSERTDA—H—& RORIZRTH—/I—DEFThTLET,

Name Operating system Configuration |

Semverl Windows Server 2016 Domain-joined
)

Server2 | Windows Server 202: Domain-jomed

TFT Y kX storagel EWSRA ML= THDUREEG Azure Y TRV 1) T3 UIT) U ENTWVET  storage! 7H 2 RIZIE shares1 EWS T 7 M ILEBEREENTUVET,
User1 [Z[% storages1 DR FL—2 774 )L 7—42 SMB EFHREREO—ILHAEIYETOENATVET,
storage1 M 7 LEEDtEX1U T4 JORILERFEF RORFIZTFRT LS ICERINATLNET,

Security

Turé Files exposes sethngs that let you toggle the SMEB protocal 1o be
maore seCure Cepencing on Yyour OrganiZation s rguiremanis. Resincang k

prevent some clients from being able 1o connect. Lea

UTOEXIZDOWT ELWMEEIF R ZBRLTLLESWD, Z5THNMESEF DOVZ 1 ZBRLTLZE0,
AR ELVEBIRIEICTIRAV A EESNET,


https://www.jpntest.com/shiken/AZ-500J-mondaishu

Answer Area

Statements Yes MNo

User1 can map sharel to Server1 by usingWh®&actess key of storage

User1 can map share1 to SErver bbby using the user's credentials

User1 caryniap Bhare1 to Server2 by using the access key ofiBrager. © " " =& ° VI L
7.
1EfiZ:
Answer Area o -
Statements Sl d b S b i Yes No
e ol
User1 can map share1 to Server1 by us ng the access kp_«r' of 5'_:.|.1:_'|.1' I |
[ & . T~ .1
Uset1 can map sharel to Setver? by using the user's credentials | |
—
Userl can map sharel to Server2 by using the access key of storagel i |
Explanation:
Answer Area
Statements IVIIGI WORI FL Yes No
Usar] can map share! to Server! by us e 8o dssey of stor agel L
Userl can map shared 1o Serdgr T Dy using the users credentials -
Userl caryri@p sharel to Server2 by using the access key of storagel L

BHE: 138

Azure Active Directory (Azure AD) 3% 2 _Query1 & LV5 & HID Azure Log Analytics 7 L) 5 & U Playbook1 & WS ERID T LA T v &L Azure Sentinel 7—9 AR—IXMNHY FF,
9T 11X Azure AD IT& > THEREShfzEF2 )T ARVEDYHTEY FERLET,

Playbook1 % k') i—3 % Query1 [ZE D < Azure Sentinel 2T IL—ILEERT HFETT,

Playbook1 Z##i L LML—JLIZIBINTE S Z L2 HRETILELHY FT,

E3TNENNTLESIMNM EETHICF BET) 7 TEINGAH T a vEERLTILEE,

FE FELOLVBIRSEICT RSV R EShET,



P

Create the rule and setthe type o\ /| | rrosoft v
Fusion
Microsoft Se__c:u[itg incident creation
Scheduled

Configure the playbook to include: v

A managed connector

A system-assigned managed identity
Atrigger

Diagnostic settings

1 fiZ:
Create the rule and set the type to: -
Fusion ¢
| Microsoft Security incident creation
Scheduled !
Configure the playbook to include: -
A managed connector
A system-assigned managed identity
Alrigger
DiagR R WP osoft
Explanation:
_reate the rule angl Set the typeto. _ r. -
Vit ze e o
Fusmn o
Microsoft Security incident creation
Scheduled
~onfigure the playbook to include: v
A managed connector
A system-assigned managed identity
A trigger
Diagnostic settings
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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v kD —21Z1% Azure Active Directory Azure AD) & RI#A3 badatum.comé& LNS BRIDA > T L = XM ActiveDirectory KA 4 U EFENTULVET, Azure AD Connectld_ Servert EWNSBRID KA A 2 A /—
Y—N—[2A VR F—=ILENFET,



adatum.com RA A VD R A VEBENRYA T a3 VvEEBTETEHLEHRTIVELHYET VI a—2aviE m/MIHEQRAZFERT HILENHYET,
FAA VEBREFIZEDAZUreADO—)LZE|Y B THIBLENHYETH?

A txa) T+ EEE

B. S O0—/\)LEBEE

C.1—H—E8EH

IEfE: (EfEZRTLEY)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions
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Azure TRV )T 3 ohHYET,

Azure Storage7 A > & HRAMBTI=ODT IV LR ZRETH5H R FLOO—ILR—XDT I X4l RBAC) A—)LZEZERT A 5B L TWVET,
RBACO—I/LEBRDED TANT 1 2T 2RELHYEITH?

A. NotActions []

B. DataActions []

C. AssignableScopes []

D. Actions []

IEfE: (EfEZRTLEY)

To 'Read a storage account', ie. list the blobs in the storage account, you need an 'Action’' permission.
To read the data in a storage account, ie. open a blob, you need a 'DataAction' permission.
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-definitions
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contoso.com & L3 &RID Azure AD TF > FZEAES TS5 M1=Sub1 EWVVSKARID Azure Y TR 9 ) T3 uhhyEd,
TT Y MIERORICRTA—HF—NEENFET,

Name Role
User1 Global admipistiator
UserZ Securitpaeministrator
User3 Secunty reader
User4 LiEERse administrator

L£1—H—(ZIE Azure AD Premium P2 S A4 £ ADENY B TohET,

Azure AD Identity Protection 4 > R— KL THERT S5 FETT,

Azure AD Identity Protection 4 >AR— KL 1—H—ZEBEL KR —ZBETELHDEFEDI—HF—TIHN? BAETDHICIE EEEETEYGA T a vEBRLTLESL,
FE FELOLVBIRSEICTIRA Y R EShET,
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=- Mi@m@* P Identity Protection: _User1 onl v

wilser and User2 only
1 11| User1, User 2, and User3 only
User1, User 2, User3, and User 4 only

P

u W Usérs who Cin remediate users and configure policies: | User1 and User2 onl
A B ' User1 and User2 only
User1 and User3 only
User1, User 2, and User3 only
User1, User 2, User3, and User 4 _}

Users who can onboard Azure AD Identity.Protection:  Userl onl

User1 and User2 only
User1, User 2, and User3 only
User1, User 2, User3, and User 4 only

User1 and UserZ2 only

User1 and User3 only

User1, User 2, and User3 only
User1, User 2, User3, and User 4

Explanation:

m Microsoft

User1 only .
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FUOTUIRRY FT—I121E VM1 £S5 BHID Hyper-V RFBT L Uh&H Y E£9, Azure Arc Z{EF L T VM1 % Microsoft Defender for Cloud 124 > iR—T « V9T 2HEAHY FI  ZAIZMAMEA VR F—ILT
hiFEwcgmn?

A. Azure Connected Machine T—> x> k

B. Azure Monitor T— T > b

C. Log AnalyticsT—o x> +



D. ¥R FMERI—P U b
EfE: (EfREERLET)

ﬁﬁﬁﬁ:ﬁ: 143
RORICRT A= 7HOUREEC Azure TR ) T3 unlhbyEd,

Name | 'I"zpe
storage Azure Blob storage

storage? Azure Files SMB
 storage3 /- (féTable storage

nl.,\nl—t77txingl-£-d—éz‘g7b\&u i-d—o
BRAML—D 7HOUMIERTESRRBEIATIEIENTIN? @AETSI(CE, AZEHTEY LA TS a UvEEIRLTLESLY,
FEELWVEIRIEICT ARSI AT ESNET,

storage1: v

Shared Key only

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only

Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

storageZ: v

Shared Key only o N\ 1
Shared access signature (SAS) only
Shared Key and shared access signature (SAS)

storage3: v

Shared Key only
Shared access signature (SAS) only
urE Active Directory (Azure AD) only

r‘harmEﬁfaﬁ%@?;ﬂﬁﬂ??E:.:.Efiﬁa?du;}z{:re Active Directory (Azure AD)
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storage1:

Shared Key only

‘Shared access signature (SAS) only
Azure Active Directory (Azure AD) only
Shared Key and shared access signature (SAS) only

' Shared Key, shared access signature (SAS), and Azure A¢tive Directory (Azure AD) !

e e s e e e e e s e e e s s e e e s — s e s s s e s s s

storage?:

—— o —

Shared Key only |

Shared access signature (SAS,
Shared Key and share

storage3:

Shared acces sinature (SAS) only
‘Azure Active Directory (Azure AD) o
Shared Key and shared access signa

— o — — — — — e ——

e — e— e e — — — — — — — — — — — — — — e — — — e — — — v e W mm T m—— w— —

Explanation:
Graphical user interface, text, application, email Description automatically generated



torage1: .

Shared Key only VI 'l

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only

Shared Key, shared access signature (SAS), and ﬂz%hﬂve Directory (Azure AD)

torage2: v

Shared Key only R Y @ *
Shared access signature (SAS) only:

Shared Key and shared access signature (SAS)

torage3: v

Shared Key only "

Shared access signature (SAS) only

Azure Active Directory (Azure AD) only

Shared Key and shared access signature (SAS) only

Shared Key, shared access signature (SAS), and Azure Active Directory (Azure AD)

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/authorize-data-access
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Sub1& WS BRTIDAzurer JR O Y T3 ohiHY ET,

Azure Security CenterlZIE WF1E WS AFIDT—2 70— EFENRHY FF, WFIE Userl E VNS RRIDA—HF—ICEFA—INAVvE—CFREETHILIICERINATILET,
AlertsE WS BRTDEH T IL—TICBEFA—INA Vv E—DFFEETHICIE WFIZERTILENHY ET,
WF1ZZE T RICEZERT ILENHYEIHN?

A. Azure Application Insights

B. Azure Monitor

C. Azure Logic Apps Designer

D. Azure DevOps

EfE:C(AAV FEHEKT D)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
https://docs.microsoft.com/en-us/learn/modules/resolve-threats-with-azure-security-center/6-exerciseconfigure-playbook

&ER: 145
Vaultl! EWS EFID Azure ¥F— a0 TF—%8L Azure TR ) T avhHy ET,
2019 & 1 B 1 B Vaultl ICIXXRDMENREINET,
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Enabled : False

Expires 2

NotBefore : 5/1/19 12:00:00 AM

Created : 12/20/18 2:55:00 PM

Updated : 12/20/18 2:55:00 BPM
ContentType :

Tags =

TagTable =

Vaul tName : wvaultl

Name : Passwordl

Version =

Id : https://vaultl.vaulgPazure.net:443/secrets/Passwordl
Enabled : True

Expires : 5/1/19 12:00400 AM
NotBefore : 3/1/19 125,000 aM

Created : 12/20/38, 3500:00 PM

Updated : 12/26/18 3:00:00 PM
ContentType :

Tags z

TagsTable :

Vaul tName : vaultl

Name : Password?2

Version s S
Id : https://vaultl.@@ult M‘\Kﬁgﬁﬁi‘lﬁcrets!?as sword2

E—=O Ly MITTUr—2a v TCENZERATEEIMN BETHICE BERERRETHEYGA T a VEBRBRL TS,
AR ELVWERIEICTRAV AT ESIET,

Passwordl: | i\ﬂﬂﬂﬂ”@ﬁ@ff
Never
Always
Only after May 1, 2019

Password?2: v

Never

Always
Only between March 1, 2019 and May 1. 2019




Passwordl: ["'

Never |
Blways
Only after May 1, 2018

Password2: A 4

Never
I TR . i s o i g yen s G s e
nily i between(Ma®ch 1, 2019 and May 1. 2&19f

Explanation:

Passworkd?!: | NSOTT |T'

Never
Always
Only after May 1, 2018

Password?2: | A 4

Never
Always
Only between March 1, 2019 and May 1. 2019

Box 1: Never
Password1 is disabled.
Box 2: Only between March 1, 2019 and May 1,

Password?2:
Expires : 5/1/19 12:00:00 AM
NotBefore + 3/1/19 12:00:00 AM
Reference:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurekeyvaultsecretattribute
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RG1EWSERIDY Y—RTIL—TI215MAzurefRfE<v > oniH Y ET,
TRTCOEREI D VIFRI—DT7 TV 5—2a v EERTLET,

FEBT7TVG—2a3 ERLDzT7HREISUVTETINDIOEHSRENHY F9,
HEFAETEREN?

A. AzurerR1) O—ZFRGI1IZERA L E T,

B. Azure Security Centeri\ 5 BB T7 T r—arvar bA—)LEERLET,



C. Azure Active Directory Azure AD) IDIREZFHERLET,

D.RG1IZYY—ROv Y #@EALET,

EfR: (EffZzRTLET)

Adaptive application control is an intelligent, automated end-to-end application whitelisting solution from Azure Security Center. It helps you control which applications can run on your Azure and non-Azure VMs
(Windows and Linux), which, among other benefits, helps harden your VMs against malware. Security Center uses machine learning to analyze the applications running on your VMs and helps you apply the specific
whitelisting rules using this intelligence.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application

BR: 147
Azure AD TF+ U Mz SN RORIZET IV —XADREENDE Azure B TRZ YT avhhpyExrd,

Name Location \ Vil faila :
Group1 Not Dynamig device security groUp Tn Azure AD
applicable . .

Managed1 | East US Managed identity e

VM1 West US Virtual machine that hase sggem-agslgned managed identity
VM2 Central US Virtual machine LS

App1 Not Enterprise apphcaqm n Azure AD

applicable o

" -_P

VM1 OEBEREO—ILEZEIYLTEIENTED Y Y—RIFENTTHA?
A TIL—T1 LEBRR1DH

B. /)L—7 1 EEXR 1 VM1, & UApp1DH
C.UIL—T1,I*x—TPF1ELKUT VM2 DH

D.¥vx%*x—Y K1 & Appl DH

IEfE: (Efgx R LFET)

B f: 148

sal & LVS & BT Azure Data Lake Storage 7Hh ™ > FEEL Azure Y TR ) T3 ohHBYET,

sal [C7UV AL ZAHMY  —ERER . TALY FIDER, T4 LY b DBIREEDIREEERITT S Appl EVWSERTIDT T BT HFETT,

TSAR—F IV RKRA U EFERALT Appl A sal ICREBICEGTEILEHRETIVELNHY FET . sal ITBERTSAR—F T2 FRA Y FORNMIUTNL DTITH,
A.5

B.4

C.3

D.2

E. 1

IEfR: (EfEZRTLET)

HH: 149
SRDERY
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2R 4

EIBEH Azure Resource Manager 7> JL— hEFERALTYY—RETTOATBHEEZIC FOTTAA A2 A KV31330471 ELVS BETD Azure Key Vault HD L —9 Ly M7 O R TEEH I LEEHRT S
BEIHYET,

1E fiz:

see the task answer with step by step below:

* Grant permission to the application that is used to deploy the resources to access the secrets in the key vault. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to assign the
Key Vault Secrets User role to the application at the scope of the key vault or individual secrets.

* Enable template deployment for the key vault. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to set the enabledForTemplateDeployment property of the key vault to true.

* Reference the secrets in the template by using their resource ID. You can use the listSecrets function to get the resource ID of a secret in the key vault. You need to specify the name of the key vault and the name of
the secret as parameters.

* Deploy the template by using Azure PowerShell, Azure CLI, or REST API. You can use the New-AzResourceGroupDeployment cmdlet, the az deployment group create command, or the Deployments - Create Or
Update REST API to do this. You need to provide the template file or URI and any required parameters.
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AUTLIRDT—REUE—DHYET,

VM1 EWVWS BRIDIRBEI O UEEL Azure Y TRH ) T3 ohHYET VML (E_ VNetl E NS ZRTDRERY FT—2I2EHEINTULVET, VNet! (X Y4 B (S2S) VPN 2FALTAHYTLIADT—42 €
VA—ICEBEEINTULET,

storage1 LU App1 EWVSZHID Azure A AL— 7HO Y FE2ERT HFETT,

FBNIV—RADFRY D=V BENPRODEHEZH-LTVWSLEZHRTILELNHYFET,

*Appl ~NDIEFHT BERY FT—IDNAT 7 RKLANSDAHFA T IRENHYET,

*VNet1 h 5 storage! ~DEKEIZIE Microsoft /1Ay I R—2 2y FIT—D 2 ERATHIHELHY F9,

*Ya—2a 3R MERDMRICMZSZBENHY FT,

BUVY—RIZIEEDE S BRENDETIN?BU LRI VA=Y FEFEYHE) Y—RICESY T LTLESWN, FAVR—32 Y MIMEILZHERASIASZEEIHONIE EHEFERA N DIEEELHY o= FEHS
NEWEEELEHYET , AVTUYERTTDICE  RAVEADREIN—E FZ9 TN AU O—LTE2BLENHLIEENHY FT,

EEELWLEBIRSCEICTI RS Y AR EShET,

Components Answer Area
A private endpoint storageT:
A service endpoint
App1:

An access restriction rule

Azure Private Link

EfiZ:



Components Answer Area

storage?: | A private endpoint

& vitcrosoft

Explanation:

Components

A private endpoint storagel: A private endpoint

| A service endpoint
App1: Azure Private Link

An access restriction rule

- Azure Private 'Link.
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FCOBBE RLCIFIVAZRTT S5 —EQEBO—BTYT, V) —AOEZEMICIK RBEIN-BEEZERT HAREEDH L HBDY ) 2a—a UAEFEATVET, —HBOEME Y FIIFEBDOE L LEERE
NHAHEELHNIE, ELWMERENGWNEEIHYFET,

SOtV VavOBERICEETSE TDEMICRACEFITEERA, TORR, ChoDERELEa—BEEICRTEINEEA,
Azure TR YT arohmhHUEd TR Y ) T 3 UIZlE, Windows ServerzE1T9 5508 DIHRET L UNEENTVET
2012 R2%E f=[¥Windows Server 2016,

R#8 < < > IZMicrosoft Antimalware = BT 2 HERH Y 7,

RS B O VIS L WindowsHégeZBMLE T,

CNIFEFRZERLTHEIAN?

A. [FLy

B. LMV R

Ef#: (EfEZRTLET)

Microsoft Antimalware is deployed as an extension and not a feature.

References:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

A7 AZ-500J 5 REE [LJPNTest.comigfit S  AZ-500J:RERICEHR T B 2 L IZRICII B ET ! JPNTest.comlE S HZEHAZ-500JRERRAEE #1821 L 9, JPNTest.com AZ-500J5RERRSIREE (T SEEFShEL
=, T TAZ-500JBIBEENDTAMI VO VEFIZANET T, BHFRO 7 2 £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520, 3 0%7 « A ho > b+ #34EI5|a— K: JPNshiken|
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RORICRIHRBEI L VEEL Azure TR ) ToavhHnyET,
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Name Resource group Status

VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)
RORIZRT Azure R O—ZFERLLET,
Poliﬁi' definition; i1 Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource virtualMachines RG2
types
RORISRTVY—RX OO #ERLET,
Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

UTOEXIZDOWT ELWMERIF R ZBRLTLLESW, E5THNMESEF DOVE 1 ZBRLTLZE0,
AR ELWEBRIEICTRAV A ESIET,

Statements = Ml{ o SOﬁNo

You can start VM1. O O

You can start VM2. O O

You can create a virtual machine in RG2.

— .
Statements = MiﬁrOSOfth

You can start VM1.
You can start VM2.

You can create a virtual machine in RG2.

Explanation:

NO

NO

NO

1.) cannot perform write operation because following scope(s) are locked:



'subscriptions/xxxx/resourceGroups/xxx' Please remove the lock and try again.

2.) When creating a VM in a resource group with a Read Only lock an error is shown:

"The selected resource group is read only"

3.) Because of the read only lock virtual machines cannot be started nor stopped when the lock is added after the machine started. (not part of this use case, but still good to know.
The article referenced in the answer states different because that is scoped to blueprints.

In the Lock Resources pages is states the following regarding starting VMs:

"A ReadOnly lock on a resource group that contains a virtual machine prevents all users from starting or restarting the virtual machine. These operations require a POST request."
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

BM: 153

AzureSentinel™ T 704 ShTWET,

Rule1&E WS BRIDART D a—ILEN=0 T II—ILZERT DBELNHYET,
Rue1®V TYI—IADy I RS DICIE AZFERTILENHYEITMN?
A. Transact-SQLRAT— r A U k

B. JSONZEZ

C. GraphQL

D. KustoZ T 1)

EfE:C(AAV FEHKT D)

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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Azure Active Directory (Azure AD) 73 > FIZI& Userl & User2 EWNS ARID 2 ADA—H—& Appl EWVWSBARIDEFEAT TUNEENALTVET,
Role1 & WS ZRIDT7 T)EBDO®RENZERLET,

A—H—1ZA—JLZEYET 21— 2087 TVINDT I EREZERTEDLSIZTIHLELADHY FT,
ED2DODHRELERTHIVLENHYFITHN?EEZTBHICIE BAERTHEULGHREZBIRL TSV, iF: EFE LIRSV FAMESIRET,
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B Ouners

& Roles anc administrators (Preview)

| B Umm‘u:"rmps

| .9 Siegle sign-on

D Provisoning

-

B applcabon proxy

i ﬁemu:m

L1’ Tolken encryption

icrosofl- - -

.l. Roles ang administrstors (Previen) |

.I Users and groups

D single ugn-on
>

Previonrsg

Applation préxy

Saif-an h::b, ’EJ

K‘é;zuulmm
“;ﬁ Pt e

| @ Totenencryption
=.'I'$'I'.|':|'!'\.-|'|Tf
Actndty

| 9 sgois

i Usage & rsighty
Explanation:
Graphical user interface, application Description automatically generated




i Overview
ﬂ] Deployment Plan

Manage
H i Properties -_-]

& Owners |

Z. Roles and adﬂﬁ%? (Preview)

a8 Users and gl Ops i

10 rg3ren o

>

—_

95"0#’-5!5-“!!'!;

e ———— e —————————

I Application proxy

€ self-service

B f: 155
RORIZRTH TRy bEET Azure Y TRV ) T avhiHyET,

Mame Virtual network Location
Subnet1l | WNan Weat U5
Subnefl2 | WNED West US
Subnst Whjas2 Wt US

IR ) T aUIld ROERZED WebApp1 & LVS RRITD Azure Web 7 T NEENTLET,
* KE TSR i

*RER Y kT—% VNetl

*VNet#i& 4 >: B3

*#EIEH T k: Subnet11

*Windows 735 > (CKETEER) ASP1

RDEXTE ZHD WebApp2 E LN EZRTID Azure Web 7 T T 7R3 BHFETYT,
* Hhig: KEFEED

*VNetii &N EX

* Windows 735 » (West UAS): WebApp2?

WebApp2 ZEDH TRy MIMETEETH?

A FI3y FMFERIEY TRy MM20H

B. 73y R2FFFY TRy F21DH

C.HIxy M1DH

D. 47Xy MM B TRy b2 FEY TRy k21

E. 4T3y F2DH



IEfE: (EfEZRTLET)

B: 156

By rT—9€Fa2)T4TIL—7T NSG) &HFD2E—DH TRy FLEICI10EDORBT L UNHY FET,
Y cIT—D 57499 %Azure Storage7 h 7 > IR THIRELAHY 9,
ETIRE2DDTIAVIEENTIN? ETNTNOEREEY ) 12— 0D—8ERLTUVET,
FEENTNOELWNERICIFIARS > FOMBESHY 7,

ARy NT—=ONITr—TVREZA—Y)a1—>3vEA VA M—ILLET,

B. Azure Network Watcher2 &I L £ 3,

C.NSGOZMBJ#H/#MIZLET,

D.NSG7O—OJ%EHIZLET,

E. Azure Log Analytics 7 —49 AR—ZX&#EFHLET,

Ffa:D(aAAV FEEKRT D)

A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from, a virtual machine (VM). You can log network traffic that flows through an NSG with Network Watcher's NSG flow log
capability. Steps include:

* Create a VM with a network security group

* Enable Network Watcher and register the Microsoft.Insights provider

* Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability

* Download logged data

* View logged data

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

B 157
RORIZRT VY —REZEC Azure Y TR YT avhipyErd,
"~ Name | Type ' |[ Resource prwu&er |

VMW Virtual machine i Microsoft ."":"T‘_I LITE
storage Storage account | Microsoft.storage

WebApp Azure App Senvice web app | Microsoft. Web

B—ER IURRAV FEF—ER TV RRA Y b KU S—2EATHFETT,
B—ERIVRRA Y FEBALTTIERTES Y Y—RIFENTED, Ff2 H—ER IV RRA U b RYS—EHK— T3 UY—REERTTH, BET 2I2E, BEESTED G TS 3 L EEIRLTL
FEEL,

EE ELOEBRCLIZ KLY MRS SRET,
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VT T ——

storagel and WebApp1 only

VM tang storage1 only

VM 1and WebApp1 only

VM1, storagel, and WebApp1 enly

Support service endpoint policies ‘ 5tnraiﬂ unii = ’

(VM1 only

'WebApp1 only

|WM1 and storagel only
Storage1 and WebApp1 only

Answer Area . =
Can be al:.d by UM&ILC r -
O VM1 and storage only

0 ¢ VM1 and WebApp1 only
@ VM1, storagel, and WebApp1 only

?
Su{i*rwce endpoint policies:

WebApp1 only
VM1 and storage only
Storage1 and WebApp1 only

Explanation:

o
.;% service endpaint [;1u|;|q¢-1 and WebApp1 only

Can be accessed by
+ %
St
i ervice endpomt palicies:  storage i
X & W,/

B H: 158
Azure Active Directory Azure AD) T7F > FE &L Azure TRV ) T avhipy £9,
BRENAPPIE VWS RRIDT TV ETFTUMIBRLES ETHE RORIRTIS—AvE—UNRREINET,



You do not have access X

Access denied
You do not have access

You don’t have permission to registenapplications in the sk200518oGtioek {Def-ault.
Directory) directory. Te request decess, contact your a Iministrator.” ™

- - -
Geeion % =R T
S350 e r‘.'l:' Qurce I

TSE55EU?CHG1~11E‘4E"FO£ 8c5115b3be? Not available

Microsoft_AAD_RegisteredApps Createhpplncatmr?lade
Error coge
403

RAREDNAPPIZT TV MIBERTELILZHRETILENHY FT,

ABEIZES LFEFTM?

A1—H—BEEEELFET

B.[EXxaUTA4ZFHNTBDTIAILFEFWVIERELET,
C.Ta4LYyMIDTONRT4E2EBLET,
D.IVA—TS5ART7 IV r—2avRBEET IV L AHAOEREEBHLET,

IEfR: (EffzRnLET)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
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B f: 159
RG1 EWSEFTIDYY—R TIL—TEEL Azure B TRH ) T arvhsHy £9,RGT I, Azure Active Directory (Azure AD) FREEZEERT 5 VM1 E VWS ARIDRBEIY L UNEENRTULNET,
RG1 [CRO—THEINT= Role1 LU Role2 EWNSEZFID 2 DDA XA L Azure B—ILI3HY ET,
Role1 MR IEXRD JSON a— RIZRFRENFET,

“"permissions™: [ MIC[‘OSO‘Ft

{
“actions™: [
"Microsoft. l‘.‘n-lpute,".:irt @nes!'“

],
4
"notActions™: ﬁ

Eicra;%% utefvirtunlllach;nes;’delete

R

ata.-\ctions": []

'"I
1

St

Role2 M#ERITX®D JSON a— FIZRRSNFET,

“permissions”: [
r
1
“actions™: [
"Hicr«;l;-qu.}_Cnhputcfvirtunlﬂnchincsf""
1s \)
ﬂﬂt&.t‘t‘iun* t [,
Vdataactions®: [],

: Mic f‘ﬁhﬁ?ﬂcﬁttians“: (]
RORIZCRTI—HF—IzO—)LEFEYETET,

Name Role
User1 Role1
User2 Rolel, Role2
User3 Role1, Role2

UTOEXIZDOWT ELWMMESIE R ZERLTLESWD, Z5THEWMESE DOVWA JZERLTESL,
FEELWLVERIEICTRAY AT ESNFET,

Statements
Userl can delete VM.

User? can delS8te&iN .f

L] F r
Wﬂ ] CLF@S@ Ti': % VM1 by using Azure AD credentials.




Answer Area

Statements Yes No

User1 can delete VM1. i

User2 can delete Vi1,

A

+ - g R —
&.Eer% eah Sigh in to VM1 by using Azure AD credentials. ol

Explanation:
Answer Arca
Statements Yes Mo
Liser T can delete V1T M
Lser2 can dejeti ViV -
Lic@r 3can sagn in 1o VT by using Azure AD credentials L
HfE: 160

AzurefR#8< > > D RBEIZEAY % Azure Resource Manager7 > JL— kBB Y F9,

REIS DA VRAVANTOED 3= v FEnd & READWindowstéE = BEIMICEMNICT 2RENHY FT,

fAIZESNETIN?

A. device compliance policies in Microsoft Intune

B. Azure Automation State Configuration

C. application security groups

D. Azure Advisor

IEfE: (EfEZRTLEY)

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager), on-premises VMs, Linux machines, AWS VMs, and on-premises physical machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature DSCService so that target nodes automatically receive configurations, conform to the desired state, and report

back on their compliance. The built-in pull server in Azure Automation eliminates the need to set up and maintain your own pull server. Azure Automation can target virtual or physical Windows or Linux machines, in
the cloud or on-premises.

References:
https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

Eﬁ:ﬁ: 161

RORIZRTHRELO—ILEETAzure b TR Y T avhHyUFET,
N ame HT!_T "é o1t

Role1 | Azure Active Directory (Azure AD)

Role2 | Azure subscription
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Azure R—2 LTI BIFOO—LOIO—VEERLT HLOWARELO—LEERT A EEHBELTOET HILLEEILX, ROKRICRT LI ICHERESAET,

Name I Mlcrosoftl'!ﬁy
Role3 | Azure Ap*
Roled Azuré Subscription

ENEThOH L LK IJ’M’FEH‘%)T_&)k EDRBANEHEHUTEFIN?BETHICE, MBERHETHEYGA T a v ERRLET,
I WOBEREZRZENIRAS U FOfEENHY T,

Role3: v

Role1 only
Built-in Azure AD roles only

Role1 and built-in Azure AD roles only %
Role1, built-in Azure AD rglﬁb Qh ure subscription roles

Role4: v

Role2 nnly @

Built-in Azure AD roles only lﬁh
Role2 and buift- lnM!m iptioh roles only
Role2, built-in'Azure subscnpl%n rc-ries. and built-in Azure AD roles

Microsoft

'Rl::-IE1 only |

Built-in Azure AD roles only

Role1 and built-in Azure AD roles only

Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role2 only’,

[ﬁnlea and built-in Azure subscription roles orﬂy
RoleZ, buflt-in Azure subscription roles, and built-in Azure AD roles

Explanation:
Graphical user interface, text, application, email Description automatically generated



Role3: | TV F v
rolevony M1 VIICTOSOIL _
Built-in Azure AD rolesonly '
Role1 and built-in Azure AD roles only
Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role4: v

Role2 only |

Built-in Azure AD rolesonly _

Role2 and built-in Azure subscription rolesonly

Role2. built-in Azure subscription roles. and built-in Azure AD roles
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
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Azure AD TF 2 b & Appl EWVWSERTIDT TUS—avhbyET,
App1 H¥ Microsoft Entra Verified ID Z A L TERIEREHEZRTET LI LEHZEIT IVNENHY FET,

ED3IDDTI IV EIRBEICRATTILENHYEIT M EET ST . TIL3VOUR MO OEYLET I L 3 VEREREICBEL ELVEFTENET,

Add an identity provider. 3

Configure an authentication methods policy.

Create an Azure key vault.

Configure the Verified ID service.

Register App1 in Azure AD and grant permissions.

EfiE:
Actions Answer Area
| " QO S SO O SO i o - S
[Add anidentitypronder. l‘ Create an Azure key vault.
1 Configure an authentication methods policy. 0:' B e B e A B B s el

{ Configure the Verified ID service. L2V ADp | In AT AD Nc) Qe QR ESIORS

E e = == = = -l‘i-'xﬂ — B
:!_Re;ss;er App1 in Azure AD am; grant permissions. . — MI C ro S 0

ft



Explanation:

Actions Answer Area

Add an identity provider. | 1| | Create an Azure key vault.

Conﬁgure an authentlcattnn methods pollcy Confgure the Venﬁed iD service.

| 2
? Register App1 in Azure AD and grant permissions.

©

https://learn.microsoft.com/en-us/azure/active-directory/verifiable-credentials/verifiable-credentials-configure- tenant
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ROFRIZRT ) Y —REEE Subscription1 & WLV ZRTIDAzurer TR 5 ) T3 vhH Y ET,

Name =M Description
EventHub1 Azure Event Hubs ' Not applicable
Adf1 Azure Data Factory Al Not applicable
NVA1 Network virtual appliance {% The NVA sends security event messages in the
Common Event Format (CEF).

RD) Y —REELSubscription2& LS ARIDAzure Y TR0 1) T avhdhpy ET,
AzureSentinel 7 —9 A X—X
Azuref R Gy R4 VAR VR
NVAD 5 AzureSentinel [CCEF A v 2— U E MY AL RELH Y £9,
IR )T a o EICZEBRTIVEAHY FTIN?EETSHICIE RFEETEYGA T a v EEIRLET,
L UDEBIRIZENRENIRS > FOMMELAHY £9,
;

i [
m Microsoft
An Azure Log Analytics agent on a Linux yirtual machine
A Data Factory pipeline

An Event Hubs namespace
An Azure Service Bus queue

Subscription1:

Subscription2:

A new Azure Sentinel data connector
A new Azure Sentinel playbook
A new Event Grid resource provider

Q0



Subscription1: | M IC]’OSO'H:

TAn Azure Service Bus quéue

SubscriptionZ:

i A new Azure Log Anaryt' s workspace |
‘A new Azure Sentinel data connector
A new Azure Sentinel playbook

A new Event Grid resource provider

Explanation:
Graphical user interface, text, application, email Description automatically generated

Subscription1:

An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline

An Event Hubs namespace
An Azure Service Bus queue

Subscription2:

A new Azure Log Analytics workspace
A ne Azure Sentinel data connector

A new Ev mmﬂcﬁmﬁdm

Eﬁ:ﬁ: 164
ContosoKey1 & W\S ZHID Azure ¥— AV TF—2&8L Azure Y TRV ) T2 avhiHYFET,
RORIZRT LS, A—HF—ZERL A—ILZBYETET,

Name Subscription role assignment | ContosoKey1 role assignment
User1 Owner None

User? Security Admin None

User3 None User Access Administrator
User4 None Key Vault Contributor

RDTHAVERTTEDAI—H—4HBETILELNHYET,

* ContsosKey1 DIERZFEL T,

* ContosoKeyl Ny kD —49 7O R &R LET,

ED1—H—%HANTEIREADHY FTTHM? BETSHICIE EEBEETEYGA T a vEBIRLTLESLY,
FE ELLVBIRSEICTI RSV AR EShET,



Delegate permissions for ContosoKey1: [ v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

[Usef1, User2, and User3 only

~» | User1, User2, User3, and User4

Configure network access ta ContosoKey1: | v
1 ¢ ) Y\l User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

| g r1, User2, and User3 only
M ICroSO ﬁgrt User2, User3, and User4

Delegate perm :CIHSM &Hﬂgﬁglft | v

User1 only

User1 and User2 only
User1 and User3 only |
‘User1and Userd only”

User1, User2, and User3 only
User1, User2, User3, and User4

Configure network access to ContosoKey1: | v

User1 only |
"User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

Explanation:



Delegate permissions for ContosoKey1: v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

Userd, User2, and User3 only
Usert’ User2, User3, and User4

Zonfigure network aceessSta:ContosoKey1: v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1. User2. User3. and User4

Reference:
https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

BR: 165

VM1 & WS ZRTDAzurefRBE< S UhH Y £9,

Azure Security Centerm s, REIIVICIVRRA LV MREV ) 12— a0 F A VAR —LT B I EVWSEEENDSVVHREREEZAFTEET,
EEEOSWMEREORRE G H>TWSHEERBRT IDLELNHYET,

HE=IEZzT o EHN?

A. Microsoft AntimalwareLsRFEREZVM1IZEEM L FT,

B. VM1IZEndpoint Protection F ®Microsoft System Center Security Management Packz 4 > X k—JLLE T,
C. Network Watcher Agent for Windows#L5E#REZ VM1 BN L E T,

D. Microsoft Defender Advanced Threat Protection Kicrosoft Defender ATP) ~MD# > 7R— KVM1,

IEfE: (EffER T LET)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-endpoint-protection

B f: 166

Azure YT R9 1) T a2 SQLT EWVS AFID Azure SQL T—RAR—XAMNEENTLVET ,SQL1T # Always Encrypted 2R T 5K S ICERT H2LELAHY FT AEFERAINIELINTTIN?
A. MySQL Workbench

B. Azure?dR—4 JL

C. pgAdmin

D. Microsoft SQL Server Management Studio (SSMS)

IEfE (EfEZRRLET)
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A7 AZ-500JFAIREE (FIPNTest.comiZ it S AZ-500J5RERICEHET 5 2 L ITRICII B E T | JPNTest.comlE S RITAZ-500J R ERFIREE 12 L £ 9, JPNTest.com AZ-500J5AERFIREE (X H SEH SN EL
=, T TAZ-500JBIBEENDTA IV VEFIZANT T, BHFRDO 7 2 £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520, 3 0%7 « A ho > + #34EI5|a— K: JPNshiken|
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Sub1 & WVSZRID Azure HTRY ) T auhiHB Y E£9,Subl [ZIE, Subnet! EWVWSERID 1 DOY TRy FEEL VNet! EVSARDRERY FT—ODREENTUVET,
Subnet1 [Z[, Ubuntu Server 20.04 #E179 5 VM1 £ VS BHID Azure [REI L UNEENTULET,

Microsoft DH—ERX TV FiRA4 > bEERLET , TRy MORX FL—,

Docker A>T+ —%# VM1 2T FOA4F 3L avTFHF—DBY—ER IV RKRS U bEFEALTAzure Storage ) V—RICT IR TESZ L 2HRT DHENHY FT,
AVTF—%TIOAFTBEINZ VM1 TRIZ T Z2HERH Y TIHM?

AdVTFFRYNITI—D A VB3—TARCN)TS54 AR —=ILLET,

B.77Ur—YarwXxals4 =T,y bT—9 X)) T4 JIL—T (NSG) #ERLET,

C. docker-compose.ym1 Z 7 A L &##mELFET,

Ff:A QA LEHKT D)

Eﬁ:ﬁ: 168
mwﬁkzv ') ‘/ X’a_'—ait, Azure "ﬂ'7Z7 'J 7°/ aVvhHYET,

[z Il

_ :ﬂm "ummgﬂn '

i
i _ .

i "Resource jroup. |
lLvMmt _: | Airtual machine:so |t
RDS 25 £ LET,

Managed1 & WS BRTDYR—T K ID #ERRLET,

Group1 & LV5 ZHITD Microsoft 365 4 IL— T Z R LET,

ERENT=H—EXR TY2om)LeE RGI DY —F—O—)LZEVETEHIENTELID ZHETHILENHYET AEHETILENHYEFIN?BEETHICIE BB 7 TEYGA T a vEBBIRLE
3,./—F:

FNEFNDOELVVERT 1 RS FOBEENHY FT,

Viicrosort

Semvice Principals; | |M cqecd ], VT, and Appl only
| App 1 anly
| rMamagedl and VM1 only
Managed1, VM1, and App1 only
Managed1, VM1, Appl, and Group

Identities: | Managedl and YiM1 only
Appl only
Managedl and VM1 only
i Managedi, VM1, and Appl only
Managed1, Vi1, Appl, and Group1



https://www.jpntest.com/shiken/AZ-500J-mondaishu
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| Apm only

A i . | Managed1 and VM1 only

_ A A ' Mandqged1, VM1, and App1l only i
Managed1, VM1, App1, and Group1

M icrOSfoi Principals: | Managed1, VM1, and Applonly | | -

Identities: | Managed1 and VM1 only | Ll

| App1 only

Managed1 and VM1 only
Managed1, VM1, and App1 only
| Managed1, VM1, App1, and Group

Exblana-tlon: _
Answer Area 1 iCro501T

ikt il Service Principals: | fanaded1, VM1, and App1 only il

-'nl'l-il":-'- il i fiH Identities: | Manaqed1 and VM1 only

B 169

SQt1 & ULv5 & RITD Azure Virtual Machines 4 A2 > X _E® SQL Server & Sentinel1 & LV5 & RTD Microsoft Sentinel 7—49 AR—XEEE Azure Y TRH ) T avhH Y ET,
Sentine1 ZFALTSQLI DX )T AT UNEERTIDELNHYET,

FTMETARETLLSH?

A. Sentinel1 5 VM Insights ZB%hIZLE T,

B. SQL1 IZ_ Azure Arc %fitH—/\—F® Connected Machine T—Y x>V bEA VA F—ILLET,

C.SQL1 T SQL1 H—N\—EFZZ*HMLET,

D. Azure R—#% JLH 5 _Log Analytics 7—9 AR—R ZERLET,

EfE: (EfREFRLET)

Bf: 170

SQLE LS ZRTDAZUreSALT—H R—R O v I Y —N—%ELAzured TRI Y T a vpHYEST VMIE LS ERIDAzurelREBET L > VM1IZ TS A A— FP7 RLRO#HEERALET,
SQLID 77 A 79+ —ILERBRY FT—I DBEERODBRISRLET,
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Ceny public network access

o Click here to creats a new private endpont

eate Provate Endpoin

Minimum TLS Version
Y, P R af |
1.0 1.1 T HV“(.] OSOIT1

Connection Policy

Alow AZure sernvices and resourceslio aCOes s TiNg. Sorve
es (D

Client 1P addmes: 89.212.25.106

Rule name Start IP

Virtual network Subnet

VMIMSQLIZER TED L L2 HRTILEAHYET V) a—Yavid B/MIEQRAZFERATIVHENHYET, HE(FAZET EREN?
AFLOWIZ7AT70+—ILIL—ILEERLET,

B. AR —Z2TOXVIZHKELET,

C.[Azure—ER&EY Y—RIZEDHY—N—~ADT I R EHAT B Z[EWVICHELET,

D. EFDRERY bO—0 &EBMLET,

EfE: (EREETLET)

BRI 171

Usert £ WL\S BETDI—H—%EE Microsoft Entra 77> bW HY ET,
Appl EWSERTIDT T BENHY F5,

App1 DiFE Rolel EWSERIDT T O—)LEERLET,

User1 # Role1 IZEIY B THIBLENHY FET,

Azure R—A2 LTI AZFERAINIEL T M?

A. Microsoft Entra Bt V4 —ND&KE L EEE
B.TUA—TS5AXF7T)r—arvbhd®Appl DA—HF—E5)L—T
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C. 7 71) &M 5 DApp1 DAPIHER

D. 77U ZEENDD App1l DF7 7Y A—JL
E.TA—TS5AX 7T =320 Appl OO—)L L EEE
FfE: (EEZRTLEY)

B 172
container! £ WLNSBLOBa YT+ —¢App1EWVWSI I SA T U RNTTUS—2 30 %ELAzure A AL—UT7 h 2 RA®H Y 9, Microsoft EntraZR2EE 4 L T, Appl1h beontainerl AN 7V £ A &R 2 ELH
DEFT, ES35TIIEENVTL £ 507 BIEREI OB EERBRZBRLTCIZESWD, E  EFIDICDOEIRA U LT,

Answer Area , - ®
From b jwjj

Create an access [ﬁr_ki-;-‘]-:-
|r1'|;||-'-:1‘-s-|1‘. Afi .1|_J-|_|||-_ ataon promy

Maodify the authentication methods

Feom the storage account!  Configu

Add a private endpoint

re Access control (1AM

R...-qn..-: wrate the acdess ey

CToalF o (T Package
;|r.|.|1p:ﬁ+r.1 an apsplecation prom
Modity the authenticatson meth

FofT the storage account: | pndrol (1AM

Add & prvate endpont

Regererpie the scoeis key.

Explanation:
Antwer Area
Froih Miceosoft Entra: — Register App? h"’
From the storage account:  Confiqure Acceds cantrol (LAM) -
Microsoft
Eﬁ:ﬁ: 173

SUub2MREY L UEIDORY FT—YBEDEXF LU T4 FFHELTWWET,
UTDERT—FA D KMIDWT AT—FAVMARETHAEEF IV ZBRLET, FNUNDOBEIE, WA ZBIRLET,
EFNFNAOE LUOERIZIFIKRS > FOBENHY F9,
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Answer Area

Statements | __ Yes

From VM1 you can successfuliy ping the/public IP address of VM2. O

From v M1 ,you can Euccessfuﬂy ping the private IP address of VM3. O

From VM1, you can successfully ping the public IP address of VM5. O

1E#Z:
|| Answer Area

Statements

N¢

Yes

From VM1, you can successfully ping the public IP address of VM2. O

From VM1, you can successfully ping the private IP address of VM3! O

From VM1, you can successfully ping the public IP address of VMS5. ;_Qj

Explanation:
Yes,

Yes

No

BEf: 174
Azurer TR ) T avhiply £,

Azure Security CenterC7—2 7 O0—DEMEZERL . EF 2 ) T+ DB HZBEMITEIET S &L E5TEILTLVET,

IR ZERT ARENHY ETIH?
A. a managed identity

B. an automation account

C. an Azure function app

D. an alert rule

E. an Azure logic app



EfE: (EfEZRRLET)
Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

Eﬁ:ﬁ: 175
Azure YT RH ) T a0 EBHFHELETYT, CNICIE  RORICRTRET D UOREENTNVET,

name Operating system
Computer | Windows 10

Computer2 | Windows Server 2022

Computer3 | SUSE Linux EnterpriseSdoiar-{FLES)
Microsoft Defender for Cloud T 7 1 LEEHEREZENTILELNHYET, 77 ML EBEHEREZYR—FrFda Ea—32—FENTTM?
A.dVEax1—#1¢EaVEa—320H#

B. it EEFA B L UEHEEAHDH

C.5TEDH

D.aYFa—%1 avFa—4%2 $&XUarvEa1—43

IEfE: (EfEERTLET)

BiH: 176

App1ZRR FTH-OITERTIRETIVHHERTIDLENHYFET, V) a—2 a3 v KeyWautl OEMBEHZH L TVWLIRLENHY FT,
EDRETLVEFERT ILENHYEIMN?

A.VM1_VM2_ & & UVMIDH

B. VM1_VM2_ VM3, & fVM4

C. VM1D#

D. VM1E & VM2D &

IEf#: (EfEZERTLET)

B 177

Azurer TR ) T avhibhl E9,

Azure Active Directory Azure AD) $5#D PIM)ZEMIZLET,
EEETAIVMIRTEI2EHDOEF LT 4R O—I2E ROEHELHY FET,
*FHOY MISERDL MFA) ZERATI2HEAHY FT,

*FHIY MI20XFOEME/NRT—REFATILELNHY ET,
*INAT—RIF180B S ELICERETHIRENHY FT,

XT7HH9Y MIPIMTERT ILEAHYET,
BEOHMBIZNRT—FEZEBLTCWENVEBREICEATSI75— &2 TRYET,
ERENET7 77— FOEERDRICINZ SZLELAHY FET,

EDPIM7 5 — FE2ZEBTHILENHYFETHM?

ABRENEX 70T 4TIEDEOIZESERZBIAEZVEL LFEA,

B. BEEIIHEOD—IILZFERALTLWEEA
C.EIDEEDN TRINIY LB TOENATWNVET
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D. ¥EO—LDBHEMTIRET HO U b,

IEf#: (EfEZERTLET)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-configure-security-alerts ?tabs=new

Bf: 178
ROEFITRTIEZRINDBNY B THHY £,

"Rolesssignementla”™: "13ae6el-b93a-2412f-9ga8 -FERADVFIGLAE",
“Scope”: ".-'5a.b5f'"i:'atii:r.'sxE‘albaiﬂ?-ﬁw-l-d?h-@:’fa-BF?cFuc-:SF':-tc;r'em-.-'"ct.'f:r'chiﬁ—"-"-tGI'.

“pDisplayhame™: “Admini”
“SignInfama™: Adrhmﬁtcn*‘n;b -
“RoleDefinitiontama” b "Ouner” E |

“RoleDefinitionId®: ".-'u.b'.u:r‘ tio FMI{ FQSQitfd 873c5a4a5fbbe/providers)

FOYy FTADY AZa—%#FRALT RISREIATOSERICESVTERT— AV M EERSEHEEDERBRZERLET,
FENTNOE LLERIT I RS > FOffEAHY £,

lanswer cholce] can delete VM1, | P -]
Only Admint
Only Admin1 and Admin
Oniy Adminl and Admin3
Only Admin1 and Admind
Admini, Admin2, Admin3 and Admind

[answer choice] can create new resource-groups. | Y w |
Admin? Uﬂl These are the se}'t'{tmn; for the statement [answer choice] ca
Adming only
Admin3 only

Al (@ geic)a o

[answer cholce] can delete VM1,

1E fiz:

Gnly Adm:n‘l and Admin3
Only Adminl and Adoipd
Admin1, Admin2, Admin3, and Admind

[answer choice] can create new resource groups. | I - |
Admin? Ol'li These are the :r}'n:’uans for the staternent [ansawer choice] ca

Ach'nns only |

E-:hln! and Admin3 only

Admini, Admin2, Admin3, and Admind
Eﬁ:ﬁ: 179
F ORIV AVIZE BEALYF A EBMEERSIDULDOERMEY FAEFEATUVEY, FEMIE MREICKH T 2 HMBEDEREZRRALET, TORRKL, EHOONE-BEZH -LTLEINE I N EFIEL T
=&y,
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ty FADERDERENBIEEZMBRTESBEEADHYET - £y FROEDBRELBEEZMRTEAWNAREELHY 9,
DY aVvOERICEEZELERE RAZEFITEEREAL, ZOEO CALOERBELE 2 —EHRICRTINEEA,
RORIZERT VY —REZEC Azure Y TR YT avhiHyEd,

Name Type
Group1 | Security group
Group2 | Microsoft 385-group
App1 App megistration
MITEES b | LS@rsassipned managed identity

RORIZETI—F—HUNET,

Description

= Member of Groupil andGroupd

s Assigned Owner role for App1 ani

« Member of Grolip1 and Group?

= Assigned G@ner role for App1 and M

SQLT EWS ZRID Azure SQL ¥ #+—2 K 4 VR A2 U A %#ERL L . Microsoft Entra DA DERIEEEXILET,
User1 & User2 MiA A SQL1T D Microsoft Entra & E L TEHRESN TSI L ZHRIT IBLENHYET,
2R App1 Z SQL1 @ Microsoft Entra & & LTERELET,

CHNIFBEEEF L THETH?

A. [Ty

B. LMVZ

Ff:B (24 FERET D)

B f: 180

APL—D21CFHBEENTWAEREEERT A2VENHYET Y a1a—2 a3 vE R ML—UHESIEORTEGZE-LTVWIRENHY FT,
A T7HO2 MEEEF—%FERAT D& 51T storage2 L EFT,

B.X bL—20—SREEEMCLET,

C. storage2 IZ Azure B—JLR—ZX D7 Y t Xl (Azure RBAC) O—LZE|Y B TET,

D. storage2 ISR —TH#ERLET,

Ff:D (242 FERET D)

B 181
TFOEALVEA—BETIRENHYFET LEA—EHLLLE2L—DaLYYavICEIYETON VY—RAFRBEICE>TLEaA—ENFET,
IBEIZRITT HIRENHAHIDDT I aVIEENTIN?EETHICE BULTILavETILaVO)RAMoREEZEIV7IZEBEBL ELVEFICHERET,
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Actions swer Are
I%crosoaft

Create an access review program

Set Reviewers to Selected users.

Create an access review audit.

Create an access review control.

O,

Set Reviewers to Group owners.

Set Reviewers to Members.
1E#Z:

Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit

Create an access rewew contml

Set Rewewers to Group owners.

Set Reviewers to Members. - M | Cros Oft

Explanation:

Q0)



AnswerAréa

Create an access review program.

Create an access review control.

P Set Reviewers to Group owners.

Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the resource is a group, you can ask the group owners to
review.

Programs

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

A1 AZ-500J I REEE [LJPNTest.comigfit S  AZ-500J:RERICEHR T B 2 L IZRICII B E T ! JPNTest.comlE S HHAZ-500JRERRIEE #1821 L 9, JPNTest.com AZ-500J5RERRARBE (T £ SEEFShEL
f=, 2 Z CAZ-500JfSRBENDTACI VO VEFICANET , RO 7 2 £ X _https://www.jpntest.com/shiken/AZ-500J-mondaishu 520/, 3 0%7 « Ah > k #3814 EI51a— F: JPNshiken
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Sub2DRBT L UEIDR Y FT—VBEICHT ST TV r—2artFa T4 0IL—TONRZFML TLVET,
UTDERT—FA DV MIDWT RT—FAVIDNETHSEEIE FLEERLEFT, ThLUNDBEEE, DDWZ ZERLET,
EENTNOELWLERIZIFTNARS > FOBENHY T,
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Microsoft Statements

Yes

rom VM1, you can successfully ping the private IP address of VM4. O

rom VM2, you can successfully ping the private IP address of vM4. (O

rom VM1, you can connect to the web server on VM4.
1E fi%:

Statements Yes No
From VM1, you can successfully ping the private IP a@m VM4, O r S
From VM2, you can successfully %m%ﬁte IP address of VM4, (j : O
| :_._._:;I:"-.:_--.:;; _E i
From VM1, youean cohnektts theSweb sarver on VM4 1O O
Explanation:
m Micrseshe Yios

From VM1, you can successfully ping the private IP address of vMm4. ()

From VM2, you can successfully ping the private IP address of VM4, f O |

FromVM 'l,, ?DU can connect to the WEb server on VMA4.
Box 1: No. VM4 is in Subnet13 which has NSG3 attached to it.

O

Q 1O O &

No

0O

O

O

VM1 is in ASG1. NSG3 would only allow ICMP pings from ASG2 but not ASG1. Only TCP traffic is allowed from ASG1.

NSG3 has the inbound security rules shown in the following table.



Box 2: Yes.

VM2 is in ASG2. Any protocol is allowed from ASG2 so ICMP ping would be allowed.

&/ | Destination |

ASG1

1 ",-’_m‘,uﬂl'jarhl?fg I Allow

| Ay

Action
Allow

GOS0

| gﬂiﬂ ! '_imurlt + Virtieit e '.'.-'.'c;r; | Allgw

“Y&&dreLoadBalancer | Any
| Any

| Aliow
| Deny

Box3. VM1 is in ASG1. TCP traffic is allowed from ASG1 so VM1 could connect to the web server as connections to the web server would be on ports TCP 80 or TCP 443.

BH: 183

T COEMEF RLSHIFERRT S5 —EQOERO—MTY, V) —XDEEMIZIE,
AHEEELHNIE  ELWVEREAGTWVEELHYET,

RESN-BRZERTHARMEOHLIHBEDY )2 —2a UBNEFNTVEY, —HOEMt Y FMIIFERDIE L LOMERE

CDEVVIVOERMICEET 5L ZTNERICRDIZELEIETEERA, ZTOHR, CALDERIILEa—BEREICRRINEFLA,
Azure Security Centerz{EA L T 3DNDAzure 7RV 1) T avhD—mibEntz/R) O—BEBETLET,

WSO DRY S—FEREZFEALT HIRV YT arvntexa T4 28EBLET,

3DDHTRI YT avIRTITKYD—FRETIL—TELTRATILENHYET,

Y )a—23y B IL—TERRET DA VT FIEEYETEERLET,

_NIFBEZERLTHWETN?

A. [
B. LMMZ

FfR: (EREHETLET)

References:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Name Type
container! | Container
folder1 File Share
table1 Table

Usert LW\S ARIDI—H—& storage! EWVWSZRDRAML—D THhOU REEL Azure Y TRV ) T arvhHyEd  storage! 7HD 2 FIIE RORICSRT Y YV—ABNEENTLET,

ROEFITRT &K 512 storage! T, SAS1 & L5 &R Shared Access Signature (SAS) ZER L E 9,
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Allowed senaces ()

[ sioo [ e [ queve [] Table

Allowed resource types (O
B service B container [l otiect

Allowed permissions (5
. Read . Write . Dalete . List Add . Create | Update Process Immulable storage

B A EraSoft

Start and expiry datetime (&

swnt [ 01012022 || 12:0009,.am |
End | 010172023 £1] {42:0000 AM |
(UTC+01:00) Belgrade, Bratislava, Budapest Ljubljana ﬁragtj-e- A * v |

Allowed IP addresses (1)
! For example, 168.1.5.65 or 168.1.5.65-168%5.70

Allowed protocols (D
(®) HTTesonty () WTTRSandHTTP

Preferred routing tier (0
(@) Basic (default) ilTesolt netwerk routi | internet rout

o Some routing options are disabled because the endpoints are not published,

signing key )
| key1 v

Generate 5AS and connection string

ED')Y—RIZUser! SAS1 &£¥— 1 ZFERALT2022F 7 A1 HICEETRAAHFEIM EETAHICE BAETHENGA T aVvEBRLET, I TR ETAOELGERIT 1 RS > FOMEENHY £,

Answer Area
| FVF -
. M IC E@: Hﬂarﬂ folder1 only T'_Jj

| folder! and table1 only
‘@ ® containerl and tablel only
@' container1, folder1, and table1

%m% Keyl: | containerl, foider], and tablel v |
2 ﬁ tolder) only

container] and folderl onty

tolder1 and tablel anty

container1 and lablel anly

container, folder], and tablel

1E fiz:



Answer Area

SAS1: | contaiferend folder1 only ‘;rﬁ
e
_felRefdonly _ _ _ _ _
'] container and folder1 only
"tolder1 and tablel only” ~
containeri and tablel only
container1, folder1, and tablel

Key1: | container1, folder1, and table1 ]
folder1 only

container and folder1 only
folderl and tablel only
_~cdbtaper] apd tablel qoly_ _

Explanation:
answer Area )
o N €posSoft
SR8 1, Tcontainer and folder1 only *{lj
Keyl: containerl, folderl, and table1 v
B f: 185

AZFW1 & WVS Azure 77 A 74— ILEETL Azure Y TRV )T 3 onHYFET, AzZFW1 21X FWPolicyl EWS3 77 A4 7 94—IL R —BHYFET UTOERZE-F (X FWPolicyl [Z)L—JL a LD
LIavEEBMTIBHENHY T,

* 535 FQDN [CE ST RS 74 v £HFLET,

*TCP b2 74 v ZHAILET,

BEHICHLTEDESBRAATDIL—IL ALY a3 ZEMTILELAHY FTH? BAZFTHICIE, AEBEETEU G T3 VEERLTEZS,

FEELWLMBIRSEICTI RS Y RMIEShET,



Allow traffic based on the destination FQDN:  Application only g B.c

Network on
l:r hcation ani

stwork of I'.'INAT only

e plicatinn or DNAT only [

Network or application only :

Network, application, or DNAT

lCI‘OSOft

Applsr.allo-n only
Network or DNAT onl |
Application or DNAT only

MNetwork or appl'rcatmn only |

Allow traffic based on the destination FQDN:  Application only
Network on
Application only
aMetwork or DNAT only
|Application or DNAT only
Network or application only
Network, application, or DNAT

Allow TCP traffic _ Network anly_
| Network only
T Application only
Network or DNAT onl
Application or DNAT only
'Network or application only
Network, application, or DNAT

Explanation:

Allow t“"f.l %ﬁ% destmatmn FQDN: Application only

- eﬁmﬁ Allow TCP traffic  Network only

EH: 186
MicrosoftSentinel # ¥ AAzuret TR 9 1) T avhihply £,



HA FFEREEENLYIT YT T TL— FZEHERT HMicrosoftSentinel / — Ty I ZERT HLELNHY FT,
BN ZERT ARENHY FIM?

A. ZHTIL—IL

B. LogAnalytics7—%2 AR—X

C. AzureMachineLearning™”7 —%- A R—X

D.N\YT4VT0TY)

EfR: (EREERELET)

BH: 187

Microsoft Defender for Cloud BT % Azure Y TR ) T a3 ohHBYET, CDHTRY ) T3 UIZIE Azure Database for PostgreSQL M4 VY R A VAN EENTIVET,
T—AR—ZADTIN— T+ —RABEBEOREVWHIBREINIZIGEIC A—IILT7T7— FPERICEESINSGLIITTILELNAHYFET , Va2 —2a VEEBEXZRINRICNZSBLELHY FT,
AZZBEITNIEEINTL & 557

A. Azure Monitor 72 T4 ET« B

B.A—T2Y—RDY L—Y 3+ )L T—4% XA—XFHMD Microsoft Defender

C. Azure Monitor 7 5— k JL—)L

D. PostgreSQL & LR AE (pgAudit)

Eff:B(OA Y FEREKRT D)

B : 188

Azure Y TRH YT a3 EHEHELTT,

SHHLWAZuUre DNS 7V T4 ET 4 ICHAT 2 BMEHEICRETILENHY FT,

Cloud Workload Protection (CWP) ® & ® Microsoft Defender 75 2 BT 2HENH Y TI H?
A ))—RAIR—Dv—

B. H—/\—

C.AXkL—Y

D. 7 7UH—ER

E. API

FfE:B(QAY bEHKT D)

B fE: 189

RDOKRIZKRITI—H—%EL Microsoft Entra T+ > bMH Y £,
Name | Member of "7 Role ]:
Admin1 | Groupl Global Administrator |
“Admin2_| Group1 | PriyN§8d Authentication Admiristrator_
Userl PMeand _ML}T'TL.-

ROBIZRT KN —HFT7 VX NADREZERLET,
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Temporary Access Pass settings

Temporary Access Pass, or TAP, is a time-hmited or imited-use passcode that can be used by users

for bootstrapping new accounts, account recovery, or when other auth methods are unavailable.
Learn more,

TAP is issuable only by administrators. and is seen by the system as strong authentication. It is not
usable for Self Service Password Reset. '

Enable and Target  Configure

Enable Q

Include Exclude:

Target O All users @ Select groups

Add groups =E M icro SOf

Name Type Registration

Group1 | Optic

Admin2 [Z—B 79t R NRRBIEAEZEMLET,
UTDEXIZDWT ELWMEEX WV ZEEIRLTLESWD, F5THEWMESIE DMVOVZ 1 ZBEIRLTLESLY,
FEECELWMLMEBIRSCEICTIRA Y I EShET,

Statements =§EM i C ro S Oft Yes

Admin1 can view the Temporary Access Pass HIAdmmZ @
Admin2 can add the Temporary Aceesfﬁf'ass authentication method to User1. O
Admin2 can add the Tempa{mg Access Pass authentication method to AdminT. O

1F fiZ:



ANSWEr Area

Statements M E C r@ S Oft Yes No

Admin1 can view the Temporary Access Pass of Admin2, O 10
Admin2 Canadd the Temporary Access Pass authentication method to User1. Ol O
Admin2 can add the Temporary Access Pass authentication method to Admin. O :_ )
Explanation:
Answer Area
Statements
Admin1 can view the Temporary Access Pass of Admin2.
Admin2 can add the Temporary Access Pass authentication method to User1.
Admin2 can add the Temporary Access Pass authentication method to Admin1.
HfE: 190
Azure!) V—RI = v —T U TL— b EFERALT R—IZBR SN zAzurelRB T L D OEROEREETTSFETT . REROEBET7THO Y bD/IXRT—KRI&L E7% BAzure Key Vaultizo—4o Ly L& LT
RESNIZFET,

BERADPICEU G-I LY FEELXF—FR—ILFEEETDH) Y —XIDEBMICHEET 5 EZHINT ILELNHY FT, Key VautDZFTIES—I Ly FDOARINE, A1 VT4 VNRTA—F—L LTRESNFET,
1)V —XIDOBEIZIFMAEERT ILELNHY EITHN?

A X—HR—=ILrT7 I ERKR)—

B.Uvyant-7r7L—+

C./NSA—HB—T74)L

D. BEt7 A+

FfE: (EfEZRTLETY)

https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/key-vault-parameter?tabs=azure-cli#reference-secrets-with-dynamic-id

B’ 191
AUTEAU2E WS EHTD2DNDEE = v kZ &L AzureActiveDirectory Azure AD) T3> FABHY FET,
RORIZRT LS, A—F—(FEBEMICEIYHTONET,
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User name Member of
Admin AN
Admin2 AU
Admind A2
EI&’r'r'i'r'ﬂ“" o
Userl AUl

Answer Area .U'
Statements CI Yes No
L=
Admin1 can reset the of Uzer1.

? _ Admn2can ré%*pm‘ﬂrﬂ of User3.
e ——

EfiZ:
Answer Area ﬁ‘
Statements Cﬁ Yes Mo
Admin1 can reset the *ﬂf User1. IH '_._‘
N s
Admin2 cq@ password of User3, fol O
rimpremverswos gt Mlicrosoft
Explanation:
Ao e B
Statements E No
Adminl can rqﬁw @Gr 8
"pﬂﬁj‘ls}t the password of User3. . 8
Admin3 can reset the password of Admind, D .
B 192

RINEHZE=TICIE AKSTI BELV DI IR—D R ID 2RI DRENHYET , V) a—Ya vk &/MERDRAICKSBENHYFET,
FEIDICEDO—LZRYHTHBLEAHYEITH? AETHICE, BIZFEETEI LA T a vEBRIRL TS,
AR ELWERSEITTI ARSIV FBFEESNET,



AKS1: | AcrPull

Contributor

(\ F’ Owner
6 ‘Reader

9$& ID1: | AcrPush )

AcrPull

lnEej'Wicrosoft

Reader

|
F cPush — — —

Contnbutor

Ownier

Reader

I01: | AcrPush
AcrPull

Contnbutor
Owner
Beader

Explanation:

m Microsoft

AKSY: AP

Il'f}'l v AcrPush
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RORIZTRT LS54 Azure ) Y —RADEERLHY £,



(e

Tenant Root Group

v
ManagementGroup1

‘

Subscriptiont

v
g
RG1

i~

I
¥
=
Vi1

RDERIZRT Azure Blueprints EZZER LT,

Name Published at
Blueprint1 Tenant Root Group
Blueprint? Subscription

Blueprint1 & Blueprint2 ZENA T2 29 MIBIYETAZENTEETHN? AETSHICIE EZFEEHTEULA T a oEBRLTLESL,
FECELWLMEBIRSCEICTIRA Y I EShET,

Blueprint1: v
ManagementGroup1 only

ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription 13_361 ,and VM1
Subscription1 only

Tenant Root Group only

Tenant Root Gruup‘ ManagementGroup1, and Subscription1 only

Blueprint2: v
ManagementGroup1 only
Subscription1 and RG1 only
Subscrip_tiom ‘only,

Subscriptiom; RGMW@ SO ﬁ:i:

1F fiZ:



Blueprint1:

Blueprint2:

Explanation:

Blueprint1:

Blueprint2:

- :Subscription1 DFIl}'

ManagementGroup1 only
ManagementGroup1, Subscription1, and RG1 only
ManagementGmum Subscription1, RG1, and VM1

b — — e . — .

Tenant Root GI‘GUQ only

Tenant Root Group; ManagementGroup1, and Subscription1 only

ManagementGroup1 only
Subscription1 and RG1 only

o — — — — — . —

OB Eph Gy GREN Tand VM1

ManagementGroup1 only

ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only
Tenant Root Group only
Tenant Root Group, ManagerfientGrodp1, and Subscription1 only

— ]

ManagementGroup1 only
Subscription1 and RG1 only
Subscnptmm oalg

Subscriptiont RE @ VM < ) 't

Blueprints can only be assigned to subscriptions.

Eﬁ:ﬁ: 194

RORIZRITF—avTFH—%28L Azure TRV ) T avhihpy F9,



Name | Days to retain Purge. | [\/i- Permission model
Iy | deleted vaults | protection MI O
KeyVault1 | 10 Enabled »Agure role-based access control (Azure
RBAC)
KeyVault2 | 15 Disablea Azure role-based access control (Azure
RBAC)

IR T I VIZIE RORICTTI—HF—NEENET,

Name Role o W
Admini Key Vaul Comtribunct ' | KeyVaultl

to

Admin2 Ky Madly Sesrets Officer Key\Vault2
| Agmin3 Koy Vaylt Administrator KeyVaulti
e Ll -

6 A1BHIC. RDT7YV>avEERTLET,

* KeyVault! 55 keyl EWVWS ZRTDF—ZFHIBRLET,

*KeyVault2 i 5 secret 1 EWVSZRID—U Ly FEHIBRLET,

UTODEXIZOWT ELWMEEIE EUOMEFERLTLESWD, 23 THWMEAX DVWR IEBRLTLESL,

Statements Yes No

. en.cOM
Admin2 can purigﬁsh"gg n ' CM IC I‘DSL"_th

Admin1 can recover keyl on June 5.

Admin3 can recover keyl on June 1/.

1F fiZ:

Statements No

.
Admin1 can recover key1 on June 5. o _:

Admin can purge secrett- AR | %ﬁjﬂMicro soft
1Y A = N - -_I

Admin3 can recover key1 on June 17. J

Explanation:
Yes

Yes

No

Eﬁ:ﬁ: 195
RORIZRT VY —REET Azure Y TR ) T avhhby T,



Name Type Resource group
| RG1 Resource group | Notapplicable |
RG2 Resource group Not applicable
RG3 Resource group Mot applicable
SO Azure 5QL Database RG3

SQL1 TIEB B LT — 2 1St (TDE) NESIZHE->TWVET,
RORIZRTELIIZ VY—RTIL—TIZR) O—%EYHTET,

MName Condition Effect if condition is Assignment
false
Paolicy1 TDE enabled Deny RG1, RG2
Paolicy2 TDE enabled DeployIfuotExlsts RG2, RG3
Paolicy3 TDE enabled Audit RG1

Azure Resource Manager (ARM) T JL— b #FRALTAzure SQL T—42R—RET A/ TBHFETT , T—FIR—X[E RDORICTT LS IR EINFET,
FE ELWLBIRSEICTI RSV PRI EShET,

SO T vall harvee TDE Shabibed autormatcaly

Thee deplogereant of SOLZ wall Fal

SOl Tee Ceployed ang markose] &y AnnCOm it

Microsoft

SQL1 wall have TDE Snabled automatcally

Staternents

The deployment of SOL2 will fad

SOLY wall b cepioyed $nd marioe ms noenComdwnt

Explanation:
Graphical user interface, text, application Description automatically generated

Statements Yes No
SQLY wall have TDE enabled automatically. % X .
The deployment of SQL2 wih{ali .
O\ ™ Microsoft
SQL3 wll be deplohed and marked a< noncomphant. .

BE: 196

Azure Active Directory Azure AD) T3+ > bIZ VO INTWBDAzure TRV ) T3 ohHYET,
AzureiR—A DD ITUA—TSAXT7T)r—2a v EaEBELET,

Azure ADTYERL SN DEMND ) YV —RITENTTM?

A Y—EXTY N

B. X.5093EBAE



C. 8 &EnrID

D.a—H%—7ho> Ut

Eff: A(QAVRERKRT D)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

BB AZ-500J[ERESE [ZJPNTest.comigft St  AZ-500JEHERICEHE T 5 Z & ITRIZIL B F T ! JIPNTest.comlE S mFTAZ-500J BRI REE 124t L £ 9, JPNTest.com AZ-500J5A 58 EIEE L H S BEFH S NFEL
=, 2T CAZ-500JfSRBEENTA FI VO VEFITANET , RO 7 2 £ X _https://www.jpntest.com/shiken/AZ-500J-mondaishu 520/, 3 0%7 « A A > k #8174 EI5Ia— F: JPNshiken
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SQL1 £ WLVNS BZFHID Azure SQL H—/IN\—Z &L Azure Y TRV U T auhH Y Ed,SQL1I ANEENFTT,DB1 DHfE55EETHE %58 T 9 5 121&, Microsoft Defender for Cloud R 2WENHY T3, R %
TARETIHN?

A RF¥xvy LIR—FDREEXERELFET,

B. EHiMGRYBRLRAF Y VEFVICRELET,

C. Advanced Threat Protection DFEEMN S SQLA x93 v DMBHEERIRLET,

D. Microsoft Defender for SQL 7S5 V& B#IZLET,

IEfR: (EfEZRTLET)

B fE: 198

SHRDERY

BEICIELCT RODTA VERBEREFEALET,

A—Y—ZEZANTBIZE [VA AV RYIRICHA—VILEEE, FTOLA—H—RKEV Vv I LFET,

NRAT—REANLET, RRT—FZAALTLEEVW RV I RICHA—VYILEEE , TONRRT—FEI)vI LET,

Azure 1—H —44: Userl -28681041@ExamUsers.com

Azure /XX 77— F: GpOAe4@IDg

Azure portal M TS D —ICEEICHEARENLTENESX CTRLKZBLT HLWISOHF— 2 TICR—F L EBHAAAHLET,
ROBRIE, TI=ZAN Y R—rDAZEEMELTLET,

ZiRA VRA R 28681041

28
rg110d28681041n1 Azure X kL— PH™S Y hAd HTTP G2 21T 20BN HY T T,
1F f#:

Check below steps in explanation for Task

Explanation:

To prevent HTTP connections to the rg110d28681041n1 Azure Storage account, you can follow these steps:
In the Azure portal, search for and select the storage account named rg110d28681041n1.

In the left pane, select Firewalls and virtual networks.

In the Firewalls and virtual networks pane, select Selected networks.

In the Selected networks pane, select Add existing virtual network.
In the Add existing virtual network pane, select the virtual network that does not allow HTTP connections.


https://www.jpnshiken.com/q/68811-6426870/
https://www.jpntest.com/shiken/AZ-500J-mondaishu
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Select Add.

B E: 199

You have an Azure subscription that contains an Azure SQL database named SQL1.

You plan to deploy a web app named App1.

You need to provide App1 with read and write access to SQL1. The solution must meet the following requirements:

Provide App1 with access to SQL1 without storing a password.

Use the principle of least privilege.

Minimize administrative effort.

Which type of account should App1 use to access SQL1, and which database roles should you assign to App1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Microsoft

Account type:
Azure Active Directory User
Managed identity

Service Principal

db_datawriter only
db datareader and db_datawriter

db owner only




Account type: 7
Azure Active Directur*,f User
| Managed |wd+e.~nt|ty,er ,
Service Principal
Roles: v
db datawriter only
,Qb_ datareader and db_datawriter '
db owner only
Explanation:
Graphical user interface, text, application Description automatically generated
Account type: &
Azure Active Directory User
Managed identity
Service Principal
Roles: Vv

db_datawriter only
| db_datareader and db_datawriter
db owner on! ICFOSOT

Reference:

https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sql-database?tabs=windowsclient%

2Cdotnet
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#7 L Ly Azure Active Directory (Azure AD) 77+ > MICEEER (T oNfFH L Azure Y TRV ) T 3 V&R LET,

R—RIWR) = EWSRFDT I T4 TREHEFET I CAR) O—Z1DEHLES, R—

A LR O —I(F  Microsoft Azure BB S K7 TIUADT7 U A ZRIBET 2=-OIZFERINFET,

R—BII R O—DEHREF, FHEORIZTRT ESITERESNTVET (EHI2TE2VvILET,)



Portal Policy %  Conditions > Locations [l %

0 info Tl Delete @ inio Contrel user access based on thelr
I physical location. Learn more

* Name
= = — - Device platforms @
| e S Mot configured ure @
— =0 | No

Assignments ' d

gn 1included 60 indude  Exclude
Users and groups
finiess Client apps {preview) ¥ . } Any kcation

Not configured All trusted locations

crnucu_wsq Device stat # Selected locations
1 app included Mot =

._ =0 Select

:""'H“ .'."_. it Contoso

o \° |

Acces controls
Grant @

EﬁMicrosoft

R—AIL R O—DEHRIREIL, E‘Fﬂj@(:a‘ﬁ’:l: SITERINTWES, (HFA 2725 vs LET,)




Portal Policy

© info [ Delete

*Name

> Grant X

Portal Policy

Assignments

Users and groups @
All users

Cloud apps @
1 app included

Conditions @
1 condition selected

Acces controls

Grant @
2 controls selected

session @
0 controls selected

Select the controls to be enforced.

Block access

® Grantaccess
V' Require multi-factor authentication @
Require device to be marked as compliant @
' Require Hybrid Azure AD jointed device @

i_‘i Require approved clientapp @
i See list of approved client apps
For multiple controls
'_ Require all the selected controls

® Require one of the selected controls

M\ 1icrosoft

AR ELVWERIEICTRAY AT ESIET,

Users from the E

authentication (MFA) to access
subscription. -

l. 1! r
Nterosoft

toso named location must use multi-factor, O O

authentication (MFA) to access the Azure portal.

Users from the Contoso named location m usfnse multi-factor O O
theweb services hosted in the Azure

Users external to the Coritoso named location must use multi-factor O O
authentication (MFA) to access the Azure portal.

Yes Mo

h

IEf

7]

%




Statements Yes

Users from the Contoso named location must use multi-factor O
authentication (MFA) to access the Azure portal.

Users from the Contoso named location must use multi-factor
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to the Contoso named location must use multi-factor O ! O l
authentication (MFA) to access the Azure portal. -

Explanation:

Box 1: No

The Contoso location is excluded

Box 2: NO

Box 3: NO

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
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Azure Active Directory Azure AD) $5HDEHE PIM) #ERT dAzure TRV ) T avhhbiFd,

A—HY—T O REBEOHRENEY B TONATVEPIMA—H - BREDEIY HTZERTITHLE, FLEABVETODYRMERRTDHEEIC FA IS —&ZITM o LEzHELET,
PIMY—ERXRTY MBS TR ) T a VI LTELWMERZF >TWA I E#HEL T BMEEBRIDIDELAHYFET V) a—2avik /MHEQORMEZFERI Z2BENHY FT,
PIMU—EXDRAIZEDHRENZENY S TIRELHY FIM7?

AXRX—D 7T =230 RL—42—

B.1—H¥—7/VXEEE

C. &%

D. JY—RKR)—DEBEE

T (EREERLET)

B f: 202

Azure Y TR YT a3 EEHELTT,

VM1 WS BRIDRET D VEBRATHSFETT,

VM1 THEET 4 RVBSILEERT IBENHY FET,

VM1 ICIFEDRBET Y D) —XEFERTIDLELRHYETH, T BT AVBELEFERALTHEELETELITA RIVDEHEIENTTL,, BZTHICIE REEETE U GA TS a vEBRL TS,
FEELOMBIRSEICTI RS Y RMIEShET,
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Ancwer Arga

Virtual machine series: | ECacus ¥

| Dasys '
Lsw2
_NUadsQ-:l}vE

Diisks: The OF5 disk and data disks sl
Data disks anly

E- Microgiakiasey

Ihe U5 disk and data disks

1F fi#:
= Microsoft

Virtual machine sefies:  ECaevs
Ddsvs

Lo |
MNvadsA10vS

The OS5 disk and data disks
Data disks only
The OS5 disk only

i The OS disk and data disks

Explanation:

ViicrosofTt

Virtual machine sefles: | ECasvs s

Disks: | The OS5 disk and data disks
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BERII UTOVY—REZECIILFISI RREEZHEFESLTT,
*Azure W TRY 1T 3>

* Google Cloud Platform (GCP) 7>z ¥ +

* Amazon Web Services (AWS) 7 h™ > k

X2 T o KGlZBET HBHREEEE Y BT BHIZ1E, Microsoft Defender for Cloud AT A2HELAHYET , I RTOY TV FRBICERATETA2RHEREZIENTIMN?
A. SRTFLE L UHEHEE(SOC)2 4 1 F2

B.A 8—%y htxalT4t28—(CIS)

C. NIST 800-53

D. ISO 27001

EfR: (ERERELET)

Eﬁ:ﬁ: 204
RAEEHIZ_Microsoft Defender for Cloud TEF A —I/LBHMZHER LT EXELANILHNE B FHIEEDT 5 — FZDULVT user! @contoso.com [Z@%1 L £ 9, XBEEHIZ_ Microsoft Defender for Cloud & R®DFEKIZ
~etEXxalTa TI—bEERLET,


https://www.jpnshiken.com/q/68811-6426877/

Time Description Severity
01:00 Failed RDP brute force attack Medium
01:01 Successful RDP brute force attack High
06:10 Suspicious process executed High
09:00 Malicious SQL activity High
11:15 Network communication with.a malicious | Low

machine detected :
13:30 SuspicioUs, process ‘executed High
14:00 Failed RDP brute force attack Medium
16:01 Successful RDP brute force attack High
23:20 Possible outgoing spam activity detected | Low
23:25 Modified system binary discovered in High
p file
23:30 3 1 High

user! @contoso.com (X XKEBIZEDNDEFA—IILEBEMZRZITRY FIHN? BAETDICIE BAETHEUGA T avEERLET F TNTNADOELWERIE 1 RS2 FOMELHY FT,

emalilnnqrgcallcgs abog $R9bruttnrce attack
1

on Tuesday:

Total number of Microsoft Defender fur

2
3

Total number of Microsoft Defender for Cloud email notifications on Tuesday:

=] E-RETE A
4

‘= w0



= Microsoft

Total number of Microsoft Defender for Cloud email notifications about an RDP brute force attack [4 ¥ |
on Tuesday:

Explanation:

eSS Microsoft o

Total number of Microsoft Deﬁrwexa\nti otifications about an RDP brute force attack 4 ¥

on Tuesday:

‘\p“ai Kumbef of Microsoft Defender for Cloud email notifications on Tuesday: 7 ¥
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User1 & LS ZRTD 11— —% & contoso.com & LY 5 ZETMDAzureActive Din-dory Azure AD) 73+ > kW HYET,
TV NTCEBOT T E AT HFETT,

User D 2RAESh=z7 T DEBEBEREEZHETETHIL#HRTIVHENHY T,
A—H—ICEYYTHRENTED2DODAREBEI—F —O—LIEENTTHh, COREEERTIICE? FNEFNOERIITEHHERRERRTLET,
L WDBIRIEIZENRFNIRS > FOBELAHY T,

A.7T7)r—La URARE

B. X2 T4 EEBHE

C.77)4— a3 E8E

D. 1—Y—EBH

E.VSOR7T)r—a 0 EBE



IEfR: (EffZzRnLET)
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent
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ROFRITRT 1I—HF—%EL contoso1812.onmicrosoft.com & LY5 &R0 Azure Active Directory (Azure AD) T+ > b hH YU FET,
Name Username Type f
Userl User1@contoso1812.onmicrosoft.com | Member |
Userl? User2@contoso1812.onmicrosoft.com | Member |
| User3 User3@contgéads12.onmicrosoft.com | Member :
| Userd User4@outi§ :Iﬂul ICTOSOTT |Guest 1

Label1 & L5 &HID Azure Information Protection SRJLZER L E I, Labell DBRERTEIL HICTT LS ITEBRShTWWET, (M2 TEI VI LET,)
Pruta:tlnn

Contosol8ll ure Information Protection

Protections settings ()

LVHTCNELTTLE M) HYOK (AD RMS)

h %
Select the protection ac "'.".:'-c':' ﬁrﬁ}?
(®) Set permissions O\ ¢ A\
O Set user-defined permﬁs{;ﬂg‘; {ﬁfﬁew]
USERS f;:‘?fﬁ "’ PERMISSIONS
1 £ *’-'.m’
Authantica Viewer

Userl@contosol812.onmicrosoft.com Co-Author

User2@contosol812.onmicrosoft.com Reviewer

Label1 [% File1 & WS &AFID T 7 A LICEASINET,
ROEXIZTDOWT EELWMESIE KWV ZBRL, 25 THRWNMGEF DWR 1 ZBRLET,
FECELMERIEICIRSA D DT ESINET .

Statements Yes No

UserlcanprintFilel. (O O

User3 can read Filel. () O

User4 can print FilELic {3 O


https://www.jpnshiken.com/q/68811-6426879/

Statements Yes No

—

Userl can print Filel. :O L 1O

r""'"""l

User3.canread Filel. :Q: O

User4 can print Filel. £ IVicraGofl

Explanation:

Statements

Userl can print Filel. ()

User3 canread Filel. ()

User4 can print Filel. ()
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3DNAzure TRV 1) T avéUsertE VWS ZFTIDA—HF—LHY FET,

Userl(Z 3DDH TR ) T3 g RTCITHEZD ) YV—RADIARXR MNEEEBLURTT IBEFTRBIIVNENHYFET V) a—2a vk /MFHEDQRAZERT ILENHY FET,
ED3DDTIU L avEIEBICETTILENHY EFITM?RETDHICIE BULETHVavEawTIoavD) X hoRIFEHEICHBEL ELWVEFTRELET,

I EBEDERBEOEHDIEBFAELWTT ERLEZELLEXOWTANIH LTI LYY FEZITRY ET,



icrosoft | 0‘((\

agemen group
Add the three subscnpnnm to the managemenl gro%

Assign User1 the Global administrator role. 6
Assign User1 the Owner role for the man@ﬂt
group.

Assign User1 the Cost Mana Qntnbumr role l'ur
the management group.

1EfiE:

- Assign User1 the Cost Management Contributor
the rnanagement group.
l Md the thre-e 5ubscnptmn5 tu the management gmup |

Assign User1 t

“_--JI
_----1

: Assign User1 the Dwner rol-e fnr the management

Ass:gn User1 the Cost Management Cmtnbutnr role fnr g
the management group.

Explanation'
‘
Create a 'Mms oft o G,;Un User1 the Cost Management Reader roje for the
| smanagement group.

Assign User1 the Owner role for the management b -

group. | 2 | | Assign User1 the Global administrator role.

Assign User1 the Cost Management Contributor role f | 3 ' | Add the three subscriptions to the management group.
the management group. e
B : 208
ROKRIRTEAMNEENS KeyVault! ELVS BRID Azure F— AV TFH—NHYET,

Name Type

ltem1 Key

ltem2 Secret

Policy1 Access policy

KeyVault TlE, RDA R FHIBEFICHKELFET,
*TATLIDEIBRESAELL:



*EEENY T NEIBREEMIZT S

* ltem2 & Policy1 IZBIBRSNET,

UTOEXICDOWT ELWMEEIE KU FERLTLESWD, FS5THWMESIE DVWWA IFEIRLTLESLY,
SEECELLSEIRSEICTIRA Y PRI EShET,

Statements

You can recover Policy1.

You can add a new key named ltem1.

You canadda new secret namgd ltem2.

Microsoft
Statements sk ‘;res{ No
You can recover Policy1. Q) :_9_ '
You can add a new keynamed ltem1. EO:' O
You can add a new secret named ltem2. O :_§ !
Explanation:

NO. Policies cannot be recovered

YES, Item1 is permanently deleted

NO, You cannot use the same name cause ltem2 is in Seoft-deleted status
https://docs.microsoft.com/en-us/azure/key-vault/general/soft-delete-overview
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Vault1 & L5 & RTDAzure Key Vaultz & Azureth T X9 ) T a oY ET,

Vault1 T Secrett EWNVS ABID—I Ly FEERLET,

77— 3 UBFE(X Azure Active Directory Azure AD)IZ7 FUr—Sa U EBELET,
TIV5— a3 uhSecretl #HRATED L EHATIVENHY FT,
HEIAETEIREN?

A.Azure ADT O—LZERLET,

B. Azure Key VaultTH—% R L E T,

C. Azure Key VautT 7oy 2 ARY o—% R LET,

D. Azure ADT Azure AD7 )4 — 30 70Xx2HMLET,



EfE: (EfEZRRLET)

"You may need to configure the target resource to allow access from your application. For example, if you request a token to Key Vault, you need to make sure you have added an access policy that includes your
application's identity. Otherwise, your calls to Key Vault will be rejected, even if they include the token"

https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet

B 210
RDRIZRT 11— —%E T Azure Active Directory (Azure AD) T+ > b AH Y ET,

MName Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 Disabled
User2 Group2 Disabled
TFHMIF RORITRT BT EEANEENET,
Name IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 Mo

RORIZTRT LI Appl EVSBFIDIZIV R FITVDEHFET I AR —FERKLET,

Mame

Exclude

Condition

Grant

Palicyl

Groupd

Locations: Boston

Block access

Policy2

None

Locations: Any
locatron

Grant access, Require
miulti-factor

Authentication

Policy3

Graug)

Locations: Boston

| Bloch afice

Palicy4

MNone

Locations: Any
location

Grant adcess,
miulti-factor
authentication

UTOEXIZDOWT ELWMERIF R ZBRLTLLESWD, Z5THNMESEF DOVE 1 ZBRLTLZE0,
AR ELVWEBRIEICTRAY AR ESIET,

Answer Area

Statements Yes No

Uiser1 can access App1 from aniPaddress of 154.12.18.10.
User? can access fppd fremy an IP address of 193.77.10.15.

User2 cap aCcess App1 from arjiPisdREssr 154.12.12.34, 2
R A°® I s
|.\I .':'. F o '_-J'I " . :" iF ‘-,‘-\.I .

5 L B - N iy
- Nl et Wl


https://www.jpnshiken.com/q/68811-6426883/

Answer Arca
et WS B L statements Yes No
Uszer] can access Appl from an 1P addeess of 154.12.18.10. | 13

User2 can access App fiom an (P address of 193.77.10.15. 19

Wserd can aceess App1 from an IP address of 134.12.18.34, ¢ (ol

Explanation:

Strtsmants
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Server1_Server2 & UServerdE WS AHID3DDA VT L I AY—/\—1HY  Windows Server1 B K UServer2ZETL AF Ry FT—Y EICEBESNTWET, Server3ldA > TLIRRY bI—HI12H Y FE
T, T RTOY—/N—DAzurelZ 7V R TEET,

Azure Sentinelm™ 5 Windows 7 74 704 —ILT—R2 ARV 3&%A VA —ILLET,

Azure Sentinel®*H—/\—h 5 Microsoft Defender FirewallT—4% #R&ET HZHENH Y FT,

HETIEMETHEZREN?

A. Server1_Server2 5 & UServerBMb A N h TR 1) T g o EERLET

B. &Y —N\—IZA VT LIRT—E5— b+ A &4 VA —=ILLET,

C. &Y —/\—IZMicrosot T— x>V bEA VA M—ILLET,

D. ¥—/\—1[Microsot T—2 x> bEA VR F—)LL Y —N\N=2[FH—N=BIZF VT LIRT—EH5— b+ DA EA R —=ILLET,
EfE: (EfRERRLET)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

BExE71AZ-500J I REEE (FJPNTest.comigiit th AZ-500J:HERICEH8T B Z L IZRIZII B E T ! JPNTest.comld S &xTAZ-500J A EREIREE 1=t L 97, JPNTest.com AZ-500J:ERRIREE (XL SEHSINFEL
=, T TAZ-500JBENDTACI VS VEFIZANET T, BRFRD 7 & £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520, 3 0%7 « A Ao > + #54EI5|a— K: JPNshiken|
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Sub1 &EWVDBHID Azure TRV ) T avhEENSD MG EVWSBRIDERTIL—THHYFET,
Sub1 I2IF, RORIZERT )V —ANEENTVETY,

WM

[Nome g IVHCTOSOT Bescrpon—— L0°

[in] niaching that has a p

A virtual network that contains a subnet named SOHOET

A network secunty group (N5G) that is associated ¥ Subnetl and has a

cuttam inboaund securty rule named NSGEaBanth the fellawing sEttings

GLURcE poft TAnGes: *

ROERZEED AVNM1 & LS5 & BITD Azure Virtual Network Manager 1 Y A2 U R L E T,
* EIREFE MG1

Ry LI —=0 T L—T:

o &AL JIL—T1

#JIL—T A 28—: VNetl

*Eal) T4 EBEEOER:

o &HI: SAT

o/l—JjLaLyav:

# % 7i1: SACollection1

#XARRY NT—0TL—T J)L—
#txa )T BEL—IL:

# & H1: SARule1

# B E: 500
#T7Oav ER
# AR EE

#V—R34T EE

#EETAR—F*

SA1IEZFTRTD Azure )= avicFFaqMEhET,
ROERZEHED AVNM2 & (V5 &EIOD Virtual Network Manager 1 Y X2 VA H#ERLET,
* EHREE YT

*Fxy hID—=0 5 IL—T:

o &Rl JIL—TF2

# JIL—T A 23— VNet1

o) T4 EEEBOER

F =LA HI: SA2

oJlb—)LaL v ar:

# & 8i1: SACollection2

EXRERY FTD—DTIV—T: F)I—T2

#txa1) T4 EEBIL—IL:
# & Hi: SARule2



# 2SR 500
#7003y BICEEH

# AR EE
#U—RA3A4 T FE
# FEIETTAR—

SA2 [EFRTD Azure )= avizFFaAMEhET,

UTOEXIZDOWT ELWMESIE R ZBRLTLKESVD, ZE5TEWNMGEEF DOVA JZERLTESL,

AR ELWERIEICT RAY AT ESNFET,

Internet traffic is blocked to the pu“%uval

|
'Micigsot v
I C ITIQ-SDQ lltty for NSGRule1 to 100, NSG1 quI o d before SA1 and SA2.

If you change Actjon f A.Iinw internet traffic to the public IP address of VM1 =
will be enabled a

Yes No

s-ml ®Microsoft .o

If you change Priority for NSGRule1 to 100, NSG1 wuilheﬁ;nce’ﬁed before SA1 and SAZ.
Internet traffic is blocked to the pubk_g JPaddnﬂnf "u'M1

If you change Action for Sﬁ.ﬂi}hT m Nlnw internet traffic to the public IP address of VM1
will be enabled auwMIcﬁHI}h

Explanation:
Answer Area

Statements

If you change Priority for NSGRule1 to 100, NSG1 will baprécessed before SA1 and SA2.

Internet traffic is blocked to the public |P addiess of VM1

lﬁ m , internet traffic to the public IP address of VM1
JII gl ! I | - f
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To29 b I+ —LREOEHEHE-TICIE AKS1 2T TOCMTIRENHYFET,

EDA4DDT7I L aAVEIRBICRITIAVLENHYFTIMN BES DX BNETIavETIvar

DA A oBEIEFEEICEE L, ELWEFICHESEYS,



FE  EFDERRIIERHY FT, ERORBRBEOBN G ENEERLTH, BRIEMESLET,

Actions Answer Area

Deploy an AKS cluster.

Create a client application.

Create a server application. l

Create an RBAC binding.

Create a custom RBAC role.

Answer Area

I Create a server application. l
l Create a client application. I I Create aclient application. !

[Create a server application. l | Deploy an AKS cluster. \

| Ereiits &r BEAC Hnding. I | Create an RBAC binding. ‘
‘ Create a custom RBAC role. |

Explanation:



Create a server application.

Create a client application.

Deploy an AKS cluster.

Create an RBAC binding.

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Litewire plans to deploy AKS1, which is a managed AKS (Azure Kubernetes Services) cluster.

Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first application is a server component that provides user authentication.

Step 2: Create a client application

The second application is a client component that ' s used when you ' re prompted by the CLI for authentication. This client application uses the server application for the actual authentication of the credentials
provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster.

Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding. Roles define the permissions to grant, and bindings apply them to desired users. These
assignments can be applied to a given namespace, or across the entire cluster.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration
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ROBEZEEFEID7I— b L—ILEFERLET,

*1)Y—X:RG1

*EH T RTOEERRE

*TOav: ZOTT— RIL—ILIZEEEIN=T7 Y 3 >4 )L— T ActionGroup1
* 75— kJIL—IL£: Alert1

ROBEEFEDOD7TI a2 L—ILEERLET,

* 23— VM1

TN —FHE ) Y—REA T ="RETI "

*ZOROA—TTES: F

*HHIERE: Sh e (FD)

*EHL T3 vIL—IL1

UTD&EXIZTODWT ELWMEEX EWNVZEERLTLLESWD, E5THEWMESIE DDOWA 1 ZERLTLESLY,
EE ELWVEIRZEICTI ARSIV EDAMESNET,



RGO SOTL A ves

If you start VM1, an alert is triggered. ¢ O
If you start VM2, an alert is.tr_"'_igg’ered. O

If you add a tag to RG1, an alert is triggered. )

QO O O &

1E fiZ:
Statements Yes No
_ - -
f you start VM1, an alert is triggered. _ O ._O_
e
f you start VM2, an alert is triggered. 1 | 8]
m Microsoft
f you add a tag to RG1, an alert is triggered. O : O
Explanation:
i - .
statiinend | CFOSOYL No
If you start VM1, an alert is triggered. : O O
If you start VM2, an alert i§ tﬁggéred. Q| O
If you add a tag to RG1, an alert is triggered. O O
Box 1:

The scope for the action rule is set to VM1 and is set to suppress alerts indefinitely.

Box 2:
The scope for the action rule is not set to VM2.



Box 3:

Adding a tag is not an administrative operation.

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-activity-log
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-action-rules
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Subscription1 & WS ZRIDAzure IR 2 ) o a3 ohbyYET,

T 7 #JL b TSubscription1 [CEIY HTHNTWAEX 1 TAREEZRTTHIVLELHY FT,
EDAzure R O—FHIEFA L7 FIDRBREZHRT IDLELAHYETITH?

A BEEZHBRER) O—DEE

B. Azure SecurityCenter{ —> 7 F JEE CTEBAEZEMIZT S

C.VMA =7 F ITEEDAzZUreE= 2 —%HMIZT S

D. AzureMonitor/ 1) 2a—>3>® fe¥xa ) 74 LEE 1 ZT7AATIHILENHY FTHR) O—F&
Eff:B(aA Y FEHEKRT D)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/tutorial-security-policy
https://docs.microsoft.com/en-us/azure/security-center/policy-reference
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container1 & LNS RRID O VT F—ZHFDstorage1 & LN D ZHIDAzure R kL—2F7 A2 R HY ET, containerl DBLOBNEE SNG WK ST IRELHYET, HLETIEMET H2REN?
A. containerim™d 7O EALARILEZERBLET,

B. containerl o7 AR o—ZEMLET,

C. container1™ 5 77 X Hlfil (AM) BBEEELET,

D. storage1m™5 7R JTDY 7 FEIREEIZLET,

IEfE: (EfEZRRLET)

References:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-immutable-storage?tabs=azure-portal
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Azure AD Privileged Identity Management (PIM) {94 % Azure Y 7RV ) T 3 UohHY FET,
Usert EWVSERTDI—H—([F REEEEO—IILOEEIHY FT,
A—IHARK2EEULIMEATELRWI LEZHRETILELHY FT,

HEIAETEZREMN?

A 1——ZYLTORTHZEHFLET

B.O—/LDEIY L TREERELFT,

CHLWFYER LE2A—ZERLET,

D.O—ILDT7YITA4R—L 3 UREERELFET,

IEf#: (EfEZRTLET)


https://www.jpnshiken.com/q/68811-6426889/
https://www.jpnshiken.com/q/68811-6426890/
https://www.jpnshiken.com/q/68811-6426891/
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S0 Azure Y TRV YT avhHpyET,

user! IZ blob1 ADT7 Y R ZHATHIBLENHYFET , COVJa—2arTE TV EAN 6 BRICHRUINICHESELSICTILENHY FT,
AIZEIRESTIMN?

AEXBT7I9ER R S—

B. 57V tXE4 (SAS)

C. REIN—ZRD 7T 7t Xl (RBAC)

D.vxr—I K ID

IEfE: (EfEZRRLET)

Depending on how you want to authorize access to blob data in the Azure portal, you'll need specific permissions. In most cases, these permissions are provided via Azure role-based access control (Azure RBAC).
For more information about Azure RBAC, see What is Azure role-based access control (Azure RBAC)?.
https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal
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contoso.com & LY Microsoft Entra T3> kDHYFET, ZOTF > MIF RORICRTAI—HF—MNEFNTLET,

~ Name i‘ eVl Sign in frequency

1 Password Administrator NS 1IN every Work day



https://www.jpnshiken.com/q/68811-6426892/

AReview name *

Review roke membership (permanent and ehgible) *

Password Agministrator

Reviewers

Descniption (0

Start date * 11/12/2020 B
Frequency f One time v |

0 1
nd @ ([ Neves End by rences )
o com
End date 121 2;2020 Ke n 0
ipnNsS
Users

== Microsoft

Reviewers Members (self)

2 Upon completion settings

Auto apply results to resource () enavle  (EIETED)

FRy A AZa—%#FRALT I3 74 vIICRFRESNT:
FEELMEIRZEICIRA Y BT ESHET,

FHICESDVWTRARAT—FA VM ETHSEIRZDERKREERLET,



User3 can perform Review1 for [answer choice]

Userl and lser2 only
Userl, Userd, and Userd

If UserZ fails to complete Reviewl byiDecembidn 12, 2020 [answer choice].  User3 will receive a confirmation request
. l 'tht Password administrator role will be revoked from User2
|- Lse it gy tbhe P gied administrator role

= '
o g MG LO SRS
1 VB
A :
° “e PUSert, User2,and User3
It User2 fails to complete Review1 by De ‘@&an&mr choice]. User3 will receive a confirmation request el
e ﬁ the Password administrator role will be revoked from User2
_ | User2 will retain the Password administrator role
i User3 will receive a confirmation request
Explanation:
Answer Area =
.!-.,-|E, Aicresoft
User3 can perform Review1 for [answer ch Lis | A @
If User2 fails to complete Review1 by Decembes \p 21}29‘;{%&%&:9] User3 will receive a confirmation request i
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Sub1&E WS ARTDAzUure FR ) T 3 UMRHYFET, SublZIE RORKRIZTKT ) V—XEEL Storage1 £ LV S BHIDAzZUre R FL—CF7AD Y B Y FET,
Name Type
Container1 Blob container
Sharel File chare

HET7VERER SAS)ZEML T blobY—ERET7AILY—ERIZEKELET,
Container! 8 & UShareDaA VT UVIZT VAT BIZIE, EDV—ILEZFHRATEEIMN? SASEFALT?RETSHICIE EEIY7THEHULGEA T aVvEERLET,
FFNRFNROELVERICIEFNARS > FOMBIELADY £3,



BB\ icrosoft

Tools for Containert. {Rebocopy.exe
Azure Storage Explorer
File Explorer

Tools for Sharel: |Robocopy.exe
Arure Slorage Explores

File Explorer
IEfZ:
Answer Area i—'” ”
m Microsoft
e Tools for ContainerT: JRopocopyexe . _ _
||Azure Storage Explorer |
File Explorer
Tools for Share1: |Robocopyexe _ _
Azure Slorage Explorer
[File Bxplorer — — T
Explanation:
Tools for Containerl: v
Robocopy.exe
Azure Storage Explorer
File Explorer
Tools for Sharel: v
Robocopy.exe
- Azure Storage Explorer
. Microsoffile Explorer
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RORIZRT VY —REELAzure TRV ) T avhHyYET,
Name = esdsoft
User1 Azure Active Directory (Azure AD) user
User2 Azure Active Directory (Azure AD) user
Group1 Azure Active Directory (Azure AD) group
Vaultl Alure key vault

User1(&Group1® * > /N\—T9 , Group1& User2[Z(E, Vault1MKey Vault ContributorB—JLAEIY B THNTULET,



20191 A1AIC Vaut1 TY— I Ly FEHERLET, O— I Ly FEBRRICSRENTWS LS ICEBRENEY, [BRIZ2ITEIVYILET,)

Create a secret

Upload options

.'\.4 s LAY |:

Name {3

Parvwordl

' Value

C+02 00 Current Time Jon

User2[Z[ZVault1t~ADT7 I AR o—REY LB TonFET R O—ICIXRDERLHY £9,

* Key Management Operations: Get, List, and Restore

* Cryptographic Operations: Decrypt and Unwrap Key

* Secret Management Operations: Get, List, and Restore

Group1 is assigned an access to Vault1. The policy has the following configurations:

* Key Management Operations: Get and Recover

* Secret Management Operations: List, Backup, and Recover

UTDERT—FAVMIDWT RAT— AV RMBRETHAGEEE KU ZBRLET, TSN DOHEEE, DOV ZBRLET,



StﬂterHﬁ“M icrosoft Yes
OnJanuary 1, 2019, Userl can view the value of Password1. O

On June 1, 2019, User2'can view the value of Password1. O

O 0O Q&

OnJune 1, 2019, Userl can view the value of Password]. O
1E#E:

Statements Yes No
g
OnJanuary 1, 2019, Userl can view the value of Password1. O : O;

[
On June 1, 2019, User2 can view the value of Password1.1 () (O

et

| TVF
OnJune 1, 2019, Userl can viéw thMllE EDMdl. £ i O :

Explanation:

Statements Yes No

On January 1, 2019, User1 can view the value-of Password1l. () | O |

: Fal
On June 1, 2019, User2 can view the value of Password1. |O| O

.

OnJune 1, 2019, Userl ca EWMF@'F%M‘?D”’L O O |
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contoso.comé& L5 & BTMAzure Active Directory Azure AD) 7+ > DB YET, T+ 2 MII RORICTITI—HF—MNEENET,



Role Sian in frequency
Password administrator | Sign in every work day

Password administrator | Sign in bi-weekly
G administrator, .
e Ssword inistrator Signs in every month

T R e R T

ROBIZRT &SI Reviewl EWVWSEFID TV A LE2—EBELET,

AL Meveal Bnalis reveswT 10 BTNEET B0 LASTL A0OeA

wre | Review!
ren @

2019-03-01

20130320

Users

g | ] Dvenpnne

Password administrator

Reviewers

Members{sell)

. LS}

== Microsoft

FOY A AZa—2FALT BICREINTLSBERICEDVTERT— AV FEERSEIRZOERBKREFBIRLET,
T ZENTNOELWLVERICIHNARS D FOBESHY FT,

f ] . .
= = Mrerosoft v
S User3 only

User1 and User2 only

User1, User2, and User3

If User? fails to complete Review1 by March 20, 2019 v
The Password administrator role will be revoked from User2
User2 will retain the Password administrator role

User3 will receive a confirmation request




users tan pariprm-Review ifgr v

User3 only |

User1 and.User2 only
Usert User2, and User3

Iif User2 fails to complete Review1 by March 20,2019 v
The Password administrator role will be revoked from User?2
User2 will retain the Password administrator role

Explanation:
User3 can perform Review1 for v
User3 only
User1 and User2 only
Userl, User2, and User3
If User2 fails to complete Review1 by March 20,2019 v

The Password administratar raleswill be revoked from User2
User2 will retain the-Fassword administiatorsole
User3 will receive a'c . [imation request

Box 1: User3 only

Use the Members (self) option to have the users review their own role assignments.

Box 2: User3 will receive a confirmation request

Use the Should reviewer not respond list to specify what happens for users that are not reviewed by the reviewer within the review period. This setting does not impact users who have been reviewed by the reviewers
manually. If the final reviewer's decision is Deny, then the user's access will be removed.

No change - Leave user's access unchanged

Remove access - Remove user's access

Approve access - Approve user's access

Take recommendations - Take the system's recommendation on denying or approving the user's continued access References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to- start-security-review
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FCOMEFE BLIFTVAERTTI2—EORBO—IHTYT, —EDOMBICIEETNTN  EHON-BEEHE-IUREOHIBBEBOBENSENTVET BBLY MI&k>TE EROERLEET 5551
HnIE EENEWMEEEHY EFT,

DY IVOBERMICEAZLZRIEX, TOEBMICRAZLEITEELA, ZDEH CALDEMIILE a—BERAICKRTINELEA,

AKS1 & V5 & RTD Azure Kubernetes Service (AKS) 7 5 X2 —& AZCR1 E WS ARID Azure A2 TF— LUR MY EEL Azure Y TRV ) T avhiBhyEd,
AKS1 M AZCR1 [CRFEESNTWVWRAVTF— A A—CHT IO TEL L EZHRT ILELRAHYET,

BEREE: AKST DY RTLEY B TTHR— K ID 2 AcrPush DA—)LAR—ZD 7 5+ R %% (RBAC) A—)LEEY U TET,

CNIFBEHZEF L TOETH?

A. [T

B. LMVZ

R (EREERLET)
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RDORIZRTLI—HF—%E T Microsoft Entra 77+ > kDB Y ET,

MName Member of
User] Group
User2 Group1, Group2 |
User3 Group2 :

ROBEEFEODOERHFET IR R)—EBRELET,

* ZHil: CAPolicy1

* ERRE

01— —FET7—sB8—FID: JIL—T 1
ORRIY—R:FRTDYSIETTY

* T 91 R

OTF VY REHATH: ZEXRDIEERT S

T 7 > b ® Microsoft Authenticator BXEMN DL BEEZ—47 Y FDERTE

Enable and Target  Configure

cnavie (@)

Include Exclude

pr— -
P i .
lTarget O, Allusers (@) Select groups

A BREEE—7TY MOBRISRY LS ICHEBRENET ( BREELG—T Y M2 TEI VYT LET,)

MName Type Registration Authentication mode

Group1 Group o Passwordless

T 7 > k@ Microsoft Authenticator FZEM 5 BRI EMNMERRIZRT &

DITHEESNFTY (BK] 2 TE0 )y I LET,)



Enable and Target Conllg.. M i c r 0 S Oft

Note: Users must be included a- of the Microsoft Authenticator targeted groups under the ‘Enable and Target tab.

GENERAL

Allow use of Microsoft Authenticator OTP  ( ) m
Require number matching for push notifications Qo

n appropriate time after the preview.  Learn more

Note: If the feature status is set to Microsoft-managed. it will be enabled gft

Status | Enabled W s *
Target Include  Exclude 6“\
O Allusers e “

@ Select graux
Add selected gro

Include target

Group2 x

UTOEXIZDOWT ELWMESIE R ZEBRLTLESVD, Z5THEWNMES(E DOA JZERLTESL,
AR ELVERIEICTRAY AT ESNET,

User is required to use number matching du

L
AL~
Liser2 is réquired to use rﬁ“ﬂg during sign-in. )

¥\
Userd is requi use matching during sign-in.
bl "™ Microsoft

1Efig:
ANswer Area
Statements Yes No
. | e
User1 is required to use number matching “n&gn.. M |cr050ft
s =
o |
Vi

WS
User2 is required to use num“\ during sign-in. '®)

s l

User3 is required\ meer matching during sign-in. & I 9

Explanation:



my Microsoft

User! is required 1o use number matching dunng sign-ins
Ulser? is required o use Aumbelr matching during sign-in.

User3 is required to use number matching dunng sign-in.
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RORIZRKTRA ML= THOU REED Subl EWVWSEZRID Azure TRV YT avhiHpyUET,

HName Resource growp
storagel | RGY
sioraged | RGT
storaged | RG2

storage3 A hL—C 7hHO U ME BEEEBEX—2FRALTHESEINET,

ROBHZEET-FI2IL, R b L— B Microsoft Defender # BT 2HEAH Y FT,

*ARL—DEHDOT=86 storagel $ & U storage2 7 ho 2 k% Defender [CEHBIBHELRHY £,

* storage3 7 B > k& Defender for Storage DIREN SN T EILENHY T,

ED3DDT7UarxBHBIZETTIVELAHYEFIN? BEZTBICIE BULETIIavETIIay YR MhLEZEEBICEHL ELWVEFTETLET,

Fﬂ r-n agel, ¢uot the cust Gﬂ't' ~Tarages Keys

| Disatie Defencer for Storage for storages.

E'L- ] u-e :!'vur fn-r Storage :uf' fer s.m*l

For storagel, 3s5.gr tre AzDefengerPiasAutobranie tag 2RE AT IR ValuS 10 Off.

Erad nht M-dr for St nrm I:II" h:* H.G

Deferder for Storage poan for Subl.

== e = = = = = s mEE e e m = I
or storagel, assgn the A_Dt‘eﬂurﬂra.n*c Enable tl-; and Set the slh.-t o off.

—— =
[ For storagel, assign tre AzDefencerdi rn..n:!ﬁnu & tag and set the value to off
N e e e e e e e e e e e e e e e e —————

|| Erabie tre Deferder for Storage plan for RG? 1

Explanation:



| For mrlpel G'sabie the customer-managed keys

lcuuu Answer Afea

] E"ID"I ihe oﬂw« Mrw pean for Subl.

| Disanie Defenger for Starape for storsged.

E_* L of SToraged ass gr tre J\.Dﬂnuw anbutoEnsoe un Lm0 Sat the willus o off.

@ F" |Erah~e1+1 ww« for sm—m pan ﬁ:f w

=ﬁMicrosoft
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ROEIZTFRT K S2, Appl &LV ATRITD Azure App Service Web 7 T B&HY £,

o e crosoft o™

App Servace Plan 0 -demoapp8TBISTTH6T 3 36group-84d2

@0 o

Sl
AN

VNet NAME 7 GATEWAY STATUS T4

IRy F2I2FVMT EVSRRFIORERBIY O UNEENTLET,

App Senice Plan Location
Regional ViNet integrations

Gateway required ViNet integrahions

FAY TEDY AZ2a—FALT RICRENEBERICE OV TEXETH S ESEEOERKRERBRLFT T ELOVRBRIEICTIRI Y FAMESHET,

Answer Area

To deny outbound access, configure [answer choicg]on Sublpet?.

a service endpoint
an application security group

To connect to a virtualnetworkin adifferent region configure [answer choice]. | Gateway-required VNet integrations ¥4
an Azure NAT Gateway integration

. .I.! . Gateway-required VNet integrations
m Micfosoft

1Ef&:



Answer Area R oM .
\j;‘: ;'.'fJ L VNC M l]
"'.,':'I L A } e | i 3 = =t
i v il t%_— L - m.}fw ilbotnd access, configure [answer choice] on Sube®2. 3 network securit MNSG v

a network security group (NSG)
asevicwemdpoir — — — — — — — =+
an application security group

To connect to asctudlietworiin @ different region. configure [answer choice]. Gateway-required VNet integrations

= i e .
| Gateway-required VNet integrations |
Regional VNet integrations
Explanation:
Answer Area
To deny outbound access, configure [ansWer ch@icepoStbnetl. | a network security group (NSG) .ES'

v

To connedt ta.asnt beo bV a differentoegign configure [answer choice]. | Gateway-required VNet integrations
| :‘;n w.f* [[ {f #J'E.J:i 51@{?‘& " JLEWY ¥ { q

A7 AZ-500JFEIRE & (FJPNTest.comiZfit S  AZ-500JRERICE18T 5 2 L IZRICII B E T ! JPNTest.comlE S RITAZ-500JHERRIREE % 121t L £ 9, JPNTest.com AZ-500J5HERFEIREE (XL SEHhEL
=, CCTAZ500JBENDTA IV VEFIZANE T, BHFRD 7 & £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520 3 0%7 « A Ao > + #5314 EI513— K: JPNshiken|
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contoso.com & LVS Microsoft Entra 73> k2 v &ht= Azure 5 TRH ) T arhndpl) £9, contoso.com I TI,

comTApp1E WS T T EEZLET ApplITRH LTUTDARY EZRITITEILELAHY FT,
*ENMLBEVTRY b T 7TUT—230 TS5y b I+—LEEBMBLUVEBRLET,

*ipaddr A 7> a VERZEBMLET,

Appl TIEED 2 DDNHRTEEERT HZVLELNHY EIH? EETSICIE, BAZFEETHEULREEZZIRL TS,
FE ELWLVBIRSEICTIRA Y AR EShET,


https://www.jpntest.com/shiken/AZ-500J-mondaishu

v Manage

B9 Branding & properties

_aa. ion

ificates & secrets

(\ g m Token configuration E
; *@

\ : API permﬂsi:'ls |
o = Microsoft

’ 4. Roles and administrators

B Manifest

Ef:

v Manage

%W“:ﬂ trosoft

T Certific secrets

uration

[ ken . 9 APl permissions ;

| & Expose an API

|

|

| B App roles |
I & Owners J
|

|

4. Roles and administrators

| E Manifest
Explanation:




Answer Area

~ Manage
B Branding & properties

| 2) Authentication q

Certificates & secrets

I} Token configuration ﬂ

=+ APl parmissions

o ExpunanAPr
s IVicrosoft

Crwners

F

Roles and administrators

[

I Manifest
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RG1 EWSERIDYY—R TIL—TE RORIZRET ID Z2EL Azure TR ) ToavhhyFET,

seerl | Soer NoEPIolec ; QS

Group1 | Microsoft 365 group | Yes

Group2 | Security group No
Group3 | Security group Yes
Group4 | Security group Yes

Group4 IZ RG1 OXERMERELO—LZEYETET,
EDID & A 2/\—& LT Groupd [EEMTEET H?
A1I—HF—19)L—T2. &LV ITIL—T3DH

B. User1 & Group3 D&

C.A—H—1 JIL—T1 FL—T2 XU IL—T3
D. User1_Group1, Group3 D&

E. User1 O &

T (EEERLET)

Eﬁ:ﬁ: 229
Azure Active Directory Azure AD)IZ!) > SN TWWBDAzure TR )T avhHYET , T2 MK RORIZCRTA—HF—DNEFETATLET,


https://www.jpnshiken.com/q/68811-6426902/

| Name | Role Member of
Usert Securtty saministrator | Growp?
User? Metwork Contnbutor Groupd
Userd | Key Vault Contibulies | Grewp, Groupd

IN— /ﬁnﬁb\ )JJI:EQE‘é?h'CL\éVauIHtL\D%HIJODAzure—"F R—IL :AHY FT, VaullZIX  RORIZCRT 72 AR S—AEaFhTWHET,

Groupl | Purge Puige Purge
Group? | Select all Select all Select sl

RORIZRT K SI2, Vaut1 DEREBIDENY B TZEERLZFT,

Name | Role

User 1 | None

Userd | Key Vault Reade

Userd | Liser Access Administrator

RDEFERAT— AV FMIDVWT AT—F AV MAEDHEIE EW ) ZhUNDEEF DOA I EBRLET,
I WLEREERZNIRS 2 FOMEELNHY £T,

Microsoft o

User? can ser P;.ggipmmmn to Enable for Vaultl

Lh-cld/r:ﬁ. Contiguie frewalts and virtuel networks for Vault

!.h_"l'i-l-'ll;'b add access policies 1o Vault

m Microsoft s o Mo
.
User1 can set P'i.u,“ﬂ nable for Vault i F
‘%\a fwcwalls and virtual networks for Vel r_l
c L =1
“ Ueer 1 ran add acoews pobces fo Yl e
Explanation:
AV f
User? can ut_j'qg&prﬁenucﬂ to Enable for Vault! -
U;ar:lztmt'h figure frewalls and virtual networks for Vit L
4 3 ';].J.'l:'i'u!— can add accest polices 1o Vault) .

BR: 230
VNET1E K UVNET2E LV S32DDAzuref®RB8ry FJ—9 D4y FT—OEEEERLTWVET,
ROBH#ZFEETIZIE RERY FT—SIZVPNS— b 1A 22X T INEAHY ET,



*VNET1IZIX BGP#ERYT 562D H A FHEEH{EANETT,

*VNET2(ZIZ, BGP%EAT 31209 4 FEIEHENABETT,

*AR MER/IMBRICINMZA D2HELRHY £,

BBy FIO—YIZERTBVPNT— L4 SKDIEENTIN?BEZBICIE BEBYHASKUZELWRY FT—YICKRSy S LET, ESKUIK 1B EHE, F-EFE K FRTEFERFA, AVTUVYERTT
BIZIEF RAVEBTREIN—2 RFSvITEN RO O0-ILTE2ULERHIEELHYET,

FENEFNDOE LLGERICIEHIARAS Y FOMELHY £9

VpnGw1

'-i;, Al ;- v e, il
IVIICEOSOTL

SKUs L n " . Answer Area
ke e S — e o S 4 ;- ¥ 'I'_l'l—g-d—l}:q;\.'a:—-w:; J
MBasic l‘u’pnGw'l ||‘u’pﬂGw2 Ji?p#uﬁ' ey T i VNET1: | VpnGw1 |
| .
=T | | e | T P | l '
VNET2: | VPnGw1 |
| i
Explanation:
VNET1: VpnGw1l
VNET2: VpnGwil
References:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways#gwsku
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Subscription1 & LS ZRiIDAzure IR 2 ) Fo a3 ohbyYET,
VM1 & LS AETDLinux{k < & > %Subscription1IZ7 704 LET,
VMIDA R w9 0T ZERTEIBELNHYFET,
D18912E1457D5D1DDCBD40AB3BF70D5D

fAIZFEIRETIMN?

A. AzurePerformanceDiagnostics#li 3R &g

B. Linux Diagnostic Extension LAD)3.0

C. Azure HDInsight

D. Azure Analysis Services



IEfE: (EfEZRTLET)

Fﬁ'.T-lzll:ﬁ: 232

You have an Azure subscription that contains the resources shown in the following table.

Type (glumurm group

Resource group _ 1, o Net applicable

Resource mﬂp Mot applicable

A

RE:é?i%fEé‘éruup Not applicable

“\"azure sQL Database RG3

Transparent Data Encryption (TDE) is disabled on SQL1.
You assign policies to the resource groups as shown in the following table.

Name Condition Effect if tondm i&ﬁ‘) g @ ﬂ: iﬁsignmant

Policyl TDE enabled Deny RG1, RG2
Policy2 TDE enabled DeployIfNotExists RG2, RG3
Policy3 TDE enabiéd Audit RG1

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured as shown in the following table.

Name Resource group % Microsodft
sQL2 RG2 Disabled
SQL3 RG1 Disabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
SQL1 will have TDE enabled automatically.
The deployment of SQL2 will fail. \ %1_ rosoft

SQL3 will be deployed andmarked as noncompliant.

IEf#:
Statements Yes No
=
SQL1 will have TDE enabled automatically. ) N
EA1
The deployment of SQL2 will fail. Sl
=

SQL3 will be deployed anci:mqrﬁqug%q&qr.ﬂ:mpiiant. 10),

Explanation:
Graphical user interface, text, application Description automatically generated

Statements
SQL1 will have TDE enabled automatically.

The deployment of SQL2 will fail.

SQL3 will be deplo;yep and markedu»as noncompliant.
NCrosott

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
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Azure Active Directory Azure AD) T+ > FAHY ET,

DT OAZUreAD L —H — M AzureADTH—ER T UV NILEERTERWVWE S ICTERELRHY FT,
T 71 > kMDAzureActive DirectoryBIBt U 2 —TRIZT H2UNENHY EFITM?

A [FO/8F4]7L— KT _[Azure) Y—RADF I £ REEE[LVVA]ICEELES



B.[1—H—&F]7 L— FT_ [AzureADEER—ZILADT I A EHIBT B]Z[ITV]ICHRELET,
C.[A—H—¥E|TL—KFRT [2—HV—F7 TV T5r—2a v EEBBTEETZ[LVWVRNIEELET
D.[7ANRTAI A RIT [EFaVTADTIAILEEEDZTBIZEILVICHRELET,

EfR: (EfEZzRTLET)
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RDORIZTRT Azure )V —ZANHY ET,

ROEHZH/I-FTRHEIHYET,

A UB—2y MIEBRERINEZEBEI S VIE Y FT—9 X2 ) T4J)L—7 RSG) #FEAL TRETIVLELAHY ET,
TRTOFREI L UTTA RIVBBILEENCTILELNHY FT,

Azure Security CenterCHER T A EDH S X2 T4 DR/DHKIEFNLDOTIM?

A.3

B. 1

C.4

D. 2

FfR:C (A FERET D)

B: 235

sq1 & LS BRTIDAZUreSQALT—F R—REZELAzurett TRV ) T3 ohH Y ET,
sQUZEEBEITHFETY,

EEOJDREERRT ILENHYFET V) a1a—2a3 E ROBHZH-ITLELHYET,
Kusto) TUEBEFERALTARY DI T E#HHR—FLET,

EEEEER/NRICNZET,

RZERT HRENHY ETM?

A. an event hub

B. a storage account

C. a Log Analytics workspace

EfE:C(AAV FEHEKT D)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-wizard

B : 236
RORIZRIHRET L UEEL Azure TR ) Toavhhy ET,
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Name | Connectedto | Private IP a#lgi""‘ Public IP address
VM1 | VNET1/Subnet1 | 10.1.1.5,(\ 20.224.219.170
VM2 | VNET1/Subnet2 | 10:132'5. 20.224.219.230

VM3 | VNET2/SuboesX} 701 BB Micros off #0.122.155212

RDOEIZTRT &L S5IZ cosmost & LV5LHEID Azure Cosmos DB 7 h Y AR ENTWET,

Allow access from
() Allnetworks (@) Selected networks

satemez | Microsoft e
VM1 can access cosmos1 over the internet. G @%

g ;@@ =
VM2 can access cosmos1 over ;; %

VM3 can access cosmo mﬂ the internet.

m Microsoft &

e
VM1 can access cosmos1 over the internet. @

@9

VM2 can access cosmos1 over the mf%kl.

.

A4
VM3 can access cosmosl @v{& internet.
LN

Explanation:
Yes, Yes, No

HRY: 237
Azure YT RH )T avEEHEHTY,
RDARB L O—)LR—R 75 A (RBAC) O—ILEENHY FT,



“properties”: {
“rolettame”: "CustomRole”,
"assipnablescopes™: [
"/subscriptions/<subid>»”
1

"permissions”: |
..Mlcnnscft

“actions®: [

ls

"notactions” [
chruinit*luthruatmnr /Delete”,
;u.cmmﬁ Authorization/"/Write”,
“Migrosoft.authorization/elevatesccess/action™,
“Microsoft.Sql/servers/administrators/write”,
"Microsoft.Sql/servers/adeinistrators/delete”

15

"dataactions”: [].

"notDatasctions™: []

}
UTOEXIZDOWT ELWMESIF FUMZRBRL TSN, Z5THRWMESF DOWZJZBRLTSESY,

FECELWMERIEICT RS Y PRI EEShET,

T e .. Mlcroso.ft N

The custom role grants a user permission to delele Azure SQL Databasg l.‘u.m C Q
The customn role grants a user permsmin ﬂsau,a'gt ﬂ"PE' Mrcmsoft Entra admin settings for QO O
an Azure SQL Database, ;E"K*"h

The custom role gl‘;n'h 2 use pzrmlssmn to reset the administrator password for instances
of Azure Database for MariaDB.

_— ((Ell\dlcrosof

The custom role grants a user permission to delete Azure :ces.

an Azure SQL Database Sery

The custom role grants a user permls“‘%@h&lcrmnft Entra admin settings for o

The custom mle rr'mssmn to reset the administrator password for instances O
ol Azure Database ralB

Explanation:



Answer Area ‘ )|

Ly |
1 \YilTal 7dalval® s
Statements IVIIVIN OU I
The custom role grants a user permission to delete Azure SQL Database resources : 0
The custom role grants a user permission to managethe Microsoft Entra admin settings for L
an Azure SQL Database server
The custom role grants a user permigsion to reset the administrator password for instances »

of Azure Database for ManaDB

B f: 238

Microsoft 365 E5 TRV 1) T 3 EHTT,

Microsoft Defender for Cloud B9 % Azure Y TR 9 1) T 3 uhH Y ET,
RORIZRTY—N—FETCH UV TLIR T2 —NHYET,
Microsoft Defender for Cloud ~DE#EA > R—T 4 7 ZBMLET,
E DY —/\—N Defender for Cloud [ZH4 v R— K& FEF T H?

A. Servei2 & Servet3

B. H—/\—1D &

C. y¥—nN\—1_HY—/\—2 H—/\—3

D. H—/\—30DH

E. Server1 & Server3

F. Y—/\—20D &

IEfR: (EfEZzRTLET)
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EHEENEMCLG > TVDAzZUrefRBY S U H Y FET  RBET O UE RORISRT LS ITHERENET,

_Name |  Operating system E Region | Resource group |
VM1 Windows Server 2012 |EastUs
VM2 |'Windows Server 2012 A2 [\West US”

[RG1

L | Ubuntu Server TED4 LTS | West US
— |RedHatEntarpriseLinux74  |Eestus | RG1
| CenmtOS 7.5 | EastUS RG1
Update1& Update2& WS BRID2DONDEFH IO T S LOBRAZE R 2—I)LLET, Updatel EIVM3ZEH L £, Update2lIVM6EEH L ET,
Update1$ & UUpdate2Z2 EAL TEHTE I EBMDREBT L VIEENTI N ?REZITBICE EEZETY 7 TEYEAF T a v ERIRLET,

T ENEADE LLERIZIFNARS OV FOMEELIHY £,

2 | Windows Serve [ O ;
VM3 | Windows Server 2016 [ West US "'-_ﬁl{:j"ﬂi;ci
RG2 -

1
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Update1:

Update2:

== Microsoft

VM2 only
VM4 only
VM1 and VM2 only_
VM1, VM2, VM4 WM5, and VM6

af

A\
e ‘”‘*{\‘1}3 » v

VM orily

VM1 and VM5 only

VM4 and VM5 only

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

1E fiz:

Update1:

Update2:

VM2 only

VMdonly
'VM1 and VM2 only, :
VM1, VMZ, VM4 VM5, and VM6

i=1tTE
b\
L s

v

|

V/MS only

VM1 and VM5 only_
'VM4 and VM5 only '
VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5
™

Explanation:




Update1: B 4

VM2 only

VM4 only

VM1 and VM2 on|gm"" |

VM1, VM2, VM4, VM5, and VM6

Update2: - B 4

VMS only

VMt.and VM5 only

VM4 and VM5 only

VM1, VM2, and VM5 only

VML VM2: VM3, VM4, and VM5

Update1: VM1 and VM2 only

VM3: Windows Server 2016 West US RG2

Update2: VM4 and VM5 only

VMG6: CentOS 7.5 East US RG1

For Linux, the machine must have access to an update repository. The update repository can be private or public.
References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management
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sub1& WS ARIDAzure Y TR 9 1) T3 V& ELGroup1 E VWS RRIDEEBITIL—THRHYET, Sub1DHYHTRY 1) TS 3 VIDIX11111111-1234-1234-1234-1111111111T T,
Group T AN T RTDA TPz ) bDETEBETE-0ODT7T I LRAHFAERETE5HRE LAzureA—)LRA—X 7 2 X 4l{fl RBAC) A—LE KT H2LELRHY ET,
Role1DRZEIERICAZEHIVENHY FIMN?EETHICE BABFEHETEUGA T a v EERLET,

F I ODBREFAEFRIRAS D FOEESADY T,

Resource provider: v

Microsoft. Authorization
Microsoft.Resources
Microsoft.Support

Assignable scope: v
/"
[/CTEEE N\ N ~rnc Ot
/subscriptions/T1111111-1234-1234-1234-1111111111



Resource provider:
_Microsoft. Authorization

Microsnft.‘.-'.uppcrt

Assignable scope:
/

Explanation:
Text, application Description automatically generated

Resource provider: v {
Microsoft.Authorization .
Microsoft.Resources s, .
Microsoft. Support |
Assignable scope: " v
; AN
/Groun A\

/squtloﬁﬁﬂﬁ‘l'l‘-‘IkMWH'EBd GRERE kG e

Note: Assigning a custom RBAC role as the Management Group level is currently in preview only. So, for now the answer to the assignable scope is the subscription level.

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable- scopes
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Serverl EWVWSERIDAVTLIR H—N—MNHYET,

Sentinel 1 & L3 &RID Microsoft Sentinel 7—9 AR—XEZ&EL Azure Y TR Y T aohiHyYEd,

Sentinel1 [Z Windows 727 A4 74 —I)L Y )a—>3vEA VA R—=ILLET,

Server1 £® Windows Defender 7 7 4 7 2+ —ILZ B9 521 Microsoft Sentinel #{ERT SWENH Y F£9,

Server! [ZfAlZx A4 VR b—J)LL Azure Y TRH ) T a VIZRFERT 2RENHY FIH? BETSICIE, EZFEETEULGA T avEBERLTLESL,
FEELLDERIEICTIRA Y M EShETS,



Serverl: | The Azure Connected Machine agent
An Azure Pipelines agent
L An gmepi@inmises data gateway

. The Azure Connected Machine agent

he Microsoft Entra provisioning agent

Subscription: l A data collection rule (DCR)
A data collection endpoint (DCE)

A data collection rule (DCR)

_ o 8
Microsoft
An Azure Private Link service

mw

. L]
M I c r O S O ft Server1: ‘The Azure Connected Machine agent i

Subscription: l A data collection rule (DCR) - '
| A data collection endpoint (DCE)
A data collection rule (DCR)
| A private endpoint
| An Azure Private Link service

Explanation:

Microsoft

Seaer TG, The Azure Connected Machine agent

SUbStription: A data collection rule (DCR)

AMHI7EAZ-500J B [LJPNTest.comigfit S  AZ-500J:RERICEHR T B 2 L IZRICII B ET ' JPNTest.comlES RZEHTAZ-500JRERAIEE 12 L F 9, JPNTest.com AZ-500J5RERfSIRELE (T £ SEEFShEL
t=, CZ CAZ-500JfBENDTA IV U EFITANT T, BIHMRD 7 2 £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu  520f, 3 0%7r « A ho > kb #534E5Ia— F: JPNshiken|
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RETSVEET Azure Y TRV YT avhbyFET,
TRTOBEEI S ADTC YA VAL LUTIVM TR EZEMIZLET,
JE—F TR MYy TZERALTREISDVICERTIDENHY FT,
FTRMETARETL & 557
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A. Azure Directory (Azure AD) Privileged Identity Management (PIM) 25 ¥ 21 74 BBEIL—HY—O—ILET7 VT4 TILLFET,
B. Azure Active Directory (Azure AD) Privileged Identity Management (PIM) v 5 {REY L U OREEO—ILET I T4 TILLFET,
C.Azure R—2 I ofRET L U EERL  [1#EHG] 2BRLT [TV EROEKR] £F#IRLET,

D. Azure R—Z L HRAE T 2 %33R L Network Watcher Agent fR28~< & UiLsE#REZBML £,

IFf%: (EfgZRTLET)

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon
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RDFRIZRI Azure Information Protection®EHNH Y £9,

Name Pattern Case sr.ar'ls;i'ch..\vl't!wr
Condition1 White on
Condition2 Black Off

You have the Azure Information Protection Iqbqg-ﬁ'fhuﬁn'in the foliowing table.

Applies 10 |' Use label | Set the defauit label

Not apgficable | None None
Userl ) * Label1 None

1Usert  TONLdRdT ~ o ¢ [ibre

Azure Information Protection®™ 7 7 A JLIZ T RV ZEF TS A EEBINT H2LELHY FT,
MEEHETIVLENDY FTIMN?ERZITSHICE EEZETY)7TEYLEAF T avEBIRLET,
O EFENFAOE LUOGERRIZIFIRS Y FOBENHY FT,

If User1 creates a Microsoft Word file that includes the text [ v
Black and White”, the file will be assigned: NG labol
Label1 only
Label2 only
Label1 and Label2
If User1 creates a Microsoft Notepad file that includes the ‘ v
text “Black or white”, the file will be assigned: -
No label
LabeH only
ﬁel% 1
Label1 BdILaper O 7T T

1F fiZ:
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If User1 creates a Microsoft Word file that includes the text § " | v

‘Black and White”, the file will be assigned: 2y
| ; label

\,—‘
e

{ > 8 Label1 and Label2
'ff'USEHM&E & Microks It!tepad file t&?ﬁiﬂudes the v
text ‘Black or white”, the file will be assmﬁd
‘“ Label1 only
%“* ) Label2 only
KN\ ¢ Label1 and Label2
Explanation: -

If User1 creates a Microsoft Word file that includes the text
"Black and White”, the file will be assigned:

No label
Label1 only

Label2 only -

Label1 and Label2

If User1 creates a Microsoft Notepad file that includes the
text "Black or white”, the file will be assigned:

No label
Label1 only

M [ C fﬁﬁf@bem

Box 1: Label 2 only

How multiple conditions are evaluated when they apply to more than one label

* The labels are ordered for evaluation, according to their position that you specify in the policy: The label positioned first has the lowest position (least sensitive) and the label positioned last has the highest position
(most sensitive).

* The most sensitive label is applied.

* The last sublabel is applied.



Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and apply to Outlook when emails are sent. Automatic classification does not apply to Microsoft Notepad.
References:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification
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Azure YT RH YT a3 vE8EHELTT,

CAPolicyl EWSZRIDFH LVLWEHHFET IR R —#RBEATIFETT,

CAPolicy1 AN uter1 IZED &K S GFHEBEEZ 5 EFHET HIZIE Whatif Y—ILZFERTILELHYET, V) a—>3 0 TlE, CAPolicyl R1—H—ICHEZ S EER/IRICIMZZ2LELHY FT,
CAPolicy1 @ [BE#IZT B] R O—BREZMIZHET DBLENHY FIH7?

A.+>

B. LA R— FDH

C. %I

Ffa:B(aAAV FEEKRT D)

&E: 245
RORIZTRT Azure F— AV TF—MNEENS Sub1 EWVWSKARID Azure YIRS ) T3 ohiHBYEd,

Name Region Resource group
Vaultl West Europe RG1

Vault2 East US RG1

Vault3 WestEurope RG2
Vault4 EastilUs RG2

Sub1 TlE, ROBEEFORBET S VEERLET,

* &A1 VM1

*H 4 X: DS2v2

*1)Y—RJIIL—T: RG1

* gl I —0 N

*FRU—TF 4 2J R T L Windows Server 2022

VM1 T Azure Disk Encryption ZE%1Z3 %5 FETY,

VM1 DB EF—ZEDF— VT FHF—IZRETETETH?

A. Vault1l F£7=[L Vault3 D H

B. Vault1_Vault2 Vault3_ Ff-I&Vault4

C. Vault1 D #H

D. Vault1 &7=I& Vault2 @ #

IEf#E: (EfEZRTLET)

In order to make sure the encryption secrets don't cross regional boundaries, Azure Disk Encryption needs the Key Vault and the VMs to be co-located in the same region. Create and use a Key Vault that is in the
same region as the VM to be encrypted.

Reference:
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites
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