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i Get-AzPolicyAssignment

=. Micrgsoft==~__

" -Mame 'AuditStorsgeAccounts’ -PolicyDefinitior

i1 Get-AzPolicyDefinition

2 Get-AzxPolicySetDefinition
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11 New-AzPolicyAssigneent

82 New-AzPolicyDefinition

it New-AzPolicySetDefinition

i1 Set-ArPolicySetDefinition

i Set-AzPolicyAssignment

7 Set-AzPolicyDefinition
FfZ:

Values
ii Get-AzPolicyAssignment i $rg = Get-ArResourceGroup -Namse 'RG1°

32 Get-AzPolicyDefinition

-Nome ‘Policyl’

VAuditStorsgeAccounts' -PolicyDefinition

i Get-AzPolicySetDefinition

New-ArPolicySetDefinition

i Set-ArPolicySetDefinition

i Set-AzPolicyAssignment

31 Set-AzPolicyDefinition
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¥ Get-ArPolicySetDefinition
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£ New-AzPolicyAssigneent

3 New-AzPolicyDefinition

i1 New-ArPolicySetDefinition

B Set-ArPolicySetDefinition

i Set-AzPolicyAssignment

i Set-AzPolicyDefinition
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RG1 EWLWVSEZRID)Y—R TIL—TE ROKRIZETID 288 Azure B TR Y ToavhpyEd,

User Not applicable
Microsoft 365 group | Yes
Security group Na
Security group Yes
Security group Yes

Group4 [IZ RG1 DHXEERER—ILZEIYETET,
EDID %A /N\—& LT Group4 IZEEMTEFETH?

A. User1_Group1,_ Group3 D&

B. User1 & Group3 D&

C.A—H—1 JIL—T2 BXUVITIL—T3DH

D. User1 M#
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https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
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Name ' Tn.-"T|:'|'-:'}51'JTyp'1:.__L —

Group1 | Secunty group

Group2 | Microsafae5 group

App1 Apretagistration

MI1 Wer-assigned managed identity

RORIZRTI—HF—DUFET,

Member of Grouphand Group2

Assigned Owpekrole for App1 and MIN

Membepo% Sroup1 and Group?2
Assiaied Owner role for App1 and MIN
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A. LMIVZ
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B. Azure Arc Connected Machine T—> x> +

C. Microsoft Configuration Manager 7 54 7 > k

D. Microsoft Sentinel DE¥a1 T4 ARk T—42 2RV 43
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Add a delegated permission.

'\ T

Configure Azure AD Application Pr

Add an application p i

Create an app registration.

1E fi#:
Actions ANnswer Area
e e [ = e e e e s e s s s s>~ 1
| Grant permissions | | | Create an app registration. :
| — === -
------------------- | e
Add a delegated permission. E ' | Add an‘application permission [

_— e e e e == e

| Create an app registrgﬁ .
i

Explanation:

Create an app registratiunm
‘;-OV
'Add an applicah;\im;i\annissinn.
=
i
o

Grant permissions




Step 1: Create an app registration

First the application must be created/registered.

Step 2: Add an application permission

Application permissions are used by apps that run without a signed-in user present.

Step 3: Grant permissions

References:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent
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MName | Location | Peered with
Wihetl East LS VMNet2
Vietd | West US | VNeti

IR )T avITE RORICRITH TRy EREFERTLET,

Name IP address space | Virtual network Description
Contains awrtual machine
named VM1

Subnet1? 172.16.1.0/27 Vietl Contains no resOUiees » 5 - i r,
Contains an intdg :‘Hﬁ}.i«. | O SO I i:

web app named WebApp1

subnetll 1007.1.0/24 ViNet1

Subnet? 1 192.168.10.0024 ViNet2

RDERZEHED WebApp2 & LVS &RID Azure Web 7 T #ERT 2 FETY,
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RORIZRTAzurefRBBET L U #ELAzure b TR Y T aohdHY £9,
Name Operating system
VM1 Windows 10
VM2 Windows Server 2016
VM3 Windows Server 2019
VM4 Ubuntu Server 18.04 LTS

Profile1&E WS ZRTIOMDME X2 T4 R—XSA TR T 7/ ILE=ERLET,
Profile1Z @A TZ3RET I VERETILENDHY T,
EDHRBILVERET IRENHYFEITN?
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B. VM1 _VM2_ & & VM3 D &

C. VM1E K UVM3D #

D. VM1_VM2_VM3_ & & UVM4

IEfR: (EffzRnLET)

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines
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Virtual machine sefies: | ECacyd -

Lsw2
_NUads._MDvE

Diisks: The OF5 disk and data disks sl
Data disks anly

B\ o ragusns

Ihe U5 disk and data disks

1F fi#:
= Microsoft

Virtual machine sefies:  ECaevs
Ddsvs

Lo |
MNvadsA10vS

Disks: | The OS disk and data disks
Data disks only
The OS5 disk only
The OS5 disk and data disks

Explanation:
o=
Answer Area [ .
m Microsoft
Virtual machine serigs; . ECasvs h
Disks: | The OS disk and data disks b
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VM4 ZAzureDisk Encryptionz# K3 5 FETY  BEILXF—ZHRMT 5 -OICEATESF—HR—IL I ENTIM?
A. KeyVault1

B. KeyVault3

C. KeyVault2

IEfE: (EfEZRRLET)

The key vault needs to be in the same subscription and same region as the VM.

VM4 is in West US. KeyVault1 is the only key vault in the same region as the VM.
Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault
Topic 4, Fabrikam, Inc.

Case Study

Overview

Existing Environment

Network Environment

Cloud Environment
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Sub1 Resources

Fabrikam, Inc. is a consulting company. The company has a main office in New York City and branch offices in Amsterdam and Singapore.
The on-premises network contains a datacenter in each office.

Fabtikam has two Azure subscriptions named Sub1 and Sub2 and a Microsoft 365 subscription that includes Microsoft 365 E5 licenses.

All the subscriptions are linked to a Microsoft Entra tenant named fabrikam.com that contains the identities shown in the following table.

; Azure role assignment
Name T Microsoft Entra role
e for Sub
, Privileged Authentication | Resource Policy
Admin1 User Administrator Eontributor
. bLiser Access
Admin2 | User Compliance Adminisifator S
Administrator
Admin3 | User Authentcatigh Contributor
Adminisirgtor
Admind | User Global' Administrator None
User1 User None Reader
. System-assigned : | W L -
AKST Non AR\ 13 ~rncn v
5 managed identity | | grVIICrosoft
y User-assigned i lan
o1 managed identity None None

The tenant contains the groups shown in the following table.

Name Type Role assignments allowed
Group1 Secunty Yes
GroupZ | Secunty Mo

Group3 | Microsoft 365 | Yes
Groupd IMIQOSef 25 c HYa:

Rl e

All devices are enrolled in Microsoft Intune.
Sub2 Resources
Sub1 contains a resource group named RG1 that contains the resources shown in the following table.

Description
Azure S0 Database kogical sépsed
Databaze on S0LServer]
Wirtual machane
Arure Kubsrmebes Sefvice (AS) cluster

ABure COntaine’ regeetny

Storage sccount
Azung ey vaull

SQLServer1 uses Microsoft SQL Server authentication.

Sub1 has an Azure Web Application Firewall (WAF) named WAF1 that has the following types of rule sets:
* Bot Manager 1.1

* Azure-managed Default Rule Set (DRS)

Sub1 has the following compliance standards assigned in Microsoft Defender for Cloud:

* MIST SP 800-53 Rev. 4

* Microsoft cloud security benchmark (MCSB)

* System and Organization Controls (SOC) 2 Type 2

Planned Changes and Requirements

Planned Changes



Sub2 contains a resource group named RG2.

Fabtikam plans to implement the following changes:

* Deploy the following key vaults to RG1:

0 AKV2 in the West Europe Azure region

o AKV3 in the Central US Azure region

o AKV4 in the East US Azure region

* Deploy the following key vaults to RG2:

o0 AKV5 in the East US region

* Configure VM1 to read data from storage1.

* Create function apps that have the following hosting plans:

o Fa1: Flex Consumption hosting plan

o Fa2: Consumption hosting plan

o Fa3: Dedicated hosting plan

* For WAF1, implement rate limiting rules based on the request location.

* Enable the NIST SP 800-53 Rev. 5 compliance standard in Defender for Cloud.

* Create a new storage account named storage2 that supports Azure Table storage.

* Enforce multifactor authentication (MFA) when database administrators access SQLdbl.
* Implement ExpressRoute circuits to the on-premises network as shown in the following table.

Location Deploymernt type

West Europe ECtivity prowvicer

West Europe ExprgssRoutaditetro with a connectivity provider

East US BgtessRoute Direct
Sou et faill NiEkpresgfioute Metro Direct
L

* For RG1. create a new Privileged Identity Management (PIM) eligible role assignment that assigns the Contributor role to supported groups.
Technical Requirements

Fabrikam has the following technical requirements:

* If VM1 is deleted, the permissions for VM1 must be removed automatically.

* The AKS1 managed identity must only be able to pull images from Registry1.

* The ID1 managed identity must be able to push images to and pull images from Registry 1.

* All the data in the storage accounts must be encrypted by using Fabrikam-managed keys.

* All outbound traffic from the function apps to the on-premises network must use ExpressRoute circuits.

* ExpressRoute connectivity between the on-premises network and the Azure environment must be encrypted by using Layer 2 or Layer 3 encryption.

Eﬁ:ﬁ: 13

Azure AD Premium P2 TCAzure% 7R 9 1) T a v &EERLET,

Azure Active Directory Azure AD) Privileged Identity Management RPIM) Z{&FA L TAzure A— L& RETET L LZHERTIVLELHY ET,
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Actions

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your ide

authentication
1F fiZ:

Actions

Answer Area

Discover privileged roles.

Discover resources.

authentication (MFA).

Verify your idt;ntity by using multi-factor |

Explanation:

1. Verify your identity with MFA
2. Consent to PIM

3. Sign up PIM for AAD Roles

Verify your identity by using multi-factor
authentication (MFA).
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contoso.com& LS & RiIMAzure Active Directory Azure AD) 77 > bAHY ET, TF 2 ML RORIZRTA—F—HREENET,

Name Role L _ !ﬁiﬁ'ﬂ fréquency
User1 Password administrater 1.51gn in every work day
User2 Password admipistrator | Sign in bi-weekly

Global administrator, =
i PassWérd administrator | >'9"'S In évery month

ROEIZFRT L SI2 Reviewl EVWSEAFIDT IV LA LEa—%ERLET,

AL TFL MRt PO feeeaertl L0 3T D e

e | Rewnew
twe
2019-03.01 - ]
-
2019-03-20 »
Users
- B Peprporg

") = Microsoft

Password administrator

Eeviswsl s
Fevesers  WMEmibers{sell) W

KOy TAS YA =1 —£ERALT. BICREh TN BERICESOTERTF— F AL FEZH LS EEDBRKERRLET
S ZNEAOELRRIZIZIARS > - OMEESRHY £

AAS .. L
SO SOT L v
User3 only
User1 and User2 only
Useri, User2, and User3

If User2 fails to complete Review1 by March 20, 2019 v

The Password administrator role will be revoked from User2
User2 will retain the Password administrator role
User3 will receive a confirmation request




users tan pariprm-Review ifgr v

User3 only |

User1 and.User2 only
Usert User2, and User3

Iif User2 fails to complete Review1 by March 20,2019 v
The Password administrator role will be revoked from User?2
User2 will retain the Password administrator role

rUsleﬂ will receive a confirmation request |

Explanation:

User3 can perform Review1 for v

User3 only
User1 and User2 only
User1, User2, and User3

f User2 fails to complete Review1 by March 20, 2019 v
The Passwardadministrator role wil'be revoked from User2
User2 will retain the Passwort adminiSirator role

Userd wiu receive a confirmation request

Box 1: User3 only

Use the Members (self) option to have the users review their own role assignments.

Box 2: User3 will receive a confirmation request

Use the Should reviewer not respond list to specify what happens for users that are not reviewed by the reviewer within the review period. This setting does not impact users who have been reviewed by
the reviewers manually. If the final reviewer ' s decision is Deny, then the user ' s access will be removed.

No change - Leave user's access unchanged

Remove access - Remove user's access

Approve access - Approve user's access

Take recommendations - Take the system ' s recommendation on denying or approving the user ' s continued access References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to- start-security-review
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Actions

Configure secrets for the Azure key vault.

Create an Arure key vault,

Run Set-AsureRmStorageAccount.

Configure access policies for the Azure key vault.

L

Run set-AzureRmVrDiskEncryptionExtension.

Actions E“I | Answer Area

Configure secrets for the Azure key vault. ﬂ | MI‘: msaft

S _-_-—;-—_-_ __________________________
Create an Azure key vault | Loyfigure access policies for the Azure key vault
—————————————————— e B SRR P R T R M R OBV S e
e

Run set-AzureRmStorageAccount N F Run Set-AzureRmVmDiskEncryptionExtension
_______________ ,.__....;. |

———————————————— L

Configure access policies for the Azure key. vaﬂll I

______________ -l

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ N e——— |

Run Set-AzureRmvmDi skEncryptfgnExtension. |

Explanation:

Create an Azure key vault,

Configure access policies forthe Azure key vault.

W

Run Set-h:%ﬂf yptionExtension.

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks
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HERRIE, LLT D Azure App Service Web 7 7 &L Azure Y TRV ) T2 a3 v&#E/BHTY,

* Z8: WebApp1

*FIIH—ERTS Y EH

WebApp1TApp Service BEIBIIREZFERAT AL S ITEBRT AILELNHYET , OV a—2aVEaRXR MER/MBICHNZASZDELAHY T,
ED3DDITEFIEBICETIRETLLOMN?EZTBICIE TR A SEULGTHZEERCBESE ELVEFICHERNEZ TS,



* traffic configuration scttmgi

i1 Add a custom domain to WebApp1

i1 Add a public key certificate (.cer)

¥ Change the App Service plan to Bask.
i Change the App Service plan to Shared.

5 Add a deployment slot to WebApp!.

1E fiz:

.. Configure the Inbound traffic configuration settings and the Outbound
" traffic configuration settings.

i Change the App Service plan to Basic.

:E: Change the App Service plan to Shared.

|5 Add a deployment slot to WebApp!.

Explanation:




Actions Answer Area

ii Add a managed certificate i Change the Appu§®ic&plan to Basic

.. Configure the Inbound traffic configuration settings and the Outbound i ChapgBethe App Service plan to Shared
" traffic configuration settings = -
- 3 __ 39 ;M Adel a deployment slot to WebApp1

ii Add a custom domain to WebApp1 - :

i Add a public key certificate (.cer)

BEE071AZ-500J I REEE (FJPNTest.comigfit St AZ-500JHERICEH8T B Z L IZRICII B E T ! JPNTest.comldr S ExFTAZ-500J R EREIREE #1214t L £ 97, JPNTest.com AZ-500J5RERRREEE (X 5 &
FieshFEFLfz, T TAZS00JEENDTA IV VEFIZANE T, BRFRD 7V £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520, 3 0%7 « A ho > k R AZEIS| a— K:

JPNshiken|

Eﬁ:ﬁ: 17

Azure ¥— AT F—ZEL Azure Y TRV YT avhipyUEd,

FLOWF—DEDLGHERARZEZERT IDLENHYFET V) a—2avid EBEXREZR/IRICHZSBHENHY FT,
fAlZESRETIMN?

A HHEDERETE

B. 7X—J)L/A\—Ea1—

C. Azure /K1) > —

D.¥— avT+—n70/NT«

IEfE: (EffZRELET)
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AzurelR—Z LA 5  AzuredRY) —ZERL TLVET,

DeploylfNotExist, AuditlfNotExist, Append Deny® &L 7 x4 FEFEHATEZRY—%2EYKBTBFETT,
EDOHRIZIT BNYETIZEBINIDABETTMN?

A. AuditlfNotEXxist

B. Append

C. DeployIfNotExist

D. Deny

Eff: (EfEZRTLET)

When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a managed identity.
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References:
https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources
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Azure Container Registry|Z##t 9 % Azure Kubernetes Service AKS) Y S X2 —hH Y £T,
AKSY S RA—MOBEIERIN-H—EX T > /\LEFER L T, Azure Container Registry #3259 2 ENHY ET,
fAIZERT 2RELHYEITMN?

A. Azure Key VaultD 423

B. ZEDEIY AT

C. Azure Active Directory Azure AD) 1—H—

D. Azure Active Directory Azure AD) 7' )L— 7

Eff:B(IAY PEHEEKT D)

References:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal
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Sub2DERE<T L UEIDRY FT—VBEDEFL) T4 ZFFELTULET,

UTDERT—FA DV FMIDWT RT—FAVRDNETHSEEIE KL EERLET, ThLUNDEEF, DDWE ZERLET,
EENENOELVGERICITIARAS > FOBENHY FT,

Microsoft

Statements

From VM1, you can successfully ping the public IP address of VM2,

From VM1, you can successiully ping the private IP address of VM3,

From VM1, you can successfully ping the private IP address of VM3,

Statements
From VM1, you can successfully pifg the public Psatidress of VM2,

FromM 1, you can successfully ping the private IP address of VM3,

\‘J ! m , you can successfully p e private IP address of VM5,
=" VIICrOSOTt

Explanation:
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Q1: No { and it should not be allowed as only TCP 80 is allowed from the "Internet" service tag Q2: Yes {as it should be for VMs in the same local subnet pinging each other on private IP and no NSG
configured} Q3: Yes {VM5 is in subnet where 1st rule of NSG allows any traffic from any source to the destination}

B 21

AzFWL & L5 &8I0 Azure Firewall Standard D4 VA2 VA EEL Azure TR Y T2 a U HBIHEE AZFW1 TROMEFERTEINEINETHERT I IDLELAHY FT,
*TLSA VARG 3y

*BEAUTIOIUR

" Ry FT—H BAREE L UL R T L (IDPS)
HEIEMEES ENTEEFTM?

A TLS A 2VARY 32 ¢& IDPS OH

B.ERA VT IUVRADH

C.BBATI)YT AL IDPS DH

D.TLS A VARSI L3y BEAVTYST VR BEU IDPS
E.TLS A VARSI 3 oDH

IEfR: (EffZzRTLET)

BH: 22
A—H =TIV EREDGEWN Y —RITHL LA LEIELTVSERDNET,
Azure Log Analytics7 TV M L T, BESAMTERR L2 —H—H A1 0/ D ORITEHNT HILENHY FI BRICIE YA 24 VISBREUERBLIE-A—YF—DABNRTENIDENHY FT,
DIVEEDEIITHERT HIVEAHYFIN?EETHICEX AET) 7 TENGF T a vEERLET,
T ENETADE LLDERIZIFNARAS V FOMEESHY £,
et tin@firames = 3d;
iacuritigEvent
where TimeGenerated > ago(3d)
where AcccountType == 'User’ and VWV ==4625

ActivitylD
Datalype
EventiD
QuantityUnit

Summarie failed 1ogin attempts= v

Count(),
Countif(),
Makeset(),
Split(),

latest failed login=arg max(TimeCGenerated by Accoun

saln s - Eaa N amal Vs T o S c
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et timelkSine £ 3di. . L4
jecurityByent” =T U7
where TimeGenerated > ago(3d)

where AcccountType == ‘User’ and |' W | ==4625
ActivitylD
DalaType
EventiD
QuantityUnit
Summarie failed ldgin_attempts= v
Count(), |
Counfif(),”
Makeset(),
Split(),
latest failed login=arg max(TimeGenerated by Accoun
rihars Fadlad TAamirm akdssmemess ™ o
Explanation:
let timeframe = 3d;
SecurityEvent
| where TimeGenerated > ago(3d)
| where AcccountType == ‘User’ and |v ==4625
ActivitylD
DataType
EventD
QuantityUnit
| Summarie failed logimmattempts= !v
Count(),
Countif(),
Makeset(),
Split(),

latest_failed login=arg_max (TimeGenerated by Account
| where failed login attempts > S

The following example identifies user accounts that failed to log in more than five times in the last day, and when they last attempted to log in.
let timeframe = 1d;

SecurityEvent
| where TimeGenerated > ago(1d)
| where AccountType =="'User ' and EventID == 4625 // 4625 - failed log in

| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated, Account) by Account
| where failed_login_attempts > 5

| project-away Account1
References:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples
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FCOMEE BLIF VA EZRRTI5—EORED—HTYT, —EDMEICIETNEN  EHON-BEEH-IAHEOHIBBOEENESENTVET  BELY MI&k>TIE EROEHELTE
HIHGELHNIEL EBALNEELHY FT,

COEVIVOERMICAZELZRIE, TOBMICRAZLEITEFEA, ZDEH CNODEMEILE a—EBEEICKRTINELEA,

AKS1 & LYS5 4T Azure Kubernetes Service (AKS) 7 5 X2 —& AZCR1 E WS &ARID Azure AV TFH— LPR M) EEL Azure Y TRV YT a iU Ed,
AKS1 M AZCR1 [TRTFESNATWBRA VT F— A A—CHT IO TEBLLEFZHRITHIDERHY F9,

RREFAKST DI—C o b T=ILDVRTLEIYHTIR—Y FID 2 Kubernetes T—S U FLR ARL—42— O—LZEIYHTET,
CNIEEHEFHZLTVLETH?

A L\ %

B. (LY

I (EfgZRTLZEY)

B 24

container! &ULVNSARIM BLOB OV T+ —& Appl EVWSBRIDYSATU 7T —2a3 &8 Azure R AL—D THO U RARHY ET,
Azure Active Directory (Azure AD) S2:E#{#H L T Appl1 ™5 containerl ADT7 U R ZEMZTHIHELRHY T,
ES5TNIEVWTLLEIMN?EETZICIE BEI)7TEUGA T avEERLTLESL,

FEELWLBIRSEICTI RS Y bMTEShET,

From Azure AE) v

Register App1.

Create an access package.
Implement an application proxy.
Modify the authentication methods.

From the storage account: v

Add a private endpoint.

Regenerate the access key.

Configure Access control (IAM).

Generate a shared access signature (SAS). |
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From Azure AD: | v
Register App1.

Create an access packggg.
Implement an a @%ﬁa proxy.
Maodify. the @uthentication methods.

[
From the storage aﬁqmﬁ hﬂ L) v
5 Add a private endpoint.

Microsoft

Explanation:

From Azure AD:

,@ v
Register App1. 0 -
Create an access package.
Implement an application proxy.
od:fy me Authentication methods.

B SERsQlln (RS v

Add a private endpoint.

|Regenerate the access key.

Configure Access control (IAM).

Generate a shared access signature (SAS).

Reference:
https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/storage/common/storage-auth-aad-rbac- portal.md

Eﬁ:ﬁ: 25
RORIZETYY—REETCAzure 7R2 ) T avhbyErd,
Name Type

Vi Virtual machine
VNET1 Virtual network
storage’ | Storage account
Vaultl Key vault

Y TR 1) T 3 Izxt L TMicrosoftDefenderforCloud =& %1129 % F X T, Microsoft Defender for Cloud#{#f L TRETZ S ) V—XIFENTTH?
A.VM1_VNET1_ & &k Ustorage1 DH

B. VM1.VNET1_storage1, & & UVault1

C.VM1E K UVNETD &

D. VM1 _ storage1, & & UVault1 D&

E. VM1 & storage1 D &




R (ERERTLET)

Eﬁ:ﬂ: 26
Azure Y TR ) T aohHBYET H TRV )T aVICIE RORICSRTH TRy FEEL VNet! EVWSBRIDRERY FT—IONEENTUVET,

Mame

Subnetl

Subnet2
Subnats
Subnetd

IR )T avITE RORICRITEHRT TINEFERTLET,

MName Description
App1 Uses the .Azure Fpncrmns Premium plan and has wirtual
network integration with ViNet1/Subnet 1~ b P
App2 Uses an App Service plan in the Basic Pfilfldﬁg hf W hCrQSoOT
virtual network integratiefiyithiVNet1/Subnet
App3 Uses an App Sewic{: plen in the Premium _D_:icing tier and
has virtual netwark Mtegration with VNet1/Subnet3
Appa Uses an App Service plan in the Isolated pricing tier and is
deployed to VNet1/Subnet4

NSG1 ZFERALTHIEEINEZ 7 TIVDEERT T4 v I IEENTIM?
A. App1, App2, App3, App4

B. App3 & App4 D&

C. App4 D &

D. App2_ App3. Appd D

IEfE: (EfZRTLEY)

Eﬁ:ﬁ: 27
Azure Active Directory (Azure AD) 77+ > rABHY FT,
HIfRENI=A Ty FMIRDEFEDESY T,

Namen i+ ooofype Deleted on
Group Securnty group April 5, 2020
Group?2 Office 365 group April 5, 2020
User1 User March 25, 2020
User?2 User April 30, 2020

2020 £ 5 B 4 HIZ _Azure Active Directory BBt V2 —#FAL T HIR SN TPV FOBETEHAFT,
ED2DO0F TP FEBERTEEFITH, TNTNOERIEIELELMREERLET,

EECELVMEIRZEICTIRA Y RAfTESNET,
A JIL—T1
B. JIL—72
C.1—H¥—2
D. 1—H—1
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IFfi#: (EfiZ R LET)

Deleted users and deleted Office 365 groups are available for restore for 30 days.

You cannot restore a deleted security group.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted

B 28
contoso.com & LVS ZHID Azure AD TF > MMZEAES 5t =Sub1 EWSARID Azure Y TR T avhiHByYEd,
FTFYMIFRORIZRTA—F—HREENET,

Name Role
User1 Global administrator
User2 Security @dministrator
User3 Secunity reader
User4 L&ﬁﬁﬁ@@égﬁgr

h J

&1 —H—(ZlF Azure AD Premium P2 S A4 U ANE Y BTOHNET,
Azure AD Identity Protection 4 > R— KL THERT HFETT,
Azure AD Identity Protection 74+ >7/R— KL 2—H—%EBEL KU —%BRTELHDEENLI—HF—TIM? BETHICEF EEEHTEYLA T a3 UoEERL TS0,

FEECFELLSEIRIEICT RS Y PRI ESRET,
r@?tidentir\; Protection: _User1 onl v

Ver

LSer1 and User2 only
User1, User 2, and User3 only
User1, User 2, User3, and User 4 only

Users who Can remediate users and configure policies: | User1 and User2 onl
User1 and User2 only
User1 and User3 only
User1, User 2, and User3 only
User1, User 2, User3, and User 4

1F fiZ:
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Users who can onboard Azure AD Identity. Protection: User1 onl

User1 and User2 only
User1, User 2, and User3 only
User1, User 2, User3, and User 4 only

| M i c ro S Oft)s,em who canremediate users and configure policies: | User1 and User2 onl

User1 and User2 only

User1 and User3 only

User1, User 2, and User3 only
Userl1, User 2, User3, and User 4

Explanation:
Answer Area B
Users who can onboard Azure AD Identity Protection: | Userionly . b2
Users who can remediate users nfigure policies: | User1 and User2 only W
a= Icrosort
B 29

TOEALEA—ZBRETIRLENHYET , LE2A—FHLLLE2A—DILY Y aVIZEIYETON JVY—RAFREEBICLE>TLEA—SNET,
IBEIZRIT T HRENHAHIDDT I LI VIEENTIN?EETSHICE BULTILavETILaVO)RAMoREEZEIV7IZEBEL ELVEFICERET,



Actions swer Are
I%crosoaft

Create an access review program

Set Reviewers to Selected users.

Create an access review audit.

Create an access review control.

O,

Set Reviewers to Group owners.

Set Reviewers to Members.
1E#Z:

Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit

Create an access rewew contml.

—_———— e ——— i — — e — — e — e — — —y

Set Rewewers to Group owners.

Set Reviewers to Members. M | Cros Oft

Explanation:
Answer Area

CfEﬂtE an access I'EVIEW program.
SN\icrosoft

Create an access review control.

Set Reviewers to Group owners.




Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the resource is a group, you can ask the
group owners to review.

Reviewers

Croup Swners
Group Dwners

Programs Selected uters

wenesoer BN L oo ft

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls
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storage1 & LY 5 & REiIDAzureStorage 7 10 > b & VM1E WS ZRTDAzurelRB<T L U HBY FET, VMIZIET LI 7 LSSDY R —P FT4 RIUDBHY FET,
VM11Zxt L TAzureDiskEncryptionZ BT 2 HENHY T,

EDIDDT7 UL a EIRBIZETIILENHYEIN?REITSICE BUNGETILavEaTIVavDI X M oEEFEERICEHL ELWVEFTERELET,

Actions Answer Area

Run the set-AzVMDiskEncryptionExtension cmdlet.

Set the Key Vault access policy to Enable access to Azure
Virtual Machines for deployment.

Set the Key Vault access policy to Enable access to Azure
Disk Encryption for volume encryption.

Generate a key vault certificate.

Create an Azure key vault.

COHfigure storage :

EfiE:



ﬁ] ® h_ Answer a
Run the Set-AzVMDi=kEncrypt iGnExt‘lﬁﬁiDn c t C key vault.
B =1 I

i|Set the Key Vault accmwcy to Enable access to Azure
I|Disk Encryptiofi for volume encryption.

ISet the Key Vault access policy to Enable access to Azure  _ - Eﬁﬁfihqhﬁsﬁaiﬁﬁbi skEncryptionExtension cmdlet.
'Disk Encryption for volume encryption. - Y. >4 B 0

Generate a key vault certificate.

Create an Azure key vault.

Configure storage1 to use a customer-managed key.

Explanation:
Graphical user interface, text, application Description automatically generated

Create an Azure key vault.

Set the Key Vault access policy to Enable access to Azure
Disk Encryption for volume encryption.

Run the Set-AzVMDi=kEncryptionExtension cmdlet.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault
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Azure Y TR9 1) T2 a EBELTY,

BHOLWVAZUre DNS 7V T4 ET 4 ICHT 5 BMEZHEICZET ILENLHY FT,

Cloud Workload Protection (CWP) ® & ® Microsoft Defender 75 2 BT 2HENH Y TI H?
A 7T)H—ER

B. —/\—
C.VY—RIRX—Tr—
D. API

E.XFL—Y

Ef:B(2AY hEHET D)
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A7 AZ-500JFEREEE (FIJPNTest.comigfit St AZ-500J:RERICAHRT A 2 EITRICIL B ET | JPNTest.comlI S REHAZ-500J:RERRIREE #1244t L £ 97, JPNTest.com AZ-500J5RERRIREE T 5 &
HEnFEL-, T2 TAZS00JEEDTRA I VO VEFIZAME T, BERD 7 2 £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu  520f8, 3 0%7 « A h > b Bl EG | a— F:
JPNshiken|

Eﬁ:ﬁ: 32
Sub1 &S Azure T R9 1) T auhidHp Y  contoso.com &LV Azure Active Directory (Azure AD) TF > FMZBEEM TN TWET, COTFT Y X RORICRTAI—HF—NEENTUVET,
MName VeS0T
Userl Global admanisirator
User2 Sediityadministrator
User3 Security reader
Lisgrd License administrator

L1 —H—I[Z(E Azure AD Premium P2 S A4 2 ANEY B TohFET,

Azure AD Identity Protection D74 > R— K &R EFTEILE T,

Azure AD Identity Protection 4 > R—FL 12— —%BEL KR —ZBETEIDIEEDI—HF—TIM? BAEFT HICIE BEBETHEYGA T 3 VEBIRL TS,
S EMRIEITIRA Y NES

Answer Area

Users who can onboard Azure AD Identity Protection: Juser1 only

Usert and User2 only

Userl, User 2, and User3 only

Userl, User 2 User3, and User 4 only

Users who can remediate users and configure policies: |Usert and User2 only

User? and User3 only

User1, User 2. and User3 only
Userl, User 2 Userd, and User 4

EfiZ:

Answer Area

7= O N ; .

Users who can onboard Azure AD Identity Fro‘l‘.gcﬂcn usenr .;_r'\i}:
Usar! and User2 only
User], User 2, and User3 only
User], User 2 Userd, and User 4 only

Users who can remediate usésand configure policies: User! and User2 only I
Juien Snd Userd oy ~

Userl, User 2, and User3 only

Userl, User 2 Userd. and User 4

Explanation:


https://www.jpntest.com/shiken/AZ-500J-mondaishu

Taldalda La
nly

Users who can onboard Azure AD Identity Protection: |

User1 and User2 only
Userl,User2, and User3 only
Userl,User2, User3, and User4 only

Users who can remediate users and configure policies:

Userl and User2 only

Userl and User3 only

Userl, User2, and User3 only
Userl, User2, User3, and User4
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HHT-DE%(Z1E, weylandindustries.com & LS5 B— KA A >0 Active Directory 74 LR bW Y E£9, £1=, B LARID Azure Active Directory (Azure AD) 7+ > 3 BFELET,
ITRTDAVTLUIRID % Azure AD ICREIHAL =% LAB THhE 5 givenName Bt Z D21 —H—IZ(F Azure AD ~DRIEAZHA LBV KSBRMEINFET,
RDIBEDTI L AVERITTIRVENHY FIH?

A BER—ZADTANLEZ )T L—ILEERTBIZIE RAPIL—IL IT48—%FERITI2BHENDHY FT,

B. 774724 —ILTDNAT L—ILZEET IDLELHYET,

C.IFATIA—INTRYNI—Y bTTavD T4LR) VT L—ILEBRT IVENHY FT,

D.BHEAR—ZAD T4 ILE YT L—ILEERT BIZIE Active Directory A—H—¢, a1 —4—2FATIHENHY T,

EfE: (EfEZRRLET)

Use the Synchronization Rules Editor and write attribute-based filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

ﬁﬁﬁﬁ:ﬁ: 34
RORICSRTRA ML= FHADOU MEED Azure Y TRV ) T3 ohiBHYET,

MNMicroncott
Name | Performance | Premium account type Redundancy Sub-resource
Locally=redundant
storage (LRS)
Locally-redundant
storage (LRS)

storagel | Standard Not applicable Two Azure Files shares

Three containers

storage2 | Premium Page blobs

ACL=CF7ho0 bDE—=7y b T Y—RIZHLTTSFAR— IV FRA UV EERTARENHYFET VYN a—230TRE TFAR— IV RRA VI EFERLTIRTOE =S v Y
TV Y—RIZTIVERATEDLIICTHRENHYFT,

BERAML=D THIV MRS DRENRH DTS4 X—F TV PRS2 FOBRNIEWNL DTE D, BET ST EERETEUNGA T3 VEERL TS,

AR ELVWEBRIEICTRAY A EESNET,
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Answer Area

storage
E:
Cnis 8 o
VIICrosoTl
storage2: | 1 w
2
3
B
8
S
IEfZ:
ANSWeEr Area
staragel: 1 ik
|2
K
16
storaged: | 1 e
Viicroso#t 3
3
6
8
Explanation:

AvwigMerosoft

storagel

storage?2

Eﬁ:ﬁ: 35

1 EWSEREID Azure Web 7 71 &£ VM1 E WS ERIDRBI LV EET Azure Y TR Y )T a by ET,

VM1 (& Microsoft SQL Server ZE1TL VNet1 EWS ARIDRERY FT—2 (2K LTI, Appl . VM1 B XU Vent [(EKEFE Azure ) =P 3 vIcHYET,
Appl BAVM1 IR TES L 2RI IRV ENHYFET V) a—2a o TRIX MERDRICMZ ZBENHY FT,

A. Azure Application Gateway D&

B.)—Ca vRERY FI—V#E

C.T7—brIzAWNRELRRERY FT—V#E

D. 7X—)L7BY K7

E.NAT S — kDA DA

Eff:B(QAA Y FEREKRT D)

Eﬁ:ﬁ: 36
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Azure Active Directory (Azure AD) T3+ > kW HYET, 7752 FIZIE Azure AD Premium Plan 2 5S4 2 ANE|Y B To N TWSA—HF—REENTVET,
fabrikam.com KA A UIZIE user' EWVWSERIDI—HF—DAEFEFNTVET , —HF—DA—)L 7 F L X[& useri@tabrikam.com TY,

Userl IZTF Y FADY Y —RZRTZ VY a—aviE ROBEGHEFFHEITVLELADY T,

user1 (% userl@fabrikam.com D ERIFEREZFEAL THA VA VTEBRDELAHYET , TFHFUFHADY Y—IAADT YU RA#EH Userl IZHETEZRELAHYET, BEBFEEEZR/NRICINZ 2HEH
HYET,

HETIEMETEIREN?

A.userl DA—HY—TFhoU FZEERLET,

B. 77 > kIZ fabrikamcom ZHh R A L KAALELTEMLET,

C.TFTYHMIHLT[A—HY— JA—IZKBT RN VI ITH—ER YA VTV TEEHEMZT B E (XL ITKRELET,

D. User! OBFREERLET,

IEfR: (EfEZzRTLET)

Eﬁ:ﬁ: 37
2 b —2%1Z_ Azure Active Directory Azure AD) T3+ > FEREIT 574 > T L I AMActive Directory KA 4 UAAEFENRTWET, TF 2 MIIE RORIZRTIA—HF—HAEFENTNET,

Azure AD
Azure Al

On-premises Active Directory

T MIF RORIZRT TIL—THREFEFALTVET,

Name Members
Groupl Userl, User2, User3
Group2 User?2
ROBEEXZECLERDI MFA) BRI —%HEBRLET,
Y HT:

*& 85 Group

*JI—T2% ot

*a Y bA—JL Azure MFAZ SN E

R O—FEE A

RODERT—ERADVKMZIDOWT AT—FA Y A trueDIHFEIE[TV]EERLET, ZNLUNDBEE [LWWR]IEZBRLET,
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Statements Yes No

Userl will be prompted to configure MFA registrati

the user’s next Azure AD authentication. t

User2 must configure MFA durmg%%@er’ s next Azure AD

authehieationd S OT1 %X}

User3 will be prompte .. configure MFA registration during
the user’s next Azure AD authentication. & O

O 19

Statements

Userl will be prompted to configure MFA registration during
the user’'s next Azure AD authentication.

Use%ﬁﬁ@mac MFA during the tser's next Azure AD

authentication.

User3 will be prompted to configure MFA registration during
the user’'s next Azure AD authentication.

Explanation:

Statedeitec rOSOTT

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD
authentication.

User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

Eﬁ:ﬁ: 38

FCOBEREF RLOFVAERRTI—EDERO—EHTY, V) —XDZERICIE, BB SN-BEXERTIAEEOHSIHEDY ) 12— aUvhEFENATVET, —BOERt Y MIFEHD
ELWERENHZBEELHNIE, ELWMBREALGZWMEEEHY FT,

CDEVVIVOERMICEET 5L ZTNERICRDIZEIETEERA, TOHR, CALDERIILEa—BEREIZRRTINELA,

Azure Security CenterZER L T 3DNDAzure 7RV 1) T avD—mibEntz/R) O—BEBETLET,



WO DRYD—BEZFZFEALT IRV T avDtExa) T4 BB LET,
3IDDY TRV T3V RTIZKRY O —EEEZTIL—TELTERRATILELHYET,
Y)a—23y B IL—TE#XMRETIADTFIEENYBTEERLET,
NIFEEZERLTOETN?

A. [T

B. L VR

IEfE: (EffZzRLET)
References:

https://docs.microsoft.com/en-us/azure/governance/policy/overview

BfE: 39

ZEL Azure Y TRV YT avhhbyUET,

user! IZ blob1 ADT7 VY R EZHATHIBLENHYFET , COVIa—2a VT TIOEAN 6 BRICHRUINICLES LS ICTILENHY FT,
AIZEIRESTIMN?

A XET7IVER KR I—

B. X577 tXE4 (SAS)

C. HEIR—RDT U & X #{#H (RBAC)

D.vxr—T K ID

IEfE: (EfEZRRLET)

Depending on how you want to authorize access to blob data in the Azure portal, you'll need specific permissions. In most cases, these permissions are provided via Azure role-based access control
(Azure RBAC). For more information about Azure RBAC, see What is Azure role-based access control (Azure RBAC)?.
https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal

B f: 40
RDORIZTRTI—HY—%E T Azure Active Directory (Azure AD) T3> kDb Y ET,

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 Disabled
User2 Group2 Disabled

T MIE RORICTT BRIMF EEAVEENET,

Name IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 MNo

RORITIRT LT Appl EVWSBEIDI SO TFITVDEHFET IR R O—FERLET,

__Name _ _Exclude | G CH0S 0 (dran
Palicy Group2 Locatitns. Boston Block access

Grant access, Requere
multi-factor
authenticaton
Policy3 Group1 Locations: Boston Block access

Grant access, Require
multi-factor
authentication

UTOEXIZDOWT ELWMESIE FUMZBERLTLSES WD, E5THWMESEF DOWZ JEBRLTLESY,
AR ELVWEBIRIEICTRA Y A ESIET,

Locatigris; Any

Policy2 sroup ] None
4 : locatian

Losations .ﬁ.rlj-

Policys MNowe
d location
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Yes

Statements
User1 can access App1 from ﬁ\mf 154.12.18.10, o
User2 can x:u@ an P address of 193.77.10.15. O @]

(\s‘{‘\& " EEMicrosoft
\©

oz

1E fiz:
" Bl N\ ft
. Icroso Statements Yes '_Hg‘
User1 can access Appl from an IP of 154.12.18.10. o 1€
= 4 L » sl |
u:u?unmmﬁ‘l @gﬁmga}uma (9 O
WY =
. « \« @:‘%’&eﬂ;ﬁppl from an 12 address of 154.12.18.34, o 0y
T -
™ % ':‘3"?{"1' )
“‘\{"Er“:l - W
L
o rﬁ-%l |
Explanation:
Answer Area .. .
m Microsoff... . -
User? can access Apg frém i hddress of 154121810 L]
- [rq.-zmmmm-. from an P sddvess of 193.77.30.15. .
Userd can access App1 from an P address of 154121834
-
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RORIZRT VY —REET Azure Y TR ) T avhbyET,

ServerAdmins MRD B RV ZRITEL L 2RI HILELAHYET,
RG2 NDEEBFEDRERY FT—JIZOAMRET L U EERLET,
Y1) a—2a vTIRENMEBRDRBIZFERTHIHELHY FT,



ServerAdmins IZE|Y B TEHERLELAH S 2 DDO—)LR—X 7w Xl (RBAC) A—JLIFENTT L, TNEFNDEREEY ) 12— 3 oD—EERLET,
EEELWLEBIRSCEICTIRA Y P EShET,

A TRV ToarvnamEDI—IL

B.RG1 DRET L U HEMERED—IL,

C.RG1DA*Yy rI7—Y aVvhr)Ea—42—0O—),

D. RG2D v b7 —4 B ED&E

E.RG2 WH X% L RBAC O—)L

F.H4JX521) 7 3> DhAS L RBAC A—)L

EfR: (EfEZRTLET)
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contoso.com & Y3 & Ei1MD Azure Active Directory (Azure AD) 77 > MZEE&E R+ 5 t= Subl ELNVS ZRID Azure Y TR ) T avhHyYEd,
RORIZRKT VY —ATHERINEZTITIT—L 3 Vv ERETZFETT,

Name Type . Description
A Cpsmos DB account containing a
BA Azure Cosmos DB _ | database
wa v M| account Named CosmosDB1that serves as a
- back-end tier of the application
- configured to serve as the
WebApp! A b | R e

A—H—IX Azure AD A—H—TFHO U FEFERALTEIEL JY—X =9I U %FHRALTCosmosDB 7hO Y M7 R LET,
CosmosDB1 & WebApp1 ICREINDIFIR IV EBETIHELHY T,

BUVY—RIZHLTEDEARY EHET IHENHY EIHM? EETS(CIE EEEEHTEYGA T a oEBIRL TS,
FEELWLMBIRSEICTI RS Y M EShET,

CosmosDB 1. | v

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

v
Authenticate Azure AD users and generate resource tokens.

Authenticate Azure AD users and relay resource tokens.
Create dalabase users and generate resource tokens.



https://www.jpnshiken.com/q/68938-6454001/

CosmosDB1: | v
Authenticate Azure AD users and generate resource tokens.

_WebApp1: v

Create database users and generate resource tokens.

Explanation:

CosmosDB1: i_ MiCFOSOf%

Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and relay resaurce tokens.

Create database users and generate resource tokens.

-!DHSHN*'“ v
Authenticate Azure AD users and generate resource tokens.

Authenticate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

CosmosDB1: Create database users and generate resource tokens.
Azure Cosmos DB resource tokens provide a safe mechanism for allowing clients to read, write, and delete specific resources in an Azure Cosmos DB account according to the granted permissions.

WebApp1: Authenticate Azure AD users and relay resource tokens
A typical approach to requesting, generating, and delivering resource tokens to a mobile application is to use a resource token broker. The following diagram shows a high-level overview of how the

sample application uses a resource token broker to manage access to the document database data:



nnnnnnnnnnnnnnnnnnnnnn

Azure App Service : Facebook

-
. . 27QAuth authentication
. = flow
L] . -
Xamarin.Forms App 1. Login to Facebook . & W -
via Azure App Service - ¢
» M
E Easy Autheghcation . . .
o ; : MicrEES
. H l C
. ’ . Folch resource
[ ] . @ " token for authenticated
L ]

3. Authenticate with user
Facebook access token and - -
get the user's resource token " @

Resource Token Broker

----------------------

-((@: 0

5. Access user’s data
using resource token

References:
https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication
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RORIZRKTITIN—TEEL Azure AD T+ EDHY F9,
Name Type Contains members
Group1 | Security Yes

Group2 | Microsoft 365 | No
ROKRIZRT LS, ’J“_)b— T4 REEYETET,

Group | W TR ]

Group1 | Azure Active Directng&emium

p2 1 on.C
Group2 .qmm"??

Group3 ‘Kzure Active Directory Premium
P2

5 A 18IZ_Groupl ZHIBRLZET, JIL—TF2&£5)L—T3,
ROERAT— R AV KMIDWT FORT—FAY D true DIEEIF[IFWV] ZBIRLET, FNLNDBEIE, DIWE ZBIRLET,
EELCGEBIRT BE-UIC1 RS Y FOEELHY £9,



Statements Yes No
On May 3, you can restore Group1. O O
On May 15, you can restore Group2. O O

| IV F
. M ' C rO S Oft On June 3, you can restore Group3. O O

IEfiZ:
Answer Area
Statements m Yes No
OC\?&WG@‘Q’ * 61 o
|
.- = “l ay 15, you can restore Group2. @ ®
it Microsofpn® 2
On June 3, you can restore Group3. :—_15_1, O
Explanation:
RIMNSWET ATEa
Statements Yes
On May 3, you can restore Group1. ®
.. e On May 15, you can restore Group2. ®
m Microsoft
On June 3, you can restore Group3. ®
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contl1 EWSEZRIDOBLOB aAVTH—28L Azure Y IRV Y T3 ohHBYET, Contl ITIX . RDERIZRIT TR RY—nbY FET,

O

O



&l sa
Stored access pohoes

Identifier Start time Expiry time Permissions

Policy1 r

The maximum number of additional stored access policies that you can add
to contl is [answer choice].

T i =
%
P ”
EF T 9
= '.’f.__.iﬁ:."

S e

F
w T

The maximum number of additional immit bﬁ;bl'c::l:v

itab storage policies that
you carigdd to cont1 is [answer choice].

- w T
B o

Microsoft



The maximum number of additional stored-acres lem?f‘#
- 1o contl is [answer choice].

L

The maximum number of additional imrnurg_ble' bilob storage policies that
yolr€an add to cont1 is [answer choice].

Explanation:

The maomum number of addibonal stored access pobaes that you can add
to contl is [answer chaice]

1 v

The maxsmum number of adcional immutable Blo storage i\ iCFﬂSth
ol can add 1o cont1 is [answer d
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Azure TR ) T avhi®HyYET,
Role1 & Role2 E WS &ZRID 2 DNDHRE L O—)LEERTHFETT,
ARZL O—E RDERY ZETTAEOICERSINFET,
*Rolel DAVN—IE 7TV r—areXxa )74 JL—TEBLET,
X Role2® * > /\—h Azure Bastonz EE L E T,
ARZL O—JVIZHERZENT SBLENHY FT,
ZFEO—)LIZED)Y—R TAONAE—%FRTHIBLENHY FTIM?ZZBIZF BEYLEYY—RX TONAF—ZFELWVA—JLIZFSY I LFET &V Y—R TAONAEF—F 1 BLEFRAT L E
H FoRKFEALBEVWIELTEFT RAVEIDREIN—Z RS TTED AT UVERTTDEHDICAIO—ILTEINELRHIEENHYET
Resource Providers

| Microsoft.Compute

Microsoft.Network

Microsoft Security

i S @ Microsoft




Resource Providers Answer Area

— —_ — e —_ — = —_ —,

MMicrosoft Network |
Wil e il | s - L o b 1
u| __________ J ;:;":,],,:L' t! "11"‘, "f‘ﬂ P’ul'!h‘k.*[k
e ———— — e p— — . S e w— e e o e o o o omm— o o m—
i Microsoft.Security !
b oo = 2 Role2: || Microsoft. Network
I| Microsoft.Solutions !
b LN R e S T 1
Explanation:
Hesource Froviders ARswer Area
[ Microsoft Compute

| B
| Microsoft Network
. Rolet: | Microsoft.Network

Microsoft. Secunty
Roled: | Microsoft.Network

.
| Microsoft.Solutions
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RG1EWSARID ) Y —RTIN—TH#ELAzure S TRV ) T a3 ohHY H—/N—LXRGIUZIEDREZ > RELRY FT—OUVUNET1 BELUNSGIEWVWSARIDHRY T—0 X2 )T1J
IW—T KNSG)ZELEXaT4TIL—ThHY FJ, ServerAdminsik RDPZFEHA L TIHREI O VIZT I ERATEET,
ServerAdminsD * U IN—IT7 U R #EKT 556 NSG1HARK0NERE~DRDPEHDAZITOLIICT I2LELAHY FT,
AIZEZET HILENHY FIM?

A. an Azure Active Directory (Azure AD) Privileged identity Management (PIM) role assignment.

B. ajustin time (JIT) VM access policy in Azure Security Center

C. an azure policy assigned to RG1.

D. an Azure Bastion host on VNET1.

Ef#: (EfEZRTLET)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/just-in-time-explained

A7 AZ-500JEREEE (FJPNTest.comigfit St  AZ-500J:RERICAHT A 2 & ITRICIZ B ET ! JPNTest.com(I S HEHAZ-500J:RERRIREE #1264t L £ 9, JPNTest.com AZ-500J5RERRIREE T L 5 &
FasnE Lz, T TAZS00JERBEDTA IV VEFICANT T, RO 7 U £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520/, 3 0%7 « A h ™o > b 4RI E G a— F:

JPNshiken|
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RG1EWSERINY) V—RTIL—TI215MAzurefRi8E< > onH Y ET,
TRTO/REI L VIER—DT7 TV 5—2avx ERTLET,
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https://www.jpntest.com/shiken/AZ-500J-mondaishu

REGT TV =230 7MEET L UTETEINLIDEHSCRENHY FT,

DE=IERZET o EHN?

A. AzureR!) >—Z#RGIIZERALE T,

B. Azure Security Center\ 5 BB T7 T r—a>var bA—)LEERLET,

C. Azure Active Directory Azure AD) IDIREZHHRLET,

D.RG1IZYYV—RAOv I #@EALET,

FfZ:B(aAY FEEKRT D)

Adaptive application control is an intelligent, automated end-to-end application whitelisting solution from Azure Security Center. It helps you control which applications can run on your Azure and non-
Azure VMs (Windows and Linux), which, among other benefits, helps harden your VMs against malware. Security Center uses machine learning to analyze the applications running on your VMs and
helps you apply the specific whitelisting rules using this intelligence.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
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Azure Kubernetes Service AKS) Y S RA—%TAFLTWET VTR EI—EBRICREIN TS LS IZEREINET,
BRIZ2TE=V U9 LET,)

Subscription Microsoft Azure Sponsorship
Resource group AzureBackupRG_eastus2 1
Region East US

Kubernetes cluster name akscluster?

Kubernetes version 1118

DNS name prefix akscluster2

Node count 3

Node size Standard DS2 v2

Virtual nodes (previéiv) Disabled
AUTHENHIANTON

Enable RBAC No

HTTP application routing Yes

Network configuration Basic

hACIN .!

Enable container monitoring No

DS AR —EBRBRBICEETAFETT, HTTPZ U= a3 V—FT a4 VO EEMCLFET,

B—OIP7 FLRAZFEALT AKSY—ERIZYUN—RTAF I ETISRTH#RBBTZ7 TV —2avI—Ta4 VT RETIRENHY T,
HETIEMETHEZREN?

A.AKS Ingressa > FrO—S5—%ERLZET,

B.avTF+Rxy bI—D A28 —DxA XA CNVTS A FALA A M—=ILLET,

C. Azure Standard Load Balancer# /s L £ 9,

D. Azure Basic Load BalancerZ{EB L £3,

Ef: A (AU LEHEKT D)


https://www.jpnshiken.com/q/68938-6454007/
https://www.jpnshiken.com/q/68938-6454008/

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services.
References:
https://docs.microsoft.com/en-us/azure/aks/ingress-tls

B 49
Azure Key Vault # &3 Azure Y TRV 1) T3 0 HEBTT Key Vault DA —)LDEIY Y TIE RORIZRENTWLET,

™ Microsoft

“RoleAssignmentId”: "3336fcbf-33d8-4cBa-85b6-dBed
"Scope”: "/subscriptions/76c42af2-baed-48fd-bf3b-de
"DisplayName™: “Userl”,

“SignloName”: “Useril@contoso.com”™,
"RoleDefinitionName™: “Ouner®,

“DisplayName”™: “User2”,

"signioName”: "u;arzacnntnsn .com”,

"RoleAssignmentId”: “9d080al4-246e-4580-8b8b-077bfec22f7c",
"Scope”: "/subscriptions/76c42af2-b4ed-48fd-bf3b- r.k-3?bna?fﬂ!uswrceﬁmupsfﬂﬁlfﬁne‘ .KeyVault/vaults/KeyvVaultl®,
"RoleDefinitionName™: "Key Vault Crypto Officer”,

"RoleAssignmentId”: "
' “Scope”: "/subscriptions//bcazatl-pava-a8td-pt3 \ rceﬁmups;ﬂhlfpmlmrsmumsoﬂ KeyVault/vaults/KeyVaultl™,
"Displayname”: “"User3”,
“SignlnName™ : Userl@cmtaso com”,
"RoleDefinitionName v

"RoleAssignmentId”: "f1e46302-c5d0-4519-%ee7-128594eead97c",

“Scope”: "/subscriptions/76c42af2-b4ed-48fd-bf3b-de37baaa7ffa/resourceGroups/RG3/providers/Microsoft.KeyVault/vaults/KeyVaultl/keys/Keyl”,
"DisplayName”™: "Userd”,

“SignloName”: “Userd4@contoso.com”™,

"RoleDefinitionName™: "Key Vault Administrator”,

}
]

FOw A A2 —%#FRALT RISREINEBERICEODVWTENETER S EERBEBIRL TS LESIW, F ERIE1DI2D2E1RSI 2 AT,



[Answer choice] can create keys in the key vault.

: .
Ev‘i ﬂ {: r@ S {:}-ﬁ:t [Answer choice] can Create secrets in the key vault.

1E fiz:

See the answer below at Explanation.
Explanation:

Answer is as image below.

Viicrosortt

[Answer choice] cai create keys in the key vault. Dnlﬁlﬁe& ahie Psaa

[Answer choice] caflicreate secrats in me'ke-_.r vault.  Only User1 and User3
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FCOBEREI RLOFVAERRTH5—EOERO—ETT, V) —XDZERICIE, BRENT-BELXERTHAIEMEOHIMEBDBRENEENTVET, —HMOEBEM L Y MMIITERDIE L UVEE
RENHDEGELNHY EFTH MOEBERtE Y FMIIXELWERENZWVEELHY F9,

ZDEIVaVOEBEMICEAZELEZRIE, TOEBEMICRA2ZLEETEFRA, ZTORR. CAODERIILEa—BEREICRTINELA,

Sub1&E WS ZRIDAzUure Y JR 7 Y Foavhhpyxd,

RG1EWSERIN) V—RTIL—T(ZsalE WS ZRTDAzure R kL—S T ho U RABHY FT,

A—H—ET7TUr—2a Uk W ONDEET I ERES SAS) ERBESNETI AR O—2FALT salDblobd—ERETF A LHF—ERIZFIERALET,
A TWEWI—H—RT7AMILY—EREblobY—EROWAIZT IR LIz e Y FELT,

SAINDITRTDT IV REZRMYEITHLELAHY FT,

RREK AzZure A hL—CTF7HO VU MDT7 R FX—5BERLET,

CNIFERZERLTLEIHN?

A. [Ty

B. LMVZ

Eff:A(IA PEHEKT D)

Generating new storage account keys will invalidate all SAS's that were based on the previous keys.
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VNET185 &K UVNET2&E LV S5 2DDAzurefRfB8 sy kT —0 D1y b —V#EGEHERLTVWET,
ROBEH#LEZHE-TIZE FERY FT—FIZVPNF— b A 2 2ETIRENHYET,
*VNET1IZIE BGPE#ERT 560D Y A FEEGALETT,

*VNET2(ZIE BGP#ERT 512044 FEEGHABETT,
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AR MERDRICHASZBDENHY FT,

FERERY FT—VIZERATAHVPNT— b4 SKDIEENTIMN?ERBDITE BULGSKUZELWRY FD—VIZFSy I LET, BESKUE, 10 EHE, £-EFE>KFERATEFEFLEA, IVT
DYERTTBICTFE ARA VETHEN—Z RS9I TEN RV O-ILTERLENHLIBENHYET,

I ZNTNOELWNERICIFNIRS D FOEELNHY T

VpnGw1l

SK\s A A ° O . Answer Arca
S e ol A e \V/ITal'd T
I[-ﬁaslc -:l‘u’pnGw‘l |'|‘ufpn{iw2 “\.*piﬁéu%’s-' g “IE_T e VNET1: I: VpnGw1 |
R TI | IC. P e i | B ': )
VNET2: | VnGw1 |
i f
Explanation:
VNET1: VpnGwi
Microsoft
VINET2: VpnGwil
References:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways#gwsku
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RG1 EWVWSEZRIDYY—R TIL—TZETL Azure Y TRH ) T auhbHpY £3,RG1T [ZIE, Azure Active Directory (Azure AD) SRSE#{FHT 5 VM1 L WS RRIDRET S UAESTEATLET,
RG1 [CRO—THESIMNT= Role1 LU Role2 EWLWSEZFTID 2 DDA XA L Azure A—ILHY ET,

Role1 O#ERITXR®D JSON a— FIZRRSNET,



"permissions”: [

{

"actions™: [
"Microsoft.Compute/virtualMa es/*"

= 1, O
= Microgufieio" %e“ b
'Hl:g&“ ute/virtualMachines/delete”

;9;21-:“": [1.

"notDataActions™: []

]
Role2 MERIEXRD JSON a— FIZRFTENE T,

'ptmissioF M | Cros Oft
{

"actions®: [
"Microsoft.Compute/virtualMachines/*"

R
“notAckions”: [],
"dataActions": [],
*notDataActions”™: []

RORIZERTI—H—IzO—)LZEYETET,

Name Role
User1 Role1
User2 Rolel, Role2
User3 Role1, Role2

UTOEXIZOWT, ELWMESIE R ZBRLTLKESV, ZE5TENMGEEF DOWA JZERLTESY,
AR ELVWERIEICTRAY AT ESIET,

Statements




Answer Area

Statements Yes No

User1 can delete VM. |

User2 can delete Vi1,

. -

- - e s e
u-.ger% eah Sigh in to VM1 by using Azure AD credentials. ol

Explanation:
Answer Arca
Statements Yes Mo
User1 can dedete V31
User? candelete Vi1 1iTH S
Ukasr 3 can sign in 02 VM1 by using Arure AD credentials Ll
BfE: 53

RORICRTRET L OEELSUbT1E VS ARIDAZUre Y TR Y T avhiHyET,

“NII'I'II Resource group
RG1
RG2

RG1

RG2

AKRBINIZA—HV—DBT7IEREERTDHIET RGIDEREIS VDY E— TR by TR—FDPFALTWS I L ZHRTIVELHY FT,

RAIZBRETIRLENHYFEITN?

A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. an application security group

C. Azure Active Directory (Azure AD) conditional access

D. justin time (JIT) VM access

Ef#: (EfEZRImLET)

Just-in-time (JIT) virtual machine (VM) access can be used to lock down inbound traffic to your Azure VMs, reducing exposure to attacks while providing easy access to connect to VMs when needed.
Note: When just-in-time is enabled, Security Center locks down inbound traffic to your Azure VMs by creating an NSG rule. You select the ports on the VM to which inbound traffic will be locked down.
These ports are controlled by the just-in-time solution.

When a user requests access to a VM, Security Center checks that the user has Role-Based Access Control (RBAC) permissions that permit them to successfully request access to a VM. If the request
is approved, Security Center automatically configures the Network Security Groups (NSGs) and Azure Firewall to allow inbound traffic to the selected ports and requested source IP addresses or ranges,
for the amount of time that was specified. After the time has expired, Security Center restores the NSGs to their previous states. Those connections that are already established are not being interrupted,
however.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
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Active Directory K * f >4 —EX ADDS) K * 4 v & E# 9 HAzureActiveDirectory T3> kY ET,

TANE—ETT7ANEECAZUe T 7 A LVHBEERT HFETT,

Azure 7 7 A LEBERBRD IA LT =TI ERAHTEENY B TE-OITFERATESIDR FPIZENTIN?ESTAICIE BAETY 7TEYNAL T avEBIRLTLEEL,

T WOWEREEZNRENARS Y FOMEELIHY FT,

Answer Area
Azure files share:; v
Foldersnithe file Share | P -
IEfiZ:
See the answer below at Explanation.
Explanation:
Answer is as image below.
Answer Area
" Azure files share: A DS.0nly N
Folders in the file shagés, AD DS and Azure AD il
D
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RDORIZRTLI—H—%ET Microsoft Entra T+ > kDB Y ET,
Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled IVIICrQSO
User2 Group1 Disabled

RDERTE % ¥ D Microsoft Entra Identity Protection 444 >4 > YR R o—%#ER L TEALET,

*Z| Y HT: Group1 & A, Group2 kR <

XEH A4 URI LR BUE

*TOERR T EREHA LERDIANDE

a—H—H¥ Microsoft Entra ID IZH A VA T B L EITRIMNEIINEHET IDENHY FT,
EA1—HY—([CO\WTHZHANT IVENHY FITH? BETHICIE BBEEGETEUGA TS 3 vEBRLTESY,
S ELGERT BEVICTIRS Y FOEENHY FT,



ANSWET Area ‘ E

When User1 signs in from an anonymous IP address, &er will: _Be prompted for MFA

. Be blocked

Be prompted for MFA
Sign in by using a username and password only

When User2 signs in fro

@ *..
an ¢ :,_ lar location, the user will: | Be blocked

| VTR
. M IC _.':' S t Be prompted for MFA
P U i
13:}
Answer Area
When User1 signs in from an anonymous IP address, the user will:
\KE (\:
WhE;I. User2 sigms.i n }amitiar location, the user will:
- I
\P B \ /i cro e
. Sign in by using a username and password only
Explanation:

Answer Area .
=' Microsoft
When User1 signs in from an anonymous IP address, the user will:  Be prompted for MFA

When User2 signs in from an unfamiliar location, the user will:  Be blocked

B E: 56
RORICRTREIS VEEL Azure TRV ) T3 vhHYET,
Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

RORIZRY Azure R O—ZEBLET,

[Sign in by using a usemame and password only




Policy definition; Resource fype Scope
Not aiiowed vitualMachines RG1
resource types R\'\2d
Allowed resource . <} virtualMachines RG2
types

RORIZRTYY—R Oy o EERLET,

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

UTDEXIZOWT ELWEEIF FRIMZERLTSESD, 5 THRWMEERF DWWZ ZERLTLESY,
AR ELVWERIEICTRAY AT ESIET,

Statements Méﬁ ro SOHNo

You can start VM1. O O
You can start VM2. O O

You can create a virtual machine in RG2.

Statements ' Ml{ ros Gft.\’o

You can start VM1.
You can start VM2.

You can create a virtual machine in RG2.

Explanation:

NO

NO

NO

1.) cannot perform write operation because following scope(s) are locked:

' subscriptions/xxxx/resourceGroups/xxx ' Please remove the lock and try again.

2.) When creating a VM in a resource group with a Read Only lock an error is shown:
" The selected resource group is read only "



3.) Because of the read only lock virtual machines cannot be started nor stopped when the lock is added after the machine started. (not part of this use case, but still good to know.
The article referenced in the answer states different because that is scoped to blueprints.

In the Lock Resources pages is states the following regarding starting VMs:

" A ReadOnly lock on a resource group that contains a virtual machine prevents all users from starting or restarting the virtual machine. These operations require a POST request. "
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

EFDT 57
T—RETTVr—2avDBEBZHI-TLSICSQLDB1 BT AW ENHY FT,
EDIDDT7ILaVFEIBEICETILCLEZHHBOLEIN?EETSHICEK BULTIL3VvETIVIVD)RAMBGEZIY 7ICHEEL ELWVERFICHENET,

B m e I
Actions /11 CAnswenArea

From the Azure portal, create an
Azure AD administrator for
LitwareSQLServer1.

In SQLDB1, create contained

| database users.
l

Connect to SQLDB1 by using |©
' Microsoft SQL Server Management @

Studio (SSMS).

In Azure AD, create a system-assigned
managed identity.

In Azure AD, create a user-assigned
managed identity.




Actions B - A
LV e rexya) i S

_ !
- From the Azure portal, create an E | From the Azure portal, create an :
Azure AD administrator for I Azure AD administrator for .
| LitwareSQLServer1. L LitwareSQLServert. |
_________________ Pl Tooa b b aud EAlEWRANEE S Das Bo2 Zwolos Lo
| - A

|
| database users.

L

'In SQLDB1, create contained i

' |
| Connectto SQLDB1 by using [
: Microsoft SQL Server Management |

|

N R T P LS S S W AP Studio (SSMS).
Connect to SQLDB1 by using @ ——————————————————— ‘ A:

Microsoft SQL Server Management [~~~ _
Studio (SSMS). @ (V}
In SQLDB1, create contained

|
| database users.

|

|
In Azure AD, create a system-assigned | 1 :
managed identity. | e e e e e e e cc e e c e e - = --

[ P ___ T R . BN T T R PR __ U __ T J

. T S R S S S S T . _-._-_!

managed identity.

— m—

In Azure AD, create a user-assigned J

Explanation:

From the Azure portal, create an Azure AD administrator for LitwareSQLServer1 Connect to SQLDB1 by using SSMS In SQLDBH1, create contained database users
https://www.youtube.com/watch?v=pEPyPsGEevw
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Azure YT RH )T avEEHEBTY,
RDARB L O—)LR—R 75t A (RBAC) O—ILEENHY FT,



“properties™: {
“roledame”: "CustomRole”,
“assignablescopes”™: [
"/subscriptions/<subid»”
}l
"permissions”: [ .\
{
“actions®: |
oy . B
8 JN ¢

"notActions™: [
mcmsnﬁ;ﬁﬁm‘r Lzatiunf.‘m
Hicrﬂsgm}ﬁthﬂrizatimf.rite ’ 1Cro SOft
Mlcrﬁﬁpif Authorization/elevateAccess/Action”,

"Hiﬁtﬁé}nﬂ sql/servers/administrators/write®,
4 ,{ﬁhrnsnft Sql/servers/administrators/delete”
+JO
“davaactions™: [],
"fotDataActions™: []

}

UTFOEXIZDOWT, ELWMESIE R ZBRLTLKESVD, E5TEWNGEE DOWA JZBIRLTSZEL,

AR ELVWERIEICTRAV AT ESNET,

Answer Area

The custom role grants a user permission o delele Azure SQL Databasg l-"n.'qm

The custom role grants a user permﬁsmtn liiaqagt ﬂ"';e Mrcmsof: Entra admin settings for
an Azure SQL Da’qahaie ;Em!h

The custom role gl‘;n'h 2 User pzrmlssmn to reset the administrator password for instances
of Azure Database for MariaDB.

" .. Mlcrosoit

C

No

O

O

1E fi#:




Statements

(g Micrasoft

The custom role grants a user permission to delete Azure Wa;@gzws

an Azure SQL Database L

The custom role grants a user permm“‘%@hﬂcrmaﬁ Entra admin settings for

W
The custom role nrmmon to reset the administrator password for instances
ol Azure Database naDB

Explanation:
II

- Mlcrosoft
The custom role grants a user permission to delete Azure SQL Database fE‘SﬂurCES O
The custom role grants a user permission to manage-the Microsoft Entra admin settings for O ®
an Azure SQL Database server.
The custom role grants a user permi§sion to reset the administrator password for instances O @
of Azure Database for MariaDB:
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BERI UTORICTTVY—REZEL Azure Y TRV ) T3 0E6HBETY,

= Desription |
I account named contosa2023
PG ACCOLENE munmed confotnlDXe
a storage account named contosol0rl
I & slorage account named & 2024 |

RORITRT KIS EBET7 VA =IO V& FBLET,



Al services > Hlorage accounts 2> COnlosOLULI » container)

&, container1 | Shared access tokens - X
Container
L Search (Cri+)) «

A shared access signature (SAS) is a URI that grants restricted access to an Azure

W Onnmime Storage container. Use it when you want to grant access 10 storage account resources

1 Overview for a specific time range without sharing your storage account key. Learn more about
creating an account SAS

¢ Diagnose and solve problems
Signing method

A Access Control (IAM) (®) Accountkey () User delegation key

SHnDS Signing key @

@ Shared access tokens Key 1 v o

¥ Access policy o

i} Properties

@ Metadata

172022 ) )
0 (UTC+01:00) Belgrade. Bratislava. t
A/ Expiry
\ 01/01/2030 = 75113 pm

(UTC+01:00) Belgrade, Bratislava. Budapest. Ljubljana, Prague v

Allowed IP addresses ()
for example. 168.1.5.65 or 168.1.5.65-168.1.

Allowed protocols (O
(@ HTTPS only () HTTPS and HTTP



HETIVEA =IO EX—12FERLTTIERATED N Y—RFENTIAN?REET HICE BAEMTENGAT T a VEBRL TS,

o EfE LIRS EAMESNET,
Answer Area

S Microsoft

Shared access token: *|
container! only

| container! and share1 only

| container] and container2 only
|container 1, and share2

car:lam-erl only
container] and share1 only

yons"

container] and container2 only
container!, container?, sharel, and share2

1E fi%:
Answer Area
Shared access token T — = = — = o e |
c_ﬂfﬂ_a@ﬂﬁ@_ i
r.unw'nefe share1 only
cunt@ and container2 only
tainerl, container2, sharel, and share2
& * 1: “ o
\ l:untainerl only
% 'Fm?ann-erl_ and share1 n-nt',*
container! and container2 nnly
i % container1, container2, share1, and share2
Explanation:

m Microsoft

L
Shared acces@@% containerl only
f‘ %

=
%s:ﬁ% Key 1: containerl and share1 only
,_ e

EFnﬂ: 60
FHHFETIORRAR) O —FFRELTVET,



R O—FBRLTEET BI21E, BEFEDAzure Active Directory Azure AD) DY R A R REY R LR ETFHT 2HENHY F9,

RDVRAGARYLDYRY LRNLEHNTD2HENDY ET,

REBLEEREREE D A—Y—

*JEB BRI IG R~ D FE BN (S A AT RE

*REBRTITAETADRHBIPT RLANLGH S A4 0F B

JROARD RZEIZEDULRNLEHANT IDENHYEITH?BEZDICIE BUBRLALEFELVWIRIARY MIRS 9T LET, BN E, EHE, FEE> K FERASNFERA, Q2T
DVERRTBICIE RS VETREIN—Z FZVTTEN R O—LTERENHIGENHYFET,

FENEFNOELUDERICEFINARS > FOBIENSHY £5,

Answer Area

e

Impossible travel to atypicailocations: ‘
Users with leaked credentials: ’Rﬂ QE “”? e ? |

Medium : Sign ins from IR addresses with suspicious activity: | |

el

Microsoft

Answer Area

—_—— =

Impossible travel to atypical locations: Medlum |

Users with leaked credentials: : High |:

Medium |  Sign ins from IP addresses with suspicious activity ! ﬁé&u}n?

Explanation:

Medium

High

Medium

Refer https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risk-events#sign- ins-from-ip-addresses-with-suspicious-activity
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Azure Key VaultZ &L Azure Y TR0 ) T3 & BEHBETT,
storage1 £ VWS BRIDA L—D 7 A '7.‘/ FEERLET,
BEEIEIUTOR FL—UH—ERIZT—22RETHFETY,
* Azure Files



* Azure BlobX kL—%

* Azure Table Storage

*Azure ¥1— A L—2

F—REEICREIN TS XF—ZFALTT BB ILERETETELIV—ERE ENEENTIN? ERBETNETNELLGRERREREZRLTVET,
FEELEITIRA Y FAMESNET,

A. Azure Files

B.¥21—XrL—o

C.7T—7TILRIL—D

D. 7BJR hL—Y

IEf#: (EffZzRnLET)

B3 AZ-500JFRE% (FJPNTest.comigfit & AZ-500JKERICEI8T B & IZHRITI B ET ! JPNTest.comld S RHAZ-500J8ER RIS % 1214 L £ 9, JPNTest.com AZ-500JiERFIREE X+ S5 &
FrEnhFEL, TZTAZS00JEEEDTAMI VS UEFIZANE T, BEHIRD 7 2 £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu  520f5, 3 0%7 « A A~ > b HHIGEIG I a— F:
JPNshiken|
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Contoso.com & WS ZHID /N1 T 1w K Microsoft Entra 77+ > DB Y . FZI(Zld Uset! EVWSEZRIDI—H—& RORISRTH—/IN\—MNEFATULET,
__Name | Operating system | Configuration |
Serverl Windows Server 2016 | Domain-joined
Server2 | Windows Server 2022 | Domain-joined

TF Y kX storagel EWS R ML= FHOUREEDG Azure Y TRV )T 3 UIC) U ENTWVET  storage! 7H 2 RIZIE shares1 EWS T 7 A ILEEREENTUVET,
User1 [ZI1&, storages1 WA FL—2 74 )L T—4% SMB £EHREREO—ILAZIY B TR TULNET,
storage1 M7 7 A IILEBEDEF 1) T4 TOFANLEREF RORIFET LS ITEREINTINVET,


https://www.jpnshiken.com/q/68938-6454021/
https://www.jpntest.com/shiken/AZ-500J-mondaishu

Security m Viicrosort

Protocol settings

Azure Files exposes settings that let you toggle the SME protocel to be more compatible or
more secure depending on your organization’s requirements. Restncting these settings may
prevent some clients from being able to connect. Learn more

Profile
i Custom

SME protocol versions

[:[ SMEB 2.1

(] sme 30 [] aes-128-ccm

[ EUESE O [] aes-128-Gem

Py [ aes-256-Gcm
Authenticat Kerberos ticket encryption
] nmmw2 B rca-Hmac

. Kerberos . AES-255

ﬂ' For mone mformation on support for protocol settings in SME chents, see SME on Windows
and S5MEB on Limux.

UTOEXIZDOWT ELWMEEIF R ZRBRLTLLEESVD, ZE53THRVGEEF DOVX 1 ZBRLTLEEY,
AR ELWERIEICTI ARSIV RIS ESNET,

e - o™ .

User1 can map share1 to Server1 by u&ﬂaﬂess k

ol
User1 can map sharel E“X using the user's credentials O O

| TV f
User1 ca@h rel to Server2 by using the access key o.rageM I c rQ,s 0 t O

ey of storage1, O '®

IEf%:
Answer Area .
R =.I\/I|crosoft - "
User1 can map share1 to Server1 by using the access.key of storage1. O I-H_:?.:
Uset1 can map share® to Server? By using the user’'s credentials. I_E -: O
User1 can map share1 to Server2 by using the access key of storage. O r_:-;

Explanation:



Answer Area

Statements TR Yes No
] I | } L
i T Sei I L
1 | ver2 | of ¢ 1y .
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SQLE WS BHTDAZUreSQLT—ER—X OV Y I H—N—%ELAzure TRV ) T a3 ohHYET VM1EWS ZRTDAzurelRBB<T L > VMIIX TS A R—KP7 FLADHEFRALET,
SQUID 7 7A T 94— ILERBRY FT—UDEREEZROERIZRLET,

rrrrr

I ErsIor
inection
Default edir
Rule name Start 1P End IP
nf
3 ne
Rule name Yirtual network Subnet

VMIMSQLIICER TED L2 ERTIVELAHYET , V) a—2avid m/MIEQRBZFERTIHENHYET, HhEERET HREM?
A BEERY)S—Z2 70X VI ELET,

B. [Azure—E R ED Y—RIZTDH—IN—ADT7 I RAEZHAT B E[FV]ICBELET,

CHLWIFZFATO+—ILIL—ILEERLET,

D. EFDRERY hO—0 &EBMLET,

Ef: C (a4 FERET )

Eﬁ:ﬁ: 64


https://www.jpnshiken.com/q/68938-6454023/

RG2ODERL ERGIDIERDEREZEE T ILENHYET, EQL—HF—DFE RV EZRTTEEIN?RAET HI2F, BEFEHTEN G T2 a3 vEERLFET T L WOEREZERERIRS D
DIEEMNHY FI

—

l_"t I EM

Admin3 only )
Adming and Admin3 only
Admind and Admind only

Manage RG
Adman] and Mmlrl:t only
Adming and Admi_ only
Admin Admen2, and Admand only
1E fiz:
Create RG2

Adming, Adming, and Admind only
Admin1, AdminZ, Adpwn3, 3nd Acmind

Admin? and MI’FI-’,E only
Adming and Admi,_J only

Admini mm&‘,‘:ﬁ mummﬁrﬁ F
Admin, AGHFE. Aorin=: Y {

Explanation:
Graphical user interface, text, application, chat or text message Description automatically generated



Create RGZ: v

Y RSl s I %

-AdmiiiC only
Admin2 and Admin3 only
Admin3 and Admin4 only
Admin2, Admin3, and Admin4 only
Adminit, Admin2, Admin3, and Admin4

Manage RG1 permissions: v

“Admin4 only
Admin1 and Admin4 only
Admin3 and Admin4 only
Admin1, Admin2, and Admin4 only
Admin1, Admin2, Admin3, and Admin4

Box 1: Admin3 only

The Contributor role has the necessary write permissions to create the resource group.

Box 2: Admin4 only

You need Owner level access to be able to manage permissions. The Contributor role can do most things but cannot modify permissions on existing objects.

B 65

H1E1-1E, contoso.com & LVS RARID Microsoft Entra 77> I Vo Ent= Azure TR Y1) T3 U %&HEFHH>TLVET , contoso.com [Z Appl EWVWSEBIDT T r— a2 &&HFLET, Appl DE
X1 Android 77U —2a VAN TSy b4 —LEBREENT H2HELHY £9, Azure R— R IILTRIZERT I2LENHY EFITH?

A. FR5E

B. 7S T4 &TONRT 4

C.¥=—JzxzRXRFH

D. k—¥ VT

EfE: A (24 R ERET D)

B f: 66

E BRI RLIFIVAERRTHI—EOERO—EHTT, V) —XDKERICIE, BESN-BELZERTIREROHIBEDV) 12— avhEERTVWET, —BOEBERtE Y MIIFEHD
FELWERENHZBEELHNIE, ELWMEREALGZWNMEELHY FT,

DYV IVOERMICEET 5L, TRERICRSZEIEITEERA, TOHE, CALGDERIILE 2 —BEREICRRTINELA,

Azure Active Directory Azure AD)D/\A T v FIEERAHY £,

R k7 —% EIZAzure HDInsighty? S X4 —hbp Y £3,

> 7L 2 RDActive DirectoryE#HIEREZFAL T, A —F—MNIV S XA —ICH LTRIATEE L SI1CTBFETT,

HEESNERIAEYR— T DL ICREBEZEBRTILELAHY ET,


https://www.jpnshiken.com/q/68938-6454025/

Y1) 12— 3 > Azure Active Directory K A 4 >4 —E X Azure AD DS) ZAzuretr TRV )y T a VICEREALET,
CNIFEREEERLTLETHN?

A. [ELy

B. L\ %

IEfR: (EffZzRTLET)
References:

https://docs.microsoft.com/en-us/azure/hdinsight/domain-joined/apache-domain-joined-configure-using-azure-adds
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v k=2 121%, contoso.com & LY S A RTDActive Directory 74 LA FAAEFENTWNWET, 74 LR MIFE—D AL VUREENTT,
contoso.com & LY 5 & BTMDAzure Active Directory Azure AD) 73 > MMZBEEMIT 5N TLISSub1 & VS BRTIDAzZUre Y TRV ) T 3 ohiHYET,
Azure AD Connect# BB L _ Active Directory & Azure ADTF+ > 2 #EBITHFETY,

ROBHZEH-ITHEY ) 2a—2aVaHETIVLENHYET,

TFHFUMIRBENEZI—HF—TFTHhOU MINRT—RRY =& 1—F—0OJF VHIBRNMERAINSGELSITLEST, V) a—2aVITREBELGY—N—0OBER/PRIZLET,
EDRAEZZHRZBHICEODILENHY FIM7?

A. Active Directory 7 = 7 L—> 3 H—EX ADFS) D7z F7FL—>3a>ID

B. V—LLARY VT IYAUF Y $SO) Tk BH/INRT— Ny 2R

C.o—LLARIUTILYAUF Y 8SO)ZFEALIZ/NRRIL—ERE

Efg:C(AAVRERKT D)

1. Ensures that password policies and user logon restrictions apply to user accounts that are synced to the tenant

>> Pass-Through Authentication enforce on-premises user account states, password policies, and sign-in hours.

2. Minimizes the number of servers required for the solution.

>> Pass-through needs a lightweight agent to be installed one (or more) on-premises servers.

>> PW Hash also require installing Azure AD Connect on your existing DC.
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RORIZRITA—H—ZFEL Azure AD T+ DB Y FT,
Name Description
User] Uszes app password authentication for the Mail
and Calendar app in Windows 10
User2 | Uses Outlook on the web

A—H N7 TYNRRAT—RFZ2ERTELENESICTEIBRENHYET 2OV 21— a3 TR A—HF—INSIEMEA—INEDLUS—T TV EFERATEDLLSICTILENHY FET,
fAIZgTRETL & S5H7?

A. Azure AD XA — FREZEMIZLET,

B. ZE R (MFA) B#HRRY O—BRLET,

C. 1—H—I(IRRIRI O —EBEODRENZENVLTET,

D.#HLWT7 T EREERLET,

Ef2:B(QAY FERET3)

H: 69
ROFRIZERT ) Y —REEFE Subscription1 & WLV ZRTDAzurer TR 5 ) T3 vhH Y ET,


https://www.jpnshiken.com/q/68938-6454026/
https://www.jpnshiken.com/q/68938-6454027/
https://www.jpnshiken.com/q/68938-6454028/

Name Type 1
Initiative1 Initiative definition Security Center
Initiative2 Initiative definition My Custom Category
Policy1 Policy definition Security Center
Policy2 Policy definition My Custom Category

Azure Security CenterZ {1 L T, Subscription1[SIBIMTE R4 ZLF7F T ERIO—FHETILENHY FT,
AIZHNET IRENHYETM?

A. Policy1 & Policy2® &

B. 4= 7F 710D H

CA=ZSTFIIEA=ZCTFI20DH

D.A=CTF7F I A=CT7F T2 . R)I—1 LUK —2

IEffE: (EfEERTLET)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/custom-security-policies

B: 70

v k7 —2 121X Azure Active Directory (Azure AD) & RI#i9 % adatum.com &ULNS BHIDA > T L I XD Active Directory KA A UMEFENTWET,
Azure AD TF Y FIZIZ RORICRTIA—H—DBEENET,

Name ||/icro-oft Source ~ O] Password
Userl Azure AD O Adatum123
User2 Azure AD A\ N3w3rTOGue33
User3 On-premisés‘Active Directory | ComplexPassword33

ROBEIZRYT & 512, adatum.com DR AL - ISR T— FREZRTEEZEBRELET,


https://www.jpnshiken.com/q/68938-6454029/

Custom smart lockout

Lockout threshold @ | 10

Lockout duration in seconds © | ﬁﬂ _

Custom banned passwords

Enforce custom list ©@

Microsof

1%
Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory © No

UTOEXIZDOWT ELWMESIE R ZEBRLTLESVD, Z5THEWNMES(E DOA JZERLTESL,
AR ELWEIRSEITTI RSI Y FBFEESIET,

ﬂi. .-.Microsoﬁatements Yes No

Userl will be prompted to change the password on the next sign-in. O O

User2 can change the password to @d@tum_COmpleX123. O O

User3 can change the password to Adatum123!. @ ®
1E fi%:

Statements

Userl will be prompted to change the password on the next sign-in.

Explanation:
Text Description automatically generated



\/Statements, Yes No
Userl will be prompted to change the password on the next sign-in. ¢ O
User2 can change the password to @d@tum_COmpleX123. O
User3 can change the password to Adatum123!. O
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises- deploy
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

BR: 71

4DDAzUreSQLY 2 — Y R4 Y RA VR EELAzure Y TR Y T a vy x9,

SQLA Pz I A VHEICHT EIR—U RA VA Z D ADRHEEETMT I2LENHY T,
HETFRAMAETRETIHN?

A.SQANILARF Ty oY) a—3 > %AzureMonitor|ZIBAI L £,

B. Azure Advanced Threat Protection ATP) 4 X2 VR ZERLET,
C.EELT—AtXaT4#HMILET,

D. AzureSentinel 7—9 AR—X#{ERLET,

Ff: (EREERLET)

B 72

Group1DIDE LUV 7V L RERZmI-TLENHYET,

DE=IERZT o EHN?

A A=y TIL—)LEGrouplTEMLET,

B. Group1ZHlIf&k L £, Office 365M A /N\—2w TR A TEFHEDGrouplE WS ARIDFH LW IL—TEERLET , JIL—TI2A—HF—LTNNA REEBMLET,
C.Group1D A UN—Sy FIL—ILEEBLET,

D.Group1D A UIN—2y TR TEENY B TEACERBLEFT BMNEAN—2D Y TEEFED2DDIIL—TEERLET HLWIIIL—TE#GrouplIZEMLET,
IEf#E: (EfEZRTLET)

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of Group1.

The tenant currently contain this group:

T‘ypﬂ ‘D“dﬁbﬁ_r It

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

Security group

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-create-azure- portal


https://www.jpnshiken.com/q/68938-6454031/
https://www.jpnshiken.com/q/68938-6454032/

B: 73

v b7 —2I1Z1% corp.contoso.com& LN ZRIDA > 7 L = XActive Directory KA A4 UMREENTWNET,

contoso.com & LY 5 & AifDAzure Active Directory Azure AD) 73 > FZEREIF 5N TULNDSub1E WS BRTDAzZUre TR U ) T avhiHyEd,
FTRTDRNIDEAzure ADIZEIHIL FT,

TESTTHIaE dgivenNamegtE D21 —H—HAzure ADICRIHI SN B WK ST E2RELAHYET VI a—aviE EBEEEZRINRICINZIZDLENHY FT,
fAIZESINETIMN?

ARHIIL—ILITA2—

B. WebH¥—E XY —/L

C. Azure AD Connect™ 4 H#— K

D. Active Directory1—H'—¢, a3V Ea—4—

EfR: (EffZzRTLET)

Use the Synchronization Rules Editor and write attribute-based filtering rule.

References:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

BH: 74

FLWAzure TRV YT a xR LET,

Azure Security CenterCTHRA A LT S — MIL—LEZERTES L ZHBTIHELHY FT,
ETIRE2DDTIAVIEENTIN? TN ETNOEREEY ) 12— a3 D—8ERLTUVET,
FE ENTNOE LWERICIEIRS Y FOMELSHY £,

A. 7 > 7R— KAzure Active Directory Azure AD) ID{R:E,

B.AzureX hL—CTF7hO Y FEERLET,

C. Azure AdvisorD#fSREBIEZERE L F T,

D. Azure Log Analytics 7—9 AR—X ZER L E T,

E. Security Center®{fi#&+# #StandardIZ7 v 79 L—FLZET,

Ef:DE(QAVFEREKT D)

D: You need write permission in the workspace that you select to store your custom alert.
References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

EFuﬁ: 75

TS5y b7+ —LREEHFHE-TICIE Rolel ZERT H2LELHY FT,

Role1 DA—ILEREZEDLSICKTTHIRLENAHY FIHN? BETHICIE BAEFEBEHETEUGA T a vE2BRLTLIZS,
FEELWVEBIRIEICTI ARSI MG ESNET,


https://www.jpnshiken.com/q/68938-6454033/
https://www.jpnshiken.com/q/68938-6454034/

“Name”: ™“Rolel”,
*Id¥: *11111111-1111-1111-1111-111111111111",
“IsCustom” : true,

“Dascription”: “WM storage operator”
“aActions” : |

Microsoft

v

"Microsoft Compute/ disks/™",

"Microsoht Resources/ storageAccounts/™,

‘Microsoft Storage/ virtuaiMachines/di

] P 2 f;‘ .\'E; ."‘\_,__
“NotActions”: [ 4.9
] I ﬁﬂfbili :Ql'

“Assignablescopes” : [ o~ '\

o L v

LW
Wﬁi}g nh-%" 2-4239-Scfc-3540c 265 3¢fd resowrceGroups Resource Groupl® i
*/subscriptions 43894a43-17c2-4a39-8cfc-3540c 263 3ef4

“Name™ : “Rolel”,
wId*: *11111111-1111-1111-1111-111111111111",
“IsCustom®” : true,

“"Dascription”: “WM storage operator”
“Actions” : [

v
Microsoft Compute/ | Jdisks/"
“Microsoft Resources/ storageAccounts/™
“Microsoft Storage/ virtuaiMachines/

|
L
“NotActions”: [ &
1,
“AssignableScopes” : | E

| subscrptons 4389443 19s2-4a39-Scfc-3540c2653ef4 resourceGroups Resource Growp!” |
" subscriptions 43893a13:07c2- 4239 8cfe- 3840c 265 3ef4 =
]




Explanation:

1) Microsoft.Compute/

2) disks

3) /subscrption/{subscriptionld}/resourceGroups/{Resource Group Id}

A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.

Topic 1, Litware, inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a new
section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-

3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices. Each
user is assigned an Azure AD Premium P2 license. Azure AD Privileged Identity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Name Type Description

A groupthat has the Dynamic User membership type,
contains all the. 3an Francisco users, and provides
access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and
contains the Chicago IT team

Group1 Security group

Group2 Security group

e

The Azure subscription contains the objects shown in the following table.



Name 1717 o [ Description
PV T U vklet! is a virtual network that contains
VNet1 Virtual network security-sensitive IT resources. VNet1

contains three subnets named SubnetD,
Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs
Windows Server 2016, connectsto

Lo Alraaiacne Subnet0, and has just in time (JIT) VM
access configured.
VM1 is an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
Subent.
SQLDB1 is an Azure SQL database on a
sSQLDB1 E';':;i ;SSEL SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app that is
WebApp1 Web app accessible by using https://litwareinc.com

and http://www litwareinc.com.
Resource Group1 is a resource group that
contains VNet1, VMO, and VM1.

Resource Group2 is a resource group that
contains shared IT resources.

Resource Group1 | Resource group

Resource Group2 | Resource group

Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Name Type Description
Firewall1 Azure Firewall An.Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

AmandadirEoatstt

Azure Kubernetes Service
RS (AKS)

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Group1.

* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.

* Users must be prevented from registering applications in Azure AD and from consenting to applications that access company information on the users' behalf.
Platform Protection Requirements

Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

* A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1. Role1 must be available only for Resource Group1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.
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v kTJ—21Z1% contoso.com& LS BRIDA > T L = ADActiveDirectory KA 4 UMEENTWET, FAAS VIZIE UserlE WS BRIDI—F—NEENRTVET,

contoso.com & L3 & ATMAzureActive Directory Azure AD) TF > M2 U ENTWBAzure TR 9 ) T 3 uhHBYET, TF > MIZIE, storagel & LS BRiTDAzureStorage 7 h o > A EENT
LVE T, Storagel1lZld, share1& WS ZRTDAzUre 7 7 A LEBENEFENTLET,

WE, FAMVETF U RMEIMEShTULERA,

Userth FA A D EEIEREFEAL TsharellZ7 YV A TESL L E2HRT IRENHYFET,

ED3DDTU L avEIEBICETTILENHYEFITMN?RETHICEX BULTHVavE2wT70o3avD) X M oRIZFBEHEICHEEL ELWVEFTRELET,

Actions Answer Area

Create a private link to storagel.

‘Enable Active Directory Domain Services

(AD Ds) authentication on storagel.

Implement Azure AD Connect.

Create a service endpoint to storagel.

Assign share-level pEmeiﬂTMBft

EfiE:

Actions Answer Area

e B e i e M R ) | i e e e m o s i T o ""l

Create a private link to storagel. : : Implement Azure AD Connect. |

n_--_u-_--u---n—_n-r---g--_-n-r_—n-r-u-'—----—_*-----—--—'--n-'—-lr-n-‘-_-d-*-v-'_ R ar a— — _'I

Enable Active Directory DOmMaIN SRIVICES | i i i i i ssiv. s s i o o8

lﬁD_DQ ..a_'h‘.thf'lt_iEaii_‘?ﬂ_ on 53‘?"'_3_9.?11_____-_: I Enable Active Directory Domain Services | :

p I— ______________ |, (AD DS) authentication on storagel. i

Implement Azure AD Connect. QT o ol . 0 . YO (o S - vl
P phSogiosSagingnngioinnginging it

el il

|
& , i ik Assign share-level permissions for sharel. 1
Create a service endpoint to storagel. | : :

_________________ J

= 1 o
Assign share-levelf‘pe?misMs! %@&@ft

Explanation:



= VIicrosqft
Implemenit Azure AD Connect.

'Enable Active Directory Domain Services

(AD DS) autﬂen_ti_qeti_on ‘on storagel.

Assign share-level permissions for sharel.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard
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ROERIZTRT Azure!) V—ADEERASHY £7,

Tenant Root Group

|
v

@) ()

ManagementGroup1 ManagementGroup?2

%

.

Subscription 1 Subscription2

v |

) &) (%

RG1
RG2

RG1 RG22, #&URG3FY Y—R T IL—FTT,
RG2(Z(E VM1E WS ZRIDRET S UNEENTULET,
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RORIZFRT1—F—I2 BER—ZDT Y £ RH# RBAC) DEEZEYLTET,

Name Role = hlm%l ource
User1 Contributor - enan roup
Virtual Machine e
User?2 Contributos Subscription2
Virtual Machine
User3 Administrator Login RG2

RODBERAT—RADMIDWT RAT—FA Y RAtrueDIZEIF [[FWVEBIRLET, TNUANDEEIEL [LWWA]ZRBIRLET,
T VEREZENRETENARS Y FOMEELHY £,

Statements Yes No
User1 can deploy virtual machines to RG1. O O
User2 can delete VM2. il O O
|

User3 can reset the password of the built-in Administratéfr_f'a':cli Wﬁ@ Oft O

Statements GO '

@
User1 can deploy virtual machines to RG1. @0

User2 can delete VM2, “\

User3 can reset the password ofitf ' -

Explanation:

Statements No

User1 can deploy virtual machines to RG1. k en Com o] O
|

User2 can delete VM2. ‘p nsh‘ B o ©
User3 can reset the password of the built-in Administrator ag@unt MME res Oft IOI
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storage1 EVWSBABDA CL— FHO Y FEBEHORBIDVEET Azure Y TR YT avhibyUET,
ACL—=27hA0 0 FERBIDUIFRICAZUre) =2 3 VICHY FET  RETIODORY FIT—VBRIERODERDESEY TT,



Public IP addressgli’ GBHAeRe@ 1o

52.232.128.194 VNET1/Subnetl

52.233.129.82 VNET2/Subnet2
3A283.130.11 VNET3/Subnet3

RERY bT—0 TRV FMIE RORIZTRT EIICH—ERXR TV FRA Y MBERESNTOET,

Name Service endpoint
VNET1/Subnetl | Microseft.Storage
VNET2/Subnet2 | Nene' =
VNET3/Subneét3. fMicresoft.KeyVault

storage1 IR LTRD I 7 A 7o+ —ILERBRY b=V REEZEBRLET,

*TORREHATDERY T—0 BIRLEzRY FT—2

*{RFE Ry k7 —7%: VNET3\Subnet3

*IJFATo4+—I - T FLREEH: 52.233.129.0/24

UTODEXIZDOWT ELWMESIE EUOMFERLTLESWD, 23 THWMEAF DOWR IEBERLTLESL,
FEELOMBIRSEICTI RS Y bMIEShET,

Staﬁjyn%E"USOft Yes No
VM1 can connect to storagel. O O

VM2 can connect to storagel. O

VM3 can connect to storagel. O

Statements |
VM1 can connect to storagel.; .

VM2 can connect to storagel.

VM3 can connect to storagel.

Explanation:



Statements Yes No

VM1 can connect to storagel. C O
VM2 can connect to storagel. O

VM3 can connect to storagel. i O
Box 1: No

VNet1 has a service endpoint configure for Azure Storage. However, the Azure storage does not allow access from VNet1 or the public IP address of VM1.

Box 2: Yes
VNet2 does not have a service endpoint configured. However, the Azure storage allows access from the public IP address of VM2.

Box 3: No
Azure storage allows access from VNet3. However, VNet3 does not have a service endpoint for Azure storage. The Azure storage also does not allow access from the public IP of VM3.
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RORITRT KIS KERE2) —2 3 VIZ2DDAzurelREIT L UNHY FT,
Name Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 Ubuntu 16.04-DAILY-LTS Lds Standard

Azure Key VaultZT 704 LTHERLET,

VM1$ & VM2 TAzure Disk EncryptionFEMICTE D 2 L ZHERTHIVNELHY ET,
BEREISUTHEZEETILELNHY EFIHN?RETHICIE EETY 7TEUGEA T a vEERLET,
FEFENFNADOE LLGERICIHIARS > FOBIELHY £5,

VM1 I VHEFOSOH— =
The operating system version

The tier

The type

VM2 v
The. operating system version

The tier
The type




M1 v
The operating system version
[The tier

— 1

The operating system version |
The tier
The type

Explanation:

VM1: The Tier

The Tier needs to be upgraded to standard.

Disk Encryption for Windows and Linux laaS VMs is in General Availability in all Azure public regions and Azure Government regions for Standard VMs and VMs with Azure Premium Storage.
VM2: the operating system

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/generation-2#generation-1-vs-generation-2- capabilities
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FCOBBE RLCIFIAZRTT S5 —EQEBO—BTYT, V) —XOEZEMICIK RBESN-BEEZERT HAEEDOHIBBEDY ) 2a—a UAEFATVEY, —HBOEME Y MIEFEHOD
ELWERENHDIBEEHNIE, ELWMERRENLGWEELHY FET,

CDEVIVOEMICEET SHE. TOERICRAZLIETEERA, TOHRE, CAoDERIILEA—EREIZRRINERA,

Azure Security CenterZ R L T 32DAzure TR ) T avD—wmibEnf=R) O—BEBETVET,

WSODDRY O—FREZFERALT IR T avDtexa)T42EEBLET,

IDDHY TRV YT avIRTICKRY O—FREZITIL—TELTERTIVENHY FET,

BRE RYS—AZOTF7FITE VY—RIIN—TER—TLTIENYLTEERLET,

NIFERZERLTHEIN?

A. [T

B. L VR

Ef#E: (EfEZRTLET)

Instead use a management group.

Management groups in Microsoft Azure solve the problem of needing to impose governance policy on more than one Azure subscription simultaneously.
Reference:

https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-managementgroups/
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LAW1 & LS & RiTDAzure Log Analytics 7 —9 AR—RX EELSub1& LS ARIDAzure Y TRV ) T a3 vhHYET,
Windows Server 2016 % 3£1T L  LAW1IZEFR SN T H500DAzurefRB< > U nhHYUET,
DRTLBEHEMY )2 — 3 v ELAWIIZENT 5FETY,
System Update AssessmentBED O (£ 1008 DRET S UM LDAHLAWIIZT Yy TO—FENB LS ITTIRENHY T,

IBRIZET T HRENHDIDDT I aVEENTIN?EETAHICFX BULGTI Va3 ET7ILa D) A MMoEEI)7IZBEL ELVEFICHESNET,

Actions

| Create a new workspace.

| Apply the scope configuration to the solution.

e ————————————— — — e ——

Create a scope configuration.

il
P ﬁﬁ{ NP
Create a computer group. ¥ ﬁ%miﬁ"
= ?—- e e
| 1[
- Create a data sour
| |

Answer Area

'\
Icrosoft

e —

Actions

Create a new workspace.

e e e e e e R

: Create a computer group.

Create a data source.

Explanation:

=Microsoft—

omputer group.

Create a scope configuration.




Create a computer group.
S=sl -2 et

' i

Create a scope conf_igyfﬁfiom g ‘Microso

1™ ]

O , ;
Apply the scope' configuration to the solution.
N\

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/solution-targeting
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AUTULEIRARY FT—YI2IE RORIZSERTH—N—DBEENTLET,

Operating system _Description

Windows Server Hyper-V hosthosting four virtual

2019 machines that run Windows Server 2022
Windows Server File server that has the Azure Arc agent
2019 installed

SUSE Linux Database server that has the Azure Arc

Enterprise Server tingtalled, . .
SES) oentir S\ 1 crosoft

Windows Server 2019 E£71=1& SLES #E1TT 2BHDREI LV EET Azure B TR Y ) T3 V%A L TLVET , Microsoft Defender for Cloud IZESE T T r—> 3 VHlHERET 5FET
T, EDARL—TF AV VRTLETSY b I+ —LZERTEZTITHI?RZTAICE EEIDY) 7 TEYGA T avEBIRLTLES Y,

Operating systems: | ! . - t
SLES only =88 -t
Windows Server only
SLES and Windows Server A

Platforms: | L ® . Jm b
Azure wvirtual ma};]'gl'ﬁ?r&ﬁf \1 These are the telectons for Platforms,

Azure virtual giichipes and Hyper-V virtual machines only
Azure Arc-enabled servers and Azure virtual machines only -
Azure virtual machines, Hyper-V virtual machines, and Azure Arc-enabled servers

1E fiz:



Operating systems: |
SLES only

SLES and Windows Server

Platforms: | *{

These are the ielectons for Platforma.

Azure virtual machines and Hyper-V virtual machines only
Azure Arc-enabled servers and Azure virtual machines only
Azure wirtual machines, Hyper-V virtual machines, and Azdre Arc-enabled servers
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SHRDERY

2X6

VNETO1 Ry kT—% LD Subnetd 4T3y kML DEHGDAHEZITAND K 52, Web3l 330471 &LV BRETD Microsoft SQL H—/N\—Z BT H2HELHY T,

IEfiZ:

see the task answer with step by step below:

* Configure the firewall settings for the SQL server. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to add a firewall rule that allows inbound traffic from the IP
address range of the Subnet0 subnet. You also need to disable the option to allow Azure services and resources to access this server.

* Configure the network settings for the SQL server. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to enable service endpoints for SQL Server on the Subnet0
subnet.

You also need to add a virtual network rule that links the SQL server to the Subnet0 subnet.
* Configure the connection settings for the SQL server. You can use SQL Server Management Studio or Transact-SQL to do this. You need to enable remote server connections and specify a TCP port
for listening. You also need to configure SQL Server Authentication or Azure Active Directory Authentication for connecting to the SQL server.
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I B RLEREEZRT VK OMDERBICEFEFNTVWES L I RXRTOEMICITMEFOEENHYET , Va2 -3 oD BEHRERB-LTVWEINESHLZERERELET,

HE-DE%Z1E, weylandindustries.com& WS BRIDE— K A A > ZF#DActiveDirectory 7+ L X bA®H Y £9, £, B L ARIDAzuUre Active Directory Azure AD) T+ > bE£HY FT,
ActiveDirectory & AzureAD T+ > FD#i& EHEY LFE L1z, Azure ADConnect2 T 7O T 5 FETT,

MEDHETIE NRT—FR) >—&a—F—05F D OFIRI Azure ADTF > MIREASN DI —HF—TFThO U MIEEEZEZ DERBY—N—0OHIEIBINEILSICTIRHENHY FT,
fRERE ISR T— KNy a@#E S —LLASSONHEREHEOH LET,

V)a—laVIEBEFERLTOWEIMN?

A. [ELy

B. LMVZ

IEfE: (EfEZRTLET)
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RORIZRTNY—REZEC Azure Y TR Y T avhipyEd,

Name Type
LB1 Azure Standard Load Balancer
I.+ 'll*‘_ Ilb"’t'_..r_ﬂ mﬂ:hff'ﬁ'
SQL] Azure SQL Database
L VMSS1 Virtual machine scale-sat

APL1 & LV3 & Ri10D Azure Private Link Y¥—ERXZT 704 $5FETT,
APL1 DERFICSRT HZBHENH DU VYV —RIEENTITHN?

A. LB1

B. VMSS1

C. VM1

D. SQL

IEfE: (Ef2Z2RnTLEY)
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SHRDERY

DEICHELT ROPTA4 VERBREFERALET,

A—H—BEANTBIZE [VA VA V] RV I RITH—VYILEBEE, FTOA—H—EEI ) VI LET,
INRAT—RZEZANLET [NNRT—FDAN RY VP RICA—YVILEBEE  TONRT—FE9 ) v LET,
Azure 1—H—44: Userl -28681041@ExamUsers.com

Azure /XX 7 — k: GpOAe4@IDg

Azure portal N T 5 DY —[CEEIZHEARAENLZNMESIX CTRLK 2L T HFLWISHOH— 2 I TR—FILEBHRAHAH LFET,
ROBHIE, TO=ZHANL YR—rDAEBBHELTVET,

SR AR A DR 28681041

2R 3

S DOBFEE (L, App28681041 &LV ZHID Web 7 7 2R L FD 7 71J % https://www.contoso.com [IZART A EFEELTLWET , ROE2 R EZETITI2HENHY T,
* App28681041 HY Azure AD IZEER SN TSI LR LET,

* App28681041 M/NRJD— FH#5ERMLFET,

1E fiz:

Check below steps in explanation for Task.

Explanation

To register App28681041 to Azure AD and generate a password for it, you can follow these steps:

In the Azure portal, search for and select Azure Active Directory.

In the left pane, select App registrations.

Select New registration.

In the Register an application pane, enter the following information:

Name: App28681041

Supported account types: Select the appropriate account types for your scenario.


https://www.jpnshiken.com/q/68938-6454045/

Redirect URI: Leave this field blank.

Select Register.

In the App registrations pane, select the newly created App28681041 application.
In the left pane, select Certificates & secrets.

Select New client secret.

In the Add a client secret pane, enter the following information:

Description: Enter a description for the client secret.

Expires: Select an appropriate expiration date for the client secret.

Select Add.

In the Certificates & secrets pane, copy the value of the newly created client secret.
You can find more information on this topic in the following Microsoft documentation: Quickstart: Register an application with the Microsoft identity platform.
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Usert EWZWSZRTDI—H—%EL Azure AD NEMICHY E L=,

App1 EWSERTIOT7 T E#EALET,

Userl [ Azure AD 7 74— 3y 7OFXFD%#FEAL T Appl 20T H2RELAHY T,
Userl ICEDERENZEIYHBTEHIRETIA?

A. Cloud App Security EIE&

B.UOSORTF7TIr— 3 DER

C.77)Hr—> 3 ERE

D.N\A 7w KIDEEH

IEfR: (EfEZRTLET)
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ROKRIZRT 1—H—% S Azure Active Directory (Azure AD) T+ > kW H Y ET,
Name Multi-factor authentication (MFA) status
User1 Disabled
User?2 Disabled
User3 Enforced

Azure AD Privileged Identity Management (PIM) TlE, £FEMEREBEO—IILOO—ILZRERFIRISRET LS ICERIhTWET (B2 TE2 Vv o LET,)
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Role settings

Assignment

[] allow permanent eligible assignment

Expire ehigible assignments after
. 3 Months

Allow permanent active assignment

Expire active assignments after
1 Month

'v| Require Multi-Factor Authentication on active assignmeént
V| Require justification on active assignmient

Activation

Activatiop maxamum duration (hours)

uf Requirg Multi-Factor Authentication on actrvation
v Require justification on activation

Require ticket information on activation

] Require approval to activate

No member or group selected

ROKRIZERT LS12, 20194 5 A 1 BIZ2—H—IZ Contributor A—JLZE|Y B TET,

MName Assignment type
User1 Eligible
User2 Active
User3 Active

UTDOEXIZDOWT ELWMESIF FUMZBERLTLSESWD, E5THWMESEF DOWZ JEBRLTLESY,



FEELMEIRZEICIRA Y BT ESRET,
Statements

On May 15, 2019, User1 can activate %&mribmﬂr role. O

<
On May 15, 2019, User2 can @Cunﬁibu’mr role. O

On June 15, 2019,[Ué@ ¢an activate the Contributor role. ©
StateBMicrosoft s NG
On May 15, 2019, User1 can activate the Contributor role. r(f): )
On May 15, 2019, User2 can use the Contributor role. :_(5-; )

e |

On June 15, 2019, User3 can activate the Contributor role.'l Ol O

Explanation:

Statements | 'MicrOSOft(es

On May 15, 2019, User1 can activate the C@@“\role_ | @) \

o o -
On May 15, 2019, &an'use the Contributor role. @

On June 15, 2019, User3 can activate the Contributor role. | €

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles- assign-roles
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App1 & LVS & RITD Azure App Service 7 1) (AC1 EWVS RRID Azure AV TFH— AV RA VR B LU storage! EVWSARIDRAML—U THO U REET Azure B TR ) T avhHyE
F,ACT [ App2 E VS ZRIDT7 YRR FLET,

aA—H—I[Z_ https:/app1.contoso.com/echo/resource-cache? param1 @ URL ZEA L T Appl1 ICU Y TR FEZEELET,

=sample, App1 & App2 ZFEUH LE 9, App2 (& storage1 ML T—2 #BELET,

BELGIP7 FLANGDERENMREINZEZTIZ X2V T4 TI3—bPERSND L EHRT IVELNDHY FF, £D Microsoft Defender for Cloud H—E X #FRTNIEL LTI H?
A. X ~ L— A Microsoft Defender

B. APl FH® Microsoft Defender

C. App Service [+ Microsoft Defender

D. O > 73—+ Microsoft Defender

IEfE: (EfEZERTLET)

Eﬁ:ﬁ: 920

v I —21Z1& contoso.com& LY & RETDActive Directory 7+ LA FMEENTULVET, contoso.com& LY & REIDAzure Directory Azure AD) 77> kHHY 9,
Azure AD ConnectDE&EEBRTEA VA =LA T a3V #EHALT REZEHRI HFETT,
HESN-BREETTSOHICRELZO—IILETIL—TZHINTILELAHYFET, V) a—2aviEd RMIEORANZFERTLIVENHY T,
ED2DODERENETIN—TEZHUNTIVLEABY EFITH?2EFNEFNOERIEIV ) 2a—2a300—8ERLTHVET,
FENETNOELWVERICIEFNIARS > FOff{ELAHY £,

A. Active Directory®Domain Admins% JL— 7

B. Azure ADDt ¥ 1) T4 EEEDKRE

C. Azure ADD T A—/\)LEEBEDRRE

D. Azure ADD1—H—EEEO—)L

E. Active Directory®Enterprise Admins% JL— 7

IEfE: (EfEZxRTLED)

References:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions
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=%tIEAzure DevOpsZEERA L TLVET,
O—FARHORBEREELI—FLEL—BEZHB-LTVINEIDNZRIT OIAHEEHETIVNELNHY FT,
Azure DevOpsIZEE T A5 L HEIHLEITMN?

A. branch folders

B. branch permissions

C. branch policies

D. branch locking

IEfE: (EfEZRTLEY)

Branch policies help teams protect their important branches of development. Policies enforce your team's code quality and change management standards.
References:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies?view=azuredevops& viewFallbackFrom=vsts
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FAUOTLIR Ry MI—H E Azure TR ) ToavhHhyFET,
RDFERIZRT Microsoft SQL Server £ Y AZ VAN HY F9,

sall | Azure SQL managed instance 3

sgl2 SQL Server 2019 on an Azure virtual machinEthatTuns Windows Server 2018

sqi3 SQL Server 2019 on an Azure wriual thathine that runs Red Hat Enterprise Linux (RHEL)
83
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The Standard tier extends the capabilities of the Free tier to workloads running in private and other public clouds, providing unified security management and threat protection across your hybrid cloud
workloads. The Standard tier also adds advanced threat detection capabilities, which uses built-in behavioral analytics and machine learning to identify attacks and zero-day exploits, access and
application controls to reduce exposure to network attacks and malware, and more.

Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

Topic 2, Contoso

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a new
section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.
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* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment

Azure AD

Contoso.com contains the users shown in the following table.

Name |VIICiySOU[L Role
User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
User4 Ontario Application administrator
Userb Seattle Cloud application administrator
Usert Seattle |'User administrator
User7 Sydney Reports reader
User8 Sydney None

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON”
Group2 | Dynamic user user.city -match “*on”

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

User2 creates the virtual networks shown in the following table.

Name

Resource group

VNET1

RG1

VNET2

RG2

VNET3

RG3

VNETH )50 {:RG4

Sub1 contains the locks shown in the following table.

L.ock type

Delete

Read-only

Delete

Read-only

Sub1 contains the Azure policies shown in the following table.




Policy definition Resource type Scope
Allowed resource types | networkSecurityGroups RG4
Not allowed resource virtualNetworks/subnets RG5
BVEESA /1: oo o~ oLl
Not allowedresource- ' | ‘'networksSecurityGroups RG5
types
Not allowed resource virtualNetworks/virtualNetworkPeerings | RG6
types

Sub2
Name Subnet
VNetwork1 Subneti1.1, Subnet1.2 and Subent1.3
VINetwork2 Subnet2.1
Sub2 contains the virtual machines shown in the following table.
Network fea, -

Name arvace Application security group Connected to
VM1 NIC1 ASG1 Subnet1.1
VM2 NIC2 ASG2 Subnet1.1
VM3 NIC3 None Subnet1.2
VM4 NIC4 ASGENR A° . ~ Ly | Subnet!.3
VM5 NIC5 Noppggt 'VIILIUVOUTL | Subnet2.1

All virtual machines have the public IP addresses and the Web Server (lIS) role installed. The firewalls for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

Associated to
MNIC2
Subnetiid, .,

Subneti.o
Subnet2 1

NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source _ ., "| Destination Action
100 80 TCP Internet | VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any_- & [\AzUreLoadRBalancer | Any. Allow
65500 Any Any" © | Any IVITCT DAl Deny

NSG3 has the inbound security rules shown in the following table.



Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1T Allow
180 Any Any ASG2 VirtualNetwork | Allow
200 Apys O 1 L | Any Any Any Deny
5000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the inbound security rules shown in the following table.

Priority Protocol Destination
100 Any Any Any

65000 Any VirtualMNetwork VirtualNetwork
65001 Any AzurelL.oadBalan Any
65500 Any Any " O SlcANY

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.
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Save Discard Upload Download
The editor below allows you to update this application by directly modifying its JSON representation. For mare
details, see: Understanding the Azure Active Directory application manifest
1 {
2 #id": "deél i i
3 "acceptMappedClaims": i
4 "accesaTokenAcceptedVersion™: ;
5 "addIns"™: [],
& "allowPublicClient"™: i
7 "appId": } ’
8 "appRolesa": [].,
9 "ocauth2Al lowUrlPathMatching™: :
10 ﬂc:gatedba:eTimaﬂ;d ‘ -
TT refp iR @R Tims " : y
12 hidentifieruria™: [1,
13 "informationalUrls": {
14 "termsOfService™: B
15 "support"™: y
16 "privacy": ’
17 "marketing™s
18 b,
19 "keyCredentials": [],
20 "knownClientApplications™: [].,
21 "logoUrl"™: ’
22 "logoutUrl"™: ’
23 "name" : ESAzurelADSe: o
24 "ocauth2AllowIdTokenImplicitFlow": p
25 "sauth2AllowImplicitFlow"; '
26 "ocauthZ2Permissiona": [],
29 "oauth2RequirePostResponse™: ;
28 "optionalClaims™: null,
29 "orgRestrictions™: [],
30 "parentalContreolSettinga™: {

AKS 2 5 X2 —& Azure Active Directory (Azure AD) BMEA SN TWNB Z 2RI HINELADY FT,
RZJIRFTEDTOANT A ZERTIRENHY FETH?

AT7OECR =Y VEREBN—D3 Y

B. *—&RE1ER

C.OIN—TAoN—9 T L—L4A

D.¥y7ant=U L—LEZITAND

Eff: (EfEERTLET)

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli
https://www.codeproject.com/Articles/3211864/Operation-and-Maintenance-of-AKS-Applications
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Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewall.
1E fZ:

Actions

Create a new subnet.

Deploy Azure Application Gateway..

I Deploy Azure Firewall.

Explanation:

I Create a new subnet,

Deploy Azure Firewall, - :

Create a HS‘F n_.tte collection.
| :
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Create a new subnet. ]

Deploy Azure Firewall.
| Create a NAT rule collection. I
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A private endpoint is a network interface that connects you privately and securely to a service that's powered by Azure Private Link. By enabling a private endpoint, you're bringing the service into your
virtual network.

You only need one private endpoint for each service that you want to access privately, such as Azure Data Lake Storage. You can create a private endpoint for your Azure Data Lake Storage account
named sa1 by following the steps in this article.

References:

What is a private endpoint? - Azure Private Link

Private Endpoints for Azure Storage are now Generally Available

Step-by-Step: How to Configure a Private Endpoint to Secure Azure ...
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m Microsoft
“RoleissignmentId”; * 13;&6!22-5%‘..1;-41 2f -85 ¥cB2b1726bde™,

“Scope”™: "fsubscriptions/Galbafa’-Obes-S23a-92Fa-873c5a45fbbc/resourceGroups/RG1L",

"DisplayMame”™; "Adminl”,

"signinName”™: "Adminl@contoso.CoN ,

"RoleDefinitionNama™: "Owpnen™]

“RoleDefinitionId™: “/subscriptions/Palbafe7-0bes-224a-92fa-873c5a45fbbec/providers/

FAyTFOY AZa—%FRALT BICSRINTOVEAERICE SV TERT— MV FEERSELRZEDERKRZERLET,
FEENETNROE LLERIT I RS > FOfEEALHY F£9,

lanswer cholce] can delete VM1, | P -]
Only Admint
Only Admin1 and Admin
Oniy Adminl and Admin3
Only Admin1 and Admind
Admini, Admin2, Admin3 and Admind

[answer choice] can create new resource-groups. | Y w |
Admin? Uﬂl These are the se}'t'{tmn; for the statement [answer choice] ca
Adming only
Admin3 only

Al (@ geic)a o

[answer cholee] can delete VM.

1E fiz:

Gnl;.r Admin1 and Admin3
Only Admin and Admind
Admin, Admin2, Admin3, and Admind

[answer choice] can create new resource groups. | I v |
Admint 0“1 These are the :Mﬂans for the staternent [ansawer choice] ca

Adrmns only |
E-:hln! and Admin3 only
Admini, Admin2, Admin3, and Admind
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A. Azure Security Center

B. Azure Policy

C. Azure AD Privileged Identity Management (PIM)

D. Azure Blueprints
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Just as a blueprint allows an engineer or an architect to sketch a project's design parameters, Azure Blueprints enables cloud architects and central information technology groups to define a repeatable
set of Azure resources that implements and adheres to an organization's standards, patterns, and requirements.

Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such as:

Role Assignments

Policy Assignments

Azure Resource Manager templates

Resource Groups

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview
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Audit events for DE] Wrefwmiten 1o storage

Audit sentSfSr DB2 are written to storage1 and storage2
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Statements Yes No

[ |
Audit events for DB Naré wniten 1o storagel

—

|

Audit eyenlsor DEZ are wnitten 1o storage] and storage2. | (0

]
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RA: =i . T
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;'1”;; ] (- ! Q#@Rh be used as an audit log destination for DE3
Explanation:
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Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/auditing-configure
https://docs.microsoft.com/en-us/azure/azure-sql/database/auditing-overview
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References:
https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door
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IF fig:

Check below steps in explanation for Task

Explanation:

To email an alert to a user named adminl@contoso.com if the average CPU usage of a virtual machine named VM1 is greater than 70 percent for a period of 15 minutes, you can follow these steps:
In the Azure portal, search for and select the virtual machine named VM1.

In the left pane, select Alerts.

Select New alert rule.

In the New alert rule pane, enter the following information:

Name: Enter a name for the alert rule.

Description: Enter a description for the alert rule.

Condition: Select Metric measurement.

Resource: Select the virtual machine named VM1.

Metric: Select Percentage CPU.

Operator: Select Greater than.

Threshold: Enter 70.

Aggregation type: Select Average.
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Period: Select 15 minutes.

In the Actions pane, select Add action group.

In the Add action group pane, enter the following information:

Name: Enter a name for the action group.

Short name: Enter a short name for the action group.

Email recipient: Enter the email address of the user you want to receive the alert. For example, adminl@contoso.com.
Select OK.
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Name Location ] _ﬁﬁ;fvw
Group1 Not Dynamic devige Security grodpin'AzareAD” ' &
applicable
Managed1 | East US Managed identity
VM1 West US Virtual machine that has% system-assigned managed identity
VM2 Central US Virtual machine
App1 Not Enterprise applicatiOn. i Azure AD
applicable

VM1 QOHEMERBR—ILZZIYHTEHIENTED ) V—RIETENTTH?
A Tx— K1 & Appl DH

B. 5 L—7 1_SEXE 1. VM1, £ & UApp1DH
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Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationfAddressPrefix
SourcefApplicationSecurityGroups
DestinationApplicationSecurityGroups
Access

Priority

Direction

Name

ProvisionIngState

Description

Protocol

SourcePortRange
DestinationPortRange
SourcefddressPrefix
DestinationAddressPrefix
SourcefpplicationfecurityGroups
Diltinatianﬁpp;ﬁcationSecuxityGroups
Access

Priority

Direction

Name

Description

Protocol

SourcePortRange
DestinationPortRange
SourceAddressPrefix
DestinationAddressPrefix
SourcelpplicationSecurityGroups
DestinationApplicationSecurityGroups
Access

Priorxity

Direction

FOY IO A a—#FALT HISREINTLAERICE DV TRRT—FA VM EERSELIEEDERKREZERLET,

T EZNETADE LVDERIZIFNIARS O FOMEELIHY £,

DenyStoragelAccess

b

Gl

X}

1%
{Storage}
[]

[1
Deny

105
Outbound

StorageEA2Allow
Succeeded

-+

{ %3

{443}

{*)}
{Storage/EastUS2)
[]

[l
Allow

104
Outbound

Contoso FTP

TCP

{*}

{21}
{1.2.3.4/32)
{10.0.0.5/32}
(1

[]
Allow

504
Inbound




Traffic destined for an Azure Storage account is [answer choice]. | A 4

able to connect to East US

able to connect to East US 2

ahle taconnect to West Europe
prevented from connecting to all regions

TP connections from 1.2.3.4 t610.0.0.10/32 are [answer choice]. | A 4

allowed
drdpped
forwarded
EfiE:
Traffic destined for an Azure Storage account is [answer choice]. | v
| abletOicannect to Fast US _ _ g
| ebietaromethbEsCUsA Y S O
able B0k nect to West Europe
prévented from connecting to all regions
FTP connections from 1.2.3.4 10 10.0.0.10/32 are [answer choice]. Y
Lo
dropped _
forwarded
Explanation:

Box 1: able to connect to East US 2

The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2}

Box 2: dropped

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group
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Admin1 %Y Azure portal T App1 D b—9 UIEBILZBNITET LS L E2HRTILELHY FT,
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A.App1 DEIBREZ#7 v 7A—FLET,

B. App1 @ API HERZEZZEE L F T,

C.App1 2TV —TSAX 7TV r— 3 & LTEMLET,
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This is a tricky one because uploading a certificate is also required. However, the question states that the Token Encryption option is unavailable. This is because the app is not added as an enterprise
application.

When the app is added as an enterprise application, the Token Encryption option will be available. Then you can upload the certificate.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-encryption
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Name - \Type <01 | Inresource group ‘

contl Container instance RGi
VNET1 | Virtual network, ~ 1\ «[*RG1
App1 App Service app RG1
VM1 Virtual machine RG1
User1 User Not applicable

XD JSON 774 JLZ{FEAL T Subscription1 [CH X4 L RBAC O—JLEERRLET,

"Name": "“Rolel",
"IsCustom": true,
“Description”: "Rolel description”,
SactidosTi fr e !
"% )Read™;
"Microsoft.Compute/*"

1,

"NotActions": [],

"DataActions": [],

"NotDataActions": [

"AssignableScopes™: ||
"/subscriptions/923a419a-4358-40fb-b4a9-bBaf43ddéc92/resourceGroups/RG1

]
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RG1 ® User1 [Z Role1 Z&|Y 4 TEY,
DUTDEXIZDWT ELWMEEIE KUV ZBIRLTLKESWD, 25 THEWESIE DWE 1 EERLTLEELY,
SFE ELWLVBIRSCEIZTIRA Y A EShET,

Statements Yes No

User1 can add VM1 to VNET1. O O

User1 can start and stop App1. QO Q
Useﬂggaﬁ}ﬁrt and sﬁ)p cont1. O @)

Croso

Statements

User1 can add VM1.to VNET1.
Microsoft
User1 can start and stop App1.

User1 can start and stop cont1.

Explanation:
Text Description automatically generated

Statements

User1 can add VM1 to VNET1.

User1 can startand stop App1.

Us nd stop cont1.
A ALERste

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider- operations#microsoftcompute

HRi: 109

Azure Security Centerh» 5 SecPol1Z T 704 3 3LENHY FT,
HIE-IERDIAEZITRETIN?

A. AzureDefenderZ B LE T,



B. Azure BBV IL—TE#ERLET,

CA=ST7FITHEERLET,

D. MG T AR— FEBRLET,

IEf#: (EffZzRnLET)

Reference:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/security-center/custom-security-policies.md
https://zimmergren.net/create-custom-security-center-recommendation-with-azure-policy/

B 110

User1 & LVS & BTN 1—H—%F & contoso.com & LY S ZETDAzureActive Din-dory Azure AD) T+ > kOHY FT,
T+ FTEBOT TV ELRATHFETT,

User W AR ESN=7 T DEBERELZMTETEAILZHRET ILENHY FT,
A—H—ICEYETEHIENTEL2DDAEELFEAI—F —A—LIFENTI D, COEEBEEERT HICE? TN TNOERITELLBRRERILET,
I OEBRIEENRENIRS > FOffELAHY £,

A.7T)r—2a VRS

B.t¥al 71 EEE

C.77Ur—>a ElE

D. 1—H—EBE

E.V59F7T) 45— 3 E8BE

EfE: (EfEZRRLET)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent

B 111
RG1 EWVSBFID) V=R TIL—TE RORITRTHRY FT—Y X2 T4 JIL—T (NSG) &L Azure B TRV ) T avhihyYFET,

MName Location Flow Iog: status
NSG1 West Europe | Off

NSG2 West Europe | Off
ROBIZRT L 5% Azure R —FERLET,
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Basics Parameters Remediation Non-c@mpliEhce messages Review + create

Basics
L = -, e [ ™
] 2 1
i I & (] r I
A IMe E I I
f
enforcament Enablad
im
Parameters
-:u

Remediation

re » nt

nage | m 5 & &
eate a remediation ta

Non- compliance messages

e,

t non-compliance message

RY—%RGTICEIYHTET,

NSG1 & NSG2 IZ/RY O—ZEYHBTHEAMMAREIY £ H?
A.NSG1 BLUNSG2 m7O— OvAERIZHYET,
B.NSG1 8B&LUNSG2m7O— OFIFEMLYET,

C. 78— OJIENSGT [CX L TOHAERIZHEYET,

D. 70— O4J(ENSG2 [T L TOHEMIZHYFT,
Ff:D(AAV FEERT D)

B’ 112

Group1 &£ WZNS BRIN Y IL— T %EEL Azure Active Directory (Azure AD) T3> bAH Y £, Group! MDA UN—WIRRT—RFHELOEBEEFERALTHSA VA VL TWA I LEZHBTIDLENHY F
T, ESTNIEKWNTTH?

A.SIBAZEAR—XMEEEE (CBA) R o— R LET,

B. & &7V X R I—ZFERLET,

C.HAVAY URY R L—ZFHEBLET,

D. Microsoft Authenticator ZBsEAER Y O — %R LET,

T (FEERTLET)
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B: 113

Azure Active Directory (Azure AD) 3442 4 _Query1 & ULV5 & HID Azure Log Analytics 7 1) | & U Playbook1 E WS ZRID T LA T v U #EL Azure Sentinel 7—9 AR—XHBHY £9,
ST 1L Azure AD [Tk > THEREhfzEFa )T ARV DY TEY FERLET,

Playbook1 & k') i—3 % Query1 [ZE D < Azure Sentinel 2ITIL—ILEZERT HFETT,

Playbook1 ##i LLVML—ILIZBIITE 5 2 L2 HEITI2HLELAHYET,

ES3TNIEVNWTLESN? EZETBHICIE BEIY 7TEUGA T a vEBRLTESN,

FEELWMEIRSEICTRA Y I EShET,

Create the rule and set the typemp Adicrosoft -
: Fusion
Microsoft Security incident creation
Scheduled
Configure the playbook to include: v

A managed connector

A system-assigned managed identity
Atrigger

Diagnostic settings

1E fi%:
Create the rule and set the type to: -
Fusion d
| Microsoft Security incident creation
Scheduled
Configure the playbook to include: -
A managed connector
| A system-assigned managed identity
Atrigger |
DiagBSErfings o c o £
Explanation:

Create the rule and set the type to: =, -
Fusion :

Microsaft Security incident creation
Scheduled

F sy

s

Configure the playbook to incl_u:_jéz.-_ . - -

* | A managed comecior/ ICIOS O
A system-assigned managed identity
A trigger

Diagnostic settings

Reference:



https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

B 114

A—HY—BRVMOIZT IV LR TEDZLE2HRETIVELHYFET VI a—2avETo5y hIA—LREEHZF -LTVWARENHY FT,
HEIEMETEIREN?

A. VMO%Subnet1[ZF8EILE T,

B. 7747 74— LT RYMI—D rZT4vITANR)DTIL—ILEBRLET,

C. RT1%AzureFirewallSubnetiZZ| Y ¥ TET,

D. 72747 24#—JLT _DNATIL—ILZHERRLET,

IFfg: (EZRTLETD)

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-dnat

Eﬁ:ﬁ: 115

Azure Container Registry IZ##:9 % Azure Kubernetes Service (AKS) 7 S R 2 —hH Y FT,

Azure Container Registry (2% L TEREIT BICIE AKS VS RA—DEBER SN —ERX TU D ONILEFERTILENHY T,
fAIZERT 2ENHY £ H?

A. Azure Key Vault > —2> Lw k

B. Azure AD 1 —H—

C. Azure AD ¥ )L—T

D. ZEIDEY LT

Ffa:D(QAAVFEEKRT D)

B 116

App1ZERR M 51=OICERT HRET D VEHBETIDHENHYET, V) a—2 3 viE KeyWautl OEMEHEFH L TVWEIBRELHY FT,
EDRBEILUVEFERTILENHYETTM?

A. VM1_VM2_ VM3, & & VM4

B. VM1_VM2_ & & 'VM4D &

C.VM1D &

D. VM1E &K VM2 &

EfE: (EfREERLET)

B/ 117

VNet1 E WS BRIDRBEARY FT—0 &L Azure TR ) T avhHBYFET, VNetl I2IE1 DY TRy FBNEFATHET,
HITRY 1T aUIZE VNetl [TEHGESNTZ VM1 EVSBRIORBY D UNEFENRTVET,

SQL1T E VWS EZHID Azure SQAL Y A—P R A VY RA VAR ETTOA4THFETYT,

VM1 M SQLT IZ7 Y ERTED I LEZHRETIVNELHYET,

ED3DDAVKR—RV M EERTEIDLENHY FITH? TN ETNDIERIE BRRO—EERLET,

FEELGERT BETITTRASA Y FOMIELHY T,

A Ry RI—5 X2 T4 5IL—TF (NSG)
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B./L—+kT—TJ)L
CHryhrI—0 Xxa)T 48R
D. 4 Jxwv k

E.RERY FID—9 5—FrozA
EfR: (Ex R T LET)

Eﬁ:ﬁ: 118

TS5y b7+ —LREOEMHZET-F (21X Microsoft Antimalware* BRI 2 RENHY EFT,
HEIZIEMETEIREN?2EEZTAICIE BAEIY 7 TEULGA T avEFERLET,
EEFNFROE LUOGERRICIFHIARS Y FOBENHY FT,

Create a custom policy definition that has effect set to:

Append
Deny
DeploylfNotExists

Create a policy assignmeht dnd*modify:

The Create a Managed Identify setting
The exclusion settings_

MecsaycoTt

EEE)SOT1

-~

Create a custom poli€y definition that has effect set.to: v
IVIICT OUOoU I L

Append

DeploylfNotExists |

Create a policy assignment and modify:

The Create a Managed Identify setting
The exclusion settings

e et e M e il i

The scope

Explanation:
1. DeployifNotExists
2. Scope

Eﬁ:ﬂ: 119
£%(21% contoso.com & LY 5 £ AT Azure Active Directory Azure Azure AD) 77 > M IZBEER T 5N TULVSSub1E WS BRIDAzZUre TRV ) T avhhy ET,
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Bt IZApp1E WS ENAIILT TV r—a v ERELTWVET, Applld, OAuth 2D BEE G542 A4 TEFER L TAzZure AD7 VR =Y VBB LET,
Azure ADIZApp1 & &% T 2ELHYET,

TINVT—2a3 BRI BHICIE AREINSEDL S BERENB T ILELHYFEIHN?

A. a redirect URI

B. a reply URL

C. akey

D. an application ID

EfR: (EffZzRTLET)

For Native Applications you need to provide a Redirect URI, which Azure AD will use to return token responses.
References:

https://docs.microsoft.com/en-us/azure/active-directory/develop/v1-protocols-oauth-code

BR: 120
£#(ZIF RORIZTRITI—HF—ZE T Subscription1 & WS ZHIDAzure Y TRV ) T a3 ohiHyUzxERd,
Name/licfosolt Role
User1 Global administrator
User?2 Billing administrator
User3 Owner
Userd Account Admin

SRIEHLVABEFICTKIASINET,

£t (X Subscription1 DT EEZFEET H2DLENHYET,

EDA—HF—HLMEEEZZRETE . EOY—ILEZFERATIVENHYEIM? EETHICIE BEZEDY 7TEUGA TS a v EBIRLET,
EFENFADOE LLDERICIFHIARS Y FOBIELHY £5,
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== Microsoft

User1
User?2
User3
User4

-

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Azure Cloud Shell
Azure PowerShell

Explanation:



User: v

User1

User2 9
User3

User4 o

Tool: AN v

re Account Center
Azure Cloud Shell
Azure PowerShell
Aziire/S8ecurity Center

Box 1; User2

Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who ' s a billing administrator of the account that will be the new owner for the subscription.
Box 2: Azure Account Center

Azure Account Center can be used.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an- azure-subscription

B 121

E IOV VIVIZE RLCUFIALEEERS1IDULDEREY FAEFEFATOET . KRB, BBICH T2 MBDMRERZRTILET, TOMREN . EHON-EBEEZRB -LTLEINESH
FHBF LTI,

Ty FADEROEBARENEEEZBRCELAEELHYVET  E- Yy FROEDBARLMEZBRTELAVAREELHY FT,

DI AaVDOEBICEZELERII RACEETEFRA, ZOH, CNODEMIEILVE 2 —EEAIZRRTINEFTA,

RORIZRT VY —RZEZEC Azure Y TR YT avnipyExrd,

Name Type
Groupt | Secunty group
GroupZ | Microsoft 38%-group
App1 App registration
Mit | HSerassianed managed identity

RORIZETI—HF—HUNET,



Description

Member of Group1 andGroup2

Assigned Owner rade for App1 ang

Member of Qrolip1 and Groups

Assigned, Ofner role for App1 and MI

SQL1 £ WS ZHID Azure SQL Y1 —T K 4 VR A U A %#ERL L  Microsoft Entra D& DRI FHHIZLE T,
User1 & User2 @A A SQL1 @ Microsoft Entra EEEH L L THRESN TS LZHRT ILELNHYET,
f#R%: App1 % SQL1 M Microsoft Entra & & LTHRELET,

CNIEBEEZEEFHZLTWETH?

A. XLy

B. LMMVZR

R (ERERTELET)

BEE7%AZ-500J I REEE (X JPNTest.comigfit St AZ-500JHERICEH8T B Z L IZRIZII B E T ! JPNTest.comldr S &xFTAZ-500J: R EREIREE #1214 L 97, JPNTest.com AZ-500J5ERRAREE (XL 5 &
FieshFEF Lz, T TAZS00JEEDNDTA IV VEFIZANE T, BFRD 7V £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520, 3 0%7 « A ho > k R AZEIS| a— K:
JPNshiken|
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APL—2212HHBEENTWAERZERT ZVEAHYET Y1 —Sa v A FL—CEEEORMESGZE-LTLIRELAHY FT,
A 7HO2 bESEF—%FERAT D& 51T storage2 R LFET,

B.X bL—220—SREEZEMCLET,

C. storage2 IZHEE LR a—TH#ERLET,

D. storage2 [Z Azure O—JLR—X DT 7 t A #lfEl (Azure RBAC) O—/)LZE|Y H{TET,

Eff: (EfEZRTLET)

B 123
RORIZFRTYY—R E’é‘ Azure TR YT avhbyFET,

|::illr|.|iI -If I_'V m rtl I i.

RDARYERITLET,
Managed1 & WS BARIDIFR—I K ID ZERRLET,

Group1 & L5 ZBID Microsoft 365 7' IL—TZ R L ET,

ERENT=H—ER T)omN)LeE RGI DY —F— O—)LZEVETEHIENTZL D EHETOILENHYFET AEHETILENHY FIN?2BETHICE BZEI) 7 TEYGE T ay
ZERLFET ,/—

FNEFNDOELLERIE 1 RS FOMBMENHY T,
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Lﬁﬂmﬂim and VM ¢

App1 onky

Mmgem vMa and .ﬂppi anly 1k
f -Maqa_gekﬂ Vi1, Appl, and Group1 iagtd] iR

rfa‘

Mwbﬂ1nJ¢VM1 only
iged1, VM1, and App1 only

[ ' gedn, UM1 o Apm only
Jl'r.uffu i | [ Managed1, Vi1, App1, and Groupl
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B 124

Azure Y TR )T a3 EEHBTY,

Xa) T DIEBHEEEBENICIEET ST —2 70 —BEE{t % Microsoft Defender for Cloud TR T 5 FETT,

=N EERTNRIELNTTH?

A BEIE7ZHhDOV

B. 75— kIL—IL

C.Azure vy 77

D. vxr—< KID

E. Azure Bk 7 71)

Ff:C(AAV EREKT D)

Eﬁ:ﬁ: 125
Vaultl! EWSEZHID Azure ¥F— a2V TF—E VM1 EWSEHIDRBET S VEEDL Azure Y TRV Y T a3 uhidH Y 3, VM1 121X Key Vault VM HRERHEREMN A VX F—ILENTWVET,
Vault! TlE F— . Y—92 Ly b IBHEZO0D—T—23 2 LET,
VM1 TEEIMIZEH NS L DERITTH?
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A xX—¢&o—9 Ly FDH
B. SIFAE D #

C.*x—H

D. MEZEDH

E.>—2Y Ly hESIAEDH
F.¥— > —2 Ly +_iIRAE
Ffg: (EERTLED)

Eﬁ:ﬁ: 126
Azure Active Directory Azure AD) 77 > k Z{EFH 9 SMicrosoft 36573+ > kD ®H Y £9, AzureADTF > k& Azure AD ConnectD A YRR VA Z#FEHL T, 4> 7FL I XRMDActiveDirectory K A A > (2
BEALET,

FLWAZure b 7RV ) T2 a &R LET

BHicnt=4A 2T LI RA—HF—THIOU I FHFLWSHITRI YT 3o TA—RZEIYETHRIENTERWLWIZ ELDMY FELT,
B S N fzAzureADA—H—7 h9 > FIZAzure & Microsoft365MN R ENZENY B TAHZEMNTEE L FHRT IVENHYFET,
HETERAMAETRETIHN?

AFLWFIRIY T3 TCHERAINDAzZUreADTF U FEEBLET,

B. 7x7L—2a BiaEATAIESICH LW IR T 3 U THERSNDAzureADTF > FEBRLET,

C. NRRIW—RBHAZEFEATEHELIITHLWYTRI Y T a3 U TERASNSAzureADTF U FEERLET

D. Azure ADConnectM2EB DA VR A VR EHEHLET,

E#E: (ERERELET)

B: 127

User2PIMERETED L EHRTILENHY FT,

B ZIRETTN?

A User2[c 00—\ )LEBEO—ILFEY HTET,

B. contoso.comD R A EZERLET,

C. contoso.comDIDEF 17 RAT7EERLFT,

D. User2MZEREPEE MFA) ZEBMICLET,

IEfR: (EfZzRTLET)

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a directory.
Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

H: 128

Azure Log Analytics &3 L T, Windows Server 2016 E179 52008 DY —/N—h 605 #RETHFETT,

Azure Resource Manager7> 7 L— kZFEA L T, T X THOH—/\—ADMicrosoft Monitoring Agent® B Z BEt T 2EMNH Y £9,
TUOTL—FrEEDESIIERSIEIDENHY FIHN?EEZTHICIE BEZELY 7THEUGA T avEBIRLET,
FFNFADOELWERIZIEIARS Y FOMIESHY 5,
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7]

%

“type"” : “"Microsoft.Compute/virtualMachines/extensions”,
“name” : “[concat(parameter (‘vmname’), /OMSExtension]”,
“apiVersion® : “[variables(‘apiVersion’)]”.,
“location” : “[resourceGroup() .location]”,
“dependsOn” : [
“[concat ( *Microsoft.Compute/virtualMachines/”, parameters(‘vmName’))]"”

Bl licrosoft

I__:I:I

1.

“properties” : |{
“publisher” : “Microsoft.EnterpriseCloud.Mon
“type” : “MicroscftMonitoringAgent”,
“typeHandlerVersion” : “1.0",

“autoUpgradeMinorVersion” : truae,
“settings” : {

i ]v “[variablg (‘v

“AzureADAppicationd” .

“AzureADAppiicationSecret”
“StorageAccountKey”
‘WorkspacelD®
“WorkspaceKey”




“type” : “Microsoft.Compute/virtualMachines/extensions”,
“name” : “[concat (parameter(‘vmname’), /OMSExtension])”,
“apivVersion® : “[variables(‘apiVersion’)]”,
“location” : “[resourceGroup() .location]”,
“dependsOn”™ : [
“[concat ( *Microsoft.Compute/virtualMachines/", parameters(‘vmName’))]"
).
“properties” : {
“publisher” : “Microsoft.EnterpriseCloud.Monitoring”,
“type” : “MicroscftMonitoringAgent”,
“typeHandlerVersion” : “1.0", ﬁ;?g
“autoUpgradeMinorVersion” : true, \ B

“settings” : ({
' S5 Aiisis o § ”*“I- I\/Ilcrosoft

_“AzureADApplicationiD” e .
| “WorkspacelD" |
“WorkspaceName®
“WorkspaceURL"

} s N — v
A T

pratecﬁpdﬂh&tfﬁgs" ;

_ t | Iv “[variable (‘var2*)}”
AmeAD phcationSecret”

"

Explanation:



4 r
“properties” : {
“publisher” : “Microsoft.Enterpri
“type” : “MicroscoftMonitoringAg
“typeHandlerVersion” : “1.0%,
“autoUpgradeMinorVersion” : true,
“settings” : {

|| : “(variable(‘vari’)]

“AzureADApplicationiD"
“WorkspacelD"

w me | WorkspacgName"
VI (POSEF®L

“orotectedSettings” : {

‘AzureADApplicationSecret”
“StorageAccountKey”
"WorkspacelD”
“WorkspaceKey”

}

References:
https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent- in-windows-json-templates/
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Azure Active Directory Azure AD) 2 V9 SN TWBAzure TRV ) T a3 vhbHUYFET, T2 FMIF RORIZCRITI—HF—DNEFENRLTULET,
| Mame | Role Member of
| User! secunty sdminitrator | Group!

Userd Network Contrbutor | Groupd
Lisiei ] Ky Vault Cantnibutor | Group 1, Groupd

N—CRENEDIZHRE SN TULVSVaultl E WLV S ZRIDAzUureXF—HR—IL kB Y I, VaulllZIZ RORIZRI 7O ERARY O—NEFhTLET,

Groupl | Purge Pulge Purge
Groupe | Select ail Select all Select adl

RORITRT K DIC, Vau1DEBIDENY BTZEERLEFT,
Uset1 | None

Userd Key Vault Reader

User3 User Access Administrator

RDEARAT— AV FIDWT AT— AV MAEDBZEF KU, EAUNDEGEEIE DWW I ZFRLET,
I I DEREERENIRS O FOBENHY F9,




m~ Microsoft

User? Can $&t Pur

. *
‘ &mm to Enable for Vaul!
2

dond

@

s
a B N
Usend %hﬁm firewails and wrtuel netwods for Viaul!

. .
= b
W _

%‘{W‘n sl acoess policies to Vault
|I$$-: : »

_ j'.fa'
Ny, o
i

T IVY P\
Microsoft "t -
User? can set Pur i reabie for Visult E _:
. |
“‘% e frewalls and virtual nelworis for Vel 12
» “6 tard ran aclo scceus poboses fo Vaull LI_J
Explanation:

Statements
User? can set Pamge protiection to Enable for Vault!

“ﬂhﬂiﬂiﬁgun: furrwalls and vartual nrhT:i:ks for Waull .

]: M icrogﬁftmurﬂt policies to Vaultl,

Bf: 130
RORIZRIHET S VEEL Azure Y TR Y ToavhhpyErd,
Name Location Virtual network name
VM1 East US VMNET1
VM2 West US VNET2
VM3 Easi US VNET1
V4 West US VNET3

FTRTOERERY bT—VXET YT ERhTWET,
Azure Bastion # VNET2 I25¥ 704 LET,
BERRAMI&>TRETELZRET I VIEENTTM?
A.VM1_VM2_VM3_ & & VM4

B. VM1, VM2, VM3D &

C. VM2 &VMAD &

D. VM2MD) &

I (EfgZ2RTLZEY)

https://docs.microsoft.com/en-us/azure/bastion/vnet-peering
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Contoso.com & L3 &R Microsoft Entra 77> FEEUPRGT EVWSRRID Y Y—R FIL—TFIZ1) 49 S TULVS Subscription1 EWS ZHID Azure B TRH ) ToavhhyFET,
contoso.com IZ Role1 £ WS ARDARZ L A—)LEERLET,

HERREEIZ Role1 ZFERATELDIXEZTTH?

A. contoso.com. RG1. & & U Subscription1

B. contoso.com EH TR YT 321 DHF

C. contoso.com & RG1 D&

D. contoso.com M &

Ef: A(DAY REHRKT D)
Eﬁ:ﬂ: 132
RORIZRIREIT LV EECAzure TR ) T avnipyEd,
NMame Azure region Connected to | Associated network security
" i, Y group (NSG)
VAT West LIS VNET1/SGbnet1 | None
VA2 West LIS VNETI Subnet2 | NSG2
VA3 Cent'ﬂll.lﬁ = VNETZ/Subnetl | NSG3
VhA4L Wesgis VITCTUS O UINET3/Subnetl | NSG4

VNET1, VNET2, 8 K UVNETIFHEIZCET7Z ) VI ENFET , ROTIV a3 vEETLET,
RETESHIZICASG1 EASG2E WS BRID2DDT7 T r—avteXxa T4 IL—T&#ERLET,
VMID ARy b T—9 A B3 —T 14 RXREASGTZEMLET,

1E fiZ:

see the answer below in explanation.
Explanation:

Answer as below.

ASGT1:  VMZ VM3, and VM4 only

ASG2: VM. VMZ and VM4 only

& Microsoft

BE: 133
Azure B TR 1) T ar & AWST &ULVS ZEID Amazon Web Services (AWS) 7 A ¥ k& HFH DIHEE  AWS1 % Microsoft Defender for Cloud IZBMNT 2 AEAHY FT,
AWS1 DY 5 K79 2 XAIZ Defender 1T 51=OIERTES 2 DOT T AA HEIEFRTTH?
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EREIETNETNTELEHREEZRILTVET,

R LIRSV NEBTEET,

A. an Azure Resource Manager (ARM) template
B. an AWS CloudFormation stack

C. an Azure deployment stack

D. a Terraform template

E. AWS Systems Manager Automation

EfE: (EfEERTLET)
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RDOT—AR AR 2 EHFDAzureSentinel 7 —9 AR—ZAMNHY ET,

Azure ActiveDirectory|D{R &

@B A2 MK CEF)

Azure 2 7 A 70 +—Ib

BARI AL T—ADNRYRAENTWSE Z LEZHRTILELAHY ET,

AT 4 Y ROMNG ARV AZTEIZEDT—TNLEY T TILENHYEFITH?ESTHICIE AEEECTHEYGA T 3 vEBIRLET,
I WERIIZENRENIRAS > FOEELHY T,

«Zzure Active Directory Identity Protection: v

AzureDiagnostics
CommonSecuritylog
SecurityAlert
SecurityEvent

Syslog

Azure Firewall: L]

AzureDiagnostics
CommonSecurityLog
SecurityAlert
SecurityEvent
Syslog
CEF: v
AzureDiagnostics

CommonSecuritylog
SecurityAlert
SecurityEvent

Svslon
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Azure Active Directory Identity Protection: v

AzureDiagnostics
CommonSecurityLog

. : r . l
o Microsoft [

SecurityEvent
Syslog |

Azure Firewall: v

CommonSecuri tyLog
SecurityAlert '
SecurityEvent

Syslog

CEF: v

AzureDiagnostics

SecurityAlert
SecurityEvent
Syslog

Explanation:
Graphical user interface, application, table Description automatically generated



Azure Active Directory Identity Protection: v

AzureDiagnostics
CommonSecuritylog

SecurityEvent

Syslog

Azure Firewall: v

@ Y& "E MANONS

" %ﬁi}ﬁ@ ﬁ.&@ SecurityAlert
NS .
E%ﬁ}i | B SecurityEvent

Syslog

CEF: v
AzureDiagnostics
SecurityAlert

5 MICTUree

HIfE: 135
EHEENEMCLE > TLDAZUrelRET L UAHBYEYT  REY D VIEF RORICTRT LS ITEBRSNET,

o e

gFoup

ng
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016

Ubuntu Server 18.04 LTS
Red Hat Enterprise Linux 7.4
CentOS 7.5

Update1 & Update2& LN S ZRID2DODEH IOV S LOERERAY P a1—I)LLET, Updatel (FVM3ZEH L E I, Update2(IVME6ZEH L FT,
Update1H & UUpdate2%#FRA L CTEH TE I EBMDEET I VX ENTIN?EEZT HIZIE EETY 7TEYEA T a VEBRLET,
EFENFNAOE LUOGERIZIFIARS  FOBENHY F9,



== Microsoft

Update1: v

VM2 only
VM4 only
VM1 and VM2 only_

VM1, VM2, VM4 WM5, and VM6

af

Update2: am‘“’y v

VM orily

VM1 and VM5 only

VM4 and VM5 only

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

1E fiz:

Update1: l v

VM2 only

VMdonly
'VM1 and VM2 only, :
VM1, VMZ, VM4 VM5, and VM6

Pt i1

Update2: ~ LAY | v

V/MS only

VM1 and VM5 only_

'VM4 and VM5 only '

VM1, VM2, and VM5 only

VM1, VM2i VM3, VM4, and VM5
-

Explanation:



Update1:

VM4 only
VM1 and VM2 only -
VM1, VM2, VM4, VM5 cand VM6

Update2: , s v

VMS only

VM1 and VM5 only

VM4 and VM5 only

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Update1: VM1 and VM2 only

VM3: Windows Server 2016 West US RG2

Update2: VM4 and VM5 only

VM6: CentOS 7.5 East US RG1

For Linux, the machine must have access to an update repository. The update repository can be private or public.
References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

B f: 136
Sub1& WS ZRTDAzurer TR Y T a3 onHY EF, SublIZIE ROKRIZTKT ) V—RXEEEStorage1 & WLV BRTIDAzUureR kL—UF7HO U RAHBY ET,
Name Type
Container Blob container
Sharel File share

HET7OERER SAS)ZERB LT blobH—ERET7AILY—ERIZEKLET,
Container1 B8 & UShareD AT UVICT I AT BHIZIE, EDY—ILEFERATEETMN? SASEFERALT?EZTHICIE BZTY 7TEULGA T a v EBIRLET,

T ENETADELWDERIZIFNARS OV FOMEENHY £,
Answer Area )

Tools for Containert. {Rebocopy.exe
Azure Storage Explorer
File Explorer

Tools for Sharel: |Robocopy.exe
Arzure Slorage Explorer

File Explorer




1Efig:

Answer Area
Tools for Container: lRobpcopvexe . _
[|Azure Storage Explorer
File Explorer
!DO‘S TGFShaTE"]f iobi(;.;:_.. exg _
Azure Storage Explorer
e bxplorer
Explanation:
Tools for Containerl: |w
Robocopy.exe
Azure Storage Explorer
File Explorer
Tools for Sharel: -
Robocopy.exe
Azure Storage Explorer
File Explorer

A7 AZ-500JFEREEE (FIJPNTest.comigfit St  AZ-500J:RERICAHRT A 2 & ITRICILI B ET ! JPNTest.comlI S REHAZ-500J:RERRIEE #1264t L £ 97, JPNTest.com AZ-500J5RERRIREE T 5 &
HEnFELI-, T2 TAZS00JEEDTRA NIV UEFIZANMNE T, BEHRD 7 2 £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu  520f8. 3 0%7 « A h > > b Bl EG a— F:
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RORIZRIT1—H—%EL Microsoft Entra T+ > bMH Y £,
MName Member of
User1 Group
UserZ Group1, Group2
User3 Group?

ROBEEHIOEHHFETT IR R —ZBELET,
* £ Hil: CAPolicy1
* R

o1—H—FfEX7—-O0—FID: FIL—TF1


https://www.jpntest.com/shiken/AZ-500J-mondaishu

ORI Y—R.TRTDYISIKTT)

* T 9t R

07V EREHAT 5 LEXRDIAEEKRT D

T 7 > k@ Microsoft Authenticator 5REMN S  BxhibE2—4 Y FDORED BHEEZT—5 Y FIORICRT LS ICEBRSNET ( BENMELEF—4S Yy b2 TEV UV I LET,)

Vlicrosoftt

Enable and Target Configure

Enable m

Include Exclude

Target O All users @ Select grolips,,
Add groups

Mame Type | Registration Authentication mode

Group1 Group plicna Passwordless W | )(

T 7 > kb ® Microsoft Authenticator ZREMN 5  FERRENERRICTRT XS ICEBRESNET (B2 TE22 Vv LET,)

Enable and Target Configure

Note: Users must be included as part of the Microsoft Authenticator targeted groups under the "Enable and Target’ tab.

GEMERAL

Allow use of Microsoft Authenticater OTP [ Yes g
Require number matching for push notifications
Note: If the feature status is set to Microsoft-managed, it will be enabled by Microsoft 8t an appropriate ime after the preview, Learm more
Status Enabiled i
Target Include  Exclude
O All users
(®) Select group

Add salected group

Include target

Microsoft

UTOEXIZDOWT ELWMESIE R ZBRLTLESWD, Z5THEWNMGSE DOVA JZERLTESL,
AR ELWEIRSEITTIRI Y FBFEESIET,




Yes
ot ©
Liserd is réquired to usc 3! nﬁlﬂ?@ﬁﬁu dufing sign-in,

User3 is FWUIV%QUSE rrlat':hmg durnng sign-in.
= \licrosoft

Lsert is required to use number matching d{g}:g @

1E fi#:
ANswer Area
Statements @ Yes No
L] | iy
User1 is required to use number matching %‘&Qﬂ : M 1C rosgft
User2 is required to use numWﬁ’hg during sign-in.  ©
User3 is reqmrdﬁ?ﬁmber matching durning sign-in. | O :
Explanation:

' Microsoft

Statements

Userl is required 1o use number matching dunng sign-ins

User2 is required to wse Aumber matching dunng sign-in.

User3 is required to use number matching dunng sign-in.

B 138

Subscription1 & LS ZEIDAzure F R ) Fo 3 ohH Y FET,
VM1 & LS ZRETDLinux{R 8~ 2 > %Subscription1|27 704 LET,
VMID A b oo &N Z8H1TILENHYET,
D18912E1457D5D1DDCBD40AB3BF70D5D
fAlzESRETIMN?

A. Azure Analysis Services

B. Linux Diagnostic Extension LAD)3.0

C. Azure HDInsight

D. AzurePerformanceDiagnostics i &4 RE

IEfE: (EffZRRLET)

B 139
Azure AD T+ rHAHY FT,
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ROBHHH/I-TRIEV )2 —2 a3 VFxFRETLHFETT,
XEBEFSEHENBLETYT,

YA A URFICHEBEMNEZRTLET,

V) a—LaVICIEEDREAEEZEDINETIA?

A. SMS

B. Microsoft Authenticator

C.FIDO2tEF 2! T4 F—

D. -7V R/INX

IEfE: (EfEZRTLET)

Eﬁ:ﬁ: 140
WebApp1 & L5 &HiIMD Azure App Services Web 7 1) & Vault! & LV3 ZHID Azure Key Vault 288 Azure Y TR ) T avhHhy I, Vault! IZIF ROKRIRIEEAELAH Y 9,

|\ ‘Key size
2048
4096
2048

4096 |

J

WebApp1 IZ TLS 2X%EJ5FETT,

WebApp1 ICEEBAE ZEMT HBEAH Y FT,
Vault! @ € DEEBAE % WebApp1 [SEMTEFTH?
A. Cert1 & Cert3D #

B. Cert3 & Certd O &

C.:IFAE1, SRS GIMAES, SIE4
D. Cert1 & Cert2d #
Eff: (EMERTLET)

B 141

Azure Active Directory (Azure AD) T—# a9 2 Z & A 1= Azure Sentinel 7—9 ARXR—XWBHY F£9,

BEDIP7RLAMNGDHERHLLWES 70 v I ZERBELTIELTWVET,

D—P) AR—RIZBRBEINTVSIHEARY MIEFREMT RABET S 7TRNEBRHTHEZICIP T RLRAEZSHBTELLSICTHILENHY ET,
IEFICETTIBLENHDSIDDT7I2aVEENTIMN BETHICEK BUNGTIa2cxT7ooar VA M oRIEEFICEEL ELWERFICHERET,
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Actions Answer Area

Add the query to Favorites.

From the Azure Sentinel workspace, run
an Azure Log Analytics query.

In a Jupyter notebook, create a reference m

to the IP address. c 0
el)-

Add a bookmark ang assig h

Add a bookmark a an entity.

®
©

From Azure Monitor, run an Azure Log
Analytics query.

Select a query result. . M i CrosSs Oft




Actions Answer Area

J = JF il MEIEORLT MO T e e e
| Add the query to Favorites. | From the Azure Sentinel workspace, run
e ‘ an Azure Log Analytics query.
-—-————--r—r——-——r——r———-— ‘ ___________________
Frem the Azure Sentinel workspace, run
| anAzure Log Analyticsquery. | i NI W i
————————————————— I |
[ Ina Jupyter netebeek create a reference 1 I | Select a query result |
I |

\_Add a bookmark and map an efity. t R L o WL PR meed] PR :

e O e T e e e e e e e e T e D I ...

' From Azure Monitor, run an Azure Leg |
| Analytics que[_y. !

L s S —— ————

Explanatlon

From the Azure Sentinel workspace, run
an Azure Log Analytics query.

Select a query result

Add a bookimark:and map an entity.

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/bookmarks

B 142

Microsoft Defender for Cloud #{#E B9 % Azure Y TRX5 1) T a3 UhHB Y ET,
TFIVY 9T H—EXR(AWS)7Ho Y b EEELTT,

AWS 7 A2 > k% Defender for Cloud (BT 2 HEAH Y £,
FITRMETARETL &£ 557

A. Defender for Cloud M 5 IRIBREZHEHRLET,

B.AWS 7hADO U b EXxal)T4 NTEHHIZLET,

C. Azure portal M5 AWS TR —TSA X 75— 3 %&EBMLET,
D. Defender for Cloud W6 ¥ a2 Tq VI a—2 3 UEREEERLET,



R (ERERTLET)

B 143
ROFKIZTRT A—H—%EFL contoso1812.onmicrosoft.com & LY3 & HID Azure Active Directory (Azure AD) T3+ > bhH Y FT,
. ) ) -
Name = VIosemamel T TV Type

User1 Userl@contoso1812.opmicrdsoft.com | Member

User2 User2@contqso18i2@nmicrosoft.com | Member

User3 User3@contgso1812.onmicrosoft.com | Member

Userd Userd@outiook.com Guest
Label1 & L35 &HID Azure Information Protection S N JLZ4ER L E I, Labell DBREXRTEIE HIZRT LS ITEBRIATWWET , (R2 T2V U9 HLET,)

Protection

Contosol812 - K IMLCJ;QFSQt:tn

Protections settings ()

CYOTEALTLEENME  HYOK (AD RMS)

Select the protection action type 0
(®) Set permissions
O Set user-defined permissions (Preview)

USERS PERMISSIONS
AuthenticatedUsers Viewer
Lharlﬁ)mmnsul_ﬂilnnnicmsnft.mm Co-Author
User2@contosol812.onmicrosoft.com Reviewer

s Aclcd per missions

Labell [ File1 £EWSRFID T 7 A ILICEASNFET,
RODEXIZDOVWT ELWNMEEE WV ZERBRL, £S5 THEWNEEE DOWVZ I ZRBRLET,
AR ELWEBIRIEICTRA Y A EESIET,
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Statements Yes No

UserlcanprintFilel. (O O

User3canread Filel. (O O

User4 can print Fgélmchﬁ O

1E fiz:

Statements Yes No

Userl canprintFilel. 'O, O

Em—

Usef3.-_f;§nreéd'Fi'i'é1. :_Q: O

User4 can print Filel. £ VIicraCor}

Explanation:



Statements Yes No

Userl can print Filel. @‘ O

User3 can read Filel. ‘0‘ O

vsers an g fiet, O I

B 144

Azure Key VaultZ e 9 A ENH Y ET, 2DV 21— 3 U TlE Key Vaulth LHIBRESN=4AT o9 F#0BRBRET ILENHY EFT,
ARV RZEEDESICETTIRENHY EFIM?2EZTHICIE BET) 7TEULGA T avEERLET,

EEFENFAOE LOGERRICIEFHIARS Y FOBENHY T,

New-AzureRmKeyVault —-VaultName ‘KeyVaultl’ =ResourceGroupName ‘RG1l’

- S

-Location ‘East US'’ : v |v

FEne._l:_:_lgc_l_FgrDeplbyment -Confirm
-EnablePurgeProtection -DefaultProfile

m; | » -EnableSoftDelete
T \Y/iTd; -SKU




New-AzureRmKeyVault -VaultName ‘KeyVaultl' MH@S)@% ‘RG1’
-Location ‘East US’ Jv 1 Iv
E_nelb_legF_or_Dggioyment N -Confirm
-EnablePurgeProtection _ | | |-DefaultProfile_  _ _
-Tag -EnableSoftDelete |
-SKU

Explanation:

New-AzureRmKeyVault -Vaulﬁﬁme W&uﬁée {8sourceGroupName ‘RG1'
v

-Location ‘East US’

-Confirm
-DefaultProfile

Box 1: -EnablePurgeProtection

If specified, protection against immediate deletion is enabled for this vault; requires soft delete to be enabled as well.

Box 2: -EnableSoftDelete

Specifies that the soft-delete functionality is enabled for this key vault. When soft-delete is enabled, for a grace period, you can recover this key vault and its contents after it is deleted.
References:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

ﬁﬁﬁﬁ:ﬁ: 145
RORICRIHRBEI L VEEOC Azure TR ) ToavhbyEd,

Connected to MIP% - Public IP address
VNET 1/Subnet1 | 70.% AL ¥ 20.224.219.170

vushwm e 20224219230
VNET2/S i Ti001.15 1 155212
= — ATIITM ALY aIn

ROEIZFRT &K S51Z, cosmost &LVS ZHID Azure Cosmos DB 7 ho v FASEREShTULVET,

Allow access from
() Al networks (@) Selected networks

P gy cwm pumibssmele oo srsbss Bomp vam sw B e P orpmes PP armm;aob |



satemenss. IVIICrOSsoOft Yes No

VM1 can access cosmos] over the internet
VM2 can access cosmos] over the mtérmet.

VM3 can access cosmosTiover the internet.

Microsoft

Statements

VM1 can access cosmos1 over the internet.

VM2 can access cosmos] over the internet.

VM3 can access cosmos1 over 1he internet.

Explanation:
Yes, Yes, No

Eﬁ:ﬁ: 146

Azure TR YT avhiHyUET,

Azure Security CenterCT7—2 7 O0—NDEMEZERL . EF a2 ) T+ DB ZBEMICEBIET S L E5TEIL TLVET,
AR ZERT ARENHY EIH?

A. a managed identity

B. an automation account

C. an Azure function app

D. an alert rule

E. an Azure logic app

EfE:E(QAV MERKT D)

Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

B 147
Vault1 & LS & RTDAzure Key Vaultz & Azure T X9 ) T a ohih Y ET,
Vault1 T, Secretl & WS BARIDL—I Ly FEERLET,


https://www.jpnshiken.com/q/68938-6454106/

77— 3 UBFE(X, Azure Active Directory Azure AD)IZ7 T r—Sa U EEBZLET,
TTUr—arhSecre #HRATES L EHRBTILENHYET,

HE=IIRZT o2 EN?

A.Azure ADT A—)LEERLET,

B. Azure Key Vault T+ —Z4ER L E T,

C. Azure Key VaultT 77 £ AR O—%#EHLET,

D. Azure ADT Azure AD7 ) r—> 3> OxT#HMLET,

FfE:C(aAAV LEEKRT D)

"You may need to configure the target resource to allow access from your application. For example, if you request a token to Key Vault, you need to make sure you have added an access policy that
includes your application's identity. Otherwise, your calls to Key Vault will be rejected, even if they include the token"
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet

B fE: 148

v kD —21Z1% Azure Active Directory Azure AD) & RI#i3 badatum.comé& LNS BRIDA > 7L = XD ActiveDirectory K A 4 A& FENTULVET, Azure AD Connectld_  Server1 &LV RRID KA A
DAUN—HP—N—[TA VR F=LENFET,

adatum.comFA A VD RAA VEBENREA T a3 V2 ERTELLEHRTAVENHYFET, VY a—2YavE RIMNFEORAZERTILENHYET,
FAA UEBEIZEDAZUeADO—)LEZE|Y U THBLENHY ETITMN?

A t¥xal) T4 BEEE

B. /O—/NLEEE

C.1—H—EHE

EfR: (EffZzRTLET)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

BH: 149

10068 DIRET L v F&HAzureSecurityCentZ E L Azure TR ) T avhb Y =9  BERBLAEDIZHE>TULET,
BRET O ODMBUER XY U EETTSHELZFELTUVET,

Azure Resource Manager7 > 7 L— & FEHAL T HBEERF ¥ F—mEBEZRET O VICT IO/ TILELNHY ET,
RETL OADHRKEEDEMZBEILT HICIE, O—FTED2DODEZEET ILELNHYFIN? TN TNDOERIL BRRO—EBERLTVET,
F L VEREZENTAIRS U LOBENHY FT,

A 1—5F—NAEEDFE Y LT

B. KeyVault&E®BR kL—S7H9 Y R —

C. Azure Active Directory Azure AD)ID

D. VAT LIZE-TEIVHATONI=TRr—I FID

E. 754 )& EHX—

F.7—9 XAX—XID

Ef#: (EfEZERTLET)

https://docs.microsoft.com/en-us/azure/azure-arc/servers/onboard-service-principal

Eﬁ:ﬁ: 150
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SQL1& LyS ZRiTMDAzure SQL Database—/A\—hAHp Y £9,

SQL1MAdvanced Threat ProtectionZB#IC LT IR THOEBRHE 2 A T2 RHETHFETT,

Advanced Threat Protection(3BB & LTEDT I a v #RELETH?

A. A user updates more than 50 percent of the records in a table.

B. A user attempts to sign as select * from table1.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.

IEf#: (EfEZRTLET)

Advanced Threat Protection can detect potential SQL injections: This alert is triggered when an active exploit happens against an identified application vulnerability to SQL injection. This means the
attacker is trying to inject malicious SQL statements using the vulnerable application code or stored procedures.
References:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview

B 151
ROABREEL Filel.yaml EVWSBFD T 7AILBHYET,
ocation: eastus
ame: containergroupl
roperties:
containers:
- name: containerl
properties:
environmentVariables:
- name: ‘'Variablel®
value: 'Valuel'
- name: 'Variable2'
secureValue: 'Walue2'
image: nginx
ports: [4
resources.
requests:
cpu: 1.8
memoryInGB: 1.5
osType: Linux
restartPolicy: Always
ags: null

Filed.yaml % LT . container! & 005 &#10 Azure 05+ — 4 VA8 VR EERLES,
Variable1 & Variable2 DIEIC 7V A TESG5FERET 2RENHY ET,
AIZHETIVENHY EFITM? EZETIHICIE BEDLY 7TEUGAE T a vEBERLTESL,
FEELMEIRSEICTIRA Y BT ESHET,
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Variable1:

Cannot be accessed
Can be accessed from the Azure @nly
Can be accessed from inside ¢ er1 only

Can be accessed from ir%@nntainem and the Azure portal

Variable2:

o :

Variable1:

Variable2;

Explanation:

Variable1:

Variable2:

Cannot be ateessed
Can bé?ssed from the Azure portal only
3

Canb essed from inside ¢ont@inef!-onl
Can be accessed from inside ﬁm.M‘&@’@é Qﬂé portal

Cannot be accessed
Can be accessed from the Azure pm:tal ﬂnly
Can be accessed from mslde contamer‘! only

Cannot be a:.:cﬂsed

.-.-.-u-\.'.-u...

Can be accessed from inside container1 and the Azure portal

Cannot be accessed
Can be accessed from the Azure portal only
Can be accessed from inside container1 only

Can be accessed from inside containeri and the Azure portal

v

| ITWE E %Sﬁaccessed
] Mic gjl% essed from the Azure portal only

|Can be accessed from inside container1 only

Can be accessed from inside container1 and the Azure portal




Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-variables

AR AZ-500JF B (FJPNTest.comigfit S  AZ-500J:RERICEKRT B EICRICII B ET ! JPNTest.comlF S RITAZ-500J:RERIREE #1244t L £ 9, JPNTest.com AZ-500J5KERfEREE T S5 F
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EFHE]: 152

Subscription1 & WS &ZRID Azure Y TR YT a3 ohHY DY TRI )T aVIZIERGT EWSYY—R FIL—T & Userl EWVNSA—HF—MNEENTULVET , User! IZIZ RG1 DFFEEDO—IL
NEY B TENTWET,

ROBRIZRTESIT RG22 EVWSARID Y Y —R JIIL—TZEEL Blueprint! &ULVS &ZFEID Azure Blueprints EEZER LE T,

Edit blueprint

Basics  Artifacts

Add artifacts to the blueprint. Add resource groups to organize where the artifacts should be deployed andl assigned.

NAME ARTIFACT TYPE PARAMETERS

v ? suwlﬂnﬁ r.!._,-_--. Pt

IVIIUIL U

+ Add artifact..
v (V) RG2 Resource group 2 out of 2 parameters populated
_,Q_ Userl (Userl@sk200628outlook.onmicrosoft.com) : Tag Contributor Role assignment 1 out of 1 parameters populated

+ Add artifact...

RDERTFE ZEHA L T, Blueprint1 % Subscription1 [ZE|Y HTFE T,

*OvyDEIY ST iARYER

*EEMRID: SATLEY LT

UTDEXIZTDWT ELWMERIE KWLM ZFEBRLTLESWD, 25 THRWMGESIE DDWWA JZEIRLTLES,
FEELOMBIRSEICTI RS Y RMTEShET,


https://www.jpntest.com/shiken/AZ-500J-mondaishu

Statements CT Yes No

A locking mode of Read Only will be assigned to RG1.

Userl can add tags to RG2.

You can remove Userl from the Tag Contributor role for RG2.
IE f2:

Statements Yes No

A locking mode of Read Only will be assigned to RG1. 10 1

Userl can add tags to RG2.

r‘:ﬁ;_
] / . —
You can remove Userl fromi the Jag Contributerrole for RG2. 101
Explanation:
Graphical user interface, text, application Description automatically generated
Statements Yes No
A locking mode of Read Only will be assigned to RG1, .. O
Userl can add tags to RG2. . |
You can remove Userl from the Tag Contributor role for RG2. ®

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

Eﬁ:ﬁ: 153
RORICRTAIL— 7HOUREED Subl EVWSKRID Azure Y TRH ) T3 unHyYET,

MName Resource group
storagel [ R
siorageZ | R

storages

storage3 R hL—Y 7HAD Y I BEEEX—ZFEALTESIEEINET,
ROBHZEmI-FTIZIL, X b L— U H Microsoft Defender #8122 ENH Y £9,
*AML—DEHBDO-8 storage1 & U storage2 7 h™ 2 k% Defender [(CEHIBELRHY £,
* storage3 7 77 > k& Defender for Storage MREN SBEN T EZLENHY FT,

[

11 [

L

ED3IDODT7U L avEIRBIZETIALENHYFTIMN BET DI BVNGETIaveEaT7oar JAMOLRIFERICEEL, ELWEFT

ES

A

i.

LET,



Fu t'-n agel, #u:.n the cust Gﬂ't' ~TATRQed Keys

| Disatée Defencer for Stor. ape for storagel.

E'L- ] u'e :‘I"t"di' fnt Storage :uf' fer S.m*l

For steragel, as5ign tre AzDefengerPiasAutobranie :ag 2RO AT TR ValUS 10 Off.

Eradd l'lht M-dr for St nrm l:llI" h:* -'-I.G

Deferder for Storsge pan for Subl.

|
s e e = = = 3 W W R W
or storagel, assgn the A_Dt‘eﬂurbra.n*c Enabie ug and set the slh.-t 10 off.

| For storaged, assigr tre AxDefengerPi rn...-tn:tﬁnu 2 tag And St the value 1o off
N e e e e e e e e e e e e e e e e e ————————

|| E=abie tre Deferger for Storage par for BGY I

Explanation:
Actions Answer Afea
For storagel, Csabie Ihe customer-marsped kit : 1 ' Erablie the th'r.l-ef Fﬁr!iungt pan fer Subl.

| Disanie Defencer for Starape for storsged.

E,' LN For st n'agel. 235 gr t*e —‘-..Mno:ef* vnrclﬂw e tap w: st F‘t‘-rtlut " oﬂ _ ( N
3 ] at:tm be'r-.'rer for Sw-n;e paan for BGY j (V:

1O,
o

= Mitfosoft

B ff: 154

WebApp1 & L5 & RIMD Azure App Services Web 7 7)) 2&88 Azure Y TR 9 T avhidhpl) £9 . WebAppl 21X EHD Azure ) =2 3o D1—HF—HR7I0EALFET,
WebApp1~DT7 U LA RETIDENHYET Y a—2aVEUTOERZH-TLENHY ET,
* —RAREY7E Web DRESEHENSRELET,

FREISEGHENSD IS T4V IDIL—T a4 T ERBEIELLET,

fAIZESREETL&LIH?

A.Azure O VT U YEIER Y FT—% (CDN)

B.Azure 7 7 r—av H—koxA

C. Azure Front Door 7L 2 7 A

D.Azure 774 724+ —IL

IEfi#: (EffZ R LET)

Eﬁ:ﬁ: 155
ROFKIZRT ) Y —RXEEFL Subscription1 & WLV ZRETIDAzurer TR 5 ) T3 vbhHbYET,


https://www.jpnshiken.com/q/68938-6454114/

Name Type a\ Description
EventHub1 Azure Event Hubs )  Not applicable
Adf1 Azure Data Factory - | Not applicable
NVA1 | Network virtual app_liancajﬂ\?ﬁ} The NVA sends security event messages in the
= Microsoft % Common Event Format (CEF).

RD )Y —REELSubscription2& LN BRIDAzure 7 X0 ) T3 ohiHYET,

AzureSentinel 7 —9 A X—X

AzureA R Gy R4 VAR VR

NVAM 5 AzureSentinel IZCEF A vt —C Z WM YSATHELASH Y FT,

IR )T a3 T EIMZBRTIVEAHY TITH?2EEZTAICIE RAEEETEYLGEA T avEERLET,
L WLEREIZERFNIRS D FOBEELADY T,

Subscription1: . | M I C FOSOft

An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline

An Event Hubs namespace .. [

An Azure Service Bus queue |

a NS By

Subscription2: -
A new-Azure Log Analytics workspace
A new Azure Sentinel data connector
A new Azure Sentinel playbook
A new Event Grid resource provider

=Microsoft

An Azure Log Analytics agent on a Linux virtual machine

A Data Factory pipeline (% Y
"An Event Hubs namespace)
TAn Azure Service Bus quéue

Subscription1:

_l.

i .-

.-

Subscription2:
| A néw Azure Log Analytics workspace |

“A new Azure Sentinel data connector ~
A new Azure Sentinel playbook
A new Event Grid resource provider

Explanation:
Graphical user interface, text, application, email Description automatically generated



Subscriptioni: v

An Azure Log Analytics agent on a Linux virtual machine
A Data Factory pipeline A

' An Event Hubs namespace ¢~ 0" "

An Azure Service Bus quele

Subscription2: v

A new Azure Log Analytics workspace
A new Azure Sentinel data connector
A new Azure Sentinel playbook

A new Event Grid resource provider
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Microsoft Defender for Cloud B9 % Azure Y TR 9 1) T a3 ohH Y ET,

AWST1 E WS ARTIDTIVY DT H—EX (AWS) 7Ho > EH$H Y  Defender for Cloud TSN TLVET,

AWS DERMB X1V TADRRNITSV T4 RAEHEICERT IBHENHYET , VY)a1a—2 3 VTR EBFNERNMRICINMZDIDLELAHY FT,
Defender for Cloud TIXfAZF RXRETTH?

A FLLVBERETFEZERLET,

B. HAAADEMEEIYETET,

C.HLWARALIZEZERLET,

D. lA#RAADAVTSA T UORIZEFEYLTET,

EfE: (EREETRLET)

BR: 157

contoso.com & LVS & HID Microsoft Entra 73> kD ®H Y £9,

fabrikam.com & L5 & RID Microsoft Entra 77+ > k& HD/3— FF—#li & £RERXZ1TLVE T, Fabrikam,

com TlE, §RTOI—HF—(Zx L TZERRBEE (MFA) BAERICHE>TLET,

Contoso.com TlIE, 7F Y FEAT IV ERAREN FF U M7V ERBREIORIZTT LIITEREINATWEST (TFHY MNEAT IV ERAEREZV )Y I LET,


https://www.jpnshiken.com/q/68938-6454116/

Inbound access settings

£ Edit inbound defaults

Type Applies to Status
B28 collaboration External users and groups All allowed
- ’E‘?r‘\
B28B collaboration Applications <\ ) Al allowed
- ‘-.‘;.:J‘, "
B2B direct connect External users and g :st Al blocked
B28 direct connect App-‘licftiﬁs%-\;‘% ® All blocked

Trust settings ’7-?\ | Disabled

I.Emg

q ‘f:-:, \
Type L B ¥ Applies to Status
B2B collaboration Users and groups All allowed
B2B collaboration External applications All allowed
B2B direct connect Users and groups All blocked
B2B direct connect External applications All blocked

Contoso.com Tl&, A SAKRL—2 a3 VEEIOBRIZERT LSIZ, A SHKRL—2a UBREINMEREIATHWET (MBS KRL—2a Vg2 720y LET,)

Guest user access

Guest user access restrictions ()

Learn more c 0 m

() Guest users have the same access as membefﬁn‘“uen

O Guest users have limited acc emberships of directory objects

@ Guest user { ips of their own directory objects (most restnictive)

CFOSO

ROBEEFHIOEBAET VR R) O—FERLET,
* &7 CAPolicy1
* R




o FR FELIFNHLI—HF— B2BaASKRL—a U5 X baA—H—
o=y hr)U—2R
#XR: IRTODISIKRT7 T o 79t REH

#T7VERAZEHAT S
#TNAZADNERL TSI LEEZTI V-V E2HFTDIVENDHD
#ZERBAZTEKRT D

#R)O—FFHHZT S
RDEXIZDWT ELWMEEF KUV ZERBIRL F53THWESIK DWA  ZRBIRLTLESLY,
AR ESBLI-E a3 eI T1RA VY DM ESNET,

Answer Area

Statements % Yes

Users with devices that have a compliant device clarrﬁ {rd’m fal::-r ikam.com will be granted )
access to the cloud apps in conteso.com 74

To minimize the number of MFA authenticl;_ti'ﬁii ﬁ'rompts for the users in fabrikam.com, you @
._- must configure the Trust settings. N Y

1 o .-.
L IM.\!(G &S@% ampl'?lnt device claim from fabrikam com can review the O
user proper nes rs InEORgoso.com,

F
L

==\ licrosoft

Users with devices that have a compliant device claim from fabrikam.com will be granted
access to the cloud apps in contoso.com

To minimize the number of MFA authentication prompts for the users in fabrikam.com, you
must configure the Trust settings.

Users with devices that have acompliant device claim from fabrikam.com can review the
user properties of the useis in.contoso.com

Explanation:

Answer Area

e @t Microsoft

Users with devices that have a compliant device claimifrom fabrikam.com will be granted
access to the cloud apps in contoso.com.

To minimize the number of MFA authentication prompts for the users in fabrikam.com, you
must configure the Trust settings,

Users with devices that havé a eomipliant device claim from fabrikam.com can review the
user properties of the Users im contoso.com.

.

’EF:.E]:158
Y NIV RREEEAESLVRELTVET,



FYRIT—=O I T7490F0MTHEINITEBRSINEVMIE VS BRIDAzZUreRBEY L U Z2RBEALFEY,

FTRTORYFIT—D S T4 vIBVMIBRHTIL—T AT ENEELIITTEIRENHY ET,

ZHRET IRENHYETM?

A. a system route

B. a network security group (NSG)

C. a user-defined route

EfE: (EfEZRRLET)

Although the use of system routes facilitates traffic automatically for your deployment, there are cases in which you want to control the routing of packets through a virtual appliance. You can do so by
creating user defined routes that specify the next hop for packets flowing to a specific subnet to go to your virtual appliance instead, and enabling IP forwarding for the VM running as the virtual appliance.
Note: User Defined Routes

For most environments you will only need the system routes already defined by Azure. However, you may need to create a route table and add one or more routes in specific cases, such as:

* Force tunneling to the Internet via your on-premises network.

* Use of virtual appliances in your Azure environment.

* In the scenarios above, you will have to create a route table and add user defined routes to it.

Reference:

https://github.com/uglide/azure-content/blob/master/articles/virtual-network/virtual-networks-udr-overview.

md
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SQLdb1 IZx L CEHBEI SN ERERETILENHY FT,
ETITARE2DO772aVIEENTID, TNTNDOERBIIBRRO—EBBERLTVET,
FEECELWMLMEBIRSCEICTRA Y A EShET,

A FHEFETIER R)—FERLET,

B.OVISAT7URR)—EERLET,

C. SQLServer1 M Microsoft Entra 2iEZ##Em L £ 9,

D.SQLdb1 D7z TFL—>a>v U547 IDZERLET,

E.SQLdb1 DaA—H—F|YHTIR—P K IDF#ERLET,

EfE:AC (DA FEHRET )
B ff: 160
KeyVault1 &£ WLNS BEID Azure F— 2V TF—& RORIZRIHRBEI D VEEL Azure TRV )T avhhbyETd,
Name Private IP address Public IP address Connected to
VM1 10.7.0.4 51.144.245.152 VNET1/Default
VM2 10.8.0.4 104.45.9.227 VNET2/Default

R 2 —LEESEDI=6HIZ Key Vault 72 £ X K1) &—% Azure Disk Encryption ADT7 I 2R EBHIZTHLSICKRELET,
KeyVault! [ERDBEIZRT LS ITEEESNTVET,


https://www.jpnshiken.com/q/68938-6454118/
https://www.jpnshiken.com/q/68938-6454119/

E! Save X Discard

Allow access from: ) All networks (@) Selected networks

@ Configure network access control for your key vault. Learn More

Virtual networks: @ + Add existing virtual networks + Add new virtual network

VIRTUAL NETWORK RESOURCE GROUP SUBSCRIPTION m

VNET1

Firewall: @

IPv4 ADDRESS OR CIDR

] IPv4 address or CIDR

Exception:

Allow trusted Microsoft services to bypass
this firewall? @)

|K | ]
© This setting is related to firewal M ':@fﬂﬁﬁfﬁt trusted
service must also be given explicit pernissiofs’in
UTOEXIZDOWT, ELWMESIE R EERLTLEEWD, Z5THEWMESE DOVA JZERLTCEEL,

FE FELODBIRSEIZTI RSV pATESRET,
Statements Yes No

From VM1, users can manage the keys and sgt;rgts
stored in KeyVault1. ~ O\ O O
stored in Key‘u‘aultl,

Migyosoft

VM2 can use I(eWault for Azure Disk Encryption O )

.--w.\-? i
1E fiz:

From VM2, users can manﬂia ﬂ‘ie keys and s.ﬁ




Statements Yes No
From VM1, users can manage the keys and secrets - - -
stored in KeyVault1. Qr O

From VM2, users can manage the keys and secrets O O
stored in KeyVault1. Bl

VM%M Mmyﬂﬁlgglﬂaure Disk Encryption :_C_): @

Explanation:

. W

i_,: L 1:: .I::-'.:_

e

. T
From VM1, users E.H__r'ﬁfrrfbﬁ‘lrw keys and secrets stored in KeyWVaulll

o |
*+ BB

B !
w

Fmﬁj‘uﬂ_.j‘iy;:hhf‘i:'nn manage the keys and secrets stored in Key'Vaul?

L] =5

i '-'_:, 4
M I C’r G&OHLM& use KeyVault) for Azure Disk Encryption

B H: 161
Azure Y TR YT arvek RORIZRTAVEL—2—HEHYFET,

Name Operating system ~ Description
Windows Server 2012 R2 Azure virtual machine

VM2 Red Hat Enterprise Linux Azure virtual machine
(RHEL) 8.2
Server1 | Windows Server 2019 On-premises physical computer connected
to Microsoft Defender for Cloud

VMSS1_0 | Windows Server 2022 M@hﬁn achine tnauimf!tmachine
scales EIQIH |!!S!}

Microsoft Defender for Cloud #f#A L TCaAVE 12— —DfEBEHR X vy U EETTILELAHYET  ENDAVEL—F—FAFXF VYU TEXFITHM?
A. VM1 EVM2D &

B. VM1 &

C. VM1_VM2_ & & U Server! M

D. Server1 & VMSS1.0 O &

E. VM1_VM2_ Server!_ & & Uf VMSS1.0

EfE: C (A2 FERET D)

B 162
Azure Y TR9 1) T 3 UIZIE Usert & User2 EVWVSERTID 2 ADA—H—¢& RORIZKRTIAT aVvTFHF—DNEENTVET,


https://www.jpnshiken.com/q/68938-6454121/

Name Storage account Access policy

container1 | storagel Policy1
_container2 | storage] None
R O—1F UTORICTT S ICEBRESATONET,
:dit policy
dentifier * Permissions
Policy1 Read v/
tart time B¥piry time
12/15/2025 [ | 12:00:000AM 12/31/2025 [ || 12:00:00 AM
(UTC+01:00) Belgrade, Bratisl... v (UTC+01:00) Belgrade. Bratisl... v

B | (Geooboft

storage1 7 ho 2 MMZIE SAST1E VWS BARIDHERET I EREBASAS)NMFEINTLNET,
*EFRIENTULVSH—E X: Blob

*EFRIENB Y Y—REA T AT

A SN AHHER: BiARY EERAAH —ERT EM, R

*Blob N—2 3 UEEER: N\—2 3 VOEIBREAMICLET

*HAIESNBZTATA VT YV RDT Y ERHA: iAWY /EEAH
*FIRERFERT BEF

AR H 2025412818

#7T7H 2025%12A31H

B EMM/DD/YYYYRA TRELEFT,

UTOEFEBRIZOVT, ELWMEGEF RV ZBIRLTLESWD, 25 THMEESIE DOWZ JZBIRL TS0,
R EICIRA Y FAMEEINET,

RN3IWET AIEa

Statements Yes No

When using SAS1, User1 can write to container2 on December 5,2025,

When using 5AS1, User2 can write to cont#ingr1'en'December 20, 2025.
iﬁ

I'?‘:'-I -:.l_ll 'E‘ .I?:"l r-‘_. {:-_-'.\. - -V"h ._;T... __.;'!,.
When using SAS1, User1 can fead fromE@Rtainer bhbdrary fob®D4) |

L=

1F fiZ:



mm:mmnu L' M i C ro S O ft b

When using SAS1, User1 can write to container2 on DECE_JT._[_!,L)&_;S.‘ED.EEI-.

When using SAS1, User2 can write to container L oRD&cember 20, 2025.

When using SAS1, User1 can read from.ﬁg_ﬁﬁiﬁ-rz on January 10, 2025.

Explanation:
Answer Area

Statements Yes No
When using SAS1, Userl can write to container2 on Decembey, 5°2025. -

When using SAS1, User2 can write to container1 ofiDegember 20, 2025. -

I .
When using SAS1, User1 can reaﬁ"—,ﬁ_{iam coMrI GF@SC@it
-

B fE: 163
RDOFEIZRT Azure Log Analytics 7—9 AR—REFEE Azure Y TR ) T a3 UoHY ET,
Name Location Description
Workspace1 East U5 Used by Azure Sentinel
Workspace?2 West US | Not applicable

RORICRITFRETS VZERLET,

Location Operating system
East US Windows Server 2019

East US ‘Windows Server 2019 Workspace2
West US Windows Server 2019 None
st 13 : indows Server 2019 Workspace2

Azure Sentinel A L TIRE~Y L > ED Windows Defender 7 74 7+ —ILEERT HFETT,
Azure Sentinel [T TEARBT O UIEENTTH?

A. VM1 EVM3D &

B. VM1 #

C. VM1 &EVM2D #

D. VM1_VM2_VM3_ VM4

IEf#: (EffzRLET)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

Eﬁ:ﬂ: 164


https://www.jpnshiken.com/q/68938-6454123/

Azure AD Premium P1 5 41 2> X %D contoso.com & LV5 &ARID Azure AD T+ kDB Y FT,
FO—mL Y—F— O— LAY R TSI Groupl EVNS KD T IL—TE2ERT IHERHY ET,
Group1 ZERT BICIZEDR—F I EFRTEINELRHYETH T EDESBEAATOIN—TH#ERT LI2HENHY EIH, BETSHICIE AZFEHETEULGEA T a oEERLTLLESL,
FEEMBIEITIRAS VN ER

Portal -

The Azure Active Directory admin center only
The Microsoft 365 admin center only

The Arure Active Directory admun center or the Migrasoft 365 admin center

Group type: Wl ® v
Security only
Microsoft 365 only
Security or mail-enablétsecunty only
Secunty or M 1365 only

seurn, wAHEHS PRSIt

RS Microsof

worosn(t 365 admin center

Microsoft 365 only = & & *

Security or mail<#habiled security only
Security'griigrasoft 365 only

Security, Mictosoft 365, or mail-enabled security

Explanation:



Poral -
The Azure Active Directory admin center only
The Microsoft 365 admin center only

The Arure Active Directory admin center or the Microsoft 365 admin center

Group type: v
Security only
Microsoft 365 only

Securnty or mail-enabled secunty only

Securty or Micresoft 365 only

Security, Magiasait 365, or mail-enabled security

https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-create-eligible

B ff: 165

VNet1 E WS ARIDRBEARY FT—9 &L Azure Y TRV ) T avhHYET TRV 1T 3 UI21E Appl £ LS LRETD Azure App Service Web 7 TUMEFENTLET,
Azure Web 7 7)) r— 3> D747 24—IL (WAF) R —%$#HD AFD1 &£ LVS AFID Azure Front Door 7O 77 A4 ILAHY FT,

App1 NDETRTDZIELS T4V IDNAFDI ZNLTIANR N VT EINDKSIZTIRELAHYET,

Az _RETL &£ 5H7

A. Microsoft Entra 7 7)) r—> 3> JOX S #ERLET,

B.VNet1 [CRLT v bT—% X2 F4 FIL—TF (NSG) L—IL &R LET,

C.App1 DEHE KRBy FD—U#MEEEMZLET,

D. App1 [ LT HTTP AV A — T LA —REEZHERLET,

Ffa:D(QAAV FEEKRT D)

B [H: 166

RIMERZE=TICIE AKSTI LV IDIIR—D R ID 2RI DLENHYFET , V) a—Ya VI &R/MERDREAICK S BENHYFT,
ZFEIDICEDO—LZRYETHBLEAHY EFIH? BAET HICE, BIZFERTEIGA T a vEBRLTILESY,

AR ELVLVEBRIEICTRAY AT ESNET,


https://www.jpnshiken.com/q/68938-6454125/

Answer Area

. ‘iﬁﬁ o |Owner
o :,t :j, . Reader
?',,* B
;ﬂ:\? > ID1: | AcrPush |
2 AcrPull
4%
\§ B, fw’ffcro soft
Reader

Rl -

I

TAdPush TOT T
Contnbutor
Owmnigr
Reader

101; | AcrPush
AcrPull

Contnbutor
Owner
Reader

Explanation:
Answer Area ~
|-v H-FI
AKS1 Aérpull -
W wr
'.,.ma’.f‘TDl' AcrPush L4

X

[e—

= Mic j;g}?éft

ADH7EAZ-500 R B (FJPNTest.comiZit &  AZ-500JRERICAH T 5 2 LICRIZIIB ET ! JPNTest.com(F S HEFTAZ-500J K ERRIEE #1214t L £ 9, JPNTest.com AZ-500JRERRIREEILE 5 &
FEhFELz, T TAZS00IEEDTA IV VEFIZANE T, BRFRD 7 2 £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu 520, 3 0%7 « A ho > + $HAEI5| a— K:
JPNshiken|

BE: 167
ROREIZTRITT7S— DB EEND Azure Y TR ) T3 ohHBYET,


https://www.jpntest.com/shiken/AZ-500J-mondaishu

All Alerts

+ Mew alert rule  S2 Edd columns ' Marage alert rules 0 View classae alerts U Refresh W

Don't see a subseription? Open Directory = Subscription settings

* Subscription @ Resource group @ fesource type @ Time range @
Aure Pass - Sporaonhp v Type o start filter = L D setected b Fﬁx I Fast howr v]
Monitot senace @ Merdor condion @ Saventy @ ﬁ wnqrwp-dl
15 selected w 7 selected W Sevd { -l_'lmoa
= A s
All Alerts  Alerts By Smart Group (Preview) $.:. o
e ¢ f:-"n"‘q‘ *L *ﬂ-
e anth by el (i i A lne? o ':
i ."’: '\‘ .
MaME SEVERITY uu-mug.‘w‘* ALY STATE AFFICT.  MOMITORSERV..  SIGMAL TYPE FISED TIME P W
= ,M. -ﬁ, ‘ﬂ‘ ]
Alertt | sevs .,; m New Activitylog Ad-  Log 6/6/2019, 1:23:53 .. Azure .
Alertt I seva £ md Acknowledged Activitylog Ad—  Log 6/6/2019, 1:23:52 .. Azure ...
i | seve A """. :mcro . log 6/6/2019, 112325 .. Azure .
Aleri2 | sevs & "‘"‘m : Log 6/6/2019, 11:23:24 .. Arure ...

FAYTHIY AZa—%2FRALT V7374 v IICRRENEBERICE SV TERT— M A VARSI ELREDERKREZERLET,

AR ELVWERIEICTRAY AT ESIET,

The state of Alert1 that was fired at 11:23:52 [ v

carrctte SRl ) 5 oSt

canbe changed to New only
canbe changed to New or Closed

The state of Aler? that was fred at 112324 v

cannot be changed

can be changed to Acknowledged only
can be changed to New only

can be changed to New or Acknowledged




Bl

The state of Alert1 that Was edlicrosoft v

|can be changed to Closed only,
can be changed (o New only
ean be changed to New or Closed

The state of Alert2 that was fired at11:23:24 ‘ v

cannot be changed
can be changed to Acknowledged only
can be changed to New only

can be changed to New or Acknowledged '

Explanation:

The stat@diAteMi@f@Q@ft?B:SZ |

ca[l__b_e t_:haihdeﬂ _t'a New only
canbe changed to New or Closed

The state of Alert2 that was fired at.1128:24 | | v |

cannot be changed
can be changed to Acknowledged only
can be changed to New only

can be changed to New or Acknowledged

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

H: 168
RDRIZTT A—H—% EL contoso.com& LY & RTDAzure Active Directory Azure AD) T+ > bhHY FT,

B IVHCEFOSOTT
Member of | Mobile phone
Group1 123 555 7890
Group1. Group2 None
Group1 123 555 7891

RDEZTE % DAzure AD ldentity Protection1—H—1) XK O—F#EFR L TEALET,
BIYBT TI—T1E2EH  TIL—T285LET



T UYL A RY
*TOECR 7O EREHFAL NRRT—FOEENBHE
UTDERAT—FAVMIDWT RAT—FAVMBRETHDIEEIE RV ZERLET, TNLHNDIESIE,
FFENTFADOELWERIZIFNIARS Y FOMIESHY 5,
Statements Yes No

If User1 signs in from an unfamiliar location, he must change his password. 0

If User2 signs in from an anonymous IP address, she must change her E )
password.

Iif User3 signs in from a computer containing malware thai_'-ié‘?’:emniklﬁg' I{Egr Tt
with known bot servers, he must change his password. IKroso f L

1F fiZ:

Statements M icresoft wNe
-

If User1 signs in from an unfamiliar location, he must.change his password.

If User2 signs in from an anonymous IP address, she must change her
password.

If User3 signs in from a computer cantaining malware that is communicating
with known bot servers, he must change his password.

Explanation:
Answer Area
Statements Yes No
If User1 signs in from an unfamiliar location, he must change his password. |O O
If User2 signs in from an anonymous IP address, she must change her | O O
password.

= )
If User3 signs in from a computer containi ngm Iﬁ@ﬁ@%{ﬁicating ® O]

with known bot servers. he must chanae s password.
Box 1: Yes

User1 is member of Group1. Sign in from unfamiliar location is risk level Medium.

Box 2: Yes

User2 is member of Group1. Sign in from anonymous IP address is risk level Medium.
Box 3: No

Sign-ins from IP addresses with suspicious activity is low.

Note:

VWA IZEZBRLET,



Sign-in Activity _ Risk Level

Users with leaked credentials High

Sign-ins from anenymous IP Medium
addresses

Impossible travel to atypical Medium
locatiopns

Sign-ins frond infected devices

Sign-ins from IP addresses with
suspicious activity

Sign-ins from unfamiliar locations

Azure AD ldentity protection can detect six types of suspicious sign-in activities:

* Users with leaked credentials

* Sign-ins from anonymous IP addresses

* Impossible travel to atypical locations

* Sign-ins from infected devices

* Sign-ins from IP addresses with suspicious activity

* Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:

References:
http://lwww.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
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FCOBEREF RLOFVAZERRTI—EDERO—ETY, V) —XDZERICIE, BB SN-BELXTERTIAEREOHIHBEDOYV) 12— arBNEEFNRTLET, —BOERtE Y MIIFEHD
ELWERENHZBEELHNIE, ELWMBREALZWMEEELHY FT,

CDEVVIVOERMICEZET 5L ZTNERICRDIZEIETEERA, TOHR, CALSDERIILEa—BEREIZCRRTINELA,
Azure Active Directory Azure AD)D/\A T v RERAHY £7,

R kT —%4 LIZAzure HDInsight? S A2 —MHY FT,

74> 7L = RMDActive Directory B IFHRZFAL T 1—HF—DNI SR —IZH L TRIETESLLIICTHFETT,

B ESNRIAZEZYR— T DL ICIREZERT ILELAHYET,

fRRER Azure AD7 JUr— 3o Jox T #EBEALET,

NIFERZERLTOVEIN?

A. [Ty

B. LMVZ

EfE: (EEERLET)

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.
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Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:
Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server.

Reference:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
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Azure Y TR9 )T a3 VIZIE RG1 EWVWSERINDY) Y—R TIL—THNEENTLET RGT [ZIE, storage1 EVWVSARIDRA FL—U THO U RAEENRTULET,
Role1&Role2& WS ZRID2DND AR E LAzureA—ILAHY  FNSIFRGIIZRaA—TEhTWVET,

Role1D#ERIE LI TFTDISONT— FIZRENTWVET,
"permissionsT: §

wactions": [
"Microsoft.Storage/storageAccounts AlistKeys/action",
"Microsoft.Storage/storageAccbunts/ListAccountSas/action”,
"Microsoft.Storage/stovageAccounts/read”

1,

"notActions i U,

"dataActions": [],

"notDataActions”: []

]
Role2DHEMRIE. I FDJISONT— RIZREATLET,

Name Role
Userl | Role1l

User2 Role2
User3 Role1, Role2

UTOERBRICDOVWT ELWMGEIE FRIMZRRLTSES D, 5 THRWMEEEF DWWZ JZEBRLTLESY,

EEfE LIRS FOAMESNFET,
Answer Area

Statements Yes Mo

Userl can read data in storage
User2 can read data in alcnragr-‘l

Vséts fﬂﬂfﬂtpl‘i ._iu:-_rgqn_?_f fipm a backup in Azure Backup




Statements

. Yes
User1 can read data in storagel. ‘ M I c ro S of |

User2 can read data in storagel

User3 can restoréstorage1 from a backup in Azure Backup.

Explanation:

User1 can read data in storagel.

User2 can read/data instordgel

User3 can resmrl%m;u IM i G:f&@ £t'-'l"
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Windows Server2019%£173 3VM1E L UVM2E WS ZHID2DDRET L V2 ETAzure b TRV ) T a3 vohbyYET,
AzureAutomation|ZEBFEEEEE L TLVET,

Update1E WS BRTDFHLWEFH T IO AV FEERT A EFETELTWVET,
BEEIEZTDT Y T T— FEeHERIZTIDELNHYET | ROBHZFFE L TLET,
*VM1EVM2ICE#HZEEMICEALET,

*# L L\WindowsServer2019{k#8< < > #Update1 [CBERIIZEML F T,
Update1ZIXRIZEDHEBLENHYEFITHM?

A BT IL—TH 1)

B.KustoV TUEEEI T

C.AVN=ITRAALTHEYLBTOoNATWSAEXFa T TIL—T

D. AVN—=L 9 TRALTHREIAFEIVITNNA RO X2 T4 TL—T

EfR: (EffZzRTLET)
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RDFIZRT Azure Active Directory (Azure AD) 1) YV —RE & Azure B ITR9 ) T avhihyxErd,

Name |V Deseription
Userl User -

Groupl Security group that has a Membership type of Dynamic Device
Managedl Managed identity

Appl Enterprise application
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RORIZRTIIL—TH#ERLET,

Name Description
Group5 Security group that has a Membership type of Assigned
Group6 Microsoft 365 group that has a Membership type of Assigned

GI—T5ETI—T6IZEBMTER )Y —XEFENTITHA? AIETHICIE, BEBFEEHETEY G T a v EBRLTLEEL,
FE ELWLBIRSEIZIRA Y AT EShET,

Userl only

Userl and Groupl only.'-_n-
Userl, Groupl, and'Managedl only

F —l

Userl, GrouplsManagedl, and Appl

L ™ “*:_f

Groupé: A\ A 4

!

Userd, only

"UsTeri and Groupl only

U-Serl, Groupl, and Managedl only
Userl, Groupl, Managedl, and Appl




Group5:

Groupb:

Explanation:

Userl only
Userl and Groupl only
Userl Groupl, and Managed1 only

I S I |

Mmoo o w—

Userl and Groupl only
Userl, Groupl, and Managed1 only

Userl, Grovipt,Managed1, and Appl

Graphical user interface, text, application Description automatically generated

Group5:

Groupb:
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v
Userl only
Userl and Groupl only
Userl, Groupl, and Managedl only
Userl, Groupl, Managed?, and Appl
v

Userl only
Userl and Groupl only
Userl, Groupl, and Managedl only

Userl, Groupl) dvianaget1, and Appl




AUTULIR 2y bT—2I121% Active Directory KA A > H—EX (ADDS) KA V& RORIZTKT TINA ADBNEENRTULET,
Usert EWS ZRTIDORIEASNIz2—F—ZFEL/\1 T 1) v K Microsoft Entra 77> A HY 9,

RDFXIZTRT Azure Files EEFEL Azure Y TRV ) T a vhihbyUET,

fFERIZ(X storage! &L U storage2 TR L—Y 7740 T—4 SMB £#EHBERBORIINE|IY BT NET,

Share! DtF 1) T4 REFX, RORIZTTLSITEEINTULVET,

Security

Adurg Filéd erpdies sethngs that ket you tOg0ks the SME protdLol 10 be more compatbie Or
MG MU JapIndng 0N yOur Crganalon | Mgurements. Rainchng thise seTings may
prevert somi chints from being able to connecl. Leam m

srofie

EME protocol versong tAE channe! sncrypban
L_j' Shis L1 ]
[ sws 30 B ses-rze-com
B s i B aesscem

I Aes-256-Gom
Authenhcation mechandms EerDercd Tket enorypton
B B scdinaac
B cebes B e

upport for protocol st o SUE chents

ﬁﬂt-"g? that het you 1ogghe the SIE protacsl :ﬁﬂmﬁ
T EPENGNg O yOul SroENZIlon | MAguUINEmEnts =e-.'.ﬁ i st S O
e v L=

v Clsinds from beirsg able 10 connecl. Lsarn mon

predie

Curtom

$MB proforod versions LB channed encryplicn
[ sm 2 e
[] sm230 B acs-i26-C0M
| ELEER B ass-zsGom

B neszse-com
Authenbication mecharams Kartpros ticket encryphion
[ nmm2 B ros-snaac
B et B ass

g

AE & L
Fidi i =g Sk

UTOEXIZDOWT ELWMESIE R ZERLTLESWD, Z5THEWMESE DOVA JZERLTESL,
FEELWVERIEICTRAY AT ESNET,



ANSWer Area
Statements v 1 ‘ 21 UVUoOUI L Yes

User? can mount sharel 1o Server2 by providiag agolage access key
User1 can mount sharel to DevicE g WiiWng their Microsoft Entra identity

User1 can mount share2 .mv®1 by using their AD DS identity,

7.
1F f#:
Argwer Area
Statermenty i o] Mo
s
Lser) can mount share? 10 Senved? by providinGa Slorage acoris key =
LiterT can mount shaned fo Deac®] tsinn their Microsoft Entra identity I _l
) = =1
Liser1 can moufbiisaes 1ok 1 by umeng thaeir AD D gendtity |
ﬁ'fﬂ‘ . .:.j. i Ly cCMAaTT iy
] I 1% Wl Wil
f
Explanation:
Answer Area
Statements Yeag
User? can mount sharel 10 Server? by provich 0.a SIOrge acless Key L
Usart can mount shara1 to Devicel b Using their Micrasoft Entra identity &
User? can mouni S tee % A‘l 'lr-l.lr tr:.l.n-;li-,tw-;-i.fk.i:—tiﬂu:':'... L
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Azure Active Directory Azure AD) T+ > FABHY ET,

HHED T L AZUreADA—H —DAzureADTH—ERXR T UV MNILEERTER WK SICT ERELAHY T,
T 7 > kMAzureActive Directory BBt U 2 —TCRIZT H2RENHY EFITM?

A [T 4]1TL—FT [Azure) V—RADT7 I L AEB|Z[LVWR]IZHRELET
B.[1—H¥—&E|TL—FT [A—F—EFT7 TV =23 v EEBRTEETIZ[VWVRNIIHELET
C.[A—H—E&TE]TL— KT [AzureADBEEBR—FILADT I L AFHIBT B E[ILWVIZEHEELET,
D.[TONRTAYTA RIT [£F1UTADTIAIL FEEMT B EEVCRELET,

FfE:B(OA*Y bEHEKT D)

BR: 175
RDFKRIZIRT Azure App Service 7 T &L Azure Y TRV ) T3 UhH Y ET,

No

No
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Name | App Service plan |

MDD

BRETELIY—FN\—T o HENSCHRF L SSLAIAEZBALET,
HARAZ L SSLEBAZEAEIY LU TEHEEMNTESZT7TVIEENTTH?
A. Appd D H

B. App3 & Appd D FH+

C. App2, App3. & & UKApp4 D #

D. App1. App2. App3. & & U'App4

Eff:B(aAAV b ERKT D)

BR: 176

Azure TR ) T avhihly £9,

Azure Active Directory Azure AD) ###D PIM)ZEB%IIZLET,
EBETHAIVMIHT 2D X2 T4 R O—I2E ROEHELHY FT,
*THAIY MEIZERZEE MFA) ZERT SLELAHY FET,

*THOY MI2OXFOBEHELGNNRT— L2 FRAT IMBENHY FT,
IRRAT—FRIFM180B S EICEERET HARENHYFET,

XTHDO2 MIPIMTERYT 2ELAHY T,
BEIOBMBICNRAT—FEZZERELTWENEEREICEATS7I— 22 TRMY FT,
ERENET7I— FOBERNRICINZ ZBENHY T,

EDPIMT7 53— ZZEET HIBENHYEIH?

ABEE. 7U0T147LDOICZERDBPIAZTVLEL LEEA,
B.EEEIIFEN—IILEZFERALTLWEEA

C. HEIDEED/NTREAMNEY B TOATLET

D. ¥HEO—ILDBHEMTRET HO U b,

IEfE: (Efgx R LFET)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-configure-security-alerts ?tabs=new
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contoso.com & L5 Microsoft Entra 77+ > kDHY ET, COTF 2 MIF RORICTTI—F—BNEENRTVET,
: Name Role Sign in frequency
User Password Administrator .| Signs in every work day
| User2 | Password Admmustrator | Signs in bi-weekly

. Global Admimstrator

Liser3

i
Bilfins iy every moat
Password Administrator | ’ y

ROBRIZRT & 512, Reviewl! EWVWSBARIDT YV 2R LE2—ZERELET, IO BMFIE MM/DD/YYYY BERXTY,
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leview name * Review !

Jescription ()

Start date * 11/12/2020 0
requency One time v
duration (in days) @ ) 1
End G) ( MNover End by ';'-'_;_.tri»r'-..-.",)

Number of times 0

End date * 12/12/2020 _ A YE & B
Users

Review role membership (permanent and eligible) *

Password Admunistrator

Rewviewers
Reviewers Members (self) v

~ Upon completion settings

Auto apply results to resource (E)( Enable m

FRY THOY AZa—%FALT I3 74 VIR ERINEFRICEODVDTERT— M AV 2RI EIERZOERKZEIRLET,
FEIELMEIRZEICIRA Y BT ESRET,




User3 can perform Review1 for [answer choice]. User3 onl

Userl and lser2 only
Userl, Userd, and Userd

If UserZ fails to complete Reviewl byiDecembidn 12, 2020 [answer choice].  User3 will receive a confirmation request
th«E Pasmmd admmustratcr role will be revoked from User2

Answer Area
U5eraquet@ra95af
] %e [VSerl, Vsele, and Users =
If User2 fails to complete Review1 by m&amwer choice]. User3 will receive a confirmation request el
e ﬁ the Password administrator role will be revoked from User2
E@ User2 will retain the Password administrator role
Explanation:

User3 can perform Review1 for [answer choice)

.
ol %

"B YA )

If User2 fails to complete Review1 by December %mz%iwmnke] User3 will receive a confirmation request
F -"2"!-

._..-‘yl\k/l icrosoft
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Microsoft Entra 73> M2 > &tz Azure Y TRV 1) T a iU E9, 775 2 bE Microsoft Entra ID Protection R L TWVET,

2,000 ADA—H—"HY £1—H—[Z Microsoft EntraIDP2 S/ U AMNEY BT A TLET,

FHRLE-ERERZFEALTVWS 77— 0—F ID AEHEINIBEIZ, Azure Monitor 2B L T7S5— 4RI H5FETT,

AEENE=T7 I —bEYR— T BHICIE BHMBRELERT ABENHYET, V) a—2a VFEBEEZR/IDMRICHZZBENHY £T,
ERRTATI)—ZRETREN ZLT

AT ECICEETNEINWTTMN? BAETHICIE BEZET) 7TEUGA T a oEBRLTLESL,

FECELWLMEIRSCEICTIRA Y A EShET,



Answer Area

Log cate-gnr}.r: ﬁmwrgl-":.'gn{upglﬁ;:;klivpmj;. b
RiskyServicePrincipals
RiskyUsers

ServicePrincipalRiskEvents

UserRiskEvents

Destination: I‘,‘:_. Log Analytics workspace = | "]
An Azure event hub

A storage account

L‘;}l" M i Cros Of t A Log Analytics workspact

Log catdg8n®, SarvicePrincipalRiskEvents
RiskySarvicePrincipals
{Riskylsers g e

ServicePrincipalRiskEvents

I
CsefRiskEvents — — — & & 7

Destinateon LA Log Analytics workepace 'J
An Azure avent hub
A Log Analytics workspace
A storage account

Explanation:

Microsoft

Log categony: Servicalrine ipalRiskEvents

Destmiation: A Log Analytics workspace
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Userl E WS EFTIDA—H—%SL Azure TRV Y T a3 ohHBYFET Userl MY R—O R ID R TED L ZHATHIVENHYET , 2OV 2—2a TR HIMFEDREZ2FERT %
BEhHYFET,

HEIEMETEIREN?

A. FAREBGI (OU) Z4ERL  User! [Ca—H—EHEED Azure AD O—)LZE|Y B TFET,

B. S5 )L—FEER L Userl [2/\ 1 T 1) w K ID &E#E Azure AD B—)LEEIY 4 THET,

C.UY—RITIL—T#%#EHL Usert 3 +— K ID £REREBO—IILIZEIYHTET,

D. BB IL—TZERL Userl ICIR—P FIDARL—2—O—)LZEEYHTET,

EfE: (EfEERTLET)
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RDOFIZTRT Azure Firewall 1R O—REEND Azure Y TR ) T aohHYET,
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Name Tvpe
Policy! | Standard
Policy2 | Premium

HITRI YTV avITE RORITRT I7A T 04— ILBEENRTVET,

MName Tier Policy
FW Premium | Policy2
P2 Premium | Polig1

IR YTV avITE RORITSRTERRY FT—INEFERTVET,

MName Firewall
VMet] P
Vhet2 | Fw2

| WNet3 | Aone

UTOEXIZDOWT ELWMESIF FUMZBERLTSESD, E5THWMESEF DOVZ JZERLTLESY,
AR ELWERISEICTI ARSIV PR EESIET,

Staterments \“hd;‘

-
L
You can use UIRL filtering on the network nules for WiNet1 -%i\

L O,
You can use an intrusion detection and prw-:ia'rlg w ) 10 manitor malioious

#traly an Vivedd %)%3
if you configure peering : et g %\' 3. encrypied o und traffic from ViNerd
will be imspected ' c r O S O

— mMicrasoft.

You can use URL filtering on the network rules for VNet1 J | U
I_ -

You can use an intrusion detection and. grevérition systém (TDPS) 1o monitor malicious '

activity on VNet2 Lo

If you configure peeringib€tween VNet1 and VNetd, encrypted outbound traffic from VNet3 Mo |

will be inspected g —

Explanation:
Answer Area

Statermnents es No
You can use URL filtenng on the nebwork rules for Wiietl )

-

You can use an intrison defsction and prevention system (IDFS] 1o monifos mshoious -
activity on ViNet?

I you configuee peering batwesn Vit T and Vletd, Encrifted cutbound traffic fr

) i
will be inspected =E1] M I CFOSOft
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WebApp1& LVS ZRiIDAzure Web7 FUMNHY FT,



SEBAZE #WebApplIZ7y 7O—FKLZET,

WebApp1 D7 7)) a— KW GEIBREICT IV R TEDLSITTIRLELAHY FT,

BRI ETHREN?

A 1—H—Z|Y B TOEEFRIDEZWebApp1IZEMLET,
B. 7 7V & E #WebApp 1 BM L ET,

C. WebApp1D L X T LEIY B THOEEMRIDEEMICLET,
D. WebApp1MDTLS / SSL/NA VT 4 VO R LET,

TR (EREHETLET)

Reference:

https://docs.microsoft.com/en-us/azure/app-service/configure-ssi-certificate-in-code

ExEN7%AZ-500J I REEE (FJPNTest.comigfit St  AZ-500J:HERICEH8T B Z L IZRICII B E T ! JPNTest.comldr S &xFTAZ-500J A EREIREE 1=t L £ 97, JPNTest.com AZ-500J5ERRREEE (X 5 &
HEhFELIz, ZTZTAZS00JEEDTRA I VOV EFIZACE T, BRERD 7 2 £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu  520f8, 3 0%7 « A h > b Bl EG a— F:

JPNshiken|
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Userl EWSRARTIDI—H—FEL Azure Y TRV T avhHYFET Userl ISIX TRV YT avOBEEEO—ILAEYHETONTNVET,
Role1 E WS ARIDH AR L O—)LE/ERKL Role1 & Userl ICEIYHTAHFETY,
User1 A¥ Azure Portal 2R L TC7 77— 3> €Xa ) T4 JIL—TH#ERBLUVEBTEDLLERRTIVLENHY FT,
Role1 [CEEMT 2MHENH D 2 DOERIFENTIT M, BET LHIZIE, BEESE TEUGHERZERL TS,
FEEELWLMBIRSEICTIRA Y M EShET,

Answer Area

Add permissions

Microsoft Monitoring Insights
Microsoft. SecurityGraph

Microsoft Monitoring Insights
Enable your workforce to be productive
on all their devices, while keeping your
organization’s information protected.

Microsoft Monitoring Insights
Microsoft. DynamicsTelemetry

Microsoft Network

Connect cloud and on-premises
infrastructure and services to provide
your customers and users the best.

Microsoft Operations Management
A simplified management solution for
any enterprise

Microsoft Policy Insights
Summarize policy states for the
subscription level policy definition.

Microsoft Portal
Build, manage, and monitor all Azure
products in a single, unified console.

Microsoft Power Bl Dedicated
Manage Power Bl Premium dedicated
capacities for exclusive use by an
organization.

Microsoft Power Platform
Microsoft PowerPlatform

bylon
lon

Microsoft Projgct
Micrﬂsoﬂ_Projeh

e
=

Microsoft Purview
Microsoft. Purview

= I‘I{-“ .-‘:"_' :-l_\.l_‘ :‘-:: N

i X . il
HEO A
T

Microsoft Resource Graph
Powerful tool to query, explore, and
analyze your cloud resources at scale.
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Answer Area

Add permissions

e, .
o
E T

Microsoft Monitoring Insights
Microsoft. SecurityGraph

Microsoft Monitoring Insights
Enable your workforce to be productive
on all their devices, while keeping your
organization’s information protected.

Microsoft Mgﬁ\g"{nsights
Micmsgﬁ.DﬁﬁgﬁsTeIemetw

.Q'-'-\.':I. e i

Microsoft Network

Connect cloud and on-premises
infrastructure and services to provide
your customers and users the best.

N R R

Microsoft Operations Management
A simplified management solution for
any enterprise

L

Microsoft Policy Insights  © ~

subscription level policy “&51‘7’@%:

R Saor A/
Microsoft Pg

R

N N 'ﬁﬁc

Summarize policy states for the

Build, manage, and monitor all Azure |

products in a single, unified console.

Microsoft Power Bl Dedicated
Manage Power Bl Premium dedicated
capacities for exclusive use by an
organization.

Microsoft Purview
Microsoft. Purview

Microsoft Resource Graph
Powerful tool to query, explore, and
analyze your cloud resources at scale.

Explanation:




= Micrasoft

Microsoft Monitoring Insights
e ronolt Secunitylr aph

Microsoft Manitoring Irsights
Enable your workiorce 1o be productive
on all ther devicers, while kpepeng your
Organation’s mformation profected

hhcrodoft Dynarnets Telemetry

Microsoft Network
Conrect doud and on-premisued

infratrecture and service o provide
your fustomers and users the best

Microsoft Policy insights
Summange pobcy states for the
wibncription level policy definitian

Microsoft Portal

Budd, manage, and momtor all AZure
products in a single, unified comnole

Microsoft Power Bl Dedicated
Manage Power Bl Fremeum dedicated
capacities for exchusive use by an
OIgANLIAIoN

Microselt Resource Graph

Powerhd ool 1o query, explore. and
analyte pour doud resources of scale

Microsoft ResourceConnecton
e 1ot o opl Rt OF

Microsoft ResourceHealth
Diagnose and get support for senace
problerrs. that affect your Asure
esourCes

Microsoft Resourced

Depioyment and management sensce for
Aduse that enables you 1D creste wupdale
and desete resources in your AJurg

Microsoft SAP HAMA on Arure

R the largest SAF HANA workioads of
&y hyperscale doud provides

1. Microsoft Portal 2. Microsoft Network https://learn.microsoft.com/en-us/azure/azure-resource-manager

/management/azure-services-resource-providers
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Azure Active Directory Azure AD) T+ > FE &L Azure TR ) T avhipy £9,
RARENAPPIE WS BRIDT TV ETF U MIEELESI ETHE RORFISRKTIS—AvE—UNRREINET,




You do not have access

Access denied

Microsoft

You do not have access

You don't have permission to register applications in the sk200510outlook (Default

Directory) directory. Tofequest access, contact your administrator.

Session ID Resource ID
faeS55e67d10141babf0cT7ac5115b2be7 Mot available

Extension Content
Microsoft_AAD_RegisteredApps CreateApplication8lade

Error code
403

RAFEENAPPIZT TV MIBERTEAILZHRBT IBLENHYFET,

ABBIEES LFEITM?

A1—H—REEZEELFT

B.[EXa)T4ZBMITHIDT74IL FE[ITVIZERELET,
C.T4LOM)DTONRTAEZLEELET,
D.IVA—TS3ART7 IV r—LavOREET IV L AHAOEREEEHLETS,

EfE: A(QA 2V REHREKT D)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
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FCOEBEME RLCYFTUAZRTTS—EQEMO—FTYT, V) —XDEEMICIE, BESN-BELERT HAEEOH LI HEDOYV ) 2a—2a URNEFEFATVET, —HOBERE v MZIFEHD
ELWERENSHDBEELEHNIE, ELWMERRALGWNEELHY FT,

CDEVIVOERMICEET SE. TDERICRDZLIEITEFEFRA, TOHR, CALDERIILE2a—EREIZRRINEFEA,
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Azure Active Directory AzureAD)D/\A T 1) v FEREMIHY E£9,

"Ry bT—%4 EIZAzure HDInsighty? S A2 —MH Y F T,

74> 7L = RMDActive Directory B IFHRZFAL T 1—HF NI SR —IZH L THRIETESELIICTHFETT,
AEENREEYR— T ALIICIRIREERTILENHYET,

BRRAVIVERT BT — b Iz A 5FAVTLIRRY FI—VICERALET,
CNIFERZERLTLEIHN?

A. [FLy

B. LMV R

EfE: (EfEZRRLET)

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.
Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:
Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver.
Configure forwarding between the custom DNS server and your on-premises DNS server.

References:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
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#7 L Ly Azure Active Directory (Azure AD) 77+ > MZEEER (T oNFFH L Azure Y TR ) T 3 &R LET,

FR—Z IR O— 1 EWSRBIDT I T4 THEHMETIOERR) O—F1DERLET , R—2 LK o—IE Microsoft Azure B SO RT7 TVADT I RAEZIRET A -HIZERINET,
R—2 I R O—DEHEREIL, FHEORIZTT LS ITHBESATVET (KB 2TE29 Vv I LET,)
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Portal Policy

@ info ¥ pelete

*Name
[ Portal Policy

Assignments

Conditions ' Icro tcatlnns

Device platforms @
MNot configured

Users and groups
All users

lincluded

Cloud apps @
1 app included

Client apps (preview) @
Not configured

Device state [previéw) 0
Not configured

Control user access based on their
physical location. Learn more

Configure 0

1 lnd ude Exclude

() Any location
() Alltrusted locations
@‘- Selected locations

Acces controls

Grant @
2 controls selected

Session 0
0 controls selected

Select
Contoso

Contoso

R—FIL R O—DHAXREL, B ORIZTRT LS ICEBEEINTWET (FRI1 2 722Uy o LET,)




Portal Policy Grant O X

® nfo ﬁ o Select the controls to be enforced.

() Block access
*Name

."'. =
@ Grantaccess

| Portal Policy

Require multi-factor authentication

Assiﬂ“mms ' Require device t0 be marked as compliant

Users and groups

Require Hybrid Azure AD jointed device
All users e ! lo °

Cloud apps @ [’}a HEqu.ire approved clientapp @
1 app included See list of approved client apps

For multiple controls

(") Require all the selected controls

:-: Require one of the selected controls

Acces controls

Grant ©
2 controls selected

session 0 —
0 controls selected.; i M_i_c_':o q
i_l— L] [

UTOEXIZDOWT ELWMERIF R ZBRLTLLESWD, Z5THNMESEF DOVE 1 ZBRLTLZE0,
AR ELWEBIRIEICTRA Y A ESIET,

.' 4 . Yes No
I Microsoft
Users from the Contoso named location must use multi-factor, O O
authentication (MFA) to access the Azure portal. = =~

Users from the Contoso named locationm tﬁfﬁse multi-factor O O
authentication (MFA) to access the\Web services hosted in the Azure

subscription. A\
Users external to the Cm?ltbsa named location must use multi-factor O O
authentication (MFA) to access the Azure portal.

1E fiz:




£ Yes No
VTCrSsoft -
Users from the Contoso named location must use multi-factor O ! O |
authentication (MFA) to access the Azure portal.

e
Users from the Contoso named logation must use multi-factor O I o |
authentication (MFA) to access the web services hosted in the Azure e
subscription.

il
Users external to the Contoso named location must use multi-factor O ' O !
authentication (MFA) to access the Azure portal. b
Explanation:
Box 1: No
The Contoso location is excluded
Box 2: NO
Box 3: NO
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
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You have an Azure subscription that contains the resources shown in the following table.

Aili~evrme~tt
[BA™ L L™ L

e Resource group
yp o gro

r
4
]

Resource group ( 1'Not applicable

i
ik

Hesuu{gﬁé&_ﬁfqﬁﬁ Mot applicable

_ L._:‘B_!jéii_k':;iﬁ::&é group Not applicable

) Azure SQL Database RG3

Transparent Data Encryption (TDE) is disabled on SQL1.
You assign policies to the resource groups as shown in the following table.

Name Condition Effect if condition is false Assignment
Policyl TDE enabled Deny RG1, RG2
Policy2 TDE enabled DeployIfNotExists RG2, RG3
Policy3 TDEenabled . | Audit RG1

) R;’rﬁ wekvacaott
IVITNG W I L

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured as shown in the following table.



Name VICIOS CRodourcegrowp | ToE

sQL2 RG2 y 3\ @1\ - Disabled

sqL3 \V'ReT Disabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

SQL1 will have TDE enabled automatically.

The deployment of SQL2 will faik Microsoft

SQL3 will be deployed and'marked as noncompliant.

1E fiZ:
Statements Yes No
=1
SQL1 will have TDE enabled automatically. |
F~
The deployment of SQL2 will fail. I\
i

SQL3 will be deployed anr;l; marj(edasnuqmmpllant 1),

Explanation:
Graphical user interface, text, application Description automatically generated

scaterherts) SOTT Yes

SQL1 will have TDE enabled automatically.
Fans
The deployment of SQL2 wil fail. | O:
SQL3 will be deployed and marked as noncompliant. :Ql

Reference:

No



https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
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RORICRTRET L VEECAzUre Y TR ) T avhhHyVET,
Name | Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

ROKRIZTRS AzureR) O—ZERLET,

Not allowed virtualMachines
resource types
Allowed resource virtualMachines

types

You create the resource locks shown in the following table.

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

UTDERT—FA D RMIDWT AT—FAVMARETHAEEF IV ZBRLET, FNRUNDOBEIE, WA ZBIRLET,
EFENFNOE LUOGEIRIZIFIKRS > FOBENHY F9,

Answer Area

Statements Yes

n. Gom

You can start whsh \ke

You can sta O

You can create a WHUMWP B%fto



Answer Area

Statements Yes No
You can start VM1. O :é_:
You can start VM2. :_fj_: O
You can create a\virtyal maghine in RG2. TO : O

Explanation:
Answer Area
Statements Yes No

You can start VM1. O O
You can start VM2. O

You can create a virtual machine inRG2. O

References:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
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Azure Y TRH ) T 3 vEBESHTT,

BEOT—42 V—RAEFEAT S & 512 Microsoft Sentinel &R LE 3,

ROBUEFH-THOHIL—ILEZERTILELDY ET,

* )L—JL 1: Common Event Format (CEF) 04 & syslog T—2 % FAAL 2V IP7RLA BLVURLA VO —42—LEHHFMICEBELET,
* JL—JL 2: Microsoft HBD 7 LT ALZ=FALET,

BIL—IVIZIZEDFIA TOREEZFERTIVELHY FIH? BET HICIE BEBETHEYGA T 3 0EBIRL TS,

FE ELWLBIRSEICTI RSV bMTEShET,



Rule1:  Threat inteH@
| Fusio Q

| Madchi rning (ML) behavioral analytics
rerosoft Secun

Rule2: Machine learning (ML) behavioral analytics
; Fusion
Machine learning (ML) behavioral analytics

'i.;--"__i M icros !iﬁsﬂrﬂ SecunE
IEfiZ:

Answer Area .
= Microsoft ..

nC
f.a“‘\g

Threat intelligence il
Fusion
Machine learning (ML) behavioral analytics

Rule2: Machine learning (ML) behavioral analytics ¥

s e e e e e e e e e e e mee e e e s e

— o e G e G e e e Gae e G G e

| Microsoft Se:urii

e

Explanation:

e =ml\/|icrosoft

.
Ru!é&reat intelligence s

v'\iulez' Machine learning (ML) behavioral analytics x
A9
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HEHET
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S g,
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1E fiz:
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Explanation:
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User8IZRG4 RG5, 8 K U'RGBDFAAEZEO—ILEE|Y LB TET,

User8IZED ) V—R T I—TTRERY bT—Y ENSGEERTEEIA?EETSICIE BEZET )7 TEULGEA T a v EERLET,
S FNEFNOELVERICIEFIIARS Y FOBIENSHY TT,

User8 can create virtual networks in: !._
RG4 only

only
5, and RG6

User8 can create\ 6“&“‘“

RG4 only
RG4 and RG5 only

1E fiz:



User8 can create virtual networks in:

RG4 only |

[RGE orily

RG4 and RG6 only
RG4, RG5, and RG6

User8 can create NSGs in:

RG4 only

RG4, RG5, and RG6

Explanation:

Box1: RG6 only as there is not option for RG5 & RG6 which it should be.

Box2: RG4 & RG6

Topic 3, Fabrikam inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new
section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.

Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.

The network contains an on-premises Active Directory domain named Fabrikam.com. The domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud sync syncs
only OU1.

The Azure resources hierarchy is shown in the following exhibit.



()

Tenant Root Group

l
(%)

MG1

:

Rt d=oft

Subscription1

v
g

The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.

Name

Directory-
synced

Role

Delegated to

Userl

Yes

User

None

Adminl

No

User Access
Administrator

Tenant Root

Admin2

No

Security
administrator

Admin3

No

Contributor

Admin4d

No

Owner

Groupl

No

Not applicable

Azure AD contains the resources shown in the following table.




Name Type | Setting

Users in the finance department

CAPolicyl | Conditional access policy ;;U;; u;iglgfclce I}Zl iﬁ Eégbﬁ

SharePoint Online

Sentinell Azure Sentinel workspace | Not applicable
: N\~ Security configuration for virtual
SecPoll Azure Policy definition b 9
machines

Subscription1 Resources
Subscrlptlon1 contalns the virtual networks shown in the foIIowmg table

Name Subnet Location Peer
VNET1 Subnetl, Subnet2 | West US VNET2, VNET3
VNET2 Subnetl _ Central US VNET1, VNET3
VNET3 Subnetl _ﬁ*’“w&&ﬂ@ﬂt VNET1, VNET2

Subscription1 contains the network security groups (NSGs) shown in the following table.

Name Location == Microsoft
NSG2 West US "

NSG3 Central US
NSG4 West US
Subscription1 contains the virtual machines shown in the following table.

Name Operating system Location Connected tor Associated NSG
VM1 ?gfgcwg DEVer West US VNET1/Subpetl None
VM2 CentOS-based 8.2 West US VNETlfSubnet2 NSG2
VM3 ;’3{‘:““5 Servery Gobftral Us | VNET2/subnet1 | NSG3

L . -
VM4 g:;:tt‘éewer ] Mt‘&romfihbnetl NSG4

Subscription1 contains the Azure key vaults shown in the following table.

Name Location Pricing tier Private endpoint
KeyWVaultl West US Standard VMET1/Subnetl
KeyVault2 Central US Premium MNone

VNET1/Subnetl,
KeyMauit3 _| East Us Premium VMET2/Subnetl,
— VIMNET3/Subnetl

Subscription1 contains a storage account named storage1 in the West US Azure region.



Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:

* Create two application security groups as shown in the following table.

Name Location
ASG1 West US
ASG2 Central US

* Associate the network interface of VM1 to ASGH1.

* Deploy SecPol1 by using Azure Security Center.

* Deploy a third-party app named App1. A version of App1 exists for all available operating systems.
* Create a resource group named RG2.

* Sync OU2 to Azure AD.

* Add User1 to Group1.

Technical Requirements

Fabrikam identifies the following technical requirements:

* The finance department users must reauthenticate after three hours when they access SharePoint Online.
* Storage1 must be encrypted by using customer-managed keys and automatic key rotation.

* From Sentinel1, you must ensure that the following notebooks can be launched:

* Entity Explorer - Account

* Entity Explorer - Windows Host

* Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

App1 must use a secure connection string stored in KeyVault1.

KeyVault1 traffic must NOT travel over the internet.
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*—arTF—& Azure SQL H—N\—%EL Azure Y TRV Y T a3 onHY ET,

Transparent Data Encryption (TDE) L EEREEFX—%HEHT 5 Azure SQL T—2R—R&TTAA T HRENHY FET,
T—AR—RZERAT DA EZERT S2LELHY FTITH?

A 1—H—MEYHTE=IR—T FID

B. ZENDNAV2R FL—CTFThHO U b

C. 77 &8k

D.SQLEFa YT vRr—TrO—LAEIYBTonz2a—H—F7ho U b

IEfR: (EfEZERTLET)
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SRDERY

BRY T

Homepage-AGW & L5 & RITD Azure Application Gateway # L= RN EBEEDHDIERICODVWTHRESIN TS L 2RI HIHELHYET,
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IEfiZ:

see the task answer with step by step below:

* Enable Web Application Firewall (WAF) for the application gateway. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select a WAF policy and a WAF mode for
the application gateway. You can choose a predefined policy or create a custom policy with your own rules and exclusions.

* Configure WAF policy settings. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to select the managed rulesets and rule groups that you want to enable or disable
for the WAF policy. You can also configure custom rules to match specific patterns or conditions and take actions such as blocking or logging requests.

* Monitor WAF logs. You can use different types of logs in Azure to manage and troubleshoot the application gateway and the WAF policy. You can access some of these logs through the portal, such as
metrics and health probes. You can also export the logs to Azure Storage, Event Hubs, or Log Analytics and view them in different tools, such as Azure Monitor, Excel, or Power BI.
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Azure TRV )T avhbyET,

Azure Storage7 h Y & HRAMBI=ODT UV L AHAFRETIHRZ LDA—ILAR—XDT7 YV £ AH#H RBAC) O—ILZERT S L E5TEIL TLVET,
RBACO—ILEBRDEDTANT 1 ZHEHT 2RELHYEITH?

A. NotActions []

B. DataActions []

C. AssignableScopes []

D. Actions []

Eff:D(QAA U FEHEKRT D)

To 'Read a storage account', ie. list the blobs in the storage account, you need an 'Action’ permission.
To read the data in a storage account, ie. open a blob, you need a 'DataAction' permission.
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-definitions
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sub1& WS ARIDAzure Y TR 9 1) T3 0 EELGroup1 E VWS RRIDEEBITIL—THRHYET, Sub1DHYTRY 1) TS 3 VIDIX11111111-1234-1234-1234-1111111111T T,
GroupT DT R TDA TV I DR T EEBT E5-0ODT7 I LAHFAEZEETSH5H R LAzureA—)LR—X 7 7w A%l RBAC) A—/LEERRT DMHENHY £,
Role1DZENIERICAZEHIVENHY FIMN?EET LTI BAFEHETEUGA T a v EERLET,

I WERIIZENRENIRAS Y FOMEELSHY T,

Resource provider: v

Microsoft.Authorization
Microsoft.Resources
Microsoft.Support

Assignable scope: v

f
/Groupt |\ _ i
/subsc -ti0n5f11111'i11—'1 234-1234-1234-111111111
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Resource provider:

M:cmsuﬁ: Authorization |

M:cmsnft Support

Assignable scope:
!

Explanation:
Text, application Description automatically generated

Resource provider:

Microsoft. Authorization
'Microsoft.Resources
Microsoft. Supp-:}rt

—a

Assignable scope:

/
/G rou 1

fsﬁbscripticg"ﬂ' 1Mi€ﬁ9-5@f1’&34-11 11111111

Note: Assigning a custom RBAC role as the Management Group level is currently in preview only. So, for now the answer to the assignable scope is the subscription level.
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable- scopes
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RORIZTRT Azure F— AV TF—MNEENS Sub1 EWVSKARID Azure Y TR ) T avhiHByYEd,
Name Region Resource group
Vault1 West Europe RG1
Vault2 East US RG1
Vault3 West Europe RG2
Vault4 East USS™ Micrge63t
Sub1 TlX ROBRZEO>RET S UH#ERLET,
* ZRVM1
* 44 X: DS2v2

*1)Yy—R 5 )L—7: RG1
*Hhig: B3 —0O N
*ARL—F 14 25X T L Windows Server 2016



VM1 T Azure Disk Encryption #8123 %5 FETY,

VM1 OB EBIEX—%2EDF— VT FH—ITRETETETH?

A. Vault1 F7=IL Vault3 O H

B. Vault1_Vault2 Vault3_ & f=[&Vault4

C. Vault1t D &

D. Vault1 F7=I& Vault2 ®#

EfE:C(AAV FEHKT D)

" Your key vault and VMs must be in the same subscription. Also, to ensure that encryption secrets don 't cross regional boundaries, Azure Disk Encryption requires the Key Vault and the VMs to be co-
located in the same region. " https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault
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container! £EWWSBLOBa YT+ —,App1IEWVWSI IV SATURT T S—2a 0 EELAzure A FL—F7 oY RAB Y F£9, Microsoft EntraiBEE %8 L T, App1H beontainerl ~D 7 4t X % EFa]
TEIDBERHYET, ESTNIELNWTL & 5H 7 BEFEI BT EERBZBIRLTLIEZSWV, F  EfE1DICDOEFIRSA VLT,

Answer Area W L
| Y -:-":; i ™ B~ ™ i

\Vi
From ' s Whdal

Lreate an AC09es [\.:.-L;,-l-j...
Implement an application proxy

Modify the authentication methods

Feom the storage account:  Configure Accetss control (1AM ol
Add a prvate endpoint
Regenerate the access key
Configure Access control (LAM)

Generate a shared sccess signature [SAS)

1E fiz:

CTon Tl At T hs [aad age
plication prow

Modily the authenicaison meths

Irmplement an apy

r'I.'l"'l the '.rl'|||1lji" ST Ot i

H
Add & prvate endponit

Explanation:

Answer Ar T PP
= Microsoft

Er5m Midfosolt Entra:  Register App1 b

¥rom the storage sccount:  Confiqure Acoess control (IAM -
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MicrosoftSentinelZ BB L TLVE T,

HB—FN—TFT4DEX1UT4V)1a—La vERBRAICEGTAVENADYET HY—FKNN\—F 14DV a2—> 3 Id Common Event Format CEREEEXD A v tE—D)#XELE T,
Y a—aVITEEHIDENHY FTH?EETAICIE AEIY 7 TEULA T aoEERLTLESL,

I WERIIERENIRAS > FOMEELSHY T,

Answer Area

Deploy: . v

Forward events'to Microsoft Sentinel by using:
IFfi:
See the answer below at Explanation.
Explanation:
Answer is as image below.

Answer Area

Deploy: A Windows serverand a Windows Event Forwarding subscription i

Forward events to Microsoft Sentinel by using: * An Azure Log Analytics agent
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100D U EESLAzure Y TR ) T3 Uoh®H Y E£9, Azure Diagnosticsld, TR THDREI S U TEHEMICH>TULVET,

HIRH YT 3 TAzurey—ERDEREHBELTLET,

ROFWERBTEILENHY FT,

*EMATICEREY Y U EHIBR LA —Y—FBELET,

* Windows Server 2016 % RT3 2B oDEF 1) T4 ANV FEBELET,

Azure MonitorCI & ERT A2 ELNH Y EFI N ?ZFZDICIE, BULEREREZELWVGFERICF Sy LET, FBREREE 1B BHEFERATLIZLE Fo<{FRALGZVWI L TEXET OVT
DIERTRTDIZIE RAVEATHREIN—Z2FS9vIT 50 R O0—LTE2BLENHLIBEENHY FT,

FEFNFNROELVERICIENKRS > FOMIELHY F3,
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Settings Answer Area

Activity log

Logs Identify the user who deleted avirtual machine three weeks ago:

| ﬁ'letri? q .

Service Health |

1E fiZ:
Settings Answer Area
| Activitylog 1
logs Identify the user who deleted a virtual machine three weeks ago: d Activity log 1

lﬁem{:%é r@g@@cuﬂw events of a virtual machine that runs f L ]
. - indo rver 2016: (%09 _ ]
[Senvice Health|

Explanation:

Microsoft

Identify the user who deleted a virtual machine three weeks ago: | Activity log

Query the security events of.a #irtual machine that runs

Windows Server 2016: Logs

Box1: Activity log

Azure activity logs provide insight into the operations that were performed on resources in your subscription.

Activity logs were previously known as "audit logs" or "operational logs," because they report control-plane events for your subscriptions.

Activity logs help you determine the "what, who, and when" for write operations (that is, PUT, POST, or DELETE).

Box 2: Logs

Log Integration collects Azure diagnostics from your Windows virtual machines, Azure activity logs, Azure Security Center alerts, and Azure resource provider logs. This integration provides a unified
dashboard for all your assets, whether they ' re on-premises or in the cloud, so that you can aggregate, correlate, analyze, and alert for security events.



References:
https://docs.microsoft.com/en-us/azure/security/azure-log-audit
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User1 & LS & RTD 11— —% &L AzureActiveDirectory Azure AD) T+ > bDH Y F£3,

UserM W EBRBEMZERB LUV EETEL L ZHRTIVLENHYFET , V) a—2avE &/MFEDRAZFEATILENHY FT,
Userl[CEDRBNZEIY ZETEHIDLENHY FITH?

A BEO0—)LEEE

B.t¥xal) T4 EBE

C./o—nN)ILEEE

D.NLVTTRYEEE

EfR: (ERERTLET)
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HE-DEEHEE Azure TRV 1) T a3 o EERLELT:,

BE SNz —H—HAzureADSFHEIDERE PIM) ZERETET LI L HBI IMLENHY FET,

1—HF—(ZEY S TIBENHBRENIRDS B ENTTH?

A JO—NIILEEEDERE,

B.t¥a1)T14EEEHEDKRE,

C. S\RD—FEBEDEKRE,

D.aVISAT7 U RAEEEFEDERE,

IEf#: (EffZzRmLET)

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a directory.
Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com Reference:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
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AzurelREENHY F9,

ISO270014Z4E (P L TR W AzurelEmE T — I O— R EHET ILENHY FT AEESIRETTM?
A. Azure Sentinel

B. Azure Active Directory (Azure AD) Identity Protection

C. Azure Security Center

D. Azure Advanced Threat Protection (ATP)

Ef:C(aAY hEHKT D)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard
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KD Azure 77 AT 94— ILEEL Azure TR ) TFoavhbyEd,
* ZA1 Fwil

*Azure ') — 3 v EETE

*TSAR—=KP7 FLX:10.1.34

*INT 1) wIIP7 KL R:23.236.62.147

IR )T a VI RORIZETHRERY hT—ODBREENET,

IP address
101007 16
10.2.

Subnetl-1 7 Uew1.0/24
Subnetl-2 AN 51 101.2.024
AzureFirewallSubnet L8 10.1.3.0/24
Subnet2-1_ ; metd 10.2.1.0/24
Subnet 3298 5 10.3.1.0/24

LA Virtual appliance
10.1.1.0/24 0 Virtual appliance
10.1.1.87 24 ° Virtual appliance
1021024 Yirtual appliance

UTDRERIZDNWT ELWMEEIX KU ZFFERLTLESIWD, 25 THWMEESIE DDWA 1 ZFBIRLTCESW, E I VGERRIFIDIZOEISETT,
Answer Area

Statements Yes
Traffic from Subnet1-1 to Subnet 1-2 is routed through Fwd.

Traffic from Subnet2-1 to Subnet 1-1 is'routed through Fw1. 2

=l . Mcif@msoﬁtemﬂ is routed through Fw1.

1E fiz:



Statements

-
= _4

Traffic from Subnet1-1 to Subnet 1-2 is l;}uteﬁthmugh Fl.

£

Traffic from Subnet2-1 tq Su_gﬁagx'féigiﬁbhféd through Fw1.

T'gﬁécf Tbﬂﬂ -j'\“lmm!‘ internet is routed through Fw1,
O R o

Explanation:
ANsSwer Area
Statements | Yes No
Traffic from Subnet1-1 to Subnet 1-2 is routed shrough Fwd. .
Traffic from Subnet2-1 taStHnet 151 i$routed through Fwl, '. .
Traffig flom Subnet3- 1 1o the internet is routed through Fw1, i M I Cr 0 S Oft
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You have an Azure subscription that contains an Azure SQL database named SQL1.

You plan to deploy a web app named App1.

You need to provide App1 with read and write access to SQL1. The solution must meet the following requirements:
Provide App1 with access to SQL1 without storing a password.

Use the principle of least privilege.

Minimize administrative effort.

Which type of account should App1 use to access SQL1, and which database roles should you assign to App1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Account type: Mic rOSOft

Azure Active Directory User
Managed identity

Service Principal

db datawrlter only
db datareader and db datawrlter

db owner nnlv

Account type:

' Azure Active Directnr*,r User f@
BB . BT

= Micro simagesi dentity | O
Servlce Prlnclpal i&ﬁy . o

Roles: @3‘%

| db owner nnly

Explanation:
Graphical user interface, text, application Description automatically generated



Account type: — i‘%f'l | Cros Qfﬂt
| Azure Active Directory User
‘ Managed identity e 0“

Service Principal

Roles:

- db,_datawriter only

b datareader and db_datawriter

db owner only

Reference:
https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sql-database?tabs=windowsclient%
2Cdotnet
B f: 204
ApplE WS BRIDT T & E&LAzuretr TR ) T auhiH Y FET, ApplIZlE, RORITRT T TV ERRLHY FT,
API Permission Type Admin Status
consent
required
Microsoft.Graph | User.Read Delegated No None
Microsoft.Graph | Calendars.Read | Delegated No None

AppI NI RTDI—HF—AL T —%HmANY  FPEEZERTET AL EHR I ILENHYFET VI a—2a ik RMHEDRAZFEAT ILELHYFET,
HET-FAZT o EMN?

A. Microsoft.GraphCalendars.ReadWrite D& L LNERIEAPIHER ZEBMLFT,

B. Microsoft.GraphCalendars.ReadWriteD#i L WN7 T 57— 3 VAPIRERRZEMLF T,

C.[EEBEDREZZEZMNET B ZERLET,

D. Microsoft.GraphCalendars.ReadWrite.Shared &t L LN RIEAPIHER ZEBMLFT,

Ff:A(Q AV LEHRKT D)

Reference:

https://docs.microsoft.com/en-us/graph/permissions-reference#calendars-permissions
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RORIZRT VY —REZEC Azure Y TR YT avnipyExrd,
Name Type Resource group
|RG1 | Resourcegroup = | Notapplicable =~
RG2 Resource group Neot applicable
RG3 Resource group Mot applicable
SQL1 Azure SQL Database RG3
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SQL1 TlIIFEBEBMGT—2ES1E (TDE) NEMICH>TWET,
RORISRTESIZ, Y Y—R FIL—TFIoRY —5BIYBTET,

Name Condition Effect if condition is Assignment
false
Policy1 TDE enabled Deny RG1, RG2
Policy2 TDE enabled DeployIfMotExists RG2, RG3
Policy3 TDE enabled Audit RG1

Azure Resource Manager (ARM) 7> 7 L— hZEAL T Azure SQL T—4R—RE T JOSM T BHFETYT , T— I XN—R[E RORITFET LS ITEEINET,
FEELWLVBIRSEICTI RS Y TS ShET,

Statements

SO T vall o TDE Snabibed autormatic sy

Ther deployeremnt of S0LE wall Fal

SOl Tee Cephowed and TNarisel B mEnCom i

Microsoft

SOLT vall have TDE Snabled automatcally

Statermnents

The deployment of S0L2 will fadl

S00LT vl Dee Oepiciped SN IMarineel ms mesnCompisnt,

Explanation:
Graphical user interface, text, application Description automatically generated

SE \hssaaoft Yes Mo

SQL! wall have TDE enabled automatically. 1 .

The depioyment of SQL2 Al fal .

SQL3 wall be deployed and marked as noncompliant. .
E: 206
RORIZERT Azure F— a0 TF—NEFENSD Sub1 EWVWSERID Azure Y TRV Y T avhiHYET,

N Region source group

Vault1 West Europe . C[RG1
Vault2 EastUS -\n©"  |RG1
Vault3 West Europe RG2
Vaultd Bast US RG2

Sub1 TIX ROBREFHOREYS VEERLET,



* &A1 VM1

*H A X: DS2v2

*1)Y—RJ)L—TF: RG1

*Hhig: I —0 N

*FARU—TF 4 2 J R T L Windows Server 2022

VM1 T Azure Disk Encryption #8123 5 FETY,

VM1 OEESIEF—Z2 EDF— a0 TFHF—ICRETEFRITH?

A. Vault1 £7=[& Vault3 DA

B. Vault1_Vault2 Vault3_ F7=[EVault4

C. Vault1id &

D. Vault1 E7=[& Vault2 ® &

IEf#: (EffZzRLET)

In order to make sure the encryption secrets don't cross regional boundaries, Azure Disk Encryption needs the Key Vault and the VMs to be co-located in the same region. Create and use a Key Vault
that is in the same region as the VM to be encrypted.

Reference:
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-prerequisites
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Usert £ WVS &HTIDI—H—%FEL contoso.com & LYS &R Microsoft Entra 77+ > kb Y £3,

contoso.com [Z App1 EWSZRIDT7 T 2&EL Rolel EWSEBIDT T B—)LEERLET,

Role1 & User1 IZEIY B TEHERLENHYET,

Microsoft Entra B3t >4 —®D Appl DTV A —TSA X F7T)5r—232 TJL— KTIRAIZEHRT I2LELHY T H?
A. API#E[R

B.77Uymo—)L

C. RE| L EBE

D.A—H¥—¢45)IL—7

I (EfgZRTLEY)

EfH: 208
ROBIZRT LI Azure ) Y —ADERNHY £7,
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()

Tenant Root Group

J,
)

ManagementGroup1

'

k

Subscription1

l
(d

RG1

RDFRIZRT Azure Blueprints EEZER L E T,

Name Published at
Blueprint1 Tenant Root Group
Blueprint2 Subscription

Blueprint1 & Blueprint2 #EDA TV MIB|YHBTHIENTEEFIN? BAET BT EEEEHTEYGA T a vEBIRLTLESLY,
FE FELOLWBIRZSEICTI RSV R EShET,



Blueprint1:

Blueprint2:

1E fiz:

Blueprint1:

Blueprint2:

Explanation:

ManagementGroup1 only

ManagementGroup1, Subscription1, apd RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only Ly

Tenant Root Group only

Tenant Root Gruup ManagementGroup1, and Subscription1 only

ManagementGroup1 only

-

Subscription1 and RG1 only
Subscrlptmm ‘anly

Subscriptiofd, RGMW@ soft

ManagementGroup1 only
ManagementGroup1, Subscription1, and RG1 only
ManagementGroum Subscription1, RG1, and VM1

e — e — e e —. C .Y

Tenant Root Gmup only "\
Tenant Root Group; ManagementGroup1, and Subscription1 only

ManagementGroup1 only
Subscription1 and RG1 only

b m— m— — . —

L.Subscription1 unly

UBsERplaRBH land VM1




Blueprint1: -
ManagementGroup1 only

ManagementGroup1, Subscription1, and RG1 only
ManagementGroup1, Subscription1, RG1, and VM1
Subscription1 only

Tenant Root Group only

Tenant Root Group, ManagementGroup1, and Subscription1 only

Blueprint2: -
ManagementGroup1 only
Subscription1 and RG1 only
Subscription1 only

Subscription1, RG1, and Vi1

Blueprints can only be assigned to subscriptions.
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Azure Y TRH 1) T3 uhHYET,

VNet1 EWVS BARTDFH LIMERERY FTO—U #ERLET,

VNet1 AL, 754/ R—FIP7RLRAFFRALTEETES Appl EWVVSRRID Azure Web 7 7 T A4 T BH5FETT VY a—2avIiE AVNIDURBEUTI RNV EDORY KD —
9 37490 FYR—bTIRENHY ET,

HETIEMETHEZREN?

A Azure 7TV r—ar F— b AR LET,

B. Azure App Service /N1 J1) v FiEfG#ERLET,

C.U—CavRERY NI—VHMEZERLET,

D. App Service IRIEZEZ1ERLT S

EfZ:D (AU FEREKT D)
Eﬁ:ﬁ: 210
RDRIZTRTI—H—%ET Azure Active Directory (Azure AD) T3> kDB Y ET,
Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group2 | Enabled
User? Group1 Disabled
User3 Group1 Disabled

RDERTE 5D Azure AD Identity Protection 44 >4 > YR R —%ER L TERLET,

*RAYET: IL—T12E8HD, JTIL—T2% K5

*EH YA UA VYR LR L

*TORR T RRZHAT ZERDBPIAZERT S

A—H—MN Azure AD IZH A VA VT B EMDEBIZINEHTETIHENHY FT,
FEA—HF—[CDOVWTHZHANT IRENHY FIH? EETHICIE BEEGETEUGA TS 3 vEBRLTLESY,
FEELWLBIRSEICTIRA Y MTEShET,
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When User1 signs in from an anonymous IP address, | v

the user will:
Be blocked
Be prompted for MFA
Sign in by using a username and password only

oY v

Be blocked
Be prompted for MFA
Sign in by using a username and password only

When User2 signs in from an unfamiliar location, ﬁ
the user will - =

When User3 signs in from'an infected device, | v

the user will: Be blocked

.. ' Be prompted for MFA
l!] M ICIrOS Oft Sign in by using a username and password only




When User1 signs in from an anonymous IP address, | v

the user will:
Beblocked

Be prompted for MFA |
"Sign in by using a username and password only

Om v

Be prompted for MFA
Sign in by using a username and password only

When User2 signs in from an unfamiliar location,

the user will ' Sh"k

When User3 signs in from an infected device, | v
the user will:

. | Be blocked 1

MiclgspEi e
iﬂ[ S m INg a username and password only

Explanation:

When User1 signs in from an anonymous IP address, |
the user will:

Debocked
Ber-a.-..-....___ -

Sign in by using a username and password only

When User2 signs in from an unfamiliar location,
the user will:

Sign in by using a username and password only

When User3 signs in from an infected device, | v
the user will: TR .

Be prompted for MFA |
Sign in by using a username and password only




References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection- policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks
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ASG1E L UVASG2DEEI SN -EEZEELFT,
EDNSGTASGIZFERATEFIN, -, EORBIDUVDRY FT—V A B3 —T 14 R%EASG2IEIYHTHIENTEEITMN?

o D e T ) B L]

MN5G2 only
MNS5G2 and N5SG4 only
NSG2, NSG3, and BSGH

virtwat machines: [

VM3 only
VM2 and VM4 only
Y1, VM2, and VM4 only

M iCFOSOft VM2, VM3, and VM[} only

Vi1, VM2, VM3, and VM4

VM1, VM2, and VM4 only |
VM2, VN3, and VMY only”
VM1, VM2, VM3, and VM4

Explanation:
Graphical user interface, text, application, chat or text message Description automatically generated



NSGs: v
NSG2only -~

NSG2 andNSG4 only
NSG2,NSG3, and NSG4

Virtual machines. . v

VM3 only

VM2 and VM4 only

VM1, VM2, and VM4 only
VM2, VM3, and VM4 only
VM1, VM2, VM3, and VM4

H3H 7 AZ-500J 7B (XJPNTest.comigfit S AZ-500JiHKER(CEHET B 2 LICKRICII B FET ! JPNTest.com(E 5 ExFTAZ-500J:A BRI RESE 124 L £9, JPNTest.com AZ-500J X ERfERELE (X £ S5 F
HenE Lz, ZZTAZS00JBERBEDTAFI VS VEFICANTE T, BFHRO 7 Y £ X _https://www.jpntest.com/shiken/AZ-500J-mondaishu 520/, 3 0%7 4« A ho > k 4RI E 50— K:

JPNshiken;
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FCOBBE RLCIFIAZRTT S —EDEBO—BTYT, V) —XOEEMICIE BRON-BEZERT SAEMEDOHIBBDFRENEFENTVET, —BOEME Y MIFEHDE L LFE
REDNHDGEENHY FITH MmOEME Y FMIIXELWBRENLGWMEGELHY FT,

SOV aVOEMICEZEL-ZE TOEBEMICRSAZ LI TEFERA, ZTORRE. ChoDEMEILE A —BEAICKRTIINEREA,

Sub1E WS ZRTDAzZUre S TRV ) T aohibyUET,

RG1EWSERIDY Y—ARTIIL—TIZSa1& L5 ZHiIDAzureStorage 7 o > b HY ET,

A—HY—eT7T)r—2a3 ik WK ODDHET IV EREL BAS) ERFESINTI AR O—%2FAL T, SalDblobt—ERET 7AW Y—ERIZTIVEALET,
FaishTWEWaA—HF—»"T 7/ I)ILY—EREblobY—EXRDMAICT VA LIz ENHMY ELT=,

SAIANDIRTDT I EREZRYHEHTHENSHY FI,

BRE L VREBRATIEAR) O—EERLET,

NFERZERLTHEIN?

A. [Ty

B. L MMZ

EfR: (EffzRTLET)

Shared access signatures provides access to a particular resource such as blog. Stored access policies are a group of Shared Access Signatures (SAS). In order to revoke access to a SAS you can

either:
1. Rotate the Key1 or Key 2, that is the access keys used to sign the SAS. Rotating the access keys used to sign the SAS, invalidates any previously signed SAS hence revoking the SAS issused before
2. Remove the stored access policy which an SAS is linked to. If a Stored Access Policy is removed, it also invalidates the SASs liked to the Stored Access Policy.

Eﬁ:ﬁ: 213
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BERDAzure Y T X9 1) T2 3 VIZ(E Sentinel 1& LY S & FTDMicrosoft Sentinel 7—49 AR—XMEFENTLVET, Sentinel! (X Microsoft 365D EL X1 U T4 BHTZ Y b 7+ —LIZIEH ViR—
TAVTINTULWERA,

Sentinel 1THLWIT LA TV O ZERTABEAHYEIT ., V) a— 3 VIFEEIL—IILOFERZYR—FLTWERRENHY FT,

EDESBAATDT LA TYIEERTIRETLLOIMN?

AT7S5—bMN)H—DHEECTLATYVY

BIVTA4T4 b M)H—DH#EELTLATYY

CCAVITUMNMNIA—DHEELTLAT VY

DAV T MM)A—FRET7S— bR A—ZFELTLATYY

E.75—bM)AH—FREIOT4T4 M)HA—ZFECTLATYY

I (EffZRTLET)

BHR: 214
RORIZCRIHRBEI L VEEC Azure Y TR ) ToavhbyEd,
- f[lbln: P
Name Connected to pO d
VM1 VNET1/Subnet1 13.80.73.87
VM2 VNET2/Subnet2 2.1 213.199.133.190
VM3 VNET2/Subnet2 |10.2.1.5 None

Subnet1 & Subnet2 [Z1& Microsoft.Storage H—E X T2 KR4/ > bR EINTULVET,
RORIZTT LS IR EShT-_ storageacc! EWLNVSRRID Azure A AL—U FHDO U EOHY £,
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H x O Refresh

Allow access from
O All networks @ Selected networks

Configure network security for your storage accounts. Learn more

Virtual networks

Secure your storage account with virtual networks.  + Add existing virtual network
+ Add new virtual network o

VIRTUAL SUBNET ~ ADDRESS  ENDPOINT _ RESOURCE  SUBSCRIBTION
NETWORK RANGE STATUS | GROUP

No network selected. k A

Firewall "

Add IP ranges to alloW atcess from the internet on your on-premises networks. Learn more.
Address Range °
13.80.73.87 i}
IP address or CIDR

Exceptions
) Alow red et o oIV Tt SO
TR OERI= DT, E LSRG B SRR LT EE, 25 TRMBAE DG ERRLTEE L,
Statements Yes No
From VM1, you can upload a blob to storageacc1. © O
From VM2, you C% upload a blob to storageacc1. O O

From VM3 , you can uM&i@E‘BI‘é@ﬂstorageacd. 0 |0

1E fiZ:
Micras@kios 00

From VM1, you can upload

% storageaccl.
From VM2, you can upgmb ob to storageacc].
From VM3 , you caf uplo

ad a blob to storageacc.

Explanation:



Statements Yes No
From VM1, you can upload a bleb to'storageaccl. © O
From VM2, you canupload a blob to storageaccl.! | CT& SO0

From VM3 , you can upload a blob to storageacc1. © |O
Box 1: Yes
The public IP of VM1 is allowed through the firewall.
Box 2: No
The allowed virtual network list is empty so VM2 cannot access storageacc1 directly. The public IP address of VM2 is not in the allowed IP list so VM2 cannot access storageacc1 over the Internet.
Box 3: No
The allowed virtual network list is empty so VM3 cannot access storageacc1 directly. VM3 does not have a public IP address so it cannot access storageacc1 over the Internet.
Reference:
https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security
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contoso.onmicrosoft.com & LY 5 £ BiiAzure Active Directory Azure AD) 77+ > FAH Y £,
A—H—FBEEO—ILIE AIMN EVWSEZFIOI—HF—CEUETONET,

S ER/S— b F—I%_ user! @ outlook.comt A > A > EFEHT HMicrosoft 7 ho > F&EHF->TWLET,

Admin1(E, Azure ADTF Y MIHA A VT B LI ITHENR— b F—ZBFLELIEL ROIFT—AvE—DEZITIMY £9 : L—H —useri@outlook.comD— L EZEDFIN Z1BfFTEFE
Ao | AdMIn1 BN ER/N— b F—ZF1BEF L CTAZure ADTF U MIUA VA U TED I LEHBTILELHY ET,
HETIEAZET HoREN?

A [REIEBEEEIIL—FT X2 T EBEO®REZAIMINIZEIY HTET,

B. iR IL— s IDTANSAF—ZFEBMLET,

C.[NRALFEAL VA TL—FKNS HRBLFRAALAVEEMLET,

D.[A—H¥—]7L—FT HAHIASHKRL—avBREFEERELET,

Ef:D(QAAV bEHRKT D)

You need to allow guest invitations in the External collaboration settings.

Eﬁ:ﬁ: 216

Vault! & WS ERHID Azure F— a0 TF—E VM1 EWVWSRRIDERBI SV EEL Azure Y TRV U T avhihpyUET,

VM1 [E_ VNet1 EVWVSBRTIDRERY bD—V IS TVET,

VM1 D5 DH Vault! ~DT7 Y LR ZHA T 2BENHY FT,

Vaultlt Oy kD —I RE TR ZTNIEL LTI HM?

A[77AT70+r—ILERBRY =912 T VMIDIP 7 FLRZEMLET,

B.[727A 74— ILERBRY FT—0]12TH5 VNet! ZEBMLET,

C.[77A7 94— ILERBERY FT—49] 27T Vaultl IZX LT [{EE S N1= Microsoft Y —ERXDRZD T 7 A T 94+ —ILEINAINRT B EZHAT R Z [TV ICKRELET,
D.[T5AR—F IVRKRAVMES 2 TDD VMIDTSAR—F I VRKRSA Y FEERLET,

IEfE: (Efgx R LFET)

Eﬁ:ﬁ: 217
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RDORIZRT Azure F— AV TFH—LMHYET,

Name | Location Azure subscription name
KV1 West US Subscription1
BN\ icr S Subscription1
1 KV3 East US Subscription1
KV4 West US Subscription2
KV5 East US Subscription?2

KV1 [ZI&, Secret! EWVWSEZFIDI—I Ly b& Keyl EVWSBRDEBEXMERAML— 7HAVY FOF—DNRESIFET,
Secret! & Keyl #/\v 9 7y FLET,

BNVITYTEEDF— AV TFHF—ICEXTEEFIN? BAET HICIE, EEEETEGA T a3 VEBERL TS,
FEELWLBIRSEICTI RS Y M EShET,

You can restore mg@ﬁﬁlﬁto:

KV1 only

KV1 and KV2 only

KV1, KV2 and K3 only

KV1, K2, and KV4 only
ARV, RV2, KV3, KV4, and KV5

You can restore the Key1 _b'a_;':ku-p to:

KV1 only

KV1 and KV2 only

KV1, KV2 and KV3 only

KV1, KV2 and KV4 only

KV1, KV2, KV3, KV4, and KV5




You can restore the Secret1 backup to:

KV1 only

|, %2 and kv only
KV1, KV2, KV3, KV4, and KV5

You can restore the Key1 backup to:

Microsoft KV1 only

K’ﬂ KV2 and KV4 only
KV1, KV2, KV3, KV4, and KV5

Explanation:
You can restore the Secret1 backup to: l v
KV1 only
KV1 and KV2 only
KV1, KvV2

You can restarﬂﬂ@%a’%&]p to:
E’i KV1 only
KV1 and KV2 only
KV1, KV2 and KV3 only
KV1, KV2 and Kv4 only
KV1, KV2, KV3, KV4, and KV5

The backups can only be restored to key vaults in the same subscription and same geography. You can restore to a different region in the same geography.
https://docs.microsoft.com/en-us/azure/key-vault/general/backup?tabs=azure-cli

BE: 218
RORIZETIA—HF—FETCAzure T7R2 ) T avhbyErd,



Multi-factor
Name | Subscription role Aﬂw authentication
| _(MFA) status _
| Adthéntication —{ rosott
User! | Owner o\ istator 0| Endbrcd
User2 None + 3\ "~ | Global administrator Enforced
User3 None ')\ Global administrator Disabled

EDL1—HP—hAzZureADIHEIDEE PIM) AN TEETA?

A. User2 &User3 &

B. User1 &User2M &

C. User2M#

D. User1M#

IEfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan
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ROFKRITTRT AzurelREBRy FO—0HhHYFET,
Name Location Subnet Peered network
VMNET1 East LS Subnetl VINET2
VNET2 West US Subnet?, Subnet3 | VNET1
VINET4 East US Subnet4 None
RDFKIZRT AzurefREBET L U HY FET,
Application Network security | Public IP
Name H:ifﬂy group group lHSG]:, | Connected to address
VM1 ASG1 N5G1 | Subnetl No
VM2 ASG2 NSGI1 Subnet?2 No
VM3E T o ASG2 NSG1 Subnet3 Yes
vmal 'VASEd YoV Y NsG Subnet4 Yes

FTRTDREIL VDI 7ATOA—ILIE pingbS T4 v I EHRILET,

NSG1E, ROBRICRT LI ITHEBA SN TNET,

ANy EEF2 T 4I—IL
Priority Name Port Protocol Source Destination Action
110 i Allow_RDP 3389 Any Any o Allow -
130 Rulel Any  Any Any = Allow -
140 Rule2 Any  Any ' ) -A-r:.y- & Allow -
150 Rule3 Any Any - : Any e Allow -

160 4 Ruled Any . Any Any o Deny

Allﬂw\rnetlnﬂuund Any  Any VirtualNetwork VirtualMetwork @ Allow -

AllowhzureLuadBaLaﬂn Any A

ny
DenyAlllnBound ¢ CIrOS01 t Any © Deny

AzureLﬂadBafancer Any o Allow -
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TN REXI)TaI)L—)L

Name Protocol Sou rce'- ' Destination

AllowVnetOutBound Any V;r‘lyalN etwork VirtualMNetwork

= d =8

AllowinternetOutBou... Any "o -'-.;ﬂlny Internet

R
T

Any ' Any Any

RDERTF—FADVKMIDWT ATF—FAY A rueDBEIE [[FWVNZRBIRLET, TALHSDOBEIX [WLWWVA]ZEIRLET,
I WLERIZFAFRIRAS Y FOEELHY FT,

Statements Yes No
VML can ping VM3 successfully.

/M2 can ping VM4 successfully:
VT £
VM3 can be accessed by UM Hefrote @ejsﬁtop from the internet.
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Statements Yes No
VM1 can ping VM3 successfully. _ 101 -
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VM2 can ping VM4 successfully.
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VM3 can be accessed by using Remote Desktop from the internet.

Explanation:
Statements
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

VM3 can be accessed by using gmcﬁﬂl})@ﬂ@g{mﬁ‘h the internet.

Box 1: Yes

VM1 and VM3 are on peered VNets. The firewall rules with a source of ASG1 and ASG2 allow 'any' traffic on 'any' protocol so pings are allowed between VM1 and VM3.

Box 2: No

VM2 and VM4 are on separate VNets and the VNets are not peered. Therefore, the pings would have to go over the Internet. VM4 does have a public IP and the firewall allows pings. However, for VM2
to be able to ping VM4, VM2 would also need a public IP address. In Azure, pings don't go out through the default gateway as they would in a physical network. For an Azure VM to ping external IPs, the
VM must have a public IP address assigned to it.

Box 3: Yes

VM3 has a public IP address and the firewall allows traffic on port 3389.
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