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https://docs.microsoft.com/en-us/azure/sentinel/notebooks
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Azure Container Instances supports the deployment of multiple containers onto a single host
using a container group. A container group is useful when building an application sidecar for
logging, monitoring, or any other configuration where a service needs a second attached process.
Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups
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To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example,
@yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a
directory.
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Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management
(PIM) for contoso.com Reference:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
getting-started
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A. A user updates more than 50 percent of the records in a table.

B. A user attempts to sign as select * from table1.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.
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Advanced Threat Protection can detect potential SQL injections: This alert is triggered when an
active exploit happens against an identified application vulnerability to SQL injection. This means
the attacker is trying to inject malicious SQL statements using the vulnerable application code or
stored procedures.

Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview
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Reference:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-
azurekeyvaultsecretattribute
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1 - Create an app registration

2 - Add an application permission

3 - Grant permissions

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent
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Reference:
https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure-
security-center/
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In the Reviewers section, select either one or more people to review all the users in scope. Or
you can select to have the members review their own access. If the resource is a group, you can
ask the group owners to review.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls
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Topic 1, Contoso
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Technical Requirements

Contoso identifies the following technical requirements:

Deploy Azure Firewall to VNetWork1 in Sub2.

Register an application named App2 in contoso.com.

Whenever possible, use the principle of least privilege.

Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment

Azure AD

Contoso.com contains the users shown in the following table.

Contoso.com contains the security groups shown in the following table.

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Sub1 contains the locks shown in the following table.

Sub1 contains the Azure policies shown in the following table.

Sub2

Sub2 contains the virtual machines shown in the following table.

All virtual machines have the public IP addresses and the Web Server (lIS) role installed. The
firewalls for each virtual machine allow ping requests and web requests.

Sub2 contains the network security groups (NSGs) shown in the following table.
NSG1 has the inbound security rules shown in the following table.

NSG2 has the inbound security rules shown in the following table.

NSG3 has the inbound security rules shown in the following table.

NSG4 has the inbound security rules shown in the following table.

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.
Contoso identifies the following technical requirements:

Deploy Azure Firewall to VNetwork1 in Sub2.

Register an application named App2 in contoso.com.

Whenever possible, use the principle of least privilege.

Enable Azure AD Privileged ldentity Management (PIM) for contoso.com.
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Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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A. Azure DevOps

B. Azure Application Insights

C. Azure Monitor

D. Azure Logic Apps Designer
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You can change an existing playbook in Security Center to add an action, or conditions. To do
that you just need to click on the name of the playbook that you want to change, in the Playbooks
tab, and Logic App Designer opens up.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-playbooks

Eﬁ:ﬁ: 19


https://www.jpntest.com/shiken/AZ-500J-mondaishu
https://www.jpnshiken.com/q/36478-2946689/

VNETO01-SubnetO-NSGH v bT—o ¥ 211 T4 J)L—T NSG)D
NetworkSecurityGroupRuleCounter@ 7 M 4 N> k hllogs11597200 AzureStorage 7 71 > kIZ
B0EHMRFESNTNS LTI ILELHY FT,

CDBRYDETETITBICIE AzureiR— B ILIZHA VA1V LET,

IEfiZ:

You need to configure the diagnostic logging for the NetworkSecurityGroupRuleCounter log.

In the Azure portal, type Network Security Groups in the search box, select Network Security
Groups from the search results then select VNET01-Subnet0-NSG. Alternatively, browse to
Network Security Groups in the left navigation pane.

In the properties of the Network Security Group, click on Diagnostic Settings.

Click on the Add diagnostic setting link.

Provide a name in the Diagnostic settings name field. It doesn't matter what name you provide for
the exam.

In the Log section, select NetworkSecurityGroupRuleCounter.

In the Destination details section, select Archive to a storage account.

In the Storage account field, select the logs11597200 storage account.

In the Retention (days) field, enter 30.

Click the Save button to save the changes.
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https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door
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Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
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Reference:

https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management
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A. An Azure Storage account

B. an Azure Log Analytics workspace

C. an Azure event hub

D. an Azure Automation account
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https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-create-workspace
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Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
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1 - New-AzStorageAccount

2 - New-AzStorageAccountKey

3 - New-AzStorageTable

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-configure-key-
vault?tabs=powershell
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added
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Step 1:

1. In Azure portal go to the storage account you want to secure. Here: rg11od10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. To deny access by default, choose to allow access from Selected networks. To allow traffic
from all networks, choose to allow access from All networks.

4. Click Save to apply your changes.

Step 2:

1. Go to the storage account you want to secure. Here: rg110d10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. Check that you've selected to allow access from Selected networks.
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4. To grant access to a virtual network with a new network rule, under Virtual networks, click Add
existing virtual network, select Virtual networks and Subnets options. Enter the 131.107.0.0/16
subnet and then click Add.

Note: When network rules are configured, only applications requesting data over the specified set
of networks can access a storage account. You can limit access to your storage account to
requests originating from specified IP addresses, IP ranges or from a list of subnets in an Azure
Virtual Network (VNet).

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security
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C. Azure HDInsight
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Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles
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1IEfi:

Step 1: Create an Azure Active Directory tenant

1. Browse to the Azure portal and sign in with an account that has an Azure subscription.

4. Select Create.

6. After directory creation is complete, select the information box to manage your new directory.
Next, you're going to add tenant users.

Step 2: Create an Azure Active Directory tenant user

9. Select All users and then select + New user.

10. Provide a Name and User name (user1) for the regular user tenant You can also show the
temporary password. When you're done, select Create.

Name: user1

User name: user1@10598168.onmicrosoft.com

Reference:
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant
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A. VM2D #

B. VM2 VM3 VM4 _ & Kk UVM5

C.VM2_VM3_ & & UPVM5D #

D. Vm2&Vm3D &
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Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/application-security-groups
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IEfE: (EffZzRLET)

Reference:
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/security-center/custom-security-
policies.md
https://zimmergren.net/create-custom-security-center-recommendation-with-azure-policy/
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A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from,
a virtual machine (VM). You can log network traffic that flows through an NSG with Network
Watcher's NSG flow log capability. Steps include:

Create a VM with a network security group

Enable Network Watcher and register the Microsoft.Insights provider
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Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability Download
logged data View logged data Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal
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A. Azure Active Directory (Azure AD) ID {Ri&
B. Microsoft Defender for Identity

C. Microsoft Sentinel

D. Microsoft Defender for Cloud

EfR: (EREERLET)
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Reference:

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-
access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-
protection-risks
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A. 7 > 7R— FAzure Active Directory Azure AD) ID{REE,
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D. Azure Log Analytics 7 —9 AR—X &K LET,

E. Security Center®{fit&® % Standard(Z7 v 749 L— K LZE T,
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D: You need write permission in the workspace that you select to store your custom alert.
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert
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A. JIL—T1

B. J)L—72

C. User2

D. User1

IEfE: (EfEZRRLETY)

Deleted users and deleted Office 365 groups are available for restore for 30 days.

You cannot restore a deleted security group.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted
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D. Microsoft Cloud App Security & D& Z B LET,
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First, you need to create a new sensitive information type because you can't directly modify the
default rules.
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Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/customize-a-built-in-sensitive-
information-type
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1E fiz:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-
access
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You need to configure VNet Peering between the two networks. The questions states, "The
solution must ensure that virtual machines connected to VNET1 can communicate with virtual
machines connected to VNET2". It doesn't say the VMs on VNET2 should be able to
communicate with VMs on VNET1. Therefore, we need to configure the peering to allow just the
one-way communication.

1. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the
search results then select VNET1. Alternatively, browse to Virtual Networks in the left navigation
pane.

2. In the properties of VNET1, click on Peerings.

3. In the Peerings blade, click Add to add a new peering.

4. In the Name of the peering from VNET1 to remote virtual network box, enter a name such as
VNET1-VNET2 (this is the name that the peering will be displayed as in VNET1)

5. In the Virtual Network box, select VNET2.

6. In the Name of the peering from remote virtual network to VNET1 box, enter a name such as
VNET2-VNET1 (this is the name that the peering will be displayed as in VNET2).



There is an option Allow virtual network access from VNET to remote virtual network. This should
be left as Enabled.

7. For the option Allow virtual network access from remote network to VNET1, click the slider
button to Disabled.

8. Click the OK button to save the changes.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering
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IEfF: (EffZRTLET)

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
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1E fiZ:

You need to configure a 'lock' for the app service plan. A read-only lock ensures that no one can
make changes to the app service plan without first deleting the lock.

In the Azure portal, type App Service Plans in the search box, select App Service Plans from the
search results then select Homepage. Alternatively, browse to App Service Plans in the left
navigation pane.

In the properties of the app service plan, click on Locks.

Click the Add button to add a new lock.

Enter a name in the Lock name field. It doesn't matter what name you provide for the exam.

For the Lock type, select Read-only.

Click OK to save the changes.
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1E fZ:

Answer is as image below.
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A. KeyVault1 #&

B. KeyVault2# & UKeyVault3D #

C. KeyVault1$ & UKeyVault3D #

D. KeyVault1KeyVault2§ & U'KeyVault3

IEfE: (EfEZRERLET)

The storage account and the key vault must be in the same region and in the same Azure Active
Directory (Azure AD) tenant, but they can be in different subscriptions.

Storage1 is in the West US region. KeyVault1 is the only key vault in the same region.
Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-overview
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IEfiZ:

Step 1: Register the Application

1. Sign in to your Azure Account through the Azure portal.

2. Select Azure Active Directory.

3. Select App registrations.

4. Select New registration.

6. Click Register

Step 2: Create a new application secret

If you choose not to use a certificate, you can create a new application secret.

7 Select Certificates & secrets.

8. Select Client secrets -> New client secret.

9. Provide a description of the secret, and a duration. When done, select Add.

After saving the client secret, the value of the client secret is displayed. Copy this value because
you aren't able to retrieve the key later. You provide the key value with the application ID to sign
in as the application. Store the key value where your application can retrieve it.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-
portal
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Microsoft Antimalware is deployed as an extension and not a feature.

Reference:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware
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A. an Azure Active Directory (Azure AD) Privileged identity Management (PIM) role assignment.
B. ajustin time (JIT) VM access policy in Azure Security Center

C. an azure policy assigned to RG1.

D. an Azure Bastion host on VNET1.

IEfE: (EfEZRTLED)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/just-in-time-explained
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A. an Azure policy

B. an Azure Resource Manager template

C. a management group

D. an Azure blueprint

Ef#E: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
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* Name: VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.

In which key vaults can you store the encryption key for VM1?
A. Vault1 or Vault3 only

B. Vault1, Vault2, Vault3, or Vault4

C. Vault1 only

D. Vault1 or Vault2 only

IEfE: (EffZ R LET)
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"Your key vault and VMs must be in the same subscription. Also, to ensure that encryption
secrets don't cross regional boundaries, Azure Disk Encryption requires the Key Vault and the
VMs to be co-located in the same region." https://docs.microsoft.com/en-us/azure/virtual-
machines/windows/disk-encryption-key-vault
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa
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Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-
variables
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* Cryptographic Operations: Decrypt and Unwrap Key

* Secret Management Operations: Get, List, and Restore

Group1 is assigned an access to Vault1. The policy has the following configurations:

* Key Management Operations: Get and Recover

* Secret Management Operations: List, Backup, and Recover
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IEfi:

B 67

AzureSQLT—AR—REZFERTH57 T IUNHY F9,

T—AR—XIZHLTSQALS PV L a VHEMNHIRSNEEE BMEZTHILENHY
F7,

HEIEMETEZREN?

A T—ER—ADZHBELZERELET,

B.SQLANIILARF T Yo YY) a— 3 %FAzureMonitorlcF A4 LET,

C. T—AR—ZADHY—N—LR)LDEEEZEDILET,

D. T—#% R—X[Zxt L TAzure Defender forSQLZH#IZ L FE T,

EfR: (EffZzRTLET)

B 68

v k7 —2 121X, Azure Active Directory Azure AD) & RI#i9 %adatum.com& LS BRIDA >
7L = RDActiveDirectory KA 4 UHAEENTLNET,

Azure ADTF > M2 RORICRTA—H—HMNEFENLTLET,

ROBRIZRT K512, BEEAE-adatum. comD/SRA T — FIREZEEZHERLET,
RDERT—RADMIDVWT RT—FAY FDtrueDIZEEIE [[FWVEEIRLET, ThLUSD
BEIE [WDWWA]EERLEFT,

I VERIZENENIRS Y FOMELAHY £,

1E fiZ:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-
on-premises-deploy
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad
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"You may need to configure the target resource to allow access from your application. For
example, if you request a token to Key Vault, you need to make sure you have added an access
policy that includes your application's identity. Otherwise, your calls to Key Vault will be rejected,
even if they include the token" https://docs.microsoft.com/en-us/azure/app-service/overview-
managed-identity?tabs=dotnet
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A. Active Directory - Password

B. Active Directory - Universal with MFA support

C. SQL Server Authentication

D. Active Directory - Integrated
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Reference:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-aad-authentication-configure
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A federated authentication system relies on an external trusted system to authenticate users.
Some companies want to reuse their existing federated system investment with their Azure AD
hybrid identity solution. The maintenance and management of the federated system falls outside
the control of Azure AD. It's up to the organization by using the federated system to make sure it's
deployed securely and can handle the authentication load.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-endpoint-protection
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Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-
assignable-scopes
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Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet
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Reference:

https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center
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A. an event hub

B. a storage account

C. a Log Analytics workspace
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-
wizard
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You need to ensure that a user named user2-12345678 can manage the properties of the virtual
machines in the RG11od12345678 resource group. The solution must use the principle of least
privilege.

To complete this task, sign in to the Azure portal.

IEfiZ:

Sign in to the Azure portal.

Browse to Resource Groups.

Select the RG110d12345678 resource group.

Select Access control (IAM).

Select Add > role assignment.

Select Virtual Machine Contributor (you can filter the list of available roles by typing 'virtual' in the
search box) then click Next.

Select the +Select members option and select user2-12345678 then click the Select button.
Click the Review + assign button twice.

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal?
tabs=current
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task
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Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=
%Z2Fazure%2Fautomation%2Ftoc.json
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A. an Azure DevOps organization

B. an Azure Application Insights service

C. an Azure Storage account

D. an Azure DevTest Labs lab
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When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all
supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and
18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection
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Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and
a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must
perform the following actions:

Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure
Recursive Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server.
Reference:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
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To enable the RDP port in an NSG, follow these steps:

Sign in to the Azure portal.

In Virtual Machines, select VM1

In Settings, select Networking.

In Inbound port rules, check whether the port for RDP is set correctly. The following is an example
of the configuration:

Priority: 300

Name: Port_3389



Port(Destination): 3389

Protocol: TCP

Source: Any

Destinations: Any

Action: Allow

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp-nsg-
problem
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IFfiZ:

You need to configure the backup policy for the Azure SQL database.

In the Azure portal, type Azure SQL Database in the search box, select Azure SQL Database
from the search results then select Homepage. Alternatively, browse to Azure SQL Database in
the left navigation pane.

Select the server hosting the Homepage database and click on Manage backups.

Click on Configure policies.

Ensure that the Weekly Backups option is ticked.

Configure the How long would you like weekly backups to be retained option to 8 weeks.

Click Apply to save the changes.
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-
permissions
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This is a tricky one because uploading a certificate is also required. However, the question states
that the Token Encryption option is unavailable. This is because the app is not added as an
enterprise application. When the app is added as an enterprise application, the Token Encryption
option will be available. Then you can upload the certificate.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-
encryption
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Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways#gwsku
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You have an Azure subscription that contains the resources shown in the following table.
Transparent Data Encryption (TDE) is disabled on SQL1.

You assign policies to the resource groups as shown in the following table.

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template.
The databases will be configured as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

IE fi:

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-defender
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Delegated permissions - Your client application needs to access the web API as the signed-in
user, but with access limited by the selected permission. This type of permission can be granted
by a user unless the permission requires administrator consent.

Incorrect Answers:

A, D: Application permissions - Your client application needs to access the web API directly as
itself (no user context). This type of permission requires administrator consent and is also not
available for public (desktop and mobile) client applications.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-
web-apis
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A. Azure Application Insights

B. Azure Monitor

C. Azure Logic Apps Designer

D. Azure DevOps
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Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
https://docs.microsoft.com/en-us/learn/modules/resolve-threats-with-azure-security-center/6-
exerciseconfigure-playbook
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A. Azure Policy

B. Azure Security Center

C. Azure Monitor

D. Azure Service Health
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/key-vault-parameter?
tabs=azure-cli#reference-secrets-with-dynamic-id
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1IEfi%:

B 104

You need to create a new Azure Active Directory (Azure AD) directory named
12345678.onmicrosoft.com. The new directory must contain a new user named
user1@12345678.onmicrosoft.com.

To complete this task, sign in to the Azure portal.

1E fiz:

The first step is to create the Azure Active Directory tenant.
Sign in to the Azure portal.

From the Azure portal menu, select Azure Active Directory.

On the overview page, select Manage tenants.

Select +Create.

On the Basics tab, select Azure Active Directory.

Select Next: Configuration to move on to the Configuration tab.
For Organization name, enter 12345678.

For the Initial domain name, enter 12345678.

Leave the Country/Region as the default.

The next step is to create the user.

From the Azure portal menu, select Azure Active Directory.
Select Users then select New user.

Enter User1 in the User name and Name fields.

Leave the default option of Auto-generate password.

Click the Create button.

Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-access-
create-new-tenant
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/add-users-azure-active-
directory
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-
to-configure-security-alerts?tabs=new
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Reference:
https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/storage/common/storage-auth-
aad-rbac-portal.md
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Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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A. the Security & Compliance admin center
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C. File Explorer in Windows
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Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure
%2fstorage%2fblobs%2ftoc.json

B[H: 110


https://www.jpntest.com/shiken/AZ-500J-mondaishu
https://www.jpnshiken.com/q/36478-2946780/

KeyVault10598168 Azure ¥ —R—)L IS TS F—FFEAL
T.rg110od10598168n1Azure A fL—L 7 Ho Y RARBEIE SN TS Z L E2HRETILELD
WET,

CDBRDETRTITBICIE Azureli— B ILIZHA VAV LET,

1E fiZ:

Step 1: To enable customer-managed keys in the Azure portal, follow these steps:

1. Navigate to your storage account rg1lod10598168n1

2. On the Settings blade for the storage account, click Encryption. Select the Use your own key
option, as shown in the following figure.

Step 2: Specify a key from a key vault

To specify a key from a key vault, first make sure that you have a key vault that contains a key.
To specify a key from a key vault, follow these steps:

4. Choose the Select from Key Vault option.

5. Choose the key vault KeyVault10598168 containing the key you want to use.

6. Choose the key from the key vault.

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-encryption-keys-portal
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A. an Azure Active Directory (Azure AD) group

B. an Azure Active Directory (Azure AD) role assignment

C. an Azure Active Directory (Azure AD) user

D. a secret in Azure Key Vault
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When you create an AKS cluster, Azure also creates a service principal to support cluster
operability with other Azure resources. You can use this auto-generated service principal for
authentication with an ACR registry. To do so, you need to create an Azure AD role assignment
that grants the cluster's service principal access to the container registry.

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks
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Reference:

https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time?tabs=jit-config-
asc%2Cjit-request-asc
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https://docs.microsoft.com/en-us/azure/azure-arc/servers/onboard-service-principal
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