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These six types of events are categorized in to 3 levels of risks - High, Medium & Low:
Reference:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-
access-policies/
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A. an Azure Application Insights service

B. an Azure DevOps organizations

C. an Azure Storage account

D. an Azure DevTest Labs lab
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To use Azure Repos, make sure your Azure DevOps organization is linked to your Azure
subscription.

Reference:
https://docs.microsoft.com/en-us/azure/app-service/deploy-continuous-deployment
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A. NotActions []

B. DataActions []
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To 'Read a storage account', ie. list the blobs in the storage account, you need an 'Action’
permission.

To read the data in a storage account, ie. open a blob, you need a 'DataAction' permission.
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-definitions

BRi: 5

Azure TR )T avhhbyET,

Azure Security CenterCT7—2 7 0—OBEEZEERL X2 ) 714 DfESHEEZBENIZIEE
THLEZEHELTWEY,

BN ZERT ARENHY TIM?

A. a managed identity

B. an automation account

C. an Azure function app

D. an alert rule

E. an Azure logic app
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
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You have an Azure subscription that contains an Azure SQL database named SQL1.

You plan to deploy a web app named App1.

You need to provide App1 with read and write access to SQL1. The solution must meet the
following requirements:

Provide App1 with access to SQL1 without storing a password.

Use the principle of least privilege.

Minimize administrative effort.

Which type of account should App1 use to access SQL1, and which database roles should you
assign to App1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

IEfiZ:

Reference:
https://docs.microsoft.com/en-us/azure/app-service/tutorial-connect-msi-sql-database?
tabs=windowsclient%2Cdotnet
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Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification
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Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
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Topic 3, Fabrikam inc

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in
Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.
Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.
The network contains an on-premises Active Directory domain named Fabrikam.com. The
domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud
sync syncs only OU1.

The Azure resources hierarchy is shown in the following exhibit.
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The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.
Azure AD contains the resources shown in the following table.

Subscription1 Resources

Subscription1 contains the virtual networks shown in the following table.

Subscription1 contains the network security groups (NSGs) shown in the following table.
Subscription1 contains the virtual machines shown in the following table.

Subscription1 contains the Azure key vaults shown in the following table.

Subscription1 contains a storage account named storage1 in the West US Azure region.
Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:

Create two application security groups as shown in the following table.

Associate the network interface of VM1 to ASG1.

Deploy SecPol1 by using Azure Security Center.

Deploy a third-party app named App1. A version of App1 exists for all available operating
systems.

Create a resource group named RG2.

Sync OU2 to Azure AD.

Add User1 to Group1.

Technical Requirements

Fabrikam identifies the following technical requirements:

The finance department users must reauthenticate after three hours when they access
SharePoint Online.

Storage1 must be encrypted by using customer-managed keys and automatic key rotation.
From Sentinel1, you must ensure that the following notebooks can be launched:

Entity Explorer - Account

Entity Explorer - Windows Host

Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

App1 must use a secure connection string stored in KeyVault1.

KeyVault1 traffic must NOT travel over the internet.

B 12

storage1& LV 5 & RTDAzureStorage 7 Ao > b & VM1E WS BRTDAzurefRBB< o o nH Y F
+. VMIIZIETL S 7 LSSDRA—S KT 4RI B HY ET,

VM1IZxf L TAzureDiskEncryptionZ BT 2LEAHY FT,

ED3DDTI L avEIREBICETTILENHY FIMN?BET LI BEULETHIavET
203 D) A ML EEFEHICESL ELWVEFTEREELEFY,

1E fiZ:



Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault
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Step 1:

1. In Azure portal go to the storage account you want to secure. Here: rg11od10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. To deny access by default, choose to allow access from Selected networks. To allow traffic
from all networks, choose to allow access from All networks.

4. Click Save to apply your changes.

Step 2:

1. Go to the storage account you want to secure. Here: rg110d10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. Check that you've selected to allow access from Selected networks.

4. To grant access to a virtual network with a new network rule, under Virtual networks, click Add
existing virtual network, select Virtual networks and Subnets options. Enter the 131.107.0.0/16
subnet and then click Add.

Note: When network rules are configured, only applications requesting data over the specified set
of networks can access a storage account. You can limit access to your storage account to
requests originating from specified IP addresses, IP ranges or from a list of subnets in an Azure
Virtual Network (VNet).

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa
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You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the
following table.

From Azure AD Privileged Identity Management (PIM), you configure the settings for the Security
Administrator role as shown in the following exhibit.

From PIM, you assign the Security Administrator role to the following groups:

* Group1: Active assignment type, permanently assigned

* Group2: Eligible assignment type, permanently eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure
https://docs.microsoft.com/bs-cyrl-ba/azure/active-directory/privileged-identity-management/pim-
resource-roles-configure-role-settings
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Reference:

https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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Step 1: To enable customer-managed keys in the Azure portal, follow these steps:

1. Navigate to your storage account rg1lod10598168n1



2. On the Settings blade for the storage account, click Encryption. Select the Use your own key
option, as shown in the following figure.

Step 2: Specify a key from a key vault

To specify a key from a key vault, first make sure that you have a key vault that contains a key.
To specify a key from a key vault, follow these steps:

4. Choose the Select from Key Vault option.

5. Choose the key vault KeyVault10598168 containing the key you want to use.

6. Choose the key from the key vault.

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-encryption-keys-portal
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Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/auditing-configure
https://docs.microsoft.com/en-us/azure/azure-sql/database/auditing-overview
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Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-
management-groups/
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You need to enable the Web Application Firewall on the Application Gateway.

In the Azure portal, type Application gateways in the search box, select Application gateways
from the search results then select the gateway named Homepage-AGW. Alternatively, browse to
Application Gateways in the left navigation pane.

In the properties of the application gateway, click on Web application firewall.

For the Tier setting, select WAF V2.

In the Firewall status section, click the slider to switch to Enabled.

In the Firewall mode section, click the slider to switch to Prevention.

Click Save to save the changes.
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Answer is as image below.
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A. Azure Sentinel

B. Azure Active Directory (Azure AD) Identity Protection

C. Azure Security Center

D. Azure Advanced Threat Protection (ATP)
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard
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Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-
subscriptions-associated-directory
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An NSG needs to be enabled, either at the VM level or the subnet level.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
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Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-
ownership-of-an-azure-subscription
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To create a new Azure AD tenant:

1. Browse to the Azure portal and sign in with an account that has an Azure subscription.

2. Select the plus icon (+) and search for Azure Active Directory.

3. Select Azure Active Directory in the search results.

4. Select Create.


https://www.jpnshiken.com/q/33807-2715331/

5. Provide an Organization name (10317806) and an Initial domain name (10317806). Then
select Create. This will create the directory named

10317806.onmicrosoft.com.

6. After directory creation is complete, select the information box to manage your new directory.
To create the user:

1. In the Azure portal, make sure you are on the Azure Active Directory fly out.

If not, select the Azure Active Directory icon from the left services navigation.

2. Under Manage, select Users.

3. Select All users and then select + New user.

4. Provide a Name and User name (user10317806) for the user. When you're done, select
Create.

To enable MFA:

1. In the Azure portal, make sure you are on the Azure Active Directory fly out.

If not, select the Azure Active Directory icon from the left services navigation.

2. Under Manage, select Users.

3. Click on the Multi-Factor Authentication link.

4. Tick the checkbox next to the user's name and click the Enable link.

Reference:
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant
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Azure AD Privileged Identity Management (PIM) is enabled for the tenant.

In PIM, the Password Administrator role has the following settings:

* Maximum activation duration (hours): 2
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* Send email notifying admins of activation: Disable

* Require incident/request ticket number during activation: Disable

* Require Azure Multi-Factor Authentication for activation: Enable

* Require approval to activate this role: Enable

* Selected approver: Group1

You assign users the Password Administrator role as shown in the following table.
UTDERAT—FAVMIDWT RAT—FAVMRETHIEEIE KL EERLET, Th
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This is a tricky one because uploading a certificate is also required. However, the question states
that the Token Encryption option is unavailable. This is because the app is not added as an
enterprise application. When the app is added as an enterprise application, the Token Encryption
option will be available. Then you can upload the certificate.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-
encryption
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Step 1: Create an Azure Active Directory tenant
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1. Browse to the Azure portal and sign in with an account that has an Azure subscription.

4. Select Create.

6. After directory creation is complete, select the information box to manage your new directory.
Next, you're going to add tenant users.

Step 2: Create an Azure Active Directory tenant user

9. Select All users and then select + New user.

10. Provide a Name and User name (user1) for the regular user tenant You can also show the
temporary password. When you're done, select Create.

Name: user1

User name: user1@10598168.onmicrosoft.com

Reference:
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant
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Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=
%Z2Fazure%2Fautomation%2Ftoc.json
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The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual
Machine. The plug-in supports both Linux and Windows platform.

The plug-in assigns IP addresses from a virtual network to containers brought up in the virtual
machine, attaching them to the virtual network, and connecting them directly to other containers
and virtual network resources. The plug-in doesn't rely on overlay networks, or routes, for
connectivity, and provides the same performance as virtual machines.

The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview
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A. a system route

B. a network security group (NSG)
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C. a user-defined route

IEfE: (EfEZERTLET)

Although the use of system routes facilitates traffic automatically for your deployment, there are
cases in which you want to control the routing of packets through a virtual appliance. You can do
so by creating user defined routes that specify the next hop for packets flowing to a specific
subnet to go to your virtual appliance instead, and enabling IP forwarding for the VM running as
the virtual appliance.

Note: User Defined Routes

For most environments you will only need the system routes already defined by Azure. However,
you may need to create a route table and add one or more routes in specific cases, such as:
Force tunneling to the Internet via your on-premises network.

Use of virtual appliances in your Azure environment.

In the scenarios above, you will have to create a route table and add user defined routes to it.
Reference:
https://github.com/uglide/azure-content/blob/master/articles/virtual-network/virtual-networks-udr-
overview.md
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To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example,
@yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a
directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management
(PIM) for contoso.com

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
getting-started
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Deleted users and deleted Office 365 groups are available for restore for 30 days.

You cannot restore a deleted security group.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted
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Reference:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=dotnet
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1. In the Azure portal, type Key Vaults in the search box, select Key Vaults from the search
results then select KeyVault11641655. Alternatively, browse to Key Vaults in the left navigation
pane.

2. In the Key Vault properties, scroll down to the Settings section and select Access Policies.
3. Select the Azure Disk Encryption for volume encryption

4. Click Save to save the changes.

Eﬁ:ﬁ: 46
VNetwork1 Dl B4 -9 LELHY £9,


https://www.jpnshiken.com/q/33807-2715346/

EICfilzgRETIN?

A. Create a new subnet on VNetwork1.

B. Remove the NSGs from Subnet11 and Subnet13.

C. Associate an NSG to Subnet12.

D. Configure DDoS protection for VNetwork1.

IEf%: (Ef2ZRTLEY)

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet.
Reference:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal
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Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
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A. Azure HDInsight

B. Azure Analysis Services
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C. AzurePerformanceDiagnostics#i Rt g
D. Linux Diagnostic Extension LAD)3.0
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A. device configuration policies in Microsoft Intune

B. an Azure Desired State Configuration (DSC) virtual machine extension

C. security policies in Azure Security Center

D. Azure Logic Apps
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You can use Azure Automation State Configuration to manage Azure VMs (both Classic and
Resource Manager), on-premises VMs, Linux machines, AWS VMs, and on-premises physical
machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows
Feature DSC-Service so that target nodes automatically receive configurations, conform to the
desired state, and report back on their compliance. The built-in pull server in Azure Automation
eliminates the need to set up and maintain your own pull server. Azure Automation can target
virtual or physical Windows or Linux machines, in the cloud or on-premises.

Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started
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Reference:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-
how-to-start-security-review
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You need to configure VNet Peering between the two networks. The questions states, "The
solution must ensure that virtual machines connected to VNET1 can communicate with virtual
machines connected to VNET2". It doesn't say the VMs on VNET2 should be able to
communicate with VMs on VNET1. Therefore, we need to configure the peering to allow just the
one-way communication.

1. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the
search results then select VNET1. Alternatively, browse to Virtual Networks in the left navigation
pane.

2. In the properties of VNET1, click on Peerings.

3. In the Peerings blade, click Add to add a new peering.

4. In the Name of the peering from VNET1 to remote virtual network box, enter a name such as
VNET1-VNET2 (this is the name that the peering will be displayed as in VNET1)

5. In the Virtual Network box, select VNET2.

6. In the Name of the peering from remote virtual network to VNET1 box, enter a name such as
VNET2-VNET1 (this is the name that the peering will be displayed as in VNET2).

There is an option Allow virtual network access from VNET to remote virtual network. This should
be left as Enabled.

7. For the option Allow virtual network access from remote network to VNET1, click the slider
button to Disabled.

8. Click the OK button to save the changes.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering
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Step 1: Register the Application

1. Sign in to your Azure Account through the Azure portal.

2. Select Azure Active Directory.

3. Select App registrations.

4. Select New registration.

6. Click Register

Step 2: Create a new application secret

If you choose not to use a certificate, you can create a new application secret.

7 Select Certificates & secrets.

8. Select Client secrets -> New client secret.

9. Provide a description of the secret, and a duration. When done, select Add.

After saving the client secret, the value of the client secret is displayed. Copy this value because
you aren't able to retrieve the key later. You provide the key value with the application ID to sign
in as the application. Store the key value where your application can retrieve it.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-
portal
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Shared access signatures provides access to a particular resource such as blog. Stored access
policies are a group of Shared Access Signatures (SAS). In order to revoke access to a SAS you
can either:

1. Rotate the Key1 or Key 2, that is the access keys used to sign the SAS. Rotating the access
keys used to sign the SAS, invalidates any previously signed SAS hence revoking the SAS
issused before

2. Remove the stored access policy which an SAS is linked to. If a Stored Access Policy is
removed, it also invalidates the SASs liked to the Stored Access Policy.

B 54

BEIZIECT RO A VERBEREFERALET,

A—H—BEAATBIZIE [FA A VR I RIZH—YVILEEE TOI—H—R2F0 )Y
LET,

NZAD)—FZEAANTBHIZIE [NNRAT—FDAAIRY I RIZHA—VILEEEZT TOINRT— %Y
Vw2 LET,

Azure1—H—% User1-10598168@ExamUsers.com

Azure/SX ) — K ‘Ag1Bh9 ! #Bd

LUTOERIE, T2 R—rOHAZEMELTLET,

ZiRA Vo RA R 10598168

EEI1—H—NUNET1E WS ERIDRERY FT—0 2R >THIBRLGEWEL S ITT HRENH Y
FY,EELI—HY (I UNETIDHREEEETEDLIICTHIRLENHYET,
CDRARYERTITAIZIE AzurelR— B ILIZH A 4V LET,

1E fiZ:

Locking prevents other users in your organization from accidentally deleting or modifying critical
resources, such as Azure subscription, resource group, or resource.

Note: In Azure, the term resource refers to an entity managed by Azure. For example, virtual
machines, virtual networks, and storage accounts are all referred to as Azure resources.

1. In the Settings blade for virtual network VNET, select Locks.

2. To add a lock, select Add.

3. For Lock type select Delete lock, and click OK

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-naming-policy
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A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

B. an application security group

C. Azure Active Directory (Azure AD) conditional access

D. justin time (JIT) VM access
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Just-in-time (JIT) virtual machine (VM) access can be used to lock down inbound traffic to your

Azure VMs, reducing exposure to attacks while providing easy access to connect to VMs when
needed.

Note: When just-in-time is enabled, Security Center locks down inbound traffic to your Azure VMs
by creating an NSG rule. You select the ports on the VM to which inbound traffic will be locked
down. These ports are controlled by the just-in-time solution.

When a user requests access to a VM, Security Center checks that the user has Role-Based

Access Control (RBAC) permissions that permit them to successfully request access to a VM. If

the request is approved, Security Center automatically configures the Network Security Groups
(NSGs) and Azure Firewall to allow inbound traffic to the selected ports and requested source IP

addresses or ranges, for the amount of time that was specified. After the time has expired,
Security Center restores the NSGs to their previous states. Those connections that are already

established are not being interrupted, however.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-
are-added

B R 58

RDEIZRT Azure Key Vaulthidp Y £9,

KV1(L, Secretl EWNSARID—I Ly b E KeylE WS BRIDEBRFEANL—UFTHDOU R
DX —ZBMHMLET,

Secretl EKey1Z /v o 7 v T LET,

BNV T TE#EDXF—a 0 TH—ICERTETEIN?EET HICE, AEEETEYGA T
LavEBBRLEY,

EEFNFNROELVERIZIARS > bOMEESHY T,

EfiZ:

B fE: 59

FCOBBE RLCIFIAZRTT S5 EQEBO—BTYT, V) —XOEEMICIE RBES
N-BEZERTLIAEEOHIHEDOV ) 12— a3 UAEFENARTVET, —HOEME Y ~IC
[FHEBDELVFERRELIHSEELHNIL ELVEBRENGVMEGELHY FT,
ZDEIaAaVOEBEMICEET 5L FTOERICRDCEIEITEELA, TOHRE, CNODERM
FLEa—BE@AICKRRINFERA,

Sub1& WS ZRIDAzUure Y IR ) T3 ohHYET,

RG1EWSERIN) Y—ARTIIL—T(ZSal& WVS RARIDAzZUre A fL—UF7HO VU EBHYET,
A—H—ET7 TN =23 VE WSODDEBET I ERESL SAS) ERFESINFT VAR
O—FFALT Sa1DBLOBY—ERET7AILY—ERIZTYERLET,
EROGWA—HF DT 7MY —EREBLOBY—ERDEAIZT VA LIzZ &AbhhY F
ER

SAIANDIRTDT IV LRERY HITRBENHYET,

fEREK Sallcmy U ZEBLET,

CHNIFEEZERLTVEIN?

A. (L

B. LMMZ

IEfE: (EfEZRERLET)

To revoke a stored access policy, you can either delete it, or rename it by changing the signed
identifier. Changing the signed identifier breaks the associations between any existing signatures
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and the stored access policy. Deleting or renaming the stored access policy immediately affects
all of the shared access signatures associated with it.

Reference:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy
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1 - Create an app registration

2 - Add an application permission

3 - Grant permissions

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-permissions-and-consent
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A. a function app

B. an alert rule

C. a playbook

D. a runbook
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Reference:

https://docs.microsoft.com/en-us/azure/security-center/tutorial-security-policy
https://docs.microsoft.com/en-us/azure/security-center/policy-reference
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard
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Reference:
https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure-
security-center/
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You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a
VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must
perform the following actions:

Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure
Recursive
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Resolver.

Configure forwarding between the custom DNS server and your on-premises DNS server.
Reference:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-
manager-portal
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
resource-roles-assign-roles
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A. an Azure DevTest Labs lab

B. an Azure Storage account

C. an Azure DevOps organization

D. an Azure Application Insights service
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A. NIC2 only

B. NIC2, NIC3, NIC4, and NIC5

C. NIC2 and NIC3 only

D. NIC2, NIC3, and NIC4 only
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Only network interfaces in NVET1, which consists of Subnet11 and Subnet12, can be configured
in ASG1, as all network interfaces assigned to an application security group have to exist in the
same virtual network that the first network interface assigned to the application security group is
in.

Reference:

https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/
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Generating new storage account keys will invalidate all SAS's that were based on the previous
keys.
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extension.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-
access-session-lifetime
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1E fiz:

Reference:
https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication
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IF fi:

You need to assign the user the Key Vault Secrets Officer role.

In the Azure portal, type Key Vaults in the search box, select Key Vaults from the search results
then select KeyVault11641655. Alternatively, browse to Key Vaults in the left navigation pane.
In the key vault properties, select Access control (IAM).

In the Add a role assignment section, click the Add button.

In the Role box, select the Key Vault Secrets Officer role from the drop-down list.

In the Select box, start typing User2-11641655 and select User2-11641655 from the search
results.

Click the Save button to save the changes.
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Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration
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Reference:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-
transfer
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1E fiz:

1 - Create an Azure Automation account

2 - Import PowerShell modules to the Azure Automation account

3 - Create a connection resource in the Azure Automation account

Reference:

https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/
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A. A user updates more than 50 percent of the records in a table.

B. A user attempts to sign as select * from table1.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.
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Advanced Threat Protection can detect potential SQL injections: This alert is triggered when an
active exploit happens against an identified application vulnerability to SQL injection. This means
the attacker is trying to inject malicious SQL statements using the vulnerable application code or
stored procedures.

Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-overview
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time?tabs=jit-config-
asc%2Cjit-request-asc
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https://docs.microsoft.com/en-us/azure/app-service/configure-ssi-certificate#private-certificate-
requirements
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Instead use a management group.

Management groups in Microsoft Azure solve the problem of needing to impose governance
policy on more than one Azure subscription simultaneously.

Reference:
https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-
managementgroups/
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A. Azure Storage Explorer

B. Azure Cosmos DB explorer

C. SQL query editor in Azure

D. Azure Monitor
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Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
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A. an Azure Active Directory (Azure AD) group

B. an Azure Active Directory (Azure AD) role assignment

C. an Azure Active Directory (Azure AD) user

D. a secret in Azure Key Vault
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When you create an AKS cluster, Azure also creates a service principal to support cluster
operability with other Azure resources. You can use this auto-generated service principal for
authentication with an ACR registry. To do so, you need to create an Azure AD role assignment
that grants the cluster's service principal access to the container registry.

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-
access-portal
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-provide-security-contact-
details
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A. Azure Application Insights

B. Azure Monitor

C. Azure Logic Apps Designer

D. Azure DevOps
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Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation
https://docs.microsoft.com/en-us/learn/modules/resolve-threats-with-azure-security-center/6-
exerciseconfigure-playbook
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Reference:

https://docs.microsoft.com/en-us/azure/security/azure-log-audit
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IFfig:

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-
assignable-scopes
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-
permissions
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Reference:
https://docs.microsoft.com/en-us/graph/permissions-reference#calendars-permissions
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Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-immutable-storage?
tabs=azure-portal
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* Name: VM1

* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.

In which key vaults can you store the encryption key for VM1?

A. Vault1 or Vault3 only

B. Vault1, Vault2, Vault3, or Vault4

C. Vault1 only

D. Vault1 or Vault2 only

Ef#E: (EfEZRTmLET)

"Your key vault and VMs must be in the same subscription. Also, to ensure that encryption
secrets don't cross regional boundaries, Azure Disk Encryption requires the Key Vault and the
VMs to be co-located in the same region." https://docs.microsoft.com/en-us/azure/virtual-
machines/windows/disk-encryption-key-vault

BE: 103
RDORIZRT 1 —H—F ST Azure Active Directory Azure AD) T+ > FhHY ET,
T2 MIE ROKRICRTRAMTEDHERNEENET,


https://www.jpnshiken.com/q/33807-2715404/
https://www.jpnshiken.com/q/33807-2715405/

RORIZEKTEIIZ App1lE VWS BERIDI T I RT7T)VDEBFET IO AR O—ZERLE
9,

UTDERAT—FAVMIDWT RT— AV MRETHAEEE FVVZFERLET, TN
LUSNDBEIF, DWE ZBIRLET,

EFENFADOE LLERICIHIARS > FOEIELHY £5,

1E fiz:

Eﬁ:ﬁ: 104

OU2&UserCxt L CEHBEISN-EREZ XTI HILENHY FT,
EDY—ILZ#FERTIDLENHYEITH?ZZDICIE BEULEY—ILEELWVW Y—XIZFSY
JLET  BY—ILF NEFERT S LE BHEFERTSII LD Foi{FRALAGNIELEET
EFET . AVTUOVERTTDICIE, DEIN—FRAVBETRSIVITEIN R B—ILT IDNHE
NHLIEELHYET,

I WERIIERENIRAS > FOEELSHY FT,

1E fi#:

B: 105

HEE-OERICIE T MLEZ2—T—DI22DDF T4 ABHYET &4 71« RIE NATT
NAREFERLTA V=Y MIERLET 474 AT, RORIZTTIPT7 FLRAZFEAL
TWEY,

£$t(Z1E contoso.com & LY 5 £ RiTMDAzure Active Directory Azure AD) T+ > bABY ET, TF
VHIFE RORIZRTA—F—DBEENFET,

MFAY—EXDEREF, BRICSRENTWS LS ICEBEhET, BRIZ2TEVUvILE
ERY

UTDERT—FA YV MIDWT RT—FAVRDPETHIEHEIE FIEERLET, Th
USNnigElE, DWA 1 Z2BRLET,

FENETNADOELWLERIZIEFIARS > FOMELSHY £9,
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Reference:

https://www.cayosoft.com/difference-enabling-enforcing-mfa/
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A. contoso.com only

B. contoso.com, fabrikam.com, and Hotmail only

C. contoso.com and fabrikam.com only

D. contoso.com, fabrikam.com, Hotmail, and OpenID-enabled user account

IEfE: (EfEERTLET)

When you transfer billing ownership of your subscription to an account in another Azure AD
tenant, you can move the subscription to the new account's tenant. If you do so, all users, groups,
or service principals who had role based access (RBAC) to manage subscriptions and its
resources lose their access. Only the user in the new account who accepts your transfer request
will have access to manage the resources.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transferring-
subscription-to-anaccount-in-another-azure-ad-tenant
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Instead you should create a new stored access policy.

To revoke a stored access policy, you can either delete it, or rename it by changing the signed
identifier.

Changing the signed identifier breaks the associations between any existing signatures and the
stored access policy. Deleting or renaming the stored access policy immediately affects all of the
shared access signatures associated with it.

Reference:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy
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