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A. an Azure Storage account

B. an Azure DevTest Labs lab

C. an Azure Application Insights service

D. an Azure DevOps organization
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Explanation

The Standard tier extends the capabilities of the Free tier to workloads running in private
and other public clouds, providing unified security management and threat protection
across your hybrid cloud workloads. The Standard tier also adds advanced threat detection
capabilities, which uses built-in behavioral analytics and machine learning to identify
attacks and zero-day exploits, access and application controls to reduce exposure to
network attacks and malware, and more.

Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure
Security Center.

References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing
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Topic 2, Contoso

This is a case study. Case studies are not timed separately. You can use as much exam
time as you would like to complete each case. However, there may be additional case
studies and sections on this exam. You must manage your time to ensure that you are able
to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information
that is provided in the case study. Case studies might contain exhibits and other resources
that provide more information about the scenario that is described in the case study. Each
question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next sections of the exam.
After you begin a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in
the left pane to explore the content of the case study before you answer the questions.
Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note
that the information displayed is identical to the information displayed on the subsequent
tabs. When you are ready to answer a question, click the Question button to return to the
question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch
offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are
associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment

Azure AD

Contoso.com contains the users shown in the following table.

Contoso.com contains the security groups shown in the following table.

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

User2 creates the virtual networks shown in the following table.

Sub1 contains the locks shown in the following table.

Sub1 contains the Azure policies shown in the following table.



Sub2

Sub2 contains the virtual machines shown in the following table.

All virtual machines have the public IP addresses and the Web Server (1I1S) role installed.
The firewalls for each virtual machine allow ping requests and web requests.

Sub2 contains the network security groups (NSGs) shown in the following table.

NSG1 has the inbound security rules shown in the following table.

NSG2 has the inbound security rules shown in the following table.

NSG3 has the inbound security rules shown in the following table.

NSG4 has the inbound security rules shown in the following table.

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following
table.

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.
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A. Actlve Directory - Password
B. Active Directory - Universal with MFA support
C. SQL Server Authentication
D. Active Directory - Integrated
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Explanation
References:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-aad-authentication-
configure
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See the explanation below.

Explanation

Deploy the Microsoft Antimalware Extension using the Azure Portal for single VM
deployment

1. In Azure Portal, go to the Azure VM1's blade, navigate to the Extensions section and
press Add.

2. Select the Microsoft Antimalware extension and press Create.

3. Fill the "Install extension" form as desired and press OK. Scheduled: EnableScan type:
FullScan day:

Sunday

Reference:
https://www.e-apostolidis.gr/microsoft/azure/azure-vm-antimalware-extension-
management/
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A. NIC2 only

B. NIC2, NIC3, NIC4, and NIC5

C. NIC2 and NIC3 only

D. NIC2, NIC3, and NIC4 only
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Explanation

Only network interfaces in NVET1, which consists of Subnet11 and Subnet12, can be
configured in ASG1, as all network interfaces assigned to an application security group
have to exist in the same virtual network that the first network interface assigned to the
application security group is in.

Reference:
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https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/
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Explanation

Box 1; User2

Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be
the new owner for the subscription.

Box 2: Azure Account Center

Azure Account Center can be used.

Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-
ownership-of-an-azu
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Explanation

Delegated permissions - Your client application needs to access the web API as the
signed-in user, but with access limited by the selected permission. This type of permission
can be granted by a user unless the permission requires administrator consent.
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Explanation

From the Azure portal, create an Azure AD administrator for LitwareSQLServer1 Connect
to SQLDB1 by using SSMS In SQLDB1, create contained database users
https://www.youtube.com/watch?v=pEPyPsGEevw
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Explanation

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook
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Explanation

Box1: Activity log

Azure activity logs provide insight into the operations that were performed on resources in
your subscription.

Activity logs were previously known as "audit logs" or "operational logs," because they
report control-plane events for your subscriptions.

Activity logs help you determine the "what, who, and when" for write operations (that is,
PUT, POST, or DELETE).

Box 2: Logs

Log Integration collects Azure diagnostics from your Windows virtual machines, Azure
activity logs, Azure Security Center alerts, and Azure resource provider logs. This
integration provides a unified dashboard for all your assets, whether they're on-premises or
in the cloud, so that you can aggregate, correlate, analyze, and alert for security events.
References:

https://docs.microsoft.com/en-us/azure/security/azure-log-audit
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Explanation

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center
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Explanation

Box1: RG6 only as there is not option for RG5 & RG6 which it should be.

Box2: RG4 & RG6

Topic 3, Fabrikam inc

This is a case study. Case studies are not timed separately. You can use as much exam
time as you would like to complete each case. However, there may be additional case
studies and sections on this exam. You must manage your time to ensure that you are able
to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information
that is provided in the case study. Case studies might contain exhibits and other resources
that provide more information about the scenario that is described in the case study. Each
question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next section of the exam. After
you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the button. Use the buttons in the left
pane to explore the content of the case study before you answer the questions. Clicking
these buttons displays information such as business requirements, existing environment,
and problem statements. If the case study has an All Information tab, note that the
information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the button to return to the question.



General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch
offices in Seattle and New York. Fabrikam has IT, human resources (HR), and finance
departments.

Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named
subscription1.

The network contains an on-premises Active Directory domain named Fabrikam.com. The
domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect
cloud sync syncs only OU1.

The Azure resources hierarchy is shown in the following exhibit.

The Azure Active Directory (Azure AD) tenant contains the users shown in the following
table.

Azure AD contains the resources shown in the following table.

Subscription1 Resources

Subscription1 contains the virtual networks shown in the following table.

Subscription1 contains the network security groups (NSGs) shown in the following table.
Subscription1 contains the virtual machines shown in the following table.

Subscription1 contains the Azure key vaults shown in the following table.

Subscription1 contains a storage account named storage1 in the West US Azure region.
Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:

* Create two application security groups as shown in the following table.

* Associate the network interface of VM1 to ASG1.

* Deploy SecPol1 by using Azure Security Center.

* Deploy a third-party app named App1. A version of App1 exists for all available operating
systems.

* Create a resource group named RG2.

* Sync OU2 to Azure AD.

* Add User1 to Group1.

Technical Requirements

Fabrikam identifies the following technical requirements:

* The finance department users must reauthenticate after three hours when they access
SharePoint Online.

* Storage1 must be encrypted by using customer-managed keys and automatic key
rotation.

* From Sentinel1, you must ensure that the following notebooks can be launched:

* Entity Explorer - Account



* Entity Explorer - Windows Host

* Guided Investigation Process Alerts

*VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.
* Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.
* App1 must use a secure connection string stored in KeyVault1.

* KeyVault1 traffic must NOT travel over the internet.
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Explanation

Step 1: Consent to PIM

Step: 2 Verify your identity by using multi-factor authentication (MFA) Click Verify my
identity to verify your identity with Azure MFA. You'll be asked to pick an account.

Step 3: Sign up PIM for Azure AD roles

Once you have enabled PIM for your directory, you'll need to sign up PIM to manage
Azure AD roles.

References:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-
management/pim-getting-started
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-

permissions
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Explanation

To revoke a stored access policy, you can either delete it, or rename it by changing the
signed identifier.

Changing the signed identifier breaks the associations between any existing signatures
and the stored access policy. Deleting or renaming the stored access policy immediately
effects all of the shared access signatures associated with it.

References:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-
Policy
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B. keyCredentials
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Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli
https://www.codeproject.com/Articles/3211864/Operation-and-Maintenance-of-AKS-
Applications
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Explanation
Graphical user interface, text, application, email Description automatically generated
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Explanation

Box 1: User1, User2, User3, User4

Contains "ON" is true for Montreal (User1), MONTREAL (User2), London (User 3), and
Ontario (User4) as string and regex operations are not case sensitive.

Box 2: User1, User2, User3, User4

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-
dynamic-membership
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Explanation

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD
credentials.

Litewire plans to deploy AKS1, which is a managed AKS (Azure Kubernetes Services)
cluster.

Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are
created. The first application is a server component that provides user authentication.
Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI
for authentication.

This client application uses the server application for the actual authentication of the
credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster.

Use the az aks create command to deploy the AKS cluster.



Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create
role-binding or cluster role-binding. Roles define the permissions to grant, and bindings
apply them to desired users. These assignments can be applied to a given namespace, or
across the entire cluster.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration
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KeyVault1 & WS ZREIDAzure ¥ —a U7+ —& RORICRTRET S U E=ELAzuret
TJR9)ToavhpyEzd,

Key Vault7 7 £ AR O—%E&EL T, K 12— LDIEFIED = IZAzure Disk
Encryption~D7 7 2R EB#IZLET,

KeyVault1ld, ROEIZRT LI TSN TULET,

RODBAT— AV RMZIDWT RT—FAY FHtrueDEE L[V EERLET, T
LSADIEEF [LWWWR]EERLET,

FEEINEFROELWNERRIFIKRA Y FOMEENHY ET,

1E fiz:

Explanation

B 23

Azure Security Centerm 5 _ Registry1M A A — < MAzure Container Registryffz5514 X ¥+ v
VEAMIZLET,

UTD790 a3 ERITLET,

* Image1 & LS B RTOWindows A A — P #Registry1l2 Ty 2 a LET,

* Image2 & LS AHIDLinuxA * — %Registry1I2Fy a2 LET,

* Image3 & LV 3 ZRiDWindowsA * — #RegistrylIZ2 Ty a LET,

*ImagelZZE L LA A —T %Imaged & L TRegistrylT Ty a LET,
*Image2ZZE L LA A — %Image5& L TRegistryl 2w a LET,
MM ER XY U T 220DERIEENTTN? ETNENDERIITLEY )a— 3
#RLET,

FEEINEFNOELWNERRIFIKRA Y FOMEENADHY ET,

A. Eif%4

B. E{&3

C. Ef&2

D. [E 1

E. E{%5

IEfE: (EfEZRTLET)

B f: 24
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FCNEMEI RLCYFTUAZRTTS—EOERO—EHTYT, V) —XDEEMIZIE,
HHEIN-BEZENT HAREOHLIHMEDOY ) 12— a3 VHAEFEFNATUVET, —HD
Bty FMIEFEBOELWVERRENHIEELHNIL ELVVERENGIMEELHY
9,

DLV aAVOERMICEEZETSHE TOEMICRACLEIETEFRHA, TOHBR, b
DEMIELEaA—BEEICRREINEEA,

Azure Security CenterZ{#A L T 32DAzure TR 9 1) T 3 oD—wmibEShi=7RY)
D—EHEITVET,

WS OADRY O—EEFFERALT IRV )T avntexa) T4 5#EBLET,
IDDHY TRV YT avIRTICKRYO—FREZITIL—TELTERATIVLENHY F
9,

RERR NY—RITIN—TE2R2—TELFTBHR)—FRLEBENYBTEERLET,
NIFERZERLTHVEIN?

A. [Ty

B. L\VZ

EfZ:B(OIAVFEHEKT D)

Explanation

References:
https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-
with-management-groups
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v kD —2%1Z_Azure Active Directory Azure AD) T+ > FEREIT A TLIAD
Active Directory KA A4 U EFNTWET , 7T > FMIIE RORIZRTI—H—HEFE
nNTWET,

TTYURMIE RORIZCRTITIL—THEENRTULET,

ROBEEESCLERDPI MFA) ZBIERU L —%H#BRLET,

*F Y BT

*& 8% Group1

G IL—T2%E ks

*a Y kO—JL Azure MFAZSRH L E

R O—FFEE A
RDERAT—FAVMZIDWT AT—FAY A trueDBEIE[FLVZEIRLET, Fh
LUSADIEEIE [WNR]EEIRLET,

EfiZ:

Explanation

B 26
A—HY -7 I EREDLEWN) Y—RITHLI VAU LES5ELTVSRERDAET,
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Azure Log Analytics? TV #/Ef L T BEIBR TR LIz 2a——H1 2014 DHTE
BHANTDDENHYFET FERICIE A o4 VISBEIUERB L A—F—DOHDLRRS
NEZBLENHYFET,

DIVEEDEIICEAT HILENHY EFITN?EETHICIE BETY 7 THEUGL T
vaAaVEEBRLET,

I ENETNADOELWLERIZIEFIRS Y FOMENHY 9,

IEfiF:

Explanation

The following example identifies user accounts that failed to log in more than five times in
the last day, and when they last attempted to log in.

let timeframe = 1d;

SecurityEvent

| where TimeGenerated > ago(1d)

| where AccountType == 'User' and EventID == 4625 // 4625 - failed log in

| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated,
Account) by Account

| where failed_login_attempts > 5

| project-away Account1

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples
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RORIZRITHRBEI SV EELCAzure S TR Y T a ohiHYET,

Subnet1 & Subnet2[Z (% Microsoft.Storaget—E X T KR4 > AR INTULVET,
ROEIZFRT KSR SN T Bstorageacc! & LN BHTDAzure R fL—S7HH 0 b
AHYET,

RODERT—FAVKIDWT RAT—FA YV MAEDFZEIE[TWEERLET, T
NOGEEE [VLWWR]EERLET,

1E fiz:

Explanation

Box 1: Yes

The public IP of VM1 is allowed through the firewall.

Box 2: No

The allowed virtual network list is empty so VM2 cannot access storageacc1 directly. The
public IP address of VM2 is not in the allowed IP list so VM2 cannot access storageacc1
over the Internet.

Box 3: No

The allowed virtual network list is empty so VM3 cannot access storageacc1 directly. VM3
does not have a public IP address so it cannot access storageacc1 over the Internet.
Reference:



https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security
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AzureSentinel®™ T 704 S TWWET,

Rule1E WS BRIDRA 7 a—ILEN=0 T IL—ILEERT IBENHY FT,
Rule1®7 T )IL—ILBTy I EEETHICIE AEZERTINENHY FITM?
A. Transact-SQLRAT— F A 2 k

B. JSONTE

C. GraphQL

D. KustoZ T 1)

IFfE: (EfEZRTLZEY)

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
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Sub1& WS BRTIDAzurer IRV ) T3 obiHY ET,

120 T2y bZEEBCHEREBERY FIT—0ZERLET P ITRY FET RORITERT R
I vEITOEDa=ZUSLET,

RE XY FIT—9EF2)T4JIL—T KSG)ETOEDa=2J LTWERA,
ROBHEZHEI=T=-HDIZ 2V I —0 X2 T 1 2FRETIVLENHY FT,
*VM3WBVMAND F S T4 v I DAZEHRILET,

AR —3Y FDOEVMIBEUVVM2AD F S 74 I DHEHRILET,

*NSGERY FI—=0EFa T AL—LOBZERNMRIZLET,

WSCDDNSGERY FT—0EF ) TAIL—ILEERT DBENHYFEIHN?EET S
CIF . B&ETY 7 TEVGA TS avEBIRLET,

FETNETNADOELWLERIZIEFIRS Y FOMELNSHY F£9,

;5

Explanation

NSGs: 1

Network security rules: 3

Not 2: You cannot specify multiple service tags or application groups) in a security rule.
References:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
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WebApp1& LYS ZETDAzure Web7 T NHY ET,

SEBAZE A#WebApplIc 7y FO—KLET,

WebApp1D7 7)) A— KM GEIBREICT VR TESLSITTHIRELNHY FT,
HEIAETEREN?

A 1—5—Z|Y B THOEEFRIDEFWebApp1[ZEBMLET,
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B. 7 7V &R E #WebApp 1 BM L ET,

C. WebApp1D L AT LEIY B THOEEMRIDEEMCLET,

D. WebApp1MDTLS / SSL/NA VT 4 V5 &R LET,

IEf#: (EffZzRnLET)

Reference:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssl-certificate-in-code
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£$t(21& contoso.com & LY 5 £ BT Azure Active Directory Azure AD) T+ > khH Y F
ER

Azure MonitorZ AL T W 2 DtEFX 1) T+ ELE%ERTHFETT,
77— hRAICAZUre Y TRV ) T 3 VEERFTIVLENHY FT,

A ZERT ABELNHY FIH?

A. An Azure Storage account

B. an Azure Log Analytics workspace

C. an Azure event hub

D. an Azure Automation account

IEf#: (EfEZRTLET)

Explanation
https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-create-workspace

AHITEAZ-500J 5 REEE (FIJPNTest.comizft S AZ-500J5RERICEHRT 5 Z & IT&IC

IIHFET ! JPNTest.comlE S REHAZ-500J R ERRIREE #12HE L F£ 9, JPNTest.com

AZ-500J R EREIREEIE L S FEH SNFE L, 2 2 TAZS0JEEENDTRA I VDU %

FIZANTE T, RERD 7 Y £ X _https://www.jpntest.com/shiken/AZ-500J-mondaishu
A97fE. 30%7 « R A2+ #AILEIS|a— F: JPNshiken
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Registry1 & L5 & RiT0DAzure Container Registryx & Azure TRV ) T a vy £
T, HTRY 1) TS 3 TIE, Azure Security CenterDiZ#FRLANILAFER I E T,
BEHOaAVTF A A—PHRegister1Z7y FA—KLET,

MEEEX1) T REX Y ULREFTINGEM 22 DAY FET

Registry1I27 v 70— R 3L &2 BEBOMBEEERF YT 5L EHEBTIHLEN
HYUFET,

HlEt- I ET o EM?

A. Azure R—& Lo IEEEBDREZEELEY,

B.Azure CLIMNG AV TFH—A A—2%B VI LET,

C.AzCopyZ R L CavTF—A A—C&%T7vTO0—FT 5%
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D. Docker#fEHLTCa YT+ —A A—U%RegistrylITT vy 295
EfE:A(QAVREHKRT D)

Reference:
https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure-
security-center/
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App1ZHRA T E5-OIZFERIT ZRET VEHETILEAHYEST, Y a—>ay
(X, KeyVaut1 DEMTEH ZH - L TWOAIRENHY FT,
EDRETLVEFERTIDLENHYEITMN?

A.VM1E & UVM2D &

B. VM1D &

C. VM1 _VM2_ VM3, & & U'VM4

D. VM1_VM2_ & &K T'VMAD H

FfE:D (A bEHKT D)
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FCOBERBIE RLTIAERTTSI—EOEMO—ETY, V) —XDOZEMICIF,
RESN-BRZERT HAREOHIBBEDY ) 2 —2a UBNEFEFRATUVEY, —#OD
Bty MIEEBOELWVERRENHIEELHNIL ELWVERRENGEIMEELHY
9,

eV aVOEMICEEYT SHE, EDERICRAZEEFTEFEA, EDORE,. b
NDEMIELEaA—BE@EICRRTINELA,

Azurer TR ) T avhhpyYFET B TR ) T3 U2l Windows ServerEE{T9
H508DRBI O UONEENTVET

2012 R2ZFE 7= [XWindows Server 2016,

{R*8< < > (ZMicrosoft Antimalware = BT 2 ENH Y 9,

FERZE BRI VICHRMEEEZEMLFT,

CNFERZERLTHEIHN?

A. [ELy

B. LMV R

Eff: A(Q AV RERKRT D)

Explanation

You can use Visual Studio to enable and configure the Microsoft Antimalware service. This
entails selecting Microsoft Antimalware extension from the dropdown list under Installed
Extensions and click Add to configure with default antimalware configuration.

References:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware
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OU2&UserIxt L TRHEBISN-EREEZRITTILENHYFET,
EDYV—IZEZERTIRLENHYFIN?FTADICEF BEUGEY—ILZELWI Y—XIC
FSw T LET , &EY—IIE ABERTI I LY EHEFERT LI LE, Fo-<FAL
BWIEBTEFET VT UVERTTBICE, DEN—FRAUETRS v I T 5h,
AU A—ILT EBENHIBZENHYET,

I VLDERIEENRENIRS > FOffifELRH Y £,

IEfiF:

Explanation

Table Description automatically generated
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WEICIHELT ROPTA4 VERBREFERALET,
A—HF—BEANTBIZE [YA oA VRV I RICTH—VILEEE, TOL—HY &%)
w9 LET,

NAT—FZEAANTBICIE [NNRAT—FDODAAIRY I RIZH—YILEEE, TONAT—
K22 Uy I LFET,

Azure1—H—% User1-10598168@ExamUsers.com

Azure/NR 77— K Ag1Bh9 ! #Bd

UTORERIE, 779 =hILYR—bDHZEBEBHELTVWET,

FiRAVAAZ R 10598168

rg110d10598168n1 AzureStorage 7 17 > rADHTTPIEIR ZMHL T 2 ELNHY T,
CDBRDETRTITBIZIE AzuretR— B ILIZHALA VA1V LET,

1E fiZ:

See the explanation below.

Explanation

The "Secure transfer required" feature is now supported in Azure Storage account. This

feature enhances the security of your storage account by enforcing all requests to your
account through a secure connection. This feature is disabled by default.

1. In Azure Portal select you Azure Storage account rg11od10598168n1.

2. Select Configuration, and Secure Transfer required.

Reference:
https://techcommunity.microsoft.com/t5/Azure/quot-Secure-transfer-required-quot-is-
available-in-Azure-Storage

B 37

AzureStorage 7 AV rDEF 1) TABED STV a—T 4 2T ETo>TVET,
AML=UF7A0 0 b OBHOTEEDICLEY ZHOJTZMET HICERMEFERT S
DBENHYFEITHM?

A. the Security & Compliance admin center

B. SQL query editor in Azure



C. File Explorer in Windows

D. AzCopy

IEfE: (EfEZRTLET)
Explanation

References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=
%2fazure%2fstorage%2f
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£1tIZ1E, Sub1&E VWS BRIDAzZUrer TRV 1) T 3 UhH Y E£F, SubliZl, Azure
Application Insights Z {9 2 WebApp1 & L3 & RTDAzUre Web7 7 BNEENTULVE
9, WebApp1 TlE, A—H—(FOAUth2.09 547 b—o Ly FEERLTERIIT S
WENHYET,

SHDORAKEEIL Web App1 ~DL—HF— S5 T4 VP EITIaL— 58RI UY
DLAVERTTEILFRTY IWebTR 7 T EERT H5FETT,

WebT X FWEATETTEDSZLZHRT HAIVLELHY ET,

Iz TRETIMN?

A. Microsoft Visual StudioT_.webtest 7 7 A LEZEBLE T,

B. .webtest” 7 1 JL % Application InsightsIZ 7w 7O— KL% 3,

C.WebT R +F7 1) #Azure ADIZESk L ET,

D. 75494 v%&WebTR 7 FYIZEBMLET,

FfZ:B(a AV LEHEKT D)

Explanation
https://docs.microsoft.com/en-us/azure/azure-monitor/app/availability-multistep
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Azure Key VaultZ e T 2 ENHY FT, DYV ) 2—2 3 Tl Key Vaulth 5 HIBR
ENFATOz) FEOBRRBETIVELNHYET,
AXUFEEDELSITETTIVENHYFIMN?RZTHICIE EETY 7 TEUGA
T avERRLET,

FEINENADOELWERIZIEFIARS > FOMELSHY £9,

1E fiZ:

Explanation

Box 1: -EnablePurgeProtection

If specified, protection against immediate deletion is enabled for this vault; requires soft
delete to be enabled as well.

Box 2: -EnableSoftDelete

Specifies that the soft-delete functionality is enabled for this key vault. When soft-delete is
enabled, for a grace period, you can recover this key vault and its contents after it is
deleted.
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References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-
azurermkeyvault
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FCOBEME RLCYFHUAZRTTSH5—EQEMO—HHTYT, V) —XDEEMIZIE,
REHSN-BEEZERTLHAREOHIHEDOY )2 —2 3 UAEFATHET, —FHD
Bty FMZITBEBOELWMERRAHSGEELHNIE ELVBRRELGVEELHY
FY,

CDEYLIVOEMICEET SE. TOERICRSZLEIITEFEFRFA, ZOHERE. D
NDEMIELEA—BE@EICRRINELA,

Sub1E WS ZRTDAzZUre TRV ) T a3 ohhbYET,

RG1EWSERIDY Y—RTIIL—TFIZSalt& WLV S ZRIDAzure A kL—CF7 ho Y bFAH
YET,

A—HY—¢7 TV =230k WO DEET7TIERER SAS) ERESNE=TV+
AR O—%#FEALT Sa1DBLOBY—ERET 7ML Y —ERIZTIVEALET,
HEROLZWA—H—MNIT 7MY —ERXREBLOBY—ERDEAICT IR LI EAD
MY FET,

SAINDIRTDT IV RAEZRYETRHLENHY FT,

f#RE Sallca vV #ERLET,

NIFEEZTERLTOETN?

A. [y

B. LMV R

IEff: (EfEZRILET)
Explanation

To revoke a stored access policy, you can either delete it, or rename it by changing the
signed identifier.

Changing the signed identifier breaks the associations between any existing signatures
and the stored access policy. Deleting or renaming the stored access policy immediately
affects all of the shared access signatures associated with it.

References:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-
Policy
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T—RAETTIV—2 a3 0DEHZEFHTZT &S ITWebApp1 ZHERT 2LELHY FT,
EFITARE2DDTILIVIEENTIN? FNFNROEREITY ) 2 — a3 D—8 %R
LTWET,

EENTNOELWLERIZITIARS > FOBENHY T,

A.NNTYyYiIAE# 7y 70— FLET,
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_HTTPS Only 70 FaLBEEF VIZLET,
RINTLSAA—2 a0 FalBEZI21CRELET,

. App Service 75 VDIt HEERELEFT,
REVSATUNIERAETO FOLREELFVIZLET,
IEfE: (EfgzRTLET)

Explanation

m o O W

Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-
mutual-auth
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RORIZRTHRBLO—IILEZETCAzZure b TR ) FoavhbyET,

Azure R—A2 LTIk BEFEOO—ILOI/O—2ZFERLT HLWARZ LO—)LEERT
BEFFHBELTOWET HLLERIE, ROKRITRT LIITEHEINET,
TNTNDHFLWVEREIZERT 5012, EDOZRENZH/ETETFEFIN?EET SHICIE, E
BB THEYGA T a v EERLET,

I VLDERIEENRENIRS > FOffifELRH Y £,

IEfiF:

Explanation

Graphical user interface, text, application, email Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
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RORIZRT VY —REETCAzure TR0 ) FoavhibyYET,
ServerAdminsM RN B R Y ZRITTED L2 HRTILENHY ET,
RGITOAMRET L UEERLET,

RETL UERG2OBREDRERY FI—JIZOHEHRLET,
Y)a—aviE m/MFEQCRAZFERATIVLELNHYFET,
ServerAdminsIZE| Y B TABENHH2DDERER—XADT 7 £ X#{Hl RBAC) D& ENIL
ENTIN?ETNTNOERIE BREOD—EETRLTLET,

I WDBIRIEZENR TR, > FOBELAHY T,
A.RG2DH X% LRBACAO—/L

B.RG2D®y kT—H a2V rYE1—42—D&E
C.HIRHUYTLarvparvhr)JEa—42—n&E

D. 4 X9 1) T3 DhARE LRBACO—IL

E.RGIO®XY rI—YaVv ) Ea—42—NDE&E

F.RGIDFEET VAV b Ea—32—D&E

IEf#: (EfEZERTLET)

Reference:
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https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
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Subscription1 & WS ZRTDAzure IR0 ) o3 ohibYET,
VM1 & LS ZRETDLinux{R 38 < & > & Subscription1(27 704 LET,
VMIDA Ry 0T ZBERTEIBELHYFET,
D18912E1457D5D1DDCBD40AB3BF70D5D
fAlIZFEIRETITMN?

A. Azure HDInsight

B. Azure Analysis Services

C. AzurePerformanceDiagnostics#i ik #4% &

D. Linux Diagnostic Extension LAD)3.0

IEf#: (EfEZERTLET)
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User2-1164165512KeyVault11641655M 3 X THD X —tERIH S L TR T OILENDH
WET,

CDRARYERTTBIZIE Azureii— R JLIZH A VA4 2L Azure!) V—REZZEELET,
1IEfi%:

See the explanation below.

Explanation

You need to assign the user the Key Vault Secrets Officer role.

In the Azure portal, type Key Vaults in the search box, select Key Vaults from the search
results then select KeyVault11641655. Alternatively, browse to Key Vaults in the left
navigation pane.

In the key vault properties, select Access control (IAM).

In the Add a role assignment section, click the Add button.

In the Role box, select the Key Vault Secrets Officer role from the drop-down list.

In the Select box, start typing User2-11641655 and select User2-11641655 from the
search results.

Click the Save button to save the changes.
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AVTF—EEINFET TV =23 AV RFVRADFLVWR =T A0 R EERK
9 HFunction1 & LS BARTDAzure B #EE T 5 L FETEILTLET,

Storage7 h > FZEKT BIZ1E, Function |ZRIEBLELIERFHET IHENHY
FT, DY) a—>a Tl EBEEEZR/IRIZNZSLENHY T,
HEIIAZETEIREN?EET HICIE, BEEETE Y GA TS a v EBIRLET,

L OERITENENIRS > FOELHY £,

IEfig:
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Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/howto-assign-access

BEMHITEAZ-500JFREE [XIPNTest.comigft Sh  AZ-500J:KER (CEHKT 5 2 & T&IC
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BTG ESEE -9 (12X AzureSentinel/ — T v O DY R— FZHERT HIHENH Y
F9,

B Azurea > TFH—L P X M) & AzureMachine Learning™” —49 A R— X D ax/MNEIE LY
{DTITM?

IEfiZ:

Explanation

Table Description automatically generated with medium confidence

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/notebooks
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AzureT7 ) kBT 2EBDBARF—LHAHY ET,
F—LIEICERASNAEEDHRRREZ/ERT A LZFELTLET,
FRREESAKIZYY—ROv I ZERAL OvIN—BLEAEZTERAINSGELSIZT S
V) a—LavEHETLILENHYFT,
HREZEHICEIAZEHIDENHY FIM7?

A. an Azure policy

B. an Azure Resource Manager template

C. a management group

D. an Azure blueprint

IEfE: (EffZzRLET)

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking


https://www.jpntest.com/shiken/AZ-500J-mondaishu
https://www.jpnshiken.com/q/12567-1134921/

B 49

RORIZRT KSIT Azureb TR ) T 30TYY—REERLET,
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Contoso19011E  KIZTRIT LS IR EhTWEYT, BRIZ2IE=VVvILFET,)
RODBAT—FAVPMZIDWT RT—FAY FHtrueDEE L[N EERLET, T
USNDIGEEIE [WNR]ZEERLET,

F IR ENOELLDERIZIRS Y FOMMENHY T,

EfiZ:

Explanation

Box 1: Yes

Access from Subnet1 is allowed.

Box 2: No

No access from Subnet?2 is allowed.

Box 3: Yes

Access from IP address 193.77.10.2 is allowed.
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1D AzureActive Directory Azure AD) T3+ > NI 29 ENT=5DDAzures 7 X9 1) 7
vavhHyEd,

SecurityPolicylnitiative1 & LN 5 ZETDAzurerR ) —A4 ZF7F I H#ERLET,
FTRTOFLWI)Y—RTIL—TTHERAT ILENHLIEBEDFREDEYETERELE
ERS

LW Y—RTIL—THMER S b & =12 SecurityPolicylnitiative1 & A—JLDE| Y KT
ZERATOBENHYET,
EDIDDT7ILavEIRBICETTAIVLENHYFIMN?EETSHICE EULGETI 3
VETVaVO) A M LEREERICEEL ELWEFTEELET,

IEfiZ:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/create-blueprint-portal
https://docs.microsoft.com/en-us/azure/azure-australia/azure-policy

B 51

SQL1 & LS &R0 Azure SQL Database—/A—2H Y £9,

SQL1®MAdvanced Threat ProtectionZH#IZ L T . IR TOERBRESY 1 T#BRET5F
ETY,

Advanced Threat Protection(3ZBi & L TEDT I L a v EHRELETM?

A. A user updates more than 50 percent of the records in a table.



B. A user attempts to sign as select * from table1.

C. A user is added to the db_owner database role.

D. A user deletes more than 100 records from the same table.

IEfE: (EfEZRTLET)

Explanation

Advanced Threat Protection can detect potential SQL injections: This alert is triggered
when an active exploit happens against an identified application vulnerability to SQL
injection. This means the attacker is trying to inject malicious SQL statements using the
vulnerable application code or stored procedures.

References:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection-
overview

Eﬁ:ﬁ: 52

BRI BLSFIVAFRTRTH—EOEMRO—EHTY, P —XDOKXEMICZIE,
MARSN-BEEERT HAEMEOHIMEBOBRENESEALTVET , —BOEBEME Y
MIZITEBDIE LWVERELHDIGENHY FITH MOER v FZIXIE L VDEREN
HWMEGENHY FT,

SV aAaVOERICEZLEZZE ZOEBEMICRSZLETETEFRA, TOHERE. Ch
HNEMIELE A —EAICRRTINFELEA,

Sub1& WS ZRTDAzUure IR ) T3 ohHBYET,

RG1EWSERINY) V—RT IL—T(ZsalE WS ZRTDAzUre R kL— T ho VU RAYH
YEI,

A—HY—=,T7TVT—2 30k WO DHET7IVERESL SAS) LRESNTIE
2R S —%FEALT salDblobb—ERET7A LY —ERIZFIERALET,
A TWEWA—H—HRT 7 ILY—EXREblobY—ERDEAIZCTIERALIzZ &
NHoMhYFELT,

SAINDITRTDT I EREZMY BT RELHY ET,

fRRE AZure R FL—CTFHO U RDT O RAXT—FBERLET,
NIFEEEZERLTOETM?

A. [FLy

B. LMV R

IEfE: (EfEZRRLET)
Explanation

Generating new storage account keys will invalidate all SAS's that were based on the
previous keys.

Eﬁ:ﬁ: 53
RORIZRTA—HF—ZETAzure TRV ) T avhbyYET,
ED1—H—1AzureADHHEIDERE PIM) ZBARICTEEIMN?


https://www.jpnshiken.com/q/12567-1134924/
https://www.jpnshiken.com/q/12567-1134925/

A. User2 & User3M &

B. User1 & User2 &

C. User2®#

D. User1M#

Eff:B(aA U FEHEEKT D)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-
management/pim-deployment-plan

B 54

RORIZERT )V —REFLSUb1E WS BRIDAZUre Yy TR ) T2 avhHpyUFET,
ABF—AR—R1—H—EFEALT, SQALIEDF—ER—ZAADREHT I LR %
VMIICIRETES L 2R T IRELDHY FT,

HET-FAZET o EM?

A VMITIYR—Y FH—EXIDEEHICLET,
B.KVITY—Y Ly FEHERLET,
C.SQLITH—ERIVFRRA U FEEBRLET,

D.KVITH—Z/ERLFET,

IEfE: (EfZRTLEY)

Explanation
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/tutorial-windows-vm

EFEE: 55

RETSVEETCAzZUre TR ) T3 ohBYET,

TRTOREIADDXY AR B4 L ITHIVMT VR EBEMIZLET,
JE—FTRY by TE2FERALTRET D VICERT IVLELNHY FT,
HET-ERAEZEITRETTMN?

A. Azure Directory Azure AD) D4FHEIDEE PIM)M S EFa) T4 EBEDI—H—
A—ILET79T47ILLET,

B. Azure Active Directory Azure AD) D4FHEIDEE PIM)M S RE< SV OFREEDEE
=70 T14ILLET,

C.AzurelR—% )L RET I VZEERL [ERIZERLTHL [T ERADEK]EE
RLFET,

D. Azure R—AR JLH SR FE < o > %3#EIR L Network WatcherAgent{ix 8 < & UL iR#ERE %
BmMLES,

IEfE: (EfEZRRLET)

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon


https://www.jpnshiken.com/q/12567-1134926/
https://www.jpnshiken.com/q/12567-1134927/
https://www.jpnshiken.com/q/12567-1134928/

B 56

User1&User2E WS BRID2ADA—HF—EApp1 E WS BHIDBIZEAT TV EED
AzureActive Directory Azure AD) T+ > kAHY F£T,

Role1& WS ARIDT7 T EADEKRENEZERLET,

Role1ZUser1IZE|Y H T User2hApplInDT7 IV L REEBRTEDLIICTHIHENH Y
FY7,

EM2ODNHREFLEETILHENHY FTIH?EETSIZ(E, BIEEE TEILHEEER
LTS F I WLERIIZENENINADYDMELHY £,

1E fiZ:

Explanation

B fE: 57

RDRIZTRT 1—H—% &L Azure Active Directory Azure AD) T+ > kABHY £,
Azure AD Privileged Identity Management RIM) TIX O ) Ea—42—O—)LOO—)L
BEF BRI LSICEEENATOWEY, EBRIZ2TEV2 Y9I LET,)
ROKIZERT EOIZ 2019FE5A1HIZA—H—I2EBEO—IILZENY LB TET,
RDERT—RAVKMIDWT RART—FA YV MAEDFZEIE[FVEERLET, T
NOBEIX [LWWR]IEERLET,

FENTNOELVLERIIIARS Y FOMELSHY F9,

1E fiz:

Explanation

References:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-
management/pim-resource-roles-assig

’Eﬁﬁ: 58
TS5y b7+ —LBREOEHZ -9 121, Microsoft Antimalware Z B3 2 HENH Y
9,

HEFAETEIREN?EETSHICE BEL) 7TEUGA TS a3 VEERLET,
FEENTNOELWNERICIFIARS > FOMBIESHY 7,

1E fiz:

Explanation

1. DeployifNotExists

2. Scope

Eﬁ:ﬁ: 59
RDORIZTRT 1—H—F ST Azure Active Directory Azure AD) T+ > FhHY ET,
TFTYMIIE RORICRT AT EDEFANEENTT,



RORITRT LS App1EVSIEZRIDY 57 RT7 T DEMFET VAR o—%4E
BLET,

UTDERT—FA DV MIDWT RT—FAVMDPNETHAEEIE KLV EERLE
T, TNLUNDBZEX, DWWA JZFERLET,

EENETNOELWLERICITIARS > FOBENHY T,

1E fi#:

Explanation

Eﬁ:ﬁ: 60

#1 L LMAzure Active Directory Azure AD) 77 > MZERE T 5N f=F L LM Azure Y 7 X9
)T avEERLET,

Portal Policy& WS &HRIDT YV T4 THEEHHAET VAR O—E1 DB LET , R—

A LR o —I(F  Microsoft Azure Managementy 5 K7 T UADT7 I A H#RMT 51

OIZFERENFET,

R—B IR S—DERBEEIZ, Bl IRRISRINTODIESITERSAES, EH

2ITED)VVILET,)

R—=FILR)—DIT U PREF TV PERICRENTVS LS ITHERESNET,
512 TE20) v LET,)

UTDERT—FAVMIDWT RT—FAVRPNETHIEEIE KUV EEIRLE

¥, TSN DEEF, DOWE JZERLET,

FENEFNOELVERICIFIARS > FOMELHY £,

1E fiZ:

Explanation

Box 1: No

The Contoso location is excluded

Box 2: NO

Box 3: NO

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-

condition

B 61

RORIZRIHMEIT S VEECAzure Y TRV ) T avhibl) 9,

ROFKIZTRT AzureiRY) O—FERLFE T,

RORIZRTYY—RAAY I =ERLET,

RDERT—FAVFZIDOWT RAT— AV AEDGEEIE[EWNEERLET, TLL
HNOGEEIX [LWNZ]FEERLET,

FFNEFNOELVEREIRS Y FOMEAHY FT,

EfiE:



Explanation

NO

NO

NO

1.) cannot perform write operation because following scope(s) are locked:
'subscriptions/xxxx/resourceGroups/xxx' Please remove the lock and try again.

2.) When creating a VM in a resource group with a Read Only lock an error is shown:
"The selected resource group is read only"

3.) Because of the read only lock virtual machines cannot be started nor stopped when the
lock is added after the machine started. (not part of this use case, but still good to know.
The article referenced in the answer states different because that is scoped to blueprints.
In the Lock Resources pages is states the following regarding starting VMs:

"A ReadOnly lock on a resource group that contains a virtual machine prevents all users
from starting or restarting the virtual machine. These operations require a POST request.”
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-
resources

AHI7EAZ-500J[EREEE (FJPNTest.comizft S AZ-500J5RERICEHRT 5 Z L IT&IC
S5 FET ! JPNTest.comlE S REHAZ-500J R ERRIEE #1244 L 9, JPNTest.com

AZ-500JRERRIREE XL SEHSNFE L=, T2 TAZS500JIBEDTRA I VS UE
FIZANET , RFRD 7 ¥ £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu

A97fE. 30%7 « R A2+ #AIEEIS|a— F: JPNshiken

B 62

contoso.onmicrosoft.com & LY 5 & ETMDAzure Active Directory Azure AD) T3> Fh&H Y
FY7,

A—H4—FEEO—I/LIE AIMNTEWVSEZFOI—F—CEYHBTONFET,

S ER/N— b F—I%_ user! @ outlook.comt A > A > &{FEHT SMicrosoft 7 ho > L& -
TWFET,

Admin1( Azure ADTF 2 MIHA AT EHESIITHEIN—FF—ZHBFELESEL,
RDIS—AvE—TFFITHY £9 : B—H —user!@outlook.com® — & # 72 Z& 52 D 45
NEBEFETEEFA, | AdMInI BN ER/A— b F—Z8F L TAzure ADTF > MU AL 24
VTEDHLEZHRETILENHYFET,

HETIEMETEIREN?

A [REIEEEEIIL—FT ¥ T4 EBEO®REZAIMINIIZEIY HTET,

B. ORI L— Ko IDTONAF—%2EBMLET,

C.HRELEA VR TL—ENL HRBLRALVEEBMLET,
D.[A—H—]JL—FT HAHISKRL—avBREFEERELET,


https://www.jpntest.com/shiken/AZ-500J-mondaishu

Eff:D (AU RERKT D)
Explanation
You need to allow guest invitations in the External collaboration settings.

Eﬁ:ﬁ: 63

RORIZERT VY —REETCAzure TR0 ) FoavhbyYET,
RORIZKTAzure A FL—CTF7HO U bEERLET,

SQLINEEZEHT HAILELAHYFT,

EDRAML—UF7HY hELog Analytics 7T—9 AR—XZEEO I DEEE LTHEAT
EFEITHM?EETHICIE BEEIY 7 TEUNGA T a vEERLET,

FE ENTNOE LLERICEIRS Y FOMELSSHY £,

1E fiz:

Explanation

BH: 64

v bT7—21Z1% contoso.com & Ly S A RETDActive Directory 7 + L X FAEENTULVE
¥, contoso.comé& LY S & HETMDAzure Directory Azure AD) T3> bDHYET,

Azure AD ConnectDEREES VA b—ILA T a v EFERALT RAZERTHFET
ER

B SNI-EREETT 5HICRELGO—IILETIL—TZHBANTILELHYET, vV
Ja—Savid R/MFEDORBZFERTAVENHY FT,
ED2DODHRBNETIN—TEZHANT IVENHYEITN? TN TNOERIEY )1 —23
VD—#ERLTWVET,

FEENTNOELWNERICIFIARS > FOMBIESHY 7,

A. Active Directory®Domain Admins % JL— 7

B. Azure ADDt ¥ 1) 71« EEEDRE

C. Azure ADD 4 O —/\)LEIBEDEE

D. Azure ADD1—H—EEEHEO—)L

E. Active Directory®Enterprise Admins% JL— 7

IFfR: (EZRTLET)

Explanation

References:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-
permissions

B 65

Debbie & NS ZRID 11— —(F, B/ LT /AL RZAzure7 T) &4 VA b—)LL TL
F9,

1)y —Z20v 9 HHEIREShi- & ElZdebbie@contoso.comIZ7 5 — bAEESN B LS
TEBELAHY FT,


https://www.jpnshiken.com/q/12567-1134935/
https://www.jpnshiken.com/q/12567-1134937/

CDRARYEETTBIZIE Azurel R—F JLIZH A A4V LET,

1E fiz:

See the explanation below.

You need to configure an alert rule in Azure Monitor.

Type Monitor into the search box and select Monitor from the search results.

Click on Alerts.

Click on +New Alert Rule.

In the Scope section, click on the Select resource link.

In the Filter by resource type box, type locks and select Management locks (locks) from the
filtered results.

Select the subscription then click the Done button.

In the Condition section, click on the Select condition link.

Select the Delete management locks condition the click the Done button.

In the Action group section, click on the Select action group link.

Click the Create action group button to create a new action group.

Give the group a name such as Debbie Mobile App (it doesn't matter what name you enter
for the exam) then click the Next: Notifications > button.

In the Notification type box, select the Email/SMS message/Push/Voice option.

In the Email/SMS message/Push/Voice window, tick the Azure app Push Notifications
checkbox and enter debbie@contoso.com in the Azure account email field.

Click the OK button to close the window.

Enter a name such as Debbie Mobile App in the notification name box.

Click the Review & Create button then click the Create button to create the action group.
Back in the Create alert rule window, in the Alert rule details section, enter a name such as
Management lock deletion in the Alert rule name field.

Click the Create alert rule button to create the alert rule.

Hff: 66

image1EWS EZRID AV TF—A A—TZFELContReg1 & LV BHEIDAzUrea T+ —
LR MIDBNHYET,

ContReg1Da VTV YDEEEAMICLET,

AVTUYDEBEERDICLIZL  RORICET L SI22DDEH ZFContReglIZ Ty P
LEY,

EDEGMNMEBTEHEBRTIMN?

A. image1 and image2 only

B. image2 only

C. image1, image2, and image3

IEfE: (EffZ SRR LET)

Explanation


https://www.jpnshiken.com/q/12567-1134939/

Azure Container Registry implements Docker's content trust model, enabling pushing and
pulling of signed images.

To push a trusted image tag to your container registry, enable content trust and push the
image with docker push.

To work with trusted images, both image publishers and consumers need to enable
content trust for their Docker clients. As a publisher, you can sign the images you push to a
content trust-enabled registry.

Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

B 67

RORIZETYY—REETCAzure b T7RH ) T avhbyErd,

10.1.04DIP7 FLAMNVMSIZEIY BToNFET, VMEIZIE/AATY v JIP7 RLAAH Y
FEA,

VM5IZIE ROBIZFRT K5 ICEBEASINEZO YR MU E AL ITVMT7 VAR HY F
9,

VM5DJITVMT7 I 2 R E=BHMIZLET,

NSG1IZIE ROBRIZSRT A N FIL—ILhHYFET,
RDEAT—RAVFZIDWT RATF— A Y FHtrueDBEIE [ITWNZRIRLET, Th
LS DIBEEX [LWWE]ERIRLET,

L UDERIZENRENIRS > FOMMELAHY £9,

1E#Z:

Explanation

Eﬁ:ﬁ: 68

Azurett TR T3 DY I—RANDT IR ERELTVET,

FLOWEHDORY O—TIE TR T a ADTRTOAzurefRE< & o TEEX
RTA RV EFERTEIBENHLIERESNTVET,
A—HF—DAEEINTWEWT A RV EZFEATIRETIVEZERTELRVNELESICT S
ENHYET,

fAlZESIRETIMN?

A. Azure Service Health

B. Azure Policy

C. Azure Security Center

D. Azure Monitor

Eff:B(aA U FEHEEKT D)

Eﬁ:ﬁ: 69
RDORIZTRT ) Y —REET AzureActive Directory Azure AD) T+ > kDB Y F£3,
User2(&Group2MfrE&E T,


https://www.jpnshiken.com/q/12567-1134941/

App1DA—H—EL T IL—TDHREF, ROBIZRT LS ITHEBBEINTLET,
ROBRICSRT ESIC App1DEILITH—ERT7 T =23 TF7 0 XAE=HHICLE
ER

User3ld AppInDT7 U EREEKEBT DL IITHER SN TIVET,

Group2DFFEE EAPPIDA—F— %45 TETHIDELHY FT,

AIZHETIVENHY EFITM?2EZTZICIE BEEETEYGA T a v E#RLE
ERS

F L VEREZENTAIRS U LOBENHY FT,

1E fiz:

Explanation

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-
access

BM: 70

ApplE WS ARIDT T HEECAzure Y TR ) T auhdHY 3, Applllld, ROR
SR T TUEBELRHYET,

AppI BT RTDA—HF—HL oA —%5HAIY  FEZIERTETLLEHRETILEN
HYFET , V)a—2aviE &/MIHEORBZFERT ILENHY FT,
HETIEMETHEZREN?

A. Microsoft.GraphCalendars.ReadWriteM# L LWER{FAPHER Z#EML F£ 3,

B. Microsoft.GraphCalendars.ReadWrite DEFT L L\ 7 T r—< 3 VAPI#ERZEBM L FT,
C.[EEBENDREZMNET H|ZERLET,

D. Microsoft.GraphCalendars.ReadWrite.SharedM#7 L WNE{EAPIHERR ZEBML F T,
Ff:A QA LEHKT D)

B 71

contoso.com & LY 5 & RifMAzure Active Directory Azure AD) 773 > MZEEER T 5 TLY
BSub1E WS ZRTIDAzUre Y TRV ) T avhhbyYET,
THorOTO—RNILEBEO—ILNEIY BTHNFET, Azure Security CenterD R E &
EEHTLIMLENHYET,

NAZLOBESRNIVEERT DBENHYET,

B ZIANETTN?

A. W R LOBEFERIA TEERLET,

B.Azure ADD S O—NIILEBEDT7 IV ERAEEHET,
C.EtXxalT1tr—DERHFERECTYTIL—FLET,

D. Microsoft Cloud App Security & D& Z B LET,

IEfR: (EfEZRTLET)

Explanation


https://www.jpnshiken.com/q/12567-1134943/
https://www.jpnshiken.com/q/12567-1134944/

First, you need to create a new sensitive information type because you can't directly
modify the default rules.

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/customize-a-built-in-
sensitive-information-type

B 72

RORIZRT VY —REELAzure TR ) T a vty Ed,
ServerAdminsMRD A RV ZE{TTEDH L FHRT IDLENHYET,
RG2TDH BENRERY FT—HITFRBETI UEERLET,
Y)a— 3 T &/MEOHEORRZFERAT ILENHY FET,
ServerAdminsIZE|Y B THIDLELRHSHEINR—IXD TV X Flfill RBAC) RALENTT
N2 EFNEFNDEREF V)a—Tavo—8HERLTNET,
FEFNEFNOELVEREIRS Y FOMESHY FT,
A.RG2DH X2 LRBACA—)L

B.YJX49 1) T3 nhAE2 LRBACO—IL

C.HIRHY YT arnkimED&RE

D. RG1DRET L UiREEDRE,

E.RGID®Y FT7—Y a2V M) Ea—42—D&E|,

F.RG2Oxy rT—H a2 ) Ea—42—D&E|

IEfiE: (EfZ R LFET)

gﬁ:ﬁ: 73

Contosostorage1 & LY 3 & RTDAzure X b L— 7 H ™ > bk & Contosokeyvault1 & LY 5 £ &
MAzure Key Vault= & Sub1& WLV S ARTDAzurety 7RV 1) T 3 UhH YU FET,
Contosostorage1® ¥ — % [Bl#5 & £ T Contosokeyvault1 |75 3 % Azure Automation
RunbookZ{Efd 5 FETT,

RunbookZEETEDLIICT BHIZIE AHREHZRET LIVLELHY ET,
IEFEICEITT DDENHDIDDT7TV L avFENTIN?EZET HIZIE BEYGETI T3
VETVAVOVRAMMOEEIY7IZBEL ELVEFICHENRET,

1E fiz:

Explanation

Step 1: Create an Azure Automation account

Runbooks live within the Azure Automation account and can execute PowerShell scripts.
Step 2: Import PowerShell modules to the Azure Automation account

Under 'Assets' from the Azure Automation account Resources section select 'to add in
Modules to the runbook. To execute key vault cmdlets in the runbook, we need to add
AzureRM.profile and AzureRM.key vault.

Step 3: Create a connection resource in the Azure Automation account


https://www.jpnshiken.com/q/12567-1134945/

You can use the sample code below, taken from the AzureAutomationTutorialScript
example runbook, to authenticate using the Run As account to manage Resource Manager
resources with your runbooks. The AzureRunAsConnection is a connection asset
automatically created when we created 'run as accounts' above.

This can be found under Assets -> Connections. After the authentication code, run the
same code above to get all the keys from the vault.

$connectionName = "AzureRunAsConnection"

try

{

# Get the connection "AzureRunAsConnection "
$servicePrincipalConnection=Get-AutomationConnection -Name $connectionName
"Logging in to Azure..."

Add-AzureRmAccount

-ServicePrincipal

-Tenantld $servicePrincipalConnection.Tenantld

-Applicationld $servicePrincipalConnection.Applicationld

-CertificateThumbprint $servicePrincipalConnection.Certificate Thumbprint

}

References:
https://www.rahulpnath.com/blog/accessing-azure-key-vault-from-azure-runbook/

B 74

sub1E WS BRIDAzUre S T X9 1) T2 3 & ELCGroup1 E WS BRIDEERT IL—THH
YFEI, Sub1DHTRY Y T3 vIDIF11111111-1234-1234-1234-1111111111 T,
Group T DT ARTDA TV Y bDRATEEBTH-DDT7 I CRHFAEZRETHHX
B LAzureA—)LR—X 7 £ AH{Hl RBAC) A—ILZERT HREAHY FT,
Role1DFENIERICAZEDIVENHY FIMN?EBET SHICIF, BEEETEN LA T
arvEBRLET,

F B OLBEREZERZENIRAS U FOMBENHY FT,

IF fig:

Explanation

Text, application Description automatically generated

Note: Assigning a custom RBAC role as the Management Group level is currently in
preview only. So, for now the answer to the assignable scope is the subscription level.
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-
operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-
portal#step-5-assignable-scopes



BfE: 75

Admin1E VS BRTIDI—HF—ERGIE WS EZRID Y Y —R T IV—TE#ELAzuretr 7R 5
) TFoavhbyYET,

Azure MonitorT , RDRIZKRT 75— FIL—ILEERLET,

Admin1lE_ RG1ZHLTROT Y 3 vEETLET,

*VNET1E WS ARIDRERY FO—0 ZEBMLET

*Lock1& WS ZRIDEIRAY Y #EBMLET

AdMIN1IDO 772 a3V DOERELTTS— b EH M) A—FBIL—ILITENTTN?EET
HICIE, BEEECTEYGA T a vEERLET,

L UOEBIRIIEFRFNIRS > FOMMELHY £9,

1E fiZ:

Explanation

BfE: 76

RD))—REETAzure b TRV ) T avhhbyEd,

* Azure¥—HR—JL

* Database1 & LY B RTDAzUureSQLT—4 N—X
*ORTLICESTEIYHBTON-EEIDZERA L TDatabase1IZ7 VAT 5 & S ITHEA
SN T=AppSrv1E &K TAppSIv2 & LY S B RITD 2D D AzureApp ServiceWeb7 71 RDE 4
#i%f-9 Database1DEEEILY ) 21— 3 VERETIVLEADHY I,

*AppSIVID AN T—4R BB TE S & 51 Database1®Discount& LY ZHIDFID
T—REBBILT IRENHYET,

* AppSv1E & U AppSNV2(E S IEX—Z G T A -OICEEXRIDZER L TEREIT S
BENHYET,

Database 1 DIEFILEEZ ED L S ITHERT HARELNHY FIHMEET HICIE, BEIEESE
THEUGA T avEBIRLET,

oL WDEBIRIEZENREFNIRS > FOBIELAHY TF

1F fig:

Explanation

Text Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/always-encrypted-azure-key-
vault-configure?tabs=azu

HMEIZAZ-500JfREEL [FIPNTest.comigfit T AZ-500JFKERICEHET 5 C & RIS
5 FET ! IPNTest.comld S & HTAZ-500J 5 ER FEIRESE #1244 L 97, JPNTest.com
AZ-500JiABRIRESREH S BEH SNFE L1z, S Z TAZ-S00JBEEEDND TR FT VDU %



FIZANET, RO T Y £ X _https://www.jpntest.com/shiken/AZ-500J-mondaishu
A97fE. 30%Tr 4« R A2+ #AILEIS|a— F: JPNshiken,

B 77

ASG1HE L UASG2DEtEIEN-ERZRELFET,
EDNSGTASGIEFRTEEI N, Flz, EORBITL DRy b IT—V 428 —T x4
AEASG2IZEIYETAHIENTEFEIMN?

Efi#:

Explanation

Graphical user interface, text, application, chat or text message Description automatically
generated

Bf: 78
Azure Kubernetes Service AKS) 7 SR A2 —%TRXA L TWET V5 R —IEEBRIZTR
SNTVDESICEREINFT,
[EBR2TE0)vo LET,)
DS RE—HERRBICERTSAFETT, HTTP7Z IV r—S a3 vi—T4 VT 8
ITLFEY,
B—OIP7 FLRZFEALT AKSH—ERIZYN—RTAF I ETLSHR T #EHT 57
TNr—230—T4 VT ERETIVENHYET,
HE=IERZzT o EN?
A.AKS Ingressa > rO—5—%ERLET,
B.aVTFTXYy bI—9A423—D 24X CNDTSHA40EA 2R —=ILLET,
C. Azure Standard Load Balancer& /et L &3,
D. Azure Basic Load BalancerZ /e L £ 9,
IEfR: (EffZzRnLET)
Explanation
An ingress controller is a piece of software that provides reverse proxy, configurable traffic
routing, and TLS termination for Kubernetes services.
References:
https://docs.microsoft.com/en-us/azure/aks/ingress-tls

BE: 79

v b7 —2 121, Azure Active Directory Azure AD) & RI#i9 %Sadatum.com& LS &Rl
D7+ > T L 2 ADActiveDirectory KA 4 UMNEFENTUNVET,

Azure ADTF 2 MZIFE RORICRTI—HF—DDEFENLTNET,

ROBRIZRT & 312 FBEEAE-adatum. comD /AR T — MREZTEZHERLET,
RODEAT—RAVRMIDWT ATF—FAY FHtrueDBEIX [TV ERBIRLET, Fh
LA DIGEIE [WWR]EBIRLET,


https://www.jpntest.com/shiken/AZ-500J-mondaishu
https://www.jpnshiken.com/q/12567-1134951/

AL VEBRIEENENIRS O FOMELAHY £9,

EfiE:

Explanation

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-
ban-bad-on-premises-de
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-
ban-bad

gﬁ:ﬁ: 80

DBEIZIECT ROBTA VEREHREFEALET,

A—HY—BEANTBIZE [ VA VRV I RICA—VILEEE, TOI—HF—£%5
Vv LET,

NRAT=FZANTBRIZIE SR T—=FDARARY Y RZH—VILEEE, TO/INRXT—
Fx2 Vv O LET,

Azure1—H—% User1-10598168@ExamUsers.com

Azure/XX J— | Ag1Bh9 ! #Bd

UTOBEHRIE, T7=2hILYR—bOAZBEHELTVET,

SR Vo RA R 10598168

A3 =2y bMBVMIE WS BRTDRET L UA~DRDPHERZFAI T 5 & 5 [CTAzureZ
BRI HILENHYET,

CDVY)a—23ar TR VMIOKERRBEZ&R/NRICHZSLEAHY T,
CDRARYDERETTBIZIE AzureiR— 2 JLICHAL o4 LET,

1E fiz:

See the explanation below.

Explanation

To enable the RDP port in an NSG, follow these steps:

* Sign in to the Azure portal.

* In Virtual Machines, select VM1

* In Settings, select Networking.

* In Inbound port rules, check whether the port for RDP is set correctly. The following is an
example of the configuration:

Priority: 300

Name: Port_3389

Port(Destination): 3389

Protocol: TCP

Source: Any

Destinations: Any

Action: Allow



Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp-
nsg-problem

B 81

Server1, Server2 & UServer3E WS ZRIDIDDF 2 TL 2 AP —/N—H'H

Y . Windows Server1$ & UServer2#E1TL ARy b —Y EICBRESNATLET,
Server3lgA VT LIRRY FI—=VI2HYFET, TRTOY—/N\—DAzurelZ 7Y X T
TET,

Azure Sentineld 5 Windows 7 7 A 7 A —ILT—R2 ARV 34 X b—ILLET,
Azure Sentinel®+H—/\—M 5 Microsoft Defender Firewall T —%4 ZRET ZHENH Y F
£l

HEtzFZzT o EN?

A. Server1_Server2 & UServer3BM oA XY b TR ) T 3 U HEERLET

B. &Y —N—IZHF VT LIRT—E5— V454 VXA M—LLET,

C. &Y —/\—IZMicrosot T— x> bZA VA F—ILLET,

D. H—/\—1[Microsoft T—Y x> bEA VX =)L L  H—/N\=2[FH—/N\=3[ZA T
LERT—EAH5—FDA4 %A VR M=ILLET,

T (EfREERLET)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

B 82

Azure Log AnalyticsZ{#FH L T, Windows Server 2016 % 3£179 52006 OH—/A—H 50
TJENETHFETYT,

Azure Resource Manager7> 7 L— b ZFEA L T, X TOHY—/ \—~DMicrosoft
Monitoring Agent® B Z BEIML I A ENH Y F T,

TUoTL— b2 EDEIICEBESEIRLENHY FIA?REZTHICE EET) 7 THE
UiaA T avE&ERLET,

EENETNOELWLERICITIARS > FOBENHY FT,

1EfiZ:

Explanation

References:
https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-
monitoring-agent-in-w

Eﬁ:ﬁ: 83
Contoso.com & LY S5 & HTdDAzureActive Directory Azure AD) 73 > bk & Azure
Service AKS) Y S X2 —AKS1HHY F9,


https://www.jpnshiken.com/q/12567-1134954/

Contoso.comD7HI Y hEFRALTAKSIZT IV ERTELRNWI &MY FEL
1=, Contoso.comD 7 H > b ZFHALTAKSNZI T VLA TER L 2HETHIHELD
YEIJ, V21— arTR EBEZZR/DIRICHIZSDENHY FT,
HEEFRMAETSETIN?

A. Azurem™ 5AKS1ZBHERLET

B. AKS1Hh 5  KubermetesD/N\—2 3 &7y O L—FLET,

C. Azure ADM 5 _ Azure AD PremiumP2ZR&E L £ 9,

D. Azure ADDS  A—H—BEZEBHLET

I (EfEZRTLEY)

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli

Eﬁ:ﬁ: 84

Azure¥—a T F—&EAzZUreR L=V 7 H O b EEDAzZure b TR ) T aohi®H
YUET, Key VaultiZIE FEAREBOF—DMNEFENATVWET A FL—UF7hO 0 I Key
VautlZH e N TV SBEEEED X —ZFEAIT AL I ITHERESNTNET,

KDY —EREFAL TAzurelZT—42 28 TH5FETT,

* Azure Files

* Azure Blob storage

* Azure Log Analytics

* Azure Table storage

* Azure Queue storage

Which two services data encryption by using the keys stored in the key vault? Each correct
answer present a complete solution.

NOTE: Each correct selection is worth one point.

A. Queue storage

B. Table storage

C. Azure Files

D. Blob storage

EfR: (EffZzRTLET)

Explanation
https://docs.microsoft.com/en-us/azure/storage/common/account-encryption-key-create?
tabs=portal

BH: 85

RORIRIHRET SV EELCAzure b TR Y T3 onlHbyYET,

Azure Security Centerd™ s> BE)7OE a5 %A VIZLET,
ROFRIZRIHRETVEBRALET,

Microsoft Monitoring AgentlZ EDRBT O A VR F—ILENTWET M ?
A. VM3®D #


https://www.jpnshiken.com/q/12567-1134956/
https://www.jpnshiken.com/q/12567-1134957/

B. VM1$ & VM3 D #

C. VM3E & UVMAD #

D. VM1_VM2_VM3_ & &k UVM4

Ef#E: (EfEZRTLET)

Explanation

When automatic provisioning is enabled, Security Center provisions the Microsoft
Monitoring Agent on all supported Azure VMs and any new ones that are created.
Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64),
and 18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709
and 1803.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-faq

B H: 86

RG1EWSERIDY Y—R T I)L—T EUser1 & VS &HID 1 —H —% &L Subscription1 &
WS ARTIDAzure S TR 9 ) T auhHY £, UserllZIE RG1IDEFTAEZEO—/ILAEIY
HToNFET,

ROEIZFET ESIC RG2EWVWSARIN ) Y —R T JL—TZEELBlueprint1 & LVS B RID
Azure FIL—T 1) U FEERFERLET,

RDERTE ZE A L T Blueprint1 ZSubscription1 12| Y #TEY,

OvoEYST: SH0YER

EEXMRID DATLMNEYHBTohELL

RDEAT—RAVRZDWT RATF— A Y FHtrueDBEIE [IFWZRIRLET, Th
USNDIBEIX [WWRIEERLET,

I ODEBRIZENRENIRS > FOffELAHY £,

3

Explanation

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

B 87

ROKRIZTRT AzurefRBT S U EELAzure Y TRV ) T a3 obiHY £,
Profile1&E WS ZRTIOMDME X2y T4 R—X 5S4 TA T 7/ ILEERLET,
Profile1Z @A TZ 3 RETIVERETILENDHY T,
EDRBTLUVERET ILENHY FIM7?

A.VM1D H

B. VM1, VM2, & & U'VM3D &

C. VM1E &K VM3 D #

D. VM1_VM2_ VM3, & & \VM4


https://www.jpnshiken.com/q/12567-1134958/

IEfE: (EfEZRRLET)
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines

B E: 88

Azure TR YT avhbHlET,

Al Azure Active Directory Azure AD) T3+ > bEFERTHLSICH TR ) T a3 wHE
BLET,

EED2DODFARELGEEZFIMTIN? TN ENDOEREIELLGY ) 21— a3V ERLET,
FENENOELLERIZIRS > bOMMENHY T,
AHYTRI1)TLaVRNILTOREDE Y BTIEEbhET,

B. REYL UANEET HIDNEONET,

C.IRETLUVDTARIARFT T3y rEERbnET,

D. BEFEDAzure) V —RADVEIBREINFET,

IEfZ: (EfgZzRTLED)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-
subscriptions-associa

B fE: 89

RDFIZTRT AzureLogAnalytics 7 —9 AR—R EELAzure TR ) T3 ohhH Y £
ERS

ROKRICRTRET L OEHERLET,

Azure SentinelZ#H L T RE< > > E®OWindowsDefender7 7 4 794+ — L Z &R I
DT EFFELTWET,

Azure Sentinel[Z#EfETEHRET vIFENRTT M ?

A.VM1E & UVM3D H

B. VM1 #

C. VM1E K BVM2D #

D. VM1_VM2_VM3_ VM4

IEfE: (EfEZRRLET)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

B[ 90

WEIZIELT ROOTA VEREREZFERALET,

A—HY—ZEFZANTBIZE [HA A VRV I RICh—YILEES TOA—HY—%%Y
)y LET,

NAT—=FZEARANTBICIE [NNRAT—FDAARY I RIZH—YILEEE, TONAT—
Fx=o v LET,


https://www.jpnshiken.com/q/12567-1134960/
https://www.jpnshiken.com/q/12567-1134961/
https://www.jpnshiken.com/q/12567-1134962/

Azure1—H—% User1-10598168@ExamUsers.com
Azure/XX 77— | Ag1Bh9 ! #Bd

UTOBEHRIE, T7=2AILYR—bOAZBEHELTUVET,
SiRA Vo RA R 10598168

HE-DOERTORFKEEIL, App10598168L LS ZRTDOWeb7 T #EKL . TDT7 T %
[CARAT A EZTEELTLET,

https://www.contoso.com,

RDERY ZRITTHIBENHBYET,

* App10598168hSAzureActive Directory Azure AD) [CBERSNTWA L #MHRALET,
* App10598168M/NRA TV — FZEHM L FT,

CDRARYERTIAIZIE AzurelR—Z JLIZH A 4 LET,

IEfig:

See the explanation below.

Explanation

Step 1: Register the Application

1. Sign in to your Azure Account through the Azure portal.

2. Select Azure Active Directory.

3. Select App registrations.

4. Select New registration.

5. Name the application App10598168 . Select a supported account type, which
determines who can use the application. Under Redirect URI, select Web for the type of
application you want to create. Enter the URI:

https://www.contoso.com , where the access token is sent to.

6. Click Register

Step 2: Create a new application secret

If you choose not to use a certificate, you can create a new application secret.

7 Select Certificates & secrets.

8. Select Client secrets -> New client secret.

9. Provide a description of the secret, and a duration. When done, select Add.

After saving the client secret, the value of the client secret is displayed. Copy this value
because you aren't able to retrieve the key later. You provide the key value with the
application ID to sign in as the application.

Store the key value where your application can retrieve it.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-
principal-portal

Eﬁ:ﬁ: 91
Y FI—VRREZHERB L VRELTLET,



F2YRT=Db3T4v0ETMTBDEIITEBASNIZVMIE LS BBTDAzUrefR < &

VERRHLEY,
TRTDRY RT—=D LS T4 INVMIBRHTIL—T A VT ENDES5(2T20ELH
YEd,

AZHRET IRENHYETM?

A. a system route

B. a network security group (NSG)

C. a user-defined route

EfE:C(AAV FEHEKT D)

Explanation

Although the use of system routes facilitates traffic automatically for your deployment,
there are cases in which you want to control the routing of packets through a virtual
appliance. You can do so by creating user defined routes that specify the next hop for
packets flowing to a specific subnet to go to your virtual appliance instead, and enabling IP
forwarding for the VM running as the virtual appliance.

Note: User Defined Routes

For most environments you will only need the system routes already defined by Azure.
However, you may need to create a route table and add one or more routes in specific
cases, such as:

* Force tunneling to the Internet via your on-premises network.

* Use of virtual appliances in your Azure environment.

* In the scenarios above, you will have to create a route table and add user defined routes
to it.

Reference:
https://github.com/uglide/azure-content/blob/master/articles/virtual-network/virtual-
networks-udr-overview.md

AxhH97%AZ-500JE EEE (X JPNTest.comigfit S AZ-500JHERICEIKT 5 2 & IT&IC

MHET ! JIPNTest.comlE S mFTAZ-500J K ERFIREE 12 HE L £ 9, JPNTest.com

AZ-500JSAERRITEE L4 SEH S NE LT, & C TAZ-500JHBEBLEDTR FT VDU %

FITANFET , ZFIRD T ¥ £ X _ https://www.jpntest.com/shiken/AZ-500J-mondaishu
A97RE, 3 0% « R AV + A EISIa— F: JPNshiken

Eﬁ:ﬁ: 92

EIEEMNAzureResource ManagerT > JL— b E#FRALTY Y—RET IO/ T HEE
(2. 7784 HKV11597200 & LV ZRITDAzure ¥ —HR—IL FRDS—D Ly MZ7 IR
TELHLZHERTILENHYFT,

CDRARYEETTBIZIE Azure R—ZI)LIZHA A4V LET,


https://www.jpnshiken.com/q/12567-1134964/
https://www.jpntest.com/shiken/AZ-500J-mondaishu

IEfiZ:

See the explanation below.

Explanation

You need to configure an option in the Advanced Access Policy of the key vault.

In the Azure portal, type Azure Key Vault in the search box, select Azure Key Vault from
the search results then select the key vault named KV11597200. Alternatively, browse to
Azure Key Vault in the left navigation pane.

In the properties of the key vault, click on Advanced Access Policies.

Tick the checkbox labelled Enable access to Azure Resource Manager for template
deployment.

Click Save to save the changes.

Eﬁ:ﬁ: 93

Azure Active Directory Azure AD) T3+ > kDHYET,

RORITRT KD HIRESNFEA T I FBHYET,

2020584812 Azure ActiveDirectory &It 2 —%EHA L CTHIBR S =4 TPz o +
ZETLES>ELFLE,

ED2DODF TPz FEBERTEEFIN? TN ENDERITLLGMRAKRERILET,
I VDERIEENRENIRS > FOffifELAHY £,

A. T IL—T1

B. JIL—72

C. User2

D. User1

IEfR: (EfZzRTLET)

Explanation

Deleted users and deleted Office 365 groups are available for restore for 30 days.

You cannot restore a deleted security group.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-
deleted

BH: 94

FOERALVEA—ZBRETIVLELAHYET  LEA—EFFHLLWLWE2L—DaLI IV
[CEYEToNn YY—RFEEICLE>TLEA—SNET,
IEFICEITTEIBENHAIDDT I aVEENTIN?EETHICE ELGETI >3
VETIVAVOYRAIALEEZETY FICHEEHL ELVEFICESNETS,

3

Explanation

Step 1: Create an access review program

Step 2: Create an access review control


https://www.jpnshiken.com/q/12567-1134966/

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope.
Or you can select to have the members review their own access. If the resource is a group,
you can ask the group owners to review.

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-
controls

BH: 95

BEIZIECT, ROBTA VEREHREFEALET,

A—HY—BEANTBIZE YA oA VRV I RICA—VILEEE, TOI—H—£%Y
Vv LET,

NZAD—FEAANTBIZIE [NNRAT—FDAARY I RIZHA—VILEEE, TONAT—
20Uy LET,

Azure1—H—4% User1-10598168@ExamUsers.com

Azure/NRX 77— K Ag1Bh9 ! #Bd

UTOEHRIE, T7=2hAILYR—bOAZBEHELTVET,

SR Vo RA R 10598168

131.107.0.016H T3 v MMIEHSIN TS T4 ADHHY, rg1lod10598168
AzureStorage 7 H IV bDT—RIZT IV ERATESELSICTEI2RELRHY ET,
CDBRYDETRTITBIZIE Azureti— B ILIZHALA VA4V LET,

1E fiZ:

See the explanation below.

Explanation

Step 1:

1. In Azure portal go to the storage account you want to secure. Here: rg11od10598168
2. Click on the settings menu called Firewalls and virtual networks.

3. To deny access by default, choose to allow access from Selected networks. To allow
traffic from all networks, choose to allow access from All networks.

4. Click Save to apply your changes.

Step 2:

1. Go to the storage account you want to secure. Here: rg11od10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. Check that you've selected to allow access from Selected networks.

4. To grant access to a virtual network with a new network rule, under Virtual networks,
click Add existing virtual network, select Virtual networks and Subnets options. Enter the
131.107.0.0/16 subnet and then click Add.

Note: When network rules are configured, only applications requesting data over the
specified set of networks can access a storage account. You can limit access to your



storage account to requests originating from specified |IP addresses, IP ranges or from a
list of subnets in an Azure Virtual Network (VNet).

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security

HfE: 96

Homepage & LV 5 B RTDAzureSQLT—2 RXR—XDEBAD/INY I 7 v TEERT H2HEN
HYEST, NV o7y TI8EBREFET IRENHY FT,

CDRARYERTITAIZIE AzurelR— B )LIZH A o4V LET,

IFfiZ:

See the explanation below.

Explanation

You need to configure the backup policy for the Azure SQL database.

* In the Azure portal, type Azure SQL Database in the search box, select Azure SQL
Database from the search results then select Homepage. Alternatively, browse to Azure
SQL Database in the left navigation pane.

* Select the server hosting the Homepage database and click on Manage backups.

* Click on Configure policies.

* Ensure that the Weekly Backups option is ticked.

* Configure the How long would you like weekly backups to be retained option to 8 weeks.
* Click Apply to save the changes.

B 97

Azure TR )T avhhHyUErd, TR 1) T 322l Windows ServerZ E1T
¥ HAzurefREET O UNEFENTVET

20164F

FREI L VICHRELDTILY T 7RHERE Y S DHRREEN S VX b—LEh TS
CEEHERT DR —ERETILENHYFET,
RYS—ZEDESICHEBESEIBENHYEIH? BETHICF BETY 7 TEUL
AT avEBRLET,

I ENTADOELWLERIZEFIARS Y FOMELHY 9,

1E fiz:

Explanation

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Box 2: Template

The details property of the DeploylfNotEXxists effects has all the subproperties that define
the related resources to match and the template deployment to execute.

Deployment [required]



This property should include the full template deployment as it would be passed to the
Microsoft.Resources/deployment References:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

gﬁ:ﬁ: 98

User2hPIMEZREETEH L EZHERTILELNHYFT,

A ZIRETTN?

A . User2I2 O— N\ LEBEO—IILFEYHTET,

B. contoso.comD B AEZERELET,

C. contoso.comDIDEF 17 RAT7EERLFET,

D. User2M ZEHRFBIE MFA) ZEBMIZLEFT,

Ff:D(AAV FEEKRT D)

Explanation

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example,
@yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM
for a directory.

Scenario: Technical requirements include: Enable Azure AD Privileged Identity
Management (PIM) for contoso.com References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-
management/pim-getting-started

Eﬁ:ﬁ: 99

Azuretr TR ) T avhdHYET,

S1AppH—ER TS5 U &HEAT HContoso1812& LS ZHTDAzure Web7 71 4R L &
9,

Contoso1812MIP7 K L X ##§3 www.contoso.com®DNSL a— FZER LET,

a1 —+H —Hhttps://www.contoso.com URLZ{EF L TContoso1812[C7 VA TESHZ &

ZHRITIDENDYFT,
ED2DODTYI L aAVERTTIVENAHYEIN?ENETNDEREE, V) a1—23 2D
—8ZERLTWET,

EEFNRFNROELVERITIARS O bOMEENSHY T,

A. Contoso1812MD U AT LEIY HTOEEXMRIDEA VICLET,
B. Contoso1812[Z7/RR P& FEBMLFT,

C. Contoso1812MApp Service 75 V& A5 —ILT7 IO RLET,

D. Contoso1812IZ A O Y FZEBMLET,

E. Contoso1812MApp Service 75 V& A —ILT7 v T LET,

F. PFXZ 7 4 JL%Contoso1812IZ7 v 7A— K¥ 3

IEfR: (EffzRnLET)
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Explanation

B: You can configure Azure DNS to host a custom domain for your web apps. For
example, you can create an Azure web app and have your users access it using either
www.contoso.com or contoso.com as a fully qualified domain name (FQDN). To do this,
you have to create three records:

A root "A" record pointing to contoso.com

A root "TXT" record for verification

A "CNAME" record for the www name that points to the A record

F: To use HTTPS, you need to upload a PFX file to the Azure Web App. The PFX file will
contain the SSL certificate required for HTTPS.

References: https://docs.microsoft.com/en-us/azure/dns/dns-web-sites-custom- Domain

B f5: 100

4DMDAzureSQALY r—Y FA VR A VR EETLAzure TRV ) T 3 UohH Y ET,
SQLA Pz A HEICHT EIIR—U RA VR IV ADRBEEETMT 2LENH
YEd,

HEFRAMAETRETIN?

A.SQLANILRF T wH Y1) a— 3 %EAzureMonitorlZEMLET,

B. Azure Advanced Threat Protection ATP) 4 VA& VR EERLET,
C.EELT—AtXaT4&HMILET,

D. AzureSentinel 7 —9 AR—X #{ER LE T,

IEfR: (EfEZRTLET)

B5: 101

RDORIZERT VY —REETCAzure TR ) FoavhibyEd,
HTR4H 1) T3 TAzureDefenderz BT B FETT,
Azure Defenderz R L TRETED ) V—R[FENRTIM?

A. VM1 _VNET1_storage1, & & UVault1

B. VM1, VNET1_ & & Ustorage1 D &

C. VM1 _storage1, & &k UVault1 D&

D. VM1 &K AVNET1D #

E. VM1 & storage1 D &

Eff: A(QA U RERKT D)

Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-defender

B fE: 102

KD FKIZRT AzureActive Directory Azure AD) ') YV —REETAzure TR Y 1) T3y
nHYET,

RORIZRTIIL—TE2ERLET,


https://www.jpnshiken.com/q/12567-1134973/
https://www.jpnshiken.com/q/12567-1134974/

Group5& GroupbIZED ) V—RZEBMTEEIMN?EET HICIE BEEE TEUGA
ToavEBERLET,

F I VEREIZENTNIRS D FOBEELAHY FT,

IE fiF:

Explanation

Graphical user interface, text, application Description automatically generated

HRi: 103

RDRIZRT A T 4 AEEHDContoso_ Ltd. EWVNSEHTEILTULNET,

ContosolZ [, contoso.com & LY 5 £ Rl Azure Active Directory Azure AD) T+ > A Y
£, X TDcontoso.com1—H—[&  Azure Multi-Factor Authentication MFA) #&%h(Z
LTWET , TFT Y FIF RORICRITI—HF—DBEFENRLTULET,

contoso.comD ZERIXE (T ROKIZFRT LS ITHEEINTLET,
RDBEAT—RAVRFZIDWT RAT—FAY FHtrueDIFEX[ITVV]ERIRLET, Fh
LADBEIE [WWNR]ZERLET,

F ENEFNDOELVERIZIRS > FOMMENHY T,

1Ef#:

Explanation

A7 AZ-500J 1 REE [ZJPNTest.comiZt S  AZ-500J:RER (&89 5 Z & (2&IC

IIH5FF ! JPNTest.comlFT S HEHAZ-500J:RERRIREE #1244t L £ 3, JPNTest.com

AZ-500J R EREIREEIE L S FEH SNFE L, 2 2 TAZS00JEEENDTRA I VDU %

FIZANTE T, BRERD 7 Y £ X _https://www.jpntest.com/shiken/AZ-500J-mondaishu
A97fE. 30%7r « R A2+ #AILEEIS|a— F: JPNshiken



https://www.jpntest.com/shiken/AZ-500J-mondaishu

