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jobs:

- Job: A
steps:
# job A step: here

= fob: B
dependsOn: A
steps:
& job B steps here

- jab: C
dependsOn: A
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steps:
# job D steps here
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dependsOn:
- B
- B
steps:
% job E steps here
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Job B can run concurrently mmi@“
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m Microsoft

Job E can start before job C completes.

Job B can run concumently with job C.

Job D can start before job B completes,

Explanation:
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Job E can start before job C completes.

Job B can run concurrently with job C,

Job D can start before job B completes
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See explanation below

Explanation:

Step 1: Create an instance of Azure Application Insights

1. Open Microsoft Azure Portal

2. Log into your Azure account, Select Create a resource > Developer tools > Application
Insights.

3. Enter the following settings, and then select Review + create.

Name: az400-9940427-main
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Step 2: Configure App Insights SDK



1. Open your ASP.NET Core Web App project in Visual Studio > Right-click on the AppName in
the Solution Explorer > Select Add > Application Insights Telemetry.

2. Click the Get Started button

3. Select your account and subscription > Select the Existing resource you created in the Azure

portal > Click Register.
2 WebApplication - Microsoft Visual Studio N - - - oA
i ot View Project Busid Detng Team Tools Test Aratyze Window Help

Y-t MWD - C ] ey - ano

Reference:
https://docs.microsoft.com/bs-latn-ba/azure/azure-monitor/learn/dotnetcore-quick-start?
view=vs-2017
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A Key Vault access policy Enable key vaults for template deployment by using:

A Key Vault advanced access policy|  pastrict access to the secrets in Key Vault by using:

RBAC
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Explanation:
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Enable key vaults for template deployment by t!sing:' A Key Vault advanced access policy

Restrict access to the secrets in Key Vault hﬁi:g:

Box 1: A key Vault advanced access policy



Home > mykeyvaulttutorialrg > mykeyvault0920 - Access policies

f mykeyvault0920 - Access policies X
L [
" H b4 O Refresh
Click to hide advanced access policle
i {Ock to hide advanced access po'icies]
nAIE BeTE = et @

™ Activity log

(V] Enable access to Azure ResogfeMara e deployment
w4 Access control (IAM) = “‘A :.,:_‘1 d
& Tags BoaBle acc@ D ARUrED X, Encryption for volume encryption @
X Diagnose and solve problems

. + Add new
Settings

Keys » <Your username>
USER

Secrets

v | Certificates

Access policies

0 Firewalls and virtual networks IVIINGE VO L

Box 2: RBAC

Management plane access control uses RBAC.

The management plane consists of operationsthat affect the key vault itself, such as:

Creating or deleting a key vault.

Getting a list of vaults in a subscription.

Retrieving Key Vault properties (such as SKU and tags).

Setting Key Vault access policies that control user and application access tokeys and secrets.
References:https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-
tutorial-use- key-vault
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it me aggressive
==aulo
- "C”':‘-; PO

==N0=-prune

git merge --gxpire now
prune
rebase

reEset
1Ef&:
Answer Ared’

Bit gc |--aggressive '|
auto

- ‘U‘”-:f' now
--No-prune

git merge --gxpire now

Explanation:

-aqqressive v,

prune ¥ --expire now

Box 1: --aggressive

Cleanup unnecessary files and optimize the local repository:
get gc --aggressive

Box 2: prune

Prune all unreachableobjects from the object database:

git prune

Reference:

https://gist.github.com/Zoramite/2039636
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Instead you should deploy an Azure self-hosted agent to an on-premises server.

Note: To build your code or deploy your software using Azure Pipelines, you need at least one
agent.

If your on-premises environments do not have connectivity to a Microsoft-hosted agent pool
(which is typically the case due to intermediate firewalls), you'll need to manually configure a self-
hosted agent on on-premises computer(s).

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops
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Branch lifetime: v
Long-lived
Short-lived
Branch type: v
Master
Feature
Integration
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Branch lifetime:

Long-lived
'Shart-lived,

Branch typé:

Integration

Explanation:

Branch lifetime: v
Long-lived

Short-lived

Branch type: v
Micros€y Master

Feature

Integration

Branch lifetime: Short-lived

Branch type: Feature

Feature branches are used whendeveloping a new feature or enhancement which has the
potential of a development lifespan longer than a single deployment. When starting development,
the deployment in which this feature will be released may not be known. No matter when the
feature branchwill be finished, it will always be merged back into the master branch.

References:

https://gist.github.com/digitaljhelms/4287848
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See solution below

Explanation:

Sign in to the Azure portal.

Navigate to the container registry az40010480345acr1.

Under Services, select Webhooks.

Select the existing webhook https://contoso.com/statushook, and double-click on it to get its
properties.

For Trigger actions select image push

Example web hook:


https://www.jpnshiken.com/q/64497-5895500/
https://www.jpnshiken.com/q/64497-5895501/

Reference:

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-webhook
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A. Azure Container Registry

B. Chart

C. Kubectl

D. Tiller
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Before you can deploy Helm in an RBAC-enabled AKS cluster, you need a service account and
role binding for the Tiller service.

Reference:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
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See the solution below in explanation.

Explanation:

To ensure that your Azure Web App named az400-38443478-main can retrieve secrets from an
Azure Key Vault named az400-3844J478-kv1 using a system managed identity with the principle
of least privilege, follow these detailed steps:

* Enable a System Managed Identity for the Azure Web App:

* Navigate to the Azure Portal.

* Go to the Azure Web App az400-38443478-main.

* Select Identity under the Settings section.

* In the System assigned tab, switch the Status to On.

* Click Save to apply the changes.

* Grant the Web App Access to the Key Vault:

* Go to the Azure Key Vault az400-3844J478-kv1.

* Select Access policies under the Settings section.

* Click on Add Access Policy.

* Choose Secret permissions and select Get and List. This grants the app the ability to read
secrets, adhering to the principle of least privilege.

* Click on Select principal, search for your Web App name az400-38443478-main, and select it.
* Click Add to add the policy.

* Don't forget to click Save to save the access policy changes.

* Retrieve Secrets in the Web App Code:

* In your Web App's code, use the Azure SDK to retrieve the secrets.

* For example, in a .NET application, you can use the Azure.ldentity and
Azure.Security.KeyVault.

Secrets namespaces.

* Utilize the DefaultAzureCredential class which will automatically use the system managed
identity when running on Azure.

using Azure.ldentity;

using Azure.Security.KeyVault.Secrets;

var client = new SecretClient(new Uri("https://az400-3844J478-kv1.vault.azure.net/"), new
DefaultAzureCredential()); KeyVaultSecret secret = await client. GetSecretAsync("my-secret-
name"); string secretValue = secret.Value; Replace "my-secret-name" with the actual name of the
secret you want to retrieve.

By following these steps, your Azure Web App will be able to securely retrieve secrets from the
Azure Key Vault using a system managed identity, without needing to store credentials in the
code, and adhering to the principle of least privilege. Remember to replace the placeholder
names with the actual names of your Web App and Key Vault.
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Burndown The elapsed time from the creation of work items
- to their completion:
Cycle Time
ead Tima The elapsec_i time to complete work items once
théyare active:
Velocity N i ]
TREremplinaots s O Tt

The elapsaﬂ Lme from the creation of work items —
to their completion:  Lead Time |

' . The elapsed time to comiplete work items once "
| Lead Time . ¢ Cycle Time
- they are active: y

@ The remaining work: Burndown P

Il Cycle Time

Explanation:

. h sed time from the creation of work items
rORGIL,

= L ompletion: Lead Time
Cycle Time

Lead Time

The elapsed time to complete work items once

- Cycle Time
they are'active: S

Velocity

The remaining work: Burndown

Box 1: Lead time
Lead time measures the total time elapsed from the creation of work items to their completion.
Box 2: Cycle time



Cycle time measures the time it takes for your team to complete work items once they begin
actively working on them.

Box 3: Burn down

Burn down charts focus on remaining workwithin a specific time period.

Reference:
https://docs.microsoft.com/en-us/azure/devops/report/dashboards/velocity-guidance?view=vsts
https://docs.microsoft.com/en-us/azure/devops/report/dashboards/cycle-time-and-lead-time?
view=vsts
https://docs.microsoft.com/en-us/azure/devops/report/dashboards/configure-burndown-burnup-
widgets?

view=vsts
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az aks create

az ad sp create-for-rbac

kubectl ‘create

Step 1 : az acr create

An Azure Container Registry (ACR) can alsobe created using the new Azure CLI.

az acr create

--name <REGISTRY_NAME>

--resource-group <RESOURCE_GROUP_NAME>

--sku Basic

Step 2: az ad sp create-for-rbac

Once the ACR has been provisioned, you can either enable administrative access (which is okay
for testing) or you create a Service Principal (sp) which will provide a client_id and a client_secret.
az ad sp create-for-rbac
--scopes/subscriptions/<SUBSCRIPTION_ID>/resourcegroups/<RG_NAME>/providers/Microsoft.
ContainerRegistry/registries/<REGISTRY_NAME>

--role Contributor

--name <SERVICE_PRINCIPAL_NAME>

Step 3: kubectl create

Create a new Kubernetes Secret.

kubectl create secretdocker-registry <SECRET_NAME>

--docker-server <REGISTRY_NAME>.azurecr.io

--docker-email <YOUR_MAIL>

--docker-username=<SERVICE_PRINCIPAL_ID>

--docker-password <YOUR_PASSWORD>

References:
https://thorsten-hans.com/how-to-use-private-azure-container-registry-with-kubernetes
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Answer Arca =

steps:
- task: ArureResourceManagerTemplateDeployment§)
inputs:
deploymentScope: "Resource Group'
azureResourceManagerConnection: /Mabrikse Corporate(o41fbled-a2oa-42f0-070c-BfccbefdcSdb)”

subscriptionld: 'adideed:alassdlTo-a7ac-8fccbefdcSdb’

action -
resourgedroopliane: "Fabrikas’
location: "West uUs’
" R A . e _ K3
templateLocation: “Linked artifact ”3;\5*' ITa ”ﬁ{f‘_.—l" C .-'-"'"\‘.Il."[!“‘”“
A RAI MW )W) L

deploymentiode: |-
EfiZ:
see the answer below.
Explanation:
Answer is below
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The Development stage
The Internal Review stage
The Production stage

The Web Application artifact

How many stages have triggers set?

L

i

I
|
|
|
i

o Bk

b =01

-The Development stage —

ich. Mggm:tﬁjgﬁﬁe continuous delivery?

The Production stage
The Web Application artifact

Explanation:

How many stages have triggers set? = == v

=
b
i
i

T

~N @i s W - o

Which component should you modify o enable continuous delivery? | v
The Development stage
= MicCrosoft The Producton stage

The Web Application artifact

Box 1: 5
There are five stages: Development, QA, Pre-production, Load Test and Production. They all
have triggers.



Box 2: The Internal Review stage
References:https://docs.microsoft.com/en-us/azure/devops/pipelines/release/triggers

EFEE:ZO

Azure DevOps Z{#F L T Kubernetes 7 S R 2 —THRA FENBT7 T EBELSLUVTTOA
THIEEFELTHET,

A A—CHEISAE—IZTTOAT BRI 7T) A A—SOMBUEZRA T Y UTI2LELHY
9,

VW )a—23VIZFAZEZEaHERETLLEOIA?
A. O > 73+ —F Microsoft Defender

B. App Service A Microsoft Defender
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https://docs.microsoft.com/en-us/azure/active-directory/develop/app-objects-and-service-
principals "When you've completed the app registration, you've a globally unique instance of the
app (the application object) which lives within your home tenant or directory. You also have a
globally unique ID for your app (the app or client ID). In the portal, you can then add secrets or
certificates and scopes to make your app work, customize the branding of your app in the sign-in
dialog, and more."
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Instead implement Continuous Assurance for the project.

Note: The Subscription Security health check features in AzSK contains a set of scripts that
examines a subscription and flags off security issues, misconfigurations or obsolete
artifacts/settings which can put your subscription at higher risk.

Reference:

https://azsk.azurewebsites.net/04-Continous-Assurance/Readme.html
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Visual Studio Codespaces is built to accommodate the widest variety of projects or tasks,
including GitHub and integrating debugging.

Visual Studio Codespaces conceptually and technically extends the Visual Studio Code Remote
Development extensions.

In addition to "backend" environments, Visual Studio Codespaces supports these "frontend"
editors:

Visual Studio Code

Visual Studio Code-based editor in the browser

Reference:
https://docs.microsoft.com/sv-se/visualstudio/codespaces/overview/what-is-vsonline
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Explanation:
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Scenario:

Project5 will contain a Git repository in Azure Reports and a continuous
integration trigger that will initiate a build in response to any change except for
changes within /folder1 of the repository

References:https://docs.microsoft.com/en-us/azure/devops/pipelines/build/triggers
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A successful I0OS device build will produce an ipa file. In order to install the build on a device, it
needs to be signed with a valid provisioning profile and certificate. To sign the builds produced
from a branch, enable code signing in the configuration pane and upload a provisioning profile
(.mobileprovision) and a valid certificate (.p12), along with the password for the certificate.
References:

https://docs.microsoft.com/en-us/appcenter/build/xamarin/ios/
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Secure and Manage Open Source Software

Black Duck helps organizations identify and mitigate open source security, license compliance
and code-quality risks across application and container portfolios.

Black Duck Hub and its plugin for Team Foundation Server (TFS) allows you to automatically find
and fix open source security vulnerabilities during the build process, so you can proactively
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manage risk. The integration allows you to receive alerts and fail builds when any Black Duck
Hub policy violations are met.

Note: WhiteSource would also be a good answer, but it is not an option here.

Reference:
https://marketplace.visualstudio.com/items?itemName=black-duck-software.hub-tfs
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To run your jobs, you'll need at least one agent. A Linux agent can build and deploy different
kinds of apps, including Java and Android apps.

If your pipelines are in Azure Pipelines and a Microsoft-hosted agent meets your needs, you can
skip setting up a private Linux agent.

The Azure Pipelines agent pool offers several virtual machine images to choose from, each
including a broad range of tools and software. We support Ubuntu, Red Hat, and CentOS.
Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-linux?view=azure-devops
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/hosted?view=azure-
devopsé&tabs=yaml
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The IT Service Management Connector (ITSMC) allows you to connect Azure and a supported IT
Service Management (ITSM) product/service.

ITSMC supports connections with the following ITSM tools:

ServiceNow

System Center Service Manager

Provance

Cherwell

With ITSMC, you can

Create work items in ITSM tool, based on your Azure alerts (metric alerts, Activity Log alerts and
Log Analytics alerts).

Optionally, you can sync your incident and change request data from your ITSM tool to an Azure
Log Analytics workspace.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/itsmc-overview
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apivVersion: vl
kind: Pod
metadata:
labels:
test: readiness-and-liveness
name: readiness-http
spec:
containers:
- name: containerl
image: k8s.gcr.io/readiness—-and-liveness
args:
- /server

W

_

livenessProbe:
readinessP

ShutdownProbe:
startupProbe:

httpGet:
path: /checknow
port: 8123
httpHeaders:
- name: Custom-Header
value: CheckNow

v
initialDelaySeconds: 15
periocdSeconds: 15 '
timeoutSeconds: 15|

Mierosoft

Box 1: readiness Probe:

For containerized applications that serve traffic, you might want to verify that your container is
ready to handle incoming requests. Azure Container Instances supports readiness probes to
include configurations so that your container can't be accessed under certain conditions.
Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-readiness-probe
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Pipeline artifacts are a way to persist build outputs, test results, and other files generated during a
pipeline run.

They allow you to share data between stages, jobs, and pipelines, and to persist data for longer
than the lifetime of a pipeline run. While artifacts can be useful for sharing data between pipeline
runs and reducing the time required to download dependencies, they are not a solution for
reducing the time required to install JavaScript packages from 9pm during a pipeline run.

The solution of reducing the pipeline execution time could be achieved by using package caching,
which allows you to store and reuse 9pm packages from previous pipeline runs. There are
several package caching options available for Azure Pipelines, including the 9pm task, the 9pm
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cache task, and the 9pm ci task. All of these options allow you to configure caching for your 9pm
packages, which can significantly reduce the time required to install packages during subsequent
pipeline runs.

Another solution could be using a dedicated agent that has those packages already installed, this
way the pipeline doesn't have to install them again.

You can find more information on package caching by following this link
https://docs.microsoft.com/en-us
/azure/devops/pipelines/tasks/package/npm-cache?view=azure-devops
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To build your code or deploy your software using Azure Pipelines, you need at least one agent.

If your on-premises environments do not have connectivity to a Microsoft-hosted agent pool
(which is typically the case due to intermediate firewalls), you'll need to manually configure a self-
hosted agent on on-premises computer(s). The agents must have connectivity to the target on-
premises environments, and access to the Internet to connect to Azure Pipelines or Team
Foundation Server.

References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops
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See explanation below

Explanation:

Task 9: Initialize the main branch (if it doesn't exist) and create a pull request-triggered pipeline
for .

NET Core build

Step 1: Initialize the main Branch

* In your Azure DevOps Project (Project1), navigate to Repos.
* In the left menu, click Files.

* If you see a message like "This repository is empty," click Initialize.
* Create a README.md file (or another file) and set the default branch name to main.
* Click Initialize.

If the main branch already exists, you can skip this step.

Step 2: Create a New Branch for the Pipeline

* In Repos > Files, click on the Branches tab.

* Click New branch.

* Enter:

* Branch name: azure-pipelinesT

* Based on: main

* Click Create.

This creates a new branch named azure-pipelinesT from main.
Step 3: Create the Pipeline YAML File in the New Branch

* Switch to the azure-pipelinesT branch.

* In Files, click New file.

* Name the file: azure-pipelines.yml.

Step 4: Write the YAML Pipeline for .NET Core Build

Here's a sample YAML file:

trigger: none

pr:

branches:

include:

- main

pool:

vmimage: 'windows-latest'

variables:

buildConfiguration: 'Release’

steps:

- task: UseDotNet@?2

displayName: 'Install .NET Core SDK'



inputs:

packageType: 'sdk’

version: '8.x' # Or specify the exact version of .NET Core SDK you need installationPath:
$(Agent.ToolsDirectory)/dotnet

- script: dotnet build src --configuration $(buildConfiguration)
displayName: 'Build .NET Core project'

This pipeline:

* Runs only when a pull request is created or updated targeting the main branch.
* Uses the windows-latest agent.

* Installs the .NET SDK and builds the project in the src directory.
Step 5: Commit the Pipeline File

* In the bottom commit message box:

* Message: Add PR-triggered pipeline for .NET Core build

* Ensure the branch is set to azure-pipelinesT.

* Click Commit.

Step 6: Create the Pipeline in Azure DevOps

* In the left menu, click Pipelines.

* Click New pipeline.

* Select:

* Azure Repos Git.

* Select your repository.

* Choose Existing Azure Pipelines YAML file.

* In the branch selector, choose the azure-pipelinesT branch.

* Select the YAML file path (azure-pipelines.yml).

* Click Continue and Run to validate.

Step 7: Test the Pipeline Trigger

* Create a new branch (e.g., feature/test-pr).

* Push a commit and create a pull request targeting main.

* Verify that the pipeline runs automatically for this PR in Pipelines.
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See the solution below in explanation.

Explanation:

To prepare a Network Security Group (NSG) namedaz400-38443478-nsg1for hosting an Azure
DevOps pipeline agent, while allowing only the required outbound port for Azure DevOps and
denying all other inbound and outbound access to the Internet, follow these steps:

Create the NSG:

Navigate to the Azure Portal.

Go toNetwork Security Groupsand click on+ Create.

Fill in the details, including the nameaz400-38443478-nsg1, and create the NSG.
ConfigureOutbound Security Rules:

Once the NSG is created, go to its settings.

Navigate toOutbound security rules.

Click on+ Addto create a new rule.

Set theDestination port rangesto443, which is the required port for Azure DevOps12.

Set theProtocoltoTCP.

Set theActiontoAllow.

Assign aPrioritynumber (e.g.,100) that does not conflict with existing rules.

Provide a meaningfulNamefor the rule (e.g.,AllowAzureDevOps).

Configure Default Rules to Deny All Other Traffic:

In the sameOutbound security rulessection, edit the default rule to deny alltraffic.

Change theActiontoDenyfor the rule with the lowest priority (highest number).

Ensure that this rule applies to all protocols, source and destination IP ranges, and port ranges.
Associate the NSG with the Appropriate Resource:
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Associate the NSGwith the subnet or network interface of the virtual machine or resource where
the Azure DevOps pipeline agent will be hosted.

By following these steps, you will ensure that the Azure DevOps pipeline agent can communicate
with Azure DevOps services over the required port while blocking all other inbound and outbound
Internet access, adhering to the principle of least privilege and security best practices.
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TR R R T G'OUP&lJSGF |
| Project-level Administrator ! e T T TE = T T - J

Explanation:



Permisssions Answer Area

Contributor Groupl:  Project-level Administrator

Creater
Greup2: Contributor

Crganization-level Administrator
- Group3:  User
Project-level Administrator &:ﬁ

User
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Pipeline1 & LY5 &R0 Azure Pipelines /X1 754 > & Appl EWSARTIDT 71 & Azure
HIR5 )T avhby E£T, Pipelinel I&_ Appl OEEFBELT 2=-HIZERIIET,
4§ Webhook # &% Appichat &LV\5 &ZRFID Slack F ¥ RILHBHY £,

App1 DEJL FAEFICER SN T=& EFI1Z_Webhook Z#{#F L T Appichat (CBEMNEEESN S
KOICTEHERENHYFETS,

fAIZFEZIENDDDTLLEIN?

A.75—kIL—)L

B. &%l

C.7o aviiLN—7

D. 4Ry 1) T3y

F#: (FEERTLET)

B 4
RORIZRIT IO Y FHED Azure DevOps TR ) T avhidhpy xd,

Name | Numberof users_t  |\/] | (Repository | Visibility
Project] 10077 Project], pliblic repository Public
Project2 5 | Proj€@t public repository Public
Project3 2 | Private GitHub repository Private
Project4 1,000 Public GitHub repository Public
Project5 150 | Public GitHub repository Private

Azure Pipelines #fRLTC7R Y FRADT7 T #HBELET,

BEOAHN O 3 TEHATH-HOREZH T 2207 Y MEENTTMN? ThELD
FfRREV ) a1—2arvn—8EZ2RLTVET E EREOBRIIZFAETN 1 KRS > FOMENH
YEF,

A.7OCxY k5

B. 70>z k3

c.7o>zx¥ k2

D. 7oz 4

E.7Oo sy M

R (EREERLET)


https://www.jpnshiken.com/q/64497-5895531/
https://www.jpnshiken.com/q/64497-5895532/
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KELPSD 774 ILESEL Azure Repos U R FUARBHY FET, T RTHOI7AILEZEET S
[Z1&, GetLFS KT 2 ELH Y ET,

RV TREEDESIZERSEIRETLLIMN BAETBICIE BULETI LR LRNLELE
LWIL—TIZFSY T LET &7 R LRALF 1 REFERTS L EHEFATS
ZEH FOoRKFERALBENWCELTEET AT UVERTTBICIE, R VEITHEIN—%
FSvIdamN RUVB—ILTEBENHLIHEENHY FT,

S ELGEIRT BETITT RS Y FOMIELNHY FT,

Values Answer Area
7.
1E fiz:
Values Answer Arca
T R
ot incancsa o | e
———————————————————— I = I
e L SAIIRY INROCE S aSNiE R Ul | it ada pltereeivutes
Mgt 145 track ~r.p2n i
=i =S Eir~ SR~
- % = ik
-
BfE: 43

HHT-DE1t(XAzure DevOpsIZH LLW\Web7 TS — 300 7RI FEH-L>TVWET,
Bt (X ZEEEE(ZService NowZEEH L TLVET,

AVR—F Y FEEBBRRICT IO T LRI EREERVPEERCNEIN LSS ST ILE
AHYET,

Azure DevOps ) 1) — R/ TS5 A VIZHET 220D HEIEFMTI N ? ERIEENENTLEME
RRZIRTLEFET,

FEENTNE LLERIKIRS U LOBENHY FT,

A. Service Now SOAP APIZM U EEEIY FA—LEZEEZLEFT,

B. QART—UANDERERICEEERYS —FEEZELET,

C. ServiceNow REST APIZM U EEI Y FA—LEEEZLEFT,

D. Prod R T— U ADEREDRIZEEM Y — FEeEELET,

IEfZ: (EfZRTLET)
https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/servicenow?
view=azure-devops


https://www.jpnshiken.com/q/64497-5895534/
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Node.js 7 7 DT 7AAIZER SN S Azure DevOps /31 TS5 A4 UhiH Y ET,

E)L FRTEREREZEAT Y v 1SN TWE I LEHRTIVNENHYFET,
BEAYAMLZED LS ICHRRKT AVRENHY FIM? BFEZASICE BULEZELVLVE—7Y b
KRS LET SEF ABRULFERTZZEE Fo<KFERALANWIEDLTEETT Rq
VEDREN—F RSV TTEN AVTUVERTT HEHICRIO—LT IBENHHEE
nHYFET,

FEELWLDERIZFAEN N RS FOMIELDHY T,

Values Answer Area ’
iBrmts:
alua . - .
key: mpapl TH(Agent.05)" package-lock.json’
..... .sh restorekeys: |
eq(verisbles CACHE_RESTORED, ‘true npa | “5(Agent.05)"
path: $(npm_config cache
integraticntest.sh
cacheMitvar: CACHE_RESTORED
ne({varisbles .CACHE_RESTORED, “true
script Value
condition: Value
1Efi%:
4.
Values Answer Area
______________ input
I always |
o e — key pm “5(Ag 5 P 1
e T i S el il |
| buil | restorereys:
| eq(veriables.CACHE_RESTORED, 'true 1 npm | “${agent.05
_____________ 4
———— o === == 3 path: $(npm_config cache
i egra Test.s I
D e e e - heH ACHE_RES 0
i |
ne(variables .CACHE_RESTOR true
S Rl e R L R ER A A
_____________ Yy 4 - T
J f f A Ef npm install
npm install ] X e i R 4 L
BY ki RGN i WP | e . i ek - - L -rr "1
condition: ne(varisbles .CACHE_RESTORED, ‘true’
trpuin R
1wl )5
e pe | “§lagest .05 i i -
A
= Bldgest OF
1 F{mpw_venfig pigte
baiti] 1 CAlnl RITTORED
e gt
padlf Lo [ war o leg Calef SETORED, “true
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RDEZZE¥FD Azure Pipelines /81 754 UhH Y ET,



EDUET Trus
iteps:

» task: CopyFilesg2
displayhame: Copy Certificate i
PR, =BMLCFDSOfT
Contents: certificate.pfx
targetFolder: '$({Build.ArtifactStagingDirectory)’

- task: AzurekeyVaultfl

inmputs: d 3™
szureSubscription: ‘Your-Azure-Subscriftich’
KeyVaulthame: “kvl' o
SecretsFilter: "*°
RunasPrelob: true

Tl

- task: Azur c.ﬂ.pps:wt:ei;tt ings@1
inputs: . b
@ :ur_lﬁ%‘ﬂiﬁti'ﬁn: “Your-Azure-Subscription’
Ippm .'lp|.:-: ervicel
resou F.:l-el;:ruunﬂ-—e : ral
connectionStrings: $(SecretConnectionString)

= task: AzureFunctionfAppi2
inputs:
connectedServicelamerRM: "Your-Azure-Subscription’
appType: "functiondpplinux'.
appiame: "appname’
package: "$(System.Defaulthorkingbirectory)/**/*.zip'
appSettings: S(appSettings)

ROEXIZTDODVWT ELWMERIE FUZEBRLTSESL, 25 THEWMERIE DOVZ JZFER
LTS,
AR ELVWEBRIEICTRA Y AR ESIET,

The secrets in kv are available 1o CopyFiles@®2.

The connection string is recorded in the lgg file’

e oo B A by

Statements
The secrets in kvl are available to CopyFiles@2.

The connection string is recorded in the log f@g

L,

meseon v B ey f

Explanation:
A screenshot of a computer Al-generated content may be incorrect.



Answer Area

Statements

he secrets in kvl are available to

tion stnng is recorded in the log file

to AzuieREnctionAp@ 2
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Y —AEE(Z(E GitHub 2R LET,

BET—AZE8L 774007 b Get Y RV FJIZER->TIAIY FENFET,
T7AIVETDBEZ) R M) LRIRT 2RENHYET,
ED2DO2DY—ILEFERATEEFIMN TLTNOEREIEELMBRKERLETS,
FELCERTBEUICTRS Y FOBEELHY FT,

A. git filter-branch A< >

B.BFG U )—F—

C.gitrebase A< K

D. GitHub TR kv 7

EfE:AB(QA Y REHEKT D)

To entirely remove unwanted files from a repository's history you can use either the git filter-
branch command or the BFG Repo-Cleaner open source tool.

Reference:
https://docs.github.com/en/github/authenticating-to-github/keeping-your-account-and-data-
secure/removing- sensitive-data-from-a-repository

A3 AZ-400JEESR (FIPNTest.comigfit S AZ-400JFHER [CEHR T D LITKRICILBF
9 ! JPNTest.com(d 5 & FTAZ-400JiA BRI RESE Z 1Rt L £ 9, JPNTest.com AZ-400J3 R [ RE
KIFBL 5 FEHINFL:, CCTAZAOIBERDTA I VD VEFICANETT , FTRD

7 9t X _https://www.jpntest.com/shiken/AZ-400J-mondaishu 564f, 3 0%r « A hH >

;. 4Rl EISIa— K: JPNshiken
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2R 6

TIANLNRDAAY TS U0FNEEFELGWNMGEE HELET,

TJODI I M TIE AMY TS UFITI—PINFITRTOERICHLTRAY Y2 7—D
ZEVCTEEOIC, T70F I—PHIREERET LILENHY FT,

1E fiZ:

See the solution below in explanation.

Explanation:


https://www.jpnshiken.com/q/64497-5895537/
https://www.jpntest.com/shiken/AZ-400J-mondaishu

Step 1: Initialize the Default Main Branch

* Navigate to Azure DevOps:

* Go to Azure DevOps and sign in with your credentials.

* Select Your Project:

* Choose Project1 from your list of projects.

* Initialize the Main Branch:

* Go to Repos > Files.

* If the main branch does not exist, you will see an option to initialize it. Click on Initialize and
follow the prompts to create the main branch1.

Step 2: Enable Squash Merge for the Main Branch

* Navigate to Branch Policies:

* Go to Repos > Branches.

* Find the main branch and click on the ... (ellipsis) next to it.

* Select Branch policies.

* Enable Squash Merge:

* Under Policies, scroll down to the Merge strategy section.

* Select Squash merge as the required merge strategy?2.

* Save Changes:

* Click on Save changes to apply the policies.

Step 3: Verify the Squash Merge Policy

* Create a Pull Request:

* Make a change in a branch and create a pull request to merge it into the main branch.
* Complete the Pull Request:

* Ensure that the pull request uses the squash merge strategy by selecting Squash commit under
the Merge type in the Complete pull request dialog

BR: 48

F—LORAETOLRADREUEEDIVENHY FT,
AETOERDBRREBICEDEEOELXF 1T Y—ILEHRELETH BABICIE, EYEE
Fa)T4Y—bFEELVERIZFS YT LET , EEF2 U T4 Y—ILIE 1E EHE, F&
FoRKFERALBEVWTKEESW, AVTUYERTTBICIE XA VBIOREIN—Z2 K59 T T
AN ARUO=)ILTEZRBENHYET, E: I WLERITFNREFNIRS Y FOBIENHY £,



Security Tools Answer Area

— e

Penetration'tésfirig 1 - Pullrequest: |

Static code analysis | Continuous integration:

jl Threat modeling Continuous delivery:
1EfiZ:
Security Tools \/|Answer Aréa
Penetration testing | Pulleduest | Static code analysis |

i Static code analysis |'

Gortinuous integration: [Static code analysis |

al

l Threat modeling” ;| Continuous delivery:I Penetration testing

T R

e —

Explanation:
https://docs.microsoft.com/en-us/azure/devops/migrate/security-validation-cicd-pipeline?
view=azure- devops&viewFallbackFrom=vsts So:

PR: Static Code Analysis

Cl: Static Code Analysis

CD: PenTest
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HELEFEMHOTRA N TOEREFEEHELTVET,

Web 77— 320Ul TR MEEEETILELNHY FT,

EDTL—LI—Y ERATIVLENHY FIH?

A. vy

B. BIfER

C. Xamarin.UITest

D. Microsoft.CodeAnalysis

IEfE: (EfEZRERLETY)

Performing user interface (Ul) testing as part of the release pipeline is a great way of detecting
unexpected changes, and need not be difficult. Selenium can be used to test your website during
a continuous deployment release and test automation.

References:


https://www.jpnshiken.com/q/64497-5895540/

https://docs.microsoft.com/en-us/azure/devops/pipelines/test/continuous-test-selenium?
view=azure-devops
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F— L& Azure Pipelines AL TC7 7 yr—>avET7AM4LET,
EJIREREYY—R TORBEENHELE LI-15HE  Microsoft Teams ZFEAL TIRTDH
F—L AVN—IZBHEINDLSICTEIRENHYFEST, V) a—2arTIE AEOFhER
INBIZHNZ ZBERHY FT,

Al RETL & 5M?

A. Teams FH® Azure Pipelines 7 7)) &4 VA F—ILL Fr RILTEMEZIET H-HDH T
AT avEERLET,

B. Azure B8$( % {8 L T Azure DevOps REST API IZ## L. F—L A UN—[2@BHMLET,
C.Teams M Azure Boards 7 7V &4 VA F—I)LL Fr RITHEMEZIET H-HDH TR
DT avEEBRLET,

D. Azure Automation Z{#F L T Azure DevOps REST APl [Z#EfE L, F—L A U/N\—ITEAL

FY,
Eff: A(Q AV FEREEKT D)
B 51

TAESIZVSENETFNARETOES A=V T ERTVHENTNA REEGLTSARA—
BHRIIL—ThHYET,

Microsoft Visual Studio App CenterZfEBH L T #FHLWOST7 T r—L a v &8BHJIL—TIZE
MY ORENHYFT,

HE=IERZET o EHN?

A. BTN ADL1—HF—[ZBEEfH T 5h T BApple IDEERL T A&,

B. Apple DeveloperiR—# JLIZT/NA R&EZERLET,

C.App Center TestT7 ¥V 7«4 7R EERLET,

D. App Center CHRIZT /N1 RDFREHEZEMLET,

IEfE: (EfEZRRLET)

When releasing an iOS app signed with an ad-hoc or development provisioning profile, you must
obtain tester's device IDs (UDIDs), and add them to the provisioning profile before compiling a
release. When you enable thedistribution group's Automatically manage devices setting, App
Center automates the before mentioned operations and removes the constraint for you to perform
any manual tasks. As part of automating the workflow, you must provide the user name and
passwordfor your Apple ID and your production certificate in a .p12 format.

App Center starts the automated tasks when you distribute a new release or one of your testers
registers a new device. First, all devices from the target distribution group will be registered, using
your Apple ID, in your developer portal and all provisioning profiles used in the app will be
generated with both new and existing device ID. Afterward, the newly generated provisioning
profiles are downloaded to App Center servers.


https://www.jpnshiken.com/q/64497-5895541/
https://www.jpnshiken.com/q/64497-5895542/

s:
https://docs.microsoft.com/en-us/appcenter/distribution/groups
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Contoso RG & Contoso Dev &LV5 2 DD Y —R J')L— T Contoso Data Factory & LV5
Azure T—4% 7749 k1) B KU Pipeline1 &LV5 Azure Pipelines D) ) —X N TS5 4 L %
BT Azure Y IR YT avhbyYEd,

Pipeline1 %{# M L T Contoso Data Factory % ContosoRG IZT 704 3 3FETY,
RDEIZTRT & 512, Azure Resource Manager (ARM) T 7 L— kDT 704 2R FEML
FY,

The [answer choice] setting must be changed to prevent the modification of existing v
databases and web apps in ContosoRG. 4 tion
Templaté |ocation
Deployment mode

Jepicyment scope

Pipelinel will retrieve the ARM template from the [answer choice]. bt
output of the continuous integration build

location specified in the Linked artifact variable

default branch of the Git repository of Contoso Data Factory
1E fi#:
4.
The [answer choice] setting must be changed to prevent the modification of existing b
atabaces ar b apps in ContosoR Acti
14 I
| | Doy |
VT igyment stape
Pipeline! will retrieve the ARM template from the [answer choice]. -

y |
| location Specifiedin the Linkd: A7 RO Riaghe @
default Lranch G repasiten bf Bafitast Dets Facten,

Explanation:
Deployment Mode
Location specified in the Linked artifact variable
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Azure Monitor Z{£F L _ Log Analytics 7—9 AR—RE&L Azure TR0 ) T avhbhly)
F9,

EEltx—DhHYET,

F—HFALTAY T—2%EE1L9d 5 & 512 Azure Monitor #1ERT H2LENHY FT,

o Ardwer Area

34 the TEEIem HUGHES FUAsyed SN (et o3 et Rl e O

M pn AZure ke vl Bnd sore She ey
Wgure The by viel? proCerTel IOF Thie ater @ @
i
FLSne g ey ey perrranord for e ke v
1 OICRTEND CRANET TRAT NI B Ty At



Explanation:

Actions Answer Area

Grant the system-assigned managed identity Certificate permissions for the key 1| | Create an Azure key vault and store the key.
vault. - e SF S B =
= = = 2| | Configure the key vault properties for the cluster.

@ 3 \ Grant the system-assigned managed identity Key permissions for the key vault. @

Create an Azure Monitor Logs dedicated cluster that has a system-assigned
managed identity.

B[: 54

FCOBEMERILCY T UAZRTIA—EDQEMO—HTY , EHOFERBIC(E EHEELTL
LEEZERTEZLTREEDHLIEFTOHBRENSTENTUVET, D ADIE LLMREREZHF -
TWaELhd LAGUOE, WS OMDEME Y MIEBDELWEREEZFEINAL LIAEEA,
CDEIVVaVTEMICERARRE . TNICRAZLIETEFERA, TORE, CnoDEMIFL
Ex—BEEICKRREINFEEA,

HHT-DE1t(FAzure DevOpsIZH LLW\Web7 U — 300702 FEH->TUVWET,
A—FBNFzv 403N bE ELFPBBMICEITEINESLIICTIRLENHY FT,
FRREE ) —RNA T4 VOEFFIOFHIEREN S [RT—DR]EERLET,
CNIFEEZERLTVEIN?

A. [FLy

B. L MMZ

EfE: (EfEZRRLET)

Instead, In Visual Designer you enable continuous integration (Cl) by:

Select the Triggers tab.

Enable Continuous integration.

References:

https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer
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You have a web app named App1 that is hosted on multiple servers. App1 uses Application
Insights in Azure Monitor.

You need to compare the dairy CPU usage from the last week for all servers.


https://www.jpnshiken.com/q/64497-5895545/

How should you complete the query? To answer, drag the appropriate values to the correct
targets. Each value may be used once, more than once, or not at all. You may need to drag the
split bar between panes or scroll to view content NOTE: Each correct selection is worth one point.

Explanation:
Values A Answer Area c
Iy = - 0
- ! Ryl dalatn
bin(timestamp,1d) ﬂ*ﬁ [ J ) QE} ;3'&3ﬁ‘1 !L

— d performanceCounters

bin(timestamp,1h) | where counter == "¥ Processdr Time!

project timechart where gimestamg >% ago{7d}

| SumWah i2e "avg(value) by cloud_Rolelnstance, bin(timestamp,1d)

render chart B
render timechart

render timechart

https://docs.microsoft.com/en-us/azure/azure-monitor/app/performance-counters
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az400-9940427-main & LVNS ZRID Azure Web 7 TN VAT L IA—P K ID #FHLT
az400-9940427-kvl & NS &ZHID Azure Key Vault s> >—9 Ly FZRBTEHZ E5HRT
PLENBHYET,

Y)a—2arTR MFEDRAIZERT ILENHY FET,

CDRRY HEFTI AIZIE_ Microsoft Azure R— B JLIZH A VA4 > LET,

IEfiF:

See solution below.

Explanation:

1. In Azure portal navigate to the az400-9940427-main app.

2. Scroll down to the Settings groupin the left navigation.

3. Select Managed identity.

4. Within the System assigned tab, switch Status to On. Click Save.



Dashboard > systemassigned-linux - Identity

systemassigned-linux - Identity

«
A system assigned managed identity enables Azure resources to authenticate to cloud services (e.g. Azure Key

Settings lifecycle of this type of managed identity is tied to the lifecycle of this resource. Additionally, each resource (e.g

= Application settings System assigned  User assigned (preview)

Authentication / Authorization
H sa p 4 0 Refresh

Identity
Status O
&' Backups Dff On
B8 Custom domains Object ID @

O SSL settings 7283adee-ac06-4f67-b8e7-513d24010d1
Networking

7 i [
Scale up (App Service plan) J This resource is registered with Azure Active Directory. You can control its access to services like AZ

Scale out (App Service plan)

5
©
[
2
i
@

4

References:
https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity
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FCOBEME RLCYFUAZRTTS—EDEMO—FHTY, V) —XDEEMICIE EBEES
NE-BEZEMTELIHEOY ) 2—2a hEFENATVET, — OB/t Y MIFERDE
LWVERENHDZENHYEIAN MOEBEMEY FMIFELWMERENLGZWMEELHY T,
DLV aAaVOBERICEZETSHE TOEMICRSZLEIEITEFEFHA, TOHBR, CNH6NDERM
FLEa—E@EICRTINEEA,

HE =D&t (FXAzure DevOpsZERA LT 7V r—Y a3 vDEL RSV U—RTOER %
BELTWLWET,

TINVr—2avDY—RAERBIZIEGt) RS F EFERALET,

RAA—TSVFDEEBER) 2a—LEBOTITINII IR NERERETINENHY FT,
ERER B T—TEFEATHAITILV VIR MRIREEELET,
NIFEFRZERLTOEIAN?

A. [Ty

B. L\ %

IEfR: (EffZzRTLET)

No fast-forward merge - This option merges the commit history of the source branch when the
pull request closes and creates a merge commit in the target branch.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies

Eﬁ:ﬁ: 58
Azure Kubernetes Service AKS)/ Ry Khp Y £,
RODTHILavERATTIESCTO—TZ2BRITILELRAHY FT,


https://www.jpnshiken.com/q/64497-5895548/

Ry FAY—ERY I TR RMIGELTWA I EFHERALET,

Ry FORT—R2 XA E1RMIC4EFER L T ZELY,

Ry ROGELBEWMESIE, vy DU ZERIBLET,

YAMLEER 7 7ML EED LS ICERSELIRELNHY FIMN?EET ST, BB TEY
BAT O aVvEBRRLET,

I WERIIERENIRAS > FOEELSHY T,

Answer Area

apiVersion: vl
kind: Pod
metadata:
labels:
test: readiness-and-liveness
name: readiness-http
spec:
containers:
- name: containerl _
image: k8s.ger.io/rgadiness-and-lieveness
args:
- /server

livenessBrebe:
readineSsProbe:
ShutdownProbe:

sta®tipProbe:

httpGet:
path: /checknow
port: 8123
httpHeaders:
- name: Custom-Header
value: CheckNow

v
initialDelaySeconds: 15
periodSeconds: 15
timeoutSeconds: 15




Answer Area

apiVersion: vl
kind: Pod
metadata:
labels:
test: readiness-and-liveness
name: readiness-http
spec:
containers:
- name: containerl
image: k8s.ger.io/r c@s -and-lieveness
args: 6
- /server

httpGet:

\/ Q path: /checknow

\ port: 8123
httpHeaders:
- name: Custom-Header

value: CheckNow

=

— — — — — —

Explanation:



spec:
containers:
- nama: containerl
image: kfs.ger.io/readiness-and-lieveness
args:
- [fsarver

- e v
“ TlivenessProbe:
readinessProbe:
ShutdownProbe:
startupProbse:

httpGet:
path: /checknow
port: B1l23
httpHeaders:
= name: Custom-Header
value: CheckNow

v
initialDelaySeconds: 15
periodSeconds: 15

timeoutSeconds: 15

Box 1: readiness Probe:

For containerized applications that serve traffic, you might want to verify that your container is
ready to handle incomingrequests. Azure Container Instances supports readiness probes to
include configurations so that your container can't be accessed under certain conditions.
Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-readiness-probe
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LUTDOEGZE -9 Dockera T+ —@BEFEZHET IVLENHYFET,
BRI T R/RICHIZ 5

*REEZROEXL) T« REAFEETR/IME

HEZIIMZHBICEOHIRETTIMN?

A. ZEREEIL KR

B. EEEEIL

C. PowerShell®Desired State Configuration DSC)

D. Docker Swarm

IEfR: (EffZzRLET)

Multi-stage builds are a new feature requiring Docker 17.05 or higher on the daemon and client.
Multistage builds are useful to anyone who has struggled to optimize Dockerfiles while keeping
them easy to read and maintain.

References: https://docs.docker.com/develop/develop-images/multistage-build/

EEEﬁ:GO
FCOBERIE BALIF VA ERT—EOERO—ETT, SOV —XDEZERMICIE FBES
NE-BEZEHTELAREEOHIMEBOBRENSENTUVEY, —BOERtE Y MMIIZERK
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DIELWMEREAEENZHENHY TN MOBEME Y MZIXELWEBRENZMGENH
YET,
CDEIVLaVOEBEMICEZET 5L TOERICRDZEIETELGLLBY IhoDEBEMIEL
Ea—BEEICRTINGLSBYET,

Web 7 7UDTFTOASIZERENS Azure 181 TSA U HYET /11 TS5 4 VIC

(&, TestSuite1 EWWSBRD TR b R4 — MR EENTULVET, TestSuite1 (£ Web 7 T 1) DE)
EERILT H-OICFERINET,

TestSuite1 A E#EAIICEKELEF T,

HEEIE FEELAY—R I—FPETREOEFLIIBBERTHILEEZHELET,
TestSuite1 DEFIZRT DI RS TN a—T 4 oI DFAER/DMRICMZ Z2BELRHY F9,
R ARERTRANEEBEZAMZILET,

CNIZEEEZERLTOETH?

A [Ty

B. LMVZ

E#E: (ERERELET)
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Azure INA T5A4 VEFERLTELR 7—T4 2779 V& 2HAT5FETT,
EERT HARENHY FT, ROEMZFiFT-79 artifactignore 7 7 1 JL:
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Use a gate instead of an approval instead.

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates
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FROM microsofit/dotnetiZ2.1-sdk
COPY ./
RUN dotnet publish —-¢ Release -o out
FROM microsoft/dotnet:2.1-sdk

COoPY —-from=0 /out /
WORKDIR /
ENTRYPOINT [“dotnet”, “appl.dll”]
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https://github.com/dotnet/dotnet-docker/blob/master/samples/dotnetapp/README.md
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The Azure Pipelinespool provides all Azure DevOps organizations with cloud-hosted build agents
and free build minutes each month. If you need more Microsoft-hosted build resources, or need to
run more jobs in parallel, then you can either:

Host your own agents on infrastructure that you manage.

Buy additional parallel jobs.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/pools-queues
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A. Azure Service Fabric

B. a Docker host

C. a Docker registry

D. Azure Kubernetes Service (AKS)

IEf#: (EfEZRTLET)

Eﬁ:ﬁ: 66
Main.bicep & UL\5 &HID Bicep 77 A LB Y F£I,
ROAIV FERTLET,


https://www.jpnshiken.com/q/64497-5895554/
https://www.jpnshiken.com/q/64497-5895556/

fconfip - 8{
hame = 'Storagebeployesent’
RespurceGrouphame = “RG1
TemplateFile = °.\maln.blcep’
WhatIf = $true

H

New - AzResourcebroupbep loysent Boonfig
You receive the following respanse,

The deployment will update the Followlng scope:

Scope: [subscriptions/eySubscriptlon/resourcesroups/RG1 o

+ Microsoft. Eiﬂfﬂ:h' ATorageacc ounts /st orageAc Count 1 [?ﬂ-} 3-05-81 i

apiversion: "1813-05-91° .
b
" fsubscriptions /eySubscription/resourceGrou o fMicrosoft, Storage/storageAccount s/ storageAccounty™

kind: "l
location: "t
name © T ceountl™
properties.accessTier: q'g = .. .
properties,allows labPub la false M ft
properties.minisun® s 5 TTs1_T . [Croso
LT T “standard_GRS™
type: . “Hicrosoft.storage/storageaccounts”™

= Microsoftl.storage rageAccounts/storageAccount? [2033-05-21)
~ properties.accessiier: “Wot® =» “Cold®
=~ properties.allowdBlobPublicAccess: true =3 false

= properties.minisueT]sVersion: STLSL_@" =» "TLSL_2T
= sk, name: “standard GRS® =» “Standard LRS"

* wicrosoft.Storage/storageAccounts/storageAccount

Resource changes: 1 to create, 1 to sodify, 1 to lgnore.

ROy A AZa—%2FALT RRESNEBERICEDVTERT— M AV FEERESES
BZEDEREEERLET,
SFE ELWLVBIRSCEIZTIRA Y A EShET,

3 will be [answer choice]. | created

modified

.,.
®@ ignored
&

T@&n’ﬁ will [answer choice] the resources in RG1.




Answer Area

StorageAccourit3 will be [answer choice] created v

mand will [answer choice] the resources in RG1. | evaluate v]

rir_‘rl'r):,-
l evaluate I
|
Explanation:
Answer Atea
StorageAoiountd will be [answer choice]. | created v
TSy i and wil{answel ¢hoioe] the resources in BGT. | evaluate -
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C. EJL FY—N—D SEIAEF/ER L SIBBZE #Azure Key Vaultiz7 vy 7O—FLET,

D. DevOpsM B ART7 VA =9 > PAT) kL ET,

E. EJL K —/"—h Sconfig.ecmdEE{TLET,

Eff:DE(IAV FEHKT D)
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-windows?view=azure-devops
(Get PAT, run config)
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There are three types of Application Insights availability tests:

URL ping test: a simple test that you can create in the Azure portal.

Multi-step web test

Custom Track Availability Tests

Note: After you've deployed your web app/website, you can set up recurring tests to monitor
availability and responsiveness. Azure Application Insights sends web requests to your
application at regular intervals from points around the world. It can alert you if your application
isn't responding, or if it responds too slowly.

You can set up availability tests for any HTTP or HTTPS endpoint that is accessible from the
public internet.

You don't have to make any changes to the website you're testing. In fact, it doesn't even have to
be a site you own. You can test the availability of a REST API that your service depends on.
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/monitor-web-app-availability#create-a-
url-ping-test
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Release pipelines
Repos
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ngb%»;%hnes
ase pipelines
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Build pipelines

Release pipelines
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JIRA: v

Boards '

Build pipelines
Release pipelines
Repos

Jenkins: v

— e e e

| Build pipelines
Release pipelines

Repos
Octopus: v

Boards
Build pipelines
Release ij§|[_ﬂ~g5 |
Repos

Explanation:

JIRA- Board

Jenkins- Build Pipelines
Octopus- Release pipelines
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Box 1: 5 minutes

The alert must calculate the average once every minute.

Note: We [Microsoft] recommend choosing an Aggregation granularity (Period) that is larger than
the Frequency of evaluation, to reduce the likelihood of missing the first evaluation of added time
series Box 2: Static Box 3: Greater than Example, say you have an App Service plan for your
website. You want to monitor CPU usage on multiple instances running your web site/app. You
can do that using a metricalert rule as follows:

Target resource: myAppServicePlan

Metric: Percentage CPU

Condition Type: Static

Dimensions

Instance = InstanceName1, InstanceName2

Time Aggregation: Average

Period: Over the last 5 mins

Frequency: 1 min

Operator: GreaterThan

Threshold: 70

Like before, this rule monitors if the average CPU usage for the last 5 minutes exceeds 70%.
Aggregation granularity

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-metric-overview
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Explanation:

App1Canary and App2 rolling

App1 Canary would minimize app downtime for the first app, as it would only deploy new code
when the canary has confirmed that it is functional - and if there are any issues, it would roll back
to the previous version of the code.

App2 rolling would be the second option, as it would allow for frequent deployments of new code,
while still giving the developers enough time to fix any issues that may have been introduced
during new code deployments.
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In Visual Designer you enable continuous integration (Cl) by:

Select the Triggers tab.

Enable Continuous integration.

References:

https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer
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Sign in to Azure DevOps by using an account
that is assigned the Administrator service
connection security role.

Install the Azure Pipelines agent on on-
premises virtual machine.

Create a personal access token in the Azu
DevOps organization o

Install and register the Pipelines agent
on an Azure virtual machine.

Sign in to Azure DevOps by using an account
that is assigned the agent pool administrator
role.

e : I
Sign in to Azure DevOps by using an account | |, Sign in to Azure DevOps by using an account :
that is assigned the Administrator service || |1 that is assigned the Administrator service |
I
|
I

connection security role. ‘ connection security role.

Install the Azure Pipelines agent on on- |
premises virtual machine.

-\

| W ¥ !
\ . s‘zegar%{gg (. éonlM il'Efil.ﬁ #0 ft
I

R - P o ;- -

Create a personal access token in the Azure ./ ¢
DevOps organization of Contoso. . € |

Install and register the Az'" A :

e B machlﬁ“e. | Install and register the Azure Pipelines agent
I
I

on an Azure virtual machine.

Sign in to Azure DevOps by using an account
that is assigned the agent pool administrator
role.

Explanation:



Sign in to Azure DevOps by using an account
that is assigned the Administrater service
connection security role.

Create a personal access-token in the Azure
DevOps organization.of Contoso.

ok E s B e e e 4 R st e

Install and register the Azure Pipelines agent
on an Azure virtual machine.

Scenario:

Project! will prowvide support lor incremental builds and

|
Project 1 third-party SDK components

Step 1: Sign in to Azure Develops by using an account that is assigned the Administrator service
connection security role.

Note: Under Agent Phase, click Deploy Service Fabric Application. Click Docker Settings and
then click Configure Docker settings. In Registry Credentials Source, select Azure Resource
Manager Service Connection. Then select your Azure subscription.

Step 2: Create a personal access token..

A personal access token or PAT is required so that a machine can join the pool created with the
Agent Pools (read, manage) scope.

Step 3: Install and register the Azure Pipelines agent on an Azure virtual machine.

By running a Azure Pipeline agent in thecluster, we make it possible to test any service,
regardless of type.

References:
https://docs.microsoft.com/en-us/azure/service-fabric/service-fabric-tutorial-deploy-container-app-
with-cicd- vsts
https://mohitgoyal.co/2019/01/10/run-azure-devops-private-agents-in-kubernetes-clusters/
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A feature typically represents a shippable component of software.

Features, examples:

Add view options to the new work hub

Add mobile shopping cart

Support text alerts

Refresh the web portal with new look and feel

User Stories and Tasks are used to track work. Teams can choose how they track bugs, either as
requirements or as tasks Reference:
https://docs.microsoft.com/en-us/azure/devops/boards/backlogs/define-features-epics
https://docs.microsoft.com/en-us/azure/devops/boards/work-items/about-work-items

Eﬁ:ﬁ: 78

HET-OEHIEFA T2 FEEIZService NowZEE>TULVET,

Azure L TEMEST A7 TUS—2a v ERAELET,

TITUr— 3 UNBREEICKBLI-1BE  £ttidService NowTF 4oy FEERT D2 ENH Y
9,

EMAzure Log Analytics ') 2 —> 3 U #FRHTHA2ULELRHY FTITH?

A. BEIME & &l

B.ITH—EXEBIORI 4 (TSM)

C. 77U —>avimiQhua+sy 4

D. R &AM

FfZ:B(a AV FEEKRT D)

The IT Service Management Connector (ITSMC) allows you to connect Azure and a supported IT
Service Management (ITSM) product/service.

ITSMC supports connections with the following ITSM tools:


https://www.jpntest.com/shiken/AZ-400J-mondaishu
https://www.jpnshiken.com/q/64497-5895568/
https://www.jpnshiken.com/q/64497-5895569/

ServiceNow

System Center Service Manager

Provance

Cherwell

With ITSMC, you can

Create work items in ITSM tool, based on your Azure alerts (metric alerts, Activity Log alerts and
Log Analytics alerts).

Optionally, you can sync your incident and change request data from your ITSM tool to an Azure
Log Analytics workspace.

References: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/itsmc-overview
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1IEfi%:

See the solution below in explanation

Explanation:

To configure your Azure Function az400-38443478-funct to automatically update whenever new
code is committed to the main branch of the specified GitHub repository, you can use GitHub
Actions for continuous deployment. Here's how to set it up:

Create a GitHub Actions Workflow:

In your GitHub repository, navigate to the .github/workflows/ directory.

Create a new file for your workflow (e.g., azure-function-cd.yml).

Define the Workflow:

In the workflow file, define the steps for the build and deployment process.

Use the Azure/functions-action to deploy to your Azure Function App.

Set up triggers for the main branch to initiate the workflow on every commit.

Generate Deployment Credentials:

In the Azure Portal, navigate to your Function App az400-38443478-funct.

Download the publish profile from the Overview section by clicking on Get publish profile.

Store the Publish Profile as a GitHub Secret:

In your GitHub repository, go to Settings > Secrets and variables > Actions.

Create a new secret (e.g., AZURE_FUNCTIONAPP_PUBLISH_PROFILE) and paste the content
of the publish profile.

Configure the Workflow to Use the Secret:



In the workflow file, reference the secret to authenticate the deployment to Azure.

Here's a sample GitHub Actions workflow snippet:

name: Deploy Azure Function

on:

push:

branches:

- main

jobs:

build-and-deploy:

runs-on: ubuntu-latest

steps:

- uses: actions/checkout@v2

- name: Set up Python version

uses: actions/setup-python@v2

with:

python-version: '3.x'

- name: Install dependencies

run: |

pip install -r requirements.txt

- name: Deploy to Azure Functions

uses: Azure/functions-action@v1

with:

app-name: az400-38443478-funct

publish-profile: ${{ secrets. AZURE_FUNCTIONAPP_PUBLISH_PROFILE }}

package: .

Replace the app-name with the name of your Azure Function App and ensure the Python version
and dependencies match your application's requirements.

By following these steps, your Azure Function will automatically update whenever new code is
pushed to the main branch of the GitHub repository. This setup minimizes manual effort and
ensures that your function app is always running the latest code.
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Build Agent Pools Answer Area

Hosted Windows Container

Hosted Ubuntu 1604 ‘

An application that runs on iOS:

Hosted macOS ’ An Internet Infermation Services (IIS) web application

that runs in.Bocker:

Hosted

Detau my Microsoft

Answer Area

| Hosted Windows Container

(  Hosted Ubuntu 1604 |

e e

An application that runs on IDS l - Hosted macOS

An Internet Information Services (IS) web appimhnn "— e —-—f
that rups inDiocker: |

[ e P

Hosted macQ3s

Explanation:

M 'Cs{%ﬂc&ﬁon that runs.on iOS- Hosted macOS

An Internet Information Services (IIS)web application
that runs in Docker:

Hostad

Box 1: Hosted macOS

HostedmacOS pool (Azure Pipelines only): Enables you to build and release on macOS without
having to configure a self-hosted macOS agent. This option affects where your data is stored.
Box 2: Hosted

Hosted pool (Azure Pipelines only): The Hosted pool is the built-in pool that is a collection of
Microsoft- hosted agents.
References:https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-osx
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A. Microsoft IntuneT/N\A RaAV TSA T UVARY) O—FERLET,
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References:
https://help.apple.com/xcode/mac/current/#/dev7ccaf4d3c
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A. Azure virtual machines

B. an Azure virtual machine scale set

C. an Azure Kubernetes Service (AKS) cluster

D. Azure Container Instances

Ef#E: (EfEZRTLET)
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-
devops&tabs=browser#faq
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https://docs.microsoft.com/en-us/azure/devops/pipelines/troubleshooting/troubleshooting
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- S—— Ten virtual machines hostedin Azure
A management group L
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o l Ten virtual machines hosted in Azure: A deployment group {
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Explanation:
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Ten virtual machines hosted in Azure: " ) A deployment group

Ten virtual machines hosted'in
an on-premises data cenler environment: | A deployment group |

Micxe'soft

Box 1: A deployment group

When authoring an Azure Pipelines or TFS Release pipeline, you can specify the deployment
targets for a job using a deployment group.

If the target machines are Azure VMs,you can quickly and easily prepare them by installing the
Azure Pipelines Agent Azure VM extension on each of the VMs, or by using the Azure Resource
Group Deployment task in your release pipeline to create a deployment group dynamically.

Box 2: A deployment group
References:https://docs.microsoft.com/en-us/azure/devops/pipelines/release/deployment-groups
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ENAILT T)r—23 0 TApp Centerz 8L T 510D I—FZED LS ITERSEINE
AHYFEIMN?EETSICIE BEBETEI G T avEBIRLET,
FENETNRELVERITIKRS > FOBELAHY T,

0 e p.
MSAppCenter.start E"J! ICrOsSOft
( “{Your App Secret}",
withServices: e O » v v
] [MSAnahtics. self, MSAnalytics. self]
[MSDistribute. self, MSCrashes.self]
[MSPush seff, MSDistribute self]
3
MSAppCenter.stant |Nﬂ 0OS0O1 ?
{ “{Your App Secret}”,
withServices: SRR L “ I -
! | [MSAnalytics self, _ | | MSAnalytics self]
[MSDistnbute seff, MSCrashes self] |
[MSPush.self, MSDistribute self]
Explanation:

MSAppCenter.start
({ “{Your App Secret}”,
withServices:

R A g =i L
L"’srrh[‘-n.l ._3_:-i.r

v v

) Mﬁ.ﬁf MSAnalytics self]
[MSDistribute_selff, MSCrashes self]
[MSPush.self, MSDistribute self]

Scenario: Visual Studio App Center must be used to centralize the reporting of mobile application
crashes and device types in use.



In order to use App Center, you need to opt in to the service(s) that you want to use, meaning by
default no services are started and you will have to explicitly call each of them when starting the
SDK.

Insert the following line to start the SDK in your app's App Delete class in the
didFinishLaunchingWithOptions method.

MSAppCenter.start("{Your App Secret}", withServices: [MSAnalytics.self, MSCrashes.self])
References:https://docs.microsoft.com/en-us/appcenter/sdk/getting-started/ios
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Instead use fast-forward merge.

Note:

No fast-forward merge - This option merges the commit history of the source branch when the
pull request closes and creates a merge commit in the target branch.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies

A7 AZ-400JERESR [LIPNTest.comigiit S AZ-400J5RERICEIR T A LITRICIZ B F
9 ! JPNTest.comld 5 Hx#TAZ-400J 5K ERERESE Z 1Rt L £ 9, JPNTest.com AZ-400JZX BRI RE
KELI5FHEINFLz, CZTAZAEEEDTA IO VEFITANES , RFTRD

7 2t X _ https://www.jpntest.com/shiken/AZ-400J-mondaishu 564f, 3 0 %7 « A A >

k. 45517 EI5|1a— F: JPNshiken|

Eﬁ:ﬁ: 92
repol & LV5 &R Azure Repos VAR M UMNHY £3,


https://www.jpnshiken.com/q/64497-5895582/
https://www.jpntest.com/shiken/AZ-400J-mondaishu

features/feature11 L WS BAID TS U FZHIBRLET,

HIBR S-S50 FZEET EIBLELAHYFET,

EDIDNATY FZIEBICETITIVLENHY FIM?EETHICIE, TR URX MO LHE
Yiga<y FERIZFEEICHBEL ELWVEFTIHERET,
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Commands. Answer Area

git restore <SHA

1 £: 40F
git stash @ 2 [l git checkout <SHAL»
3 git branch features/featureil
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D. Azure Application Insights 7 7 r—> 3wy 7
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https://docs.microsoft.com/en-us/azure/azure-monitor/app/monitor-web-app-availability
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if: {
allof: [
{
“field”: \\type."'
“equals”: “Microsoft.Storage/storageAccounts”
te
{
YEield:\Midrosoft.Storage/sterageAccounts/supportsHttpsTrafficOnly”,
“notEquals”: “true”
}
b
then: {

effect: “deny”

}
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EX]
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EfE: (EfEERTELET)

Denies non HTTPS traffic.
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You can configure a Conditional Access policy that requires MFA for access from untrusted

networks.

Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-
access-policy-all-users-mfa
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Answer Area
git log

git checkout [hash]~l --path/to/file

b= n- .
g VHcrosoft _
git festore path/to/file
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A build task
A deployment task
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Object to create:

N . A A deployment task
= Microsoff] an artifacts repository

Service to usa:

Explanation:

Object to create:

) A deployment task
Micros OfFAn artifacts repository

)

Service to Use: |

Baﬁbo_o_ )
CMake
Chef

Box 1: ABuild task

Trigger a build

You have a Java code provisioned by the Azure DevOps demo generator. You will use
WhiteSource Bolt extension to check the vulnerable components present in this code.



Go to Builds section under Pipelines tab, select the build definition WhiteSourceBolt and click on
Queue to trigger a build.

To view the build in progress status, click on ellipsis and select View build results.

Box 2: WhiteSource Bolt

WhiteSource is the leader in continuous open source software security andcompliance
management.

WhiteSource integrates into your build process, irrespective of your programming languages,
build tools, or development environments. It works automatically, continuously, and silently in the
background, checking the security, licensing, and quality of your open source components
against WhiteSource constantly-updated de#nitive database of open source repositories.
References:

https://www.azuredevopslabs.com/labs/vstsextend/whitesource/
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Actions Answer Area
Run the git commit command.

. Run.the git reflog expire command.

1§ in thelgit fadd .gitigmﬂe;:ommand.

Add Config.json to the .gitignore file.

Delete and recreate the repository.
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| Run the git commit command.
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| Run the git reflog expire command.

l

Explanation:



Delete and recreate the repository.

Add Config.jsonto the .giﬁgnore file.

Runthe git add .gitignezecommand.

Step 1: Delete and recreate the repository.

Step 2: Add Config.json to the .gitignore file

Each line in the .gitignore excludes a file or set of files that match a pattern.

Example:

# ignore a singlefile

Config.json

Step 3: Run the git add .gitignore command

At the initial commit we want basically move from Untracked to Staged, for staging we have to
indicate which file we want to move or specify a pattern, as example:

Reference:
http://hermit.no/how-to-find-the-best-gitignore-for-visual-studio-and-azure-devops/
https://geohernandez.net/how-to-add-an-existing-repository-into-azure-devops-repo-with-git/
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Actions

| Answer Ares
Install the custom Desired State Configuration (DEC)extensio

Compile the Desired State Configuration (DSC) configuration.

Impeort a Desired State Configuration (DSC) configuration into the Azure Automation account.
Create an Azure Automation account. "

Onboard the virtual machines to the Azure Automation accoun

== IYitio i Uyl
Install the custom Desired Stal@Configuration [DSCT exterBiofon the \artal machines.

Compile the Desired State Configuration (DSC) configuration

Import a Desired State Configuration (DSC) configuration inte the Azure Automation account.
Create an Azure Automanon account. i
Onboard the virtual machines to the Azure Automation account

Explanation:




Create an Azure Automation account.

Install the custom Desired State Configuration (DSC) extension
on the virtual machines.

Onboard the virtual machines to the Azure Automation account.

Complete the Desired Stdte Configuration (DSC) configuration.

Step1: Create an Azure Automation account.

An Azure Automation account is required.

Step 2: Install the custom Desired State Configuration (DSC) extension on the virtual machines
Underthe hood, and without an administrator having to remote into a VM, the Azure VM Desired
State Configuration extension registers the VM with Azure Automation State Configuration.
Step 3: Onboard the virtual machines to the Azure Automation account.

Step4: Complete the Desired State Configuration (DSC) configuration.

Create a DSC configuration.

Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-onboarding
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A. Octopus

B. Bamboo

C. Microsoft Project

D. Slack

Eff:D (AU RERKT D)

Slack is a popular team collaboration service that helps teams be more productive by keeping all
communications in one place and easily searchable from virtually anywhere. All your messages,
your files, and everything from Twitter, Dropbox, Google Docs, Azure DevOps, and more all
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together. Slack also has fully native apps for iOS and Android to give you the full functionality of
Slack wherever you go.

Integrated with Azure DevOps

This integration keeps your team informed of activity happening in its Azure DevOps projects.
With this integration, code check-ins, pull requests, work item updates, and build events show up
directly in your team's Slack channel.

Note: Microsoft Teams would also be a correct answer, but it is not an option here.

References:

https://marketplace.visualstudio.com/items?itemName=ms-vsts.vss-services-slack
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After setting up Application Insights for your project, and if your app generates a certain minimum
amount of data, Smart Detection of failure anomalies takes 24 hours to learn the normal behavior
of your app, before it is switched on and can send alerts.

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/proactive-failure-diagnostics
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Smart Detection automatically warns you of potential performance problems and failure
anomalies in your web application. It performs proactive analysis of the telemetry that your app
sends to Application Insights. If there is a sudden rise in failure rates, or abnormal patterns in
client or server performance, you get an alert.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/proactive-diagnostics
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| Create a service principal in Azure

| Active Directory.

In Project1, create a service
connection.

In Pipeline1, authorize the service
| connection.
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Create a system-assigned managed @
\dentity in Azure Active Directory.,

In Project1, configure permissions.

In Pipeline1, create a variable.

EfR:



Create a service principal in Azure
Active Directory.

In Project1, create a service l
connection. '

In Pipeline1, authorize the service
connection.

%ﬂ%@ﬁ@mﬁam

jenuty in Azure Active Directory™

In Project1, conﬁgure'ﬁ@ions. ,
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Explanation:

: Create a service principal in Azure
I Active Directory.

Create a service principal in Azure
Active Directory.

In Project1, create a service
connection.

In Pipeline1, authorize the service
connection.

@ In Project1, configure permissions.

Create a system-assigned managed
identity in Azure Active Directory.

®

In Pipeline1, create a variatE N

licrosoft

Reference:

©0O

https://docs.microsoft.com/en-us/azure/devops/pipelines/library/connect-to-azure?view=azure-

devops
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Actions Answet Arca r
Create a package F - (\ | t

Add an Azure Resource Group Deployment task

Create a job agent
Create a release pipeline
Set the template parameters. @
1E fiz:
4.

Actions Answer Arca

___________________

lAdd an Azure Resource Group Deployment task | i el el T = o - o = = - - |

_______________

Explanation:

Create a release pipeline.

Add an Azure Resource Group Deployment task.

Set the tempiate parameters.

Step 1: Create a release pipeline

You need to create a new pipeline.

You can integrate Azure Resource Manager templates (ARM templates) with Azure Pipelines for
continuous integration and continuous deployment (CI/CD).

Step 2: Add an Azure Resource Group Deployment task

Step3: Set the template parameters

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/add-template-to-
azure-pipelines
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A. Azure Cosmos DB

B. Azure App Service

C. Azure7 7' D&

D. Azure Key Vault
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The Feature Manager in the Azure portal for App Configuration provides a Ul for creating and
managing the feature flags that you use in your applications.

App Configuration offers the following benefits:

A fully managed service that can be set up in minutes

Flexible key representations and mappings

Tagging with labels

Point-in-time replay of settings

Dedicated Ul for feature flag management

Comparison of two sets of configurations on custom-defined dimensions

Enhanced security through Azure-managed identities

Encryption of sensitive information at rest and in transit

Native integration with popular frameworks

App Configuration complements Azure Key Vault, which is used to store application secrets.
Reference:

https://docs.microsoft.com/en-us/azure/azure-app-configuration/overview
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A. git clone
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D. git-tfs
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Woodgrove Bank plans to implement the following changes to the DevOps environment:

Migrate all the source code from TFS1 to GitHub.

The Git-TFS tool is a two-way bridge between Team Foundation Version Control and Git, and can
be used to perform a migration.

Reference:

https://docs.microsoft.com/en-us/devops/develop/git/migrate-from-tfvc-to-git
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A. Azure Logic Apps

B. Azure Pipelines

C. Microsoft Visual Studio App Center

D. Azure DevOps Project

E. Azure Application Insights
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E: Exceptions in your live web app are reported by Application Insights.

Note: Periodical reports help keep a team informed on how their business critical services are
doing.

Developers, DevOps/SRE teams, and their managers can be productive with automated reports
reliably delivering insights without requiring everyone to sign in the portal. Such reports can also
help identify gradual increases in latencies, load or failure rates that may not trigger any alert
rules.

A: You can programmatically query Application Insights data to generate custom reports on a
schedule. The following options can help you get started quickly:

Automate reports with Microsoft Flow

Automate reports with Logic Apps

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/asp-net-exceptions
https://docs.microsoft.com/en-us/azure/azure-monitor/app/automate-custom-reports
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A. Azure Data Explorer
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D. Microsoft Power Bl
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There are several tools available for running queries in Azure Data Explorer, including Kusto.
Kusto uses a role-based access control (RBAC) model, under which authenticated principals are
mapped to roles, and get access according to the roles they're assigned.

Note: Azure Data Explorer is a highly scalable and secure analytics service that enables you to
do rich exploration of structured and unstructured data for instant insights. Optimized for ad-hoc
queries, Azure Data Explorer enables rich data exploration over raw, structured, and semi-
structured data delivering fast time to insight. Query with a modern, intuitive query language that
offers fast, ad-hoc, and advanced query capabilities over high-rate data volumes and varieties
Reference:

https://docs.microsoft.com/en-us/azure/data-explorer/tools-integrations-overview
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A. Publish the package to a feed.

B. Create a new feed in Azure Artifacts.

C. Upload a package to a Git repository.

D. Add the package URL to the Environment settings in Visual Studio.

E. Add the package URL to the NuGet Package Manager settings in Visual Studio.

F. Create a Git repository in Azure Repos.

Ef#: (EfEZRTLET)

B: By using your custom NuGet package feed within your Azure DevOps (previously VSTS)
instance, you'll be able to distribute your packages within your organization with ease.

Start by creating a new feed.

A: We can publish, pack and push the built project to our NuGet feed.

E: Consume your private NuGet Feed

Go back to the Packages area in Azure DevOps, select your feed and hit "Connect to feed". You'll
see some instructions for your feed, but it's fairly simple to set up.

Just copy your package source URL, go to Visual Studio, open the NuGet Package Manager, go
to its settings and add a new source. Choose a fancy name, insert the source URL. Done.
Search for your package in the NuGet Package Manager and it should appear there, ready for
installation.

Make sure to select the appropriate feed (or just all feeds) from the top right select box.
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References:
https://medium.com/medialesson/get-started-with-private-nuget-feeds-in-azure-
devops-8c7b5f022a68
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In Azure Automation State Configuration, the Desired State Configuration (DSC) configuration
files are used to define the desired state of resources on a system. The structure of the code
blocks in a DSC configuration file should be organized in a logical and meaningful way.

One way to structure the code blocks is as follows:

Configuration: This block defines the overall configuration, including any parameters that are used
in the configuration.

Node: This block defines the target node(s) for the configuration, typically specified by the
hostname or |IP address of the target system.

Resource: This block defines the resources that are managed by the configuration, including the
resource type, module, and properties.

"A configuration script consists of the following parts:

The Configuration block. This is the outermost script block. You define it by using the
Configuration keyword and providing a name. In this case, the name of the configuration is
MyDscConfiguration.

One or more Node blocks. These define the nodes (computers or VMs) that you are configuring.
In the above configuration, there is one Node block that targets a computer named TEST-PCA1.
The Node block can accept multiple computer names.

One or more resource blocks. This is where the configuration sets the properties for the
resources that it is configuring. In this case, there are two resource blocks, each of which call the
WindowsFeature resource."
https://docs.microsoft.com/en-us/powershell/dsc/configurations/configurations?
view=dsc-1.1#configuration-syntax
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A. git commit --patch

B. git commit --amend

C. qgit restore --patch

D. git status --renames
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Service hooks let you run tasks on other services when events happen in your Azure DevOps
projects. For example, create a card in Trello when a work item is created or send a push
notification to your team's mobile devices when a build fails. You can also use service hooks in
custom apps and services as a more efficient way to drive activities when events happen in your
projects.

Note: Service hook publishers define a set of events. Subscriptions listen for the events and
define actions to take based on the event. Subscriptions also target consumers, which are
external services that can run their own actions, when an event occurs.

Reference:

https://docs.microsoft.com/en-us/azure/devops/service-hooks/overview
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See the solution below in explanation.

Explanation:

Step 1: Write the KQL Query

* Open Azure Data Explorer:

* Navigate to Azure Data Explorer and sign in with your credentials.

* Access the Securitylogs Database:

* Open the Securitylogs database.

* Write the Query:

* Use the following KQL query tocount the number of inbound requests for each source IP
address:

InboundBrowsing

| where Timestamp between (datetime(2021-10-01) .. datetime(2021-12-31))

| summarize NumberOfRequests = count() by SourcelP

| project SourcelP, NumberOfRequests

Step 2: Export the Query Results

* Run the Query:

* Execute the query in Azure Data Explorer.

* Export the Results:

* Once the query results are displayed, click on the Export button.

* Choose the export format (e.g., CSV) and specify the export path as C:\Samples.

By following these steps, you will have successfully written a KQL query to count the number of
inbound requests for each source IP address during the last three months of 2021 and exported
the results to C:\Samples
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Commands Answer Area

helm install

kubectl create

helm completion @ :

helm init

helm serve | Microsoft
IFfig:

Commands Answer Area

Explanation:



Answer Area

kubectl crazte

helm it

Step 1: Kubectl create

You can add a service account to Tiller using the --service-account <NAME> flag while you're
configuring Helm (step 2 below). As a prerequisite, you'll have to create a role binding which
specifies a role and a service account name that have been set up in advance.

Example: Service account with cluster-admin role

$ kubectl create -f rbac-config.yaml

serviceaccount "tiller" created

clusterrolebinding "tiller" created

$ helm init --service-account tiller

Step 2: helm init

To deploy a basic Tiller into an AKS cluster, use the helm init command.

Step 3: helm install

To install charts with Helm, use the helm install command and specify the name of the chart to
install.

References:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac
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Instead use Octopus Tentacle.

References:
https://explore.emtecinc.com/blog/octopus-for-automated-deployment-in-devops-models
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Answer Area

'Azure Boards
I

Trello:

Bamboo: ! Azure Pipelines |

BitBUcket: 1 GitHub repositories

Explanation:
T Aicroeot.
Trello |ﬁzufé Boards
[ Azure Pipelines

Bamboo: |

BitBucket: GitHub repositories

Box 1: Azure Boards

Azure Boards can be used to track work with Kanban boards, backlogs, team dashboards, and
custom reporting You can create multiple Trello boards, which are spaces to store tasks (for
different work contexts, or even private boards) You can easily shareTrello boards with another
person.

Box 2: Azure Pipelines

You can use Bamboo to implement CI/CD (Continuous Integration and Continuous Delivery) for a
simple Azure function app using Atlassian Bamboo. Bamboo does continuous delivery of the
project fromsource code to deployment. It has stages including Build, Test and Deploy.
Software teams in every industry are upgrading their continuous delivery pipeline with Bamboo.
Easy build import from popular open source tools, user and group import from JIRA, seamless
integration with Bitbucket, and native support for Git, Hg, and SVN means you'll be building and
deploying like a champ.

Box 3: GitHub repositories

Bitbucket can be used as the Git repository, but you can use any other Git repository (Like TFS
Git)for source control of the code.

Reference:

https://www.trustradius.com/compare-products/azure-devops-services-vs-trello



https://marketplace.visualstudio.com/items?itemName=ms-vsts.vss-services-bamboo
https://www.c-sharpcorner.com/article/cicd-implementation-for-an-azure-function-app-using-
atlassian- bamboo-server/
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A. --squash

B. --no-verify

C. --message "

D. --no-post-rewrite

IEfE: (EfgZRTLED)

The commit-msg hook is invoked by git-commit and git-merge, and can be bypassed with the --
no-verify option.

Reference:

https://git-scm.com/docs/githooks
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When a pipeline uses a remote, 3rd-party repository host such as Bitbucket Cloud, the repository
is configured with webooks that notify Azure Pipelines Server or TFS when code has changed
and a build should be triggered. Since on-premises installations are normally protected behind a
firewall, 3rd-party webhooks are unable to reach the on-premises server. As a workaround, you
can use the External Git repository type which uses polling instead of webhooks to trigger a build
when code has changed.


https://www.jpnshiken.com/q/64497-5895615/
https://www.jpnshiken.com/q/64497-5895616/

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/repos/pipeline-options-for
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Components Answer Area

....__.._.._._.._...._..II

J A deployment group |

P ) Ten virtual machines hosted in Azure: ! A deployment group

!—- ————— — 1 Tenvirtual machines hosted in
Aresource group | an on-premises data center environment ' A deployment group |

b ses  ses s  ses  sms  ses s
l._

Explanation:

; . : 4 4
Ten wvirtual machines hosted in Azure: !Ad..-;hymgmgmup i

Ten virtual machines hosted in
an on-premises data center environment: | A deployment group |

Box 1: A deployment group

When authoring an Azure Pipelines or TFS Release pipeline, you can specify the deployment
targets for a job using a deployment group.

If the target machines are Azure VMSs, you can quickly andeasily prepare them by installing the
Azure Pipelines Agent Azure VM extension on each of the VMs, or by using the Azure Resource
Group Deployment task in your release pipeline to create a deployment group dynamically.

Box 2: A deployment group
s:https://docs.microsoft.com/en-us/azure/devops/pipelines/release/deployment-groups
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Use Publish Code Coverage Results task in a build pipeline to publish code coverage results to
Azure Pipelines or TFS, which were produced by a build in Cobertura or JaCoCo format.
Reference:


https://www.jpnshiken.com/q/64497-5895619/

https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/test/publish-code-coverage-results
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Reference:
https://docs.microsoft.com/en-us/azure/devops/project/wiki/publish-repo-to-wiki?view=azure-
devops&tabs=browser
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See explanation below

Explanation:

Task 12: Configure lterations in Project1 for Azure Boards

Step 1: Navigate to Project Settings

* In your Azure DevOps Project (Project1), click on the Project settings gear icon in the lower-left
corner.

Step 2: Manage Project Iterations (Sprints)

* In the Boards section of the Project settings, click Project configuration.

* In the left menu, click on Iterations.

Step 3: Add lterations

* Click on the + New child link to add a new iteration under the root node (e.g., Project1).

* Enter the following details:

* Name: Sprint 1

* Leave the start and end dates empty (or set them as needed for your planning).

* Click Save and close.

Repeat the process:


https://www.jpnshiken.com/q/64497-5895620/

* Click + New child again.

* Name: Sprint 2

* Leave the start and end dates empty.

* Click Save and close.

Finally, create Sprint 3 with specific dates:

* Click + New child.

* Name: Sprint 3

* Start date: January 1 of next year (e.g., 2026-01-01).

* End date: January 31 of next year (e.g., 2026-01-31).

* Click Save and close.

Step 4: Assign lterations to Work Items

With these iterations created, you can now assign them to work items (e.g., tasks, bugs, features)
using Azure Boards.

* In Boards, click on Work items.

* Open any work item.

* In the lteration Path field, select one of your newly created iterations (Sprint 1, Sprint 2, or Sprint
3).

This ensures that work items can be tracked under the appropriate sprint.
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A. a single stage Dockerfile

B. an Azure Kubernetes Service (AKS) pod

C. a multi-stage Dockerfile

D. a Docker Compose file

IEfE: (EfEZRRLET)

"Build and test with a multi-stage Dockerfile: build and tests execute inside the container using a
multi-stage Docker file, as such test results are not published back to the
pipeline."https://docs.microsoft.com/en-us/azure
/devops/pipelines/tasks/test/publish-test-results?view=azure-devops&tabs=trx%2Cyaml
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See explanation below

Explanation:

Task 8: Create a Service Hook to Integrate with Azure Storage (queue1)
Step 1: Verify the Storage Account and Queue

* In the Azure portal (https://portal.azure.com):

* Go to Storage accounts.

* Find the storage48901628 storage account.

* In the left menu, click on Queues.

* Ensure that a queue named queue1 exists.If not, create it by:

* Clicking + Queue.

* Enter Name: queue1.

* Click OK.

Step 2: Prepare the Storage Account's Shared Access Signature (SAS)
Azure DevOps uses SAS tokens to send messages to a storage queue.

* In the Azure portal, go to the storage48901628 storage account.

* In the left menu, click Shared access signature.

* Set the following:

* Allowed services: Queue.

* Allowed resource types: Object.

* Allowed permissions: Add, Write.

* Start and expiry date/time: Adjust as needed (e.g., 1 year).

* Click Generate SAS and connection string.

* Copy the Queue SAS URL (e.g., https://storage48901628.queue.core.windows.net/queue1?
SV=...).

Step 3: Create the Service Hook in Azure DevOps


https://www.jpnshiken.com/q/64497-5895623/

* In your Azure DevOps Project (Project1):

* In the bottom-left, click Project settings.

* In the left menu, click Service hooks.

* Click + Create subscription.

Step 4: Configure the Azure Storage Service Hook

* In the Create a subscription wizard, choose Azure Storage Queues and click Next.
* Choose the Trigger:

* For example: Code pushed (or other events you want to send to the queue).

* Click Next.

* Configure the Action:

* Queue endpoint URL: The Queue SAS URL you copied in Step 2 (including the queue1
endpoint and SAS token).

Example:

bash

Copy

https://storage48901628.queue.core.windows.net/queue1?sv=...

Step 5: Finalize and Test the Integration

* Click Test to ensure Azure DevOps can send a message to the queue.

* If the test succeeds, click Finish to create the service hook.

Step 6: Validate in the Azure Portal

* In the Azure portal, go to storage48901628 > Queues > queue.

* You should see new messages appear in the queue whenever the configured Azure DevOps
event (like push or PR) occurs.
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Use a variable group to store values that you want to control and make available across multiple
pipelines.

References:

https://docs.microsoft.com/en-us/azure/devops/pipelines/library/variable-groups


https://www.jpnshiken.com/q/64497-5895625/

https://docs.microsoft.com/en-us/azure/devops/pipelines/library/variable-groups?view=azure-
devops&tabs=yaml#link-secrets-from-an-azure-key-vault
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Service connection type:

Azure Resource Manager® =
Generic service
Team Foundation Server / Azure Pipelines service connection

Authentication/authorization
method for the connection:

Azufe-dctive Directory OAuth 2.0
rant authorization

M ! C r 0 S Gf lanaged Service Identity Authentication

Service connection type:

Azure Resource Manager
Generic service

Authentication/authorization
method for the connection:

S\ i ¢ iaead Erve :

Explanation:



Service connection type: v

Az2ufre Resource-Mahager
Generic service
Team Foundation Server / Azure Pipelines service connection

Authentication/authorization
method for the connection:

Azure Active Directory OAuth 2.0
Grant authorization

Managed Service Identity Authentication
Box 1: Azure Pipelines service connection

Box 2: Managed Service |dentity Authentication

The managed identities for Azure resources feature in Azure Active Directory (Azure AD)
provides Azure serviceswith an automatically managed identity in Azure AD. You can use the
identity to authenticate to any service that supports Azure AD authentication, including Key Vault,
without any credentials in your code.

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/deploy/azure-key-vault
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
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Explanation:




App1: rolling

A rolling deployment replaces instances of the previous version of an application with instances of
the new version of the application on a fixed set of virtual machines (rolling set) in each iteration.
App2: canary

Canary deployment strategy is an advanced deployment strategy that helps mitigate the risk
involved in rolling out new versions of applications. By using this strategy, you can roll out the
changes to a small subset of servers first. As you gain moreconfidence in the new version, you
can release it to more servers in your infrastructure and route more traffic to it.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/process/deployment-jobs
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The effect that the performance
of the application has on the usage
1 v &f @ page or a feature:
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Tools Answer Areap 1: ... C4
Microsoftt
Impact Feature usage: | User Flows
User Flows User actions by/day: lUSers
|
:\ Users The effect that the performance ——
of the application has on the usage P
of a page or a feature:
Explanation:
Feature usage: Us
L RUAi¥Dsoft
User actions by day: bears I
The effect that the performance Impact
of the application has on the usage

of a page or a feature:

Box 1: User Flows

The User Flows tool visualizes how users navigate between the pages and features of your site.
It's great for answering questions like:

How do users navigate away from a page on your site?

What do users click ona page on your site?

Where are the places that users churn most from your site?

Are there places where users repeat the same action over and over?
Box 2: Users

Box 3: Impact

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-flows
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lazrepos v v
feedback https://dev.azure.com/contoso/contoso-app
signin https //dev.azure.com/contoso/contoso-app/core-api
subscribe -1 |https://dev.azure.com/contoso/contoso-app/core-db
[subscnptiGpEOSOT | |https://dev.azure.com/contoso/contoso-app/core-spa
IE fiF:
lazrepos :v SR S A v
feedback |https://dev-azure com/contoso/contoso-app '
signin hitpsi//dev.azure.com/contoso/contoso-app/core-api
Tsubscribe ~ 1 hitpsi//dey.azure.com/coptoso/contoso-app/core-db
subscriptions hitpsy/de\iazird €am/contosol/contoso-app/core-spa
Explanation:

/azrepos o i v
feedback hitps://dev.azure.com/contoso/contoso-app

signin https://dev.azure.com/contoso/contoso-app/core-api
subscribe hitps//dev.azure.com/contoso/contoso-app/core-db
subscriptions hitps://dev.azure.com/contosaicantoso;appicaore;spa

Box 1: subscribe

To start monitoring all Get repositories in a project, use the following slash command inside a
channel:

/azrepos subscribe [project ur1]

Box 2: https://dev.azure.com/contoso/contoso-app

You can also monitor a specific repository using the following command:

/azrepos subscribe [repository ur1]

The repository URL can be to any page within your repositorythat has your repository name.
For example, for Get repositories, use:

/azrepos subscribe https://dev.azure.com/myorg/myproject/_git/myrepository Reference:
https://docs.microsoft.com/en-us/azure/devops/repos/integrations/repos-slack
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Batching Cl runs

If you have many team members uploading changes often, you may want to reduce the number
of runs you start. If you set batch to true, when a pipeline is running, the system waits until the run
is completed, then starts another run with all changes that have not yet been built.

Example:

# specific branch build with batching

trigger:

batch: true

branches:

include:

- master

To clarify this example, let us say that a push A to master caused the above pipeline to run. While
that pipeline is running, additional pushes B and C occur into the repository. These updates do
not start new independent runs immediately. But after the first run is completed, all pushes until
that point of time are batched together and a new run is started.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/repos/github
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A. Azure Monitor @ Application Insights
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pool:
name: Azure Pipelines
demands:
- msbuild
- visualstudio =. M ICFOSOf I
steps:
- task: VSBuildgl
displayName: ‘Build solution **\*.sln'
inputs:
solution: '$(Parameters.Solution)’
platform: '$(BuildPlatform)’
configuration: ‘$(BuildConfiguration)’

coM

task: CopyFiles@2

= =
d“plw: ﬁglhu‘Ke ifactStagingDirectory)’

input
Snui er: "$(System.DefaultWorkingDirectory)’
ts

Con : "**\bin\$(BuildConfiguration)\**'
TargetFolder: '$(Build.ArtifactStagingDirectory)’
condition: succeededOrFailed()

task: PublishBuildArtifacts@l
displayName: 'Publish Artifact: drop’
inputs:
PathtoPublish: '$(Build.ArtifactStagingDirectory)’
condition: succeededOrFailed()

or each of the following statements, select Yes if True. Otherwise select No.

AR ELWEIRISEITTIRSA Y B ESIET,



Answer Area

Microsoft

Statements

Pipeline1 consists of three stages
$(BuildPlatform) is a predefined variagle

$(system.DefaultWorkingDirégfory) is a predefined variable

ICFOSOTTL

Statements
Pipehing] condsis of thiee lages

${BuildPlasfare) i o predefingd] wariaiie

{5y stem. Do fhu il il ngblrectory ) is a predefined variable

Explanation:
Answer Area ‘ \
BE\ licrosoft

Statements @ J ! ! No
Pipeline1 consists of three stages .
$(BuildPlatform) is a predefined variable ®
$(System.DefaultWorkingDirectory) is a predefined variable Ll
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Azure Resource Manager7> 7L — &AL TAzure!) V—RZEBHTH V) —R/\4 TS5 4
VEERTAFETT, UI—RINLTSAVIEUTDY YV —REERLET,

22D ) )—=RTIL—T

12D ) J—RTI—T(24DDAzurefRB< > >

D) Y—RTIL—TI2HBH2DDAzure SQLT—HF N—X

)Y—RETTALTE5HDYV ) a—2 3V EHRETIVLENHY FT,

fRRAE IRTDNVY—RETTOAATHE—DRA L F7OVTUTL—MEERLET,
CNIFEEZERLTVEIMN?

A. Yes

B. No

IEfE: (EfEZRTLEY)

Use two templates, one for each resource group, and link the templates.

References:


https://www.jpnshiken.com/q/64497-5895634/

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-linked-templates
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POC IS VUFEAAY TS UFITR—CFBRENHBYES, VY a—2a VEARMERHZHE
EFLTWARENHYFT,

EDARY FERTINEINTL & 57

A. git merge --allow-unpopular-histories

B. git Push

C. git merge --squash

D. git Y R—2X

EfE:C(AAV FEHEKT D)
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A. SourceGear Vault

B. Jenkins

C. Microsoft Visual SourceSafe

D. WhiteSource Bolt

Ef#: (EfEZRTLET)

WhiteSource provides WhiteSource Bolt, a lightweight open source security and management
solution developed specifically for integration with Azure DevOps and Azure DevOps Server.
Note: WhiteSource is the leader in continuous open source software security and compliance
management.

WhiteSource integrates into your build process, irrespective of your programming languages,
build tools, or development environments. It works automatically, continuously, and silently in the
background, checking the security, licensing, and quality of your open source components
against WhiteSource constantly-updated denitive database of open source repositories.
Reference:

https://www.azuredevopslabs.com/labs/vstsextend/whitesource/
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https://www.jpnshiken.com/q/64497-5895635/
https://www.jpnshiken.com/q/64497-5895636/

IEfiZ:

See the solution below in explanation.

Explanation:

To create an instance of Azure Application Insights namedaz400-38443478-mainand configure it
to receive telemetry data from an Azure web app with the same name, you'll need to follow these
steps:

* Create a Log Analytics Workspace:

* Go to theAzure Portal.

* Search for Log Analytics Workspaces and select Add.

* Select a Subscription and either use an existing Resource Group or create a new one.

* Provide a unique name for your Log Analytics workspace.

* Choose the Region that is appropriate for you.

* Review the settings and then selectCreate1.

* Create an Azure Application Insights Instance:

* In the Azure Portal, navigate to Application Insights.

* Click on + Create.

* Fill in the instance details, ensuring the name isaz400-38443478-main.

* Link the instance to the Log Analytics workspace you created in the previous step.

* Review and create the Application Insights instance2.

* Configure the Azure Web App to Send Telemetry Data:

* Go to the Azure Web Appaz400-38443478-main.

* Under Monitoring, selectApplication Insights.

* Choose to use an existing resource and select the Application Insights instance you created.

* Follow the prompts to set up the connection, which may involve adding the appropriate SDK to
your web app and configuring the connection string or instrumentation key.

* Verify Telemetry Data Reception:

* After setting up, send some test traffic to your web app.

* Then, go to the Application Insights instance and check the Overview or Performance sections
to see if telemetry data is being received.

Remember to replace placeholder names with the actual names of your resources where
necessary. These steps will help you set up Azure Application Insights to monitor your web app
effectively.
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IEfiZ:

See the solution below in explanation.

Explanation:

Step 1: Initialize the Default Main Branch

* Navigate to Azure DevOps:

* Go to Azure DevOps and sign in with your credentials.

* Select Your Project:

* Choose Project1 from your list of projects.

* Initialize the Main Branch:

* Go to Repos > Files.

* If the main branch does not exist, you will see an option to initialize it. Click on Initialize and
follow the prompts to create the main branch.

Step 2: Implement an Approval Process for the Main Branch
* Navigate to Branch Policies:

* Go to Repos > Branches.

* Find the main branch and click on the ... (ellipsis) next to it.
* Select Branch policies.

* Enable Required Reviewers:

* Under Policies, enable Minimum number of reviewers.


https://www.jpnshiken.com/q/64497-5895638/

* Set the minimum number of reviewers to 2 to enforce the four-eyes principle.

* Add Required Reviewers:

* Add the users who should review the changes. Ensure that at least one approval is required on
every iteration.

* Enable Reset Code Reviewer Votes:

* Enable the Reset code reviewer votes when there are new changes option to ensure that any
new changes require re-approval.

* Save Changes:

* Click on Save changes to apply the policies.

Step 3: Verify the Approval Process

* Create a Pull Request:

* Make a change in a branch and create a pull request to merge it into the main branch.

* Review and Approve:

* Ensure that the pull request requires at least two reviewers to approve it before it can be
merged.

By following these steps, you will have successfully initialized the main branch and implemented
an approval process that adheres to the four-eyes principle, ensuring that every iteration has at
least one approval
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B. Azure DevOps & Sonar Rube Z#i& LE T,

C. Azure DevOps & Azure Dev Test Labs ##i& LET,

IEfE: (EfEZRRLET)

You can manage technical debt with Sonar Rube and Azure DevOps.

Note: Technical debt is the set of problems in a development effort that make forward progress on
customer value inefficient. Technical debt saps productivity by making code hard to understand,
fragile, time-consuming to change, difficult to validate, and creates unplanned work that blocks
progress. Unless they are managed, technical debt can accumulate and hurt the overall quality of
the software and the productivity of the development team in the long term SonarQube an open
source platform for continuous inspection of code quality to perform automatic reviews with static
analysis of code to:

Detect Bugs

Code Smells

Security Vulnerabilities

Centralize Quality


https://www.jpnshiken.com/q/64497-5895640/

What's covered in this lab
Reference:
https://azuredevopslabs.com/labs/vstsextend/sonarqube/
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ZDRARY ERTT BIZIE MicrosoftAzure R— B JLIZHA VA4V LET,

1E fiz:

See solution below.

Explanation

Enable Remote Debugging

Before we start a debugging session to our Azure Function app we need to enable the
functionality.

* Navigate in the Azure portal to your function app fa-11566895

* Go to the "Application settings”

* Under "Debugging" set Remote Debugging to On and set Remote Visual Studio version to
2017.

Reference:
https://www.locktar.nl/uncategorized/azure-remote-debugging-manually-in-visual-studio-2017/
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Answer Area
Actions

Create a service account in the cluster.

Create a service principal in Azure Active

Directory (Azure AD).

Add an Azure Function App for Container

task to the deployment pipeline.

Add a Helm package and deploy a task to
the deployment pipeline.

Add a Docker Compose task to the
deployment pipeline.

Configure RBAC roles in the cluster.




Actions NAs

Create a service account in the cluster.

Create a service principal in Azure Active
Directory (Azure AD).

Add an Azure Function App for Container
task to the deployment pipeline.

Add a Helm package and deploy a task to
the deployment pipeline.

Add a Docker Compose task to the
deployment pipeline.

Configure RBAC roles in the cluster.

Explanation:

W L s
I Tl ot i

ANswer Area

Create a service principal in Azure Active
Directory (Azure AD).

Add a Helm package and deploy a task to
the deployment pipeline.

Add a Docker Compose task to the
deployment pipeline.

L
THFITT Sl el

Directory (Azure AD).

Create a service principal in Azure Active

the deployment pipeline.

Add a Helm package and deploy a task to

deployment pipeline.

Add a Docker Compose task to the

You can set up a CI/CD pipeline to deploy your apps on a Kubernetes cluster with Azure DevOps
by leveraging a Linux agent, Docker, and Helm.

Step 1: Create a service principle in Azure Active Directory (Azure AD) We need to assign 3

specific service principals with specific Azure Roles that need to interact with our ACR and our

AKS.

Create a specific Service Principal for our Azure DevOps pipelines to be able to push and pull

images and charts of our ACR.

Create a specific Service Principal for our Azure DevOps pipelines to be able to deploy our

application in our AKS.

Step 2: Add a Helm package and deploy a task to the deployment pipeline This is the DevOps

workflow with containers:



i Ju )
r ' Azure DevOps ...-. Azure Kubernetes Service

Azure Container Registry

Step 3: Add a Docker Compose task tothe deployment pipeline.

Dockerfile file is a script leveraged by Docker, composed of various commands (instructions) and
arguments listed successively to automatically perform actions on a base image in order to create
a new Docker image by packaging theapp.

Reference:

https://cloudblogs.microsoft.com/opensource/2018/11/27 [tutorial-azure-devops-setup-cicd-
pipeline- kubernetes-docker-helm/
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Azure DevOps 2 User1 & User2 L WWSERID 2 ADI—H—%2ELTO0P ) FAHY F
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Azure Monitor 2 AL TOY 2 EET BFETT,
A—H—RRORIZTREINTWVWETI LI VERTTEEIILEHRTIVHENHY ET,

Action

* (Create private momto ! boards.

& Sgarch usage c&g&; F‘an Azumm | C rOS

wnrk & “

+oN Jscale settings.
% ('2 alert activities and settings.

B

Va—2 a3 vERMNFEQRAIZH S BEAHYFET,
FEA—HY—[CEDRBNZRNY L THILENHY FIHA? HEY BHICE, MERETEI LA T
VIVEERLTLESY,

EELGERTA-UIZ1RA Y FOMIENHY £9,
Answer Area

Monitoring Contributor _ L .Y
Apalytics Reader

"MOnitoring Metrics Publisher
Monitoring Reader

User2: Monitoring Reader bt
Log Andhrhcs Reader
Contributor
Metrics Publisher

1E fiz:
Answer Area

Munirorin-g Me-rncs Publishe-r
Monitoring Reader

User2: Monitoring Reader hd
Log Analytics Reader
Monitoring Contributor

Mc_:nit_n-rmg Metrics Publisher

Explanation:

Answer Area
) ® User1: Monitoring Contributor v

User2:  Monitoring Reader -

| FVFE .
O Microsoft %
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Alert logic a

e =. Microsoft
TS o )

Operator (& Aggregation type * (O d value* O

| Greater than v || | Average v

nike "

Condition preview
)
Whenever the average percentoge mfgdogic undefined> %
o

Evaluated based on

'Aggregation granularity (Period) * Frequency of evaluation

| 5 minutes v || || Every 1 Minute v |
IEf%:

Alert logic

P o T

Aggregation type * (O Threshold value*

Greater than v || || Average §¢ v v
%
N\

Condition preview

Whenever the average percentage cpu is greater mn@ﬂﬂnm» %

Evaluated based on 0
@
| Aggregation granularity (Period) * d@ Frequency of evaluation O
l| 5 minutes A% | ] Every 1 Minute v
Explanation:

Alert logic .. . & __
e @ Microsoft
- O

Operator O Aggregationtype* © "
| Greater than v ] | Average Y v I

Condition preview

Whenever the average percentage cpu is greater than <foﬁ Urgef'med >%

Evaluated based on

Frequency of evaluation ©

Every 1 Minute

Setting 1: Threshold value



Set to 80 %

Scenario: An Azure Monitor alert for VM1 must be configured to meet the following requirements:
Be triggered whenaverage CPU usage exceeds 80 percent for 15 minutes.

Calculate CPU usage averages once every minute.

Setting 2: Aggregation granularity

Set to 15 minutes.
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C

Restrict access via personal access tokens (classic)

Allow access via personal access tokens (classic)

® Restrict access via personal access tokens (€lassic

members w not bé allowed to access vour organization using a personal access token [(classic


https://www.jpnshiken.com/q/64497-5895645/
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Classic PATs [answer choice] access the public resources of the or@anization
i
can

cannot

require additional configurations to

SSH keys created by using classic PATs{japswer choice] access the resources of the
organization ical’l

cannot

®
M I C ro S O ft require additional configurations to

1E fiz:

Iean
4

. . f
Classic PATs [answer choice] access the public fESBlrces of Mmr - S 0 t

cannot

require additional configurations to

SSH keys created by using classic PATs {@nswer choice] access the resources of the — — _

| I
organization 4:_53_!’1

cannot

require additional configurations to

Explanation:

Microsoft

Classic PATs [answer choice] access the public resources of the ofganization. can

SSH keys created by using classic PATs [answer choice] access the resources of the  can
organization
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Commands Answer Area

ihelm install

!kubectl create

NE T Micr@bft
®

ihelm completion @

LEelm init:_

—_— . e

| helm serve

IEf#:
Commands M’Mﬁ&ﬁ%@ft
helm i 11  [rubecticCYeate l
elm insta | kubectl{greate

helm completion| % Ee"la‘izs?;;ﬁ‘j@: :

helm init . 3"

______ — e

| helm serve

Explanation:

kubectl create

W, .- F
- Il ICrasolt

[ﬁelm init

-helﬁ install

Step 1: Kubectl create



You can add a service account to Tiller using the --service-account <NAME> flag while you're
configuring Helm (step 2 below). As a prerequisite, you'll have to create a role binding which
specifies a role and a service account name that have been set up in advance.

Example: Service account with cluster-admin role

$ kubectl create -f rbac-config.yaml

serviceaccount "tiller" created

clusterrolebinding "tiller" created

$ helm init --service-account tiller

Step 2: helm init

To deploy a basic Tiller into an AKS cluster, use the helm init command.

Step 3: helm install

To install charts with Helm, use the helm install command and specify the name of the chart to
install.

References:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac
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Service hooks in Azure DevOps allow you to trigger actions in other tools based on events that
occur in your Azure DevOps project. To automatically add release information to work items
associated with a Get commit, you would need to configure a service hook that listens for commit
events in your Get repository, and then sends the release information to the appropriate work
items.

Here's the steps you can follow to set up a service hook for this purpose:

* In your Azure DevOps project, navigate to the project settings by clicking on the gear icon in the
top right corner of the page.

* Select "Service Hooks" from the left-hand menu.

* Click on the "New Subscription" button to create a new service hook.


https://www.jpnshiken.com/q/64497-5895649/

* In the "Event" drop-down menu, select "Code pushed" to trigger the service hook when a new
code revision is committed to the repository.

* In the "Actions" section, select the action that you want to take place when the service hook is
triggered. For example, you might use the "Link work items to commits" action to automatically
associate work items with the relevant commits.

* Configure the remaining settings as needed, and then click on the "Create" button to create the
service hook.

You can find more information on Service hooks in Azure DevOps by following this link
https://docs.

microsoft.com/en-us/azure/devops/service-hooks/overview?view=azure-devops
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Values Answer Area

Configuration Value
hode "Serverl” {
DependsOn
Walue MyConfighetail {

File Enstre = "Present’

Inc ludeAl lSubFeature Hame = “Web-Server'

WindowmsFeature

I




Configuration Conégugmn Imydse ¢

P L e A L Node * 1"
DependsOn ; e .{ : _

dowsFeature MyConfigDetail {
File J

‘.
Ensure = 'Present’
.\b@:
IncludeAllSubFeatur‘e ] “\ Name = ‘Web-Server'

r Hindou-s_Feﬁtu-r_e j (\
e }

Explanation:

Answer Area

|£unfigtration \MyDsc { ‘&
Node "Serverl® {

 WindowsFeature @‘&mfigbetnil {

ure = &
= Mic rosoﬁ F‘%-
% rver"

Box 1: Configuration
The following example shows a simple example of a configuration.
configuration lISInstall

{

node "localhost"

{

WindowsFeature IIS

{

Ensure = "Present"
Name = "Web-Server"

}
}
}

Box 2: WindowsFeature
Reference:



https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/dsc-overview
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Actions

Ewerute the papeline
Creale an agent pool

Ana the Puppet Agen EXTension 1o the virtual machines

Create a deployment group

Add s Configuie 8 deployTent Qroup JOBNIEE TR e »
- fi N C
NVicrosoft

\-\..-n._l‘_.v

KA N ¥
_________________ = I Add and configure a deploymisilix ;}ﬂ‘)ll‘ﬁub;hlma'-'l‘i‘jl I

Explanation:

Create an agent pool

%’
-
%

Create a deployment grmflb*"”'

{'..-
*s" '

'Execute the Azmﬁlﬁnpezl nes Agent
extension to t théf{*lrtual machines

-1-

'Add and ccnﬁgure a deployment group
job for tEBIPEIPS . o 1

Step 1: Create an agent pool

AzurePipelines provides a pre-defined agent pool named Azure Pipelines with Microsoft-hosted
agents.

Step 2: Create a deployment group

Deployment groups make it easy to define logical groups of target machines for deployment, and
install the required agent oneach machine.



Step 3: Execute the Azure Pipelines Agent extension to the virtual machines Install the Azure
Pipelines Agent Azure VM extension Step 4: Add and configure a deployment group job for the
pipeline Tasks that you define in a deployment group job run on some or all of the target servers,
depending on the arguments you specify for the tasks and the job itself.

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/release/deployment-groups/howto-
provision- deployment-group-agents
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A. the Dependency agent

B. the Azure Network Watcher Agent for Windows

C. the Telegraf agent

D. the Azure Log Analytics agent

IEfR: (EffZzRTLET)

The following table provide a quick comparison of the Azure Monitor agents for Windows.


https://www.jpnshiken.com/q/64497-5895652/

Azure Monitor Diagnostics |\/ kK6 IrosSoO ”@”ependency
agent (preview) extension Anélytiés = igent
(WAD) agent
Environments Azure Azure Azure Azure
supported Other cloud Other cloud
On-premises On-premises
Agent None None None Requires Log
requirements Analytics agent
Data Event Logs Event Logs EventLogs Process
collected Performance ETW events Performance dependencies
Perfosmance File based Network
Filetb&ased logs connection
100s IS logs metrics
IS logs Insights and
.NET app solutions
logs Other
Crash services
dumps
Agent
diagnostics
logs
Data sent to Azure Monitor Azure Azure Azure Monitor
Logs Storage Monitor Logs
Azure Monitor Azure Logs (through Log
Metrics Monitor Analytics agent)
Metrics
Ciranmt ik
Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agents-overview
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RLTIONS AIIWET Arca

Open the release pipeline editor, '

Open the Triggers tab

[4¥]

Disable the continuous integration

[

Add a manual intervention task

s e @
© ST Mic ro@f t

Add Query Work tems.

Explanation:

Open the release pipeline editor.

Enable Gates.

Add Query Work Items_

Scenario: Implement Project3, Project5,Project6, and Project7 based on the planned changes

Project6 will provide support for build and deployment pipelines. Deployment
Project 6 | will be allowed only if the number of current work items representing active
software bugsis 0.

Step 1: Open the release pipeline editor.

In the Releases tab of Azure Pipelines, select your release pipeline and choose Edit to open the
pipeline editor.

Step 2: Enable Gates.

Choose thepre-deployment conditions icon for the Production stage to open the conditions panel.
Enable gates by using the switch control in the Gates section.

Step 3: Add Query Work items.




Choose + Add and select the Query Work Items gate.
Configure the gate by selecting an existing work item query.

Deployment gates (i) 4+ Add v

Y2 Query Work Items ‘ Enabled
Query Work Items @
Task version (.* v

Display name *

Query Work Items

Query* (@)

| Active Bugs v
Upper threshold * ()

0

Advanced A~

Lower threshold * ®

Output Variables A

Reference name (i)

Variables list

There are no output variables associated with this task more information 2

Evaluation options ~~

Note: A case for release gate is:

Incident and issues management. Ensure the required status for work items, incidents, and
issues. For example, ensure deployment occurs only if no priority zero bugs exist, and validation
that there are no active incidents takes place after deployment.



References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/release/deploy-using-approvals?
view=azure- devops#configure-gate
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BE#R1Z1% Azure SQL Database Intelligentinsights & AzureApplicationinsights Z{#FH L £ 9,
BERT 2R LTT7 F ROV T EERT ARELNHYET,

EDUVT) EBEHERTILENHYEIHN?

A. Kusto”Z T') §7& KQL)

B. PL / pgSQL

C.PL/SQL

D. Transact-SQL

Ef#E: (EfEZRTLET)

Azure Monitor Logs is based on Azure Data Explorer, and log queries are written using the same
Kusto query language (KQL). This is a rich language designed to be easy to read and author, and
you should be able to start using it with minimal guidance.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/log-query-overview
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FI.,. T L—rhSEREIN-RET S UIZIE, Selenium *Y—JL & Google Chrome 7519
PREENTVIRELNHYET,

CNDRARY ERTT AIZIE_ Microsoft Azure h— 2 JLIZH A VA4V LET,

1E fiz:

See solution below.

Explanation:

1. Open Microsoft Azure Portal

2. Select All Services, and then select DevTest Labs in the DEVOPS section.


https://www.jpnshiken.com/q/64497-5895654/

All services

a8 * ] * *

1 .

- * & « ana * Az otect *

B« * - * B *

Qc * 0, Managedidentties [\ peswew w K

SECURIT

g se * *

a8 a e * ate * ¢ ¢ *

0 A *

DEVOP

Qo * 9 o ¥ IE‘ 2
* LNt *

= jorfiprapicts: L] & Recovery Services vaults * € Azure Database Migration Services *

Frogect ?

Management prview BE ® Daag * ® Data Box Edae / Data Box Gateway

3. From the list of labs, select the az400-9940427-dtl1 lab

4. On the home page for your lab, select + Add on the toolbar.

5. Select the Windows Server 2016 Datacenter base image for the VM.
6. Select automation options at the bottom of the page above the Submit button.

7. You see the Azure Resource Manager template for creating thevirtual machine.

8. The JSON segment in the resources section has the definition for the image type you selected
earlier.

References:

https://docs.microsoft.com/bs-cyrl-ba/azure//lab-services/devtest-lab-vm-powershell
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. the URL of the work item

.@714

.=715

. AB#715
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O— K& GitHub 2R L TEELZET,
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A.CodeQL R¥¥ > 7H 2 avEBRLET,

B. RS rYZTEIZTSUFREIN—IWERELET,

C.dependabot 7 5 — F R L E T,

D. ¥RTHYRY b FiEZE % GitHub Advisory Database [CH TR S4 T LFET,
IEf#: ((EfEZRTLET)

A7 AZ-400JERESR [LIPNTest.comigiit S AZ-400J5RKERICEIR T A LITRICILB F
9 ! JPNTest.comld 5 H#TAZ-400J 5K EREIRESE Z 1Rt L £ 9, JPNTest.com AZ-400J5X BRI RE
KELI5FHEINFLz, CZTAZAEEEDTA IOV EFITANET , RFTRD
7 2 £ X _ https://www.jpntest.com/shiken/AZ-400J-mondaishu 564f, 3 0 %7 « A A >
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Azure DevOps 7O+ R #FHL T O—FZELRFELKUTITASALET,
FARDICEONSMED RS TN a—T4 U JICEDPLEZREE, V) —XENfz0—FRT
RO BED RS TN a—T 4 VJICED LIRBREZLERT IBDENHY ET,

EDKPI ZERTEILENHY FITM?

A. R a0k 5=

B. TESMEESR

C. FRE

D.YT— %

IEff: (EfEZRTLET)

The defect escape rate is a metric that assesses the collective quality of software releases by
evaluating how often errors are discovered and rectified in the pre-production process versus
during production.

The defect escape rate is a KPI (Key Performance Indicator) that measures how many defects
are found in released code versus how many are found during development. This KPI can help
you to compare how much time is spent troubleshooting issues found during development versus
how much time is spent troubleshooting issues found in released code. The higher the defect
escape rate, the more defects are found in released code, and thus more time is spent
troubleshooting issues in released code.
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Web 7 7UDTTAASIZERENS Azure 18 TSA VR HYET /184 TS5 4 VIC

(%, TestSuite1 EWSRRIDTRA b A4 —FNEENTULET, TestSuite1 (£, Web 7 T DE
ERIETH=-OICERINET,

TestSuite1 A EFRAIICKEALFE T,

HEIE FEELAY—RX I—FPETREODEFLIEBARTHLIZLEHELET,
TestSuite1! DEFICHT DT TN a—T 4 oI DFAERNMRIZNZ Z2LELHY FT,
BRE O— K ANLySEEBOLET,

CNIZEEZEFEERLTVETH?

A. [EL

B. LMMYR
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FRBEMICRET SV 21— a v HRTIDLENHYET,
HEFHICRAZEHHIRETIMN?

A. Microsoft Visual Studio® 5 R ~EtiE

B. GradleS w/8\—X 49 1) T +

C. SonarCloud % #t

D. JavaScript# XU 5 >+ —

IEfE: (EfEZRRLET)

SonarCloud is a cloud service offered by SonarSource and based on SonarQube. SonarQube is
awidely adopted open source platform to inspect continuously the quality of source code and
detect bugs, vulnerabilities and code smells in more than 20 different languages.

Note: The SonarCloud Azure DevOps extension brings everything you need to have your projects
analyzed on SonarCloud very quickly.

References:

https://docs.travis-ci.com/user/sonarcloud/

https://sonarcloud.io/documentation/integrations/vsts/
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You can use the Docker task to sign into ACR and then use a subsequent script to pull an image
and scan the container image for vulnerabilities.

Use the docker task in a build or release pipeline. This task can be used with Docker or Azure
Container registry.

References: https://docs.microsoft.com/en-us/azure/devops/articles/security-validation-cicd-
pipeline?view=vsts
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HYFET,
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FIv 42— N BEICEBAIREGRREBIZE >TSS LR LTS,
HLOVEREBIEIWDOTIRETEDL L ZHEFEL TS,

REREEMT S,

Az HEHTITM?

A. a single long-running branch

B. multiple long-running branches

C. a single fork per team member

D. a single-running branch with multiple short-lived topic branches

IEfR: (EffZzRTLET)

Topic branches, however, are useful in projects of any size. A topic branch is a short-lived branch
that you create and use for a single particular feature or related work. This is something you've
likely never done with a VCS before because it's generally too expensive to create and merge
branches. But in Git it's common to create, work on, merge, and delete branches several times a
day.

Reference:

https://git-scm.com/book/en/v2/Git-Branching-Branching-Workflows
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PowerShell&DB.CredentialZ A L TH—/N\—%#EK3 57—V J0—%EETIIHELNHY
F9, - FEEDKSITERSEDIRETLLOIMN?EZTHICIE EELT) 7 TEUGA T
DavEBRLTCESY,

FE ELLVBIRSEICTI ARSIV FAMEShET,

VIWET AITa

01 steps:

82 - shell: pwsh

03 env:

04 D8_CREDENTIAL:

| @secrets.DB_CREDENTIAL"
0 ¢ | "%DB_CREDENTIAL%"
e ' "secrets.DB_CREDENTIAL"
PY * J ${{secret.DB_Credential}} I
\(\\ |
I I3

6 configure_server w2,
0 ' “$DB_CREDENTIAL" |
. Q ‘Sen\r.DB_CREDENTIAL“ l
| “¢secrets.DB_CREDENTIAL"
~54DB_CREDENTIAL%"

"secrets.DB_CREDENTIAL"
' ${{ secrets.DB_Credential })

1F fiZ:



@l steps:
a2 - shell: pwsh
23 eny:
04 0B_CREDENTIAL: L = m : -]
“$DB_CREDENTIAL"
| “SenwDBLCREDENTIAL"
_-"-'SQ&;&ED'B_CREDENT{AL‘
_=9.DB_CREDENTIAL%"
L "secrets.DB_CREDENTIAL"
|umenrateime 7|
posh Wrun: |

13 configure_server L = q
_"SDB_CREDENTIAL"_ _ _ | '
JsenvoB_CREDENTAL _ | |
“$secrets.DB_CREDENTIAL"
"%DB_CREDENTIAL%"

“secrets.DB_CREDENTIAL"

E _ M ‘ic rOSOft | $11 secrets.DB_Credential }}

Explanation:

21 steps:
82 - shell: pwsh

03 env:

04 D8 CREDENTIAL: ${{ secrets.DB_Credential }}

es Fun: |

configure_server "$env:DB_CREDENTIAL"

Microsoft
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Actions

[ i Create a project |
I i Create a directory named .workflow ‘
it Create a tory r ib/workflows

Answer Area

Explanation:
A screenshot of a computer Al-generated content may be incorrect.

Answer Area

Actions

l it Create a project.

I:‘g Create a directory named workflows ‘
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1 mLW ..__...._._..._....—.‘_....T

1 | i Cresg@tirectory named github/workflows

3 it Define the wor

kflow in the YAML file

4 |3 Commit the YAML file to Repot

2 !EE Create a YAML file ‘

HRPH ST S+ X TE S Microsoft ASP.NET Core Web 7 71) A¥ Azure IZH Y E£3,
URLping TA RZ 52 T&IC1EETL HED Azure J—2 3 0h b Web 7T ZF|HTE
BWEBIZTS— FE2ERTIRELRAHYVET, V) a—arvid FARBEZRNRICINZ S

DBENHYET,
BRI ETHREN?

A. Azure Application Insights DT TA FET7 I —FEERLET,
B. BHEMN')— 3 > ® Azure Service Health 75— b &L E T,

C. Azure Monitor DRIAHMEA LY v o ETS5— b EERT S

D. Azure BA¥Z/ER L TOBEBERED ) —avIcTFIaA LET,

R (ERERTLET)

There are three types of Application Insights availability tests:
* URL ping test: a simple test that you can create in the Azure portal.

* Multi-step web test
* Custom Track Availability Tests


https://www.jpnshiken.com/q/64497-5895665/

Note: After you've deployed your web app/website, you can set up recurring tests to monitor
availability and responsiveness. Azure Application Insights sends web requests to your
application at regular intervals from points around the world. It can alert you if your application
isn't responding, or if it responds too slowly.

You can set up availability tests for any HTTP or HTTPS endpoint that is accessible from the
public internet.

You don't have to make any changes to the website you're testing. In fact, it doesn't even have to
be a site you own. You can test the availability of a REST API that your service depends on.
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/monitor-web-app-availability#create-a-
url-ping-test
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A. JenkinsD#fi &

B. Azure Application Insights™ 1 = v k

C. Microsoft Test & Feedbackiiik

D. Microsoft Visual Studio App Center& D #f&

IEf#: (EfEZRTLET)

The "Exploratory Testing" extension is now "Test & Feedback" and is now Generally Available.
Anyone can now test web apps and give feedback, all directly from the browser on any platform:
Windows, Mac, or Linux. Available for Google Chrome and Mozilla Firefox (required version 50.0
or above) currently.

Support for Microsoft Edge is in the pipeline and will be enabled once Edge moves to a
Chromium- compatible web platform.

References:
https://marketplace.visualstudio.com/items?itemName=ms.vss-exploratorytesting-web
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EfE: (EfEZRRLET)

Instead enable pipeline caching.

Note:

npm-cache is a command line utility that caches dependencies installed via npm, bower, jspm
and composer.

It is useful for build processes that run [npm|bower|composer|jspm] install every time as part of
their build process. Since dependencies don't change often, this often means slower build times.
npm-cache helps alleviate this problem by caching previously installed dependencies on the build
machine.

Reference:

https://www.npmjs.com/package/npm-cache
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* Publish_Test Results A T —UIXEIZETTHIDELHYET,
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* Publish_Test Results R7—UIE I RTHOTRA M AT—UDETRIZCETTILELHY F
T RRE 1M TS5A42D YAML EEICRDEZRZESHET,

stages:

- stage: Build_App

jobs

- stage: Test_App

dependsOn: [Build_App]

jobs:

- stage: Tasf Database
dependgUn: [Build App]

jobs:

- stage: Publish_Test_Results

Jobs

CHIFBEZFB-LTVETA?
A. L \VE

B. &

FfE:A (A LEERT D)
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1E fiz:

See explanation below

Explanation:

Task 6: Create a Service Connection for Resource Group Deployment using Managed |dentity
and Workload Identity Federation Step 1: Understand the Requirements

* You want to deploy resources in the RGHod489Q1628 resource group.

* The service connection must:

* Use the ManagedJd1 managed identity.

* Use workload identity federation (OIDC-based authentication for enhanced security).

Step 2: Verify Prerequisites

* You need to ensure:

* The ManagedJd1 managed identity exists in your Azure subscription.
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* Your Azure DevOps project (Project1) is linked to an Azure Active Directory tenant (for OIDC
support).

* You have the Owner or User Access Administrator role on the RGHod489Q1628 resource
group.

Step 3: Assign Role to Managed ldentity

* Go to the Azure Portal.

* In the search bar, type Managed Identities and select Managed Identities.
* Locate and click on the ManagedJd1 identity.

* In the left menu, click Azure role assignments.

* Click + Add role assignment.

* Set the following:

* Scope: Resource Group

* Subscription: Your subscription

* Resource Group: RGHod489Q1628

* Role: Contributor (or appropriate role)

* Click Save.

This step ensures ManagedJd1 has permissions to deploy resources to RGHod489Q1628.
Step 4: Create a Federated Credential for Workload |dentity Federation

* In the Azure Portal, navigate to the ManagedJd1 managed identity.

* In the left menu, click Workload identity federation (preview).

* Click + Add a federated credential.

* Configure as follows:

* Federated credential name: devops-oidc

* Issuer: https://vstoken.actions.githubusercontent.com (or use the default
https://pipelines.actions.

githubusercontent.com for Azure DevOps)

* Subject identifier: Use the following format for Azure DevOps:

Css

Copy

system:azuredevops:{organizationName}:{projectName}

For example:

Css

Copy

system:azuredevops:{YourOrganizationName}:{Project1}

* Audience: api://AzureADTokenExchange

* Click Add.

This federated credential establishes trust between your Azure DevOps project and the managed
identity.

Step 5: Create a Service Connection in Azure DevOps

* Go to your Azure DevOps project (Project1) in the browser.

* In the left menu, click Project settings.



* Under Pipelines, click Service connections.

* Click New service connection.

* Choose Azure Resource Manager.

* Choose the authentication method:

* Select Workload identity federation.

* Configure the service connection:

* Scope level: Resource Group.

* Resource Group: RGHod489Q1628.

* Subscription: Your subscription.

* Authentication method: Managed Identity with workload identity federation.
* Managed Identity: Enter the client ID or select ManagedJd1.

* Service connection name: e.g., Project1-RGHod489Q1628-Conn.

* Grant access permission to all pipelines (recommended).

* Click Save.

Step 6: Validate the Service Connection

* After creation, click on the new service connection to Verify it.

* Ensure the connection test is successful.

* You can now use this service connection in your pipelines for deploying resources to
RGHo0d489Q1628.
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Values
i repol

i repol clone URL

if repol repo URL

# repo2
i repo2 clone URL

it repo2 repo URL

|:E repol clone URL

..

[.. TR |
| it repol repo URL |
| Sl s lichel i 4
e |
i repo2
i S i
¥ |
i: repo2 clone URL
e 4
s A |
repo. reps URL
B s e 4
Explanation:

BIRZEICIRA U bIMFESET,

ed

git Ffemote add --mirror=fetch upstream
git fetch upstream --tags

git push origin --all

Microsof

" -

M Oricrosoft

: 2 .
git clone --Bars i repol repo URL

ey i repol

i |
gi®™Femote add --mirror=fatch upstream
git fetch upstream --tags

git push origin --all

it repol clone URL

Values

i: repol clone URL

ii repol repo URL

s .
i: repol

if repo2 clone URL

it repol repo URL

i repol |

Microsoft

git clone --bare

mepdl Pepd URL

cd __ imafEa

@it fBnote add --mirror=fetch upstream
git fetch upstream --tags

git push origin --all

[repol clone URL
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A. Windows NTLM

B. SIEAE

C. SAML

D./\—=VF LTV ERX =% > PAT)
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Scenario: Deploy App2 to an Azure virtual machine named VM1.

A personal access token (PAT) is used as an alternate password to authenticate into Azure
DevOps.

Reference:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/use-personal-access-
tokens-to-authenticate
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Actions Answer Area

Group the related components.

Assign ownership to each component group.

Create a dependency graph for the application.

Identify the most common language used.

Rewrite the components in the most common language.

1E fiz:
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Actions Answer Area

Group the related components.

Assign ownership to each component group. | m e e e e e e e e e e e e e e e e e e e - - - - 1

Create adependency graph forthe application. @= LWL ¥ _ o — - - e e e - - e - - - = = = I

; : I
dentify the most common language used. 1 |A55|gn ownership to each component group. |
I

Rewrite the components in t §& nflst camgnﬁaguage_

Explanation:

Create a dependency graph for the application.

it

Group the related compgn_erité'.'

Assign ownersijlp'to each compopent group.

H—F

Step 1: Create a dependency graph for the application

By linking work items and other objects, you can track related work, dependencies, and changes
made over time. All links are defined with a specific link type. For example, you can use
Parent/Child links to link work items to support a hierarchical tree structure. Whereas, the Commit
and Branch link types support links between work items and commits and branches, respectively.
Step 2: Group the related components.

Packages enable you to share code across your organization: you can compose a large product,
develop multiple products based on a common shared framework, or create and share reusable
components and libraries.

Step 3: Assign ownership to each component graph

References:
https://docs.microsoft.com/en-us/azure/devops/boards/queries/link-work-items-support-
traceability?

view=azure-devops&tabs=new-web-form
https://docs.microsoft.com/en-us/visualstudio/releasenotes/tfs2017-relnotes
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Actions Answer Area

v o | e Ao o < o ooy -
r_-"‘"__“—"_-“'ﬂ-"n L_| | Creat ervice | | ra I
r perr 1

el P e Y el Pl e = = = = = = -
_______________________ [ = e e e e e e
IE: Creat na tHut ! | r T |
,h_."'_, T ————————= -l W |y e R R B B B, R =1

H r - r i r ____________________
l: s _1 Mgebtnd bl el _“_ _' ____________ | t rsona en (PAT) ir Hi |
e Tl L e e e e e e e - - == — — 4
it sl penmiplns 1oL, @ i v
Explanation:

Create a service principal in Microsoft Entra ID.

# Needed for authentication between GitHub Actions and Azure.

Grant secret permissions to kv1.# Allows the service principal to read secrets from Key Vault.
Create a personal access token (PAT) in GitHub.# Required for GitHub to authenticate securely
and use the service principal in the workflow.

Eﬁiﬁ: 185

AzureDevOps|ZProjectl E WS ZFTID TR Y FAHY F9, Projectt I, AR S Nfzwikihd
SENATVET,

AzureDevOps R— A L TRBAIN-WKIDFT ES—L a3 RS VU TCR—VDIEBFEZERT HNHE
n"HYFET,

DE=IERZET o EH?

A WKkiQDJL— T R—DEBEERT H.orderé WS EZRD I 7 A IILEERLET,
B. WkiD/L— b T R—UBEEBEEET HwWkimdE WS EFO T 7 IILEERLET,
C.TEZ—2 3 RAIVDR—VDEREERLFET,

D. TES =23 uRAVTR=DERSYIF7URFAYTLET,
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Reorder a wiki page

You can reorder pages withinthe wiki tree view to have pages appear in the order and hierarchy
you want.

You can drag-and-drop a page title in the tree view to do the following operations:
Change the parent-child relationship of a page

Change the order of the page within the hierarchy

Reference:


https://www.jpnshiken.com/q/64497-5895676/

https://docs.microsoft.com/en-us/azure/devops/project/wiki/add-edit-wiki
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reset
git stash expire --expire-umreachable=now --all
git b - -pPunes= v

gc all

init now

el = TR


https://www.jpnshiken.com/q/64497-5895677/

i :
:_Ec1 MICFOSOft
reset
git stash expire --expire-unreachable=now --all

git - -prune= v

P e

lgc! all
L J
now

Explanation:

L]
vt expiﬁ*e -=expire-unreachable=now --all

w - -prunes= reset -
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Name A Us BE\icrosoft
Group1 Application testers wh@:aré invited by email B
Group2 Early release usgj’siﬁﬁbhse unauthenticated public links
Group3 Application testers for all the apps of your company
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Private

Public

Shared \

- %

AnswariArea’t
( Private ! Group1: H Pﬁvate]
[ Public Group2: | Public |
Shared | B
| Group3: [S_hgrgd]
Explanation:
aroupt: [Privaigle
Group2: f Puﬁlic

Group3: ' Shared |

Box1: Private

In App Center, distribution groups are private by default. Only testers invited via email can access
thereleases available to this group.



Box 2: Public

Distribution groups must be public to enable unauthenticated installs from public links.

Box 3: Shared

Shared distribution groups are private or public distribution groups that are shared across multiple
apps in a single organization.

Reference:

https://docs.microsoft.com/en-us/appcenter/distribution/groups
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References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/process/stages?
tabs=classic&view=azure-devops#queuing-policies
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Answer Area

Support shanng a set of feature flags across multiple apps: i =
Agiffe App Configuration
i 'Ai'urE'A;ip Service settings
“Azure DevOps task groups
Azure DevOps variable groups
Azure Key Vault

Support deploying -.'an!-g}wﬂ‘hr:ﬁn 11 Hi’ffﬁrrt-n'. deployment siots |
: ' Azure App Configuration
Azure App Service settings
Azurg E-:'EVD'."JS task groups
- C ( w 'l?euoss variable groups
I WS D Nagure ey vault
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Support sharing a set of feature flags across multiple apps: .l, ________ Sacd
Azure App Configuration |
" AzZure App Service seftings
I of § Azure DevOps task groups
)SOIT L Azure DevOps variable groups
Azure Key Vault

Support deploying configuratiofis #@diffefent deployment slots [ b 1

— e — g

Azure DevOps task groups
Azure DevOps variable groups
Azure Key Vault
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Customer name Preferred process

Litware, Inc. Track product backlog item$ [PEﬂs]an s on the
Kanban board. Breakthe'PBIls oW | M QE:’QHSQ
board.

Contoso, Ltd. Track userStories and bugs on the Kanban board. Track
the BUgs-and tasks on the task board.

A. Datum Corporation | Track requirements, change requests, risks, and reviews.
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Processes Answer Area

Agile Litware

CMMI Contoso:

Fstmrosoft| A Datum:




L

Processes Miwcrara Tt

Agile Litware
CMMI Contoso:
Scrum A. Datum:
l XP
Explanation:
g |"'\. | oIt

Litware IS

Contoso: Agile

A. Datum: CMMI

Box 1: Scrum

Choose Scrum when your team practices Scrum. This process works great if you want to track
product backlog items (PBls) and bugs on the Kanban board, or break PBIs and bugs down
intotasks on the taskboard.

Box 2: Agile

Choose Agile when your team uses Agile planning methods, including Scrum, and tracks
development and test activities separately. This process works great if you want to track user
stories and (optionally) bugs on the Kanban board, or track bugs and tasks on the taskboard.
Box 3: CMMI

Choose CMMI when your team follows more formal project methods that require a framework for
process improvement and an auditable record of decisions. With this process, you can track
requirements, change requests, risks, and reviews.

References:
https://docs.microsoft.com/en-us/azure/devops/boards/work-items/guidance/choose-process?
view=azure- devops
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From the code repository of webapp1:

- ﬁ."ar.:.". Applicationinsights.config T_I-‘I'I'r-

Drsable adaptive samphing

Enable fnied-rate sampling
Modity Applicationinsghts.config

From Appinsights:  piodify the Usage and estimated costs settings. ™
'|.".'r'J|"_.JJ|1’.' Lontinuous Export

Configure the Smart Detection setlings

Modify the Usage and estimated costs seftings.
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Answer Area VIHCTOSO0O

From the code repository of webapp Tt

: | Modify Applicationinsights.config '_]\bj

Disable adaptive sampling

. | Enable fixed-rate sampling
Modify Applicationinsights.config

From Appinsightst:  pModify the Usage and estimated costs settings. ¥
Configure Continuous export
Configure the Smart Detlecuion settings

[ Modify the Usage and estimated costs settings.
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AzureRmResourceGroupDeployment 1
Azure PowerShell cmdiet.

Create an Azure Resource Manager : &
template file that has an extension 2 0

ot pon C

Run the 1eport- Q‘
LrureRmdutomationDicConfiguration i e

Azure PowerShell crdlet.
Run the start-
uuthmtim:twu-nme
Azure PowerShell cmdiet.
*

create a Desired State C
DSC) configuration file that has
mersencr . MM i e rosoft

FfZ:

__________ ' o
tun the new- i 1| Create a Desired State Configuration |
TureRmResourceGroupbep loyment 1 | | (DSQC) configuration file that has an |
\zure PowerShell cmdiet. | | extension of .psl. |
T R T R T o i S Sk
‘reate an Azure Resource Manager o -

empia S | Rum the lsport- I
”muﬂetluthum 21 Az nrlhl.u!:.lllhﬂk'ﬂtﬂﬂprﬂhn
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un the Isport- | = = J'?':!. T £-T=Sz==:¢
tureRmiutonat jonDicConfiguration ]. ||mm SEart- I
qure PowerShell cmdlet. __' . o ‘l AzureRmiutosat iondscCompllationdob |
---------- 1 o LW " ) Azure PowerShell cmdiet. I
un the start- B B i e e e -
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Qure PowerShedl cmalet. . I

________ 0 D

------- _— . '

reate a Desired State Configuration

}‘scnqu that hasan |

e = Microsoft

Explanation:
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Run the new- Create a Desired State Configuration
AzureRmResourceGroupDeployment (DSC) configuration file that has an
Azure PowerShell crndlet extepsion of .ps1

Create an AQure-Resow e Manager Run the Import-

ten e filé that hat-arexténsion . A;L.rcin-’«u‘:-gnnti:-f'.:C(,r*f'ig.;"a'.:.-;r
of Json ' Azure PowerShell cmdlet A
Run the Start- ( v :
@ 3 ArtureRmAutomat ionDscCompilationlob

Azure PowerShell crndlet
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BE: An app deployed to Azure can take advantage of Managed identities for Azure resources,
which allows the app to authenticate with Azure Key Vault using Azure AD authentication without
credentials (Application ID and Password/Client Secret) stored in the app.

Select Add Access Policy.

Open Secret permissions and provide the app with Get and List permissions.

Select Select principal and select the registered app by name. Select the Select button.
Select OK.

Select Save.

Deploy the app.

References:

https://docs.microsoft.com/en-us/aspnet/core/security/key-vault-configuration
https://docs.microsoft.com/en-us/azure/key-vault/general/tutorial-net-virtual-machine
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values ANSWET Area

git clone -
git fetch £ ¥ $

= git clone https://dev.azure.com/organisation/_git/Repol
git sparse-checkout

| git sparse-checkout set directoryl

scalar clone

ar run
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B. Azure Active Directory T, fElRIEH 1 A4 VU &#HERRLET,

C.Azure DevOps T, 7AY Y FRETEF U T ZEBRELET,

D. Azure Active Directory T, &1 =7 XA #ERLET,
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Conditional Access is a capability of Azure Active Directory. With Conditional Access, you can
implement automated access control decisions for accessing your cloud apps that are based on
conditions.

Conditional Access policies are enforced after the first-factor authentication has been completed.
References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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Note: PAT Supported only on Azure Pipelines and TFS 2017 and newer. After you choose PAT,
paste the PAT token you created into the command prompt window. Use a personal access token
(PAT) if your Azure DevOps Server or TFS instance and the agent machine are not in a trusted
domain. PAT authentication is handled by your Azure DevOps Server or TFS instance instead of
the domain controller.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-linux
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-linux?view=azure-devops

B R: 204

2RXI9
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IEfiZ:

See the solution below in explanation.

Explanation:

Step 1: Navigate to the Library

* Navigate to Azure DevOps:

* Go to Azure DevOps and sign in with your credentials.
* Select Your Project:


https://www.jpnshiken.com/q/64497-5895693/
https://www.jpnshiken.com/q/64497-5895694/

* Choose Project1 from your list of projects.

* Access the Library:

* In the left-hand menu, select Pipelines > Library.
Step 2: Create a Variable Group

* Create a New Variable Group:

* On the Library page, click on + Variable group.

* Configure the Variable Group:

* Name: Enter varGroup1.

* Description: Optionally, add a description for the variable group.
* Add Variables:

* Click on + Add to add a new variable.

* Variable Name: Enter serverName.

* Value: Enter server1.

* Click OK.

* Click on + Add again to add another variable.

* Variable Name: Enter dbName.

* Value: Enter db1.

* Click OK.

* Save the Variable Group:

* Click on Save to save the variable group.

By following these steps, you will have successfully created a variable group named varGroup1
containing the specified variables
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A. Azure Multi-Factor Authentication (MFA)

B. on-premises firewall rules

C. conditional access policies in Azure AD

D. Azure role-based access control (Azure RBAC)

EfE:B(AAV FEHKT D)

Scenario: Access to Azure DevOps must be restricted to specific IP addresses.

Azure DevOps is authenticated through Azure Active Directory. You can use Azure AD's
conditional access to prevent logins from certain geographies and address ranges.
Reference:
https://www.rebeladmin.com/2018/08/step-step-guide-configure-location-based-conditional-
access-policies/
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Reference:

https://dzone.com/articles/fight-through-the-pain-how-to-deal-with-technical
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You can create a service hook for Azure DevOps Services and TFS with Jenkins.

References:

https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/jenkins
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Administrator

X
Organizatiofi} "
~ U

_ 4 ?:rﬁw

Reader

Service Account

Organization: | Reader

; ‘%ewice Account

Explanation:
5 .
Administrator .L_ I Microsoft
Organization: Reader
Reader

Project: | Service Account

Service Account

User

Box 1: Reader

Members of the Reader role can view the organizationagent pool as well as agents. You typically
use this to add operators that are responsible for monitoring the agents and their health.

Box 2: Service account

Members of the Service account role can use the organization agent pool to create a project
agentpool in a project. If you follow the guidelines above for creating new project agent pools, you
typically do not have to add any members here.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/pools-queues
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Answer Area

Objects

a system-assigned managed identity

a cluster

an application registration in conteso.com

_9
an RBAC binding SSVIICTgsoft

Answer Area

L |

Objects

a system-assigned managed identity I a cluster

a cluster a system-assigned managed identity

an application registration in contoso.com ” an RBAC binding

nft

Explanation:

a cluster

il ettt

a system-assigned managed identity

an RBAC binding

Step 1: Create an AKS cluster



Step 2: a system-assigned managed identity

To create an RBAC binding, you first need to get the Azure AD Object ID.
Sign in to the Azure portal.

In the search field at the top of the page, enterAzure Active Directory.
Click Enter.

In the Manage menu, select Users.

In the name field, search for your account.

In the Name column, select the link to your account.

In the Identity section, copy the Obiject ID.

Identity edit

MName

User name
i@hotmail.com

Obiect ID

Step 3: a RBAC binding
Reference:
https://docs.microsoft.com/en-us/azure/developer/ansible/aks-configure-rbac
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Widgets Answer Area . me P
—— CrOSQj ) .
Bumdown How long it takes to close a work item.
Cycle time
The number of completed backlog items:
Lead time
How long it takes to restore failed services:
Velocity

EfiZ:



Answer Area

How [ong & tak o clote a work item

The number of completed backlog items: | W,

How long it takes to restore failed services

Explanation:

To configure a dashboard that will provide information on the metrics you mentioned, you can use
the following types of widgets:

How long it takes to close a work item: Cycle time. This widget shows the average time it takes
for work items to go from a specified start state to a specified end state1.

The number of completed backlog items: Velocity. This widget shows the amount of work
delivered by a team within a sprint or iteration2.

How long it takes to restore failed services: Lead time. This widget shows the average time it
takes for work items to go from creation to completion3.
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B. Medium
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D. WordPress

E. Doc FX
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A) Jekyll is a static site generator that can be used to generate a static website from Markdown
files stored in a GitHub repository. Jekyll supports the use of Markdown for writing documentation,
and it can automatically recompile the website whenever changes are made to the
documentation.

E) Doc FX is another tool that can be used to compile a static website from Markdown files stored
in a GitHub repository. It is an open-source tool that can be used to generate APl documentation,
reference documentation, and other types of documentation from source code and other files.
Doc FX supports the use of Markdown for writing documentation and it can automatically
recompile the website whenever changes are made to the documentation.
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Views enable you to share subsets of the NuGet, npm, Maven, Python and Universal Packages
package-versions in your feed with consumers. A common use for views is to share package
versions that have been tested, validated, or deployed but hold back packages still under
development and packages that didn't meet a quality bar.
https://docs.microsoft.com/en-us/azure/devops/artifacts/concepts/views?view=azure-devops
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https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-
health-extension#when-to-use-the-application-health-extension
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When you connect to a Git repository from your Git client for the first time, the credential manager
prompts for credentials. Provide your Microsoft account or Azure AD credentials.

Note: Git Credential Managers simplify authentication with your Azure Repos Git repositories.
Credential managers let you use the same credentials that you use for the Azure DevOps
Services web portal. Credential managers support multi-factor authentication through Microsoft
account or Azure Active Directory (Azure AD). Besides supporting multi-factor authentication with
Azure Repos, credential managers also support two-factor authentication with GitHub
repositories.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/set-up-credential-managers
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References:

https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer
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Pilot users:

Basic
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Developers: v
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'_Ba_slc_ . IR A RA™ Y - 1L
‘Stakeholder |
Explanation:
Developers: v
Basic o
Stakeholder
Pilot users: .
Basic S

Stakeholder

Box 1: Basic

Assign Basic to users with a TFS CAL, with a Visual Studio Professional subscription, and to
users for whom you are paying for Azure Boards & Repos in an organization.

Box 2: Stakeholder

AssignStakeholders to users with no license or subscriptions who need access to a limited set of
features.

Note:

You assign users or groups of users to one of the following access levels:

Basic: provides access to most features

VS Enterprise: provides access to premium features

Stakeholders: provides partial access, can be assigned to unlimited users for free
References:https://docs.microsoft.com/en-us/azure/devops/organizations/security/access-levels?
view=vsts
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| Administrator ]
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i Service Acmunt = = = = =)
| _User |
Explanation:

project level role: User
Organization level role: Reader
References:https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/pools-queues
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A. Dockerfile 7 7 4 JLIZFROM#& S 28N L TL FE &0y,

B.EIWRNA TSAUICIELNRT—T 4779 FOOAE—LEREHF RV EBMLET,
C.Docker2 RO #EIL K4 TS5 4 VIZEMLET,

D. Dockerfile 7 7 4 JLIZMAINTAINERA R ZEBML £,

EfE:C(AAV FEHKT D)

Scenario: Implement Project4 and configure the project to push Docker images to Azure
Contf:\iner Regisltry.

Project4 will prﬂvide‘suppnrt fora build.pipetine that creates a Docker image
Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an
existing Dockerfile

You use Azure Container Registry Tasks commands to quickly build, push, and run a Docker
container image natively within Azure, showing how to offload your "inner-loop" development
cycle to the cloud. ACR Tasks is a suite of features within Azure Container Registry to help you
manage and modify container images across the container lifecycle.

References:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-quickstart-task-cli
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Test1 ELNSAHID Azure B— K TR M A VR A VR E Appl & LNSARTD Azure App
Service Web 7 7 &L Azure Y TRH ) T3 uhHYET,

Test1 Z{#EFH9 % Pipeline1 £ L\5 &HID CIICD /34 TS5 4 L #EH L E T, Pipelinel [XX®D
alt-config- pipelinel.yam1 2 7/ JLZEFRALET,
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version: v@.1

testld: 6S5e74cf8-edle-4e71-ab56-3FB649425a74
displayName: myTest

testPlan: url-test.json

testType: URL

description:

engineInstances: 2

subnetId:

publicIPDisabled : false

failureCriteria:

- MyRequest: p%@(response_time_ms) >100
= MyRegquest: max(response_time _ms) >25@

autoStop:

errorPercentage: 98
timeWindow: 68
plitAllcsVs: false

eyVaultReferenceldentityType: SystemAssigned

ed

ipeline1 uses the following url-test.ison file.
(

"version": “1.0%,

"scenarios™: {

"requestGroupl”: {
"requests”: [ .
1 B® Microsoft

"requesthame”: "MyRequest”,
"responseVariables™: [],
"gqueryParameters”: [],

"requestType”: "URL"™,

"andpoint": “https://www.contoso.com",
“headers": {},

"body™: null,

"mathod": “GET",

-

*requestBodyFormat™: null

L
"csvDataSetConfigList™: []

Y
"testSetup”: [
{
"wirtualUsersPerEngine”: 18,
"durationInSeconds™; 188,



"loadType™: "Linear"™,

“scenario”: “requestGroupl™,

*rampUpTimeInSeconds™: 60

}

JRIO1):’§3'C|:’DL\'C~ ZOXMELWMEEE [FLMZERL, 25 THEVEEEF DA IZERL
9,

ANSWer Area

Statements Yes No

Test1 will terminate after 180 seconds.,

Test1 will fail if a request exceegds 250N

Microsoft

Test1 will run at peak load for 60 seconds.

Answer Area

Statements

Test wall termunate after 180 seconds

Test 1 wall faal of & rocuest Pucpegde TS50 e

Test] will run a1 peak ':-nnjlot-.:." $‘h‘ﬁﬁ i C i O S D fi_

Explanation:
Yes

Yes
No
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BHEOWeb 7 TVEEL Azure Y TR Y T avhpyET,
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w  "Microsoft.ChangeAnalysis”
| New-AzRoleAssignment -ObjectType |
| Register-AzProviderFeature -ProviderNamespace '
| Register-AzResourceProvider -ProviderNamespace |

Swebapp_list = Get-AzWebApp | where-Object {$_.kind -eq ‘app'}

foreach (Swebapp in Swebapp_list)

{ I
_ i,tigi__ % Swebapo.Tags

$tags["hidden-related:diagnostics/changednalysisScanEnabled™]=Strue

w | Swebapp.Id -Tag Stags -Force

Invoke-AzResourceAction -Resourceld

Set-AzPolicyAssignment -Identityld
| Set-AzResource -Resourceld

== Microsoft

J w “"Microsoft.ChangeAnalysis”
|Nm-AzRoleAss:gnment -ObjectType i
]_Reg:ster-ﬁ.zProv.nderFealure -ProviderNamespace |'

Swebapp_list = Get-AzWebapp | Where-Object {3_.kind “eq ‘app’}

foreach (Swebapp in Swebapp_list)

g‘ Microsoft

Stags = Swebapp, Tags

stags["hidden-related:diagnostics/changeAnalysisScanEnabled™]=Strue

fwebapp.Id -Tag $tags -Force

- Invoke-AzResourceAction -Resourceld
Set-AzPOlicYASSigNmEht Tidentityid — -
Set-AzResource -Resourceld
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eV IaVOEMICEET SE TDERICRAZLEEFETEFEA, TORER, ChoDEM
FLEa—E@EIZRTINEEA,

Azure DevOpsT7OT x4y FEBELET,

TJA2 ) FOBEIREE EBICERLEVWESICTIREANAHYET,
BRE EIWRNRATSAICa—FANLYPRTyTE=EBMLET,
CNIFEBRZERLTLEIHN?

A. [FLy

B. LMV R

IEfE: (EfEZRRLET)

Instead implement Continuous Assurance for the project.

Reference:
https://azsk.azurewebsites.net/04-Continous-Assurance/Readme.html
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HEEOERKFET O A IVRARAEZRERELTOET,
ERT) U FORRICEBEREERET H5FETT,
ED3DNEMEEDIDBELHYFTIN?ETNTNOERE V) a—arD—FHERLTWL
FY,

F FENEFNDOELLDERIZIRS Y FOMENHY T,
A ENEFL V=D ?
B.#AKYBWNIA—T U RETBERETLEMN?
C. AR HE2=DTL&LIM"?

D. 5FE< WW\otf=C &lEATTM?

E. RIZAZHALTHETH?

IEf#: (EfEZxRTLET)

https://www.scrum.org/resources/what-is-a-sprint-retrospective
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AzurePipelines & MicrosoftTeams ##& L TWLVET,

AzurePipelines 7 7'1) #MicrosoftTeams|Z4/ Y A k—ILLZE T,

0o x4 F&Project1 & Contoso & LY S & RTMDAzureDevOpsiiENH Y 9,
MicrosoftTeams CProject1ZH 7RI 54 T LET,

MicrosoftTeams TR Lz EIL FICBHT 54 R FDAERIET HLIITTIDENHYET,
HEFRAMAETRETIHN?

A. Microsoft Teamsh 5 @ azure/S TS A VS TR 54T
https://dev.azure.com/Contoso/Project1# &7 L £ 9,

B. Azure Pipelinesh* 5 _ Publish BuildArtifacts 2 X 4 ZProject1(ZBM L E£ 3,
C. Microsoft Teamsh 5 @ azure/Nf TS5 A4 oY TRH ) T a3 VEEFTLET,

D. Azure Pipelinesh 5, Project! #4749 L—>a V2B MILET,
IFfR: (EMZRTLETD)
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To start monitoring all pipelines in a project, use the following command inside a channel:
@azure pipelines subscribe [project ur1]

The project URL can be to any page within your project (except URLs to pipelines).

For example:

@azure pipelines subscribe https://dev.azure.com/myorg/myproject/

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/integrations/microsoft-teams

AMH7EAZ-400JFRER [FIPNTest.comigit S AZ-400J5RERICEIRT A LITRICILB &
9 ! JIPNTest.comlE S =HTAZ-400J:AER I RESE 1Rt L £ 9, JPNTest.com AZ-400J5X B fE1 =8
EFL5EHEINFL, CZTAZAOBIEEDTRA NI VOV EFICANT T , RFTRD

7 Ut X _ https://www.jpntest.com/shiken/AZ-400J-mondaishu 564f, 3 0% « A h o~

k. 4RI EI5| o— F: JPNshiken|
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C.EmE=AYLY

D. fE RSN T-ER
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Entrap ®—&F T 3% Microsoft Azure Active Directory (Azure AD) DTF > 2 > Shi-
Azure Y TR YT aohHYET, TF > MZIE Azure AD Premium Plan 1 DS54 2 AN
TEINRTVET,

XA Ta LEA—ITKY VY—RA~DEET IV R ZHE D A—HF—DNETELHI LH8hHH
UxLt,

ROBBERBI-ITIHET IV CREBY)1a—2a v 2RBEATILENHYET,
*RETIOEADOFERICHBFIREZERLET

ATV REBVICT HICIEERBIVLETT
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B AFHEO—IDTITa LSz EDEMEEHLET,

C. O—JLD 7T 4 T « F4bIZ Azure Multi-Factor Authentication (MFA) Z3&% L £9,
D.Azure AD T3+ > rDSA U RET7Yv T L—FLET,

F:D(aAY FERETS)
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Azure Y TRH 1) T 3 vEBEHTT,

Bicep 7T 7L—FrZERALT WebH A FEAzure SQL A VISR SV FrE#TIOA4LFE
9,

Azure Pipelines & 2 BEDRET L U TEITINDIEILIRA I —Cz o bEFERALT . TF
A ZBEtTIDENHYET, V) a—2arTlE EBFEEZR/IRICHNZZDENHY
FY,

FTMRMETARETL &£ 557

AHY—ERT) DML EERLET,

B. Azure Automation 7ho > F#ERLET,

C.EREYVUT VATLEYETIR—YFIDZAMLET,
D.1—H—E|YLETIR—P KR ID 2ERLET,

IEfiE: (EfZ R LFET)
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Azure PipelinesZ LT, 7A IV FOELRETTOAMZEELET,

HLLWEILFDY Y —RDEFH TET= 5 Azure Pipelines for Microsoft Teams & L T:%7#
F—LIZEHT H5FETI, Microsoft TeamsFMDAzure PipelineszH1R— k3 3 I(Z(_ Azure
DevOps CHEBREZ AT AR ENHYFET MZAF VICTIRLEAHYEFITMN?

A. Azure Active Directory§ci- 4 & 7 2 £ AR 1) & —DH&EE

B. R &R E KR IFH

C.QAUthZ N LTz —KIR—F 47TV =23 0~ADT7 VX

D. SSHER:E

EfE: (EfEZRRLET)

The Azure Pipelines app uses the OAuth authentication protocol, and requires Third-party
application access via OAuth for the organization to be enabled. To enable this setting, navigate
to Organization Settings > Security > Policies, and set the Third-party application access via
OAuth for the organization setting to On.

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/integrations/microsoft-teams
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Type URL
Azure Repos | hitps://dev.azure.com/contoso/project1/_git/project1.git
GitHub https:/fgithub.com/contoso/project 1.git
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GitHub ') 7R b 1) DN % Azure Repos ) R
> TlE, Azure Repos YRT FJIZ GitHub U RS UMD TSV FLBEDHDEEND &

SQICTIRENHYFET,

FIIZBITT AREAHYFET, V) a—3

ED3IDODNIAT U FZEIEBICETTOILENHY FIMMEZHICE AT FDOY R MHBHE
UGa<y FERIZEEBICEEL ELWVEFTHENET,

Commands Answer Area
git push --mirror https://github.com/contoso/projectl.git
git clone --bare https://github.com/contoso/projectl.git @ @
cd projectl
git clone --bare @ @
https://dev.azure.com/contoso/prejectl/ _git/projectl . git
¢d projectl.git
git push =-mirror ‘ "" { '
https://dev.azure.com/contosofprole 11 B pio et . S LT
1F fi%:
% .
COMMNAIIE: oo s e LSS paEn AT pan i ac Answer Area
. . ; . | i
_git _push --mirror httpe://github.com/contose/projectl.git = | ] git clone --bare |
““““““““““““““““““ https://devi.azure. con/contoso/projectl/ _git/projectl.git
lgi: clone --bare https://github.com/contoso/projectl.git | I i L L gy o contosn; projietd; _gat/proje & ]
____________________ - — e e o o e o e o e
lcd projectl | | I

I git push --mirror

e o N NI o i i i e | https;//dev.azure.com/contose/projectl/_git/projectl.git

Fu_m?.lirlr ______ 1A C AT | T S oo i e o o
tps://aev-azore SRS N Y JE - WA UL L |

Explanation:

Commands

Answer Area
r
C 4
J Bt tloe --bare

https://dev.azure.com/contoso/projectl/ git/projectl.pit

@ 2 cd projectl.git

3 git push --mirror
https://dev.azure.com/contoso/projectl/_git/projectl.git

git push --mirror https://github.com/contose/projectl.git
git clone --bare https://github.com/contoso/projectl.git

cd projectl
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FAEENNNY T —DF VA MO OHN L TEBERICTEL L EHRI DIRENHYFET, V

)2—2 3 0TI RIMBROFHEDRAZFATIHLELNHY FT,
REEBIZEDT IV EALRILERETEIHENHY FTM?

A HEREE

B. B#kE

C.FiE®H
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Feeds have four levels of access: Owners, Contributors, Collaborators, and Readers. Owners can

add any type of identity-individuals, teams, and groups-to any access level.


https://www.jpnshiken.com/q/64497-5895723/

Permission Reader Collaborator Contributor Owner

List and restonefinstall packages

Save packagies from upstream souUTces

Push pacicage o J
Al gl i e AG J J |

Promote & package o a e

Delete/unpublish packige

Ecit feed permissicns

Reference:
https://docs.microsoft.com/en-us/azure/devops/artifacts/feeds/feed-permissions
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https://dev.azure.com IZFE) L  [#EF THIB] #BIRL T ROERBHRZEELE T,

* UserUsefl-42147509@ExamUsers.com

*INA ) — | eWrSalD2!

T4 MEREZEFHERA L T Azure DevOps I2H 4 > 7w 7L Azure DevOps #Eft Z#1ERR L £,
HBIMMER SN D & Project! EVWSERIDTSAR—F TOD ) FAMERESNET,
Usfrr2-42147S09@ExamUsers.com & WS BEFA—JL 7 FL R EH D41 —HF—%  User1
-42147509 Azure DevOps D FIFRMEE & L TEEMT SRENHY T,

A—H—[F ZLHHIPERDE L LY Azure DevOps ZIL— I BIMT 2 RENHY T,
CDBRYEFETI BIZIE, Userl-42147509 ExamUsers.com & L T Azure DevOps R— 4 JLIZ
A4 14 U LET,

;7

See the solution below in explanation.

Explanation:

Step 1: Sign Up for Azure DevOps

* Navigate to Azure DevOps.

* Click on Start Free.

* Enter the credentials:

* Email: UserUsefl-42147509@ExamUsers.com

* Password: eWrSalD2!

* Follow the prompts to complete the sign-up process using the default settings.

Step 2: Create an Azure DevOps Organization

* Once signed in, you will be prompted to create a new organization.

* Enter a name for your organization and select your region.

* Click on Continue to create the organization.
Step 3: Create a Private Project

* In your new organization, click on New Project.



* Name the project Project1.

* Set the visibility to Private.

* Click on Create.

Step 4: Add an External User as a Stakeholder

* Go to the Organization Settings.

* Under General, select Users.

* Click on Add users.

* Enter the email address: Usfrr2-42147S09@ExamUsers.com.

* Set the access level to Stakeholder.

* Add the user to the most restrictive group, which is typically the Readers group.

* Click on Add to complete the process.

Step 5: Verify the User Addition

* Ensure that the external user has been added successfully by checking the Users list.

* Confirm that the user has the Stakeholder access level and is part of the Readers group.
By following these steps, you should be able to complete the task successfully. If you encounter
any issues, feel free to ask for further assistance!
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L) —=F—IZ X > TERRBEINDIBELNHYET,
ARBILBIFRLURNIZITHONDIBELRH D EVSIR) O—BHY FT,
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AFRIZBHFELL EMD DG EIZDARANKRT HELIICTILENHY FT,
BRAE  EEWEHIL BERORBOIANLTIMEEEZEERELET,
NIFEEEZERLTOETM?
A. Yes
B. No
IEfR: (EffZzRTLET)
Use Pre-deployments conditions instead.
Use a gate instead of an approval instead.
References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates
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TE ETNTNDELWVEZOFRIIRS > FOMENHY FF

A. Team Foundation Server TFS) 754 4 > % JenkinsIZ:BML TL 2 &Ly,

B. Azure DevOps 7 h 7 Y MIZBEANRT7 VR =0 V&R LET,

C. Jenkins[ZTWeb 7 v U Z1ER L £,

D. H7Ef=MJenkins 7 ho 2 M RAAL U EEBMLET,

E. Azure DevOps TH—ERXR 7y #ERLE T,

EfE: ABE (A REHKT D)

References:
https://blogs.msdn.microsoft.com/devops/2017/04/25/vsts-visual-studio-team-services-integration-
with-jenkins/
http://www.aisoftwarellc.com/blog/post/how-to-setup-automated-builds-using-jenkins-and-visual-
studio-team-foundation-server/2044
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Policy Types

ARullidaelley Committed code must compile successiully:

A check-in policy Pull requests must have a Quality Gate status
of Passed in SonarCloua.

A status policy

1E fiz:
Policy Types
Abuildpolicy || . . o L e
i Committed code musticompile successfully: {A check-in policy
A check-in policy Pull requests must have a Quality Gate status | : p '
_ of Passed in SonarCloud: : A build policy
A status policy l :‘\f: 3WYOS _
Explanation:

i i -
\Wi o~ A g e s

Committed code must compile successful Iy | Acheck-ln policy

Pull requests must have a Quality Gate status

of Passed in SonarCloud: A build policy

Box 1: A check-in policy

Administrators of Team Foundation version control can add check-in policy requirements. These
check-in policies require the user to take actions when theyconduct a check-in to source control.
By default, the following check-in policy types are available:

Builds Requires that the last build was successful before a check-in.

Code Analysis Requires that code analysis is run before check-in.

Work Items Requiresthat one or more work items be associated with the check-in.

Box 2: Build policy

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/tfvc/add-check-policies
https://azuredevopslabs.com/labs/vstsextend/sonarcloud/
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1EfiZ:

See explanation below

Explanation:

Task 7: Create a Pipeline to Deploy a Docker Image in a New Branch
Step 1: Create a New Branch

* In your Azure DevOps Project (Project1), navigate to Repos.

* In the left menu, click on Branches.

* Click New branch.

* Enter:

* Branch name: azure-pipelines

* Based on: main (or your default branch)

* Click Create.

This creates a new branch named azure-pipelines.

Step 2: Switch to the New Branch

* In Repos, click on Files.

* In the top-left branch selector, choose azure-pipelines.

Step 3: Use the Predefined Docker Pipeline Template

Azure Pipelines has predefined YAML templates for common tasks, including Docker.
Here's how to add it:

* In the azure-pipelines branch, click New file.

* Name the file: azure-pipelines.yml.

* Click the Show templates button in the YAML editor (if available).
* Search for the Docker template in the list of predefined templates.
* Select the Docker template to auto-populate the YAML file.

If the editor doesn't show the template picker, you can manually add the following basic Docker
pipeline template:

yaml

Copy

# Predefined Docker pipeline template

trigger:

- main

resources:

- repo: self

variables:

imageName: 'mydockerimage’

stages:

- stage: Build

displayName: Build and push stage

jobs:

- job: Build

pool:



vmlmage: 'ubuntu-latest'

steps:

- task: Docker@?2

displayName: Build and push an image to container registry
inputs:

command: buildAndPush

repository: $(imageName)

dockerfile: "*/Dockerfile'

containerRegistry: '<your-container-registry-service-connection>'
tags: |

latest

Replace <your-container-registry-service-connection> with your actual Azure Container Registry
(ACR) or DockerHub service connection name.

Step 4: Commit the Pipeline to the New Branch

* In the YAML editor, review and adjust if needed (like setting the correct container registry
service connection).

* In the bottom commit message box:

* Message: e.g., Add Docker deployment pipeline

* Ensure the branch is set to azure-pipelines.

* Click Commit (not commit to main).

This creates the pipeline YAML file in the new azure-pipelines branch.
Step 5: Create the Pipeline in Azure DevOps

* In the left menu, click Pipelines.

* Click New pipeline.

* Choose:

* Azure Repos Git.

* Select your repo.

* Select Existing Azure Pipelines YAML file.

* In the branch selector, choose the azure-pipelines branch.

* Select the YAML file path (azure-pipelines.yml).

* Click Continue and then Run to validate the pipeline.
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Explanation:

Answer Area
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Node
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nsure =

}

Ensu ure {
" locn)&

ature WindowsDefenderInstalled {

0’ Name = ‘Windows-Defender'

Service WindowsDefenderavailable {

Neme = ‘WinDefend’

StartupType = ‘Automatic’

State =

WindowsFeatu
E'"o ¥ 'Present’

= 'Windows-Defender"'

@
}

[

]

c rOSOf iguration EnsureSecure {

Node "localhost™ {

owsDefenderInstalled {

Service WindowsDefenderAvailable {

Name = ‘'WinDefend’

StartupType = ‘Automatic’

State =

i 'Running’
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Node "localhost™ {

it 'Automatic’

WindowsFeature WindowsDefenderInstalled {

¥ 'Enabled’ Ensure = 'Present’

o Name Windows-Defender’
i 'IncludeAllSubFeature’ 5 =

)j

Service WindowsDefenderAvailable {
3t *present’ Name = 'WinDefend’
p— f StartupType = ‘Automatic’
32 "Runnin
- State = .'Running‘

i: "Manual’ ]

i 'Started’

MyDscConfiguration -OutputPath C:\temp\
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jit v _*! J,“”Mﬁ%y&—oft 'y "Release v3.0"
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push -C =C
tag —im -

1F fiZ:

git v v v3.0 ~X\y "Release v3.0"

add  —a, ~a

commit -b -b

push -] . =
 tag | Gt o IVICrogart

Explanation:



git v v V3.0 'w "Release v3.0"

add -a —a
commit -b -b
h - =
pus E-?J;e -
tag g VIICNOSOTm
Box 1; tag

Tagging. Like most VCSs, Get has the ability to tag specific points in a repository's history as
being important. Typically, people use this functionality to mark release points (v1.0, v2.0 and so
on).

Box 2: -a

Creating an annotated tag in Get is simple. The easiest way is to specify -a when you run the tag
command:

Example:

$ get tag -a v1.4 -m "my version 1.4"

Box3: -m

Reference:

https://git-scm.com/book/en/v2/Git-Basics-Tagging
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1E fiZ:

See the image in explanation for answer.

Explanation:

Answer is as below.

1NputTs:
key: ¥  *“varn" | "$(Agent.05)" | yarn.lock’
path: ¥  S(YARN_CACHE_FOLDER)

displayName: Cache Yarn packages

- script: yarn --frozen-lockfile
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inherit: true

parent workflow:

secrets: inherit
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Add an Azure Resource Manager .
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% .
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Actions Answer Area
Export a certificate from the key vault ” Create a service principal in Microsoft Azure Active Directory (Azure AD), part of Microsoft
Ent
Add Ta]s tration in M ft Azure Act C t A AD), ¢ f M ft Entra.
2 Configure a licy ir
If ved certificat
@ 3 Add an Azure Re Mana F [ @

F .
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Configurations Answer Area

an Azure Key Vault access policy o 1o delete the Ky vauk

a personal access token (PAT) | oot access tothe secrets in Key Vaut by using

RBAC

IEfiZ:
Configurations Answer Area

P ———

¥ o ::. I
uuuuuuuuuuuuuuu Restrict acogsSiotelete the key vautt | RBAC

| Restrict accegsto hesecrets in Key Vault by us:ng-: RBAC
_ b :_)

' RBAC l

| |
Explanation:

Restrict access 10 delete the key vault RBAC

Restnct access to the secretsin Key Vaukt by using: | RBAC

Box 1: RBAC

Management plane access control uses RBAC.

The management plane consists of operations that affect the key vault itself, such as:
Creating or deleting a key vault.

Getting a list of vaults in a subscription.

Retrieving Key Vault properties (such as SKU and tags).

Setting Key Vault access policies that control user and application access to keys and secrets.
Box 2: RBAC

References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-tutorial-use-
key-vault
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IEfi:

See the solution below in explanation

Explanation:



To store signed images in an Azure Container Registry (ACR) instance and support your planned
images while minimizing costs, you need to modify the SKU of your ACR instance to one that
supports content trust and image signing. Here's how you can do it:

Determine the Appropriate SKU:

Content trust and image signing are features of the Premium service tier of Azure Container
Registry1.

If cost minimization is a priority, ensure that the Premium tier is necessary for your use case. If
you require content trust, the Premium tier is the appropriate choice.

Modify the SKU of the ACR Instance:

Navigate to the Azure Portal.

Go to your ACR instance az40038443478act1.

Select Update from the overview pane.

Choose the Premium SKU from the SKU drop-down menu2.

Review the changes and pricing, then save the configuration.

By upgrading to the Premium SKU, you'll be able to store signed images in your ACR instance.
Remember to monitor your usage and costs to ensure they align with your budget and
requirements.
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D. Local Configuration Manager LCM) MRefreshMode 7R/8 T4 ZZEE L FET,

Ffe:A (A EERT D)

The Register-AzureRmAutomationDscNode cmdlet registers an Azure virtual machine as an APS
Desired State Configuration (DSC) node in an Azure Automation account.

Scenario: The Azure DevOps organization includes:

The Docker extension

A deployment pool named Pool7 that contains10 Azure virtual machines that run Windows Server
2016

Project7 will contain a target deployment group named Group? that maps
Project 7 | to Pool7. Project? will use Azure Automation State Configuration to maintain
the desired state of the computers in Group/.

References:https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/register-
azurermautomationdscnode

Topic 2, Litware inc. Case Study:1

Overview

Existing Environment
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Litware, Inc. an independent software vendor (ISV) Litware has a main office and five branch
offices.

Application Architecture

The company' s primary application is a single monolithic retirement fund management
systembased on ASP.

NE T web forms that use logic written in V8.NET. Some new sections of the application are
written in C#.

Variations of the application are created for individual customers. Currently, there are more than
80 have code branches in the application's code base.

The application was developed by using Microsoft Visual Studio. Source code is stored in Team
Foundation Server (TFS) in the main office. The branch offices access of the source code by
using TFS proxy servers.

Architectural Issues

Litware focuses on writing new code for customers. No resources are provided to refactor or
remove existing code. Changes to the code base take a long time, AS dependencies are not
obvious to individual developers.

Merge operations of the code often take months and involve many developers. Code merging
frequently introduces bugs that are difficult to locate and resolve.

Customers report that ownership costs of the retirement fund management system increase
continually. The need to merge unrelated code makes even minor code changes expensive.
Requirements

Planned Changes

Litware plans to develop a new suite of applications for investment planning. The investment
planning Applications will require only minor integration with the easting retirement fund
management system.

The investment planning applications suite will include one multi-tier web application and two iOS
mobile applications. One mobile application will be used by employees; the other will be used by
customers.

Litware plans to move to a more agile development methodology. Shared code will be extracted
into a series of package.

Litware has started an internal cloud transformation process and plans to use cloud based
services whenever suitable.

Litware wants to become proactive m detecting failures, rather than always waning for customer
bug reports.

Technical Requirements

The company's investment planning applications suite must meet the following technical
requirements:

* New incoming connections through the firewall must be minimized.

* Members of a group named Developers must be able to install packages.

* The principle of least privilege must be used for all permission assignments

* A branching strategy that supports developing new functionality in isolation must be used.



* Members of a group named Team leaders must be able to create new packages and edit the
permissions of package feeds

* Visual Studio App Center must be used to centralize the reporting of mobile application crashes
and device types in use.

* By default, all App Center must be used to centralize the reporting of mobile application crashes
and device types in use.

* Code quality and release quality are critical. During release, deployments must not proceed
between stages if any active bugs are logged against the release.

* The mobile applications must be able to call the share pricing service of the existing retirement
fund management system. Until the system is upgraded, the service will only support basic
authentication over HUPS.

* The required operating system configuration tor the test servers changes weekly. Azure
Automation State Configuration must be used to ensure that the operating system on each test
servers configured the same way when the servers are created and checked periodically.
Current Technical

The test servers areconfigured correctly when first deployed, but they experience configuration
drift over time. Azure Automation State Configuration fails to correct the configurations.

Azure Automation State Configuration nodes are registered by using the following command.

Register-AzureRmAutomationDscNode
—ResourceGroupName ‘TestResourceGroup’

-AutomationAccountName "‘LitwareAutomationAccount’
—AzureVMName Svmanme

-ConfigurationMede ‘ApplyOnly’
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Branch policies help teams protect their important branches of development. Policies enforce
your team's code quality and change management standards.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies
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IEfi:

See explanation below

Explanation:

Step 1: Access Azure DevOps

* Open your browser and navigate to https://aex.dev.azure.com.

* You will be prompted to sign in. Enter the following credentials:

* Username: UserUser1-48901628@cxamUsers.com

* Password: aFpJ2j-6M!

* Click Next or Sign in to proceed.

Note: If you see any Microsoft security challenge (like phone or email verification), follow the
instructions to complete it.

Step 2: Sign Up for Azure DevOps

* After signing in, you'll see a prompt to sign up for Azure DevOps.
* Use the default settings provided by Azure DevOps for the sign-up process (region, default

name, etc.).
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* Click Continue or Start free with Azure DevOps.

An Azure DevOps Organization is a container for your projects and resources. Default settings
are usually fine for new organizations.

Step 3: Create the Organization

* Enter a name for your organization. Azure DevOps will suggest a default name (like yourname
or org- name), but you can change it if you prefer.

* Verify the region is correct.

* Click Continue to create the organization.

Your Azure DevOps organization is now created. It's the top-level container for all your projects.
Step 4: Create a Private Project Named Project1

* In your Azure DevOps portal, find the "New Project" button and click it.

* Enter the following details:

* Project Name: Project1

* Description: (optional)

* Visibility: Private

* Click Create.

A private project means that only users you add can see or access it. This is important for
security and privacy.

Step 5: Enforce Maximum File Size for Repositories

By default, Azure DevOps allows files up to 100 MB to be pushed. To ensure the maximum file
size for repositories in Project1 is 2 MB, you can enforce this using a pipeline validation.

Azure DevOps does not provide a direct setting for file size limits. However, you can create a
pipeline to validate file size on pull requests and block changes if a file exceeds 2 MB.

Here's how to do it:

Option 1: Enforce with a pipeline validation for pull requests

* In your Project1, create a new pipeline.

* Use the following YAML for the pipeline:

yaml

Copy

trigger: none

pr:

branches:

include:

jobs:

- job: CheckFileSize

pool:

vmlmage: 'ubuntu-latest'

steps:
- script: |

echo "Checking file sizes in the PR..."



git fetch origin +refs/pull/*/merge:refs/remotes/origin/pr/*

large_files=$(git diff --cached --name-only | xargs -I{} du -b {} | awk '$1 > 2097152 {print $2}") if [ -
n "$large_files" ]; then echo "Error: The following files exceed 2 MB:" echo "$large_files" exit 1 fi
displayName: 'Check file sizes in PR’ This pipeline will:

* Run on pull requests only.

* Check the size of all files in the pull request.

* If any file is larger than 2 MB (2,097,152 bytes), it will fail the pipeline and block the PR.
Option 2: Local Git configuration (for each developer)

On each developer's machine, run this command in their local repository:

bash

Copy

git config --local core.bigFileThreshold 2M

This limits the file threshold for checkout, but does not prevent large files from being pushed.
Using the pipeline validation (Option 1) is more secure for team environments.
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git gc agqressive o

git prune ¥ —-expire now
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See the solution below in explanation.
Explanation:

Step 1: Create an Action Group

* Navigate to Azure Portal:

* Go to Azure Portal and sign in with your credentials.

* Access Azure Monitor:

* In the left-hand menu, select Monitor.
* Create Action Group:

* Under Alerts, select Action groups.

* Click on + Create.

* Configure Basic Settings:

* Subscription: Select your subscription.

* Resource Group: Select RG1 10d42147S09.

* Action Group Name: Enter DevOpsAG.

* Display Name: Enter a display name for the action group.

Step 2: Define Actions



* Add Email Notifications:

* Click on Add action.

* Action Type: Select Email/SMS message/Push/Voice.

* Action Name: Enter a name for the action (e.g., EmailAdmins).
* Email: Enter admin1@contoso.com and admin2@contoso.com.
* Click OK.

* Notify Resource Owners:

* Click on Add action again.

* Action Type: Select Email/SMS message/Push/Voice.

* Action Name: Enter a name for the action (e.g., NotifyOwners).
* Email: Select Notify all owners.

* Click OK.

Step 3: Enable Common Alert Schema

* Common Alert Schema:

* In the Advanced tab, enable the Common alert schema option1.
Step 4: Review and Create

* Review:

* Review all the settings you have configured.

* Create:

* Click on Review + create and then Create.

By following these steps, you will have successfully created an action group named DevOpsAG
that emails the specified users and notifies resource owners using the common alert schema
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| make '1 | nuget push - j "bin/Releasefappl.1.0.0.nupkg" --api-key PAT_TOKEN --source "github"
dotnet nuget add source
git :
pack
publish
IF fiF:
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dotnet
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Explanation:

publish
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make bt nuget push ¥ “bin/Release/appl.1.8.8.nupkg" --api-key PAT_TOKEN --source “github"
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Cherry-pick a pull request

To copy changes made in a pull request to another branch in your repo, follow these steps:

In a completed pull request,select Cherry-pick, or for an active pull request, select Cherry-pick
from the ...

menu. Cherry-picking a pull request in this way creates a new branch with the copied changes.
Merge into a target branch in a second pull request.

In Target branch, enter the branch you want to merge the copied changes.

In Topic branch name, enter a new branch to contain the copied changes, then select Cherry-
pick.

Select Create pull request to merge the topic branch into the target branch to complete the
cherry-pick.

nce:

https://docs.microsoft.com/en-us/azure/devops/repos/git/pull-requests
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Before this will work, the build needs permission to access the Azure Key Vault. This can be
added in the Azure Portal.

Open the Access Policies in the Key Vault and add a new one. Choose the principle used in the
DevOps build.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/release/azure-key-vault
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See solution below.

Explanation:

1. Open Microsoft Azure Portal, and select the Azure Container Registry instance named
az4009940427acr1.

2. Under Policies, select Content Trust > Enabled > Save.

Services
% Repositories
= Webhooks

Replications

= Tasks

Palicies

g Content trust

Monitoring

References:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust
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* Azure ContainerRegistry T7/R R k T TULVySWindowsServer2019a 7+ —A A —2
*BH/N— 3 >OUbuntuZz E179 HAzurefR < < >~ AnAzure

* LogAnalytics 7 —%2 X XR— X AzureActive Directory Azure AD)

* Azure¥—HR—)L k

Azure Security Center CHi S5l Z (TS EMTESZ2DODY Y —RIEENTITHI? ZTh
TNOEMRIT BREO—HFERLTVET,

A. Azure LogAnalytics 7 —%9 A R—X

B. Azure¥—7R—JL k

C. B#H/\—2 3 v DOUbuntux X179 DAzurefR8< > v

D. Azure Active Directory Azure AD)

E. Azure ContainerRegistry TR X k S TLyHWindowsServer2019a > 7F—A A —
IEfE: (EfEZRERLET)
https://docs.microsoft.com/en-us/azure/security-center/features-paas
https://docs.microsoft.com/en-us/azure/security-center/container-security
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Project 1 Project leads must be able to restrict access to individual files and folders
In the repository.
The version control system must enforce the following rules before
Project 2 merging any changes to the main.bran¢h’
o Changes mustbereviewed by at least two project members.
» (Changes mustbe associated to at least one work team.
pis The project members must be able to work in Azure Repos directly from
ject 3 Xcode
Project 4 ;2;% ;elease branch must only be mﬂ”%@@ sz)taject

TRTHOTOT Y FZAzure ReposH AT 5 FETT,

Z2IOD Y MZEDN—V a3 VEBIURTLEZERALET N ?EEZT ZICIE, EYHE/NA—D 3
VEBUVRATLEELWITAD Y MIFSY Y LET , EN—Ja BB TLK 1A E
HE, FEFE-FERALBEVWI ENTEET,

AVTUOVERTTDICE RAVEDRENN—ZFZ FSVvITTEN R A—ILTE2LENHY

FY,

T ENTNIELWLEREIRS D FOBENHY F9,

Version Control Systems Answer Area

[

Project 1: |

[ Perfn:_nrce

Project2’ |

| Subversion

Project 3: |

Froject 4:

Team Foundat@ QM sOTt

Version Control Systems | Mﬂjﬁ@gﬁft
G?( __________ : Project 1: | Team Foundation Version Control
Perforce I Project2” | Team Foundation Version Control
| Subversion | o B
e Dot Tr e momiation Version Sori]
| Team Foundation Version Control €am -oundation Version L.ontrol,
Explanation:

1 -> TFVS Refer : https://docs.microsoft.com/en-us/azure/devops/repos/tfvc/control-access-team-
foundation- version-control?view=azure-devops




2 -> TFVS Refer :https://docs.microsoft.com/en-us/azure/devops/repos/tfvc/add-check-policies?
view=azure- devops

3 -> Git Refer : https://docs.microsoft.com/en-us/azure/devops/repos/git/share-your-code-in-git-
xcode?

view=azure-devops

4 -> TFVS Refer :https://docs.microsoft.com/en-
us/azure/devops/organizations/security/permissions?

view=azure-devops#tfvc
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A. GitHubTGitHub7 - ¥ 3 V&R L E T,

B. Azure Pipelines7 7!) #GitHub ) /R R IZEBM L E T,

C.GitHub7 7™ v FDEERFDE MFA) ZRBALET,

D. AzureiR— F 77U ZURD MJIZEMLET,

Ef#: (EfEZRTLET)

To connect Azure Boards to GitHub.com, connect and configure from Azure Boards. Or,
alternatively, install and configure the Azure Boards app from GitHub. Both methods have been
streamlined and support authenticating and operating via the app rather than an individual.
Note (see step 4 below):

Add a GitHub connection:

Sign into Azure Boards.

Choose (1) Project Settings, choose (2) GitHub connections and then (3) Connect your GitHub
account.

If this is your first time connecting to GitHub from Azure Boards, you will be asked to sign in using
your GitHub credentials. Choose an account for which you are an administrator for the
repositories you want to connect to.

The Add GitHub Repositories dialog automatically displays and selects all GitHub.com
repositories for which you are an administrator. Unselect any repositories that you don't want to
participate in the integration.
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Add GitHub repositories X

Viewing 4, 4 selected

(] :‘_ JamalHart/fabrikam- apps-2
h -
(v L. JamalHart/fabrikam-demo
G :_ JamalHart/fabrikam- open-s0UIrce
(v M JamalHart/fabrikam-suite
- =
Reference:

https://docs.microsoft.com/en-us/azure/devops/boards/github/connect-to-github
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Actions Answer Area

Load the file to Azure Files.
Create a PowerShell configuration file.
Create a YAML configuration file.

machines.

Configure the Custom Script Extension on the virtual @ ®

Configure the DSC ext

Explanation:
Answer Area

1| | Create a PowerShell configuration | I“d.u,_ A I
. — " :
2| | Load the file to A:qu.lr”q}ﬂ&ﬁ storage. |
4 = — ;
Cnnﬁgurq,‘tfm Custom Script Extensmn on the virtual

=
machines. B8 Microsoft

3

Step 1: Create a PowerShell configuration file

You create a simple PowerShell DSCconfiguration file.

Step 2: Load the file to Azure Blob storage

Package and publish the module to a publically accessible blob container URL Step 3: Configure
the Custom Script Extension on the virtual machines.

The Custom Script Extension downloads andexecutes scripts on Azure virtual machines.
Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started
https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/custom-script-windows
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Azure DevOpsIZProject1&WN5 7AY Y rAHYFET , FE ! Imageb W52 TF—A A—
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A. Azure Container Registry? X 9 /e L TEITLET,

B. Docker Hub— E X #%#% % Azure Pipelines/ZBML E£T,

C.Azure Event Grid") YV —RXRTANA Z—ZHHIZL LR RIARVEEHTRIS4TL
9,

D. Project1 TH—ERX 7y 2R LET,

IEfR: (EffZzRTLET)

ACR Tasks supports automated container image builds when a container's base image is
updated, such as when you patch the OS or application framework in one of your base images.
Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-tutorial-base-image-
update
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AKS1 & LVS A RIMD Azure Kubernetes Service (AKS) £ Y A B VR EEL Azure TR 5 1) 7
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A. PL/SQL

B. SparkQL

C. KQL

D. PromQL

IEfR: (EfEZERTLET)
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Scopes Answer Area

task

®
O,

Q,
&

B e o oc s oy A | O
U
:___'j"___________ IVIICFOSO1
: stage :
Y
__________________________l
pipeline settings Ul | ®
Explanation:
Scopes Answer Area
task 1| job
2 stage
3 ipelin:
@ 4 peli gs Ul @
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Acceptance

IntEratton

. ‘;;.-..;e
| | l.'l_ﬂ_'nt“ﬁ'.

Tests a code module without testing thq‘fﬁ'éﬂuic's'ﬂd@ndenoes: Unit X
L0208 0° Acceptance

Integration

Load

Smoke

Validates the mtei‘q’cﬁdi_-\s and dependencies between the app and its dependent services: | Integration > |
y Acceptance

Load
Smoke
Unit

1E fiz:

Answer Area

Validates the scalability of the app Load -

Acceptance
Integration

Smoke
Unit

Tests a code module without testung the module’s dependencies: _Unit ot
Acceptance
Integration

Load

Smoke

Validates the interactions and dependencies between the app and its dependent senices |

Explanation:

*Microsoftt

scalabdlity of the app:  Load

Tests a coda, mpdul.aﬂbdut testing the module’s dependencies:  Uinit

Validates the interactions and Bepeptiencies between the app and its dependent sennces.  Integration
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E.

$(parameters[ ocutputfile’])
${{parameters.outputfile})
$(parametens.outpotfile)
$(parameters[outputfile])

${{parameters[ ‘outputfile']}}
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nHYET,

ED3DDT7H L avHFIBEIZET

iCreate an app.

Add a secret |
'Create a credential. ®:

Configure the ID and secret for App1,

r

1E fiz:

| Create a managed service identity. |

STEEN-EEZYR— T H0E

TOBENHYFTIN?EEZFT SIS, ITATODF7IavE
Toa D)X A oEEBREICESL ELWVEFTEELET,

Actions Commands Cmdlets Stalements Answer Area
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E 2 ~ .~ JAnswer Area
Actions Commands Cmdlets St#;}ﬁgﬁta’ﬂ SOTT

lAdd a SecrEt I I e e T et et e

[

Ereate a credential. G

FRammmTI——————————————————————————————. =

Explanatlon:

‘Create an app.

[ Create a managed service identity.

Configure the ID and secret for App1.

IVIHILTOSU0)

Woodgrove Bank plans to implement the following changes to the identity environment:
Configure App1 to use a service principal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-
portal
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FEELWVEIRIEICT ARSIV AT ESNET,

IF fig:

Box 1: Basic

Assign Basic to users with a TFS CAL, with a Visual Studio Professional subscription, and to
users for whom you are paying for Azure Boards & Repos in an organization.

Box 2: Stakeholder

Assign Stakeholders to users with no license or subscriptions who need access to a limited set of
features.

Note:

You assign users or groups of users to one of the following access levels:

Basic: provides access to most features

VS Enterprise: provides access to premium features

Stakeholders: provides partial access, can be assigned to unlimited users for free Reference:
https://docs.microsoft.com/en-us/azure/devops/organizations/security/access-levels?view=vsts
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Explanation:



AnswerArea
i3 Register App1 and store the app ID as a GitHub Actions secret
L
-
i1 Generate a private key and store the key as a secret

it Install App1 in your organization

i Generate a JSON Web Token (JWT
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ASy Y 7T)EFUETICIE, EOBEO M) H—%FERTILENHYETH?

A. an ApiConnection trigger

B. a Request trigger

C. an HTTPWebhook trigger

D. an HTTP trigger

FfE:C(aA AV FEEKRT D)

You can use webhooks to route an Azure alert notification to other systems for post-processing or
custom actions. You can use a webhook on an alert to route it to services that send SMS
messages, to log bugs, to notify a team via chat or messaging services, or for various other
actions.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-webhooks
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https://docs.github.com/en/actions/using-workflows/workflow-syntax-for-github-actions

"We strongly recommend that you include the version of the action you are using by specifying a
Git ref, SHA, or Docker tag. If you don't specify a version, it could break your workflows or cause
unexpected behavior when the action owner publishes an update. Using the commit SHA of a
released action version is the safest for stability and security. If the action publishes major version
tags, you should expect to receive critical fixes and security patches while still retaining
compatibility. Note that this behavior is at the discretion of the action's author. Using the default
branch of an action may be convenient, but if someone releases a new major version with a
breaking change, your workflow could break."
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Instead use implement continuous integration.

Note: WhiteSource is the leader in continuous open source software security and compliance
management.

WhiteSource integrates into your build process, irrespective of your programming languages,
build tools, or development environments. It works automatically, continuously, and silently in the
background, checking the security, licensing, and quality of your open source components
against WhiteSource constantly-updated denitive database of open source repositories.
Reference:

https://azuredevopslabs.com/labs/vstsextend/whitesource/

B: 276

FCOBEME RCYSFTUAFRTTH5—EDOEMO—EHTY , EHORZEMIC(E, BZEERK
FTEHHDMBEBDERENEFENTVET, —HBOE/ME Y MIFEBDELWVERELHY
Y FITIFXE LWVERENGEVEENHY FT,

eV IVTERMICERAZZIE, TNICRD LI TEEFHA, ZTOHRE. ChoDEMIEL
Eaxa—BE@EICRTINELTA,

257 FFRR kdDJenkinsY—/3\— & 37 L LVAzure DevOpsDfi & E##ME L E T,

BAFE N Azure ReposD TS U FIZEEZO I v b Lfz& EITJenkins[TBAFXET BIC

(% . Azure DevOpsHAIHETT,


https://www.jpnshiken.com/q/64497-5895766/

ERE EINRNRATSA VI AEEMLET,
CNIFEBFRZERLTVLEIHN?

A. [FL

B. LMMZ

IEfE: (EfEZRRLET)

You can create a service hook for Azure DevOps Services and TFS with Jenkins.
References:
https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/jenkins
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The basic idea behind Continuous Assurance (CA) is to setup the ability to check for "drift" from
what is considered a secure snapshot of a system. Support for Continuous Assurance lets us
treat security truly as a

'state’ as opposed to a 'point in time' achievement. This is particularly important in today's context
when

‘continuous change' has become a norm.

There can be two types of drift:

* Drift involving 'baseline' configuration: This involves settings that have a fixed number of
possible states (often pre-defined/statically determined ones). For instance, a SQL DB can have
TDE encryption turned ON or OFF...or a Storage Account may have auditing turned ON however
the log retention period may be less than 365 days.

* Drift involving 'stateful' configuration: There are settings which cannot be constrained within a
finite set of well-known states. For instance, the IP addresses configured to have access to a SQL
DB can be any (arbitrary) set of IP addresses. In such scenarios, usually human judgment is
initially required to determine whether a particular configuration should be considered 'secure’ or
not. However, once that is done, it is important to ensure that there is no "stateful drift" from the
attested configuration. (E.g., if, in a troubleshooting session, someone adds the |IP address of a

eloper machine to.ihe list, the Continuous Assurance feature shou)d be able to ideptify the
gﬁ t an% generate noti |catl|ons};?erts or even trlggerelauto-remed|a’nonl depending on tHe geverlty
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of the change).
Reference:
https://azsk.azurewebsites.net/04-Continous-Assurance/Readme.html
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