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Explanation

When a pipeline uses a remote, 3rd-party repository host such as Bitbucket Cloud, the repository
is configured with webhooks that notify Azure Pipelines Server or TFS when code has changed
and a build should be triggered. Since on-premises installations are normally protected behind a
firewall, 3rd-party webhooks are unable to reach the on-premises server. As a workaround, you
can use the External Git repository type which uses polling instead of webhooks to trigger a build
when code has changed.

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/repos/pipeline-options-for
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Explanation

SonarQube is a set of static analyzers that can be used to identify areas of improvement in your
code. It allows you to analyze the technical debt in your project and keep track of it in the future.
With Maven and Gradle build tasks, you can run SonarQube analysis with minimal setup in a new
or existing Azure DevOps Services build task.

References:

https://docs.microsoft.com/en-us/azure/devops/java/sonarqube?view=azure-devops
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Explanation

You can use the Azure DevTest Labs Tasks extension that's installed in Azure DevOps to easily
integrate your CI/CD build-and-release pipeline with Azure DevTest Labs. The extension installs
three tasks:

* Create a VM

* Create a custom image from a VM

* Delete a VM

The process makes it easy to, for example, quickly deploy a "golden image" for a specific test
task and then delete it when the test is finished.

References: https://docs.microsoft.com/en-us/azure/lab-services/devtest-lab-integrate-ci-cd-vsts


https://www.jpnshiken.com/q/36418-2940994/
https://www.jpnshiken.com/q/36418-2940995/

B 4

Contoso & LV S & RiTMAzure DevOpsillfi EAzurer TR ) T a vy YErd HITRH YT
a3 VITIE VMSS1E WS ZBRIDAzurefREBT L VR 7—)Lty FELB1E LD BRIDAZUretZ 4
A— KRNSO —DEENTUVET,

LB1(E FHEEKREVMSSIA VA2 VU RIZHELET,

Azure DevOps % L T _Appl&E WS ZHIDOWeb7 71) 4R L  App1ZVMSS1IZTFFOq L
F9, ApplIFHTTPSER TDHA TV EATE V5347V MIAEZERAL THERZEKRT
BEDICERHEINTNET,

APPIDANILARAF T v ZERETEHEHDV ) 1—2 3 V2 HBETIVNERAHYET, V) a1—
DIVERODEHEH-ZLTVWEIRLENHY FT,

*VMSSIDEZ DA Y ARZVANT Y T L— FZEICEENE SHDERAILET,
“BEEEXZR/NRICHIZET,

HRBIRICEFAZEHIDLENHY EITH?

A. HRRA LAY ) T LR

B. 7 7 r—3 3 VIEEMHILRIERE

C. Azure MonitorA— kX4 —)JL

D. AzureA— KNS Y —A)LRTA—T

IEfR: (EffZzRTLET)

Explanation
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-
health-extension#w
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Explanation

Instead you should deploy an Azure self-hosted agent to an on-premises server.

Note: To build your code or deploy your software using Azure Pipelines, you need at least one
agent.

If your on-premises environments do not have connectivity to a Microsoft-hosted agent pool
(which is typically the case due to intermediate firewalls), you'll need to manually configure a self-
hosted agent on on-premises computer(s).

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops
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App1: rolling

A rolling deployment replaces instances of the previous version of an application with instances of
the new version of the application on a fixed set of virtual machines (rolling set) in each iteration.
App2: canary

Canary deployment strategy is an advanced deployment strategy that helps mitigate the risk
involved in rolling out new versions of applications. By using this strategy, you can roll out the
changes to a small subset of servers first. As you gain more confidence in the new version, you
can release it to more servers in your infrastructure and route more traffic to it.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/process/deployment-jobs
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Explanation

Text Description automatically generated

Impact Feature usage: User Flows

User Flows
L -

Number of people who used the

3 : Users
D-f»l actiGnssand its features:

isers

The €Tfect that the performance
of the application has on the usage
of a page or a feature:

Impact

Box 1: User Flows

The User Flows tool visualizes how users navigate between the pages and features of your site.
It's great for answering questions like:

How do users navigate away from a page on your site?

What do users click on a page on your site?



Where are the places that users churn most from your site?

Are there places where users repeat the same action over and over?

Box 2: Users

Counting Users: The user behavior analytics tools don't currently support counting users or
sessions based on properties other than anonymous user ID, authenticated user ID, or session
ID.

Box 3: Impact

Impact analyzes how load times and other properties influence conversion rates for various parts
of your app.

To put it more precisely, it discovers how any dimension of a page view, custom event, or request
affects the usage of a different page view or custom event.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-flows
https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-impact
https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-troubleshoot
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Explanation

Answer Area

1| | Create a PowerShell configuration file,

2 | | Load the file to AzureBIob storage.
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Step 1: Create a PowerShell configuration file

You create a simple PowerShell DSC configuration file.

Step 2: Load the file to Azure Blob storage

Package and publish the module to a publically accessible blob container URL Step 3: Configure
the Custom Script Extension on the virtual machines.

The Custom Script Extension downloads and executes scripts on Azure virtual machines.
Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started
https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/custom-script-windows
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Explanation

To start monitoring all pipelines in a project, use the following command inside a channel:
@azure pipelines subscribe [project url]

The project URL can be to any page within your project (except URLs to pipelines).

For example:

@azure pipelines subscribe https://dev.azure.com/myorg/myproject/

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/integrations/microsoft-teams
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Explanation

https://docs.microsoft.com/en-us/azure/azure-monitor/continuous-monitoring
https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates?view=azure-
devops
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Explanation

https://docs.microsoft.com/en-us/azure/security-center/features-paas
https://docs.microsoft.com/en-us/azure/security-center/container-security
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Explanation


https://www.jpnshiken.com/q/36418-2941003/

Ten virtual machines hosted in Azure: i A deployment group

Ten virtual machines hosted in
an on-premises data center environment: | A deployment group

Box 1: A deployment group

When authoring an Azure Pipelines or TFS Release pipeline, you can specify the deployment
targets for a job using a deployment group.

If the target machines are Azure VMSs, you can quickly and easily prepare them by installing the
Azure Pipelines Agent Azure VM extension on each of the VMs, or by using the Azure Resource
Group Deployment task in your release pipeline to create a deployment group dynamically.

Box 2: A deployment group

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/release/deployment-groups
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Explanation

For containerized applications that serve traffic, you might want to verify that your container is
ready to handle incoming requests. Azure Container Instances supports readiness probes to
include configurations so that your container can't be accessed under certain conditions.
Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-readiness-probe
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Explanation

The commit-msg hook is invoked by git-commit and git-merge, and can be bypassed with the --
no-verify option.

Reference:

https://git-scm.com/docs/githooks
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Explanation

To connect Azure Boards to GitHub.com, connect and configure from Azure Boards. Or,
alternatively, install and configure the Azure Boards app from GitHub. Both methods have been
streamlined and support authenticating and operating via the app rather than an individual.
Note (see step 4 below):

Add a GitHub connection:

* Sign into Azure Boards.

* Choose (1) Project Settings, choose (2) GitHub connections and then (3) Connect your GitHub
account.

* If this is your first time connecting to GitHub from Azure Boards, you will be asked to sign in
using your GitHub credentials. Choose an account for which you are an administrator for the
repositories you want to connect to.

* The Add GitHub Repositories dialog automatically displays and selects all GitHub.com
repositories for

* which you are an administrator. Unselect any repositories that you don't want to participate in
the integration.

Add GitHub repositories

Vigwing 4. 4 selected
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Reference:
https://docs.microsoft.com/en-us/azure/devops/boards/github/connect-to-github
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Explanation

Litware

Contoso:

A. Datum:

Box 1: Scrum

Choose Scrum when your team practices Scrum. This process works great if you want to track
product backlog items (PBIs) and bugs on the Kanban board, or break PBls and bugs down into
tasks on the taskboard.

Box 2: Agile

Choose Agile when your team uses Agile planning methods, including Scrum, and tracks
development and test activities separately. This process works great if you want to track user
stories and (optionally) bugs on the Kanban board, or track bugs and tasks on the taskboard.
Box 3: CMMI

Choose CMMI when your team follows more formal project methods that require a framework for
process improvement and an auditable record of decisions. With this process, you can track
requirements, change requests, risks, and reviews.
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Explanation

@azure pipelines wv [VIICTOSOFL
feedback m&m:mofw
signin hitps #/dev. azure. com/contoso/contoso-app/_build

subscribe mt-ﬁ.étﬂdev_azure_con'u-:onmsofcontosn-app.i _packaging
subscriptions hitps://dev azure com/contoso/contoso-app/_work-items

Box 1: subscribe

To start monitoring all pipelines in a project, use the following command inside a channel:
@azure pipelines subscribe [project url]

Box 2: https://dev.azure.com/contoso/contoso-app/

Subscribe to a pipeline or all pipelines in a project to receive notifications:

@azure pipelines subscribe [pipeline url/ project url]
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Explanation

Use a Pull request trigger.

Note: Batch changes

Select this check box if you have a lot of team members uploading changes often and you want to
reduce the number of builds you are running. If you select this option, when a build is running, the
system waits until the build is completed and then queues another build of all changes that have
not yet been built.

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/build/triggers
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Explanation

Instead reduce the code complexity.
Reference:

https://dzone.com/articles/fight-through-the-pain-how-to-deal-with-technical
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See solution below.

Explanation
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To enable streaming of diagnostic telemetry for a single or a pooled database, follow these steps:
1. Go to Azure SQL database resource.

2. Select Diagnostics settings.

3. Select Turn on diagnostics if no previous settings exist, or select Edit setting to edit a previous
setting. You can create up to three parallel connections to stream diagnostic telemetry.
4. Select Add diagnostic setting to configure parallel streaming of diagnostics data to multiple

resources.

# CRM Database - Diagnostic settings

Ed Diagnostic settings

Support + troubleshooting

source health

Q) Refresh

ption @ Resource group @

Norkload Insight dev/test subscription e widemo

Workload Insight dev/test subscription > widemo > CRM Database

5. Enter a setting name for your own reference.

6. Select a destination resource for the streaming diagnostics data: Archive to storage account,
Stream to an event hub, or Send to Log Analytics.

7. For the standard, event-based monitoring experience, select the following check boxes for
database diagnostics log telemetry: QueryStoreRuntimeStatistics



Diagnostics settings X

H Save X Discard [ Delete

* Name

service W

|| Archive to a storage account

L_I Stream to an event hub

Send to Log Analytics

Subscription

Workload Insight dev/test subscription v
Log Analytics Workspace

sglanalytics356 | westcentralus ) v

sQunsights

AutomaticTuning

toreWwaitStatistics

E Errors

V| DatabaseWaitStatistics
E] Timeouts

| Blocks

V| Deadlocks

-

¥ o




v'| Basic

8. For an advanced, one-minute-based monitoring experience, select the check box for Basic
metrics.

9. Select Save.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/metrics-diagnostic-telemetry-logging-
streaming-expor
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Explanation

Application data plane permissions:

* Keys: sign

* Secrets: get

Reference:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault
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See solution below.

Explanation

Azure Automation now ships with the Azure PowerShell module of version 0.8.6, which
introduced the ability to non-interactively authenticate to Azure using Orgld (Azure Active
Directory user) credential-based authentication. Using the steps below, you can set up Azure
Automation to talk to Azure using this authentication type.

Step 1: Find the Azure Active Directory associated with the Azure subscription to manage:


https://www.jpnshiken.com/q/36418-2941015/

1. Log in to the Azure portal as the service administrator for the Azure subscription you want to
manage using Azure Automation. You can find this user by logging in to the Azure portal as any
re subscription, then clicking Settings, then Administrators.

2. Note the name of the directory associated with the Azure subscription you want to manage.
You can find this directory by clicking Settings, then Subscriptions.

settings
SUBSCRIPTIONS MAMNAGEMENT CERTIFICATES

SUBSCRIPTION

Winciomes Asure MESL-. oM LW/ & Vit of,
et W

Step 2: Create an Azure Active Directory user in the directory associated with the Azure
subscription to manage:

You can skip this step if you already have an Azure Active Directory user in this directory. and
plan to use this Orgld to manage Azure.

1. In the Azure portal click on Active Directory service.




AUTOMATION

2. Click the directory name that is associated with this Azure subscription.

3. Click on the Users tab and then click the Add User button.

4. For type of user, select "New user in your organization." Enter a username for the user to
create.

5. Fill out the user's profile. For role, pick "User." Don't enable multi-factor authentication. Multi-
factor accounts cannot be used with Azure Automation.

6. Click Create.

7. Jot down the full username (including part after @ symbol) and temporary password.

Step 3: Allow this Azure Active Directory user to manage this Azure subscription.

1. Click on Settings (bottom Azure tab under StorSimple)

2. Click Administrators
3. Click the Add button. Type the full user name (including part after @ symbol) of the Azure
Active Directory user you want to set up to manage Azure. For subscriptions, choose the Azure



subscriptions you want this user to be able to manage. Click the check mark.

Step 4: Configure Azure Automation to use this Azure Active Directory user to manage this Azure
subscription Create an Azure Automation credential asset containing the username and password
of the Azure Active Directory user that you have just created. You can create a credential asset in
Azure Automation by clicking into an Automation Account and then clicking the Assets tab, then
the Add Setting button.

Define Credential

. USER MAME

shmeuserc NN - - icrosoft.com

PASSWORD

CONFIRM PASSWORD

Note: Once you have set up the Azure Active Directory credential in Azure and Azure Automation,
you can now manage Azure from Azure Automation runbooks using this credential.

References:
https://azure.microsoft.com/sv-se/blog/azure-automation-authenticating-to-azure-using-azure-
active-directory/
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Explanation


https://www.jpnshiken.com/q/36418-2941017/

Use Azure SQL Database Deployment task in a build or release pipeline to deploy to Azure SQL
DB using a DACPAC or run scripts using SQLCMD.

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/deploy/sql-azure-dacpac-
deployment
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Text Description automatically generated with medium confidence
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Actions A““"“"“
Create a package. A | IVIICIUOUOUIL L
o

Add an Azure Resource Group Deployment task.

Create a job agent.

Create a release pipeline.
Set the template parameters. @

1E fiz:

IE{ ________________ e L |

eate a relgase pipelipe. _ ,

.. o - - i - ol t mpl ¢ T

_____ e o _:fﬁ;\z;:-r_ =5 Set the template parameters. |
\ UoUT L

e —  — I e ettty e e T s _ e 2

iy T
JII

l A;jﬁ ;ar; Azure ﬁescurce Group Deployment task.

-

Set the template parameters.

Step 1: Create a release pipeline

You need to create a new pipeline.

You can integrate Azure Resource Manager templates (ARM templates) with Azure Pipelines for
continuous integration and continuous deployment (CI/CD).

Step 2: Add an Azure Resource Group Deployment task

Step 3: Set the template parameters

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/add-template-to-
azure-pipelines
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See solution below.

Explanation

You can use a system-assigned managed identity for a Windows virtual machine (VM) to access
Azure Key Vault.

* Sign in to Azure portal



* Locate virtual machine VM1.

* Select Identity
* Enable the system-assigned identity for VM1 by setting the Status to On.

MYyVIVI - laenuty

System assigned

y Vault) without storing credentials in code.
y f this type of managed identity is tied to the
e system assigned managed igentity t

1aged identity enables Azure resource:
ssary permissions can be granted via Al

resource. Additionally, each resource (e.g. Virtual |

Settings

Networking
& Disks

& size

@ Security
Status
Extensions m

s Continuous delivery (Preview)

W Availability + scaling
@ Configuration

Identitv

Note: Enabling a system-assigned managed identity is a one-click experience. You can either
enable it during the creation of a VM or in the properties of an existing VM.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/tutorial-windows-vm
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Explanation

To start monitoring all pipelines in a project, use the following command inside a channel:
@azure pipelines subscribe [project url]

The project URL can be to any page within your project (except URLs to pipelines).

For example:

@azure pipelines subscribe https://dev.azure.com/myorg/myproject/

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/integrations/microsoft-teams
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Explanation

Permissionjtype:rnanft )
Key
Certificate (

Access method; 4 & (10 =

Access policy
Service endpoint policy
Role-based access control (RBAC)




Box 1: Secret

Store credential in Azure Key Vault by reference secret stored in key vault.

To reference a credential stored in Azure Key Vault, you need to:

* Retrieve data factory managed identity

* Grant the managed identity access to your Azure Key Vault. In your key vault -> Access policies
-> Add Access Policy, search this managed identity to grant Get permission in Secret permissions
dropdown. It allows this designated factory to access secret in key vault.

* Create a linked service pointing to your Azure Key Vault.

* Create data store linked service, inside which reference the corresponding secret stored in key
vault.

Box 2: Access policy

Reference:

https://docs.microsoft.com/en-us/azure/data-factory/store-credentials-in-key-vault
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a cluster
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an RBAC binding Microsoft
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Answer Area
Objects
a system-assigned managed identity | a cluster

a cluster

an application registration in contoso.com

an RBAC binding

Explanation

a cluster

a system-assigneﬂ ma re €|Q$ Oft

|] an RBAC hinding

a system-assigned-

— -
an RBAC biriding

Step 1: Create an AKS cluster
Step 2: a system-assigned managed identity

To create an RBAC binding, you first need to get the Azure AD Object ID.

* Sign in to the Azure portal.

* In the search field at the top of the page, enter Azure Active Directory.

* Click Enter.
* In the Manage menu, select Users.



* In the name field, search for your account.
* In the Name column, select the link to your account.
* In the Identity section, copy the Object ID.

ldentity redit

Step 3: a RBAC binding
Reference:
https://docs.microsoft.com/en-us/azure/developer/ansible/aks-configure-rbac
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See solution below.

Explanation

1. Sign in to the portal,

2. Choose template Deploy-lod9940427

3. Select Edit template, and then paste your JSON template code into the code window.

4. Change the ASddressPrefixes to 10.0.0.0/24 in order to support only 256 total IP addresses.
addressSpace":{"addressPrefixes": ['10.0.0.0/24"]},

5. Change the firstSubnet addressprefix to 10.0.0.0/26 to support only 64 total IP addresses.
"subnets":[

{

"name":"firstSubnet",

"properties":{

"addressPrefix":"10.0.0.0/24"

}

6. Select Save.



Create a resource

All sennces

Edit template

| Dashboard

Edit parameters
All resources

Resource groups Default Provider Subsoription

p O

Create new Use existing

Virtual machines
Recen*
i= Plans
Offers
OO

Marketplace management

7. Select Edit parameters, provide values for the parameters that are shown, and then select OK.
8 Select Subscription. Choose the subscription you want to use, and then select OK.

9. Select Resource group. Choose an existing resource group or create a new one, and then
select OK.

osoft Azure Stack - Administration

> MNew > ctoym denlovymen

Create a resource Custom deployment

Deploy from a custom template

Al cervices

Edit templat



Dashboard Edit parameters

All resources
oscCription

Resource groups Default Provider Subscription

Resource group

Create new Use existing

Virtual machines
o Recent test-rg
. Plans
¢ Offers
. Monitor

W Marketplace management

10. Select Create. A new tile on the dashboard tracks the progress of your template deployment.
References:




https://docs.microsoft.com/en-us/azure-stack/user/azure-stack-deploy-template-portal?
view=azs-1908
https://docs.microsoft.com/en-us/azure/architecture/building-blocks/extending-templates/update-
resource
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Explanation

WhiteSource is the leader in continuous open source software security and compliance
management.

WhiteSource integrates into your build process, irrespective of your programming languages,
build tools, or development environments. It works automatically, continuously, and silently in the
background, checking the security, licensing, and quality of your open source components
against WhiteSource constantly-updated denitive database of open source repositories.
Reference:

https://azuredevopslabs.com/labs/vstsextend/whitesource/

Bf: 35

Azure DevOpsD A Y L aR—FRIZTAD T b A M) O R EHRTIDLENHY FT,
BAR)YIIZHLTEDFYy— b4 Pz y FEHBELEFIN?EETSHICIE, BULGFvr—
o4 Pz FZEELWMEERICFSY I LET  &EFv—bros Py ME 1B EHE £
FoRKFERLEVWIENTEFXST , AVTUYERTTDICIE R UVEDORENIN—F Sy
TN . RA2B—ILTL520LELHYET,

FEENETNE LLERITIRS > FOMBENHY FT,


https://www.jpnshiken.com/q/36418-2941026/

Chart Widgets  Answer Area

The elapsed time from the creation of work items
to their completion:

|Cycle Time

The elapsed time o complete work items once
they are active:

Lead Time
: Velocity

]

The remaining work:

|
—

Vigrosof

Chart Widgets Answer Area
i
Burndown | The elapsed time from the creation of work items -
_ to their completion; Jas  [LeadTime
Gaek Tare | = Microsoft
L e—a d_Ti-n:l E The elapsed time to complete work items once o
= they are active:
bliadsdl The remaining work: N Burndown _’
Explanation
Answer Area

The elapsed time from the creation of work items
to their completion:

Lead Time

The elapsed time to complete work items once Mm

they are active:

The remaining work:

Burndown

Box 1: Lead time

Lead time measures the total time elapsed from the creation of work items to their completion.

Box 2: Cycle time

Cycle time measures the time it takes for your team to complete work items once they begin

actively working on them.
Box 3: Burndown

Burndown charts focus on remaining work within a specific time period.
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Explanation

Instead, In Visual Designer you enable continuous integration (Cl) by:

* Select the Triggers tab.

* Enable Continuous integration.

References:

https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer
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A. Azure ServiceHealth7 5 — k

B. Azure ApplicationInsights D fZE=E #RE

C. Azure Applicationinsights D R ¥ — ~ & HH##AE

D. Azure LogAnalytics¥ T ') Z{&£f9 %AzureMonitor?” 5 — k
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Explanation

After setting up Application Insights for your project, and if your app generates a certain minimum
amount of data, Smart Detection of failure anomalies takes 24 hours to learn the normal behavior
of your app, before it is switched on and can send alerts.

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/proactive-failure-diagnostics
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A. 7704 A2 FYAMLEAZUreD/INA TS5 A4 VRAT—O T TL—k

B. Azure Resource Manager® 75 > 7 L— b EWindows DD R & LR 5 1) 7 FEsR#EARE

C. Azure Resource Manager® 7 > 7 L— k &Windows i ®PowerShelldDesired State
Configuration DSC) ¥iiR#EE

D. 7704 A2 FYAMLEAZUreD /NS TSA VT TAAL AV NI IL—TF
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Explanation

The Custom Script Extension downloads and executes scripts on Azure virtual machines. This
extension is useful for post deployment configuration, software installation, or any other
configuration or management tasks. Scripts can be downloaded from Azure storage or GitHub, or
provided to the Azure portal at extension run time. The Custom Script Extension integrates with
Azure Resource Manager templates, and can be run using the Azure CLI, PowerShell, Azure
portal, or the Azure Virtual Machine REST API.

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/custom-script-windows
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B. Microsoft Visual SourceSafe

C.Tov9%vyy

D.ox F%2 R

IEfR: (EfZzRTLET)

Explanation

Secure and Manage Open Source Software

Black Duck helps organizations identify and mitigate open source security, license compliance

BHRPEJAACE AR AR IS B HOh ISR B HRA REYEFHJIfR) allows you to automatically find

and fix open source security vulnerabilities during the build process, so you can proactively
manage risk. The integration allows you to receive alerts and fail builds when any Black Duck
Hub policy violations are met.

Note: WhiteSource would also be a good answer, but it is not an option here.
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References:
https://marketplace.visualstudio.com/items?itemName=black-duck-software.hub-tfs
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C. Project1 T _AzureDevOps ) /RY b 1) #4ERLE T,

D. Project1 D F— LB EZERELET,
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Reference:
https://docs.microsoft.com/en-us/azure/devops/project/wiki/publish-repo-to-wiki?view=azure-
devops&tabs=brow
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Values Answer Area

i sp iversion: 34 01
initialDelaySeconds location: eastus

name: Appl
livenessProbe

propeérties:
Never containers:
periodSeconds - nameé: contalnerl

propertiesi

readinessProbe ——
qu'. %a?ny’nlﬂagr:].a.l
successThreshold portsinl)
FE¥ources:
reSQUrces!
réquests:
cpus 1.0

n:ﬂjl'}I“M: 1.5

readinessProbe

httplet:
path: /
port: BSOSO

Value : 3
timeoutieconds: 1
'as‘l'ypr Lf A
restartPalicy: per LodSeconds
tags: null

Type: Hicrosoft.ContainerInstance/contalnerGroups

B 42

You have a web app named App1 that is hosted on multiple servers. App1 uses Application
Insights in Azure Monitor.

You need to compare the dairy CPU usage from the last week for all servers.

How should you complete the query? To answer, drag the appropriate values to the correct
targets. Each value may be used once, more than once, or not at all. You may need to drag the
split bar between panes or scroll to view content NOTE: Each correct selection is worth one point.
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]
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L

I Frelect tisechact '

Explanation
Values

(e~ f Microsoft

bin(tinmestamp,1h) performanceCfunters

lowhere counter == “X Processor Time"
project timechart
| {'where tisestamp >= ago{7d}

render chart | | susmarize avg(value) by cloud_Rolelnstance, [ bin(timestamp,1d)

[ : | 9 ct th har t
render timechart pr j mecl
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Explanation

The following diagram displays the entire app re-signing flow in App Center.

Tester 1 ﬁ * Tester 2

0 =0

uDIDT) wo{n wwoin

Ad Hoc - Provisioning Profile

<key>ProvisionedDevices</key>
Qmay>

App release 1 <string>1</string>
<string>2¢</string>

<farmay>

Distribution certificate h

Group Name :Testers
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Found 1
unprovisionned
device

Manual: click on
register devices

Generate new
provisioning
profile

Resign with new

Profile:
App release 1

0ol

Membm:“r 2
Devices UDID: (1)(2), (3)

Juoip (1): @ ProvisioneD

autematically
“manage devices

Generate new profile
including device UDID (3)

——

Download profile

uoID (2): @ Provisionen
uDID (3): ° UNPROVISIONED

—__Register device: UDID (3)

—

Account

Ad Hoc - Provisioning Profile

Distribution certificate ‘..

UoID (1): (@ Provisioned

Devices (1), (2), (3)

can now install the UDID (2): @ ProvisioneD

= Micress @ft=

Reference:

https://docs.microsoft.com/hu-hu/appcenter/distribution/auto-provisioning
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RAREN/ MOy bA—HF—DHEDTA—FN\V I EFBRBFIVIETEDELSI1C2T 5012w
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Developers: v
Basic
Stakeholder

Pilot users: v
Basic
Stakeholder

Developers:

Pilot users:
, Stakeholder
Explanation
Developers: v
Basic
Stakeholder .0
Pilot users: v
Basic
Stakeholder
Box 1: Basic

Assign Basic to users with a TFS CAL, with a Visual Studio Professional subscription, and to
users for whom you are paying for Azure Boards & Repos in an organization.

Box 2: Stakeholder
Assign Stakeholders to users with no license or subscriptions who need access to a limited set of

features.

Note:

You assign users or groups of users to one of the following access levels:

Basic: provides access to most features

VS Enterprise: provides access to premium features

Stakeholders: provides partial access, can be assigned to unlimited users for free References:
https://docs.microsoft.com/en-us/azure/devops/organizations/security/access-levels?view=vsts
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A t—VEEETIBENHYET,

200,
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A. Azure Log Analytics®HY—E X< v 7

B. Azure Application Insights® 7B 77 A4 5 —

C. Azure Application InsightsD Bl T X +

D. Azure Application Insights@ 7 71y 5r—> 3 o<y 7

IEfE: (EfgERTLET)

https://docs.microsoft.com/en-us/azure/azure-monitor/app/monitor-web-app-availability
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CDRRYERTI AIZIE MicrosoftAzure R— 2 JLIZH A VA4V LET,
IEfig:
See solution below.
Explanation
1. Go to the Azure portal, navigate to Traffic Manager profiles and click on the Add button to

a routing profile.

Traffic Manager profiles

Columns ) Refiesh

|.f.ra"r:"r by name... _ Hsubscﬁptions

2 starmc .
2. In the Create Traffic Manager profile, enter, or select these settings:Name: az40011566895n1-

tmRouting method: GeographicResource group: RG1lod11566895
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Create Traffic Manager profi... @ X

Name

samplegeoprofile
trafficmanager.net
Routing method

Geographic

Subscription

REsource group @

© Create new @ Use existing H

geoprofilerg

Resource group location @

West US

Note: Traffic Manager profiles can be configured to use the Geographic routing method so that
users are directed to specific endpoints (Azure, External or Nested) based on which geographic
location their DNS query originates from. This empowers Traffic Manager customers to enable
scenarios where knowing a user's geographic region and routing them based on that is important.
Reference:
https://azure.microsoft.com/en-us/blog/announcing-the-general-availability-of-geographic-routing-
capability-in-a
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Explanation

There are three types of Application Insights availability tests:

URL ping test: a simple test that you can create in the Azure portal.

Multi-step web test

Custom Track Availability Tests

Note: After you've deployed your web app/website, you can set up recurring tests to monitor
availability and responsiveness. Azure Application Insights sends web requests to your
application at regular intervals from points around the world. It can alert you if your application
isn't responding, or if it responds too slowly.

You can set up availability tests for any HTTP or HTTPS endpoint that is accessible from the
public internet.

You don't have to make any changes to the website you're testing. In fact, it doesn't even have to

be a site you own. You can test the availability of a REST API that your service depends on.
Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/monitor-web-app-availability#create-a-
url-ping-test
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A. Octopus

B. Bamboo

C. Microsoft Project

D. Slack

IEfE: (EfEZRTLED)
Explanation

Slack is a popular team collaboration service that helps teams be more productive by keeping all
communications in one place and easily searchable from virtually anywhere. All your messages,
your files, and everything from Twitter, Dropbox, Google Docs, Azure DevOps, and more all
together. Slack also has fully native apps for iOS and Android to give you the full functionality of
Slack wherever you go.

Integrated with Azure DevOps

This integration keeps your team informed of activity happening in its Azure DevOps projects.
With this integration, code check-ins, pull requests, work item updates, and build events show up
directly in your team's Slack channel.

Note: Microsoft Teams would also be a correct answer, but it is not an option here.

References:

https://marketplace.visualstudio.com/items?itemName=ms-vsts.vss-services-slack
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Explanation

Use two linked templates, instead of the nested template.

References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-
linked-templates
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Build ggertvlicrosoft v
A hosted service
A source control system
The developers' computers

Release agent: v
A hosted service

A source control system
The developers' computers

Build agent:

A hosted service

]
|

The developers' computers

Release agent:

A'hosted service!
A source control system

TREGenA/nPprs GPpUters

Explanation
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Build agent: v
A hosted service

A source control system
The developers' computers

Release agent: v
A hosted service

A source control system
The developers'/computers

Box 1: A source control system

A source control system, also called a version control system, allows developers to collaborate on
code and track changes. Source control is an essential tool for multi-developer projects.

Box 2: A hosted service

To build and deploy Xcode apps or Xamarin.iOS projects, you'll need at least one macOS agent.
If your pipelines are in Azure Pipelines and a Microsoft-hosted agent meets your needs, you can
skip setting up a self-hosted macOS agent.

Scenario: The investment planning applications suite will include one multi-tier web application
and two iOS mobile applications. One mobile application will be used by employees; the other will
be used by customers.

References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-osx?view=azure-devops
Topic 1, Litware inc. Case Study: 1

Overview

Existing Environment

Litware, Inc. an independent software vendor (ISV) Litware has a main office and five branch
offices.

Application Architecture
The company' s primary application is a single monolithic retirement fund management system

based on ASP.NE T web forms that use logic written in V8.NET. Some new sections of the
application are written in C#.

Variations of the application are created for individual customers. Currently, there are more than
80 have code branches in the application's code base.

The application was developed by using Microsoft Visual Studio. Source code is stored in Team
Foundation Server (TFS) in the main office. The branch offices access of the source code by
using TFS proxy servers.

Architectural Issues

Litware focuses on writing new code for customers. No resources are provided to refactor or
remove existing code. Changes to the code base take a long time, AS dependencies are not



obvious to individual developers.

Merge operations of the code often take months and involve many developers. Code merging
frequently introduces bugs that are difficult to locate and resolve.

Customers report that ownership costs of the retirement fund management system increase
continually. The need to merge unrelated code makes even minor code changes expensive.
Requirements

Planned Changes

Litware plans to develop a new suite of applications for investment planning. The investment
planning Applications will require only minor integration with the easting retirement fund
management system.

The investment planning applications suite will include one multi-tier web application and two iOS
mobile applications. One mobile application will be used by employees; the other will be used by
customers.

Litware plans to move to a more agile development methodology. Shared code will be extracted
into a series of package.

Litware has started an internal cloud transformation process and plans to use cloud based
services whenever suitable.

Litware wants to become proactive m detecting failures, rather than always waning for customer
bug reports.

Technical Requirements

The company's investment planning applications suite must meet the following technical
requirements:

* New incoming connections through the firewall must be minimized.

* Members of a group named Developers must be able to install packages.

* The principle of least privilege must be used for all permission assignments

* A branching strategy that supports developing new functionality in isolation must be used.

* Members of a group named Team leaders must be able to create new packages and edit the
permissions of package feeds

* Visual Studio App Center must be used to centralize the reporting of mobile application crashes

and device types in use.
* By default, all App Center must be used to centralize the reporting of mobile application crashes

and device types in use.

* Code quality and release quality are critical. During release, deployments must not proceed
between stages if any active bugs are logged against the release.

* The mobile applications must be able to call the share pricing service of the existing retirement
fund management system. Until the system is upgraded, the service will only support basic
authentication over HUPS.

* The required operating system configuration tor the test servers changes weekly. Azure
Automation State Configuration must be used to ensure that the operating system on each test
servers configured the same way when the servers are created and checked periodically.
Current Technical



The test servers are configured correctly when first deployed, but they experience configuration
drift over time. Azure Automation State Configuration fails to correct the configurations.
Azure Automation State Configuration nodes are registered by using the following command.

Register-AzureRmAutomationDscNode

—-ResourceGroupName ‘TestResourceGroup’
-AutomationAccountName  LitwareAutomationAccount’
-AzureVMName Svmanme

-ConfigurationMode ‘ApplyOnly’
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DEERTAFETT, VI—RIAMTSAVIEUTO) Y —RAEFERLET,

22D =R IL—T

12D ) V=R T IL—T(24DDAzurefRE< > >

)V —RGIW—TIZHBH2DDAzure SQLT—2 N—X
)Y—RETTOA4FT 36DV ) 1—a EHETILEADYET,

RRAE I RTD)Y—RETITAATHE—DRA 7RV TUTL—FEERLET,
HNIFEEZERLTOVEIN?

A.Yes

B. No

EfR: (EffzRTLET)
Explanation

Use two templates, one for each resource group, and link the templates.
References:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-linked-templates

B 52

Azure Pipelines TEJL K /81 754 V&R LTWET,

Y—FRNR—F 4 OF7 TV 5= a3 UDRRRTRRT HAEENH DIV IOHNDTR MEEELETE
v,

Y—KN—F 4 7TV —= a3 VhMATELRNGEIE ELR A TSA UNERIZETT S
CLEHERITIVNELHYFET,

HETIEMETEZREN?

A 53 TEERATBIEIICEILR RA TSA4 U5 EET S

B.ZUHREIV4Pzy bEF Yy aR—FIZEMLET
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C.TRINDEREXLITS
D. A" EEHRTALEERT S
Ef:D (AU LERERKT D)

B RE: 53

Azure DevOps Tl Project3 %R L £ 3,

HEETaT L) FOBEREEE-IRENHY FET,
HETERAAETRETIHN?

A. Azure DevOpsMbH—ERX IV KR4 > b EERLET,

B. SonarQubeM™ HEREE F—V U ERBFLET,

C. Azure DevOpsh L EJL REEEZZEHLE T,

D. SonarQubem™ 5> 7O Y FEERLET,

IEf%: (Ef2ZRTLEY)

Explanation

The first thing to do is to declare your SonarQube server as a service endpoint in your
VSTS/DevOps project settings.

References: https://docs.sonarqube.org/display/SCAN/Analyzing+with+SonarQube+Extension
+for+vsts-TFS

B 54

Y —XEEIZIIGitHubZFER L9,
BET—2EELT7A4L0, TS FOGIHt) R FYIZR->TIAZI Y PSR TUVET,
T7AINEZTDEEZ R FIDGHIBRT SBELAHYFET,
ED2DDY—IVEFRATEFIN? TN ETNDEREITLLGHBRELTIRTILET,
VBRI ZENENIRS D FOMELAHY £9,

A. gitfilter-brancha< >

B.BFGL KRS 1) —F—

C. gitrebasea v > K
D. GitHubT R kv 7

EfE:AB(OAYV REHEKRT D)

Explanation

To entirely remove unwanted files from a repository's history you can use either the git filter-
branch command or the BFG Repo-Cleaner open source tool.

Reference:
https://docs.github.com/en/github/authenticating-to-github/keeping-your-account-and-data-
secure/removing-sens

Eﬁ:ﬁ: 55
HBAROEN-BBEZERTAINELE LGNNIV GHERER, —BOERt Y MIFEHROE LWL
ERENHY MOBEBEY FMZIFELWVERENGWNGENHY ET, TOHKE. ChoDERM
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FLEa—BE@EICRTINEEA,

259 TR h&dhTlybJenkins—/3— & #1 L LV Azure DevOps BB Z#A L E T,
BAFEE M Azure ReposD 75 U FICERZI I v F Lz & FITJenkinsITEBENFEET IS

(% . Azure DevOpsHIHETT,

RRKR EINRFETARNY MEFERAT I —ER TV OH TR YT a3 VvHEERLET, 2T
BEZHEI-LTWETHN?

A. [FLy

B. LMV R

EfE:B(AAV FEHKT D)

Explanation

You can create a service hook for Azure DevOps Services and TFS with Jenkins.

However, the service subscription event should use the code pushed event, is triggered when the
code is pushed to a Git repository.

Eﬁ:ﬁ: 56

HE =D&t (FAzure & Azure StackDREIZ/NA Ty KOS REH->TWVET,

B%t(&CI/ CD/N1 TS5 4 »IZAzure DevOpsZERL TWLWET LW D2ADT7 T r— 3 Uik

Erlang&HackZE>THEEI A TLVET,

Erlang&Hackh\ /4 )y KOS5 FEEDOEL FERRO—EE LTHR— TS L%
RIIRENHYET,

V1) a—23 VEEBA—N—Ay FER/MILBTNIERY FHA,

EINRNRATSAVEETTHE0IC@ZERLETMN?

A. Azure DevTest Labs{r2E~ & > EMDAzureDevOpst )L IRA I —S TV b,

B. Azure Stack L TE{TE L HAzureDevOpst /L THRR FI—P U b

C. Hyper-V{R#< > > EMAzureDevOps /L IRRA FIT—2 U b

D. ¥4/ BY I KRR+ EHIT—TT Vb

EfE: (EfEZRRLET)

Azure Stack offers virtual machines (VMs) as one type of an on-demand, scalable computing

resource. You can choose a VM when you need more control over the computing environment.

References: https://docs.microsoft.com/en-us/azure/azure-stack/user/azure-stack-compute-

overview

Eﬁ:ﬁ: 57

5% il @ 5 i Taz400-9940427-main & LY S B RTDAzureWeb 7 71) @ E— 9 FH IS &R H5H %
BRDBEE BMEERT IBELHY T9, BANL https://contoso.com/notify [Webhook % k
)A—F ELHYET,

ZDARY ERETT BIZIE, MicrosoftAzure R—& JLIZH A o4V LET,

IF fig:

See explanation below

Explanation
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1. Open Microsoft Azure Portal

2. Log into your Azure account and go to App Service and look under Monitoring then you will see
Alert.

3. Select Add an alert rule

4. Configure the alert rule as per below and click Ok.

Source: Alert on Metrics

Resource Group: az400-9940427-main

Resource: az400-9940427-main

Threshold: 5

Period: Over the last 5 minutes

Webhook: https://contoso.com/notify

Graphical user interface, text, application Description automatically generated



Add an alert rule

* Threshold

1
bytes/second
* Period

Over the last 5 minutes

Email service @ind co-administrators

Additional administrator email

Webhook

Reference:
https://azure.microsoft.com/es-es/blog/webhooks-for-azure-alerts/

B 58

HE-OREY —RAEREIZGtHUbWEFERALTWES BHRICE, 23— FLEaA—%2FETT S
F—LHAHBYET,

O—FLEa2—QEIYETEZEEELT AIREAHYET, Y a—2avF ROBEHGEZH-T
WENHYFET,

REFBRODENY Y THARELDLENF—LAN—ADA—FLE2—DEYHTEZEBELET,



BF—LAN—H0BETCRMNDI—FLEL—%FETTHLIICLET,
F—L)—F—~DI—KRLE2—DEIYLTERHILELET,

ED2DDTHI L aVvERTTIVENHYEFIN? TN TNOERT BREO—HERLTL
9,

I VODERITENRENIRS > FOffifELAH Y F9,
AJ)TEHEDF—LAVN—ZFZEYHTHEONTLESY,
B.[F—LAUN—ZEYHTEIBEE, F—LERKICEMLAGWEZERLET,
C.IREDF—LAUN—ZEYETLHEWNZERLET,

D./L—FT 4V F7INIYAXLESIVRFOEVIZRELET,
EL—T4VIT7ILT)ALEZERABRIEELET,

Ef#E: (EfEZRTLET)

Explanation

A: To always skip certain members of the team, select Never assign certain team members.
Then, select one or more team members you'd like to always skip. In this case select the team
leader.

E: The load balance algorithm chooses reviewers based on each member's total number of
recent review requests and considers the number of outstanding reviews for each member. The
load balance algorithm tries to ensure that each team member reviews an equal number of pull
requests in any 30 day period.

Reference:
https://docs.github.com/en/organizations/organizing-members-into-teams/managing-code-review-
assignment-for

B RE: 59

B =D&t (FAzure DevOpsIZFH LL\Web7 T r—> 300700z bEFESTULWET,
BlttIEZEEEE(ZService NowZEFAHALTWLET,

AVR—R Y FEEBBREICT IO T HRIC  EEERIERICLEINSILSICTHILE
nHYET,

Azure DevOps ) ) — R/ TS5 A VIZHET 20D HEIEMRMTI N ? ERIEENENTLEMHE
RRERTRLET,

EENETNIELWLERIIIARS Y FOMELHY £9,

A. Service Now SOAP APIZM U I EEI Y FA—ILEEEZLET,

B. QAR T— S ADERBRICEB®RY — FE2EELET,

C. ServiceNow REST APIZUHIEEI Y FA—ILEZEELET,

D. Prod R T—UADEEDHICERERMY—FE2ERLET,

IEfE: (Ef2ZRTLEY)

Explanation
https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/servicenow?
view=azure-devops

Eﬁ:ﬁ: 60
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Y—REBETOD Y FEEDT A RA Y3 VIZIEGitHubFFER L ET,
F—LTARNYavIZBMT5E BENBEET,

AAVRLE FEEERSNETARAY D IVIZTODNVTOH BFA—ILBHMERIET H L
ST EHIRELAHYET,
DVTITEBENHD2DODBHMEBEEITENTIN? TN TNDEREL BRRO—EFERLTL
FY,

L OEBIRIIERFNIRS > FOMMELAHY £9,

AR M) ZBEMIZERT S

B. F—LZBEMICERT S

C.Z&m
D.R5%
Ef#: AD (O AV FEHRKT D)
Eﬁ:ﬁ: 61

Hit-D&ttiXAzure DevOpsiZ 7O 14 FEFH>TULET,
ERZREBLTVWAEL FIERHIGEE, ZRHOEIL FOADPERENE L SICT HLEN
HUFERT,

HEFAZEESIARETIN?

A BREX1—DEE

B. BB E&H

C.UY—RGF—F

D. 7L TR KLUAH

IEfR: (EffZzRLET)

Explanation

References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/process/stages?
tabs=classic&view=azure-devops#queui

AHI7EAZ-400J[ERESE (FIPNTest.comiZt S AZ-400JERERICEH8 T A EICRICILBF
9 ! JPNTest.com(d 4 &= FHTAZ-400J5XERFIRESE Z 1R 4t L £ 97, JPNTest.com AZ-400J5X ER I RE
KEFEL5EHEINFEL-, ZZTAZAOEEEDTRA NI VDV EFICANE T RFTRD
7 ¥t X _https://www.jpntest.com/shiken/AZ-400J-mondaishu 580ff, 3 0% « A h o

k. 4RI7%EI5|1a— F: JPNshiken|

’Eﬁﬁ: 62
FCOEBREF BLYFIAZRTILZ—EFEDEMO—ETY ,  EHOZEMICIE, BHIEZERK

T AHHDHBEDFBREAEENTVET, —HOEMtE Y MIFERDE L WVERELSHY
DY OIITIXE LWVEBREABWEEAHY FT,
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DY IVTEMICERARIE, TNICRDZLEITEEHA, ZTORE ChoDERMIIL
Exa—E@AICRTINELA,

2 577 FRR kdDJenkinst—/\— & 7 L LYAzure DevOpsDifi& E#Ea LF T,

FAFE HAzure ReposD 75 U FICEEZ I v b LIz & EITlenkins|ZEENEEIET B

(% . Azure DevOpshILETY

ERE EINRNRATSA VI AEEMLET,

CHNIFEBEEERLTLETHN?

A. [EL

B. L\MZ

IEfE: (EfEZRRLET)
Explanation

You can create a service hook for Azure DevOps Services and TFS with Jenkins.

References:
https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/jenkins

Eiﬁﬁ:63
RDAzure R —h\H Y FET,
If: {
allof: [
{
“field”: “type”,
“equals”: “Microsoft.Storage/storageAccounts”
},
{
“field”: “Microscft jStoxage/storageAccounts/supportsHttpsTrafficOnly”,
“notEquals”: “trye®
}
]
e
then: {
effect: “deny”
}

RYS—FTFUrOIL— b ITL—TIZEIYETET,

RY—DOHRFATTMN?

A. BE7FDAzureStorage 7 ho > kAT R TDhttp b5 74 v ZFHIELFET

B. # L LMAzureStorage 7 h OV ADTRTD S 74 VI DEEIEIN TS L ZHEEL
EXD

C.THOUENAUA—2y MEHTT7I RSN B EE(2H LUV AzureStorage 7 h ™o > kA
DHTTPS 574 v O ZHILELET

D. # L LMAzureStorage 7 H 7 > FDITRTOT— 2 NMRERICESIEEINEESICLET
FfR: (EREHETLET)

Explanation

Denies non HTTPS traffic.

Eiﬁﬁ:64
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Contoso & LY 5 & RTDAzure DevOps#ifet & Azure TR 9 ) T 3 UbidHY £9,

Azure DevOpsZfEA L T App1E WLV S ZETIDOWeb7 TV ZEI RLTTTAA LET, Azure
Monitor(&, App 1D\ —N—BIT S —FEHT 5= RICERINE T T— FMIGELTEFA—
IWBHZERT AL I ICHERENTNET,

Azure Monitor7 5 — FAER SN B =18 Microsoft Teams TEHMZZ (TMABHELRH Y T,
ED2DODT7IaVERTTIMLENHYFEIN?TNETNOERIE V) a1—a D—8%
RLTULET,

FFNEFNOELVEREIRS Y FOMESHY FT,

A HTTPYSY IR b rYH—%HEDAzureQ v o 7T ) R LET,

B. Azure MonitorDZ iR EZEB L FT,

C. Azure MonitorC7 9 a3 Vv I—T%EBLET,

D. Azure Monitor7—2 v #{ R L E T,

E. Azure DevOps k) H—Z##HDAzureO Ly o 7 7)) R LET,

IEfE: (EfEZERTLET)

Explanation
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups-logic-app

Eﬁ:ﬁ: 65

Projects k) HI—FD 74 WA —ZFEDKSICHERLEFTHA?RIET HIC1E, BIZMEE THEYA
AT avEERLET,

FFNRFNRELWLERRIZIARS > FOMBIELAHY F3,

Seta v /folder1.
branch filter to exclude
branch filter to include
path filter to exclude
path filter to include

Seta v /

[

| Dranch filter to exclude
branch filter to include
path filter to exclude
path filter to include
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'w /folder1.

branch filter to exclude
branch filter to include

path filter to include

Setai“‘"“ ]V

branch filter to exclude
| branch filter to include |
‘path filter to exclude
path filter to include

== Microsoft

Explanation
Viicrosoftt

|w ffolder1.
branch filter to exclude
branch filter to include
‘path filter to exclude
path filter to include

v/
branch filter to exclude
branch filter to include
path filter to exclude
path filter to include

Scenario:

Project5 will contain a Git repository in Azure Reports and a continuous
integration trigger that will initiate a build in response to any change except for
changes within /folder1 of the repository.

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/build/triggers

Eﬁ:ﬂ: 66

Appl EWSERIDT FTUMNHYZET  Events & Logs EVSEZHID 2 DDTF—TILEED
Workspace1 & LVS & HID Log Analytics 7—9 AR—ZXDBH Y E£9, Appl [T EHDIEFRTI A
v hEEEL O% % Workspacel [CEEAHET,
BE2BMICERELEZT7OTICEAET 523 _XTHORY T2 ~JIZDLVT Workspacel 29 T



EERITITIRLEADYFT,
JITVRAT—hA+EEDIEFTEEY D2RENHY TIH?

Explanation

Statements Answer Area

| join ( Events } L1 |44 %0 Reqlbstac

' |
| where continent == "Asia’ iz: | where Timestamp > ago(2d)

B 67

Azure Active Directory Azure AD) T3> b E &L Azure S TR Y T avhiHYET,
Task1E WS ERIDA R T EELEIL K/ TS5 A > %Azure Pipelines TR L TWVET,
Task1(X Azure ADY—ERXTY VNIV EFERLTERIELET,

Task1[ZERET ODENHLI3DDEIFENTT M, TNTNDOEREE V)1 -3 0—8%
~LTWET,

F ENEFNOELLEREIRS Y FOMESHY £,

A.xX7>x4 kID

B. 7+ > kID

C. theappID

D.UOSA72bo—O Ly bk

E. % JX91) 732D

IEf%: (Ef2ZRTLEY)

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/library/connect-to-azure

Eﬁ:ﬂ: 68
COERIE BALIFIVAZRTTI—EOEMO—ETY, D —XORZERICIE, GEBHEHINT

BEZERT HAREDHAMEDY ) 2a—2a UAEBFENTWET, —HOERtEY MIIFE
HOELWMERELNHDIHZELHNIEL, ELIMERELN GV EELHYFET,
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DY AVOERICEETSE TOERICRSAZEIEITEEFHA, TOHE. ChoDERM
FLEx—E@EICRTINEFEA,

Azure DevOps 7O ) FABHY FET,

ELRTOERIZEY WLDDDT—T 14779 HBMERREIhET,
BREMEAVTLIRY—N—ICEBHTIREAHYET,

fRRE Azure LI RRA FI—Pz U b EA VT LI RY—N—IZEBBELET, ELF7—T«
777 FOIAE—BLUVLREI RV ZERNA T4 VIZEBMLET,
NIFEEZERLTVLEIN?

A. [FLy

B. L\ %

Eff: A(QA U FEREKRT D)

Explanation

To build your code or deploy your software using Azure Pipelines, you need at least one agent.

If your on-premises environments do not have connectivity to a Microsoft-hosted agent pool
(which is typically the case due to intermediate firewalls), you'll need to manually configure a self-
hosted agent on on-premises computer(s). The agents must have connectivity to the target on-
premises environments, and access to the Internet to connect to Azure Pipelines or Team
Foundation Server.

References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops

BE: 69

AzureDevOps# v ¥ aih— RE#BRLTVWET, Y a— a3 VIEEHEREH-ILENHY
E3X N
BARIYIIZEDD4 Dy FEFERTIVENHYF TN ?EBZZADICE BEUEDsPTy
FE2ELWARYYDICRSYILET . EO4Pzy M 1REAT S EREFERT
B FoKFERALANWI LD TEET AT UYERTTBICIE RS VB THEIN—
RS9 JTH0 RIVA—LTERENHDIGENDHY T,

I ODBRREIEFAEFNIRS D FOMENAHY T,
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Widgets Metrics
Velocity

Query tile

Query results ¥

Sprint burndown .

Cumulative flow diagram 3

Metrics

3: l Query tile I

Explanation
Graphical user interface, text, application Description automatically generated



1 ;Velocity

2 Release plpehne overview

3: :Que—r;; tile

—_— By PR AR R T

Woodgrove Bank identifies the following technical requirements:

* The Azure DevOps dashboard must display the metrics shown in the following table:

Box 1: Velocity

Velocity displays your team velocity. It shows what your team delivered as compared to plan.
Box 2: Release pipeline overview

Release pipeline overview shows the status of environments in a release definition.

Box 3: Query tile

Query tile displays the total number of results from a query.

Reference:
https://docs.microsoft.com/en-us/azure/devops/report/dashboards/widget-catalog?view=azure-
devops

BM: 70

Azure PipelinesIZEJL K4 TS5A UhHY KRBT D ELHBY ET,

APIZY RFRA > FOEEFEZAET 5TRX FHRBORETHLIZ EhHMYFE LT,
TARDPREATEIL RS TSA UK T 2D EHCHRELHY FT,

ED2DODTV L aVvERTTIVENHYEITI? ETNENDEREE, V)21 -3 0—8%

RLTULET,

L WOWERIIZENRZTNIRA > FOMIENHY FT

LT AMEERT TN ZFDIZLET,

TAMRSAREEIIZLET,

. TR MEREICEEN SClear Flaky T X k

ARELGTAMODBEZA JICRELEY
TARETL—IRIZFFTY—ILEFET,

IEfZ: (EfEZRTLET)

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/test/flaky-test-management

>

m o O W

BE: 71
DockerT 704 ETIL&{ERT 5Azure DevOps/SA T5A VDAV FAVTAMNERTT S
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EAHYVFET VI a—2aviE BREMNNATSA VIZAASAEVWLSITTEIRENHY F
ERS

A5 4ATA MR ZERT ILENHY ETIH?

A. a single stage Dockerfile

B. an Azure Kubernetes Service (AKS) pod

C. a multi-stage Dockerfile

D. a Docker Compose file

Ef#: (EfEZRTLET)

Explanation

"Build and test with a multi-stage Dockerfile: build and tests execute inside the container using a
multi-stage Docker file, as such test results are not published back to the pipeline."
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/test/publish-test-results?
view=azure-devops&tabs

B 72

FCOBEMEI RLCYFTUAZRTTSA—EDEMO—TY , EHOFERMICF, RBEEINT
WHLBERZERTELUREDHIBEFDFBRENEFNTUVFET MODANIELVVFRRKRE
FoTtlhwglwhd LG E, WS OMDERBDEBFRIF1IDULDE LWVERRZHONEL LNIE
A,

eI aAaVTERICEA-RIE, FNICRAZLEETELEFLFA, TOHE ChoDEBRIXL
Ea—E@EICKRRTINFELEA,

EHEECARREITOECANHYET, COEFHETIE, VI —XHABRASINDHEIZY ) —ZANF—
L) —=F—IZ X > TERRBEINDIBENHYET,

HETIEERBHSHFRLAICITHONETNIEE S HENERRTNEA>MY LTVWET,
ARIC2BELU LIS ERANKRT S MY FE LT,
AFRIZBHFRL LMD DIEEIZDARANKRT HELIICTILENHY FT,

fRREK MEMDEEGIL [F— FOBFHMERERIA T a v EEELET,
NIFERZERLTHVEIN?

A. [T

B. L VR

EfZ:B(IAVRERKT D)

Explanation

Use a gate From Pre-deployment conditions instead.

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates

EFuﬁ: 73
Azure Pipelines TERT 5 YAML 77 L— FZHRETLTULET, T2 7 L— FIZIE Outputfile

NS A—ENEENET,
NS HFA—BESBRIDEDICHERATED 2 DOFEFXENTIAN? TRNETNDERIL, T2GMHE

RERERTLET,
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I ENTNOELERIE A RA > FOEEASHY £,

A. S(parameters['outputfile’])
B. S{{parameters.outputfile})
s $(parameters .Outputfile)
D. s(panameters[outputfile])

E. s{{parameters[’'outputfile']}}

A.F+723arD
B.+7 avE
C.+7>avB
D.A#7<arvA
E. -7 3> C
IFfi#: (EfiZ R LET)

B 74

RBACXf I MDAzure Kubermets Service AKS) E#'H YU FI AKSEE TV TFH—%ETT D

=D A FEBIFIBEE & L TAzure Container Instances =BT 5 EZHE L TLVET,

AKSTaVTF—%FTT 5=HDHRR FREEE L TAzure Container Instances MU H 3 E

nHYFET,

HElEMS—r VR EETTEIRLELHY FITEDIDDITE?

BEZABICIE BEUGTEIZTEID) X FAOAGRIZMHEFHICEE L ELWEFTHRET,
Actions Answer Area

! Runhelm init.

iﬂun az aks install-connector.

Create a YAML file.

N

@
®

©O®

IRunaz role assignment ‘crfeate

| Run kube«+ 11 Apbl 8

1F fiZ:
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Actions Answer Area

Runhelm init. ! |Create aYAML file. I

e e e e

[ i —

1Run keupgge s apphd | CTOS

=

Explanation

Create a YAML file
Run kubectl apply

Runhelm init.

Step 1: Create a YAML file.

If your AKS cluster is RBAC-enabled, you must create a service account and role binding for use
with Tiller.

To create a service account and role binding, create a file named rbac-virtual-kubelet.yaml Step
2: Run kubectl apply.

Apply the service account and binding with kubectl apply and specify your rbac-virtual-
kubelet.yaml file.

Step 3: Run helm init.

Configure Helm to use the tiller service account:

helm init --service-account tiller

You can now continue to installing the Virtual Kubelet into your AKS cluster.

References: https://docs.microsoft.com/en-us/azure/aks/virtual-kubelet

BfE: 75

B INT=A *— 2 % az4009940427acr1 & LY S & RIIDAzureContainerRegistry £ > X %2 & R [Z#&
MTDELSICEFELET,

EENTzA A—DFYR— b9 5(21E, az4009940427acr1 DSKUEEFE T HLENHY £,
VY)a—23avEaRXR raRMRICHZSZBENHYFT,

ZDRARY ERTT AIZIE MicrosoftAzure R— R JLIZHA VA4V LET,

1E fiz:

See solution below.

Explanation

1. Open Microsoft Azure Portal, and select the Azure Container Registry instance named
az4009940427acr1.

2. Under Policies, select Content Trust > Enabled > Save.



DAIVIces When turned on, content trust enables you to push trusted images to the registry. Learn more

A Repositories Status

D.sabled

= Webhooks
" Replications

% Tasks

Policies

@ Content trust

Monitoring

References:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust
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Explanation

Use a gate instead of an approval instead.
References: https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates
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A. [F

B. L\
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Explanation

No fast-forward merge - This option merges the commit history of the source branch when the
pull request closes and creates a merge commit in the target branch.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies
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B. LMMZ

EfE:B(AAYV FEHKT D)

Explanation

Instead reduce the code complexity.

Reference:
https://dzone.com/articles/fight-through-the-pain-how-to-deal-with-technical
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Explanation

Instead use implement continuous integration.

Note: WhiteSource is the leader in continuous open source software security and compliance
management.

WhiteSource integrates into your build process, irrespective of your programming languages,
build tools, or development environments. It works automatically, continuously, and silently in the
background, checking the security, licensing, and quality of your open source components

against WhiteSource constantly-updated denitive database of open source repositories.
Reference:

https://azuredevopslabs.com/labs/vstsextend/whitesource/
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See solution below.
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Explanation
1. Open Microsoft Azure Portal

2. Select All Services, and then select DevTest Labs in the DEVOPS section.

All services

* i * PR
o B3 Azure AD Privileged Identity Man. i + . *
* B * B acces *
* *
~
* * Jatew *
* 3 gatey * *
*
~
* @ application insights * & Devtest Labs E’ 2
* o Lab Accounts ereviw R
o
- o Rel&vengSenicesvaults * '} Azure Database Migration Services *
*  pata e * ® Dats Box Edge / Data Box Gateway preview &

00-9940427-dtl1 lab

4. On the home page for your lab, select + Add on the toolbar.

5. Select the Windows Server 2016 Datacenter base image for the VM.

6. Select automation options at the bottom of the page above the Submit button.
7. You see the Azure Resource Manager template for creating the virtual machine.

3. From the list of Iabs, se-lect the az4

8. The JSON segment in the resources section has the definition for the image type you selected
earlier.

References:

https://docs.microsoft.com/bs-cyrl-ba/azure//lab-services/devtest-lab-vm-powershell

Eﬁ:ﬁ: 81
EILREY ) —RADINAL TS5 4 & Azure DevOpsEFRALTEE LTI, EHRERESEAN
AzurelZHFELFT,

Azure Key Vault>—4o Ly MZT7 9 2R T EH=HDHY—ERXIT Y FRA Y FE2EBRT ILELH
DEFT VI a—2aVEROBEHZBZLTVLLOIRENHYFET,

*$—49 Ly FHAzure DevOpsIZ & > TREBEIND ZEEFHERELET,

* Azure DevOps TEHRIBEHRE b—0 U &#KEEIELAEWNTLCESLY,
H—ERIVFRAVFEEDLSITEBRT HILENHY FIH?RIEZT SHICIE, EEHEE THE
YA T avE&8RLET,

E FNFADOELWERIZIRAS Y FOMENSHY £9,



Service connection type: S v
Azure Resource Manager '

Generic service .

Team Foundation Sérver / Azure Pipelines service connection

I\ *f,' U -~ - "'3': i

Authehvicatibn/duiofizatidn —— 3
method for the connection: fetas .

. |AZure Active Directory OAuth 2.0

Grant authorization
Managed Service Identity Authentication

Service connection type: ﬁ,f_E ﬂ Cros {'}F'ﬁ'
Azure Resource Manager
Generic service

Team Foundation Ser\rer | Azure Fipelines service cﬂnnectmn.

Authentication/authorization
method for the connection:

Azure Active Directory OAuth 2.0
Grant authnnzatron

Explanation

Service connection type:

Azure Resource Manager
Generic service
Team Foundatiq&ﬁrﬁzur& Pipelines service connection

\ 1,: C_ I sz
RA: ~ ~nd

Authentication/authorization - = 1vitTCr
method for the connection: : &" U U

Azlite Active Directory OAuth 2.0
Grant authorization
Managed Service Identity Authentication

Box 1: Azure Pipelines service connection
Box 2: Managed Service Identity Authentication
The managed identities for Azure resources feature in Azure Active Directory (Azure AD)

provides Azure services with an automatically managed identity in Azure AD. You can use the
identity to authenticate to any service that supports Azure AD authentication, including Key Vault,

without any credentials in your code.

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/deploy/azure-key-vault
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
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A. NuGet

B. Maven

C. Black Duck

D. Helm

IEfE: (EfEZRTLED)

Explanation

Secure and Manage Open Source Software

Black Duck helps organizations identify and mitigate open source security, license compliance
and code-quality risks across application and container portfolios.

Black Duck Hub and its plugin for Team Foundation Server (TFS) allows you to automatically find
and fix open source security vulnerabilities during the build process, so you can proactively
manage risk. The integration allows you to receive alerts and fail builds when any Black Duck
Hub policy violations are met.

Note: WhiteSource would also be a good answer, but it is not an option here.

Reference:

https://marketplace.visualstudio.com/items?itemName=black-duck-software.hub-tfs
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Explanation
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References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-
linked-templates
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A. SourceGear Vault

B. Jenkins

C. Microsoft Visual SourceSafe

D. WhiteSource Bolt

EfE:D (A FEHERKT D)

Explanation

WhiteSource provides WhiteSource Bolt, a lightweight open source security and management
solution developed specifically for integration with Azure DevOps and Azure DevOps Server.
Note: WhiteSource is the leader in continuous open source software security and compliance
management.

WhiteSource integrates into your build process, irrespective of your programming languages,
build tools, or development environments. It works automatically, continuously, and silently in the
background, checking the security, licensing, and quality of your open source components
against WhiteSource constantly-updated denitive database of open source repositories.
Reference:

https://www.azuredevopslabs.com/labs/vstsextend/whitesource/
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VM1 {704,701,1501,1500, 1085]
VM2 1326,105,302,301,300,102)
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j count () | 1h Answer Area ﬂff R \

Event f Q‘ﬁf

makelist (EventID) ]

| where Tme(ieneratﬁgﬁg ago(12h)

P 1
 makeset(EventID {%\%

[m es ( ven ) | | order b@ erated desc
[

o %m alve | Velie by Compter

= 2
%. é o
1 e | x
AIEIRR
; &

Microsoft| s

rnkelxst(EvmtID) 1 Event

=l | where TimeGenerated > ago(12h)” B
makeset (EventID) |

Lmr expand b 1. [ i by Computer

Explanation

Even .
M Microsoft

| where TimeGenerated > ago(1l2h)

| order by TimeGenerated desc

I summarize ‘makelist (EventID)| by Computer

You can use makelist to pivot data by the order of values in a particular column. For example, you
may want to explore the most common order events take place on your machines. You can
essentially pivot the data by the order of EventlDs on each machine.

Example:

Event

| where TimeGenerated > ago(12h)

| order by TimeGenerated desc

| summarize makelist(EventlD) by Computer

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/advanced-aggregations
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Explanation

Instead enable pipeline caching.

Note:
npm-cache is a command line utility that caches dependencies installed via npm, bower, jspm

and composer.

It is useful for build processes that run [npm|bower|composer|jspm] install every time as part of
their build process. Since dependencies don't change often, this often means slower build times.
npm-cache helps alleviate this problem by caching previously installed dependencies on the build
machine.

Reference:

https://www.npmjs.com/package/npm-cache
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B. Application Insights Profiler
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Explanation

Smart Detection automatically warns you of potential performance problems and failure
anomalies in your web application. It performs proactive analysis of the telemetry that your app
sends to Application Insights. If there is a sudden rise in failure rates, or abnormal patterns in
client or server performance, you get an alert.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/proactive-diagnostics

EFEIE]: 89

You have a GrtHub organization that contains three users named User 1. User2. and User3. You
have a project that contains a repository named repo1. You need to configure permissions for
repo1. The solution must meet the following requirements:

* Ensure that User 1 can actively push to repo1.

* Ensure that Usef2 can manage issues and pull requests for repo1.

* Ensure that User3 can manage repof1.

* Prevent User3 from accessing sensitive data in repo1.

Which role should vou assian to each use?
Roles Answer Arca

........

Roles Answer Area
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Explanation

The Azure Pipelines app uses the OAuth authentication protocol, and requires Third-party
application access via OAuth for the organization to be enabled. To enable this setting, navigate
to Organization Settings > Security > Policies, and set the Third-party application access via
OAuth for the organization setting to On.

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/integrations/microsoft-teams
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D. Microsoft Visual Studio App Center& D#fE&
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Explanation

The "Exploratory Testing" extension is now "Test & Feedback" and is now Generally Available.
Anyone can now test web apps and give feedback, all directly from the browser on any platform:
Windows, Mac, or Linux. Available for Google Chrome and Mozilla Firefox (required version 50.0
or above) currently.

Support for Microsoft Edge is in the pipeline and will be enabled once Edge moves to a
Chromium-compatible web platform.

References:
https://marketplace.visualstudio.com/items?itemName=ms.vss-exploratorytesting-web
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Miceosoft.Operationallnsights/workspaces - ExpandProperties

Get-AzResource -ResourceGroupName, ¢

Get-AzResourceGroup -Resourceld, . W%

Get-AzResourceProvider -ResourcBIVPEAIBRIOSOTT
1F fiZ:

Microsoft .0perationallnsight>,rmr:k's.paces' £ Expén'ﬂPrope rties

-ResourceGroupNanie
Get-AzResourceGroup _-Resourceld & ©
Get-AzResourceProvider ResourceType
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Explanation

(Vi Tal dalvat
viis ) )
v

Microsoft.Operationallnsights/workspaces - ExpandProperties
‘Get-AzResource " -ResourceGroupName

Get-AzResourceGroup -Resourceld
Get-AzResourceProvider -ResourceType

Box 1: Get-AzResource

Use the following command to examine the access control mode for all workspaces in the
subscription:

PowerShell

Get-AzResource -ResourceType Microsoft.Operationallnsights/workspaces -ExpandProperties |
foreach

{$_.Name +":" + $_.Properties.features.enableLogAccessUsingOnlyResourcePermissions Box
2: -ResourceType Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/logs/manage-access
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Explanation

Register your application to use Azure Active Directory. Registering the application means that
your developers can use Azure AD to authenticate users and request access to user resources
such as email, calendar, and documents.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/developer-guidance-for-
integrating-applica
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-v2-aspnet-webapp
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A. Azure Multi-Factor Authentication (MFA)

B. on-premises firewall rules

C. conditional access policies in Azure AD

D. Azure role-based access control (Azure RBAC)
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Explanation

Scenario: Access to Azure DevOps must be restricted to specific IP addresses.

Azure DevOps is authenticated through Azure Active Directory. You can use Azure AD's
conditional access to prevent logins from certain geographies and address ranges.
Reference:
https://www.rebeladmin.com/2018/08/step-step-guide-configure-location-based-conditional-
access-policies/
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IEfiZ:

See explanation below

Explanation

Step 1: To create a general-purpose v2 storage account in the Azure portal, follow these steps:
On the Azure portal menu, select All services. In the list of resources, type Storage Accounts. As
you begin typing, the list filters based on your input. Select Storage Accounts.

On the Storage Accounts window that appears, choose Add.

Select the subscription in which to create the storage account.

Under the Resource group field, select RG1lod11566895

Next, enter a name for your storage account named: az400lod11566895stor Select Create.
Step 2: Enable boot diagnostics on existing virtual machine

To enable Boot diagnostics on an existing virtual machine, follow these steps:

Sign in to the Azure portal, and then select the virtual machine VM1.

In the Support + troubleshooting section, select Boot diagnostics, then select the Settings tab.
In Boot diagnostics settings, change the status to On, and from the Storage account drop-down
list, select the storage account az400lod11566895stor.

Save the change.

atically generated

Boot diagnostics

uDuntul i

I_:I Save XK Discard

Status

O off (@) on

* Storage account

Create new

You must restart the virtual machine for the change to take effect.

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-create
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/boot-diagnostics
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Answer Area
Aggregation granulanty (Periad) 1 minute
5 minutes
R A° L
NN~ et Threshold value:  [Statc
I {?:| L { t ‘;&.-,,) \c;- WV I & Dynamac

Operator:  |Greater than

Greater than or equal to
Less than or equal tc
Less than

Aggregathon granulanty (Penod) 1 minute
I 5 mlﬂ'_‘T“':—

N —

Threshold value:  Jswate
-[:\.-:.}"nl‘,

Operator: creater than |
Greater than or equal to

Lé#ia than of egual i

Less than

¥

=Microsoft

Aggregation granu‘h Period) S minutes

Threshoid value Static

Operator: Greater than

Box 1: 5 minutes

The alert must calculate the average once every minute.

Note: We [Microsoft] recommend choosing an Aggregation granularity (Period) that is larger than
the Frequency of evaluation, to reduce the likelihood of missing the first evaluation of added time
series Box 2: Static Box 3: Greater than Example, say you have an App Service plan for your
website. You want to monitor CPU usage on multiple instances running your web site/app. You
can do that using a metric alert rule as follows:

* Target resource: myAppServicePlan

* Metric: Percentage CPU

* Condition Type: Static

* Dimensions

* Instance = InstanceName1, InstanceName2

* Time Aggregation: Average

* Period: Over the last 5 mins



* Frequency: 1 min

* Operator: GreaterThan

* Threshold: 70

* Like before, this rule monitors if the average CPU usage for the last 5 minutes exceeds 70%.
* Aggregation granularity

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-metric-overview
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SepAoe? | HTTPS
Azure Boards AL T7O ) FEBELET,
EINRRAT—2ADEREZY—ERIZEMT E2HELAHY FT,
Webhook A L TEMTESAH—E XX ENTITHN?

A. Service1 & Service2 D&

B. Service1 D #

C.H—EX2DH&
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AL VBRI ENENIRS V FOMELAHY £9,

A. AzureAutomation®Runbook

B. #1#97%: L = LME Z#DAzureMonitor7 5 — k

C. 5m972 L = LME Z #DAzureMonitor7 5 — k

D. AzureMonitor® B &I X & — LR E
E.EFA—NWNTHOavEEDITIYavIIL—TEERT HAzureMonitor7 5 — k
EfE:AB (A FEEET )

Explanation

A: You can use Azure Monitor to monitor base-level metrics and logs for most services in Azure.
You can call Azure Automation runbooks by using action groups or by using classic alerts to
automate tasks based on alerts.

B: Metric Alert with Dynamic Thresholds detection leverages advanced machine learning (ML) to
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learn metrics' historical behavior, identify patterns and anomalies that indicate possible service
issues. It provides support of both a simple Ul and operations at scale by allowing users to
configure alert rules through the Azure Resource Manager API, in a fully automated manner.
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-dynamic-thresholds
https://docs.microsoft.com/en-us/azure/automation/automation-create-alert-triggered-runbook
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A. cer

B. .pvk
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D. .p12

Eff:D (AU EERKT D)

Explanation

A successful IOS device build will produce an ipa file. In order to install the build on a device, it
needs to be signed with a valid provisioning profile and certificate. To sign the builds produced
from a branch, enable code signing in the configuration pane and upload a provisioning profile
(.mobileprovision) and a valid certificate (.p12), along with the password for the certificate.
References:

https://docs.microsoft.com/en-us/appcenter/build/xamarin/ios/
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Actions Answer Area

Create a fork

Create a branch

Add a build vahdaton policy @

QP

Add a build poliey.

Create a repository

Add an application access policy.
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| Add a build vakdation policy. |

= s
Add an application accfe'ss._pth?__'.

Explanation

Answer Area

Create a repository

Creéte a E)ranch

Add a build validation policy.

Step 1: Create a repository

A Git repository, or repo, is a folder that you've told Git to help you track file changes in. You can
have any number of repos on your computer, each stored in their own folder.

Step 2: Create a branch

Branch policies help teams protect their important branches of development. Policies enforce
your team's code quality and change management standards.

Step 3: Add a build validation policy

When a build validation policy is enabled, a new build is queued when a new pull request is
created or when changes are pushed to an existing pull request targeting this branch. The build
policy then evaluates the results of the build to determine whether the pull request can be
completed.

Scenario:

Implement a code flow strategy for Project2 that will:

Enable Team2 to submit pull requests for Project2.

Enable Team2 to work independently on changes to a copy of Project2.

Ensure that any intermediary changes performed by Team2 on a copy of Project2 will be subject
to the same restrictions as the ones defined in the build policy of Project2.

Project2 will use an automatic build policy. A small team of developers named
Team?2 will work independently on changes to the project. The Team2 members
will not have permissions to Project2.

References: https://docs.microsoft.com/en-us/azure/devops/repos/git/manage-your-branches
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*EJ)L FHE AL, Azure DevOpsIZH—IN—7—T 4 770 FELTRETIHIDELNHY ET,
*)—X O— Kl Azure DevOpsDGit) IR M ICRET IDLENHYET,

AR A>T L TRT L2 TOctopus TentacleZ#EHR LET, EILK/IRA TS5 TNy —
CTTIV— 3V RVEFERLET,
HNIFERZERLTHVEIN?

A [ELY

B. LMV R

IEf#: (EffZzRLET)
Explanation

Octopus Deploy is an automated deployment server that makes it easy to automate deployment
of ASP.NET web applications, Java applications, NodedS application and custom scripts to
multiple environments.

Octopus can be installed on various platforms including Windows, Mac and Linux. It can also be
integrated with most version control tools including VSTS and GIT.

When you deploy software to Windows servers, you need to install Tentacle, a lightweight agent
service, on your Windows servers so they can communicate with the Octopus server.

When defining your deployment process, the most common step type will be a package step. This
step deploys your packaged application onto one or more deployment targets.

When deploying a package you will need to select the machine role that the package will be
deployed to.

References:

https://octopus.com/docs/deployment-examples/package-deployments
https://explore.emtecinc.com/blog/octopus-for-automated-deployment-in-devops-models
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1Ffig:

See solution below.

Explanation
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1. To enable automatic tuning on a single database, navigate to the database in the Azure portal

and select Automatic tunini.

) Revent 1o detaul

2. Select the automatic tuning options you want to enable and select Apply.

Note: Individual automatic tuning settings can be separately configured for each database. You
can manually configure an individual automatic tuning option, or specify that an option inherits its
settings from the server.

Reference:

https://docs.microsoft.com/en-us/azure/azure-sqgl/database/automatic-tuning-enable
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AzureStorage 7 H oY MMZN\Y O 7 v TIT2RHENRHY FT,

ZDRRYERTT AIZIE MicrosoftAzure R— 2 JLIZH A VAV LET,

1E fiz:

See solution below.

Explanation

With the storage account ready, you can configure backs up in the web app or App Service.

* Open the App Service az400-11566895-main, which you want to protect, in the Azure Portal
and browse to Settings > Backups. Click Configure and a Backup Configuration blade should
appear.

* Select the storage account.

* Click + to create a private container. You could name this container after the web app or App
Service.




* Select the container.
* If you want to schedule backups, then set Scheduled Backup to On and configure a schedule:

every five hours

* Select your retention. Note that 0 means never delete backups.

* Decide if at least one backup should always be retained.

* Choose if any connected databases should be included in the web app backup.

* Click Save to finalize the backup configuration.

dCKL

Backup Storage .

et container to store your app backup.

Storage Account: petriaspbackup blob.core. windows net

Configure the schedule for your app backup.
ackup

Backup Every

Keep at least one badkup No Yes

a Backup Database

Select the da se5 you to indude with your backup. The backup database list is based on the apps configured connection strings

o INCLUDE IN BACKUP COMNECTION STRING NAME DATABASE TYPE

v Induded defaul ction ¥ Sql Database

Reference:
https://petri.com/backing-azure-app-service
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Explanation

Actions Answer Area

Grant the system-assigned managed identity Certificate permissions for the key Create an Azure key vault and store the key.

vault.

1
— —
2 { Conﬁgure the key vault properties for the cluster.

{3_], ’ Gram the system a55|gned managed |dent|ty Ke'y pefmnssxons for the key vault.

2 Create an Azure Monitor Logs dedicated cluster that has a system-assigned
managed identity.

? Link the Log ,Analytncs workspace to the cluster.
Tﬁ ros m
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Explanation
Graphical user interface, application Description automatically generated

Values Answer Area
[ & '00‘_-0-_-‘1‘
T on:
I ‘e.nd
push:
- "release*’ :
\ branches: [main]
[ - ‘releases/*™’ pull request:
branches:
’ src/
- Main
[ e - ‘release*”
paths:
e nd E
paths-ignore:
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Explanation

Jira Software is a development tool used by agile teams to plan, track, and manage software
releases. Using Azure Pipelines, teams can configure CI/CD pipelines for applications of any
language, deploying to any platform or any cloud.

Note: Microsoft and Atlassian have partnered together to build an integration between Azure
Pipelines and Jira Software.

This integration connects the two products, providing full tracking of how and when the value
envisioned with an issue is delivered to end users. This enables teams to setup a tight
development cycle from issue creation through release. Key development milestones like builds
and deployments associated to a Jira issue can then be tracked from within Jira Software.
Reference:
https://devblogs.microsoft.com/devops/azure-pipelines-integration-with-jira-software/
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Explanation

BE: An app deployed to Azure can take advantage of Managed identities for Azure resources,

which allows the app to authenticate with Azure Key Vault using Azure AD authentication without
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credentials (Application ID and Password/Client Secret) stored in the app.

* Select Add Access Policy.

* Open Secret permissions and provide the app with Get and List permissions.

* Select Select principal and select the registered app by name. Select the Select button.
* Select OK.

* Select Save.

* Deploy the app.

References:
https://docs.microsoft.com/en-us/aspnet/core/security/key-vault-configuration
https://docs.microsoft.com/en-us/azure/key-vault/general/tutorial-net-virtual-machine
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Explanation
Graphical user interface, application Description automatically generated

™
2

Administrator Ra)
Organizatior

-~ Project: | Service Account

L

n

Reader

Reader

Service Account

User

Box 1: Reader
Members of the Reader role can view the organization agent pool as well as agents. You typically
use this to add operators that are responsible for monitoring the agents and their health.

Box 2: Service account
Members of the Service account role can use the organization agent pool to create a project

agent pool in a project. If you follow the guidelines above for creating new project agent pools,
you typically do not have to add any members here.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/pools-queues
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Explanation

"Fixed-rate sampling reduces the volume of telemetry sent from both your ASP.NET or ASP.NET
Core or Java server and from your users' browsers. You set the rate. The client and server will
synchronize their sampling so that, in Search, you can navigate between related page views and
requests.”

https://docs.microsoft.com/en-us/azure/azure-monitor/app/sampling
https://docs.microsoft.com/en-us/azure/azure-monitor/app/asp-net-core
https://docs.microsoft.com/en-us/azure/azure-monitor/app/sampling#configuring-adaptive-
sampling-for-aspnet-c
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Explanation

When releasing an iOS app signed with an ad-hoc or development provisioning profile, you must
obtain tester's device IDs (UDIDs), and add them to the provisioning profile before compiling a
release. When you enable the distribution group's Automatically manage devices setting, App
Center automates the before mentioned operations and removes the constraint for you to perform
any manual tasks. As part of automating the workflow, you must provide the user name and
password for your Apple ID and your production certificate in a .p12 format.

App Center starts the automated tasks when you distribute a new release or one of your testers
registers a new device. First, all devices from the target distribution group will be registered, using
your Apple ID, in your developer portal and all provisioning profiles used in the app will be
generated with both new and existing device ID. Afterward, the newly generated provisioning
profiles are downloaded to App Center servers.

References:

https://docs.microsoft.com/en-us/appcenter/distribution/groups
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Explanation
https://github.com/microsoft/azure-pipelines-image-
generation/blob/d80f81d6c98f8ce2c74b034309bb774ea8d31
https://github.com/actions/virtual-environments/blob/master/images/win/Windows2016-
Readme.md
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Convert the docx files to: [LaTex Typesetting (tex)
Markdown {.md)
Portable DocumentTormaliiial

—

Mergwald graph didgrams {.md)
Portable Network Graphics (.png)
Tagged Image File Format (.tiff)

Convert the flow charts to:

W

1F #Z:

Convert the .docx files to: |LaTex Typesetting (.tex)
Markdown {.md) |
Porfable Documient Format (pdf)

|
Convert the flow charts t0: ] AR BT = el v 2 Wy T2 1P

Portable Network Graphics (.png)
"2t ced ingageFite format ( tiff)
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Explanation

Convert the .docx files to: v
LaTex Typesetting (.tex)

Markdown (.md)
Portable Document Format (.pdf)

Convert the flow charts to: v
Mermaid diagrams

Portable Network Graphics (.png)
Tagged/image File Format (.tiff)

Box 1: Markdown (.md)

Github understands several text formats, including .txt and .md. .md stands for a file written in
Markdown.

Box 2: Mermaid diagrams

Mermaid lets you create diagrams and visualizations using text and code.

It is a Javascript based diagramming and charting tool that renders Markdown-inspired text
definitions to create and modify diagrams dynamically.

Reference:

https://ourcodingclub.github.io/tutorials/git/

https://mermaid-js.github.io/mermaid/#/
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HE=ORFIZIE, B—FNN—FT 12 D/RXT ) v 9577 FTLInUxZEITT 5200 RETI N
HYET,

=1t D AzureAutomation State ConfigurationEZE#FRAL T 20DRET IV EZEEBL #ERD
KD rERBRETEHZEZHBELTLET,

Linux{RBE< L& VR— F320ELAHY ET,

PowerShell® DesiredState Configuration DSC) #{RE< > I/ VX F—JLLTH

5 registerpyZETLET,

RIZEFTTDIBENHS3DDT I aVIEENTIN?RETHICIE. 723D X b
EIEEFICT Va3 vEBBL ELWVEFTEELET,

Actions Answer Area

nstall Windows Management Framework 5.1 on the virtual machines ~

From the virtual machines, run setdsclocalconfigurastionsanager . py @ @

SHeaTe 4 DAY oMy &y @ @
opy the metaconfiguration 1o the wvirtual machines.

Add the virtual machines as DSC nodes in Azure Automation v

1Efig:



Explanation

Step 1: Create a DSC metaconfiguration

Load up the DSC Configuration into Azure Automation.

Step 2: Copy the metaconfiguration to the virtual machines.

Linking the Node Configuration to the Linux Host

Step 3: Add the virtual machines as DSC nodes in Azure Automation.

go to DSC Nodes, select your node, and then click Assign node configuration. This step assigns
the DSC configuration to the Linux machine.

Next up will be to link the node configuration to the host. Go to the host and press the "Assign
node..."-button. Next up you can select your node configuration.
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Z2RB7 J) 75— 3 %#EMY HAzure Resource Manager7> FL— BB Y £9,
MEZETITH1—HF—N 7IV5—2a 0 THASNGTHV Y FNEREREERXFI %
KRELGEWKSICTIREAHY FT,

BRI EE SIS TIHN?

A. Azure Resource Manager/A\Z A—2 2774 )L

B. Azure Storage®d7— 7 )L

C. Appsettings.jsonZ 7 1 JL

D. Azure Key Vault

E. Web.configZ 7 1 JL

EfE: (EfEZRRLET)

Explanation

When you need to pass a secure value (like a password) as a parameter during deployment, you
can retrieve the value from an Azure Key Vault. You retrieve the value by referencing the key
vault and secret in your parameter file. The value is never exposed because you only reference
its key vault ID. The key vault can exist in a different subscription than the resource group you are

deploying to.
References:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-keyvault-
parameter
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LinuxZ X179 VM1 & LS BRTDAzurefRlB< L UhbH YU ET,
VM1[ZDesiredState Configuration DSC) {LiRIEEERMT S L EEHBE L TLET,
LogAnalyticsT— x> MIEYIET 4 LY FIEREHETILENHY T,
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S L OBREZATNARS > hOMEENDY £F,
SEt‘FECI -m U . UmsagEﬂt . r "f(’_pi;j E::‘ ﬁ“,::‘ F:;:'—:j'f: -
e
R\ Jetc
‘l—'-:'\ ‘:: -.‘ :“ . - rw_x {usr

rrnc Tt
1ICTOS0OI1L

Explanation .
setfacl -m u:omsagent: v ”
r /lib
X N /etc
IX, vy
WX I IVHJ‘I?@’E?&
Box 1: rwx

The Log Analytics agent for Linux runs as the omsagent user. To grant >write permission to the
omsagent user, run the command setfacl -m u:omsagent:rwx /tmp.

Box 2: /tmp

Deploying DSC to a Linux node uses the /tmp folder.

Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-onboarding
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Azure ArtifactsZ{ER L T EB L =NuGet/ N\ v 55— F KRR MLET,
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C.N\yb—T%F))—RE21—ICBHEEIEFET,

D.\w5—CMD 74— KFURLZZELEY,
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Explanation

Azure Artifacts introduces the concept of multiple feeds that you can use to organize and control
access to your packages.

Packages you host in Azure Artifacts are stored in a feed. Setting permissions on the feed allows
you to share your packages with as many or as few people as your scenario requires.

Feeds have four levels of access: Owners, Contributors, Collaborators, and Readers.
References:

https://docs.microsoft.com/en-us/azure/devops/artifacts/feeds/feed-permissions?
view=vsts&tabs=new-nav
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TV — 3 0%KRA T BIZ1E, Azure Kubernetes Service AKS) T 704 T 2LENSH
DEFT VI a—2a EROEHZFH-LTLLOIRENHY FT,
*AVTFIERBTOARET I2LELHY EFT,

*AKSY S RA—(F Azure CaAVTT—2ERB LUV EETETOIDLELHY T,
EEHRICAIZFERATILENHY FIMN?2EBETHICIE BEEETEYGA TS 3 VEBERL
F9,

FFNFADOELWERIZIEIARS Y FOMIESHY 5,

Containers must only be published internally:

Azure Container Instances
Azure Container Registry
Dockerfile

AKS clusters must be able to create”and manage v
containers in Azure: [an'Azure Active Directory (Azure AD) group

AnAzure Automation account

An'Azlice service'principal

Containers must only be published internally: v
Azure Container Instances

o —

Dockerfile
AKS clusters must be able to create and manage v
containers in Azure: [an‘Azure Active Directory (Azure AD) group
\ /1 1 44 Azure Aufonation account

= = = e

{An Jizure service principal '
Explanation


https://www.jpnshiken.com/q/36418-2941111/

Containers must only be published internally: v

Azure Container Instances
Azure ContainerRegistry
Dotkerfile

AKS clusters must be able.to create@nd manage v

) fantainersin Azure: [An'A7ure Active Directory (Azure AD) group
An Azure Automation account
An Azure service principal

Box 1: Azure Container Registry

Azure services like Azure Container Registry (ACR) and Azure Container Instances (ACI) can be
used and connected from independent container orchestrators like kubernetes (k8s). You can set
up a custom ACR and connect it to an existing k8s cluster to ensure images will be pulled from
the private container registry instead of the public docker hub.

Box 2: An Azure service principal

When you're using Azure Container Registry (ACR) with Azure Kubernetes Service (AKS), an
authentication mechanism needs to be established. You can set up AKS and ACR integration
during the initial creation of your AKS cluster. To allow an AKS cluster to interact with ACR, an
Azure Active Directory service principal is used.

References:
https://thorsten-hans.com/how-to-use-private-azure-container-registry-with-kubernetes
https://docs.microsoft.com/en-us/azure/aks/cluster-container-registry-integration
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TIVr—23 DY —RBEBIZIEGH) RO M) 2FERALET,

RRA—TSUFDEER) 2—LEZHOT TV IR MERERETLIVNELAHY ET,
FRRR - AR Y — D& ERAT STV VIR MR EEELET,
CHNIFEEEZERLTLETHN?

A [FLY

B. LMV R

IEf#: (EfEEzRTLET)
Explanation

Instead use fast-forward merge.
Note:


https://www.jpnshiken.com/q/36418-2941113/

No fast-forward merge - This option merges the commit history of the source branch when the
pull request closes and creates a merge commit in the target branch.
Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies

BRI 7EAZ-400J AL (FIPNTest.comizfit S AZ-400JFRERICEIRT 5 C & ITRICIBE
9 ! JPNTest.comld 5 ExHAZ-400J5 ERFIREE 124t L £ 9, JPNTest.com AZ-400J5t 5& R
KEL2EHINFL-, CCTAZAWOJBEERDTA IO VEFIZTANE T , FHRD
7 2t X _ https://www.jpntest.com/shiken/AZ-400J-mondaishu 580f, 3 0 %7 « R A >
;. 4RI ESIa— F: JPNshiken
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Y—RXAEEIZIX Gt ZFERALET,
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THENHY FET,

*reflog TOHASEEINT WS T RTODTA TLEZLICHIBRLET,

*BED IS UFICHVWVEERZHIBRLET,

OV REEDESIZETITARELAHY EFIMN? BEZTHICE EAETY 7 TEULEA T3
VEERLET,

gc | L&
reset

git stash expire --expire-unreachable=now --all

git ¥ - -phune= >
gc all
init now

allag feset


https://www.jpntest.com/shiken/AZ-400J-mondaishu

—

r?

reset
git stash expire =-expire-qn!fﬂ£r\-.i)ile=now --ali:
— ICrosofTt
git w = =pPune= - v
igc! : all
S
init now

oot 3V~ true

Explanation
git gc ¥ expire --expire-unreachable=now --all
git S ¥ | _“iprune= reset ol
m Microsaft
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BRT R FZED T2 A Microsoft NETFrameworky ) 2 —3 3 VERAE L TWVET,
ELVKNRLTSA4A0D—EELTCHI—FDI— FRERIFEITT % & 512SonarQube # 1%
BT 2BENRHYFET,

EDADDEIRY #|BBIZETTIVENHYFEITH?RETBHICIE, BUEIRIEZIRID)
A DS EIEEBCEEL, ELWNNEFTEREELET,

Actions Commands Cmdlets Statements

Run Code Analysis

Visual Studio Test

Publish Build Artifacts

Microsoft

Visual Studio Build

Prepare Analysis Configuration




Actions Commands Cmdlets Statements  p, | Answer Area

. =
--_...._,-__._,“_.a_ _________________
=t : L

Prepare Analysis Configuration

Run Code Analysis

Visual Studio Test e e e e L R s T i S |

Publish Build Artifacts A e o T R R e e e s e

)
Visual Studio Build I

_ e e Em e Em o Em Em e Em e Em E= Em o mm Em = s == e = == ==

Prepare Analysis Configuration I Run Code Analysis | I

Explanation

Prepare Analysis Configuration

I:Jri.'-:

Wisual Stu&ro Build

Visual Studio Test

Run Code Analysis

Step 1: Prepare Analysis Configuration

Prepare Analysis Configuration task, to configure all the required settings before executing the
build.

This task is mandatory.

In case of .NET solutions or Java projects, it helps to integrate seamlessly with MSBuild, Maven
and Gradle tasks.

Step 2: Visual Studio Build
Reorder the tasks to respect the following order:

Prepare Analysis Configuration task before any MSBuild or Visual Studio Build task.

Step 3: Visual Studio Test

Reorder the tasks to respect the following order:

Run Code Analysis task after the Visual Studio Test task.

Step 4: Run Code Analysis

Run Code Analysis task, to actually execute the analysis of the source code.

This task is not required for Maven or Gradle projects, because scanner will be run as part of the
Maven/Gradle build.

Note:



e NuGet restore

Pmp.m .slul].:.ns on SonarQube

wJ I Build m‘lutl{m

(K VsTest - testAstemblies

v RunCode Analysis
Migresott

Publish Quality Gate Result

= Publish symbols path
ot &

References:
https://docs.sonarqube.org/display/SCAN/Analyzing+with+SonarQube+Extension+for+VSTS-TFS
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Actions Commands Cmdlets Statements nswer Area

Create an app. '

Ad& a s-écret._

Create a credential. ©:

QIS

Conr igure the ID and segret for App

| A .-':"\ i7 o .'3_‘ )1

Create a managed service identity.
IE fiZ:



Actions Commands Cmdlets Statements AnswerArea

——————— ey | [ — .
|Create an app. 1 F’Jreate an app. ,
— S ——————— e ) e e
:Add a secret. J e gy .

= e e @ rCreate a managed service identity. ;@
ICreate a credential. e i
Conﬁgure the ID and secret for App1 1 , ! Configure the ID and secret for App1. IC

—_—— —_———

Create a managed service |dent|ty !

Explanatlon
Graphical user interface, text, application Description automatically generated

Create an app

Create a managed service [dentlhr

Conr igure thedD) and secret for App1

Woodgrove Bank plans to implement the following changes to the identity environment:

* Configure App1 to use a service principal.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-
portal
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A. [FLy

B. LMMZ

EfE: (EfEZRRLET)
Explanation

npm-cache is a command line utility that caches dependencies installed via npm, bower, jspm
and composer.

It is useful for build processes that run [npm|bower|composer|jspm] install every time as part of
their build process. Since dependencies don't change often, this often means slower build times.
npm-cache helps alleviate this problem by caching previously installed dependencies on the build
machine.

Reference:

https://www.npmjs.com/package/npm-cache
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Explanation

Contributors have permissions to contribute fully to the project code base and work item tracking.
The main permissions they don't have or those that manage or administer resources.

Reference:

https://docs.microsoft.com/en-us/azure/devops/organizations/security/permissions
https://docs.microsoft.com/en-us/azure/devops/organizations/security/permissions-access-work-
tracking?view=a
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Global release: ‘v

Set the default retentinnﬁ:‘lh:ﬁq BOdayso
Set the maximum retention policy to 30 days.
Set the stage reteption policy to 30 days.
Set the stageretention policy to 60 days.

Production stage: L% v
Set the default retention policy to 30 days.
Set the maximum retention policy to 60 days.
Set the stage retention policy to 30 days.

Set the stage retention palicy to 60 days.

1E fiz:

[ _I:"__. "-"".f'."\'("i'
Global releas@lim HYHEFOSOTE gv

e

Set the stage refention policy to 30 days.
Set the stage retention policy to 60 days.

Production stage: v
Selthe default retention policy to 30 days.
Sel the maximum retention policy to 60 days.

_Setthe stage retention policy to 30 days...

| Set the stage retention policy o 60 days. |

Explanation
Global release. M irrn qnf‘!- | v
Set the default retention policy to 30 days.
Set the maximum retention policy to 30 days.
Set the stage retention policyto 30 days.
Set the stage retention policy to 60 days.
Production stage: | .. .\ ' " v

oSet the default retention policy to 30 days.
Set the maximum retention policy to 60 days.
Set the stage retention policy to 30 days.
Set the stage retention policy to 60 days.

Scenario: By default, all releases must remain available for 30 days, except for production
releases, which must be kept for 60 days.
Box 1: Set the default retention policy to 30 days




The Global default retention policy sets the default retention values for all the build pipelines.

Authors of build pipelines can override these values.

Box 2: Set the stage retention policy to 60 days

You may want to retain more releases that have been deployed to specific stages.

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/policies/retention
Topic 2, Contoso Case Study: 2

Overview

Existing Environment

Contoso, Ltd. is a manufacturing company that has a main office in Chicago.
Requirements

Contoso plans to improve its IT development and operations processes implementing Azue
DevOps principles.

Contoso has an Azure subscription and creates an Azure DevOPs organization.

The Azure DevOps organization includes:

* The Docker extension
* A deployment pool named Pool7 that contains 10 Azure virtual machines that run Windows

Server
2016.

The Azure subscription contains an Azure Automation account.
Planned Changes
Contoso plans to create projects in Azure DevOps as shown in the following table.

Project
name v V¥ O SO
Project 1 P:_u;ecﬁ will provide support for incremental builds and
third-party SDK components
Project2 will use an automatic build policy. A small team of developers named
Project 2 | Team2 will work independently on changes to the project. The Team2 members
will not have permissions to Project2.
Project 3 | Project3 will be integrated with SonarQube
Project4 will provide support for a build pipeline that creates a Docker image
Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an
existing Dockerfile.
Project5 will containa Git repository in Azure Reports and a continuous
Project 5 | integration trigger that will initiate a build in response to any change except for
changes within /folder1 of the repository.
Project6 will provide support for build and deployment pipelines. Deployment
Project 6 | will be allowed only ifthe number of current work items representing active
software bugsis 0.
Project7 will contain a target deployment group named Group7 that maps
Project 7 | to Pool7. Project? will use Azure Automation State Configuration to maintain
the desired state of the computers in Group?.

Technical Requirements

Contoso identities the following technical requirements:
* Implement build agents rot Project 1.




* Whenever possible, use Azure resources

*Avoid using deprecated technologies

* Implement a code flow strategy for Project2 that will:

*Enable Team 2 to submit pull requests for Project2.

* Enable Team 2 to work independently on changes to a copy of Project?

* Ensure that any intermediary changes performed by Tram2 on a copy of Project2 will be subject
to the same restrictions as the ones defied in the build policy of Project2.

* Whenever possible. Implement automation and minimize administrative effort.

* Implement Protect3, Project5, Project6, and Project7 based on the planned changes.

* Implement Project4 and configure the project to push Docker images to Azure Container
Reentry.
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Efi#:

See solution below.

Explanation

Set up staging environments in Azure App Service

1. Open Microsoft Azure Portal

2. Log into your Azure account, select your app's resource page, in the left pane, select

Deployment slots > Add Slot.
my-demo-app - Deployment slots

C— T
Vi 0T s () Ref
B Overvitw :..f‘ Vo havent added any de nert shoty L B 1 gt St Y
B Activitylog
o Access control (A
= Deployment Slots
& T
X Diagnose and solve problems i Deployment slots areJivelapgi with their own hostnames. App content and configurations
B Securi elements can be swapped'batween two deployment slots, including the production siot
Do HAME STATUS APP SERVICE PLAN TRAFRC %
T = J0C
EaNcREaH D

Confiouration :

3. In the Add a slot dialog box, give the slot a name, and select whether to clone an app



Add a slot

Mame
Ek:mg settings from:

Do not clone settings

4. After the slot is added, select Close to close the dialog box. The new slot is now shown on the
Deployment slots page. By default, Traffic % is set to 0 for the new slot, with all customer traffic
routed to the production slot.

5. Select the new deployment slot to open that slot's resource page.

i my-demo-app - Deployment slots | . _F X
B e A e lIcrosott s
i D Seorch (Cerls . | s E b j = + Add Slot E’ Swap t) Refresh
= Ovenvdew £
@ Aciity log : Il | Deployment Slots
! ! J
ok Access control JAM] .
P Deployment slots are live apps with their own hostnames. App content and configurations
e | elements can be swapped betweentwo deployment slots, including the production slot.
X Diagnose and solve problems ] o3 A e
® Seasky | NAME VR | _mrr.s APP SERVICE PLAN TRAFAC %
E B B s Running myAppServicePlan 100
Deployment 1
Running myAppServiceFlan

s Quickstart Q
n, Deployment siots ) ¥
@ Deployment Center :
Settings
! Configuration

6. Change TRAFFIC % to 10

References:

https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots
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Answer Area

apiVersion: vl
kind: Pod
metadata:

labels:

test: readiness-and-liveness

name: readiness-http
spec:

containers:

- name: containerl

image: k8s.ger.io/readiness-and-lieveness
~ e~ ~ERETS:
DOUIL /server
]

v
liveniessProbet
readinessProbe:
ShutdownProbe:
startupProbe:

httpGet:
path: /checknow
port: 8123
httpHeaders:

- name: Custom-Header
value: CheckNow

v
initialDelaySeconds: 15

periodSeconds: 15
timeoutSeconds: 15




Answer Area | I'VF
m Microsoft

apiVersion: vl
kind: Pod
metadata:

labels:

test: readiness-and-liveness

name: readiness-http
spec:

containers:

- name: containerl

image: k8s.ger.io/readiness-and-lieveness

args:
- /server
v
|liyenessPrebe:
|readinessProbes,
ShutdownProbe:
startupProbe:
httpGet:

path: /checknow

port: 8123

httpHeaders:

- name: Custom-Header
value: CheckNow

v

initialDelaySeconds: 15

s e o s o s — — —

Explanation



spec:
containers:
- name: containerl
image: k8s.ger.io/readiness-and-lieveness
args:
- [server

v

livenessProbe:
readinessProbe:
ShutdownProbe:
startupProbe:

httpGet:
path: /checknow
port: 8123
httpHeaders:
- name: Custom-Header
value: CheckNow

v
initialDelaySeconds: 15
periodSeconds: 15
timeoutSeconds: 15

Box 1: readinessProbe:

For containerized applications that serve traffic, you might want to verify that your container is
ready to handle incoming requests. Azure Container Instances supports readiness probes to
include configurations so that your container can't be accessed under certain conditions.
Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-readiness-probe
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Explanation

An action group is a collection of notification preferences defined by the owner of an Azure
subscription.

Azure Monitor, Service Health and Azure Advisor alerts use action groups to notify users that an
alert has been triggered.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/alerts/action-groups
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Y—RAERIZIE Gt ZFERALET  Appt EWLWSEFTIOT7 TIUNHY £,
ARIEIZT,App.exe.config EWIBRD T 7LD 3 BBICHLWIED I VH#ETT HILEN
HYFET,
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1EfiZ:

See the explanation for answer below.

Explanation

Answer is as:

git checkout ¥  main

git restore --patch ¥ main~3 App.exe.config
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EDAzure Log AnalyticsV 1) 2 —3 3 VEFERTH2BELAHYEITM?

A. BEMt & il
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D. A&7
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Explanation

The IT Service Management Connector (ITSMC) allows you to connect Azure and a supported IT

Service Management (ITSM) product/service.
ITSMC supports connections with the following ITSM tools:

* ServiceNow


https://www.jpnshiken.com/q/36418-2941123/
https://www.jpnshiken.com/q/36418-2941125/

* System Center Service Manager

* Provance

* Cherwell

With ITSMC, you can

* Create work items in ITSM tool, based on your Azure alerts (metric alerts, Activity Log alerts and
Log

* Analytics alerts).

* Optionally, you can sync your incident and change request data from your ITSM tool to an Azure
Log Analytics workspace.

References: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/itsmc-overview
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Project1M EJL K/8f TS5 4 > TKeyvaultlo—o Ly FESBTLIBENHYET,

A ZINETIN?

A XAMLEJL FH—EXZERLET,

B. Project IZE# I IL—TE#ERLET,
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Eff:B(QAA Y FEREKRT D)

Explanation

Before this will work, the build needs permission to access the Azure Key Vault. This can be
added in the Azure Portal.

Open the Access Policies in the Key Vault and add a new one. Choose the principle used in the

DevOps build.
Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/release/azure-key-vault
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Explanation

Instead you should deploy an Azure self-hosted agent to an on-premises server.

Note: To build your code or deploy your software using Azure Pipelines, you need at least one
agent.

If your on-premises environments do not have connectivity to a Microsoft-hosted agent pool
(which is typically the case due to intermediate firewalls), you'll need to manually configure a self-
hosted agent on on-premises computer(s).

References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops
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Web Team can aelete Dash1.

Contoso Team can view Dash1,

Proiect administrators can create new dashboards.

1E fiZ:
sutemenfy/| | CrOSQfE Ve No
Web Team can delete Dash1. inu;? - ® :_ﬁJ |
.._1 e s
Contoso Team can view Das%\%& 19, ©
Proiect admlnlstraﬁj@ create new dashboards. | :’ 1 O

Explanation

e P

B Project Settings Dbk
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Statements Yes No
Web Team can delete Dash1. O O

Contoso Team can view Dash1. @)

Project administra’ r§"wéén create'new.dashboards. O
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Explanation

You can manage technical debt with SonarQube and Azure DevOps.

Note: Technical debt is the set of problems in a development effort that make forward progress on
customer value inefficient. Technical debt saps productivity by making code hard to understand,
fragile, time-consuming to change, difficult to validate, and creates unplanned work that blocks
progress. Unless they are managed, technical debt can accumulate and hurt the overall quality of
the software and the productivity of the development team in the long term SonarQube an open
source platform for continuous inspection of code quality to perform automatic reviews with static
analysis of code to:

* Detect Bugs

* Code Smells

* Security Vulnerabilities

* Centralize Quality

* What's covered in this lab

Reference:

https://azuredevopslabs.com/labs/vstsextend/sonarqube/
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D. Docker Compose # R ZEIL K N4 TS5 A4 VIZEBMLET,
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Actions

Select the Recurrence
trigger.

Create an Azure
event hub.

Create an Azure
logic app.

Select the H'!'TP B
request trigger.

Update the action group
in Azure Monitor.

Select the Sliding
Window trigger.




Actions AIISWEI AlEa

Create an Azure :
logic app. I
|

I
Create an Azure |
event hub. F

Create an Azure
logic app.

" Selectthe HTTP &
request trigger,

in Azure Monitor. |

I
1 Update the action group :
|
I

Update the actl on group
In Azure Monitor.

R RO .,

Select the Sliding |\
Window trigger. I

Explanation

Graphical user interface, text, application Description automatically generated
Create an Azure
logic app.

[y, [a— £
S i.l':'LJ:_l uSDJL

Selectthe HTTP
request trigger.

Update the action group
in Azure Monitor.

Box 1: Create an Azure logic app.

Box 2: Select the HTTP request trigger.

Box 3: Updated the action group in Azure Monitor.

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/alerts/action-groups-logic-app
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Azure DevOps groups A Answer Area

Build Administralors } ; I ( r S l\_‘ Piojéet manager:
Contributors |

| Lead developer:
Project Administrators

Developer:
Project Collection Administrators
Project Collection Valid Users
A

1F fi%:
Azure DevOps groups

Project manager: I Project Collection Administrators 1

Lead developer: I Project Admunistrators

Developer: | Contributors

Explanation

Project manager; . Project Collection Administrators

Lead @eveloper: | Project Administrators

.;n

. —_ -..L.“...:- 1y "y
Developer: Contributdiiss ‘AIATIAY, ﬁj O |
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Explanation

Feeds have four levels of access: Owners, Contributors, Collaborators, and Readers. Owners can
add any type of identity-individuals, teams, and groups-to any access level.

Permission Reader Collaborator Contributor Owner
List and restore/finstall packages
Save packages from upstream sources

Push packages

Unlist/deprecate packages

Promote a package to a view

Delete/unpublish package

Edit feed permissions

Reference:
https://docs.microsoft.com/en-us/azure/devops/artifacts/feeds/feed-permissions
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Explanation

https://docs.microsoft.com/en-us/azure/devops/repos/qgit/pull-requests
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g Azure DevOps

Fast Track . by o 4
Jobs in run #20191120.1 initial_build
Overview

build vm Pool: Azure Pipelines
Boards

image: Ubuntu-18.04
Repos ~ ) initialize build A ¢ Hosted (Agent
Pipelines @ nitialize job . 2 Just now

Bur@tien:\7s
Checkout

Pipelines

& Cmdtine
Environments / » Job preparation parameters

€)' Post-job: Ceheekoul

Releases &) Finalize Job
Library deploy_to_dev

Task groups > &) deploy_to_dev_server

deploy_to_uat
Deployment groups R S

> &) deploy_to_uat_server
WhiteSource Bolt
Finalize build
Test Plans .
) Report build status

Artifacts

FOy A A a—%2FRALT HISREINTVAERICEDVTERT— AV MERET
4 H5EIEZERLET

The pipelihé contains

one stage
two stages
three stages
four stages
five stages

Build _vm contains

one job
two jobs
three jobs
four jobs
five jobs




The pipeline contains

one stage
two stages
threestages
four stages |
“five stages

e MisEosRf Lonains

one job |
two jobs
three jobs
four jobs
five jobs

The pipeline contains

one stage
two _s'Ea_ges
_th_ree stages

i

Build_vm contains

one job
two jobs
three jobs
four jobs

fgipbs
Reference:

https://dev.to/rajikaimal/azure-devops-ci-cd-yaml-pipeline-4glj
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