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Create a new Azure Artifacts feed.

Configure a self-hosted agent.

Publish a package.
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Create a NuGet package.

Create an Azure Artifacts feed that uses
upstream sources
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Create an agent pool

Create a deployment group

execute the Azure Pipelines Agent
extension to the virtual machines

Add and configure a deployment group

job for the pipeline
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A build task
A deployment task )
An artifacts repository {

Service to use:
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CMake
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exceptions
pageViews
requests
traces

| where v
duration ==

itemType == "availabilityResult”
resultCode == "200"

success == false

| summarize failedCount=sum(itemCount) by name, resultCode
| top 10 by failedCount desc
| render barchart
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success == false,

| summarize failedCount=sum(itemCount) by name, resultCode
| top 10 by failedCount desc
| render barchart
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Create test

~  Basic Information

* Test name

availability

Learn more about configuring tests against applications hosted behind a firewall

Test type

URL ping test

*URLO

https.//app contoso com

Parse dependent requests @

™

Enable retries for availability test failures. @

[

Test frequency @

S minutes

v Test locations
4 location(s) configured

~  Success criteria

Test Timeout @

30seconds o

Status cod?@us!f}qual

Content match @

Content must contain

Copyright Conloso

Microsoft




v Alerts
Enabled
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The test wil cxecute [answer choice]. v

every 30 seconds al a random location
every 30 seconds per location
every fiveé minules at a random location
every five minutes per location

1

The test will pass if [answer choice] v
within 30 seconds. '

App1 responds to an ICMP ping
the HTML of App1 and the HTML from URLs in <a> tags load
all the HTML, JavaScripts, and images of App1 load

Microsoft

The test will execute [answer E;’@lm] a.s S E v
every 30 sacondsg? dom location

every 30

The test will pass if [&nlwar ch v
within 30 seconds.

all the HTML, JavaScripts, and images of App1 load |
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The test will execute [answer choice]. | v

every 30 seconds at a random location
evely 30 seconds per Iocatlon

every ﬂve minutes per location

The test will pass if [answer cheice} \ Iv
within 30 seconds. '

!“ Mieroso
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App1 responds to an ICMP ping
HTML of App1 and the HTML from URLs in <a> tags load

Scripts, and images of App1 load




TAMIE : FAMGANLTRA MERTIAHEEZRELET, T 74/ FOHEEFSSH T,

TR MBRIESDT YA MEEH LTI ZEITTRENENFET,

Ry R2:

KEVIVIX OB TAMI VIR MOER RIV TR RZALTF7AIL EEUVTA K
HRDWebR—SD—ETHHZDMD T 7 1)L, BE SN EBRHEICIE, ChoDT 7ML
DRBIZHNSERENEFENET , TRAMRAKDFIALTIFRICINALDYY—RDWVTH
NEEEICHIA—RTELGVEE TAMIEKELET,

S

https://docs.microsoft.com/en-us/azure/azure-monitor/app/monitor-web-app-availability

A3H975AZ-400f5RER [LJPNTest.comiz S AZ-4005KERICEHR T S LITRICILBE

9 ! JPNTest.comld S H#TAZ-400:R BRI RESR 12t L £ 9, JPNTest.com AZ-4005X ER A RE 5=
FL5FHINFEL-, S CAZAOREED TR NI VD VHEFITANE T XRFBRDT Y
+ X _ https://www.jpntest.com/shiken/AZ-400-mondaishu 625, 3 0%r « A h > b 453l

#E|5|a— F: JPNshiken,

B 17

Azure DevOpsIZ TS5 A4 R—rTAD Y FHHY Usert&User2k WS ZRID2ADI—H—H
WET,

ROBEHZEEI=-FIZIE Usert&User2&# ' IL—JIZEBMT 2RERHY I,

Userlld, O— FWikiZ{/ERTZHRELHY £,

User2[GWikikR— S #iRETEHARELHY FT,

Y a—a v &IMFEDRAZHERTIVLELHY ET,
E1—HY—ZFEDTIL—TITEMTIBENHY FIH?EET HICIE, EUETIL—TEE)
BRA—H—ITFS9 Y LET EVIL—TF 1EFERT I LY EREERT LI LEEL Fo1
KFERALBWIEZTEFEFT AT UVERTTDICIE RS VETHEIN—ZF SV TT 5
N ARV A= ERENHDIGEENHY FT,

L UDEBIRIIZFERFNIRS > FOMMELHY £9,


https://www.jpntest.com/shiken/AZ-400-mondaishu

Groups Answer Area

Build Administrators Userl: |

Contributors User2: |

Project Administrators

Project Valid Users

Stakeholders
él:?%?l.:lps Answer Area

Build Administrators Userl: [Project Administrators |
Lonthbutorsoft User2:. " | Contributors

Project Administrators

Prqject Valfq Users

Stakeholders
S -

https://docs.microsoft.com/en-us/azure/devops/project/wiki/wiki-create-repo
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HE-OERLIEZERBWeb7 T 77— 3 VEBELTVWET,

Azure DevOpsZ{ERA L AzureffBBY L o TARBE7 T r—avERRAMLET,

F—LlE FHEOT R MIERT RE T > > DAzureResourceManager7 > 7 L— k % %1
LET,

ROBHEFET ATV T REZAZUre TERT 2 ELNHY FT,

*AzurelRA T 4 S DAR FERIBRIZHIZET

MRET DU EBBMIZIOES I =V LET

*$h X2 L\AzureResourceManager7 > 7 L— F&#FERAL T REYIZTJRED 3= LFE
T, ESSTNIEENTTM?

A. Azure Cloud ShellT_Azure CLIAY Y FEEFTLT ATV )Y —RTIL—THOHL
MRS U EERB S VHEIBRLET,

B. Azure DevOps T, ) —R/INAL TSA VIZHL WA R Y B L TAzurey 57 FH—E XIZ
TIARALET,

C. Azure Cloud Shellm 5 _ Azure PowerShella< > REEFTLT AT—S0 5 ) Y—R T )L—



THOFHLIMEEY L RS L VHIBRLET,

D. Azure DevOps T, ) ) =R/ TS5 A4 VIZH LWVZ XY 28 L T, AzureDevTestLabs TR
BI O UEERBIVBIBRLET,

D (24 FERET )

AzureDevOpsIZA » R k—)L &N TL B AzureDevTestLabs TasksikiEtiRE#{FA L T CI/CDE
IWEBEUVY ) —R/8M TS5 4 > %&AzureDevTestLabs E BHEICHHE TEF T, LhRMEREIL . XD
3IDDEARYHEA VA —=ILLET,

VMZEERRT B

VMWD DR B LA A—DEERT S

*VMZEHIBRLET

ZOTORRIZEY HEAE BEDTRARIRID B—ILToA4 2= 1230 CERL,

TAMDRTEICENZHIRY 52 EABRICRYET,
S https //docs.microsoft.com/en-us/azure/lab-services/devtest-lab-integrate-ci-cd-vsts
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BREHET TV 75— a v AA—bDV)—RRFRIVO—Z EDRIITBRT HVELAHY F
IH?EETHICFE EETY T TEIGA T a vEBRLTLEE Y,

I DEREERENIRAS O FOBENHY £9,

Global release: v

Set the default retention policy to 30 days.
Set the maximum retention policy to 30 days.
Set the stage retention policy to 30 days.
Set the stage retention policy to 60 days.

Production stage: | v

Set the default retention policy to 30 days.
Set the maximum retention policy to 60 days.
_Set the stage retention policy to 30 days.
Set the 'stagejretentiohipolicy to 60 days.



https://www.jpnshiken.com/q/27892-2187351/

Global release:

| Set the default retention poh cyto 30 days
“Set the maximum fétention policy fo 30 d'ays
Set the stage retentlun policy to 30 days.

Set the stag&rétention pBliéy'tq 60 days. sof

B ERA™L B~

-

Production stage: w\Y v
Set'the default retention policy to 30 days.
Set the maximum retention policy to 60 days.
+|‘Set the stage retention palicy to 30 days_
'Set the stage retention policy to 60 days. !

£ BA

Global release: v

Set the default retention policy to 30 days.
Set the maximum retention pelicy to 30 days.
Set the stage retention policy to 30 days.
Set the stage retention policy to 60 days.

e . T -

Production stage: - ' v
Set the default retention policy to 30 days.
Set the maximum retention policy to 60 days.
Set the stage etentton policy to 30 days.

Set the ypoliey {060 days.

DFUUX TITAIETIE 60BRREFTILENHLIAREF ) —XREHRVT IRTOYIJ—X
#30BMERTREICT H2DELHY FT,

Ry R1 - TITHILEOREFR) O—%30BICKRELET
JA—NILTIAILERERY =L T RTOEILRNLTSA DT 74 CEFEEZRTE
LET . ELENRASTSAVDEREIEX, CNoDEZFA—/N\—F4 KTEET,

Ry P R2 RT—VRER) O—%#60BICERELET
BEDRAT—UICTIAA SN ) —RESSICRET I LEHENHLET,

Z 8 https //docs.microsoft.com/en-us/azure/devops/pipelines/policies/retention
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TIVr—2a v ELEADT 7R EHEMT D2RLENHYET, VY a—2a VITEB LA
TEEIOIVENHY FTIMZEAITHILENHYFTIN?EETHICE BHET) 7 TEIR

FToavEERLTSEEZD,

I DEREERENIRS O FOBENHY F£9,

Groups to control the build access:

v

Active Directory groups
Azure Active Directory groups
Microsoft Visual StudioApp Center distribution groups

Group type:

v
Private
Public
Shared
1E fZ:
Groups to control the build access: v
Active Directory groups
Azure Active Directory groups
Microsoft Visual Studio App Center distribution groups
Group type: v
Private
: _Eublic
Shared

Eﬁ:ﬁ: 21

BREFERBRA—FDY ) —RAFFRYO—ZEDE S ICHERET IREAHYEIAN?EET
BICIF EETY T TENGA T a3 VEBERL TSN,
I VEREERENIRS O FOBENHY £9,




Required secrets:
VIICrOSOT Certificate

Personal access token

Shared Access Authorization token

Username and password

Storage location:

Azure Data Lake

Azure Key Vault

Azure Storage with HTTP access
Azure Storage with HTTPS access

Certificate

Personal access token

Shared Access Authorization token
__fUsername and password

WA NS IS

Storage location: v
Azure Data Lake
Azure Key Vault
Azure Storage with HTTP access
"Azure Storage with H1 1PS access
Explanation:

A RL—SH—ERITHLTHDONBITRTOY VIR ME NRTY VI T RELIIBLE
NET7IERRIZFHTESEDIZHELDTWABLOBEIFaVTFH)Y—XIZTHIUI TR B
THWRY ERBTIBENHYET, YUIIRMERETB-HD1204 T avid #5
F—%FERATHETT,

SFULA BNALTTUr—avid BEORBESEEY AT LOKMEY —EREFUET
CENTEBRENRHYET, SRTLNRT Y TFL— RFENBET H—ERIFHTTPSENL
EEKRBIHOHEHHR—FLET,

BEHET TUr—2 3 R4 — MIE 1DDZEWeb7 T r— 3 2 E2DMIOSE/NA L
FIUr—SavhEBENET ADDENALT TV r—o a o REEICE>THEASAE

T, L1 DIXBENMERALET,
S .



https://docs.microsoft.com/en-us/rest/api/storageservices/authorize-with-shared-key
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Azure ReposDGity R R ZFERALT Web7 T r—2 300V —Ra—KFEEEBLET,
RAREIL EEEZIRAI—TSUFICEEII Y FLET,
ROBEHEZH-IEEEEFIEEZERETILELHY T,
RAZ—TSUF4RETIVENDY BUICHEITS VFICHFLOWERZHAATHEND

YET,
ZEIE EIX—COHINC DL EBIAD) ) —RI A=V v —[ZE 2T LE2A—BLVER
NOEBLENHYFET,

TV IREFERALT EFEZIRI—T S U0FICRMYRATBELRHY T,
Azure 7 RY b THZERT HIDLELNHY FTH?
D18912E1457D5D1DDCBD40AB3BF70D5D
ARRA—TSFDITZoFRI)—

B.7A Y FEEDHY—EXR

C.7a>z¥ FEREDTIAA AV FT—)L

D.YRA—TS FNITS5oFtEFa)T4

IEfR: (EffZzRTLET)

A

TSU0FR)O—IE, F—LLPHAKOEELG IS UFHRETLHDIIKRILLET, R O—IF,
F—LOO—+FRELEEEEEEZEALET,

S .

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies
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F%F— L& Microsoft Visual Studio#fi &RFEIRIE IDE) ZFEA L THLLWebY ) 12— 3 >
EHEELTVET,

TRTORAREN DRI LN T—DFFRATEDEL ST EIRDENHYET N 5—DlEF—
TEEITBIZLELAHY HKRIH/N—T 3 UIdVisualStudio TEBMICERTE S L ST 2RELD
UET,

ETTIDENHDII3IDDTI L IVIEENTIN? TNETNDIERIE, BRED—EBZERL TL
FY,

L UOEBIRIIEFRFNIRS > FOMMELHY £9,

A NYr—o% 24— FIZARLET,

B. AzureArtifacts THL WV 7« — F&#ERLE T,
C.\ur—C%Gt)RTrJIZTyTA—FKLET,

D. /Ny —U MURLFVisualStudioDIRIFEREIZEMLET,

E. VisualStudio®NuGet/A\ v 75—V I 2 — O v —BFEIT/NvT7r—PURLZEEMLET,

F.Azure J /R R JIZGit YR b #ERLET,

g (EfEZRELET)


https://www.jpnshiken.com/q/27892-2187355/
https://www.jpnshiken.com/q/27892-2187356/
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Explanation:

B Azure DevOps (LABDVSTS) A VA2 VAN THRA R LNUGet/N\vr—S 74— F#FERT S
ZEITKY HBATNNY T — U BGRICEMTESLIICHYFET,

HLWI A —FZERTAEDNDIHFET,

AEILRLETBS Y FEABE. NV LT NGetZ 4 —FRIZTyLaTEET,
E:TS54R—rNuGet7 s — FZ&HEBELET

Azure DevOpsD[/\w 7y —DMEEICRY 74— FZBIRLT[Z74— FIZEKIZI2 Vv I LE
9, 74— FOZEABNK OORRINFETN FBEEIMGZYBEERTT,

Ny —oMY)—RAURLF O E—L _Visual StudiolZ#8E L NuGet/\y r—o I 12— vy — %
T TOERFEIZBBMLT HLLW—RZFEBMT LHEITTY, RFLGLZAMZTERL, V—RAURLE
BALET  EBHY,

NuGet/'\w r—SOIR—V v —TN\YT—VERETDHE ZTIITREREN A VR M—ILDXEE
MTETWET,

BEDBBIRR YD ZANSEI L T4 — K EFFXITRTOTA—R)EEIRLTLESLY,
S

https://medium.com/medialesson/get-started-with-private-nuget-feeds-in-azure-
devops-8¢c7b5f022a68T R Ly MT—RR AT 4 CNIET—RABATA T  T—RAREAT 4«
(FEBIZAZA S VTNABRINTOVERA  ET—RERTT H5HICBHELIETE < ORERE
MEFEHATAICENTEERT  2ZL, CORRICITEMDT—RRET I avhHD
BELNHYET, HEEHEEMRE SN -EHRRNICCORRICEFNLGIIRTOEMETT
TEHIENTESILEREICTH-DICHE-DOFEZERELGHNIEGY FHA,
T—RREATAICEFEFNTVWAEMICEZRDICIE ¥—RAA T4 CRESATWSERESHE
TEILERHBYEST T—RREATAIZIEX T—RREA T4 THESATWSH LT ) AT S
HMEREZRETIETOZOMD) V—RAEENTLEEENHY FT, FEMIE,. 2D
F—RRA T4 DMOEBEMMNSMIILTUVET,

CDT—RARETADRRIZ, LEA—BENIRREINET, COEBRBCTIE, BEBEOXRDEY > 3
VIEDRIC BEZHRELTCERZMASICENTEET FLLWVEY D 3 UFRB LIZRIE,
CDEIVVAVIZRBZEIETZEFREA,

r—RRA T4 TRBTBHICIE

CDT—RREATADRVDEMERTT DICIE [RNRFUE0 ) LET BEMICEZRS
AN, ERIDORA DDRE VEFRALT T—RARETADAREZARTLESL, TR
VEIIVITEE EDRRAEHR BEORE, FEOHAL EDRFHRARTIINET 7—R
RAEATAI[TRTODER|Z THHEEHE . RRSNDIBERIBFEDOZ TIZRREINDFEHRERLC
THAZELITERELTKESVL, BEMICEASEMMATES [BMKRE2Z22 v LTEM
ITRYZET,

B

Litware Inc.ld IRV T F Iz F7AUA— ISV) TT, LitwarelZ(F At 50D #AHY F
9,

BEFDIRE
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LICEDCE—DE/ )Y I BRBESEBIVATLATT 77U 5—2 3000 DhDOHFHL
WEY 2 avidCHETEMTULET,

FIVr—o 3Ny I—2a vk BAOBEERITICERESATWET RE 75—
230N —KRR—XIZFBOFHBAD T4 TA— RIS UFHHYET,

DT T r— 3 Ik MicrosoftVisualStudioZ R L THRFE I ELZ, V—RO—FIE &K
#t M Team Foundation Server TFS) IZRFSINTWVWET , TS5 0FA 74 AKX TFSTOF 45—
N—ZFEALTY—Ra—FIZ79EXLET,

T—*TUF v LOME

Litwareld BEEMITOFLVVI— FOERKICERZEVWTWET  BEFOI—FZUT70 4%
DO ERIZBIBRT A=H0) V—RIRESATOELA, KFERBRRISE L ORFEEICIZEALSH

TREWESH A— FR—RDEEICFRVEFFNININY FT,
A—FOR—CREICEEMNADIDNDSZENSC S DRARENESLFEFYT , 3 —FEIT—D

THLE RBDOTTHRRTIONHELWLVNTHERICRELET,

BRI BREESEESATLOMAEIR MHABGEMIZEMNL TS EHRELTLET,
FBEARTI—FEY—CTH3RELAHD-H I—FONSHEBRTEIZAR MY ET,
BEE NTBRENFEICEHETHIEHELTLET,

i

AEESNI-ER

Litwareld R EHEBED=HDH LWT TV r—2 3 DR/ — FOREZFHEL TWWET, REET
B7 75— 3 T BFORBESERECATLLEOOI M EHEDANBEIZLRY F
9,

BREHET TV r—2 3 A4 —RZIEX 1DDEEWeb7 T 5—2 3 2 E2DDIOSE/NAIL
FINVT—=2a30nNEENET 1DDENAMLT TV 5= a3 U RERBIZE > TERSINE
¥, LI DIEEENMEALET,

Litwareld &Y 7 O v A ILGRAFEAEMRIBITIAILZFELTOVET B — FE—&ED
N r—DIZHEENET,

Litwareld REY S5 FEBR IO R ZFHB L EUGEEEVDITEI 5D KR—XDHY—E
AREFERATAHIEEZFHBELTVET,

Litwareld FEE D/ LIR— FEEIZHFEDDTIEEL EEORHICHEBMICHAY-NEEZT
WET,

R E 4

SHDBREHBET TV r—2 3 v AA—ME ROBHZHEZLTLWAIRELAHY ET,

274 ToA—ILENLEHLOEEEGEIR/NRICINZ 2BENHY FT,

Developers&E WS BRIDTI—TDA N—F Ny 7—CFA VA M—ILTEIRENHY F
kA

?'&“CO)*EBECDEU YDETITE &/MFEDRAZFEATLILENHY FT,

HMLUNVRBEZEMTRRT 2 L&V R— M ONRBREHEAT SLENHY FT,



F—L)—=F—=EWVWSBEDTIL—TDAN—IE FLWOWR Y —UFERL,

NYr—o7 40— FDHER,

Visual Studio App CenterZfFAL T ENMILT T U5—3oDHS5yat
FRPOTNAREAL T,

TI7HIETIE, IRTOY ) —R(F30BMEFATETHILELNHY FET ==L KEFE)J—
AIE30BEFIAARETHIBENHY F£9,

BORERE LT IZELY,

A—FOREEV Y —ADREREERTY, ) ) —AH ERIEROBICEHTREY FEA
TOTATHENTHY)—=RIZHLTAOTICEBESNTNEINESNERT—UUILET,
ENANLTTV—2 a3V BHEORBREEOKMY —EREZFUET ENTEEINELD
Y FY

IRV AVRRTL, VRTLR T YT L—RENBZET H—EXIIHTTPSZ LI=&EK
REDHEHR—ELET,

TRAMY—N—[CRBEBARL—T 4 VIR TLOERITBEERE SNFE T, Azure
Automation

REEBREERAL T, Y—N—DEHMHIERBEVF v I SNDEEIC ETR MY—/N—
DARL—T A VI VRTLARLESITEBRAEINTWS I L Z2HETIVNELHY FT,

R DM EY 75 I RE

TRAMF—N—F RNEEASAFZEZFICELLEBERINTVWETA FRIOBBE EHITHE
BAY K1) 7 + LEJ, Azure AutomationStateConfiguration(Z#EB DB IEIZLBK L E T,

Azure Automation State Configuration/ — Rl RO > FEFEAL TERINET,

Register—-AzureRmAutomationDscNode
-ResourceGroupName ‘TestResourceGroup’
—AutomationAccountName ‘LitwareAutomationAccount’
—AzureVMName Svname
~Cdnf iguratiohMode ‘AppglyOnly’
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HET-DEIE, T RXTDAzZureWeb7 T 5B & ISV I Ty T HELRHSFHLLVT
DISATUORBBREERETHILEFHBELTVET,

58FfE & & [2az400-11566895-main & LY 5 B RETDAzureWeb7” 71 &) V—X T IL—TD
AzureStorage 7 H IV MY O Ty TTRENRHY ET,

CDRRYERTI AIZIE MicrosoftAzure R— 2 JLIZH A VA4V LET,

1E fiZ:

UTORRRESHLTLZEL,

ELL]

AML=C7HhO0 FOEBNTEIZ5 Web7 71 £-IXAppService T/AY I 7 v TEERT
TFFET,



{259 % AppServiceaz400-11566895-main & Azure R— 4 L CRE [BREPINv I 7 v T1%55
BLET BRIZIVVITDRE NNV ITY TR T L—ERRTEINET,
*ANL—=UTF7HhOU REERLET,

*+Z VIO LT T3AR—baVTFHEERLEST, 2O TF—ICIE Web7 T £zl
AppServicelZ bR ATREIZFITHAZEMTEET,

*AVTFTEERLET,

SNV DTV TERT D 21— VT BEEIE [ RTDO 1=y I Ty TNEAVIEZEL RYT
Da—I)LEEBLET SEE

* B

MREZERLEFT . OX NI 7Y TZFEIBRLEWI EZEKRT S EITEFELTLESLY,
WK EBIDDNY I TV TEREICRETIVLENHINESNERELET,
HEREINTVWET—EAR—XEWeb7 TVDNRNY I 7y TIZEHEIZNESINERIRLET,
YO LT NI Ty TREETERSEET,

tabases you to incude with your backup. The backup database list is based on the apps configured connection strings

S
https://petri.com/backing-azure-app-service
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H 1 1-MEtt(FTeamFoundationServer 2013 TFS 2013) AL TWLVET,
AzureDevOps~ DT Z#FTEI L TLVET,
ROBEHZH-ITBRITHRZHET ILENHY FT,
TeamFoundation/\—Y 3 VEBF ooty FOBAERELET
EEXBEHORITOEEAZRIFLET
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IRTDTFST7—T 4779 FEBITLET

MBSO LEIN?EETHICE BET)FTEUGF T a vEBERLTIESY,
I H VEBRIEERENIRA D FOEENH Y F9

Onthe TFS server: v
Install the TFS Java SDK.

Upgrade TFS to the most recent RTW release.

Upgrade to the most recent version of PowerShell Core.

To perform the migration: v
A A Y
1 rOy< oy Copythe assets manually.
hv"ﬂ ICrOS01 WUse public APl-based tools.
Use the TFS Database Import Service.
Use the TFS Integration Platform.

Onthe TFS server: w
Install the TFS Java SDIk. L %

| Upgrade 1FS to the most fegen release.

Upgrade to the mos reeent version of PowersShell Core.

L\ 2l v
Cop¥the assets manually.

+ «"Use'public APIl-based tools.

\ [Use the TFS Database Import Service.
" | Usethe TFS Integration Plattorm.

To perform the migration:
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AppCenterZ{EH L TE/NA LT /N1 READAzureDevOpsEilE #RE L TULVET,

)) —ZADT IR EHHT 5=OICEBRAmIIN—TEFERATHEEHBELTOVET,
RORICRTEMIIL—TE2ERTILENHY T,

Use
Application testers whio-are invited by email
Early release users who use unauthenticated public links
Application testérs for all the apps of yott eofobanyosoft

ETN—TIZEDEA TORBIN—T2ERTILENHY EITH?2EZDITIF EYLGT
W—TEATEZELWMERICRS I LET FITIL—TE2ATEMEFERT S &4 EHE
FRYDCEL FoLKERALGVWIELTEFY , AT UYERTI DICE RAUHETH
BEIN—2FIv T 50 RV B—ILTIRENHLIZENHY FT,




E I VDBREZNTNIRS Y bOMEASHY FT,

L IYF
Answe: Areéq o'
Private Group1:
Public | Group2:
iy Group3:

Answer Area

Private Group1:| Private

Shared

Group3: | Shared

S
https://docs.microsoft.com/en-us/appcenter/distribution/groups
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NETCore7 7V — a3 a8 A*A—CHERT A EZETEILTULVET,
RDOA— K#ELDockerfile 7 7 A I HY FT, (THEBISEBAICOAEENTULET,)

FROM microsoft/dotnet:2:1l-sdk
COoPY ./
RUN dotnet publish —c Release —-o out

FROM microscft/dotnet:2.1-sdk
corPY —from=0 /out /

WORKDIR /

ENTRYPOINT [“dofiE

AA—DEERTDEERE A A—DETEDEFTNSKTIRDENDHYZFET,
I7ANDEDTEERT D2BENHYFTI M

A. 1

B.3
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FfE:AQAV EHREKT D)

TILFRT—UEI KR Docker 17.05LU &) AT 5L FRILANY—CLT7MILDOEERST
DIZEFTBELL BENEBAA—DDHY A X EKIEBICHOT I ENATEET,

T ILFRF—SE L RTIE, Dockerfile CEEDFROMA F— k A ¥ R E/A L ET, EFROME
SIEELEIR—XEFRATE . TNEFNDRELFOFLWRT—CFFBLEST  7—T4 77
DrEHBIDRT—UODNBAHDRAT—UIHERMICOE—L T BN EEBICTELZLDZ TN

THRICENTEET,

SR https //docs.docker.com/develop/develop-images/multistage-build/#use-multi-stage-builds
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Answer Area

The pipeline has

The pipeline has

0 Job(s).
1
4
0 [] task(s)

-


https://www.jpnshiken.com/q/27892-2187360/

I.\.fl -l

The papelinge has |0 jobs)
]

The pipeline has [o II taslols)

I
4

S
https://azuredevopslabs.com/labs/azuredevops/continuousintegration/
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F9,Appl1IEZHTTPSEBTOA TV L RAARETHY V547> FMIRAEZERA L THERIIZ
ERTDEIICERINATLET,

AppIDANIILRF v I ERETLH=HDV ) 1—2 3 VEHETLIVHELAHYFET , V) a—
DAVIE ROBEHEHEZLTVWAIBRENHY FT,

WMSS1DERDA D REZ VAT Y T L— FIREISEENE SN FHBAILET,
CEEEREZR/RICHIAET,

HREBHICIMEZEOLIVELHYETM?

A. 77— 3 UL AYRRIERE

B. h X2 LRV T iR

C. AzureLoadBalancer~)LRX 7O—7J

D. AzureMonitor® BE) X r—JL

EfE: (ERERELET)
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AzureDevOpsIZIERERENDH Y F£7,

BEITRA TR M —RIZEERMITHIDELNHYET,
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BEITRA FETR M —XICEHEMTEHTOELRERDESY TT,
*BETAMEECTANIAS Y FEERLET, EQLSLRBEOTR MY R—FENT
WEITM?

*TRMTOP Y k#FAzureDevOpsZE f=[£TeamFoundationServer TFS) Y R FJIZF v
12 LET,

*TASII FOELFRNRLATSAVEERL BEITRA M EFENRTVWS L EHRALET . F
FEXAMLE L FZEFERLTWSEEDEWNIATT N ?

* Visual StudioEnterprise & 1= [&Professional2017LLED/N—2 a3 V2 FRL T LUTFIZERT LS
[CEETRAMETRA N7 —RICEAERTFES , TAM —RE EEXLEZELFZFERTSTR
FTSUICEMENTVWAIRELRHY FT,

S
https://docs.microsoft.com/en-us/azure/devops/test/associate-automated-test-with-test-case
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FY,

A[OKIZZEIRLZET,

5[ RFIZEIRLET,

6.7 7)ET7O04LET,
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CDT—RRETADREIZ, LEA—BEEINIRRINETS, COBEBRETIE, RBOXDEY L 3
VICEDHIIC EEEEE L TCEREEZMASENTEFET FILWLWVEY D a VB LI,
CDEIVVAVICRASZEIETEFRA,
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Contoso, Ltd.[& AW JIZAKHZECRHESH T,
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Contosold  Azure DevOpsDREIZRET H LIk Y  ITHESLVERTOEREZHET S
& FEHE L TLEY, ContosolZIFAzure TR 4 T a ohid Y AzureDevOps#lis & 1ERX
LFEY,

AzureDevOpsH#EICITRDEDMNEENE T,
*Dockeri R HE
* WindowsServer2016 #£174 5108 D AzurefR8< L U EPool7E LNS ZRTDERE 7T—/L



Azure TR 9 ) T3 3 UIZIFAzureAutomation 7 h oV EBAEENRTNVET,
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Contosold, RDKIZTRT K512 AzureDevOpsTTATD =Y FEERT A EHFETEL TLVE

Project | o oject details

Project1 will provide support for incremental builds and

third-party SDK components

Project2 will use an automatic build policy. A small team of developers named
Project 2 | Team2 will work independently on changes to the project. The Team2 members
will not have permissions to Project?.

Project 3 | Project3 will be integrated with SonarQube

Project4 will provide support for a build pipeline that creates a Docker image
Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an
existing Dockerfile

ProjectS will contain a Git repository in Azure Repgs.and M@munuws L
Project 5 | integration trigger that willinitiate a build in response (o any change excepl fur
changes within /foldert of the repository.

Project6 will provide support for build and deployment pipelines. Deployment
Project 6 | will be alloweaonly ifthe number of current work items representing active
software bugsis 0.

Project7 will contain atarget deployment group named Group7 that maps
Project 7 | to Pool7. Project? will use Azure Automation State Configuration to maintain
the desired state of the computers in Group?
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Contosold, RDOBZEMEHZHAMLEFT,

*Projectl DEIL RFI—CzV hERELET,

*AIRE/ZPR Y (Azure!) V—REFRAL T &Y,

EHROTI /O —OFERITE T T I,

*Project2®a— R 70— EERELFT,

-Team2h'Project2D FILY Y TR F&EFEETEHLSICLET,

-Team2/H'Project2MD A E—~DEFEIZH L THI L THEXRTES L SITLET,

-Project20):| E—IZ® L TTeam2IZ & > TEIT SN DSHEEEIZIL, Project2® EJL KR o —
EZEINTLWSELDERILCHBRNABEAINSG S EEHERLTSZE,

*_I‘ﬁ“'éth?E Y. BBEEEEL EEEXREZR/NDRICMZES,

B SN=ZEIZE DT Project3, Project5, Project6, & & UProject7Z#=RE L E 9,

* Project4 3% L  Docker{ * — %#AzureContainerRegistrylZ 7y 2134 &5(12700 Y
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“policyRule”: |
mires
“allof”: |
{
“field™: “type",

“equals”:

P
I : “MicrosoftResources/deployments”
M | t I’O S Oft *MicrosoftResources/subscriptions”

“MicrosoftResources/subscriptions/resourceGroups”

“onot*: q
“field”: “tags[‘organization*l”,

“equals": “Contoso”

“Yaffect™:

“Append”,
“wdetails”: [ | Deny’,

“DeploylfNotExists”,

{
“field™: “tags[‘organization’]”,

“value”: “Contoso”




“policyRule”: {

wigm: {
“2110£": |
{
“field”: “type”,
“equals”:
{ “MicrosoftResources/deployments”

“MicrosoftResources/subscriptions” R
MLl s otk o Lt L L L MY ™ @,
| “Microsoft Resources/subscriptions/resource@roups

“not"' {
“field”: “tags|[ ‘organization‘’]l”,

“equals”: “Contoso”

}
}
]
be
“then”: { |
veffeapal v
%2 “Append”,
“details”: [ |-Deny.! :
“DeployifNotExists”,
{
“field™: “tags[‘organization’]”,
“value”: “Contoso” i
}
]
}
}
}

== Microsoft

Bl



“policyRule”: {

{
“field”: “tags(‘organization’]”,

“value”: “Contoso”
}

\'lifi!: {
“allof”: |
{
“field”: “type”,
“equals”:
) v
{ “MicrosoftResources/deployments”
“MicrosoftResources/subscriptions”
"MicrosoftResources/subscriptions/res
not™: A
“field”: “tags 'drganiZationt] 'y
. b's o . e
vequalszs WeBhcBsdl Microsoft
}
¥
1
}e
\\thenn: {
Weffect”: [ '?
“Append”,
“details”: [ | Deny’, i
“DeploylfNotExists”,

7R 2 X1 : Microsoft.Resources / subsets/resourceGroups |
Ry R2: BE).

YOI IR IWN—TIZE T EFDEZERALET

1N

"policyRule" {

"HLE" |

"TRTOD" ;|

{{

"J4—ILR" "R A T,

"Z L L\ : "Microsoft.Resources / subsets / resourceGroups"
1N

{{

AYAV-ARY

"7 «4—JL K" :"[concat 'tags ['. parameters 'tagName") _'1)]".
"Z L L\ :"[parameters 'tagValue")]"




}
}
]
IR

"FRmn" |
R B

}

}

}

}

S .

https://docs.microsoft.com/en-us/azure/governance/policy/samples/enforce-tag-on-resource-
groups
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Azure Kubernetes Service AKS) 7 S X2 —0HY £,

Azure DevOpsZERAL T 7 IV r—2a V&V SR A—ITT T4 T 2ENHY ET,
IBEICEITT DIDENHDIIDDTI L avIFENTIN?EEZTHICIE BULBTIavET
293V R ML EIZERICHEEL, ELWEFICHENET,

Actions NMicrvnAacAatd

e DAY g bW

Create a service account in the cluster.

Create a service principal in Azure Active

Directory (Azure AD).

Add an Azure Function App for Container

task to the deployment pipeline.

Add a Helm package and deploy a task to
the deployment pipeline.

Add a Docker Compose task to the
deployment pipeline.

Configure RBAC roles in the cluster.

1F fiZ:



: nA® Answer Area
Amanf’ :: -._I:III:-.' ' I-- - c-" ,I -T 1“,::_- I.

Create a service account in the cluster.

Create a service principal in Azure Active
Directory (Azure AD).

Create a service principal in Azure Active

Directory (Azure AD).

Add a Helm package and deploy a task to
the deployment pipeline.

Add an Azure Function App for Container

task to the depl t pipeline.
AL e UL S Add a Docker Compose task to the

deployment pipeline.

Add a Helm package and deploy a taskto
the deployment pipeline.

Add a Docker Compose task to the
deployment pipeline.

Configure RBAC roles in the cluster.

Explanation:

LinuxT—Y x> b _Docker, Helm%;ER3 52 & T CIICD/INA TSA Rty b7y TLT
AzureDevOps % {#FH L TKubernetesy S R A2 —IC7 T ET7AA4 TEET,

F|lE1 Azure Active Directory Azure AD) TH—EXRBEIZEmRT 3

ACRE L UAKS EXEET HDMLENH B EEDAzZUre A —LEFHEDIDDEEDH—ER T oY
NILEEIYEBTHIRENHY ET,

Azure DevOps/SA{ TS5 A4 VAHDEHEDH—ER T U MNILEER LT ACRDA A =Dk
Fr—b+bETvaB8LUVTNLTEDLSICTLET,

Azure DevOps/Af TS5 A VADEEDH—ER T UL EEB LT AKSIZT7 T 5r— 3
VETIOLTEDLSICLET,

ATw T2 Helm/IAwhH5—C2BML F7OA41RA TSA VAR ETTOALET
hiFx arvTFr—%#EAL-DevOpsT—4- 70 —TT,
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F|E3 DockerComposeZ R &7 7OA /N1 TS5 A4 VIZEBMLET,

Dockerfile 7 7 A JLIE  Dockerd’FI|RAT RV U T hTHY 7TV ENNy5—ILTHLL
Docker{ A —UH# T 51=BDIZ R—XA A=VIZHLTT I L a v EBEFNICETT LS80
[C.8FETFLGATUEF (MFLIIBIEHRLTIR MENFET,

S

https://cloudblogs.microsoft.com/opensource/2018/11/27 /tutorial-azure-devops-setup-cicd-
pipeline-kubernetes-docker-helm/
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T54 R—KGitHubY R YA BHY £7,

AzurelR— FEDURS F)DaAZIY FRT—ERERTTIVELRHY FT,
HEFRAMAETRETIHN?

A. GitHUbTGitHub7 7 > a3 U &ERL £ 9,

B. AzurePipelines7 7) #GitHub ) /R R U IZEBML F T,

C.GitHub7h v v D LERIIE MFA) ZHEBRLET,

D. AzureBoards7 7 Z )R MY IZEBMLET,

IEfE: (EfEERTLET)
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Azure Boards & GitHub.com|Z #9512 AzureBoardsm S#E# L THEBLET, -
(%, GitHubh™ 5 AzureBoards7 71 4 VA F—)LLTHERLFET , EE0DAELAEIEEINT
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GitHubiZ#t ZBML F£ 9,
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Add GntHub reposutorles

.-‘J-\': 11' I'_r iF ]|-‘1 | F \J\ f._| -.I ™ | 1‘.,‘-_‘.:1.: :. \L_.‘: 1aF

Y Filter by keywords

Viewing 4, 4 selected

(v] m JamalHart/fabrikam- apps-2

- °Wﬁ(ﬁf@'§w

"hl JamalHart/fabrikam- open-source

(v E JamalHart/fabrikam-suite
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https://docs.microsoft.com/en-us/azure/devops/boards/github/connect-to-github
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D. DevOpsh 5 /IN—YFILT IR =02 PAT) ZERLE T,

E. EJL FH—/\—h Seonfig.emdZEEITLET,
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https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-windows?view=azure-
devops PATZH#EBL HBREETLEY)
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C.HEDF—LAVN—FEYHTLHEWNEERLET,
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[CUIYEBADILICERTETEY,

S
https://docs.github.com/en/organizations/organizing-members-into-teams/managing-code-review-
assignment-for-your-team
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EFHEETERBITORLHYEST, COEFHETIE, V) —XRZEHEAT BRI, F—LU—F—N
1)) —RERBTEIDLENHYFT,
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AR EADBIEEIZOAH BEANHLMY T,

ARBICHERLUEMIDDIGEIZDH BEANKBT AL IICTILENHY FT,
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545> fEl D 14l Taz400-9940427-main & LV 5 & RIIDAzureWeb 7 7'1) O E— 4 F G E B A58 %
BRDBEE BHNEERT IBHELHY T9, BANL https://contoso.com/notify [Webhook % k
)H—FENHYFET,

ZDARRY ERETT BIZIE, MicrosoftAzure R—& JLIZH A A4V LET,

IFfig:

1.MicrosoftAzureiR— 42 JLZFRAZEET

2. Azure7 Ao Mg 4 > L _App ServicelZ#E L T [BERD T Z2HERT 5E 75— N
RREINFET,

3[7F—FIL—ILDEMZZIRLET

ALUTD&ESITTI—FIL—ILEHZEL [OKZV Uy LET,

HE A NY Y RIZEATET75—+
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Add an alagt rule

* Threshold
1
byté 5; sleccmd
* Period

Over the last 5 minutes w

Email service and co-admimistrators

Additional admimistrator email

Webhook

SHg .

https://azure.microsoft.com/es-es/blog/webhooks-for-azure-alerts/
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KRBLRIUA—TSAXT7T V=23 DGt RO ) EEBLET,

77— 3 U DOBFPIZ ConfigjsonE WS ZRID 77/ IILEFALET,

TV — 3 0ADEEMNIZT Y I B-UIZ ConfigjsonhyY —REEIZOIy hEhig
WEIICTEIRENHYFET,

IEFICETTIDELNHD3DDT I aAVIEENTIN?BETSICIE BULETIavET
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Answer Area

IVIICTOSOT
Runthe git commit cdmmand. = ™

Run the git reflog expire command.
Run the git add .gitignore command. @ @
Add Config.json to the .gitignore file. ! @ @

Delete and recreate the repository.

Answer Area

i thegit Bonmif camanth ) | L IDeIele and recreate the repository.

lRun the git reflog expire command. [Add Configjson to the .gitignore file.

l Run the git add .gitignore command.

[Add Configjson to the .gitignore file.

| Delete and recreate the repository.

Explanation:

FIg1 ) RD b ZHIBRLTEERLET,

AT v 72 Config.json% .gitignore 7 7 4 JLIZIBMM L FT

gitignoreDEATIX NF—UICT—BTE5T7AILFERIET7MILDEY FERNLET,

fl -

HE—DIT7AIETEHRT D

Config.json

AT w 73 gitadd.gitignorea Y > FEETLET

=RPDI Xy FTIE, EKRBIZUntrackedh 5 Staged IZRBEILET A T—YVF T HlEL
T BT DI7MINERETEHD . NEI—FRETILELNHY FET,

SR .

http://hermit.no/how-to-find-the-best-gitignore-for-visual-studio-and-azure-devops/
https://geohernandez.net/how-to-add-an-existing-repository-into-azure-devops-repo-with-git/
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ROBTRIZTRT & 312, AzureDevOps ) ) —RINAL TS5 A4 U HY T,

ﬂ. Create Resource Group (if not created)

A -l.'zrea'te Sterage Account (i not dreated)
Create OWASP Contaings
a ll “HE\licrosoft
X1 T4 TR MAICOWASPZAPZ BT BICIX NA TSA VERTTARENHYET,
ED5DDAzureCLIZ R ZIRHFITIEMT ZBENHY FIAN?RET HICEF 2RIDIR b




MoRIEFEHICEXVEBEL, ELWEFICHERFTT,

Tasks

Build machine image

Corwvert Report Format
Download the file
Pulbslish Test Results

cear UL inctaller

W : Publlsh 'fest Resulls | (V

EDockerCllinstaller: @ | 0 00 o W o e e o o o
M'l&osoft
Call the Baseline S
AR

“Microsoft
1| | calltRe Baseline Scan

Download the file

2
3| | Convert Report Format
4

Publish Test Results

5| | Destroy OWASP Container

J1)—RINA4TS54AVDEE

JI)—ZANATSA42DT7 TV r—2a BRIz X2 T4 RX Y UBLEE
ECTEFET, COHTIE, SNIE8DODDA R THEE SN, EIZAzure CLIZ XY ZfEH L TACIA
VAR VAR BEUYR—MEE) TERBSLUTERLET,

BFICEESNTULEWMES 3 XTOHAzure CLIZ RV 13X BEEDERA T a v EERT M4
AR TY,



re CL)

a Create Resource Group (if not created)
) LM&EEE@%Q&% unt (if not created)
J Azure CLI

Create OWASP Container

aZure CLI

Call the Baseline Scan

Azure CLI

Download the filé

Azure CLI

Convert Report Format

PowerShell

Publish Test Results

Publish Test Results

Destroy OWASP Container

Azure CL)

S

https://devblogs.microsoft.com/premier-developer/azure-devops-pipelines-leveraging-owasp-zap-
in-the-release-p
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702145 FAzureDevOpshidp Y 9,

AzureResourceManager7 > 7 L— b EFERAL T Y—RET AL T BHEILRNA TSA4 0%
T B EHFFBLTWEYT, T T L— kI AzureKeyVaultiZRFES N TS L—Y Ly b
ZSEBLET,

Yuld, 7o T L— FORBRAFRICF—FR—IL rDY YV —XIDEFMIERTE L L EHRT D
ENHYET,

TFUTL—RMZRFAZEHZIVENHY FTITM?2EEZTHICIE RETY7FTEYLGEF T3y
FERLTLIESLY,

I WDBIRIZZENEFNIRS > FOBELAHY T,



“resources” [

{

“fapivearsion”: “2018-05-01",

“name® : “secrets®,

“types: T T
*Microsoft KeyVaultvaults®,
‘Microsoft Resources/deployment”,
“Microsoft Subscnption/subscriptions”.

“properties™: |
“mode™ ;0 “"Incramental”,

ly o

“deployment”
“termplate”
“temnplateLink”

contentVersion®” : “1.0.0.07, Qm
Puri® : M[uri{pa t fac an’ ),
H‘E r Jgonr B

concat({*./ne

cationSasToken®}))1”
N, oft
. cret”: |
“rafarance": {
“keyVault™:{
*id": “[rescurceld(parameters(‘vaultSubseription’),
parameters ( ‘vaultResourceGroupdamea’ ),

‘Microsoft.KeyVault/vaults’.,
parameters ("vaultNama’)}]*"

“gecretName™: “[parameters(‘secretMame’)]”
¥
}
}
H
b}
1

1E fi#:



“resourcesy

{ .
“ap¥version”: “2018-05-01”,
“name” : “secrets”,

",

“type”:

“Microsoft KeyVaultivaults”,
[ “Microsoft Resources/deployment’.
“Microsoft. Subscription/subscriptions”.
“properties”:{
“mode” : “Incremental”,

v i

“deployment”

[ template”
‘templateLink”

contentVersion” : “1.0.0.07,

A s Fr

uri “[uri (parameters (' artifactsLocation’),
concat ('./nested/sdlserver.json’,
parameters (' artifactsLdcationSasToken’)))]”
}s
“parameters”: {
“secret”: {
“reference™ : 4
“keyvVault”: {
“1d@”: “[resourceId(parameters (‘vaultSubscription’),
parameters ( ‘vaultResourceGroupName' ),
‘Microsoft.KeyVault/vaults’,
= ' parameters (‘vaultName’))]”

}r
“secretName”: “[parameters(‘secretName’)]”
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Access Levels

Collaborator

Contributor

Owner

Reader

Answer Area

Developers:|

h teaders:

1ICYrOSO

Fl

o

Sota

[ branch filter to exclude,

b e s i e Ml

== Microsoft

v fMoldert.

Seta

branch fitter to include
“pafth fiter o exclude
path fifter to include

vl

a

Bk

Developers:

Team Leaders:

|
Ry R —H—

m Micsoft

Reader

Owner

Developers&E WS ZRID T IL—TDAVN—IE N 5—DF A VA M—ILTESZRELNHY F

-d-o

J4—FIZIX . FrEE. FRE ARAREE . ZBDIDDLALDT IV CRENHYFT  FTEE

X EBA F—L TIL—THE HOWIEEDIDEHLOPBZTIEALANIZENTEET,

Ry R2: FiESHE

F—L)—F—EWVWSSARDTIL—TDAN—IE FLWNYT—DFERL Ny —2
T4 — FDERZHETEDIVENHYFT,




Permission Reader Collaborator Contributor Owner
List and restore/install packages ¥ ¥ + ¥

Save packages from upstream sources ' J o

Push packages o o
Unlist/deprecate packages — M i Croso ft
Delete/unpublish package oy

Edit feed permissions J
Rename and delete feed v
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RBACHE 2% o TULVBHAzureKubernetesService AKS) 7 S R4 —%2AES 3= 45 LE
T, 953472 7TU— a2 DHemFy—bAHY £,

2S5 RA—THelméTiller2#RR L Fryr—FE2A VR F—ILT2RELRHY T,

IBFICEITT A LExHEBHTH300aAT Y FIEENTIN?EZTSHICIE EVLGEaTU R E
AT RO R S EZEMESHICHEE L ELWEFICHERET,

Commands VI AnswerArea

helm install

kubectl create

helm completisn

@ oo [
©

©O®

helm init

helm serve

1E fiz:



Commands Answer Area

ihe;m install | kubectl create

kubectl create helm init

| J I -
helm completioni(:)

helm init

helm install

®

®
helm serve

Explanation:

AT 71 Kubectl create

Helm®D &R H (Z—service—accountNAME> 7 5 J =R L CTillerlCH—EX7 A > FZEMNT

TFEYT (LTOFIE2), AHRFHE LT BRICRE SN TWSO—LEY—ERTAhI U N E

BETHIA—IUNA T4 VT EERTAIRENHY FT,

5] cluster-adminB—JLZHFDOH—EXT7HHU U b+

$ kubectl create -f rbac-config.yaml

serviceaccount filler jBMERK SN FE L 1=

clusterrolebinding fr 1 5 — AMER S FE L1

$ helm init --service-accounttiler

RTY T2 ~NILLHHIE

EXMET 4 5—2AKSY SR A—IZT 7043 BIZE helminitav > FEFERLET,

ARTYT3IANILLDA VR =)L

HemZERLTFry— rE2A VA F—ILT BIZE helminstala<w > FEFARALT A VR b—

LI 5F¥— bDAFIZEELEFT,

S .

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm

https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac
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WET,

RDBEHZE-FIZI1E Usert&User2# 7 IL—JIBEMT 2ELAHY £9,

Userlld, O— FWikiZ/ERTZE R ELH Y ET,

User2lEWIkiR— S ZiRETEAMENH Y FT,

Y a—vavid sMIEORZFERTARENHY FT,
BEA1—HY—Z2LEDTIL—TIZEMT HLENHYFIHN?REZTSHICIE BEUGETIL—TEEY
BA—Y—IZFSy I LET  EVIL—TREMEFERT S L BHEFERTLILL, Fo1
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N ARIVA—LT IRELNHIEENHYET,
I I DEREERENIRS O FOBENHY £9,

Groups Answer Area
Build Administrators Userl: ‘
Contributors User2: ‘

Project Administrators_.|\/

Project Valid Users

| Stakeholders

1F fi%:
Groups Answer Area
Build Administrators | Userl: | Project Administrators
Contributors User2.. |Contributors

Project Administrators{

Project Valid Users J

Stakeholders II

SR .

https://docs.microsoft.com/en-us/azure/devops/project/wiki/wiki-create-repo
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AzureDevOpsT7 AT =Y FEERT HAFETT EHOREENTOD Y MY A E
T HAREIIEEICA IS OTHEEL A T7S540hIcTad ) FNERBRERKRIZTIVERT S
WENRHYET,

EQON—CaVEBY)a—2a aERATILENHYFETHN?

A. TortotseSVN

B. TeamFoundation/\—< 3 U &#

C. Subversion

D. Git
Eff:D(QA AV FEHEEKT D)
&R

GHtERE 77 M IVBEIZV 147 FRET D VIZEREIA Y—N—ICEHEINTLRNES
THRRTEET, VisualStudioHs K UWeb R—F L TREEZRRTEET,


https://www.jpnshiken.com/q/27892-2187378/

;¥ Azure Reposld, Git& Team Foundation/N\—2 3 U EIE TFVC) D2IE5END/N— 3 VEEBEY
R—bLTWET,
S8 .

https://docs.microsoft.com/en-us/azure/devops/repos/tfvc/comparison-git-tfvc
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WEOBKMN LB Z MR I 5(21E Register-AzureRmAutomationDscNodea Y > FEED & 5
[CERTTEILELAHYETTN?

A)

Change the value of the ConfigurationMode parameter.
B)

Add the pefaultProfile parameter.
C)

Add the Al lowtoduleOverwrite parameter.
D)

Replace the Register-AzureRmiutomationDscNode cmdlet with Register-AzureRmAutomat ionScheduledRunbook

A FTL 3 A
B.+#7<a>D
C.+7>3vB
D.#7+3>C
Ff:B(OAY FERERT D)

A7 AZ-400f RESR (FIPNTest.comiZth S AZ-400HERICER T 5 Z LITHRICIIBF

9 ! JIPNTest.comlE S RHFTAZ-4005A EREIEE 121 L £9, JPNTest.com AZ-4005A 58 i RE £E
FESEHSINELz, ZZCAZAEEDTA I VD UEFICANET , ZEFBRDT Y
+ X _ https://www.jpntest.com/shiken/AZ-400-mondaishu 625, 3 0%7r « R h o> + 45

#EI51a— F: JPNshiken|
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WindowsServer2019% £179 dAzurefREBT L oW D2hdH Y FT,

RORIZRT LS FRETDVDENDA N MDEHIT IVENHY FT,
Name Event ID

VM1 §704,701,1501,1500, 1085]

VM2 [326,105,302,301,300,102]



https://www.jpnshiken.com/q/27892-2187379/
https://www.jpntest.com/shiken/AZ-400-mondaishu

Azure Monitor) T EDKSICRT T AIDENHY EFI N ?ZZBICIE BUILGEZIE L NS
BRI LET KEF ARFERTIED EHEFERATIZ LD FoFERALENS
LI TEFET AVTUVERTTBICIE RAVEITHREIN—Z RSV TTEHN Ry A—ILT
LILENHDHZENHYET,

’ count() | s Answer Area
imakelist(&ventm) ' Event
| where TimeGenerated » ago(12h)
| :
makeset (EventID
I ( ) | order by TimeGenerated desc
r—" I ___LVaIue Value by A
’project

Answer Area

Ewvent

| where TimeGenerated > ago{12h)-

| order by Tingﬁtqeraﬁgd'dﬁs;

T at FEvant Th
my-expand A ! _nkelist{EuentID} by Computer
: | -

lprﬂject g W *

S .
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/advanced-aggregations

B 48

EHON-BEFERT 2AEEDHIHEDY ) 2a— a3y, —HOBERtE Y MZIXEHDIE
LWMEBRERAHZHEELHY EFIHN MOEBEME Y FZIZE LWERRALZIMEENHY FT,
ZDEHYaVvDEBERIZAETSE FOERBICRACENTELHLLBYET , ZOHRE b
NDEMFILEa—EEICRTINELA,

257 RTHRRA FEhdlenkins—/N—EH L AzureDevOps T 7HA A Y R EHALET,
BAFEEMAzureReposD TS5 U FICEEZIw LIz & FIZ JenkinsITEBRMZEET HICIE
AzureDevOpsMWMILE T,

BRE EILFRTARY MNEFRATRZY—ER TV IH TR YT avEERLET, AT
BEEZEHmE-LTWETMN?

A. [Ty

B. LMVZ




IEfE: (EfEZRTLET)
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II7E DevOps 7Ot RM—ER & L TIIRA, Jenkins, 5 & UOctopusZ R L TWLVET,
NoDY—ILORHYIZAzureDevOpsEF AT A2 FETTI,

BY—IEFEETMZ D=OIZEDAzureDevOpsH—ERZFRTHIBHENHY FI M ?EET S
[CIE EZETYF7TEUNGEA T3 vEERLTLLEEL,

L WERIIZENRENIRAS > FOMELSHY T,

JIRA: v

Boards

Build pipelinesgm . |
Release pipelin@s
Repos

Jenkins:

Boards

Build pipelines
Release pipelines
Repos

Octopus: v

Boards
Build pipelines

Release pipelines
Repos



https://www.jpnshiken.com/q/27892-2187381/

Microsoft

Boards

Release pipelines
'Repos

Jenkins:

Boards
Build pipelines
Release pipelines

 Repos

Boards
Build pipelines |

Release pipelines
Repos

Bl

Boards

Build pipelines
Release pipelines
Repos

Jenkins:

Boards o

Build pipélines
Release pipelines
{Repos

Boards

Build pipelines
Release pipelines
Repos

JRANATSA0%E))—R
Atlassian®JiraSoftwareld, F—LMNRY T Dz 7 )—X%=5E B L UVEETHDIZE
ADARDHBHT7 TV 45— 3 >T9 ,—7A, Octopus Deployld, F—LABHEES I VERTOL
AZEERTREAENDEBHEOBVAZTERET SDIKRILEEST, ChoZzlAEHED
CET F—LETATTIOABREEFTOYV I DI T7INATSAVET 2V KY—I VKT
BETEDLIICHRYET,

DIVFXIUR KR KY

Jenkins ZAzurePipelines L i85 51D DA%, JenkinsTCIY 3 T#EAIICETT S LT
T, hIZlX JenkinsTDCINS TS5 A4 VDR E  V—RaA—FRYRS M) FELEXTSUF
[Ty adnfz&EFICClITOEREFEUE T AzureDevOps TDWeb 7 v ¥ DIERENEENF
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B NA T4 VEBETD

S .

https://octopus.com/blog/octopus-jira-integration
https://www.azuredevopslabs.com/labs/vstsextend/jenkins/
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FIVG—2 3 &IV RRADMITTAA T 5=DICMEFERT S22 LEH58HLETM?
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ME IEMEART S LY EHEFERT LI LD Fo(FRALAVWILEETEFES  OVTY
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UET,

AL UDEBIRIZZFERFNIRS > FOMMELAHY £9,

Components Answer Area

A deployment group

Ten virtual machines hosted in Azure: ‘

A management group

Ten virtual machines hosted in

A resource group an on-premises data center environment: [

Application roles

Efiz:



Components Answer Area

A deployment group
| Ten virtual machinés hosted in Azure | A deployment group
A management group||
' Ten virtual machines hosted in
A resource group an on-premises data center environment: | A deployment group

Application roles

SR https //docs.microsoft.com/en-us/azure/devops/pipelines/release/deployment-groups
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AzureDevOpsIZ 754 R— T2y bAHY ET,

JO I bex—Trx =702 FOETRREERET H5-ODDOH X2 LEEXIEBEY T
ZIERTEA L EHRETILENHYFET V) a—2avE s/MFHEDRBZFERT 0
ENHYET,

TOSz Y bRx—Srv—EDEX) T4 TIL—TITEMTILENHYFETM?

A 7Oz ralLsyarEEE

B.J—5%—

C.7o>z/y rEEE

D. Fiad&

Ffa:D(AAV FEEKRT D)

AVMYEaA—4—2IE, TPz bO—FR—RET—IUT7A TLOEHIZELIZEHKT 5
ERAHY FT, MO O TWGEVEGHER, FEX) VR ZEEFILIEET HHER,
S .

https://docs.microsoft.com/en-us/azure/devops/organizations/security/permissions
https://docs.microsoft.com/en-us/azure/devops/organizations/security/permissions-access-work-
tracking?view=azure-devops#queries-and-semantic-search
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TIVr—2 a3 DY —REBIZIEGHY RS MY EFERALET,
RRA—TSV0FDEER) a—LEROLT TV I IR FEREERETEILENHYET,
RREK: BA)I—CHEFERILITIVI I IR NEREREELFET,
HNIFERZERLTHVEIN?

A. [F

B. L\MZ

IEff: (EfEZRTLET)
BEYI—DHBL<ODATOavIE TV I IR MPFALLEZFICY—RTSUFOAZTY b
BEZI—L . 2—7 YIS UFITR—Ua3y MEERLET,

S

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies
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Project2d 31— K 7 O —B§#& #AzureDevOps|CRET HIHENH Y T,
IEHIZETTIRELNHD3DDT I avIEENTETN?RETDICIE BUNLETIavET
5923 D) R HASEEEEHICEHL ELWVEFICHRET,

Actions

Create a repository

Add a build policy for the fork.

Create a branch.

Add a build policy for the master brapel
IAdd an application access policyl

Create a fork.

1E fiz:
Actions Answer Area

1eate s [eposkory Create a repositoey

A ild policy for the fork.
EXA9. SR Poicy SOt e r Add a build policy for the master branch.

Create a branch.

Créate a branch.

Add a build policy for the master branch.

dd an application access policy.

. . .
Create a fork. W Wﬂ ICYrOSOl t
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(2. BAFEE A MicrosoftTeams DB ZHEEICZET DL IICTIHENH Y £, Teams T %
ETITEILENHDYETH?EZTAICE EEL) 7TEYGEA T a vERRLTLES
W 3E: I ULERIEFRFNIRS Y FOBIESHY FF,

Answer Area

Fazure pipelines feedback hitps//dev.arurecom/contoso/contoio-app

1E fiz:

Answer Area
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Answer Arca
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Projectd =& T AMENHYFET,
HE=IERDIEAEIRETIHN?

A. Dockerfile 7 7 4 JLIZFROME S ZEMLET,
B.EWRT—T 4770 bDAE—ERRSRVEEILRNRATSAVITEBMLEY,
C.Docker2 RO ZEIL K4 TS A4 VIZEBMLET,

D. Dockerfile 7 7 4 JLIZMAINTAINER&F F ZBML £,

IEfE: (EfEZRRLET)

Bl

o+ 1) A Projectd 3% L Docker{ * — % AzureContainerRegistry[C v 295k 5127
Ay FEBRLET,

I Pmiecid will prwide‘supportfor a build.pipetine that creates a Docker image

Project 4 | and pushesthe image to the Azure Container Registry. Project4 will use an
existing Dockerfile.

Azure Container Registry Tasksa < > K& {#EH L T AzureA TH A T« JIZDockera > 7+ —
AA=—DFFTEOCELF, Tyva BRUERTL, RBL—TIRESCIILEY 5T RICH
20— K¥5A%F%ETRLET,ACR Tasksld Azure Container Registry D —EDHEEETH Y O
DTFT—DIATHAILNERTIAVTF—A A—DEBBBLUVERTIDITRILET,
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https://docs.microsoft.com/en-us/azure/container-registry/container-registry-quickstart-task-cli
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A. SourceGear Vault

B.ox % X

C. Microsoft Visual SourceSafe

D. WhiteSource Bolt
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WhiteSourceld . AzureDevOps# & U'AzureDevOpsServer& DA D =HIZHEFI AR I =8
ENA—ToV—REFXa2 T4 BELVEEY ) 21— 3 2 THAHWhiteSourceBoltF iR L £
9,

;¥ WhiteSourceld  #(iH I A —T oY —R Y I bz 70X T4V TSA4AT7Y
AEED)—5—TY,

WhiteSourceld, 7RIS T V5 EE, ELFY—IL FERARRBICERLGC ELFTOL
RIZHMEINFET, CNIE NV Y TSI FTEFN #BEM YA LY MIBIEL A—T >
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WhiteSourceD#E A T BH SN AREN BT —FR—RIZHLTFzv I LET,
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https://www.azuredevopslabs.com/labs/vstsextend/whitesource/
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D7 T r—3 3 vl MicrosoftVisualStudioZ B L THFEIhFEL, V—RXO—FIE &
tt D Team Foundation Server TFS) IZRFEINTWET , TS5 oFA 74 AKX TFSTOF L H—
N—ZFALTY—RI—FKIZ72E€RLET,

7—*TUF v LOME

Litwareld BEEMITOFLVVI— FOERKICERZEVWVTWET BBFOI—FZUT704%1)
DO ERITBEIBRT A=H00) V—RFRESATOELA, KEFERBRRISE L ORFEEICIZALSH
TIIAEWS, A— FR—XDZERIZITRUVEFENADLMNY FT,

O— FOT—DREIZEIEOLAIMNDZ ENEL  E<DOAERENIEELET a—FET—D
THLE RDOTTHRTIONHELWVNTHERICRELET,

BEEE EBEESFEIVATLAOMAIX FHBEMICEML TS EHREL TULEYT, ERERZR
KA—FEIX—CTHREADHD=H O—FONSHEBRTSIZARMMIIY FET,
BEIL NTRENEBICEHETHIEHRELTLET,

i

HEESNF-ZER

Litwareld R EFHEIDI=HDHLWT T 5r—2 3 v AA— FORAEEHBE L TUWVET, REE
B77)5—2 3 Tl BEORBESEERATLLEDOOI N EHEDANBREIZLRY F
v,

BRESHBE T TV T—2 a3 RA—MIX 1DDEBEWeb7 T 7—2 3 2 E2DDIOSE/NAIL
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AEFEHATHIEZTELTVET,

Litwareld BEED/NNT LR— FZBIZHEODDOTIELS BEEORBICEBMIZAEYF-WEEBZT
WET,

AT E S

SUHDTBREHBET TV r—2 3 VAL —ME  ROBHZHEZLTWARELAHY T,
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TRTOHERDENY BTICE, /MNHEDRBIZERAT IRENHY T,
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*F— L) —F—ENSBEDTIL—TDAN—IE FLWRyr—SFEFRL RNy sr—2
T4— FDIEREZHEERTEILENHYET,

* Visual Studio App Center2{ERAL T ENAMILT TV 5= 30D0 Sy abFERPOTN
A R4 TDLR— b E—TILTHIBELAHYFET,

*TITAILTIE 60BERFTILENHIARE ) —RERE IRATOY ) —XZE30BME
FAREICT AWENHY FT,

*A—FOREBEEV)—ROREFEETYT  VU—RFIZTI T4 TENTHY)—=RIZH LT
AJICERBEEINTVAEGESE, VI —XARICEMAZRAT—CHTEDTIIAGY FEA,

CENALT TN r—230E BEORBESEERTLOKMY —EXEZFUET ZEMNT
EOIRELAHBYET , DATLNT YT T L—REINDET, H—EXIFHTTPSH# A L= E KRR
DA EHHR—FLET,

*TFTRM—N—ITBBLGARL—TFT 4 VIR TLOEBRIIBAZEEINE T, Azure
Automation State ConfigurationZ{ER L T Y —/\—AEHMIZERB LUV Fz v I Shb L E
. BTAMF—N—DARL—TFT A VI IRTLARL KSR I TSI L E#HRT S
WENHYFET,

T D3 AT 75 i RE

TAMF—N—E RMVIBRAINLEZICELLBRIATVLETL KROBBELHICHE
MR RLET,
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Azure Automation State Configuration/ — KIZ RDa<T > REFERAL TERINET,

Register-AzureRmAutomationDscNode
-ResourceGroupName ‘TestResourceGrotp
-AutomationAccountName LitwareAutomationAccount’
-AzureVMName Svname
-ConfigurationMade “ApplyOnly’
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RRR A—FT Y a MRV MNEFERTHIY—ERTYIHB TRV ) T avEzERLET,
NIFEEZERLTHEIN?

A. [EL

B. L\ %

Eff: A(QA U FEREKRT D)
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Explanation:

JenkinsZ{# A L T AzureDevOpsServicesé TFSDH—ER 7 v O 2k TEET,
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https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/jenkins
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Answer Area
Actions

Create a service account in the cluster.

Create a service principal in Azure Active
Directory (Azure AD).

Add an Azure Function App for Container
task to the deployment pipeline.

Add a Helm package and deploy a task to
the deployment pipeline.

Add a Docker Compose task to the
deployment pipeline.

Configure RBAC roles inthe dum i cr




Answer Area
Actions

Create a service account in the cluster.
Create a service principal in Azure Active
Directory (Azure AD).

Create a service principal in Azure Active

Add a Helmpackage and deploy a task to
the @eplayment pipeline.

Directory (Azure AD). u

|
Add an Azure Function App for Container
task to the deployment pipeline.

Add a Docker Compose task to the

A — N W deployment pipeline.
Add a Helm package and deploya taskto™ || = *————— —_———— e ————
the deployment pipeline;

Add a DOckEr Compose tasiktd-the

Configure RBAC roles in the cluster.
B7LL]

Create a service principal in Azure Active
Directory (Azure AD).

Add a Helm package and deploy a task to
Ltht-:- deployment pipeline.

¥ L
VIILTUSUIL

-

Add a Docker Compose task to the
deployment pipeline.

LinuxT—Y = > b _Docker, Helm%;ER3 52 & T CIICD/INA TSAVE2ty bT7y LT
AzureDevOpsZf#f L TKubernetesy S R 2 —IC7 T #TTAATEET,

AT 71 Azure Active Directory Azure AD) TH—E X[RA|ZERL T HACRE & UAKS & xt5E
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Azure DevOps/SAA TS5 A VADEEDH—ER T UL EEB LT AKSIZ7 T 5— 3
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Docker{ * = ZEHT 51=DIC R—RA A—=DIZHLTTY L3V EBEMICETIT 518
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https://cloudblogs.microsoft.com/opensource/2018/11/27/tutorial-azure-devops-setup-cicd-
pipeline-kubernetes-d
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Actions Answer Area

Run the Import-AzureRmAutomationDsclonfiguration

Azure PowerShell cmdiet W

Create a Desired State Configuration (DSC) configuration (
file that has an extension of .ps1 ’ (

J D)
Run the New-AzureRmResourceGroupDeployment AZure @ { 3
PowerShell cmdiet

Runthe Start-AzureRmAutomationDscCompi la:j.on.!q.b
Azure PowerShell cmdiet.

‘h
Creale an Azure Resource Manager lerrpialeibﬂ"t*ﬁ fr' i 'adalNe £ 8
an extension of . json. i Ll '

1E fiz:

Actions Answer Area

o, —

Create a Desired State Configuration (DSC) configuration

Run the Import-AzureRmAutomationDsclonfiguration
file that has an extension of ps1

Azure PowerShell cmdiet

Run the Import-AzureRmAutomationDscConfiguration
Azure PowerShell cmdiet

T

Create a Desired State Configuration (DSC) configuration
file that has an extension of .ps1

b
Runthe New-AzureRmResourceGroupDeployment AZure © Runthé start-AzureRmAutomationDscCompilationJob g
BowerShel cmdet Azure PowerShell cmdiet. z

il

u I i Y |
e - ‘l

Run 1t Sla!:-ﬂzthwo;hhﬂnlbnﬂ:omp-lazxonlfob
AZuie PowerShell cmdiet.

Create an Azure Resource Manager template file that has
anexension of . json.
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AEHEELET,

1

PS C \> Import-AzureRmAutomationDscConfiguration -AutomationAccountName "Contoso17"-

ResourceGroupName "ResourceGroup01" -SourcePath "C \ DSC \ client.ps1" -ForceC M < >
FiZ, client.ps1& LS REID T 7 4 ILDODSCHERL % Contoso17, ZCMD AT > K& Force/N5 A —
FIEY izt gteeRmAnionstaaResCamnintien o Azyre Popgrsppl 2 B k3 $ EXTTY

% Start-AzureRmAutomationDscCompilationdJoba < > K Ly k& Azure Automation TAPS D i
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https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/import-
azurermautomationdscconfiguration
https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/start-
azurermautomationdsccompilationjob
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—RescurcaGroupName ‘TestRescurceGraoup’

-AutomationAccountMame MEHitwaredAUutomationAccount?”
—AZureVkName FVmarme
-ConfiguraticnMode “ApplyOnly’
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https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/tutorial-windows-vm-access-nonaad
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MSappCenter.start
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withServices: Iy =
} [MSAnalytics self, MS&Analvtics self] cd
[MSDistribute sef, MSCrasies €O SO T
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withServices: : L ]‘ IT
!MSAnaé@%err, MSAnalytics.self]
[MSDislgibute self, MSCrashes self]
[MSPush seff, istribute se
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azZ acr create

az ad sp create-for-tbac

kubectl create

1-az acr create

2-az ad sp create-for-rbac

3-kubectl create
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“resources” [

{

“fapivearsion”: “2018-05-01",

“name® : “secrets®,

“types: T T
*Microsoft KeyVaultvaults®,
‘Microsoft Resources/deployment”,
“Microsoft Subscnption/subscriptions”.

“properties™: |
“mode™ ;0 “"Incramental”,

ly o

“deployment”
“termplate”
“temnplateLink”

contentVersion®” : “1.0.0.07, Qm
Puri® : M[uri{pa t fac an’ ),
H‘E r Jgonr B

concat({*./ne

cationSasToken®}))1”
N, oft
. cret”: |
“rafarance": {
“keyVault™:{
*id": “[rescurceld(parameters(‘vaultSubseription’),
parameters ( ‘vaultResourceGroupdamea’ ),

‘Microsoft.KeyVault/vaults’.,
parameters ("vaultNama’)}]*"

“gecretName™: “[parameters(‘secretMame’)]”
¥
}
}
H
b}
1
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“resources”: [

{
“apiversion™: “2018-05-01",
“"name™ : “secrets”,
“type™:

“Microsoft KeyVaultvaults®,
ICI Resources/de
icrosoft Subscnptio

“properties™: {

“moda™ : “Incremental”,

lw =4
;ﬁeploymf.‘lf o&

“‘templateLink’

contentVersion®” : “1.0.0.0%, &

w >

uri® : ™[uri (parameter tifactslocation®),
concat(® Jnested;:% json’,

parameters(’ i cationSasToken’))) 1~
b
“parameters”:{ 6

: “[rassurcald(parametars(‘vaultSubscription’),
parameters( ‘*vaultResourceGroupNama’ ),
‘Microsoft.KeyVault/vaults’,

paramaters {*vaultNama’ )} 1"
b

“"sacratName": “[parameters (‘secretMamea’)]”
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Tasks

Build machine image

Convert Report Format

Download the file

Publish Test Results

Docker CLI installer

Build machine image

[Convert Report Format

| Download the file

Publish Test Results

Docker CLl installer

Explanation:
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ETEFET, COHITIEH, SNIFB8ODDERY THEB I, EIZAzure CLIZ X Z#EA L TACIA
VAR UVAR BEUYR— MEE) ZERB L UVERLET,

BIEEESNTULVEWES TR TDAzZure CLIZ RV (X BAEDBRA T a v EERT LM >
A4 BRI TY,

ﬂ. Create Resource Group (if not crente-

dzure CLI

A Create Storage Account (if not created)
Azure CLI

A Create OWASP Container

Azure LI

ﬂ Call the Baseline Scan

Azure CL

ﬂ. Download the file

Azure €1

E Convert Report Format

Pauerihell

Publish Test Results

LN Pubiigh Tevt Begulty

&1 Destroy OWASP Container

Azure C1)
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https://devblogs.microsoft.com/premier-developer/azure-devops-pipelines-leveraging-owasp-zap-
in-the-release-pipeline/
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“resources”: |

{
“apiversion”: “2018-05-01%,
“name” : “secrets”,
" type r : I '
“‘Microsoft. KeyVaultivaults®,

‘Microsoft Resources/deployment”.
“Microsoft.Subscription/subscriptions”.
“properties”: {

“mode” : “Incremental”,
v i
“deployment”
‘template”
“templateLink”

contentVersion” : “1.0.0.07,
“uri” : “[uri(param@tersg®, artifactslibcation’),
concat ('./neSted/8glserver,json’,
parameters (" artifactsTocationSasToken’)))]1”
}s
“paxameters”~{
B Pecret”:{
MiC r@ggf:tm,,,
id”: “[resourceld(parameters(‘vaultSubscription’),
parameters (‘vaultResourceGroupName’),
. ‘Microsoft.KeyVault/vaults’

‘ parameters(‘vaultName’))]”
Yr

“secretName”: “[parameters(‘'secretName’)]"”
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“resources”: [
{
“apiversion”: “2018-05-01",
“name” : “secrets”,
“type":' ljf

Mlcrosoft Rescurcesfdeployment 1
“Microsoft Subscription/subscriptions”.
“properties”: {

“mode” : “Incremental”,

[wl :¢

“deployment”
_template” _ _ _
‘templateLink” |

contentVersion” : “1 0.0.07, Ggm
“uri” : “[uri(pa ﬁ@ ion’}.,
concat('./ne
param S“qxcatlonSasTokenf Y))1*

ﬂret"'
“reference™: {
“keyVault”:{
“id”: “[resourceld(parameters(‘vaultSubscription’),
parameters ( ‘vaultResourceGroupName’ ),
‘Microsoft.ReyVault/vaults’,

X parameters (‘vaultName’))]”
r

“secretName”: “[parameters(‘secretName’)]”
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“resources”: [

!
“apiversion®: M2018-05-01",
“name™ : "secrets”,
“rype”:

M1ao<5nﬂ Keyr\.faulr.muns

“proparties®:{
"moda” : “InCremental®™,

Mmmeoﬂ Subscnpnanrﬁubscnptu e M | Cros 0.]:

w24

“deployment”
“template”

contentVersion® : “1.0.0.0%;
“uri® : ™[uri(parameters(‘'_artifactsLocation'),
concat (. /fnested/sglserver.json’,
parameters(*_artifactsLocationSasToken’})} 1"

r
“parameters”: {
“secret”:/{

" r
reference”:
{ A

“keyVault” { «ﬂ”*gb%.
id”: “|[resourceld (paramg;@% vaultSubscription’)
parameters ( ‘vaultRes roupName’ ) ,
‘Microsoft.KeyVau gﬂﬁts 7
L1
i parameters( v%ﬁﬁf e’))1”
tr
“secretName” : 4ﬁggafameters{ secretName’)]”
Y.
N 5 o«
} . ﬁf:%_‘t% %
} ‘N9
%'ﬁ
} b Ng
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“resources”: [

{
“apiversion”: “2018-05-01",

" L

name” : “secrets”,

" ty.pe o : I ' v 1
“Microsoft. KeyVaultivaults”,

“Microsoft Resources/deployment”.
“Microsoft. Subscription/subscriptions”.
“properties”:{

“mode” : “Incremental”,

Iv HE |
‘deployment”
‘template” o
‘templateLink”
contentVersion” : “1.0.0.07, Q
e b | oo il “[url(parameter tifactslocation’),
concat (. /nested/ json'
parameters('_ artl cationSasToken’)))1”
Yo
“parameters”:{ v
“secret”:{
refe

t" -

d”' [resourceId(parameters( ‘wvaultSubscription’),

parameters ( ‘vaultResourceGroupName’),
‘Microsoft.ReyVault/vaults’,

parameters(‘vaultName’))]”
f

“secretName”: “[parameters(‘secretName’)]”
}
}
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“resources”: [
{

“apiversion”: “2018-05-01",

“"name” : “secrets”,

“t}rpe o : I v

_Microsoft KeyVaultvaults”, _ _ _
“Microsoft Resources/deployment”. |
“Microsoft Subscription/subscriptions”.
“properties”: {
“mode” : “Incremental”,

v i

‘deployment”
_template” _ _ _
‘templateLink” |

contentVersion” : “1.0.0.07,
“uri” : “[uri(param@tersdd, artifactsLecasion’),
concat ('./nested/sqglserver,json’,
parametefs (' @artifactsBocationSasToken’)))]”
}s
“parameters”: {
“secret”:{
“reference”: {
“keyvVault”: {
“id”: “[resourceld (parameters(‘vaultSubscription’),
parameters (‘vaultResourceGroupName’ ),
‘Microsoft.ReyVault/vaults’,

4 parameters (‘vaultName’)) 1"
r

“secretName”: “[parameters(‘secretName’)]"”
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“resources”: [

!
“apiversion®: T2018-05-01",
“name™ : "secrets”,
“rype”:

M1ao<5nﬂ Keyr\.faulr.muns
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"moda” : “InCremental®™,
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“deployment’
‘empate

contentVersion® : “1.0.0.0%;
uri* : ™[uri(parameters(‘_artifactsLocation").,
concat (. /fnested/sglserver.json’,
parameters(*_artifactsLocationSasToken’})} 1"

r
“parameters”: {
“secret”:/{
“reference”:{
“keyVault”: {
“id”: “[resourceld(param
parameters ( VaultRESﬂHI
‘Microsoft. KeyVaufm* Al
\ ; parameters(
r

ﬁi;h‘#aultSubscription')
roupName’ ),
ts?,
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B[ 81

FCOBEME RLCYSFTUAFRTTH—EODERO—HTY, DU —XOZEMICIX, ITEFE
FOoBELZERT HAREMEOH I MEDBRENEENTUVET, —HOEME Y MMIITEH
DELWERRLAHDIBEENHY IV OSDMDERE Y MIIXELWERENGEWNEELH Y
F9,

ZDEIVIAVOBEMICAZLEZRIE,. ZOEIVIVICEDZLEIITEEEA, ZOHE. Ch
HNEBEMIILEa—BEICRRTINETA, V750 FTHRRA FEnTL SJenkins—/A\—EF7 L
LY

AzureDevOpsdepsoymentZ#i& LET,

BAFEE N AzureReposD TS U FICEEZEIw LIz & FIZ JenkinsIZERZEEIET HICIE
AzureDevOpsHAHETY

FRER EWRNRATSA VI ) A—ZEBMLET,

CHIZEEZEFERLTOWETM?

A. [T

B. LMMVZR

EfE: (EfEERTLET)

JenkinsZ{# A L T, AzureDevOpsServicessE TFSDHY—E R 7 v #ERTEE T,
S8


https://www.jpnshiken.com/q/27892-2187413/
https://www.jpnshiken.com/q/27892-2187414/

https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/jenkins
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Commands Answer Area

helm install
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T Microsof

helm completion @ ::

helm init

kubectl create

helm serve

Commands Answer Area

helm install

—

kubectl create | helm init

[
| helm ccmpletiuﬂ %ﬁiﬁ%—g(ﬁ
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- -
kubectl create
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M-, %ﬁﬂrﬁ |

helm install
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{5 cluster-adminB—)L&ZF DY —EX7HDU 2 b

$ kubectl create -f rbac-config.yaml

serviceaccount filler [BMER SN FE L 1=

clusterrolebinding fr 4 5 —pMEREhFE L1

$ helm init --service-accounttiler
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RATYTIANILLDA VA =)L

HelmZ#EALTFv—rZ4 VX F—ILT BI(ZIE helminstalla~<w > FEFALT A VX b—
ILWI5Fv— bDARZEELET,
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https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac
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Customer name Preferred process
Litware, Inc, Track product backlog items (PBis) and bugs on the
Kanban board. Break the FBls down into tasks on the task
board, UL &
Contoso, Ltd. | Track user stories and bugs on the Kanban board. Track
« the bugs ang tasks on the task board.
A, Datum Carporatiohl || Tradkiraquirements, change requests, risks, and reviews.

BEHEIIRT EXIEBNDEE(CAzureDevOpsZF AT A L ZStE L TLVET,
FBAECLICEDFXERE TN REZFERTILELNHY FITHA?EETSHICIE, BEULEXER
TOEREBULBBERICFS I LET , REXEE ORI 1EFERAT S L4 EHEE
A352¢E FoKFERALAVWIEDITEET , AVTUVERTT BICIE, RS UETHE
N—F RS9 TTEIN RIA—LTIRBENHDIIGENHY T,

F B OBERIEZERZENIRAS D FOMBENHY FT,



Processes Answer Area

‘ Agile Litware __ l
et
EMMI ‘ Contoso:_ ]’ NMIicrosott
A i
‘Scrum _l ( % Datum:

‘xp

1F fiZ:

processes | Minypinavens o

CMMI I Contoso: Agile
Scrum l A Datum: CMMI

XP I

I
il

SR .
https://docs.microsoft.com/en-us/azure/devops/boards/work-items/guidance/choose-process?
view=azure-devops
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A A i

Microcoft
Global release: Y e
Set the defauit retention policy to 30 days.
Set the maximum retention policy to 30 days.
Set the stage retention policy to 30 days.
Set the stage retention policy to 60 days.

O

Production stage: v

Set the default retention policy to 30 days.
Set the maximum retention policy to 60 days.
Set the stage retention policy to 30 days.
Set the stage retention policy to 60 days.

Global release: A |

Set the default retention policy to 30 days.

X I ]
Sel the stage relention policy to 30 days.

Sel the stage rétention policy to 60 days.

Production stage: NS B |w
Settfie default retention palicy to,40 days s O
Set the maximum retention poiicy to 60 days
| Set the stage retention policy to 30 days.
Set the stage retention policy to 60 days.

S https //docs.microsoft.com/en-us/azure/devops/pipelines/policies/retention
kEw %2 Contoso

BREDIRE
Contoso, Ltd.I&, v h TR B EERHM T,
Bt

Contosold AzueDevOpsDRAIZRE T AITHES L VER O RERET S L FEHELT
L\E T, ContosolZlFAzurer TRV 1) T a vy AzureDevOPsHlB#ER L ET,
AzureDevOpsH#EICITRDEDMREENE T,

Docker#i R 48 BE

WindowsServer2016 & £179 5108 DAzurefRBB< > > # &L Pool7& WS BRI R T—IL,
Azure TR 5 1) T 3 VIZIE AzureAutomation7 o Y kMNEFENTULET,

SESN-EER

Contosold RDKRIZFRT K 512, AzureDevOpsTT AP =Y FEERT S L #EHEIL TLVE
9,



Project
PaneCt | Project details

BiGiEEE ] Project1 will provide support for incremental builds and
J third-party SDK components

Project2 will use an automatic build policy. A small team of developers named
Project 2 | Team2 will work independently on changes to the project. The Team2 members
will not have permissions to Project2.

Project 3 | Project3 will be integrated with SonarQube

Project4 will provide support for a build pipeline thatcreates a Docker image
Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an
existing Dockerfile.

Project5 will containa Git repository in Azure Reports and a continuous
Project 5 | integration trigger that will initiate a build in response to any change except for
changes within /folder1 of the repository.

Projectt will provide support for build and deployment pipelines. Deployment
Project 6 | will be allowed only if the number of current work items representing active
software bugsis 0.

Project? will contain a target deployment group named Group7 that maps
Project 7y [ to. Pool7_Project/ will use Azure Automation State Configuration to maintain
'V | the desifed state. of the computers in Group?.

BT =4
Contosold  ROFMEHZHALFET,
*EJLFI—2 Y brotProject1 #EE LE T,
*ATEEZEPR Y  Azure!) V—REFERAL TSN
BLESN=-TV/ Ao—OERIFE T TSN
*Project2 a1 — K7 O—8iZREL T,
*F—L2MProject2® FTILY Y TR FEFEIETESELSICLET,
*F—L2M T2 FOAE—~DEBIZHI L TRYBL I ENTEELSICLETHN?
* Project2® O E—([Zxf L TTram2IZ &k > TEIT SN HPMEEFEIZIE, Project2® EJL FR1 & —
TEAINEZLOLRALCHBRABERAINS I EZHRELTIZEL,
*WOTHLAREGEE, BREZEE L EEEZZR/RICHIZZEFT,
RSN =ZEIZE DT Protect3, Project5, Project6, & & U'Project7 =& L £,
* Project4 3% L  Docker{ » —¥ #AzureContainerReentry[C vy 295 & 5(27AY Y
FEBRLET,
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AppCenterZ{#H L TE/NA LT/ A AFEADAzureDevOpsElE F#EE L TULVET,

)1) —ZADT IR EHHT 5=OICEBAHITIN—TEFERATHEEHBELTOET,
RORIZRTEBAHIN—TEERT ILELHYET,

MicriNamét Use
Group1 Application testers whao are invited by email
Group2 Early release users who use unauthenticated public links
Group3 Application-testers for all the apps of your company

EITN—TIZEDEA TORBKIN—T2ERATILENHYEITH?2EZ DI #EYGT



W—TRAALTHEELWMEFRICKS YT LET ZRITIL—T2A4TIE 1EERT S &4 EHE
FRTAHIIED FoRKFERALBENWIEETEET  AVTUYERTTDICIE, XA VHETH
BN—2 FSvTTEN ROO0-ILTEIRERHIEELHY EFT,

I VBRI ZEAENIRS D FOMELAHY £7,

© AnsWér Area

Private Group1:

Public ' Group2:
Shared

Group3:

~ MicgnsWer Area

Frivalg] Group1: | P_rivat_e—|

.p”bﬁﬂj _{“Group2: FFTUEIIE_]

| Shared JO™ ' Group3: [Shared




Group1: Privéte

Group2: | Public

Group3: 'Shared |

Ry R1:TS5A4R— |k

App CenterTlX BBHIIL—TIEXTIAIN I TTSAR—=rTY , DT IIL—TTHERTRERL )
) —RIZT I ECRATEDIDIE EFA—LTHBEINETAEI—DOHTT,

Ry R2: NE

NI YO LDBIEESNTWVEWAS VR —ILEEMTBHICIE, TARAJEa—

SAVGN—TENT)VIIZTIRENHY FET,

Ry R3: HE

HERHIIL—TIE BE—DHBROBHOT7 TR TEREINDI TSA R—FEF/NTY Y
HEHITIN—TTT,

S

https://docs.microsoft.com/en-us/appcenter/distribution/groups
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KOy TA O AZa—%FRALT HICRENTVWSERICEDVWTERT— AV MERET
TH5EREDERFEEZERLET,
I UOBIRIZEFNRFNIRS Y FOMBIENRHY 9,

To create an alert based on the page load experience of most v
users, the alerting level must be based on [answer choice]. |- - -
percentile_duration_50
percentile_duration_90
percentile_duration 95
threshold
To only create an alert when authenticatiorerror occurs v
on the server, the query must be filtered on [answer choice]. -
item Type
. resultCode
Rfﬂ Vo %{w source
ICrOSOTL
success

To create an alert based on the page load experience of most
users, the alerting level must be based on [answer choice].

percentile_duration_50
percentile_duration_90

threshold

To only create an alert when authenticatiorrerror occurs
on the server, the query must'befiltered on [answer choice].

item Type
resultCode

WEcrosoft

&R
To create an alert based.on the page load experience of most v
users, the alerting level iust be ba [answer choicél. . :
percentile_duration_50
percentile_duration_90
percentile_duration 95
threshold
To only create an alert when authentication error occurs
: v
on the server, the query must be filtered on [answer choice]. -
item Type
resultCode
source
success

7Ry 2 X1 percentile_duration_95
Ry R2: JK4h

B Z 1 -

JO TRk



| 7Ry b4 URL, BDh

| £ Z T success =="False"

hIZKY $EE LI-EREEEEMRNIZAppinsights TR L= RTDY IV IR FHRENFET,
S
https://devblogs.microsoft.com/premier-developer/alerts-based-on-analytics-query-using-custom-
log-search/
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HEt-DE(ZIE AzureDevOps 7O 5 MY ) —RIA TSAURHY ET,
Helm/Rwor—o LT 70442 X4 %A L T, Azure Kubernetes Services AKS) Y 5 X2 —([ZT
TAATEH5ILEHBELTVET,

SESN-RBEATIE AKSEARIEMICTH—EREA VA M—ILT IRELAHY ET,
EDY—EREA VA M—ILTERENHYFEITHI?

A. Azure ContainerRegistry

B. Fx¥—Fk

C. Kubectl

D. #5 At

IEfE: (EfEZRTLED)

HelmZRBACKIENDAKSY 5 X 2 —ICREAT HHIIZ Tillertt—EXDHY—EXR7hHo 2 bEO—
WINL T 4 VTDRBETT,

RIEfE -

C Kubectlld Kubernetes? S X2 —([ZxLTavY Y FEERTITHE=HOAT K404
B—T 1A RTY,

S

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
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B =D&t (FTeamFoundationServer 2013 TFS 2013) #FAL TLVET,
AzureDevOps~DFITZEFTEIL TWVET,

ROBHEHT-ITBRITHIRZHET ILELNHY FT,

*TeamFoundation/N\—> 3 VEBF Oy FOBMEREFLET
EEXBEEHORETOEERZREFLET

*BITOFHhEH/NMRICHZ S

*FRTDTFS7—T14 7790 bEBITLET

AIZEOLETM?EETHICIE BEEIY 7 TEUNGEF T3 oEERL TS,
I WERIIZENRENIRAS Y FOBELSHY T,
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P
iy

On the TFS server:

Install the TFS Java SDK
Upgrade TFS to the most recent RTW release.

T

To perform the migration: v
Copy the'assets manually.
Usepublic APl-based tools.

the ;[F abase Import Service.
he Erégt%@ra

*

n Platform.

Upgrade to the most recent version of PowerShell Core.

Onthe TFS server:

Instatl the TFS Java SDK.

Upgrade TFS to the most recent RTW release. |
Upgrade to the mostrecent version of Powershell Core.

= B

To perform the migration: — f|1"

Copy the assets marma':tlc!*j..r

Use the TFS Integration Platform.

- e e e
i Fin i i N
[T USUN L

Bk

v

On the TFS server: il |\/| i cro qn'F'l'
install the TFS Java SDI. -
Upgrade TFS to the most recent RTW release.

Upgrade to the most recent versian of PowerShell Core.

To perform the migratiops. gy & L L85 v
Copy the assets manually.

Use public APl-based tools.

Use the TFS Database Import Service.
Use the TFS Integration Platform.

Ry X1 TFSERFORTMY Y —RIZTF7 v T L—FLFET,

Team Foundation ServerT—A2 RX—X #BTT 5 1=ODFELRREHEDIDIE, T—F2R—X

AFX—TD/N\— 3 % AzureDevopsServices|ZIRET TS SN TWSEDICTESZITIED

+3Z T,
Ry P R2 TFSTF—AR—XA Uik— r—EXZFEHAT S

®BIT7RC Y FD Tz —X3TI&, TeamFoundationServer% AzureDevopsServices®D 7— 4



R—ZXAL UiR— rH—ERXRTHR—FEINTWEINA—30D1DIZT7y TS L—KLET,
2 B8 TeamFoundationServerh™ 5 AzureDevopsServices~DF#1TH A F
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HET-OEH(FJavaTHLWWY )2 —2 3 VEBELTULET,

El#tILIRTE . SonarQube —/N\—Z#FRHALTNETY Y a2a—>3 00— FESHLTHET,
JavaV ) 21— 3 Da—FREZMMMELVERTILENHYFET,
EDARYBATEEILRENATSAVIZEMT 2BHENRHY EFIM7?

A. Grunt

B.>xz7

C. Maven

D. H)LT

Eff:C(AA U FERKRT D)

SonarQubeld, A — FOWREEEFEET A=-OICFEFRTE #8754/ F—DE Y +TT,
hiZkY TOovzy FOBMWEEESITL HERMIERT S ENATEET, MavenB &
UGradleEJL K2RV #FERT 5 & FRE-IXBEEFEDAzureDevOpsServicesEJL K4 X Y Tix
INBDtw k7 FTSonarQube 2 E1ITTEET,

S

https://docs.microsoft.com/en-us/azure/devops/java/sonarqube?view=azure-devops
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Projectl DEI FI—C Y FE2EETLHFIBLHET ILENHY ET,

IEFICRITT A EEHHOTE30DT7 I avIEENTIN?EZTBHICIE BEONETHI 3
VETOAVOYR D LEFEHICEBL ELWVEFICHENET,

Adions | Answer Area

Sign in to Azure DevOps by using an aocount
that i assigned the Administrator service

conneCtion secunity role

Install the Azure Pipelines agent on on ‘

premises virtual machine

|Create a personal access token in the Azure

| DewOps organization of Contoso

|
Install and register the Azure Fipelin®s.agent ‘

on an Azure virtual maching

— - 2
S o Afde DewCins by uiiol an account
|”1d atsigiedthe Jgentbesl Administrator

Irate

1Efig:


https://www.jpnshiken.com/q/27892-2187423/

Actions

Answer Area

Sign in to Azure DevOps by using an account
that is assigned the Administrator service
connection security role.

Sign in to Azure DevOps by using an account
that is assigned the Administrator service
connection security role.

Install the Azure Pipelines agent on on-
premises virtual machine,

Install the AzurePipelinesagent on on-
premisesyirtualmachine,

Create a personal access token in the Azuge
DevOps organization of Contoso.

'CfEtH'E’ a personal access token in the Azure

DevOps organization of Contoso.

Install and register the Azupe Pipelines agent
on an Azure virtual machine,

Microsof

Sign in to Azure DevOps by using an account
that is assigned the agent pool administrator
role.

Explanation:
Al b i

Project 1

Project1 will prowvide support for incremental builds and
third-party SDK components

FlE1 : EEB—EREHEOEXT )T O—IDEYETSNATWEATHOU MEFERAL

T . AzureDevopsIZH A 4V LET,

F Xz b 7xz—XR|TC [Y—ERTZ7 TV O T7ITVS—L a3 0OBRIZV ) v LE
9, [DockerskE]%# 2 ') v o L [Dockersk EDERK]Z YV Vv I LEFT LA NI I LTUIY
LY —X]T [AzureResourceManagert— E X&) &R L F T, RIC Azureth TR 1) T2 3
VEERLET,

ATV T2N—=VFLTIER =Y HERLET,

IOUNRI—CzrbT—)L GBRY EB)XRa—TTERShizT—ILIZsmTEELS5I1C
FTBICIE N=YFILTIER =D VF=IIPATHARETT

FE3 Azuref® 8~ o »(ZAzurePipelinesT—Y x>V b &4 VA =)L L TEELE T,

9 5 A2 —TAzurePipelineT—> U b EETTHIEICKY FBEICEARGLS HowdHH—
EXETARTEET,

S

https://docs.microsoft.com/en-us/azure/service-fabric/service-fabric-tutorial-deploy-container-app-
with-cicd-vsts

BRI 7EAZ-400fERES (FJPNTest.comiZfit Sh AZ-4005ABR IS8T A LICRICILBF
9 ! JPNTest.com(3 5 & FHTAZ-4005 BRI RESR 2 f=fit L £9, JPNTest.com AZ-4005RER A RE &R
FESEHINELz, ZZCAZAEEDTA I VD VEFICANET REFRDT Y
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Hirt-D=ttiL, Azure Application InsightsZFEA L T, A—V—DTEN T TV 44— 3 vIcE
DEIIHETINEERBLEZVWEEZTULET,
BEEERMTBICIE, EDTTVT— 340, VY= ILEFERTIRELAHYETM?

ZEZBICIE, BOEY—ILEELVEEIZCFS Y LET , EY—ILIE 1EERT LI EH

EfERAYTECEL  Fo<{HEALAZNC

DEN—Z RSV ITTEN RIO—ILT IREAHIEHEZENHYET,
T WVEREZNRTNIRS Y FOMEENHY FT,

ELTEFEIT , AVTUVYERTY BICIE NS UET

Tools Answer Area
Impact Feature usage:
User Flows @ﬁ%
Users effect that the performance
‘of the application has;en musage |
of a page or a@mg@f"
EfiE:
Tools Answer Area
Impact Feature usage: User Flows
User Flows User actions byday:
by day | users
|
|
J Users The effect that the performance

198

of. the application en the usa
LLAWIFTNS



https://www.jpntest.com/shiken/AZ-400-mondaishu

~eature usage: User Flows
Jser actions by day: Lsers

The effect that the performance Impact

of the application has on the usage

of a page or a feature:

Ry R1 A—HF—TJ0—
1—H—TO—Y—LiE, A—F—HH A FOR—SERBEOMEED & S ISBBHT 20 ERY
ELFET  RDESLGEMIZEZADDIZHEETY,
A—HF—EEDLSIZLTHA FOR—SHLBBLETN?
A—HY—FHLE=OHA FOR—=DFI Yy LETH?

1Y —HHEOYA FNORLBNTOSEHEEZTTH?
A—H—ARELTH L3V EAELRYETEREHY ETH?
Ry R2 . 2—H—

Ry X3 &

i
https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-flows
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Components Answerfrea /1, ~r~cntt

A deployment group

Ten virtual machines hosted'in Azure:

A management group

Ten virtual machines hosted in
A resource group an on-premises data center environment:

Application roles

IEfi:

Components Answer Area

A deployment group
| Ten virtual machines hosted in Azure: :[A deployment group
|Amanagementgrowp | o e e

il —1 Tenvirtual machines hosted in |
| Aresource group | ap on.premises data center environment i A deployment group

o mem

s

r— siwi Bl o i ‘

1 Applicationfoles” -I Pl
B

T irtual hi hosted in Azure; : ¢
en virtual machines hosted in AZure !Hj@lﬁm%?‘!%d

Ten virtual machines hostadin .
an on-premises data center environment: | A deployment group

Ry X1 BEIL—T

Azure/S TS5 A DEZIFTFSY ) —RINA TS53A VEERT D LTI BRAIVIL—T#FERALT
CaTORMEAA—T Y FERETEET,

A—4y kT D AZUreVMDIEE | £VMIZAzure Pipelines Agent Azure VMILSE#EREZF (4 > R
f—ILT Bh 1) —R/814 TS 4 > TAzure Resource Group Deployment2 X9 #{#H L TE

FROIN—T%#EMIERTBHIEICKY  FTIEOHEICEBTEET,

Ry R2: BV IL—T

SR https //docs.microsoft.com/en-us/azure/devops/pipelines/release/deployment-groups
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WENRHYFET,

EQON—CaVEBY)1a—2a aERATOILENHYFETMN?
A. Subversion

B. TeamFoundation/A\— 3 &

C. Git

D. TortotseSVN

Ef: C(TAY hEHEKT D)
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BiET R FEEDSELE 4 Microsoft NETFrameworkY 1) 2 —> 3 V2R L TULET,

EIL KA TSA0D—8ELTCHI— KD O— FRERIEFETT 5 & S(-SonarQube 18
KT SBELHY FT,
IEFICEITT OIDELNHDIA4DDARVIEENTIN?RETHICIE BULGEIRIEZIRIDY
A SEIZEMEFICEBEL ELWVEFICHENES,

Actions Commands Cmdlets Statements Answer Area

Run Code Analysis

Ep—
Publish Build Artifacts

Visual Studio Build

Prepare Analysis Configuration

Mﬂmm‘“ﬂ”“ﬁm‘:ﬂﬂ‘dﬁt -------------------

Run Code Analysis repare Analysis Configuration

Visual Studio Test

Publish Build Artifacts

Visual Studio Build

Prepare Analysis Configuration Run Code Analysis

2t BA
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Prepare Analysis Configuration

Visual Studio Build

Visual Studit Test

Run Code Analysis

ey W

ATy PEREERT D

EILFEETTLIANDELGIRTOREERRTHICE AFRBRIRVEERBLET,
CDEARYIEWHATT,

NETYYa—avFElZJava7ao v FDIGE MSBuild, Maven, $ & UGradle? X7 &
U—LLRIZHET HDITRIBET,

AT 72 VisualStudioE JL K

RDIEFZEEETHEINICFIRIERREZET,

MSBuild F = 1% VisualStudioBuild# R ¥ DRI HIER 2 RV £ EHELET,

AT w 73 VisualStudioT X k

RDIEFEBETEHEIICARVERREBEZFET,

VisualStudioT A k2 R I DEIZI— KD ERIEETLETS,

ATy T4 a—FoWEERTTS

O—FOHEARVEFRFTLT V—ROA—FODHEERRICEITLET,

A ¥ ¥ F—IIMaven/GradleEJL FO—E E L TEITESNB=H, ZDR XY [EMavenFE =%
GradleZ7O> Y FMZEIREHY FEA,
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6 NuGet restore

Prepare analysis on SonarQube

=|al Build solution **\* i'ﬂr l.

A VsTest - EEbL_ﬁS?;e;h.\bhua

&

I'."_ %

Rungtode Analysis
RN /

”.""-‘;.;.r’uhlmh Quality GategestCrosof

Publish symbols path

SR .
https://docs.sonarqube.org/display/SCAN/Analyzing+with+SonarQube+Extension+for+VSTS-TFS
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E2RB7 SV H5— 3% T 04 3 BAzureResourceManager7> FL— kDB Y F9,
BEZERTT 51— 7IV5—a 0 THRASNDGT7HDO Y FOERERE BEHREXFS
ERANCTELGVEIICTILENHYFT,

fAIZEIARETIMN?

A. Azure Key Vault

B. Web.configZ 7 1 JL

C. Appsettings.jsonZ 7 1 JL

D. AzureStorage T— 7 /L

E. AzureResourceManager/X5 A —42—J 74 )L

EffE: (EfEZERTLET)

BEARICNATA—E—L LTREGE NRT—FRGE)EZEITRLELNHDLHEHE

(&, AzureKeyVaulth S BEZEETEFET , /INTA—F T7MILDF—HR—I)LhE—U LY b E
SRLTEZRELEST, F—R—IL FNDOAESRT 51O ENLXHASAEIILEHY FE
A, ¥—HR—=IL ML, TTAAL DY —RTN—TERFXELGDZH TR YT avIZHEET S
ATREEL HY FT,

ZHB https //docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-
keyvault-/85 A —4 —
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WindowsfRE< Y YM)ICVRTFALIZE>TEIYETONEYR— FIDEFERAL
T.AzureKeyVaultic7 9 R TEZE T,
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T VMDERS  FIEBEFEOVMO T O/8T 4 TEMZTHENTEET,

S

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/tutorial-windows-vm
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Azure Kubernetes Service AKS) Y S R 2 —h'HY ET,

Azure DevOpsZ#ERAL T 7 IV —2 30 & VS REA—ICTTAA T I2RHENHY FT,
IEHBIZRITTILENRHB3DDTHI L avEENTETN?RETHICIE BULETILavET
923 D) R MHALEEEHICEHL ELWVBEFICHERET,



Answer Area

Actions I_ MICFOSO t

Create a service account in the cluster.

Create a service principal in Azure Active
Directory (Azure AD).

Add an Azure Function App for Container
task to the deployment pipeline.

Add a Helm package and deploy a task to
the deployment pipeline.

Add a Docker Compose task to the
deployment pipeline.

Configure RBAC roles in the cluster.
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Answer Area

Create a service principal in Azure Active
Directory (Azure AD).

Add an Azure Fungtion App for Container
task tothe deployment pipeline.

Create a service account in the cluster.

Directory (Azure AD).

Add an Azure Function App for Container
task to the deployment pipeline.

Create a service principal in Azure Active [I

1 Add a Docker Compose task to the
deployment pipeline.

————e
Add a Helm package and deploy atask to
the deployment pipeling.

Add a Docker Compose task to the
deployment pipeline.

HCOnfigure RBAC roles in the cluster.

SR .
https://cloudblogs.microsoft.com/opensource/2018/11/27/tutorial-azure-devops-setup-cicd-
pipeline-kubernetes-docker-helm/
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Answer Area
Objects
a system-assigned managed identity
a cluster
an application registration in contoso.com
an RBAC binding =g JM 1C FOSOft
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Answer Area
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a system-assigned managed identity I a cluster
a cluster ] - la'system-as signe ed identity P
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an application registration in contoso.com an RBAC binding F
an RBAC binding
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a cluster

a system-assigned managed identity

an RBAC bindin,g/l. e
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Identity edit
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https://docs.microsoft.com/en-us/azure/developer/ansible/aks-configure-rbac
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Project
PaneCt | Project details

BiGiEEE ] Project1 will provide support for incremental builds and
J third-party SDK components

Project2 will use an automatic build policy. A small team of developers named
Project 2 | Team2 will work independently on changes to the project. The Team2 members
will not have permissions to Project2.

Project 3 | Project3 will be integrated with SonarQube

Project4 will provide support for a build pipeline thatcreates a Docker image
Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an
existing Dockerfile.

Project5 will containa Git repository in Azure Reports and a continuous
Project 5 | integration trigger that will initiate a build in response to any change except for
changes within /folder1 of the repository.

Projectt will provide support for build and deployment pipelines. Deployment
Project 6 | will be allowed only if the number of current work items representing active
software bugsis 0.

Project7 will contain a target deployment group named Group7 that maps
Project 7y [ to. Pool7_Project/ will use Azure Automation State Configuration to maintain
V1| the desired state. of the computers in Group7.

BT =4
Contosold  ROFMEHZHALFET,
*EJLFI—2 Y brotProject1 #EE LE T,
*ATEEZEPR Y  Azure!) V—REFERAL TSN
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Platform

Replace %stet of existing instances of the
Azure virtual machine prewo

sion of Appl with instances of the
|on of the app in each iteration.

nctionality of the app.
, expand the rollout.
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Appl:

Microsoft
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canary
rolling

runonce

canary
rolling

runonce
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canary

rolling
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) canary

rolling
runonce

S
https://docs.microsoft.com/en-us/azure/devops/pipelines/process/deployment-jobs
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Configurations Answer Area

Vaul li
an Azure Key Vault access policy R 0 o iy voult

a personal access token (PAT)

Restnct accessto the secrets in Key Vault by using

RBAC




Configurations Answer Area

'an Azure Key Vault access policy |
jan raure Ke:f ault access paiicy; Restrict 300ess 10 delete the key vaul | RBAC

| |
a personal access token (PAT) | oot aceoss 1gthe secrets in Key Vaut by using | RBAC

Restrict 300ess 10 delete the key vaul. KBAC
Restnct access to the secrets in Key Vagk by using’’ RBAC

Ry 49 X1 RBAC

EBTL—rDT7 I AHHIERBACEFERALET,

EEITL—VIE ROLS5LGF—FR—IL FERICERZE5ZADIRETEREINET,
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*Key Vault®) 7 0/8F 4 SKUDLE L E)EWMBLTLET,

==Ly bADA—Y =TTV T—230DT Y X EHIHT HKeyVault7 7 £ X
RY)—ZR/ELET,

w9 X2 RBAC

S
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-tutorial-use-
key-vault
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Actions Answer Area

Runhelm init.

Runaz aks install-connector.

®

Create a YAML file. @

©®

Runaz role assighment create

Run kubectl apply. | M ICIO SOft
1E fiz:
ACUONS ~ Answer Area
—— e pEMKKAOSOH === - I
Runhelm init. b [Create a YAMfile. L4

WNaz aks install-connector.

Create a YAML file. | @

— o o m o s S s e s m

AN az role assigmn_i__anf__ create

Run kubectlapply. |
SR

Create a YAIHL | e'.c RSy

Run kubectl apply:

Runhelm init. ‘a
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AKSY 5 X2 —TRBACHEMIZH > TWBDIGEEIX TillerCERT 50D —EXT7HO Uk
EA—IWNA VT4 VT EERT DRENHYET,

Y—ER7HDY bEB—ILINL UT 4 VT EERT 121, rbac-virtual-kubelet.yaml & LY 5 4
DT 7AILEERLET , AT v 72 kubectlapply#=E{TLET,

Y—ERXT7HhD > h%ER L kubectl applyZ{EA L T/\1 > K L rbac-virtual-kubelet.yaml 7 7
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AT 73 helminit#ETLET,

FAS—HY—ERTHYIY b EFERT D& S ICHelmEER L ET,

helm init --service-accounttiler

T, 5lEHZEVirtualKubeletZAKSY S R —IZA4 VA =L TEFET,
S https //docs.microsoft.com/en-us/azure/aks/virtual-kubelet
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https://dzone.com/articles/fight-through-the-pain-how-to-deal-with-technical

https://www.devopsgroup.com/blog/five-ways-devops-helps-with-technical-debt/
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£
4. BET256EDIPT FLADHEYHR— b 57182, ASddressPrefixes#10.0.0.0/24[2ZEE L F
£

addressSpace " {" addressPrefixes " [" 10.0.0.0/24 "]},

5.firstSubnet7 KLATL 74 v 49 X%10.0.0.0/26IZZE L T, A5t64EDIP7 FLADHEH
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{{

"B A" : "firstSubnet",

"TONRTF 4" |

"addressPrefix" :"10.0.0.0/24"

}
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Custom deployment
Deploy froam & custorm template

Default Provider Subscription

Create new Use exostin
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Edit template

Uefault Provider Subscnptic

Use existing
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https://docs.microsoft.com/en-us/azure-stack/user/azure-stack-deploy-template-portal?
view=azs-1908
https://docs.microsoft.com/en-us/azure/architecture/building-blocks/extending-templates/update-
resource
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exceptions
pageViews
requests
traces

| where -
duration ==

itemType == “availabilityResult’
resultCode == 200"

success == false

| summarize failedCount=sum(itemCount) by name, resultCode
| top 10 by failedCount desc
| render barchart
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exceptions
pageViews

traces

| where v
duration ==

itemType == "availabilityResult”
resultCode =="200"

—————— 1

Lsuccess ==Tfalse,

| summarize failedCount=sum(ite_mCount} by name, resultCode

| top 10 by failedCount desc I Microsoft

| render barchart
Hli):

exceplions
pageViews

requests
traces

| whare ﬁ!i:{ .

duration==0 . "y "
itemType == “availabilityResut"
resutCode 5= 200"
succeds'== false

| summarize féiledﬂount=sum{itamﬂount] by name, resultCode

| top 10 by failedCount desc
| render barchart 3
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https://docs.microsoft.com/en-us/azure/azure-monitor/platform/app-insights-metrics
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i my-demo-app - Deployment slots

& Overvew
W Actiitylog
s Access control JAM)

@ T

¥ Diagnose and scive problems

O Security

Deployment
@ Quickstar

n. Deploymens siots

@ Deploymen: Center
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I Fanfa vanvimna

------------------------------------------------------------------------

I I ! Deployment Slots

Deploymengsiars m "\mpw.n&nat cwn hc: tnames App content and configurati
elgrmtawb{ia@q‘mﬁﬂm two deploymaent siots, including the production slc

p “NAME STATUS APP SERVICE PLAN TRAFAC
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Add a slot

Clone settings from:

I Do not clone settings
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Deployment Slots

||.'.l;

Ceploymen: siots are ive apps with their owglROTidmall App content and configurations

slamantis can be swapped batwaendivg depldpmant I10% cleding The progucaon it
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https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots
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https://octopus.com/docs/deployment-examples/package-deployments
https://explore.emtecinc.com/blog/octopus-for-automated-deployment-in-devops-models
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Tools

Azure Boards

Azure Artifacts

GitHub Actions

Azure Pipelines

Azure Test Plans

GitHub repositories

- Answer Area

Trello:

Bamboo:

BitBucket:
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Tools
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Azure Artifacts

GitHub Actions

Azure Pipelines

Azure Test Plans
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BitBucket:
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Tool
Tool

Tool

Azure Boards

Azure Pipelines

GitHub repositories

https://www.trustradius.com/compare-products/azure-devops-services-vs-trello

https://marketplace.visualstudio.com/items?itemName=ms-vsts.vss-services-bamboo

https://www.c-sharpcorner.com/article/cicd-implementation-for-an-azure-function-app-using-

atlassian-bamboo-server/
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IZRLET,
Project Requirement
Project 1 Projeet lead$/must belatiteltd fektrict access to individual files and folders
In the repository.
The version control system must enforce the following rules before
Project 2 merging any changes to the main branch: '
o Changes mustbe reviewed by at least two project members.
o Changesmustbe associated to at least one work team.
Pro The project members must be able to work in Azure Repos directly from
roject 3 Xcode.
Project 4 Lt;% ;elease branch must only be viewable or editable by the project

FRTOTAL Y FTAzure ) RO N #FRTHFETT,

TAC Y FTEICEDN—Da v EBUVATLEZERATAILELAHY FTIMN?EZDICIE &
YEN—U 3 VEBVRTLZELWIOD Y MRS I LET EN—Da VEBVRT
LIF 1EFERT S EE EHEFERT S LD FoKFRALBVWIELTEET,
AVTUOVERTTDICE RAVEATHREIN—Z FSVTTEN RV B—ILTE2LENHD
HZERHYET,

F oI WDEBIRIZZENREFNIRS > FOBELAHY T,

Version Control Systems- < ) -ﬂ Answer Area

| Git | Project 1:
Perforce | Project2: .. |
' Subversion Project 3: |
'._Team Foundation Version Guntrol| Froets - - _ ] : _|
IEfi:
Version Control Systems e\?inswer Area f
ICrOSOIl
Git ' Project 1: ‘Team Foundatlon Version Control |
e SR ——— _
Perforce Project2: | Git
Subversion . Project3: | subversion

_ _ " Project4: | git
skeam Foundation Version Control |




Answer Area

Project 1: ?Team Foundation Version +Ct:mtrc}lji

Project2: | Git

L e

Project 3° | gybversion

Project4: [ i

— o e m g mm

w4 X1 TeamFoundationD/\— 3 V&I

TFVCZERYT S L EOMMNT IV ERFRAIZERAL 7V EXZ T 74 ILLALICHIBRTER
ER

Ry X2 Git

GtlZ. #FHLWIOT Y FrOTI74ILMON—=U 3 o EBTONAF—TY TFVCTEFED
N—2 3 UEBEBEMFICRELRBEZROT, 7JO2 Y tON—2 3 VEBIZIEGItEZFERT
PLENBHYFET,

7R 2 X3 Subversion

¥ Xcodeld Apple Box 4IZ &k 2 TR INY 7 b Dz 7HEY—ILDRX A — FEEETmacOS
DR EFRFEIIRE IDE) TY , Git;¥ PERFORCE RILFTF 2 FOMEIZKY ZLDTIL—THN
N—=— 3 VEBEINT7ALVTHEETEET  U—N—FX . T7A4 L30T YDMDS/NY
DANHRT—AR—IADERZE RBRMGEAIT—FELELITEBL, /Ny 2% LTHREE
TEBHIT7ANN—=230DRRAEZ—)RY M) ZERICRFLET,

S

https://searchitoperations.techtarget.com/definition/Perforce-Software
https://docs.microsoft.com/en-us/azure/devops/repos/git/share-your-code-in-git-xcode
https://docs.microsoft.com/en-us/azure/devops/repos/tfvc/overview
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ST S ITRIVTLavADTRTO) Y —RTIL—TIZ _HBEWNSBRRDR TN
ContosoDEIZERESNTWVWAIRLENHY T,

ATRTOEHZEFH=TI=HIZKR) O—2RETIDLELAHYET,
RYO—Z2EDKSICRTITIDENHYETIN?EETHICIE EET) 7THEYLEA TS 3
UEBERLTLESLY,

L WLEBREIZENRFNIRS D FOBEELADY T,



“policyRule”: {

\\.ifﬂ: {

“allof”: |

{

“field”:

Yequals”:

“not”: {

¥

“tweﬂ'

“MicrosoftResources/deployments”
“MicrosoftResources/subscriptions”

“MicrosoftResources/subscriptions/resolrceGroups”

“field”: “tags|[‘organization’]”,

“equals”

: 'I\/Igcirc'usoft

“then”: {

“effect™;

“details”:

{

[

“Contoso™

“Append”,
Deny’,
“DeploylfNotExists”,

“field”: “tags|[‘organization’]”,

“value”:

“Contoso”




"policyRule*: |
b & o B
*all0f¥: |
{
"field¥: “type”,
“equals®:

“MicrosoftResources /deployments”™
“MicroscftResources/subscriptions”

| ﬁ ll:f'ﬂ‘i-ﬂi EEEWUICES: U DSCTID‘IID‘-'!IE res I:H.IKEFWDS

Ynot®: |
“fisld”: “tags[‘organization’]”,

“equals™: “Contoso*

“Ehep”: {

. Teffect”:

MICLQ&th e

“DeployitNotk xsts,

“field*”: “tags|‘organizacion']”,

"value*”: "Contoso”

https://docs.microsoft.com/en-us/azure/governance/policy/samples/enforce-tag-on-resource-
groups
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T VWEREEZNRTNIRS Y FOMEELIHY £,

Build agent:

A hosted service
A source controlk: syﬁtem
The develnpers ‘computers

o

Release agent:

A hﬁﬁtea service
A source control system
\ The devew& fFomputers,




Build agent: m Microsoft v
A hosted service

e i

The developers' computers

L T .

Release agent: ~ V" v

e

A hosted serwce

A source control system
The developers' computers

Bk

Build agent:

A hosted service

A source control system _
The developers computers

 alhai B L R

Release agent; _‘ AN

A hosted service

A source control system
Mic rﬂmgﬂevelopers' computers

Ry X1 —REBIRXT L

N—U a3 VBB RTLELEENDY —REEURATLEFEAT L HEEFI— FTHE
EEETW EBZEWRTEET , V—RBEQEI JILFRARKEITOD Y MZE>TRARY
Y—ILTY,

Ry R2 RRXTY FH—EX

Xcode7 7Y £f=[EXamarin.i0OS7TAC Y FEEILRFLTTTAATBIZIE LI EHL1DD
macOST—o Yy BB ETY /31 TS 41 U h AzurePipelinesIZ# Y | Microsofthi7k X 3%
I—Jxo A =—XEF‘EZLTWAEEE BE2HRA FEOMacOSTI—o o bty 7Y
T# XXy TTEET,

OF)A CBEHEF T3 v AA— R 1DDERWeb 7 T r—3 3 2 £2DMi0S
ENALTTVr—=2 a0 E8FNET I2DENMULT TUr—2a vhEERICE>THERA




ShET,LS1DIFERIEARALET,
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https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-osx?view=azure-devops

B 115
RBACxti: 9 5 X 4 —THelmandTitle to Azure Kubemets Service AKS)#EHL T V578
M3 A-HDV)a—2a U EHETLIRLENHYFT,
MRIITETT I LEHENDTH3D0DATY RIFENTIMN?EEZT HICIE, BUGHEaT 2R
ZaATYUFOYR MO SEIZBEEICEE L ELWVERFICERFET,

Commands Answer Area

helm install

kubectl create

helm init

helm serve

Commands Answer Area

-

helm install kubectl ﬁfréate

kubectl create helm ¥nit

& i B

helm completion| . 'gghim install

helm init

helm serve

Explanation:
AT 71 Kubectl create



HelmD#& R H (=-—service—account<NAME> 7 5 J &R L TTillerlCY—EX7hH > ZEMT
TET LLOFIE2), AHREH E LT, BANCERESN TS O—IILEY—ERT AV %
BETAOA—IUNSA T VT EERT DRENHY FT,

5l cluster-adminA—)LZE DY —ERXT7HHI U+

$ kubectl create -f rbac-config.yaml

serviceaccount filler |)MERL S E L 1=

clusterrolebinding fr 1 5 — 1AMERE N FE L1

$ helm init --service-accounttiler

AT T2 ~NILLYEE

BARMET 4 5—%AKSY SRA—I2F 7O T 5I12(F helminita<w > KEFEALET,
ATYT3IANIVLDA VR =)L

HemZ#ERALTF¥y— b Z24 VX F—ILTF BI(ZIE helminstalla~v > FEFALT A4 VX b—
LT EFv— bDERTZHEELET,

S

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac
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Pool7Ma v E 1 —4% —HIZAzureAutomationZ R 2 EAH Y 9,
IBFIZEITT IDENHDIDDT I AVIEENTIN?RETBIZIE EVNETILaVET

93 DA ML EIZEHICEEL, ELWEFTERELET,
Actions Answer Area

| ) ®




Answer Area

Create a Desired State Configuration (DSC)
configuration file that has an extensionaf ps1

Run the Import-

Run the start-

1-¥55EFH%.ps1 M DesiredStateConfiguration DSC) #EU 7 1 ILZER L F T,
2- 4 UiR— b EETLET-.,.
FRA—+EERITLET -
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B t=-DEtt(XAzureDevOpsEFAHA L TULVET,

Azure Active Directory[C7 h™o Y FEH >TWAA—HF—DHH AzureDevOpsIRIEIZ 7V £ R
TZEFEY,

FUTLIRRY FT—DICHEFEENTWNE TN RDHHAzureDevOpsBIEIZ 7V X TE 5
KIICTERENHY FT,

HETIEMETEIREN?

A TRTOLI—Y—ICREBREOT IV EALANILZEYHTET,

B. Azure Active Directory T fEl&HH 1 14 VEZEBRLET,

C.Azure DevOpsT_ 7AD Y FRETEF AU T A ZEBRLET,

D. Azure Active Directory T, &HHET7 IV X B LET,

Eff:D (A2 hEHEKT D)

FHFET U 2 R(E, AzureActiveDirectoryDIEEET T . KEFE TV R EFERAT L & FHIC
BEOWTOISIODRTZ7INIZT UV RRTBEHOEBH TV CRAFIHREEERETEET,
FHHZETIOERAR) O—F F1ERDBIALSITET LERICERAINET,

S

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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RBACxt i 5 R # — THelmandTitle to Azure Kubemets Service AKS)Z2#EHAL T FS 728
I 5060V a—2avE#RETIRENHYET,
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https://www.jpnshiken.com/q/27892-2187450/

Commands Answer Area

helm install

kubectl create ﬂ.{ijf

©®

helm init

helm serve

1E fiz:
Commands Answer Area
helm install kubectl create
kubectl create helm infit

©Or

— = —
helm completion @lh'elm install

®
O

helm init l

helm serve Mic i'ﬂ*%@ft

Explanation:

AT 71 Kubectl create

HelmD#& R H (=——service-account<NAME> 7 5 J &R L TTillerlCH—EX 7 AhH > FZEMT
ETFET (LLOFIE2), AMHREHE LT BRIICHRESATWSO—IILEY—ERTHO U LB %E
BETHA—IWNA T4 T EERT HDBENHYET,

5l cluster-admin@—JLZEFEDH—EXT7HH Uk

$ kubectl create -f rbac-config.yaml

serviceaccount filler |)MERL S E L 1=
clusterrolebinding fr 4« 5 —1AMEREhFE L1




$ helm init --service-accounttiler

AT T2 ~NILLYEE

BERKWET 4 5—2AKSHYSRAE—(ZT 704 F BIZIE helminita<w> FEFERALET,
ATYTIANILLDA VR =)L

Hem#ZERLTFryr— bE2A VA F—ILT BIZE helminstala<w > FEFALT A4 VR b—
LT EHFv— bDERTZEELET,

S

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac
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RHIE7 Ov M ILEEFEZRALTVWET,

HBOBEZERTADICHALEGLL BFF—LNETNTNOEEZRETSESIC HAK
F—LDEEZERT HILENHY FET,

F—LMNBEREMICERTTELLIICT I REEOEDHMAD ZFERAT ILELHY FIHN?
A BEEEFIRYD

B.AZYF7FIEIEYY

C. BEFF &

D.Ar=N—,RRDH

IEf#: (EffZzRnLET)

WEEFBE, VI bV 7TOHAAELGZIVR—RU FERLET,

HeeE B -

LWI—ONTICRERA T avEEBmMLET

*ENALDIvEYTh—FEEMT S

*TEXFRAM7Z—brEHYR—F

HLWLY YT R T4 —IILTWeb R—FILEEBHLET

A—H—R ==L RVE EEZERT SOICFERAINET , F—LF EHFLEFEX
DELT NTDEBHAEERIRTEET, FIERE

B.C: MEBH ERIREFEDRRAAZVTFIERLTVET,

MEEF, B

NABRR—TI U=V AV REEDHD

FA—HY—IVRAR)IVRERES L UVERILT S
INTA—XVRERALSERLOITHLVT—FTIFYERET S
FEOBRREZYR—FTHEIII7TVr—2 a0 EHRHTH

*WEY—EXR EDIFEEEYR— b

*BNAWTT)EHR—FT 5B

S .

https://docs.microsoft.com/en-us/azure/devops/boards/backlogs/define-features-epics


https://www.jpnshiken.com/q/27892-2187452/

https://docs.microsoft.com/en-us/azure/devops/boards/work-items/about-work-items
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Bl t=-DEtt(FAzureDevOpsIZc T O = FEFHH>TWVET,
AzureResourceManager7 > 7 L— FE2FERALTYYV—RETTALTHV)—RINL TS514 >
FERTHLEFHBELTVET,

T T L— & AzureKeyVaultiZigfiS TS o—I Ly b ESBLET,
BRAPIZXF—HR—IL MZRESIATWVWE =Y LY MITIERTEE=HDY ) a— a3 %
BIIVENHYFET, V) a—2arviE /MFHEQRAZERATILENHY FT,
HRBHEICIIMZEDIDENHY ETIN?EZDICIE BUILGEREELWVI—4 Y M F
ST LET BB NEFERTS LY BHEFERATSHIILL Fo{FERALAVNIED
TEFET , AVTUYERTIDIZIE RS VETREIN—ZF RS9 TT DN RO —)LT i
ELNHLHEENHYFET,

F I OLVBERRIEZENAZENIRS > FOMMENHY 7,

Configurations Answer Area

an Azure Key Vault access policy & b olots the key vaut

a personal access token (PAT) Restnct actess tathe secrets in Key Vault by using

Restrict access 1o delete the key vaul, RBAC

Restrict access 1o the secrats iniKéy Vaul by using: | RBAC
1

Rv 4o X1 RBAC

EBITL—2OT7 I RFIHIERBACEERLET,

EBTL—VIE ROES3GF—FR—IL FERICEEBEZE5Z HIEETERASINET,
*—R—IL FDERFE - THIBR,

IR ) TavADR—ILEDYR FERBLET,

*Key Vault 7 0/8F7 4 SKUDATHE)EMBLTNVET,

==Ly bADA—Y =TT T—23 DT Y 2R EHET HKeyVault7 ¥ £ X
RYO—ZRELET,

Ry X2 RBAC

S
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-tutorial-use-
key-vault
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{38 < < > TDesiredStateConfiguration DSC) ¥LsE#EFERT A L #EEIL TWVET,



RE< S VICEIZE CWindowst#REN A VXA F—ILENT WS Z LEZHERT IBLENHYET,
IEEICERITT DRENHS3DDT IV aVEFENTIN?RAET AICIE BYETILavEwT
223 DY A M oEEBRICEBEL ELWVEFICERFET,

Actions Answer a

Load the file to Azure Files.
Create a PowerShell configuration file.

Create a YAML configuration file

Configure the Custom Script Extension on the virtual
machines.

Configure the DSC extension on the virtual Mmachines.

" B
| Load the file to Azure Blob storage. » !

1E#Z:
AnswerArea |

Create a PowerShell configuration file.

Load the file to Azure Blobstorage.

Configure the Custom Script Extension on the
virtual machines.

1-PowerShelliEpi 7 7 1 L EERLE T,

2-7 74 I)L%EAzureBlobX kL—oIZA—KLET,

FREBIY S UTHRELRY ) T MERBEEZERLET,

Explanation:

FIE1 PowerShell#f 7 7 1 L Z KT %

B #t7rPowerShelDSCIER 7 7 1 L ZEERLF T,

FIE2 :7 7 4 )L ZEAzureBlobR b L—IIZFHEARAD

EDa—NWENRYT—DRLT NTYYIIZT7 I AARELABLOBO T+ —URLIZABIL £
T ATYT3: RO UTHRALRY ) F MEEMEEEERLET,

HARBLRY Y T MLEEHEEL, AzurefR BB L VTR ) T hESAHoO—FLTEITLET,
S

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started
https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/custom-script-windows
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Actions Answer Area

Run the ne
AzyrehnfepourcebGrouplep | oymeRY

Azure PowerShell crmdlet

reate an Arure Resource Manager

'.l"'f'"-:'J-.'I'.l" fube That nas an exlenson 2
of json

Run the Teport

Aturelsiutosat ionlaicConfigurat lor i

Azure PowerShell crmddlet

Bun tThe Start

Azurefimdutcmat lonDascCompl Lat landob
Arure PowerShell cnailet

Create a Desired State Configuration
DE0) configuraton file that hasan
extersion of .psl

FfZ:
VI Answer Area

Create a Desired State Configuration (DSC)
configuration file that has an extension of ps1.

Run the Import-__.

Run the Start-. ..

1-¥55EFA%.ps1 M DesiredStateConfiguration DSC) #EU 7 1 ILZER L F T,
2- 4 UiR— b EETLET-.,.
3-RHA—b+EEITLET-.,.
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https://www.jpntest.com/shiken/AZ-400-mondaishu

D. Dockerfile 7 7 4 JLIZMAINTAINERGF S ZFEM L £,

EfE:C(AAV FEHREKT D)

1) # Projectd %% L Docker{ » — % AzureContainerRegistrylZ v 195K 5127
Aoy bEBRLET,

Project4 will prwideisuppﬂrtfor a build.pipetine that creates a Docker image
Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an
existing Dockerfile.

Azure Container Registry Tasksa < > F#{HRA L T, AzureA T4 T« J(ZDockera > 7+ —
AA—CFHEFTERCELR Tyia BLUEFTL, REBIL—THAEFAILEI TV FICE
20— K3 B5A%E%ERLFET,ACR Tasksld, Azure Container Registry D —EDHEEETH Y . O
DTFT—DIATHA VN ERTIAVTF—AA—DEBEEBLUVERTIDITH/ILET,
S

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-quickstart-task-cli
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Chart Widgets Answer Area

. Burndown The elapsed time from the creatian bfwork items

; . to their completion: Be————si}
| Cycle Time |

| [ ead Time | The elapsed time to complete work items once [~ =
: : they are active: -

- Velocity

The remaining work: |

1E fiZ:


https://www.jpnshiken.com/q/27892-2187456/

Chart Widgets  Answer Area

Loomam | gesms

[Bumduwn ' The elapsed time from the creation of work items .
to their completion: Lead Time

{ Cycle Time b

Lead Time The elapsed time to complete work items once Cycle Time

TR they are active:

{ Velocity i S
il The Femainivg Work'J > U1 L ‘ Bumndown

=1

Answer Area |\VIICIrOsSOTL

The elapsed time from the creation of work items
to their completion: Lead Time

The elapsed time to complete work items once | :
they are active; || Cycle Time

The remaining work: LBur;den I
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AzureDevOpsMILE T,
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B. LMVZ

EfE:B (24 FEEETB)

JenkinsZ{# A L T, AzureDevOpsServicesE TFSDHY—E R 7 v #ERTEE T,
S

https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/jenkins
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https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/slack
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o = ﬁa‘a;-_w
Service connecth e El“ﬁgm E _i v
Azure Resource Manager

Generic service
Team Foundation Server / Azure Pipelines service connection

Authentication/authorization

method for the connection: h |
Azure Active Directory OAuth 2.0

Grant authorization
Managed Service Identity Authentication

e
Service connection type: '_%* ICFOSOTT
Azure Resource Manager

Generic service

Team Foundation Server / Azure Pipelines service connectlom

Authentication/authorization
method for the connéction:

Azure Active Directory OAuth 2.0
Grant authorlzatlon
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Azure Resource Manager
Generic service
Team Fﬁundatim;ﬁfzure Pipelines service connection

Authentication/authorization v
method for the connection:

Ature Active Directory OAuth 2.0
Grant authorization
Managed Service Identity Authentication

R4 X1 AzurePipelines 4 — E R $#%

Ry X2 72— FH—E XIDREE

Azure Active Directory Azure AD) MDAzure!) ¥ —XEED BEE X RIDIE  AzureADTEHEIMIZE
BINSIDEAzure—ERICIR#HLFET , IDEFEALT 23— RIZOLTUIXILALLT

% . KeyVaultZz &L AzureADREI Y R— b 5 FEEDH—EXRICH L TRIETEET,

S .

https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/deploy/azure-key-vault
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
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Release Strategies
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Create a repository
Create a repository

padabuidpolicyforthefork,. = J seemimemesimcie mmimion e o ime. dnie o
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Create a branch. ‘
h |

Add a build policy for the magt

Add an application access policy. e e e e e e e - - ———

Create a fork.
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Permission Reader Collaborator Contributor Owner
List and restore/install packages v

Save packages from upstream sources

Push packages
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Delete/unpublish package

Edit feed permissions
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A management group

Ten virtual machines hosted in

A resource group an on-premises data center environment

Application roles

1Efig:



Components Answer Area

A deployment group -

Ten virtual machines hosted in Azure: | A deployment group

A management group |

‘ Tenvittugl machines hosted in
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https://docs.microsoft.com/en-us/azure/devops/artifacts/npm/npmrc?view=azure-
devops&tabs=windows
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Answer Area
Values
FROM As build-env
dotnet publish -c Release -o out
COPY . /app/

dotnet restore WORKDIR /app

microsoft/dotnet:2.2-aspnetcore-runtime RUN

Microsoft/dotnet:2.2-sdk FROM

COPY --from=build-env fapp/out /app

[ m ®
1 /I Vol o T = ,_:---'-a,kﬂmIR {app
Y Ii.;-__ i d - B |

" ““ENTRVPOINT [“dotnet”, * MvcMovie.d11”]

Values

Microsoft/dotnets2. 2-sdk As build-env

dotnet publish =-c Release =-o out

CoPY . fapp/

dotnet restore WORKDIR_ /&pp

microsoft/dotnet:2.2-aspnetcore-runtime RUON dotnet restore

Microsoft/dotnet:2.2-sdk BROM |micresoft/dotnet:2.2-aspnetcore-runtime

COPY --from=build-env fapp/fout [fapp

WORKDIR /app

ENTRYPOINT [“dotnet”, ™ MvcHMovie.dll™]
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dotnetrestore #XE179 %
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https://docs.microsoft.com/de-DE/virtualization/windowscontainers/quick-start/building-sample-
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L+ 1J# Project4ZE% L  Docker{ » — %AzureContainerRegistrylZ 7wy 195 & 3127
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Project4 will provide support for a build.pipetine that creates a Docker image
Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an
existing Dockerfile
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https://docs.microsoft.com/en-us/azure/container-registry/container-registry-quickstart-task-cli
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https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates
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Commands Answer Area

| helm install

kubectl create

©®

fhelm' ccrﬁﬁletioni @

helm init

helm serve
EfiE:

AnsWerArea

Kubectl create

helm init

helm install

1-Kubectl create

2-~ )L LFNHAE

INILLA VAR =)L

S
https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm
https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac

Eﬁ:ﬁ: 151


https://www.jpnshiken.com/q/27892-2187482/

az400-9940427-main & LN 3 B RIDAzureWeb7 U BNA—Y) 57y T L—KZEHR—KL T
WBZ EHEHERTIBRENHYET, 2OV 12— 3 U TlE, az400-9940427-mainl ZHEHE I %
A—H—D10%DHNT TVDEFHN—a v EFRATEIESICTINELHY FET,

Y )a—iaviE BEAEREZH/NMRICNZZLENHY FET,

CDRRY ERTT AIZIE MicrosoftAzure R—Z JLIZHA VA4V LET,

1E fi#:
UTDRERRESBLTLZEL,
ELE)

AzureAppSenvice TRT—U VIV REZ vy F 7y T35

1.MicrosoftAzure R— 2 JLEFREE T

2. Azure7ho o Mz gA4 L 7TVDYY—AR=UFERL ERDD « > K TRE
A0y R>[RAY FOEMZEERLET,

B Ty—?emn-app - Deployment slots
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] Il Deployment Slots
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Settings

Il Configuration
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Wi my-demo-app - Deployment slots
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Ii:} Deployment Slots

o Access control AM)
e Deployment slots are live apps with their own hostnapi@iaARP contén: and configurations
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Deployment
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nl. Deployment slots
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Settings
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https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots
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Tools Answer Area

Impact Feature usage:

User Flows User actions by day:

Users

The effect that the performance
of the application has on the usage
of a page or a feature:

1E fiZ:
Tools Answer Area
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(, Yoso

Impact Feature usage: User Flows I

User Flows User actians by day: Users I

Users The effect that the performance Impact

of the application has on the usage
of a page or a feature:
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https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-flows
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Actions Commands Cmdlets Statements ArsylerArea ¢ ) +

Create an app. l

i Add a secret.

—

©
®©

’ Configure the ID and secret for App1

Create a credential.

Create a managed service identity.

Answer Area

Crdstéarapp ¢

Create a managed service identity.

Configure the ID and secret for App1.
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https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates
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Prepi@duction code: [Master
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lifecycle of this type of managed identity is tied to the lifecycle of this resource. Additionally, each resource feg

Settings
= Apphcation settings

Authentication / Authonzation

, Identity
Backups

Custom domains Object ID @

S5L seitings L % || 7283adee-ac06-4167-bBeT-51 324601041

Netwarking

a, ] f
% Scale up (App Sevvce plan) o This resource is registersd with Azure Active Directory, You can control its access 1o services like A
/. Scale out (App Service plan) '

g

Z nw -

https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity
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Which component should you rl_'ggﬁﬁ;ttgpfnﬂe continuous delivery?
YLy " The Development stage

The Internal Review stage

The Production stage

The Web Application artifact

How many stages have II'iQQEES set? | b
0
i
2 e
if A4
N et
6
fhich component should yaum@;ﬁ«m enable continuous delivery? v
' B _The Danehpment stage —
N The Intemal Revi H tage !
ﬁ d
i The Web Application artifact
&5 BA
How many stages have triggers set? | v
Which component should you modify o enabls conliniouS delivery? | v
The Development stage
- ion stage
j | M I C [" O S 0f1t'l‘he Web Application artifact
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%, QA EBBH. AF TR b EREBOSOOEMBIAHYFT , TN EITRTHRIA—%2FH-
TWEY,
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ZHB https //docs.microsoft.com/en-us/azure/devops/pipelines/release/triggers
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FERL TS,

I WDBIRIEZENRFNIRS > FOBELAHY T,

v

exceptions
pageViews
requests

traces Go‘“

| where ®
duration == 0 K Wéx\
itemType ==w}esutt“

result(@ !

succes false

| summarize failedCount=sum(itemCount) by name, resultCode

| top 10 by falledCountﬁTﬁas
| render barchart MlcrOSOft

1E fiz:

Microsoft

exceptions
pageViews
requests
[traces

| where

duration ==

itemType == “availabilityResuit’
resultCode == "200"

success == false

summarize failedCount=sum(itemCount) by name, resultCode
top 10 by failedCount desc
render barchart




https://docs.microsoft.com/en-us/azure/azure-monitor/platform/app-insights-metrics
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A. AzureLogAnalyticsDH—E X< v 7

B. AzureApplicationinsights D 7R 7 7 4 5 —

C. AzureApplicationinsights CO R AT X k

D. AzureApplicationinsights D7 7 r— 3 o< v 7
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https://docs.microsoft.com/en-us/azure/azure-monitor/app/monitor-web-app-availability
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A. Grunt

B.>xz7

C. Maven

D. H)LT
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https://docs.microsoft.com/en-us/azure/devops/java/sonarqube?view=azure-devops
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A. ConfigurationMode/S5 A —42 —DIEFZEELET,

B. Register-AzureRmAutomationDscNodeaA <Y > KLy FERD LS ICEEMA ET

& $%-AzureRmAutomationSchedul edRunbook
C. AllowModuleOverwrite/85 A —42 —ZEBMLET,


https://www.jpnshiken.com/q/27892-2187496/
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D. DefaultProfile/N5 A —2 —%#EBMLET,
FfE:A (A LEERT D)
ConfigurationMode/ X5 * — 4 — % ApplyOnlyh 5 ApplyAndAutocorrectIZZERE L £9,
Register-AzureRmAutomationDscNodea < > KL w k& Azurefr#8< 2 > #APS Desired State
Configuration DSC) / — K & L TAzureAutomation7 ho > MZEEFLET,
DF VA - WD G R RE
TRAMF—N—F HNEBEASAFZEZFICELLEBREINTVLWETS FREIOBRBE EHIZE
A K1) 2 k LET, Azure AutomationStateConfiguration (&R DIEIEICKE L ET,
Azure Automation State Configuration/ — Kl RODav > FEFERL TEHZINET,
RegisterfZureRmAutomationDscNode
-ResourceGroupName ‘TestResourceGroup’
-AutomationAccountNane  ‘LitwareAutomationAccount’
-AzureVMName . Svmanme
-ConfigurationMode ‘ApplyOnly’
iz

https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/register-
azurermautomationdscnode?view=azurermps-6.13.0
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Groups to control the build access: ¥

Active Directory groups
Azure Active Directory groups
Microsoft Visual Studio App Center distribution groups

Group type: v

Private
Public Y L
Shared
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Groups to control thé\biild aceess- ~ £ F v
: " 7| Active Directory groups

e e P o= e e s mm s = amy

TR I L o o N IR I NN R

Group type: v
Frivate

| Public _
Shared

e o

BLL]

Groups to control the Bulld abcess + A & AT F

‘Active Directory groups
Azure Active Directory groups
Microsoft Vicua! Studio App Center distribution groups

Group type: v

Private
Public
Shared

w4 X1 Microsoft Visual StudioAppCenterf2#i 4’ )L— 7

BAITIL—TE V) —AANDT I LA ZHHT 5=-OICEREINET BRI IL—TIE, HERAT
FEBTE V) —ANDHEBET7 IV EREZEODENTEI—EDI—H—%KLET BHY
W—TOHELTIE QAF—LONBR—FTREA—REDI—HF—DF—LP RT—IV7
BED))—ADAT—URYVJERTENTEET,
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DEAMIIN—T T HABEGIIL—TIZLY EROT7TIETRAIIN—TE2EHNT ILE
NGELBYET,

¥ Visual Studio TeamServicesD[AppCenterZ R LI=T 7RAA]2 XY ZEHT % & Azure
DevOps (IHFWSTS)M 5AppCenterl27 7)) #7704 TEE$ App CenterlZT 7RAA 95 C
ET ELNRELI—HY—ICREMTELLIICRYET,

S https //docs.microsoft.com/en-us/appcenter/distribution/groups
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TEYMIFSY I LFET EY—ERFMEFERATEFEFT AT UOYERTTDICIE RA Y
BMICTHEIN—%2 KRSy FTEN RIO0— LT EIRENHIEENHYET,
I OLDBIREZFNAFRIRAS Y FOEENADY T,
Azure Services

Azure Artifacts ' Source code: Azure Service

| Azure Pipelines ' A commeon library used by multiple Azure Service
applications:

Logs from automated tests and builds: Azure Service

Azure .Repos

Large and frequently updated binary assets: Azure Service
Azure Storage fusess emes S

1Efig:
Azure Services VU " Answer Area
rh;u;:Aafa?tsu-- A -"-l: :Azure Repos
|
| s e ——— - | —_— —
| Azure Pipelines | A common Iibgsed by multig| Azure Artifacts
i & applicatior

i I.
b s@a Nomated tests and bt
l Azure Repos | @

|

I J @and frequently updated binary asse Azure Slorlge

£ BR

='i Microsoft
Source coder™, Azure Repos

A common library used by multiple ' Azure Artifacts
applications:

Logs from autemated tests and builds: ' Azure Test Plas

. _ v
Large and frequently updated binary assets: | Azure Storage



Bf: 168

HE-OEFICIF FLWFITVr— a2 A07TOY 49 A AzureDevOpsIZH Y EFS , 77
1) 4r—< 3 V(& WindowsServer2016 % (179 5 EH D AzureRBE<T S VICEBAINET,
KBTS UDORHBIKRZHEET OVLENHYFT  BBRIE, ROEHEH-IDBLENHY FT,
RET O UN—B LB EHEFL TSI EZEELET,

MRET D UERET S-ONDEBEEXER/MRICINZ S
HREIBICIIMEZEHDIDLENHY FITH?

A . T7OC4YAMLE K UPAzure/ N, TS5A4 D RTF—OF 0T L—F

B. AzureResourceManagerT > 7 L— k & Windows FH M PowerShellDesiredState
Configuration DSC) {LaRHEEE

C. AzureResourceManagerT > 7 L— k EWindows D H X2 LR ) 7 FLsRHEEE
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Group7® 1 > E 2 —%4 —HAIZAzureAutomationF T 5 HELNH Y £,
IEFICETTIDLELNHD3DDT I avIEENTIN?RETSHICIE BUNLETIavET
903 )R Mo EZFEFICEHL, ELWVEFICHRET,

Actions AnswerArea

Run the Import-AzureRmAutomationDscConfiguration 4 I . <
Azure PowerShell cmdiet

Create a Desired Slate Configuration (DSC) configuration
file that has an extension of ps1

Run the New~-AzureRmResourceGroupDeployment Azure ©
|
PowerShell cmdiet

Qe

Runthe Start-AzureRmAutomationDscCompilasi@nJob

Azure PowerShell cmdiet.

Create an Azure Resource Manager template file that has
an extension of . yson.

IEﬁ#

4N the Import-AzureRmAiutomationDscConfiguration
’-ILHE Power;heﬂ bl g 1 Create a Desired State Configuration (DSC) configuration

..... s — i file that has an exdenstonel ps1

Create a Desired State Configurabion (DSC) v:unflgl.lahm T R oy, A et e R LI e T
file that has an extensicn of pst i " :
e Al ol . P R i Runtha Tmport-AzureRmAutcomationDescConfiguration

- — T D AfirePowerShell cmdiet (
un the Hew-AzurefmiescurceSroupbenloyveent AZue | e e e e e
owerShell emdiet ) ¥

- — —_— - — — - . i ________________________
ST T . : | Runihe Stazt-AzureRmAutomationDscCompilationtob |

, 1 Azure PowerShel cmdiet |

et e P e N 1

Wwnthe Srare=-AzurafmAuromat ionDecConpPha wian Job
\aure PowerShell cmdet. _

Creale an Azure Resowce Managefh Jiz Heinat has! ],
an extension of . izon.
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Bl
Create a Desired State Configuration (DSC) configuration

file that has an extension of .ps

Run the Import-AzureRmAutomationbscConfiguration
Azure PowerShell cmdiet

Runthe startsifzureRmAutomationDecCompilationJob (
Azure PowerShe! cridlet: t

FIIE1 : Pa3EFHY.ps1DDesired State Configuration DSC) ¥R 7 1 ILEER L E T,

FE2 1mport-AzureRmAutomationDscConfiguration Azure Powershella <> FL v F&E1TT 5

Import-AzureRmAutomationDscConfigurationa~< > KL v b & APSDE FE L LMREEDIERL
DSC) #m&AzureAutomation(Z4 > R— b LET , E—DDSCHEREELAPSX Y ) T LD/

AEEELFEY,

1 :

PS C \> Import-AzureRmAutomationDscConfiguration -AutomationAccountName

"Contoso17"-ResourceGroupName "ResourceGroup01" -SourcePath "C A DSC \ client.ps1" -

ForceCMa< Y K& client.ps1& V3 EHTID 7 7 1 ILDODSCHERL F Contoso17 & LS BEID B

L7 HhO Y MIAVUR—bLET, 2D RIE Force/NXSA—42—%ELEIT . BED

DSCHERAHIHEF. COIAXY FRNEFhEBETHRZFT,

FIE3 Start-AzureRmAutomationDscCompilationJob Azure Powershella <> KL v k#2179

% Start-AzureRmAutomationDscCompilationdJoba < > K Ly k& Azure Automation TAPS D 1

BIREOEK DSC) #pea /1 ILLFET,

S .

https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/import-

azurermautomationdscconfigur

https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/start-

azurermautomationdsccompilatio
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Actions Answer Area

Runhiali inie. |

Runaz aks install-connector. |

Create a YAML file. o O
(<

Y4

©®

Runaz role assignment -étﬁate

Run kubect1 applii MI Cro $ oft

IEf#
Actions | £4
_____________ peonciOsoft
| Runhelm init. I Createa‘mm% | |
______________ I-_-_.-c-'?._\ef e e e - ==
Runaz aks install-connector. T —— -@:# ___________ L
%ubectl apply.
"J-;_ _____________
Create a YAML file. f@% S n i
-@;h—— B | 1 T e | | T
IRunaz role ass;qmgfmk
Runkubectiapph. |
ErLL]
=] ICrOSOTt
Create a YAML file.
Run kubectl apply:
Runhelm init. m
AT ITTYAMLT 74 ILEERLET, 41

AKSY 5 A2 —TRBACHEMIZHE > TWWBIEEIE TillercERAT 50D —EXTHI U+
EO—INA VT VT EERT DRENHY FT,

Y—ERXRT7HD beB—ILINA T 4 VT #ERT 121, rbac-virtual-kubelet.yaml & L5
DT 7AILEERLET , AT v 72 kubectlapply#ETLET,

Y—EX7hD > h%ERL  kubectl applyZ{EA L T/\1 > K L rbac-virtual-kubelet.yaml 7 7
AIWVEEELET,

AT w73 helminitZ&4T7LE T,

TAT—HY—ERXRT7HAI U bEFERTHLSICHelmZERLET,

helm init --service-accounttiler

N T 5|l EHEEVirtualKubeletZAKS Y S AR —IZA VA —ILTEET,
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B 171

AzureDevOpsD A v L aR— KD TAD I b A MY VO EHBETILENHY FT,
FHEEICHLTEDFYy— b4 Py FEHRETIVENHYFEFIN?EET SHICIE, EYILG
G594y FEELWMERBIZFS Y I LET &5 7040 zy MMI 1BEERT S &
H EHREERITECEE FoKFERALAVWIEITEFT aAVTFUVERTIT BICEFH R
AUETREIN—Z2FS9TT 50 RV O—LTIBLENHLIBEENHY FT,

L WERIIZENRENIRAS > FOEELHY T,

Chart Widge sr]ﬁ
e o WHErOsoft

Burndow he elapsed time from the creation of wetk items

— thelr completion

Cycle Time

| aad Tin Tha glapsed time to complete work items once
ciid -

# B aro o b
;h'r_‘,'. dlg aCilve

The remaining work

Answer Area : M ICTOSO . t

The elapsed time from the_creation of work items
to their complation Lead Time

Burmndown |

The elapsed time from the creation of work items
to their completion: Lead Time

The elapsed time to complete work items once Cycle Time
they are active:

The remaining work: Bumdown
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A. MicrosoftVisualStudio® 5 X k5 >

B. GradleZ w/A\—X U 1) T b

C. SonarCloud % #t

D. JavaScript# X9 5 >+ —
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ATRXMIEX, TRRRLA—FEBLZDTRA M —RET V=TT IEHIZERINET,
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Y,

S8

https://docs.travis-ci.com/user/sonarcloud/
https://sonarcloud.io/documentation/integrations/vsts/
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1. R—R L4,

2.7 > 7 L — FDeploy-10d9940427 Z#R L £ 3"

3. [T L—bDHmE]EEIRL JSONTFUTL—bhra—F£2a—Fo4 U FIIZBEY FITE

£l
4. BE256[DIPT FLADHEHR— T B1=8I=, ASddressPrefixes%10.0.0.0/24[=EE L &
£

addressSpace " {" addressPrefixes " [" 10.0.0.0/24 "]},

5.firstSubnet7 KLRXA L 74 v X%10.0.0.0/26|1FEEL T AE64EDIP7 FLADHZEY
R—bLZET,

"Iy b

{{

"&EI" : "firstSubnet"

"JONT 4"

"addressPrefix" :"10.0.0.0/24"

}
6.[RFIEZERLET,
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Create a resource

Edit templats




Lasniboara Edit para
All resource

Resource aro Default Prowvider Subscr

Virtual machu
Use existing
Recent

plﬂh

Oftter

10.[MER)EEIRLET AV 2am—FOFHLWEAIULIEE, ToTL— FORBEADETKR ZBH
LET,
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https://docs.microsoft.com/en-us/azure-stack/user/azure-stack-deploy-template-portal?
view=azs-1908
https://docs.microsoft.com/en-us/azure/architecture/building-blocks/extending-templates/update-
resource
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Actlms ft Answer Area
Createarepm n,,.-| ' i E E E E|

Add a build policy for the fork.

Create a branch.

Add a build policy for the master branch,

Add an application access policy.

Create a fork.

Efi#:
Actions m _“E:
Createarepository = | =~ —— J EEAQSO i- )
: Create a repository |
Add a build policy for the fork. e~
i
Create a branch. 1 |Add a'Build policy for the master branch. :

i e e S e e s mm e Em mm o mm mm mm E Em mm o = =

Add a build policy for the master branch. | 7§ i

Add an application access policy. e e e e ettt = = !

Create a fork.

&5 BA
Answer Area
Create a repository

/Add a build policy for the mastel bahichokof

Create a branch.
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.ﬁ' Microsoft

Answer Area

FROM

dotnet publish -c Release -o out

COPY . /app/

dotnet restore

A4
WORKDI

microsoft/dotnet:2.2-aspnetcore-runtime

&

Microsoft/dotnet:2.2-sdk

._

Values

\\\

COPY --from=build-env /app/out /app

WORKDIR /app

ENTRYPOINT [“dotnet”, “ MvcMovie.dl1l™]

Answer Area

Microsoft/dotnet:2.2-sdk

dotnet publish -c¢ Release -o out

coprY . /fapp/

dotnet restore

microsoft/dotnet:2.2-aspnetcore-runtime

HORKDlR /a
restore

Microsoft/dotnet:2.2-sdk

i BR

& E.:f E FROM w;crnsoftldutnet 2

COPY --from=build-env /app/out Iapp

WORKDIR /app

ENTRYPOINT [“dotnet”™, * MvcMovie.dll”]

As build-env

FROM Microsoft/dotnet:

2.2-sdk As build-env

COPY . /app/

WORKDIR /app

RUN dotnet restore

o — IV [TerTyres; e

WORKDIR /app

;@@*
$, -aspnetcore-runtime

COPY --frum-bu1£§ /app/out /app

ENTRYPOINT [“dotnet”, “ MvcMovie.dll”]

R w4 X1 microsoft.com/dotnet/sdk:2.3
TORVDITN—TIEX ZFOLICOAVTFHEBETHE-OICHERATEIR—RAA—VFFELE
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EERETIEIRINHY E£T, Ry X2 dotnetrestore RO FIEDLERE IV TFTFRDEET 4 L
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Project [ o ioct details

Project! will provide support for incremental builds and

third-party SDK components

Project2 will use an automatic build policy. A smallteam of developers named

Project 2 | Team2 will work independently on changes to #iie project. The Team2 members

will not have permissions to Project2.

Project 3 | Project3 will be integrated with SonarQube T
Project4 will provide support for a build pipeline thatcreates/d Docker image | |

Project 4 | and pushes the image to the Azure-Gontainer Regisiry. Project4 will use an

existing Dockerfile

Project5 will contain a Git'fepesitory in Azure Reports and a continuous

Project 5 | integration trigger thatwillinitiate a build in response to any change except for

changes within /folder1.of the repository.

Project6 will preyide Support for build and deployment pipelines. Deployment

Project 6 | will be allowedonly if the number of current work items representing active

software bugsis 0

Project? will contain a target deployment group named Group7 that maps

Project 7 | to Pool7. Project7 will use Azure Automation State Configuration to maintain

the desired state of the computers in Group7?
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FROM )Y’ As build-env

dotnet publish -c Release -o out

dotnet restore

microsoft/dotnet:2.2-aspnetcore-runtime

Microsoft/dotnet:2.2-sdk

COPY --from=build-env /app/out /app

WORKDIR /app
ENTRYPOINT [“dotnet”, “ MvcMovie.dl1”]
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Git | Project 1: | Team Foundation Version Control
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Perforce 1k Bk Ct2: || Team Foundation Version Control
: 121" Project3: [ &

| Subversion l e Git |

Project 4: | : :
|I Team Foundation Version Control | ] Team Foundation Version Control

FROM Microsoft/dotnet:2.2-sdk As build-env

COPY . /app/

WORKDIR /app

RUN dotnet restore

- i.-j!-!—gi. %

FROM microsoft/do;né%?}fi;aspnetcore-runtime

COPY ---From:’b_.mﬂfi;l}éav /app/out /app

WORKDIR /app

ENTRYPOINT [“dotheli ¢ fveroit.d117]

w4 X1 microsoft.com/dotnet/sdk:2.3
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Application name Goal

Failure of App1l has a major impact on your company.
You need a small group of users, who opted in to a
{testing App1, to test new releases of the application.

You need to minimize the time it takes to deploy new
releases of App2, and you must be able to roll back
as quickly as possible.
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helm install
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kubectl create helmd init
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Explanation:

AT v 71 Kubectl create

Helm®D R F (Z—service—accountNAME> 7 5 J &R L CTillerlCH—EX 7 AU > FZEBMNT
TFET (LLOFIE2), AHREH E LT BRICHRESATWSA—IILEY—ERTHO U &%
BETHA—IWNA T4 VT EERT IRENRHYFET,

5] cluster-adminB—JLZHFDOH—EXT7HH U b
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Security Tools Answer Area

Penetration testing Pull request | |

|Static code analysis | - Continuous integration:

! Threat modeling | Contintiods Gelveri . O T+
1E#Z:

Security Tools Ansiven Areay o 11

| Penetration testing t Pull request;l_ Threat modeli n_g _H

Static code analysis {  Continuous integration: | Static code analysis

_— === == == == =

[_ Threat modeling '\ Continuous delivery: | Penetration testing |

Bl

WiiTddal=a =& s
viicr “>Answer Area

Pull request: | _ Threat modeling

Continuous integration: | Static cods analysis

Continuous delivery: | Penetration testing

Ry R1: BBET) VYT

BEET)IJDEY b—IE, BOLFEEBLWA BT ET RLTERLELEWVWSZETT,
Ry P R2: #H0— FOHClI/ COTORIEE FAEENI—FZa3 vy FTHAINICHIBEINE
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[CT5-ODRADMERERBELET,
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https://docs.microsoft.com/en-us/azure/devops/articles/security-validation-cicd-pipeline?view=vsts

B 203

Hit-MEtt(XAzureDevOpsIZ2 T O 49 FEFHFH>TWVET,
AzureResourceManager7 > 7 L— b EFERAL T Y—RETTO4 BV ) —RI41 TS54 >
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T T L— k&, AzureKeyVaultiZificn TN b —o Ly bESBLET,
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BILIVLENHYFET V) a—2arE IMFEQRAZERAT ILENHY FET,
WHREBIEICIIMZSDHDIDENHY EFIHN?EZDICIE BULEBREELWLVI—4 Y MK
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Configurations Answer Area
A Key Vauk access policy Enable key vaults for template deployment by using

[_"“f'llr Vaut govanced access W’fﬂf_’!f Restrict access to the secrets in Key Vault by using:|

e— -l---i-‘-lrl-ﬁi"‘"i‘ﬁl
v | . -] W

RBAL
IEfZ:
Configurations Answer Area
|f§9{VfUr_t,aC_cefs policy _!| Enable key vaults for template deployment by using:{)ﬁ Key Vault advanced access poli C)'.:

|_Key Vaut agv anced access DO]'CVJ Restrictaccess to the secrets in Key Vault by using: RBAC

-'Sq"-' _-"'-.-';i.-i; E,--.

AVILS A S0 2800 -l

AnswerArea |CI'OSOTL

Enable key vaults for template deployment by using: [A Key Vault advanced access p:::rlc;r!

Restrict access to the secrats in Kay Vault by using: i RBAC

Ry X1 EEVaultDEELRT7 I AR o—




Home > mykeyvaulttutorialrg > mykeyvault0920 - Access policies

& mykeyvault0920 - Access policies X
- = X C) Refresh
‘0
B Activity log
" A | (1A v € Azure Resource Manacedomép ate de et @
M Access control (1A

XD agnose and sole problents

Add new
Settings

Keys _ <Your username>
* USER

Secrets

Certificates

Access POIICIES fn

i Firen@lis a irtual networks
Ry 4o X2 RBAC
EETL—rDT7 7 AGIEIFIRBACEERLET,
EEBITL—UIE ROLS5LGF—FR—IL FERICEERZE5ZADIRETERBINET,
*F—R—IL FDERFEIZHIBR,
HIZH) T3 VADR—ILEDY XA MERIFELET,
*Key Vaultd 7 0/87 4 BKUPAR T E)EMBLTVET,
==Ly bADA—HY—ET TNV r—230DT Y R EHIET HKeyVault7 7 £ X
RY)—ZRELET,
S .
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-tutorial-use-
key-vault
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Required secrets:
VIICrOSOT Certificate

Personal access token

Shared Access Authorization token

Username and password

Storage location:

Azure Data Lake

Azure Key Vault

Azure Storage with HTTP access
Azure Storage with HTTPS access

equired secrets: | e v

Certificate
Personal access token

Shared Access Authorization token
Username and password
Storage location: v

Azure Data Lake
Azure Key Vault
Azure Storage with HTTP access

Azure Storage with HTTPS access

Explanation:

AML—=—PH—ERIZHLTITONEIANTDY VIR ME NRTV VI T ERAFEEERSE
N7 ERICHATEDSLSICHE>TWABLOBFEIFavTFH Y VY—XRIZHTH VI IR b
THWVWRY ABIILENHYFEST VIIRXMERDRDTEH5-0D120F T3k #E
*F—ZFERTSHETY,

DHIVF 'BNAUT TV r—2aviE BHEORBEEEE AT LOKEY —EXZRUHT
CENTEIRELRHYET , VATLATYTIL—FENEET, H—EXFHTTPSZANL
EEARBEDOHAZYR—FLEFET,
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SR https //docs.microsoft.com/en-us/rest/api/storageservices/authorize-with-shared-key
FEYDI2 BE
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Contoso_ Ltd.[& oA TR FE HiELt T,

i

Contosold AzueDevOpsDRAIZEE T HITHELS L VER O LR ERNET S L F5HHE
LWET, ContosolZlZAzure TR Y )Y T aruhdhy AzureDevOPsHiE#1ERL L E T,

AzureDevOpsHEICITRDEDREENE T,

*Dockerili SR # HE

* WindowsServer2016 = £179 5108 DAzurefR3E< L U ST Pool7E WS ZEIOER 7—IL,

Azuretr TR 9 1) T2 a3 vIZIE, AzureAutomation7 ho Y RN EFENRTWNET,
AEESNF-ER

Contosold RDRIZFET L SIZ_ AzureDevOpsTT OV =Y FEERT ST EFEHEILTLVE
ER

Project
PaneCt | Project details

Project1 will provide support for incremental builds and
third-party SDK components

Project 1

Project2 will use an automatic build policy. A small team of developers named
Project 2 | Team2 will work independently on changes to the project. The Team2 members
will not have permissions to Project2.

Project 3 | Project3 will be integrated with SonarQube

Project4 will provide support for a build pipeline thatcreates a Docker image
Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an
existing Dockerfile.

Project5 will containa Git repository in Azure Reports and a continuous
Project 5 | integration trigger that will initiate a build in response to any change except for
changes within /folder1 of the repository.

Projectt will provide support for build and deployment pipelines. Deployment
Project 6 | will be allowed only if the number of current work items representing active
software bugsis 0.

Project7 will contain a target deployment group named Group7 that maps
Project 7y [ to. Pool7_Project/ will use Azure Automation State Configuration to maintain
V|| the desired state_of the computers in Group7.

it =4

Contosold  ROFMEHZHALFET,

*EJLRFIT—2 1 brotProject1 2 RELE T,

*ATEEZEPR Y  Azure!) V—RZEFERAL TSN
*BElEEIN-TI/ 0 —0FREETF TSN
*Project2®1— K7 O—BBREEELF T,

*F—L2MProject2® FTILY Y TR FEFEIETESELSICLET,
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* Project2® O E—(Zxt L TTram2IZ &k > TEIT SN S HPMEEFIZIE, Project2® EJL FR1 2 —
TEAINEZLOLRLCHBRABERAINS I EFZHRELTIZEL,

*WOTHHREGEE, BEIMEZEEL  BEEZZR/NRICHZFT,
*SESN=ZEIZEDULT, Protect3, Project5, Project6, & & UProject7#R&E L F T,

* Projectd 3% L Docker{ * — < % AzureContainerReentrylZ 7wy 295 & 3127A Y
FEERLET,
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87 DevOps 7Ot AM—E & L TIIRA_ Jenkins, & & UOctopusZ A L TLVE T,
NnoDY—ILORHYIZAzureDevOpsEF AT A FETT,

BY—ILEBEMZ D=OIZEDAzZUreDevOpsH—ERX #FRTALENRHY T ITHh?2EEZT S
[CIE . EEIY7TEUGA T aUoEERLTLESL,

I WVLBIRIEZENFNIRS > FOBEELADY T,

Boards

Build pipelines
Release pipelines
Repos

Jenkins:

Boards vy .
Baild'pipelines

Release pipelines
Repos

Octopus:

Boards

Build pipelines
osoflRelease pipelines
Repos




Boards

Build pipelines
Release pipelines
Repos

Jenkins:

Boards

Build pipelines
Release pipelines
IRest

Octopus:

| Boards

Build pipelines
Release pipelines
Repos

Explanation:

JRANA TS0 )—X

Atlassian®JiraSoftwareld, F—LMNRY T bz 7 )—X%=5E B L UVEETHDIZE
ADARDHBHT7 TV 45— 3 >T9 ,—7A, Octopus Deployld, F—LABHEER I VERTOL
AZEEETRETAENDEELEOEVAETEET IDITRILLFET, ChbZlAaahED
CET F—LETATTHOABREEFTOY I IITIATSAVEITVRKY—I VKT
BETESLSICHRYET,

CIVX R YKRDRY

Jenkins #AzurePipelines S #i& 9 212D AiE(E JenkinsTCIY 3 T&#@AIIZEITT S LT
9, CNIZIE, JenkinsTDCUSA, TS5 A4 VDR E  V—RaA—FBRYRD MY FLIETSVF
2Ty iadnfzEEIZCITOEREZFUHE T AzureDevOps TDWeb 7 v U DIERA S ENE
ERS

RO NATS5AVEHEET D
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https://octopus.com/blog/octopus-jira-integration
https://www.azuredevopslabs.com/labs/vstsextend/jenkins/
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* Windows 10 Mac OS_iOS & &K UPAndroidA RL—T 4 V9 XA TLTHATEET,
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*AzureDevOps & BEIEME LET,
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B. If

C. Microsoft Project
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T, ITRTDOAYvE—D T 74, K UTwitter, Dropbox, Google Docs, AzureDevOps#: ED
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t SlackDEHEEZFIATEET,

AzureDevOps & #i&

COMEIZKY F—LIZAzureDevOps T AT =Y FTRELTWETI T4 ET 4 #EIZIEE
TEFET, COMEBICKY a—FFz w42 TLVIIR N BEEEOEHF EILFAARY
M F—LDSlackF v RILICEERTEINET,
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https://marketplace.visualstudio.com/items?itemName=ms-vsts.vss-services-slack
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T my-demo-app - Deployment slots X

* b ace Siot € Retrest

' -
D Overview - “f Vou haven t addes any deploynent dots Chek bere o get ttarted. =9

Activity log

Access control (lAM

i
£

II | Deployment Slots

P a3 2 . = : -
Ciagnose and solve problems ' Deploymentsiots are live appswith their own hostnames. App content and configurations
| elements.can be swapped batween two deployment siots, including the production slot

Tags

a ¥ 8

Secunity
Dolounent HAME STATUS APP SERVICE PLAN TRAFAC %
-~ : - Cermo- 3P P S T 100
ad Uuschetart ; oI myAppServicePlan o0
i, Deployment slos i
6% Deployment Center
F"" :-ih : :f' ™ C M ﬂ"ﬂ
Sertings AY, Y ryyooryr i
e A ] ,Cr UoUl L

' Configuranon ;
3.[RAY FOEBMAATRITRY Y RAT RAAY MIAZFIZMHIT FOREAROY kB 7 T
BRAERT ZNESNFRIRLET BMFRRLTHETLET,

Mame

Clone seitmgs from

-

Do not clone settings

Add == Microsoft
4.20y FEEMLES [FALB|ZRBIRLTHFAT7OI9RY I REZFHALET, ST HLWLR
Ay FHAEBEAROY MR—=DICRERENFT . TI4LMTE FLWLWROY DS T 0y
J%IFOICKRESNTHY TARATOBEELN S 74 v EERBEXOQY MIIL—TFT a5 SnET,
53LLWVERAOY FEZBIRLT Z0RXRAOY DY Y —RAR—=UFHEET,



g my-demo-app - Deployment slots

Deployment Slots

'lr""r L o v 4 th e Swm M A l:: .t T and confiurptions
FHTENTT SR I Lt = l:'l.i PN L el D “'l'l"l L iy T -1-.-.:.-:".'-"::!

ATiT A CREACH PLAM

6.5 74 VI %EI0ZERLET
SH

https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots
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A. Azure Cosmos DB

B. Azure App Service

C. Azure7 71 DERK

D. Azure Key Vault
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Azure R—AILDT7 T ) BERADKEI R —2v—(X 7TV S— 3 U CHERTIHEETS Y
FERBLUVEERTH-ODOUIZIREELET,
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Azure CEEIN=IDIC&KbtEF a2 T 1 Di&1k

REPFB L UVEGEETOREZFEROBSLE

ARDOBHBIL—LT—=0 DA T« THE

FTVDERIE, 7TV r—23a>0Do—9 Ly FEERINT 5 =HIZEH S 5AzureKeyVault
ZHTELET,

S

https://docs.microsoft.com/en-us/azure/azure-app-configuration/overview
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GitHub 1) R + 1) D AzurePipelines® /N1 75 4 > Z &L ContosoApp & LY S & HID
AzureDevOpsIZ7OL Y A ®H Y £9, Contoso AppD /1 TS5 4 U TCREENKREL-EE
(2. BAFE hMicrosoftTeams DB ZHERICZIET 5L ST IBLENHY EFT, Teams T %
ETTIVLENHYEITN?EZTHICIE BEL) 7 THEUGA T3 vEERLTLES
WO I UDEIRIEZENRENARS > FORELAH Y F5,

Answer Area

Bazure plpelines feedback hitps//dev.azure.com/contoso/contoso-app
signin httpsy//dev.a o Id
subscnbe hitpe//dev.az pka
subscniptions hitps://dev.azure.com/conlose/contoso-app! work-items
Ef:
Answer Area
Bazure plpelines feadback hitps//devazure.com/contoss/Contoso-app
Signin https//dev.arurecom/contoso/contaso-app/ _build
Lubscnbe nhtpsy/devacurecom/contoto/contoso-app/_pikaging
subicnptions hitpsy//dev.ature.com/conloto/ contoso-app/ work-items
= .
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R
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FROOLETION Tole: [aiaster

Préprodiuction codhe [Liactes

Feature

Drervelop




Answer Area

Ry R1 IRRE—
YRAA—=TSUFICZEARBI—FAEENTWET , I RTOEAFEI—FIZ, LWVONHTRE—IC
T—UINET,

Ry X2 BF

Develop7 Z U FICIF, EFFIOI— FAEFENTUVET BENKRT IS L, T o IFRAKIC
T—UINET,

il

https://medium.com/@patrickporto/4-branching-workflows-for-git-30d0aaee7bf
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CDEIVaVOEBEMICEAELE-ZRIE, TOEBEMICRSZLEITEEFRA, TOHR, ChoDE
BIELEa—BE@EICRTINEEA,

HE-DEHRE FHLLWeb7 TUSr—2 a3 VAN TR Y k%EAzureDevOpsIZH>TULVE
7,

O—FRF v A4 0SNEEEIT ELRNBEMICETINS L EZHRTIVLENHY F
ElS

FERER Y —RNA T4 DORMATEHEENS, EIL FOETHITN Yy FEEFZIRLE
I

HNIFEREZERLTOVEIN?

A. [FLy

B. L\ %

IEfR: (EffZzRTLET)

KH Y Iz Visual DesignerTld RO AETHGEHA T L—a>y CHDEEMILET,
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https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer
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Group7® 3 > E 2 —4 —RIZAzureAutomationZ R 2 LENHY T,
IEHBIZERITTILENRHB3DODTILavVIEENTTN?RETSICIE BONLETHILavET
93 D) A ML EEEEHICEHL ELWVEFICHERET,

Actions AnswerArea

Run the Impoxt—Azu:eRmAutomationbscConfigu:ationl |V ‘ . . |
| Azure PowerShell cmdlet

Create a Desired State Configuration (DSC) configuration
file that has an extension of ps1

| Runthe New-AzureRmResourceGroupDeployment Azure |©
PowerShell cmdiet !

Q)

Run the start-AzureRmAutomationDscCompilasd@nJob

Azure PowerShell cmdiet.

Create an Azure Resource Manager template file that has
an extension of . json.

TEfZ: S

Wn the Impert-Azursfmiutemationbescfonfiguraticon

Create a Desired State Cnfiguration (DSC) configuration
p hel I |
F"fe_aiwiﬁ. fm ____________________ i 1 filethat has an exdenstonol ps1

Create a Desired State Configuration (DEC) configurabion R i e

file that has an estension of pst i

vvvvvvvvvv P —_— = = = = Runzhe Tmport-AzureRfmAutomationDecConfiguration
- —_— - - ~iAn:erver3mu cmdbe ¢

imﬁe'ﬂe =pzurefmBescurceGroupbeployment AJJ.H'E i::'_ _____________________

IowerShell cmdiet | S g

: I Runthe Start-AzurefmAutomationDscCompilationJeb
inihe Starc-AzurePmAutomationDecComp®hatisnob | . & !

\zure PowerShell cmdiel ’ *“-?-UTE PowerShel cmdiet )

- —— = —_— e —— t--._.p-.uq-,-n-.r-h -._-:---'--
EIEE.!.E an Azure Rmnm:e Managerien alﬁlnlt"h.agr US|
an extension of . ison.

BLL]
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Create a Desired State Conhgura n (DEC) configuration
' file that has an extension of .ps1.

Run the Tmport—hzure&mﬂutamationbscConfiguration;
Azure PowerShell cmdlet.

Runthe start-AzureRmAutomationDscCompilationJob (
A.zure PowerShell cmdiet.

FIE1 : PE3EFHY.ps1DDesired State Configuration DSC) #D 7 1 ILEER L E T,

FE2 1mport-AzureRmAutomationDscConfiguration Azure Powershella <> FL v FZE1TT 5

Import-AzureRmAutomationDscConfigurationa~< > KL v k& APSDE FE L LMREEDIERL
DSC) #m&AzureAutomation(Z4 VA R— b LET , E—DDSCHEREELAPSX Y1) T LD/

AZEHEELET,

fl -

PS C \> Import-AzureRmAutomationDscConfiguration -AutomationAccountName

"Contoso17"-ResourceGroupName "ResourceGroup01" -SourcePath "C A\ DSC \ client.ps1" -

ForceCMa< Y K& client.ps1& V3 ERTD 7 7 1 JLDODSCHERL F Contoso17 & LS BEID B

7 Ao MIAVUR—bLET, ZDaAT Y RIE Force/NSA—42—%ELEIT . BED

DSCHEBMAHZHEF. COAXY FRNEFhEBETHRZFET,

FIE3 Start-AzureRmAutomationDscCompilationJob Azure Powershella <> KL v k #E1T9

% Start-AzureRmAutomationDscCompilationdJoba < > K Ly k& Azure Automation TAPS D i

BIREOEK DSC) #pea /1 ILLFET,

S .

https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/import-

azurermautomationdscconfigur

https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/start-

azurermautomationdsccompilatio
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Black Duckld ##MN7 TV r—a v avTFHOR— b2+ VAR TH—-TOV—RADE
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‘’IAIBET,

BlackDuckHub & Z M TeamFoundationServer TFS) 75454 V& ERAT 5 & ELRFTOER G
[CA—ToV—ZADEFa) T DHBEEZEFMIRELTEBETE SO VR ETA7T
9T 4 TIZEBTEET HHABIZEKY Black Duck Hub R —ERMDFEELF-ESIZ . 7I—F
ZRIELTELRZRBRIEDHIENTEFET,
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tequired secrets. v
Certificate

Personal access token

Shared Access Authonzation token
Username and password

storage location: v
Azure Data Lake
o 2 Azure Key Vault
OV Azure Storage with HTTP access
Azure Storage with HTTPS access

Required secrets:

[ Certificate

| Shared Access, Authonzatmquem
“Userhame andpasswond

kT W

Storage location: . " ]
Azure Data Lake

[Azure Key Vault

Azure Storage with HTTP access
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Required secrets: v
Certificate

Personal access token

Shared Access Authorization token
Username and password

Storage location: v
Azure Data Lake

Azure Key Vault

Azure Storage with HILTP access

Azure Storage with HT P8 decess™ ' ¢

ARL=—PH—ERIZHLTITONEZTARTOYI IR ME NTY VIO TOCRFELIETEL S
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B. /Ny —lock.jsonZHIRLET,
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WEMH D ELNDS T ETY, —-production 7 5 4 & devDependenciestty &3 V CEEINT=T
RTONYT—=ZBFNALFET,
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A. AzureResourceManager/X5 A —42—2 74 )L

B. AzureStorageT— 7 /L

C. Appsettings.jsonZ 7 1 JL

D. Azure Key Vault

E. Web.configZ 7 1 JL
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Adrminisirator

Qrgamzalion [
Reader

= Project
Senvice Account | \

1
ol a1l al nE

Roles Answerﬁreﬁ’"i ICFrOSOT1

Administrator

| Qrga{gizaﬁan:' Service Account
ey ) - Proje::t:| Reader |
Service Account

User

u Reader

SR https //docs.microsoft.com/en-us/azure/devops/pipelines/agents/pools-queues
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HEIAETEIREMN?

AVRSK)DEXF2LUTAERENS A—F—D7 7 RGHMEERELET,

B. 75V FDEX1)TAREND 1—HF—DTF7 I RGEHEERLET,

C. 1—H—#BuildAdministrators 7 JL— FIZBM L £ T,

D. 1 —#—%ProjectAdministrators ' JL—F[ZBML F T

IEff: (EfEERTLET)

E5EA

BEIZKS>TIE R —BEHZEZNANRRLT TS UFRYO—DEZINTVEIMESETYE,
EFZIIUFICEET Y a LY TV I IR ERTLEYTED&LSICTHLEND
UEFT, COLIBEKRRATIE FIDOVR DO BBLHERELI—Y—FIEITIL—TIZFELFE
T, CDERIE, TRz rEK URD M) FRER-—OITSUFICROA—-TTEFET, 20D
ERZMOGItHERE —FIZEELET,

SR https //docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies
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Webapp1& L3 ZRTIDAzureWeb7” U Y £,

Azure MonitorZ T 1) Z{#EH L T, kB L =Webapp1® LH10R—C DEFMERT LR— &4
T 2BELAHYET,

DIV EEDESIZRTIAVERAHYEIMN?EETZICE EEZT) 7TEYGEA T 3y
ZEIRL TS,

L WDEBIRIEZENREFNIRS > FOBIELAHY T,

v
exceptions
pageViews
requests
traces
| where ﬁ.!*’. A
duration = - VA s

m-m-n.’

itemType avai&blllfyResurt
resultC‘Q@ =3900"
success = false

| summarize failedCount=sum(itemCount) by name, resultCode
| top 10 by failedCount desq
| render barchart

TF fiZ -

exceptions
pageViews
requests
traces

P

V11 duration =2 0

itemType == avatiab'tlifyﬁesutt’
resultCade == ‘200"

success == false

hiers, . v

| summarize failedCount=sum(itemCount) by name, resultCod:
| top 10 by failedCount desc

| render barchart
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https://docs.microsoft.com/en-us/azure/azure-monitor/platform/app-insights-metrics
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A A= %FEI KT BIZI1E Dockerfile 7 7 1 LEERT AW EBEAHY ET V) a1—2 32T
X . BEBOY A X&x&m/MT E2RELHY FT,

T7ANEEDESICHERT IBHENADHY T IN?EZSICIE BYLEZELWNVE—45 Y MIC
Fovd LET, HEIE 1EERT M BHEFERAT LM, FofFERALZLNTCEEL, O
DTUVERTTBICIE RAUBTHEIN—ZFFSvITE50 R B—ILTERLELNHDE
EhHYET,

I OVBRREZFAZFRIRAS Y FOMENAHY T,

T

mi Microsoft s

vﬂ'&u
dotnet publish -c¢ Release -o out

As build-env

dotnet restore

microsoft/dotnet:2.2-aspnetcore-runtime

Microsoft/dotnet:2.2-sdk

WORKDIR /app

ENTRYPOINT [“dotnet”, “ MvcMovie.dl1l”]

Values

dotnet publish -c Release -o out

CoPY . fapp/

dotnet restore

WORKDIR Ia@"":?.;;

microsoft/dotnet:2.2-aspnetcore-runt imeJ @ J,mﬁj,
o . R

COPY --from=build-env /app/out /fapp

WORKDIR /app

ENTRYPOINT [“dotnet™, " MvcMovie.dll"]

BILL]



FROM Microsoft/dotnet:2.2-sdk As build-env

COPY . /app/

WORKDIR /app

RUN dotnet restore

oM microsoft/dotnet:2,.2-aspnetcore-runtime

COPY --from=build-env /app/out /app
WORKDIR /app

ENTRYPOINT [“dotnet”, “ MvcMovie.dll”]

7R 49 X1 microsoft.com/dotnet/sdk:2.3

AORADTN—TIE,  ZDOLIZaAVTTFERBETLLHICHERATIN—RAA—DEFELE
T, A—HILIRATALIZZDA A—UNFEELEMES  docker(FBEIMICA A—CF Ty FL
& 5 & LFEF, mer.microsoft.com/dotnet/core/sdk:2.1(% . .NET Core 2.1 SDKMA > X k—JLEh
FHRETNN Y= EINTWSEH N—2 3221/ EETHASP NET277RP )
EHETLERINHY ET, Ry X2 dotnetrestore RO FIENLEEI T FTHDEET 4 L
9 LE)IE/appTHA =, CNITHELSITARTOAT Y FIEXZOAVTEFRNTETINET,

O E—*.csproj./

dotnetrestore #%£179 %

78w 2 X3 microsoft.com/dotnet/2.2-aspnetcore-runtime

AVTFAA—DEBETIHEZE ABRAMO—FEZTOEREFEZROAZIVTFHFAA—DIC
EDBELEBBOLET NETAT I3 M LOADDELET-H REAA—DICTNETOT
SDKZE& 1= 7E L =8 dockerfilelE build-env & FE(EN HSDKIZ/ Sy r—DfbSni-—Ba >

TF—%FEALTT7IVEEILRTBESIZERENATLET,
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https://docs.microsoft.com/de-DE/virtualization/windowscontainers/quick-start/building-sample-
app
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2 MirracnFi
Global release: | Microsoit

Set the default retention policy to 30 days.
Set the maximum retention policy to 30 days.
Set the stage retention policy to 30 days.
Set the stage retention policy to 60 days.

Production stage: v

Set the default retention policy to 30 days.
Set the maximum retention policy to 60 days.
Set the stage retention policy to 30 days.
Set the stage retention policy to 60 days.

Global release: v

Set the default retention pGllE}f to 30 days

[ Set the maximum retention |::u:,~luf:1;,r to 30 days.
Set the stage retention poli¢yto 30 days.

Set the stage refention’policy to 60 days.

Production stdge: " =~ v

£} Set the default retention policy to 30 days.

' | Set the maximum retention policy to 60 days.
. : :

Set the stage retention policy to 60 days.

Explanation:

DFUF TIAILETIE 60BRERFTILELNHAIREN ) —XEZHRVLT . IRXRTOYY—X
Z30HMEERTREICT ZHENHY FT,

Ry ZR1 T2+ FORFRY O—%30BIZEELET
GA—NILTI7HILEMRERY D=L T RTOENLRNRLTSA420DT 74 )L MRIFEZRTE
LET.ELENRSTSAVDEREIE, CNODEEA—/N\—F54 FTEET,

Ry P R2 AT—OREFR) O—%60BICERELET
BEDAT—UICTIAA SN ) —REESICRFTHLEEHEANHLET,

S8 https //docs.microsoft.com/en-us/azure/devops/pipelines/policies/retention
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A. Basecamp

B. Jira

C.74%7F

D. Trello
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R A WE &9 BMicrosoftASP.NET7Z T — 3 U EBEL TLVET, Azure Active
Directory Azure AD) 2R L CaA—H—%RAM I I2DELHY FET, HLELERDIAETRE
TIm?

A . AzureSQLT—FR—R[ZAUN=Ly TT—EAR—XEERLET,
B.IUA—TSAX7T ) r—avEa1—H—¢&JIL—TIZEYETET,

C. AzureADT7 7 BHRE=ERHLET,

D.SAMLT Y FiRA V bEFERT AL ST T r—2a v EBLET,

E. 77— 3uho#H LLOAuth h—o U F#ERLET,

Eff:C(AA U FEHERKRT D)

TI)r— 3 0 &%%8% L T AzureActiveDirectoryx= AL ET . 7TV y—> 3 V2B 5
& BAREFFAzure ADZFERALTCA—H—%BIAL EFA—IL AL IF— FFaADRGE
DA—HY—Y—ZANDT7 I EREERTEFET,
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https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/developer-guidance-for-
integrating-applications

B 224
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BHOEXa) T4HELHY ROFETHRRTELNVT—POEREERERET SLEN
HUET,

TyvITT—Fh,

fAlzfE>RETIM?

A. Octopus Deploy

B.oxz % R

C. Gradle

D. SonarQube

IEf#: (EfEZERTLET)

S .

https://octopus.com/docs/packaging-applications
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Y,

Web7 T DINTA—I D ADMBECEENRABMLI-EZIZ, 75— MEEETND LIS
THAMBENHY FT,

fAIZESRNETIMN?

A WABZLARNY K

B. Application Insights Profiler

C. ERIKR T

D. A7 — hM&EH

E. Ty XAR—k
EfE: D (A b ESEERT D)
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Smart Detectionld Web7 71 57— a3 D OBEMBN I+ —I ADOBBLETOEEZEH
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TLET BEENRRLER LGS . FEI 47V bEREY—NR—DNT+—T U XI(C
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https://docs.microsoft.com/en-us/azure/azure-monitor/app/proactive-diagnostics
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Hit=-DEtt(FAzureDevOpsIZc T O =9 FEFHH>TWVET,
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Configurations Answer Area
A Key Vault access policy Enable key vaults for template deployment by using

AlfeyVault advanced access pORCY|  postriet access tothe secrets in Key Vault by using:
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Configurations Answer Area

A Key Vault access policy Enable key vaults for template deploymentby using: | A Key Vault advanced access policyF.

I8y Yaull agvanced access pOiicY]  Restrict@ccess to the secrets in Key Vaul by using:t RBAC I

Enable key vaults for template deployment by using: | A Key Vault advanced access paolicy

Restrict access to the secrets in Key Vault by using: | RBAC

Ry X1 : TENVaultOFELT I AR —
Home > mykeyvaulttutorialrg > mykeyvault0920 - Access policies

i‘ mykeyvault0920 - Access policies X
Koy vault
] € Hsave X Disc 8) Refresh
Tk toh " figt
S |Crick %o hide advanced access policies]
Enabie access 10 Azure Virtual Machines for deployment @

B Actvity log
wa Access control (IAM)
& Tags
X Diagnose and ppn
Settings

Keys ? <Your username>
i USER
& Secrets —_— —_—

2| Certificates

:‘mmlg,gosoft

Rv o X2 RBAC

EBITL—20T7 9 ERHEIERBACEFEALET,

EBIL—VIE ROLSLBF—FR—IIL FERICEEZE5 X DIRETEBRINAET,
*—R—JL b DERRE T IZBIR,

HITZHY) T3 VADR—ILEDY R FERIFLET,

*Key Vault® 7 0/87 4 BKUDLA T HE)EMBLTULET,

L= H Ly hADI—H—ETFTYr—2 3 0OT Y 1 R EEET BKeyVault7 & £ 2




RYO—ERELET,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-tutorial-use-
key-vault
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MSAppCenter.start

& vlicrosoft

withServices:

v v
) [MSAnalytics.self, MSAnalytics.self]
[MSDistribute self, MSCrashes self]
[MSPush.self, MSDistribute self]

Version Control Systems Answer Area

F Git [ Project 1: |Team Feundation Version Control ||

o —— i — — -

[Suowersion = n (V2 ] Proect [Subversion

S + Projectd: | i
_Team_Fo_ungatfon"sfégsi wggjgft '_ Sl
5 BA

MEAppCantar.start = IC r{db(}[i

{ “{Your App Secret)”™,

withServicas: :\" : |
) i : MSAnaltics sell]
MSDjstibute self, MSCrashes self]

(M2 self, MSDistribute self]

<+ 1) # Visual Studio App CenterZER LT ENSILTTUS—23oDr 5y bER
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SDKZRtELFET,
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EXEBR2JDGEWVWIZY FETORELAHYET,

EDgitcommit/ AT A —2 —ZFERTLILENHYFETH?

A.-Ahvyia

B. --no-verify

C. --message"

D. --no-post-rewrite

Eff:B(OA U RERKT D)

commit-msg 7 v ¥ [Lgit-commit & git-mergelZ & > THEUH &t -no-verify4 7L 3 V&FERAL T
IN{IRRTEET,
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https://git-scm.com/docs/githooks
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A. .cer

B. .pvk

C. .pfx

D. .p12
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Roles

Adrminisirator

Qrgamzalion [
Reader

Project

Senvice Acoount |

Roles Answer Area
Administrator
e e Organization: Reader
- Reader
: | Project: User
Service Account ,
User
Explanation:

S
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/pools-queues
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AzureDevOps 7Ry rHHY ET,

ELRKTAERIZEY WLKOBhDT—T1 779 bHBMERRESNET,
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A. [Ty

B. LMMVZR

Efg: (EfeERELET)
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FY9,

;¥ Azure PipelinesZ AL TCa—FZ#EIL KLY VI bz 7#T7IO0A4LEYTBICIE,
LI EBIDDI—C Y FHARETY,

27T S RREICMicrosoft SRR b3 5T —2 2 F T—ILADEKLLZWMEES ChILEE,
2747 94— ILARRETY) A FLIRAVE2—4—THEILIRRAFI—Cz U %
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https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops
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Actions Answer Area

Create a repository

Add a build policy for the fork.

Create a branch.

Add a build policy for the master branch.

IAdd an application access policy.

Create a fork.

1F fiZ:
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Actions Answer Area

Create a repository Create a repasitory
Add a build policy for the fork. Add a-build policy for the master branch.
Create a'branch. 8 Create a branch.

Add a build policy for the master branch.

dd an application access policy.

Create a fork.
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Onthe TFS server: v
Install the TFS Java SDK.

Upgrade TFS to the most recent RTW release.

Upgrade to the most recent version of PowerShell Core.

To perform the migration: v
W F I o
1CrOy< oy Copythe assets manually.
hva ICrOS0]1 Use public APl-based tools.
Use the TFS Database Import Service.
Use the TFS Integration Platform.

A A~ L
ondYHELQSsOTt ®
Install the TFS Java SDK.

Upgrade TFS to the most recent RTW release.
—Upgrade 10 the most recent version of Powershen core.

To perform the migration: | e v
Copy the assets manually.

e public APl-b togls.
Use the TFS Database Import Service.
Use the TFS Integration Platform.
Explanation:
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D. Azure Active Directory Azure AD)
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HRS: 236

HEETUVHBTOICENALNT TV — 3 VBRI Ly FERETBHESIZITY
FH—EXEZERT H2BENHYET,

Y )a—SavIcEZEaDIRENRHYEITAN?EZTBIZE EEOREICKE L TEY LA T
DavEBRLTLESWL, E

FNEFNDE LLGERIIIKRS > FOBELAHY FT,


https://www.jpnshiken.com/q/27892-2187568/

= Microsoftt
Required secrets:

Certificate
Personal access token

Shared Access Autharization token
Username and password

——

Storage location:
Azure Data Lake

Azure Key Vault

Azure Storage with HTTP access
Azure Storage with HTTPS access

Run the sew

’ | Create a Deswed State Configuraon |
Azurelmiie s sur cebrouplep | eysent 1 | [DSC) confeguration filke that has an I
Azure PowerShell cmdiet ! | extension of ps] I
—————————————————————— I e e eyt gy T
Create an Arure Resoirce Manager | I'-i_*r: R _*-".-."'- T _|

Run orime W T

template file that has an extendson 2 e H

¥ | Az fin.q..np-qu,r foefq.su-a-. ion
of json

e o A A R e U R r e I Azure PoNerShell cmdiet i
AAAAAAAAAAA | — il e - - o —
Run the [sport €] P
drurrisdot onat L ambsclonf { gurat lon 3- I R..I'I 'l‘m tart !
Arure PowerShell crmaiet ! I.J. ur ekt st Loadic Conpl Lat Londob | |
___________ 1 & I_u._.”;}.lw-;w| et |
Run the stare I
Azurelniytonsat lonDacConpl Lat Lon 2ok
Afure PowerShell cmadiet v U

—————————— I

.____-__;.;'._'_I
Create a Desired State Configuiiicn
D50) confguration fike that has Bn I
extension of psi ['"’| '

e ol —NHC—IFDSGﬁ

Cerificate
Petsunal ACCess t-uﬂ-ten L |

Storage location: !
- Y hAzure Data Lake

Azure Key Vault

Azure Etcnage w11h HTTP access
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A. AzureResourceManager/X5 A —42—2 74 )L

B. AzureStorageT— 7 /L

C. Appsettings.jsonZ 7 1 JL
D. Azure Key Vault

E. Web.configZ 7 1 JL
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-keyvault-
parameter

B 238

GitHubT!Y ) —RERH S ETLET,

ROZRN)WE) ) —RIEATEILENHY FT,

Z2Y: 1]

EXA—IL

1)1)—2Av3.0

5t H

gtaR U FZEEDLSICRTTIVENHY FIM?EEFTHICIE BEL) 7 CHEUIGEA T
DavEERLTCESY,

I OERIEENRENIRS > FOEELHY F9,


https://www.jpnshiken.com/q/27892-2187570/

"Release v3.0"

git v v V3.0 ¥ "Release v3.0"
add -a -a
commit -b -b
push -C | -C
tag -m — I-m
SR .

https://git-scm.com/book/en/v2/Git-Basics-Tagging
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On the TFS server: v
Install the TFS Java SDK.

Upgrade TFS to the most recent RTW release.

Upgrade to the most recent version of PowerShell Core.

To perform the migration: : |w
\ /11 v c ~ 11 Copythe assets manually.

1 Use public APl-based tools.

Use the TFS Database Import Service.

Use the TFS Integration Platform.

Onthe TFS server: v
Install the TFS Java SDK.

Upgrade TFS to the most recent RTW release.

Upgrade to the most recent version of Powershell Core.

To perform the migration: K\ v

Copythe.assets manually.

Use ptblic APl-based tools.

Use the TFS Database.Import Service.
Use the TFSintegration Platformn ) | L

Explanation:
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Group7® 3 v E 2 —4% —fIZAzureAutomationZ R T 2L EAH Y FT,
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Run the Impor@=fzucelmiutcmationDecConfiguration
Agure PowerShed crdiet

Creale a Desied Stale Configuration (DSC) configuration
fil thait has an extension of ps1

Run the Mew-AzurekmResourceGroupbeployment AZure
PowerShel crdiet

— —. <
Runihé Start-AzurePmAUutonation DscCompi lakd & rtgiob

Azure PowerShed cmdiet.

p— —

Create an Azure Resowce Manager templatgfisianat has
an extension of . jzon.

.

1E fiZ:
Actions ) - Answer Area
Lo ottt

Run the Import-AzureRmAutomationDs

5‘ Mafe J“Des:red State Copfiguration (DSC) configuration
Azure PowerShell cmdiet on of

Create a Desired State Configuration (DSC) configuration Do i aonkinstomat 3 enDicCon figuration
file that has an extension of ps1 ‘PowerShel

1Rdn the Start-AzureRmAutomationDscCompilationJob |

\, 1O | Azure Powershel cmdiet

(e

PowerShell cmdiet

Runthe Start-AzureRmAutomationDd
Azure PowerShell cmdiet. *

Create an Azure Resource Manager e wiate file that has

anextension of . json.

Explanation:
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FE2 Import-AzureRmAutomationDscConfiguration Azure Powershella < > KL v % ET9 5

Import-AzureRmAutomationDscConfigurationa < > KL k& APSOEFE L LVREDIERK
DSC) #m& AzureAutomation(Z4 Y R—k LET , E—DDSCHEKZEESLAPSX Y 1) T FdD/N

AZEHEELEY,

{5l
PS C \> Import-AzureRmAutomationDscConfiguration -AutomationAccountName "Contoso17"-

ResourceGroupName "ResourceGroup01" -SourcePath "C \ DSC \ client.ps1" -ForceC M ~< >
FIZ. client.ps1& LNS &ZHID 7 7 1 JLODSCHERK & Contoso17, MDA 2 Kl Force/N T A —
2—%FHEELFET, IFODSCEMNHAZEIE, COIATU BN ENZEETHAET,




FE3 Start-AzureRmAutomationDscCompilationJob Azure Powershella <> L v & EITT
% Start-AzureRmAutomationDscCompilationJoba < > F L v k& Azure Automation TAPS D w4
EIIRREDER DSC) #BEea /S 1IILLFET,
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https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/import-

azurermautomationdscconfiguration
https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/start-

azurermautomationdsccompilationjob
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Project ! .

L Project details

PioicEE Project1 will provide support for incremental builds and
) third-party SDK components

Project2 will use an automatic build policy. A small team of developers named
Project 2 | Team?2 will work independently on changes to the project. The TeamZ2 members
will not have permissions to Project2.

Project 3 | Project3 will be integrated with SonarQube

Project4 will provide support for a build pipeline that creates a Docker image

Project 4 | and pushes the image to the Azure Container Registry. Project4 will use an

existing Dockerfile.

Project5 will contain a Git repository in Azure Reports and a continuous

Project 5 | integration trigger that will initiate a build in response to any change except for

changes within /folder! of the repository.

Projectt will provide support for build and deployment pipelines. Deployment

Project 6 | will be allowed only if the number of current work items representing active

software bugsis 0.

Project? will €oiitain atarget deployment group named Group7 that maps

Project 7 | to Pool7. Project7 Will dge AZuré Autamation State Configuration to maintain
the desired staic of the computers in Group/.
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