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Storage Account type _
Premium block bidts e = IVIICTOOSOTT
Standard general-purpase «

Standard general-purpose v2

Redundancy
Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)
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Replication solution: Zone-redundant storage (ZRS)
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy#supported-azure-storage-services

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview#types-of-storage-accounts Data must be available if a single Azure datacenter fails. It means the storage account must support ZRS
replication. Also, solution should support storage tiers. Only General-purpose V2 supports ZRS and storage tiers.
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers
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B. Azure Databricks

C. Azure Data Factory

D. Azure Storage Sync
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You can use Copy Activity in Azure Data Factory to copy data from and to Azure Data Lake Storage Gen2, and use Data Flow to transform data in Azure Data Lake Storage Gen2.
Reference:
https://docs.microsoft.com/en-us/azure/data-factory/connector-azure-data-lake-storage
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Actions

it Download the YHD of the Azure Migrate appliance

Explanation:

1. Download the VHD of the Azure Migrate appliance.

2. Create an appliance virtual machine.

3. Configure the virtual machine for the appliance.

4. Register the virtual machine for the appliance.

Step 1: You need to get the VHD of the Azure Migrate appliance.

Step 2: Use this VHD to create a new virtual machine, which will serve as the appliance.

Step 3: Configure the appliance VM with the appropriate settings.

Step 4: Register the appliance with the Azure Migrate project so it can discover the on-premises Hyper-V virtual machines.
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Azure Backup only

Sales. Service or Services
Azure Site Recovery only @ Finance: Service or Services
Azure Site Recovery and

Azure Backup Reporting: Service or Services
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©

Sales:  Azure Site Recovery only

Explanation:

1) Sales: Azure Site Recovery only

2) Finance: Azure Site Recovery and Azure Backup
3) Reporting: Azure Backup only
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Reqdedt ouing méthod: v
A Traffic Manager profile

Azure Application Gateway

Azure Load Balancer

Request routing configuration: " v

Cookie-based session affinity
Performance traffic routing
Priority traffic routing
Weighted traffic routing




Request routing method: v

|r A Traffic Manager profile :

Azure Application Gateway
Azure Load Balancer

Request routing configuration: v

Cookie-based session affinity

Performance traffic routing

"Priority traffic routing,
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Explanation: |
Request routing method: v
T A Traffic Manager profile
e e e Azure Application Gateway
Azure Load Balancer
Request routing configuration: v

Cookie-based session affinity

Performance traffic routing
PR tate foutng

Weighted traffic routing

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods#priority-traffic- routing-method
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Scenario: App1 has the following data requirements:

Each instance will write data to a data store in the same availability zone as the instance.
Data written by any App1 instance must be visible to all App1 instances.
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Azure Cosmos DB: Each partition across all the regions is replicated. Each region contains all the data partitions of an Azure Cosmos container and can serve reads as well as serve writes when multi-region writes is
enabled.

Reference:

https://docs.microsoft.com/en-us/azure/cosmos-db/high-availability
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This solution does not meet the goal because an Azure Policy initiative can only enforce the location of resources, not resource groups. Resource groups are not a resource type that can be targeted by Azure Policy1.
To enforce the location of resource groups, you need to use Azure Resource Manager templates2 or Azure PowerShell3 to create them in the desired regions.

References:

1: Understand scope in Azure Policy 2: Create resource groups with Azure Resource Manager templates 3:

Create resource groups with Azure PowerShell
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Name Type ~ ' Purpose
App1 Web app Protesses customer orders
Function1 Function Check product availability at vendor 1
Function2 Eunction .+ | Check product availability at vendor 2
storage1 Storage'accetnt’ Stores order processing logs
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A data factory can have one or more pipelines. A pipeline is a logical grouping of activities that together perform a task.

The activities in a pipeline define actions to perform on your data.

Data Factory has three groupings of activities: data movement activities, data transformation activities, and control activities.

Azure Functions is now integrated with Azure Data Factory, allowing you to run an Azure function as a step in your data factory pipelines.
Reference:

https://docs.microsoft.com/en-us/azure/data-factory/concepts-pipelines-activities
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Name | Azure region |

Hub1 LIS East

| Hub2 | US West
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US East and US West are in the same geopolitical region so there is no need for enabling ExpressRoute premium add-on https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about#basicstandard The current
config of virtual WAN is only Basic as given, so it can connect to only site to site VPN, to connect to express route it needs to be upgraded from basic to standard. https://docs.microsoft.com/en-us/azure
/virtual-wan/virtual-wan-about

https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
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For identity provisioning:

B2B collaboration v
B2B collaboration

B2B direct connect
Cross-tenant synchronization
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Cross-tenant synchronization
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I Privileged Identity Management (PIM)
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Project Requirement
¢ Use high-performance computing (HPC)!

Project?
. # Scale dynamically

¢ Minimize how'lobg it 1akes to spawn new processes
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Project2

Projectl:  Azure virtwal machines
{Azure App Senvice
| Azure Batch
| AzuresContainer Instances
| Adure Flnctions

Srtire wvirtual machines

Arure App Service
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Azure Container Instances

| Azure virtual machines

Project3:  Azute Batch =
Azure App Service
Azure Batch
Azure Container Instances
Azure Functions

Azure wirtual machines
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Projectl: Azure virtual machines
Azure App Service

AzuFe Batch

|Azure Container Instances
| Azure Functions

Azure virtual machines
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Azure Batch

Azure Functions

Azure Container Instances
Azure virtual machines

Project3: Azure Batch =
Azure App Service

Azure Container Instances
Azure Functions
Azure wvirtual machines
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Project2:  Azure App Service

Projectd:  Azure Batch
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https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview#learn-about- access-reviews Have reviews recur periodically: You can set up recurring access reviews of users at set
frequencies such as weekly, monthly, quarterly or annually, and the reviewers will be notified at the start of each review.

Reviewers can approve or deny access with a friendly interface and with the help of smart recommendations.

An administrator creates an access review of Group C with 50 member users and 25 guest users. Makes it a self-review. 50 licenses for each user as self-reviewers.* https://docs.microsoft.com/en-us/azure/active-
directory/governance/access-reviews-overview#example-license-scenarios There are 4 requirements and every single one is only met by access reviews. https://docs.microsoft.com/en-us
/azure/active-directory/governance/access-reviews-overview#when-should-you-use-access-reviews Dynamic User is needed if a user must be automatically granted access on base of its attributes (department, jobtitle,
location, etc.) https://techcommunity.microsoft.com/t5/itops-talk-blog/dynamic-groups-in-azure-ad- and-microsoft-365/ba-p/2267494 Implementing Azure AD PIM is no solution and absolutely not necessary for access
reviews. https://docs.

microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview#where-do-you-create- reviews
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Diagnostics settings

H X [ Delete
k4
Diagnostics

| Archive 1o & storage account

Chmrane aeen it
Stbrage account

>
csaldd260928ed42xdeaxb?7 =
Stream o an event hub
| Send to Log Analytics
og Anaiyic 5
fabrikamproductionworkspace
LG
Retertion [days) @
v SQLinsights - 90
Retention [days) @
v AutomaticTuning 0 —— 30
Retertion (@) 0 IVIICIOSOT1
QueryStoreRuntimeStatistics Cn 0
Retention (days) @
QueryStoreWaitStatistics O 0
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The amount of time that SALINsights data v
will be stored in blob storage is [answer 30 days :
choice]. 90 days

730 days

indefinite
The maximum amount of time that v
SQLInsights data canbe stored in Azure Log | 30 days
Analytics is [answer choice]. 90 days

730 days

indefinite

1E fiz:



The amount of time that SQLInsights data

. . . v
will be stored in blob storage 1s [answer 30 days
choicel. 90 days

| 730 days
indefinite,
The maximum amount of time that v
SQLInsights data can be stored in Azure Log | 30 days
Analytics is [answer choicel. | 90days
F3Qdeys |
indefinite
Explanation:
The amount of time that SQLInsights data v

- : A |
will *be stored in blob storage is [answer 30 days
choicel. 90 days

730 days
lindefinite
The maximum amount of time that Microsom
SQLInsights data can be stored in Azure Log | 30 days
Analytics is [answer choice]. 90 days
730 days
indefinite

In the exhibit, the SQLInsights data is configured to be stored in Azure Log Analytics for 90 days. However, the question is asking for the "maximum" amount of time that the data can be stored which is 730 days.
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Service: g“ Microsoft w

Azure AD ldentity Governance
Azure AD ldentity Protection

Azure AD Privilege Access Management (PIM)
Azure Automation

r_2B T B

Feature: AL =

Access packages
Access reviews
Approvals
Runbooks
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Microsoft

Azure AD Identity Governance

'Azure AD Privilege Access Management (PIM]

Azure Automation

Feature: AG\NYT

Access packages

Approvals
Runbooks

Explanation:
Requirements: Identity Requirements



Contoso identifies the following requirements for managing Fabrikam access to resources:

Every month, an account manager at Fabrikam must review which Fabrikam users have access permissions to App1. Accounts that no longer need permissions must be removed as guests.

The solution must minimize development effort.

Box 1: The Azure AD Privileged Identity Management (PIM)

When should you use access reviews?

Too many users in privileged roles: It ' s a good idea to check how many users have administrative access, how many of them are Global Administrators, and if there are any invited guests or partners that have not been
removed after being assigned to do an administrative task. You can recertify the role assignment users in Azure AD roles such as Global Administrators, or Azure resources roles such as User Access Administrator in
the Azure AD Privileged Identity Management (PIM) experience.

Box 2: Access reviews

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships, access to enterprise applications, and role assignments. User ' s access can be reviewed on a regular
basis to make sure only the right people have continued access.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

Topic 4, HABInsurance

Case Study

An insurance company, HABInsurance, operates in three states and provides home, auto, and boat insurance.

Besides the head office, HABInsurance has three regional offices.

Current environment

General

An insurance company, HABInsurance, operates in three states and provides home, auto, and boat insurance.

Besides the head office, HABInsurance has three regional offices.

Technology assessment

The company has two Active Directory forests: main.habinsurance.com and region.habinsurance.com.

HABInsurance ' s primary internal system is Insurance Processing System (IPS). It is an ASP.Net/C# application running on [IS/Windows Servers hosted in a data center. IPS has three tiers: web, business logic API,
and a datastore on a back end. The company uses Microsoft SQL Server and MongoDB for the backend.

The system has two parts: Customer data and Insurance forms and documents. Customer data is stored in Microsoft SQL Server and Insurance forms and documents - in MongoDB. The company also has 10 TB of
Human Resources (HR) data stored on NAS at the head office location. Requirements General HABInsurance plans to migrate its workloads to Azure. They purchased an Azure subscription. Changes During a
transition period, HABInsurance wants to create a hybrid identity model along with a Microsoft Office 365 deployment. The company intends to sync its AD forests to Azure AD and benefit from Azure AD administrative
units functionality.

HABInsurance needs to migrate the current IPSCustomers SQL database to a new fully managed SQL database in Azure that would be budget-oriented, balanced with scalable compute and storage options. The
management team expects the Azure database service to scale the database resources dynamically with minimal downtime. The technical team proposes implementing a DTU-based purchasing model for the new
database.

HABInsurance wants to migrate Insurance forms and documents to Azure database service. HABInsurance plans to move IPS first two tiers to Azure without any modifications. The technology team discusses the
possibility of running IPS tiers on a set of virtual machines instances. The number of instances should be adjusted automatically based on the CPU utilization. An SLA of 99.95% must be guaranteed for the compute
infrastructure.

The company needs to move HR data to Azure File shares.

In their new Azure ecosystem, HABInsurance plans to use internal and third-party applications.

The company considers adding user consent for data access to the registered applications Later, the technology team contemplates adding a customer self-service portal to IPS and deploying a new IPS to multi-region
ASK. But the management team is worried about performance and availability of the multi-region AKS deployments during regional outages.
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References:

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-managed-instance SQL Managed Instance allows existing SQL Server customers to lift and shift their on-premises applications to the cloud with
minimal application and database changes. At the same time, SQL Managed Instance preserves all PaaS capabilities (automatic patching and version updates, automated backups, high availability) that drastically
reduce management overhead and TCO.

https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/transact-sql-tsql-differences-sql-server#clr
https://docs.microsoft.com/en-gb/azure/azure-sql/database/transact-sql-tsql-differences-sql-server#transact- sql-syntax-not-supported-in-azure-sql-database
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When you create a function app in Azure, you must choose a hosting plan for your app. There are three basic hosting plans available for Azure Functions: Consumption plan, Premium plan, and Dedicated (App Service)
plan.

For the Consumption plan, you don't have to pay for idle VMs or reserve capacity in advance.

Connect to private endpoints with Azure Functions

As enterprises continue to adopt serverless (and Platform-as-a-Service, or PaaS) solutions, they often need a way to integrate with existing resources on a virtual network. These existing resources could be databases,
file storage, message queues or event streams, or REST APIs.

Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale
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https://techcommunity.microsoft.com/t5/azure-functions/connect-to-private-endpoints-with-azure-functions
/ba-p/1426615
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Box 1: Content Delivery Network

A content delivery network (CDN) is a distributed network of servers that can efficiently deliver web content to users. CDNs store cached content on edge servers in point-of-presence (POP) locations that are close to
end users, to minimize latency.

Azure Content Delivery Network (CDN) offers developers a global solution for rapidly delivering high- bandwidth content to users by caching their content at strategically placed physical nodes across the world.

Azure CDN can also accelerate dynamic content, which cannot be cached, by leveraging various network optimizations using CDN POPs. For example, route optimization to bypass Border Gateway Protocol (BGP).
Box 2: Azure Redis Cache

Azure Cache for Redis is based on the popular software Redis. It is typically used as a cache to improve the performance and scalability of systems that rely heavily on backend data-stores. Performance is improved by

temporarily copying frequently accessed data to fast storage located close to the application. With Azure Cache for Redis, this fast storage is located in-memory with Azure Cache for Redis instead of being loaded from
disk by a database.

References:



https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview
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Sy Ares mﬂ- *WMicrosoft
Service: | Azure SQL Managed Instances i
Semvice tier: | Premium b

EFDT 24

T7ALHEFEERR T BAzZUre R FL—S 7 AV Y FEERTEFETT, CUODOHFRK, P UV 2 a VRENERICITONSA VT LIRTTYr—2 a3 vh o7 ERAENET,

T7AINVEBEADT I L RABOEBEZR/NRICINZS5-0DY ) 2—La VvERETDIVLENHYFET , EOV I a—Ya VIE BRLEAML—PBICH L TEELRNILOMESTHEZRH®IT 51 OTREIAEGY F
T,

EBRICEFAZEOHIRETLLOIN?EET DICE, AEHETEUEEBRKREZEZATLESY,

T EB LIRS Y RAIMEEShET,

Storage tier:

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)




Storage tier:

Hot

Premium
Transaction optimized

Resiliency:
en-redundant storage (GRS} _,
{£one-redundant storage (ZRS)
Locally-redundantstosage-(LRS)

Explanation:

Box 1: Premium

Premium: Premium file shares are backed by solid-state drives (SSDs) and provide consistent high performance and low latency, within single-digit milliseconds for most 10 operations, for 10-intensive workloads.
Box 2: Zone-redundant storage (ZRS):

Premium Azure file shares only support LRS and ZRS.

Zone-redundant storage (ZRS): With ZRS, three copies of each file stored, however these copies are physically isolated in three distinct storage clusters in different Azure availability zones.

Reference:

https://docs.microsoft.com/en-us/azure/storagef/files/storage-files-planning
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Instead use Azure Network Watcher IP Flow Verify, which allows you to detect traffic filtering issues at a VM level.

Note: IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The information consists of direction, protocol, local IP, remote IP, local port, and remote port. If the packet is denied by a security
group, the name of the rule that denied the packet is returned. While any source or destination IP can be chosen, IP flow verify helps administrators quickly diagnose connectivity issues from or to the internet and from
or to the on-premises environment.

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
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Azure Traffic Manager is a DNS-based traffic load balancer that enables you to distribute traffic optimally to services across global Azure regions, while providing high availability and responsiveness.
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
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; )
For the blobs: A user delegation ® access signature (SAS) only

For the file shares: Azure AD % L | Microsoft
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Explanation:



Resource to create in Azure: Microsott | v

An event nub
A Log Analytics workspace
A search service

A storage account

Configuration to perform on the v

virtual machines: Create event subscriptions
Configure Continuous delivery

Install the Microsoft Monitoring Agent
Modify the membership of the Event Log Readers Groups

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-windows-events
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agent-windows
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Service Bus is a transactional message broker and ensures transactional integrity for all internal operations against its message stores. All transfers of messages inside of Service Bus, such as moving messages to a
dead-letter queue or automatic forwarding of messages between entities, are transactional.

Reference:

https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-transactions

" Service Bus offers a reliable and secure platform for asynchronous transfer of data and state." ... "Service Bus supports standard AMQP 1.0 and HTTP/REST protocols." https://docs.microsoft.com/en-us/azure
/service-bus-messaging/service-bus-messaging-overview
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APl Management helps organizations publish APIs to external, partner, and internal developers to unlock the potential of their data and services.

You can secure APl Management using the OAuth 2.0 client credentials flow.

Reference:

https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts

https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-backend-with- aad#enable-oauth-20-user-authorization-in-the-developer-console
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APl Management helps organizations publish APIs to external, partner, and internal developers to unlock the potential of their data and services.

You can secure APl Management using the OAuth 2.0 client credentials flow.

Reference:

https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-backend-with-aad#enable-oauth-20-user-authorization-in-the-developer-console
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https://docs.microsoft.com/en-us/azure/storage/blobs/manage-access-tier?tabs=portal
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D: Time Series Insights is a fully managed service for time series data. In this architecture, Time Series Insights performs the roles of stream processing, data store, and analytics and reporting. It accepts streaming data
from either loT Hub or Event Hubs and stores, processes, analyzes, and displays the data in near real time.

C: The processed data is stored in an analytical data store, such as Azure Data Explorer, HBase, Azure Cosmos DB, Azure Data Lake, or Blob Storage.

Reference:

https://docs.microsoft.com/en-us/azure/architecture/data-guide/scenarios/time-series
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A. Azure Kubernetes Service (AKS)

B. Azure Service Fabric

C. Azure Container instances

D. Azure Container registries
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Azure Container Instances enables a layered approach to orchestration, providing all of the scheduling and management capabilities required to run a single container, while allowing orchestrator platforms to manage
multi-container tasks on top of it.

Because the underlying infrastructure for container instances is managed by Azure, an orchestrator platform does not need to concern itself with finding an appropriate host machine on which to run a single container.
Azure Container Instances can schedule both Windows and Linux containers with the same API.

Orchestration of container instances exclusively

Because they start quickly and bill by the second, an environment based exclusively on Azure Container Instances offers the fastest way to get started and to deal with highly variable workloads.
Reference:

https://docs.microsoft.com/en-us/azure/container-instances/container-instances-overview
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-orchestrator-relationship
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https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-data-from-blobs
https://docs.microsoft.com/en-us/answers/questions/31113/fastest-method-to-copy-500gb-table-from-on- premise.html
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Install an Azure File Sync agent
Install a self-hosted integration runtime
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m Micros
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Create an import/export job
Provision an Azure-SQL Server Integration Services (SSIS) integration runtime
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Install an Azure File Sync agent =
——

|Install a self-hosted integration runtime™.
Tnstall the File Server Resourcé Mandger role service

it . T

From the data factory: oy -4 4 LA v

Créte 3 pipeline
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Explanation:



From Serverl: v
Install an Azure File Sync agent

Install a self-hosted integration runtime

Install the File ServerResatrce Manager role service

Fromitheide@ fadarys OT 1 v
Create a pipeline

Create an import/export job

Provision an Azure-SQL Server Integration Services (SS1S) integration runtime

Box 1: Install a self-hosted integration runtime
The Integration Runtime is a customer-managed data integration infrastructure used by Azure Data Factory to provide data integration capabilities across different network environments.

Box 2: Create a pipeline
With ADF, existing data processing services can be composed into data pipelines that are highly available and managed in the cloud. These data pipelines can be scheduled to ingest, prepare, transform, analyze, and

publish data, and ADF manages and orchestrates the complex data and processing dependencies References:
https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-sql-azure-adf
https://docs.microsoft.com/pl-pl/azure/data-factory/tutorial-hybrid-copy-data-tool syu31svc 3 months, 4 weeks ago
https://docs.microsoft.com/en-us/azure/data-factory/create-self-hosted-integration-runtime?tabs=data-factory

" A self-hosted integration runtime can run copy activities between a cloud data store and a data store in a private network "

https://docs.microsoft.com/en-us/azure/data-factory/introduction
" With Data Factory, you can use the Copy Activity in a data pipeline to move data from both on-premises and cloud source data stores to a centralization data store in the cloud for further analysis "
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Subnet1: 192.168.0.0/24

Gateway subnet: 192.168.1.0/28
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Configure App1 to use a R
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When you create a function app in Azure, you must choose a hosting plan for your app. There are three basic hosting plans available for Azure Functions: Consumption plan, Premium plan, and Dedicated (App Service)
plan.

For the Consumption plan, you don't have to pay for idle VMs or reserve capacity in advance.

Connect to private endpoints with Azure Functions

As enterprises continue to adopt serverless (and Platform-as-a-Service, or PaaS) solutions, they often need a way to integrate with existing resources on a virtual network. These existing resources could be databases,
file storage, message queues or event streams, or REST APIs.

Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale

https://techcommunity.microsoft.com/t5/azure-functions/connect-to-private-endpoints-with-azure-functions

/ba-p/1426615

Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale#hosting-plans-comparison
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SQLIE WS &RTDA > T L = ADMicrosoft SQLH —/A—HH Y S0EDT—2R—XEHRAFLTWLET,

SQL 1 % Azure SQL Managed Instance 28179 5 FETT,

SQAL1DA 754 UBITEZETIAIRLENHYFET , V) a— 2 a v EBEEAERZE/MRICMZZLENHY FT,

BREICIIFMZEHEISESTIN?

A. SQL Server %177 X% > k (SSMA)

B. Azure Migrate

C.T—ABIT7LAZ >k (DMA)

D. Azure Database Migration Service

EfE: (EfEZRRLET)

This Azure service supports migration in the offline mode for applications that can afford downtime during the migration process. Unlike the continuous migration in online mode, offline mode migration runs a one- time
restore of a full database backup from the source to the target

https://learn.microsoft.com/en-us/azure/azure-sql/migration-guides/managed-instance/sql-server-to-managed- instance-overview?view=azuresql#compare-migration-options
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Retention range
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Virtual machines that are backed up using the policy can |

v
be recovered for up to a maximum of [answer choice]. 90 days '
26 weeks
months
) ﬂ GO months
The minimum regpvewggﬁ‘tﬁ%m) for virtual I v
machines that ar up by using the policy is m 1hour
[answer choice]. —B "“INdicrosoft
1 week
1 month
1 year
1E fiz:
Virtual machines that are backed up using the policy can v
be recovered for up to a maximum of [answer choic
90 days
O [26weeks _
O 36 months
GO 45 months
The minimum recovery point bje (RPO) for virtual v
machines that are backed u@'hg the policy is 1 hour
[answer choice]. 1 day |
S
tgo 1 week
m : 1 month
m Microsoft 1 year

Explanation:




Virtual machines that are backed up using the policy can v
oe recovered for up to a maximum of [answer choice]. 90 days

26 weeks
36 months
45 months

The minimum recovery point objéctive (RPO) for virtual v
machines that are backed up by using the policy is 1 hour
[answer choice]. 1 day

1 week
il month

1 vaar
https://docs.microsoft.com/en-us/azure/backup/backup-azure-vm-backup-fag#what-s-the-minimum-rpo-and- rto-for-vm-backups-in-azure-backup
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B. Azure Firewall DNS7OF& 3

C. 754 X—kDNS! VLN

D. 754 ~_A—KDNSY—>

FfR: (EREHETLET)
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Actions Answer Area

Create an Azure policy definition that uses . _ 2
the deploylfNotExists effect. | n M | c r 0 S Oft

Create a user-assigned managed identity. |

" 1 © ®
®©

Invoke a remediation task. l

Create an Azure policy assignment. ‘

Create an Azure policy definition that uses
the Modify eﬁect ‘

IEf#:
Actions Answer Area

—_ — —_ il Moot atn Al e Al Bl B S e
! Greate an Azure policy definition that uses | Create an Azure policy definition that uses 1
| the deploylfNotExists effect. L | the deploylfNotExists effect I

——— . —

______ -_..:‘:L—-I——————————-l

] - & J
l ————— e R . e

| Create a user-assigned managed identity. | - - |

| o 1 <
| Invoke a remediation task. AR i S e e e R G

oo __.fi -----------------
E-G:e;&;n;z _u,;p;m;, ;5;@;”;,; { — - 'Jl: : Invoke a remediation task | i
T cFea?e'anTa{mEpEuaJeﬁ?.Eﬁ"m‘ uses
[rewnere_______mSMicrosoft

Explanation:

Create an Azure policy definition that uses
the deploylfNotExists effect

Create an Azure policy ass:gtﬂ'ﬁﬂ )
. s Microso

Invoke a rermediation task.

Scenario: All Azure SQL databases in the production environment must have Transparent Data Encryption (TDE) enabled.



Step 1: Create an Azure policy definition that uses the deploylfNotExists identity.

The first step is to define the roles that deploylfNotExists and modify needs in the policy definition to successfully deploy the content of your included template.

Step 2: Create an Azure policy assignment

When creating an assignment using the portal, Azure Policy both generates the managed identity and grants it the roles defined in roleDefinitionlds.

Step 3: Invoke a remediation task

Resources that are non-compliant to a deploylfNotExists or modify policy can be put into a compliant state through Remediation. Remediation is accomplished by instructing Azure Policy to run the deploylfNotExists
effect or the modify operations of the assigned policy on your existing resources and subscriptions, whether that assignment is to a management group, a subscription, a resource group, or an individual resource.
During evaluation, the policy assignment with deploylfNotExists or modify effects determines if there are non-compliant resources or subscriptions. When non-compliant resources or subscriptions are found, the details
are provided on the Remediation page.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
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10BDA > T L 2 XSQLServerT—ARN—X #3585 & LTHERAT 5 & 5 ITHER SN =100 DMicrosoftSQLServerfi&H—E X 8SIS) /Ny r—INHY F£9,

100EDA Y TLUIRT—EAR—RZAZUreSQLT—ARN—RIZBITT S LEZFBELTVET

Azure TSSISIN Y —LERA RTBEODV ) 12— a Vv EHRETILENHYET VY 2a—2a @ RNy T—Uh5EE LTSALT—EIR—R A VRABVREBA—F Y MITEDLEZHRETILENHY FE
ER

HEFIRICEFAZEHIDLENHYEIH?

A. SQL Server Migration Assistant 8SMA)

B. AzureT—42 A4 04

C.T—4BIT7VRAUE

D. Azure Data Factory

EfE:D(QAAV FEHEKT D)

https://docs.microsoft.com/bs-cyrl-ba/azure/sqgl-database/sql-database-managed-instance-migrate Quote from that page "Azure SQL Database and SQL Server databases in an Azure Virtual Machine. DMS is the
recommended method of migration for your enterprise workloads.

If you use SQL Server Integration Services (SSIS) on your SQL Server on premises, DMS does not yet support migrating SSIS catalog (SSISDB) that stores SSIS packages, but you can provision Azure-SSIS
Integration Runtime (IR) in Azure Data Factory (ADF) that will create a new SSISDB in a managed instance and then you can redeploy your packages to it, see Create Azure-SSIS IR in ADF.

To learn more about this scenario and configuration steps for DMS, see Migrate your on-premises database to managed instance using DMS."
https://docs.microsoft.com/en-us/azure/data-factory/how-to-migrate-ssis-job-ssms
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Answer Area

In Microsoft Entra ID: l An enterprise application i ]
| A managed identity
| An access package

, An app rﬁish ation ’

On-premises: A server that rung Windews Server and has the Microsoft Entra App

lication Proxy connector installed

A server that runs Windows Server and has the Microsoft Entra Application Proxy connector installed

M mas ’ h ‘ Server and has the on-premises data gateway (standard mode) installed
|| I e suMndows Server and has the Web Application Proxy role service installed

In Microsoft Entra ID: lAn enterprise application
A managed identity
| An access package

Microsoft

=
—~

On-premises: A se indbwSServer and has the osolt En : icati onnector installed
erver that runs Window
TA server thatiTuns Windows Server and has the on-premises data gateway (standard mode) installed

gt tups Windows Server and has the Web Applicatign Proxy role service installed

< Server and has the Microsoft Entra Application Proxy connector installed

Explanation:

In Microsaft Entra ID: | An enterprise application o

On-premises: | A server that runs Windows Eqn‘irénllh_;‘i} the Microsoft Entra Application Proxy connector installed

=) Microsoft
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VYT MUTa
Service: | Azure DevOps Services ™,

Azure Compute Gal e

An Azure Resource Manager (ARM) template

o
%%% t An Azure Resource Manager (ARM) template il

A Desired State Configuration (DSC) file

: @*{
% A generalized virtual machine image

A specialized viflidl machine imag

1E fiz:
Answer Area

Service: | Azure DevOpgfStpvites ¥,
Azure Copfiplte'Gallery

_iﬂula-ﬁiie Recovery
: ‘.ﬂtme VM Image Builder

A Desired State Configuration (DSC) file

A generalized virtual machine image

Explanation:

fv?“ Services

ifact: thn Azure Resource Manager (ARM) template

rosof
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A. Azure Cosmos DB A Azure Synapse ') > ¥

B. Azure Cosmos DB § & U Azure Synapse Analytics 31 %9 2 % {if 2 7= Azure Data Factory
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Appl Applhication insights

Application Insights
Arure Data Explorer

Log Analytigs

"MicroscfrEntfa monitoring and health

App2: [Log Analytics
Application Insights
Azure Data Explorer
Log Analytics

Eitmsni g :‘noni;l:i:ring and heajth,
Miicrosott

1E fiz:

Answer Area

] Application Insights
Azure Data E:plﬁe‘r
Leg ﬁﬂnlﬂu;f -

WisroZoft Entra menitoring and health

' ..;'tppz I_l-r:nq Analytics v_E
Application Insights

Azure Data Explorer

Log Analytics I

Microsoft Entra monitoring and health

Explanation:
Answer Area

App1:  Application Insights ot

App2:  Log Analytics
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Azure Blob Storage Azure subscription: Service
Azure Data Box On-premises network. Service

Azure Data Box Gateway

Azure Data Lake Storage

Azure File Sync

Azure Files r
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Azure Blob Storage i | Azure subscription: | Azure Files

— i — e — —— — o — i — —

—

Azure Data Box On-premises network: |

Dom e  w— m—

Azure Data Box Gateway l e(\ °
EVAN' N

Azure Data Lake Saora e

e = |
l Azure File Sync !
ST J———

Azure Files 'i

zure File Sync

— .

Explanation:

o m HICTOSOTT
Azure subscription: ure Files

On-premises network: Azure File Sync

Box 1: Azure Files

Scenario: App2 has the following file storage requirements:

Save files to an Azure Storage account.

Replicate files to an on-premises location.

Ensure that on-premises clients can read the files over the LAN by using the SMB protocol.

Box 2: Azure File Sync

Use Azure File Sync to centralize your organization ' s file shares in Azure Files, while keeping the flexibility, performance, and compatibility of an on-premises file server. Azure File Sync transforms Windows Server into
a quick cache of your Azure file share. You can use any protocol that ' s available on Windows Server to access your data locally, including SMB, NFS, and FTPS. You can have as many caches as you need across the
world.

Reference:



https://docs.microsoft.com/en-us/azure/storagef/file-sync/file-sync-deployment-guide
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A. Azure Load Balancer

B. Azure Traffic Manager

C. Azure Internal Load Balancer (ILB)

D. Azure Application Gateway

EfE: (EfEZRRLET)

If you are looking for Transport Layer Security (TLS) protocol termination ("SSL offload") or per-HTTP
HTTPS

request, application-layer processing, review Application Gateway.

Application Gateway is a layer 7 load balancer, which means it works only with web traffic (HTTP, HTTPS, WebSocket, and HTTP/2). It supports capabilities such as SSL termination, cookie-based session affinity, and
round robin for load-balancing traffic. Load Balancer load-balances traffic at layer 4 (TCP or UDP).
References:

https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-faq
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Division Azure subscription | Azure Active Directory (Azure AD) tenant
East Sub1 Sub2 Easl contoso.com

West Sub3, Sub4 Weslt contoso.com
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Management groups:

1
2
3
WE\icrosoft :
Blueprint definitions:
1
2
3
4
Blueprint assignments:
1
2
3
4
IEfiZ:
B Microsoft
Management groups: -~
1
{2
3
4
Blueprint definitions: v
..1 5
2 |
3
4
Blueprint assignments: v
1
2
3
7 4
Explanation:

Box 1: 2




One management group for East, and one for West.

When creating a blueprint definition, you ' Il define where the blueprint is saved. Blueprints can be saved to a management group or subscription that you have Contributor access to. If the location is a management
group, the blueprint is available to assign to any child subscription of that management group.

Box 2: 2

Box 3: 4

One assignment for each subscription.

" Assigning a blueprint definition to a management group means the assignment object exists at the management group. The deployment of artifacts still targets a subscription. To perform a management group
assignment, the Create Or Update REST API must be used and the request body must include a value for properties.scope to define the target subscription. " https://docs.microsoft.com/en-us/azure/governance
/blueprints/overview#blueprint-assignment
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https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints-overview
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Answer Area

Ingest data from Data Lake Storage into hash-distributed tables: |1 jodicated SQL
A dedicated SQL pool

A serverless Apache Spark pool
| A serverless SQL pool

Implement, query, and update data in Delta Lake: [_f_-k serverlessSQLpool ___*_"_]
A dedicated SQL pool

.' i | h o
m Microsoft i e o

Efi#:

ANsSwer Area .
. M*G{@S@i&ttorage into hash-distributed tables:

A serverless SQL pool
A dedicated SQL pool
A serverless Apache S

Implement, query, and update data in Delta Lake:

Explanation:

[0 ;
W Vilarosortt

Ingest data from Data Lake Storage into hash-distributed tables: = A dedicatéd SQL pool

Implement, query, and update data in Delta Lake: A serverless SQL pool
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BHDAzure') —2 3 V12 _Azure Web7 T DIEHBDA D RA VAR ETTOA4THFETT,

FTIDTHOERY)2a— a3V EBRHATI2RENAHYET , Y a—avE UTFOLTVy—Sa v Bl EZRE-ITRENHY ET,
*L—bhHEIBREYR—FLET,

FIRTDAVARAZ VATV IR MDNZ VAT S,

BN GEENREL-IBETH, A—F—BT7TVIZTIERTEEILE#HREL TS,

fi#RK Azure Traffic ManagerZ{FRA LT 7 IUADT IR EIRELFET,

NIFEBEERLTLSEEADTLEIMN?

A. LW VR

B. &Ly

FfE:A (AU LEERT D)
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API Management TOAuth2FBEEZ R ET 4 I1ZIF, ROBZSR L T ZS Ly,
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@ Add OAuth2 service X

‘ APl Management senice

Display name *

Unique name used to reference this authorization server on t...

id* @

Description

Authornzation server description

= :
?f—ff}! Microsoft

Client registration page URL"

https://contoso.com/register o

Authorization grant types

v| Authorization code
| Imphicit
| Resource gwner password
Client credentials

Authonzation endpoint URL*

https://leginmicrosoftonline.com/contosoonmicrosoft.com...

. Support state parameter

Authorization request method

v
| poST

Token endpoint URL *

Token endpoint is used by clients to obtain access tokens in ...

HICRENBERICEODVT LB ETERSELIBERFZZFOY TAD A2 —F#FHALGERLTESL,
E R EICIRA Y EAMESNET,



The selected authorization grant type is for [answer choice]. v

Background services
Headless device authentication
Web applications

To enable custom data in the grant flow, select [answer choice]. v

o e ~  Client credentials
Y i B g - z.ﬁ::
b nxﬁfﬂ ICYOSOTT [Resource owner password

L\ - Support state parameter

2 A ® ir g
The selected authorization grant type is for [answ:r*chaicf}l j ﬂ ﬂ "l: Eﬂa 5 5‘;‘35‘ T
~Background services

Headless device authentication

To enable custom data in the grant flow, select [answer chnice].ﬂ_
1 Client credentials '

Support state parameter

Explanation:

The selected authorization grﬁt tj«ﬁe ' qw_ ice]. v
'l Csﬁmﬁ SWIEL Backgtound services

¢~ (_Headless device authentication
7 |Web applications

To enable custom data in the grant fiaw, select "[a;ﬁsw:zr choice]. v

Client credentials
Resource owner password
Support state parameter

Box 1: Web applications
The Authorization Code Grant Type is used by both web apps and native apps to get an access token after a user authorizes an app.
Note: The Authorization Code grant type is used by confidential and public clients to exchange an authorization code for an access token.

After the user returns to the client via the redirect URL, the application will get the authorization code from the URL and use it to request an access token.
Reference:

https://developer.okta.com/blog/2018/04/10/oauth-authorization-code-grant-type
https://connect2id.com/products/server/docs/guides/client-registration
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Btz Azure LinuxfRBBY L U FRLCETA I 7AWV ERINT D7 TV Sr—2 a3 o FHEFLTWET, 774 J)LIE ExpressRoute#{E L TAzure|ZiEf T 2 EA T4 A7y TO—KEnEd,
T74IWVERR T B1=80IZ_Azure Storage 7 WO > r&#TOES I V53 B3FETT,



AML=CF7h00 PAUTOERZHZLTWVWAILEZHRT IDLENHY T,
*BRRTITBOETA 7 7 4 ILIZHIG
*AREGRY RO AN ERH®ELET
*RBEDETAI7AILABIZRML—UNRBEESNA TSI EFRIELET
*ExpressRoute #{FALTAH Y TLEIR XY FT—IDhEDIT7ALNT Y TA—REINBESICLET R L—C 7HI U MEEDESITERTNIEEINWTIN?EET SICIE RAEEHETEYGA T avw
BIRLTLCESW,
IR LITIARA Y FAIMESINET,

Storage account tye: I

Premium file shares
Premium page blobs
Standard general-puipose v2

Dats teduncancy; [T

Geo-redufidant storage (GRS)

Lecally-redundant storage (LRS)
Zone-redundant storage (ZRS)

| Thee are thrh:l-nf ong forf i Ma r:.JL.u i.s ey I
Azure Route ‘»ew .
A private endpo

A service endpoifil

IEﬁ#

Storage account

Standard generai Mpuse ve

e ———

rﬁe\ﬂgﬂtﬂamwaﬂ; (GRSL
Locally“redundant storage (LRS) I

Zone-redundant storage [ZRS)

] These see the selections for Data 't'-."l.:ﬁ'l.'lflf._.

QETEE.. _ _ _ _
[Aaure Route Server

A private endpoint

& cervire pnrdnmant

AN

Storage account wpe Pr Qlle shares

Explanation:

W : anarly -redundant storage (LRS)

mﬁ-n&r Micseselt
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*WER—H—I& Azure Front Door ZERALTA VIS5 A RSV FXIZTTOERALET,

* Azure Kubernetes Service (AKS) TRA kSN TSNV I TV K API AOHNEL—H—I2 & 57U £ XI&, Azure APl Management Z{EHA L THIEISNET,

* &1 —+H—I[L OpenID Connect A—AD Tz TFL—aVEaEFERALTY—FRNA—T D ID 7ONA F—LEHET S Azure AOB2C T+ Mk > THRIEEESNFET,
BH—ERFIEDESGHMEZRBLEIMN?REZTBICIEE BULGHEZELWNV—ERIZFS YT LTLESL,

BHEEIX AL TERAT SIS BHEFERTZI2EE FoKFEALAVIEITEET  OAVTUVERTIDICE RAVEDORENN—F RSV ITH5N RV O—ILTEDELHIGELHY ET,
R EICIRA Y EAMESAET,

Functions ~ Answer Area
Protection against Open Web Apphication e |
Secunty Project (OWASP) vulnerabilities |
P filtering on a per-AP! level APhbManagement:
meHcresait— ¢
Valida A : b%okens P
UWTs) | .:
_ S _ _ — = — — — = . |

Protection against Open Web Application Front Door: ! Protection against Open Web Application
Security Project (OWASP) vulnerabilities : SegamifiProject (OWASP) vulnerabilities

—— e —

r | AP Ranagement: : IP filtering on a per-AP!| level
|

Validation of Azure B2C JSON Weblokens
{(UWTs)

Microsoft

Explanation:
Front Door: Protection against Open Web Application Security Project (OWASP) vulnerabilities1 APl Management: IP filtering on a per-API level2 and validation of Azure B2C JSON Web Tokens (JWTs)3 References:
1: Azure Front Door - Web Application Firewall 2: Azure APl Management policy reference - ip- filter 3: How to validate an Azure B2C JWT token in a web API?
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HHtlE, EBHEDAzure App Service Web7 T r—L 3 VB K UVAPIZ T r—2 3 VERAE BRALTWET , o7 TV r—2avId BIEF— AR NL—PF7H0 0 b EA— T—ARBEBIEX—HEEZRET 1=
&HIZAzure Key VaultZ{ERA L TLVET,

BHOBENS TITVr—2 a3 DY R—MIBEALTUTOEERAFELNTUVET,

I IV
Review membérship-of tive-roles and require to provide a

justification for continued membesship

Get alerts about changes-in adminestrator assignments.

See a hustory ef admiinisirator activation, mcleding which changes
administrators made 10 Azure resources

Development Enable the apphcations to access Azure Key Vault and retrieve keys
far use in code.

Cluality Assurance Receive lemporary administrator access to create and configure
addtional Web and AP! apphcations in the test environment

BEEMNSOELIZIG LT B HRAzUre —ERXRZHET IHERHY T,
IZ#HRLFEIN?EEZTHICIE BAEFEDOFA 7O RV RTHEYBA T avERELTLIESL,
EE LIRS ROAMESNET,

Department Azure Service

Security ! v
Azure AD Privileged Identity Management
Azure AD Managed Service Identity

Azure AD Connect
Azure AD Identity Protection

Development v

Azure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect

Azure AD Identity Protection

Microsoft
Gualiti;r' Assurance v
Azure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect
Azure AD Identity Protection




Department

Security

Development

Quality Assurance

Explanation:
Department

Security

Microsoft

Development

Quality Assurié:mce

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
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BERKIEAzZUre Y TRV ) T2 a V& CHRAGTTY, SOV TRV ) T a vk REEDHBERHSREBZBSOBEES L L)ERTT HAzure SQLT R —

Azure Service

Azure AD Managed Semce Idennty
Azure AD Connect "
Azure AD Identity Protection

Azure AD Managed Service Identity'
Azure AD Connect ~ ~ ~ ~ ~ 7 7
Azure AD Identity Protection

| V

&Gunnect s

Azure
Azure ADIderitity Pfoteétion

Azure Service

v

“|Azure AD Privileged Identity Management
Azure AD Managed Semce Identlty
Azure AD Connect

Azure AD Identity Prolefﬁnn

v

) " [Azure AD Identity Protection

v

Azure AD Privileged Identity Management
Azure AD Managed Service Identity
Azure AD Connect

Azure AD Identity Protection

DA VRBVANEENTVWET,



RIA—VFM VR VRAEZUTOERZHT=T LS ICHBRT ORENHYFT,

ANVTTRIF—LF REEDBEFEESDOTMMOAZHERTETIRLELNHYET,

*OS0 FEBER RFXEDHRRERSZHETSEVEIICTILENDHY FT,

EEAVREGVADEINT EDRELZANCTILEAHYFIN?EEMTHEU LG T a VEERL TS,
T EEEITIRA U N ERTEFT,

Phone ruamberns !-’.'-'-1".1‘6-1‘4- nasking "

ANCHE B pted
C i ercryptson

Trargparent Data Encrpption [TDE)

Micrdsoft

Logial weruitiby ruimberns | Akgays Emcryy

L
o

¥

Vicrosoft-

Explanation:

_geeicrosoft,

Socil sl el S Sl Encrppted ' -

A% AZ-305JEIBE (FJPNTest.comiglit S AZ-305JRERICEKT BT EICKRICIIBET ! JPNTest.com(F S FTAZ-305J A ERFEIRELE #12H L £ 9, JPNTest.com AZ-305JRERFERELE (X SEH SN FE L 1=,
C ZTAZ305JEENDTARA CI VD UEFICANE T, BHROD 7 Y £ X _ https://www.jpntest.com/shiken/AZ-305J-mondaishu 874f5. 3 0%r « A Ao > + $514%E|I5|a— F: JPNshiken|
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VM1&E LS ZRTDAzureff 8 < S A% Y _ Windows Server 20190E T & 500GBOT—2 77 A IILWNEENRTNET,

Azure Data Factory #fFBH L CT—2 77 M IV EEHL FTDT 74 )L % Azure Data Lake Storage ITA— K3V ) a— a3 VEFHRHFLTVWET, COXRFZEHR— T 5=HIC VM (IZIEAZEZTTOA T EHLEN
HYFETM?

A Azure 774 ILRIEAZT—P U b

B. HC KRR FEHES V21 L

CAHVILIRT—EH5—tozA


https://www.jpntest.com/shiken/AZ-305J-mondaishu

D. Azure Pipelines T— T > +

EfR: (EREERLET)

EF:H: 78
BEKIE LUTORICRT Y —REETL Azure Y TRV 1) T2 avEE8HLETY,

MName Type

NLCEseEos o
me i

Linked 1o g tq;-:lﬂl:l:vm

Peered yaif etd

Lip fef ontoso.com
£ T O 3
ViNet2 Virtual network ﬂmh Vet
ed to contoso.com
. rtual 3
ViNet3 Virtua “E‘""Drk.._h Isolated from VNet1 and VNet2
-

Log Anakt tores logs collected from the virtual machines
Waorkspace g Y@ 5 ags Co ed wirtu chines

wmrkspa’é&g_ “ on all the virtual networks

VNet Virtual network

VNet1, VNet2 VNet3lZ Z N ZNEHDRE YL UAEGE SN TWET, ChODRET S UIE, BHTMRRICAzUre DNSH—EREFRLET,
UTDOEHZFHET-9Azure Monitor A7 )L—T 4 20V ) a— a3 VEHBETIBHENHY ET,

“RET S UMNSURE S Workspacel[ZEE SN DO D MicrosoftD/Ny I R—2 %y FT—OBBTIL—T A9 SNBT EHRIELET,
*EBEBEOFHZER/NRICINZ S

HERICIKMEEDHEIRETLLOIN? @%*ﬁfiﬁﬂlﬁﬁ?ﬂﬂi’éiﬁ/\/f CESWNF EEEITIRA FAMESNFET,

Answer Area

Minimum number of Azgee %h_ﬂ Private Link Scope [AMPLS) objects
=

-
2
3
;- -':.:" Y Mirimum number of private -u,-r:-_l[_'-.;-l'ﬂ:. 3
A S . 1
@i Microsoft :
- 3|

IEfiZ:
Answer Areéa
Minimum number of Azgfe Mapitor Private Link Scope [AMPLS) ohjects I—1 —v_
|
2
3
Minimum number of private endpoints "; -
» 1
Microsoft :
4z
Explanation:
Answer Area

Minimum number af Azuré Maniter Private Link Scope (AMPLS) objects: 1 'D}

Minimum number of private endpoints: 3 ¥

B\ 1icrosoft
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BEDOF > T L = XD Microsoft SQL Server T—2RXR—ZAMB KEDT—F % Azure DR T T Y R ITA—LICHET 2T —E3NA TSAVEHRFLTUVET, CONA TSAVIZIE UTOREBREENETT,
*TF—AR—ZXDEHT, FHMICAzure BlobRA FL—CDARAT—O VU HEEICI O RAR—bEhET,

*JATJRML—UHALDT—4IF BEIZHIMEEN-0— KO RXREZFERALT ILoSo8BLUTBENET,

ERINE-T—RET—E29z7/\DR[CO—FEhZFET,

CREHFNYFIE IR —D R —EVT LA NVY—HDA T4 LB (OLAP)ETILEEIHT H5-OICHERAINET,

*IPR—V RH—ERLA Y= BTFADIY FA—HF—ICk>THAINET,

T—RAIITNVDREG—ERRHBEZRET ILELNHYFET,

fAIEFERIRETIN?EET HICIE, EEFCTEUGERREZATCIZEL,

o EfELITIRA Y RAMEShET,

m s Micrasaft...

An Apache Spark pool in Azure Synapse Analytics
| AnvAZure Synapse Analytics dedicated SQL pool
[ﬁzure Data Lake Analytics

To implement the serving layer; -
Azure Analysis Services
An Apache Spark pool Azure Synapse Analytics
|An Azure Synapse Analytics dedicated 5QL pool

To implement the

| Azure Analysis Services !
% 'l ZnApache SpakpovIRIOrESYnapse Analytics
& An Azure Synapse Analytics dedicated SQL pool

Explanation:

._

To implement the data warehouse; ™ g.éuré Data Lake Analytics

To implement the serving layer: | Azure Analysis Services
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App1EWVWSEBIDA U TLIRT7 T r—aohihly FO7 T 75— 3 VIEDB1 & LS & RiIDMicrosoft SQL Server7—A N—X [ZT—2 ZREFLET,
AppllFY ORT—ER—=R SO a vEFRALET,



B t=XApp1 ZAzurelZ#1T3 5 FETY,

AzureTDB1%#7/KRR b L DB1ZAzurelZB1T 5-OITERT 2V —EREZHBET IHENHYET Va2 —L a3 VEUTOERER/-IDLENHY FT,
* App1 D3 Azure(Z#84T L =# . DB11—H —AMicrosoft EntraD SR ESRF A L TR TEA 2 E#HEL TLES LY,

*FIUG— 3 Um0 Azure ITRBITLER. T—3RXR—X KA FONRNYFEREBHICHN I EBEEXZR/RICINZ S

*DB1A B AZUre~DBITHDEEEX 2 &/MRICHNZ 5,

OXR MERDMRICHZ 5,

AZHERLFTH?AEMTEYGCERREBATLS O E  EFEEITIRS Y FAMESNFT,

To host DB1 5 : -
Azure Database for PostgreSQL
Azure SQL Databiise :
Azufe SQL Managed Instance

SQL Server on Azure Virtual Machines

& migrate DB1 o
Azure Database Migration Service

Azure Migrate

S0V Server Migration Assistafit (SSMA)

1Efig:

Answer Area

Azure Database for PostgreSQL

Azure SO Batabise L

| Azure SOL Man.}g&_d Instance :

B e == e m e e omm owem ow A

BOL Server on Azure Virtual Machines

M hgrate DB1 bt
| Azure Database Migration Service |

s g =

Azure Migrate

SOL Server Migration Assistant [SSMA)

Explanation:



“To host DB1: Azure ;gL:ﬁm"ﬁiﬁ fg;stance-

la Migtdte DB i f A?u:o Database Migration Service

EFHE]: 81
HEE=OE/ICIE, TULETFLT7TIVH—ERXR TSN LTEITEINDAzureWeb7 T HH Y £9, BFEF—LIXAzureWebAppZFERALET UTDEHGFHE-T ZENTED L S(2 AzureWeb7 7'Y) 21T 5
WHELRHY FT,

Web7 T ZBREDN—CavhboFHLWA—2a VT YB R SBEZIRETIHLONA—2a oAU Y BANRET DRI, 7TV r—2a3vOHLWWN—Ua 052 TR M AHEEZRAREICRET ST T
=23 DNN—=2a3 0FA—)LN\Y Y TEBLILEEHERT IOV LERIMRICHZSZZDERIZIIRDEDEFRTEETM?

ANWRBLREAAVEIVEVTT S

B. BlAOw FEFIHAT S

C. AzureWeb7 7 EN\v O 7y TLET

D. $T L LMAppService 75 V& ER L ET

EfR: (EfEZzRTLET)

B 82

HEZIELR— MERZEXET H5HODT—2RL—2Y ) a—2 3 0 FREFLTULET,

ZDV')a— 3 I& Azure Event Hubs R L T JSON XD KEDT—F ZWMYRAAFET , T—FMEFET S & EventHubs (FT—FZRXA FL—VICEZTAABFET , 2OV a— 3 VI UTOEHRZEFE-T
WHENRHYFET,

*T—AFEHEMEBZBEICT LY M) ICEET S,

CBREINET—RFEEIIYL EHT—TJLICTHBLTHD T—EIIT7NIRICEETZELSIT S,

*FTF—=RA T TNDRAMNE0TBD Y L— a3 FILT—REHEMTE_200~300DFEIBGAHAMYIEEEZ Y R— b TERIEEEEL TSN,

T—RRANTORECLIC. EOY—ERFZHBITRETLLIAN?EZTAICE RAEFHETEDLA T avEmBRLTLES N,

FCEfE LIRS Y EAMEShFET,


https://www.jpnshiken.com/q/68779-6419992/

Answer Area

1L IVF
. M I C rEQ SQ:EIingested data: | Azure Data Lake Storage GenZ

Azure Blob Storage

Azure Data Lake Storage GenZ
Azure Files
Azure NetApp Files

Data store for the data warehouse: I Azure SQL Database Hyperscale v I

Azure Cosmos DB for Apache Cassandra
Azure Cosmos DB for NoSQL

Azure SQL Database Hyperscale

Azure Synapse Analytics dedicated SQL pools

Efi#:

IVl MM wa

Data store for the ingested data: Azure Data Lakes ﬁ
E N s

-— o o s

e Azure NetApp Files

ta warehouse: [ Azure SQL Database Hyperscale i
Azure Cosmos DB for Apache Cassandra

Azure Synapse Analvtics dedicated SQL pools

Explanation:
Answer Area
Data store for the ingested data: Azure Data Lake Storage Gen2 v
Data stmw.iﬂg'wwehouse: Azure SQL Database Hyperscale v
me Vicrosoft
B 83

RERELETSVTHRARINTLS Appl £V LEITD Azure Functions ¥4 2 O —EX 77 UMNHY 9, App1 [& Azure Queue Storage b H—ZFERALTLVET,
&1 1=1ZApp1 % Azure Kubernetes Service(AKS)Z S R 2 —IZ#1T3 2 FETY,




AKSY S R A —%AppllcR S EBIZIE  ERMIBETT , V) a—CaVEUTOEREZR-THELHY ET,
*RADTIOA AV RERLRT—=) VA DA LEZFERALET,

* kubenet § & U Azure Container Networking Interface (CNI) &2 kD —49 #HHR—rLZFET,
ED2DDITEEETIRETLEOIN? ZTNENDERET BREO—FHZEZRLTWVWET T EFEDICDOEIRAI U T,
ARE/—F7FAUEBRELET,

B. KubernetesR— XD A N> REREIRI A — KR4S —1) V5 (KEDA)ZA VR F—ILLET,

C. KFERyY KA—FRH5—5—ZHRELET,

D. fx#8Kubeletz 4/ > X b—JLLE T,

E.AKS ¥ SR —DA— b RT—Z5—%H/ELFET,

EfR: (ERERELET)

B 84

BERIFVDTLIRARY FT—Y EAzZureh TRV T2 avEMBLTVWEST A VTLIRRY NIV ICZFEROIZENHY £,

POV MIHEXIEIZE, Z7AMNY—NR—E LTHERENEVMIE WS ERIOREYT D UABRESNTVET , —F—F T RTOXENSVMILEDORE I 7 IICT IR LET,
POV FEENFATERMEETH A —DPHEEIF7AMIVITEDILEITRLK TV ERATEDLLSITTH-HDBRREREET IHENHYFET,
HBERIZEAIZEHEIRETLLIMN?

A. ) AN H—EXR a2 T+ —& Windows Server /Ny o 7y T

B. Azure Blob Containers & Azure File Sync

C.Azure 7 71 ILEEF & Azure 7 7 1 JLEIHA

D. Recovery Services 3 77+ —¢& Azure Backup

T (EREERLET)

BH: 85

DB1 &£WLVNS &RINDA > 7 L = XM Microsoft SQL Server 2016 T—A2 RX—ZAMH Y £,

Azure YT RH ) T3 EBELBTY,

Azure Data Studio @ Azure SQL Migration ¥:3E#4aEZ A L T DB1 % Azure SQL T—A2 R—R[ZBITTILENHY FT,
FFAETARETLLOIHM?

A. 4 MRS (S2S) VPN k2R L E T,

B. Azure SQL T—R—ANDAF—IEEELFET,

C.DB1%#7vJJL—FKLZET,

D.a—H—EYHTIR—CKIDEERLET,

IEf#: (EfEZERTLET)

Eﬁ:ﬁ: 86
RORIZRT LS BEHDA VA VARAEEDODWREILT—ER—AY ) 1— 3V BATBFETT,
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Host virtual machine Azure Availability Zone Azure region
USDB1 1 US East
UusDB2 2 US East
USDB3 3 US East
EUDB1 1 West Europe
EUDB2 T A g .g West Europe
EUDB3 13 vHCHO S0 West Europe

DS5AT7 T T r—3 /li db.contoso.comZERA L TT—FR—XY—N\—[ZT7 VA LET,
AESNTVWAEAREICELIZA—FRNAS OO VI —EREZ#HRETIVENHYET Va2 —2aVIEUTOERZH-ITRELNHYFET,
HIBHEEENRELZBESICHER LPECEBIDOT—IR—RAY—N—ADT I 2R EHFINGBTNIEGE S0,
REISUIEA 22—y MIEEERL TIEE ST,

HERKICIIAZEDHIRETLLOIN?EEZT ZICIE, BEEFEHCTEYERKREZEA TS,

o EFE LIRSV EAMESNET,

Global load balancing service: 5. v
Azure Application Gateway

Azure Front Door
Azure Load Balancer
Azure Traffic Manager

Availability Zone load-balancing service: ‘ v

Azure Application Gateway

Azure Front Door

HW . . |Azure Load Balancer
ICFOSOTL | Azure Traffic Manager

Global load ba!ar&fﬂ erpsOft

Azure Application Gateway
Azure kront Door

Azme_Load_Ba!am:er
"Azure Traffic Manager |

Availability Zone load balancing'service:

Azure Application Gateway
[Azure Front Door

Azure Traffic Manager




Explanation:

Global load balancing service: Sy | =
Azure Application Gateway
Azure Front Door

Azure'lLoad Balancer

Azure Traffic Manager

Availability Zone load balancing service: v
Azure Application Gateway
Azure Front Door

Azure Load Balancer

Azure Traffic Manager

Box 1: Azure Traffic Manager

Traffic Manager is a DNS-based traffic load balancer that enables you to distribute traffic optimally to services across global Azure regions, while providing high availability and responsiveness. Because Traffic Manager
is a DNS-based load-balancing service, it load balances only at the domain level. For that reason, it can ' t fail over as quickly as Front Door, because of common challenges around DNS caching and systems not
honoring DNS TTLs.

Service N, ,,.Gl?!-',f']{f'.ﬂ.i.““'| Recommended traffic

Azure Front Door Global HTTP(S)

Traffic Manager Global

Application Gateway Regional HTTP(S)

Azure Load Balancer Regional non-HTTP(S)
Reference:

https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/load-balancing-overview
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BEHRIE, /N1 T v F Azure Active Directory (Azure AD) T+ > FDEHIREZ CFIRASRTY , COTFU ME NRRT—FNnNy P aREZFERALTVET,
UTOEHEHE-IMRRERETILENHYET,

Azure ADA—H—TF7HO U FHERNELETIL—F I+ —RAKREBEDFER E LT Active Directory KA aA—HF—FHO U CMNAVITIOREINEZDEHREET,
Azure AD #iE 7 T ~NDRXDOBIHATE IOV I LET,

OXR FERDMRICHIZ 5,

ITNTNDEHICH LT, EDLSLGHRFEFRTIIRETLLIN? AIZHTHEHYGLBIREREZEZATIESLY,

EEFE LIRS MOAMESNET,



To protect against brute force attacké‘;’-;?._" M i Cros th v

| Azure AD Password Protection
Conditional access policies
Pass-through authentication
Smart lockout

To block legacy authentication attempts: v

Azure AD Application Proxy
Azure AD Password Protection
Conditional access policies
Enable Security defaults

IE
To protect against brut@-—‘%f@%&:@l‘ OSOft v
" Azure AD Password Protection
Conditional access policies
Pass-through authentication
| Smart lockout |
To block legacy authentication attempts: v

Azure AD Application Proxy
Azure AD Password Protectmn

Enable Security defaults

Explanation:



To protect against brute tarce aftacks: _ v

Azure AD Password Protection
Conditional access policies
Pass-through authentication
Smart lockout

To block legacy authentication.attempts: v

Azure AD Application Proxy
Azure AD Password Protection
Conditional access policies

Enable Security defaults
Box 1: Smart lockout

Smart lockout helps lock out bad actors that try to guess your users ' passwords or use brute-force methods to get in. Smart lockout can recognize sign-ins that come from valid users and treat them differently than ones
of attackers and other unknown sources. Attackers get locked out, while your users continue to access their accounts and be productive.

Box 2: Conditional access policies

If your environment is ready to block legacy authentication to improve your tenant ' s protection, you can accomplish this goal with Conditional Access.

How can you prevent apps using legacy authentication from accessing your tenant ' s resources? The recommendation is to just block them with a Conditional Access policy. If necessary, you allow only certain users
and specific network locations to use apps that are based on legacy authentication.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-lockout

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication
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https://docs.microsoft.com/en-us/azure/azure-sqgl/database/long-term-retention-overview In Azure SQL Database, you can configure a database with a long-term backup retention policy (LTR) to automatically retain the
database backups in separate Azure Blob storage containers for up to 10 years
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Hyperscale
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- |Business Critical




" Serverless is a compute tier for single databases in Azure SQL Database that automatically scales compute based on workload demand and bills for the amount of compute used per second. The serverless compute
tier is available in the General Purpose service tier and currently in preview in the Hyperscale service tier. "
https://learn.microsoft.com/en-us/azure/azure-sql/database/serverless-tier-overview
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Number of virtual networks: 2
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Instead use Azure Network Watcher to run IP flow verify to analyze the network traffic.

Note: Advisor is a personalized cloud consultant that helps you follow best practices to optimize your Azure deployments. It analyzes your resource configuration and usage telemetry and then recommends solutions
that can help you improve the cost effectiveness, performance, high availability, and security of your Azure resources.

With Advisor, you can:

Get proactive, actionable, and personalized best practices recommendations.

Improve the performance, security, and high availability of your resources, as you identify opportunities to reduce your overall Azure spend.

Get recommendations with proposed actions inline.

Reference:

https://docs.microsoft.com/en-us/azure/advisor/advisor-overview
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https://learn.microsoft.com/en-us/azure/azure-functions/functions-reference-powershell?tabs=portal
https://learn.microsoft.com/en-us/azure/azure-functions/functions-create-scheduled-function#create-a-timer- triggered-function
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Minimize the risk of a w

Azure Front Door

Az d Balancer

0 u ffic Manager
Provide adminjstrative acc VM G Azure FrontDoor
"'ké = Azure Application Gateway
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A private endpoint
Azure Application Gateway
Azure Private Link

Virtual nelwork o e ation
3
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|
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.| 'zure Load Balancer
_ _ 7 Azure Traffic Manager
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Y A "B Azure Application Gateway
A A private endpoint
' Azure Application Gateway
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55 WVirtual network tnteagration
Explanation:
woorll® \ /i crosoft oM
. Minimize the risk of a web-ba kg against App1: | Azure Application Gateway ot
&
Prmride“ access to VM1 and VM2: | Azure Front Door x
6 Provide App1 with access to DB1: | Virtual network integration nf
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Azure Policy evaluates resources in Azure by comparing the properties of those resources to business rules.

Once your business rules have been formed, the policy definition or initiative is assigned to any scope of resources that Azure supports, such as management groups, subscriptions, resource groups, or individual
resources.

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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https://docs.microsoft.com/en-us/azure/aks/virtual-nodes
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Instead, you should deploy two Azure virtual machines to two Azure regions, and you create a Traffic Manager profile.
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"Azure Front Door, which focuses on global load-balancing and site acceleration, and Azure CDN Standard, which offers static content caching and acceleration. The new Azure Front Door brings together security with
CDN technology for a cloud-based CDN with threat protection and additional capabilities. "
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Instead create a resources group for each resource type. Assign tags to each resource group.

Note: Tags enable you to retrieve related resources from different resource groups. This approach is helpful when you need to organize resources for billing or management.
Reference:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-using-tags
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You need to deploy two Azure virtual machines to two Azure regions, but also create a Traffic Manager profile.
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Resource locks are not used for compliance purposes. Resource locks prevent changes from being made to resources.

Reference:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources
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Explanation:

Actions Answer Area

After a failover, configure zone-redundant storage (ZRS) replication for the storage
account.

Before a failover, configure zone-redundant storage (ZRS) replication for the storage
account.

Before a failover, configure geo-redundant storage (GRS) replication for the storage

account. @

2 | | Initiate a failover.

After a failover, configure geo-redundant storage (GRS) replication for the storage @

account.
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Resource groups: You can scope your deployment to a resource group. You use an Azure Resource Manager template (ARM template) for the deployment.

Regions: If you have a template spec in one region and want to move it to new region, you can export the template spec and redeploy it.

RBAC: Azure role-based access control (Azure RBAC) is the authorization system you use to manage access to Azure resources. To grant access, you assign roles to users, groups, service principals, or managed
identities at a particular scope. In addition to using Azure PowerShell or the Azure CLI, you can assign roles using Azure Resource Manager templates. Templates can be helpful if you need to deploy resources
consistently and repeatedly You can setup Virtual machines and virtual network configurations in an Azure Resource Manager template.

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/microsoft-resources-move- regions
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-template
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/template-description
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Statements Yes No
You must provision an Azure Storage account for the O
SQL Server database migration. O
You must provision an Azure Storage account for the O O
Web site content storage.
You must provision an Azure Stordge account for the £ O
Database metric monitoring: .

1E fZ:

Statements
You must provision an Azure Storage account for the |
SOL Server database migration, 0

You must provision an Azure Stordge acoount-for the
Waeb site content storaga,

You must provision anAZure Storage aceount for the
Database metric monitoring. f

I
A

Explanation:

Statements SR _‘_\!‘ef No
You must provision an Azure Storage account for the 'IC: O
SOL Server database migration,

You must provision an Azure Storage account for the o O
Web site content storage.

You must provision an Azure Storage account for the O O
Database metric monitoring.

Topic 2, Litware, IncCase Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You
must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about
the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you
cannot return to this section.

To start the case study



To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information
such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent
tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview. General Overview

Litware, Inc. is a medium-sized finance company.

Overview. Physical Locations

Litware has a main office in Boston.

Existing Environment. ldentity Environment

The network contains an Active Directory forest named Litware.com that is linked to an Azure Active Directory (Azure AD) tenant named Litware.com. All users have Azure Active Directory Premium P2 licenses.
Litware has a second Azure AD tenant named dev.Litware.com that is used as a development environment.

The Litware.com tenant has a conditional ac#ess policy named capolicy1. Capolicy1 requires that when users manage the Azure subscription for a production environment by using the Azure portal, they must connect
from a hybrid Azure AD-joined device.

Existing Environment. Azure Environment

Litware has 10 Azure subscriptions that are linked to the Litware.com tenant and five Azure subscriptions that are linked to the dev.Litware.com tenant. All the subscriptions are in an Enterprise Agreement (EA).

The Litware.com tenant contains a custom Azure role-based access control (Azure RBAC) role named Role1 that grants the DataActions read permission to the blobs and files in Azure Storage.

Existing Environment. On-premises Environment

The on-premises network of Litware contains the resources shown in the following table.

Name Type =Ny -onfiguration
SERVER1 Ubuntu 18.04 vitual Theé Wtaahnathmes host a third-party
SERVER2 machines hosted on appmnamed App1.
SERVER3 Hyper-V Appliuses an external storage solution
that provides Apache Hadoop-
compatible data storage. The data

storage supports POSIX access control
list (ACL) file-level permissions.
SERVER10 Serverthatruns The server contains a Microsoft SQL
Windows Server 2016 Server instance that hosts two
databases named DB1 and DB2.

Existing Environment. Network Environment

Litware has ExpressRoute connectivity to Azure.

Planned Changes and Requirements. Planned Changes

Litware plans to implement the following changes:

Migrate DB1 and DB2 to Azure.

Migrate App1 to Azure virtual machines.

Deploy the Azure virtual machines that will host App1 to Azure dedicated hosts.

Planned Changes and Requirements. Authentication and Authorization Requirements Litware identifies the following authentication and authorization requirements:
Users that manage the production environment by using the Azure portal must connect from a hybrid Azure AD-joined device and authenticate by using Azure Multi-Factor Authentication (MFA).
The Network Contributor built-in RBAC role must be used to grant permission to all the virtual networks in all the Azure subscriptions.

To access the resources in Azure, App1 must use the managed identity of the virtual machines that will host the app.

Role1 must be used to assign permissions to the storage accounts of all the Azure subscriptions.

RBAC roles must be applied at the highest level possible.

Planned Changes and Requirements. Resiliency Requirements

Litware identifies the following resiliency requirements:



Once migrated to Azure, DB1 and DB2 must meet the following requirements:

- Maintain availability if two availability zones in the local Azure region fail.

- Fail over automatically.

- Minimize 1/O latency.

App1 must meet the following requirements:

- Be hosted in an Azure region that supports availability zones.

- Be hosted on Azure virtual machines that support automatic scaling.

- Maintain availability if two availability zones in the local Azure region fail.

Planned Changes and Requirements. Security and Compliance Requirements

Litware identifies the following security and compliance requirements:

Once App1 is migrated to Azure, you must ensure that new data can be written to the app, and the modification of new and existing data is prevented for a period of three years.
On-premises users and services must be able to access the Azure Storage account that will host the data in App1.
Access to the public endpoint of the Azure Storage account that will host the App1 data must be prevented.

All Azure SQL databases in the production environment must have Transparent Data Encryption (TDE) enabled.
App1 must not share physical hardware with other workloads.

Planned Changes and Requirements. Business Requirements

Litware identifies the following business requirements:

Minimize administrative effort.

Minimize costs.
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To provision the Azure AD identity: -_IM-I-QLOSQ-'EL | v

Crﬁﬁgﬁstem—g;ﬁigned Managed Service Identity
Create a usgr-_assIgned Managed Service Identity
Register each application in Azure AD

T'o authenticate request a token by using: v
An Azure AD v1.0 endpoint
An Azure AD v2.0 endpoint
An Azure Instance Metadata Service Identity
OAuth2 endpoint

1E fZ:

= Ml f

Create a system-assifined Managed Service Identity
Create a us?én’b Managed Service ldentity
Regj_g'egﬁ'ea; “application in Azure AD

To authenticate request a token hvuslﬁg* " | v
s b A An Azure AD v1.0 endpoint

lAn Azure AD v2.Qendpoint _ . _ _ _ _ _
I|An Azure Instance Metadata Service Identity |

OAuth2 endpoint — — — — — — — — T

To provision the Azure AD identity:

Explanation:

To provision the Azure AD identity: | v

|Create a system-assigned Managed Service Identity
Create a user-assigned Managed Service Identity
Register each application in Azure AD

To authenticate request a token by using: | | v
An Azure AD v1.0 endpoint

An Azure AD v2.0 endpoint

An Azure Instance Metadata Service Identity

M | Croso f't OAuth2 endpoint
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Service tieps Business Critical v
Business Cnitical

General Purpose

Hyperscale
Feature:  Failover grou v
mh
™ Geo-replicas

M I Cro S@ft Read scale-out

1E fiz:

Answer Area

Microsoft

Service tier Business Critical
Il Business Critical
| dté-ﬁmm

H}":‘.‘EI scale

Feature:  Failover gr

Read scale-out

Explanation:
Answer Are i, .. :
e BN licrosoft
Service tier:  Business Critical -
Feature:  Failover group ¥
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Scenario Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs =« v
attempting Internet access. AZUre Tl'afrc Analytics

AufESe

Azure DNS Analyucs
Visualize the VMs with their different processes and ‘ v
dependencies on other computers and external processes. [Azure Service Map

Azure Actmty Log

Azure Service Health

Azure Advisor

Scenario Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs > B '
attempting Internet access. :

Azure Service Endpoint Monitor
Azure DNS Analytics

Visualize the VMs with their dIﬁElEri‘“D[OEESEES and
dependencies on other computer‘sfand external processes.

. M |crosoft ot ii&f;‘ﬁ e

Explanation:




Scenario Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs v

attemptingInternet access. Azure Traffic Analytics
Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analytics

Visualize the VMs with their different processes and v
dependencies on other computers and external processes. [Azyre Service Map

Azure Activity Log

Azure Service Health

Azure Advisor

Box 1: Azure Traffic Analytics

Traffic Analytics is a cloud-based solution that provides visibility into user and application activity in cloud networks. Traffic analytics analyzes Network Watcher network security group (NSG) flow logs to provide insights
into traffic flow in your Azure cloud. With traffic analytics, you can:

Identify security threats to, and secure your network, with information such as open-ports, applications attempting internet access, and virtual machines (VM) connecting to rogue networks.

Visualize network activity across your Azure subscriptions and identify hot spots.

Understand traffic flow patterns across Azure regions and the internet to optimize your network deployment for performance and capacity.

Pinpoint network misconfigurations leading to failed connections in your network.

Box 2: Azure Service Map

Service Map automatically discovers application components on Windows and Linux systems and maps the communication between services. With Service Map, you can view your servers in the way that you think of
them: as interconnected systems that deliver critical services. Service Map shows connections between servers, processes, inbound and outbound connection latency, and ports across any TCP-connected architecture,
with no configuration required other than the installation of an agent.

References:

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics

https://docs.microsoft.com/en-us/azure/azure-monitor/insights/service-map
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Values Area
.. Wl ICFrOS 0
Web Application Firewall (WAF) Item Value
Azure Application Gateway . Azure senvi eﬁo
Azure Load Balancer ® ‘,e
w ure
&
Azure Traffic Manager 99 |
*
SSL offloading
URL-based content routing
1E fiz:
Values Answer Area
Web Application Firewall (WAF) Item Value

Azure Application Gateway ; Azure se G;uere Application Gateway |

Azure Load Balancer *
------------- Y\k , Web Application Firewall (WAF) |

Azure Traffic Manager

SSL offloading

[ URLbased centert fodiid_ I O Ot

Explanation:




Item

Azure service | Azure Application Gateway

Feature Web Application Firewall (WAF)

Box 1: Azure Application Gateway

Azure Application Gateway provides an application delivery controller (ADC) as a service. It offers various layer 7 load-balancing capabilities for your applications.
Box 2: Web Application Firwewall (WAF)

Application Gateway web application firewall (WAF) protects web applications from common vulnerabilities and exploits.

This is done through rules that are defined based on the OWASP core rule sets 3.0 or 2.2.9.

There are rules that detects SQL injection attacks.

References:

https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-faq

https://docs.microsoft.com/en-us/azure/application-gateway/waf-overview
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A. elasticjobs

B. Azure Data Factory
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Name Resource group Location
SQLswvr RG1 East US
SOlLswr2 RG2 West US
DYV ITRY) T avIZIE UTORICSRTRANL—SF7HO Y RRAEERATVET,
Name Resource group Location Account kind
StorageV?2 (general
storage1 RGT East US o)
storage2 | RG2 Central US BlobStorage
ROFIZRY Azure SQLT—EAR—RE#ER LEF T,
Name Resource group Server Pricing tier
SQLdb1 RG1 SQLsvr1 Standard
SQlLdb2 RG1 SQLsvr Standard
SQLdb3 RG2 SQlsvr2 Premium
Answer Area
Statements Yes No

When you enable auditing for SQLdb1, you'gan store the audit information to storagel. O O
M I C r O S O ft When you enable auditing for SQlLdb2, you can store the audit information to storage2. O O

When youepable 'Il.rdit'ing for SQLdb3, you can store the audit information to storage2. O O

Microso

Statements
When you enable auditing for SOLdb1, you ¢an store the audit information to storagel.

When you enable auditing for SOLdb2, you can store the audit information to storage2.

When you enable auditing for SQLdb3, you can store the audit information to storage2.

Explanation:
Box 1: Yes
Be sure that the destination is in the same region as your database and server.
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Box 2: No

Box 3: Yes

https://docs.microsoft.com/en-us/azure/sql-database/sqgl-database-auditing Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-auditing
https://docs.microsoft.com/en-us/previous-versions/azure/dn741340(v=azure.100)?redirectedfrom=MSDN
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Azure SQL Database elastic pools are a simple, cost-effective solution for managing and scaling multiple databases that have varying and unpredictable usage demands. The databases in an elastic pool are on a single
server and share a set number of resources at a set price. Elastic pools in Azure SQL Database enable SaaS developers to optimize the price performance for a group of databases within a prescribed budget while
delivering performance elasticity for each database.

Guaranteed 99.995 percent uptime for SQL Database

Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/database/elastic-pool-overview

https://azure.microsoft.com/en-us/pricing/details/sql-database/elastic/

https://www.azure.cn/en-us/support/sla/virtual-machines/

https://techcommunity.microsoft.com/t5/azure-sql/optimize-price-performance-with-compute-auto-scaling-in- azure/ba-p/966149
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Number of Host groups: -

T3 00 N =

Number of virtualkmachine scale sets: v

L = O

Microe
NumbeFo! host group

Number of virtual machine scale sets:

Explanation:

Number of host groups:

Number of virtualmachine scale sets:

Box 1: 3

Scenario: App1 must meet the following requirements:

Be hosted in an Azure region that supports availability zones.

Maintain availability if two availability zones in the local Azure region fail.

A host group is a resource that represents a collection of dedicated hosts. You create a host group in a region and an availability zone, and add hosts to it.

Use Availability Zones for fault isolation

Availability zones are unique physical locations within an Azure region. Each zone is made up of one or more datacenters equipped with independent power, cooling, and networking. A host group is created in a single
availability zone. Once created, all hosts will be placed within that zone. To achieve high availability across zones, you need to create multiple host groups (one per zone) and spread your hosts accordingly.

Box 2: 1

Scenario: App1 must meet the following requirements:

Be hosted on Azure virtual machines that support automatic scaling.

An Azure virtual machine scale set can automatically increase or decrease the number of VM instances that run your application. This automated and elastic behavior reduces the management overhead to monitor and
optimize the performance of your application.



Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/dedicated-hosts
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-autoscale- overview
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The Azure Databricks Data Science & Engineering data lands in a data lake for long term persisted storage, in Azure Blob Storage or Azure Data Lake Storage.
Reference:

https://docs.microsoft.com/en-us/azure/databricks/scenarios/what-is-azure-databricks-ws
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Grant permissions to allow the web a.o accesshg e AP .
' Azurc AD
Azure APl Management
* The web APls
w Token (JWT) validation policy by using: | Azure APl Management 5’_]
Azure AD
The web APis
IE fiZ:
Grant permissions to allow the web apps to access the web APis by using: | Azure AD i I
|
G 0 K I i Azure API Management
n ‘Ke ﬂ The web APIs
-]
aﬁ 2 JSON Web Token (JWT) validation policy by using: [ Azure APl Management \nj"_]
M . f Azure AD
ICrosoTt
The web APls
Explanation:
Answer Area
Grant permissions to allow the eass the web APIs by using:  Azure AD v
Cmﬁgure -g?w‘j%ﬁ\ policy by using: = Azure API Management pd
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Each level provides availability and performance tradeoffs. The following image shows the different consistency levels as a spectrum.

Strong Bounded Staleness Session Consistent Prefo Eventual

Note: The service offers comprehensive 99.99% SLAs which covers the guarantees for throughput, consistency, availability and latency for the Azure Cosmos DB Database Accounts scoped to a single Azure region
configured with any of the five Consistency Levels or Database Accounts spanning multiple Azure regions, configured with any of the four relaxed Consistency Levels.

Reference:

https://azure.microsoft.com/en-us/support/legal/sla/cosmos-db/v1_3/

https://docs.microsoft.com/en-us/azure/cosmos-db/consistency-levels#consistency-levels-and-latency

Hf: 130

Microsoft SQL ServerZ2 XT3 2RBET I VERFLTWWET, COREI L UICII2ODT—E2 T A RIDPEENFETT 1 DEBDT—F T4 RVI(2IZAT 77 A IULDRESIN 2D0BDT—3 T4 RVIZIET—2HRE
SNFET ., EELDTARIBLPAORYA—C FT AR TY,

BTARDZEIZTHF Yy aR) O—%2#HRITLIVELHYFET  TORI—F RETIVOLEMEGNTA—T U RERKRIZSEDHDIEDTHINIEGY FHA,

BTARVIZIEEDF v v aR) O—2HBIRETLLOIN?EEZETDICIE BULGR) D —FELWVT A RVICRS YT LTLESW, BR) O—(E 1B B#HE, FEFE2KFEFRALBEWNMEEAHY FT, O
DTUOVERTTDIZIE RAVEADRENN—ZF FSVTT 5N RV BO—ILTE2RLELNHLIEENHY FT,

ECEF LIRS FOAMESKET,

Policies Answer Area

© Leg: Policy
ReadOnly
t @ Data: Ralicy
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Explanation:

Log:

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sql/virtual-machines-windows-sql- performance
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Database:

A single Azure SQL database

Azure SQL Managed Instance
An Azure SOL Database elastic pool

Service tier:

Hyperscale
Business Critical
General Purpose
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Database:

Service tier:

Explanation:

Database:

Service tier:

Microsoft

A single Azure SQL database

a— w—

Azure SQL Managed Instance |

— — — —a— —_ -_— —_— _— —_— _— —_— — i — m— —

An Azure SOL Database elastic pool

— e e e s e s e sy

Business Critical

|
b b e e G G e G

General Purpose

A single Azure SQL database

Azure SQL Managed Instance
An Azure SOL Database elastic pool

=" MicrosdT

1l

Hyperscale

Business Critical
General Purpose

Box 1: SQL Managed Instance

Scenario: Once migrated to Azure, DB1 and DB2 must meet the following requirements:

Maintain availability if two availability zones in the local Azure region fail.

Fail over automatically.

Minimize 1/O latency.



The auto-failover groups feature allows you to manage the replication and failover of a group of databases on a server or all databases in a managed instance to another region. It is a declarative abstraction on top of
the existing active geo-replication feature, designed to simplify deployment and management of geo-replicated databases at scale. You can initiate a geo-failover manually or you can delegate it to the Azure service
based on a user-defined policy. The latter option allows you to automatically recover multiple related databases in a secondary region after a catastrophic failure or other unplanned event that results in full or partial loss
of the SQL Database or SQL Managed Instance availability in the primary region.

Box 2: Business critical

SQL Managed Instance is available in two service tiers:

General purpose: Designed for applications with typical performance and I/O latency requirements.

Business critical: Designed for applications with low 1/O latency requirements and minimal impact of underlying maintenance operations on the workload.

Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/database/auto-failover-group-overview

https://docs.microsoft.com/en-us/azure/azure-sqgl/managed-instance/sqgl-managed-instance-paas-overview
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Answer Area

Dev: |
Azure Disk Backup
Azure Backup for the virtual machines
Managed snapshots

Virtual machine restore points

Azure Disk Backup

Azure Backup for the virtual machines

Managed snapshots
Virtual machine restore points
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Managed snapshots

Virtual machine restore points

Prod: v
Azure Disk Backup

Azure Backup for the virtual machines
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Virtual machine resture points

Explanation:

m Microsoft

Dev: | Azure | Bagkup for the virtual machines

Prod: M,nmqed snapshots
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An unavailable virtual machine: | v |

Byte Count

Data Path Availability
Health Probe Status
Packet Count

SYN Count

More than 50,000 connection attempts per minute: | ] v |

Byte Count
Data Path Availability
Health Probe Status

e o Packet C
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An unavail virtual machine:

Health Probe Status
Packet Count
SYN Count

More than 50,000 connection attempts per minute: | v

Byte Count

Data Path Availability
Health Probe Status
Packet Count
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Al unavallable virtual machine: | Vv
Byte Count
ath Availability
»Probe Status

More than 50,000 conpecfios attem ] v
X % B S -
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Data Path Availability
Health Probe Status

Packet Count
SYN Count

Box 1: Data path availability

Standard Load Balancer continuously exercises the data path from within a region to the load balancer front end, all the way to the SDN stack that supports your VM. As long as healthy instances remain, the
measurement follows the same path as your application ' s load-balanced traffic. The data path that your customers use is also validated. The measurement is invisible to your application and does not interfere with
other operations.

Note: Load balancer distributes inbound flows that arrive at the load balancer ' s front end to backend pool instances. These flows are according to configured load-balancing rules and health probes. The backend pool
instances can be Azure Virtual Machines or instances in a virtual machine scale set.

Box 2: SYN count

SYN (synchronize) count: Standard Load Balancer does not terminate Transmission Control Protocol (TCP) connections or interact with TCP or UDP packet flows. Flows and their handshakes are always between the
source and the VM instance. To better troubleshoot your TCP protocol scenarios, you can make use of SYN packets counters to understand how many TCP connection attempts are made. The metric reports the
number of TCP SYN packets that were received.

Reference:

https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-standard-diagnostics
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Answer Area

Application1:

v

ENHﬁ ' f@ndard performance, Hot access tier, and Read-
accesstergre?rgd%t?ndant storage (RA-GRS) replication

BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Premium performance and Locally-
redundant storage (LRS) replication

General purpose v2 with Standard performance, Hot access tier, and
Locally-redundant storage (LRS) replication

Application2:

v

BlobStorage with Standard performance, Cool access tier, and Geo-
redundant storage (GRS) replication

BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Standard performance and Read-access
geo-redundant storage (RA-GRS) replication

General purpose v2 with Standard performance, Cool access tier,
and Read-access geo-redundant storage (RA-GRS) replication
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redundant storage (LRS) replication

General purpose v2 with Standard performance, Hot access tier, and
Locally-redundant storage (LRS) replication

Application2:

b

BlobStotage with Standard performance, Cool access tier, and Geo-
redundant storage (GRS) replication

BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Standard perfonnance and Read-access

1General purpose v2 wﬂh Sia ndard performance, Cool access tier, :
'and Read-access geo-redundant storage (RA-GRS) replication |
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Explanation:




Applicationt:

v

BlobStorage with Standard performance, Hot access tier, and Read-
access geo-redundant storage (RA-GRS) replication
‘BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication A

General purpose v1 with Premium performance and Locally-
redundant storage (LRS) replication

General purpose v2 with Standard perfonnancé} Hot access tier, and
Locally-redundant storage (LRS) replication
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BlobStorage with Standard performance, Cool access tier, and Geo-
redundant storage (GRS) replication

BluckBIanforage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Standard performance and Read-access
geo-redundant storage (RA-GRS) replication

General purpose v2 with Standard performance, Cool access tier,
and Read-access geo-redundant storage (RA-GRS) replication

Box 1: BloblBlobStorage with Premium performance and Zone-redundant storage (ZRS) replication.

BlockBlobStorage accounts: Storage accounts with premium performance characteristics for block blobs and append blobs. Recommended for scenarios with high transactions rates, or scenarios that use smaller
objects or require consistently low storage latency.

Premium: optimized for high transaction rates and single-digit consistent storage latency.

Box 2: General purpose v2 with Standard performance..

General-purpose v2 accounts: Basic storage account type for blobs, files, queues, and tables. Recommended for most scenarios using Azure Storage.

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview

https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
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To register the users for Azure MFA, use:

Azure AD Id'
Secunity defaults | in P_d_:ure

Per-user MFA |n thed, nagement Ul

To enforce Azure MFA authentication, configurel = ©, ©
“ “[Grant control in capolicy1

3@ Session control in capolicy1

Slgn-ln risk pullcy in Azure AD Identity Protection for the Litware com tenant

To register the users for Azure MFA, use:

Azure AD Identity Protection '

Security defaults in A Azure AD
Per-user MFA inthe MFA management Ul

To enforce Azure MFA authentication, configure:
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Explanation:

To register the users for Azure MFA, use:

To enforce Azure MFA authentication, configure™". | U R e
Grant control in capolicy1

Sessmn control in capnllw1
nri  Azure AD Identity

g ..1--1_ _-uud- Aoge,
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Box 1: Azure AD Identity Protection



Azure AD ldentity Protection helps you manage the roll-out of Azure AD Multi-Factor Authentication (MFA) registration by configuring a Conditional Access policy to require MFA registration no matter what modern
authentication app you are signing in to.

Scenario: Users that manage the production environment by using the Azure portal must connect from a hybrid Azure AD-joined device and authenticate by using Azure Multi-Factor Authentication (MFA).

Box 2: Sign-in risk policy...

Scenario: The Litware.com tenant has a conditional access policy named capolicy1. Capolicy1 requires that when users manage the Azure subscription for a production environment by using the Azure portal, they must
connect from a hybrid Azure AD-joined device.

Identity Protection policies we have two risk policies that we can enable in our directory.

Sign-in risk policy

User risk policy

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection- configure-mfa-policy
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection- configure-risk-policies
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& A Recovery Services vault

A Resource Guard
An Azure Site Recovery job

Microsoft Azure Backup Server (MABS)

The Microsoft Azure Recovery Services (MARS) agent
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Sub1:  The Microsoft Azure Recovery Services (MARS) agent

Sub2:' A Recovery Services vault
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role to use for the remedr

Microsoft Entra object and role-based access co r%?

A managed identity with the Contributor role

A managed identity with the User Access Administrator role
A service principal with the Contributor role

A service pnncrpal with the User Access Admmlstratﬂr mle
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Microsoft Entra object and role-based access condr

role to use for the regeg N sks: v |
W 'L Amanaged identity with the Contributor role ! |

09 A managed identity with the User Access Administrator role !

A service principal with the Contributor role |

'
\; ! A service principal with the User Access Administrator role

Explanation:

m Microsoft

Azure Policy effect to use: _Medify

Microsoft Entra object and role-based access contral (RBAC)
role to use for the remediation tasks: A managed identity with the Contributor role
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R=29y PRI T—RTSVEFERTHE EDLSGAMNIRX MEMIZOEAY EDLSHRAIXR FEIRIZDENDITL LI ?RIBZFFTEYGA T 3 VEERLTLEZEL,
IR LITIARA Y FAIMESINET,

Increate costs:  Ingestion x
Alerts

|Leg queries

Reduce costs: Alini w

Ingestion
Log queries




Answer Area

REQuce Cosls. fet
Ingestion

Log quenes

Explanation:

Answer Area

Ificrease costs 1 Ingestion

L ¥ E 1 i By
- Ny ( Reduce costs: | Alerts
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HiEt=lTAzure TR 9 ) T avEEHEHBTY,

Azure Container Apps Z{E A L T, App1.App2. App3 E WS ERTD 3 DDT TNV EHRKRA LT BFETT, SNoDT7 TIIZIE RDFY hT—0BRLAHY ET,
*App1E K VApp2ADINERD 5 DZEEGERI T A ESICRY b T—0 X2 ) T4 JIL—TF(NSG)ZERELFET,

*App3IZx LTIPY FLAKIRZREL S DREEKZEAIT B,

* App1 & App2BIDIERT E I EEIC T 51=HICNSGERELFT,

* App3ZAPP1E K UApp2M b ERIZHELET,

N7 FIIZIFE UTFTOavEa—T4 VI EHAHY T,

*TI)r—= a3 vEFICEMICEIYETOoNE OV Ea—T o I EREELET,

* App2 BIZHZ K108 D A ADedicated-D164 X4 VR EERELE T,

* App3[M (H1Z R K10{ED A £ ) Fxi# 1k S f=Dedicated-E1644 Y R 2 VAH#EHELEFT,

WERAVTFT7IIVREELD—/I/ 00— FTOT7 7/ ILOR/NMEEHERT IDLENHY FT AEHREIRETLLOIN?EETSICIE ABERTEUGA T a vEERL TS,
FCEfE LIRS MAMEShFET,

AnNswer Area

A .,

B A .
AT e %-'-ﬁ."ﬂi‘ Ml W eNT

Workload profiles

Ll.lr\.-—-__ Ly Wl — o
< 4



Answer Area

Container Apps environmaents 2 b

Waorkload profiles: 3 it
QJ | 1 2
= Microsoft R

Explanation:

Container Apps environments

Warkload prﬂ!llr-{ 3 -
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B t=XApp1 ZAzurelZ#1T73 5 FETY,

App1EIFIZ, EF 2T BLVAVTSATUOREREF TR N —2Y ) a—2 a3 VEHBRTINENRHYFET,
EDZATDRANL—VEHRIAREN FL A L—COBRZEDL S ITHETREN DAERHTEYGA T a3 v EBIRL TS,
EEE LIRS FOAMESNET,

Storage account type: | w
Premium page blobs

Premium file shares

Standard general-purpose v2

-

Configuration:

NFSv3
Large file shares

. _ | Hierarchical namespace
D Nicrrncntt P




Iicrosoft

Storage account type:

Premium page blobs
Premium file shares

e

Configuration:

!____

' NFSv3
Large flle shares
Hierarchical namespace

Explanation:

T

Storage account type: v

Premium page blobs
Premium file shares

Standard EMF@ rpose v2 £4

Configuration:

NFSv3
Large file shares
Hierarchical namespace

Box 1: Standard general-purpose v2

Standard general-purpose v2 supports Blob Storage.

Azure Storage provides data protection for Blob Storage and Azure Data Lake Storage Gen2.

Scenario:

Litware identifies the following security and compliance requirements:

Once App1 is migrated to Azure, you must ensure that new data can be written to the app, and the modification of new and existing data is prevented for a period of three years.
On-premises users and services must be able to access the Azure Storage account that will host the data in App1.
Access to the public endpoint of the Azure Storage account that will host the App1 data must be prevented.

All Azure SQL databases in the production environment must have Transparent Data Encryption (TDE) enabled.
App1 must NOT share physical hardware with other workloads.

Box 2: NFSv3



Scenario: Plan: Migrate App1 to Azure virtual machines.

Blob storage now supports the Network File System (NFS) 3.0 protocol. This support provides Linux file system compatibility at object storage scale and prices and enables Linux clients to mount a container in Blob
storage from an Azure Virtual Machine (VM) or a computer on-premises.

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/data-protection-overview
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EEHIL storagel &£ ULV5 LRiID Azure Data Lake Storage Gen2 7H > FE ST Azure Y TR 9 ) T 302 BEHTT,

Storage11Z(d Parquet7 7 1 WERDFHEBELRT T —2I DM INTULET,

BH FTLET—A4ZMYAH T S BEELETIT, EHNED F—4 [IMicrosoft Dataverse #3588 L _ Microsoft Power BIIZ & > THIEESNE T,

Microsoft Fabric ICHI LWWT—2MER LUV )2 —>a 2T 704 TR ELRHYVFET, SOV a—2 a3 VE UTOEHZHE-THENHY FT,

*T—ADERER/NRICINZ S,

*Power Bl TLHR— FEEKT HDITHHSEFEZRNRICINZ FT,

DataverseT—4 5B L Power BN o E SN -T—2 2FBAT (X AZ2FEAITNAELIVTIN?EET ST EAEBETEYGA T a v EBIRLTCES L 3 EE LIRSV CAMEShET,

Referends thae Dataverse data

Direct Lake
! A Onelake shortcut

A S0 analytics endpoint

fiam Power Bl k
Direct Lake

A Dnelake shortouwt

IISQL analytics endpoint
1E fi#:
Answer Area
Referengethelataverse data st
Direct Lake
A OneLake shortcut | .
f 1] _..' I'._;' _"P'"-_'l'. ol o -_-I Pl ] :.-:I.
T h ifoid S () |
ARG efifoir S O | 1L
Consume ™he transformed data from Power Bl : i bed
Direct Lake
_ﬁ (_]rmiaki shoftcut_
,{SC}L analytics endpoint |
Explanation:
ANSwer Area
Reference the'Dataverse data: A Onelake shortcut e
Consume the transformed data from Power B | A SQL analytics endpoint b

MVicrosoftt
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App 1 DIEFEH % 1=9 1= IZ  Azure Traffic Manager & Azure Application GatewayZ{EHT 2N ES M ZEEL TLVET,
BY—ERIZBHELRRINM VAR VZABIEW DTEIN?BEZT HICIE BEFCTEUGA T 3 VEERLTLEZEL,
ECEFE LIRS EAMESAhET,

Azure Traffic Manager

Azure Application Gateswsay:

IEfi:
Answer Area
Azure Traffic Manager:
Azure Application Gateway:
Microsoft
Explanation:
Answer Area
Azure Traffic Manager: 2 ¥
Adlie Bpgifation Gateway: 1 ¥
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Azure Storage7 h ™7 > L E#100f@&EF5TT,

ThoOU ADT O ERIE, Azure O—)LR—R T 5t X%l (Azure RBAC) DEIY H{TIZK>THIEESIhFT,

AL=CT7hO0 PRAOELZDY) ) —RIZEIYHBTHENEZZTICEDONT REFYLTEHEZERAT IV 21— a2 HETILEAHDYET,
HERIZIIMAZEDEIRETTLLOMN?EEZTLHICIE, AEFHTEDGBERRZZBATLIEZEL,



Answer Area

Implemnent role assignment conditions by using:

n _mttfiBute-based access ctml (ABAC)
Ke Shared access signatures (SAS)

rgn permissions to: [ Blobs ¥

w00

Implement role assignment conditions by using:

Agcess cuntml lists -.AELS]
“Attribute-based access control (ABAC)
Shared access signatures (SAS)

Assigrﬁr.missims:n: -
N\ |c£$f;t)"soft

Explanation:

=Microsoft

Implement role assignment cnnchtlpml:y ﬁiing: Access control lists (ACLs)

|ASsign permissions to:  Blobs
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Azure RBAC O—/)LE|Y U TEEETIMNENHYFET V21— avERIASLUVRAOEGHEEm-SHRTNEGZY FEFEA,
Role1D Ay hD—V8MEBO—ILIZH LT WK DDE|IYLETERET IBHENHY FEFIN?RETHICIE, BAEFETEHYLEBE ZERL TS,
S

'MlcrOSt) t

ety CostriDuthor
_. .cnﬂ
|

Bowet

_Fl'i

s
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HiEt=lTAzure TR ) T a v EHEEBTY,
HEIEX UTORIZSRT ESIZ 2D0DAzure7 T r—>a v ORFEEZHE L TULVET,

Name Logging requirement
e Logs must be routed to an external secustylirformation and event
App1 management (SIEM) solution,
* Logs must be in the ISONformiat.
be storéd for five years.
app2 | IR
PP ﬂogi GI’:GhS ormalt.

PHIREEEBHEL &7 TV r—2a v N ELWVEREICL—T 12T ENDELIICTEIRLENHYET,
ET TV =2 a VTR EDREEFERIANETLLOIN?EEZETHICE BULHEEEELWVT TYSr—2a3 VTR vy I LTLLEEN, &Y a—2a v 1B EHE, FEFE>KERLGEVMEELNHY F
T, AVTUVERTTBICE RAVEDREN—Z RS9 T TN RV O-ILTEVENHIBENHYFET,

ECEFEEICIRA Y EAMESAET,
Desunatlnns Answer Area

Eﬁ B i crosoftme | App: | |

i Archive to a storage account

App2: |

= = . |

i Stream to an event hub

P — e —— ——— — — — —

Jii Send to Log Analytics workspace ! App1| 3 Stream to an event hub

I__ - — _—

jis Archwe to a nﬂragr account | us
R App2: i Archive to a storage account

Microsoft

—
L N N

Explanation:



Destinations Answer Area
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I COBBIE RLCLFIAZRTT S EQEBO—ETYT, V) —XOEEMICIE BRON-BEZERT HAREEOHIBBDFBRENEFNATVET, —BOEME Y FMIEIEBOELWVERENHLHEE
NHYFEITH MMOBEMEY MIIEELWMERENGZWMEELHY FT,

SOV aVOEMICEELZRE TOEMICRSAZLETEFERA, TORE. ChoDBEMEILEa—EAICKTIINEEA,

HET-DRIE AzureSQLT—EARN—RX #EHT 5 S F S F 4 AzureAppServicef VR A VR ETITAA T EHI L EEBE L TULET, App Serviced VR A VAL AzureSQLT— A R—X LEFICT IOA INET,
E4LIZIE, AppServiced YRR U A EHEDAzUre!) =2 a VIZDHTTAATEHEVSIRFEGENHY £, App Serviced VRAVAD) V—RIE RLY—2aVIZHEETILELNHYFET,

RHEHZF/ TV a—2avEzBETLLLENHYFT,

FRREKR Azurel R O—A ZO 7 F I ERALTHGMZRET S LEZHEHLET,

NIFERZEZERLTLEIN?

A. [FL

B. LMV

IEfE: (EfEZRRLET)

Azure Resource Policy Definitions can be used which can be applied to a specific Resource Group with the App Service instances.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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I COEMEI RLCYFTUAZRTTS—EOEMO—TYT, V) —XDEEMICIE, BRON-BELTERT SAREEOH LI MEOBRENEENTUVET, —HMOEMEY MIZBEHOELWVERRENHDHIHE
NHYFTH MMOEMEY FZIXELWERRENGZVESENHY FT,

CDEVIVOBEMICRAEZELZRIE, TOBMICRSZLETEFRA, ZTOHBE. CNoDEBEMIELEa—ERAICKRTINELEA,

HE-DEMIE AzureSQLT—EARN—X F#FEHT % S E S FHAzureAppServicef VR AV RETITAA T BT L EEE L TULVET , App Serviced VX2 VR IE AzureSQLT—2 R—X LRIFICT IOA4 SNET,
B%tIZ1&, AppServiced Y X3 VR EHTEDAzUre) —2 a VIZOHTTAATEHEWVWSHRFNEBEELHY £, App Serviced VRARA VAN Y—RIX RL)—2 3 VICHEET DIRENHY ET,

B EGZRB-T V) 2a—2 a3 VBRI LIVNELNHDYET,

fERE AzurelRY O—Z#FERALT, UY—RTIL—TDiGfMzcRHTEIZLEHEHOLET,

NIFEREZERLTOVEIN?

A. [FL

B. L\ %

Ef#: (EfEZRTLET)

Azure Resource Policy Definitions can be used which can be applied to a specific Resource Group with the App Service instances.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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https://www.jpnshiken.com/q/68779-6420059/
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< ILF / — K Azure Kubernetes Service (AKS) 7 S RA—THRRA FEND VIILFEDaAVTF—IEEN=7TVDOERAEY ) 2—2a v FHRFLTWET V53R EF— /—FRIX 32O A%Y —VIZhEiEsnzE
T, 8BIZIE3IDDRY FAEENET,

TFITVDTOT4THERY FHRTRTORAIARY —VIZHBEINTWSZ LEE2ERTIDHELHY T,

ED AKS HREZFERAITNETI HV?

A EZFHITo0—7

B. Kubernetes 2> bO—5—4%4 7

C.T7TUFF7IA=ZTADARTYa—)L

D. ) -4 —&E%

IFfE: (EMEZRTLETD)
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Hit-ZAzure ETT—420MV ) a— 3 UERFLTWET,
UTDEHRZHE-TV)a1a—2avERETILELNHYFET,
*EBOANERZREYR—F

* Microsoft Power Bl & #t&

*EBOT—2 R RTITHIEG

*AfREEYR—FLET
HBRKICIXAZEHEIRETLLIN?

A. Azure SQLT—R RN—X

B. Azure HDInsight

C. Azure Databricks

D. Azure Data Lake Storage Gen2

IEf#: (EfEZRTmLET)

AR AZ-305JR B (XJPNTest.comigfit S  AZ-305J5RERICEKRT A EICRICI B ET ! JPNTest.comlFT S RHTAZ-305JRERAIREE #1244t L 9, JPNTest.com AZ-305JKERFAREE T SEHFSNFE L=,
C ZTCAZ305JfEENDTA CI VD UEFICANE T, RO 7 Y £ X _ https://www.jpntest.com/shiken/AZ-305J-mondaishu 874f5. 3 0% « A Ao > + $#5314%E|I5|a— F: JPNshiken|
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OTTNA RAZFRALTERINTWIEES A VERELTT,

HEFIFE NOTTNAADSEDT—E2 A M) —LZFNETEZTOC Y FEBELTLET,
UTDOREBERTTINNATS3A40V)a—L a3 EHETIVNELRAHYET,

*IOTTNA A LDT—2 R M) —LZERYAL,

CHEESAVEOEGORMNL BHELFORMBERET 5=HICT—2 0L HBETDH,
HANELORMIERINZGZEE, TOHERETEESA VD LRNT H=HICT ST EILTTLIZEL,
BEHCHT AHBERIECIIANEEHIRETLLOIN?EEZETSICIE BZHTEYLEREZ2RBATLE S,
ECEFE LIRS FOAMESNET,


https://www.jpnshiken.com/q/68779-6420061/
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https://www.jpntest.com/shiken/AZ-305J-mondaishu

Ingest the data streams:

Azure Cosmos DB
'Azure Event Hubs

T e

. “ Azure loT Central
\Q Flag the items:

Azure Cosmos DB
Azure Event Hubs

L IV
.Mlcr%r?’:ﬁnal

1E fiz:



Answer Area

Azurgtosmos DB

Azure Functions
Arure loT Central

Azure Stream Analytics

id@ntily defect v
Azure Cosmos DB
Azure Event Hubs
frlllflj'-F* F !;r]ffl:}"i'%
Azure loT Central
Flag the items v

Azure Cosmos DB
Azure Event Hubs
Azurafunctions

Porded lal Central

s - - - - S .
Explanation:
Answer Area
"r!-_':-'-*.‘ the data streams) Arure Event Hubs -
 [n ] fech @ Siream Analylics o
| it t T 1 *
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BtlE, Azure SQLT—A RN—X &9 S8k < 1 Azure App Serviced YRR VR ETTOATBHFETYT, SN oDApp Serviced VR A U RI(E Azure SQLT—AR—X EEBICT IO INET,
F4ti&, App Serviced YR A U R EYEEDAzUre) = 3 VICOATTALTEHEVSHRHEH LOBERRZE >TULET, App Serviced YV RFZ VAN Y —RIF BALY) =23 VRHICHEET ILENHY FT,
B EGERB-d-ODERRERET IVLENHYFT,

fRRE AzureR) O—ZFALTY V—RTIL—T DGR ZRFIMICIEET HE2HE8HLET,

INIFEEZEZERLTVSLERDTLLOIN?

A. LMVZR

B. &L

FfR:B(IAY FERET D)
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BRICIE ATORISTEY 4 > T L 2 XADMicrosoft SQL ServerT—2 A—2DT—2 ZFEMAT HApp1 E VWS RFDT TV 7= 3 ohHY FT,

Name V|cosoi§ize
DB1 450 GB
DB2 250 GB
DB3 300 GB
DB4 50 GB

Appl & T—RIE  BA1HOAMERASINE T, T— 2 EEBEE3IRULEMT 5 LIEFRINATLELA,

Bt (XApp1ZFAzUure ) T T 7 T ELTEETBMATEY I RTOT—2 ZAzurelCBITTHFER,

T—4 %Azure SQL DatabaselZH 1T A2WELAHY EFT , IR FEH/MRICHA V) a—LarvhROonEzT,
EDY—ERLRIVEFRITRETTMN?

A.DTUR—XDEXK

B.vCoreR—XDETRAY YT 4 AhIL

C. DTUR—XMIZ#E

D. vCoreR—X MiNA

IEfE: (EfZRmLFET)
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RORIZRT VY —REZEC Azure Y TR YT avhipyErd,
Name Type Description
VNet1 | Virtual network None
LB1 Public load balancer Includes a baflﬁl pofN faine-

VMSS1 | Azure Virtual Machine Scale Sets | Included in BP1
Connected to VNet1
NVAI1 Network Virtual Appliance (NVA) | Connected to VNet1
Performs security filtering of traffic for
VMSS1

NVAZ Network Virtual Appliance (NVA) | Connected to VNet1

Performs security filtering of traffic for
VMSS1

VMSS1 DZIELT T4 v 9% NVA1 ENVA2 2T HAA—R NS0T Y a—2a o a BRI A20ENHYET V) a1—2arTIE EBFHER/DMRICHNZSZBELHY £7,
HREIFICIMZEHIRETTH?

A F— koA O—F RS54

B.Azure 374w IRx—Tyv—

C.Azure 7 74— av 5—tozA
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D.7X—)L7AY kK7
FfE:D(OAA L REHRRT D)
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# L LV IPSCustomers T—AR—ZXAMNT— O O— FDFEICEDHLDE TR TEDLIICTBICIE EDKIL 2 DDNSGA—FHFZRET S ELXHENO LETM?
.CPUa7DEHEARBZEERT S

T—AR—ZADBRAT M XEEET D

T—AR=—ZRT V=T ZEDHRKR)V—RFBREEET S

T—AR—RA RS U I VBENORKEEEET S

EYSTONERAML—VDRKIEEZEET D

EfE: (EREETRLET)

mooO w >

B: 157

Azure Y TR 9 1) T 3 VIZIFE VNET1 EVWSERIDERERY FT7—2 &£ 10 BDEREBET L UNEFNATVET, ChH6DERET S UIE VNETT ICERSATULET,
A8 —3y MERATHREY LV VZEET LSOOV ) 2—2a vEHRATIREAHYET , COV1—2a VI UTOERZHERIRLENHY FT,

BT OADEEERIE, 2y b=V EGENFT SN DA, Azure BEREREL (MFA) #FERAL TEREESNHSDBELHY 9,

* ZEERETLSEZERA L TCPR— MM43IZHERT ARENHY ET,

*)1)2—>3 VI[ERDPESSHEHR— ML TWARELHY FT,

BEICIIMAZEDIRETETN?BETSHICIE BERTEUGA T a o EERLTLESY,

R LIRS MAMESNET,

Answer Arca

To provide acoess to virtuial machines on VNET1, use:
Azure Bastion

Justsgn-tirmes (I VM adcess

Azure WWebrApphcation Firewall PWAF) in Azwure Front Door

To EﬂfDl’CE_.ﬂn_..‘.Lll’E" MFA, use:
] | AN AZura ldentity Gavemnance access package

M I gm% ey that has the Cloud apps assignment set to Azure Windows WM Sign-in
| Acess icy that has the Cloud apps assignment set to Microsoft Azure Management

1E fi#:
Answer Area

To provide access to virtual machines on VNET1, use

Azure Bastion %, ™ " z
Just-in-timeLTH) WM access ij iﬂ ! o .
Aule et ?Ippfﬂ'ca'[‘l‘bn‘!—‘tréw.a!ll (WAF) lnAl_l._lnf Fromt 'i: [ D S

To enforce Azure MFA, use;

A ConditighallAccese policy that has the Cloud apps assignment set 1o Microsoft Azure Management

Explanation:


https://www.jpnshiken.com/q/68779-6420066/
https://www.jpnshiken.com/q/68779-6420067/

To provide access to virtual machines on VNET1, use:  Just-in-time JIT) MM access Y

lo enforce Azure MFA, use:  An Azure Identity Governance 8ccess package

Eﬁ:ﬁ: 158

App1 EWVWSERIDT TV r—2 3 0hHY ET, AppllE SFEMT7 —HA T ERENHDIOT I7AINEERLET , BT T 7M1 ILIEApPI1 THAMYAIRETHIMENHYF TN EETLHLETEFEEA,
T—AATIZEEDR L=V a—2aveaB8OLETMN?

A. 0% 7 7 4 JL%EAzureLogAnalytics 7 —49 AR— X [ZER Y AHET

B. AzureBlobR FL—CF7 v b ERRIR—ZADREFER) O—%2FERAT S

C.T7T—NAT7VREBEHERAT DL I ITER INIzAzureBlobR kL—S 7 AV FEFERT S

D. 7V RFIEHMNEMIZIE > TWVDAzure 7 7 A LEBZHEHT S

EfE: (EfEZRRLET)

Immutable storage for Azure Blob storage enables users to store business-critical data objects in a WORM (Write Once, Read Many) state.

Immutable storage supports:

Time-based retention policy support: Users can set policies to store data for a specified interval. When a time- based retention policy is set, blobs can be created and read, but not modified or deleted. After the retention
period has expired, blobs can be deleted but not overwritten.

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-immutable-storage
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TUOTUIRBBIZHEIT—FIN—REAzurelZBITTH5FETT,

UTDEBEREHET LT —EIR—RT—FXTIOF A EREATILELAHY ET,
AF—IVTYTERT—ULEIUEYR—MLET,
HEBMICRRIESNF=NY I Ty TEHR—FLET,
BR7I5TBOT—AR—REHR—KLFET,

254 VEEINEOLTP)IZ&KEIESNTINS Z &,
THAVIZIFAZEDEIRETLLOIN?EET HICE BEFTEUGERREZZEATSIZEL,
ECEFE LIRSV EAMEShET,


https://www.jpnshiken.com/q/68779-6420069/

Service: el ey
Azure SQL Database

Azure SQL Managed Instance
Azure Synapse Analytics

SQL Server on Azure Virtual'Machines

Service tier:

Basie

Business Critical
General Purpose
Hyperscale
Premium
Standard

Servigei (FrOSOTT

— o o oE— S o s

Azure SQL Managed Instance
Azure Synapse Analytics
SQL Server on Azure Virtual Machines

Service tier:

Basic
Business Critical
Lt‘ienerat Purpose

Py e —

Hyperscale

|
_____ o

Standard

Explanation:

Box 1: Azure SQL Database

Azure SQL Database:

Database size always depends on the underlying service tiers (e.g. Basic, Business Critical, Hyperscale).

It supports databases of up to 100 TB with Hyperscale service tier model.

Active geo-replication is a feature that lets you to create a continuously synchronized readable secondary database for a primary database. The readable secondary database may be in the same Azure region as the
primary, or, more commonly, in a different region. This kind of readable secondary databases are also known as geo-secondaries, or geo-replicas.

Azure SQL Database and SQL Managed Instance enable you to dynamically add more resources to your database with minimal downtime.

Box 2: Hyperscale

Reference:

https://docs.microsoft.com/en-us/azure/azure-sqgl/database/active-geo-replication-overview
https://medium.com/awesome-azure/azure-difference-between-azure-sql-database-and-sql-server-on-vm- comparison-azure-sql-vs-sql-server-vm-cf02578a1188
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KEI—DOYNIZEDODDT—E2 U A—FFBELTVET,

HiEt=lTAzure b TR ) T a v EHEEBTY,

T—AtE oA —EAZureRIDERERBT HV ) 12— a Vv EFRETIVENHYET . ZOV ) a—2aVIE UTOEHZF -ITRELAHYET,
*T—RAEUA—THRARINTWVWETTUN Azure BEUHDT—F 22 —THRRAFEINTWB Y Y—RIZTIECRATEEILEHERLET,
*Azure THRR FENTWBT7 TUDN  T—2 22 —THRA SN TWVWBD Y —RIZTICRATEDLZEEFERE LTS,

R RO RBRBRO—TEEBEYR—FLET,

*IFATOA—INIL—ILDEREREZYR—FLET,

EEEBOFHEZR/NRIZINZ S,

HERICIEMZEDHEIRETLLIN?

A. Azure Virtual WAN

B. 7 a—)IL7BY kK7

C.Azure VPN #— ko A

D.TH9RXRTLRIL—F

Eff:B(QAY FEHEKT D)
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H 1 1=1E Microsoft Entradl—H—5mA4 >S54 7 U — b #/Epk 2ABA T & %SaaS(Software as a Service) 7 71— 3 VEHREFLTWET, CDSaaS7IUFr— a3k, ZAVEFI Y FOWeb7 T EnNw o T
> FDOWeb APITHRENET Web7 TV (X BEET V77— FOEHLE(CWeb APIZFIALET,

SaaS7 I r—2 a3 DRI O—FHRHATILENHYVET , V) a—SaVEUTOEREEHL-TRENHY ET,

Ry HIYROY T IAPIZT H£RTBIIE, 91 T7 T IFOAUh 2R T 5 — h—4 V£ EM L TR AT 5 BEAHY £,

*zIT7IVE FEROLI—F—DIDEFAL CRAEFTOILENHY FT,

BEIIXMZEDODIRETLLOIN?EETSICE BERTEYGBREEZRBATZED,

o EFDMEAEDOETEICIRA U EAMESHET,
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Answer Area

he access tokens willgSgRnerated by _ Miceosoft Entra Il T
i Microsoft Entra ID
A web app
A web AP
P.ithorization decisions will be performed by: | A web API b !
Microsoft Entra ID
g A web app
- | A web AP|
Explanation:
Answer Area
Theatcess 1okéns will be generated by:  Microsoft E:~.:|5L§Z:' bl
Authorization decisions will be performed by: A web AP s
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Azure Traffic Manager performs the global load balancing of web traffic across Azure regions, which have a regional load balancer based on Azure Application Gateway. This combination gets you the benefits of Traffic

Manager many routing rules and Application Gateway's capabilities such as WAF, TLS termination, path-based routing, cookie-based session affinity among others.
Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/features
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Answer Area

Mobile devices must send the date te

Eg“rg EEE-:H Hubs
Azure Cosmos DB

Azure Event Hubs
Azure Synapse Analytics
Azure Table storage

To calculate the averageLPutilization and send the
results to the database, use f 5 Anahdics w
tics job

1Efig:
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M icr@|5@fnt*~t send the data to: [ ee e -]

Azlfe Costhos DB

Azure Synapse Analytics
Azure Table storage

To calculate the #V8rage QP utilization and send the
results to the database, use: _An ahvtics workspace
Ao Azure Stream Analytics job . — — —

An Arure Synapse Analytics workspace
A Microsoft Dataverse instance
A Microsaft Power Bl oroiect

Explanation:
Answer Area

MENIcYOsoft

Mobile devices must sendThe dat#fo:  Azure Event fubs >

To calculate the average CELutllization and send the
results to the database. use: | An Azure Synapse Analytics workspace i
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The Network Watcher Network performance monitor is a cloud-based hybrid network monitoring solution that helps you monitor network performance between various points in your network infrastructure. It also helps
you monitor network connectivity to service and application endpoints and monitor the performance of Azure ExpressRoute.

Note:

IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The information consists of direction, protocol, local IP, remote IP, local port, and remote port. If the packet is denied by a security group,
the name of the rule that denied the packet is returned. While any source or destination IP can be chosen, IP flow verify helps administrators quickly diagnose connectivity issues from or to the internet and from or to the
on-premises environment.

IP flow verify looks at the rules for all Network Security Groups (NSGs) applied to the network interface, such as a subnet or virtual machine NIC. Traffic flow is then verified based on the configured settings to or from
that network interface. IP flow verify is useful in confirming if a rule in a Network Security Group is blocking ingress or egress traffic to or from a virtual machine.

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview
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