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Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage
group memberships, access to enterprise applications, and role assignments. User's access can
be reviewed on a regular basis to make sure only the right people have continued access. Have
reviews recur periodically: You can set up recurring access reviews of users at set frequencies
such as weekly, monthly, quarterly or annually, and the reviewers will be notified at the start of
each review. Reviewers can approve or deny access with a friendly interface and with the help of
smart recommendations.
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Why are access reviews important?

"Azure AD enables you to collaborate with users from inside your organization and with external
users. Users can join groups, invite guests, connect to cloud apps, and work remotely from their
work or personal devices. The convenience of using self-service has led to a need for better
access management capabilities."
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-user-access-with-
access-reviews
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A: Application Proxy is a feature of Azure AD that enables users to access on-premises web
applications from a remote client. Application Proxy includes both the Application Proxy service
which runs in the cloud, and the Application Proxy connector which runs on an on-premises
server.

You can configure single sign-on to an Application Proxy application.

E: Add an on-premises app to Azure AD

Now that you've prepared your environment and installed a connector, you're ready to add on-
premises applications to Azure AD.

1. Sign in as an administrator in the Azure portal.

2. In the left navigation panel, select Azure Active Directory.

3. Select Enterprise applications, and then select New application.

4. Select Add an on-premises application button which appears about halfway down the page in
the On-premises applications section. Alternatively, you can select Create your own application at
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the top of the page and then select Configure Application Proxy for secure remote access to an
on-premise application.

5. In the Add your own on-premises application section, provide the following information about
your application.

6. Etc.

Incorrect:

Not C: Conditional Access policies are not required.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-add-on-
premises-application
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The Activity log is a platform log in Azure that provides insight into subscription-level events.
Activity log includes such information as when a resource is modified or when a virtual machine is
started.

Activity log events are retained in Azure for 90 days and then deleted.

For more functionality, you should create a diagnostic setting to send the Activity log to one or
more of these locations for the following reasons: to Azure Monitor Logs for more complex
querying and alerting, and longer retention (up to two years) to Azure Event Hubs to forward
outside of Azure to Azure Storage for cheaper, long-term archiving Note: Azure Monitor builds on
top of Log Analytics, the platform service that gathers log and metrics data from all your
resources. The easiest way to think about it is that Azure Monitor is the marketing name, whereas
Log Analytics is the technology that powers it.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/essentials/activity-log
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Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage
group memberships, access to enterprise applications, and role assignments. User's access can
be reviewed on a regular basis to make sure only the right people have continued access.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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Azure Traffic Manager performs the global load balancing of web traffic across Azure regions,
which have a regional load balancer based on Azure Application Gateway. This combination gets
you the benefits of Traffic Manager many routing rules and Application Gateway's capabilities
such as WAF, TLS termination, path-based routing, cookie-based session affinity among others.
Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/features
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Explanation:

To deploy at least three Azure Virtual WAN hubs in order to minimize latency by supporting
connections in three regions.

As for the SKU, the Basic SKU does not support ExpressRoute or site-to-site VPN connections,
so you would need to use the Standard SKU to meet all the requirements.
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Explanation:
https://learn.microsoft.com/en-us/azure/api-management/ip-filter-policy
https://learn.microsoft.com/en-us/azure/api-management/validate-jwt-policy
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Name Type Location
ASP-RG1 | App Service plan East US
KV1 Azure Key Vault East US
KV2 Azure Key \ault West Europe
App1 Azure Logic App< T O9West US
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Explanation:

Box 1: List

Get: Gets the specified Azure key vault.

List: The List operation gets information about the vaults associated with the subscription.
Box 2: Create

Create Or Update: Create or update a key vault in the specified subscription.

Reference:

https://docs.microsoft.com/en-us/rest/api/keyvault/
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https://learn.microsoft.com/en-us/azure/cosmos-db/introduction#key-benefits

- Gain unparalleled SLA-backed speed and throughput, fast global access, and instant elasticity.
Real-time access with fast read and write latencies globally, and throughput and consistency all
backed by SLAs

- Multi-region writes and data distribution to any Azure region with just a button.
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An email distribution group named IT Support must be notified of any issues relating to the
directory synchronization services.

Note: You can configure the Azure AD Connect Health service to send email notifications when
alerts indicate that your identity infrastructure is not healthy.

his occurs when an alert is generated, and when it is resolved.
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Range = Settings

Overvion Add tiles ® 0 You can provide feedback by doing a right click on any alert. Use the notification to get notified when there are new alerts,
Azure Active Directory Connect Servers [ | @ ) - OFF “
Notify All Global Administrators
2 g NAME TYPE SCOPE
FABVMO03 © Unhealthy
ADDITIONAL EMAIL RECIPIENTS
FABVMO02 @ Healthy ACTIVE ALERTS
varun@fabtoso.com
Azure AD Connect Sync Service isnotr.. @ Error FABVMO3
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Operations Add tiles ®

I RESOLVED ALERTS

Azure Active Directory Connect (Sync) Alerts
No items for this.

1 active
Active 1
Resolved from last 24 hours 0

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-operations
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Maintain service availability if an Azure region fails.
Maintain data availability if an Azure region fails.

Maintain service availability if an Azure datacenter fails.

Maintain data availability if an Azure datacenter fails.
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Explanation:

Box 1: Workspace replication

Enhance resilience by replicating your Log Analytics workspace across regions Replicating your
Log Analytics workspace across regions enhances resilience by letting you switch over to the
replicated workspace and continue operations if there's a regional failure Box 2: Availability zones
Availability zones are physically separate groups of datacenters within each Azure region. When
one zone fails, services can fail over to one of the remaining zones.

Availability zones works within a single region.



Azure App Service can be configured as zone redundant, which means that your resources are
spread across multiple availability zones. Spreading across multiple zones helps your production
workloads achieve resiliency and reliability. When you configure zone redundancy on App Service
plans, all apps that use the plan are made zone redundant.

Reference:

https://learn.microsoft.com/en-us/azure/azure-monitor/logs/workspace-replication
https://learn.microsoft.com/en-us/azure/architecture/web-apps/guides/enterprise-app-
patterns/reliable-web-app/dotnet/guidance
https://learn.microsoft.com/en-us/azure/reliability/reliability-app-service ?pivots=free-shared-basic
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With Azure Blueprints, the relationship between the blueprint definition (what should be deployed)
and the blueprint assignment (what was deployed) is preserved. This connection supports
improved tracking and auditing of deployments. Azure Blueprints can also upgrade several
subscriptions at once that are governed by the same blueprint.

Reference:
https://docs.microsoft.com/en-us/answers/questions/26851/how-is-azure-blue-prints-different-
from-resource-m.html
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In Azure SQL Database, you can configure a database with a long-term backup retention policy
(LTR) to automatically retain the database backups in separate Azure Blob storage containers for
up to 10 years.
https://docs.microsoft.com/en-us/azure/azure-sql/database/long-term-retention-overview
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This is a feature of Azure Monitor wherein you can use the Alerts feature. This is also mentioned
in the Microsoft documentation:

Responding to critical situations

n addition to allowing you to interactively analyze monitoring data, an effective monitoring solution must be able to
sroactively respond to critical conditions identified in the data that it collects. This couldsdse sending a text or mail to an
idministrator responsible for investigating an issue. Or you could launch an automated process that attempts to correct an

srror condition.

Alerts

Alerts in Azure Monitor proactively notify you of critical.conditions and potentially attempt to take corrective action. Alert
ules based on metrics provide near real tige aletting based on numeric values, while rules based on logs allow for complex

ogic across data from multiple séurges:

Alert rules in Azure Monitor use. actibn groups, which contain unique sets of recipients and actions that can be shared across
nultiple rules. Based on yourrequiremiénts| actionygroups-camyperform such actions as using webhooks to have alerts start
axternal actions or to integrate with your ITSM to0ls.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/overview
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Collaborate with any partner using their identities

With Azure AD B2B, the partner uses their own identity management solution, so there is no
external administrative overhead for your organization. Guest users sign in to your apps and
services with their own work, school, or social identities.

The partner uses their own identities and credentials, whether or not they have an Azure AD
account.

You don't need to manage external accounts or passwords.

You don't need to sync accounts or manage account lifecycles.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b
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Azure Key Vault logging

After you create one or more key vaults, you'll likely want to monitor how and when your key
vaults are accessed, and by whom. Enabling logging for Azure Key Vault saves this information in
an Azure storage account that you provide.

Azure Key Vault activity can be monitored by checking the Key Vault activity log. By enabling
logging, you can track access to your secrets and other Key Vault resources, including who
accessed them, when they accessed them, and the specific actions performed.

Reference:

https://learn.microsoft.com/en-us/azure/key-vault/general/logging?tabs=Vault
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Tools Answer Area
AzCopy |

'Azure Cosmos DB Data M'igraﬁofn Tool -
‘ - u From'the SQUServer 2014 database:
\Data Management Gateway

| : ! : . e
‘ =\ Frofn the e jn thé SQL Server 2016 database:

1F fiZ:

Tools Answer Area
AzCopy |

From the SQL Server 2014 database: |Data Migration Assistant
Data Management Gateway
From the table in the SQL Server 2016 database: |/Azure Cosmos DB Data Migration Tool

Explanation:

Box 1: Data Migration Assistant

The Data Migration Assistant (DMA) helps you upgrade to a modern data platform by detecting
compatibility issues that can impact database functionality in your new version of SQL Server or
Azure SQL Database. DMA recommends performance and reliability improvements for your
target environment and allows you to move your schema, data, and uncontained objects from
your source server to your target server.

Box 2: Azure Cosmos DB Data Migration Tool

Azure Cosmos DB Data Migration Tool can used to migrate a SQL Server Database table to
Azure Cosmos.

Reference:

https://docs.microsoft.com/en-us/sqgl/dma/dma-overview
https://docs.microsoft.com/en-us/azure/cosmos-db/cosmosdb-migrationchoices
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Azure Services Answer Area

'Azure Event Grid |

Azure Event Hubs
Azure Functions
Azure Monitor Logs

'Azure Notification Hubs:



Azure Services Answer Area

Azure Event Grid
Azure Event Hubs

Azure Functions

Azure Monitor Logs

Azure Notification Hubs

y re
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Azife EyentHubs |
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*oCoft (Azure Functions

|
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.

Explanation:

Box 1: Azure Event Hubs

You can route Azure Active Directory (Azure AD) activity logs to several endpoints for long term
retention and data insights.

The Event Hub is used for streaming.

Box 2: Azure Function

Use an Azure Function along with a cosmos DB change feed, and store the data in Cosmos DB.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-activity-logs-
azure-monitor
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Compare vCore and DTU purchasing models

The vCore purchasing model used by Azure SQL Database provides several benefits over the
DTU-based purchasing model:

* Higher compute, memory, 1/O, and storage limits.

* Choice of hardware configuration to better match compute and memory requirements of the
workload.

*-> Pricing discounts for Azure Hybrid Benefit (AHB).

* Etc.

Note: Azure Elastic Pools:

* A deployment option that allows you to share a pool of resources (such as CPU, memory, and
storage) across multiple databases.

*-> |deal for scenarios where you have multiple databases with varying levels of usage, and you
want to optimize resource utilization and reduce costs.

Reference:
https://learn.microsoft.com/en-us/azure/azure-sql/database/service-tiers-sql-database-vcore
https://learn.microsoft.com/en-us/answers/questions/1523610/diff-between-azure-elastic-pools-
and-standalone-db
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Answer Area

In Microsoft
Entra ID: v

A managed identity
An access package
An app registration
| An enterprise application

On-premises: A D %
| A server that runs Windews Server and has the Microsoft Entra Application Proxy connector installed
A server that runs Windows Server and has the on-premises data gateway (standard mode) installed
A server that runs Windows Server and has the Web Application Proxy role service installed

EfiE:
Answer Area

In Microsoft
Entra ID: v
|3 panaged idepling. 4

| Arhactess patkage
An app registration

| An enterprise application, <

v

On-premises:

[ A server that runs Windows Server and has the Microsoft Entra Application Proxy connector installed
A server that runs Windows Server and has the on-premises data gateway (standard mode) installed
A server that runs Windows Server and has the Web Application Proxy role service installed
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EDAPI ZHBEIRETLLIHA?

A. Apache Cassandra

B. PostgreSQL

C. MongoDB

D. NoSQL
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Store data relationally:

- NoSQL stores data in document format

- MongoDB stores data in a document structure (BSON format)
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Support SQL Queries:
- Apache Cassandra uses Cassandra Query Language (CQL)
https://learn.microsoft.com/en-us/azure/cosmos-db/choose-api
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Name Description =
o Will batch process files as they arrive ifi@ sto a{]' :
App1 o Will process short-lived tasks

* Will scale automatically

* Will be based on multiple migreservices
App2 * Will process long-liwveditasks
* Will scaleafomatically

o Will progess large datasets overnight by using an existing
App3 custom runtime

* Will process short-lived tasks
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Recommendations Answer Area

Azure App Service Recommendation
Azure Batch | App1:

Azure Container Instance App2:

Azure Functions I | App3:

Azure Kubernetes Service (AKS)
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Recommendations Answer Area

| Azure App Service Recommendation

App1: ‘ Azute Container Instance

App2: "-Agure Kubernetes Service (AKS) ‘

I»’-‘»\zure Functions App3: F-Azure Batch

Azure virtual machines
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The contents of your key vault are replicated within the region and to a secondary region at least
150 miles away but within the same geography. This maintains high durability of your keys and
secrets. See the Azure paired regions document for details on specific region pairs.

Example: Secrets that must be shared by your application in both Europe West and Europe
North. Minimize these as much as you can. Put these in a key vault in either of the two regions.
Use the same URI from both regions. Microsoft will fail over the Key Vault service internally.
Reference:

https://docs.microsoft.com/en-us/azure/key-vault/general/disaster-recovery-guidance
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Answer Area Microsoft

To collect the event logs:

Azure Event Grid
Azure !:_ig__hthcruse
Azure Purview

To support the DCRs: v

The Log Analytics agent
The Azure Monitor agent
The Azure Connected Machine agent

Answer Area

To collect the event logs:

Azure Event Grid-y |

A.i_ure__!_._lg'_l'lghﬁﬁse
Azure Purview

To support the DCRs: v

The Log Analytics agent
The Azure Monitor agent
The Azure Connected Machine agent

Explanation:

Box 1: Azure Lighthouse

To send data across tenants, you must first enable Azure Lighthouse.
Box 2: The Azure Monitor Agent
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Answer Area IVIICI

Upload and transform the data:

Azure Data Box Gateway
Azure Data Share
Azure Synapse pipelines

Provide restricted access:

Azure Data Box Gateway
Azure Data Share

Azure Synapse pipelines

Answer Area

Upload and transformthedata: % 1=
Azure Data Box Gateway
Azure Data Share

Provide restricted access:

Azure Data Box Gateway
Azure Data Share
Azure Synapse pipelines

Explanation:
For ETL operations use Azure Data Factory and Azure Synapse Pipelines are based on Azure
Data Factory.



Source: https://learn.microsoft.com/en-us/azure/synapse-analytics/data-integration/concepts-
data-factory-differences For restricted access use Azure Data Share:

Azure Data Share enables organizations to securely share data with multiple customers and
partners. Data providers are always in control of the data that they've shared and Azure Data
Share makes it simple to manage and monitor what data was shared, when and by whom.

In this case snapshot-based sharing should be used.

Source: https://learn.microsoft.com/en-us/azure/data-share/overview
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Answer Area
To where will KV1 fail over? v

A server in the same availability set
A server in the same fault domain
A server in the paired region

A virtual machine in a scale set

During the failover, which request type will be unavailable? v

Get

List
R~ e~ r
Microsott \[’)Vege

Unwrap

‘Backup

Decrypt

Encrypt

1Efig:
Answer Area

To where will KV1 failg}}ﬁiz‘;’ﬂ?E Cros @%i

A server in/fthe same availability set

A server in the same fault domain

Asselver in the paired region

Awirtual machine in a scale set

During the failover, which request type will be unavailable? v

Get

List
Wrap
Delete
Unwrap
Backup
Decrypt
Encrypt

Explanation:

Box 1: A server in the same paired region

The contents of your key vault are replicated within the region and to a secondary region at least
150 miles away, but within the same geography to maintain high durability of your keys and
secrets.

Box 2: Delete

During failover, your key vault is in read-only mode. Requests that are supported in this mode
are:

* List certificates

* Get certificates

* List secrets

* Get secrets

* List keys

* Get (properties of) keys



* Encrypt

* Decrypt

* Wrap

* Unwrap

* Verify

* Sign

* Backup

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/disaster-recovery-guidance
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Orchestration modes for Virtual Machine Scale Sets in Azure

Supported by Uniform orchestration for scale sets

* 5 update domains

Reference:
https://learn.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-
orchestration-modes
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Services Answer Area
Web Application Firewall (WAF) Azure service: Service
Azure Application Gateway Feature: Service

Azure Load Balancer

Azure Traffic Manager

SSL offloading

URL-based content routing

1E fiz:
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Services Answer Area

Azure service: Azure Application Gateway ‘
Featurer .. Web Application Firewall (WAF) ‘

Azure Load Balancer

Azure Traffic Manager
SSL offloading

URL-based content routing

Explanation:

Box 1: Azure Application Gateway

The Azure Application Gateway Web Application Firewall (WAF) provides protection for web
applications. These protections are provided by the Open Web Application Security Project
(OWASP) Core Rule Set (CRS).

Box 2: Web Application Firewall (WAF)

Reference:
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/application-gateway-
customize-waf-rules-portal
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Azure Resource Policy Definitions can be used which can be applied to a specific Resource
Group with the App Service instances.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Answer Area

Windows registry changes: v

Azure Automation Change Tracking
Azure Monitor Change Analysis
Azure Monitor for VM Insights

DNS settings changes: v

Azure Automation Change Tracking
Azure Monitor Change Analysis
Azure Monitor for VM Insights

Answer Area

Windows registry changes: v

Azure Autq_m_dﬂbﬁ Change Tracking
Azure Monitor Change Analysis
Azure Monitor for VM Insights

DNS settings changes: v

Azure Automation Change Tracking
Azure Monitor Change Analysis
Azure Monitor for VM Insights

Explanation:

Box 1: Azure Automation Change Tracking

Changes to the Windows registry on the virtual machines

Change Tracking and Inventory in Azure Automation

This feature tracks changes in virtual machines hosted in Azure, on-premises, and other cloud
environments to help you pinpoint operational and environmental issues with software managed
by the Distribution Package Manager. Items that are tracked by Change Tracking and Inventory
include:

Windows software

Linux software (packages)



Windows and Linux files

*-> Windows registry keys

Windows services

Linux daemons

Box 2: Azure Monitor for VM Insights

Changes to the DNS settings of the virtual machines

VM insights provides a quick and easy method for getting started monitoring the client workloads
on your virtual machines and virtual machine scale sets. It displays an inventory of your existing
VMs and provides a guided experience to enable base monitoring for them.

Reference:

https://learn.microsoft.com/en-us/azure/automation/change-tracking/overview
https://learn.microsoft.com/en-us/azure/azure-monitor/vm/vminsights-overview
https://learn.microsoft.com/en-us/azure/azure-monitor/change/change-analysis
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The Microsoft identity platform provides support for specific identity types:

- External identities in Azure AD for partners (users outside of your organization)
https://learn.microsoft.com/en-us/security/zero-trust/develop/identity-supported-account-types
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Resources Answer Area

| An Azure Migrate appliance sub1 Y

: An Azure Migrate project [ — ATIET S A B LY BTN |

Cluster1: \
| An Azure VMware Solution private cloud
]
| An Azure VMware Solution host (N
1F fiZ:
Resources Answer Area

Sub1: ’ An AZure Migrate project

Cldter: ’An Azure Migrate appliance

’ An Azure VMware Solution private cloud

\ AnAzird VWETd SoLEidRnost

Explanation:

Assuming that the agentless migration is the optimal way to reduce admin effort. You need a
Migrate Project in Azure, and a Migrate Appliance (VM) in the on-prem host to discover and
assess the rest of the VMs.
https://learn.microsoft.com/en-us/azure/migrate/server-migrate-overview#compare-deployment-
steps
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Prod: v
Azure Disk Backup

Azure Backup for the virtual machines

Managed snapshots

Virtual machine restore points

Dev: \ v
Azure Disk Backup

Azure Backup for the virtual machines

Managed snapshots

Virtual machine restore points

EfZ:



Answer Area

Prod: v
Azure Disk Backup

Azure Backup for the virtual machines

Managed snapshots

Virtual machine restore points

L

Dev: v
Azure Disk Backup

Azure Backup for the virtual machines

Managed snapshots

Virtual machine restore points

Explanation:

Box 1: Azure Backup for virtual machines

The deployment of App1 to Prod will use shared disks on the virtual machines.

Ensure that the virtual machines in Prod are backed up every four hours.

If you require application-consistent backup of virtual machine including the data disks, or an
option to restore an entire virtual machine from backup, restore a file or folder, or restore to a
secondary region, then use the Azure VM backup solution Note: Azure Backup offers side-by-side
support for backup of managed disks using Disk Backup in addition to Azure VM backup
solutions. This is useful when you need once-a-day application consistent backups of virtual
machines and also more frequent backups of OS disks or a specific data disk that are crash
consistent, and don't impact the production application performance.

Box 2: Managed snapshots

The deployment of App1 to Dev will use multiple disks on each virtual machine.

Ensure that the virtual machines in Dev support up to three on-demand backups per hour.
Reference:

https://learn.microsoft.com/en-us/azure/backup/backup-azure-vms-introduction
https://learn.microsoft.com/en-us/azure/backup/disk-backup-overview
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Answer Area

Statements Yes No

You must provision an Azure Storage account for the SQL Server database migration.
You must provision an Azure Storage account for the Web site content starag

You must provision an Azure Storage account for the Database metric monitoring.

EfiZ:
Answer Area

Statements Yes No

You must provision an Azure Storage account for the SQi Server database migration.
You must provision an Azure Storage account for the Web site content storage. L

You must provision an Azure Storage account for the Database metric monitoring.

Explanation:

Box 1: Yes

Minimize downtime, so needs to be an online migration.

For online migrations from SQL Server to SQL Managed Instance using Azure Database
Migration Service, you must provide the full database backup and subsequent log backups in the
SMB network share that the service can use to migrate your databases.

When configuring the migration, you need to select the Azure Storage Account that DMS can
upload the backup files from the SMB network share to and use for database migration. We
recommend selecting the Storage Account in the same region as the DMS service for optimal file
upload performance.

Box 2: No

Web site content must be easily updated from a single point -> Azure App Services Unpredictable
workloads -> The Standard plan includes auto-scale which can automatically adjust the number
of virtual machine instances running to match your traffic needs.

Box 3: No

You can stream SQL diagnostic telemetry to the following destinations:

- Log Analytics and SQL Analytics

- Event Hubs

- Azure Storage

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/migrate-to-vm-from-
sql-server#choose-a-migration-method
https://docs.microsoft.com/en-us/azure/app-service/deploy-continuous-deployment?tabs=github
https://docs.microsoft.com/en-us/azure/azure-sql/database/monitor-tune-overview
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Application is single tenant so users must be in the same directory as the home tenant
https://docs.microsoft.com/en-us/azure/active-directory/develop/single-and-multi-tenant-apps
Azure AD entitlement management uses Azure AD business-to-business (B2B) to share access
S0 you can collaborate with people outside your organization. With Azure AD B2B, external users
authenticate to their home directory, but have a representation in your directory.
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-
external-users
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Azure Data Factory - using Data Factory pipelines. Data Factory pipelines can copy data from
Azure Blob Storage to an Azure SQL Database. The configuration pattern applies to copying from
a file- based data store to a relational data store.
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https://learn.microsoft.com/en-us/azure/data-factory/tutorial-copy-data-dot-net
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Isolated from VNet1 and VNet2

Workspacel | Log Analytics Stores logs collected from the virtual machines
workspace on all the wvirtual networks

VNet1, VNet2 VNet3 [CIEZNZNEHDORBET S UM ERINATVET  RET D VISLFITE
RIZ Azure DNS 4 —EXZ#EHL T,

ROBHZFET=9 Azure Monitor A JL—FT 4 29 V1) a— 3 U EHRETLIVNENHYET,
-RET I UM BUE S Workspacel IZiE{E S f=0 45 A Microsoft /Ny I R—> Ry b —
IRBBATIL—T1TENBE5I2LET,

- EBEEXER/RICIZ

HREBEICIIMEESDHIRETIMN AZTSICE BETY 7 TEULGA T a vEERLT
{fE&ELy,

Minimum number of Azure Monitor Private Link Scope (AMPLS) objects:

Microsoft

Minimum number of private endpoints:




Answer Area
Minimum number of Azure Monitor Private Link Scope (AMPLS) objects: -
1
2
3
Minimum number of private endpoints: v |
1
2
3
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ROBH -3 ATAEDEL Azure SQL T—RAR—X EHHATIOILELNHY FT,
-T—AR=—RDLTYHBD Tz A NA—N—F, T—2EBEKLELTEITINIBLELHY F
ER

-V—UNEBELELEGETHL T — 2 AN—R A AMRKEEZHEF T IRELNHY FT,

- AR MERDRICHIZ DBELHY FT,

EDQDRRAF T avaERTILENHY FTH?

A. Azure SQL Managed Instance EHRX U 1) T4 AL

B. Azure SQL Managed Instance L

C.Azure SQL T—AR—X EVRR VT4 hl

D. Azure SQL T—A2 R—X $—/\—L R

EfR: (EffZzRTLET)

To prevent Data Loss, Premium/Business Critical is required:

The primary node constantly pushes changes to the secondary nodes in order and ensures that
the data is persisted to at least one secondary replica before committing each transaction. This
process guarantees that if the primary node crashes for any reason, there is always a fully
synchronized node to fail over to.
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r—AXR XA T 41 - Litware

BFEDIRE

AzurelRiz

Litware [Z(& Litware.com T+ > M2 v &t Azure TR 5 1) T3 oA 10

# _devlitware.com T2 Mz v o Enf=Azure Y TR Y T aonhs58EHYET,. i
DY TRY 1) T3 UIEF T Enterprise Agreement (EA) IZIIA L TWVET,
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litware.com 77 > ;ZIE, Azure Storage A BLOB & 7 7 A JLIZ% 9§ % DataActions 3+ HX Y
T AHFAZEFET S Rolel EWVSERINDHRAZ L Azure A—)LR—ZXD T 4t R HlfiH
(Azure RBAC) A— L& FENTUWET,

T I RERE

Litware DAV TL IR 2y hT—JI2IE RORIZCTKT IV Y—ANEENTNET,

Name AN~V cntt Configuration
SERVER1 Jbuntu 18.04 virtual The virtual machines host a
SERVER2 machines hosted on Hyper-V. | third-party app named App1.
SERVER3 App1 uses an external storage

solution that provides Apache
Hadoop-compatible data
storage. The data storage
supports POSIX access control
list (ACL) file-level

permissions.
SERVER10 Server that runs Windows The server contains a
Server 2016 Microsoft SQL Server instance

that hosts two databases
named DB1 and DB2.

v FI—VIRE

Litware [ Azure ~ ExpressRoute #E#i & A2 TLVET,

EESN-ZEREEEYH

Litware [FRDEEZEET HFETT,

*DB1 & DB2 % Azure IZBITLE T,

*App1 # Azure [REET > UIZBBITLET,

*Appl THEASINBZNER b L— % Azure Storage IZHBITLET,

*App1 Z/RRA b9 % Azure (R % Azure ERARR MZF7784 LET,

FORE & AFEDEN

Litware Tl ROPBIAH K URBOEHELFANSNET,

*Azure R—A )L EZFERAL CGERREZEET 51— —DH&HH /N1 T v F Azure AD ST
INA AH S 3K L . Azure Multi-Factor Authentication (MFA) Z{# A L CREET A2 HEAH Y F
ER

*FRTDAzure Y TR ) T3 VAT RTORERY b7 —Y 12T HHEBRERY FT—
VEBEINETBHICIE, 2y FT—U HREREDHEAAA RBAC O—/)LEZEHT LILELND
YET,

*Azure AN Y —RIZT IR T BIZIE Appl (FT7 TV ERR T HHERETLOODIR—D R
ID #FHATI2LENHY FT,

*RBAC A—JLITATEEGRY ZE LANILTERT HARENHY FT,

EENEH

Litware Tld ROEIEHEHEZHELTUVET,



*Azure (21T L1=5 DB1 & DB2 [IRDEBEH/ZFH-THELHY FT,

-A—AJ)L Azure Y= 3 VAD 2 DDAV —VICEENRLE LGS T ATAMEH#EF
LET,

-BEIMIC T IILA—I—LET,

-0 LA T ERMRICINZAEFT,

*Appl [FRDEBEHZFHI-LTVWEIRELNHY FT,

-A Al - E Y R— T B Azure ) -2 3 U THRA RSN B,

-BMRT )0 EYR— T B Azure (RET LU THRR FEShFET,

-A—AJ)L Azure Y= 3 VAD 2 DDAV —VICEENERLE LGS T ATAMEHIE
LET,

XA TALEAVTSATUORDEYR

Litware TlX RDEFXF21) T4 LAV TSA4AT7U0RDEREHELTVET,

*Appl Z# Azure IZBITLIED HLWT—2 27 JVICESAL LN TE FIRT—2 LBRE
T—ADEENIERMBLEINDLSIZTTIRENHY FET,
*FUOTLIRADA—HY—¢EHY—ERF Appl TT—E2EHRAMT D Azure ARL—C 7HD
VHMITOERRTEZRELRHYET,

*Appl T—REZHRRA T B Azure R b L—2D AU MDINT )y T RRA D bADT Y
T REHLET HILELAHY FT,

*SBERREADTARTO Azure SQL T—H2 X—X T BiBMLET—4 8BSt (TDE) AERIZH -
TWARENRHYET,

*Appl (FMEDT— o A— R EYBN—FOT7EZHELTERY FHA,

ECRRAEHR

Litware TIX ROE DR ABHIMEESNTIVET,

CEBEFOFHERNDRICIMZFES,

*AX MER/MRICHIZET,

Ry FRARy BT SHER

App1 % Azure IZB1TT H5FETT,

Appl ICEATAMY ) 2a—2 3 VEHETLIWELAHYET VI a—2 a3 VIEEENEHZR
I BENHYET,

HRBEICEIAIZEHIRETTMN? AETSICE BZEI) 7 TEUGLF T a vEERLT
1A

FEELWMEBIRSEICT ARSIV B EShET,



Answer Area

Number of host groups: v
m Migrosof

Number of virtual machine scale sets:

1F fi#:
Answer Area

Number of host groups:

1
2
13
6
Number of virtual machine scale sets:
0
: i 1
Microsoft 3
Explanation:
Box 1: 3

Need three host groups to meet the third scenario requirement below.
Scenario: App1 must meet the following requirements:

- Be hosted in an Azure region that supports availability zones.

- Be hosted on Azure virtual machines that support automatic scaling.
-Maintain availability if two availability zones in the local Azure region fail.
Box 2: 3

The availability setting of your host group should match your scale set.



* The host group and the scale set must be using the same availability zone.

* The fault domain count for the host group level should match the fault domain count for your
scale set.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/dedicated-hosts
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EDEED Azure AAL—D 7HAD U RETAED I Z VI TEIRELRHY FTH?

A ZERRA v2

B.7LX7LA JOv% BLOB

C. 7L =7, R— BLOB

D. 7JLET7LI77A4ILEE

IEfE: (EfEZERTLET)

Premium block blobs offer significantly lower and more consistent latency than standard block
blobs via high-performance SSD disks
https://learn.microsoft.com/en-us/azure/storage/blobs/storage-blobs-latency
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BHICERORICSRTEMALGHY F£9,
Division | Azure Azure AD tehantOs0T1
subscription

| East Sub1 Contoso.com
t 4

Sub11Z(E_ App1& LyS & HiTMAzure App Service Web7 U A& FENTLNE T Appllk, vy
IWTF 2 baA—H—F85EICAzure ADZ{ER L £ 9, contoso.com® 1—H —I[ZApp1IZxt L TEEE

TEET,
fabrikam.com 74 > b D1~ —# App1 [SH L TREETE S L 312F BV U a—La v EHE
TELENHYET,

fAZHSHOTNIENWNTL & 557

A.Azure AD 7RE 3= 5 H—ERXRZEBRLET,

B. Azure AD NR R JL—EBEEZEBIL YA AV TV RRA 2V MEBEHLET,
C.Azure AD T3 A FMILAYV FEBZFRALTHRI—YT—5EELET,

D. Azure AD SM#E#EELET,

EfE:C(AAV FEHEKT D)

The app is single tenant authentication so users must be present in contoso directory.


https://www.jpnshiken.com/q/65220-5998892/
https://www.jpnshiken.com/q/65220-5998893/

https://docs.microsoft.com/en-us/azure/active-directory/develop/single-and-multi-tenant-apps With
Azure AD B2B, external users authenticate to their home directory, but have a representation in
your directory.
https://docs.microsoft.com/en-us/azure/active-directory/governance/entittiement-management-
external-users
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ROKIZTRY Azure LD SQL H—NN—%EL Azure Y TR YT avhhyFET,

Narse /' © 0°0 " TResource group | Location

SQLsvrl RG1 East US
SQlLsvr2 RG2 West US

IR YT IaVITE RORICSRTA L= TAD Y RBREENRTVET,
Name Resource group | Locaticn Account kind

storagel RG1 East US StorageV2 (general
purpgsgv2) cl

Vil VoI L

storage2 RG2 Central US Blubétorage

RDRIZTRYT Azure SQL T—ER—RZERLET,

Name Rasnﬁu group- | Serverf{ Pricing tier
SQLdb1 RG1 SQLsvil Standard
SQLdb2 RG1 SQLsvrl Standard
SQLdb3 RG2 SQLsvr2 Premium

UTDEXITOWT, ELWMERIF FIMZEERLTLESVD, 25 TRV DA EE
RLTLESY,
AR ELWERIEICTI ARSIV FBFEESNET,

Answer Area

Statements Yes No
When you enable auditing for SQLdb1, you can store the audit information to storagel.
When you enable auditing for SQLdb2, you can store the audit information to storage2.

4

.:I::-.‘; .-;'a"."l 6 SV ACr £4
When you enab]é,.{ailjﬂiﬂm“g for’SOL'db3) \Lu can store the audit information to storage2.

1F fiZ:



Answer Area

Statements Yes No
When you enable auditing for SQLdb1, you canstore the audit information to storagel.
When you enable auditing for SQLdb2, you can store the audit information to storage?2.

When you enable auditing for SQLdb3, you can store the audit information to storage?2.

Explanation:

Box 1: Yes

The storage account and SQL server are in the same region, ensuring compliance with the
requirement that audit logs be stored in a storage account in the same region as the server.
Box 2: No

Since the regions are different, the audit logs cannot be stored in storage2 for SQLdb2.

Box 3: No

Since the regions are different, the audit logs cannot be stored in storage2 for SQLdb3.

Note: While configuring auditing for azure sql db, azure portal only will show storage accounts
which are in same region. Both standard and premium storage accounts can be used but they
need to be in same region as db.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/auditing-overview#auditing-limitations
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Azure Active Directory (Azure AD) T3+ > kDY ET,

Azure Storage #FHL T . A—HY—ICHF I 7 M ILADT7 IV LR % RHTHFETT , 1 —H—
2k, A—HF—TFHOU b FERFITIL—TAN—2y FIZEDTNT, SESEL Azure 774
IWHBEADERLBDILANILDOT Y ANMRESAET,

HEESN-EBEZYR— LT 5012, EQEBMOD Azure Y—ERZFRT 2L ELNH LI EHE
BILLENHYET,

HEBEICEIMZEHEIRETLLIN?

A.Azure AD TR —TS5A4X 7T )r—a >

B. Azure R IR

C.Azure AD FAA Y H—EX (Azure ADDS) 1 YRR VR

D. Azure Front Door f Y X2 > X

EfE:C(AAV FEHEKT D)

Azure Filessupports identity-based authentication over Server Message Block (SMB) throughtwo
types of Domain Services: on-premises Active Directory Domain Services (AD DS) and Azure
Active Directory Domain Services (Azure AD DS).

Reference:
https://docs.microsoft.com/en-us/azure/storagef/files/storage-files-identity-auth-active-directory-
domain-service-enable
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Ry FRARY FMZEAT HERM

FAUTLEIR Ry FT—5I121X 500 GB DT—2 #R7FT S Server! EWVVNSEZRID T 71 IL
Y—N—DEENTLET,

Server1 H 5 Azure Storage [CT—4% % 3 E—9 %IZ1& Azure Data Factory Z A3 2 WEM
HYUET,

MLWT—2 J70 F)—ZEBMLET,

RIAEFTARETLLOSMN EETBHICIE BEDY 7TEUGA T a VvEBERLTESL,
FEELWLEBIRIEICTIRAY MBI EShET,

Answer Area

From Server1: v
Install an Azure File Sync agent

Install a self-hested integration runtime

Install the File Server Resource Manager role service

From the data factory: [ V v
Create a pipeline

|Create ap import/export job
Prow&@%je Adurf$Q1L Sefvei Integration Services (SSIS) integration runtime

Answer Area

From Server1:

Install an Azure File Sync agent
Install a self-hosted integration runtime
Install the File Server Resource Manager role service

From the data factory: ‘ v
Create a pipeline
Create an import/export job

Provision an Azure-SQL Seryer Imeng ﬁe@@@@@{? ion runtime
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Explanation:

Box 1: Install a self-hosted integration runtime

The Integration Runtime is a customer-managed data integration infrastructure used by Azure
Data Factory to provide data integration capabilities across different network environments.

Box 2: Create a pipeline

With ADF, existing data processing services can be composed into data pipelines that are highly
available and managed in the cloud. These data pipelines can be scheduled to ingest, prepare,
transform, analyze, and publish data, and ADF manages and orchestrates the complex data and
processing dependencies References:
https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-sql-
azure-adf
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T7AIVHEEZRR T BAzure A L= 7 A0 FEERTHFETY  HEBICIK, b UY
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T7AIVHRENDT I CRABO LA TUOOERMRICMNA DY ) 12— a U EHET ILELD
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FEELWERSEITTI ARSIV FBFEESIET,

Answer Area

Storage tier:

Hot
Premium
Transaction optimized

Redundancy:

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)




Answer Area

Storage tier:

Hot
Premium
Transaction.optimized

Redundancy: |
Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)
Explanation:

Box 1: Premium

Premium: Premium file shares are backed by solid-state drives (SSDs) and provide consistent
high performance and low latency, within single-digit milliseconds for most IO operations, for 10-
intensive workloads.

Incorrect Answers:

* Hot: Hot file shares offer storage optimized for general purpose file sharing scenarios such as
team shares. Hot file shares are offered on the standard storage hardware backed by HDDs.

* Transaction optimized: Transaction optimized file shares enable transaction heavy workloads
that don't need the latency offered by premium file shares. Transaction optimized file shares are
offered on the standard storage hardware backed by hard disk drives (HDDs). Transaction
optimized has historically been called "standard", however this refers to the storage media type
rather than the tier itself (the hot and cool are also "standard" tiers, because they are on standard
storage hardware).

Box 2: Zone-redundant storage (ZRS):

Premium Azure file shares only support LRS and ZRS.

Zone-redundant storage (ZRS): With ZRS, three copies of each file stored, however these copies
are physically isolated in three distinct storage clusters in different Azure availability zones.
Reference:

https://docs.microsoft.com/en-us/azure/storagef/files/storage-files-planning
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Azuretr TR ) T3 v EBELETT, COY TR T3 viCid ROKRICERTY Y—R%E
ERY HApP1EV ST TUAEFNATVET,
Type [ Function [

Azure App Service LcOmmerce app

e e —— i S — - e N

L] i 3 Y =
Azure SQUL Databa: | User prolile store
|

Azurg CddharoBBTt | Product database
T—2DHEAAHEENRNEEIC App! AEGZOFMZREL, 12— — TOT7AIILIZTY
TRATEDIIHDESEEERNRICHNA DY) 12— a U EHET ILENHYET,
HEBECIIAZEDDIRETLLOIN?

A. Redis | Azure ¥ ¥ v 2

B.Azure ¥a1— X hL—

C. HEDXE

D. Azure A>T U YEMER Y kT —% (CDN)

E.Azure k37490 IR—T v —

Ef#: (EfEZRTLET)

Azure Cache for Redis provides an in-memory data store based on the Redis software. Redis
improves the performance and scalability of an application that uses backend data stores heavily.
It's able to process large volumes of application requests by keeping frequently accessed data in
the server memory, which can be written to and read from quickly. Redis brings a critical low-
latency and high-throughput data storage solution to modern applications.

Reference:

https://learn.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview
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Ir—V R TARVEFERATIEBORET S VEET Azure Y TRV ) T3 ohHYET,
Azure Site Recovery R L T REL Azure ) —2 3 VADETAMEY —VREITREY V%L T
V5—+r95FETY,

YHR—VRTARVDARELRIVEHET HILENHY FET FTESATVNSEY Ja— 3y
DOFARZRERRICESHS V)1 —2a VHBRETY,

Az H8HOITNILNNTL &£ 557

A HEMTTEX FL— (GRS)

B.A—AJITTER L— (LRS)

C.Y—2RER FL—Y (ZRS)

D. oA YV—2REX FL—¥ (GZRS)

IEfE: (EfEZRRLET)

Zone-redundant storage (ZRS) copies your data synchronously across three Azure availability
zones in the primary region. For applications requiring high availability, Microsoft recommends
using ZRS in the primary region, and also replicating to a secondary region.

Supported Azure Storage services

The following table shows the redundancy options supported by each Azure Storage service.


https://www.jpnshiken.com/q/65220-5998898/
https://www.jpnshiken.com/q/65220-5998899/

Service LRS ZRS GRS RA-GRS GZRS RA-GZRS

Blob storage
(including Data Lake Storage)

Queue storage
Table storage o
Azure Files i 12 3 '

| Azure managed disks

S

q!

Azure Elastic SAN

Reference:
https://learn.microsoft.com/en-us/azure/storage/common/storage-redundancy
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A. RSA 3072

B. AES 256

C. RSA 4096

D. RSA 2048
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Requirements for configuring TDE protector

TDE protector can only be an asymmetric, RSA, or RSA HSM key. The supported key lengths are
2048 bytes and 3072 bytes.
https://learn.microsoft.com/en-us/azure/azure-sql/database/transparent-data-encryption-byok-
overview?view=azuresql
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Answer Area

On-premises: N

A Web Application Proxy for Windows Server
An Azure AD Appllcatmn Prcxy {:u_nnector

An On-premises data gateway
Hybrid Connection Manager

Azure: : v

A connection gateway resource

An Azure Apphcatlon Gateway

An Azure Event Grid domaln

An enterprise appltratnp{];_; Crosort

1F f#:
Answer Area

On-premises: N

A Web Application Proxy for Windows Server
_An Azure AD Apphcataon Proxy connector
An On-premises data g gateway

Hybrid Connection Manager

Azure: v

A connection gateway resource
_An Azure Application Gateway

An Azure Event Grid domain
An enterprise application

Explanation:

Box 1: An on-premises data gateway

For logic apps in global, multi-tenant Azure that connect to on-premises SQL Server, you need to
have the on-premises data gateway installed on a local computer and a data gateway resource
that's already created in Azure.

Box 2: A connection gateway resource

Reference:

https://docs.microsoft.com/en-us/azure/connectors/connectors-create-api-sqlazure
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You can enable Blob storage versioning to automatically maintain previous versions of a blob
when it is modified or deleted. When blob versioning is enabled, then you can restore an earlier
version of a blob to recover your data if it is erroneously modified or deleted.

Note: To enable blob versioning for a storage account in the Azure portal:

1. Navigate to your storage account in the portal.

2. Under Data management, choose Data protection.

3. In the Tracking section, select Enable versioning for blobs, and then choose whether to keep
all versions or delete them after a period of time.
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AMe tar < slecv in " '
Home storagesamplesversioning N A,

ccount

Q’ storagesamplesversioning | Data protection # - .

)M Search
Data protection provides options for recovering your data when it is erroneously modified or deleted

~
Security + networki
d w Recovery
& Networking
v Enable Azure Backup for blobs
& Azure CON
v Enable point-in-time restore for containers
Access keys
@ Shared access signature v Enable soft delete for blobs
£ Encryption v Enable soft delete for containers
© Microsoft Defender for Cloud .
v Enable permanent delete for soft deleted items
Data management
Trackin
® Redundancy .
@ Data protection ~ [ Enable versioning for blobs
& Object replication Use versioning to automatically maintain previous versions of your blobs. Learn more '
& Blob inventory Consider your workloads, their impact on the number of versions created, and the resulting costs. Optimize costs by

automatically managing the data lifecycle. Learn more
B Static website
@ Keep all versions

= Lifecycle management Delete versions after (in days)

@ Azure search

v Enable blob change feed
Settings

Reference:
https://learn.microsoft.com/en-us/azure/storage/blobs/versioning-enable
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Answer Area

To run the containerized apps:

For the lifecycle management and storage of container images:
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To run the containerized apps:

For the lifecycle management and storage of container images:
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v
Azure Container Apps
Azure Container Instances
Azure Container Registry
Azure Kubernetes Service (AKS)
v

Azure Container Apps
Azure Container Instances
Azure Qonfainer Registry- £ 4

R =2 R =

TAgure Sefvice Fabric =

‘Azure Container Apps

' Azure Container Instances
Azure Container Registry

Azure Kubernetes Service (AKS)

v

Azure Container Apps
Azure Container Instances

Azure Container Registry
Azure Service Fabric

Azurefzf8< L > EIZSQLServert’®H Y £F, T—FR—R (I Ny FTOLRAD—E & L TEE

EETRAENFET,
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BEEEZYR—bLET,
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A. AzurefxBB< L U ORTAMEE Y

B.AzureT 4 RO\ 9Ty T

C. EBEGOAAMI IL—7

D. Azuretr 1 ~D[E1E
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Replication with Azure Site Recover:

RTO is typically less than 15 minutes.

RPO: One hour for application consistency and five minutes for crash consistency.
Incorrect Answers:

B: Too slow.

C: Always On availability group RPO: Because replication to the secondary replica is
asynchronous, there's some data loss.

Reference:

https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-sql
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A. Azure Data Lake Storage Gen2

B. Azure Blob X kL—

C. Azure SQL

D. Azure Cosmos DB

EfE:D(QAAV FEHEKT D)

Azure Cosmos DB is Microsoft's fast NoSQL database with open APIs for any scale. It offers
turnkey global distribution across any number of Azure regions by transparently scaling and
replicating your data wherever your users are. The service offers comprehensive 99.99% SLAs
which covers the guarantees for throughput, consistency, availability and latency for the Azure
Cosmos DB Database Accounts scoped to a single Azure region configured with any of the five
Consistency Levels or Database Accounts spanning multiple Azure regions, configured with any
of the four relaxed Consistency Levels. Azure Cosmos DB allows configuring multiple Azure
regions as writable endpoints for a Database Account. In this configuration, Azure Cosmos DB
offers 99.999% SLA for both read and write availability.

Reference:

https://azure.microsoft.com/en-us/support/legal/sla/cosmos-db/v1_3/
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Y)ya— 3 % Azure ITBITT HRENHY FT, V1) 12— 3 > Hadoop Distributed File
System (HDFS) # 4 R— rF 2L EBENHY FT,

fAlZzESRETIMN?

A. Azure Data Lake Storage Gen2

B. Azure NetApp 7 7 1 )L


https://www.jpnshiken.com/q/65220-5998905/
https://www.jpnshiken.com/q/65220-5998906/

C.Azure T—4 H#H

D. Azure T—JIJL X b L—
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Azure Data Lake Storage Gen2: This is a fully managed, cloud-native data lake that supports the
HDFS protocol. It allows you to store and analyze large amounts of data in its native format,
without the need to move or transform the data.
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Storage account type: N/ v i v

General purpose v2 with Archive access tier for blobs

General purpose v2 with/Coal access tier for blobs

General purpose v.2 with Hot access tier for blobs

Configuration to prevent
modifications and deletions: v

Container access level
Container access policy
Storage account resource lock

1Efig:
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Storage account typet I [\Airrﬁgmfi v

| General purpbse v2 with Archive access tier for blobs

General purpose v2 with Coel access tier for blobs

General purpose2 M Hot access tier for blobs

Configuration to prevent

modifications and deletions: = o %" v

Container access level
Container access policy

Storage account resource lock

Explanation:

Box 1: General purpose v2 with Hot access tier for blobs

Immutable storage for Azure Blob Storage enables users to store business-critical data in a
WORM (Write Once, Read Many) state. While in a WORM state, data cannot be modified or
deleted for a user-specified interval. By configuring immutability policies for blob data, you can
protect your data from overwrites and deletes. Immutability policies include time-based retention
policies and legal holds.

Box 2: Container access policy

Container access policy to configure a time-based retention policy for immutable storage.
Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-
scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-storage-overview
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Type TRe=ource group
Azure virtual machine RG1

On-premises virtual machine | Not applicable
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Azure Lighthouse ‘
Azure Migrate
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The Data Migration Assistant (DMA)
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Azure Arc
“Azure Lighthouse
Azure Migrate
Azure Resource Mover
The Data Migration Assistant (DMA)
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VM1 v

Azure Arc

Azure Lighthouse

Azure Migrate

Azure Resource Mover

The Data Migration Assistant (DMA)

VM2 v

Azure Arc

Azure Lighthouse

Azure Migrate

Azure Resource Mover

The Data Migration Assistant (DMA)

Explanation:

Box 1: Azure Resource Mover

To move Azure VMs to another region, Microsoft now recommends using Azure Resource Mover.
Box 2: Azure Migrate

Azure Migrate provides a centralized hub to assess and migrate on-premises servers,
infrastructure, applications, and data to Azure.

Azure migrate includes Azure Migrate Server Migration: Migrate VMware VMs, Hyper-V VMs,
physical servers, other virtualized servers, and public cloud VMs to Azure.

Reference:

https://docs.microsoft.com/en-us/azure/resource-mover/overview
https://docs.microsoft.com/en-us/azure/migrate/migrate-services-overview
https://docs.microsoft.com/en-us/azure/site-recovery/azure-to-azure-tutorial-migrate

Eﬁ:ﬁ: 61
r—RX XA F 43 -Contoso



BFRE: HiTRE

AUTUIR 3y bT—2I21F contoso.com & LS ZRTIDE—D Active Directory F A A 2 hHY
SENATVET,

Contoso [ZI& 1 DD Azure Y TR Y ) T a3 obiHY FET,

BEORE: EDRAN—rF—y T

Contoso (& Fabrikam, Inc. £ ED R R IN— b F—2 v TEEATUWET, Fabrikam 12— —
(&, Azure Active Directory (Azure AD) 7R b 7hO U bEFERLT A 02—y MEHT—EB
M Contoso 7 T r—avIZ7HERALET,

B FESNER

Contoso (& App1 & App2 EWSRARID 2 DDT7 T r— 3% Azure ITTTAATHFE
TY,

27T

App1l& . Azure App Service TR R b &t LinuxT % 4 LEWHE L F BPython Web” U T
9, Contoso & Fabrikam® 1 —H—MApp1IZ7 VR LET,

Appl & H—FNR—T s DERBRE TV L AXFIEBHEL T HEHDOI—ERIZTIER
LET, BRIBEWRE 7Y 2 RAXFF|IL Azure Key Vault [TIREFESNET,

App1 12X 6 DDAV RBE VAN HY £, KEERER Azure ) —> a3 I23 D BwBI—Av/N
Azure ')—> 3 I23DTY,

Appl IZIERDT—2EH/LNHY FT,

CBEAVARZVARRF A VRBVRERLTRASEY T4 V—VIZHEIT—R ANTIZTT—4

ZEESRHFET,
*REED AP A VRBVRICK S TEERAEN-T—FIE ITRTO Appl 1 VRAVAMNBER
ZBRENHYFET,

Appl A VB2 —FY kDDA T I ERATEET , Appl ICIZUTOEREEELHY FT,
*App1 NDIERIE Web 7 TUr—23 > 274 T 94—)L (WAF) Z@8BTH2HELNHY F
9,

*Appl ~NDERE. A VRAEZ VAR TT I T4 170 T4« TDARTARETSDELHYET,
AR SAPPIAND T R TOEBIEIAKERE ) —avICRAITONDIZBELRHY EFT, TOMOD
TRTOFEHKEIBEI—O N =23 VICRITONZBELAHY FT,

1B EIS ApPIDTARTDAS VRE VAL 7 7ML ETE—7 BPowerShellR 5 ') 7 + %
FUOBELT AVTFFURERIEEITLET, ZDOPowerShellR 4 1) 7 ~E P ROBFRTEST
ShFET,

B T7T2

App2l& ., App Service TR R hah WindowsS V32 A LEHEEL T BNET7Z T TT, App2d
T7AINAL—CBBEFRODEEYTY,

*TJrAILEAzZUre A RL— THD Y FMZRELET,
*FAUTLUIRADGFRIZT7ALEERLET,
*FUOTLIRDISATUEMNSMB 7R FOLEFERALTLANRHTI 7MIILERANS
ERTELIEEMHRALET,



FTIV—2 a3 VAR RSO 3 VDRITICHODBERBESHT BIZIE, App2 B R
TEHERERHYFEST, COY)a—23 TR 7IVr—2 33— FOEERRFIFETYT,
TV — 3 VHRREHS

FI)r—2 3 VEREIL Appl EAPP2DFH L LVA—2 3 UG LET B0+
REUTOERE®B-TDLELAHY ET,

*HLWT TN r—23 0 N—=C a3 DRT—O VT A VAR VRIE FHILWLWWN—2 3 U ERE
RECHEATSHIC. 7TV —2a > RRAMITTAATEILENHY T,

*HLWNA—=C 30 FTRAMLER . 7IUS—2a3 DRT—000 N—2 3 URKRE/N—
DavICEFBMZIONET,

*RT=U UL ARBREADH LW T 5—23 0 N=D3 oAU YERIE. 7T
=23 DEFIUEFALIGELTEITTIVNELDHY ET,

SEH

Contoso [&_ Fabrikam D) Y —ZXA~ADT I 2R EEEBT H-HDRDEHEHEL TLET,
*Fabrikam D7 H o2 b 32— ¥ —IEEBA Appl ~DT7 Yt AR %D Fabrikam 1 —H—
EHERETEHIVELNDHY FT ERLTEBIZESFTHOU MEIT A MELTHIBRIT Z2RELH Y

E3r I8

*Y)a—2aVIEREOFAERNMRICHZ ZHELHY FT,

X)) T4 EH

Azure Y—ERXTHEHAINSGITRTDI—Y Ly kL Azure Key Vault [CRTFETLHILELRHY
.d—o

BEREREZVELT S —ERXATIE BEREREY —ERM VR VRICEER T ARLENHY
F9, ERFREIV—ERBTHBLAWLTLCEZEL,

Appl DT—R BB/ F®mI-FT V)2 —L a3 VEHRETIVHENHY FT,

App1 DA VRBVREBLETRASE) T4 —V—VICAZTIAATEHI L2 HEDOLE
I H?

A JILF)—23 0EZAAHZHERT S Azure Cosmos DB

B.o#HYV—VREAML— (GZRS) #{# AT % Azure Data Lake X +7
C.7UOT4TPHLTVr—2 3 % FERAT HAzure SQLT—2 R—X

D. oA V—2REAML—Y (GZRS) ##AT S5 Azure R hL—D 7HO U b

EfR: (EffZzRnLET)

Scenario: App1 has the following data requirements:

Each instance will write data to a data store in the same availability zone as the instance.

Data written by any App1 instance must be visible to all App1 instances.

Azure Cosmos DB: Each partition across all the regions is replicated. Each region contains all the
data partitions of an Azure Cosmos container and can serve reads as well as serve writes when
multi-region writes is enabled.

Incorrect Answers:

B, D: GZRS protects against failures. Geo-redundant storage (with GRS or GZRS) replicates your
data to another physical location in the secondary region to protect against regional outages.


https://www.jpnshiken.com/q/65220-5998910/

However, that data is available to be read only if the customer or Microsoft initiates a failover from
the primary to secondary region.

C: Active geo-replication is designed as a business continuity solution that lets you perform quick
disaster recovery of individual databases in case of a regional disaster or a large scale outage.
Once geo-replication is set up, you can initiate a geo-failover to a geo-secondary in a different
Azure region. The geo-failover is initiated programmatically by the application or manually by the
user.

Reference:

https://docs.microsoft.com/en-us/azure/cosmos-db/high-availability
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Microsoft
Workload profiles: v
1
2
3
Explanation:
Box 1: 2

App1 and App2 can use a single network environment.

App3 uses a separate environment.

Note: A Container Apps environment is a secure boundary around one or more container apps
and jobs. The Container Apps runtime manages each environment by handling OS upgrades,
scale operations, failover procedures, and resource balancing.

Box 2: 3

Reference:



https://learn.microsoft.com/en-us/azure/container-apps/environment
https://learn.microsoft.com/en-us/azure/container-apps/workload-profiles-overview
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| AYPe, ~ Description
Virtuarmachine| Frontend componentin the Central US Azure region
Virtual machine | Backend componentin thie East US Azure region
Virtual machine | Backend componentin the West US 2 Azure region
Virtual network | Hests VM1
Virtual network | Hosts VM2
Virtual network | Hosts VM3
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D. Azure Front Door 7L X 7 A
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https://learn.microsoft.com/en-us/azure/frontdoor/front-door-fag#what-is-the-difference-between-
azure-front-door-and-azure-application-gateway- While both Front Door and Application Gateway
are layer 7 (HTTP/HTTPS) load balancers, the primary difference is that Front Door is a non-
regional service whereas Application Gateway is a regional service. While Front Door can load
balance between your different scale units/clusters/stamp units across regions, Application
Gateway allows you to load balance between your VMs/containers etc. that is within the scale
unit.
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Yes, the Standard App service plan does support Autoscaling and would be the most cost-
effective App service plan for this purpose.

FREE SHARED BASIC STANDARD ARenli Bpergp A7 CE i
[FUNCTIONS)

Java W v W v W W' alpha
MNode.js v W' v W ' W' W' '

PHP L a W v W W W W alpha
Pythan W W w " W' w alpha
Ruby w'

Auto-scale W' W v W v
Integrated Load Balancer w W W W W v v
Traffic Manager 3 W > v v

Reference:

https://azure.microsoft.com/en-us/pricing/details/app-service/plans/
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Migration efforts based on Azure Cloud Adoption Framework include the incremental approaches

moO W

to the workloads. Each migration iteration is a batch of migration waves - the smallest workload
that produces tangible results. Usually, the iteration consists of the three phases:

Assess workloads - these workloads help to evaluate costs, architecture, and deployment tools.
Deploy workloads - these workloads replicate the current functionality in a cloud using lift and
shift, lift, and optimize approaches.

Release workloads - these workloads provide test, optimization, documentation, and release of
the cloud migration efforts.

Reference:

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/migrate/#migration-effort
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To monitor the three events in Azure Monitor, you need to create 3 separate rules for each
requirement. When you open from Azure Monitor blade the Alerts screen and select the "New
Alert Rule" link, the Azure portal opens the "Create alert rule" screen (Number 1). You need to fill
the sections on this panel. First, you select a scope for the monitoring (Number 2): your VM,
subscription, and resource group. Then, you choose the Activity Log event (signal) to trigger the
alert (Number 3) under the Condition section. You can create only one alert per event (Number
4). Next, you add an Action group that will send a notification email (Number 5), provide a rule
name, and create it.


https://www.jpnshiken.com/q/65220-5998915/
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Dashboard .EM
Create alert ru

Create an alert rule to identify and address issues when important conditions are found in your monitoring data. View tutorial + read more
When defining the alert rule, check that your inputs do not contain any sensitive content.

icrosoft

Scope
Select the target resource you wish to monitor.
Resource Hierarchy
K cbvmlearn " cBPrime > [v4)chlearn

Edit resource

Condition

Configure when the alert rule should trigger by selecting a signal and defining its logic.

Actions

Send notifications or invoke actions when the alert rule triggers, by selecting or creating a new action group. Learn more

Action group name Contains actions

ITAdmin 1 Email

Manage action groups

After creating three alert rules, you can review them on the "Alert rules" screen.

Dashboard > Monitor

Alert rules o\= ”. M i Ccro SOft

e ——
Condition name
o Whenever the Activity Log has an event with Categony="Administrative’, Signal name="Restart Virtual Machine (Microsoft.Compute/virtualMachines)' e
Add condition
e ——
0 You can define only one activity log signal per alert rule. To alert on more signals, create another alert rule. °

%
+ Newalert ule == Editcolumns B2 Manageactions () Refresh able [] Disable [ Delete o
.o’
- CBPrime R group: All ype : All Resource : Al Signal type - All signal types Status :

Displaying 1 - 3 rules out of total 3 rules . 0
L Search alert rules based o rule name and conditon.

Name T4 Condition \ 14 Status Target resource L Target resource type 1L Signal type L
C] Dealiocate Category equals Administrative and operationName equals Microsoft Computt jocste/scti.. O Ensbled cbvmicarn Virtusl machines Activity log
D PowerOFF Category equals Administrative and operationName equals Microsoft Computl hines/powerOft/action  © Enabled cvmiearn Virtual machines. Activity log
(] mestan Category equals Admnistrative and operationName aquals M, achines/restat/action 1@ Enabled ebvmiearn Virtual machines. Activity log

A
H H ] H n
And you can review the Action group on the "Manage actions" screen as well.

Dashboard > Monitor > Alert rules .‘. o
Manage actons - m Microsoft

+ Newactiongroup == Columns () Refresh i Delete

Action groups  Action rules (preview)

Subseription : CBPrime Resource group : All

Showing 1to 1 of 1 records.

| © search action groups - B

[ ] Action group name T4 Short name T4 ReéSource group T4 Subscription Status Actions
[ ] madmin TAdmin cblearmn CBPrime Enabled 1 Email I

In the end, you have three rules and one action group.




Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview
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Answer Area
To trigger the compliance scans; use: ) -
| An Azure template
The Azure Command-Line Interface (CLI)

| The Azure portal

To generate the non-compliance alerts, configure'diagnestic settings for the:
| Azure activity logs
\V’ : ( “ ' T | Log Analytics workspace
f / I ! ' Storage accounts

1Efig:
Answer Area

To trigger thé.compliance scans; use: v
An Azure template

The Azure Command-Line Interface (CLI)
The Azure portal

To generate the non-compliance alerts, configure diggnostic settings forthe: v
Azure activity logs
Log Analytics workspace

Storage accounts

Explanation:

To trigger the compliance scans, use Azure CLI
https://learn.microsoft.com/en-us/azure/governance/policy/how-to/get-compliance-data#on-
demand-evaluation-scan An evaluation scan for a subscription or a resource group can be started
with Azure CLI, Azure PowerShell, a call to the REST API, or by using the Azure Policy
Compliance Scan GitHub Action. This scan is an asynchronous process. An evaluation scan for a
subscription or a resource group can be started with Azure CLI, Azure PowerShell, a call to the
REST API, or by using the Azure Policy Compliance Scan GitHub Action. This scan is an
asynchronous process.

To generate alerts, configure diagnostic settings for the Azure activity logs
https://learn.microsoft.com/en-us/azure/azure-monitor/alerts/alerts-create-new-alert-rule
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A. Recovery Services I > 73— & Windows Server /Xy 9 7w 7
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C. Recovery Services 3 > 77} — & Azure Backup

D. Azure 7 7 A1 ILEFH & Azure 7 7 1 JLEIEA

EfE:D(QAAV FEHKT D)

Use Azure File Sync to centralize your organization's file shares in Azure Files, while keeping the
flexibility, performance, and compatibility of an on-premises file server. Azure File Sync
transforms Windows Server into a quick cache of your Azure file share.

You need an Azure file share in the same region that you want to deploy Azure File Sync.
Reference:
https://docs.microsoft.com/en-us/azure/storagef/files/storage-sync-files-deployment-guide
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Password - On-premises applications can use a password-based method for SSO. This choice
works when applications are configured for Application Proxy.

With password-based SSO, users sign in to the application with a username and password the
first time they access it. After the first sign-on, Azure AD provides the username and password to
the application. Password-based SSO enables secure application password storage and replay
using a web browser extension or mobile app. This option uses the existing sign-in process


https://www.jpnshiken.com/q/65220-5998918/
https://www.jpnshiken.com/q/65220-5998919/

provided by the application, enables an administrator to manage the passwords, and doesn't
require the user to know the password.

Incorrect:

Choosing an SSO method depends on how the application is configured for authentication. Cloud
applications can use federation-based options, such as OpenlD Connect, OAuth, and SAML.
Federation - When you set up SSO to work between multiple identity providers, it's called
federation.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-single-sign-on
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Storage account type:

Premium files shares
Premiuni page blobs
Standard general-purpose v2

Data redundancy:

Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)
Geo-redundant storage (GRS)

Networking: v

'Azure Route Server
‘A private endpoint
A service endpoint

Answer Area

Storage account type:

Premium files shares
Premium page blobs
Standard general-purpose v2

Data redundancy:
Zone-redundant storage (ZRS)

Locally-redundant storage (LRS)
‘Geo-redundant storage (GRS)

Networking: v

Azure Route Server
A private endpoint |
A service endpoint

Explanation:

Box 1: Standard general-purpose v2

- Premium file shares: definitely not optimized for video files
- Premium page blobs: only support LRS

Box 2: Geo-redundant storage (GRS)

Use geo-redundancy to design highly available applications
- Provides the highest availability possible



Box 3: A private endpoint

Using private endpoints with Azure Files enables you to:

Securely connect to your Azure file shares from on-premises networks using a VPN or
ExpressRoute connection with private-peering.

- Ensures that files from the on-premises network are uploaded by using ExpressRoute
Reference:
https://docs.microsoft.com/en-us/azure/storagef/files/storage-files-scale-targets
https://docs.microsoft.com/en-us/azure/storage/common/geo-redundant-design
https://docs.microsoft.com/en-us/azure/storagef/files/storage-files-networking-overview
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Quantity: The amount of compute resources being purchased within the capacity reservation. The
quantity is a number of vCores in the selected Azure region and Performance tier that are being
reserved and will get the billing discount. For example, if you run or plan to run multiple databases
with the total compute capacity of Gen5 16 vCores in the East US region, then you would specify
the quantity as 16 to maximize the benefit for all the databases.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/reserved-capacity-overview
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Azure Policy effect to use: -

Append
EnforceOPAConstraint
EnforceRegoPolicy
Modify

Azure Active Directory (Azure AD) object and role-based
access control (RBAC) role to use for the remediation tasks: -

A managed identity with the Contributor role
A managed idenrity with the User. Access.Administrator role
A servigesprincipal with the Contributgiirolel ||

A service principal with the User Access Administrator role
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Answer Area
Azure Policy effect to use: v

Append
EnforceOPAConstraint
EnforceRegoPolicy
Modify

Azure Active Directory (Azure AD) object and role-based
access control (RBAQ) role to use for the remediation tasks:

A managed identity with the Contributor role

A.managed idenfitg.with the User Access Administrator role
Asérvice principal with the Contributor role

A service principal with the User Access Administrator role

Explanation:

Box 1: Modify

Modify is used to add, update, or remove properties or tags on a resource during creation or
update. A common example is updating tags on resources such as costCenter. Existing non-
compliant resources can be remediated with a remediation task. A single Modify rule can have
any number of operations.

Box 2: A managed identity with the Contributor role

Managed identity

How remediation security works: When Azure Policy runs the template in the deploylfNotExists
policy definition, it does so using a managed identity. Azure Policy creates a managed identity for
each assignment, but must have details about what roles to grant the managed identity.
Contributor role

The Contributor role grants the required access to apply tags to any entity.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects#modify
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Answer Area

Replicate v

Azure Data Share
Azure Files Sync
Azure NetApp Files

Access v

REST
SMB
SMB over QUIC




Answer Area

Replicate v

Azure Dat@Shase; <}
Azure Files Sync
Azure NetApp Files

Access v
REST

SMB
SMB over QUIC

Explanation:

Box 1: Azure File Sync

Azure File Sync is fully supported on DFS Namespace servers, you can install the Azure File
Sync agent on one or more DFS Namespace member servers to sync data between the server
endpoints and the cloud endpoint.

Box 2: SMB over QUIC

SMB over QUIC offers an "SMB VPN" for telecommuters, mobile device users, and high security
organizations. The server certificate creates a TLS 1.3-encrypted tunnel over the internet-friendly
UDP port 443 instead of the legacy TCP port 445. All SMB traffic, including authentication and
authorization within the tunnel is never exposed to the underlying network. SMB behaves
normally within the QUIC tunnel, meaning the user experience doesn't change. SMB features like
multichannel, signing, compression, continuous availability, directory leasing, and so on, work
normally.

Reference:

https://learn.microsoft.com/en-us/windows-server/storage/file-server/smb-over-quic
https://learn.microsoft.com/en-us/azure/storage/file-sync/file-sync-planning#distributed-file-
system-dfs
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Management groups:

Blueprint definitions:

Blueprint assignments:

Explanation:

Box 1: 2

One management group for East, and one for West.

When creating a blueprint definition, you'll define where the blueprint is saved. Blueprints can be
saved to a management group or subscription that you have Contributor access to. If the location
is @ management group, the blueprint is available to assign to any child subscription of that
management group.

Box 2: 2

Box 3: 4

One assignment for each subscription.

"Assigning a blueprint definition to a management group means the assignment object exists at
the management group. The deployment of artifacts still targets a subscription. To perform a
management group assignment, the Create Or Update REST API must be used and the request
body must include a value for properties.scope to define the target subscription."
https://docs.microsoft.com/en-us/azure/governance/blueprints/overview#blueprint-assignment
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Answer Area

Key Vault integration method: v

Key Vault references in Application settings
Key Vault references in Appsettings.json
Key Vault references in Web.config

Key Vault SDK ]

|Key Vault permissions for the managed identity: v

Keys: Gey

Keys: List and Get
Secrets: Get
Secrets: List and Get

Explanation:

Box 1: Key Vault references in Application settings

Source Application Settings from Key Vault.

Key Vault references can be used as values for Application Settings, allowing you to keep secrets
in Key Vault instead of the site config. Application Settings are securely encrypted at rest, but if
you need secret management capabilities, they should go into Key Vault.

To use a Key Vault reference for an app setting, set the reference as the value of the setting.
Your app can reference the secret through its key as normal. No code changes are required.

Box 2: Secrets: Get

In order to read secrets from Key Vault, you need to have a vault created and give your app
permission to access it.

1. Create a key vault by following the Key Vault quickstart.

2. Create a managed identity for your application.

3. Key Vault references will use the app's system assigned identity by default, but you can specify
a user-assigned identity.



4. Create an access policy in Key Vault for the application identity you created earlier. Enable the
"Get" secret permission on this policy.

References:
https://docs.microsoft.com/en-us/azure/app-service/app-service-key-vault-references
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The compute and storage redundancy is built in for business critical databases and elastic pools,
with a SLA of 99.99%.

Reserved capacity provides you with the flexibility to temporarily move your hot databases in and
out of elastic pools (within the same region and performance tier) as part of your normal
operations without losing the reserved capacity benefit.

Reference:
https://azure.microsoft.com/en-us/blog/understanding-and-leveraging-azure-sql-database-sla/
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Answer Area Microsoft
The access tokens will be generated by:
Azure AD

A web app
A web API

Authorization decisions will be performed by:

A
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The access tokens will be generated by:

Azure AD
A web app
A web AP|

Authorization decisions will.be performed by:

Explanation:

Box 1: Azure AD

The Azure AD server issues tokens (access & refresh token). See step 5 below in graphic.
OAuth 2.0 authentication with Azure Active Directory.

The OAuth 2.0 is the industry protocol for authorization. It allows a user to grant limited access to
its protected resources. Designed to work specifically with Hypertext Transfer Protocol (HTTP),
OAuth separates the role of the client from the resource owner. The client requests access to the
resources controlled by the resource owner and hosted by the resource server (here the Azure
AD server). The resource server issues access tokens with the approval of the resource owner.
The client uses the access tokens to access the protected resources hosted by the resource
server.
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Box 2: A web API

Delegated access is used.

The bearer token sent to the web API contains the user identity.

The web APl makes authorization decisions based on the user identity.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/auth-oauth2
https://docs.microsoft.com/Ib-lu/azure/architecture/multitenant-identity/web-api
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This Azure service supports migration in the offline mode for applications that can afford
downtime during the migration process. Unlike the continuous migration in online mode, offline
mode migration runs a one-time restore of a full database backup from the source to the target
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https://learn.microsoft.com/en-us/azure/azure-sql/migration-guides/managed-instance/sql-server-
to-managed-instance-overview?view=azuresql#compare-migration-options
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Answer Area

For identity provisioning: ("4 -
B28 collaboration
B2B direct connect

Cross-tenant synchronization

For access managemept: " |
Entitlement management

Permissions Management |
Privileged |dentity Management (PIM)

Explanation:

Box 1: Cross-tenant synchronization

Cross-tenant synchronization automates creating, updating, and deleting Microsoft Entra B2B
collaboration users across tenants in an organization. It enables users to access applications and
collaborate across tenants, while still allowing the organization to evolve.

Box 2: Entitlement management

Provide policy-based management of access assignments, approvals, and expirations.
Entittement management is an identity governance feature that enables organizations to manage
identity and access lifecycle at scale, by automating access request workflows, access
assignments, reviews, and expiration.

Reference:
https://learn.microsoft.com/en-us/entra/identity/multi-tenant-organizations/cross-tenant-
synchronization-overview
https://learn.microsoft.com/en-us/entra/id-governance/entittement-management-overview
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Services Ansvier Area

Azure Backup only Eotae | Service or Services

Azure Site Recovery Service or Services

only Finance:

Azure Site Recove and [ : :

Azure Backup oy Reporting: Service or Services
1E fiZ:

Services Answer Area
| only
. | Azure Site Recovery and
i PRTSIOR: Azure Backup
Reporting: Azure Backup only

Explanation:

Box 1: Azure Site Recovery

Coordinates virtual-machine and physical-server replication, failover, and fullback.

DR solutions have low Recovery point objectives; DR copy can be behind by a few
seconds/minutes.

DR needs only operational recovery data, which can take hours to a day. Using DR data for long-
term retention is not recommended because of the fine-grained data capture.



Disaster recovery solutions have smaller Recovery time objectives because they are more in sync
with the source.

Remote monitor the health of machines and create customizable recovery plans.

Box 2: Azure Site Recovery and Azure Backup

Backup ensures that your data is safe and recoverable while Site Recovery keeps your workloads
available when/if an outage occurs.

Box 3: Azure Backup only

Backs up data on-premises and in the cloud

Have wide variability in their acceptable Recovery point objective. VM backups usually one day
while database backups as low as 15 minutes.

Backup data is typically retained for 30 days or less. From a compliance view, data may need to
be saved for years. Backup data is ideal for archiving in such instances.

Because of a larger Recovery point objective, the amount of data a backup solution needs to
process is usually much higher, which leads to a longer Recovery time objective.

Reference:
https://lighthousemsp.com/whats-the-difference-between-azure-backup-and-azure-site-recovery/
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Dynamic data masking limits sensitive data exposure by masking it to non-privileged users.
Dynamic data masking helps prevent unauthorized access to sensitive data by enabling
customers to designate how much of the sensitive data to reveal with minimal impact on the
application layer. It's a policy-based security feature that hides the sensitive data in the result set
of a query over designated database fields, while the data in the database is not changed.
Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/dynamic-data-masking-overview
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The Table service offers structured storage in the form of tables. The Table service APl is a
REST API for working with tables and the data that they contain.

Geo-redundant storage (GRS) has a lower cost than read-access geo-redundant storage (RA-
GRS).

Reference:

https://docs.microsoft.com/en-us/rest/api/storageservices/table-service-rest-api
https://docs.microsoft.com/en-us/azure/storage/common/geo-redundant-design
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Queue storage is often used to create a backlog of work to process asynchronously.

A queue message must be in a format compatible with an XML request using UTF-8 encoding.
Reference:

https://docs.microsoft.com/en-us/azure/storage/queues/storage-tutorial-queues
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Answer Area
Ingest data from Data Lake Storage v
into hash-distributed tables: A dedicated SQL pool
A sernverless Apache Spark pool
A serverless SQL pool
Implement, query, and update data v
in Delta Lake: A dedicated SQL pool
NICrosorTt A serverless Apache Spark pool
A serverless SQL pool
1E fiZ:
Answer Area
Ingest data from Data Lake Storage v
into hash-distributed tables: A dedicated SQL pool ‘
A serverless Apache Spark pool
A serverless SQL pool
Implement, query, and update data -
in Delta Lake: A dedicated SQL pool
- |A serverless Apache Spark pool
A serverless SQL pool
Explanation:

Box 1: A dedicated SQL pool



A dedicated SQL pool in Azure Synapse provides the ability to create hash-distributed tables,
which help distribute data evenly across multiple nodes and improve query performance. This
option is well-suited for ingesting data from Data Lake Storage into hash-distributed tables.

Box 2: A serverless Apache Spark pool

A serverless Apache Spark pool in Azure Synapse allows you to run Apache Spark jobs on-
demand without having to manage the underlying infrastructure. This option is ideal for working
with Delta Lake, as it provides native support for querying and updating data stored in Delta Lake
format.
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Department _Re ?
Security + Review the membership of administrative roles and require
users to provide a justification for continued membership.
» Get alerts about changes in administrator assignments.
* See a history of administrator activation, including which
changes administrators made to Azure resources.

Development + Enable the applications to access Key Vault and retrieve
kelys for use in code.
Quality Assurance « HReceive temporary administrator access to create and

configure additional web apps in the test environment.
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Answer Area

Security:
Azure AD Privileged Identity Management

'Azure Managed Identity

!Azure AD Connect
Azure AD Identity Protection

Development:

Azure AD Prlwleged Identity Management

‘Azure Managed Identity
'Azure AD Connect

'Azure AD Identity Protection

Quality Assurance:
Azure AD Privileged Identity Management

| Azure Managed Identity

‘AzupeAD_Connectr

Azure' AD'Identity’ Protection

EfiE:
Answer Area

Security: +

‘Azure AD Privileged Identity Management |
‘Azure Managed Identity

Azure AD Connect

‘Azure AD Identity Protection

Development: o A fL.“. I T;' roso E ¢

o N
Azufe AD Privileged Tdentity Management
|AZzure Managed Identity
'Azure AD Connect
'Azure AD Identity Protection

Quality Assurance: v
\Azure AD Privileged Identity Management

‘Azure AD Connect
Azure AD Identity Protection

Explanation:

Box 1: Azure AD Privileged ldentity Management

Privileged Identity Management provides time-based and approval-based role activation to
mitigate the risks of excessive, unnecessary, or misused access permissions on resources that
you care about. Here are some of the key features of Privileged Identity Management:

- Provide just-in-time privileged access to Azure AD and Azure resources

- Assign time-bound access to resources using start and end dates



- Require approval to activate privileged roles

- Enforce multi-factor authentication to activate any role

- Use justification to understand why users activate

- Get notifications when privileged roles are activated

- Conduct access reviews to ensure users still need roles

- Download audit history for internal or external audit

- Prevents removal of the last active Global Administrator role assignment Box 2: Azure Managed
Identity Managed identities provide an identity for applications to use when connecting to
resources that support Azure Active Directory (Azure AD) authentication. Applications may use
the managed identity to obtain Azure AD tokens. With Azure Key Vault, developers can use
managed identities to access resources. Key Vault stores credentials in a secure manner and
gives access to storage accounts.

Box 3: Azure AD Privileged ldentity Management

Privileged Identity Management provides time-based and approval-based role activation to
mitigate the risks of excessive, unnecessary, or misused access permissions on resources that
you care about. Here are some of the key features of Privileged Identity Management:

- Provide just-in-time privileged access to Azure AD and Azure resources

- Assign time-bound access to resources using start and end dates

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
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Answer Area

To implement the data warehouse: el v
An Apache Spagk pool in Azure Synapse Analytics
An AzurgsSynapse Analytics dedicated SQL pool

Azure Ddta Lake Analytics

To implement the serving layer: ™ %"

“Azure Analysis Services

An Apache Spark pool Azure Synapse Analytics
An Azure Synapse Analytics dedicated SQL pool

IF fi%:

Answer Area

To implement the data warehouse: v
An Apache Spark pool in Azure Synapse Analytics
An Azure Synapse Analytics dedicated SQL pool
Azure Data Lake Analytics

To implement the serving layer: v

Azure Analysis Services
An Apache Spark'pdaol Azure, SynapseAnalytlcs
An Azure Sym pse Analyﬁc% dedicated SQL pool

Explanation:

Data Warehouse: Azure Synapse Analytics (formerly SQL Data Warehouse)

Azure Synapse Analytics is a massively parallel processing (MPP) data warehouse that can
handle large amounts of data and provides a scalable solution for analytics.

Managed Serving Layer: Azure Analysis Services

Azure Analysis Services provides a fully managed platform-as-a-service (PaaS) solution for
online analytical processing (OLAP) and data modeling. It is suitable for serving analytical models
to thousands of end users.
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al

Store content close to end users.

Answer Area = MiCI’OSOft

Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
Azure Application Gateway

Store content close to the application.

Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network

Azure Application Gateway

1F fiZ:

Answer Area D Mi Cros Of

Store content close to end users.

t

Azure Redis Gache

Azure Traffic Manager

 Azure Content Delivery Network

ﬁzure Appﬁcation Gateway

Store content close to the applicafion’

Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network

Azure Application Gateway

Explanation:
Box 1: Content Delivery Network




A content delivery network (CDN) is a distributed network of servers that can efficiently deliver
web content to users. CDNs store cached content on edge servers in point-of-presence (POP)
locations that are close to end users, to minimize latency.

Azure Content Delivery Network (CDN) offers developers a global solution for rapidly delivering
high- bandwidth content to users by caching their content at strategically placed physical nodes
across the world. Azure CDN can also accelerate dynamic content, which cannot be cached, by
leveraging various network optimizations using CDN POPs. For example, route optimization to
bypass Border Gateway Protocol (BGP).

Box 2: Azure Redis Cache

Azure Cache for Redis is based on the popular software Redis. It is typically used as a cache to
improve the performance and scalability of systems that rely heavily on backend data-stores.
Performance is improved by temporarily copying frequently accessed data to fast storage located
close to the application. With Azure Cache for Redis, this fast storage is located in-memory with
Azure Cache for Redis instead of being loaded from disk by a database.

Reference:

https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview
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ANsSwer Area
Virtual machine size: v
Compute optimized Standard F8s
General purpose Standard tB8ms
High performance compute Standard H16c
Memory optimized Standard_E16s_v3
Feature: v

Receive side scaling (RSS)

Remote Direct Memory Access (RDMA)
Single root 1/0 virtualization (SR-I0OV)
Virtual Machine Multi-Queue (VMMQ)




Answer Area

Virtual machine size: v

Compute optimized Standard_F8s

General purpose Standard B8ms

High performanee compute Standard_H16r
Memory optimized Standard_E16s_v3

Feature: v

Receive side scaling (RSS)

Remote Direct Memory Access (RDMA)
Single root 1/0 virtualization (SR-IOV)
Virtual Machine Multi-Queue (VMMAQ)

Explanation:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sizes-hpc#h-series
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Azure Data Factory is managed cloud service for extract-transform-load (ETL), extract-load-
transform (ELT), and data integration operations. With Azure Data Factory, you can create a data
pipeline. A data pipeline is a logical group of activities (steps) that perform a unit of work. Each
activity consists of tasks. You can implement the data pipeline to transfer data from Azure Blob
storage to an Azure SQL database. It can also run based on a schedule.

Option B is incorrect because Data Migration Assistant helps assess compatibility issues when
upgrading your data store to a newer version of SQL Server or Azure SQL database.

Option C is incorrect because Microsoft SQL Server Migration Assistant (SSMA) helps automate
the database migration to SQL Server from Microsoft Access, DB2, MySQL, Oracle, and SAP
ASE.

Option D is incorrect because AzCopy helps to copy data between Azure storage accounts.
Reference:
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Diagnostics settings

8] Delete (L) Provide feedback

A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want to collect from a resource, and one or more
destinations lhat you nculd stream them to. Normal usage charges for the destination will occur. Learn more about the different log

categones and contents of those logs

Diagnostic settings name  Diagnostic1

Category details Destination details

log Send to Log Analytics
Retention (days)
-
Retention (days) _
| 90

F—tetention (days)
{0

Retention (days)

3 - :

SQLinsights | Subscription

Azure Pass - Sponsorship W

AutomaticTuning | Log Analytics workspace

5k200814 ( eastus ) v

D QueryStoreRuntimeStatistics
Archiveto a STC--’EQE account

D QueryStoreWaitStatistics

0 Showing all storage accounts including classic storage accounts
Retention (days)

[] Errors

0 Location
e Retention (days) East US
[[] Databasewaitstatistics et
0 Su scription ———d \V/ N T, roacn
; Retention (days) Azure Pass - Sponsorshi ) '
[] Timeouts 0
0 Storage account *
Retention (days) contoso20 v
D Blocks
0
Retention (days) D R Lk O
D Deadlocks 5 e event hub
metric

Retention (days)
0

[] sasic
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The amount of time that SQLInsights Bataaiibbe storedfint v
blob stcrage s [answer choice]. 30 days
90 days
730 days
indefinite
The maximum amountof time that SQLInsights data can be v
stored infAztre Log Analytics is [answer choice]. 3, days
3 90 days
730 days
indefinite

IEfiZ:
Answer Area
The amount of time that SQLInsights data will be stored in
blob storage is [answer choice]. 30 days
90 days
730 days
indefinite

The maximum amount of time that SQLInsights data can be
stored in Azure Log Analytics is [answer choice]. 30 days

90 days
730 days
indefinite

Explanation:

Box 1: 90 days

The retention policy is only for storage account, this is set to 90 days.

Box 2: 730 days

How long is the data kept?

Raw data points (that is, items that you can query in Analytics and inspect in Search) are kept for
up to 730 days.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/data-retention-privacy
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When both the database management system and client are under the same ownership (e.g.
when SQL Server is deployed to a Elastic database transactions for Azure SQL Database and
Azure SQL Managed Instance allow you to run transactions that span several databases.
SQL Managed Instance enables system administrators to spend less time on administrative tasks
because the service either performs them for you or greatly simplifies those tasks.

Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/database/elastic-transactions- overview?
view=azuresql-azure
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For this requirement, you can Azure Container Registry - Premium SKU. It provides the feature of
automatic distribution of images across regions.

The Microsoft documentation mentions the following:


https://www.jpnshiken.com/q/65220-5998942/
https://www.jpnshiken.com/q/65220-5998943/

Azure Container Registry is available in multiple service tiers (also known as SKUs).

These tiers provide predictable pricing and several options for aligning to the capacity

and usage patterns of your private Docker registry in Azure.

Tier Description

Basic A cost-optimized entry point for developers learning about Azure Container
Registry. Basic registries have the same programmatic capabilities as Standard
and Premium (such as Azure Active Directory authentication integration, image
deletion, and webhooks). However, the in€luded stagrage and image throughput
are most appropriate for |6wer gsage scenarios.

Standard Standard registries offer the same capabilities as Basic, with increased included
storage and image throughput. Standard registries should satisfy the needs of
most production scenarios.

Fremi i E g@ﬁ%@giies provide the highest amount of included storage and

concurrent operations, enabling high-volume scenarios. In addition to higher
image throughput, Premium adds features such as geo-replication for managing
a single registry across multiple regions, content trust for image tag signing,
private link with private endpoints to restrict access to the registry.

Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-skus
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Explanation:

Box 1: Data Migration Assistant (DMA)

The Data Migration Assistant (DMA) helps you upgrade to a modern data platform by detecting
compatibility issues that can affect database functionality when you:

Upgrade to a new version of SQL Server

Migrate to Azure SQL Database

Migrate to Azure SQL Managed Instance

DMA recommends performance and reliability improvements for your target environment and
allows you to move your schema, data, and uncontained objects from your source server to your
target server.

Note: Data Migration Assistant (DMA) you can spend more than 24 hours to migrate 1 TB. DMA
can take 26-28 hours to migrate 700 MB.

Box 2: Azure Migrate



Azure Migrate is the recommended and most comprehensive tool for migrating on-premises
virtual machines to Azure, as it provides a central hub for discovery, assessment, and migration.
It supports various VM types, including VMware, Hyper-V, and physical servers, offering both
agentless and agent-based migration options and tools to help with business case generation,
cost reduction, and optimized VM sizing.

Reference:

https://learn.microsoft.com/sl-si/previous-versions/sql/dma/dma-overview
https://learn.microsoft.com/en-us/azure/migrate/migrate-services-overview
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When you deploy your web app, web app on Linux, mobile back end, or API app to Azure App
Service, you can use a separate deployment slot instead of the default production slot when
you're running in the Standard, Premium, or Isolated App Service plan tier. Deployment slots are
live apps with their own host names.

App content and configurations elements can be swapped between two deployment slots,
including the production slot.

Deploying your application to a non-production slot has the following benefits:

* You can validate app changes in a staging deployment slot before swapping it with the
production slot.

* Deploying an app to a slot first and swapping it into production makes sure that all instances of
the slot are warmed up before being swapped into production.

This eliminates downtime when you deploy your app.

* After a swap, the slot with previously staged app now has the previous production app. If the
changes swapped into the production slot aren't as you expect, you can perform the same swap
immediately to get your "last known good site" back.

Reference:

https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots
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The Azure SQL migration extension for Azure Data Studio

If your target is Azure SQL Database, make sure you deploy the database schema before you
begin the migration Note: The Azure SQL migration extension for Azure Data Studio enables you
to assess, get right- sized Azure recommendations and migrate your SQL Server databases to
Azure.

The workflow of the migration process is illustrated in the following diagram:


https://www.jpnshiken.com/q/65220-5998946/
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Reference

https://learn.microsoft.com/en-us/azure-data-studio/extensions/azure-sql-migration-extension
https://learn.microsoft.com/en-us/azure/dms/migration-using-azure-data-studio
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Note: App1 and the data are used on the first day of the month only. See Serverless compute tier
below.

The vCore based purchasing model.

The term vCore refers to the Virtual Core. In this purchasing model of Azure SQL Database, you
can choose from the provisioned compute tier and serverless compute tier.

* Provisioned compute tier: You choose the exact compute resources for the workload.

* Serverless compute tier: Azure automatically pauses and resumes the database based on
workload activity in the serverless tier. During the pause period, Azure does not charge you for
the compute resources.

Reference:

https://www.sqglshack.com/dtu-and-vcore-based-models-for-azure-sql-databases/
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Explanation:

Dynamic data masking helps prevent unauthorized access to sensitive data by enabling
customers to designate how much of the sensitive data to reveal with minimal effect on the
application layer.
https://learn.microsoft.com/en-us/azure/azure-sql/database/dynamic-data-masking-overview
Always Encrypted is a feature designed to protect sensitive data, such as credit card numbers or
national/regional identification numbers (for example, U.S. social security numbers), stored in
Azure SQL Database, Azure SQL Managed Instance, and SQL Server databases.
https://learn.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-
database-engine
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Reference:

https://learn.microsoft.com/en-us/azure/backup/multi-user-authorization-concept
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Explanation:

Box 1: An Azure AD app registration

Azure active directory (AD) provides cloud based directory and identity management
services.You can use azure AD to manage users of your application and authenticate access to
your applications using azure active directory.

You register your application with Azure active directory tenant.

Box 2: A conditional access policy

Conditional Access policies at their simplest are if-then statements, if a user wants to access a
resource, then they must complete an action.



By using Conditional Access policies, you can apply the right access controls when needed to
keep your organization secure and stay out of your user's way when not needed.

Reference:
https://codingcanvas.com/using-azure-active-directory-authentication-in-your-web-application/
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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Azure Storage Mover is a fully managed, hybrid migration service designed to move on-premises
file shares to Azure Blob Storage and Azure Files. It simplifies the process of migrating large
volumes of data by automating the transfer and supporting various source types.

You can use Storage Mover for different migration scenarios such as lift-and-shift, and for
migrations that you have to repeat regularly. Azure Storage Mover also helps maintain oversight
and manage the migration of all your globally distributed file shares from a single storage mover
resource.

Supported sources and targets

The current Azure Storage Mover release supports full-fidelity migrations for specific source-
target pair combinations. Always utilize the latest agent version to benefit from these supported
sources and destinations:

* SMB 2.x mount

Azure file share (SMB)

SMB 1.x sources and NFS Azure file shares are currently not supported.

*-> NFS 3 & 4 mount

Azure blob storage container

Containers with the "Hierarchical Namespace Service (HNS)" feature enabled, are supported and
the ADLS Gen2 REST API set is used for migration.

Reference:

https://docs.azure.cn/en-us/storage/common/storage-ref-azcopy-sync
https://learn.microsoft.com/en-us/azure/storage-mover/service-overview
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When you back up a key vault object, such as a secret, key, or certificate, the backup operation
will download the object as an encrypted blob. This blob can't be decrypted outside of Azure. To
get usable data from this blob, you must restore the blob into a key vault within the same Azure
subscription and Azure geography.
https://docs.microsoft.com/en-us/azure/key-vault/general/backup?tabs=azure-cli
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B. Application Gateway Ingress Controller (AGIC)
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Much like the most popular Kubernetes Ingress Controllers, the Application Gateway Ingress
Controller provides several features, leveraging Azure's native Application Gateway L7 load
balancer.

To name a few:

* URL routing

* Cookie-based affinity


https://www.jpnshiken.com/q/65220-5998952/
https://www.jpnshiken.com/q/65220-5998953/

* Secure Sockets Layer (SSL) termination

* End-to-end SSL

* Support for public, private, and hybrid web sites

* Integrated support of Azure web application firewall

Application Gateway redirection support isn't limited to HTTP to HTTPS redirection alone. This is
a generic redirection mechanism, so you can redirect from and to any port you define using rules.
It also supports redirection to an external site as well.

Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/features
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How it works

A common scenario for Batch involves scaling out intrinsically parallel work, such as the
rendering of images for 3D scenes, on a pool of compute nodes. This pool can be your "render
farm" that provides tens, hundreds, or even thousands of cores to your rendering job.
https://learn.microsoft.com/en-us/azure/batch/batch-technical-overview

You configure compute nodes for parallel task execution at the pool level.
https://learn.microsoft.com/en-us/azure/batch/batch-parallel-node-tasks
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Build a full-stack React application with Azure Static Web Apps and managed functions React is
the most popular framework for frontend web applications, and Azure Static Web Apps is the best
place to host these applications on Azure. With Azure Static Web Apps' built-in managed Azure
Functions, you can build and host a full-stack web application using only Azure Static Web Apps
for simpler deployment and management across environments.

\ React application,
Functions project

-

/api
Eep | —

Managed functions

Actor

React application deployed to Azure Static Web Apps

with managed functions Az SRS mesDB

Note: Azure Static Web Apps publishes a website to a production environment by building apps
from an Azure DevOps or GitHub repository.

Reference:
https://techcommunity.microsoft.com/t5/apps-on-azure-blog/build-a-full-stack-react-application-
with-azure-static-web-apps/ba-p/4090838
https://learn.microsoft.com/en-us/azure/static-web-apps/get-started-portal
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A. Azure Synapse Analytics

B. Azure A>T U VEMESR Y kT —% (CDN)

C.Azure T—2 2779 b1)—

D. Redis F Azure v v < a

IEfE: (EfEZRRLET)
https://learn.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview Azure Cache for
Redis provides an in-memory data store based on the Redis software. Redis improves the
performance and scalability of an application that uses backend data stores heavily.

It's able to process large volumes of application requests by keeping frequently accessed data in
the server memory, which can be written to and read from quickly. Redis brings a critical low-
latency and high-throughput data storage solution to modern applications.
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Possible actions Actions in order

Release

Assess

Ready

Deploy E

Plan

™ Microsoft

©®

1E fiz:

+rd

Possible actions

|
!

Explanation:

You should identify the following migration steps in order:
1. Assess

2. Deploy




3. Release

The Microsoft Adoption Framework for Cloud provides you with guidelines to construct a plan for
your journey into the cloud. The Microsoft Cloud Adoption Framework envisages the following
main methodologies: Define strategy, Plan, Ready, Migrate, and Innovate.

First, during the assessment step of the Migrate methodology, you should assess your workloads
in terms of calculating the migration costs and determining the required modernization effort and
deployment tools.

Next, you should deploy your workloads by moving them, either without modernizing (lift-and-
shift) or modernized, into the cloud.

Finally, you should test, optimize, and document your migrated workloads and, if the result is as
expected, then you can release the workloads to your users. During this phase you should hand
over workloads and documentation to your operation, security, and governance teams.

You should not identify Plan as one of the Migration steps. According to the Microsoft Adoption
Framework for Cloud, during the Plan step you assess your digital estate (which workloads you
can move as they are, which have to be modernized or rebuilt, which workloads you do not need
anymore), align it with the business outcomes, evaluate skill gaps, and plan for adoption &
change management. As such, the Plan step has to be carried out before you start your
migration.

You should not identify Ready as one of the Migration steps. According to the Microsoft Adoption
Framework for Cloud, during the Ready step you need to create your target environment, called
the landing zone. As soon as your landing zone is in place, you are ready to start migration.
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Location | Quantity Descoption

LCJ:ntral 20 | Run the Server Core installation of Windows Server

East US 50 Ru.n Win’inv.-s Server and have IIS-based infrastructure
|isefvices installed

West US 50 Run Windows Server and have |IS-based application

services installed
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Answer Area

Minimum number of DCRs: v

E

2

3
Minimum number of DCEs: v

0

1

2

3




Minimum number of DCRs: v
2y

ISt f o St

-

3

Minimam number of DCEs:

Explanation:

Box 1: 2

One DCR to collect Windows logs.

One DCR to collect IIS logs.

Note: Data collection rules (DCRs) are part of an Extract, transform, and load (ETL)-like data
collection process that improves on legacy data collection methods for Azure Monitor. This
process uses a common data ingestion pipeline for all data sources and a standard method of
configuration that's more manageable and scalable than previous collection methods.
Box 2: 3

One DCE for each region.

Note:

A data collection endpoint (DCE) is an Azure resource that defines a unique set of endpoints
related to data collection, configuration, and ingestion in Azure Monitor.

Create a data collection endpoint in each region where you have Azure Monitor Agent deployed
to send configuration files to the agents in that region.

Reference:
https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/data-collection-rule-overview
https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/data-collection-endpoint-
overview?
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Answer Area

For the blobs:

For the file shares:

EfiE:
Answer Area

For the blobs:

For the file shares:

Explanation:
1. For the blobs - a

A user delegation shared access signature (SAS) only
A shared access signature (SAS) and a stored access policy
A user delegation shared access signature (SAS) and a stored access policy

v

A user delegation shared daccess sigpature<(SAS)-anly
A user delegation sharcd access sighattre (SAS) and a stored access policy

A user delegation shared access signature (SAS)-only
A shared access signature (SAS) and a §tored access policy

A user delegation shidred access sighature (SAS) and a stored access policy

v

Azuré AD.credentials __
A user delegation/shared-aecessssignéture (SAS) only

A user gdelec stion shared accéss Signature (SAS) and a stored access policy

user delegation SAS only

To maximize security it's better to use a user delegation SAS:

From docs: As a security best practice, we recommend that you use Azure AD credentials when
possible, rather than the account key, which can be more easily compromised. When your
application design requires shared access signatures, use Azure AD credentials to create a user
delegation SAS to help ensure better security.

This also prevents using shared keys & supports time-limited access. Note: user delegation SAS
do not support stored access policies.



2. For the file shares - Azure AD credentials

It fulfills the requirement to maximize security (the most secure way recommended by Microsoft),
but doesn't support time-limited access, which is optional and has lower priority than security.
https://learn.microsoft.com/en-us/rest/api/storageservices/create-user-delegation-sas.
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A. CORS
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C. Azure CDN
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You have to use the feature of Soft Delete. The Microsoft documentation mentions the following.
Azure Storage now offers soft delete for blob objects so that you €an more easily recover your data when it is erroneously

modified or deleted by an application or other storage accountuser

How does it work?

When turned on, soft delete enables you to save and regolefyyduiidata When blobs or blob snapshots are deleted. This
protection extends to blob data that is erased as thefesult @f'an overwrite.

When data is deleted, it transitions ¥ aisaft deléted state instead of being permanently erased. When soft delete is on and
you overwrite data, a soft deleted'8n@pshot is generated to save the state of the overwritten data. Soft deleted objects are
invisible unless explicitly listed. You can configure the amount of time soft deleted data is recoverable before it is permanently
expired.

Since this is clearly mentioned in the documentation, all other options are incorrect.

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-soft-delete
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Answer Area =N\ icrosoft

Account type: v
Blob storage

Stor Wr purpose v1)
K ﬁ (general purpose v2)

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Read-access geo-redundant storage (RA-GRS)

Repli(@{ @&“ | v

1E fiZ:

Answer Area

Account type: l v
Blob storage

Storage (general purpose v1)
StorageV2 (general purpose v2)

Replication solution: | v

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

M iC f %#‘ ‘ess geo-redundant storage (RA-GRS)

Explanation:

Box 1: Blob storage

Blob storage supports storage tiers

Note: Azure offers three storage tiers to store data in blob storage: Hot Access tier, Cool Access
tier, and Archive tier. These tiers target data at different stages of its lifecycle and offer cost-
effective storage options for different use cases.



Box 2: Zone-redundant storage (ZRS)

Data in an Azure Storage account is always replicated three times in the primary region. Azure
Storage offers two options for how your data is replicated in the primary region:
Zone-redundant storage (ZRS) copies your data synchronously across three Azure availability
zones in the primary region.

Locally redundant storage (LRS) copies your data synchronously three times within a single
physical location in the primary region. LRS is the least expensive replication option, but is not
recommended for applications requiring high availability.

References:
https://cloud.netapp.com/blog/storage-tiers-in-azure-blob-storage-find-the-best-for-your-data
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
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Network Addresses Answer Area
172.16.0.0/16 : Subneti: Network address
172.16.1.0/28

@ Gateway subnet: Network address

192.168.0.0/24

192.168.1.0/28
1E fiz:



Network Addresses Answer Area

172.16.0.0/16 : Subnet1:~ | 192.168.0.0/24
172.16.1.0/28
@ Gateway subnet: 192.168.1.0/28
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‘or the searchable data catalog, use: \ v
Azure Data Explorer

Azure Data Factory
AzureSynapse Analytics
Micrasoft Purview Data Ndadl | — 1

For the central data lake, usés, -
Azure Data Explorer

Azure Data Factory

Azure Synapse Analytics

Microsoft Purview Data Map

1E fiz:

or the searchable data catalog, use: -
Azure Data Explorer
Azure Data Factory

Azure Synapse Analytics
Microsoft Purview Data Map

For the central data lake, use: v
Azure Data Explorer

Azure Data Factory

1 Analytics

" [Microsoft Purview Data Map

Explanation:

Box 1: Microsoft Purview Data Map

For the searchable data catalog, use:

Provide a single searchable catalog of the data in all the databases. The catalog must contain
metadata of the data. The solution must minimize storage requirements.

The Microsoft Purview Data Map provides the foundation for data discovery and data
governance. It captures metadata about data present in analytics, software-as-a-service (SaaS),
and operational systems in hybrid, on-premises, and multicloud environments.

Box 2: Azure Synapse Analytics

Provide a central data lake that contains specific data from multiple databases. The solution must
include a big data engine that can create machine learning models.

Reference:

https://learn.microsoft.com/en-us/purview/data-map
https://learn.microsoft.com/en-us/purview/microsoft-purview-connector-overview



https://learn.microsoft.com/en-us/azure/architecture/data-guide/scenarios/data-lake
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D: Time Series Insights is a fully managed service for time series data. In this architecture, Time
Series Insights performs the roles of stream processing, data store, and analytics and reporting. It
accepts streaming data from either loT Hub or Event Hubs and stores, processes, analyzes, and
displays the data in near real time.

C: The processed data is stored in an analytical data store, such as Azure Data Explorer, HBase,
Azure Cosmos DB, Azure Data Lake, or Blob Storage.

Reference:

https://docs.microsoft.com/en-us/azure/architecture/data-guide/scenarios/time-series
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Prepare for the migration by v

Adding a secondary replica to AG1
Creating an Always On availability group on VM1
Upgrading the on-premises.SQL Server instances

Perform the migration bypuSing: v

A distributed availability group
Azure Migrate,

B e g . s et

Logishippind/

IEfi:

Prepare for the migration by 7
Adding a secondary replica to AG1
Creating an Always On availability group on VM1
Upgrading the on=premises SQL Server instances
Perform the migration by using: ot

A distributed availability group
Azure Migrate
Log shipping

Explanation:

Creating an Always On availability group on VM1 would not be necessary, as you already have
an availability group (AG1) in place on your on-premises SQL Server instances.



By adding a secondary replica to AG1, you can provide a copy of DB1 that can be used for the
migration. This will allow you to minimize downtime on DB1 by performing the migration on the
secondary replica, while the primary replica remains available for use.

While using Azure Migration can simplify the migration process, it may not necessarily minimize
downtime. You may still need to plan for an appropriate maintenance window to complete the
migration with minimal disruption to your application.
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To enable users from a partner organization (in this case, fabrikam.com) to access resources in
your organization (contoso.com) using access packages, you need to first set up a connected
organization in Microsoft Entra ID.

A connected organization represents an external entity, such as a partner organization, whose
users will be granted access to your resources through entittement management and access
packages.

By creating a connected organization in the Entitlement management settings under Identity
Governance, you can specify users from fabrikam.com and allow the Access package
assignment manager role to only assign access packages to the users from this connected
organization.

This setup enables you to manage the relationship with external users, controlling who can
request and be assigned access.
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Azure Front Door meets the requirements. The Azure Web Application Firewall (WAF) rate limit
rule for Azure Front Door controls the number of requests allowed from clients during a one-
minute duration.

Reference:
https://www.nginx.com/blog/nginx-plus-and-azure-load-balancers-on-microsoft-azure/
https://docs.microsoft.com/en-us/azure/web-application-firewall/afds/waf-front-door-rate-limit-
powershell
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Answer Area

First job:

Batch service and dedicated virtuabmach
User subscription and dedigated, virtual machines

User subscngtuon and !m«pnonty virtual machines

ansmmearlV11Crosoft

First job:

Batch service and dedicated -.nrtual machines
User subscription and dedicated virtual machines

User subscription and low-priority virtual machines

User subscnptlun and dedicated virtual machines
User subscription and luw-pnomy virtual machines

Explanation:

Box 1: User subscription and low-priority virtual machines

The first job type will consist of short-running tasks for a development environment.

Among the many ways to purchase and consume Azure resources are Azure low priority VMs
and Spot VMs. These virtual machines are compute instances allocated from spare capacity,
offered at a highly discounted rate compared to on- demand VMs. This means they can be a
great option for cost savings " for the right workloads Box 2: Batch service and dedicate virtual
machines The second job type will consist of long-running Message Passing Interface (MPI)
applications for a production environment that requires timely job completion.



Azure Batch Service is a cloud based job scheduling and compute management platform that
enables running large-scale parallel and high performance computing applications efficiently in
the cloud. Azure Batch Service provides job scheduling and in automatically scaling and
managing virtual machines running those jobs.

Reference:

https://www.parkmycloud.com/blog/azure-low-priority-vms
https://azure.microsoft.com/en-us/pricing/details/batch/
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Azure Cosmos DB Table API has single-digit millisecond latency for reads and writes, backed
with <10-ms latency reads and <15-ms latency writes at the 99th percentile, at any scale,
anywhere in the world. Automatic and complete indexing on all properties, no index management.
Turnkey global distribution from one to 30+ regions. Support for automatic and manual failovers
at any time, anywhere in the world.

Reference:

https://docs.microsoft.com/en-us/azure/cosmos-db/table-support
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Azure SQL Database
Azure SQL managed Instance
The Hyperscale service tier

Replication mechanism: v

Active geo-replication
Auto-failover groups
/Standard geo-replication




Answer Area

Azure service or service tier:

Azure SQL Database
Azure SQL managed Instance
The Hyperscale service tier

Replication mechanism:
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Active geo-replication
Auto-failover groups
Standard geo-replication

Explanation:

Box 1: Azure SQL Database

Box 2: Active geo-replication

If you need to create multiple Azure SQL Database geo-secondary replicas (in the same or
different regions) for the same primary replica, use active geo-replication.
https://learn.microsoft.com/en-us/azure/azure-sql/database/auto-failover-group-sql- db?
tabs=azure-powershell&view=azuresq|

B 123

BHD Azure Y TRV ) T2 ava8LS0T4 0T J—UbHYFET,

TR Tav~AD)V—ADTTOAZEBBLTHIRLENHYET, V) a— a3 viFu
TOEHZE-IRLENHYFET,

-INTA—=REYR—FLFET,

-N—U a3 VEBEY—REBEYR—MLET,

ED2DO2DA T3V EFRATEEIMN? TNETNOERIELLMRRERLET,

FE ELWMEBIRSEICTIRAI Y IR EShET,

A. Azure R1) o —

B.Azure #— b A— 32

C. Azure Resource Manager (ARM) 7> 7 L— k

D. LB =EEfFH 7 7 1)L

E. Azure EA%k

IEfE: (EfEZRRLET)

To automate deployments in Azure while supporting parameters, versioning, and source control,
you should use Azure DevOps with Bicep or Azure Resource Manager (ARM) templates as your
infrastructure-as-code (laC) tools. Azure DevOps provides a CI/CD platform, while Bicep or ARM
templates define the infrastructure.
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Reference:
https://learn.microsoft.com/en-us/azure/azure-resource-manager/templates/overview
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Azure Policy evaluates resources in Azure by comparing the properties of those resources to
business rules. Once your business rules have been formed, the policy definition or initiative is
assigned to any scope of resources that Azure supports, such as management groups,
subscriptions, resource groups, or individual resources.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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General Purpose is recommended as it balances performance and cost, and provides options for
automatic failover to ensure high availability in case of datacenter failure.
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Before you upload a Windows virtual machine (VM) from on-premises to Azure, you must prepare
the virtual hard disk (VHD or VHDX).

Scenario: WebApp1 has a web tier that uses Microsoft Internet Information Services (IIS) and a
database tier that runs Microsoft SQL Server 2016. The web tier and the database tier are
deployed to virtual machines that run on Hyper-V.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/prepare-for-upload-vhd-image
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Azure Cosmos DB is a globally distributed, multi-model database service that can be used to
store and query large amounts of data with low latency. Cosmos DB supports various data
models, including NoSQL, and is designed for high throughput and low latency. It can be used to
store the data from the loT devices and can handle the high write and read throughput required
for the solution.

Azure Time Series Insights is a time-series data platform that is designed for analyzing time-
stamped data. It can be used to visualize the data from the IoT devices in near real-time,
providing a way to monitor and analyze the device data in real-time. It also has built-in support for
loT data, making it a good choice for this scenario.
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Cross-database queries are supported by SQL Server, for example on an Azure virtual machine,
and also supported by an Azure SQL Managed Instance.
https://docs.microsoft.com/en-us/azure/azure-sql/database/elastic-query-getting-started- vertical?
view=azuresq|
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User2 Group?2

User3 Group1, Group2crosoft
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Userl can create a new virtual mgi.ihi’he in RG1. o o
User2 can grant pennissiqq:;{f& Group2. | |0

User3 can create a starage account in RG2. Q| |0

TN

Answer ARSSS \ | crosoOft

Statements

Userl can create a new virtual machine in RG1.

User2 can grant permissions to Group2.

User3 can create a storage account in RG2.

Explanation:

Box 1: Yes

User1 member of Group1 which is Contributor VM to MG1 (Sub1).
Box 2: No

Granting access cannot be done with contributor role

Box 3: No



User3 has Contributor role only for Sub1 and Sub3 (through group1/2 member of group3 which is
Contributor of Tenant Root Group (Sub3) ).
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The Virtual WAN meets the first 3 requirements, and the secured virtual hub has the Azure
Firewall Manager, which can do the FQDN filtering.
https://learn.microsoft.com/en-us/azure/firewall-manager/secured-virtual-hub
https://learn.microsoft.com/en-us/azure/firewall/fqdn-filtering-network-rules
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Storage type: | ¥
Azure Elastic SAN

| Premium file share

| Premiun S50 shared disk
Storage Spaces Direct
rUhtra S50 shared disk

Minimum number of subnets: v
1
Z
K}
Explanation:

The storage can use Fibre Channel, iISCSI, FCoE, or SAS for shared disk storage, or use locally
attached storage with Storage Spaces Direct (S2D).

Box 1: Storage Spaces Direct

* Storage Spaces Direct

Storage Spaces Direct requires 2 and up to 16 Microsoft-approved servers with direct-attached
SATA, SAS, NVMe, or persistent memory drives that are physically attached to just one server
each. Each server must have at least two solid-state drives, and at least four more drives. The
SATA and SAS devices should be behind a host-bus adapter (HBA) and SAS expander.

Box 2: 3

For a single application or service requiring high availability across three availability zones, you
need a minimum of three subnets, with one subnet in each availability zone. This setup ensures
that if one availability zone experiences an outage, your application can still operate from the
remaining availability zones, maintaining its availability and fault tolerance.

Reference:
https://learn.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/failover-cluster-
instance-storage-spaces-direct-manually-configure?
https://learn.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/performance-
guidelines-best-practices-storage



https://learn.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://learn.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/availability-group-
manually-configure-tutorial-multi-subnet
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Recovery

Enable operational backup with Azure Backup

Enable point-in-time restore for containers

Enable soft delete for blobs

Enable soft delete for containers

Enable permanent deléte for soft deleted items

Tracking

N .
M Iﬁ Enaglle versioning for blobs

N

Enable blob change feed

Access control

Enable version-level immutabllity support




Recovery

[j Enable operational backup with Azure Backup |

D Enable point-in-time restore for containers |

[ ] Enable soft delete for blobs

|:| Enable soft delete for containers |!
g Vicrosoft i
s D Enable permangnt délétefor soft deleted items

i

Tracking

~ IWEnable versioning for blobs

A |:| Enable blob change feed

Access control

»~ | | Enable version-level immutability support
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Reference:
https://www.ciraltos.com/automatically-start-and-stop-wvd-vms-with-azure-automation/
https://wvdlogix.net/windows-virtual-desktop-host-pool-automation-2
https://getnerdio.com/academy/how-to-optimize-windows-virtual-desktop-wvd-azure-costs-with-
event-based-autoscaling-and-azure-vm-scale-sets/
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ASP1 &£ LNS5 & RTD Azure App Service 7 7 &L Azure Y TRV ) T 3 ohHY =
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App1 DN Ty FTI) ) 21— 3V EERTIBENHYET , DOV 2a—2 3 VIEUTD
BEHEBE-IRENHY ET,

-1 BRECEICNY I T TEEITLET,

-EBRDINY YTy TESYUO—KRTEDIEEHRELET,
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FEELWLMBIRSEICTI RS Y bMTEShET,

Answer 1Area

Set the backup typeto: .~ %,
'“Automatic

Custom

Manual

Configure App1 lo use the fanswer choice] tier:

Basic B3
Isolated 13V2
Premium P3V3

1E fiZ:
Answer Area

Set the backup type to: v
Automatic
Custom
wianual -
Configure App1 lo use the [answer choice] tier: A i S
' Basic B3

| Isolated 13V2
' Premium P3V3

Explanation:
Box 1: Custom
Automatic vs. custom backups



There are two types of backups in App Service. If your app is in a supported pricing tier,
automatic backups are created regularly. Custom backups require initial configuration and can be
made on-demand or on a schedule.

Downloadable backups are only available for Custom backups.

Box 2: Premium P3V3

Deployment slots are a feature that allows you to deploy a new version of your application to a
separate staging environment without affecting the live production environment. This feature is
available in the Standard, Premium, and Isolated App Service plans.

Premium P3V3 generally offers better performance-per-cost than Isolated I3V2 due to its higher
memory-to-core ratio and faster processors. The Isolated 13V2 tier is more expensive because it
provides a dedicated, isolated environment within an Azure data center.

Reference:

https://learn.microsoft.com/en-us/azure/app-service/manage-backup
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Azure SQL T —32R—RX TS5y I+ —LELTHERAT S EEEHELTULET,
ROEHZHT-FT Azure SQL BB L UHY—ER LRIWEHRTIVENHY FT,
-J— 00— FOFEIZEDNTCAVYE2—F 4 VIVY—REZBHNIRY—) VI LET
-PEMAOFSEIRE

AIZ#HRLFEIN?EETHICIE BEIY 7 TEUGA T3 VEERLTLEZEL,

FE ELWLVBIRSEICTI RSV AR EShET,

Answer Area
Azure SQL product: v
A single Azure SQigdatabase
An Azure SQIL_ Database elastic pool
Azure SQL Managed Instance
Service tier: v

Basic

Business Critical
General Purpose
Hyperscale
Standard




Answer Area

Azure SOL product: v

A single Azure SQL database
An Azure SQL Datdbase élastic poal
Azurg SEALTManaged Instance

Servicefiefim 4 1 v

Basic

Business Critical
General Purpose
Hyperscale

| Standard

Explanation:

Serverless is a compute tier for single databases in Azure SQL Database that automatically
scales compute based on workload demand and bills for the amount of compute used per
second. The serverless compute tier is available in the General Purpose service tier and currently
in preview in the Hyperscale service tier.
https://learn.microsoft.com/en-us/azure/azure-sql/database/serverless-tier-overview
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KEREHDATEXRZRHEAT AARE VTV FADBITICKYA VTSRSV Fry i
LTWET T84 —TS54 X YY—R TS5 (ERP)Web 7 T r—3>DT—%
A—KRIZEBTELW=H TOEFE Azure [TBITTE2RENHY FT,

B0V ) 2a—2a3 v FEF IRELESIVN, V) a—2aVIEUTOERZRB-TRELD
VE9,

-T—3 1t 53— (DC) ICEENKELELFZETHY N a—2aVvhMATELIRENHYET,
-ARXRMEEEOFNER/NMRICHZSZDENHY FT,

ED2DODBRREHRZLEIIT,, TNETNOERIIBRED—EERLTLET,

A O—RNSUH—%2F77A4LET,

B. Azure Traffic Manager 70774 ILZT 704 LET,

C.2 DDHRAMY—vIZhiz>TREZT Y Ry—)IL 2y bET7OA4LET,

D.2 oM —2avIcWeb 7TV ETTOALET,

EfR: (EffzRRLET)

You should deploy a virtual machine scale set across two availability zones and deploy a load
balancer to meet the requirements. An Azure availability zone is a physically separated location
within an Azure region. Azure regions contain at least three availability zones (data centers) with
their own infrastructure per availability zone (power, cooling, etc.), and are connected with a high
performance network. Because the Enterprise resource planning (ERP) web application cannot
be modified, it should be deployed on an Azure virtual machine. You should deploy a virtual
machine scale set to scale a web application on virtual machines across availability zones with
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minimized administrative effort. In this scenario, the requirement is met by deploying an ERP web
application to multiple availability zones within an Azure region.

You should also deploy an Azure load balancer to route traffic automatically to the failover
availability zone.

You should not deploy a web app across two regions. Since CompanyA operates only in East US
and there is no interregional availability required, deploying a web app across two regions is not
necessary. Deploying a web app across multiple regions also increases costs for the interregional
data transfer.

You should not deploy an Azure Traffic Manager profile. Azure Traffic Manager is an Azure load
balancing solution to distribute traffic to multiple service endpoints across Azure regions for
availability or performance purposes. Since there is no interregional availability required,
deploying Azure Traffic Manager is not needed.
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Division | Azure | Azure .ﬂ:[“ tenant it
subscription |

East Sub Contoso.con
S s

WA fom L - it s e s iiie

b i =11 "\.rt.. .:'l.!:‘. :" L I.‘

Sub11Z1&_ App1& LyS & RiTMDAzure App Service Web7 U MEENTWET  Applld o>
WTF 2 ba—H—5B5EZAzure ADZER L F 9, contoso.com® 1 —H —I[LApp1IZxt L TERE

TEET,
fabrikam.com 73+ > FDA—H—h App1 I L TERIEETED L S(2T Y a— a3 &R
TEDENHYET,

Az H8HOITNILNNTL &£ 557

A.Azure AD 7REY 3=V —EREZBRHLET,

B. Azure AD SRR JL—RRFEEZBRL A4V TV RRA UV FERHLET,
C.77UT—2a ERBTHYR—PFINTWVWETHD U FOEEEERL Y1240 TV FRR
1 EEHLET,

D. Azure AD SZ#ER LET,

FfE:C(aAAVLEEKRT D)

The Microsoft identity platform provides support for specific identity types:

- External identities in Azure AD for partners (users outside of your organization)
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https://learn.microsoft.com/en-us/security/zero-trust/develop/identity-supported-account-types
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Host virtual machine Azute Availability-Zone Azure region
USDB1 e ) US East

usDB2 US East
usSDB3 US East

EUDB1 West Europe
EUDB2 West Europe
EUDB3 West Europe

954F7 b 7T )5r—2 3 2IE db.contoso.com EFERALTTF—E4R—X H—N—[ZT7 U +F
ALET,
AESNTVWAEARBICEL-BRMBY—EXRZHRETINELAHYEST V) -3y
FUTOEHE[/-TLENHYFET,

S EBIDDT—AR—AH—NN—~ADT I AN FINIDRELAHY ET

MR EENRE LI5S

-REIIUEA A —Fy MIEEERELELTLES N,
HREBECIIMEESDHIRETIMN AZTSICE BETY 7 TEULGA T a vEERLT

CFEEL,
EBELLBIRSEIC RA Y bAESNET,
Slobal load balancing servicel [ p /17 ~ v o 4 v
- ITAZUrE Application Gateway
Azure Front Door
Azure Load Balancer
'Azure Traffic Manager
Availability Zone load balancing service: \ v

Azure Application Gateway
Azure Front Door
Azure Load Balancer

Azure Traffic Manager




Global load balancing service: B 4

Azure Application Gateway
Azure Front Door

Azure Load Balancer
Azure Traffic Manager

Avalilability Zone load balancing service: v

Azure Application Gateway
Azure Front Door

Azure Load Balancer
Azure Traffic Manager

Explanation:

Box 1: Azure Traffic Manager

Traffic Manager is a DNS-based traffic load balancer that enables you to distribute traffic
optimally to services across global Azure regions, while providing high availability and
responsiveness. Because Traffic Manager is a DNS-based load-balancing service, it load
balances only at the domain level. For that reason, it can't fail over as quickly as Front Door,
because of common challenges around DNS caching and systems not honoring DNS TTLs.

Service Global/regional Recommended traffic

Azure Front Door Global HTTP(S)

Traffic Manager Global non-HTTP(5)

Application Gateway Regional HTTP(S)

Azure Load Balancer Regional nan.-HTTP{S._‘J.
Reference:

https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/load-balancing-
overview
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A. AzureBLOBX k L—%
B. Azure Redis

C. Azure CosmosDB

D. Azure HDInsight
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RDRIZETESI2.100 EDREYTSVDERZ 2 DBHET H5FETT,
Name Description

! ._aasﬁt%ﬂﬁ@ Q‘f&ﬁlﬁes that run Windows Server 2022
includes 50 virtual machines that run Ubuntu Server 22.04

Ceproymaat] Supports ultra disks
Supports deployment to availability-zones
Includes 50 virtual machines.that run Windows Server 2022
Includes 50 virtual machines that run Windows Server 2019
Deployment2

Supports up to 20 ugdaté domains

Supports proximity blacement aroups

BERBICRE<T VO IL—TI ) 2= a3 v EHETILELAHY FT,

ETTOA A FOERFBHEICIIMEZEOILENHY FIH? BET BHICI1F, BEEETHEY
BAToavEERLTLESY,

AR ELWVERIEICTIRSA VMG ESNET,

ANSWer Area
Deployment1: v
An availability set
A virtual machine scale set in Fléxible orchestration mode
A virtual machine scale set in Uniform orchestration mode
Deployment2: v

An ayailability set
A virtual machine scale set in Flexible orchestration mode
A virtual machine scale set in Uniform orchestration mode

IVIICTWVOUUI L

1E fiz:
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Deployment1:

An availability set
A virtual machine scale set.in Flexible orchestration mode
A virtual machine scale-set.in Uniform orchestration mode

Deployment2:

An availability set
A virtual machine scale set in Flexible orchestration mode

A virtual machine scale set in Uniform orchestration mode

Explanation:

Box 1: A virtual machine scale set in Flexible orchestration mode

Flexible orchestration mode supports Ultra disks.

Flexible orchestration mode supports a mix of Windows and Linux Servers.

Note: The following list contains Ultra Disk's limitations:

* Currently, Ultra Disks only support Single VM and Availability zone infrastructure options.

* Ultra Disks don't support availability sets.

* Etc.

Box 2: An availability set.

Orchestration modes for Virtual Machine Scale Sets in Azure

When you want to deploy Virtual Machines that are close together along with its disks to ensure
the lowest latency possible, you can assign Azure Virtual Machines to a Proximity Placement
Group.

Reference:

https://learn.microsoft.com/en-us/azure/virtual-machines/disks-enable-ultra-ssd
https://learn.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-
orchestration-modes
https://www.shudnow.io/2022/04/09/pin-azure-vm-availability-sets-into-an-availability-zone/
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-HRARMYERD—O—FOEAVF YL T AADA 70— FEHYR—FLET,

“Azure )—T 3 VOBERERICEENFRBELET,
-K16TBODRL—VFHR—FLET,

SR MERMRICHIZET,

Y1) 1—2avICEEDY—ERBLEREEEHIVENHY T/ BB T I(Z(E, BEEHESE
TEYEL T avEBRLTEE D,

EE ELOLBIRSEIZI RS Y AT EShET,

Answer Area

Service tier: w

Business Critical

General Purpose

Hypeticale i
licropsaffo

Feature: 2.4

Faillover group

Geo-replicas

Read scale-out




Answer Area

Service tier: y =
Business Criticality VIICroso!
General Putpose |
Hyperscale

Feature: -
Fallover group

Geo-replicas

Read scale-out

Explanation:

To meet the requirements for migrating DB1 to an Azure SQL Managed Instance, the following
service tier and feature should be selected:

Service Tier - Business Critical

The Business Critical tier allows for read scale-out, enabling offloading of read-only workloads to
secondary replicas. It also provides high availability with replication across multiple zones and
support for up to 16 TB of storage. This ensures resiliency in case of a region outage, as needed
in the solution.

Feature - Failover group

A Failover group provides automatic failover of a managed instance between different regions,
ensuring that the solution remains available in the event of an Azure region outage. It supports
geo-replication and enhances disaster recovery capabilities, which aligns with the resiliency
requirement.
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COEVLIVOEMICEELEZRIE TOEMICRSAZ LI TEFRA, TOHRR, ChoDE
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HEORE AU TLUIREAzurelZBHDRE< Y YM)ZRRAL TWET, Azure
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NEHIT ABENHY FT,

iR RE AzureAdvisorZFRLTCRY FI—U bS5 T74 v O EHNHLET,
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A. [FLy

B. L\ %

Ef:B(OA U FERKT D)

Instead use Azure Network Watcher to run IP flow verify to analyze the network traffic.

Note: Advisor is a personalized cloud consultant that helps you follow best practices to optimize
your Azure deployments. It analyzes your resource configuration and usage telemetry and then
recommends solutions that can help you improve the cost effectiveness, performance, high
availability, and security of your Azure resources.

With Advisor, you can:

Get proactive, actionable, and personalized best practices recommendations. Improve the
performance, security, and high availability of your resources, as you identify opportunities to
reduce your overall Azure spend.

Get recommendations with proposed actions inline.

Reference:

https://docs.microsoft.com/en-us/azure/advisor/advisor-overview
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RDOFEIZTRT Azure App Service Web 7 71 DRBIETEIZERET L TLVET,

Name - Micro oo [Description

App? Will contan a PostgreSQL database that was migrated from an
on-premises server and will-fail over automatically

App2 Will contain a new PostgreSQL database that has a write
availability SLA of more than 99.995%
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FEELVERIEICTRAV MAMESIETS,

Database types Answer Area

Azure Cosmos DB for NoSQL and a multiple-region, App1:
single-region writes without availability zones SLA :

Azure Cosmos DB for NoSCQL and a single-region App2:
writes with availability zones SLA =

Azure Cosmos DB for NoSQL and a single-region
writes without availability zones SLA

Azure Database for PostgreSQL flexible server in the
burstable tier

Azure Database for PostgreSQL flexble server in the

general purpose tier
mmwmw““"““‘“““ﬂ Microsoft
Efig: s R

Azure Cosmos DB for NoSQL and a multiple-region, ! :
single-region writes without availability zones SLA App1: | Azure Database for PostgreSQL flexible server in the

general purpose tier

App2: | Azure Cosmos DB for NoSQL and a single-region
writes with availability zones SLA

Azure Cosmos DB for NoSQL and a single-region
writes without availability zones SLA

Azure Database for PostgreSQL flexibiesérver in the

Azure Database for PostgreSQL single server in the :_ﬂ .
E m Microsoft

Explanation:

Box 1: Azure Database for PostgreSQL flexible server in the general purpose tier.

Will contain a PostgreSQL database that was migrated from an on-premises server and will fail
over automatically.

Box 2: Azure Cosmos DB for NoSQL and single-region writes with availability zones SLA Will
contain a PostgreSQL database that has write availability SLA of more than 99.995%.

For single-region writes in Azure Cosmos DB for NoSQL with availability zones, it is 99.995% for
writes, with a minimum of 1,000 RU/s and a potential for 1.25x RU/s for serverless.



Reference:
https://learn.microsoft.com/en-us/azure/postgresql/flexible-server/overview
https://learn.microsoft.com/en-us/azure/reliability/reliability-postgresql-flexible-server
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Name \ i~ ct+t Configuration
SERVER1 Jbuntu 18.04 virtual The virtual machines host a
SERVER2 machines hosted on Hyper-V. | third-party app named App1.
SERVER3 App1 uses an external storage

solution that provides Apache
Hadoop-compatible data
storage. The data storage
supports POSIX access control
list (ACL) file-level

permissions.
SERVER10 Server that runs Windows The server contains a
Server 2016 Microsoft SQL Server instance

that hosts two databases
named DB1 and DB2.
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*DB1 & DB2 % Azure [ZBITLE T,

*App1 # Azure [REBT > UIZBHBITLET,
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VRMZITOECRTEBIBLERHY T,
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L REHLETIHELHY ET,
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Ef#E: (EfEZRTLET)

Private Endpoint securely connect to storage accounts from on-premises networks that connect
to the VNet using VPN or ExpressRoutes with private-peering.

Private Endpoint also secure your storage account by configuring the storage firewall to block all
connections on the public endpoint for the storage service.

Incorrect Answers:

A: Microsoft peering provides access to Azure public services via public endpoints with public IP
addresses, which should not be allowed.

B: Azure public peering has been deprecated.

C: By default, Service Endpoints are enabled on subnets configured in Azure virtual networks.
Endpoints can't be used for traffic from your premises to Azure services.

Reference:

https://docs.microsoft.com/en-us/azure/expressroute/expressroute-circuit-peerings
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Name

~ype, ¢

Configuration

SERVER1
SERVER2

Jbuntu 18.04 virtual
machines hosted on Hyper-V

The virtual machines host a
third-party app named App1.

SERVER3 App1 uses an external storage
solution that provides Apache
Hadoop-compatible data
storage. The data storage
supports POSIX access control
list (ACL) file-level
permissions.

SERVER10 The server contains a
Microsoft SQL Server instance
that hosts two databases

named DB1 and DB2.

Server that runs Windows
Server 2016
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Litware has two Azure tenants. One tenant with 10 subscriptions and one tenant with five
subscriptions. We can organize the subscriptions of the two tenants in a management group each
and assign users to the Network Contributor role or to Role1 at the management group level.
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Azure provides dynamic scalability for the Azure SQL Databases and Azure Managed Instances.
Azure SQL Database service offers two purchasing models: DTU-based and vCore-based. Azure
Managed instance service is based only on the vCore purchasing model. This model allows you
to select two scalability parameters for managed instance: the maximum CPU cores and the
maximum allocated storage.

(Number 1): When you create a SQL Managed instance or change the resources for an existing
instance, you use the Compute + storage panel.

(Number 2): Because Azure SQL Managed Instance uses only the vCore model, you need to
select one of the model's Service tier options, General Purpose and Business Critical. These tiers
define the storage latency: fast or super fast.

Then, using sliders, you set or change the instance resources: the number of vCores (Number 3)
and the storage size (Number 4).

The default values are 8 CPU cores and 256 GB of storage. Azure SQL Managed Instance
service will dynamically scale within these parameters to meet the workload demands. All
databases in the Azure SQL Managed instance will share the assigned resources.

Microsoft Azure 0 Search resources, services, and docs (G+/)
=

Dashboard > SQL managed instances > Createuizupe SOl Ddgtébasqh!aqqged'lnit_'_arﬁe.'{. _

¢ Compute + storage

* SQL managed instance o
En 7 Feedback
Service tier
*
»s Select from the latest vCore service tiers available for Azure SQL Managed Instance including General Purpose and Cost summa
— Business Critical. Learn more o' 2/
= Service tier () i General Purpose (4-80 vCores, 32 GB-16 TB storage capacity, Fast Gen5 GeneralPurpose
@ storage) - for most production workloads 3
Cost perwCore (in USD) 198.94
O Business Critical (4-80 vCores, 32 GB-4 TB storage capacity, Super fast vCores selected X8
? storage) - for |0-intensive and compute-intensive workloads Azure Hybrig Benefit discount (in - 0.00
o} UsD)
Compute Hardware
< Cost per GB (in USD) 0.14
Configure compute hardware that will run your Azure SQL Managed Instange. Leagn mibre & Max storage selected (in GB) x 256
o ) — 32 GB storage included (in USD) - 4.48
& Hardware generation () \8) Gen5
a ESTIMATED COST / MONTH  1622.88 USD
- "
vCores © 8 2
A L ‘ S ; 5 : Additional charge per usage
. 8 2 - - = ol - See pricing details for more detail,
> .
> Storage in GB O O 256
= 256
-0 :
Azure Hybrid Benefit (@ D | already have a SQL Server License.
0
Backup
o
Y Backup storage, up to the same amount of 256 GB as data storage, is provided free of charge. Consuming backup storage
[

above this amount is billed per usage. Geo-restore is only available when geo-redundant backup storage is selected.
Leam more cf'

Backup storage redundancy © (®) Geo-redundant backup storage

O Locally-redundant backup storage

0 Backup storage redundancy is applied for both PITR and LTR backups.
Redundancv is set durina manaaed instance creation and can't be
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Option C is incorrect because you need to define a maximum of the resources per database to
scale Azure SQL Database for both purchasing models dynamically but not for the Azure SQL
Managed Instance scaling.

Option D is incorrect because you need to define a resource limit per group of databases to scale
Azure SQL Database Elastic pools dynamically but not for the Azure SQL Managed Instance
scaling.

Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/database/scale-resources
https://docs.microsoft.com/en-us/azure/azure-sgl/managed-instance/sql-managed-instance-paas-
overview
https://docs.microsoft.com/en-us/azure/azure-sqgl/managed-instance/service-tiers-managed-
instance-vcore?tabs=azure-portal
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The Microsoft documentation clearly gives the steps for this. One of them is to ensure the identity
deploying the template has the right permissions. This can be done with the help of Role based
access.
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Grant access to the secrets

The user who deploys the template must have the nicrosoft.keyvault/vaults/deploy/action permission for scope that

contains the Key Vault including resource group and Key Vault. The Owner and Contributor roles both grant this access. If you
create the Key Vault, you are the owner so you have the permission. If the Key Vault is under a different subscription, the
owner of the Key Vault must grand the access.

The following procedure shows how to create a role with the minimum permission, and how to assign the user

1. Create a custom role definition JSON file:

- .
ISON - vy - B Copy
L B
1
"Name": “Keyg ‘."aul., rem “ T l:r.w‘!rh cfplG;.'m-ant operator”,
"IsCustom”: L.I,
“Description? 'l "‘..qté- you dl."-p!"!-'\. a resource manager template with the access to the secrets in the Key Vaul
.1( ions®: [ )

1-’:‘0501‘...ﬂey‘.’au!tauau!ts.;‘Iep;o}.-'a.t.on
s
"HotActions": [],
"Datafctions™: [],
“hgtBatadctions"™: []J
hhig:'-1b1r~§c.~.pﬂ 01l
“fsubferip tmr\'n'UWﬂC‘DGﬂ'- 2200 - 2O0Y - 0200 - 022DR0R00000"
]
}

4 r

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-keyvault-
parameter
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The data in the cool tier is "considered / intended to be stored for 30 days". But this is not a must.
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You can store data indefinitely in the cool tier. The mentioned reference (see below) even gives
an example of large scientific or otherwise large data which is stored for long duration in the cool
tier.

Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers?tabs=azure-
portal
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You can schedule a powershell script with Azure Logic Apps.

When you want to run code that performs a specific job in your logic apps, you can create your
own function by using Azure Functions. This service helps you create Node.js, C#, and F#
functions so you don't have to build a complete app or infrastructure to run code. You can also
call logic apps from inside Azure functions.

Reference:

https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-azure-functions
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ADF moves data from on-prem Oracle to Data Lake storage, which makes data ready for
DataBrick
https://docs.microsoft.com/en-us/azure/data-factory/load-azure-data-lake-storage-gen2
DataBricks "ETL" data to Synapse:
https://docs.microsoft.com/en-us/azure/databricks/scenarios/databricks-extract-load-sql-data-
warehouse
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Answer Area

Reference the Dataverse data: v
Direct Lake

A Onelake shortcut

A SQL analytics endpoint

Consume the transformed data from Power Bl: v
Direct Lake

A Onelake shortcut

A SQL analytics endpoint

Explanation:

Box 1: A OnelLake shortcut

Link your Dataverse environment to Microsoft Fabric and unlock deep insights With shortcuts
from Dataverse directly into OnelLake, your data stays in Dataverse while authorized users get to
work with data in Fabric.

Box 2: A SQL analytics endpoint

Work with Dataverse data and generate Power Bl reports

You can work with Dataverse data in Fabric and generate reports in Power Bl.

Reference:
https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-view-in-
fabric

BMHITEAZ-305)fERESR [FJPNTest.comiZfit S AZ-305J5RERICEH T 5 Z LICRICIIBF
9 ! JIPNTest.comlE S mHTAZ-305JAER I RESE 1Rt L £ 9, JPNTest.com AZ-305J5 B& 1 =8
KFLH>FEHEINFEL-, S TAZ30IEBEDTACI VO VEFICANETT  XFTBRD

7 2t X _ https://www.jpntest.com/shiken/AZ-305J-mondaishu A31f, 3 0% 7« A AH >

k. 4R850 — F: JPNshiken|
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Instead use Azure Network Watcher IP Flow Verify, which allows you to detect traffic filtering
issues at a VM level.

Note: IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The
information consists of direction, protocol, local IP, remote IP, local port, and remote port. If the
packet is denied by a security group, the name of the rule that denied the packet is returned.
While any source or destination IP can be chosen, IP flow verify helps administrators quickly
diagnose connectivity issues from or to the internet and from or to the on-premises environment.
Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview
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Storage account type: - IV
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General purpose v2 with Cool access tier for blobs
General purpose v2 with Hot access tier for blobs
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IStorage account resource lock

Answer Area

Storage account type:
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ose v2 with Coal access tier for blabs
| purpose v2 with Hot access tier for blobs

Configuration to prevent modlﬁ ; v

and deletions: .~ 4% [Container access level
N\ Container access policy
Stbrage acg ur

Explanation:

Box 1: General purpose v2 with Hot access tier for blobs

Immutable storage for Azure Blob Storage enables users to store business-critical data in a
WORM (Write Once, Read Many) state. While in a WORM state, data cannot be modified or
deleted for a user-specified interval. By configuring immutability policies for blob data, you can
protect your data from overwrites and deletes. Immutability policies include time-based retention
policies and legal holds.

Box 2: Container access policy

Container access policy to configure a time-based retention policy for immutable storage.
Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/immutable-policy-configure-container-
scope?tabs=azure-portal
https://learn.microsoft.com/en-us/azure/storage/blobs/immutable-storage-overview
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Azure Application Gateway and Azure Load Balancer do not support rate or connection limits.
Note: Azure Front Door would meet the requirements. The Azure Web Application Firewall (WAF)
rate limit rule for Azure Front Door controls the number of requests allowed from clients during a
one-minute duration.

Reference:
https://www.nginx.com/blog/nginx-plus-and-azure-load-balancers-on-microsoft-azure/
https://docs.microsoft.com/en-us/azure/web-application-firewall/afds/waf-front-door-rate-limit-
powershell
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A service principal

Explanation:

Box 1: Secret

API keys are typically stored as secrets in Azure Key Vault. The key vault can store and manage
secrets like API keys, passwords, or database connection strings.

Box 2: A managed service identity (MSI)

A managed service identity (MSI) is used to give your VM access to the key vault. The advantage
of using MSlI is that you do not have to manage credentials yourself. Azure takes care of rolling
the credentials and ensuring their lifecycle. The application running on your VM can use its
managed service identity to get a token to Azure AD, and then use that token to authenticate to
Azure Key Vault.
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Name Type Location
Hub1 Azure loT Hub West Europe gt
Hub?2 Azure loT Hub North Europe
Hub3 Azure loT Hub North Europe
Synapse1l Azure Syhapse Analytics North Europe
Synapse2 Azure Synapse Analytics West Europe
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One Azure Stream Analytics job for the West Europe region, and one Azure Stream Analytics job
for the North Europe region.

Note:

A single Azure Stream Analytics (ASA) job cannot span multiple regions; it is a single-region
service by design, and by default, customer data and metadata for the job are stored and
processed within that single region to meet data residency requirements. While ASA offers built-in
features like Availability Zones to improve fault tolerance and uptime within a region, it does not
natively support distributing a single job across different geographic regions.

A single Azure Stream Analytics (ASA) job can include both Azure loT Hubs and Azure Synapse
Analytics by configuring loT Hub as a streaming input and Synapse Analytics (specifically, a SQL
pool or Data Explorer pool within it) as an output. You can set up multiple inputs and outputs for
an ASA job, allowing you to ingest data from loT devices and then process and store it in
Synapse Analytics for further analysis and reporting.

How to integrate them:

Configure the Input: In your Azure Stream Analytics job, add an input of type Azure IoT Hub. This
ingests the real-time data streams from your loT devices.

Write Your Query: Use the Stream Analytics Query Language to define the transformations and
processing you want to perform on the incoming data.

Configure the Output: Add an output to your ASA job that targets an Azure Synapse Analytics
resource, such as a Synapse SQL pool or Data Explorer pool.

Connect and Process: Once configured, the ASA job will read data from the loT Hub, apply your
query logic, and then write the results to the connected Synapse Analytics instance, making the
data available for further analytics and business intelligence.


https://www.jpnshiken.com/q/65220-5999007/

Reference:
https://learn.microsoft.com/en-us/azure/stream-analytics/data-protection
https://learn.microsoft.com/en-us/azure/stream-analytics/stream-analytics-solution-patterns
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To prevent Data Loss, Premium/Business Critical is required:

The primary node constantly pushes changes to the secondary nodes in order and ensures that
the data is persisted to at least one secondary replica before committing each transaction. This
process guarantees that if the primary node crashes for any reason, there is always a fully
synchronized node to fail over to.
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Mobile devices must send the data to:

Azure Cosmos DB

Azure Event Hubs
Azure Synapse Analytics
Azure Table storage

To calculate the average CPU utilizationand send the
results to the database, use: ~

An Azure Stream Analytics job

An Azure Synapse Analytics workspace

A Microsoft Dataverse instance

A Microsoft Power Bl project

Mobile devices must send the data to:

Azure Cosmos DB
Azure Event Hubs
Azure Synapse Analytics
Azure Table storage

To calculate the average CPU utilization and sénd the
results to the database, use:

An Azure Stream Analytics job
An Azure Synapse Analytics workspace
A Microsoft Dataverse instance

\ |A Micrpspft PowerBHproject

'|I|IK11 | =8 A~ -

Explanation:

Box 1: Azure Event Hubs

Process data from your event hub using Azure Stream Analytics

The Azure Stream Analytics service makes it easy to ingest, process, and analyze streaming data
from Azure Event Hubs, enabling powerful insights to drive real-time actions. You can use the
Azure portal to visualize incoming data and write a Stream Analytics query. Once your query is
ready, you can move it into production in only a few clicks.

Box 2: Azure Stream Analytics

Reference:
https://learn.microsoft.com/en-us/azure/event-hubs/process-data-azure-stream-analytics
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Name lype Description

VNet1 Virtual Netwo: None
LB1 Publicload balancer Includes a backend pool name BP1
VMSS1 | Azure Virtual Machine Scale Sets | Included in EP1

Connecledto VNet1

NVA1 Network Virtual Appliance (NVA) Connected to VNet1
Performs security filtering of traffic for
VMSS1

NVAZ2 Network Virtual Appliance (NVA) Connected to VNet1
Performs secunty filtening of traffic for
VMSS1

VMSS1 MZIELS T4 v 2% NVA1 & NVA2 IZHETHA—K NS ood Y ya—vay
FHRITIOIVLENHYET V) a1a—2a TR EBFAERMRICHZDZLELHY FT,
HEZHICIFMZEHIRETIMN?

AT—rozH4 O—K NS Y

B.7X—/L7RAY kK7

C.Azure 7 7Y —ar H—roxA

D.Azure k37499 IR—¥—

Ef#: (EfEZRTLET)

Gateway Load Balancer is a SKU of the Azure Load Balancer portfolio catered for high
performance and high availability scenarios with third-party Network Virtual Appliances (NVAS).
With the capabilities of Gateway Load Balancer, you can easily deploy, scale, and manage NVAs.
Chaining a Gateway Load Balancer to your public endpoint only requires one selection.
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Storage tier:

Hot

Premum _
Transaction optimuzed

Resiliency:
Geo-tedundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

Storage tier:

Resiliency:

Explanation:

Box 1: Premium

Premium: Premium file shares are backed by solid-state drives (SSDs) and provide consistent
high performance and low latency, within single-digit milliseconds for most 10 operations, for |O-
intensive workloads.

Box 2: Zone-redundant storage (ZRS):

Premium Azure file shares only support LRS and ZRS.

Zone-redundant storage (ZRS): With ZRS, three copies of each file stored, however these copies
are physically isolated in three distinct storage clusters in different Azure availability zones.
Reference:

https://docs.microsoft.com/en-us/azure/storage/files/storage-files-planning
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Type Description
Virtual network Connected to an on-premises network by using
ExpressRoute
VM1 Virtual machine Configured as a DNS server
SQLDB1 Azure SQL Single instance
Database
PE1 Private endpoint Provides connectivity to SQLDB1
contoso.com | Private DNS zone | Linked to VNET1 and contains an A record for
' PE1 .
ins.a C NAME record for SQLDB1

s -
contoso.com | Public DNS\Zoné |

PE1 Z/M LT SQLDB1 ~DA YV TL IR 2y b=V EHGHFRHET DIV 21— 3 VERET
BBHENHY ET,

ZEIBREEDLSICERINIELNTIN? BETDHICIE, BEEHETEGA T 3 058
RLTLEEEL,
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Answer Area

Azure configuration A4

Configure VM1 to forward contoso.com to the public DNS zone
Configure VM1 to forward contose.¢com to the Azure-provided DNS at 168.63.129.16
In VNetl, configure a custom DNS server set to the Azure provided DNS at 168.63.129.16

On-premises DNS configuration lv

_Forward contoso.com to VM1
Fprwarc_i ccoptoso.com to the publieDNS zone
Fc word eontosa.com tothe Azure-provisioned DNS at 168.63.129.16

1IFfig:
Answer Area
Azure configuration v
Configure VM1 to forward contoso.com to the public DNS zone
Configure VM1 to forward contoso.com tothe Azure-provided DNS at 168.63.129.16
In VNet1, configure a‘custom DNS server set to the Azure provided DNS at 168.63.129.16
On-premises DNS configuration v
rorward contoso.com to VM1
Forward contoso.com to the public DNS zone
Forward contoso.com to the Azure-provisioned DNS at 168.63.129.16
Explanation:

Box 1: Configure VM1 to forward contoso.com to the Azure-provided DNS at 168.63.129.16
VNET default configuration is to use azure DNS, need to convert VM1 to a DNS forwarder.

Box 2: Forward contoso.com to VM1

Forward to the DNS server VM1.

Note: You can use the following options to configure your DNS settings for private endpoints:

* Use the host file (only recommended for testing). You can use the host file on a virtual machine
to override the DNS.

* Use a private DNS zone. You can use private DNS zones to override the DNS resolution for a
private endpoint. A private DNS zone can be linked to your virtual network to resolve specific
domains.

* Use your DNS forwarder (optional). You can use your DNS forwarder to override the DNS
resolution for a private link resource. Create a DNS forwarding rule to use a private DNS zone on
your DNS server hosted in a virtual network.

Reference:

https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-dns
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15,000 T4 X% IOPS #H4HR— k LET,

-SR-IOV &4 H—r LET,

-aAXMERDRICHIZAET,
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Viicrosott

Answer Aréa

Virtual machine series: v

DS
NC
NV

v
Standard SSD
Premium SSD
Ultra Disk




Answer Area

Virtual machine series: v

DS
NC
NV

Disk type: v

Standard SSD
Premium SSD
Ultra Disk

Explanation:

Azure Virtual Machine:

Use a high-performance Azure Virtual Machine such as the Dv3 or Ev3 series, which are
optimized for workloads that require low latency and high throughput.

SR-IOV: Enable SR-IOV on the Virtual Machine. SR-IOV allows for direct communication
between the virtual NIC and the physical NIC, reducing latency and increasing throughput.
Azure Premium SSD Disks:

Use Azure Premium SSD Disks as they are optimized for performance-sensitive workloads and
have a high IOPS and throughput limit.
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Answer Ares =ii:Micr050ft

Effect: | AY
Append .0
DeploylfNotExists

Mutate

Resource: | v
A managed identity
An Azure Automation runbook
An Azure logic app

An Azure Automation runbook

An Azure logic app

Explanation:
Box 1: deploylfNotEXxists



The Azure Policy remediation task feature is used to bring resources into compliance established
from a definition and assignment. Resources that are non-compliant to a modify or
deploylfNotExist definition assignment, can be brought into compliance using a remediation task.
Box 2: A managed identity

Remediation task deploys the deploylFNotExist template or the modify operations to the selected
non-compliant resources using the identity specified in the assignment.

Configure the managed identity

Each Azure Policy assignment can be associated with only one managed identity. However, the
managed identity can be assigned multiple roles. Configuration occurs in two steps: first create
either a system-assigned or user-assigned managed identity, then grant it the necessary roles.
Reference:
https://learn.microsoft.com/en-us/azure/governance/policy/concepts/remediation-structure
https://learn.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
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Name Requirement

e Measure user experience.

App1 .
i * Analyze user behaviqy.
» Collect usagéumformation about request
rates.
App2

o Collect usage information about failure rates.
o Collect and HDEIZE @lemetry.
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Answer Area

App1:

| Application Insights
Azure Data Explorer
|Log Analytics
| Microsoft Entrahonitoring and health

Appl:

| Application Insights

iAzure Data Explorer

" |Log Analytics

Mlcrosoft Entra mopitorin 5 ar:u:l health

\. |r i-‘-r'\lr i"i"l”b’
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Answer Area

App1: |
Application Insights

Azure Data Explorer

Log Analytics

Microsoft Entra mﬂniio-rin-g-anu:i health

App2: A roce Xt
Application Insights o - i
Azure Data Explorer

Log Analytics

Microsoft Entra monitming and health

Explanation:

Box 1: Log Analytics

Log Analytics can be used to monitor an Azure app to measure user experience and analyze user
behavior. By leveraging Azure Monitor Logs and Log Analytics, you can collect and analyze data
related to user interactions, performance, and overall app health, providing insights into user
behavior and experience.

Box 2: Application Insights

Azure Application Insights, part of Azure Monitor, is used to collect and analyze telemetry data
from applications, including request rates, failure rates, and other performance metrics. This data
helps you monitor application health, identify performance issues, and troubleshoot errors.
Reference:

https://learn.microsoft.com/en-us/azure/azure-monitor/app/usage
https://learn.microsoft.com/en-us/azure/azure-monitor/app/app-insights-overview

Eﬁ:ﬁ: 168

AKS1 & LVS5 AT Azure Kubernetes Service (AKS) 1 Y R A VR E &L Azure TRV 1) 7
AV BYFET AKST E BEEUND HTTP R— b E U YR VT DESICHEREINE=IAY
AH—EX R—XD APl #RA LET,



NEL—HF—MNAPI ZFHATEE L5129 5 _APIM1 & LV3 &HID Standard LR JLD Azure
AP| Management f Y X2 VR %&TJAA4$B5FETT,

AKS1 APIDBSAPIMIM S 7V L RAETHD L EHERTIVENHY ET, Y a—a UIF
TOEHEBH-IVLENHY FET,

-APIM1 & AKS1 RS MTLS SBEEZRELFE T,

-RAEOFHhER/DRICHZFET,

-OARMEZDRICNZET,

fAIZFRETL&LIMN?

A.AKST 28O — K NS oY —%2ERHLFT,

B.AKS1 Z&8T{RERY FTJ—JICAPIM1 BT 704 LET,

C. AKS1 [ ExternalName 4 —ERXZ#EELFT,

D.AKS1IZA V45 LR arvrO—5—%F7O04LFET,

Ffa:D (a4 EEKRT D)

https://learn.microsoft.com/en-us/azure/api-management/api-management-kubernetes
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Microsoft AD Identity Governance (now Microsoft Entra ID Governance) allows you to balance
your organization's need for security and employee productivity with the right processes and
visibility. It provides you with capabilities to ensure that the right people have the right access to
the right resources.
https://learn.microsoft.com/en-us/azure/active-directory/governance/identity-governance-overview
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The use of WebApp1 is unpredictable. At peak times, users often report delays. At other times,
many resources for WebApp1 are underutilized.

Database metrics for the production instance of WebApp1 must be available for analysis so that
database administrators can optimize the performance settings.

Note: A virtual core (vCore) represents a logical CPU and offers you the option to choose
between generations of hardware and the physical characteristics of the hardware (for example,
the number of cores, the memory, and the storage size). The vCore-based purchasing model
gives you flexibility, control, transparency of individual resource consumption, and a
straightforward way to translate on-premises workload requirements to the cloud. This model
optimizes price, and allows you to choose compute, memory, and storage resources based on
your workload needs.

Reference: https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-sql-database-
vcore
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The Network Watcher Network performance monitor is a cloud-based hybrid network monitoring
solution that helps you monitor network performance between various points in your network
infrastructure. It also helps you monitor network connectivity to service and application endpoints
and monitor the performance of Azure ExpressRoute.

Note:


https://www.jpnshiken.com/q/65220-5999019/
https://www.jpnshiken.com/q/65220-5999020/

IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The information
consists of direction, protocol, local IP, remote IP, local port, and remote port. If the packet is
denied by a security group, the name of the rule that denied the packet is returned. While any
source or destination IP can be chosen, IP flow verify helps administrators quickly diagnose
connectivity issues from or to the internet and from or to the on-premises environment.

IP flow verify looks at the rules for all Network Security Groups (NSGs) applied to the network
interface, such as a subnet or virtual machine NIC. Traffic flow is then verified based on the
configured settings to or from that network interface. IP flow verify is useful in confirming if a rule
in a Network Security Group is blocking ingress or egress traffic to or from a virtual machine.
Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview
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dependencies on other computels and external processes. [Azure Service Map
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Azure Service Health
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Answer Area

Scenario Azure Monitoring Service
Analyze Network Security Group (NSG) flow logs for VMs ¢ & © v
attempting Internet access. R

Azure ExpressRoute Monitor
Azufe Senvice Endpoint Monitor
Azure DNS Analvli€S

Visualize the VMs with their different processes and v
dependencies on other €computers and external processes. [Azure Service Map
Azure Activity Log
Azure Service Health
Azure Advisor
Explanation:

Box 1: Azure Traffic Analytics

Traffic Analytics is a cloud-based solution that provides visibility into user and application activity
in cloud networks. Traffic analytics analyzes Network Watcher network security group (NSG) flow
logs to provide insights into traffic flow in your Azure cloud. With traffic analytics, you can:

Identify security threats to, and secure your network, with information such as open-ports,
applications attempting internet access, and virtual machines (VM) connecting to rogue networks.
Visualize network activity across your Azure subscriptions and identify hot spots.

Understand traffic flow patterns across Azure regions and the internet to optimize your network
deployment for performance and capacity.

Pinpoint network misconfigurations leading to failed connections in your network.

Box 2: Azure Service Map

Service Map automatically discovers application components on Windows and Linux systems and
maps the communication between services. With Service Map, you can view your servers in the
way that you think of them: as interconnected systems that deliver critical services. Service Map
shows connections between servers, processes, inbound and outbound connection latency, and
ports across any TCP-connected architecture, with no configuration required other than the
installation of an agent.

References:

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/service-map
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An unavailable virtual machine: ‘ v

ByieéCount
Data Path Availability
Health Probe Status
Packet Count

SYN Count

More than 50,000 connection attempts per minute: l v
: Byte Count

Data Path Availability

Health Probe Status

Packet Count

‘Microsoft SYN Count

An unavailable virtual machine: i 4

Byte.Count
th Availability
“ alth Probe Status

Packet Count
'{% SYN Count

More than 50,000 cunnecb%mpts per minute: v
Byte Count

Data Path Availability

Health Probe Status

Packet Count

Explanation:

Box 1: Data path availability

Standard Load Balancer continuously exercises the data path from within a region to the load
balancer front end, all the way to the SDN stack that supports your VM. As long as healthy
instances remain, the measurement follows the same path as your application's load-balanced
traffic. The data path that your customers use is also validated. The measurement is invisible to
your application and does not interfere with other operations.



Note: Load balancer distributes inbound flows that arrive at the load balancer's front end to
backend pool instances. These flows are according to configured load-balancing rules and health
probes. The backend pool instances can be Azure Virtual Machines or instances in a virtual
machine scale set.

Box 2: SYN count

SYN (synchronize) count: Standard Load Balancer does not terminate Transmission Control
Protocol (TCP) connections or interact with TCP or UDP packet flows. Flows and their
handshakes are always between the source and the VM instance. To better troubleshoot your
TCP protocol scenarios, you can make use of SYN packets counters to understand how many
TCP connection attempts are made. The metric reports the number of TCP SYN packets that
were received.

Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-standard-diagnostics
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Policy definitions:
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Explanation:

Box 1: 2

Policy definition 1: Disable public network access for all the app slots.

Policy definition 2: Assign tags to all the App Service instances.

Box 2: 1

Group the two policy definitions into a single policy initiative. For the policy initiative make one
policy assignment with scope of the three subscriptions.

Note: Azure Policy evaluates resources and actions in Azure by comparing the properties of
those resources to business rules. These business rules, described in JSON format, are known
as policy definitions. To simplify management, several business rules can be grouped together to
form a policy initiative (sometimes called a policySet). Once your business rules have been
formed, the policy definition or initiative is assigned to any scope of resources that Azure
supports, such as management groups, subscriptions, resource groups, or individual resources.
The assignment applies to all resources within the Resource Manager scope of that assignment.
Reference:

https://learn.microsoft.com/en-us/azure/governance/policy/overview
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Request routing method:

A Traffic Manager profile
Azure Application Gateway
Azure Load Balancer

Request routing configuration: | w
Cookie-based session affinity
Performance traffic routing

Priority traffic routing

Weighted traffic routing
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Answer Area

Request routing method: v

A Traffic Manager, profile
Azure Appligation Gateway
Azure Load Balancer

Request routing configuration:
Cookie-based session affinity
Performance traffic routing

Priority traffic routing
Weighted-traffic routing




Explanation:

Box 1: A Traffic Manager profile

To support load balancing across the regions we need a Traffic Manager.

Box 2: Priority traffic routing

Priority traffic-routing method.

Often an organization wants to provide reliability for their services. To do so, they deploy one or
more backup services in case their primary goes down. The 'Priority' traffic-routing method allows
Azure customers to easily implement this failover pattern.

Reference:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/app-service-web-
app/multi-region
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods
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Azure cool tier is equivalent to the Amazon S3 Infrequent Access (S3-IA) storage in AWS that
provides a low cost high performance storage for infrequently access data.

Note: Azure's cool storage tier, also known as Azure cool Blob storage, is for infrequently-
accessed data that needs to be stored for a minimum of 30 days. Typical use cases include
backing up data before tiering to archival systems, legal data, media files, system audit
information, datasets used for big data analysis and more.

The storage cost for this Azure cold storage tier is lower than that of hot storage tier. Since it is
expected that the data stored in this tier will be accessed less frequently, the data access charges
are high when compared to hot tier. There are no additional changes required in your applications
as these tiers can be accessed using APIs in the same manner that you access Azure storage.
Reference:

https://cloud.netapp.com/blog/low-cost-storage-options-on-azure

B 177

r—RAA T 41 - Litware
BEDRE

AzurelRiE


https://www.jpnshiken.com/q/65220-5999025/

Litware [Z(& Litware.com TF > M2 Vo &t Azure TR 5 1) T3 oh 10

# _dev.litware.com T+ > MU v Entf=-Azure Y TRV ) T aons58EHYET, b
DY TRY 1) T3 UIE$ T Enterprise Agreement (EA) IZIIA L TWVET,

litware.com 77 > ;ZI& Azure Storage A BLOB & 7 7 A JLIZ% 9 % DataActions 3+ HX Y
T AHFAZEFET S Rolel EWVSERINDHRAZ L Azure A—)LR—ZXD T 4t R HlfiH
(Azure RBAC) O— LA EENTULET,

T I RERE

Litware DAV TL IR 2y FT—Y[2IE  RORITKT ) Y—RADBEENTULET,
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storage. The data storage
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list (ACL) file-level

permissions.
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Server 2016 Microsoft SQL Server instance
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named DB1 and DB2.

Y FI—VRE

Litware [& Azure ~ ExpressRoute #E#iZHE A2 TLVET,

HEShE-EREEEH

Litware [FRDEEZEET HFETT,

*DB1 & DB2 & Azure IZR1TLE T,

*App1 & Azure [RET VIZBITLET,

*Appl THEASINBZNER b L— % Azure Storage IZHBITLET,

*Appl #RRX b9 % Azure RIS V% Azure BERKRR MZF7AA4LET,

AL E RBRDEN

Litware Tl ROFZBEES LK VRBOEHENEANSNFET,

*Azure R— A )LEZFERAL CGERREZEET 51— —DH&HH /N1 T v F Azure AD ST
INA AH S 3SR L . Azure Multi-Factor Authentication (MFA) Z{# A L CREET A2 HEAH Y E
9,

*FRTDAzure Y TR ) T3 VADTRTORERY bT—J 12T HHERBZERY b7 —
VEBEICTHETBHICE, &2y =Y HEEREDHAAA RBAC A—)LZERT 2LELH
YET,

*Azure ID Y V—RIZT O ERTBIZIE Appl IET7 TV ERR FFBHEETS VDI R—D K
ID #FAT2LENHY FET,



*RBAC A—/LIIA[EEHR Y RE LA THERAT 2RELAHY FT,

B8 hEH

Litware Tl& ROEBIEHEHZHELTULET,

*Azure [ZF84TL1=5 DB1 & DB2 [IXRDEUFH/-TRHELAHY T,

-B—AJ)L Azure J—2 3 VD 2 DDORTAEYV —VIZEENRE LGS T ATRAMEHEF
LET,

-BEMICTAILA—N—LFET,

-0 LA T ERMRICINZAET,

*Appl (FRDEHZE-LTWAILELRAHY FT,

- ARV —rF Y R— b B Azure ) =P 3 U THRA RSN S,

-BE}RY—) VT EYR— T 5 Azure REY U THRR FENET,

-B—AJ)L Azure U= 3 VAD 2 DDAV —VIZEENRE LGS T ATRAMEHEF
LET,

XA TFAEAVTSATUORDEYR

Litware TlX . RDEFX21) T4 LAV TSA4A 70 RDEHREHELTVET,

*Appl Z# Azure IZBITLEG HLWT—2 27 JVIZESIAL LN TE FIIRT—2 LBRE
T—ADEENIERBLEINDLSIZTTIRELNHY FET,
*FUOTULIRDA—HY—¢EH—ERIX Appl TT—E2EHRA LT B Azure R bL— 7TH™
VHMNITOCRTEDIRENHYET,

*Appl T—RERA T D Azure A L= ZHDOD LDIRTY Y TURKRA U bADT Y
L REHLETIHELHY ET,

*SBERREADTARTO Azure SQL T—H2 XN—X T BBMLET—4 St (TDE) AERIZH -
TWARERHY ET,

*Appl (FtEDT— o O — R EYBEN—FOzT7ZHAELTELRY FHA,

ESRRAEH

Litware TIX ROEDRABHIMEESNTULVET,

CEHEOFNERNDRICIMZFES,

*AX MER/MRICHIZAFET,

FSwF7oRrOoy 70BN

Azure SQL T—4 RX— X T Transparent Data Encryption (TDE) WEIZH > TS Z & #HER
9 5I2(F, Azure R S—FBETIRELIHYET V) a—avik txa)TFqeard
FATURADEREZHE-TRELHY FT,

IEFIZEITTIVLELHD I DODT7I L aVIEENTTM BETHICIE BUNLEFTIavsE
FToarv YR M oEIEEBICEEL ELWEFRICHERET,



Actions _ Answer Area

Create an Azure policy definition that uses
the deploylfNotExists effect

Create a user-assigned managed identity.

©Q

Invoke a remediation task. | @

Create an Azure policy assignment.

Create an Azure policy definition that uses
the Modify effect

;7
Actions i. Answer Area
Create an Azure policy definition that uses
the deploylfNotExists effect
Create a user-assigned managed identity Create an Azure policy assignment.

Q. ®
©

@ i Invoke a remediation task.

Create an Azure policy definition that uses
the Modify effect

Explanation:

Scenario: All Azure SQL databases in the production environment must have Transparent Data
Encryption (TDE) enabled.

Step 1: Create an Azure policy definition that uses the deploylfNotExists identity. The first step is
to define the roles that deploylfNotExists and modify needs in the policy definition to successfully
deploy the content of your included template.

Step 2: Create an Azure policy assignment

When creating an assignment using the portal, Azure Policy both generates the managed identity
and grants it the roles defined in roleDefinitionlds.

Step 3: Invoke a remediation task



Resources that are non-compliant to a deploylfNotExists or modify policy can be put into a
compliant state through Remediation. Remediation is accomplished by instructing Azure Policy to
run the deploylfNotExists effect or the modify operations of the assigned policy on your existing
resources and subscriptions, whether that assignment is to a management group, a subscription,
a resource group, or an individual resource.

During evaluation, the policy assignment with deploylfNotExists or modify effects determines if
there are non-compliant resources or subscriptions. When non-compliant resources or
subscriptions are found, the details are provided on the Remediation page.

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
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High availability seems only avaliable in the same zone.
https://learn.microsoft.com/en-us/azure/mysql/flexible-server/concepts-high-availability To failover
to another region, you would use a geo-redunant backup.
https://learn.microsoft.com/en-us/azure/mysql/flexible-server/concepts-business-continuity
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Answer Area

Phone numbers:
Microsoft Always Encrypted
Column encryption
Dynamic data masking
Transparent Data Encryption (TDE)

Social security numbers:

Always Encrypted

Column encryption

Dynamic data masking
Transparent Data Encryption (TDE)

Answer Area

Phone numbers:

Always Encrypted
Column encryption
Dynamic data masking |
Transparent Data Encryption (TDE). |c.
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Social security numbers:

Always Encrypted

Column encryption

Dynamic data masking
Transparent Data Encryption (TDE)

Explanation:

Box 1: Dynamic data masking

The helpdesk team must see only the last four digits of an employee's phone number.

Dynamic data masking helps prevent unauthorized access to sensitive data by enabling
customers to designate how much of the sensitive data to reveal with minimal effect on the
application layer. It's a policy-based security feature that hides the sensitive data in the result set
of a query over designated database fields, while the data in the database isn't changed.

Box 2: Always Encrypted

Database administrators must be prevented from seeing the employees' social security numbers.



Always Encrypted is a feature designed to protect sensitive data, such as credit card numbers or
national/regional identification numbers (for example, U.S. social security numbers), stored in
Azure SQL Database, Azure SQL Managed Instance, and SQL Server databases. Always
Encrypted allows clients to encrypt sensitive data inside client applications and never reveal the
encryption keys to the Database Engine. This provides a separation between those who own the
data and can view it, and those who manage the data but should have no access - on-premises
database administrators, cloud database operators, or other high-privileged unauthorized users.
As a result, Always Encrypted enables customers to confidently store their sensitive data in the
cloud, and to reduce the likelihood of data theft by malicious insiders.

Reference:
https://learn.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-
database-engine
https://learn.microsoft.com/en-us/azure/azure-sql/database/dynamic-data-masking-overview
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Step 1: Azure Connectors, Connect to Microsoft Dataverse from workflows in Azure Logic Apps
To create and run automated workflows that create and manage rows in your Microsoft Dataverse
database, you can use Azure Logic Apps and the Microsoft Dataverse connector.

These workflows can create rows, update rows, and perform other operations. *You can also get
information from your Dataverse database and make the output available for other actions to use
in your workflows*. For example, when a row is added, updated, or deleted in your Dataverse
database, you can send an email by using the Office 365 Outlook connector.

Step 2: Azure Connectors, Process and create Azure Cosmos DB documents using Azure Logic
Apps From your workflow in Azure Logic Apps, you can connect to Azure Cosmos DB and work
with documents by using the Azure Cosmos DB connector. This connector provides triggers and
actions that your workflow can use for Azure Cosmos DB operations. For example, actions
include creating or updating, reading, querying, and deleting documents.

Add Azure Cosmos DB action

In Azure Logic Apps, an action is a step in your workflow that follows a trigger or another action.
The Azure Cosmos DB connector offers actions for both the Logic App (Consumption) and Logic
App (Standard) resource types.


https://www.jpnshiken.com/q/65220-5999029/

Reference:
https://learn.microsoft.com/en-us/azure/connectors/connect-common-data-service
https://learn.microsoft.com/en-us/azure/connectors/connectors-create-api-cosmos-db
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Allowed virtual machine size SKUs This policy enables you to specify a set of virtual machine size
SKUs that your organization can deploy. Allowed locations This policy enables you to restrict the
locations your organization can specify when deploying resources. Use to enforce your geo-
compliance requirements. Excludes resource groups,
Microsoft.AzureActiveDirectory/b2cDirectories, and resources that use the 'global’ region.
https://docs.microsoft.com/en-us/azure/governance/policy/samples/built-in-policies
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Instead: You should recommend using an Azure Policy initiative to enforce the location.

Note: Azure Resource Policy Definitions can be used which can be applied to a specific Resource
Group with the App Service instances.

In Azure Policy, we offer several built-in policies that are available by default. For example:

* Allowed Locations (Deny): Restricts the available locations for new resources. Its effect is used
to enforce your geo-compliance requirements.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Azure SQL Database
Azure SQL Managed Instance
SQL Server on Azure Virtual Machines

Azure Database Migration Service
Azure Migrate
The Agure SQL Migratign. extension for Azure Data Studio
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Migrate to: -
Azure SQL Database
Azure SQL Managed Instance X
SQL Server on Azure Virtual Machines
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By using: 3
Azure Database Migration Service
Azure Migrate
The Azure SQL Migration extension for Azure Data Studio
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The Regulatory compliance dashboard in Azure Security Center is not used for regional
compliance.

Note: Instead Azure Resource Policy Definitions can be used which can be applied to a specific
Resource Group with the App Service instances.

Note 2: In the Azure Security Center regulatory compliance blade, you can get an overview of key
portions of your compliance posture with respect to a set of supported standards. Currently
supported standards are Azure CIS, PCI DSS 3.2, ISO 27001, and SOC TSP.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
https://azure.microsoft.com/en-us/blog/regulatory-compliance-dashboard-in-azure-security-
center-now-available/
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You can use the Azure Monitor menu in Azure portal to configure‘agchive
storage,

You can create an Azure storage account for log storage.in the same
subscription as the resource sending the logsignly.

You can configure Blob storage poligiesitorequire time-based retention.
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| Statement . _ ICFOSO {

You can use the Azure Monitor menu in Azure portal to configure archive
storage.

You can create an Azure storage account for log Stofgge.in the same
subscription as the resource sending the logsiorly.

You can configure Blob storage policies iopequire time-based retention.

Explanation:

You can use the Azure Monitor menu in Azure portal to configure archive storage. It is necessary
to configure an Azure storage account for archive storage because Activity log entries are only
maintained for 90 days by Azure. You should create a storage account separate from other types
of data so you can better control access to the data.

You can create an Azure storage account for log storage in the same subscription or a different
subscription as the resource sending the logs. The user who configures the storage must have
appropriate RBAC access to both subscriptions.

You can configure Blob storage policies to require time-based retention. This gives you a way to
prevent the data from being deleted or modified during the retention period.
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Name Type
AS1 Azure Synapse Analytics instance
CDB1 Azure Cosmos DB 5QL APl account
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D. Azure Cosmos DB FH® Azure Synapse Link
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Azure Synapse Link for Azure Cosmos DB is a cloud-native hybrid transactional and analytical
processing (HTAP) capability that enables near real time analytics over operational data in Azure
Cosmos DB. Azure Synapse Link creates a tight seamless integration between Azure Cosmos
DB and Azure Synapse Analytics.

Reference: https://docs.microsoft.com/en-us/azure/cosmos-db/synapse-link
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The Azure Monitor activity log is a platform log in Azure that provides insight into subscription-
level events. The activity log includes information like when a resource is modified or a virtual
machine is started.
https://learn.microsoft.com/en-us/azure/azure-monitor/essentials/activity-log?tabs=powershell
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Answer Area

Identity Governance provisioning method: v
API-driven inbound provisioning

Application provisioning

The Extensible Connectivity (ECMA) connector

Target endpoint: v
An AD DS domain controller

The Microsoft Entra Connect provisioning agent
The Microsoft Entra tenant
An SCIM endpoint

EfiZ:
Answer Area

Identity Governance provisioning method: : v

API-driven inbound F;rc;fisioning
Application provisioning
The Extensible Connectivity (ECMA) connector

Target endpoint: X
An AD DS domain controller

The Microsoft Entra Connect provisioning agent
The Microsoft Entra tenant

An SCIM endpoint

Explanation:

Box 1: The Extensible Connectivity (ECMA) connector

The Extensible Connectivity (ECMA) Connector host acts as a gateway between Microsoft Entra
ID and on-premises applications, converting provisioning requests from Microsoft Entra ID into
requests for the target application. It's a crucial component for enabling automated user
provisioning into applications that don't natively support protocols like SCIM, LDAP, or SQL.

Box 2: An SCIM endpoint

The Microsoft Entra Extensible Connectivity (ECMA) connector can utilize a SCIM endpoint for
application provisioning. In fact, the ECMA connector can be used to connect to applications that
don't directly support SCIM, allowing you to leverage existing ECMA connectors that were built for
Microsoft Identity Manager (MIM).

Reference:
https://learn.microsoft.com/en-us/entra/identity/app-provisioning/on-premises-application-
provisioning-architecture
https://learn.microsoft.com/en-us/entra/identity/app-provisioning/user-provisioning
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Access reviews in Microsoft Entra ID, part of Microsoft Entra, enable organizations to efficiently
manage group memberships, access to enterprise applications, and role assignments. User
access can be reviewed regularly to make sure only the right people have continued access.
Reference:

https://learn.microsoft.com/en-us/entra/id-governance/access-reviews-overview
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Name

~ype, ¢

Configuration

SERVER1
SERVER2

Jbuntu 18.04 virtual
machines hosted on Hyper-V

The virtual machines host a
third-party app named App1.

SERVER3 App1 uses an external storage
solution that provides Apache
Hadoop-compatible data
storage. The data storage
supports POSIX access control
list (ACL) file-level
permissions.

SERVER10 The server contains a
Microsoft SQL Server instance
that hosts two databases

named DB1 and DB2.

Server that runs Windows
Server 2016
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Answer Area

Storage account type:

Premium page blobs
Premium file shares
Standard general-purpose v2

Configuration:

NFSv3
Large file shares
Hierarchical hamesraceO 1 1
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Storage account type:

Premium page blobs
Premium.file shares
Standard general-purpose v2

Configuration:

NFSv3
Large file shares
Hierarchical namespace

Explanation:

Box 1: Standard general-purpose v2

Standard general-purpose v2 supports Blob Storage.

Azure Storage provides data protection for Blob Storage and Azure Data Lake Storage Gen2.
Box 2: Hierarchical namespace

Scenario: Plan: Migrate App1 to Azure virtual machines.

Azure Data Lake Storage Gen2 implements an access control model that supports both Azure
role-based access control (Azure RBAC) and POSIX-like access control lists (ACLSs).




Data Lake Storage Gen2 and the Network File System (NFS) 3.0 protocol both require a storage
account with a hierarchical namespace enabled.

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/data-protection-overview
https://docs.microsoft.com/en-us/azure/storage/blobs/immutable-storage-overview
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APl Management helps organizations publish APIs to external, partner, and internal developers to
unlock the potential of their data and services.

You can secure APl Management using the OAuth 2.0 client credentials flow.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-
backend-with-aad#enable-oauth-20-user-authorization-in-the-developer-console
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Migrate on-premises SSIS workloads to SSIS using ADF (Azure Data Factory).

When you migrate your database workloads from SQL Server on premises to Azure database
services, namely Azure SQL Database or Azure SQL Managed Instance, your ETL workloads on
SQL Server Integration Services (SSIS) as one of the primary value-added services will need to
be migrated as well.

Azure-SSIS Integration Runtime (IR) in Azure Data Factory (ADF) supports running SSIS
packages. Once Azure-SSIS IR is provisioned, you can then use familiar tools, such as SQL
Server Data Tools (SSDT)/SQL Server Management Studio (SSMS), and command-line utilities,
such as dtinstall/dtutil/dtexec, to deploy and run your packages in Azure.

Reference:
https://docs.microsoft.com/en-us/azure/data-factory/scenario-ssis-migration-overview
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The elastic query feature (in preview) enables you to run a Transact-SQL (T-SQL) query that
spans multiple databases in Azure SQL Database. It allows you to perform cross-database
queries to access remote tables, and to connect Microsoft and third-party tools (Excel, Power BI,
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Tableau, etc.) to query across data tiers with multiple databases. Using this feature, you can
scale out queries to large data tiers and visualize the results in business intelligence (Bl) reports.
Reference:

https://learn.microsoft.com/en-us/azure/azure-sql/database/elastic-query-overview
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No need for dedicated environment. So Azure Service Plan per region is enough.
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Scenario: You need to monitor App2 to analyze how long it takes to perform different transactions
within the application. The solution must not require changes to the application code.
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Unified cross-component transaction diagnostics.

The unified diagnostics experience automatically correlates server-side telemetry from across all
your Application Insights monitored components into a single view. It doesn't matter if you have
multiple resources. Application Insights detects the underlying relationship and allows you to
easily diagnose the application component, dependency, or exception that caused a transaction
slowdown or failure.

Note: Components are independently deployable parts of your distributed/microservices
application. Developers and operations teams have code-level visibility or access to telemetry
generated by these application components.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/transaction-diagnostics
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deploylfNotExists runs after a configurable delay when a Resource Provider handles a create or
update subscription or resource request and returned a success status code. A template
deployment occurs if there are no related resources or if the resources defined by
existenceCondition don't evaluate to true. The duration of the deployment depends on the
complexity of resources included in the template.

During an evaluation cycle, policy definitions with a DeploylfNotExists effect that match resources
are marked as non-compliant, but no action is taken on that resource.

Reference:
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https://learn.microsoft.com/en-us/azure/governance/policy/concepts/effect-deploy-if-not-exists
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Asynchronous messaging options.

There are different types of messages and the entities that participate in a messaging
infrastructure. Based on the requirements of each message type, Microsoft recommends Azure
messaging services. The options include Azure Service Bus, Event Grid, and Event Hubs.
Azure Service Bus queues are well suited for transferring commands from producers to
consumers.

Data is transferred between different applications and services using messages. A message is a
container decorated with metadata, and contains data. The data can be any kind of information,
including structured data encoded with the common formats such as the following ones: JSON,
XML, Apache Avro, Plain Text.

Reference:
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/messaging
https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-messaging-overview
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Azure Cosmos DB is a multi-model globally distributed NoSQL database. Cosmos DB stores data
in atom-record-sequence (ARS) format. It unites under one roof several data management
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systems and exposes them in the form of APIs. You can select between the Core (SQL) API and
MongoDB API (document model), Cassandra API (column-oriented model), Gremlin API (graph
model), and Table API (key-value model). You should select the default Cosmos DB API: Core
(SQL) for the new projects. If you have an existent database in formats that Cosmos DB API
supports and do not want to deal with application migration, the best way is to bring the data to
Cosmos DB and use provided APIs for your application. For example, suppose you have a
MongoDB database with the purchase orders in different formats that are suitable for your
customers. In that case, you can bring data to Cosmos DB with native MongoDB tools, like
mongodump and mongorestore. And use all MongoDB queries in your apps for the data access
now in Cosmos DB. But if the business logic of your application will get better data
representation, for example, in a graph, you should use Gremlin API in your applications instead
of the Core.

The graph model presents the data as vertex (an individual database item) and edge (a
connection between items). To query the data, Gremlin API uses Apache Tinkerpop's Gremlin
language. The data model is useful for e-commerce or fraud detection when you need to track the
relation between different types of information like customers, billings, delivery addresses,
payments, order history, etc.

Reference:

https://docs.microsoft.com/en-us/azure/cosmos-db/choose-api
https://docs.microsoft.com/en-us/azure/cosmos-db/graph-introduction
https://docs.microsoft.com/en-us/learn/modules/choose-api-for-cosmos-db/5-use-the-gremlin-
graph-api-as-a-recommendation-engine
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B: You can use the Azure Import/Export service to securely export large amounts of data from
Azure Blob storage. The service requires you to ship empty drives to the Azure datacenter. The
service exports data from your storage account to the drives and then ships the drives back.

C: Big data requires a service that can orchestrate and operationalize processes to refine these
enormous stores of raw data into actionable business insights. Azure Data Factory is a managed
cloud service that's built for these complex hybrid extract-transform-load (ETL), extract-load-
transform (ELT), and data integration projects.

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-data-from-blobs
https://docs.microsoft.com/en-us/azure/data-factory/introduction
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Each level provides availability and performance tradeoffs. The following image shows the
different consistency levels as a spectrum.

Strong Bounded Staleness Session Consistent Prefix Eventual

“tronger Consistenicy i : Weaker Consistency

Note: The service offers comprehensive 99.99% SLAs which covers the guarantees for
throughput, consistency, availability and latency for the Azure Cosmos DB Database Accounts
scoped to a single Azure region configured with any of the five Consistency Levels or Database
Accounts spanning multiple Azure regions, configured with any of the four relaxed Consistency
Levels.

Reference:

https://azure.microsoft.com/en-us/support/legal/sla/cosmos-db/v1_3/
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https://docs.microsoft.com/en-us/azure/cosmos-db/consistency-levels#consistency-levels-and-
latency
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Here we can add a policy at the subscription level which does not allow the deployment of Azure
ExpressRoute resources. But we can exclude the passétests-rg so that the ExpressRoute
resources can be deployed to these resource groups.
Options A and B are incorrect because RBAC roles are used to provide access to resources
Option D is incorrect since this would be an in-efficient process to add policies to all resource
groups Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/overview
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The design supports the technical requirementsfor redundancy. O
The design supports autoscaling O

The design requires a manual configuration if an Azure region fails. O

Statements Yes No
The design supports the technical requirements. for redundancy. O O
The design supports autoscaling: @
The design requires a m'énﬁéi-cdnﬁgura'tion If an Azure region fails. O O]
Explanation:
Box 1: Yes

Any new deployments to Azure must be redundant in case an Azure region fails.

Traffic Manager uses DNS to direct client requests to the most appropriate service endpoint
based on a traffic-routing method and the health of the endpoints. An endpoint is any Internet-
facing service hosted inside or outside of Azure. Traffic Manager provides a range of traffic-
routing methods and endpoint monitoring options to suit different application needs and automatic
failover models. Traffic Manager is resilient to failure, including the failure of an entire Azure
region.

Box 2: Yes

Recent changes in Azure brought some significant changes in autoscaling options for Azure Web
Apps (i.e. Azure App Service to be precise as scaling happens on App Service plan level and has
effect on all Web Apps running in that App Service plan).

Box 3: No

Traffic Manager provides a range of traffic-routing methods and endpoint monitoring options to
suit different application needs and automatic failover models. Traffic Manager is resilient to
failure, including the failure of an entire Azure region.

Reference:

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
https://blogs.msdn.microsoft.com/hsirtl/2017/07/03/autoscaling-azure-web-apps/
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https://learn.microsoft.com/en-us/azure/azure-monitor/logs/workspace-design
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Answer Area

The minimum number of apps to register in thé Microsoft Entra tenant: v

| 2

a Microsoft | :
& minimum number of Microsoft Enlra Connect provisioning agents to deploy: v

1
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ANSWEr Area

'Nicrosoft

The minimum number of apps to reglstHn the'Microsoft Entra tenant: v
i 1
2
3
The minimum number of MicrosoftEntra Connect provisioning agents to deploy: v
1
2
3
Explanation:
Box 1: 3
One app per child domain. We have three child domains.
Box 2: 2

Two for each disjoint forest. We have one forest.

Note: Microsoft Entra, Microsoft Entra ID, App provisioning, Cloud HR application to Microsoft
Entra user provisioning Scenario: Single cloud HR app tenant -> target multiple child domains in a
disjoint Active Directory forest

Deployment Scenario: Single cloud HR tenant -> Disjoint AD Domains on different subnets

' -
1Provisioning Agents- On-Premises

| GFOU;) 1 AD‘ Domain 1
CloudHR2AD User '
Provisioning App @ N

l

n

]

1

l

I
I
1
I
I
I
I
I
Cloud HR app - f -t
Prcmsmmn ents- S o

Grou AD Domain-2

|

Microsoft Entra ID ‘{"':H
Tenant

O  E E mm mm mm




This scenario involves provisioning users from the cloud HR app to domains in disjoint Active
Directory forests.

We recommend the following production configuration:

* Number of Microsoft Entra Connect provisioning agents to deploy on-premises Two per disjoint
Active Directory forest.

* Number of provisioning connector apps to configure

One app per child domain.

Reference:
https://learn.microsoft.com/en-us/entra/identity/app-provisioning/plan-cloud-hr-provision
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Name Type Account | Location
Kind
storage Azure Storage account| Storage East US
(general

purposc v1)
storage’Z Azure Storage account| StorageVZ2 | East US

(general
purpose v2)
Workspacel| Azure Lag Analytics Not East US
workspace applicable
Workspace2 | Azure Log Analytics Not East US
workspace applicable
Hub1 Azure event hub Not East US
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Answer Area

Statements Yes No
You can add a new diagnostic settingthat archives SQLInsights logs to storage2. Q O
You can add a new diagnostic setting that sends SQLInsights logs to Workspace?2. €] O

You can add a new diagnestic setting that sends SQLInsights logs to Hub1. O O
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Answer Area
Statements Yes No
You can add a new diagnostic setting that'archives SQLInsights logs to storage2. O O
You,can add a new diagpostiesetting that sends SQLInsights logs to Workspace2. O O
You cah add-a ety é?éghostic setting that sends SQLInsights logs to Hub1. O @)
Explanation:
Box 1: Yes

A single diagnostic setting can define no more than one of each of the destinations. If you want to
send data to more than one of a particular destination type (for example, two different Log
Analytics workspaces), then create multiple settings.

Each resource can have up to 5 diagnostic settings.

Note: This diagnostic telemetry can be streamed to one of the following Azure resources for
analysis.

* Log Analytics workspace

* Azure Event Hubs

* Azure Storage

Box 2: Yes

Box 3: Yes

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/essentials/diagnostic-settings
https://docs.microsoft.com/en-us/azure/azure-sql/database/metrics-diagnostic-telemetry-logging-
streaming-export-configure?tabs=azure-portal
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A. Recovery Services O 73— & Azure Backup

B. Azure 7 7 1 ILEFH & Azure 7 7 1 JLEIEA

C. Azure BLOB 1 > 73+ — & Azure File Sync

D. Recovery Services O > 77F—¢& Windows Server /Xy 9 7y 7
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Use Azure File Sync to centralize your organization's file shares in Azure Files, while keeping the
flexibility, performance, and compatibility of an on-premises file server. Azure File Sync
transforms Windows Server into a quick cache of your Azure file share.

You need an Azure file share in the same region that you want to deploy Azure File Sync.
Incorrect Answers:

A: Backups would be a slower solution.

Reference:
https://docs.microsoft.com/en-us/azure/storagef/files/storage-sync-files-deployment-guide
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fi# R Azure Application GatewayZFERAL T 7 TIVADT IR ZIRELET,
CNIFERZERLTVEIHN?

A. [y

B. LMV R

IEfE: (EfEZRERLET)

Azure Application Gateway and Azure Load Balancer do not support rate or connection limits.
Note: Azure Front Door would meet the requirements. The Azure Web Application Firewall (WAF)
rate limit rule for Azure Front Door controls the number of requests allowed from clients during a
one-minute duration.

Reference:
https://www.nginx.com/blog/nginx-plus-and-azure-load-balancers-on-microsoft-azure/
https://docs.microsoft.com/en-us/azure/web-application-firewall/afds/waf-front-door-rate-limit-
powershell
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MREFBATELLARERLHY F7,

DYV IVOBERMICEAZ LRI BRPILEETEELA, ZTDEH, CRoOBERIKXL
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Contoso, Ltd. & LV5 £#t1Z(% Privileged Identity Management (PIM) Z {3 % contoso.com &
LYS Microsoft Entra T3> kD& Y  Sub1 £S5 Azure TR 5 ) T av(c) oo EIhnTLY
FY,

Azure Backup Z#HA L T, Sub1 ADTARTD!) YV —X % Vault! &LV5 LEID Recovery
Services AV TF—ITNY O TV ITLET,

Fabrikam, Inc. & LNS SV ERE%¥M Contoso IZEF 2 ) T BES—ERZRHELTLE

9, Fabrikam & fabrikam.com & LV5 Microsoft Entra 77+ > b & Azure Y FR49 ) Fo 30 %
RELTLWET,

contoso.com DBRESNF-BEETHIU N SUb1 DNV I 7y T RYO—%FELT-

Y. Sub1 Mo\ v o7y TEHIBRLEEYT B EEMSRELAHY T,

fERER: Vault 1 Tl EERIEERAOEF1 )T PINZERLET,

CHIFBBEFE L THETH?

A. [Ty

B. L VR

IEfR: (EffzRnLET)
Reference:

https://learn.microsoft.com/en-us/azure/backup/multi-user-authorization-concept
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Standard StorageV2 supports the Archive access tier, which would be the cheapest solution.
Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-introduction
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FSw 7o Rray JOEM
FUoTULIRRY FT—4121E, VMware vCenter Server & 3 / — KD ESXi ¥ SR 2 —MEF
NTWET, DY 5 RA2—IE, Server! & Server2 £S5 2 DDRBET L UERARLTULE
¥, N bDRET L I Windows Server 2019 #3317 L Web H—/3—0O—)L (lIS) A A/ > X
F—LEhTWET KRBT UIZIES5 DO ASPNETWeb 7 TUMNEENTULET,
Azure Migrate D& 70 —%EA L T Web 7 7') % Azure App Service IZHB1T3 2L ELH
YFEI,

IEFIZEITTIRENHD 3 D2DT7IaviEENTIA BETBHICIE BUNLETIaE
Toarv YR oREIEEHICEEL, ELWEFICHERET,

Actions ... Answer Area

Run a replication task for Server1 and Server2.

Deploy an Azure Migrate agent to Server1 and Server2,

Deploy an Azure Migrate appliance to the ESXi cluster.

Run a replication task for the Web apps.

Run an assessment task forthe web apps.

1E fiz:

Actions

Answer Area

Run a replication task for Server1 and Server2.

Deploy an‘Azure Migrate appliance to the ESXi cluster.

Deploy an Azure Migrate agent to Server1 and Serverl.

Run an assessment task for the web apps.

AD.

Run a replication task for the web apps.
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