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Explanation

Scenario: App1 has the following data requirements:

* Each instance will write data to a data store in the same availability zone as the instance.

* Data written by any App1 instance must be visible to all App1 instances.

Azure Cosmos DB: Each partition across all the regions is replicated. Each region contains all the
data partitions of an Azure Cosmos container and can serve reads as well as serve writes when
multi-region writes is enabled.

Reference:

https://docs.microsoft.com/en-us/azure/cosmos-db/high-availability
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Explanation
Graphical user interface, table Description automatically generated

Topic

Allowed authentication methods

GET and POST only
GET, POST, and OPFTIONS only

Authorization level ' v

Allowed authentication methods: GET only

Authorization level: Anonymous

The option is Allow Anonymous requests. This option turns on authentication and authorization in
App Service, but defers authorization decisions to your application code. For authenticated
requests, App Service also passes along authentication information in the HTTP headers.

This option provides more flexibility in handling anonymous requests.



References:
https://docs.microsoft.com/en-us/azure/app-service/overview-authentication-authorization
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virtual machines: Create event subscriptions
Configure Continuous delivery

Install the Microsoft Monitoring Agent
Modify the membership of the Event Log Readers Groups

Resource to create in Azure:

An event hub

A search service
A storage account

Configuration to perform on the

virtual machines: Create event subscriptions
Configure Continuous delivery

Modify the membership of the Event Log Readers Groups

Explanation
Graphical user interface, text, application, email Description automatically generated



Resource to create in Azure: v

An event hub

A Log Analytics workspace
A search service

A storage account

Configuration to perform on‘the v
virtual machines: Create event subscriptions
Configure Continuous delivery
Install the Microsoft Monitoring Agent
Modify'the membership of the Event Log Readers Groups

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-windows-events
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agent-windows
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Explanation

Resource locks are not used for compliance purposes. Resource locks prevent changes from
being made to resources.

Reference:


https://www.jpnshiken.com/q/43782-3573544/

https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources
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Explanation

The data in the cool tier is "considered / intended to be stored for 30 days". But this is not a must.
You can store data indefinitely in the cool tier. The mentioned reference (see below) even gives
an example of large scientific or otherwise large data which is stored for long duration in the cool
tier.
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers?tabs=azure-
portal
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Explanation
Graphical user interface, text, application, chat or text message Description automatically
generated

The users can connect to App1 without

being prompted for authentication: R AD iotrat

An Azure-AD.managed identity
Azure}ﬁh—hpplicatinn Proxy

asa

The users can access App1 only from 5“’" ;

company-owned computers: o N ﬁ conditional access policy

Microsoft . _' " | An Azure AD administrative unit

Azure Application Gateway
Azure Blueprints

Azure Policy

Box 1: An Azure AD app registration

Azure active directory (AD) provides cloud based directory and identity management
services.You can use azure AD to manage users of your application and authenticate access to
your applications using azure active directory.

You register your application with Azure active directory tenant.

Box 2: A conditional access policy

Conditional Access policies at their simplest are if-then statements, if a user wants to access a
resource, then they must complete an action.

By using Conditional Access policies, you can apply the right access controls when needed to
keep your organization secure and stay out of your user's way when not needed.

Timeline Description automatically generated



Signals Mdrify every access Apps and data

attempt
User and
location Device - @
‘\. l/. Bllow access

: 101010
: 01010t
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- @® —
/ Require MFA = (Q
2 X

Application A Real-time — ®
o Block access

Reference:
https://codingcanvas.com/using-azure-active-directory-authentication-in-your-web-application/
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/powerapps/developer/data-platform/walkthrough-register-app-
azure-active-dire

"After consenting to use their Dataverse account with the ISV's application, end users can
connect to Dataverse environment from external application. The consent form is not displayed
again to other users after the first user who has already consented to use the ISV's app. Apps
registered in Azure Active Directory are multi-tenant, which implies that other Dataverse users
from other tenant can connect to their environment using the ISV's app."
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Explanation

You can schedule a powershell script with Azure Logic Apps.


https://www.jpnshiken.com/q/43782-3573547/

When you want to run code that performs a specific job in your logic apps, you can create your
own function by using Azure Functions. This service helps you create Node.js, C#, and F#
functions so you don't have to build a complete app or infrastructure to run code. You can also
call logic apps from inside Azure functions.

Azure Functions provides serverless computing in the cloud and is useful for performing tasks
such as these examples:

Reference:

https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-azure-functions
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Name Type Location
US-Central-Firewall-policy | Azure Firewall policy Central US
US-East-Firewall-policy Azure Firewall policy East US
EU-Firewall-policy Azure Firewall policy West Europe
USEastfirewall Azure Firewall Central US
UsSWestfirewall Azure Firewall East US
EUFirewall "-l.: Anure Firawall West Europe
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Explanation

Firewall policies work across regions and subscriptions.

Place all your global configurations in the parent policy.

Note: Policies can be created in a hierarchy. You can create a parent/global policy that will
contain configurations and rules that will apply to all/a number of firewall instances. Then you
create a child policy that inherits from the parent; note that rules changes in the parent instantly
appear in the child. The child is associated with a firewall and applies configurations/rules from
the parent policy and the child policy instantly to the firewall.

Reference:

https://aidanfinn.com/?p=22006
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Explanation

When both the database management system and client are under the same ownership (e.g.
when SQL Server is deployed to a virtual machine), transactions are available and the lock
duration can be controlled. Reference:
https://docs.particular.net/nservicebus/azure/understanding-transactionality-in-azure
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Answer Area
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“|L5cally-rédundant storage (CRST
Read-access geo-redundant storage (RA-GRS)
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Explanation

Account Type: StorageV?2

Replication solution: Zone-redundant storage (ZRS)
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy#supported-azure-
storage-services
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview#types-of-
storage-accounts Data must be available if a single Azure datacenter fails. It means the storage
account must support ZRS replication. Also, solution should support storage tiers. Only General-
purpose V2 supports ZRS and storage tiers.
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers
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Explanation

Azure Cosmos DB Table API has

* Single-digit millisecond latency for reads and writes, backed with <10-ms latency reads and
<15-ms latency writes at the 99th percentile, at any scale, anywhere in the world.

* Automatic and complete indexing on all properties, no index management.

* Turnkey global distribution from one to 30+ regions. Support for automatic and manual failovers
at any time, anywhere in the world.

Reference:

https://docs.microsoft.com/en-us/azure/cosmos-db/table-support
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A screenshot of a computer Description automatically generated with medium confidence
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Explanation

You use Azure Policy to enforce tagging rules and conventions. By creating a policy, you avoid
the scenario of resources being deployed to your subscription that don't have the expected tags
for your organization.

Instead of manually applying tags or searching for resources that aren't compliant, you create a
policy that automatically applies the needed tags during deployment.

Note: Organizing cloud-based resources is a crucial task for IT, unless you only have simple
deployments. Use naming and tagging standards to organize your resources for these reasons:
Resource management: Your IT teams will need to quickly locate resources associated with
specific workloads, environments, ownership groups, or other important information. Organizing
resources is critical to assigning organizational roles and access permissions for resource
management.

Reference:
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/decision-guides/resource-
tagging
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-policies
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Explanation

(https://docs.microsoft.com/en-us/dotnet/azure/migration/app-service#com-and-com-components)
Azure App Service does not allow the registration of COM components on the platform. If your
app makes use of any COM components, these need to be rewritten in managed code and
deployed with the site or application. https://docs.microsoft.com/en-
us/dotnet/azure/migration/app-service

"Azure App Service with Windows Containers If your app cannot be migrated directly to App
Service, consider App Service using Windows Containers, which enables usage of the GAC,
COM components, MSls, full access to .NET FX APls, DirectX, and more."
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A. AzureBatch7 ho > k

B.#&7Hho2 bk

C.AHUVILIRT—RS—FroxA

D. AzureD 4 iR— KNIV RAKR—FrP 3T

E.AzureT—2 2779 k1)
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Explanation
https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-data-from-blobs
https://docs.microsoft.com/en-us/answers/questions/31113/fastest-method-to-copy-500gb-table-
from-on-premise
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Explanation

Standard StorageV2 supports the Archive access tier, which would be the cheapest solution.
Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-introduction
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FromServerl: | | KA v ik 5
Installan Azare File Sync agent ™~ * *

Install a self-hosted integration runtime
Install the File Server Resource Manager role service

From the data factory: v
Createa pipeline

Create an import/export job

Provision an Azure-SQL Server Integration Services (SSIS) integration runtime

From Serverl:

Install an Azure File Sync agent
Install a self-hosted integration runtime |
Tnstall the File Server Resource Manager role service

VHGEBS v

Create an import/export job
Provision an Azure-SQL Server Integration Services (SSIS) integration runtime

Explanation
Graphical user interface, text, application, email Description automatically generated

From Serverl:E M iﬁr@g@ff

Install an Azure File Sync agent
Install a self-hosted integratiwq&#e
Install the File Server.Resgurce Manager role service

Create a pipelinie
Createan import/export job
Provision an Azure-SQL Server Integration Services (SSIS) integration runtime

From the data factory:

Box 1: Install a self-hosted integration runtime

The Integration Runtime is a customer-managed data integration infrastructure used by Azure
Data Factory to provide data integration capabilities across different network environments.

Box 2: Create a pipeline

With ADF, existing data processing services can be composed into data pipelines that are highly
available and managed in the cloud. These data pipelines can be scheduled to ingest, prepare,
transform, analyze, and publish data, and ADF manages and orchestrates the complex data and
processing dependencies References:
https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-sql-
azure-adf



https://docs.microsoft.com/pl-pl/azure/data-factory/tutorial-hybrid-copy-data-tool syu31svc 3
months, 4 weeks ago
https://docs.microsoft.com/en-us/azure/data-factory/create-self-hosted-integration-runtime?
tabs=data-factory

"A self-hosted integration runtime can run copy activities between a cloud data store and a data
store in a private network"

https://docs.microsoft.com/en-us/azure/data-factory/introduction

"With Data Factory, you can use the Copy Activity in a data pipeline to move data from both on-
premises and cloud source data stores to a centralization data store in the cloud for further
analysis"
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Answer Area

Application1:

b

BlobStorage with Standard performance, Hot access tier, and Read-
access geo-redundant storage (RA-GRS) replication

BlockBlobStorage with Premium performance and Z
storage (ZRS) replication S

General purpose v1 with Premium performa Locally-
redundant storage (LRS) replication

General purpose v2 with Standard pe@?ﬁce, Hot access tier, and
on

Locally-redundant storage (LRS) E®
&
Application2:

BlobStorage with S - ¢ performance, Cool access tier, and Geo-
redundant storag

age GRS) replication
* 27
BlockBlobStotagé with Premium performance and Zone-redundant
storage (ZRS) réplication
General purpose v1 with Standard performance and Read-access
geo-redundant storage (RA-GRS) replication
General purpose v2 with Standard performance, Cool access tier,

and Read-access geo-red uﬁant ﬂo[age [RA.-GR&E replication
|

7]

%



Answer Area

Applicationi:

BlobStorage with Standard performance, Hot access tier, and Read-
access geo-redundant storage (RA-GRS) replication

| BlockBlobStorage with Premium performance and Zone-redundant ]'
. i storage (ZRS) replication |
| 2andidTpisbsa T With Prémiur performance andLogall-+ ~ "~
| redundant storage (LRS) replication

General purpose v2 with Standard perfurmance Hot access tier, and
Locally-redundant stnrage {LR&} replitallon

Application2:

A —

v

BlubStdm@;ﬁ'SmMard performance, Cool access tier, and Geo-
redundant storage (GRS) replication

BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Standard perfurmam:e and Read-access

iGeneral purpose v2 wﬂh Standard performance, Cool access tier, 1
'and Read-access geo-redundant storage (RA-GRS) replication

Explanation
Graphical user interface, text, application Description automatically generated



O P T R R s

BlobStorage with Standard performance, Hot access tier, and Read-
access geo-redundant storage (RA-GRS) replication

BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Premium performance and Locally-
redundant storage (LRS) replication

General purpose v2 with Standard performance, Hot access tier, and
Locally-redundant storage (LRS) replication

Application2:

b i

BlobStorage with Standard performance, Cool access tier, and Geo-
redundant storage (GRS) replication

BlockBlobStorage with Premium performance and Zone-redundant
storage (ZRS) replication

General purpose v1 with Standard performance and Read-access
geo-redundant storage (RA-GRS) replication

General purpose v2 with Standard performance, Cool access tier,
and Read-access geo-redundant storage (RA-GRS) replication
Box 1: BloblBlobStorage with Premium performance and Zone-redundant storage (ZRS)

replication.

BlockBlobStorage accounts: Storage accounts with premium performance characteristics for
block blobs and append blobs. Recommended for scenarios with high transactions rates, or
scenarios that use smaller objects or require consistently low storage latency.

Premium: optimized for high transaction rates and single-digit consistent storage latency.
Box 2: General purpose v2 with Standard performance..

General-purpose v2 accounts: Basic storage account type for blobs, files, queues, and tables.
Recommended for most scenarios using Azure Storage.

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
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Microsoft SQL Server 2016 % E179 522D RET I UIE B LAzure' ) =2 a VAN EL ST —
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SQL Server laaST— = > MLIRHEEE SQLlaaSExtension) DBEI/NY Y 7 v THEEZERAL T
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Data type Storage priority
Operating system Speed and availability
Databases andlogs | Speed and availability
Backups Lowest cost

TR TZEIZEDRML—VR A TEHERETIRENHYEIN?EZBICE BEUER
=P84 TEELVWT =224 TSI LET  ERAML—D8 4 TE 1RFERT S
EL BHEFERI S LD FoKFERALGEWI LB TEFET AT UYERTT HICIE,
DEIN—ERAVETRIVITEN RV B—ILTERENHDIGENHYFET,

I DEREERENIRS O FOBENHY F9,

Storage Types Answer Area
:'AEeo redundant storage (GRS) account ‘ Goarat g’l
A IUCEM:IE@F %@fiaccoum | * "
% s and Iogs:[
. " A premium managed disk }.
@ Packwps: l
| A standard managed disk ~\
IEf%:
Storage Types Answer Area

A geo-redundant storage (GRS) account

P S e ML oL = ML N A

EA locally-redundant storage (LRS) account

Operating system: ; A premium managed disk '

Databases and logs: | A premium managed disk

| B

A premium managed disk '

Backupsé;_

yyegundantstorage (LRS) account

A standard managed disk

Explanation
Graphical user interface, text, application, email Description automatically generated

Jperating system: A premium rnanaged disk

Jatabases and Io_gs_: A premitim managed dISk

Backups: "~ |Alocally-redundant storage (LRS) account
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OO avOERICEEL-RE, EOEMICRACLFITEFRA, ZOHBE. ChoDE
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Azure T R9 1) T3V TCAT—FLAWeb7 TV EHRR LT BICIKX UY—RETTOAT
BBENHYFET , Ya—2avE ROEBHEFH-ILENHYET,
TEBNETIL—LT—IO D77 RZRH®ELFT,

Azure) =T a VIZEENRE LE-BEIC. TREZRELET,

EBEICARL—T A VI VRATLNDT Y RRAFZHA LT ARFILT T r—2 3 D OEKE
BEREA VA M—ILLET,

fRREK 2DDAzurefRBBI L > &#2DMAzure!) —2 3 VT 7B A L TrafficManager7 027 7 A
IWEERLET,

CNIFEBFRZERLTVEIHN?

A. [FLy

B. LMMZ

Ef#: (EfEZRTLET)

Explanation

Azure Traffic Manager is a DNS-based traffic load balancer that enables you to distribute traffic
optimally to services across global Azure regions, while providing high availability and
responsiveness.
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
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Azure!) —2 3 VEARTEHIHNICHE IN-BHROA VR F VR EYR—FLET EDRZAD
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Deployment solution:

Azure SOL Managed Instance
SOL Server on Azure Virtual Machines
An Afure S0 Databate single database

Resiliency solution:
Aulo-fallover group

Active geo-replication
Zone-redundant deployment



https://www.jpnshiken.com/q/43782-3573564/

Deployment solution:

Azure SOL Managed Insfance
S0L Server on Azureirtual Machines
-

Resiliency solution:

Aufe-failover group

J'ﬁctﬁ-e geo-replication
[Zane-redundant deployment

- 3

Explanation
Graphical user interface, text, application, chat or text message Description automatically
generated

Deployment solution: | = IMlicrosoft v

Azure SQL Managed Instance
SQL Server on Azure Virtual Machines
An Azure SQI. Da’atase single database

Resiliency solution, v
Auto-failover group

Active geo-replication
Zone-redundant deployment

Box 1: An Azure SQL Database single database.

SQL Server Managed instance versus SQL Server Virtual Machines

Active geo-replication is not supported by Azure SQL Managed Instance.

Box 2: Active geo-replication

Active geo-replication is a feature that lets you to create a continuously synchronized readable
secondary database for a primary database. The readable secondary database may be in the
same Azure region as the primary, or, more commonly, in a different region. This kind of readable
secondary databases are also known as geo-secondaries, or geo-replicas.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/active-geo-replication-overview
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AR MERNRICHZSRENHY FT,

EDQDRRAF T avaFERTILENHYFITH?

A AzureSQLT—AR—RETCRRI ) T4 hI

B. AzureSQLT— 2 R—XIYR—D RA VRBAVRAEDRRI T4 AL

C. AzureSQLT—A R—R/N\A IN\—Rr—)L

D. AzureSQLT—4 N— R 1Z#E

EfE: (EfEZRRLET)

Explanation

General Purpose / Standard prevents data loss through high available storage
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/service-tier-general-purpose?
view=azuresql. This architectural model relies on high availability and reliability of Azure Blob
storage that transparently replicates database files and guarantees no data loss if underlying
infrastructure failure happens. General Purpose / Standard support Zone Redundancy For
General Purpose tier the zone-redundant configuration is Generally Available in the following
regions:

https://docs.microsoft.com/en-us/azure/azure-sql/database/high-availability-sla?
view=azuresql&tabs=azure-pow Without any information regarding the usage pattern, serverless
is possible. Other option is D
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/serverless-tier-overview?
view=azuresq|
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Azure Kubernetes Service AKS) 7 S A A —THRR b ENBJIA VAV —ERT7—FTIF ¥ %
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*RAYVAY—ERNDANT IV ERITE—DTSA R—FP7 FLRIZHIBL fBETLSERIL %
FRALTRET DIVENHYET,

EEXAVOY—EXRBEUHE LOFIIL— BRI TWEIRENHY £,

AR MERIDMRICHZSZBELHY FET,

Y )a—aVICZEEHLIBLENHY FITH?

A RER Y T —9 ¥k % F & 7=Azure APIManagementPremium/E

B. Azure Web Application Firewall WAF) #{&Z fzAzure72 8> k k7

C.H—ERXRIYFRA Y MEiHAT-AzureAPIEIEIZEE

D. Azure Web Application Firewall WAF) % {i& 2 f=Azure App Gateway

Eff: (EfEZRTLET)

Explanation

One option is to deploy APIM (APl Management) inside the cluster VNet.


https://www.jpnshiken.com/q/43782-3573566/
https://www.jpnshiken.com/q/43782-3573567/

The AKS cluster and the applications that consume the microservices might reside within the
same VNet, hence there is no reason to expose the cluster publicly as all API traffic will remain
within the VNet. For these scenarios, you can deploy APl Management into the cluster VNet. API
Management Premium tier supports VNet deployment.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-kubernetes
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Azure Databricks Data Science & Engineering7 —4> AXR—X#57J7AA/ L T—2 %7 —U X
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A.Azure7 71 L

B. Azure Data Lake

C.AzureSQLT—A N—X

D. Azure Cosmos DB
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Explanation

The Azure Databricks Data Science & Engineering data lands in a data lake for long term
persisted storage, in Azure Blob Storage or Azure Data Lake Storage.

Reference:
https://docs.microsoft.com/en-us/azure/databricks/scenarios/what-is-azure-databricks-ws
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Account type:

v

Blob storage
Storage (general purpose v1)
StorageV?2 (general purpose v2)

Replication solution:

v

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)

M |CI(re4d tcess geo-redundant storage (RA-GRS)

Account type:

___m— Microsoftw

|

e ——

Blob storage |
Storage (general purpose v1)
StorageV2 (general purpose v2)

Replication solution:

v

Geo-redundant storage (GRS)

e e e e e — e — o  —nS — — — —
I

Zone-redundant storage (ZRS) |

Locally-redundant storage (LRS)
Read-access geo-redundant storage (RA-GRS)

Explanation

Graphical user interface, text, application, chat or text message Description automatically

generated




Account type: v
Blob storage

Storage (general purposewv1)
StorageV?2 (general purpose v2)

Replication solution: v

Geo-redundant storage (GRS)
Zone-redundant storage (ZRS)
Locally-redundant storage (LRS)
Readraccess geo-redundant storage (RA-GRS)

Account Type: StorageV?2
Replication solution: Zone-redundant storage (ZRS)
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Name Size
DB1 450 GB
DB2 250 GB
DB3 300 GB
DB4 ..~ |190GB

ApplET—2I1F ADHBIZOAMERSNET, T2 FXBEFE3WULEBMT S LFFHREATL
FEA,
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Explanation

DTU-based Standard supports databases up to 1 TB in size.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-dtu
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B. Azure Traffic Manager
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Explanation


https://www.jpnshiken.com/q/43782-3573571/
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"Azure Front Door, which focuses on global load-balancing and site acceleration, and Azure CDN
Standard, which offers static content caching and acceleration. The new Azure Front Door brings
together security with CDN technology for a cloud-based CDN with threat protection and
additional capabilities. "
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Explanation

Replication with Azure Site Recover:

* RTO is typically less than 15 minutes.

* RPO: One hour for application consistency and five minutes for crash consistency.
Reference:
https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-sql
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Explanation

Azure SQL Database elastic pools are a simple, cost-effective solution for managing and scaling
multiple databases that have varying and unpredictable usage demands. The databases in an
elastic pool are on a single server and share a set number of resources at a set price. Elastic
pools in Azure SQL Database enable SaaS developers to optimize the price performance for a
group of databases within a prescribed budget while delivering performance elasticity for each
database.

Guaranteed 99.995 percent uptime for SQL Database

Reference:

https://docs.microsoft.com/en-us/azure/azure-sqgl/database/elastic-pool-overview
https://azure.microsoft.com/en-us/pricing/details/sql-database/elastic/
https://www.azure.cn/en-us/support/sla/virtual-machines/
https://techcommunity.microsoft.com/t5/azure-sql/optimize-price-performance-with-compute-auto-
scaling-in-azu
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Explanation

APl Management helps organizations publish APIs to external, partner, and internal developers to
unlock the potential of their data and services.

You can secure APl Management using the OAuth 2.0 client credentials flow.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-
backend-with-aad#enab
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Explanation

APl Management helps organizations publish APIs to external, partner, and internal developers to
unlock the potential of their data and services.

You can secure APl Management using the OAuth 2.0 client credentials flow.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-
backend-with-aad#enab
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Explanation
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https://docs.microsoft.com/en-us/azure/azure-sql/database/long-term-retention-overview In Azure
SQL Database, you can configure a database with a long-term backup retention policy (LTR) to
automatically retain the database backups in separate Azure Blob storage containers for up to 10
years

B 41

Appl1ZAzurel~#1T9 5 FETY,

App1DERIAMY ) 12— a U EHRTIVELAHYET V) a—2avIE BExh0ERKZE
BETRELAHY ET,

HRBHEICIIMZSOHIDENHY TIHA?2EET HICIE, AEFEETEY G T 3 U E&EIR
LET,

I OERIZTENRENIRS > FOMELHY £,

Number of host groups:

Microsgtt

inumber of virtual machine scale sets:

Number of host groups: -

Number of virtual machine scale seté/licroseit

Explanation
Graphical user interface, text, application, email Description automatically generated



Number of host groups:

Number of virtual machine scale sets:

Box 1: 3

Scenario: App1 must meet the following requirements:

* Be hosted in an Azure region that supports availability zones.

* Maintain availability if two availability zones in the local Azure region fail.

A host group is a resource that represents a collection of dedicated hosts. You create a host
group in a region and an availability zone, and add hosts to it.

Use Availability Zones for fault isolation

Availability zones are unique physical locations within an Azure region. Each zone is made up of
one or more datacenters equipped with independent power, cooling, and networking. A host
group is created in a single availability zone. Once created, all hosts will be placed within that
zone. To achieve high availability across zones, you need to create multiple host groups (one per
zone) and spread your hosts accordingly.

Box 2: 1

Scenario: App1 must meet the following requirements:

* Be hosted on Azure virtual machines that support automatic scaling.

An Azure virtual machine scale set can automatically increase or decrease the number of VM
instances that run your application. This automated and elastic behavior reduces the
management overhead to monitor and optimize the performance of your application.
Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/dedicated-hosts
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-sets-
autoscale-overview
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Explanation

Quantity: The amount of compute resources being purchased within the capacity reservation. The
quantity is a number of vCores in the selected Azure region and Performance tier that are being
reserved and will get the billing discount. For example, if you run or plan to run multiple databases
with the total compute capacity of Gen5 16 vCores in the East US region, then you would specify
the quantity as 16 to maximize the benefit for all the databases.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/reserved-capacity-overview
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Text Description automatically generated



To estimate the costs, use: v
Azure Advisor .

The Azure Cost Management Power Bl app

The Azure Total Cost of Ownership (TCO) calculator

Implement: v
Azure Reservations
Azure Hybrid Benefit
Azuré Spol Yirtual Machine pricing

Box 1: The Azure Total Cost of Ownership (TCO) Calculator

The Total Cost of Ownership (TCO) Calculator estimates the cost savings you can realize by
migrating your workloads to Azure.

Note: The TCO Calculator recommends a set of equivalent services in Azure that will support
your applications. Our analysis will show each cost area with an estimate of your on-premises
spend versus your spend in Azure. There are several cost categories that either decrease or go
away completely when you move workloads to the cloud.

Box 2: Azure Hybrid Benefit

Azure Hybrid Benefit is a licensing benefit that helps you to significantly reduce the costs of
running your workloads in the cloud. It works by letting you use your on-premises Software
Assurance-enabled Windows Server and SQL Server licenses on Azure. And now, this benefit
applies to RedHat and SUSE Linux subscriptions, too.

Scenario:

Litware identifies the following security and compliance requirements:

* Once App1 is migrated to Azure, you must ensure that new data can be written to the app, and
the modification of new and existing data is prevented for a period of three years.

* On-premises users and services must be able to access the Azure Storage account that will
host the data in App1.

* Access to the public endpoint of the Azure Storage account that will host the App1 data must be
prevented.

* All Azure SQL databases in the production environment must have Transparent Data Encryption
(TDE) enabled.

* App1 must not share physical hardware with other workloads.

Reference:

https://azure.microsoft.com/en-us/pricing/tco/
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/
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Explanation

Instead use Azure Network Watcher IP Flow Verify, which allows you to detect traffic filtering
issues at a VM level.

Note: IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The
information consists of direction, protocol, local IP, remote IP, local port, and remote port. If the
packet is denied by a security group, the name of the rule that denied the packet is returned.
While any source or destination IP can be chosen, IP flow verify helps administrators quickly
diagnose connectivity issues from or to the internet and from or to the on-premises environment.
Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview
https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
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Name Resource group Location
SQLsvr RG1 East US
5QLswr? RG2 West US
IR YT IVITIE RORICSRTACL—CF7HD U EREENRTULET,
Name Resource group Location Account kind
storage1 RG1 East US OIAGENT el
purpose vZ)
storage2 RG2 Central US BlobStorage
ROKIZKRT AzureSQLT—R2 R—RZERLET,
Name Resource group Server Pricing tier
S5QLdb1 RG1 SQLsvr1 Standard
5QLdb2 RG1 SQLsvrl Standard
SQLdb3 RG2 SQLsvr2 Premium



https://www.jpnshiken.com/q/43782-3573586/
https://www.jpntest.com/shiken/AZ-305J-mondaishu

Answer Area

Statements Yes No

When you enable auditing for SQLdb1, you'can store the audit information to storage1.
When you enable auditing for SQLdb2, you can store the audit information to storage2.

When yﬁuﬂi}@'ap‘dﬂng fodSQIHBT, you can store the audit information to storage2.

EfiE:

Statements

When you enable auditing for SQLdb1, you canstore the audit information to storagel. |

When you enable suditing for SOLdb2, you can store the audit information o storage2

™ ]
When you enable auditing for SQLAb3, you can store the audiBIRfOImatian I8 stopaged -

Explanation

Box 1: Yes

Be sure that the destination is in the same region as your database and server.

Box 2: No

Box 3: Yes

https://docs.microsoft.com/en-us/azure/sql-database/sql-database-auditing Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-auditing
https://docs.microsoft.com/en-us/previous-versions/azure/dn741340(v=azure.100)?
redirectedfrom=MSDN
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Explanation

Azure Resource Policy Definitions can be used which can be applied to a specific Resource
Group with the App Service instances.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Explanation



Azure
Active Directory
audit log

v
Azure Event Hubs

v

Azure Functions )

Cosmos DB

Diagram Description automatically generated

1. AAD audit log -> Event Hub (other two choices, LAW, storage, but not available in this
question)
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-
stream-logs-to

2. Azure function has the Event hub trigger and Cosmos output binding



a. Event Hub trigger for function
https://docs.microsoft.com/en-us/azure/azure-functions/functions-bindings-event-hubs-trigger?
tabs=csharp
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Reference:
https://www.ciraltos.com/automatically-start-and-stop-wvd-vms-with-azure-automation/
https://wvdlogix.net/windows-virtual-desktop-host-pool-automation-2
https://getnerdio.com/academy/how-to-optimize-windows-virtual-desktop-wvd-azure-costs-with-
event-based-au
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Purchase model:
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Deployment option:

;-ﬁi}-ﬁ'zuré SQL managed instance
["An Azure SQL Database elastic pool
A SQL Server Always On availability group

Purchase model: b

—

Azure reservedwirtual machine instances

Deployment option: -
AnAzure SQL managed instance

i‘* V1 E;SQJ_ Server Always On availability group

LT L

Explanation
Text, table Description automatically generated

Purchase model: i
DTU

vCore

Azure reserved virtual machine instances

Deployment option: e
An Azure SQL managed instance
An Azure SQL Database elastic pool

zw $ On availability group

Box 1: vCore

Virtual core (vCore)-based purchasing model (recommended). This purchasing model provides a
choice between a provisioned compute tier and a serverless compute tier. With the provisioned
compute tier, you choose the exact amount of compute resources that are always provisioned for
your workload. With the serverless compute tier, you specify the autoscaling of the compute



resources over a configurable compute range Box 2: An Azure SQL Database Elastic pool Azure
SQL Database provides the following deployment options for a database:

* Single database represents a fully managed, isolated database.

* Elastic pool is a collection of single databases with a shared set of resources, such as CPU or
memory.

Single databases can be moved into and out of an elastic pool.

Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/database/purchasing-models
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Explanation

The Regulatory compliance dashboard in Azure Security Center is not used for regional
compliance.

Note: Instead Azure Resource Policy Definitions can be used which can be applied to a specific
Resource Group with the App Service instances.

Note 2: In the Azure Security Center regulatory compliance blade, you can get an overview of key
portions of your compliance posture with respect to a set of supported standards. Currently
supported standards are Azure CIS, PCI DSS 3.2, ISO 27001, and SOC TSP.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview


https://www.jpnshiken.com/q/43782-3573592/

https://azure.microsoft.com/en-us/blog/regulatory-compliance-dashboard-in-azure-security-
center-now-available
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A. Azure Network Watcher

B. an action group

C. a SendGrid account with advanced reporting

D. Azure AD Connect Health

IEfE: (EffzRLET)

Explanation

References:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-operations
Topic 3, Contoso

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all
questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the button. Use the buttons in the left pane to
explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the button to return to the question.

Existing Environment: Technical Environment

The on-premises network contains a single Active Directory domain named contoso.com.
Contoso has a single Azure subscription.

Existing Environment: Business Partnerships

Contoso has a business partnership with Fabrikam, Inc. Fabrikam users access some Contoso
applications over the internet by using Azure Active Directory (Azure AD) guest accounts.
Requirements: Planned Changes


https://www.jpnshiken.com/q/43782-3573593/

Contoso plans to deploy two applications named App1 and App2 to Azure.

Requirements: App1

App1 will be a Python web app hosted in Azure App Service that requires a Linux runtime. Users
from Contoso and Fabrikam will access App1.

App1 will access several services that require third-party credentials and access strings. The
credentials and access strings are stored in Azure Key Vault.

App1 will have six instances: three in the East US Azure region and three in the West Europe
Azure region.

App1 has the following data requirements:

* Each instance will write data to a data store in the same availability zone as the instance.

* Data written by any App1 instance must be visible to all App1 instances.

App1 will only be accessible from the internet. App1 has the following connection requirements:
* Connections to App1 must pass through a web application firewall (WAF).

* Connections to App1 must be active-active load balanced between instances.

* All connections to App1 from North America must be directed to the East US region. All other
connections must be directed to the West Europe region.

Every hour, you will run a maintenance task by invoking a PowerShell script that copies files from
all the App1 instances. The PowerShell script will run from a central location.

Requirements: App2

App2 will be a NET app hosted in App Service that requires a Windows runtime. App2 has the
following file storage requirements:

* Save files to an Azure Storage account.

* Replicate files to an on-premises location.

* Ensure that on-premises clients can read the files over the LAN by using the SMB protocol.
You need to monitor App2 to analyze how long it takes to perform different transactions within the
application. The solution must not require changes to the application code.

Application Development Requirements

Application developers will constantly develop new versions of App1 and App2. The development
process must meet the following requirements:

* A staging instance of a new application version must be deployed to the application host before
the new version is used in production.

* After testing the new version, the staging version of the application will replace the production
version.

* The switch to the new application version from staging to production must occur without any
downtime of the application.

Identity Requirements

Contoso identifies the following requirements for managing Fabrikam access to resources:

* Every month, an account manager at Fabrikam must review which Fabrikam users have access
permissions to App1. Accounts that no longer need permissions must be removed as guests.

* The solution must minimize development effort.

Security Requirement



All secrets used by Azure services must be stored in Azure Key Vault.
Services that require credentials must have the credentials tied to the service instance. The
credentials must NOT be shared between services.
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A. &Y —E RIREDAzure Logic Apps

B.EA 75 & EARMAAzureAppService 75 > M AzureFunctions

C. HE& 75 > MAzure Logic Apps

D.H& 735 > DAzure A%
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Explanation

When you create a function app in Azure, you must choose a hosting plan for your app. There are
three basic hosting plans available for Azure Functions: Consumption plan, Premium plan, and
Dedicated (App Service) plan.

For the Consumption plan, you don't have to pay for idle VMs or reserve capacity in advance.
Connect to private endpoints with Azure Functions

As enterprises continue to adopt serverless (and Platform-as-a-Service, or PaaS) solutions, they
often need a way to integrate with existing resources on a virtual network. These existing
resources could be databases, file storage, message queues or event streams, or REST APIs.
Reference:

https://docs.microsoft.com/en-us/azure/azure-functions/functions-scale
https://techcommunity.microsoft.com/t5/azure-functions/connect-to-private-endpoints-with-azure-
functions/ba-p
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A. [Ty

B. L MMZ
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Explanation

The Network Watcher Network performance monitor is a cloud-based hybrid network monitoring
solution that helps you monitor network performance between various points in your network
infrastructure. It also helps you monitor network connectivity to service and application endpoints
and monitor the performance of Azure ExpressRoute.

Note:

IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The information
consists of direction, protocol, local IP, remote IP, local port, and remote port. If the packet is
denied by a security group, the name of the rule that denied the packet is returned. While any
source or destination IP can be chosen, IP flow verify helps administrators quickly diagnose
connectivity issues from or to the internet and from or to the on-premises environment.

IP flow verify looks at the rules for all Network Security Groups (NSGs) applied to the network
interface, such as a subnet or virtual machine NIC. Traffic flow is then verified based on the
configured settings to or from that network interface. IP flow verify is useful in confirming if a rule
in a Network Security Group is blocking ingress or egress traffic to or from a virtual machine.
Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview
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On-premises source Azure target
A Microsoft SOL Server 2012 database An Azure SOL database
A table in a Microsoft SQL Server 2014 An Azure Cosmos DB account that uses the SGL AP
database
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L m e a
Tools NicroconTt
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AzCopy nswer Area

F

Azure Cosmos DB Data Migration Tool 'R'4 Ham s

| Data Management Gateway 3 7 1 < ¥ From the table in the SQL Server 2014 database: Tool

| Data Migration Assistant

e

1F fiZ:

r_Aonp; —————————— I Answer Area

—————————— Fromythe SQL Server 2012 datat | 54 Migration Assistant

| Data Management Gateway i Frormithe table in the SQL Server 2014 datab; Azure Cosmos DB Data Migration Tool

g

JJ_D&I& Migration Assistant l

e

Explanation
Answer Area

From the SQL Server 2012 databasé?\| Data Migration Assistant

From the table in the SQL Server 2014 database: | Azure Cosmos DB Data Migration Tool
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References:
https://docs.microsoft.com/en-us/azure/dms/tutorial-sql-server-to-azure-sq|l
https://docs.microsoft.com/en-us/azure/cosmos-db/import-data
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Routing from the virtual networks to

the on-premises locations must be
configured by using:

The automatic routing configuration

following a failover must be
handled by using:

EfiE:

Routing from the virtual networks to

the on-premises locations must be
configured by using:

The automatic routing configuration

following a failover must be
handled by using:

Explanation

v
Azure default routes
Border Gateway Protocol (BGP)
User-defined routes

v

Border Gateway Protocol (BGP)
~Hot Standby Routing Protocol (HSRP)
“Wirtual Router Redundancy Protocol (VRRP)

Azure default routes

b o o — — o — — e ——

-

..-.—---.---.---—----—

Border Gateway Prnt{,L ol [BGP]I
Hot Standby Routing Protocol (HSRP)
Virtual Router Redundancy Protocol (VRRP)

Graphical user interface, text, application, email Description automatically generated

Routing from the virtual networks to
the on-premises locations must be
configured by using:

The automatic routing configuration
following a failover must be
handled by using:

L]

(\/H
Azure default routes

Border Gateway Protocol (BGP)

User-defined routes

Border Gateway Protocol (BGP)
Hot Standby Routing Protocol (HSRP)
Virtual Router Redundancy Protocol (VRRP)




An on-premises network gateway can exchange routes with an Azure virtual network gateway
using the border gateway protocol (BGP). Using BGP with an Azure virtual network gateway is
dependent on the type you selected when you created the gateway. If the type you selected were:
ExpressRoute: You must use BGP to advertise on-premises routes to the Microsoft Edge router.
You cannot create user-defined routes to force traffic to the ExpressRoute virtual network
gateway if you deploy a virtual network gateway deployed as type:

ExpressRoute. You can use user-defined routes for forcing traffic from the Express Route to, for
example, a Network Virtual Appliance.
https://docs.microsoft.com/ja-jp/azure/expressroute/designing-for-disaster-recovery-with-
expressroute-privatepee
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-optimize-routing#suboptimal-
routing-from-cus
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Diagnostics settings ()

H X ] Delete
e
Diagnostics

4o B W e e st
oW | MIC 2 10 4 510rage aCcou

Orage acoount

cs5al4d260928ed42xdea7xb77

fabrikamproductionworkspace

Retertion [days) @

v SQlinsights =0 90
Retertion {days) @

v AutomaticTuning 0 30
Retertion [days) @

QueryStoreRuntimeStatistics ® 0
elern ays) @

QueryStoreWaitStatistics ) 0
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The amount of time that SQLInsightSﬁﬂataM IC FOSOft | -
will be stored in blob storage is [answer X0 days
choicel]. ~ ()" |90 days
- W 730 days
| indefinite

A3

The maximum amount t}f ‘ume that \ v
SQLInsights data :an be stored in Azure Log | 30 days

Analytics is [answar choice]. 90 days
730 days

indefinite

The amount of time that SQLInsights data
will be stored in blob storage is [answer 2Q days

choice]. 90 days

730 days
mdeflmte

The maximum amount of time that | Mic rosw |
SQLInsights data can be stored in Azure Log | 30 days

Analytics is [answer choice]. 90 days
730 days |

indefinite

v

Explanation
Graphical user interface, text, application Description automatically generated



The amount of timethatSQLIhsights data

will be storea in blob storage is [answer S0 days
choicel. 90 days

730 days

|indefinite

The maximum amount of time that Vv
SQLInsights data can be stored in Azure Log | 30 days
Analytics is [answer choice]. 90 days

730 days

indefinite

In the exhibit, the SQLInsights data is configured to be stored in Azure Log Analytics for 90 days.
However, the question is asking for the "maximum" amount of time that the data can be stored
which is 730 days.
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C.Azure SQL T—AR—X R— v
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Explanation


https://www.jpnshiken.com/q/43782-3573600/
https://www.jpnshiken.com/q/43782-3573601/

Before you upload a Windows virtual machine (VM) from on-premises to Azure, you must prepare
the virtual hard disk (VHD or VHDX).

Scenario: WebApp1 has a web tier that uses Microsoft Internet Information Services (lIS) and a
database tier that runs Microsoft SQL Server 2016. The web tier and the database tier are
deployed to virtual machines that run on Hyper-V.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/prepare-for-upload-vhd-image
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Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview This allows for
limited-time fine grained access control to resources. So you can generate URL, specify duration
(for month of April) and disseminate URL to 10 team members. On May 1, the SAS token is
automatically invalidated, denying team members continued access.

Eﬁﬁ: 63

FAUTLULIRRY bT—=D EAzure b TRV ) T avhpyYFET AT LIRARY FI—4

ZIE, WD DTSUFF T4 ANBHY ET,

FOYMDTSUFATARIZIF T7AILY—nN—¢E LTHEREINEVMIE WS ZETORE<
DUNEENTVET A—H—X I RXRTODA T4 ANSVMILEDEFE I 7/ ILIZT OV ERL

FY,

PR FPDERIEIZT ) ERATERMESIC, A——NTELETREFEIFZFANIZTIER
TEDEICTBEHDV) 12— a3 VEFHBTLIHENHY FT,


https://www.jpntest.com/shiken/AZ-305J-mondaishu
https://www.jpnshiken.com/q/43782-3573602/

HREBIRICEFAZEHIDLENHYEITH?

A. RecoveryServicesth—JL b EAzure/N vy O 7 v 7

B. Azure 7 7 1 L H EAzure 7 7 A JLEIHA
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Explanation

Use Azure File Sync to centralize your organization's file shares in Azure Files, while keeping the
flexibility, performance, and compatibility of an on-premises file server. Azure File Sync
transforms Windows Server into a quick cache of your Azure file share.

You need an Azure file share in the same region that you want to deploy Azure File Sync.
Reference:
https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide
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Tables Answer Area e

AzureActivity Events from Winduws évent
logs:

AzureDiagnostics Events from Linux system
logging:

Event

Syslog
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Tables Answer Area
: AzureActivity : Events from Windows event : Event !
___________ logs: S =,
___________ ‘ :
:Azu reDiagnostics ! Events from Linux system | Syslog !
e e e e e e e ' | logging: R T N . I
| Event ]
S e— | . {
lem - |
| Syslog |
Explanation

Graphical user interface, table Description automatically generated with medium confidence

Events from Windows event Evani
logs:

Events from Linux system ; Syslog
logging:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/log-analytics-agent Windows
Event logs --> Information sent to the Windows event logging system. Syslog --> Information sent
to the Linux event logging system.
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Answer Area

To provide access to virtual machines on VNET1, use:

Azure Bastion
}ust-ln-ume_{lﬂj VM access
Azute Well dpplication Firewall (WAF) in Azure Front Door

To enforce Azure MFA, use:
n :,-1 {An Azure Identity Geyerndfice ccess package
L
i L

|\ | |ACdndiipie) EchesiPaiiapthat has the Cloud apps assignment set to Azure Windows VM Sign-in
A Conditional Agf®ss policy that has the Cloud apps assignment set to Microsoft Azure Management
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"
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To provide access to virtual machines m‘-:"-.r’T{ e

Azure Bastian
Just-in-tigre, () VM access
F2u® w&@fﬂ‘rcaﬂbn‘ﬂrmall {WAF) in Azure Front Door

To enforce Azure MFA, use;

o e e e sl e m  m

A Conditional Access policythat has the Cloud apps assignment set to Azure Windows VM Sign-In
A Conditional Access palicythat has the Cloud apps assianment set to Microsoft Azure Management
Explanation

To provide access to virtual machines on VNET1, use:  Just-in-time (JIT) Yt ac-:_iass : !

To enforce Azure MFA, use:  An Azure Identity Govermnarnite acdess paékage
bl

I St = L
Microsoft
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Network Addresses
[172.1600/16 | Subnetl:  Network address

l 172.16.1.0/27 |
Gateway subnet  Network address

192.168.0.0/24

Subnet1: | 192.168.0.0/24
| |

|
Gateway subnet: f 192.168.1.0/27

BEN\1icrosoft

Explanation
Answer Area
Subriet!: | 192,168.0.0/24
Gateway subnet: 168. %6/
o subnet BB ML od0ft
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Authenticate Appl by using:

A certificate .
A service Qriqcipal |
A system-assigned managed identity

A user-assigned managed identity

Authorize Appl to retrieve Key Vault

secrets.by using:

Mi¢

An access policy
A connected service
A private link

Authenticate App1 by using:

JAuthorize Appl tﬁ retrleve Key Vault

M Cro s Getikts by using:

Explanation

A service principal

- — -

A system-assigned managed identity
A user-assigned pranaged identity

I
e

An access policy
A connected service
A private link

A role assignment

I
4

Graphical user interface, text, application, table Description automatically generated




Authenticate Appl by using:

A certificate

A service principa!

A system-assigined managed identity
A user-assigned managed identity

Authorize App1 to retrieve Kev Vauit

secrets by using: | An access policy

A connected service
A private link
A role assignment

Scenario: Security Requirement

All secrets used by Azure services must be stored in Azure Key Vault.

Services that require credentials must have the credentials tied to the service instance. The
credentials must NOT be shared between services.

Box 1: A service principal

A service principal is a type of security principal that identifies an application or service, which is
to say, a piece of code rather than a user or group. A service principal's object ID is known as its
client ID and acts like its username. The service principal's client secret acts like its password.
Note: Authentication with Key Vault works in conjunction with Azure Active Directory (Azure AD),
which is responsible for authenticating the identity of any given security principal.

A security principal is an object that represents a user, group, service, or application that's
requesting access to Azure resources. Azure assigns a unique object ID to every security
principal.

Box 2: A role assignment

You can provide access to Key Vault keys, certificates, and secrets with an Azure role-based
access control.

Reference:

https://docs.microsoft.com/en-us/azure/key-vault/general/authentication
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fi# iR 5k IsolatedAppService 75 > TWeb7 7 57704 LET,
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A. [FLy

B. LMMZ

Ef#: (EfEZRTLET)
Explanation

Instead, you should deploy an Azure virtual machine to two Azure regions, and you create a
Traffic Manager profile.

Eﬁ:ﬁ: 69

IDEHZEH-TOICMEEETINELNHYFITMN?RET HI(CIE EEEETEY LA T
avEERLET,

I WOERIIZERENIRAS > FOBIELSHY FT,

Service: wm IVIICTOSOIt I~

Azure AD Identity Governance
Azure AD identity Protection.
Azure AD Privilege AccessVianagement (PIM)
Azure Automation o

Feature: VY [w

.

Accesspackages
Afcess reviews

Approvals
Runbooks
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Service:

Azure AD ldentity Governance

Azure AD Privilege Access.Management (PIM)

i
i e e e M R R S I
Azure Automation

Feature:
Access packages
Access reviews |
Approvals
Runbooks
Explanation

Requirements: Identity Requirements

Contoso identifies the following requirements for managing Fabrikam access to resources:
Every month, an account manager at Fabrikam must review which Fabrikam users have access
permissions to App1. Accounts that no longer need permissions must be removed as guests.
The solution must minimize development effort.

Box 1: The Azure AD Privileged ldentity Management (PIM)

When should you use access reviews?

Too many users in privileged roles: It's a good idea to check how many users have administrative
access, how many of them are Global Administrators, and if there are any invited guests or
partners that have not been removed after being assigned to do an administrative task. You can
recertify the role assignment users in Azure AD roles such as Global Administrators, or Azure
resources roles such as User Access Administrator in the Azure AD Privileged Identity
Management (PIM) experience.

Box 2: Access reviews

Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage
group memberships, access to enterprise applications, and role assignments. User's access can
be reviewed on a regular basis to make sure only the right people have continued access.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
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A. Azure Load Balancer

B. Azure Traffic Manager

C. Azure Internal Load Balancer (ILB)

D. Azure Application Gateway

IEfR: (EffZzRTLET)

Explanation

If you are looking for Transport Layer Security (TLS) protocol termination ("SSL offload") or per-
HTTP/HTTPS request, application-layer processing, review Application Gateway.

Application Gateway is a layer 7 load balancer, which means it works only with web traffic (HTTP,
HTTPS, WebSocket, and HTTP/2). It supports capabilities such as SSL termination, cookie-
based session affinity, and round robin for load-balancing traffic. Load Balancer load-balances
traffic at layer 4 (TCP or UDP).

References:
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-faq
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Minimum number of Azure AD tenants: [ v

Im o)
M Ic [;-Pn:%nurx meber of custom dﬂmahﬁm ad{:l

Minimum number of conditional access policies to create:

f
M:mmurrm.lmber nfc crJ SA{?D tgnﬂ nts: ] v

Minimum number of custom domaiW‘\ v

Minimum number of conditional access policies to create: v

d

B W =lo

Explanation
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Name Type
AS1T Azure Synapse Analytics instance
CDB1 Azure Cosmos DB SQIL APl acoount
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A. AzureCosmosDBDZEE 7 4 — K

B. AzureCosmosDB# & (*AzureSynapseAnalytics 3 % 2 % i 2 1=AzureDataFactory

C. PolyBaseT—#% % 0 — K9 %Azure Synapse Analytics

D. AzureCosmosDBR M AzureSynapseLink

IEf#E: (EfEZRTLET)

BfE: 75

HiEt-O&tE, W< DHDLinuxE L UWindows{RFEB < L > YM) ZAzurelZF 704 LTULVE
9, VMIE AzureVMILEE#ERE X L T4 > R b—JL & hf=MicrosoftDependencyAgent &
LogAnalyticsAgentZ{EfH L TERASNE T, 4> T L = R¥EKEIL AzureExpressRoute & L
TEMZHEL>TULET,

VMZEERT BNV ) 2—>a v ERFATILELADY FET,
EDAzureERY—EREZFERTHIHLELAH Y FTIMN?EEZT SHI21E, BIZMHEE TEYGEAZUreEs
BY—EXRZHEIRLET,

I WERIEZENTNIRS > FOBELAHY T,

Scenario /1 | 7 Azure Mositoring Service

Analyze Network Security Group (NSG) flow logs for VMs v

attempting Internet access. AzZure Tiafiic Analytics

Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azure DNS Analvytics

Visualize the VMs with their different processes and v

dependencies on other computers and external processes. [Azyre Service Map
Azure Activity Log

Azure Service Health
Azure Advisor
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Scenario Azure Monitoring Service

Analyze Network Security Group (NSG) flow logs for VMs v

attempting Internet access. AzuresTraffic Analytics |
ﬁiz:% SoressRouteMonitor
AZ e

Azure DNS Analytics

Visualize the VMs with thelr different processes and v

dependencies on other computers and external processes. [Azyre Service Map

Azure Activity Log
Azure Service Health

Azure Advisor
Explanation
Graphical user interface, text, application Description automatically generated
Scenario Azure Monitoring Service
Analyze Network Security Group (NSG) flow logs for VMs v
attempting Internet access. Azure Traffic Analytics

Azure ExpressRoute Monitor
Azure Service Endpoint Monitor
Azuré DNS, Apalytics

Visualize the VMs with their different processes and . -

dependencies on other computers and external processes. [Azure Service Map

Azure Activity Log
Azure Service Health

Azure Advisor
Box 1: Azure Traffic Analytics

Traffic Analytics is a cloud-based solution that provides visibility into user and application activity
in cloud networks. Traffic analytics analyzes Network Watcher network security group (NSG) flow
logs to provide insights into traffic flow in your Azure cloud. With traffic analytics, you can:

* |dentify security threats to, and secure your network, with information such as open-ports,
applications attempting internet access, and virtual machines (VM) connecting to rogue networks.
* Visualize network activity across your Azure subscriptions and identify hot spots.

* Understand traffic flow patterns across Azure regions and the internet to optimize your network
deployment for performance and capacity.

* Pinpoint network misconfigurations leading to failed connections in your network.

Box 2: Azure Service Map

Service Map automatically discovers application components on Windows and Linux systems and
maps the communication between services. With Service Map, you can view your servers in the
way that you think of them: as interconnected systems that deliver critical services. Service Map
shows connections between servers, processes, inbound and outbound connection latency, and



ports across any TCP-connected architecture, with no configuration required other than the
installation of an agent.

References:

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/service-map
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A. RecoveryServicesth—JL b &Azure/Ny O 7 v 7
B.Azure 7 7 1 JLEH L Azure 7 7 1 JLEHA
C. AzureBLOB 1 > 77— & AzureFile Sync

D. RecoveryServices7h—JL k &WindowsServer/\v 49 7 v 7
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Explanation
Use Azure File Sync to centralize your organization's file shares in Azure Files, while keeping the
flexibility, performance, and compatibility of an on-premises file server. Azure File Sync
transforms Windows Server into a quick cache of your Azure file share.

You need an Azure file share in the same region that you want to deploy Azure File Sync.

Reference:
https://docs.microsoft.com/en-us/azure/storagef/files/storage-sync-files-deployment-guide
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A. AzurefT&

B. Azure CycleCloud

C. Azure Purview

D. Azure Automation

IEf#: (EffZzRLET)

Explanation

You can dynamically provision Azure HPC clusters with Azure CycleCloud.

Azure CycleCloud is the simplest way to manage HPC workloads.

Note: Azure CycleCloud is an enterprise-friendly tool for orchestrating and managing High
Performance Computing (HPC) environments on Azure. With CycleCloud, users can provision
infrastructure for HPC systems, deploy familiar HPC schedulers, and automatically scale the
infrastructure to run jobs efficiently at any scale. Through CycleCloud, users can create different
types of file systems and mount them to the compute cluster nodes to support HPC workloads.
Reference:

https://docs.microsoft.com/en-us/azure/cyclecloud/overview
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Scenario &J‘ﬂ"“

O

Store content close to end users. Q | v

Redis Cache
re Traffic Manager
ure ContentDeliyery Network
' yOSO

v

Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
Azure Application Gateway

Scenario

Store content close to end users. ) | v
Azure Redis Cache

|Azure Traffic Manager _ _ _ _
Azure Content Delivery Network!

Store content close to the application. l v

Azure Traffic Manager
= Azure Content Delivery Metwork
| i : plication Gateway

Explanation
Graphical user interface, text Description automatically generated with medium confidence



Scenario Solution

Store content close to end users.

Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
Azure Application Gateway

Store content close to the application.

Azure Redis Cache

Azure Traffic Manager

Azure Content Delivery Network
\Azure Application Gateway

Box 1: Content Delivery Network

A content delivery network (CDN) is a distributed network of servers that can efficiently deliver
web content to users. CDNs store cached content on edge servers in point-of-presence (POP)
locations that are close to end users, to minimize latency.

Azure Content Delivery Network (CDN) offers developers a global solution for rapidly delivering
high-bandwidth content to users by caching their content at strategically placed physical nodes
across the world. Azure CDN can also accelerate dynamic content, which cannot be cached, by
leveraging various network optimizations using CDN POPs. For example, route optimization to
bypass Border Gateway Protocol (BGP).

Box 2: Azure Redis Cache

Azure Cache for Redis is based on the popular software Redis. It is typically used as a cache to
improve the performance and scalability of systems that rely heavily on backend data-stores.
Performance is improved by temporarily copying frequently accessed data to fast storage located
close to the application. With Azure Cache for Redis, this fast storage is located in-memory with
Azure Cache for Redis instead of being loaded from disk by a database.

References:

https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview
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D. ExpressRoute[E#f MMicrosoftE7 1) > 45
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Explanation

Private Endpoint securely connect to storage accounts from on-premises networks that connect
to the VNet using VPN or ExpressRoutes with private-peering.

Private Endpoint also secure your storage account by configuring the storage firewall to block all
connections on the public endpoint for the storage service.
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-fags#microsoft-peering
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Storage account type: v

General purpose v2 with Archive access tier for blobs
General purpose v2 with Cool access tier for blobs

General purpose v2 with Hotaceels fier for blabs

Configuration to prevent
nodifications and deletions: v

Container access level
Container access policy

Storage account resource lock
IEfZ:


https://www.jpnshiken.com/q/43782-3573619/

Storage account type:

General purpose v2! wjjh Cool access tier for blobs
General purpor_é*ﬂsz ‘with Hot access tier for blobs

A

H : P‘a. .'{ I.“';-:5'
Configuration to prevent A w

modifications and deletions: @

;m@mer access level

ﬁtdmalner access pollcy

Y storageccofipf msopcs ek

Explanation
Graphical user interface, text, application Description automatically generated

Storage account type: v

General purpose v2 with Aﬂve access tier for blobs
General purpose v2 withiCool access tier for blobs

General purpose v2 with Hot access tier for blobs

(}”anlgurappn 1o prévent
modifications and deletions: = L &% v

Container access level
Container access policy
Storage account resource lock

Box 1: General purpose v2 with Archive acce3ss tier for blobs

Archive - Optimized for storing data that is rarely accessed and stored for at least 180 days with
flexible latency requirements, on the order of hours.

Cool - Optimized for storing data that is infrequently accessed and stored for at least 30 days.
Hot - Optimized for storing data that is accessed frequently.

Box 2: Storage account resource lock

As an administrator, you can lock a subscription, resource group, or resource to prevent other
users in your organization from accidentally deleting or modifying critical resources. The lock
overrides any permissions the user might have.

Note: You can set the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called
Delete and Read-only respectively.

* CanNotDelete means authorized users can still read and modify a resource, but they can't
delete the resource.

* ReadOnly means authorized users can read a resource, but they can't delete or update the
resource.



Applying this lock is similar to restricting all authorized users to the permissions granted by the
Reader role.

Reference:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers
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Explanation

Buy reserved capacity

* Sign in to the Azure portal.

* Select All services > Reservations.

* Select Add and then in the Purchase Reservations pane, select SQL Database to purchase a
new reservation for SQL Database.

* Fill in the required fields. Existing databases in SQL Database and SQL Managed Instance that
match the attributes you select qualify to get the reserved capacity discount. The actual number
of databases or managed instances that get the discount depends on the scope and quantity
selected.

Graphical user interface, text Description automatically generated

Select the product you want to purchase

$QL Reserved vCores provide a significant discount over pay-as-you-go prices by allowing you to pre-pay for the future use of compute capacity for your Azure SQL Database (Paa$)
deployments. Additional software costs will still apply. For SQL Server on Azure VMs (1aasS), purchase Reserved Virtual Machines Instances. Learn More

* Scope @ | Single resourcegroup WV * Subscription @ | Finance App - Test v * Resource Groug cloud-shell-storage-westus v

Region : West US 2 Term: One Year @) ( g Add Filter
PERFORMANCE TIER REGION TERM DEPLOYMENT TYPE

SQL Database Managed Instance Business Critical - Compute Gend West US 2 One Year I | SQL Database Managed Instance

SQL Database Managed Instance Business Crtical - Compute Gen5  WestUs 2 One Year r SQL Rafsbasg hﬁ'nag'edinsgénct .

SQL Database Managed Instance General Purpose - ComputerGend  West US2 One Year SQL Database Managed Instance
SQL Database Managed Instance General Purpose - Compute GenS " WestUS 2 One Year SQL Database Managed Instance
SQL Database Single/Elastic Pool Business Cnitical - Compute Gend  West US 2 One Year SQL Database Single/Elastic Pool
SQL Database Single/Elastic Pool Business Critical - Compute Gen5  West US 2 One Year SQL Database Single/Elastic Pool
SQL Database Single/Elastic Pool General Purpose - Compute Gend West US 2 One Year SQL Database Single/Elastic Pool

SQL Database Single/Elastic Pool General Purpose - Compute Gen5  West US 2 One Year SQL Database Single/Elastic Pool

Bl o Price per unit: <UnitPrice>
I 349% Estimated savings ’

* Review the cost of the capacity reservation in the Costs section.
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* Select Purchase.

* Select View this Reservation to see the status of your purchase.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/reserved-capacity-overview
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Send Azure AD logs to:

An Azure eyefit hub
An Azure Log Analytics workspace
P o 1 An Azdre Storage account
Signal type to use for triggering-the alerts: v
Activity log
Log
Metric

Send Azure AD logs to:

_An Azure Stnrage account

Signal type to use for triggering the-alerts:

_Activity log

ﬁhﬂgﬂc': : C ‘._: [.‘

7’

Explanation
Graphical user interface, text, application Description automatically generated



Send Azure AD logs to:

An-Azure event hub
An Azure Log Analytics workspace
An Azure Storage account

Signal type to use for triggering the alerts: v
Activity log
Log

Metric
Box 1: An Azure Log Analytics workspace

To be able to create an alert we send the Azure AD logs to An Azure Log Analytics workspace.
Note: You can forward your AAD logs and events to either an Azure Storage Account, an Azure
Event Hub, Log Analytics, or a combination of all of these.

Box 2: Log

Ensure Resource Type is an analytics source like Log Analytics or Application Insights and signal
type as Log.

Reference:

https://4sysops.com/archives/how-to-create-an-azure-ad-admin-login-alert/
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-log
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Statements Yes No
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EfiZ:
Statements Yes No
[I[[Bed supports the technical requirements for redundancy. L'_Q_,
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‘The design supports autoscaling. Yol
The design requires a manual configuration if an Azure region fails. O 101

Explanation



Statements Yes

The design suppodsthetechnical requirements for redundancy. O

The design supports autoscaling. O

The design requires a manual configuration if an Azure region fails. O

Box 1: Yes

Any new deployments to Azure must be redundant in case an Azure region fails.

Traffic Manager uses DNS to direct client requests to the most appropriate service endpoint
based on a traffic-routing method and the health of the endpoints. An endpoint is any Internet-
facing service hosted inside or outside of Azure. Traffic Manager provides a range of traffic-
routing methods and endpoint monitoring options to suit different application needs and automatic
failover models. Traffic Manager is resilient to failure, including the failure of an entire Azure
region.

Box 2: Yes

Recent changes in Azure brought some significant changes in autoscaling options for Azure Web
Apps (i.e.

Azure App Service to be precise as scaling happens on App Service plan level and has effect on
all Web Apps running in that App Service plan).

Box 3: No

Traffic Manager provides a range of traffic-routing methods and endpoint monitoring options to
suit different application needs and automatic failover models. Traffic Manager is resilient to
failure, including the failure of an entire Azure region.

Reference:

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
https://blogs.msdn.microsoft.com/hsirtl/2017/07/03/autoscaling-azure-web-apps/
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ROKRIZTRT Azure!) V—REZELAzureDEXMIB O R T LEZHRITLTULVET,
Name EJ' Micmypeoft Purpose
App1 Web app Processes customer orders
Function1 Function Check product availability at vendor 1
Function2 Function Check product availability at vendor 2
storage1 Storage account Stores order processing logs

AXWBORATALIZIE,. RO S 3070—0"HYET,
BEEFApp1ZFERALTEXLET,
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HMEAVER—RU FEAYE—DFNEBL EXD AR A TIZ0 L TFunction1ZE f=I&Function2®
WFhhz cJA—LET,
RUOF—HPHEDOAFAEEEZHERT HE AppIDRAT—2 A A vE— U A Function1 E =%
Function2IZ&k > THEREINE T,
FSoHILa DI RTODARTY ThistoragelIZEBEERSINET,
MEIVR—RU MIFEDZATD) Y —REHRTILENHYFEIT M7
D18912E1457D5D1DDCBD40AB3BF70D5D
MEIVR—R U NMIFEDZATD) Y —REHRTILENHYEIT M7
A. AzureDataFactory/S 1 TS5 4 >
B. AzureServiceBus¥ 1 —
C.Azuref RV LTy RRAL Y
D. AzureEventHubs® ¥ v 7F +
EfE: (EfEZRRLET)
Explanation
A data factory can have one or more pipelines. A pipeline is a logical grouping of activities that
together perform a task.
The activities in a pipeline define actions to perform on your data.
Data Factory has three groupings of activities: data movement activities, data transformation
activities, and control activities.
Azure Functions is now integrated with Azure Data Factory, allowing you to run an Azure function
as a step in your data factory pipelines.
Reference:
https://docs.microsoft.com/en-us/azure/data-factory/concepts-pipelines-activities
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Actions Answer Area

Create an Azure policy definition that uses
the deploylfNotExists effect.

Create a user-assigned managed identity.

Invoke a remediation task.

Create an Azure policy assignment.

Create an Azure policy definition that uses

the Modify effect. | .
m Microsoft

Actions

; Create an Azure policy definition that uses Create an Azure policy definition that uses
the deploylfNotExists effect. the deploylfNotEmsts effect.

Invoke a remediation task. _ 1_

e P e R N R = —_ A

Create an Azure policy assignment.

— i —

I Create an Azure policy definition that uses
I the Modify effect.

Explanation
A picture containing text Description automatically generated



Create an Azure policy definition that uses
the deploylfNotExists effect

Create an Azure paolicy assignment

Invoke a remediation task

Scenario: All Azure SQL databases in the production environment must have Transparent Data
Encryption (TDE) enabled.

Step 1: Create an Azure policy definition that uses the deploylfNotExists identity.

The first step is to define the roles that deploylfNotExists and modify needs in the policy definition
to successfully deploy the content of your included template.

Step 2: Create an Azure policy assignment

When creating an assignment using the portal, Azure Policy both generates the managed identity
and grants it the roles defined in roleDefinitionlds.

Step 3: Invoke a remediation task

Resources that are non-compliant to a deploylfNotExists or modify policy can be put into a
compliant state through Remediation. Remediation is accomplished by instructing Azure Policy to
run the deploylfNotExists effect or the modify operations of the assigned policy on your existing
resources and subscriptions, whether that assignment is to a management group, a subscription,
a resource group, or an individual resource.

During evaluation, the policy assignment with deploylfNotExists or modify effects determines if
there are non-compliant resources or subscriptions. When non-compliant resources or
subscriptions are found, the details are provided on the Remediation page.

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
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Explanation

References:
https://docs.microsoft.com/en-us/azure/api-management/transform-api
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ROBBEE-TV)1—2aVvEHRETINELAHY ET,

AzureADA—H—F7H OV b #ZEME LTz TIL— b 7+ —RRBOHER & L TActiveDirectory F
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L OERITENRENIRS > FOEELAHY £,

To protect against brute force attacks: v

Azure AD Password Protection
Conditional access policies

Pass-through authentication
Smart lockout

To block legacy authentication attemipts: v

Azure AD Application Proxy
Azure AD Password Protection
Conditional access policies

i*@fh:% Se ity defaults
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To protect against brute force attacks: A 4

Azure AD"Password Protection

.

Conditional access policies

Pass-through authentication

Smart lockout 1|

To block legacy authentication attémpts:

Azure AD Application Proxy
Azure AD Password Protection

Enable Security defaults

Explanation
Graphical user interface, text, application Description automatically generated

To protect against brute force attacks: v

Azure AD Password Protection
Conditional access policies
Pass-through authentication

Smart lodi@™ IVIICrOSOTt

To block legacy authentication attempts: v

Azure AD Application Proxy
Azure AD Password Protection
Conditional access policies
Enable Security defaults

Box 1: Smart lockout

Smart lockout helps lock out bad actors that try to guess your users' passwords or use brute-force
methods to get in. Smart lockout can recognize sign-ins that come from valid users and treat
them differently than ones of attackers and other unknown sources. Attackers get locked out,
while your users continue to access their accounts and be productive.

Box 2: Conditional access policies

If your environment is ready to block legacy authentication to improve your tenant's protection,
you can accomplish this goal with Conditional Access.

How can you prevent apps using legacy authentication from accessing your tenant's resources?
The recommendation is to just block them with a Conditional Access policy. If necessary, you



allow only certain users and specific network locations to use apps that are based on legacy
authentication.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-smart-
lockout
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-
authentication
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10fEDA > T L 2 XSQLServerT—2 N—RX %#%55% L LTHEAT &L S ITHBB SN T-100ED
MicrosoftSQLServerfi&H—E X 8SIS)/\vH5r—IUNHY £,

10VEDFA U TLUEIRT—AR—RXFAzZUreSQLT— A R—RIIBITTHILEZFHBEILTULET
Azure TSSISINY 7 —D % RRA T 510DV ) 12— a Vv EHRETLIHLELAHYET, V
Ja—aviE Nyr—IOMEEE LTSALT—ER—RA VRB VR ER—T Y FMZTES
CEEHERTIVENHYFT,

HRFIRICEFAZEHIDLENHYEIH?

A. SQL Server Migration Assistant S8SMA)

B. AzureT—42 A4 04

C.T—4BIT7VRAUE

D. Azure Data Factory

EfE:D(QAAV FEHKT D)

Explanation
https://docs.microsoft.com/bs-cyrl-ba/azure/sqgl-database/sql-database-managed-instance-
migrate Quote from that page "Azure SQL Database and SQL Server databases in an Azure
Virtual Machine. DMS is the recommended method of migration for your enterprise workloads.

If you use SQL Server Integration Services (SSIS) on your SQL Server on premises, DMS does
not yet support migrating SSIS catalog (SSISDB) that stores SSIS packages, but you can
provision Azure-SSIS Integration Runtime (IR) in Azure Data Factory (ADF) that will create a new
SSISDB in a managed instance and then you can redeploy your packages to it, see Create
Azure-SSIS IR in ADF.

To learn more about this scenario and configuration steps for DMS, see Migrate your on-premises
database to managed instance using DMS."
https://docs.microsoft.com/en-us/azure/data-factory/how-to-migrate-ssis-job-ssms
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I OEREERENIRA

Services

Azure Blob Storage

Azure Data Box

Azure Data Box Gateway

'I—M-%E‘“ 1O
uie Data Lake Stor:

7,}:%:--;’;.
Azure File Sync

Azure Files

1E fiz:
Services

l Azure Blob Storage ;I

pt s B et xS S

’ Azure Data Box Gateway :
L

o mw mw mw m mw omw owmw mwm ow

I Azure Data Lake S

5 Azure File Sync :
-

Azure Files ::
Explanation

v hOMENBHY FET,
Answer Area

Azure subscription:

On-premises network:

Answer Area

On-premises network

Azure subscription:

i
.

G

Service

‘ Azure Files

Graphical user interface, application Description automatically generated




Azure subscription: Azure Files

Onipremises netivork: Azure File Sync

Box 1: Azure Files

Scenario: App2 has the following file storage requirements:

* Save files to an Azure Storage account.

* Replicate files to an on-premises location.

* Ensure that on-premises clients can read the files over the LAN by using the SMB protocol.
Box 2: Azure File Sync

Use Azure File Sync to centralize your organization's file shares in Azure Files, while keeping the
flexibility, performance, and compatibility of an on-premises file server. Azure File Sync
transforms Windows Server into a quick cache of your Azure file share. You can use any protocol
that's available on Windows Server to access your data locally, including SMB, NFS, and FTPS.
You can have as many caches as you need across the world.

Reference:

https://docs.microsoft.com/en-us/azure/storagef/file-sync/file-sync-deployment-guide
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To provision the Azure AD identity:

Microsoft

To authenticate request a token by using:

T bfeyian repurs A dentiy:

: ~\Y
To authenticate request a token by using:

Explanation
Graphical user interface, text, application, ema

To provision the Azure AD identity:

|Registergach application in Azure AD

v
Create a system-assi_g_r;ggi_ Managed Service Identity
Create a use:;@;g}@g@’ﬁhnaged Service Identity

An Azure AD v1.0 endpoint

An Azure AD v2.0 endpoint
An Azure Instance Metadata Service Identity

OAuth2 endpoint

v

Create a usg_[jgggig'ﬂgd Managed Service Identity
Register.each application in Azure AD

An Azure AD v1.0 endpoint

lAnAzure AD v2.Qendpoint . . — _ _ . _

An Azure Instance Metadata Service Identity |
‘OAuth2 endpoint — — — — — — — T T 7

il Description automatically generated

v

! 1 An Azure AD v1.0 endpoint

An Azure AD v2.0 endpoint

An Azure Instance Metadata Service Identity
Yot 4 S
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HREBIRICEFAZEHIDLENHYEITH?

A FHEFETIERRAR) O—

B. REIN—XD7 U X H{Hl RBAC)

C. Azure Resource Manager ARM) 7> 7L —

D. Azure/R1) & —

Ef#: (EfEZRTLET)

Explanation
https://docs.microsoft.com/en-us/azure/governance/policy/tutorials/create-and-manage
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/manage/azure-server-
management/common-p
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Explanation

Scenario: Once App1 is migrated to Azure, you must ensure that new data can be written to the
app, and the modification of new and existing data is prevented for a period of three years.

As an administrator, you can lock a subscription, resource group, or resource to prevent other
users in your organization from accidentally deleting or modifying critical resources. The lock
overrides any permissions the user might have.

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

B 93

S AIZdb1E NS BHIDAZUreSQALT— 2 R—RE T TAOA T HEARBELRHYFET , T—E2XA—X
X RDEF2TAEBRZHFZLTOIBENHY ETITAILTTRIDR—/1—N\AHF—H
customersE WS BRIDT—IAR—RT—JILEBETHEHEE FILPY FA—FDREELEE


https://www.jpnshiken.com/q/43782-3573631/
https://www.jpntest.com/shiken/AZ-305J-mondaishu
https://www.jpnshiken.com/q/43782-3573632/

BERRCEDIDELHY FET ITAILTTRIDARL—4 —hlcustomers& LN BRIDT—4
R—RT—TIWVERBETIEE RTRTIBENHDIDEIZEI LY FHh— FBEEOTIHER
T—TILD ULPy bA—FEHE EWVWSBRIDINE, T—FR—RAIRATLIZTL—2TFR
FCTRESNTEHBGYFEREA, COFITRMENTODEREESILETZLDIX V531472~
TFIVr—23 DHTHIVLERHYEST . VLPY bA—FOFHEIIDO X2 ) 71 EHIC
RETZELHDERDS>BEENTI M,
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B. Azure Advanced Threat Protection

C. BB T— RISt

D. BT —2 Y RFY

IEfE: (EffZzRLET)

Explanation
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-
database-engine?
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Request routing method: ~ c ~ f+ v

Request routing configuration:

Request routing method:

Request routing configuration: "

A Traffic Manager profile
Azure Application Gateway
Azure Load Balancer

v
Cookie-based session affinity

Performance traffic routing
Priority traffic routing
Weighted traffic routing

v

:ﬂ\ Traffic Manager profile :

— — — — — e e w— — — —

Azure App-li'cation Gateway

Azure Load Balancer

v

I\ o
mi Microse

Cookie-based session affinity

Performance traffic routing

'Priority traffic routingI

)ﬁeTghted traffic routing

Explanation
Graphical user interface, text, application, chat or
generated

text message Description automatically



Request routing method: v

A Traffic Manager profile
Azure Application Gateway
Azure Load Balancer

Request routing configuration: v

Cookie-based session affinity
Performance traffic routing
Priority traffic routing

Weighted traffic routing

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods#priority-
traffic-routing-
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Explanation

Azure cool tier is equivalent to the Amazon S3 Infrequent Access (S3-lA) storage in AWS that
provides a low cost high performance storage for infrequently access data.

Note: Azure's cool storage tier, also known as Azure cool Blob storage, is for infrequently-
accessed data that needs to be stored for a minimum of 30 days. Typical use cases include
backing up data before tiering to archival systems, legal data, media files, system audit
information, datasets used for big data analysis and more.

The storage cost for this Azure cold storage tier is lower than that of hot storage tier. Since it is
expected that the data stored in this tier will be accessed less frequently, the data access charges
are high when compared to hot tier. There are no additional changes required in your applications
as these tiers can be accessed using APIs in the same manner that you access Azure storage.
References:
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https://cloud.netapp.com/blog/low-cost-storage-options-on-azure
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A. Azure HDInsight

B. AzureBLOBX kL —%

C. Azure CosmosDB

D. Azure Redis
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Explanation

Instead use Azure Network Watcher to run IP flow verify to analyze the network traffic.

Note: Wire Data looks at network data at the application level, not down at the TCP transport
layer. The solution doesn't look at individual ACKs and SYNs.

Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview
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Name Type Description

VNET1 Virtual network Connected to2p on-premises network

by using ExpressRoute

VM1 Virtual machine Corfigured as a DNS server
SQLDB1 Azure SQL Database |[Single instance

PE1 Private endpoint Provides connectivity to SQLDB1
contoso.com | Private DNSzabe Linked to VNET1 and contains an A
record for PE1

| PbiCONS %6 T T | Contains a CNAME record for SQLDBI

PE1%# L TSQLDBIADA L FL SRRy bI— S BEERET Y ) 1 —2 3 VERHT S
BENBYET, ARBREED& S ITBRT ZLENHY ETH 2 EET 3214, BEELT
BEAA T U ERRLET,

Azure configuration:

Configure VM1 to forward contoso.com to the lillic DN !
Configure VM1 to forward contoso.com to the -provided DNS at 168.63.129.16.
In VNet1, configure a custom DNS séfverset to the Azure-provided DNS at 168.63.129.16.

On-premises DNS configuration:

Forward contosoicom to VM1,

Forward contoso.com to the public DNS zone.
Forward contoso.com to the Azure-provided DNS at 168.63.129.16.

1F fiZ:

Azure configuration:

Configure VM1 to forward contoso.com to the Azure-provided DNS at 168.63.129.16.
In VNet1, configure a custom DNS server set to the Azure-provided DNS at 168.63.129.16.

On-premises DNS configuration:

Forward contoso.com to ¥l

IForward contoso Gom 10 ﬁhﬁ;mm - .: £t
Fofard ZTofite30om 1@ TeRLine- Qgg 6.
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Explanation

(https://docs.microsoft.com/en-us/dotnet/azure/migration/app-service#com-and-com-components)
Azure App Service does not allow the registration of COM components on the platform. If your
app makes use of any COM components, these need to be rewritten in managed code and
deployed with the site or application. https://docs.microsoft.com/en-
us/dotnet/azure/migration/app-service

"Azure App Service with Windows Containers If your app cannot be migrated directly to App
Service, consider App Service using Windows Containers, which enables usage of the GAC,
COM components, MSls, full access to .NET FX APlIs, DirectX, and more."
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Explanation
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-
overview#learn-about-access Have reviews recur periodically: You can set up recurring access
reviews of users at set frequencies such as weekly, monthly, quarterly or annually, and the
reviewers will be notified at the start of each review.

Reviewers can approve or deny access with a friendly interface and with the help of smart
recommendations.

An administrator creates an access review of Group C with 50 member users and 25 guest users.
Makes it a self-review. 50 licenses for each user as self-reviewers.*
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-
overview#example-license-s There are 4 requirements and every single one is only met by
access reviews.
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-
overview#when-should-you- Dynamic User is needed if a user must be automatically granted
access on base of its attributes (department, jobtitle, location, etc.)
https://techcommunity.microsoft.com/tS/itops-talk-blog/dynamic-groups-in-azure-ad-and-
microsoft-365/ba-p/22 Implementing Azure AD PIM is no solution and absolutely not necessary
for access reviews.
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-
overview#where-do-you-cre
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services

an internal Azure Load Balancer

an Azure AD conditional access policy

Azure AD Application Proxy

an Azure AD managed identity

a public Azure Load Balancer

an Azure AD enterprise application

an App Service plan

1E fiz:

Answer Area

Microsoft

0, )
© ®©

Services

an internal Azure Load Balancer

an Azure AD conditional access policy '

an Azure AD managed identity

a public Azure Load Balancer

an Azure AD enterprise application

s s e e I e e

an App Service plan |

Answer Area

Explanation

AD Application Proxy

AD Enterprise Application

AD Conditional access policy
https://thesleepyadmins.com/2019/02/
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Database:

A single Azure SQL database
Azure SQL Managed Instance
An Azure SOL Database elastic pool

Service tier: _~K\D"" %
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Business Critical
General Purpose

A single Azure SQL database
| Azure SQL Mana Stance |
An Azure SC}L&. ase elastic pool
.&Q'
Service tier:

erscale
" " ] -
usiness Critical

General Purpose

Explanation
Table Description automatically generated



Database:

A single Azure SQL database
Azure SQL Managed Instance
An Azure SOL Database elastic pool

Sérvice tier:

Hyperscale
Business Critical
General Purpose

Box 1: SQL Managed Instance

Scenario: Once migrated to Azure, DB1 and DB2 must meet the following requirements:

* Maintain availability if two availability zones in the local Azure region fail.

* Fail over automatically.

* Minimize I/O latency.

The auto-failover groups feature allows you to manage the replication and failover of a group of
databases on a server or all databases in a managed instance to another region. It is a
declarative abstraction on top of the existing active geo-replication feature, designed to simplify
deployment and management of geo-replicated databases at scale. You can initiate a geo-
failover manually or you can delegate it to the Azure service based on a user-defined policy. The
latter option allows you to automatically recover multiple related databases in a secondary region
after a catastrophic failure or other unplanned event that results in full or partial loss of the SQL
Database or SQL Managed Instance availability in the primary region.

Box 2: Business critical

SQL Managed Instance is available in two service tiers:

General purpose: Designed for applications with typical performance and I/O latency
requirements.

Business critical: Designed for applications with low I/O latency requirements and minimal impact
of underlying maintenance operations on the workload.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/auto-failover-group-overview
https://docs.microsoft.com/en-us/azure/azure-sgl/managed-instance/sql-managed-instance-paas-
overview
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Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as
you would like to complete each case. However, there may be additional case studies and
sections on this exam. You must manage your time to ensure that you are able to complete all
questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin
a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the button. Use the buttons in the left pane to
explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem
statements. If the case study has an All Information tab, note that the information displayed is
identical to the information displayed on the subsequent tabs. When you are ready to answer a
question, click the button to return to the question.

Overview. General Overview

Litware, Inc. is a medium-sized finance company.

Overview. Physical Locations

Litware has a main office in Boston.

Existing Environment. ldentity Environment

The network contains an Active Directory forest named Litware.com that is linked to an Azure
Active Directory (Azure AD) tenant named Litware.com. All users have Azure Active Directory
Premium P2 licenses.

Litware has a second Azure AD tenant named dev.Litware.com that is used as a development
environment.

The Litware.com tenant has a conditional acess policy named capolicy1. Capolicy1 requires that
when users manage the Azure subscription for a production environment by using the Azure
portal, they must connect from a hybrid Azure AD-joined device.

Existing Environment. Azure Environment

Litware has 10 Azure subscriptions that are linked to the Litware.com tenant and five Azure
subscriptions that are linked to the dev.Litware.com tenant. All the subscriptions are in an
Enterprise Agreement (EA).

The Litware.com tenant contains a custom Azure role-based access control (Azure RBAC) role
named Role1 that grants the DataActions read permission to the blobs and files in Azure Storage.
Existing Environment. On-premises Environment

The on-premises network of Litware contains the resources shown in the following table.



Name Type Configuration

SERVER1 Ubuntu 18.04 vitual The vitual machines host a third-party
SERVER2 machines hosted on app named App1.
SERVER3 Hyper-V App1 uses @l &xtesnal storage solution

thatiprovides 2 ache Hadoop-
cofmpatible  dala storage. The data
storage supports POSIX access control
list (ACL) file-level permissions.

SERVER10 Server that runs The server contains a Microsoft SQL
Windows Server 2016 Server instance that hosts two
databases named DB1 and DB2.

Existing Environment. Network Environment

Litware has ExpressRoute connectivity to Azure.

Planned Changes and Requirements. Planned Changes

Litware plans to implement the following changes:

* Migrate DB1 and DB2 to Azure.

* Migrate App1 to Azure virtual machines.

* Deploy the Azure virtual machines that will host App1 to Azure dedicated hosts.

Planned Changes and Requirements. Authentication and Authorization Requirements Litware
identifies the following authentication and authorization requirements:

* Users that manage the production environment by using the Azure portal must connect from a
hybrid Azure AD-joined device and authenticate by using Azure Multi-Factor Authentication
(MFA).

* The Network Contributor built-in RBAC role must be used to grant permission to all the virtual
networks in all the Azure subscriptions.

* To access the resources in Azure, App1 must use the managed identity of the virtual machines
that will host the app.

* Role1 must be used to assign permissions to the storage accounts of all the Azure
subscriptions.

* RBAC roles must be applied at the highest level possible.

Planned Changes and Requirements. Resiliency Requirements

Litware identifies the following resiliency requirements:

* Once migrated to Azure, DB1 and DB2 must meet the following requirements:

- Maintain availability if two availability zones in the local Azure region fail.

- Fail over automatically.

- Minimize 1/O latency.

* App1 must meet the following requirements:

- Be hosted in an Azure region that supports availability zones.

- Be hosted on Azure virtual machines that support automatic scaling.

- Maintain availability if two availability zones in the local Azure region fail.

Planned Changes and Requirements. Security and Compliance Requirements

Litware identifies the following security and compliance requirements:



* Once App1 is migrated to Azure, you must ensure that new data can be written to the app, and
the modification of new and existing data is prevented for a period of three years.

* On-premises users and services must be able to access the Azure Storage account that will
host the data in App1.

* Access to the public endpoint of the Azure Storage account that will host the App1 data must be
prevented.

* All Azure SQL databases in the production environment must have Transparent Data Encryption
(TDE) enabled.

* App1 must not share physical hardware with other workloads.

Planned Changes and Requirements. Business Requirements

Litware identifies the following business requirements:

* Minimize administrative effort.

* Minimize costs.
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To where will KV1 fail over? v
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Explanation
Table Description automatically generated



To where will KV1fail over?,. -, ~ ~£14 -

A server in the same Availability Set
A server in the same fault domain

A server in the same paired region
A virtual machine in a scale set

During the failover, which request type v

willbe unavailable? | Baciup

Decrypt
Delete
Encrypt
Get

List
Unwrap
Wrap

Box 1: A server in the same paired region

The contents of your key vault are replicated within the region and to a secondary region at least
150 miles away, but within the same geography to maintain high durability of your keys and
secrets.

Box 2: Delete

During failover, your key vault is in read-only mode. Requests that are supported in this mode
are:

* List certificates

* Get certificates

* List secrets

* Get secrets

* List keys

* Get (properties of) keys

* Encrypt

* Decrypt

* Wrap

* Unwrap

* Verify

* Sign



* Backup
Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/disaster-recovery-guidance
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Location Resource
« Azure subscription named Sthsghigtion

Azure . :

« 20 Azure web apps

» Active Directory domain
On-premises datacenter + Server running Azure AD Connect

« Linux computer named Server

74> 7L 2 RDActiveDirectory K A A [ Azure Active Directory Azure AD) ERIEAL FT,
Serverll£ LDAPY T 1) ZEA L TA Y T L T ADActiveDirectory K 4 4 Y AD1—H—IDEFHE
BT BApplE VWS ERIDT TV r—2avaETLET,

Server1% Subscription1 DRI > UIZ#EITT S EFEBELTLVET,

DX T 4R —TIE Subscription|ZTF 704 Shi={RETL U EH—ERDR LT
TLIRRY MI—VICT IV ERTERVKSIICTIRELRH L EMESNTVET,
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A. Azure AD R A 4 > —E X Azure AD DS)

B. AzureVPNS'— ko A

C. k18 < > > TMActiveDirectory K * 4 >4 —E X DERE|

D. AzureAD7 J)r— 3> 7axy
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Explanation

https://docs.microsoft.com/en-us/azure/active-directory-domain-services/overview Azure Active
Directory Domain Services (Azure AD DS) provides managed domain services such as domain
join, group policy, lightweight directory access protocol (LDAP), and Kerberos/NTLM
authentication Azure AD Domain Services (Azure AD DS) - This one could work since AAD DS
will bring in the existing accounts from Azure AD which in turn are synchronised from on-premise
AD over AD connect. However, you would probably need to reconfigure the app and update the
LDAP connection Azure Active Directory (Azure AD) supports LDAP Authentication via Azure AD
Domain Services (AD DS).
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/auth-ldap
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/synchronization
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Explanation

Instead create a resources group for each resource type. Assign tags to each resource group.
Note: Tags enable you to retrieve related resources from different resource groups. This
approach is helpful when you need to organize resources for billing or management.
Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-using-tags
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C. Azure Traffic Manager

D. Azure Application Gateway
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Explanation

Azure Traffic Manager performs the global load balancing of web traffic across Azure regions,
which have a regional load balancer based on Azure Application Gateway. This combination gets
you the benefits of Traffic Manager many routing rules and Application Gateway's capabilities
such as WAF, TLS termination, path-based routing, cookie-based session affinity among others.
Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/features
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Name | Type Resource group |
| VM1 Azure virtual machine RG1 |
| VM2 | On-premises virtual machine Not applicable
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Agure Migrate
Azure Resource Maver
The Data Migration Assistant [Dhia)
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Azure Resource Mover
The Data Migration Assistant (DMA)

+ |Azure Arc

Azure Migrate
Azure Resource Mover
1 A 1he Bata fhgration Assistant [DMA)

Azure Arc

Azure Llihthouse

Azure Resource Mover
The Data Mlgra‘non Assistant (DMA)

Explanation

VM1  Azure Lighthouse

N,

VM2 Azure Miggatd("\
._:"%Microsoft
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