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(https://docs.microsoft.com/en-us/dotnet/azure/migration/app-service#com-and-com-
components) Azure App Service does not allow the registration of COM components on
the platform. If your app makes use of any COM components, these need to be rewritten in
managed code and deployed with the site or application. https://docs.microsoft.com/en-
us/dotnet/azure/migration/app-service

"Azure App Service with Windows Containers If your app cannot be migrated directly to
App Service, consider App Service using Windows Containers, which enables usage of the
GAC, COM components, MSis, full access to .NET FX APIs, DirectX, and more."
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Azure Cosmos DB approaches data consistency as a spectrum of choices. This approach
includes more options than the two extremes of strong and eventual consistency. You can
choose from five well-defined levels on the consistency spectrum.

With Cosmos DB any write into any region must be replicated and committed to all
configured regions within the account.

Reference:
https://docs.microsoft.com/en-us/azure/cosmos-db/consistency-levels-tradeoffs
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Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
https://blogs.msdn.microsoft.com/hsirtl/2017/07/03/autoscaling-azure-web-apps/
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This Azure service supports migration in the offline mode for applications that can afford
downtime during the migration process. Unlike the continuous migration in online mode,
offline mode migration runs a one-time restore of a full database backup from the source to
the target
https://learn.microsoft.com/en-us/azure/azure-sql/migration-guides/managed-instance/sql-
server-to-managed-instance-overview?view=azuresql#compare-migration-options
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Reference:
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/load-
balancing-overview
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C. Azure Active Directory (Azure AD) tenants

D. resource groups

E. Azure Active Directory (Azure AD) administrative units

F. compute resources
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Azure Policy evaluates resources in Azure by comparing the properties of those resources
to business rules.

Once your business rules have been formed, the policy definition or initiative is assigned to
any scope of resources that Azure supports, such as management groups, subscriptions,
resource groups, or individual resources.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Instead, you should deploy two Azure virtual machines to two Azure regions, and you
create a Traffic Manager profile.
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"Azure Front Door, which focuses on global load-balancing and site acceleration, and
Azure CDN Standard, which offers static content caching and acceleration. The new Azure
Front Door brings together security with CDN technology for a cloud-based CDN with
threat protection and additional capabilities. "
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1 - Azure Site Recovery only

2 - Azure Site Recovery and Azure Backup

3 - Azure Backup only

Eﬁ:ﬁ: 20

ROBH#iHET-d S A% Azure SQL T— A R—X EHHTIOILELHY FET,
*FTF—AR—ZADLT)AED T T ANA == T—E3FRS3 L RETINE
nHYUERT,


https://www.jpnshiken.com/q/36492-2948080/

FY—UMMBELELEGEETH T AR—RI5IEREFEAAETHILELHY FT,
*AR MEIRDRICHNZ DSBELAHY F9,

EORMAA T avzFERATILELHY FIH?

A.Azure SQL T—AR—X R—2 vy ¥

B. Azure SQL T—A2 RX—X N\ /A= —)L

C. Azure SQL Managed Instance ES R X YT 1 AL

D. Azure SQL T—A~R—X FL I 7 L

EfR: (EffZzRTLET)

Eﬁ:ﬁ: 21

Windows Server 2012 R2% 3217 L _ Microsoft SQL Server2012R24 Y R 2 VA EHRA LT
BY—N—"DM0EHYET AV RIVRIE ROFHEEZFEOT—IR—XERAMLE
ERS

BADT—AR—RIFHRAITBTY, EDT—ER—XIB4TBEBAS LIEHY FEA,
AM7RTOO—DvIE CLREFERALTEESINET,

FTRTHOT—4R %#SQLServerh bAzurelZHBENT A & E5HEIL TLVET,
T—AR—XEHRAFTBICIE Azure—ERXREZHRTILELAHYEST, V) a—3
VI ROEGEFB-ITRBELNHYET,

ARERRRY BTSN T—AR—XDEBA —/N\—~Ay FEH/MRICHNZAET,
BOERBICTOITMBELRT—AR—XEROHER/IRICIMZFT,
a—H—HYActiveDirectory B IEREFERA L TR TETH LR LET,
HEZHICEIAZEHLIVENHY FIMN?

A. AzureSQLT—ER—ADBE—T—4R—X

B. AzureSQLT—2R—XIRr—V R VRE VR
C.AzureSQLT—AR—ZANDISATA VI T—I

D. Azurefr#2< < > EMSQL Server 2016

IEff: (EfEZRTLET)

Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-managed-instance SQL
Managed Instance allows existing SQL Server customers to lift and shift their on-premises
applications to the cloud with minimal application and database changes. At the same
time, SQL Managed Instance preserves all PaaS capabilities (automatic patching and
version updates, automated backups, high availability) that drastically reduce management
overhead and TCO.
https://docs.microsoft.com/en-us/azure/azure-sgl/managed-instance/transact-sql-tsql-
differences-sql-server#clr
https://docs.microsoft.com/en-gb/azure/azure-sql/database/transact-sql-tsql-differences-
sql-server#transact-sql-syntax-not-supported-in-azure-sql-database

EFuﬁ: 22


https://www.jpnshiken.com/q/36492-2948082/
https://www.jpnshiken.com/q/36492-2948083/

Appl1Z&AzurelZ#1T9 5 FETY,

App1DERIRAMY ) 12— a VE#EITIBENHYET VI a—avIE ExHD
BEHZHE-IRENHYET,

HREFICIMAZSOIVLEAHY FTHh?2EE T HICIE, MZEHTEY G T3y
ZEIRLET,

I VLDERIEENRENIRS > FOffifELRH Y £,

IEfiF:

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/dedicated-hosts
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-
sets-autoscale-overview
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Azure Data Factory is the platform that solves such data scenarios. It is the cloud-based
ETL and data integration service that allows you to create data-driven workflows for
orchestrating data movement and transforming data at scale. Using Azure Data Factory,
you can create and schedule data-driven workflows (called pipelines) that can ingest data
from disparate data stores. You can build complex ETL processes that transform data
visually with data flows or by using compute services such as Azure HDInsight Hadoop,
Azure Databricks, and Azure SQL Database.

Reference:

https://docs.microsoft.com/en-gb/azure/data-factory/introduction
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Blob Storage: Stores large amounts of unstructured data, such as text or binary data, that
can be accessed from anywhere in the world via HTTP or HTTPS. You can use Blob
storage to expose data publicly to the world, or to store application data privately.

Max file in Blob Storage. 4.77 TB.

Reference:
https://docs.microsoft.com/en-us/azure/architecture/solution-ideas/articles/digital-media-
video

BE: 25

T LIRAOUbUNURIEY S U TRITEND A v E—DF7 T r—oa v E&etL T
9, 7T V45— 3 vIdAzureStorageF 1 —EFFRALET,

TIVr—2a VMR bL—OF 21— EdiET5OONEY ) 12— 3 VEHEET
ENHYFET VI a—Yalik ROEHEZH-IRENHY FT,
Fa1—ZzZBAERBLVAEIBRLET,

CRON 3 J#FERALTRZa—ILLET,
SRCEICAYE—VETYyITA—FLET,

FAREE X1 —ZRETEH-OITAZERTILENHY FITM?

A. Azure CLI

B. AzCopy

C. Azure Data Factory

D. .NET Core

EfE:D(QAA U FEREKRT D)

Reference:
https://docs.microsoft.com/en-us/azure/storage/queues/storage-tutorial-queues
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Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tier-business-critical
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Reference:

https://docs.microsoft.com/en-us/azure/storagef/files/storage-files-planning
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You can use Copy Activity in Azure Data Factory to copy data from and to Azure Data
Lake Storage Gen2, and use Data Flow to transform data in Azure Data Lake Storage
Gen2.

Reference:
https://docs.microsoft.com/en-us/azure/data-factory/connector-azure-data-lake-storage
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https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-user-access-
with-access-reviews Azure Active Directory (Azure AD) access reviews enable
organizations to efficiently manage group memberships, access to enterprise applications,
and role assignments. User's access can be reviewed on a regular basis to make sure only
the right people have continued access. Have reviews recur periodically: You can set up
recurring access reviews of users at set frequencies such as weekly, monthly, quarterly or
annually, and the reviewers will be notified at the start of each review. Reviewers can
approve or deny access with a friendly interface and with the help of smart
recommendations.

Why are access reviews important?

"Azure AD enables you to collaborate with users from inside your organization and with
external users. Users can join groups, invite guests, connect to cloud apps, and work
remotely from their work or personal devices. The convenience of using self-service has
led to a need for better access management capabilities.”
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The Azure Databricks Data Science & Engineering data lands in a data lake for long term
persisted storage, in Azure Blob Storage or Azure Data Lake Storage.

Reference:
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One option is to deploy APIM (APl Management) inside the cluster VNet.

The AKS cluster and the applications that consume the microservices might reside within
the same VNet, hence there is no reason to expose the cluster publicly as all API traffic will
remain within the VNet. For these scenarios, you can deploy APl Management into the
cluster VNet. APl Management Premium tier supports VNet deployment.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-kubernetes
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Reference:
https://developer.okta.com/blog/2018/04/10/oauth-authorization-code-grant-type
https://connect2id.com/products/server/docs/guides/client-registration
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https://docs.microsoft.com/en-us/azure/aks/virtual-nodes
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To keep up with application demands in Azure Kubernetes Service (AKS), you may need
to adjust the number of nodes that run your workloads. The cluster autoscaler component
can watch for pods in your cluster that can't be scheduled because of resource constraints.
When issues are detected, the number of nodes in a node pool is increased to meet the
application demand.

Azure Container Registry is a private registry for hosting container images. It integrates
well with orchestrators like Azure Container Service, including Docker Swarm, DC/OS, and
the new Azure Kubernetes service.

Moreover, ACR provides capabilities such as Azure Active Directory-based authentication,
webhook support, and delete operations.

Reference:

https://docs.microsoft.com/en-us/azure/aks/cluster-autoscaler
https://medium.com/velotio-perspectives/continuous-deployment-with-azure-kubernetes-
service-azurecontainer- registry-jenkins-ca337940151b
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Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-windows-
events

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agent-windows
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https://docs.microsoft.com/en-us/azure/storage/blobs/manage-access-tier?tabs=portal
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US East and US West are in the same geopolitical region so there is no need for enabling
ExpressRoute premium add-on https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-
wan-about#basicstandard The current config of virtual WAN is only Basic as given, so it
can connect to only site to site VPN, to connect to express route it needs to be upgraded
from basic to standard. https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-
about

https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
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Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/auto-failover-group-overview
https://docs.microsoft.com/en-us/azure/azure-sqgl/managed-instance/sqgl-managed-
instance-paas-overview
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Reference:

https://4sysops.com/archives/how-to-create-an-azure-ad-admin-login-alert/
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https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-log
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Scenario: The Network Contributor built-in RBAC role must be used to grant permissions
to the network administrators for all the virtual networks in all the Azure subscriptions.
RBAC roles must be applied at the highest level possible.
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Use Azure File Sync to centralize your organization's file shares in Azure Files, while
keeping the flexibility, performance, and compatibility of an on-premises file server. Azure
File Sync transforms Windows Server into a quick cache of your Azure file share.
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You need an Azure file share in the same region that you want to deploy Azure File Sync.
Incorrect Answers:

A: Backups would be a slower solution.

Reference:
https://docs.microsoft.com/en-us/azure/storagef/files/storage-sync-files-deployment-guide
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A. Azure Kubernetes Service (AKS)

B. Azure Service Fabric

C. Azure Container instances

D. Azure Container registries
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Azure Container Instances enables a layered approach to orchestration, providing all of the
scheduling and management capabilities required to run a single container, while allowing
orchestrator platforms to manage multi-container tasks on top of it.

Because the underlying infrastructure for container instances is managed by Azure, an
orchestrator platform does not need to concern itself with finding an appropriate host
machine on which to run a single container.

Azure Container Instances can schedule both Windows and Linux containers with the
same API.

Orchestration of container instances exclusively

Because they start quickly and bill by the second, an environment based exclusively on
Azure Container Instances offers the fastest way to get started and to deal with highly
variable workloads.

Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-overview
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https://docs.microsoft.com/en-us/azure/container-instances/container-instances-
orchestrator-relationship
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With Azure Blueprints, the relationship between the blueprint definition (what should be
deployed) and the blueprint assignment (what was deployed) is preserved. This connection
supports improved tracking and auditing of deployments. Azure Blueprints can also
upgrade several subscriptions at once that are governed by the same blueprint.
Reference:
https://docs.microsoft.com/en-us/answers/questions/26851/how-is-azure-blue-prints-
different-from-resource-m.html
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Scenario: To access the resources in Azure, App1 must use the managed identity of the
virtual machines that will host the app.

Managed identities provide an identity for applications to use when connecting to
resources that support Azure Active Directory (Azure AD) authentication. Applications may
use the managed identity to obtain Azure AD tokens.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
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Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy?
toc=/azure/storage/blobs/toc.json
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APl Management helps organizations publish APIs to external, partner, and internal
developers to unlock the potential of their data and services.
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You can secure APl Management using the OAuth 2.0 client credentials flow.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-
backend-with-aad#enable-oauth-20-user-authorization-in-the-developer-console
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Buy reserved capacity

Sign in to the Azure portal.

Select All services > Reservations.

Select Add and then in the Purchase Reservations pane, select SQL Database to
purchase a new reservation for SQL Database.

Fill in the required fields. Existing databases in SQL Database and SQL Managed Instance
that match the attributes you select qualify to get the reserved capacity discount. The
actual number of databases or managed instances that get the discount depends on the
scope and quantity selected.

Review the cost of the capacity reservation in the Costs section.

Select Purchase.

Select View this Reservation to see the status of your purchase.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/reserved-capacity-overview
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C. Azure Traffic Manager

D. Azure Application Gateway
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Azure Traffic Manager performs the global load balancing of web traffic across Azure
regions, which have a regional load balancer based on Azure Application Gateway. This
combination gets you the benefits of Traffic Manager many routing rules and Application
Gateway's capabilities such as WAF, TLS termination, path-based routing, cookie-based
session affinity among others.

Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/features
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A. one App Service plan per region

B. one App Service Environment (ASE) per availability zone

C. one App Service Environment (ASE) per region

D. one App Service plan per availability zone
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C. Azure Migrate

D. Azure Advisor
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https://docs.microsoft.com/en-us/azure/migrate/migrate-appliance#collected-data---
vmware

"Metadata discovered by the Azure Migrate appliance helps you to figure out whether
servers are ready for migration to Azure, right-size servers, plans costs, and analyze
application dependencies".
https://docs.microsoft.com/en-us/learn/modules/design-your-migration-to-azure/2-plan-
your-azure-migration
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Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-using-with-vnet
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Azure Resource Policy Definitions can be used which can be applied to a specific
Resource Group with the App Service instances.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Reference:
https://docs.microsoft.com/en-us/azure/dms/tutorial-sql-server-to-azure-sql
https://docs.microsoft.com/en-us/azure/cosmos-db/import-data
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A. Azure AD Application Proxy

B. Azure AD Privileged ldentity Management (PIM)

C. Conditional Access policies

D. Azure Arc

E. Azure AD enterprise applications

F. Azure Application Gateway
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A: Application Proxy is a feature of Azure AD that enables users to access on-premises
web applications from a remote client. Application Proxy includes both the Application
Proxy service which runs in the cloud, and the Application Proxy connector which runs on
an on-premises server.

You can configure single sign-on to an Application Proxy application.

C: Microsoft recommends using Application Proxy with pre-authentication and Conditional
Access policies for remote access from the internet. An approach to provide Conditional
Access for intranet use is to modernize applications so they can directly authenticate with
AAD.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-config-
sso-how-to
https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-
deployment-plan
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Topic 3, Contoso

Existing Environment

Technical Environment

The on-premises network contains a single Active Directory domain named contoso.com.
Contoso has a single Azure subscription.

Existing Environment: Business Partnerships

Contoso has a business partnership with Fabrikam, Inc. Fabrikam users access some
Contoso applications over the internet by using Azure Active Directory (Azure AD) guest
accounts.

Requirements: Planned Changes

Contoso plans to deploy two applications named App1 and App2 to Azure.
Requirements: App1

App1 will be a Python web app hosted in Azure App Service that requires a Linux runtime.
Users from Contoso and Fabrikam will access App1.

App1 will access several services that require third-party credentials and access strings.
The credentials and access strings are stored in Azure Key Vault.

App1 will have six instances: three in the East US Azure region and three in the West
Europe Azure region.

App1 has the following data requirements:

Each instance will write data to a data store in the same availability zone as the instance.
Data written by any App1 instance must be visible to all App1 instances.

App1 will only be accessible from the internet. App1 has the following connection
requirements:

Connections to App1 must pass through a web application firewall (WAF).

Connections to App1 must be active-active load balanced between instances.

All connections to App1 from North America must be directed to the East US region. All
other connections must be directed to the West Europe region.

Every hour, you will run a maintenance task by invoking a PowerShell script that copies
files from all the App1 instances. The PowerShell script will run from a central location.
Requirements: App2

App2 will be a NET app hosted in App Service that requires a Windows runtime. App2 has
the following file storage requirements:

Save files to an Azure Storage account.

Replicate files to an on-premises location.

Ensure that on-premises clients can read the files over the LAN by using the SMB protocol.
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You need to monitor App2 to analyze how long it takes to perform different transactions
within the application. The solution must not require changes to the application code.
Application Development Requirements

Application developers will constantly develop new versions of App1 and App2. The
development process must meet the following requirements:

A staging instance of a new application version must be deployed to the application host
before the new version is used in production.

After testing the new version, the staging version of the application will replace the
production version.

The switch to the new application version from staging to production must occur without
any downtime of the application.

Identity Requirements

Contoso identifies the following requirements for managing Fabrikam access to resources:
Every month, an account manager at Fabrikam must review which Fabrikam users have
access permissions to App1. Accounts that no longer need permissions must be removed
as guests.

The solution must minimize development effort.

Security Requirement

All secrets used by Azure services must be stored in Azure Key Vault.

Services that require credentials must have the credentials tied to the service instance.
The credentials must NOT be shared between services.
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