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Reference:
https://docs.microsoft.com/en-us/azure/architecture/guide/technology-choices/load-
balancing-overview
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Microsoft recommends that you use a GPv2 storage account for most scenarios. It
supports up to 5 PB, and blob storage including Data Lake storage.

Note: A key mechanism that allows Azure Data Lake Storage Gen2 to provide file system
performance at object storage scale and prices is the addition of a hierarchical
namespace. This allows the collection of objects/files within an account to be organized
into a hierarchy of directories and nested subdirectories in the same way that the file
system on your computer is organized. With a hierarchical namespace enabled, a storage
account becomes capable of providing the scalability and cost-effectiveness of object
storage, with file system semantics that are familiar to analytics engines and frameworks.
Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/blobs/data-lake-storage-namespace
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US East and US West are in the same geopolitical region so there is no need for enabling
ExpressRoute premium add-on https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-
wan-about#basicstandard The current config of virtual WAN is only Basic as given, so it
can connect to only site to site VPN, to connect to express route it needs to be upgraded
from basic to standard. https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-
about

https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about

EFEE: 5

FCOBMIE RLCIFIAZRTT S5 EQEBOD—BTYT, V) —XDEEMICIE,
MARSN-BREZERT HAREDHLIIMBEBODFRENSENLTLET, —HBOERBE Y
FZIFEHDELVEREAHLIEENHY FTIMN MOERtE Y FIIFELDEEREN
BWEENHY ET,

OtV avOERICEEL-RE, ZOEMICRAZLETEFEA, TORE.
LOEBEMEILEA—BEEICRRINELA,

HET-DEIE AzureSQLT—Z R—X #FEHT 5 & F I FHAzureAppServicef >~ X 3
VARETTIOATEHEFETEILTULVET, App Servicef A2 U R IE AzureSQLT—
AR—RELRFIZT IO INFET,

BttIZ(E EEDAzure!) —2 3 VIZDHAppServiced VA B VR ETTAAT B ELS
HAIEGELNHY EI, App Serviced VRAEZ VAN Y—RIE BLY—2avICHEET S
BENHYET,

BHZEGZm-T V) a—2 a3 EHRETLIVNENHYET,

fRREK AzureiR) O—ZFERALT U Y—RTIL—TDEMERHETI L8O LE
ER

NIFEZFEZERLTHWEIN?

A. [FLy

B. L\ %

IEfR: (EffZzRTLET)

Azure Resource Policy Definitions can be used which can be applied to a specific
Resource Group with the App Service instances.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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Reference:
https://www.ciraltos.com/automatically-start-and-stop-wvd-vms-with-azure-automation/
https://wvdlogix.net/windows-virtual-desktop-host-pool-automation-2
https://getnerdio.com/academy/how-to-optimize-windows-virtual-desktop-wvd-azure-costs-
with-event-based-autoscaling-and-azure-vm-scale-sets/
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Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy?
toc=/azure/storage/blobs/toc.json
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Azure Traffic Manager is a DNS-based traffic load balancer that enables you to distribute
traffic optimally to services across global Azure regions, while providing high availability
and responsiveness.
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
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API Management helps organizations publish APIs to external, partner, and internal
developers to unlock the potential of their data and services.

You can secure APl Management using the OAuth 2.0 client credentials flow.

Reference:
https://docs.microsoft.com/en-us/azure/api-management/api-management-key-concepts
https://docs.microsoft.com/en-us/azure/api-management/api-management-features
https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-protect-
backend-with-aad#enable-oauth-20-user-authorization-in-the-developer-console
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Blob Storage: Stores large amounts of unstructured data, such as text or binary data, that
can be accessed from anywhere in the world via HTTP or HTTPS. You can use Blob
storage to expose data publicly to the world, or to store application data privately.

Max file in Blob Storage. 4.77 TB.

Reference:
https://docs.microsoft.com/en-us/azure/architecture/solution-ideas/articles/digital-media-
video
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Managed identities for Azure resources is a feature of Azure Active Directory.
User-assigned managed identity can be shared. The same user-assigned managed
identity can be associated with more than one Azure resource.

Incorrect Answers:

B: System-assigned managed identity cannot be shared. It can only be associated with a
single Azure resource.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-
resources/overview
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Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-managed-instance SQL
Managed Instance allows existing SQL Server customers to lift and shift their on-premises
applications to the cloud with minimal application and database changes. At the same
time, SQL Managed Instance preserves all PaaS capabilities (automatic patching and
version updates, automated backups, high availability) that drastically reduce management
overhead and TCO.
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https://docs.microsoft.com/en-us/azure/azure-sgl/managed-instance/transact-sql-tsql-
differences-sql-server#clr
https://docs.microsoft.com/en-gb/azure/azure-sql/database/transact-sql-tsql-differences-
sql-server#transact-sql-syntax-not-supported-in-azure-sql-database
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Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/auto-failover-group-overview
https://docs.microsoft.com/en-us/azure/azure-sgl/managed-instance/sqgl-managed-
instance-paas-overview

Topic 2, Fabrikam, Inc

Existing Environment

Fabrikam, Inc. is an engineering company that has offices throughout Europe. The
company has a main office in London and three branch offices in Amsterdam Berlin, and
Rome.

Active Directory Environment:

The network contains two Active Directory forests named corp.fabnkam.com and
rd.fabrikam.com. There are no trust relationships between the forests. Corp.fabrikam.com
is a production forest that contains identities used for internal user and computer
authentication. Rd.fabrikam.com is used by the research and development (R&D)
department only. The R&D department is restricted to using on-premises resources only.
Network Infrastructure:

Each office contains at least one domain controller from the corp.fabrikam.com domain.
The main office contains all the domain controllers for the rd.fabrikam.com forest.

All the offices have a high-speed connection to the Internet.

An existing application named WebApp1 is hosted in the data center of the London office.
WebApp1 is used by customers to place and track orders. WebApp1 has a web tier that
uses Microsoft Internet Information Services (lIS) and a database tier that runs Microsoft
SQL Server 2016. The web tier and the database tier are deployed to virtual machines that
run on Hyper-V.

The IT department currently uses a separate Hyper-V environment to test updates to
WebApp1.

Fabrikam purchases all Microsoft licenses through a Microsoft Enterprise Agreement that
includes Software Assurance.

Problem Statement:

The use of Web App1 is unpredictable. At peak times, users often report delays. At other
times, many resources for WebApp1 are underutilized.

Requirements:



Planned Changes:

Fabrikam plans to move most of its production workloads to Azure during the next few
years.

As one of its first projects, the company plans to establish a hybrid identity model,
facilitating an upcoming Microsoft Office 365 deployment All R&D operations will remain
on-premises.

Fabrikam plans to migrate the production and test instances of WebApp1 to Azure.
Technical Requirements:

Fabrikam identifies the following technical requirements:

* Web site content must be easily updated from a single point.

* User input must be minimized when provisioning new app instances.

* Whenever possible, existing on premises licenses must be used to reduce cost.

* Users must always authenticate by using their corp.fabrikam.com UPN identity.

* Any new deployments to Azure must be redundant in case an Azure region fails.

* Whenever possible, solutions must be deployed to Azure by using platform as a service
(PaaS).

* An email distribution group named IT Support must be notified of any issues relating to
the directory synchronization services.

* Directory synchronization between Azure Active Directory (Azure AD) and
corp.fabhkam.com must not be affected by a link failure between Azure and the on
premises network.

Database Requirements:

Fabrikam identifies the following database requirements:

* Database metrics for the production instance of WebApp1 must be available for analysis
so that database administrators can optimize the performance settings.

* To avoid disrupting customer access, database downtime must be minimized when
databases are migrated.

* Database backups must be retained for a minimum of seven years to meet compliance
requirement Security Requirements:

Fabrikam identifies the following security requirements:

*Company information including policies, templates, and data must be inaccessible to
anyone outside the company

*Users on the on-premises network must be able to authenticate to corp.fabrikam.com if an
Internet link fails.

*Administrators must be able authenticate to the Azure portal by using their
corp.fabrikam.com credentials.

*All administrative access to the Azure portal must be secured by using multi-factor
authentication.

*The testing of WebApp1 updates must not be visible to anyone outside the company.
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Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/data-protection-overview
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https://docs.microsoft.com/en-us/azure/storage/blobs/manage-access-tier?tabs=portal
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US East and US West are in the same geopolitical region so there is no need for enabling
ExpressRoute premium add-on https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-
wan-about#basicstandard The current config of virtual WAN is only Basic as given, so it
can connect to only site to site VPN, to connect to express route it needs to be upgraded
from basic to standard. https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-
about

https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about
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Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/service-map
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https://docs.microsoft.com/en-us/azure/service-fabric/service-fabric-overview
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Reference:
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-auditing

https://docs.microsoft.com/en-us/previous-versions/azure/dn741340(v=azure.100)?
redirectedfrom=MSDN
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Reference:

https://docs.microsoft.com/en-us/azure/azure-cache-for-redis/cache-overview
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D: Time Series Insights is a fully managed service for time series data. In this architecture,
Time Series Insights performs the roles of stream processing, data store, and analytics
and reporting. It accepts streaming data from either loT Hub or Event Hubs and stores,
processes, analyzes, and displays the data in near real time.

C: The processed data is stored in an analytical data store, such as Azure Data Explorer,
HBase, Azure Cosmos DB, Azure Data Lake, or Blob Storage.

Reference:
https://docs.microsoft.com/en-us/azure/architecture/data-guide/scenarios/time-series
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Ef#E: (EfEZRTLET)
(https://docs.microsoft.com/en-us/dotnet/azure/migration/app-service#com-and-com-
components) Azure App Service does not allow the registration of COM components on
the platform. If your app makes use of any COM components, these need to be rewritten in
managed code and deployed with the site or application. https://docs.microsoft.com/en-
us/dotnet/azure/migration/app-service

"Azure App Service with Windows Containers If your app cannot be migrated directly to
App Service, consider App Service using Windows Containers, which enables usage of the
GAC, COM components, MSis, full access to .NET FX APlIs, DirectX, and more."
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Azure Container Instances (ACI) lets you quickly deploy container instances without
additional infrastructure overhead. When you connect with AKS, ACI becomes a secured,
logical extension of your AKS cluster. The virtual nodes component, which is based on
Virtual Kubelet, is installed in your AKS cluster that presents ACI as a virtual Kubernetes
node. Kubernetes can then schedule pods that run as ACI instances through virtual nodes,
not as pods on VM nodes directly in your AKS cluster.
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Your application requires no modification to use virtual nodes. Deployments can scale
across AKS and ACI and with no delay as cluster autoscaler deploys new nodes in your
AKS cluster.

Note: AKS clusters can scale in one of two ways:

The cluster autoscaler watches for pods that can't be scheduled on nodes because of
resource constraints. The cluster then automatically increases the number of nodes.

The horizontal pod autoscaler uses the Metrics Server in a Kubernetes cluster to monitor
the resource demand of pods. If an application needs more resources, the number of pods
is automatically increased to meet the demand.

Reference:

https://docs.microsoft.com/en-us/azure/aks/concepts-scale5
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1 - Create an Azure policy definition that uses the deploylfNotExists identity.

2 - Create an Azure policy assignment

3 - Invoke a remediation task

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
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With Azure Blueprints, the relationship between the blueprint definition (what should be
deployed) and the blueprint assignment (what was deployed) is preserved. This connection
supports improved tracking and auditing of deployments. Azure Blueprints can also
upgrade several subscriptions at once that are governed by the same blueprint.
Reference:
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https://docs.microsoft.com/en-us/answers/questions/26851/how-is-azure-blue-prints-
different-from-resource-m.html
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https://docs.microsoft.com/en-us/azure/azure-sqgl/database/long-term-retention-overview In
Azure SQL Database, you can configure a database with a long-term backup retention
policy (LTR) to automatically retain the database backups in separate Azure Blob storage
containers for up to 10 years
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Standard StorageV2 supports the Archive access tier, which would be the cheapest
solution.

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-introduction
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Reference:

https://docs.microsoft.com/en-us/rest/api/keyvault/
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Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/purchasing-models
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Azure cool tier is equivalent to the Amazon S3 Infrequent Access (S3-IA) storage in AWS
that provides a low cost high performance storage for infrequently access data.

Note: Azure's cool storage tier, also known as Azure cool Blob storage, is for infrequently-
accessed data that needs to be stored for a minimum of 30 days. Typical use cases
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include backing up data before tiering to archival systems, legal data, media files, system
audit information, datasets used for big data analysis and more.

The storage cost for this Azure cold storage tier is lower than that of hot storage tier. Since
it is expected that the data stored in this tier will be accessed less frequently, the data
access charges are high when compared to hot tier. There are no additional changes
required in your applications as these tiers can be accessed using APIs in the same
manner that you access Azure storage.

Reference:

https://cloud.netapp.com/blog/low-cost-storage-options-on-azure
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Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview
https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy
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A. management groups

B. subscriptions

C. Azure Active Directory (Azure AD) tenants

D. resource groups



E. Azure Active Directory (Azure AD) administrative units

F. compute resources
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Azure Policy evaluates resources in Azure by comparing the properties of those resources
to business rules.

Once your business rules have been formed, the policy definition or initiative is assigned to
any scope of resources that Azure supports, such as management groups, subscriptions,
resource groups, or individual resources.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
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1 - Azure Site Recovery only

2 - Azure Site Recovery and Azure Backup

3 - Azure Backup only
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Instead use Azure Network Watcher to run IP flow verify to analyze the network traffic.
Note: Advisor is a personalized cloud consultant that helps you follow best practices to
optimize your Azure deployments. It analyzes your resource configuration and usage
telemetry and then recommends solutions that can help you improve the cost
effectiveness, performance, high availability, and security of your Azure resources.

With Advisor, you can:

Get proactive, actionable, and personalized best practices recommendations.

Improve the performance, security, and high availability of your resources, as you identify
opportunities to reduce your overall Azure spend.

Get recommendations with proposed actions inline.

Reference:

https://docs.microsoft.com/en-us/azure/advisor/advisor-overview
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When both the database management system and client are under the same ownership
(e.g. when SQL Server is deployed to a virtual machine), transactions are available and
the lock duration can be controlled. Reference:
https://docs.particular.net/nservicebus/azure/understanding-transactionality-in-azure
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Firewall policies work across regions and subscriptions.

Place all your global configurations in the parent policy.

Note: Policies can be created in a hierarchy. You can create a parent/global policy that will
contain configurations and rules that will apply to all/a number of firewall instances. Then
you create a child policy that inherits from the parent; note that rules changes in the parent
instantly appear in the child. The child is associated with a firewall and applies
configurations/rules from the parent policy and the child policy instantly to the firewall.
Reference:

https://aidanfinn.com/?p=22006
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Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-
resources
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects#modify
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https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-
encrypted-database-engine?view=sql-server-ver15
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Instead use Azure Network Watcher to run IP flow verify to analyze the network traffic.
Note: Wire Data looks at network data at the application level, not down at the TCP
transport layer. The solution doesn't look at individual ACKs and SYNs.

Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-
overview
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-
overview
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Reference:

https://docs.microsoft.com/en-us/azure/storagef/files/storage-files-planning
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Reference:

https://docs.microsoft.com/en-us/azure/key-vault/general/authentication
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Azure Traffic Manager performs the global load balancing of web traffic across Azure
regions, which have a regional load balancer based on Azure Application Gateway. This
combination gets you the benefits of Traffic Manager many routing rules and Application
Gateway's capabilities such as WAF, TLS termination, path-based routing, cookie-based
session affinity among others.

Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/features
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1 - AD Application Proxy

2 - AD Enterprise Application

3 - AD Conditional access policy

Eﬁ:ﬁ: 58

BRI BLYFIAFRTRTS5—EOEMRO—EHTY, P —XDOKXEMIZIE,
MARSNT-BEEERT IAEMEOHIMBEBOBRENSEALTVET , —BOEBEME Y
MIZITEBDIE LWVERELHDIGENHY FTITH MOER v FIIXIE L UVDERREN
HWMEGENHY FT,

SV aAaVOBERMICEZLEZZE, ZOEBEMICRSZLETETEFRA, ZTOHERE. Ch
HNEMIELE A —EEAICRRTINFELEA,

HET-DRIE AzureSQLT—E N—RX = FEHT 5 & F T F4AzureAppServicef VX 3
VRAETIOAFTBHEEFEE L TLVET, App Serviced YRR U RIE AzureSQLT—
AR—ZRERBIZTIOAEShET,

BlIttIZIX HEEDAzure!) —2 3 VIZDHAppServiced VAR VR ETTAATBELDS
HEZEHELAHY ET, App Serviced YVRAAVAD)Y—RIE ALY =2 avIZHEHET S
WHENRHYFET,

BHREBEGEE-TYV) 12— a3 v EHRTIVNENRHYET,

fERK Azure SecurityCenterDIRF IV TSA TR B Y aR—FEFEHRATIEED
#goHLET,

CHIZEEZEFERLTVLWETM?



A. [T

B. L VR

IEfE: (EffZzRnLET)

The Regulatory compliance dashboard in Azure Security Center is not used for regional
compliance.

Note: Instead Azure Resource Policy Definitions can be used which can be applied to a
specific Resource Group with the App Service instances.

Note 2: In the Azure Security Center regulatory compliance blade, you can get an overview
of key portions of your compliance posture with respect to a set of supported standards.
Currently supported standards are Azure CIS, PCI DSS 3.2, ISO 27001, and SOC TSP.
Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/overview
https://azure.microsoft.com/en-us/blog/regulatory-compliance-dashboard-in-azure-security-
center-now-available/
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https://docs.microsoft.com/en-us/azure/aks/virtual-nodes
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Reference:
https://docs.microsoft.com/en-us/azure/azure-sqgl/database/active-geo-replication-overview
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https://docs.microsoft.com/bs-cyrl-ba/azure/sqgl-database/sql-database-managed-instance-
migrate Quote from that page "Azure SQL Database and SQL Server databases in an
Azure Virtual Machine. DMS is the recommended method of migration for your enterprise
workloads.

If you use SQL Server Integration Services (SSIS) on your SQL Server on premises, DMS
does not yet support migrating SSIS catalog (SSISDB) that stores SSIS packages, but you
can provision Azure-SSIS Integration Runtime (IR) in Azure Data Factory (ADF) that will
create a new SSISDB in a managed instance and then you can redeploy your packages to
it, see Create Azure-SSIS IR in ADF.

To learn more about this scenario and configuration steps for DMS, see Migrate your on-
premises database to managed instance using DMS."
https://docs.microsoft.com/en-us/azure/data-factory/how-to-migrate-ssis-job-ssms
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Reference:
https://docs.microsoft.com/en-us/azure/storage/file-sync/file-sync-deployment-guide
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If you are looking for Transport Layer Security (TLS) protocol termination ("SSL offload") or
per-HTTP/HTTPS request, application-layer processing, review Application Gateway.
Application Gateway is a layer 7 load balancer, which means it works only with web traffic
(HTTP, HTTPS, WebSocket, and HTTP/2). It supports capabilities such as SSL
termination, cookie-based session affinity, and round robin for load-balancing traffic. Load
Balancer load-balances traffic at layer 4 (TCP or UDP).

Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-faq
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Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-sources-windows-
events

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agent-windows
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https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-data-from-
blobs
https://docs.microsoft.com/en-us/answers/questions/31113/fastest-method-to-copy-500gb-
table-from-on-premise.html
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You use Azure Policy to enforce tagging rules and conventions. By creating a policy, you
avoid the scenario of resources being deployed to your subscription that don't have the
expected tags for your organization. Instead of manually applying tags or searching for
resources that aren't compliant, you create a policy that automatically applies the needed
tags during deployment.

Note: Organizing cloud-based resources is a crucial task for IT, unless you only have
simple deployments. Use naming and tagging standards to organize your resources for
these reasons:

Resource management: Your IT teams will need to quickly locate resources associated
with specific workloads, environments, ownership groups, or other important information.
Organizing resources is critical to assigning organizational roles and access permissions
for resource management.

Reference:

https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/decision-
guides/resource-tagging
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-policies
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Instead use Azure Network Watcher IP Flow Verify, which allows you to detect traffic
filtering issues at a VM level.

Note: IP flow verify checks if a packet is allowed or denied to or from a virtual machine.
The information consists of direction, protocol, local IP, remote IP, local port, and remote
port. If the packet is denied by a security group, the name of the rule that denied the
packet is returned. While any source or destination IP can be chosen, IP flow verify helps
administrators quickly diagnose connectivity issues from or to the internet and from or to
the on-premises environment.

Reference:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-
overview

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics
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Reference:

https://docs.microsoft.com/en-us/azure/dms/tutorial-sql-server-to-azure-sq|l
https://docs.microsoft.com/en-us/azure/cosmos-db/import-data
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https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-
overview
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Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers
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